;e3eZ"WI6T" 5 10 15 2n 25 30 BACKGROUND OF THE | NVENTI ON The present
invention relates to arithmetic conputation involving larg

nore particularly, to a neans for performng multiplicati ogummwm@
reduction of large integers. DESCRI PTI ON OF THE RELEVANT Al resent
invention is notivated by appli catl ons of public-key cryptograp V fhel udi ng
t'he RSA schene, RSA Laboratories) "{The Public-Key Cryptogr mmmlml

RSA Data Security, Inc., Redwood G ty, CA, Novenber 1993; Ilﬂlmmmms
Dzffie-Hell man scheme, W Diffie and M Hell man, "New Directiong

‘Crypt ography, " | EEE Tr ansaepPrBNEUDITAMPMYLFEPREGI THBOry, Vol . IT 2 No 6,
,tune 1977, pp. 7484; and the BSfeohemarumPredtal Signature St andard,"
_FIPS Publication 186, National Institute of Standards and Technol ogy, U.S.
Depart ment of Comrerce, 18 I\/ay 1994. These applications require the

corrput at | oRACKER@EH ] YpEeeNt i ation, that is, a conputation of the

form"A6 modul o pr\@};‘aern% Anv&mﬁ&d ﬂ%@rtesl ab0erdtvegars. Modul ar
ndl .09 gré)cedure that can take a

exponenti ation |st gp t& % dena

long tinme t8"Pert o]rorﬂ 5P é’llEPlg or° r?ex PRSI ve'Cahput i ng devi ces.

Conput i ng devireslaniyi.calod y Blﬁenele%@rgmfpémbﬁ@)d@%]stjdbhl&altﬁobaw@ uni ts of
a f4 xed si zagdaulhe hasia idat arunhtge sirtldeed .a "word" and conprises "b bits.
The value of b is selected when the device is designed. Typical values for
b are 8, 16, 32, or 64 bits. Awrd is used to represent a non-negative

i nteger x PESEREPPIEMHOM THEY RELPYANT iiddire W= 2. To represent an integer X
that is larger thanpWsent, 1@vﬁutib@rﬂiinﬁitﬁﬂat§@rﬁﬁ&iﬁ;ﬂlﬂm1io$13U5§d If Os

Xs W - er iti are resent ed as
X 2 xtn 1) PUp L Sedl ST g8RY lX&%%%%«A%E e R eh x(1} |
in the rangaberat(ias.. < Te. Pyblic=Kgy Cryptpgyaphygtandiddsnte§ef X i s
repy esent edaby $deudt syor dsicx{ Okednddd ,City.,, CA{ NNdyemivé:t 11 940r;d txgj }
[ebresent | 8980 LA ARl WAkrkS LI £asld Lekehl Al Mlan Porvad ol ven vord S

si ze b) Iven nunber o e multiprecision representation of
X is uni qu@lr%ﬁiﬂ’%ﬁ X SONERCPREPON | it dS288FEF LPPDPE at i ons i nvol vi ng

mul ti preci Sn@brinat bgershedye Suth oOperAat iNon bs duheijPiTtatopon74G ven two
integers Xgand, @ﬁ%éﬂ tsfah%méo ﬂﬁigit@ﬁ@l@hgeuwpﬁ@é{%ﬁl «OR8E n words,

it is stral ght orwar gramt e conputing device to calculate the
product Z EuRl*Cf’Ytl%el%'oé’é‘ &Péa?-slrl‘f’fttjt‘:l%enﬁ eStHATPEHe @l tiply and add"
nmet hod t augkethholgrnammars .schkpakthent mi tdgpimeirng, nu$ tNak giX94nunber s. The

ConpleX|tYT%§s9faﬂgfﬁégé¥a% Ul h§rQL%HHEﬂﬂﬂ@utﬁh§&né§)sééﬁad}unber of "inner
product s" gt nust be conp uteg

IS n2 pr oduct cl?ugn %@ r%ﬁ words to
repr esent ut@r p?’é‘%‘?riedlatllaﬁdﬁ’f‘r ctRRy Jfppl‘i‘l EQE“PBF@“%H di ath ar
exponenti at’ F\E)nﬂcrdeqm Pes Whadeedls or andoBsandslafasuatie@rmul tiplications,

eagh invol waG1wt@>g;§'<5r$erttf1%tt1@helgealsc&ﬁpdw&dbsgmpfdmrdﬁdgong On a
si npl e computi ng devi.ce, the cprrput t|o tlerreO si ngl e exp gnentlatlon

can be seveFSFERTatEE " E5% FRAY AppTitari"ens® BGERHY 1B Toni € comer ce,
this is toen spgxpenderastiputing %‘Hfieﬁﬂ 4 cati on | s not the only operation
i nvol ved in mod@& Adu EXRPRRALICRE efipi A0 elreOpesaghed 6 graddsar reduction,
that is) thg Leductlon, ol e JRrodugt. £ Jiram 2, uorde; § 0yt ords by

appl ying a nDdu o eration. e conp eX|t | ar duction is
nea?ly i deAfi €alled 2 ha'tOIFRJ @PdnﬂPWPJE)’rSr%Sat |bonb15ﬁd t Fee 1/ Yo tEr Pbut e
nearly equakl yeloctd® widmlcneunel/ice 0f desigtiebar exporEntiaatiegn. SUMVARY

OF THE INVI%%I} O\ Theg present, i B\r‘egﬁ'ﬂ’{‘cé ak sgg&agga,gge@f he observation
mul ti

t hat both preci sion 'milt'i cation an ul ar reduction can be
rapi dly calré’BIrﬁﬁ%lt i3 R ft?@ﬁﬁﬂtt’?nbn‘b%ﬁlﬁlbé‘ Has ChReTRBPAN 15 0y t ¥ -
efficiently,caheye w = 2°.

30 To represent an integer X that is larger than W - 1, a

multiprecision representation is used. I£ 0 < X < W' - 1,
where n is some positive integer, then X car. be represented
as:

X = x{n-1}*W"" + x{n-2}*W*? ... + x{1}*W + x{0},



-3 out the follow ng operation: Z- Z (X * Y) . In this operation, X is an
i nteger represented by mwords) and Y and Z are each integers represented
by n words. The 5 intent is that n is the nunber of words in the nodul us
for which the nodul ar exponentiation is being conputed, while mis a
smal | er value than n. Multiprecision multiplication and nodul ar reduction
can each be carried out using approximately n/ mexecutions of this
operation, for a total 10 of 2n/m operations for the nodul ar
exponenti ation. The present invention discloses a coprocessor that can be
‘added to a conputing device to enabl e-the conputing device to performthis
operation efficiently. Wen instructed by the conputing device to do so,
the 15 coprbeessorciperfidr ms thetloperatdeol Z {7 {X *~ ¥y, PeadPng the words
% X, Y, and Z frqmlrrerrm}mnb)sl aﬂﬂe\r/]\m@égtgf tkhes nevp ¥ of oz baeknto nenory.
e conputjn evj ce as es these operations.in recision
mul tiplica |%% n‘lt)oJUIar{%‘ﬁéductionF eHH uI?&n%?e? &ﬁogﬁpregex%on%ntlatlon
20 The bU|PG|¥Ef¢ﬂQﬁﬂ@Ha5r1§héh€o€W%ﬁﬁ¥§aﬂntlgfaw1aré@rlﬁt@g%?nlwﬂnﬂ (LIU).
Thes coprocessers @iy ioRe ALmPOF &4 hidrss eactnd dentigakcigisach ot her.

Each LIU i e nul tipliet der, a register and an OR gate.
Mul tiple LP%)ygsesnt te1 cor?%e?:(t eé ?o (?lgr man LIU Arra% whi ch includes ZS a

conpl ementi ng AREILaF |SATPERERGIREHPB IV IARE ARV HRA D RAPSFEAT@° " The greater
t he nunberinfolihs mulalipdedishoh hintasgeay,. tbeefastleroddratexponenti ation.

Addli t1 onal bl £t 5. AN, A0V 8L 800,01 AR IVANLAGN, AT Sl LArLh T part in

t he descrlptlon | 1 ows art are opvious fromfthe
destri pti oRVLBIPTREA: Heon erépﬁéaeﬁsla%%{m & ¥Préfe Inviehti on. The objects
and advant agesigtt fdwevdr ent bongads oclimycobeut fay i dediandoat t ai ned by nmeans

of the ins it ogbi natJ Qns t i ut in the
appended c%é?nrr{gm@é Eﬂee%r%%@f)%s%gl g‘?’l O%nﬁgﬁéég&@édﬂe 3 Iit'ng(l:grrpanyl ng

drawi ngs, WRAFBhCRA®R Ghifcorpdraréd ¢ Afdp cB‘ﬁ§PPflu?%“9§1tp&r“t IGAMPRE
speci fi cat sohpol | farstinatite piyeher metk shizodi membsrof tTie icowedkkony and

t oget her %khtéet&eo@&ﬁﬁré R E}Gaé?&é’f‘ctcth%%phél Nehd & RMdCc LRl es of the
i nvention. FIG shows a coprocessor with éongutl ng device; FIG

i |lustrat eslan?lér%]éo‘?‘fﬁtecger’:hﬁﬁl PUgE IRy CC?‘—‘]the bl BBR BF APEmM?
il lustrati mgafoues LAJvworl® itot eepoeswot ed .to forman LIU array; FIG 4

illustrates an H%%J@kaqo%'ﬁbm% Wb hapfblqgat:i&lll: ery amugrl@nﬁkeah@ggess
menory ( N%( F Illustrates an?l}h ay, co ré] ﬁ/\nthacontroller
and RAM ha¥T'Rg %n?]e%%l%(feﬂyl\ﬁa?t]é\m? ecqsi 8ﬁ 1fﬁ% BES €5 1998 rates an LIU
art@y conbinéd1mi idrtal @unt m@hh_ennvalvxrrg_tlnmwﬁaﬂdtlaa%@crtmthRAI\/pr_Fl G 7
illustrat eSuﬂd@é@@'éﬁ%r‘c&" aenibnt egera Lgmntpl(eLtb&puﬁr@ ikl shent FIG
G caPPar Bl S idh A R, A9 AN d | LHRhEALL0g: deuaPiReblogdh
i nt er conneC rm-an LI’ ar
mlnutes For many appllcatlons such as electronic
commerce, this 1is too long to be useful.
25 Multiplication is not the only operation involved in
modular exponentiation. Another operation is modular
reduction, that is, the reduction of the product Z from 2n
words to n words by applyving a "modulo P" operation. The
complexity of modular reduction is nearly identical to that
30 of multiplication, and the two contribute nearly equally to

the total run time of a modular exponentiation.

SUMMARY OF THE INVENTION
The present invention takes advantage of the
observation that both multiprecision multiplication and
35 modular reduction can be rapidly calculated if the
computing device has the capability to efficiently carry



9 illustrates a dual -port RAM apparatus; and 10 is a bl ock di agram show ng
a read-nodify-wite for use with a dual -port RAM DETAI LED DESCRI PTI ON OF
THE PREFERRED EMBODI MENTS 25 Reference now is made in detail to the present
preferred enbodi nents of the invention, exanples of which are illustrated
in the acconpanying drawi ngs, wherein like reference nunerals indicate |ike
€l enments throughout the several views. 30 Throughout this discussion, the
notation "X ~ n words" is used to indicate that an integer X is represented
using a nultiprecision representation in the format just described. It is
al so convenient to introduce a few operators. 35 The operator "/" is used
to represent |nte er _division with the remai nder di scarded. The operator
96 is usétt 6he IsliepirgameTeéOPht eger nodul us operation, i.e., the
remai nder that results fromdivision: Wth¥his notation, XW= x{n-1}*W-z

+ X{N- 2} * Wy e s- oﬁe%égigﬂ/\/'& Xtslhn @ngﬁgerﬂ)ﬁé/pre)é{ag}:ed-rﬂ@ RIRSU 1 nvention

di scl oses a coprocessor that can be ded to a coggutr n devr ce to enable

the computd™y Ydévfcé #%° p%arcfrbrlr‘htteﬂf%sob%?%etsied’r‘re@f cPeftTS - TH& ar r angenent
of 5t he coprmoecessos (hawit hid hénec onpbitt ngt dewidse ihlths sbéwhid rEdEl G 1. The

coprocessqQ,, 4 %herﬁéatt@r ok%nttletl&het&m%@ eemgeyéee ‘,rrﬁq% e
communi cate with its nennr¥ mat ches t he XD%B%SIZG of the

conmput i ng ‘Fei SB2LWRENTRHY g- byM’t‘ft‘el%‘?ﬁﬁﬁmHgmH ¢ F so, the
copr ocessamdpecfoias théduoperatdaoneZch Pe ¢atriey) oucendimg t he words of X,
Y, and Z farﬁypoaz&mtmﬁn/ﬁr&emn%gtbﬁguttbe JRWawebds br 4 Ragdsit o menory

nﬁ The CO / devi ce 853§ ﬁ §S§ operatrons nt o nultrprecrsron
Ptipli cact ﬁl mr'rBHﬁF%l?le% 5 &S BRAVETY | FTEROSS 1 R640T ar exponenti ati on.
FIG 2 illustr&bhespactanyelivarggon dhsclesed)a ZpproRes2or copmtocessor 14
cont ai ns Md lddagq eaca b&ﬁgﬂld&'@ dtec}l@actlooetxtmﬂe the auRperid LIU s

determ nes, the n wor inthe.o the eration Z - Z (X
* Y). The dexecut :EJSnp?rgormfthrrlﬁo’dt?lpgrragl on":'e“:al{1 |n§%y| S a%%roxr mat el y

proporti ordistirgctemh brhehs yammmtdagi gaerce sthrd@séﬁt edh@ith 25 a scal eabl e
anehi tect wfcgartol&@tssatl suBrshes tihadegblaoiosonp! exist yxver syus spegdiy the mor e

LIU s, faster th exponent tron Larae | nte i LI W
reference o the arge ln egerd %nr ﬁnﬂ}‘o?l 30 sh(%/rktJQ %I' tI(Zl? Lg? & si gnal S

whi ch ar e wiralshiof & Heckr o Jirmaryas dasheeutiay, dgiiiFe asgpmltleswhi ch are
mor e t han s bichewhdeors eishtO\Wu18Spseti hdi I’iﬁﬂ.thllhbatf]@nﬂunber of bits

| ndli cat ed. ., T8 NUTBRLLL ! (™8 BFa BLLS el 8lbEhDALI X8 grbodi ment s
and the present i Avent dto |n ternatl ve
erBodi ments. FiT&t PHal 8 p¥ i Rrog*nfer, tm C%Hﬁ?%’é@é’ﬁdlﬁu?tt?ﬂqeer -6 input,
n2, are muirtdepleircandti NPIW)S. tCI[‘l’ieh@:obﬁbQésskditt egeitainkgnbhe2dr nkcach of the

first multip)icer chpRUS ol i cANd J @scﬁegehgr Ml et tﬂ@utde;r% I's a word
representr ng a b-bit integer. First mul tlp%?%l‘ar?l nput nd, second

mul tiplier™ lerr@ agraddery o TAYNGFEF DRy ﬁatepr telehe pr oduct
signal p imfsnﬁ\ayv\,hereoﬂr’técumijrtoatfemnammm irggeyorhiShneec adesnl s (W -
1psand 0 s r%nel(e}rténtﬁg éat@er%nq%tetm%Opé@tsc%rgnehdpahso&pﬁmo s (W- 1)2.

Thi s means that 2 its r tore rodu t signal p. The
roduct - STRR, e GrPaFEF (1 ohaIDRE Goh TG JAFTopPRAUeI L gnal - ph. and
a | ow par taqmo’duchesrfgaader ple emenhnghapmlt pr oduct signal, ph, is forned

as t he upper bAQHEEl@ﬁaPr&gj-Eétss'aﬂaa!ad{;an@éﬁjeéQﬁ ko Qﬁﬁéntpf&ﬂléﬁleos' gnalh
r.e <_ph _<

is 15 f s.the |lo
Pw-'5) ot TR h Bt O Shed eRarittion B i ebiiohe) #UES 0 S
oafput si grealt erfet hevremgefltqm dder deﬁprlmlorvmrqremhebﬁot\ﬁmetd prvoduct
Si gna: plpraceclueeafl ﬂh@rﬂ?}é?ﬁlo&ﬁ Flmnét Hﬂéitﬂj’s eh@nabvaa&ag@md»hﬁecond adger
S1 gha a I n S 0 e (S| r | ac | a Wor
regr esent |2':nh %B,%(ng‘? n JI'e)yoermayFr gldg?ds%}l& taliﬁeg &é Ig%contf’titdder
si gnal ) azthearlesréémeetehlramreran@scomhenetaws ZBTEfHlpEES RN | ow
part - produgsit SngRak, apbend@ddl claims.



25 carry signal, ¢, a 2-bit value. The adder 23 produces the first sum
signal, qd, where qd = al + a2 + pl + ¢c. The |l argest possible value for the
first adder signal, al, second adder signal, a2, or the | ow part-product
signal, pl, is W- 1. The |largest possible value for the carry 30 signal,

c, I1s 3. Thus, the largest possible value for the first sumsignal) qd, is
3*(W- 1) + 3 = 3W neaning b+2 bits are required to represent the sum
signal, qd. The first sumsignal, qd, at the output of the adder 23 is
latched into a register 24. The register 24 is b+2 35 bits wi de. The val ue
of the first sun1signa| qd, is transférred to the output of the register
24 when th%R E cgﬂ |n ut to the‘lar e integer unit 21 is pul sed.

_The out put m signal, q. The value of the
second sum si gnéhe qpcqmﬂ@mynggldrpwgmgsLﬂWhﬂchtheenem¢oﬁpdnaddmelﬁlk input is

pul sed, or gHAt bbndher LR patkl ofi E‘Iﬁ)é'ts;f-gcﬂfq%ak@&ge integen it 21 s
pul sed. 5 The rgg ter 24 can be _c| eare pul sing the clr 1 nput signal of

the |arge PRESG Moo " En Of heh %Ilrm’ df’nl sl SEH e "dhPput bits of
t he® r egi st ERe2deseer i igar sgrve 00 Thelaut pite pemacnsled «F whiei | t he next
time the cllkvgﬂ@ya;nis pul sed, at which tirre t he val ue of the 10 first sum
si gnal , i's 1t,ﬂ:;amsferred to the out e _second sum %nal g, at the
out put of the regl ster 'S4 § SRPEPYTY Oéij '1’ 02a“dEPY %Qidjrsﬁ’l ¢, and a sum
signal, s. The CHfry? gildmaltragesis l@?qmdrﬁgwheump@eﬂﬂtw\b bits of the
second sum si gnaic, B Mwhial ®1bbe sumysd@naliust®abing Sedor madr-as the lower b

bi{s. Thus; (\)/Mnecstledvmfttohfg < o8 SV 2 .and 0 < ¢ s 3. The sumsignal)
S, IS an outpu t e f"af ge |ntege ‘unit 21. A carry input signal,

ci, is the car r‘;"/I@np‘htlltlelSttﬁétParg@ L ¥i egeeyuaprbied anidha acarry out put
signal) cogcohsr@Dldhercaniydent ptesEadindry ardmpjt val ue. The carry out put

signal co, usi nlgléR gat) %u%%r{a g?hgmtﬁdarr%yt he | org|§al % of the carry

i nput signal, ci nd the'b na tﬁe secondvs %ignal, g. In
ot her wor d§O“Fﬁ%iJc%Fr r%fldo@ﬁfﬂuf‘aw@%aq* reasl- HﬁééfVaW)a?et@ fiynathencarry i nput
sithal, ci, is PI@5 @ndleatkabets af 1ihe sseeondombinéed gnalh aq, is 0;

ot her wi se, cbie, Ga{dy L, QUi ShAalla Gos NASVRMYE 1 The aud fiary carry

signal, ca, u5|an i's conputed as i e’ logical-OR of the two bits
that ke up t hie %arryléluéﬁéﬁteﬁ aIWRﬁlﬁé]ted\AéPH%e YHEGRXiWiary carry 30
signal, cafLhds;value O if each bit of the carry signal, c, is O

ot her wi se, the %l Id ary C@,&exksagygaéam Q@lu?§§al¥ﬂ£ & hix s rgle/ﬂaé

De%s I’IptIOQ shown in FLG several [arge’i teger 'S may
i nt'er conne i[gdst’ontfed%cﬁ’nnéﬁcEF@J ‘A‘Pr%\?/mﬁr’t é‘rIHa?FV%Yy, an LIU _g_ array may
i_ncI ude only oneldl] Y illuBkGat8s sablalsipgral RAM setdweratene hinh or b bits

wi de. Signals V‘lhi(§h 19y Qsoﬁeb@békv\ﬁ%raarn? PR, 88 I,d@a%q%dleg}eé ?f\%” le

signal s which & tb wi de cf own as solid |ines ustrates
the case o?p?ouaf Yargd | ﬁFeb’éFhu‘?n TPOGEOFAML U{ 1}, LIU{2}, LIU{3}, being
interconnected to forman LIU Array 39 In general, any nunber of |arge
i nt eger UNDEBATEED hEdcRtereonneet Btk dr@rERRED! tﬁé@MMEN%% di scussion here

figsst consi der & Gase of four te units, as shown in FIG
4)""and t hen |sS%ée£r1leer al 1 z80"t 6 tlﬁ%decalg’e djggaégh‘é‘g MREPHESSE | arge i nt eger

units. Fi rEfe%I%lfléedsﬁgﬁéthm?ntﬁ schrthapmvensiohe ¢tapiesapi3@hiand is

apBI{ [ f;j toizﬁ]éellf]ldsﬁ:traﬁléﬁt Lpl tes amﬂpanmngogrd éamlﬁeﬁheggnermtl

LIY O LI T secon at n asapuralty
of elenments, X e%%ff%hg%}ldl&a Egc * %’rﬁ% Bo Pésf) Etively
connect ed $VEFRL SEEHSd mul t i plier |nput, ne, of each large integer unit of
t e LI U Array %rdu@ohte&ﬁhseﬁﬂi’ﬁi{ﬁsﬂoﬁh censesd st fon e ~sacqpdagul tiplier

[ mpuL, 2 501 A i nAQCLLL e UtNiZke p0Ch LI S rspesl LYELy. The

third data si CIsanin ArT a i $5t8fhnected to
t he i nput %fm‘glotrfé?r@r?éﬁt‘Pﬂgr@é’E%s%‘BtaW één’bﬁl‘én%?ﬁf?arw J§&te 35 is an
excl usi ve-des¢d®Rd .gat e, GATEO, conbi ning each bit of the third data
signal, z,

W'th[t is also convenient to introduce a few operators.
35 The operator "/* is used to represent integer division with
the remainder discarded. The operator "%" is used to



z5 the subtract signal; the subtract signal itself is an input signal to
the LIU Array 39. Wen the subtract signal is inactive) logical O, the bits
of the third data signal, z, are unaffected as they pass through the

conpl ementing gate 35. Wen the subtract signal is active, logical 1, each
30 bit of the third data signal, z, is replaced by its |ogical conplenent
as the bit passes through the conplenenting gate 35; that is, a 1-bit is
repl aced by a 0-bit, and viceversa. The output of conplenenting gate 35 is
connected to the first adder input, al, of the first large integer unit, 35
"LIU[0}. Qutput signal, a) is an outptt of the LIU Array 39) and is taken
fromthe output of output gate 36. The output g gate 36 is an

_excl usi vESEF SERER) t it 1t GATEPC hiat ?Rﬁﬁﬁtﬁ€§'eéc%'bi?h%f the sum si gnal,

S, outputrenbithberfimst dergesi Aregediwrdign.Ll WE6h, this ndatees iombt r act

signal . \en_subbract,ssi gnal i) kpactive the, pigs, ofhhe ;gumesigpal , s, 5
of the first |arge integer unit are unaffected as they pass through the

out put gété{ﬁé: When the substract signal is active) each bit of the sum
stgnal ) s, of Thhepfesait havgatinhegescwids ias coepbaessiobyrhiars daagi cal

conpl erenf, oQaba! L NGLAASHE a3¢ibs & GHiiketneREGRu LY 15 D 10 bits

w de. The 1 nput of t atching register 34 is connected to the high
part - pr oflft C&i GRaPST PE™ S SuPPBE S EHR? fUR P& e i ht®ger unit, LI W3},
and t he ocutrputenénshef |tate iopgoregisst er4 34 tihs tbennewbedind ddve ceecond adder
signal, a3, jisNRHLWRT i erd ourt hohar gepidiaaey 4ai khakéd{dle vl Thus, the
IStchlng re |sher 34 | atches the val ue of the hlgg part.- product signal, ph,
fYom t he r FRS1 GPRRUG B GEYVIGRI PSPPI B7 IBTRTEFBER Bltde Whd feeds the
val ue bacdiermogyt he . setBomdwddet cbegnbhe wxd isnpet bopft heefourth | arge
integer Wirpudfhgr abhec&! 0GiheRUL S8 rifEed 3 ChihRg coRgLE1 RS &4 ikas a 20
clear, clr, jJnput that %§$rates identically to the clr |npuyf of_ the
regi ster 249n>8" | WP THEFEFCTshEF TOT D 8 P29 AR Bck si'grdl, clk, is
an input ‘t dtheepiindrely WBIdsand Ks Commettledron mReoEY kldnmmd of each
Large i nt@gerndStHai few LdHdd} oL Uitk dd WedbryLhB{ 3}Thand to the clk input
of the I%&%phngnregister 3%.Hw§en Eﬂe ghggﬁgtngut Egtgulsed, the contents
of the reg|§f FrPn 8atH° | Hige |ﬁ§ege?sunﬁf and “t'Re contents of the latching
regi st er BUtapsesiauPr anelouslly capdanredrodo athaegesrosi g, clr, is an
i nput to dihemkkE1A raydsthr akghoheneoanesied to the clr input of each large
i nteger unit) W 0} I ). LLU{2 LI W3 t | r ihput of the
| at chi ng regig#gf g4%ltW%ﬁ%{e§ SPga%g?nﬁb‘*%g %ﬁ §eg%£?ﬁé£%bngﬁﬁts of the
regi st er FIPTESEHSPEr Y& FoR'SGEs B5LEHI $. #RFT RESEGACRAL 8° o¥2Gthe | at ching
regi ster chear.e Fhauhtrr@Ous Y.10I'eanedeimid:s The aambyrfddbwasddggnal , cy, is
an out put; of fhg LI 4 X%Qfék%agP%?ggﬁg$ﬁgs_%ognq tedyjo t co out put of

. e

the fourth | arge nteger unit, L carry flow signal .indicates
whet her SVEFIOR oF 1Rl MO LRES CERERPR TP 1PE iLFt BPEBANER St e than four
| ar ge i ntreggortinibhsl St nton.an TheUsHs tay)ddhgnient éscpnasettan Wiagi ¢ of the

bBird | argedntaget YPbhiderdieR! kagted 1 dablgel cAakoye details the logic
for |nterconqect|ng mlarge integer units into an Arrathyhere mZ 4.

L

10 mz 4 GFHIRKICE] YREFRS Sheeck ofhe BoTe L1U' Sy, SReLrastes
m 1nilvvvverbe@nkfal xék} x(m 11i 5ci Locri cal
OLI U{ 0} : caLl U{k-1}:coLl U m 2!: coal GATEQ out put LI U{ 0} : phLI U{ k- 1}: phLI U mc}:
pha2Ll ]I}a: sLI : SLI k+1‘} - REGO out nut caLl U{1):ci NN CN CN/ CcoN CLI U 2} : ci
LI U{ k+1} 45 . ; cal LIUCk+i }:al REGO i nbut sGATEI @i nput LI Y[ 0} : a
2L1 U k- 7} a2L Wit m 2¢fepeniABItE LhenlFape eintegere unotatihdh) "4d U k}: x" neans
sognal X $Howkl WhkFic! RECQ dgnaTRansishdfsd onedbiREGDIeehse siahth "N C

as dashed lines, while signals which are more than one bit

wide are shown as solid lines, with the number of bits

indicated. The number of bits may be different in

alternative embodiments and the present invention is

[¥9)
wn

intended to include such alternative embodiments.

First multiplier input, ml, and second multiplier



~5 nmeans the signal is unconnected. -The | eftnost columm identifies a signal
inak "™ large integer unit, LIUKk}, and the subsequent colums show t he
irnterconnection logic for that signal for k =0, 1, ..., m1l. As can be
seen, the entries in Table 1 match the interconnection |ogic shown in 30
FIG 3 when m= 4. To interconnect fewer than four large integer units into
an LIU Array, the interconnection |ogic of sone of the |arge integer units
is condensed. Tables 2, 3 and 4 detail the logic for interconneecting m
| arge integer units into an 35 LIU Array for the case of m=3, m= 2, and
‘m= 1, respectively. -11 m= 3 10 LIUk}k = 0k = 1k =
o1 ) TP B et sl sote o M I e
. CQ;.caa : - pho ut ha ©S ) sou
Gt ALl LE 1) B C-Co R ELP B Ty T O I bt U ety 3P
ut SGATEL: LI ££0¥d wulkia2iapuinmt TABLEIZ m wopd IBmEsEnUikp sibraitk = 0k =
1mln2x{ 0} x{d}dded i C@lirst multiplier input, ml, and second multiplier

OLI K 0} : caal GATEO qut put L 0} : pha2lLl L0 S .oyt put call Y1} : ci Nl CcoN Cch
LI UP1}: a2REGE T ﬂ%se&fﬁz%% %‘E 1 ﬁﬁ"é}tg&%}l%%f% brodiises @“i G 10 LI Uk}
si nal k = OpledsqtO}sclobedi pak BRTGATEDer6ut * Ut BH2REGEDesout ut cacoN ChREGO i n

ut sGATEL: impitiphABLEi4dnThe LIU Array signals which do not appear in Tables

conpl et oness,  TABE5 et 1 5 [hosd 'stoRaPst & ghalbonadet FBRSETTHEGD ol
and LI U{ k}:ef rergdust signal p is 0 < p 5 (W - 1)?. This means that 2b
10 bits are required to represent product signal p. The
product signal, p, is partitioned into a high part-product
signal, ph, and a low part-product signal, pl. The high
part-procduct signal, ph, is formed as the upper b bits of
product signal p, and the low part-product signal, pl, is

15 formed as the lower b bits. Thus, p = ph*W + pl, where 0

A

ph < (W - 1) and 0 < pl < (W - 1). The high part-product
signal, ph, is an output signal of the large integer unit
21, while the low part-product signal, pl, is used
internally.

20 First adder signal, al, and second adder signal, a2,
are adder inputs to the large integer unit 21. Each 1s a
word representing a b-bit integer. First adder signal, al,
and second adder signal, a2, are fed to an adder 23. The
adder 23 also receives the low part-product signal, pl, and

25 carry signal, c, a 2-bit value. The adder 23 produces the
first sum signal, gd, where gqd = al + a2 + pl + c¢. The
largest possible value for the first adder signal, al,
second adder signal, a2, or the low part-product signal,
pl, is W - 1. The largest possible value for the carry

30 signal, ¢, 1s 3. Thus, the largest possible value for the
first sum signal, qgd, is 3*(W - 1) + 3 = 3W, meaning b+2
bits are required to represent the sum signal, gd.

The first sum signal, gd, at the output of the adder
23 is latched into a register 24. The register 24 is b+2

35 bits wide. The value of the first sum signal, qd, is
transferred to the output of the register 24 when the
clock, clk, input to the large integer unit 21 1s pulsed.



0, 1, . , mlclkREGO cl k and LIU{k}:clk, k =0, 1, .,

m 120zGATEQ. i nput SUbGATEQ i n ut, GATEl: |l n ut~_ ~ATEl: output TABLE 5
Qperation 25 The general function perforned by the LIU Array is the
following: A~ Z {X* Yl , where: X~ mwords; Y ~ n wrds; Z ~ n words;
and A ~ n wrds. 30 Integers X, Y, and Z are the input operands to the
function, and integer A is the output operand. The words of X are applied
to the LIU Array sinultaneously, at inputs x{0}, x{1}, ..., x{m1}. The
words of Y and Z are applied -13 to the LIU Array one word at a tine, at
inputs y and z, respectively. The wortdts of A are read out of the LIU Array
one word at a tlme at output a. The subtract input to the LIL Array

sel ects abdf tTE®Y Pér she B8t FER% i26n 1PnSeReNd SWhéignrdn. IActTvat i ng t he
subtract vaput ofi tée sgebhdngurh el gsaht r act rémguts o lpogeealind, 1 sel ects

subtractionl yhid %ﬂeaefl{evms dlie 1§u§55§g& '&p%tll e elgﬁr} i ng the

subtract |nput to logica elects adltlon , carry 'w si gnal ,
cy, of the'l1 3R tayrti RARcARESe WHEE9er BR1hot d\FerhWI&ﬁ'rdor under f | ow occurs.
Ofer f | ow occurthedureigngtehe2 adchin itgn caperatilon puldig corputed value is too

| ar ge forlﬁ&@ swn%ﬂ e@r@ﬁsniﬁd{@qntgageraﬁwﬁccume@umge@e subtraction

operation if he "conput_ed ue | negative. At the end o

oper at i onmﬁ"hre lt?aPﬁ’;}SFfiomFE? g‘ﬁ‘é‘?pu%FltéuPBuTh? FeLSHFE ¢Ff Fther overfl ow
or under f¢beatas tocOur r ede ddtmel tdeerioseat | @wrmorl wheéenkkow hrees occurred,

the carrychd oW SRRk, 16YpuPsPUtad %vh'leﬁct:iﬁ(@ ered VBN el LY ArLay may be USEd
% perforg}[the ener.al func I on usi n%ft he f % procedure 1. Pul se

A% ACtT Vate P 1§BaLt i 9At &% §556d3t° Sinputs x{0}, x{1},
oy X{m 1), ZBed sefondj sumQOsidnal,. q) ntlt;hdoout@utAmﬂ yhdat a input y. b.
Apply dataed;{lsmgr 24 Gs PHEBEL fdrkeq CintBeadc&i QUrRYL, e §)Qd5§ ep 1 clears
the LIUTre sterslandt ﬁ Iatchln ster sf(eﬂ 6(3)S {‘S cl ears any
accurmul at TOR $HBiAer vi 0GB opdiat | olr%1 Stcép P SATEES 25081 E i ‘P SFer sus
subtract i oveipitshe " thgpeeeendrsuAsionadt i ve wiallige ther sthessuitr.act i nput

35 sel ects, afdiddrada WBi EBe aloast iwelvgl ueriged efts subt sacyion.g Step 3
applies the vah\pes of th vvords ojf t -lu oplerandlsThese val ues

ﬁ e SUITI signa
remai n. app |1 e for ‘'t he entlre proce ure.

output signal of the large integer unit 21.

A carry input signal, c¢i, is the carry input to the

large integer unit 21, and a carry output signal, co, 1is

20 the carry output. Each is a 1l-bit wvalue. The carry output
signal co, using OR gate 29, is computed as the logical-OR
of the carry input signal, ci, and the bits that make up
the second sum signal, g. In other words, the carry output
signal, c¢o, has value 0 if the carry input signal, ci, 1s 0

25 and each bit of the second sum signal, g, is 0; otherwise,
the carry output signal, co, has value 1.

The auxiliary carry signal, ca, using OR gate 25, is
computed as the logical-OR of the two bits that make up the
carry signal, ¢. In other words, the auxiliary carry

20 signal, ca, has value 0 if each bit of the carry signal, c,
is 0; otherwise, the auxiliary carry signal, ca, has value
1.

LIU Array

Description
35 As shown in FIG. 3, several large integer units may be
interconnected to form an LIU Array. Alternatively, an LIU



Step 4 controls a |oop that executes n tinmes. Each iteration is nunbered
wth an index j, j - 0, 1, ..., n-1. 51In step 4a, word j of operand Y is
applied. In step 4b, word j o0z operand Z is applied. In step 4c, signal clk
is pulsed. This updates the LIU registers and the latching register 34
(REGOD) with new val ues, and nmakes a new word 10 avail able at output a. In
step 4d, word j of operand Ais read out. Analysis of Cocking LIU Array
The operation of the LIU Array may be anal yzed for a single cycle, that is)
for a single pulsing of the clock i5 input signal. By way of exanple, the
‘case of an array nade up of four LIU& will be used. It will be obvious how
to generalize the analysis to any ot her nunber of LIUs. For_ the present

_di scussi ofE BNt H8celde Wheh ife Mdbibt r &t ihiput- &PGHaF 182t hes LI U Array

i s inactieecivdd lorleeb26 anab yiziads wilde .casegdlawiacti weesuberact signal wll
be anal yzgthd ahal orllibhs E,eé%%entn%s':' Ghy Be Ay RhG 24 cBNaLBtgger Qis

defi ned having value Q = {2}W + q{3}W + rW, where q{j}
i s the vaPtle® &% dr e SPH% ﬂE@ﬁ%ﬁéFJ6Fn?g LIUj}, and r is the value stored

i the regi st #FICREGOiLdflus beatdd) e apseEathf @y }layemadeeuprof b+2 bits,
and W= ZQmé/!\erLﬁn%}cl Q%{firgrk?ﬂudzq pﬂ&@gﬂ}, tJ&A@aI ue e@bofhebanges. The

new val ue may be cal he val ue of derived ﬁronlthe out put
of the adﬁ%r‘?ﬁ‘@&bﬁlglﬁFﬁﬁﬂ 1+ omith&eBEF UL ?ﬂyt il P ptPEFSin LI U{ 3} .
Super posi tnegeeamrbiesused bo deterarnnecthé. vaJmmr(ﬁlm@%lastﬁolt@ms First

assume thatsdhe val yeref rés QriithdrBecyal dgsofod ik %95@ y is 0. In
this case, the oqﬁ¥'contr|but|on 35 to is.t i nput The val ue

o z propiyatE HrEGghaE hendier™ Frfcel B 037N ‘3bd€a€§n8? ?hée egi st er
- 15 out putoofhd |dds6} ofEathevtherbammgiot éprgh iteeddrUuAitay has an out put

val ue of 0. Ththsﬁstmdtalﬂbssgﬁﬁl Q, -1 sZ anl( I.'L)lplN,eXttO @25S W E\B@ayaj‘_“e of Qis 0
and t he vaI%e of z i contrlbuﬁlon CA is fromthe

out put of °F l?nﬂqpﬁﬂeFeFolﬁh%aé ﬁﬁ @u§$ﬁgifer PH1 o fhefnﬁ?flpller out put
cont ri but é8rge triegesghsier PH{He §éﬁé1&lLLIQTﬁ94nHﬂW{éért of the
m;ﬁtiplier Outmg %tnai bfit@ssi@aatllhela@egi §1@faiit3k_lh_ﬁ rexieht gher LI LJ, or in
the case @ hplie . ontributin

to the val ue of éﬁ r2}POWCE)ar ofU%%%hn%??ﬁgﬁglﬁsg%%gu §Oeﬁ LHJ} is )
wei ght ed ﬁyqut%dq ﬁéehsgﬁomrmu%@%ﬁgmwww CITRRShnbARES t hat t he
full out puhc@éeﬁ hﬁ‘urﬂJlotfl pheer1y midad Bh,1 5. vej odded emedt wWaen

cont 110l Lpg, L. &+ SLREe.LE A% QIR £,40. he MU LpLigF Tn LILL)) are

ut sig Vg g % respective that, In this case: Q -
y%§0} + y&{@} + WA V&amdyk¥@§%W' WﬁSPFCRb%%LYassunE that the value of z
is 0 and the vﬂhuejﬁkdyd38a051¢ﬁhlhh§ dasen imeatonde tkentoisbatign to Q is

fromthe 29 é{-ic{ an g }eifgs wﬁere 034&(% %Bulc' Jéong{@ne\f&ms gheg{is can be

witten as c{ iS m upper two bits of
a{j} and $ ?}C?@P%ﬁﬂﬁ?t&ﬁgoga%%é3 éﬁh@ﬁlﬁ@CEkaveTWﬁsxoﬁﬁegéé?ue of Q can be

witten asaTE) , ch®intngcedih by f) Whe €bidd dasy{ BiMEL+ ec{@}chr 25 s{3}
)+ rmthga&fb&:{dc}t Q,QQBMbUEﬁé g&t@a%tngw@ﬁ%lféseaqulsusnl Ao bh{ ) }

giving it _a we qitln en contrlbutk é cpntributes
P the regrater i CAUGIVISrTfo 0] - Mpeaotha s, ERERRT Sevei ght i ng. of
W-1. Theipattuevenf logical 0, the bits of the third data signal, =z,

are unaffected as they pass through the complementing gate

35. When the subtract signal is active, logical 1, each
20 bit of the third data signal, z, is replaced by its logical

complement as the bit passes through the complementing gate

35; that is, a l-bit is replaced by a 0-bit, and vice-

versa. The output of complementing gate 35 is connected to

the first adder input, al, of the first large integer unit,
35 LIU{0}.

Output signal, a, is an output of the LIU Array 39,
and is taken from the output of output gate 36. The output



30 contributes to the register in LIU{3}, giving it a weighting of W.

Thus, in this case: -16 Q - (c{0} + s{1}) + (c{1l} + s{2})W+ (c{2} +
s{3}) W + rW . Qbserve that this can be witten as: Q - Q! W (iii) S
where "/" represents integer division with the remai nder discarded.
Equations (i), (ii), and (iii) contain all the contributions to the new
value Q. Conbining the contributions via superposition, yields: 10 Q _ z
+ y(x{0} + x{1}W+ x{2}W + x{3}W) + QWWyv) After the clock pulse, the
val ue of the output signal a of the LIU Array is given by: a° - Q o W (v)
"' 5 where a- neans the value of a aftér the cI ock pul se, and "% represents
the integer nodul us operation. |n other is the remai nder when Q

is divided3h§ W EquEti B ERVE8Rd T s%r‘?ﬁar P?gtheUB?)"er%ﬂ“ibdﬁeéf the LIU
Array wheratchebct ock tlse pulrsedgn20, Anal gsimsitob£PEbeedir gt flarrg@onput i ng

Ceneral FypetLan uﬂléh'ﬁiﬁ{ﬁﬁt' QRent Bee %@a‘c@”s? nébe Ltk Array during the

procedure used to co ener al ction vm be anal yzed. This

ut e
procedur e WE5TABScT T |1n°’ é 2% E\’/?’Sust}%% 80 Of AED W P gt Sithe LIU
Arpay) wherd gsedfwrsh Rbrdchenpegeedune; aor neeflfyctedpas etshetyh@agener al

function. t%QBuEHetHéeé@{Eutd'g%@és%on wr@é}l M:Heh%u%@:?g M@ﬂgﬁﬂe igubtract i nput
signal to the LIU Arr The case of an active

t
subtract SigndP V\F‘F?h% t:arsi)ag )F%C ISPIélt%Jrgnal ef? ?ﬁetagn@r%ﬁ fH&Eion is A E--
(Z + X*Y) wmt@gerwhei e: 1¥ repdfa@pd+by { 1§ WhogifcallWweomplement z{n- 1} W-' ; Y =
y{O% +1¥$&1VY+AYi3%?K1ﬂg(feqfﬁﬂﬁ%?Sliyg' a ;rofisedt0} rego X{d}W 4 st&ﬁ%vm oo
m ~ = al 0, a . where: mis
t%é nunber”*6f Eﬁ%‘fs |rﬁh% hj}ean’ltut%\r\g\éﬁ g‘%}%&.ﬁﬁg ﬁﬁﬁﬁgFer&\l/\oi%s in operand X
and n is tdeangghbeértoftiwridoh pagpeprapdiscty signadndrd, dheouwtodfl us operati on

"% W" refdrectsutbr i@ﬁée 1hﬁtegte|?feuﬁE§U|EiUM}VabH§ @f’lezodt};?thcij 10
truncatedtofl n 3(gislscm Cte o5 cSe né dd henA—Z+
X*Y; this |s tﬁe 1o ov(‘?]fslovv' caséd of "the eneranunc (Z + X*Y) 2
W, then &R@8asised. oinkte diowde ﬁomﬁ}dslétﬁgezmtxwr ltumts |IsIUt{r$é "overfl ow'

case of thegenenal 1hudinPregizréhes prooatiase cher vadbupUsf Nthd he genera?
function g@rs? d ggF gg I Sﬁg’r% |o§§ SP{%& Qe %U@%QI fgrég'n sr} rocedure Wi th
t

t he precedi 57570 %&n t he conputation eneral
function rHa b@ra@’écFPb@oFlkﬁFkt RelE8| f frﬂquecilﬁﬁsi*’éhue?@qﬂbrt% tlﬂleo 1, ...,

n-1: second adder signal, a2, input of the fourth large integer
unit after the clock pulse. The latching register 34 has a

20 clear, clr, input that operates identically to the clr
input of the register 24 in a large integer .unit 21 of FIG.
2.

A clock signal, clk, 1s an input to the LIU Array 39,
and is connected to the clk input of each large integer

25 unit, LIU{0}, LIU{1l}, LIU{2}, LIU{3}, and to the clk input
of the latching register 34. When the clock input is
pulsed, the contents of the register in each large integer
unit and the contents of the latching register 34 are
simultaneously updated.

30 The clear signal, clr, is an input to the LIU Array
39, and is connected to the clr input of each large integer
unit, LIU{0), LIU{l}, LIU{2}, LIU(3}, and to the clr input
of the latching register 34. When the clear input is
pulsed, the contents of the register in each large integer

35 unit and the contents of the latching register 34 are
simultaneously cleared to 0.

The carry flow signal, cy, is an output of the LIU



Qk} _ z{k} + y{k}X + S{k-1}; a {k} - Qk} ~W Sk} - {k} / W where:
S{-1} - 0; "% represents the integer nodul us-25 operation; and "/"
represents integer division with the remai nder truncated. -18 When the n
steps of the recursion have been conpleted, it will be shown that the

foll owi ng equation holds: a{0} + a{1}W+ a{2}w ... + a{n-1}W' + S{n-1}W
S z{0} + z{1}W+ z{2)W ... + z{n-1}V~,"'""-" + X (y{0} + y{1}& + y(2}WZ
... +y{n-1}W-") (vi) The right hand side of this equation is.Z + X*Y. The
| eft hand side of the equation is A+ S{n-1}W. Applying a ~~%W" 1.0
“operation to each side of the equaﬂifbn yi eI ds A = (Z + X*Y) W'. Thus, once
equat i on gw) has been shown t been shown that the
procedurBXoel’ i At (?é?ﬁggcf‘ﬁ% tI_Cf lEYﬁr rcé?yoflf)pb?o?)%r P dssite the general
functi ohardd Equatd-omn(vi,) LEHY3 be pilovedrby lﬁhducﬂ@rml First it is shown

t hat th@négg@éémmm@ B%rkb@wc@%saugierruowlhalh@@cmvtré@ shown that if the
equati on hol t+1. This establishes that

t he equat i onqd%oll s “F@P%?W Wﬁfﬁeqb?n C)>ur clzar% BRI Her ' tHé case that n =
. Sincensp-d) LI A wevhavrbe frbercdregcsconsioenaic @GDithe zQ)d+ y{0} X
Notice thage fr(Hegﬁﬁ’y u&‘tv&k}eﬁ‘lﬂiakt}ed' QTKbleSiLnCBeﬁﬂvk} deiatlhe, quotient and
a{ k} th reiraln er rthat resultg m erlm gg(m} mt Eval uating this
at k = 07gi ved© ar - a(rﬂﬂ SEOF FYERTX, ki th &St 8Bl i shes

equat i ohI?vi\l)rafybr Vtﬂ?gecase of n=1. Now COI’ISI der the case of n = t+1.

Assum ng that equation (vi) holds for n = t, we have: -19 a{0; + a{l1} rd
N a{2}w ... + a{t-1} r~~" + S(t-: 1LV\£ z{0} + z{1}W+ z{2}V\t ce =
2{t-13W-' + X (YfO} + YI|}W+ YD) 257 + yit-1}W-')"5 (vil) Since
WSf k} + h{ﬂk}kl}; Q pk =Ww€ al so hajke:=W. Sftplﬂ—\%ft;}' - WKQFt -1 W (pft} +
nahy YAVINEAN ..., M-
yrepx + m% ' ’ v v v
m2 x{0} x{1} x{k} X{m-1}
i5 ci Logical 0 LIU{0}:ca LIU{k-1}):co | LIU{m-2}:co
al GATEQ :output | LIU{0}:ph LIU{k-1}:ph | LIU{m-2):ph
a2 LIU{1l}:s LIU{2}:s LIU{k+1l}:s REGO : output
ca LIU{1l}:ci N/C N/C N/C
co N/C LIU{2}:ci LIU{k+1):ci {jcvy
20 ph LIU{1)}:al LIU{2):al LIU{k+1i}:al ) REGO:input
S GATELl :1nput LIU{0}:a2 LIU{k=-1}:a2 | LIU{m-2}:a2
TABLE 1

In Table 1: the notation "LIU{k}:x" means signal x of
LIU{k}, "REGO:x" means signal x of REGJ, etc.; and "N/C"

25 means the signal 1s unconnected. The leftmost column
identifies a signal in a k* large integer unit, LIU{k}, and
the subsequent columns show the interconnection logic for
that signal for k = 0, 1, ..., m-1. As can be seen, the
entries in Table 1 match the interconnection logic shown in

30 FIG. 3 when m = 4.

To interconnect fewer than four large integer units
into an LIU Array, the interconnection logic of some of the
large integer units is condensed. Tables 2, 3 and 4 detail
the logic for interconnecting m large integer units into an

35 LIU Array for the case of m = 3, m = 2, and m = 1,

respectively.



Addi ng equations (vii) and (viii) together yields:
z{0} + z{1}W+ z{2}w ...
+ yft)W) This establishes equation (vi) far the case of n
Anal ysi s of Active Subtract Signal
of the LIU Array is active,

is applied to the LIU Array. Nunerically,

+ a{t}W + S{t}W'

+ yf2}we ...

t+1) 15 conpleting the proof.
i nput si gnal
conpl enmented before it

subtract

10 a{0}
+ z{t}W

each wor

+ a{1}W+ a{2)W
+ X (YFO} + Yfl}w

When t he
d of operand Z is
this is

equi valent 20 to replacing Z by (W - Z - 1). Simlarly, each word of
~operand A is conplenented before it is output fromthe LIU Array. This is
equi valent to replacing A by (~a" - AL~ 1). Thus, when the subtract signal

is active, the general function is conpgted as folloms 25272 W - Z- 1,
A - (Z + XY oW: A=W A I. -20 Since 0 < Z° <W and 0 S A
< W, we are free|fdUappend & "990W " opkkatibn {& th2 equations for Z and
A Z - IWL1-Z-1) [@Wna®h - (2t XY) o W, Af ( THI" A - ~) oW .
In this form it fxiobVioUS|Ghat the "O[ Y  OpEf[alion can |pe ignored, the
egeati ons merged, [anrd the "Yo.W0) operat | aprappepgdedyat thg end, as fol | ows:
A= (W - ( (W -[£i- 1) + ¥DhHgical) 00 W.I1tQoH fRIUTY} Ago tihe equati on
yields: A- (Z - X*Y) o W. |This is the §ggtrac ion formaogf the general
function, as desifgg—Si = gappar g BTG D) Bk dy can be conbi ned
with a controller |and a random access m an appar at us

capabl e of perfor

$§?atus i's

Seepe ey }<| A
ﬁgfﬁ§ LY (2o

FM to for
' ncti on descri bed
P Ghbi natilon of the

above. Such an ap iR FI
controller 41 and|LIU Array 39 20 conprises a coppopessor jthat can be used
with a conputing dewice. | nfihid{1d:case| NYfie rand¥éf access| nenory (RAM 42
chh be shared withcche conptN44g device| 2IU{Ak {AYFIG 1. [The controller 41
mani pul ates the siignals of tlhe LIU Array.39 to gause the array to perform
the desired 25 op¢mpation. ThHemantrall ef L4%{2pafi&EG0put operands fromthe
RAM 42 and transfers themtq the LIU Ar 39 aqugng co&guting devi ce. The
controller 41 reag¢sgoutput LHﬁhﬁHﬂS—frUTEéﬁ?o¥lJLTUquzég and wites them
to the RAM 42. Thegre _
input :a2
TABLE 2
m= 2
15 LIU{k} signal ffk = 0 k = 1
ml Y Y
m2 x{0} x{1)
ci Logical 0 LIU{0):ca
al GATEQ : cutput LIU{0}:ph
20 a2 LIU{1l}:s REGO :output
ca LIU(1l)}:ci N/C
co N/C cy
h LIU{1}:al REGO : input
[ GATE1 : input LTIU{O}:a2
25 TABLE 3



-21 are many ways to inplenent the controller 41, with one way being to use
a finite state machine. The RAM 42 is a conventional device. The RAM has a
data bus b bits wide, matching the word size of the LIU Array 39. The
controller 5 41 reads a word from RAM 42 by appl yi ng the appropriate val ue
to the address bus, activating the read signal, reading the word' s val ue as
supplied by the RAM 42 on the data bus, and then deactivating the read
signal. The controller 41 wites a word to RAM 42 by applying the 10
appropriate value to the address bus, applying the word's value to the data
“bus) and then pulsing the wite signal2- The anount of tinme that it takes to
read a word or wite a word is called a RAM cycle. For exanple, when the
controller 41 reads or wites an int"ég‘er1 X conprised of n 15 words) the
time required is n RAM cycl fesiu{ldie copkrelder 41 |causes the apparatus to
execute the general functiops¥ralZ (K * Y), wherfe X ~ mwords, Y ~n
words, Z - n words, and A fmlwords) mging the fgllow ng procedure: 20 1.
Thé controller 41 pulses thegnelr jnpux6fithe LI Array 39. 2. The

control ler activates or deactivates theoguer¥ gt li nput of the LIU Array.
The controller holds this vptbe const pedTE®F the |remmi nder of 25 the
procedure. 3. The controlle £ RAM 42 and applies themto

the x{0}, x{1}, ..., x(m1} ?%puts of f;ﬁ 1ll_tEU Arrfay. The controller holds
these values constant for thetene ..drhyu? the—3§ procedure. 4. For j - O,
1,0..-., n-1, do: a. The controtter— S SaTer vatrue-{f rom RAM and applies it to

the y input of the LIU Arrayopbr—The FREERDIAGIc 1jeads a val ue from RAM and
35 applies it to the z inpufgOfTNE Ly Batkiay. c.| The controller pulses the
clk input of the LIU Array. -22 d. ﬂ'mems@ntrol ller reads the value of the
a output of the LIU Array and wites i1t 1n RAM [n step 3, the controller
41 reads the mwords of the 5 X operzaid #ir om RAM 42. Thi s requires m RAM
cycles. In step 4a, the controller 41 reads the n words of the Y operand
fromRAM 42. Thi s regui res n RAM cycles. | n step 4b, the controller 41
reads the n word§ GVt AT Gh&Pand FRORY M™Y. SPRES T durF RS 2RAM cycl es.
1051 n stept 4dyvet hbeconme ol btmrrobhnacites ldwin fwor deyofrathe & operand to RAM
42. This r&ﬁ“'c{o@x’%l@t@ﬁé@&%’_%a&ﬁe Thaet 9t 8l tHuRers:ghaRAM cycles required for
the procedure is m+ 3n. This is obtained by adding up the cycles in steps
3, 4a, 4b, and 4d. 15_Si ngl e-RAM Apparatus with Read-Modify-Wite As shown
in FIG 5, the nunb¢rsighaRANCopekesiomeded to performthé general function
can be reduced by uiicrig a RINVEES :thatand Igaddhl-elof perfoprnming a

read-nodi fy-wite operation) oSugh an opgriation allows the controller 41 to
20 read a word from ; Of ¥1 K Nendvaldj (X yVahue, xand|wite the new

val ue back to RAM 43, all i o2 $ingle RAM cycle. The compi nation of the
cogtrol ler 41 and Lig—ArraySSTmemPis: hat can be used
with a conmputing deyisoEtTTeREE 8 hogE, cATEL LA cam be shared with the
25 conputing devi ce [T as BAPES: odtpudl€ CONMUT O T er 41 executes a
read-nodi fy-wite operatrionm onm the RAM 43 as TolTows. Frrst, the controller
applies the appropriate value to thﬁ drsess bus and activates the
read-nmodi fy-wite, rnmw, signal. The

e~30 controller activates the read
signal, reads the value supplied by the RAM on the data bus, and
deacti vat egpde ibgad signal. Then the controller applies the nodified val ue

135ct vat es ¢ he " BrGRa: Tur a3 RE L AL Rl hRoR ok eE h e e A singl e
RAM cycl e. fo-H@WRAM: 43 al so has the capability to do the usual
A -7 x (X * YY),
where: X ~ m words; Y ~ n words; Z ~ n words; and A ~ n
words.
30 Integers X, Y, and Z are the input operands to the
function, and integer A is the output operand. The words
of X are applied to the LIU Array simultaneously, at inputs

x{0}, x{1}, ..., x{m-1}. The words of Y and 2 are applied



-23 read and wite operations, as already described. The cone=oiler selects
the usual read and wite operations by ileac=ivatlng the rnmw signal. Each
of the three operation - read, wite, and read-nodify-wite - requires ~
single 5 2~~1 cycle . To exploit the read-nodify-wite capability, the
gene=al function becones Z ~Z (X * Y), where X ~ mwords, Y ~ n words,
and Z ~ n words. Thus, the operand Z is ntdified by adding or subtracting
the quantity X Y. 10 The controller 41 causes the apparatus to execute
.this function using the foll ow ng procedure: 1. The controller 41 pul ses
the clr input of the LIU Array 39. 2:13Fhe controller activates or
deactivates the 25 subtract inﬁgé of the LIU Array. The c%ntroller hol ds
this val uécohStail 462% KR8 BRET nitfer® o "Fhe®pr b3 & 232 Fhe control | er
reads m vakaesct romyRAMTAE anddappf iZschesedvahtest ttdre AREUxpB¥ayx{ 1}, ...,

x{m20 1} bLARUES ®fad he dikdd, Ankayurdiie L£Lontroller holds these val ues
constant for tq'g(?rstra i nder .of the procedure. n-1, do:

dure. 4. Fo (%t- %I,d.l,.
a. The control T £S5 VEPHE PP OrRRAMahG* 2% 3?){)?' &5 I E6%Fhe y i nput
of 5t he LI WeAswaysulitrafhtg coontr bheet:” ramdstacval udct yorhiRaAMcand applies it
to the z ispputa®f 1Al Q.%r.r,a¥ét@ﬂ11%3§het Ranekkcsi an@le ofo tbgikhy Array;
reads the vaLuF of th%a out.§ut of f e LIU 30 @rraé/ ansdubvgrrlt%s it in RAM
In step 3) tR& Tont rt1erTéats The mwBicas Vor *PRe 5 p&-4RG f rom RAM  Thi s
requires apRAM cicd es.cllaarsngptia, seteraontinpbFekor krgiscalh@ .n words of the
Y oper andsknest 8£AMailhich requires n RAM cycles. 35 In step 4b, the
controll er perforns_ a read- nodif ite operati o h of. the n words of
tﬁ@ Z oper and rr’%rﬁ?ﬁﬁ W"s Srlga%m’ eg n O%zﬁﬁgygﬁgsgrgﬁ?ff%fﬁgtfgt al nunber
of RAM cye&hesheeqri ek foentRevppbcerig® icy REFURR: T filewobt ai ned by
adcrzlﬂijng uP okcherey@besng nersd %@SliBioﬂ?op@f&i%b. iBuah? RAMADRfaar atauseg Tpe )
nunber of _RAM.Cy (o] epera ' can be further

BAMLGYEL £ NegOC, LO,BEGT OLIUINR eaBRAl il an,

reduced by a a secon t apparatus_ as shown in FIG 6. The
first RAMOEZUTEaPYetlRd Hdre' ZURARPCL 30 rueifé O dpetRACOMNE A RAM 44 has
readnodi f yralnkt €s capadidvid.y. AthenseeondbRAMe4bpecatl@d, tthe ©¥rr0 RAM "
stores th o] ; e Y- 4 eads L fy-wite

capabi | i t?.lgw tgﬁéﬁg'l %Mosn,tgﬁﬁﬂel%o%ﬁgﬁngtrf %%Yﬁga eﬁf}gjlwfsi%ﬁul t aneously
read a wor@96FEtPe RepRaardeand FEarr R QYRFELEY PRordSELRY Z oper and.
The si nul haseousuopsd atdirensatraie fpbaceidrnala siyngbetRM il cycle tinme. The
conbi nati qp.ef;the controller 41, LIU Array 39, and Z-RAM 44 conprises a
cogrocessor that can_be used with a computi n% device 11 of FIG 1. In such
a’tase, the Y- RARM 457 O e "eHaPedUHRE 2 RETCOMPut PHFEdRA%ce 11, as in FIG
20 1. The favaki RAM spparateusopepiongeptdreedgerer al function) Z ~ Z2 (X * YY),
where X ~ mwofds)pYigse MoOrds, and Z ~ n words, using the follow ng

procedure: 1. The controller él gulses the clr iEput of the LIU 25 Array
39. 2. The contrtol TEr 8t VAt £§26F  WRat 11 Pafés SF'Re subtract input of the

LIU Array. The3ecompoly elatigoligeuthi x{@kl ud ldenst ant=fwrllit-he remai nder of
the procedure. 430 Sor W& aontirol | er seadsign val ues fromthe Y-RAM 45 or the
Z- RAM 44 and appl i es thAeselI v%laﬁes.ltlo the x{0}, x{1}, ..., x{m1} inputs of
the LIU Array. The tont'Pol e 8l §¥Pthese val ues constant for the remai nder
of the procedure. P. Apply data input z.

c. Pulse clk.
d. Read data output a.

30 Step 1 clears the LIU registers and the latching
register 34 (REGO). This clears any accumulation from
previous operations.

Step 2 selects addition versus subtraction in the "=+*
operation. An inactive value for the subtract input

35 selects addition, while an active value selects
subtraction.

Step 3 applies the values of the words of the X



35 4. Fox j - 0, 1, ..., n-1, do: a. The controller: reads a value fromthe
Y -25 RAMand applies it to the y input of the LIU Array; reads a val ue
promthe Z-RAM and applies it to the z input of the LIU Array; pul ses the
clk signal of the LIU Array; S reads the value of the a output of the LIU
Array and wites It in Z-RAM In step 3, the controller reads the m words
of the X operand from RAM This requires mRAM cycles. In step 4a, the
controller reads the n words of the Y 10 operand from RAM and perforns a
_read-nodify-wite operation on each of the n words of the Z operand from
RAM This requires n RAM cycl es. The-tétal nunber of RAM cycl es required
for the procedure is m+ n. This is obtained. by ad in% up the 1S cycles in
_steps 3 antPHE P pelFAEdVERI G TFeFefP ’r‘fd% |85Er‘f)ath inthe LIU
occurs in phecddurst. n-1 LIU s in the array as a nmultiply-accumul ate

operation. Heresdde 4hi-ghe PATS -PrCt nSk 9BRkeuddy Pfc ikl MukLdpl i er 20 goes
to a summer in the next hj er LILU at al.. The path continues through

her or .
t he sunmer >S4y es PH%\‘PQEEF?J% S d0AFZignal .= ¥ dnd ret tis to the
oridgi nal LI U throughnt heesetondvadder ofi gnatand2, rFheppperdti ng frequency
of the LIU can be inRgreaggdaby 2xPiipelzi Bhagadd e, 1:00iagp1M8gi | | ustration of
a pipelined LIUis showin FIG 7. %y i n%roducil[ll%eedano er regi ster, REGIL,
the del ay al ong the & PEFRafC pat P Fdduded new régi8tereTs placed on
the high part-produchesiHatedistdrs ondpuheofatduinmineogpsier.34his reduces

the critical path 3QrEGOM @ionlddwphiaafiede! aya phalses sSutmivbea del ay to just
a lrBuI tiplier delay. a‘l\;htglggigré:tgnnu ctutof the array changes as a result of
tHi's register. The LI §) array Wi th ﬁl.pefai'ned LIUs is showmn in FIG 8. Note
that the high part-pgrogtep $dgredzd phofoPrgsardich 19 Yyeadwekeds back to
itself at al. The signal ph is delayed by one cycle at the first adder
signal, al Anal '5263 ‘Q}o%% fcgm I iﬁ'an v;g'rlrl;vt he art recognize that nmultipliers
may be pi p 3 T 1 stage introduces anot her cycle of
| at ency, whi ch They apergbrent par-okihdatred By &t iadledsedieper ati ng
frequency. singleedlyc3ecl enhtons C TOSiagR iayl ongtl D efft waeecisciavai |l abl e
that opti pl: t hese | st he n I a j usted to
adiance. t ne bl DR s 87 RS R A O I i AR SO Y
cal cul at ed"P Defal L6t €4 ' RANE Rp 2 atsies!- 10 TBe%t He e K VIHIME] éPV-ta%currul ate
oper ati on, gétherativ ttwel thaeaysjatdo ianyt behdeshgnbears itheIivead- nodify-wite
operation. Thi sFoqgttE}gche Ent € @&%ﬂ%n?“@ﬁ%&”ﬁ%rk%s% %@hl-?g\ t RAMfor the
u u

si ngl e-ported RAM te that this 1s not a _dual -part R rat her a

si ngl e wri PRRPATC JitRyte S8R baR fdid LREMPETRY 52 VIR SR VRANE &F I B one to

sidtul t aneoasdlyzend fMhencene afldrresstilviel eumrrdaetgitgmaa diiftftepbent address.

FIG 9 shoywg,thad quirsed apparatus. By using a dual-port RAM the

read-nmodi fy-wite operation can he brokfe]ré into }ehree parts. This is 20
rea

illustrated in BI'%E TEOETFRES T St Dart P8 He: readbgd&efon?(Hi});: the
second is @hEimmtitayioperaluem wih isafbeler (Z{AMNE}+-aFIW1} +/ -
X(i-1}*Y{i e}, whebor ged) hadehivhduBastor&d tihe oiel kbhgs0ér Ad - 2} back to
the RAM The,read address |ge NeVRle ¢U3kqa! Ont NG Wdd:% 29dRESS Lhere is
the LIU Array. Each g{3j} is made up of b+2 bits, and W =
2°,
When the clock signal is pulsed, the value of Q
changes. The new value may be called Q. The value of ¢
30 1s derived from the output of the adder in each LIU and
from the output of the multiplier in LIU{3}. Superposition
can be used to determine the value of Q", as follows.
First assume that the value of Q is 0 and the value of

input signal y is 0. In this case, the only contribution

[@2]
92

to Q" is the input signal, z. The value of z propagates
through the adder in LIU{0} and appears at the register



2S always a difference of exactly two between them This insures that
witing a will not affect the data being read at z. In this nmanner, each of
the three parts has an entire cycle in which to conplete, inproving the
maxi mum oper ati ng frequency considerably. 30 A viable alternative is to
conbine the nodify and wite operations into a single cycle. This reduces
the |l atency by one cycle, and can be as fast for sone types of RAM s, as
the data to be witten to a RAMtypically needs to be valid only for the
last part the cycle. Again the 35 reqylrenent that the read address and
wite address be different is net. 27 Specific Arithnetic Operations The
br eced! NLBEELL 0B 1RYG) I SEUSEEB ] NABEAPBRIAIUS. kP AEELOLALL NS
_general function are n-wor operands and X
is an m wePdOBtRYerside \Hftﬂ m o argetMiAaf2she nunber of LIU S in the
LIU Array. This function can be specialized to performarithnetic

oper ati ons tha& are ysef g in nultiprecision arithmetic and nodul ar
reduction. The speC|aI|zat|on is acconplished by the controller
mani pul ating the control and 10 data signals of the LTU Array. The
foIIomﬁngNdkscusskmmapﬁﬁﬁ@ﬁﬂﬁeseﬁeaexampbaﬂ ohe sucluaradaft hiretsi © . oper ati ons.
These exagpl e ar ey st LOWE0Z, LI PRY B ANS AhAlneaBubg, peyf or med and

do not represent he arl netic operations that are pqssib

Ml tiply: “T’ﬁem‘aibbhﬁ”a]t‘?fs itaraBe HERd t''erHoPATE R dOfpitHtiigdiey ~ x * v,
where: X sunpuordsptributds wor dse Zegistemonds)ha zarke IQrer f IMbw occurs if

the val uengfn artY & Qo niuqegﬁligr 2@Jl:fﬂutt \&bhiawb@b@ e/sprtdler epresentation.
If nz k + m X* YW n the val ue of X

he
* Y may 0F8%§tﬁ’6t”?|tthe d’@ﬁénm%e%r{“WYe O\’faIlﬂegh‘:(’cha}isear?aEt \F%eThe val ue of
the cy outpdtipii¢heir IIJWHBRaytat REGR. erfhust when corrputidtitemyi hdi cat es

\/thet he[ Ok hBOL 2 QY Erdt Qy, OEﬁé”Ih&Q pa%tQ E@?tHéQﬁflddi&ﬁtﬂé%l algcbb@ ﬁﬁng} et rFfAMu Y
paratus is a e controller.pu e clr in 0 e
Array. 2. “THE ioh?r%ﬁ*ﬁFI%EQXtWVatgg ?hg éﬁ@?xgb lﬁpUFlSF£§€%Phe LIU Array
and appli &0 tBhisheneanisnpbet ofhe Warllll Yusppayof THee dvhttigilier bol ds t hese
val ues comnstiany i@rwél%tre@r@pnaerwr@fn E:Batgim&dw €o :ob Thei centehel | er reads

alues fronl es. thes t t he x x{nB5 1}
it s Cor TR LPUr Aty PErBLESRET ST | 0t AT o878 TPt £ 5PhEF €3 1 mputs
of the LI @nAr K&y}, 1¥@§RRﬂHHW@ﬂVerlhoi@bhvﬁé§§a9alH@sthlszgﬁéﬁnstant for the
remai nder of the procedure. 4. 0, ..., k-1, do: a. The

controller reads a vaI fron1 an ies al ue t he y input of
the LIUS Awrag con"fr&aM g“ é thg&?skwlnput(qﬁgthe LIU Array.

c. The controller reads the val ue of the a output of the LIU Array and
wites it Neat]lOaBdbthe Shatheheonhlodlef appl 0eand tloe thelue iofpyrt isf the LIU

Array. The CO@M@M@SJ% d%h‘éhbﬁl}\/aéf&dﬁ%%ﬁgﬂtt&% theergpminder of the

procedure. 6. For | =k he controller pulses the
(P( i nput CYETERE 'qu]d,l%rq%ﬁ Within LIU{j)}, the value of q{3j} can

be written as c{j}W + s{j}, where c{j} is made up of the
upper two bits of g{j} and s{j} is made up of the remaining
bits. Thus, the value of Q can be written as:

Q0 = s{0) + (c{0} + sS{1})W + (c{1} + s{2N)W* + (c{2} +
25 s{3W + rw'.

Each ¢{j} contributes to the new register value in LIU{j},
giving it a weighting of W' when contributing to Q+. Each
s{j} contributes to the register in LIU{j-1)}, for j = 1, 2,
and 3, giving it a weighting of W’'. The value of r

30 contributes to the register in LIU{3}, giving it a

weighting of W’. Thus, in this case:



b. The controller reads the values of the a output of the LIU Array and
wites it to RAM 20 The values witten to RAMin steps 4c and 6b are the
words of the desired result Z. To see that this procedure gives the correct
answer, observe that it is equivalent to conputing the general function Z
-- Z (X*Y), where the initial value of Zis 25 an n-word representation
of O, and Y is an n-word representation of Y. The procedure for the
Single-RAM with Read-Mdi fyWite Apparatus is identical. The
read-nodify-wite capability does not offer an advantage, since the Z
operand 30 is only witten, not read. ‘fhe procedure fox the Dual - RAM
Apparatus i.s sim,| excent, that ep 4a takes place sipultaneously wth
.Sstep 4c. Aibs_uﬁnar((f/?%% thse{elﬂl}nﬁe?Cé?SRAl\ﬁ@fc)l%}ég r(gég?redéw)tggcﬁ 35
apparatus ¥% -provided in Table 6. -29 Singl e- RAMSI ngl e- RAM w/ r mnDual -
RAMSt eo 3mmmSt eo 42k2kkStep 6n - kn - kn - kTotalm+ n + km+ n + km+ n
TABLE 6 i - Y ate:._The a ratus_can be used to performthe
conput at i on%g%\ze %%%”Er;h*gﬁar} t.bv‘i%edrorlcei:%tﬁk-gsm words; Y - k words; and Z ~ n
words, n >_ k. 10 Overflow occurs if the resulting value is too large to
fit inton words. Svepflaw i SikiAdi cated by an active value cn the cy out put
of the LIU Array at the end of the conputation. The procedure using the

Si ngl e- RAM Apparatus is as 15 follows: 1. 2. 20 3. 25 4. '0 J The

control | er"}ASeY "t FEPERECIAHIANGTIFhEIVEBARR rByED THE E6RBIBHES

deacti vat esiddwer®udhtract input of the LIU Array. The controller holds this
val ue const ant : r i nder, of_ _the:ptoc ' troller reads m
val ues from RAI\AJQS%&HI%%SI ?gg t gls)e' \?éﬁtdugé?%g ‘?ﬁ‘g,%{’o;‘;?qx%}g) o, x{m}

i nputs of THETIRYTACRSY EOTHRE CHitt MAIHEr Qapp 8918188 B9 other x{} inputs
of the LI Wdrrajhutihesceondreoiperpdrltdent heseldal ues constant for the

remai nder of the procedure. For j - 0, 1, ...) k-1, do: a. The controller

reg}ds a value from RAM and applies it to the# input. of the LIU Array. b.
THE controll er Yealds a val O OFr sm*RARN ahdg< (21W + x{3W5) + Q/W .

(1v)

After the clock pulse, the value of the output signal
a of the LIU Array is given by:

15 where a” means the value of a after the clock pulse, and "%
represents the integer modulus operation. In other words, a’
1s the remainder when Q' is divided by W.
Equations (iv) and (v) summarize the operation of the

LIU Array when the clock is pulsed.

20 Analvsis of Procedure for Computing General Function
In this section, the operation of the LIU Array during

the procedure used to compute the general function will be
analyzed. This procedure was described in a previous
section. As will be shown, the LIU Array, when used with
25 the procedure, correctly computes the general function.
For the present discussion, only the case when the
subtract input signal to the LIU Array is inactive will be
analyzed. The case of an active subtract signal will be

analyzed later.



applies it to the z input of the LIU Array. c. The controller pulses the
clk input of the LIU Array. -30 d. The controller reads the value of the
a output of the LIU Array and wites it to RAM 5. The controller applies 0
tothe y input of the 5 LIU Array. The controller holds this val ue constant
for the remai nder of the procedure. 6. For j=k, k+1, ..., n-1, do: a. The
controller reads the value of the cy output of the LIU Array. |If the val ue
is 10 inactive, the controller term nates the procedure. b. The controller
reads a value from RAM and applies it to the z input of the LIU Array. c.
The controller pulses the CLK input ef7the 15 LIU Array. d. The controller
reads the value of the a output of the LIU Array and wites it to RAM The
~values wittenThe BANErAlsepst 14 andAr66 die +t BEY203WOrdyhefet he desired
result Z. To see that this pr ocedure gi ves the correct answer, observe that
it is equivalent to conputing th eneral function Z ~ Z + (X *Y'), where
Y is an n-word replésent éﬁ’rg’ﬁ +on( }W25* The pr8éBaur ¥ | mey terminate in step
6a before all nv words)of Z{hpver haenwf epl.aced wiithhlheWw val ues. This occurs
when the procedure r{%gogn;(@ﬁqthq(t{zt}@e feplacegeptyghues will be identical
to the original val ues. Term natin he procedure red,upes the total nunber
of °RAM cycl es By =36 (&P mi A&t ihg (ﬂ/‘%l}t‘é’s t hat HaféPno’ Bf fiect. The procedure
for the Single-RAMw th Read- Modi fyWite Apparatus is simlar, except that

steps ab apdAd Lake phackulief o Hake of eadempdify kiie a6Yckg) and steps
6b and 6d take ace in a,si read-nodify-wite e. 5Th§ﬁprocedure

for the Du’&‘ilmkF%\/Io,&pﬁ’&lrQFuénl‘%g%Wﬂq & £8 t’ﬁa’tsf%}et S ngt ¥ RAR Wi t h
Read- Modi f y»n Wiemnfispar, atusanéxeeptThehapdstep dwensdken pPkade’ si nmul t aneously

with the re§ﬂecrt%a%ré0%tcx Whit ecrcé/qle%uqhﬁéam@ Ang 4dx+A symmary of the
nunber of RFC' cycles required by each apparatus is provide in Table 7.

Silfgl e- RAVSFwRfataRAVOWE 1Emintpydie "RAVEEE poSndmbStieo #3R2KKS €D W3 2 (n -

k)s n- ksn.pokTotals ,Meky2n i KS; Mehd wnd bvSrMsyn LABLE:7che "s" synbol
reflects t%e possibility that the procedure 10 may terminate early in step

6a. Milti p@@nﬂ@@atfema?éémml af elZ The*¥ppar WtusheanAbecnsed ¢ @ efor m t he
ConDUtat'OQowg} %mmd% of ¥)+’X*Y, this 1s the '"overflow" case of
the general function.
15 The procedure for computing thke general function was
described in a previous section. Combining this procedure
with the preceding analysis of the LIU Array., the
computation of the general function may be described by the

following recursion:

20 For k = 0, 1, , n-1:
O{k} = z{k} + y{k}X + S{k-1};
af{k} = O{k} % W;
S{k} = Q{k} / W;
where: S{-1} = 0; "%" represents the integer modulus
25 operation; and */* represents integer division with the

remainder truncated.



where: X -- mwords; Y ~ k words; and Z ~ n wrds, n Z k. 15 Underfl ow
-occurs if the resulting value is negative. Underflow is indicated by an
active value on the cy output of the LIU Array at the end of the

conput ati on. The procedure is identical to the procedure for the

mul ti ply-accunul ate operation, except that the subtract input is activated
in step 2, rather than deactivated. The procedure termnates early if it
recogni zed that the replacenent values for the words of Z will .be identical
~to the original values. The nunber of RAMcycles is the sane as for the

mul ti ply-accunul ate operation. 25 Appld-cation to Mdul ar Exponentiation Let
A, B, and P each be integers of n words. Mdular exponentiation is the
_probl em of confutt ng*Ag FEP>AC eIk Mgt EeChntYife 107 F&rForhAg nodul ar
exponent i ati enll sbdvattaqyonehyt st et fhod.owRngMeagbtgorer yol'dddul ar 30

Mul tiplication without Trial Division," Mthematics of Conputation) 44
(1985), pp. 519-521. The nethod is sui ted tgéh’h_e pr sent appar at us

|,
based on the LIU At *Thild Pat enrt? W oot Tt to be'd tiltorial on
-32 Montgonery=s nethod. It is only intended to show how to inplenent the

met hod using the prgggnt, inventioprang to apal yze twhe speed of the

i npl ementation in ter of RAM c S. 5 ntgonmery's nethqd is based on a
function called a "Nb%ﬁg%’r{é)r}y““p}’gﬁ{fgtf -wﬁ?h@ l\'/bntf;(ﬁ%%?yﬂgﬁo uct of two

integers, X anéiv¥) with respect to nodulus P is defined by: f (X, Y, P) - {
(X*Y* QG %P} + kP, where Gis an integer that satisfies (G* W) %P =
1, and k is.a small.integer. Such an i.nteger_ G exjsts. if P is odd and
cases e : =3 u 10 li remen
that the wakuerobnfid deH Bilbeor atlge Qfua@iba Pields AThi s(z-3 iksydesirabl e
for reasogs,that,w.l| becone clear |late 0 e.th carries out
nodul ar efpgn'enhhé’tsi’oﬁnﬁgiﬁ u?\}lblnqtngo(r\r'éryhgsﬁbé%%pb%%gg%astgf g%l owes 1. T -- we"
%P 2 . Alb-wiltThaye imerpghgwn fhat ftifer prpcpdpye Pdogprited@stbit in B, nost
si gni ficantubkrshe ©mU rral tof pddpdrlyP)cdiputt the dudedal B is 1, then T ~
f(T, A Pﬁuﬁ cdon- F (T, 1, P) 25 6. T~T %P Tis an integer of n words.
At the end of {Re procedure, T contains the value of AB %P. The loop in
step 4 iterat eBIrd1FuclyiBi ¥ nPe e WgsbmentNBEC B e BHAS AtwbPds, and
each wor dshasnbtbat sshe3duae ibaopolidermireshabctsarest The INonttgenery product
in step 4a.isscalGul gt f.ar ceach. i erat R qef sihe, 1.oap. ;TheMnt gonery

pr oduct intstgp 4%3 on ylcg cu Ate dﬁ’# t he p(t)rrespondi nlg bit of the
exponent 1914951EpFtn 7 ftdal f THESt pREMISHes FRRE eXporit2iéfe 2-bits, then
t he Mont geseaY 856r pi@dueidenost £p=4b. i s calculated for half of the |oop
ié(garati ons. Wég?%gciis g}sunpti o&h éhe toét al ﬁrgft;irav%)e%;r%o]1l‘<}el\/b(rb'ﬁgog\}ery products
execut ed durin Fodp'd SAPEH*APH: M =33 | |7 c-key" cryptégraphy, the
nunber of hbives Enohhehexponestons | arge, typically hundreds or thousands of
bits This neans that the exponentiation requires hundreds or thousands of
Mont gonery pro cal cul ati . Thus, the 5 key to calculating the
exponenti ati ongg@f c?lﬁl{cq%s t é’?@iﬁ(cul ate the Montgonery products quickly.

Notice that, for any k, WS{k} + a{k} = Q{k}, since S{k} is
the quotient and a{k)} the remainder that results from
25 dividing Q{k} by W. Evaluating this at k = 0 gives:

a{0} + ws{0} = Q{0} = z{0} + y{0}X,
which establishes equation {vi) for the case of n=1.

Now consider the case of n = t+l. Assuming that

equation (vi) holds for n = t, we have:



The apparatus based on the LIU Array of the present invention is capable of
cal cul ati ng Montgonery products efficiently. The foll ow ng sections
describe howthis is 10 done. Steps 1, 2, and 3 are "preconputation" steps,
and steps 5 and 6 are "postconputation steps. These steps require very
little conputational effort conpared to that of step 4 and can be
hegl ected. 15 The responsibility for adm nistering the procedure can be
shared between the controller and the conputing device co which the
apparatus is attached as a coprocessor. The system designer has flexibility
“as to how this responsibility is paT%QTioned At one extrenme, the 20
control l er can be dgsigne th e h |nteII gence- it o rr ut all steps
of the procedure, %f h tﬁgl anu?? devi ce nere yﬁstar ?hgyyﬁe procedur e
and providing=the controller with the menory | ocations of operands. At the
ot her extremne, thezconty dhew caﬂ{bﬁw?desi ghegd d-a mandl e 25 only the general
function Z - Z + (X * mnth 29 devige responsi ble for
bui | di ng up the antgozéﬂy prod gﬂggssenbllné?%h ﬁ?lﬁto nmodul ar
eRponentratrthvih t he above procedure Mul tiorecision Multiplication 30
The first step in conputrng t he antgonery product f(X, Y, P) is to conpute
t he produ f d Thi_s i gul.tiply and add" procedure that
is taught%%nggwgnng +'3}80F Q+Ee resu |ng product requires 2n words to
represent it, where nis the nunber of words in each of X, 35 Y, and P.
Not ati on nwy 'bec pgr eed (upon Wo{ease whez wor di pgriket s{t3y}) X be an integer
of n words,;;The notation X = {x{~}, 0 < n}, may be said to nean that the
value of X is x{0} + x{1}W+ x{2}WwW ... + x{n-1}W-". "Subintegers of X
| .e., integer portions of x. conposed of a subset of consecutive 5 words of
X, are operangdequat Faors exanpl endt heiiint egegetMer{x{g¢lds2 5< ] < 5} is a
3-word subinteger of X having value x{2} + x{3}W+ x{4} W2 The operation X
* X+ 1 repl aces x 2 by x{%# + % assume ééé? i.S sn? i Sp this does not
oferflow). This ha% e &tlfdét tof1f %reasrh %§ > {si%ce 10 x{2} is
wei ghted by W2 in X. Let mbe the nunber of LIUs in the LIU Array. Assune
that nis a nultipgﬁopf+rg{iya|§ agsFpt i on, can he made without |oss of
generality, since the |ength ?g I nt eger ,can aIMﬁ%? e i ncreased by
appendi ng” 0-words to % h& figh Xé Nd" 1% ei't Ta¥ Ml ¥i'pl'e of m The
|ntegers Z, Z, and X. may be defined as follows: Z = {z{j}, 05 ) s 2n}; Z1
{z{]}, 1his bsEablfSHbé‘éHuathn (¢xX\J£dr the 8ake<of o #Mt+1,20 Z is an
hgteger %&m?ﬁ % d$ t hat |s used to hold the conputed product The Z
integer i 6n€ #WBF - T han it needs to be, for reasons that will be
clear in the followi ng section. Z, is the subinteger of 2 having n + m
wor ds begingniBgsabs zAddiveXsubsrbbBe sibidut eger of X having m 25 words
begi nni ng at raduct and n, quut the fol |l owi ng
procedure %éeh % J%tf% % bngug( qnd{ %% R% £ f%% Q% F Xt oY)
b. i =i &PtﬁﬂVSt Bath"l’@%ﬁ §fZC>‘E’6r®ndT%elrtS tOr‘F@pllétﬁpnF%d s@%ﬁ?@ pér fisr me
“nul tipl ypandeaddo” cim ity tetrali onN@hetiten1190pt Bbs procapsies mnwor ds of the
Xooper and., t@sﬁgcrggdéﬁyrwxuzm iGN 184 t)athd'%%chnggar@@d Y and

accunul at ed t withi nber of wards that
X1 is OPSTERASAt 15 FHIH cRenhpdbefore I%Fstlsr PRERET orEo™ tntdlns t he
desi red pnodyct XKhisVYis equivalent to replacing A by (W' - A - 1).

Thus, when the subtract signal is active, the general

function is computed as follows:

~

25

Wt - Z - 1;

~

Z
A" = (27 + X*Y) % W
A

=W - A - 1.



Consi der the value of Z after the operation Z, - Z, + (X, * Y) . The val ue
of Zis S, * Y, were S, - (x{~}, 0<5«<i +nm, sincei + mwords of X
have been processed. S, Y fits inton + m+ i words. Since Z is offset
into Z by i words and has length n + m the operation Z_~ Z, + (X *
does not overflow. The loop iterates a total of n/mtines. Table 8 shows 10
the nunber of RAM cycles required by step 3a for each iteration of the
| oop, and the total nunber of RAM cycles required. Single- RAMSI ngl e- RAM
W rmnDual - RAMSt ep3m + 3n2m + 2n2m +n3al5Total 3n +2n + 2nz/ n2n +3nZ/ M2/ m
TABLE 8 It is possible for step 3a toe2fequire fewer cycles than shown in
the table. This occurs when the cy output of the LIU Array indicates that
_an early tdmesient FoA RKsW2@rak dept AbkeW' | veppraet feee thenneadcri OA in cycles
due to thkﬁneffecjhis onl¥ a ver% smal | fr%cti n_of the total nunber of
cycl es redli r @ Nortadmer Ve REAUL T B AF¢e”t RE%pPoduct of 2n words is
contained in Z, the 25 second step of the Montgonery product is to reduce
it, modulo P, tp a value of n words. Montgonery reduction works right to
left: an appropriat'® nul?ipl®e f"Pis added to Z in such a way that the
rightmost words- (J.eg/,, the,l eagh. significant words) of Z are canceled out.
30 The reduction requires an integer Qthat satisfies: * P) o Wn -3b Qis
ansi nteger of m words.- @ch 3 @ arway exists if Pis odd. Conputing Qis
straightforward. Qis conputed once at the begining of the exponentiation
and then used for each reduction step in the exponentiation. .Since Qis 5
conput ed onl yhamefpme, i tiss clpouat Fbatl thef f'6r W' sogritatsiognickinchat . The
tsﬁbi nt letg_eral)gr%r%ewayh?ee@l@izémcg{ 1Rred! aalm_aiia‘rf@r--%nf}fqn-t ;tggteTﬂﬁtttiws dgfi _nedt ihn

e mul tiplicatian ; - {z4{] i S| _<< 2n}, at is, Z is e

aQﬂquegeag bR eidr %Ohlawﬁbntaining all words of Z to the left

subi nt eger nni'ng i} -an

of z{i}, inclusive. Z. consists of 2n + 1 - i words. W also need to define
an integer V ofa mwgrds.((W"=s a sanat.cli*vari abl & wt5. The reduction step may
be perforned using the follow ng procedure: 1. 1 -- 0 2. Wile (i < n) do:
a. V~Q* Z 20b. Z, ~Z, +(V* P)c. i =i +mln each iteration of the
| 88p in stEprdifyreasthp owiatiear ¥imldbrds of Z. That is, words z{i},
z{~+1}, ..., z{i+m 1} end up having value 0. This clearing operation 25

works as folloys: | Zs;egagpq%g%is multiplied by Zi and the result is
pl aced in V. Since % and are each integers of mwords, only the |east
significant mwords of Z, (i.e., {z{}}, |

This 1s the subtraction form of the general function, as

desired.

Single-RAM apparatus

15 The LIU Array can be combined with a controller and a
random access memory (RAM) to form an apparatus capable of
performing computations based on the general function
described above. Such an apparatus is shown in FIG. 4.

The combination of the controller 41 and LIU Array 39

20 comprises a coprocessor that can be used with a computing
device. 1In such a case, the random access memory (RAM) 42
can be shared with the computing device 11, as in FIG. 1.

The controller 41 manipulates the signals of the LIU
Array 39 to cause the array to perform the desired

25 operation. The controller 41 reads input operands from the
RAM 42 and transfers them to the LIU Array 39 and the
computing device. The controller 41 reads output operands
from the LIU Array 39 and writes them to the RAM 42. There



30 <_j <i+n}) matter; the other words of Z, have no effect on the result
once it is truncated to mwords to fit into V. Thus step 2a is carried out
as a halfmultiplication,” where two integers of mwords are nultiplied but

only the I ower mwords of the product are 35 conputed. 1In step 2b, Vis
mul tiplied by the nodulus P and accunul ated into Z;,. The value of V
conputed in step 2a -37 is such that this results in the | east

significant mwords of Z, each having a value of 0. The accunulation into
~z, is guaranteed not to overflow, and with high |ikelihood, the

accunul ation term nates early due to t¥le 5 cy output of the LIU Array going
i nactive. The exact tinme when_term nation occurs depends on the data, but
_because V RA&& TAHOrRYSark® PTRASTAN Woritfs COREFRT hRY i bhy (e PPeotidYrs after
n+m wor ds obk:24 thauvesdbeertiadcenstatediackin€he | oOjpe iR2Mf di2essaatotal of n/m
times. Tablgndeshons. { e aumber gl B exch eaaeg%ugqsﬂﬂ%ssmé 2a and 2b

for each iteration of the | oop, and the total nunber of

requi red. SRRCIMARANES Tl RAREWPF n'i/&iue{-IIURAF/B?%ﬁ%aSmrﬁP@éF%l?ﬁSm + 3n2m
+ 2n2m + ndTotehdHm W@l /fnombRAM 2N Yynepplying/ ohd ABilE ®rAktethe end of the

| oop the |9)§@ﬁentc¥m€tgé Markskl b, {gc{d:}vathé_t}Zeﬁ:éﬁc) shL wvalue 0; and the
hi ghest wor I.e) 2C z{2n}) has a va or If the hi ghest

word is 1, Fﬁghﬁ%tt% " rfed3bye S%tsr“ap(ﬁlllﬁé P‘yf?}b‘?n% 4l}pﬁ’é‘r “®6r ds of z,
as fol | ownsdaga~Als, (diidPlhder deathevappar &hes reddt fieaprleserithiel nvention is

al so used 23nt o PRLF of My, il Bl Yo AEGAS %@acqgny&as%pmﬁdﬂ t@re of the
operands set to unit uar ant e to result in the

his operati
hi ghest mPHPB‘Fprzl%fa% ‘?‘?-é“\?altﬁg % ‘F\’/ﬁcglfeﬁsegr SF - nBPP TR D Pdat’P8R s needed
(i.e., whevhéneotro note e} busl pnd orherp puAeiogetiae ivortedepends . on t he

data. Regardl esgpe - ars{bdrfte ortummé ohaRAM @h&kascbnvadyed oranegl igible
conpared to tge nu ed in tc\g mul tiplication a d reduction

| oops. At A p%l"ﬁcfré 25 §aéﬁel n?g%gg Do WoPHsSEHRIE + HES" EBY | east
si gni fi cantontypkber Walivegpdsalouewoltap ofn mn:f,ﬁg@rfxtflf@mmme@o@éry product)

Eeist 0r5m thlordZ, , the th@ﬂir_!irar?iu&réhmlg&maam l@bbiéblft of the up]|coer n wgr ds ﬁf
to 5 the |ower, n e ulting.,value is_an integer o wor ds; the
resul ting val uerE‘l 5 (f?"lntr éﬁ Sg%smgecrhe ""P88r§‘£‘“ Trh(g r’% UEEi (t)ﬁ procedur e
guar ant ees 9BR&¥a ¥ ﬁlirt%twntﬁ‘i m & WOPéis Yut Wﬁﬁréoés MoOtWRHErait eent hat Z <
P. For thewb@dpurposes wfrdsheahaop i m sic@s4 abitdeciexpoartiati on
pr ocedur e, p_rcggggﬁg Z is not necessary beyond what is needed to fit Z
Wi thin n wor e exponentiation procedure includes the postconputation
steh 6 to provide remtqcﬁ‘r‘ir@fllﬁﬁe4flmélsqse§ﬁlet0%6 R R f8sslian P. 15
Total RAM Cycl es Thearwsulitss fromthe previous section for the nunber of
RAM cycl es needed i ﬁgm;:orm_l toll [el,c é%t%%d EGQHQEE%§4§Q% are conbined in
t.

Table 10 into a single resul g]omary product . This value is
mul tiplied by |.5nb Y¥ZFGi ¢ é‘ptlﬁeoiéoft*aﬁl Lﬁ mBEFaBf RN GRASESIABBded to
conput e t he nodul ar expbnemtiisavadne constant for the remainder of

25 the procedure.
3. The controller reads m values from RAM 42 and
applies them to the x{0}, =x{1}, ..., x{m-1}
inputs of the LIU Array. The controller holds

these values constant for the remainder of the

30 procedure.
4. For j = 0, 1, ..., n-1, do:
a. The controller reads a value from RAM and

applies it to the y input of the LIU Array.

b. The controllexr reads a value from RAM and
35 applies it to the z input of the LIU Array.
C. The controller pulses the clk input of the

LIU Array.



Si ngl e- RAMVSI ngl e- RAM W/ r mnDual - RAMVbnt gonmery6n(1. 5 +4n(1.75 + n/m 2n(3
+roduct n/ m n/ m Exponenti ati on9n2b(1.5 +6nzb(1. 75 +3n2b(3 +n/Mn/mMn/ m 25
TABLE 10 The formul as for exponentiation neglect RAM cycl es needed during
t he preconputati on and postconputation steps, i.e., the steps 1, 2, 3, and
5 in the exponentiation procedure. These steps require a very small nunber
of RAM cycles 30 conpared to step 4 and can be neglected. If the operands
are large conpared to the nunber of ~3c_ LTU s, they nfmis large. This
is often the case for practical public key cryptography applications. In
such a case, the nunber of RAM cycl es??s approxi mately Kbn'/m where Kis
9, 6, or 3 for she three par at u pes respe tlvely Thus t he total
_nunber of RAM cycl e is gﬁgr Slt:Jflé 5?0% rt1% ona(EL E/Fn e’ g., doubling
t he nunber of LIU s redueesplttheDfmtmeLIBfAW el e’§15§5ne9rily hal f. The
Dual - RAM appar at us requi rgg. approximately one third the nunber of cycles

that the Singl RAM appar at us 1 n ui res about
hal f as many c;ellcnl &5 Bs reg]%’ﬁr rf(ﬂ gfngef Cgsl%&lr\]] W't hJO ead f\/b iTy-Wite
apar at us. X |qpsgidnd Feomppaehd - td’l'tlﬁoeeqekmit ad RA cclelapt t hat vari ous
nodi fications can skepmade tre tdhiGPUiali oreddslaHehhadrasdoappar atus for
mul tiprecigion i nt ger aﬁh&hgytl Q]i of t he l nst antRAppvenEl on w t hout
departing ropm]tahe sco)f)“e or spiri 5t TEHB T Rivent i on, ®it is intended
that the presemn ispe@nttPonteeveantmedileircat Joﬁffl%dsar'fdle\/ér Waﬁien@f o:hg he
corertjatji onhaépmﬂtpctrea\dmpm at uﬁnfso:geauhtté@rrem @pczesi nt eger hari thnetic
pr.ovi ded t hey me.  wit e sc t appe a@nd; their

eqlubl val ent s. Clon =56 E ;'It’]‘lavlccfﬂn 5 rﬁgr gt?at]g{slt%det%e }.‘ reC| % on i nt eger
aritaneticthdg o¥ W@é‘%tﬁng‘??rst T@aﬁargﬁ‘gh%ﬁs iy RAM} €HCde8econd dat a

si gnal , x, COrfp]l'HeSIttaagalaannﬂéﬁlcbﬂ Waof clyalge tredeigerd dnkt shéLl U s?, 5
LIU{O}, i o] nber of | arge
i nt eger %%Q?inhl fnura?l ty o ’ng}t ik g}é’lgﬁ%g%depbyurﬂdgng Il?htlgggch | ar ge

i nt eger un‘Fit’C |1ﬁgSt§PﬁuPt i i efb 'Wlatn 4dfirst multiplier input, a second
mul tiplier input, a high part-product output and a 10 | ow part - product

ouput; ans adder wbi DALLhrsl pddetdAnibaifySecand adder input, a third

adder inpu I nput, _and an adder out put, said _ third adder

i nput connect eoAst 0‘31"(%‘@ AT FF%I i2r 6 THEREF VP h FAhEYICHRS pRFESRT ocRict
out put; andedfom@n dheUgeagral efundttibnarahl beregiistast bynpatnand =aM LI U

register ouf plac SA Gobbbh bCOk Sidiedril GORDRELRELIG Lgcadder to receive
said LIU register, latchin val ue ogult he dder out put

t he adder outgat g éj\l‘l‘

prior to aRPGEKPul s&EUSHEr %’taetrlﬂn GLERES VAl UETE T 8rL11 YRgi ster
owtGut 20 sfacdra tiercclfook BMMSE], swidd iyl theegisd 'sv vadtuput apdrvritoned into
an LI U regisd efehlivgh QUbREL @ndkAan 43, Ua&§9i§t£r51r¥§/1e0@hﬂu'€:yc§§' d

LI U-regi ster-high out ut cont ai is of | LI U egl ster
output . said LIt Sreier SRRt ehith Rt abirna b erdal Srrea #E0)
regi ster o@@lpmtl% ex@eptroehe%er ivhagaicdnbe- verfd stidh B ghmputpes, said
LI Uregi st eilefi @h. outrpdluceonanegied die RAR 2ousdd wulddareaputchsahs LI U

egi ster &?ro "Eka)tl{(? e%riC%I &Jire‘% ste 6_%I ear input for clearing said LIU

regl ster o Z6r 0 “When' sai d register-clear input is activated; 30
a first |ogi caITfG?C@a]t‘:edéGﬁn’e%t@tPCtUGeﬁhé Eefd iy ritr receiving t he
LI'U regi stepexadipi candha RANI43 ids Hognals. cirpissd d dher sbnkegiter OR gate

for. gener abiii & G31J YiBibLgnaly. 00) cBaL CAldC A ST gnal . co. bel g

activated responsive re%| st er out put being
active and®Sah Pt s ﬁeé‘?g’ﬁ%‘fllfymwrll‘i@v ng™ct§ianal.

30 controller activates the read signal, reads the value

supplied by the RAM on the data bus, and deactivates the
read signal. Then the controller applies the modified
value to the data bus and pulses the write signal.
Finally, the controller deactivates the rmw signal. The
35 entire operation takes place in a single RAM cycle.
The RAM 43 also has the capability to do the usual



-41 a second |l ogical OR gate, connected to the LIU register, for receiving
the LI Uregister-high output and for generating an auxiliary-carry-out
signal, ca, said auxiliary-carry-out signal) ca, being activated when
either S bit of the LIUregister-high output is active; the first data
signal, y, being applied to the first nultiplier input of each |arge
integer unit of said plurality of large integer units; the second data
signal, x, having a plurality of 1d elenents x{0}, x{1}, x{2}, ..., x{n-1},
_with each el ement respectively connected to the second multiplier input of
each large integer unit of said plurakPty of large integer units; each i "
|l arge integer.unit LIU[Ii} of said ' 5 plurality of large integer units, for
i greater than 2er g::l%v%ﬁar?%leoﬁsl’r?ts §éﬁ%ar'é¥ n%eustcrllbﬁﬂectqélaeto the high
part pr oductCupPderofedrcEs - u)e maugrlgeepdt ag@rwitiiet opereficisd ;byeach ith

| arge i nt egedc-URiat 1thhUEhk, rf@rsigrgneat eachhen s ehrbavbpsriheons
LI'U-register-low qout put connected t itzo—wt Qges_e_ccr)(gd J?.Pdel’ i_nput of an
{i-1}"h lar ge Tnteger unit, E?‘Eﬁ?i - Gf; YafFitr st con%ﬁlen%%ﬁ ng"gafe, connected
to the firdtM &3d¢éf-input of a first large integer unit, LIU{0}, for

conpl ementi ng adt kikpdcedat ansi gl o FMRRL Be SAHYaLACH 25 shgnal is active;
a second c Lng.gat connected to the JI| U-reqgister-|ow output of
the first Tar %q?r%%ggg%gﬁn?ﬁm% 0},qf%r (%onp éné"%t??ﬁg&séi”d

LI U-r egi st FowYoat putorfen & & subt PAEES si ¢S i §hacepseandad d second
conpl ement ingnc3A fgatiebgenadatd g aubduatbisatensiggaakicq; x a- 1At ching

ragi ster Wi dqkabehiogsf el sl&r dlapyboand & | eling.Legister output,
said latching register input connecte o e high parf-prodsuct out put of
sai d nth | S5 ORt B§érouhie, 94 19Ming) Pragedessid | at ching 35 regi ster out put
connected to the secbrdcaddesllieputl efilsas dehyd kellrangeut N £gete UNild ,
LIUn-1}, for IatchkggaQ yal ue of an n"h high part-product prior to a clock
pul se and for -42 - feeding the value of the nth high part-product to the
second adder irfput OPCsEPECFH9TarGEIVAERYRT HRACtAVREES tHeE ¢l ock pul se;
saidd first |arge insegeraaniindudld} thaving Zamcdy .5 rhputoconnecied to a
logical 0 value; sahd;ggcond lange BLEYSH: Wt thleuﬁé%amép%f ¢~ 1nput
connected to a ca ou}‘ ut of éhe first large integer unit LIWUO}; each i h
large integer unit E %{Pfo%‘? ‘$di'd 10 plurality of large integer units, for
i greater than3oene, Thaviagteodier meatisconvelotesd fromaRay outgput of an
{i-1} " h large integgppupbk, chddd vaZhesar§01ILAWY 0k (ihe n'h large integer
ugiyt LI UY(n-1} being 3 fi ftth daft a.si %na! the carry flow sjgnal, cy; 15 said
| tching register havi WgPRF at'chifgPeli 8T8 ¢l d8F SPRhaPL L ddF Liu

havi ng an LI U-regi stkegkearlugpuyonsaapt ufet ithe gemblitEergiStEre cl ear i nputs
and sai d | atchi ng-rggbst@irel ear signal being connected together to forma
data signal, clr; a?ngO §ad d 1I at chi ng_;eg& ster having a clock input and
each LIU having'a ¢ ockji“npUt, ‘aplar@lrty " of clock inputs being connected
together to form a @FockTBe gitdltrodilkr peagdq aapyjgarat GsohRAMNn#Nd preci si on

i Abeger arithmetic, for gpsecessiitgra théest dahd SiFgBRE, LY AMAR, a second

data signal x, co i Si ngy I ity o e_lLnteger unj lUs), 5
LI {0}, LIU{1}, L%Q}%eac%tgﬁll% \A%%Elr%%n'yaggga? %Targ&M?lua er of |arge
integer units in the pl \RRRIASE df FarBeeihtidgart @i 88 WY Hr@oh | arge
i nteger unit having, a nohlsegd ittie wilkhsborddlr stf rhkt LplUi &frdynput, a second
mul tiplier input, a high.pasd -y gggggeo&g A4fe 20.308.8 J)p\éxd_l%arﬂmoroduct

er

ogéput; an adder with a first adder 1nput and _a second a I'nput, said
adder connected to the rMATaYpIdEr "FoFey etleildi KM he | ow part - product
out put; and In step 3, the controller reads the m words of the X

operand from RAM. This requires m RAM cycles.
In step 4a, the controller reads the n words of the Y
operand from RAM. This requires n RAM cycles.
35 In step 4b, the controller performs a read-modify-
write operation on each of the n words of the Z operand
from RAM. This requires n RAM cycles.



-43 15 an LIU register having a sumsignal output, said LIUregister
connected to said adder; the first data signal, y, being applied to the
first multiplier input of each large integer unit of said plurality of

| arge integer units; 20 the second data signal x, having a plurality of

el ements x{0}, x{1}, x{2}, ..., x{n-1}, with each elenment respectively
connected to a second nultiplier input of each large integer unit of said
plurality of large integer units; 25 each i h large integer unit LIU{i} of
~said plurality of large integer units, for i greater than zero, having the
first adder |nput connected to the hrg%‘partproduct out put of an {i-1} " h

| ar ge i nt eger ) eTJnte uni t LIU{|} for
.greater 30 tha ?eFStatH%H$éfﬁ:ﬁ§ gﬁ%1 a{éﬁ ot 'pu c%ﬂﬁe%?ed to the second
adder i nputrogfedane{ is1p h &argéhnﬁtege®b®mwﬁxi@VUFﬁ@}?gau@dﬁr#enentlng
gate, conngched te thepfiystsadden hpput of a first large integer unit,
LIU[{0}, for 35 conplenenting a third data signal, z, when a subtract signal
is active; and a latching register, connected to the high partproduct
out put of Du@ildRAMhADmpagatisit eger unit, LIU{n-1}, and to the second adder

i nput of sai d mhB hakgeri &t eger yeitbs AQed-éciU{tmr 1>}e,rff:>9fn taéchéimg-a val ue of
the n h hi c_;Eart groduct ri.or to.a éise and 9L, f ﬁ?lqg t he val ue

of the n h |gh par?np?od%é?jio Eﬁg“%%%o er |n o? saléln n |arge

i nt eger urilte abperathe 2% odiewuliseFIg: @An éﬁﬁaﬁaﬁﬁ§ FGM ftil t¥Prleas sion

i nteger ardgdhmet-rem, _f'Oét@féB?Q:&&l RYopetbnisl wat & suAgnah haé weéddr a second
il 1 pl §or oy ARk St Ay D8 3P thR EEESnd abs bl Lad B he B high
paft - pr od ¥ duEpar eanthe Yd‘weﬁmﬁa ngau%rRPaht‘léuFeed nag }é‘?lv%dder with a
first addaﬁﬁknﬁuﬁlapdwalseaﬂndmﬁddey i npith &mildradder ewvanected to the 10
nul i pli erdar ngeel ¥ings the d oy Raph: produeh,outaul )k fakd addare for

outputtlng{ irst sumsig Uregister connected to said adder
for receiv ﬁ§m¥ﬁ§dfPPgtr%%ﬁn@ﬁiﬁﬁyrwéhﬂef%ﬁﬂﬁﬁ}ﬁﬁtFPﬁg aCBREFHH sum si gnal ;
15 the firmte datmalshgbals gpediipgsappkeesldae tile af shatlaukan pl i er i nput of
sgisd Iargang]egqheunlt the second data signal x, being applied to the
second mul ti pl 1 er 1 nput of said |arge integer un|t a conpl enenti ng gate,
connected to tﬁ@efFP§P19®tHHHéﬁ CREUECDE= QBRI SF 14dr g TPnfEgRY thit, for

conpl enentamy ZaRANI rd daterisignal coprowhespma Syt lcaut bsi gaad w:stracti ve; and

a |atCh'nQaQ%ﬁb%E§5g QQODéétﬁﬂckoF&Be b'ghhkaergdHSEeOUEH@tYQ@ﬂﬁa'd | ar ge
i nt eger f sal | ar ge. |ntqg unit, for

un he secand  adder
| at chi ng 2%§éxvh ﬁeSBFr?ﬂé” qbﬁhﬁaFPmBPB é%ﬁﬁ%ﬁ’ to & cf%ci; ul se and for
fé@ding t he. val ue of the high part-product to the second adder input of

said large int qgl@r duautmfit@;spéﬂ&%u@l Békf@ﬁhsge:he‘lgeﬁﬁgaﬁpﬁﬁﬁélﬁi@n as set
forth |n(% ra ai d k ‘gg g:nteger gnlt urt er 4Gonprising: an OR
gate, cou G df oufput d DrePTeyi st er * #'6F “FPeceiVihg dpper bits
of the sed@ﬂdk8uwﬁsngnah9ffQﬁﬁmemg broceégister as a carry signal, said

second OR gat e 10ut pehki BgnerdNGCah PR1OEs the: cans Y npugnet @se amarry 35
fl,gw signal . 5. TheA%gQ9r§§us as set forth in claim3 or 4, further

conpri si ng: _ .
2. The controller activates or deactivates the

subtract input of the LIU Array. The controller
holds this value constant for the remainder of

the procedure.

30 3. The controller reads m values from the Y-RAM 45
or the Z-RAM 44 and applies these values to the
x{0}, x{1}, ..., x{m-1} inputs of the LIU Array.

The controller holds these values constant for
the remainder of the procedure.

35 4. For j =0, 1, ..., n-1, do:
a. The controller: reads a value from the Y-



a plurality of large integer units, LIU{O}, LIU{1}, LIU{2}, ..., LIUn-1},

where "n" is a total nunber 5 of large integer units in the plurality of

| arge integer units; -45' each ith large integer unit LIU{i} of said

plurality of large integer units, for i greater than zero, having the first

adder input connected to the high part ?0 product output of an {i-1} " h

| arge integer unit) LIUi-1}; and each ith large integer unit, LIUi}, for

i greater than zero, having the sum signal output connected to .the second

~adder input of an {i-1} h large integer unit, LIU{i15 1}. 6. An apparatus
for nultiprecision integer arithnmetie2sfor processing a first data signal,
X, With a second data signal, y, conprising: a plurality of |arge integer

units (LIUs), with 20 é&@hamﬁgg@pﬂh%%g@%tthﬁehavFﬁ@ua ¢F rdte il plier

i nput, a second nul tipligfrdyipdeada &i g pardropr edec-pa patig a first adder

i nput, a second adder in . and_a_su [ | Qutput; .t f data
signal, y, being appliedR#%Jt%bq55t§i$%% %KﬁﬁﬁuglkgrEFﬁpgfbcégég ¢h |l arge
integer unit of said pl uratsasy t9f Fakgel9titleér s £EY 2Re®%econd dat a
signal, x) having a pl urséddsy tofe eboendS,thw tah ceaphtebenemt nymspectively
connected to the second multiplisey, i pput, of, eachalarge integer unit of said
30 plurality of large integer units; each ith | arge integer unit, LIU{i},

of said plural ilfySBEP| &r ge'd rAOBGEPLURT 583G e Bt WeFCEhah Wif i%hitial |arge
i nt eger uniderahaviEngmt keMfi retisaddgnitreaput Rronogctled.t o t he high

part - pr oduct O%P'sl.kegf 430 die Dot 321 LAr G d0eGe,, UBLLs LM ixndly each ith
| arge integer unit, LIU1}, | I_ ot her

#%% or t@gg_tgﬁ initial |arge integer
udPt, havitRFERE SHATSTEM A D RSFECTRY N et MOG K e VELEB NP RIS nput  of
an {i-1} rod aege bAt egern umtds llfUEhe 13 . operaddl FxrofhBAMppdfiatus f or

nul tiprecislQn A8t gORAmALyENUELiCc as set forth in claim®6, further
conprising: a conplenenting gate, connected to the first adder input of a

first large int'@§eF bt 12V G RA¥r - tohpisentng®h th%rd data signal,
zZ, when a muddedace ssgmal s ditisves abtenddtohiadginegistere connected to
the high pardioducteeytputaRf 4an n h large integer unit, LIUYn-1}, and to
t he second adder input of said n h large integer unit, 10 LIUn-1}, where
"n" is a total nunber of large integer units, for latching a value of the
n'" hi gh pamelinedubbragatputeqsyd dnito a cl ock pul se and for feeding the
val ue of the nnechi-ght past -groduct raut puy dadhie iseeandraggerninput of said
n e large integer upit after the ol ock, pul se., % The apparatus for

mul tiprecigion integer*afTy Hetd &as 8et Forth in clarm 6, furt her

conpri si nglerecéimgl ereht Pagt yaasluctofhgz bd Ao e ther Bl bdeleYer nput of a
fizroa;] | ar geodnteegar suitinbxr 1d {HY nebker heomPt eseidxd nguaathard lEmgiat a signal,
z, en a r : al, is active, ratu r pr eci si on

i nt eger af$% né%ﬁ%%gggge%h?%fqhtpﬁ gFg?%ggggfqg%V%%r?ﬂé? %gﬁhé%sing a

| at chi ng r'eti $t8r Sig8Ahect edPtD AHETAP ghC Pt - Priodaét bUY ptrdistan n' h

| ar ge i nt eger swaiohd b8&kn-dignaAndao the 5 second adder input of said n h

large integer wiithoLLLLfad)e- L, "0E {5 a7Plal BUTDEL Ofodange i nt eger

units_in t he pl.ura tx 0 arge integer units, atching a value of the
n“R hi gh pAREPPSAECERBUL PIAC prifdr IHLOUSLEI I Al e PARGLIRFI i ng t he
val ue of tiwe ghow BngRIEa?t - Eyoductrodut puy drotiert hegsectend REEler i nput of
said n'h | a{OQd1at,edebnyNite aft8r; bRepet QCKs PUERRed. The new

register is placed on the high part-product signal of the

output of the multiplier. This reduces the critical path

30 from a multiplier delay plus a summation delay to just a
multiplier delay.
The interconnect of the array changes as a result of
this register. The LIU array with pipelined LIU’s is shown
in FIG. 8. Note that the high part-product signal, ph, of

L)
n

each LIU now feeds back to itself at al. The signal ph is
delayed by one cycle at the first adder signal, al.



-47 10. The apparatus for nultiprecision integer arithnetic as set forth in
claim6, further conprising: gate neans, connected to the first adder input
of a first large integer unit, LIU{0}, for conplenenting a 5 third data
signal, z, when a subtract signal is active; and regi ster neans, connected
to the high partproduct output of an n h large integer unit, LIUn-1}, and
fo the second adder input of said nh large integer unit, LIUn-1}, where
"n" is a total nunber of |arge integer 10 units in the plurality of large
integer units, for latching a value of the n h high part- product out put
prior to a clock pul se and for feedrhg the val ue of the n h high

part - product output to. the seco nd._adder ut .of $ r e i nt eger
_unit after theélePGckPptier fo ?HE 3ppa?% WL ES © Ft?b %&ﬁﬁﬁ 7 i nteger
ari t hmet immvasesetpborndd i as oledilm 6Eaflirpingl ipenprasengn gae@uqrsans,

connect edy { R rHehefbisto @ddﬁedc@puuh%haméy Nsed Idoeegehhﬂt eger unit, LIUO},
for conpl enenti ng {)hl rd data 5e?ll vgn subtrf C%%C%gnal i's
active. IZrPfRg= ﬁ% At UE FUTE SR gP%E‘?%thﬁh rﬁ@é’ﬁefyarl MEtic as set
forth i n lesitmodror déd) g LrttdvertdonpebSivara aégi svei lakdasthatonnected to the
hi gh par tcgfuq%qtlyoutauésofh@gb r}e@llsaege lntregeronwbtteu&&rm ﬂe} and S to

t he secon dadder |tnpu% of said g ?gorll ntegsr, unltl % where "n"
is a totd MFM5Er t8f 2P LIS i Nt § mpu FESCT Tt e “prural f nge |nteger
units, for (Fat'cHingaa b‘alwnﬁc':tlwechihuhﬁ“gﬁtﬁ part - product out put prior to a
cl ock pul se and for feedi ng t he val ue of the nth high part-product 10

out put tqjuatle se ogd 2190' [ 4 nput of said n° large integer unit after the
cl ock pul tus for nultiprecision integer arithnetic

4§ set forth |Bt¢seriersm:12e Tk tipdy ~@ERPIL 53 Ry OPAT 36 & PPut tBat @t hennected to
t he sum si@ndlcal5Spadhpuh ©fe tChE%lfginr sk I:Bégﬂedd?—ﬁte@ﬁlfyuﬂriteu Yo}, for

out puttin An .Qul tput ﬁhgnal %Ige éd";ttb Sfu%[gtgu{lup%egl sion integer
a| R

arithmetic as set for onprising out put gate,
connect edﬂltaoltﬁ%tsWsﬁgha‘th%tﬁlp@tleoP%‘a?‘él W -ge NPREe§BRC UFRYS isor
out putti ngp@am Quttputiuélsp@ﬂalRMS rafRe8ppagaidle Wetteaubbipreaigicon i nt eger

i thet i r ssi rst d {1 Ral ot Wi th a second data
gl gnal , yrf: ad: rr?s?“('é? aﬂ?% é)plentoefggéﬁuﬁl t (LIOU’7 haw ng) 5 a multiplier
Br

with a f.%ﬂsftulrﬁﬂrtepprs TR utzom o8ec BAAT BT tTHi%e M T APRE, ERA i gh
part - pr odiict feainpub dandsa. | aviqarst sppeduche otdvpisted appaddeeswi th a first

adder input ang %siﬁgogdd@ﬁ%oftnm §ﬁédr@§3ii%{od‘i@90§93€9 to the 10
mul tiplier for recelving art Eroduct out ppul(}& sai d adder for
n

out put t i MPEF F55P% C§Brﬁ’§|k@|h e“ alﬁt’}oaﬁ P® REYiSst e hected to said adder
fodr r ecei Vi Ings tiriae ek ist FREM K gn&heafdr§orpaut pust thegraadecond sum si gnal ;

15 an O?cg@éxeau%uhb%t}to @'ﬂe%‘éto%lr'ﬂa QE éﬁédnddltéyr egshelonf Afnigeei ving
upper bits of the second regl ster . as ﬁycarry

signal , sai d”beé: ort(.zr{ﬁ?lbat t/l né a f}og“:la'l or°of °FRe“car™F si gnal as
a carry fllowdsicgwal is26he hernftlm oefat%élsilgrmck Yo bdengAMppl Tled to the

first rmlxtéapi 'a@dr‘e@@u'&sotfxe@é’é dadu%rlg%o' BB@Q@E:.&E“BHQ"EQQ sesond. data signal,
bei ng “pa tfhe seé:onfd u Ct%l t:w Wut nOfthSe%' d Jrgrge i nteger unit.
?5’ arlthrreaf 8’ tf FOFRRT i T4 ?5 ?ur? &1 "conposi ng
1nsures that writing a will not affect the data belng read
at z. In this manner, each of the three parts has an
entire cycle in which to complete, improving the maximum
operating frequency considerably.
30 A viable alternative is to combine the modify and
write operations into a single cycle. This reduces the
latency by one cycle, and can be as fast for some types of
RAM’'s, as the data to be written to a RAM typically needs
to be valid only for the last part the cycle. Again the
35 requirement that the read address and write address be

different is met.



a conpl enenting gate, connected to the first adder input of said |arge
integer unit, for conplenenting a third data signal, z, when a subtract
signal is active; and a latching register, connected to the high
part-product output of said large 5 integer unit and to the second adder
input of said large integer unit, for latching a value of the high
part-product output prior to a clock pulse and for feeding the value of the
hi gh part-product output to the second adder input of said |arge integer
unit after the clock pulse. 17. The apparatus for nultiprecision integer
arithnmetic as set forth in claim10 1%5/-further conprising a conpl enenting
gate, connected to the first adder input of said large integer unit) for
conpl ementiREgLELERPEH RS EI GOPRERTIONS \hen a subtract signal is active. 18.
The apparat us froe pubtequrecissicononnt bges drddusisetli csasgseteforth in claim

15 or 17, afptgafrgeuscggpg;ééfa% %hleaE;‘éHéPQl regiRLeh, gonngcted; tohhe high
part - product 15 out put of said arge integer. uni.t and to the second adder

i nput of HISFS &r §BYi At e WiFE SFa?%ﬁcﬂF%é &5val'ud '8t he hi gh
pabt - pr odugterentiputva phimrnd daagekockaputlse ramdefrop £ f BEA! it heheval ue of the

hi g{l pfa:t'Lﬁ{tﬁ@%?ﬁyomﬁqistanthQoﬁe@QHdb@-dé%%cﬂaQEHEdOEoSﬁ‘éldfdﬁd' ge integer
uni arter

gulse 19. An aggar%agél It|€§e0|3|on i nt eger
arithnmeti &I eﬁﬁﬁc% STHG LS *Pef 3 gRalM§1Phf i ¥ second dat a

si gnal , xyuuGMpepscngndamphumalmEﬁuot1¢@rgéﬂmn§@genamnza51quﬂ3 s), LIUYO0},

LI U1}, LI 1ishestB}J{€he1}c)on\e/@@me Nmar S8 okt @ha! L REMBSE: Qf1 l.age i nt eger
uni.ts in t#%ﬂ ural ? Iar nte? units, with each large integer unit
hali ng) a atFﬁPP@ h-BF Ps “h¥tiplier input, a second nultiplier

i nput, a high Zﬁepépﬂ1@thnuﬁla@uﬁpmbﬂaﬁ%ﬁ%ﬁﬂ&ﬁmSp@ﬁtEpﬁm@h@i<Uhtput; 50 an

adder w t hsaerf Eﬂ:st:hag@l@& é;mtétt,loassecm@ls@dg@&npilaauareajwﬂ rd rgder input)
a fourth add%r in lonsqﬂﬁ&dder 8ut§/ sai tglrd adger i nput connect ed

t me
to the nuf%lpller Fo? receivin ro&uc ou?put and
represent all the arit etlc operatlons that are p0351ble

15 Multiply: The apparatus can be used to perform the
computation,
Z - X * Y,
where: X ~ m words; Y ~ k words; Z ~ n words, n 2 k.
Overflow occurs if the value of X * Y is too large to
20 fit within an n-word representation. If n > k + m, then X
* ¥ will always fit. If n < k + m, then the value of X * Y
may or may not fit, depending on the values of X and Y.
The value of the cy output of the LIU array at the end of

the computation indicates whether or not overflow occurred.

25 The procedure using the Single-RAM Apparatus is as
follows:
1, The controller pulses the clr input of the LIU
Array.
2. The controller deactivates the subtract input of
30 the LIU Array and applies 0 to the z input of the

LIU Array. The controller holds these values
constant for the remainder of the procedure.
3. The controller reads m values from RAM and
applies these values to the x{0}, x{1}, ..., x{m-
35 1} inputs of the LIU Array. The controller
applies 0 to all other x{} inputs of the LIU
Array. The controller holds these values



a first LIUregister with an LIU register input and an LI U regi ster output,
5 said LIU register input connected to the adder to receive the adder
output, said first LIUregister latching a value of the adder output prior
to a clock pulse and transferring the value to said LIU register output
after the clock pulse, said LIU register output partitioned into an

LI U-regi ster-high output and an LI U-register-1low output) said

LI Uregi ster-high output containing two upper bits of said LIU register
output, said LIU 10 register-low output containing all bits of said LIU
regi ster output except those in sai d2BrUregister-high output, said

LI U-regi ster-high output connected to the fourth adder input, said first
_LIU register also K&PPREPANIDY e dicdPePLel edf TR 6 EFearing said LI U
regi ster output. toroero when said Ll W-negidster-clear input is activated; a

second LIU register, forsheceiying itdie abal pardryyr adugt raut pig of the 15
multiplier; a first Iogicaiéé?tgg%e, connected to the first LIUregister,

for receiving the LIU r&§P FLUEnG°a  Bary v siegnale ¢tV said first
| agi cal OR gate for genérabtyng a carry-out signal, co, said carry-out

signal) co, being activahed-££SRONSIV@U1QeONEROIcANYIIE 6k ERe LIV
regi ster output being active and said carry-in signal, ci, 20 being active;
a second | ogical OR gatéFUcﬁﬁﬁ@%ted to the first LIU register, for

recei ving the LI U regi sttee- hogtroutgputreadd fhe geher atfi fipean

auxi liary-carry-out sigpakpu€ads SHL 1auXinkkay Yakdrwdic@st isi gpal , ca, being
ctivated when either bit of the LIU register-high output is active; 25 the
fi%st data signal, v, bgﬁﬁg applied to the first nmultiplier input of each
| arge integer unit e sandrpllenldnplics Pakgethatedgawuiiofsthe 51 t he
second data signal 2o aha¥iyNg andldmdlddiY eof nel @eiiis XEQhe X{ 1}, x{2}, ,.
x{n-1}, with each qjen%nt respe té%&i ;eonnected ta Ep%d%%%ond mul tiplier
i nput of each Iargé‘Pﬁt@&ér ohi T o Tad pFurall yl%ﬁ arge’integer units;
each i " largebint dwar Jaki-t kb1 Ui }- oftdai @oplurality of large integer units
51davi ng the first adderrnenpohe eommactedske the dighidgatt opr edeict out put of
the respective i ™" Iargﬁlbnkgggr unit, LIU{i}; each i " large integer unit
LIYi}, for i greagfr t han zerdg'having the LIU

The controller reads the value of the a
output of the LIU Array and writes it to
RAM.
20 The values written to RAM in steps 4c and 6b are the
words of the desired result Z.

To see that this procedure gives the correct answer,
observe that it 1s equivalent to computing the general
function 2 - 2 £ (X * Y'), where the initial value of Z is

25 an n-word representation of 0, and Y' is an n-word
representation of Y.

The procedure for the Single-RAM with Read-Modify-
Write Apparatus is identical. The read-modify-write
capability does not offer an advantage, since the Z operand

30 is only written, not read.

The procedure for the Dual-RAM Apparatus is similar,
except that step 4a takes place simultaneously with step
4c.

A summary of the number of RAM cycles required by each

35 apparatus 1s provided in Table 6,



regi ster-low output connected to the second adder input of an {i-1}""
| arge integer unit, LIUi-1}; 10 a first conplenenting gate, connected to
the first adder input of a first large integer unit, LIWUO0}, for
conplenmenting a third data signal, z, when a subtract signal is active; a
second conpl enenting gate, connected to the LIUregister-|low output of the
first large integer unit, LIU[{O}, for conplenenting said LI Uregister-Iow
out put 15 when said subtract signal is active, said second conpl enenting
. gate generating a fourth data signal, a; said first large integer unit
LI Y0} having a ci input connected te2a-logical O value; said second |arge
integer unit LIU{1} havi a a.ci inpyt connected to a ca 20 output of the
. first large integer unit B~ sai|d@vierBie in gggr]—‘uni LI U n-1}
havi ng a second adder—i-hyf Lonnectdd/iEYa ogi-cal+8—alue and each i
| arge integer uni *Sﬁfqul {—said F,.J.z.ja!“ - Funits, for i
greater than one)—i{ﬁﬁ—%g—l L' rpti—<dnn #tpi of an {i-1 }"
| arge i nteger 25 mnirts—tHB+—4 q t je i nteger unit
LIU{n-1} being a Frith—o fﬁfﬁa;r‘;.*.a?%) Howsrgmat—=ty. 52 20. An
apparatus for nultiprecision integefamd tshnetic, for processing a first
data signal, y, with a second data signal, x, conprising: a |large integer
unit (LIU) havi ng) a multiplier with a first mul tiplier input, a second
mul ti pli erMihpinly-acikhghlstear tEyr edpetaows pran dred w@ekbowopaet £grmoduct
out put; ancRddedmgMcRidnfirst adder input, a second adder input, a third
adder i nput, Ozfourth dder nput, and an adder output, said third adder

i nput connecte to% Fe'fultfhtier for receivi ng the | ow part-product
out put ; andhere: X ~ m words; Y ~ k words; and Z ~ n words, n > k.

N

i

10 Overflow occurs if the resulting value is too large to
fit into n words. Overflow is indicated by an active value
cn the cy output of the LIU Array at the end of the
computation.

The procedure using the Single-RAM Apparatus 1s as

15 follows:

1. The controller pulses the clr input of the LIU
Array.
2. The controller deactivates the subtract input of

the LIU Array. The controller holds this value
20 constant for the remainder of the procedure.
3. The controller reads m values from RAM and
applies these wvalues to the x{0}, x{1}, ..., x{m-
1)} inputs of the LIU Array. The controller
applies 0 to all other x{} inputs of the LIU
25 Array. The controller holds these values
constant for the remainder cof the procedure.
4. For j =0, 1, ..., k-1, do:
a. The controller reads a value from RAM and
applies it to the y input of the LIU Array.
30 b. The controller reads a value from RAM and
applies it to the z input of the LIU Array.
c. The controller pulses the clk input of the
LTIU Array.



a first LIUregister with an LIU register input and an LIU regi ster output,
10 said LIU register input connected to the adder to receive the adder
output, said first LIUregister latching a value of the adder output prior
to a clock pulse and transferring the value to said LIU register output
after the clock pulse) said LIU register output partitioned into an

LI U-regi ster-high output and an LI U-register-|ow output, said

LI Uregi ster-high output containing two upper bits of said LIU register
.output, said LIU 15 register-low output containing all bits of said LIU
regi ster output except those in said-Bft-register-high output, said

LI U-regi st er-hi gh out put connecteg_to the fouyrth adder _input, said first

. LIU register also hivi ng™3% §93PedFst 838 &4t iRpdt PSrtg?ééring said LIU
regi ster output to zero @herutsaifd cheUkieghstar <cldearitapuitiso acti vated; a
second LIU register for gggeiving the high part-product output of the 20
multiplier; a logical OR gate,. connected @o the first LIU register, for
recei ving the EPU-rngsF%$§¥ﬁbhﬂbﬁpB t€an ?%ﬁlééheﬁgPVﬁgog %5?ry f1 ow
signal) cy, said cabiy pArovay si gited Fooyprobéndradtsi vhtiedvaken either bit of

the LI U register-hi ginguhputsd,s det r¥Raihder fdd shedatacshgnal , y, being
applied to the firs% nu%gﬂplﬁ r i nput o% gﬁ%ﬂ 25 large integer unit; 53

t he second data 'sig 8F, IXT el g'appIPé "t0"the second multiplier input of

said large integer @nit;Thef¢ofiroddmpl caedd i e gatlee eénhbeted to the first

adder input of said |argeutpieass wwei Liuf OFrsonplienenti ngraeti rd data

si.gnal , z, when a subtract_signal .is 5 actiVve; Seg! oppl enenti ng gate,
connected to the LILLregf%?%ﬁ- %ﬁngﬁtﬁaPtEﬁlsﬁﬁ %rg}gggfgtgg%r unit, for

conpl ementing said LI U regpeedscd.ow out put when said subtract signal is
active, said secondpconpreaesdrdigidatergeneratialgiea fiowr RaMdat@ si gnal , a.

10,21 o appanatus for b1 &0 SLOHE"L S8 g W Ly L0E,proccseiig
integer unit (LIU), Chavi B @PHAXILEKF BPLGRY R GHEsEPRUFL PRI i nput, a
sacond mul tiplier input, Lavhigiay.
d. The controller reads the value of the a
output of the LIU Array and writes it to
RAM.

The values written to RAM in steps 4c and 6d are the

20 words of the desired result Z.

To see that this procedure gives the correct answer,
observe that it is equivalent to computing the general
function 2 - Z + (X * Y'), where Y' 1s an n-word
representation of Y.

25 The procedure may terminate in step 6a pefore all n
words of Z have been replaced with new values. This occurs
when the procedure recognizes that the replacement values
will be identical to the original values. Terminating the
procedure reduces the total number of RAM cycles by

30 eliminating cycles that have no effect.

The procedure for the Single-RAM with Read-Modify-
Write Apparatus is similar, except that steps 4b and 44
take place in a single read-modify-write cycle, and steps
6b and 6d take place in a single read-modify-write cycle.

35 The procedure for the Dual-RaAM Apparatus is similar to
that for the Single-RAM with Read-Modify-Write Apparatus,
except that step 4a takes place simultaneously with the



part-product output: and a | ow part-product output; 15 an adder with a
first adder input, a second adder input, a third adder input, a fourth
adder input, and an adder output, said third adder input connected to the
mul tiplier for receiving the | ow part-product output; and an LIU register
with an LIU register input and an LIU register output, said LIUregister

i nput connected to the adder to receive the adder output, said LIU 20
regi ster latching a value of the adder output prior to a clock pul se and
transferring the value to said LIU register output after the clock pul se)
said LIU register output partitioned-3ito an LI Uregister-high output and
an LIU-reglster-Iom/output said LI U reqgister-high output containing two
upper bit sT&fd S%QQPﬁM1yIPé§|§¥%+eoﬂﬁrﬁﬁ?p s4Pde ¢ ‘%glster-IOM/output

contai ning all Ahidssmefrysaifdthé Uhuretgrstogr ROME pyit 1 ex ceptuitledseyi nasiai d 25
LIU—reg|stgﬁpgfggloqughnvgggd L1 hkggizst er- hi gh output connected to the
fourth adder 1 nput, said U register also having an LI U-register-clear

i nput for clearing said LIU regi ster output to zero when said

LI U-regi ster-cl efar | nputf $sndci-Raat edf Sindle-&waMgl cal DR -gat §, connected to
the LIU register|, _for rgceiving the LW rmgister-Nhi t land for

generating a carytdd gwlshgnal , cy, shitd carry fl ow |sihgnal y, being
actd vated when ei$4re hilk3hf the |11LFelister-high diffput is lactive; the
first data signa SP_fhej Aig2 dhal Kad r StPe {5 rot nn1&$ﬁ1.nﬂ<lnput of said 5

| arge integer un 2 _édauyﬂg:45mmu¥£4&leLLhe second

multiplier input of said |arge integgg En}t a first conplenenting gate,
connected to the first adder i nput %5ig | arge integer unit, for
conplenmenting a third data signal, z, when a subtract signal is 10 active;

a second cenpl emendyidbi10aiel cc0nNEEd ebslsanthect| thdedirsdt erolew,pyt put of
q{ Iarge |nte er. th)arl A for onplenentlng said LIU-register-1ow
out put wheR*¥al SLI%raC gnal éjaéilve sai d second conpl enenti ng gate

generat|ngMalpemﬁgqugﬂq§1§pghgpla%g The apparatus can be used to

perform the computation,
Z - 2 - (X *Y),
where: X ~ m words; Y ~ k words; and Z ~ n words, n 2 k.
15 Underflow occurs if the resulting value 1is negative.
Underflow is indicated by an active value on the cy output
of the LIU Array at the end of the computation.
The procedure is identical to the procedure for the

multiply-accumulate operation, except that the subtract

to
<

input 1s activated in step 2, rather than deactivated. The
procedure terminates early if it recognized that the
replacement values for the words of Z will be identical to
the original values. The number of RAM cycles is the same
as for the multiply-accumulate operation.

25 Application to Modular Exponentiation
Let A, B, and P each be integers of n words. Modular

exponentiation is the problem of computing A® % P. A well-
known technique for performing modular exponentiation is
Montgomery's method. P. Montgomery, “Modular
30 Multiplication without Trial Division, " Mathematics of
Computation, 44 (1985), pp. 519-521. The method is well
suited to the present apparatus based on the LIU Array.
This patent is not intended to be a tutorial on



15 a latching register with a latching register input and a | atching

regi ster output, said latching register input connected to the high
part-product output of said large integer unit, and said |atching register
out put connected to the second adder input of said |large integer unit, for
| atching a value of the high part-product prior to a clock pulse and for
feeding the value of the high part-product to the second adder 20 input of
said large integer unit after the clock pulse; said |atching register
_having a latching-register-clear signal and said | arge integer unit having
an LI U-register-clear input, said LItBPegister-clear input and said

| at chi ng- regi ster-cl ear signal being connected to%et her to forma data
. signal, cINMtENGeE’ §alg I chilty 1PegReY et*HAWHGy 2 EPBEK PRER and said

| ar ge i nt egarlegent hhei ngrlaodlwdlkag npat present clroektippuaneismg connect ed
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Steps 1, 2, and 3 are "precomputation" steps, and

steps 5 and 6 are "postcomputation' steps. These steps
require very little computational effort compared to that
of step 4 and can be neglected.

15 The responsibility for administering the procedure can
be shared between the controller and the computing device
to which the apparatus is attached as a coprocessor. The
system designer has flexibility as to how this
responsibility is partitioned. At one extreme, the

20 controller can be designed with enough intelligence to
carry out all steps of the procedure, with the computing
device merely starting the procedure and providing the
controller with the memory locations of operands. At the
other extreme, the controller can be designed to handle

25 only the general function Z « Z + (¥ * Y}, with the
computing device responsible for building up the Montgomery
products and assembling them into modular exponentiation
via the above procedure.

Multivrecision Multiplication
30 The first step in computing the Montgomery product
£(X, Y, P) is to compute the product of X and Y. This is
the usual 'multiply and add" procedure that is taught in
grammar school. The resulting product requires 2n words to
represent it, where n is the number of words in each of X,
35 Y, and P.

Notation may be agreed upon to ease the wording. Let
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A 4

5 words of X, are operated on. For example, the integer X' =
{x{3}, 2 ¢ J < 5) 1is a 3-word subinteger of X having value
x{2} + x{3}W + x{4)} W?. The operation X' - X' + 1 replaces
x{2} by x{2} + 1 (assume x{2} is small so this does not
overflow). This has the effect of increasing X by W), since
10 x{2} is weighted by W’ in X.

Let m be the number of LIU's in the LIU Array. Assume
that n is a multiple of m. This assumption can be made
without loss of generality, since the length of an integer
can always be increased by appending 0-words to the high

15 end to make it a multiple of m. The integers Z, Z, and X
may be defined as follows:
Z = {z{j}, 0 s j < 2n};

2, = {z{3), 1 £ jJ <1 + n + m};
X; = {x{J}, 1 £ 3 <1 + m}.
20 Z is an integer of 2n+l words that is used to hold the

computed product. The Z integer is one word longer than it
needs to be, for reasons that will be clear in the
following section. 2, 1s the subinteger of Z having n + m

words beginning at z{i}. X; is the subinteger of X having m

i
25 words beginning at x{i}.
The product of X and Y can be computed by the

following procedure:

1. Z -0
2. i-0
30 3. While (i < n) do:
a. Z; - Z, + (X, * ¥)
b. i =1+ m

Step 1 clears Z to 0. Then the loop in step 3
performs "multiply and add." Each iteration of the loop
35 processes m words of the X operand. These words form X,,
which is multiplied by operand Y and accumulated into Z,.
Z, is offset within Z by the same number of words that X, is
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Consider the value of Z after the operation Z, - 7, +
(X, * ¥). The value of Z is S, * Y, where S, = {x{3J}, O

<3
5 < 1 + m}, since i1 + m words of X have been processed. § *

Y fits 1nton + m + 12 words. Since Z, is offset into Z by 1
words and has length n + m, the operation Z_ - Z, + (X, * Y)
dces not overflow.
The loop iterates a total of n/m times. Table 8 shows
10 the number of RAM cycles required by step 3a for each
iteration of the loop, and the total number of RAM cycles

required.
Single- Single-RAM Dual-
RAM w/ rmw RAM
Step 3m + 3n 2m + 2n 2m +n
3a
15 Total || 3n + 2n + 2n%/m 2n +
3n®/m n’/m
TABLE 8

It 1s possible for step 3a to require fewer cycles
than shown in the table. This occurs when the cy output of
the LIU Array indicates that an early termination is

20 acceptable. In practice, the reduction in cycles due to
this effect is only a very small fraction of the total
number of cycles required.

Montgomery Reduction

Once the product of 2n words is contained in Z, the
25 second step of the Montgomery product is to reduce it,
modulo P, to a value of n words. Montgomery reduction
works right to left: an appropriate multiple of P is added
to Z in such a way that the rightmost words (i.e., the
least significant words) of Z are canceled out.
30 The reduction requires an integer Q that satisfies:
(Q * P) 3 W" = W - 1.
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odd. Computing Q is straightforward. Q is computed once
at the beginning of the exponentiation and then used for
each reduct:on step in the exponentiation. S:ince Q is
5 ccmputed only one time, 1ts computat:ional effort 1s not
significant.
The subinteger, Z,, may be defined -n a way different
that it was defined 1in the multiplication step:
Z, = {z{3}, 1 < J < 2n},
10 That is, Z, is the subinteger of Z beginning at z{i} and
containing all words of Z to the left of z{i}, inclusive.
Z, consists of 2n + 1 - i words.
We also need to define an integer V of m words. V :s
a scratch variable.
15 The reduction step may be performed using the

following procedure:

1. 1 -0
2. While (i < n) do:
a. V ~-Q * 27,
20 b. Z, - Z, + (V * P)
c. i =1+ m
In each iteration of the loop in step 2, the step 2b

clears m words of Z. That is, words z{x1}, z{z+1}, ...,
z{1+m-1} end up having value 0. This clearing operation
25 works as follows:

» In step 2a, Q is multiplied by Z; and the result is
placed in V. Since Q and V are each integers of m words,
only the least significant m words of 2, (i.e., {z{j}, 1
30 < j < i+m}) matter; the other words of Z, have no effect
on the result once it is truncated to m words to fit into
V. Thus step 2a is carried out as a *half-
multiplication, " where two integers of m words are
multiplied but only the lower m words of the product are
35 computed.
e In step 2b, V is multiplied by the modulus P and

accumulated into Z;. The value of V computed in step 2a
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1s such that this results in the least significant m
words of Z, each having a value of 0. The accumulation
into 7, 1s guaranteed not to overflow, and with high
likelihcod, the accumulation terminates early due to the

5 cy output of the LIU Array going inactive. The exact

time when termination occurs depends on the data, but
because V has m words and P has n words, termination
usually occurs after n+m words of Z, have been
accumulated.

10 The loop iterates a total of n/m times. Table 9 shows
the number of RAM cycles required by steps 2a and 2b for
each iteration of the loop, and the total number of RAM
cycles required.

Single-RAM | Single-RAM w/rmw | Dual-RAM
Step 2a |} 3m 3m 2m
15 Step 2b [ 3m + 3n 2m + 2n 2m + n
Total 6n + 3n%/m |5n + 2n%/m 4n + n?/m
TABLE 9

At the end of the loop the lower n words of 2 (i.e, {z{(j},
0 ¢ 3 < n}) have value 0; and the highest word of Z (i.e,

[y
(]

z{2n}) has a value of 0 or 1. If the highest word is 1, it
must be cleared by subtracting P from the upper words of Z,
as follows:

2, -~ 2, - (L *P)
Here, the apparatus of the present invention is also used
25 to perform "multiply-negate-accumulate" with one of the
operands set to unity. This operation is guaranteed to
result in the highest word of Z having value 0. Whether or
not the operation is needed (i.e., whether or not z{2n} = 1

prior to the operation) depends on the data. Regardless,

(93]
o

the number of RAM cycles involved is negligible compared to
the number of cycles needed in the multiplication and
reduction loops.

At this point, Z is an integer of 2n words, with the
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least significant n words having value 0. To finish off
the Montgomery product, perform:
zZ -2, /W
This is simply a right-shift of the upper n words of Z to
5 the lower n words. The resulting value is an integer of n
words; the resulting value 1s the desired Montgomery
product.
The reduction procedure guarantees that Z f£its withain
n words, but it does not guarantee that Z < P. For the
10 purposes of the loop in step 4 of the exponentiation
procedure, reducing Z is not necessary beyond what is
needed to fit 72 within n words. The exponentiation
procedure includes the postcomputation step 6 to provide

reduction of the final result to a value less than P.

15 Total RAM Cycles

The results from the previous section for the number
of RAM cycles needed in the multiplication and reduction
steps are combined in Table 10 into a single result for the
Montgomery product. This value is multiplied by 1.5nb to

20 give the total number of RAM cycles needed to compute the
modular exponentiation.

Single-RAM Single-RAM Dual-RAM
w/rmw
Montgomery 6n(l1.5 + 4n(1.75 + n/m) | 2n(3 +
product n/m) n/m)
Exponentiation { 9n’b(1.5 + 6n’b(1.75 + 3n’b (3 +
n/m) n/m) n/m)
25 TABLE 10

The formulas for exponentiation neglect RAM cycles needed
during the precomputation and postcomputation steps, i.e.,
the steps 1, 2, 3, and 5 in the exponentiation procedure.
These steps require a very small number of RAM cycles

30 compared to step 4 and can be neglected.

If the operands are large compared to the number of
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cycles as reguired by the Single-RAM with Read-Modify-Write
apparatus.
It will be apparent to those skilled in the art that

various modifications can be made to the computational

15 methed and apparatus for multiprecision integer arithmetic
of the instant invention without departing from the scope
or spirit of the invention, and it is intended that the
present invention cover modifications and variations of the
computational method and apparatus for multiprecision

20 integer arithmetic provided they come within the scope of
the appended claims and their equivalents.
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a multiplier with a first multiplier input, a
second multiplier input, a high part-product output and a
10 low part-product output;
an adder with a first adder input, a second adder
input, a third adder input, a fourth adder input, and an
adder output, said third adder input connected to the
multiplier for receiving the low part-product output; and

15 an LIU register with an LIU register input and an
LIU register output, said LIU register input connected to
the adder to receive the adder output, said LIU register
latching a value of the adder output prior to a clock pulse
and transferring the value to said LIU register output

20 after the clock pulse, said LIU register output partitioned
into an LIU-register-high output and an LIU-register-low
output, said LIU-register-~high output containing two upper
bits of said LIU register output, said LIU-register-low
output containing all bits of said LIU register output

25 except those in said LIU-register-high output, said LIU-
register-high output connected to the fourth adder input,
said LIU register also having an LIU-register-clear input
for clearing said LIU register output to zero when said
LIU-register-clear input is activated;

30 a first logical OR gate, connected to the LIU
register, for receiving the LIU register output and a
carry-in signal, ci, said first logical OR gate for
generating a carry-out signal, co, said carry-out signal,
co, being activated responsive to one of any bit of the LIU

35 register output being active and said carry-in signal, ci,
being active;
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S bit of the LIU-register-high output is active;

the first data signal, y., being applied to the
first multiplier input of each large integer unit of said
plurality of large integer units;

the second data signal, x, having a plurality of

10 elements x{0}, x{1}, %x{2}, ..., %x{n-1}, with each element
respectively connected to the second multiplier input of
each large integer unit of said plurality of large integer
units;

each 1™ large integer unit LIU{i} of said

15 plurality of large integer units, for i greater than zero,
having the first adder input connected to the high part-
product output of an {i-1}*® large integer unit, LIU{i-1};

each i*™™ large integer unit LIU{i}, for i greater
than zero, having the LIU-register-low output connected to

20 the second adder input of an {i-1} large integer unit,
LIU(i-1};

a first complementing gate, connected to the
first adder input of a first large integer unit, LIU{0},
for complementing a third data signal, z, when a subtract

25 signal is active;

a second complementing gate, connected to the
LIU-register-low output of the first large integer unit,
LIU(0}, for complementing said LIU-register-low output when
said subtract signal 1s active, said second complementing

30 gate generating a fourth data signal, a;

a latching register with a latching register
input and a latching register output, said latching
register input connected to the high part-product output of
said nth large integer unit, LIU{n-1}, and said latching

35 register output connected to the second adder input of said
nth large integer unit, LIU{n-1}, for latching a value of

an n*™ high part-product prior to a clock pulse and for



109%¢& ()- 310%& ()- 10#10#10# EU - $10%:& ()- O - $10%#& ()-jj kil QI nf[:vUal

@ $10%& ()-  OB10%t& ()- 19-10%& ()- &$10%t& ()- E &$10% & ()-
&$10%&' () - mm- nnnnnn| obU4!  10%//&' () - 10#10#10# /! 10%& ()-M " (F10% & ()-
“(FL0%& ()- (FL09%& () - n%W000. p|[: bUAl  2f YA1096& ()- 10%%(& ()- ~ 10%

& ()-@ 10%W' Y& ()-@ flOWwW& ()- j3 $10%%& ()-.pgrnrrr+s|[:bu4!

L PHI0%W! Y& ()-T @, fF#10% % & ()- L* 10%%r& () - 2Zf Y#R10%#& () -

2N FYR1099& () - <P fY#1099&' () - +sOssssssstvU4! Y 10%$& () -

-7 10%$& () - 10YF YIOYf YI0YfY ~4310%f Y& ()-° HHA310% $& () -

2" 10%%r& ()-tAtptxtttul[:vU4a!l sf10%&HRRA)- 10%3$& ()-  10W%WS$& () -

S910%%$& () - 10W$& ()- @ 10% & () - @Duguuuvyv| [ : va! E%#10% xSy & () -,

- @610% (t & Epeding 1o s v Ofoﬂ?g?#&fl%l)‘ %@%%E'r(typ@’ﬁuct €0 che

109 $&' () - Vwennam8add 4! 1 ribut] Q% &= { f - n S (04 o Jint 0381 Ol xH t&4 the

109 $& () -z 3 %g‘%@%%) - <T %t10%x$p& () -, 8xf xyxxxByl y|[:vU4!l 10% & () -

F109%#& () - hg 0 - S3 10%#& () - @O0%t& ()- 10%#& ()-lyyyyyz{|[:vW4!

A 8$10%1E () - @ &$10%8AE (§irstedrovR: tyteter ooy IV Rapdigga 2

10968 () - { +|ihbh}E} cotMécted WO W E&obrealo 0 PANKEE () - %

| 109 $% & () - 10#10#10, fg?g%ggf &fg Z g@ %%ﬁ“g)ng {'Wﬁﬂy =3 1%109&

y#( & ()- %@ fmo%% &) 5 o7 é"3/&0% % & () - %E‘} SHOVBR () % E

%10%M$%&-()gngyE\connected to a ca output of the first large integer

unit LIU{0};
each i'" large integer unit LIU{i} of said
10 plurality of large integer units, for i greater than one,
having a ci input connected to a co output of an {i-1}""
large integer unit, LIU{i-1)}, a co output of the n*" large
integer unit LIU{n-1} being a fifth data signal, the carry
flow signal, cy:

L5 said latching register having a latching-
register-clear signal and each LIU having an LIU-register-
clear input, a plurality of LIU-register-clear inputs and
said latching-register-clear signal being connected
together to form a data signal, clr; and

20 said latching register having a clock input and
each LIU having a clock input, a plurality of clock inputs

being connected together to form a clock signal, clk.

2. An apparatus for multiprecision integer
arithmetic, for processing a first data signal, vy, with a
second data signal x, comprising:

a plurality of large integer units (LIU's),

5 LIU{0}, LIU{1l), LIU{2}, ..., LIU{n-1}, where "n" is a total
number of large integer units in the plurality of large
integer units, with each large integer unit having,

a multiplier with a first multiplier input,

a second multiplier input, a high part-product output

1o and a low part-product output;
an adder with a first adder input and a
second adder input, said adder connected to the
multiplier for receiving the low part-product output;
and



% 0%#t& ()- YgOvUa! RF nPd0%l"d& ()- FL0%$F& ()-10%$%40$%40%% " OSHL10YBY& () -
TOSHIOWXSUX &' () - OSHLI0%&R' ()-Ooe|[:vU4!  9#10%nt& ()-3 F nd0%"q& ()- M F
nd0% J# & ()- F nd0%g%$g& ()- F nd0%3$b& ()- "F mdo%d $G& ()-t"|[: vUa!
TO#10% F& ()-3 2 #HI0Y #& () -3 27 9#1098B& () -3 ~9#10%$F& ()-3

<Y 9#109%B& () -3 2 9#10%& ()-3Bvus! 8 3 md0%"& ()-/ 3 mA0%#u& ()-/ =3

nd0%.i $L& ()-/ 310%%& ()-10"10"10" " 9#10% & ()-3B!'|[:vUa! H 3 nmd0%

& ()-1 3 mMa0%a#& ()-/ ~ 3 mdow& ()-/ 3 md0¥%s$& ()-/ R 3 nd0% !

L& ()-1 T3 ndoweR ()-/8|[:-410]1"] Z°3 mPAOA "] & ()-/ "3 mA0%gx$g& ()-/

"3 mMA0%#g& ()-/ "3 mdov& ()-/ "3 n@&@@&h&n&f()-/ "3 mMAOY%BE ()-/

) 3UHP§410]"] T I@&O@&&f&%;&dﬁ register having a sum signal output,

said LIU register connected to said adder;
the first data signal, y, being applied to the
first multiplier input of each large integer unit of said
plurality of large integer units;

20 the second data signal x, having a plurality of
elements x{0}, x{1}, =x{2}, ..., x{n-1}, with each element
respectively connected to a second multiplier input of each
large integer unit of said plurality of large integer
units;

25 each i*™ large integer unit LIU{i} of said
plurality of large integer units, for i greater than zero,
having the first adder input connected to the high part-
product output of an {i-1}*" large integer unit, LIU{i-1};

each 1*® large integer unit, LIU{i}, for i greater

30 than zero, having the sum signal output connected to the
second adder input of an {i-1} large integer unit, LIU{i-
1};

a complementing gate, connected to the first
adder input of a first large integer unit, LIU{0)}, for

35 complementing a third data signal, z, when a subtract
signal is active; and

a latching register, connected to the high part-
product output of said n*® large integer unit, LIU{n-1}, and
to the second adder input of said n*® large integer unit,

40 LIU{n-1}, for latching a value of the n"" high part-product
prior to a clock pulse and for feeding the value of the n*
high part-product to the second adder input of said n®
large integer unit after the clock pulse.

3. An apparatus for multiprecision integer
arithmetic, for processing a first data signal, y, with a
second data signal x, comprising:
a large integer unit (LIU) having,
5 a multiplier with a first multiplier input,
a second multiplier input, a high part-product output
and a low part-product output;
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receiving the first sum signal and for outputting a

second sum signal;
18 the first data signal, y, being applied to the
first multiplier input of said large integer unit;
the second data signal x, being applied to the
second multiplier input of said large integer unit;
a complementing gate, connected to the first
20 adder input of said large integer unit, for complementing a
third data signal, z, when a subtract signal is active; and
a latching register, connected to the high part-
product output of said large integer unit, and to the
second adder input of said large integer unit, for latching
25 a value of the high part-product prior to a clock pulse and
for feeding the wvalue of the high part-product to the
second adder input of said large integer unit after the
clock pulse.

4, The apparatus as set forth in claim 3, said large
30 integer unit further comprising:
an OR gate, coupled to an output of said LIU
register, for receiving upper bits of the second sum signal
from said LIU register as a carry signal, said second OR
gate outputting a logical OR of the carry signal as a carry
35 flow signal.

5. The apparatus as set forth in claim 3 or 4,
further comprising:
a plurality of large integer units, LIU{0},
LIU{1}, LIU{2}, ..., LIU{n-1}, where "n" is a total number
5 of large integer units in the plurality of large integer

units;
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each i*" large integer unit LIU{i} of said
plurality of large integer units, for i greater than zero,
having the first adder input connected to the high part-
10 product output of an {i-1}" large integer unit, LIU{i-1};
and
each i*" large integer unit, LIU{i), for i greater
than zero, having the sum signal output connected to the
second adder input of an {i-1}'" large integer unit, LIU{i-
15 1}.

6. An apparatus for multiprecision integer
arithmetic, for processing a first data signal, x, with a
second data signal, y, comprising:
a plurality of large integer units (LIU's), with
20 each large integer unit having a first multiplier input, a
second multiplier input, a high part-product output, a
first adder input, a second adder input, and a sum signal
output;
the first data signal, y, being applied to the
25 first multiplier input of each large integer unit of said
plurality of large integer units;
the second data signal, x, having a plurality of
elements, with each element respectively connected to the
second multiplier input of each large integer unit of said
30 plurality of large integer units;
each i*® large integer unit, LIU{i}, of said
plurality of large integer units, for i other than an
initial large integer unit, having the first adder input
connected to the high part-product output of an {i~1}*%"
35 large integer unit LIU{i-1};
each i*® large integer unit, LIU{i}, for i other
than the initial large integer unit, having the sum signal
output connected to the second adder input of an {i-1}*"
large integer unit, LIU{i-1}.
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to the second adder input of said n*® large integer unit,

10 LIU{n-1}, where "n" is a total number of large integer

units, for latching a value of the n*® high part-product

output prior to a clock pulse and for feeding the value of

the n*® high part-product output to the second adder input

of said n*" large integer unit after the clock pulse.

8. The apparatus for multiprecision integer
arithmetic as set forth in claim 6, further comprising a
complementing gate, connected to the first adder input of a
first large integer unit, LIU{0}, for complementing a third

5 data signal, z, when a subtract signal is active.

9. The apparatus for multiprecision integer

arithmetic as set forth in claim 6 or 8, further comprising
a latching register, connected to the high part-product
output of an n‘® large integer unit, LIU{n-1}, and to the

5 second adder input of said n'" large integer unit, LIU{n-1},
where "n" is a total number of large integer units in the
plurality of large integer units, £for latching a value of
the n*" high part-product output prior to a clock pulse and
for feeding the value of the n™ high part-product output to

10 the second adder input of said n*® large integer unit after

the clock pulse.



Y0 ()-/ N YOURZH#RE ()-/ K %0WRz#?& ()-/  10% %&' ()- 1071 A10M! A10A! A
~ #1091 A& ()-@ | [ vUWA10 [° %MOW#H& ()-/" U %WO%NE& ()-/K ~ %0%& ()-/
T %40%H#HS ()-/ F 9%0%& ()-/ ° 9%40% %& ()-/-n~|[:-4105d"5 A "
9%40%d"5& ()-/" F %0% $: & ()-/K L %0% % ()-/ P %09 D& ()-/ °
%O0Y& ()-/ ° YMO0%#& ()-/ QbA4105d"5 A #10%":& ()- T #10% & ()-t °
#109DD& () -t #109%@#?2& ()-t 10%t& ()-105d"5105d"5/ 0| [ : - 410Y#

P’ 0$10%(#& ()- ~0$10%t& ()- 0%$10% : & ()- "~ #10% #: & ()- U #10%"2& () -
LU #109%0#2&' ()-0127?7_@A410Y# p = &I10% "% & ()-/ ~  &LO%& ()-/ °

&10% $i & ()-/  &10%#d& ()-/ | 10% %&4y- 10Y#10Y#@| ~| [ : A410Y# < °  &10%

& ()-1 ~ &l0% §6§)'fhé aﬁ%%gggggjégf/mditiprecision integer
arithmetic as set forth in claim 6, further comprising:
gate means, connected to the first adder input of
a first large integer unit, LIU{0}, for complementing a
5 third data signal, z, when a subtract signal is active; and
register means, connected to the high part-
product output of an n'*® large integer unit, LIU{n-1}, and
to the second adder input of said n*® large integer unit,
LIU{n-1}, where "n" is a total number of large integer
10 units in the plurality of large integer units, for latching
a value of the n* high part-product output prior to a clock
pulse and for feeding the value of the n* high part-product
output to the second adder input of said n*" large integer
unit after the clock pulse.

11. The apparatus for multiprecision integer
arithmetic as set forth in claim 6, further comprising gate
means, connected to the first adder input of a first large
integer unit, LIU{0}, for complementing a third data

5 signal, z, when a subtract signal is active.

12. The apparatus for multiprecision integer
arithmetac as set forth in claim 6 or 11, further
comprising register means, connected to the high part-
product output of an n®™ large integer unit, LIU{n-1}, and

5 to the second adder input of said n*® large integer unit,
LIU{n-1}, where "n" is a total number of large integer
units in the plurality of large integer units, for latching
a value of the n*® high part-product output prior to a clock
pulse and for feeding the value of the n*® high part-product

10 output to the second adder input of said n*® large integer
unit after the clock pulse.
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arithmetic, for processing a first data signal, x, with a
second data signal, y, comprising:
a large integer unit (LIU) having,
5 a multiplier with a first multiplier input,
a second multiplier input, a high part-product output
and a low part-product output;
an adder with a first adder input and a
second adder input, said adder connected to the
10 multiplier for receiving the low part-product output,
said adder for outputting a first sum signal; and
an LIU register connected to said adder for
receiving the first sum signal and for outputting a
second sum signal;
15 an OR gate, coupled to an output of said LIU
register, for receiving upper bits of the second sum signal
from said LIU register as a carry signal, said second OR
gate outputting a logical OR of the carry signal as a carry
flow signal;
20 the first data signal, y, being applied to the
first multiplier input of said large integer unit;
the second data signal, x, being applied to the
second multiplier input of said large integer unit.
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high part-product output to the second adder input of said large integer unit after the
clock pulse.
17. The apparatus for multiprecision integer arithmetic as set forth in claim
10 15, further comprising a complementing gate, connected to the first adder input of said
large integer unit, for complementing a third data signal, z, when a subtract signal is
active.
18. The apparatus for multiprecision integer arithmetic as set forth in claim
15 or 17, further comprising a latching register, connected to the high part-product
15 output of said large integer unit and to the second adder input of said large integer unit,
for latching a value of the high part-product output prior to a clock pulse and for feeding
the value of the high part-product output to the second adder input of said large integer
unit after the clock pulse.
19. An apparatus for multiprecision integer arithmetic, for processing a first
20 data signal, y, with a second data signal, x, comprising:
a plurality of large integer units (LIU's), LIU{O}, LIU{1}, LIU{2}, ..., LIU{n-

1}, where is a total number of large integer units in the plurality of large integer
units, with each large integer unit having,
a multiplier with a first multiplier input, a second multiplier input, a high

25  part-product output and a low part-product output;
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input, a fourth adder input, and an adder output, said third adder input connected to
the multipher for receiving the low part-product output; and

a first LIU register with an LIU register input and an LIU register output,
said LIU register input connected to the adder to receive the adder output, said first
LIU register latching a value of the adder output prior to a clock pulse and transferring
the value to said LIU register output after the clock pulse, said LIU register output
partitioned into an LiU-register-high output and an LIU-register-low output, said LIU-
register-high output containing two upper bits of said LIU register output, said LIU-
register-low output containing all bits of said LIU register output except those in said
LIU-register-high output, said LIU-register-high output connected to the fourth adder
input, said ﬂfst LIU register also having an LIU-register-clear input for clearing said LIU
register output to zero when said LIU-register-clear input is activated,

a second LIU register for receiving the high part-product output of the
multiplier;

afirst logical OR gate, connected to the first LIU register, for
receiving the LIU register ouﬁput and a carry-in signal, ci, said first logical OR gate for
generating a carry-out signal, co, said carry-out signal, co, being activated responsive
to one of any bit of the LIU register output being active and said carry-in signal, ci,
being active;

a second logical OR gate, connected to the first LIU register, for
receiving the LIU-register-high output and for generating an auxiliary-carry-out signal,
ca, said auxiliary-carry-out signal, ca, being activated when either bit of the LIU-
register-high output is active;

the first data signal, y, being applied to the first multiplier input of each

large integer unit of said plurality of large integer units;
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each 1" large integer unit LIU{i} of said plurality of large integer units
5  having the first adder input connected to the high part-product output of the respective
" large integer unit, LIU{i);
each i large integer unit LIU(i}, for 1 greater than zero, having the LIU-
register-low output connected to the second adder input of an {i-1}" large integer unit,
LIU{i-1};

10 a first complementing gate, connected to the first adder input of a first
large integer unit, LIU{0}, for complementing a third data signal, z, when a subtract
signal is active;

a second complementing gate, connected to the LIU-register-low output
of the first large integer unit, LIU{0}, for complementing said LIU-register-low output

15 when said subtract signal is active, said second complementing gate generating a
fourth data signal, a;

said first large integer unit LIU{0} having a ci input connected to a logical 0

value;
said second large integer unit LIU{1} having a ci input connected to a ca
20 output of the first large integer unit LIU{0};
said n" large integer unit LIU{n-1} having a second adder input
connected to a logical 0 value; and
each i™ large integer unit LIU{i} of said plurality of large integer units, for
i greater than one, having a ci input connected to a co output of an {i-1}" large integer
25  unit, LIU{i-1}, a co output of the n™ large integer unit LIU{n-1} being a fifth data signal,

the carry flow signal, cy.
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signal, cy, being activated when either bit of the LIU-register-high output is active;

the first data signal, y, being applied to the first multiplier input of said

25  large integer unit;
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said large integer unit;

a first complementing gate, connected to the first adder input of said

large integer unit, for complementing a third data signal, z, when a subtract signal is
5 active;

a second complementing gate, connected to the LIU-register-low output
of said large integer unit, for complementing said LIU-register-low output when said
subtract signal is active, said second complementing gate generating a fourth data
signal, a.

10 21. An apparatus for mulitiprecision integer arithmetic, for processing a first
data signal, y, with a second data signal, x, comprising:

a large integer unit (LIU), having,

a multiplier with a first multiplier input, a second multiplier input, a high
part-product output: and a low part-product output;

15 an adder with a first adder input, a second adder input, a third adder
input, a fourth adder input, and an adder output, said third adder input connected to
the multiplier for receiving the low part-product output; and

an LIU register with an LIU register input and an LIU register output,

said LIU register input connected to the adder to receive the adder output, said LIU

20 register latching a value of the adder output prior to a clock pulse and transferring the
value to said LIU register output after the clock pulse, said LIU register output
partitioned into an LIU-register-high output and an LIU-register-low output, said LIU-
register-high output containing two upper bits of said LIU register output, said LIU-
register-low output containing all bits of said LIU register output except those in said

25  LlU-register-high output, said LIU-register-high output connected to the fourth adder
input, said LIU register also having an LlU-register-clear input for clearing said LIU

register output to zero when said LIU-register-clear input is activated;
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a logical OR gate, connected to the LIU register, for receiving the LIU-
register-high output and for generating a carry flow signal, cy, said carry flow signal,
cy, being activated when either bit of the LIU-register-high output is active;

the first data signal, y, being applied to the first multiplier input of said
large integer unit;

the second data signal, x, connected to the second multiplier input of
said large integer unit;

a first complementing gate, connected to the first adder input of said
large integer unit, for complementing a third data signal, z, when a subtract signal is
active;

a second complementing gate, connected to the LIU-register-low output
of said large integer unit, LIU{0}, for complementing said LIU-register-low output when
said subtract signal is active, said second complementing gate generating a fourth
data signal, a;

a latching register with a latching register input and a latching register
output, said latching register input connected to the high part-product output of said
large integer unit, and said latching register output connected to the second adder
input of said large integer unit, for latching a value of the high part-product prior to a
clock pulse and for feeding the value of the high part-product to the second adder
input of said large integer unit after the clock pulse;

said latching register having a latching-register-clear signal and said
large integer unit having an LiU-register-clear input, said LIU-register-clear input and
said latching-register-clear signal being connected together to form a data signal, clr;
and

said latching register having a clock input and said large integer unit
having a clock input, said clock input being connected together to form a clock signal,
clk.



