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TITLE: AN INTEGRATED INTELLIGENT SERVER BASED SYSTEM AND
METHOD/SYSTEMS ADAPTED TO FACILITATE FAIL-SAFE INTEGRATION AND
/OR OPTIMIZED UTILIZATION OF VARIOUS SENSORY INPUTS

Field of the Invention

The present invention is directed to a system architecture and, in particular, an
integrated Intelligent Machine Understanding and Analysis framework to automatically
manage a distributed networked multi-sensory data acquisition and analysis system to
integrate with the normal business flow of an organization with or without minimal
human intervention. Importantly, the invention is directed to an integrated intelligent
server based system having sensory input/data-acquisition cum recording server group
and /Jor analYtics server group adapted to facilitate fail-safe ‘integration and. /or
optimized utilization ‘nf various SenSOiy inputs for various utility applications. The
system of the invention.can be deployed for various purposes including Security and
Surveillance, Law enforcement, Automated traffic enforcement, Forensic evidence
generation, Videc data acquisition and analysis, and other machine intelligence and
content ,understending system. The architecture - and underlying implementation is
independent of any operating system and can work in multi-0S compsjting environment
seamlessly under various resource constralnts The |nvent|on is also directed tc a
method for cost- effectsve ~and efﬁcnent bandwndth adaptive transferrmg Jrecording
sensory data from sm_g!e or multiple data sources to network accessible storage devices,
a fail safe and self sufficient server gfoup based method for sensorysinput recording andv
live strea-m'ing in a multi-server environment, an inte”igeht and unified methodvof colour
coherent object analysis framework and method, a modified, computationally efficient
method of face detection in video images_ and the like, a method of resource allocation
for analytieal processing involving multi-channel ehvironmevnt,',a system for multi-
channel join-split mechanism adapted for low and /or va'riable bandwidth network link, a
system for enhanced multvi-colour and/or mono-colour object tracking and also an

intelligent automated traffic enforcement system. -

Background of the Inverntion

Video Management Systems are used for video data acquisition and search processes
using single or multiple servers. They are often loosely coupled with one or more
separate systems for perform_ing operations on the acquired video data such as

analyzing the video content, etc. Servers can record different types of data in storage
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_media, and the storage media can be directly attached to the servers or accessed over IP

network. This demands a signif“ cant amount of network bandwidth' to receive data from‘
the sensors (e.g., Cameras) and to concurrently transfer or up|oad the data in the
storage media. Due to high demand in bandwidth to perform such tasks, especrally for
video data, often separate high speed network are dedicated to transfer data to storage
media. Dedicated high speed ‘network is costly and often require costly storage devices

as. well. Often this is overkill for low or moderately' priced installations.

It is also known that to back up against server fa'ilures', one or more dedicated fai'll-_0ver
(sometimes called mirror)‘servers" are often deployed in prior art. Dedicated fail-over
servers remain unused durlng normal operations and hence resulting in wastage of such
costly resources. Also, a central server process either installed in the failover server or
in a central server is requxred to mltlate the back-up servnce, in case a server stops

operating. This strategy does not avoid a single point of failure.

Moreover, when the servers and cIients reside over different ends in an internet and the
connectivity suffers from low or widely varying bandwidth, transmission of multi-channel
data from one point to another becomes a challenge. Data aggregation techniques are
often applied in such cases wnich are_computationally intensive or suffer from inter-

channel interference, particularly for video, audio.or other types of mulitimedia data.

As regards analytic servers presently fn use lt is well known that there are many video
analytics sysr‘em in the prior art. Video content analysis is often done per frame basis
which is mostly pre defined which make such systems lacking in desired efficiency of -
analytics but are also unnecessarily cost extensive ‘with unwanted loss of valuable

computing resources.

Added to the above, in case of presen'tly available techniques of video analysis, cases of
unacceptable number of false alarms are reported when the content analysis systems
are deployed in a noyisy environment for generating alerts in real time. This is because
the traditional methods are not automatically adaptive to demography specific

environmental conditions, varying illumination levels, varying behavioural and

- movement patterns of the moving objects in a scene, changes of appearance of colour in

‘varylng lighting conditions, changes of appearance of colours in global or reglonal

illumination intensity and type of illumination, and similar other factors.
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It has therefore been a challenge to identify the appearance of a non-moving foreign
object (static object) in a scene in presence of other moving objects, where the moving -
objects occasronally occlude the static object. Detectlon accuracy suffers in various

degrees under different demographic conditions.

Extraction of particular'types of objects (e.g. face of a person, but not limited to) in

‘ images based on fiduciary points is a known technique. However, computational
requurement is often too high for traditional classifier used for th|s purpose in the prior -

art e.g., Haar classmer

Also, in a distributed system where multiple sites with independent administrative

controls are present, ‘unification of those systems through a central monitoring station

may be reduired at any later point of time. This necessitates hardware and OS

independehce in addition to the backward compatibility of the underlying computational

infrastructure components, and the software architecture should accommodate such

amalgamation as well.

"It would be thus clearly apparent from the above state of the art that there is need for

advancement in the art of sensory input/data such as video acquisition cum recording
and Jor analytics of such sensory inputs/data such as video feed adapted to facilitate
faif-safe integration and /for optimized utilization of various sensory inputs for various

utility applications including event/alert generation, recording‘ and related aspects.

Objects of the Invention

It is thus the basic object of the preserit invention to provide for desired efficient and
cost-effective advancement in the art of sensory input/data such as video acquisition
cum recording and /or analytics of such sensory inputs/data such as video feed and/or
provide for an intelligent sensory data managemeht system (ISMS) or intelligent Video
Management System (IVMS) that can.be mapped into distributed networked multipie
servers and can also be seamlessly ported in a cloud computing environment involving
fail-safe integration and/or optimized utilization of various sensory inputs for various

utility applications including event/alert generation, recording and related aspects.

An object of the invention is direc_fed to advancements in methods and/or systems

enabling co'llectio_n of sensory data from various images, video and other sensory

sources; both on-line and off-ling, archiving and indexing them to seamiessly map in any

3
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relatiohal or ne’twofked database in.a fail-safe way making optimal usage of computing, .
communication and storage resources, facilitate efficient search, transcoding,
retransmission, authentication of data, rendering and viewing of archived data at any

point of time.

Another object of the invention is directed to advancements in _method and/or systefn

for more efficient and cost-effective streaming data real time or on Demand including
streaming video and other sensory content in multiple formats to muitiple devices for

purposes like live view in different matrix IayoUt, relay of the content, local archiving,

‘rendering of the sensory data in multiple forms and formats, etc. by a fail-safe

mechanism without affecting speed and performance of on-going operations and

services.

A further object df the present invention is directed to advancements in method and/or

system adapted for intelligently analyzing the data, on-line or off-line, to extract the

- meaningful content of the data, identifying the activities of foreground human and other

i_nahimate objects in.the scene from the sensor generated data, establishing correlation
amOn__g ‘various ijects (living or non-living and moving or staticy in the scene,

establishing corrélatio‘n a_rﬁongst multiple types of sensory data, identifying events of |
interests based on the detected activities, ali either automatically or in an user

interactive way under various demographic and natural real life situations.

A further object of the present invéntion is directed tovad\_/ancements in method and/or
System adapted for generating alerts, signals, video clips, other sensory data segments,

and covering the events more efficiently and automati‘cally.

Another object of the present invention is directed to advancements in method and/or
systém adapted for filtering and need based transmission of data at the right r_ecipient at

the right point of time automatically or on user interaction.

Yet further object of the present invention is directed to advancements in method and/or -
system adapted for directed distribution of alerts including distributing Event information
in various digital forms (SMS, MMS, emails, audio alerts, animation video, Text, -
illustrations, etc. but not limited to) with or without received data segments (viz, video

clips) to the right recipient at the right point of time automatically or on user interaction.
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Another object of the present ‘invention is directed to advancements in methodA and/or

‘system adapte‘d for pro‘vi_ding a unified gateway for users to access systems for

configuration, management and monitoring of system components.

Yet further object of the present invention is directed to .advancements in method and/or
system adapted for'enabling user to view camera captured 'video in different m_afrix
layouts, view other sensory data in a presentable form, recorded video and other data
search'and replay, event clips search and replay, providing easy navigation across
camera views with 'he_lp of sitemaps, PTZ control, and cbhfiguring the system as per

intended use.

A further object of the present invention is directed to advancements in method and/or
system adapted for intelligently sharing the computing resource, storage, rendering
devices and communication bandwidth among different processes of the system to

execute the above mentioned tasks with limited resources.

Another object of the present invention is directed to advancements in method and/or
system adapted for creating a green cdmputing environment and enabling executing the
above mentioned‘btas‘ks' by optimal usage of the computing, storage and communication

' devices and thereby saving energy and eXtending lifetime of the said resources.

Yet another object of the present invention is directed to advancements ih method
and/or system adapted for providing distributed architecture support including providing
a framework so that the sy_ster_h can be used in a centralized environment, or.in a
distributed archifectu're ihvolving_ mmti'ple_ compUting, storage’” and _communication

devices or infrastructural facilities.

A further object of the present invention is directed to advancements in method and/er
sYstem adapted for providing framewbrk for media management in real life situations
wherein the overall systems architecture could be distributed in nature with integration
mechanism for continuous management of network congestion and automated load
balancmg of the aII the computing and other resources in order to ensure that:the
system is not vulnerable to any single point failure to avoid data loss due to failure of

any resource in the distributed networked environment.
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Another obJect of the present. invention is directed to advancements in method and/or
system dlscussed_abgve by interconnecting a number of mtelllgent components
consisting of hardware and software, and involving implementation techniques adapted -
to make the system efﬁycient,’ scalable, cost effective, fail-safe, adaptive to various |
demographic conditions, adaptive to  various computing and communication

infrastructural facilities.

Summary of the Invention

Thus according to the basic aspect of the present invention there is prdvided an
mtegrated mtelllgent server based system havmg sensory mput/data acquisition cum
recordmg server group and /or analytlcs server group adapted to facilitate fail-safe
integration and /or optlmlsed utilization of various sensory - inputs for various utility

applications comprising at atleast one autonomous system having :

I} A) said sensory input acquisition cum recording server group comprising
' plurality of a_cquisition cum recbrding servers which are operatively linked to
~ assess respective server capacity and operate as a group to enable fail-safe

‘ support when vany of the servers in the group fail to operate the remaining
6perative servers in the group are adapted to distribute and take over the
_sensory inpljt >Ioad of the non-operative server/s to render the system fail safe .-
and self sufficient ; 'and/or B) said analytics server group comprising plurality

of analytics server for intelligent analysis including resource dependent
analytical accuracy control induding means adapted for computing complexity

of scenes and dynamically reconfigure the analytical processing steps for

' ‘optlmal analy5|s and/or availability of computational and other resources for
_on- line. and real-time and/or on demand for efﬁc:ent and user friendly

streammg/anaIy5|s/detect|on/alert generation of events and/or follow up

actions; and

II)  an intelligent interface for operative connection to said sensory input

“acquisition cum recording server group; and/or said analytics server group.

In the above integrated intelligent server based system each said acquisition cum
recording servers are adapted for bandwidth optimized fail-safe recording and/or join--

| split mechanism for multi channel sensory data/video streaming.

6
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In the above integrated intelligent server based system each said analytics server is
adapted for anydn__e or more of (a) intelligent colour object analysis framework and
colour eoherent background estimation (b) identifying moving, static, quasi-static
objects, (¢ ) ‘enhahced, ‘object tracking, (d) content aware resource scheduling, (e)> join
split mechanism for rr\ulti channel video streamihg, and (f) resource dependent

accuracy control.

" In the above integrated intelligent server based system said intelligent interface is

operatively connected to anyone or more (a) user management and client access
controller (b) event controller and handler and (¢) event and/or selected segments of

sensory data distributor.

In the above integrated intelligent server based system comprising operative client
modules comprises selectlvely standalone surveillance client, internet browser, web
client, any hand held devices mcludmg moblle device client, and remote event and/or

notrflcatlon recelver

In the above integrated intelligent server based system wherein said acquisition cum

“recording server is adapted to (i) collect inputs from: various sensory sources, archiving,
'_taggi_ng, and indexing to seamiessly map in a database or data warehousing system

‘involving any one or more of optimal usage of computing, communication and storage

resources, facilitate efficient search, transcoding, retransmission, authentication of data,

rendering and viewing of archived data at any-point of time, and (ii) Streaming input

sensory data real time or on Demand including streaming video and other sensory

| content in multiple formats to multiple devices for purposes inciuding live view in

different matrix layout, relay of the content, local archiving, rendering of the sensory
data in multiple forms and formats, by a fail-safe mechanism without affecting speed

and performance of on-going operations and services.

In the above mtegrated mtelhgent server based system compnsmg means for auto
registration of servers mvolvmg unique ndentlf“ catlon number, configuration data of the

relevant server, means for recording sensory inputs in local storage and streaming the

“data to client modules and means for bandwidth adaptive uploading‘to central storage

systems.
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In the above integrated intelligent server based system wherein said analytics server
comprises:

(a) sensory input analytics engine; and

(b) analytics engine cc_)ntroller.

In the abdve integrated in_telligent server based system wherein said intelligent interface
is adapted for anyone or more of (i) filtering and need based transmission of s‘ensdry
inputs, (ii) directing. distribution of alerts, (iii) providing: @ common gateway for

heterogeneous entities.

In the above integrated intelligent server based system wherein said client. module
comprises means enabling user to receive, view, analyze, search sensory inputs and
include. standalone surveillance clients, internet browsers, handheld devices, cell

phones,, PCs, Tablet PCs and the like.

In the above integrated intelligent server based system comprising remote event

receiver adapted to receive and dlsplay messages and ALERTs from various components

of the system which can further be multicast or broadcasted

In the above integrated intelligent server based system comprising central server
adapted to serve as a gateway to plurality of said autonomous system and integrate the

system into a single unified system.

In the above intégrated intelligent server based system wherein each said acquisition

cum recording server is adapted to accept requests through the intelligent interface

and/or receive inputs from various other input sources, recording sensory inputs in local

storage ,intelligent uploading of the sensory input in a cluster of storage devices wherein

said cluster comprises one or more network accessible storages in an efficient manner
with fair share to individual sources utilizing optimal bandwidth in a cooperative manner,
enabling searching of input and analytical sensory inputs and streaming of the sensory

inputs in original or transcoded format to various other devices including surveillance

clients.

In the above integrated intelligent'server based system comprising means for recording

-sensory inputs in local storage and intelligent streaming of-stored inputs continuously or

on trigger from any external or internal services wherein the data stream is first

segmented into small granular clips or segments of programmable and variable length
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sizes and said clips stored in the said local storage of the server, the clip metadata being

stored in the local database.

In the above integrated intellig_ent server based system comprising bandwidth adaptive

data uploading from channels to central storage system vviavsai'd local storage comprises

allocating a data source to a server group with multiple servers in the group ,said
sefvers cdmprising the server group adapted to exchange their respective capacity
in‘fo'rmatior_l such that in case of a breakdown of anyone or more of the servers in a
group the remaining operative servers in the "'group sha:re" the load of the failed
server/servers, each server also adapted to monitor the available bandwidth and also
the data inflow rate for each channel into the server and accordingly adjust the upload
rate for an input channel ,means to. segment the data stream into various sized clips and
the rate of uploading the clips to the central storage adjusted depending upon the.
network bandwidth and data inflow rate for that particular‘channel . |

In the above integrated intelligent server based system wherein said sensory input

analytic engine comprises of {a) scene analyzer, (b) rule engine, and (c ) event decider .

In the above integrated intelligent server based system wherein said scene analyzer

comprises means for intelligent scene adaptive colour coherent . object analysis -

frarh_ework and method adaptivé to the avaifabifity of computational bandwidth and

memory enabling processing steps to be dynamically reconfigured.

In the above integrated intelligent server based system wherein said scene analyser. -

comprises means to generate meta-data against each frame for analysis and computing

the complexity of the scene such as to dynamically reconfigure the processing steps

‘based thereon for optimal analysis results depending upon the availability of the

computational and other resourcesb for on-line and real-time detection of events and
follow up actions and further feeding the metadata along with the scene complexity
measure to a controller adapted to decide the rate at which the frames of said channel

should be decoded and sent to the analytic engine for processing;

said rule engine adapted to maintain history of the metadata and correlate the data
across multiple frames to thereby decide the behavioural patterns of the objects in the

scene for further determinations; and
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_'said event decider is adapted to receive the behavioural patterns as detected by the rule -

engine and also -analyze the sar_ne'to thereby detect various events in parallel and also to
contro! user defined application of any external device for better decision making/study

of the event identified.

In _t‘he' above integrated intelligent server based system wherein said analytical engine

“ controller comprises:

A) means to receive multiple sensory channel inputs and feed decoded
frames of the multiple channels to the analytical engine wherein' the said
decoding and feeding of the decoded frames to the analytical engine is
optimally controlled such that thevnumber of frames decoded and sent per
second for each channel is individually and automatically controlled
depending on the requirement of the analytics engine and also on the
computational bandwid_th available in the systern at any point of time; and
means adapted to stream sensory data along with analytical inputs either
as 1ndwudua| streams for each channel or as joined single stream data for
all or user requested - channels involving joining the channels and
transmitting resultmg combined single channel over IP network adapted to

varying and iow bandwidth network connectivity, or

B) means adapted. to directly generate events 'withbut feeding any decoded A

frames to the analytical engine.

In the above _integrated intelligent server based system wherein said intelligent

'interface is adapted to (i) auto register itself to the system, (ii) accept request from

surveillance clients and relay the same to corresponding recording server and analytic -
éefver, (iif) receive- configdfation data from the surveillance clients and feed to the
intended components of the system, (iv) receive event information from analytic server
on-iine and transmit to various recipients including remote event receiver, ‘fetch
outstandmg event clips from analyttcal engine controller, if any, (v) perlodlcally receive
heartbeat signals along with status mformatlon from all active devices and relay that to
other devices in same or other networks, (Vi) -stream live video, recorded video or event
alerts at appropriate time, (vii) join multiple channel sensory inputs into a single
combined stream to adapt to varlable and low bandwidth network (vm) enable search

based on various criteria including data , tlme, event types, channels, signal features,

~10
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-and other system inpUt_and (ix) enable user to perform an user-interactive smart search

to filter out desired segment of the sensory input from the database.

In the above integrated intelligent server based systém wherein said acquisition cum
recording server group comprise plurality of sensory data recording server ada_pted to :
record inputs from single /multiple data sources in atleast one local storage space with

the URL of the files stored in datébaSe;

transfer the thus stored files from sald local storage to a network based central stdragé ’

provided for accessing the files for end use/applications,

said transfer of sensory data from source to the central storage via said local storage

~ being carried out taking into consideration the data download speed (inflow rate) from

data source to server along with the availability of network bandwidth at any
given point of time for efficient network bandwidth sharing amongst multiple data

‘sources 'to‘ said storage device in the network.

In the above mtegrated intelligent server based system wherein said sensory data
recording server is adapted to monitor available total network -bandwidth and per

channel inflow rate and based thereon decide rate of per channel video transfer from the ;

- server local storage to said central storage.

In the above integrated intelligent server based system wherein said sensory data from
the source are recorded in the form of variable length clips wherein the clip duration is

set by the user or set by the server itself.

- In the above mtegrated inteHigent server based system wherein said sensory data

recording server is adapted for determining the optimal bit rate for uploading sensory
inputs involving: ’

(a) average bit rate for each channel separately in periodic intervals wherein the
sensory input str_eaming"rate (D; ) of a particular source/cémera (C) Camera to the-
server is estimated and (b) identifying the available network bandwidth (B) at that
instant from the system; and finally (c ) calculatmg the frequency of Clip upload for

channel based on :

‘u={8xk+zmjxm,

11
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where 0<k<1, depending on how much of the remaining bandwidth is to be allocated for

video uploading task.

In the above integrated intelligent server based system wherein the capacity of the
respective servers in a server group is based on the memory, network bandwidth and

current processor utilization within the server.

In the above integrated | intelligent server based system wherein a server group is
adapted to allocate any oneé of the operative servers in said group as the group master
server and continuously monitor the servers in the group and their respective
ca'pa‘citie.s and decide on the allocation-and release of the input sensory source from any

server within the Group.

‘In the above integrated intelligent server based system the said group master server is

adapted to release or add a sensory input source based on required (a) addition of an

input source (b) déletion of an existing input source (c ) addition of a new recording

~ server to the system or when a failed server again re-operates and (d) when a 'running

server stops functioning.

In the above integrated intélligent server based system wherein each said analytical
server js adapted for multiple component colour object analysis in a scene favouring

scene analytic applications comprising:

multiple component colour coherent background estimation involving colour correlation

of neighbouring pixéls and inter-frame multiple component colour correlation using said

~ multiple components as a composite data and using the relative values of these

components to maintain accurate colour information and appearance of the true colour

in the estimated background frame.

In the ‘a_bove integrated intelligent server based system wherein said analytical server
is adapted for colour object analysis involving said unified colour coherent background
estimation involving statistical pixel processing comprises using R;G,B components as a
composite single structure in a unified manner to ther'eby’ preserve the rhutua(
relationship of theses colour components in each individual pixel in order to maintain

true colour appearances in the estimative colour background frame;

12
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continuously readjusting modelled or predicted values for each colour pixel in a frame

with all sequential forthco_ming frames of the colour vidveo;

correlate the spatial distribution of the colour values in a local region to model the pixel-

background colour value.

In the above integrated intelligent server based system wherein said analytical server

is adapted for colour object analysis involving said colour analysis of each pixel

compnsmg accumulatlng the colours in the above window in dnfferent colour clusters k
cons:stmg of a mean representative colour pixel value (Htrs K> My )k with span of colour

deviation G R’O-G’_O'B)k and a number of appearance ( “) of a colour pixel in this cluster

and based thereon

i) Matching the colour pixel (R,G,‘B) with colour cluster k to confirm if the

same is within the span of colour deviation ;

ii) If the colour of the pixel does not match with any cluster then create a
new colour cluster with with mean value (R, G, B) and default chosen

allowed threshold for deviation'(am,dm . Op) and number of

occurrence v =1 ",

iii)  Split the colour cluster (p) which have a a large (6,,0,,0;), value and

- merge all the colour cluster which have very close mean reprasentative
value, the propability of occurrence then adjusted in the same ratio of
the estimated colour clusters for that population, to thereby achive finer

granular colour matching.

In the above integratedv intelligent server ba_.sed system wherein said analytica! server
is adapted for efficient face detection in video images and the like by limiting the
search space involving motion detection technique and controlled computational
requirements based on desired accuracy‘by carrying out prediction of number iterations

~ and temporal parameter “t".

I_h the above integrated intelligent server based system _Whefein said analytical server

for said face detection is adapted for :

13
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) involving the grey image of cropped rnotion rectangular area from current
frame to calculate said temporal parameter “t” and updating “t” with hlstory
and calculating possible number of iterations “nIterataons

i) calculatlng scale factor, no. of iterations and other parameter 'from look up
table; | '

iii) using convolution on different scaled images to get probable face rectangles;
iv) grouping the probable faces with spatial information; and

v) obtaining therefrom the confirmed faces.

In the above integrated intelligent server based 'system comprising resource allocation
for analytical servers involving:

estimating scene complexity relevant for frequency of frame processing ;

spawning of processor threads based on physical CPU cores involving a controller;

allocatron of threads to wdeo channels for analytical: processmg based on requwements,
and

feeding the frames for processing to a video analytics engine at an fps F, where VF is

calculated dynamically by the analytics engine itself depending upon its processing .. .-

requirements based on scene complexity to thereby favour optima'l sharing of resources

eliminating unnecessary computing.

An mtegrated intelligent server based system as above wherem said scene complexcty is .
determined based on (a) inter class difference of foreground and background (b) number

of objects present and (c) extent of processing based on the particular processing task.

In the above integrated intelligent server based system comprising a Controller -
module for spéWning a number of processing threads depending on the number of CPU

cores present as availabie from the system hardware information and a task scheduler

“module for generating the sequence indicating the order in which the individual channels

are to be served for analytics tasks.

In the above i_ntegrated intelligent server based system comprising muliti channel join-
split mechanism adapted for low and /or variable bandwidth network link comprising:

14
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a sender unit ‘adapted to receive multi channel inputs from a particular site to join and
compress into a single ¢hahne‘l and a receiver unit at the client site to. receive the inputs

and extract the ihd'ividual channels for the purposes of end use

said sender uhit adapted to combine while trénsmitting muiti channel inputs into a
single channel ,frame by frame, and controlling the transmission bit rate to avoid jittery
out puts and/or any interference between individual channels and/or starvation for any

single channel.

In the above integrated intelligent server based system comprising means for encoding
the stream with variable bit rate depending upon the available bandwidth from server to
the client, a frame header is transmitted with each frame of the combined stream, said
frame header containing meta data about the constituent streams, said receiver unit '

adapted to spI‘i>t the combined stream into constituent streams based on said frame

header.

In the above integrated intelligent server based system wherein the sender unit is
adapted to receivé'raw, in'p‘uts or decode the inputs to raw inbut and stbre in a meimory
éll_oc_ated-for inputs. from a defined channel and generate an initial fps on request from a
client, _on-réquest of a _subsetk of channel from thé client, a samplé module is adapted to
take the current frarhe' from the channel specific memory area at a fixed rate for those
channels and combines to a single frame along with generation of a look-up table to
store the channel ID and its boundary within the combined frame and finally compressed
and checked to identify all motion vectors which cross the allocated inter-frame
boundary and fortibly set all such motion vectors to null to ensure that the video content
of one constituent frame within the combined frame does not interfere with the content
of another constituent frame , a frame header composed with meta data information
about the position of the individual channels frames within the combined frame , the

resolution of the individua! frames and the time stamp;

said receivér unit is adépted to open a TCP connection with the sender and request for

all or selected channels including selectively specifying the format for compression,

“additional commands to get the existing channel information, resolution of the channels,

the fps of the individual channels at the senders end &nd other inputs' directed to
specifying the channels of interest and specifying other parameters as the transmitting

fps (f) , initial bit rate etc.
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In the above integrated intelligent server based system wherem said event deader

means compnses an enhanced object tracklng system comprlsmg

object tracking means in conjunction and one or more PTZ cameras wherein when an
object is first detected in a fixed camera view of the said object tracking means the
same is ‘adapted to track the object and also generate and transmit the positionai

values along with a velocity prediction data to the PTZ camera controller;

said PTZ camera controller adapted to receive the positional information of the object in

the PTZ camera view periodically involving scene registration and coordinate

transformation technique.

In the above integrated intelligent server based system adapted to carry out said

coordinate transformation following:

a. identifying a set of points in the Static camera as A,B, ... and also corresponding

points A',-B', ... in the PTZ camera by the‘usér;

. b. ’mappmg any arb:trary point C in the static camera to the correspondmg point C’

~in the PTZ camera view dynamically whereln

a,, by, c. are x-coordinates of points A, B and C respectively in the static Camera. view

~ s

and similarly a'y, b'x and c'x are for the corresponding points in PTZ view where C is
mterpolated with the help of points A and B, with a confidence factor W,s , where WAB =
(A Bx) + [Mmlmum of (C By, Cx- A)] is determlned to be ‘

C,xAB = Bx' + [( Ax, - Bx’ ) X (Cx' Bx) + ( Ax - Bx )] .

and wherein similarly, an estimate of x-coordinate of the same point C is Qenerated for

all pair of points (A, B) in the Static camera view based on:

: Cy= 2[CeXx WAB ] + 2Was

and similarly generating also the y-coordinate C), for the point C..

In the above integrated intelligent server based system wherein said
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acquisition cum recordmg servers and said analytlcal server are adapted to carry out
mtelllgent automated traff" ic enforcement lnvolvmg a video surveulance system with
video analytlc servers adapted for carrying out sequentlal _anaiyt|ca| "process_ (a)
configuration means ( .b) incident detection means (c ) i'ncideht audit means_(d )
reporting generation means (e) synchronization means and (f) user management

means.

In the above integrated intelligent server based system cbrhprising a site map server
installed within each autonomous system and also within the centralized server gateway
to the entire system which is adapted to receive request from any authorised
components of the system and respond with positional data corresponding to any
component linked, said site layer preferably multi-layered and com'ponents linked to any -

spatial position of the map in any layer.

According to another as_pect of the invention there is provided a method for cost-

effective and efficient transferring /recording sensory data from single or multiple data

sources to network accessible storage devices comprising:

atleast one sensory data recordmg server adapted to record mputs from single /multiple
data sources in atleast one Iocal storage space with the URL of the files stored in

database,

transferring the thus stored files from said local storage to a network based central

storage provided for accessing the files for end use/applications,

said transfer of sensory data from source to the central storage via said local storag'e

being carried out taking into consideration the data download speed(inflow rate) from

~ data source to server along with the availability of network bandwidth at any given point

. of time for efficient network bandwidth sharing amongst multiple data sources to said

storage device in the network.

In the above method wherein said sensory data recording server is adapted to monitor
available total network bandwidth and per channel inflow rate and based thereon decide

rate of 'per channel video transfer from the server local storage to said central storage.
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In the above method wherein sensory data from the source are recorded in the form of
variable length clips wherein the clip duration is set by the user or set by the server

itself.

In the above method comprising.the step of détermin_ing _the optimal bit rate for

uploadir\g sensory inputs comprising the following steps:

(a) calculatmg the average bit rate for each channel separately in periodic intervals

wherein the sensory input streaming rate (D; ) of a partlcular source/camera (C)

- camera to the serVer is estimated and.(b) identifying the available network bandwidth

(B) at that instant from the system; and finally {c ) ca!culatihg the frequency of Clip

upload for channel, based on :

U=[Bxk + 3D ] x Dy,
where 0<'k<1,L deperlding'on how much of the remaining bandwidth is to be allocated for
video uploa_ding task. ' .

Accordmg to another aspect of the invention there is provided a method for sensory

input recording and live streaming in a multi-server environment comprising: & fail-safe

server group

Each said server'group comprising plurality of acquisition cum recording servers

said multlple recording servers adapted to exchange information amongst one another
and left over capacity of each server is known along with the channel mformatuon of
every other server such that in case of any server failure in said server group the
remaining active servers in the server group automatically distribute the required
operatlve load amongst ‘the remammg operative servers for a fail safe recording and

streaming of the sensory data, without any external control.

In the above method wherein each recording server auto registers in the system and a
database entry is created ‘with the server ID whereby the said - recordlng server gets
listed in the database and is then ready for recordlng data from one or more sources. '
In the above method wherein the recording is done by breaking the data streams into
chunks or clips of small duration and the clips are initially stored in a local server storage
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.space and periodically uploaded to one or more network attached storage in a round

robin fashion.

In the above method comprising plurality of server groups which are ope’rati\)ely
connected to network storage and as soon as a server is registered in a Group it

generates a message describing its IP address ,group ID and remaining capacity to

' handle more data source/cameras.

In the above ‘ method wherein the capacity of the respective servers in a server group is

based on the memory, bandwidth and current processor utilization within the server.

In the above method comprising assigning the server operatively connected to the input
sensory devices and the capacity of the server determined accordingly with continuous
monitoring of required decrement or increment of capacity based on addition or removal

of sensory input sources.

.In the above method wherein a server group is adapted to allocate any one of the

_operative.servers:in said group as the group master server and continuously monitor

the servers in the grdup and their respective. capacities and decide on the allocation and

release of the irngt sensory source from any server within the Group.

In the above method wherein the said group master server is adapted to release or add-

a sensory input source to any other server within the group based on required (a)
addition of an input source (b) deletion of an existing input source (c ) addition of anew
recording server to the system or when a failed server again re-operates and (d) when a

running server stops functioning.

According to another aspect of the present invention there is provided an intelligent and

unified method of multiple component colour object analysis in a scene favouring scene

, analytic applications comprising:

multiple component colour coherent background estimation involving colour correlation
of neighbouring pixels and inter-frame multiple component colour correlation using said
multible components ,aé a composite data and using the relative values of these
components to maintain accurate coiour information and appearance of the true colour .

in the estimated background frame.
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An intelligent and unified method as above' wh’erein said multiple .components comprise
multi.—spectral signals including human visible spectra Red (R), Green (G), Blue (B)

signals and similar.

An intelligent and unified method of colour object analysis as above comprising (A)

unified colour coherent background estimation involving statistical pixel processing;(B)

_ removal of shadow and glare from the scene along with removal of electronics induced

different types of noises in sensors and vibrations of sensors;(C) characterization of

pixels in the foreground regions'and extract moving and/or static objects.

An mtelhgent and -unified method of colour object analysrs as above comprlsmg tracking

vanety of objects mdrwdually and generating related mformation for rule-engine based

~ intelligent analytlcal applications.

An mtelligent and. unified method of colour object analysis as above wherein said unified
colour coherent. background estlmation involving statistical pixel processing comprises

usmg R,G,B components as a comp05|te single structure.in a unified manner to thereby

vpreserve ‘the mutual relatlonshlp of theses colours components in each individual plxel in

order to maintain true colour appearances in the estimative colour background frame,

continuously readJustmg modeled or predlcted values for each colour pixel in a frame . '

with alI sequentlal forthcomlng frames of the colour wdeo,

'correlate the spatial distrlbutlon of the colour values in a local reglon to model the pixel

background colour value.

An intelligent and unified method of colour object analysis as above wherein for ‘each
pixel (x,y) in the input colour frame there is carried out (i) local window estimation (n)

colour anaIyS|s of each pixel and (iii) background frame construction based thereon.

An intelligent and unified method of colour object analysis as above wherein if the pixel
location in a current frame belongs to an object pixel |n the previous frame ,estimation
of colour background at that pixel location is sklpped since the colour pixel is not
representatlve of the background estlmatlon ,otherW|se compute an adaptive size (k *
h, k* w) local window centering around this pixel for computation of the background
| ‘ Avg(h,w)

estimation using the colour pixel values within this window, where k= 555

20


Eeliana
Rectangle

Eeliana
Rectangle


10

15

20

25

30

35

representing normalizéd average intensity of all the pixels in window size (h, w). for all ‘
0<k<1, with the 'prbc_éssing window size reduces with the reduction of intensity in the

fegion surrounding the pixel.

An intelligent and unified method of colour object analysis as above wherein said.colour
analysis of each pixel comprises accumulating the colours in the above window in

different colour clusters k consisting of a mean representative colour pixel value

LN

(ﬂR_"uG“uB)" with span of colour deviatioh (04:06:05); and-a number of'appearance :

(Uk ) of a colour pixel in this cluster and based thereon

i) Matching the colour pixe! (R,G,B) with colour cluster k to _confirm'if the same

is within the span of colour deviation ;

i) If the colour of the pixel does not match with any cluster then create a new

colour cluster with with mean value (R, G, B) and default chosen allowed

threshold for deviation (o7, , 65, « Op, ) and number of occurrence v =1

iii) Split the colour cluster (p) which have a a large (0g,05,03), value and
merge all the coiour cluster whick have very close mean reprasentative
value, the propability of occurrence then adjusted in the same ratio of the
es_ti'matedchlour clusters for that population, to thereby-achive finer granular -

colour matching.

An _intelligent and unified method of colour object analysis as 'above wherein
background frame construction comprises constructing colour background reference
frame from representative colour values of the generated clusters,if matched colour
cluster- has significahtly high occuerance relative to the overall population occderance
then the representative colour of the colour cluster is used as the value of the colour

pixel in the colour background refence frame.

In the above intelligent and unified method. of colour object analysis wherein the
removal of the shadow, glére_ and sensor generated noises comprises removal of shadow
and glare in background and /for foreground segmentation process for dynamic scenes

involving image characteristics parameters.
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In the above intelligent and unified method of colour object analysis wherein said image

characteristic parameters comprise-
(1) median intensity (I) of the image, (2) a sharpness parameter'(S) of the image.

In the above intelligent and umﬁed method of colour object analysis wherein said

sharpness parameter of the image is obtalned based on

evéry row of the input frame is filtered with a high pass filter. The average of the filtered
va!ues of the overall image is cansidered as horizontal éharpness parameter S, .

very column of the mput frame is filtered Wlth the same high pass filter. The average of

the filtered values of the overall_filtered lmage is considered as vertical sharpness

' paramet_er S,.

maximum of S, and S, is the sharpness parameter (S) of the image

In the above intelligent and unified method of colour object analysis wherein ratio
V= ' S ,
: /9 “is used to characterize the scene.

In the above intelligent and unified method of colour bobject analysis comprising (a)
adaptive threshold value calculation based on the value V in every framé of each said
par-amet_ér, (b) measurement of change in pixel’s characteristics, and (c) identification
and removal of shadow and glaré with or without sensor generated noises based on the

comparative details under (a) and (b) above. -

In the above intelligent and unified method of colour object arialysis comprising static

-foreground formation involving multi level hierarchical estimation

of the static foreground pixel.

In the above intelligent and unified method of colour objett comprising segmenting the
detected foreground regions using suitable image processing based object clustering

methods and morphological techniques.
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~ said temporal estimation “t”, prediction of possible number of iterations “nlterations

In accordance with yet another aspect of the invention there is provided a method of

‘face de’tection' in video images and the like comprising the step of limiting the search

sp'ac'e_ involving motion detection technique and controlled computational requirements

- based on desired accuracy by carrying out predictidn of number iterations and témporal '

parameter “t".

A method of face detection in video images as above comprising the steps of:

i) - . involving the grey image of cropped motion rectangular area from current
' frame to calculate said temporal parameter “t” and Upd‘ating“t" with history
and calculating possible number of iterations “nlterations”
i) Tca!culating scale factor, no. of iterations and other parameter from look up
table; | | ' |
iii‘)' using convolution onv-dif;ferent scaled ‘ima.gves to get prébable face rectangles;
iv) grouping the probable faces with spatial information; and

v)  obtaining therefrom the confirmed faces.

A method of face detection in video images as above comprising using the convolution
on probable face 'r'egiOnsv with Haar feature set to confirm faces and publishing the

- confirmed faces based thereon.

%

A method of face detection in video images as above comprising step of carrying out

following':
i. Generating time taken to detect face for Image with size MxN based on
Tun = t * [(M - m) * (N - n) ]/ [pixelShift * pixelShift]

where, pixelShift is the window shift size and the time taken to process a single

window area (fixed window size mxn) with standard feature set = t.

ii. For multi-scale processing ScaleFactor = f(M, N, m, n, nlteration)

nlteration

iii. Total time taken to detect faces, 1= z Xy
. =

Where, M =M/ (ScaIeFactof")
N' = N / (ScaleFactor ')
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iv. T =AM, N, t pixelShitt, niteration), for a fixed size window.

v. Calculating average t in host machine and tune the parameters pixelShift,
nlteration accordingly using gen'erated‘ lookup table to suite the bandwidth;

and

i, Optionally, to increase the accuracy, enable a second pass upon the probable

face regions detected by first pass.

In accordance with yet another aspect of the invention there is provided a method of
resource allocation for analytical processing involving muiti channel environment

comprising:

éstimating scene',con'_\pléxity-rélevant for frequency of _ffame processing ;
spawning of processor threads based on physical CPU cores involving a controller;

allocation of threads to video channels fo’rvanalyt,ical processing based on requirements;

and

decoding énd feeding the frames for processing to a video analytics engine at an fps F,
where F is calculated dynamically by the analytics engine itself depending upon its
processing requirements based on scene complexity to thereby favour optimal sharing of

resources eliminating unnecessary computing.

A method as above wherein the scene cdmplexity is calculated based on (a) inter:class
difference of foreground and background (b) number of objects present and (c) extent of

processing based on the particular processing task.

A method as above wherein a Controller module spawns a number of processing threads
depending on the number of CPU cores present as available from the system hardware
information and a task scheduler module generates the sequence indicating the order in

which the individual ]channels'_are to be served for analytics tasks.
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Accord.ing to yet another aspect of the invention there is provided a system for multi

~ channel ,join45plit mechanism adapted for low and /or variable bandwidth network link

comprising:

a sender unit adapted to receive muiti channel inputs frorn a particular site to join and

compress into a single channel and a receiver unit at the client site to receive the mputs _

and. extract the individual channels for the purposes of end use

said sender unit adapted to combine while transmi‘tting multi channel inputs into a single
channel ,frame by frame, and controlling the transmission bit rate to avoid thtery

outputs and/or any mterference between mdwndual channels and/or starvation for any

single channel.

A ‘system as above adapted for intelligent data compression without affecting the

~ decoding process.

A system -as above wherem said compressnon is mtelhgently controlled such that no

- motlon vector crosses over the inter- frame boundaryin the combmed frame.

A system as above. comprising means for encoding the.stream with variable bit rate.
dependlng upon the available bandwidth from server to the client, a frame header is
transmitted with each frame of the combined stream, said frame header contammg meta
data about the constituent streams, saxd recewer unit adapted to split the combined

stream lnto constltuent streams based on said frame header

A system as above wheretn the sender unit is adapted to receive raw inputs or decode
the inputs to raw input and store in - memory allocated for mputs from a defined channel
and generate an initial fps on request from a client, on request of a subset of channel
from the client , a sample module is adapted to take the current frame from the chan_nel
specific memory area at a fixed rate for those channels and combines to a single frame
along with generation of a look-up table to store the channel ID and its boundary within
the combined frame and finally compressed and checked to identify all motion vectors
which cross the allocated inter-frame boundary and forcibly set all such motion vectors
to null to ensure that the video ‘content of one constituent frame within the combined
frame does not interfere with the content of another constituent frame , a frame header
composed with meta data information about the position of the individual channels
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.fr_ames within the combined frame , the resolution of the individual frames and the time

stamp;

said receiver unit is adapted to open a TCP connection with the sender and request for

-all or selected channels mciudmg selectlvely specﬂ‘ymg the format for compress«on,

additional commands to get the eXIstmg channel informatlon resolution of the channels,
the fps of the individual channels at the senders end and other inputs directed to
specifying the channels of interest and specifying other parameters as the transmitting

fps (f) ,initial bit rate etc.

A system as above wherein said receiving unit is further adapted to calculate receiving
bit rates based on averages and request target bit rate to the sender unit, a bit rate

controller at the server end adapted to prepare the encoder for new bit rate, flushing the

transmission queue and respond to the client with the new bit rate as set.

In accordance with yet another aspect of the mvention there is provided a system for

'enhanced object tracking compnsmg

object tracking means in conjunctio'n with one or more PTZ cameras wherein when an

: obJect is first detected in a fixed camera view of the said obJect tracking means the

same - is adapted to track the object and also generate and transmit the positional
values along with a velocity prediction data to the PTZ camera controller;

said PTZ camera controller adapted to receive the positional information of the object in
the "PTZ camera view periodlcally involving scene registration and coordinate

transformation technique

A system for enhanced object tracking as above wherein more than one object is

tracked involving multiple PTZ cameras such as to cover a wider range in the scene and

to enhance muitiple object tracking over a single framework.

A system for enhanced- object tracking as above wherein said means of coordinate

transformation from fixed camera view to PTZ camera view involves coordinate

_ transformation technique comprising weighted interpolation method.

A system for enhanced object trackmg as above which is adapted to carry out said

coordinate transformation following:
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a. identifying a set of points in the static camera as A, B, etc and also
corresponding points A’,B’, etc respectively in the PTZ camera by the-userj

b. mapping any arbitrary point C in the static camera to the corresponding point
C'in the PTZ camera view dynamically wherein: '

. ay, by ¢x are x-coordinates of points A, B and C respectively in _thé static Camera view

and si‘milarly a'y, b’y and ¢y are for the corresponding points in PTZ view where C is
interpolated with the help of points A and B, with a confidence factor Wy , where Wpg =
(Ac- By) + [Minimum of (Cy ~ By, C,- Ay)] is determined to be

C’xAB =. Bx' + [( Ax’ - Bxl ) X (Cx; Bx) - ( Ax - Bx )]

and wherein similarly, an estimate of x-coordinate of the same point C is generated for

all pair of points (A, B) in the Static camera view based on:
| C"x‘ = Z[CrasXWag ]+ ZWas

and simifarly generating also the.vy-cbordinate C'y for the point C.

A s.'ystem for enhanced object tracking as above wherein for a bounding"rectangle to be

mapped from the static view to the PTZ view, the system is adapted to apply said
coordinate transformation technique for all the four corner points of the rectangle.

A system for enhanced object tracking as above wherein the bounding rectangle

corresponding to an object in the static camera view is associated with a veélocity

prediction information, the system is adapted to apply that velocity ‘predi'ction'

information to map the rectangle in the PTZ camera view.

In accordance with yet another aspect of the inventio'n there is provided an ihtelligent
automated traffic enforcement system comprising: '

a video. surveiflance system adapted to localize one or more number plates / License
Plates of vehicles stationary'or ‘in motion in the field of view of atleast one camera
without requiring to fix the number plate in a fixed Iocétion of the car, the license plate
can be reflective or non-reflective, independent of font and language, and using normal -
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security camera, and filtering out other texts from the f'ﬁeld of view not rélated to the
number-plate, enabling to process the localized number plate region with any Optical
Character Recognition, and generate localized information of the number plate with or

without in other relevant composite information of car (type, possible driver snapshot,

‘ shape and contour of the vehicle) in parallel to monitor traffic and an intelligent video

analytical application for event detection based on the video feeds

An intelligent traffic enforcement system as above wherein the process depends
Iocalize's possible license plate in the field of view of the camera by (a) analysing
s’tati‘stic'ally correl.ation and relative contrast between the number plate content region
and the"background region surrounding this _content, (b) unique signature of number

plate content based on pixel intensity and vertical and horizontal distribution, (c) color

_features of the content and surrounded background.

An. intelligent automated traffic enforcement system as above wherein said video
analytic process is carried out in the sequence inVo!ving (a) configuration means ( b)
incident detection means (c ) incident audit means (d ) reporting generation means (e)
synchronization means and (f) user management means. .
An mtelhgent “automated traffic enforcement system ‘as above ' wherein said
conflguratxon means adapted to configure parameters for madent detection and
management comprises (i} camera conﬁguratlon means ' (i) means for providing for
virtual loops in regions where monitoring is required(iii) means for setting time limits for
the 'monitor;‘ng activity (iv) means providing feed indicative “of regular traffic moving

_directions for each camera (v) means providing for setting speed limits to detect over

speeding vehicles (vi) means for setting the sensitivity'and duration determining traffic

abnormality and congestion.

An intelligent automated traffic enforcement system as above wherein said incident
detection means is adapted to detect deviations‘from set parameters, analyze
appropriate video feed and check for offence mvolvmg (a) recording by way of saving
video feeds from various traffic locations of interest (b) generating alarm including alerts
and/or notifications visual and/or sound based on any incident detection involving traffic
viotation and (c ) registering the incident against the extracted corresponding license

plate number of the violating vehicle.
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An intelligent automated traffic enforcement sysfem as above wherein said incident

~ audit means comprises :

filter means adapted to reach to the incident if incident is an archived incident and in

case of live incident means for viewing the details;

means for generating details of the incident, a link to incident video and a link to license

plate image of the vehicle;

means for veriﬁcatiqn of the incident by playing the video and vehicle's registration
number by viewing the license plate image and If the license plate number is incorrect

means to enter the correct vehicle number of the incident image;

means‘for updating incident status changed from “Pending” “Acknowledged” to “Audit”

and saving into the database. '

means to enter remark about the action taken while auditing the incident and finally the .
remark is saved in the database with possible re- verification for future reference.

An intelligent_ automated traffic enforcement system as above wherein said incident
reporting means'comprises means for automatized generation of incident detail reports -

and incident summary report and generation of offence report.

An intelligent automated traffic enforcement system as above wherein said
syn_chrbnization means includes means adapted for synchronization with handheld device

applications.

An inteliigent automated traffic enforcement system as above wherein said user
management means includes interface for administrative functions including (a) user
creation and management (b) privilege' assignment and (c) master data Management..

According to another aspect of the i'nveniion there is provided a computer readable
medium adapted for enabling and opeféting an integra,ted inte!ligent'sensofy inpuf/data '
acquisition cum recording server group and for analytics server group adapted to
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facilitate fail-safe integration and /or optimised utilization of various sensory inputs for

various utility applications comprising at atleast one autonomous system having :

I)A) said sensory input acqunsmon cum recording server group comprising plurality of
' acqunsntlon cum recordmg servers ‘which are operatively linked to assess
respective server capacity and operate as a group to enable fail-safe support

when any of the ‘servers in the group fail to operate the remaining operative
servers in the group are adapted to distribute and take over the sensory input

foad of the non- operatwe server/s to render the system fail safe and seif
sufﬁaent ; and/or B) said analytics server group comprising plurality of analytics
server for intelligent analysis including resource dependent analytical acouracy
control including means adépted for computing complexity of scenes and
dynamically reconfigure the analytical processing steps. for optimal analysis
and/or-availability of oomputational and other resources for on-line and real-time
and/or» on demand  for efficient and = user friendly
stream|ng/anaIyS|s/detect|on/alert generation of events and/or follow. up. actlons,

and - ‘

II) an intelligent interface for operative connection to said sensory input acquisition

cum vrecording server group; and/or said analytics server group.

In accordance with .a'r'\'c'>ther aspect of> thé invéntion there is provided a computer'
readab!e medium adapted for enabhng and operatmg a method for cost- effectlve and .
efﬁCtent transferring /recording sensory data from single or multlple data sources to
network accessible storage devices comprising:

atleast one sensory data recordlng server adapted to record mputs from single /mult;ple

data sources in atleast one local storage space -with the URL of the files stored in

database;

transferring the thus stored files from said local storage to é network based central
storage provided for accessing the files for end use/applications,

said transfer of sensory data from source to the central storage via said local storage
being carrled out takmg into cons«deratlon the data download speed(inflow rate) from
data source to server along with the availability of network bandwidth at any given point

- of time for efficient network bandwidth sharing amongst multiple data sources to said

storage device in the network.
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A‘c'cord'ing. to yet furthe‘faspect of fhe invention there is provided a computer readable
medium adapted for enabling and operating a ‘method for sensory input recordirig and

live streaming in a multi-server environment comprising: a fail-safe server group
Each said server group comprising plurality of acquisition cum recording servers

said multiple recording servers adapted to exchange information amongst one another
and left ovef-c_apacity of each server is known along with the channel information  of
every other server such that in case of any server failure in said server group fhe
remaining active servers in the server group automatically distribute the fequired
operati\_/e' load arﬁongst the remaining operative servers for.a fail safe'recording -and

streaming of the sensory data.

Yét furth»er aspect of the invention is directed to a computer readable medium adapted
for enabling and operating an intelligent and unified method of multiple component

colour object analysis in a scene favouring scene analytic applications comprising: '

Multiple component colour coherent background estimation involving colour correlation
of neighbouring pixels and inter-frame muitiple component colour correlation using said
multiple components as a composite data and using the relative values of these

components to maintain accurate colour information and appearance of the true colour

- in the estimated background frame.

: Another-aspect of the iinvention is directed to a computer readable medium édapted for

enabling ahd operating a method of face detection in \_/ideo images and the like
comprising the step of iimiting the search spacé- involving motion detection technique -
énd'controlled computational requirements based on desired accuracy by carrying out

prediction of number iterations and temporal parameter “t”.

Another aspect of the invention s directed to a computer réadable medium adaptéd for
enabling and operating a method of resource allocation for analytical brocessing

involving multi channel environment comprising:

estimating ‘scene complexity relevant for freduency of 'fr_ame_pchessing ;

spawning of processor threads based on physical CPU cores involving a controller; |
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" allocation of threads to video channels for analytical processing based on requirements;

and

feeding the frames for processing to a video a'nalytics engine at an fps F, where F is
calculated dynamically by the analytics engine itself dependlng upon its processing
reqmrements based on scene complexnty to thereby favour optimal sharmg of resources

eliminating unnecessary computing.

Yet another aspect of the invention is directed to a computer readable medium adapted

for enabling and operating a system for multi channel join-split mechanism adapted for

low and /or variable bandwidth network link tomprising:

a sender unit adapted to receive multi channel inputs from site to join and coAmpréss
into a single channel and a receiver unit at the client site to receive the inputs and -

extract the individual channels for the purposes of end use

‘said sender unit adapted to combine while transmitting multi channel inputs into a single

channel ,frame by frame, and controlling the transmission bit rate to. avoid jittery
outputs and/or any interference between individual channels and/or starvation for any

single channel.

A further aspect of the invention is directed to a cnmputer readable medium adapted for

enabling and operating a system for enhanced object tracking comprising:

object tracking means in conjunction with one or more PTZ cameras wherein when an
object is first detected in a fixed camera view of the said object tracking means the .
same s adépte‘d to track the object and also generate and transmit the positional

values along with a Velocity prediction data to the PTZ camera controller;

said PTZ camera controller adapted to receive the positional information of the object in

the PTZ camera view involving scene registration and coordinate transformation

teéhnique.

Another aspect of the invention is directed to a computer readabie medium adapted for
enabling and operating an intelligent automated traffic enforcement system comprising:
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a video surveillance system adapted to localize one or more number plates / License

- Plates of vehlcles stationary or in motion in the. fi eld of view of atleast one camera

without requiring to fix the number plate in a fi xed Iocatlon of the car the license plate

~can be reflective or non-reflective, independent of font and language, and using normal

secuﬁty camera, and filtering out other texts from the field of view not related to the
number-plate, enabling to process the localized number plate region with eny Opticel
Character Recognitibn,vand generate localized information of the number plate with ot
without in other'.r'elevant composife information of car (type, possible driver snapshot,
shape and contour of the vehicle) in parallel to monitor traffic and an intelligent video

analytical application for_event detection based on the video feeds

- The above disclosed invention thus includes advancement based on bandwid‘fh adaptive

data transfer with pred.icted optimal bandwidth sharing among multiple data transfer
processes for low or'm_oderately priced systems. During data upload to central storage
system, each server not only monitors the available bandwidth but also in-flow rate for
each channel ‘into the server separately. It is done without compromising subjective .
fidelity of the data, and accordingly adjusfs the upload rate for any \particular channel
without affecting the speed and performance of other channels being processed by
h‘wultiple networked servers let alone the single server. The data. stre'avm is segmented
into variable sized smaller chunks or clips and the rate of uploading the clips to the
central storage is adjusted depending on the available network bandwidth and data
inflow rate for that particular channel w’hich is dependent on the scene activity or
content characteristics. Calculation of data upload rate as a function of both system
capacity and incoming data accumulation rate is novel and unique. This utilizes the ‘
system resources in an dpti_mal way. Moreover, the whole architecture is protected from

ahy single point failure of any component in the network (server, storage, and others)

explained below.

An advancement is proposed under the present invention wherein the fail-safe
mechanism is designed without a central server and support from any dedicated failover
or mirror server. Instead of allocating a particular data source (e.g., @ camera and other.

_sensors) to a particular server for recording of data (e.g, video or other data types), it is

allocated to a ‘Serve‘r group’ with multiple servers in the group. The. members of the

group continuouely and mutually exchange their capacity information amongst

33


Eeliana
Rectangle

Eeliana
Rectangle


.10

15

20

25

30

35

themselves and automa_tically share the load according to their capacity. In case of
breakdown of one or more servers, the team members automatically detect it and share

the load of the failed server(s), without any central control or without support froni any

fail-over or mirror server. This eliminates the need for costly failover or mirror server
and the load is always evenly dlstrlbuted as per the capacity of the mdwudual server
hardware. Thls advancement is unique _serve as an example of cooperatlve social

networking implemented in machine level.

Also disclosed is an enhanced multi channel data aggregation technique for data

transmission over low and variable bandwidth communlcation network has been
proposed which also avoids inter-channel interferences. While transmitting multi-channel
video over low and variable bandwidth network link, they are combined into. a single

channel video, frame by frame, and then transmission bit rate is controlled to avoid

- jittery video at the other end or interference between individual channels. It also avoids

starvation for any single channel. In this process, the underlying data compression
algorlthm is intelligently handled thhout affecting the decoding process wnth a standard

equwalent decoder For example in case of V|deo, the motion vector generatlon step in

‘the underlylng MPEG. type compression is intelligently controlled so that no motion .

vector crosses-over the intra-frame boundary in the combined frame. This eliminates

lnterference between any ftwo channel data frames in the combined frame. ThlS

' technlque of bandw1dth adaptlve multi-channel data transfer wnthout lnter-channel

mterference is also a clear advancement in the related art achieved by the present

-invention.

The invention also propose a rhonolithic architecture by integrating video analytics-
functionalities as integral part of the proposed Video Management System architecture
with same architectural and design philosophy. That’s why the overall architecture is
called a truly Intelligent Video Management System ‘architecture. In this archltecture
Controller module controls the rate at which video frames are supplied to different
analytlcs englnes The Controller uses a novel technique to control the rate of decodmg
the video frames and sending them to the Analytics engine for content analysis based on
computational bandwidth available and also on the current scene complexity measure as
received from the Analytics engines themselves. Hence, number of frames decoded and
sent per second for each video channel is individually and automatlcally controlled

'dependmg on the requ:rement of the Analytics engine and also on the computatlonal
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bandwidth available in the system at any given point of time. This adaptive frame rate
control mechanism for analytics processing based on scene complexity is unique and a

clear advancement in the related art.

The present invention' further discloses advancement in process_ for analyzing moving
image sequences, which COmprises applying automatic adaptive' unified framework for
accurate predictive colour bac'kground estimation using neighbouring coherent colour
and inter-frame colour appearance correlation under severe natural condition such as
shadow, glare, colour changes due to varying lllummatlon, and effect of lighting
condltion on colour appearance, electronics generated induced noises (e. g. shot noise,
but not limited to) obtain more accurate object shape, contour & spatial position. With
the present invention, the object detection and analysis process can be accelerated and
the foreground selection accuracy can be improved. Usino this advanced method
detected objects can be characterized, classified, tracked and correlated to identify
different events in any natural video sequence under various demographic and

environmental conditions.

The mventlon further enables advancements in  Static Foreground Pixel estimation
technlque using multi- -layer hierarchical estlmatlon to |dent1fy static objects in a video by
aggregatlon of static pixels in parallel to other moving colour objects in the scene. The
process involves background scene estimation, foreground background segmentation,

short time still background estimation, static foreground pixel estimation and then static

object géneration. The proposed technique is thus an advancement in the related art
“and’ it gives much more control ,over-the process of distinguishing foreground pixels (of

_ the static object) from the background pixels.

The present invention is also on method to enhance the efficiency of extracting face

regions from a sequence of video frames. Also, depending on the availability of
computatlonal bandwidth, the number of iterations and plxel shifts as required in the
proposed technlque is controlled with the’ help of a look up table This helps in striking a
balance between the computational requirement and the accuracy of face detection. In'a
multi-channel, multiple analysis process system, this advanced technique can be used
as a cooperative process coexustmg wrth ather compute mtensuve processes. In the
proposed techmque, the search space is reduced by considering the motion vector and
sliding the window only in the blob regions where motion is detected. First, t_he average
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time t to analyze an i‘magé in host machine is calculate_d, and for subsequént frames
pixel-shifts and 'num'ber of iterations are calculated based on two lookup tables, to suite
the computat'ional bandwidth; To increase the accuracy, a second pass upon the
probable face regions detected by first pass is performed. This concept of increasing the
accuracy of data anaIySIs automatlcally dependlng on available computatlonal bandwudth

is novel and unlque

The 'framework disclosed herein can b.ev uséd for such situations, and also for integrating
multiple hetetogeneous systems in a distributed environment. The proposed architecture
is versatile enough to interface and scale it to many other management systems. By way
of a non- -limiting example. the disclosure made herein illustrates how the systems
archltectural advancement can be advantageously involved for Intelligent Automated

Traffic Enforcement System

The details of the invention and its objects and advantages are explained hereunder in
greater detail ‘in relation to the following non- llmltmg exemplary lIIustratlons as per the

followmg accompanylng flgures

Brief Description of the Drawings

Fig 1: is a schematic layout of an illustrative embodiment showing an integrated

-intellige_nt server based system of the invention h_aVing sensory input/data acquisition

cum recording server group and /or analytics server group adapted to facilitate fail-safe .

integration and /or optimized utilization of various sensory inputs for various utility

' applica‘tidns;

Fig 2 : is an illustrative top level view of intelligent video management system with

framework for multipie autonomous system integration;

Fig 3: is an illustration of fail-safe bandwidth opt:m:zed recording without any supporting

failover support server in accordance with the present invention;

Fig 4.:is an illustration of thé dataflow diagram from a single video source through the

recording server ;
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Fig. 4A to 4J: illustrate an exemplary Intelligent Home Security” box involving the

' system of the invention;

Fig.5 : is an illustration of the single channel data flow in video ana'IYtical enginé in

acCordance with the present invention;.

Fig. 6: is an .'i.ﬂustration -of intelligent video analyticé server in accordance with the

present invention;

Fig.7 : is an illustration of video management interface functionalities in accordance with

‘the present invention;

Fig.8 is an illustration of intelligent data upload process in accordance with the present

invention;

Fig 9. Is an illustration exemplifying the manner of adding a camera (ALLOCATE) to a
GROUP of recording servers in accordance with the present invention; ‘

Fig.10: is an illustration of load 'balancing when an existing camera is deleted from a

GROUP in accordance with the present invention;

" Fig.11: is an illustration of the load balancing when a new recording server is added in

accordance with the present invention; -

Fig. 12: is an illustration of the method of ALLOCATION wheén a running server stops

- operation; -

Fig. 13: is an illustration of a top level flow d‘iagr_am of the intelligent colour object

(moving, static, transient) analysis in accordance with the present invention;

Fig. 14: _is,én exemplary illustration of the object analysis stages with pictorial

description in accordance with the present invention;
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Fig. 15: is an illustration of a process flow diagram for unified computationaily adaptive
colour appearance correlation based predictive background estimation in accordance

with the_present invention; .

Fig.16 : is an illustration of the manner of iden'tiﬁcation and removal of shadow and

glare regions in accordance with the present invention;

Fig. 17 : is an illustration of a conventional process of identification of faces with spatial

- information;

Fig.18 :is an illustration of the process for enhanced and confin_?matory identification of

faces in accordance with the present invention;

Fig.19 : is an illustration of the manner of providing scene complexity feedback in

accordance with the present invention;

Fig 20: is an»illustration of multi threaded video anaiytits in-accordance with the present

invention;

Fig.21: is an iflustration of the sender and receiver modules used in the system in

accordance with the present invention;

Fig.22 :. is an illustration of the enhanced object tracking systém in accordance with the

present invention;

Fig.23: is an illustration of the coordinate transformation used in the present in'ven'tion;

Fig. 24: is ‘an illustration of the number plate recognition engine components in

" accordance with the present invention;

Fig.25 : is an illustration of the localized multiple number plate regions in video images

in accordance with the present invention;

- Fig. 26: is an illustration of top level system diagram in accordance y\)ith the present -

invention;
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Fig.27 :is an illustration of the flow diagram in accordance with the surveillance system

in accordance with the present invention;

Fig.28 : is an illustration of the video analytics application breakdown structure in

accordance with the present invention;

Fig. 29: is an illustration of the junction camera set up in accordance with the present

invention;

Fig. 30 : is an illustration of the junction layout in accordance with the present

invention;

Fig. 31: is an i_llbustration of the video recording during working hours in accordance with

the present invention;

L]

Fig. 32 : is an iIlustration of the transition traffic light status in accordance with the

prese_nt invention;
Fig. 33: is an illustration of the captured number plate in accordance with the 'ihvention;

Fig. 34: is an illustration of the incident audit view in accordance with the present

invention.

Detailed Description of the Invention:

Reference is first invited to accompanying figufe 1 whic'h shows the broad overview of
an illustrative embodiment showing an integrated intelligent server based system of the
invention having sensory input/data acquisition cum recording server group and for

analytics server group adapted to - facilitate fail-safe integration and /or optimized

utilization of various sensory inputs for various utility applications.

As would be apparent from the figure the system basically involves the self-reliant
group of recording servers (101), the group of analytical servers (102) and an intelligent
interface (103).Importantly, said' recording servers apart from being mutually
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cooperative a'nd Self-reliant to 'continuously monitor and distribute the operative load .
based on the number of active servers in the group are also  adapted for bandwidth
optimized fail- safe recording ((104 ) and join-split mechanlsm for multi channel video

.streammg ( 105).

The analytical servers (102) are also adapted to cater to _atleast' one of more ef
background estimation (106), identifying moving, static, quasi stafic objects ( 167);
enhanced objecf tracking (108), content aware resource SCheduling ( 109) , join-split
mechanism for sensery date streaming (110) and resource dependent accuracy control
(111).

The various components of the above system adapted to carry out the above advanced

functionalities - in accordance with the ,presen_t invention is further outlined and

schematically described in Fig 2:

1. Intelligent Video Management System (204)
‘1.1.  Video Recording Server (201)
1.2, Video Management Interface (203)
1.2.1. User management and Client access controller
1.2.2. Event concentrator and Handler (206)
1.2.3. Event distributor |
Intelligent Video Analytics Server (202)
Surveillance Client (207)
Web client (207)
Mobile device Client (207)
Remote Event Receiver ( 206)

o VAW

As is clearly apparent from Figlj_re 2, the present system would enable seamless and

intelligent Interconnection of multiple Autonomous Syste_'ms (210-01;210-02... 210-0n).
Thus at the same time, multiple such Autonomous Systems can be used as building

“blocks - for a distributed system spanning across wide geographical -regions under

different local administrative control, with a Centralized view of the whole system from a
single point. An Autonomous system (210-01)) is considered as a system capable to

impler’nent the functionalities and services involving sensory data and /orits analysis.
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Also, the system is capable of handling any sensory data/input and it is only by way of
an illustration but not by way of any limitations of the present system that the various
exemplary illustrations .hereunder are discussed W|th reference to video sensory data. |
The underlying system architecture/methodology is appllcable in other sensory data
types for a true Intelligent Sensor Management System . |

A number of machine vieion products spanning the domain of Security and surveillance,
Law enforcement, Data acquisition and Analysis, Transmission of multimedia contents,’
etc can be adapted to one or more or the whole of the system components of the

present invention.

Reference is now invited - to accompanying figure 3 which shows by way of an '
embodiment a fail-safe bandwidth optimized recording without any failover support
server. As apparent from said figure,k for the purpose the input from the pool of sensors -
(305) are fed not to any single server but to a group of servers (301). Importantly,
communication channel '(3.03) is provided to carry inter-VRS communication forming a
team towards failover support without any central management and failover server while
the communications channel (302) is provided to carry data to central storage involving

intelligent bandwidth sharing technique. of the invention.

The implementation of the Reeording System :

The Recording system essentially implements the functionalities and services as

hereunder:

1. Collecting Data real time: Collect data from various images, video and
other sensory sources, both on-line and off-line, archiving and indexing
them to‘seamlessly map in any relational or networked database in a fail-
safe way ‘making optimal usage of computing, communication and
storage resources, facilitate efficient search, transcoding, retransmissien,
authentication of data, rendering and viewing of archived data at any
point of time. '

- 2. Streaming data real time or on Demand: Streammg video and other
sensory content in multiple formats to multiple devices for purposes like
live view in different matrix layout, relay of the content, local érchiving,
rendering of the sensory deta in multipl'e forms and formats, etc. by a
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fail-safe mechanism without affec_ting speed and performance of on-going

operations and services,

The Video Recording systefn is implemented using hardwa;e and software, where the
hardware can be any standard computing platform operated under control of various
operating 'systems like Windows, Linux, Mac OS, Unix, etc. Dependence on hardware.
computing platform and operating system has been avoided and no dedicated hardware: |

and communication protocol has been used to implement the system.

Recording server implements an open interface both for input and output, (including
standard initiatives by various industry consortium such as ONVIF, PSIA, etc.), and can
input video feed from multiple and different types of video. sources in parallel, with

‘varying formats including MPEG4, H.264, MIPEG, etc. OEM specific SDKs to receive video

can also be used. Internal operating principle of the Recording server is outline below:
Recording Server operating ‘principle is adapted for the following:

1. Auto register itself to the IVMS system so that other components like VMS,
Surveillénce Clients, other VRSes can automatically find and connect it even when its IP-
address changes automatically or.'manually.. ' A '

2. Form a group with other VRS in the system to implement a failover support without
any central control and without support from any'dedicated failover server.

3. Accept request from VMI to add and delete data sources including video sources like
cameras, receive data from those input sources over IP-network or USB or other
éonnectivity, wired or wireless, using open protocols or SDKs as ‘applicable for a
particular data source ‘ |

4. Record the video and othver sensbry data in local storage either contihuously or on
trigger from external devices including the data source itself or on trigger from other‘
components of the Video manag,em’ent system or on user request or on combination of
some of the above cases

5. Intelligently upload the video or other sensory data in a cluster of storage devices,
where a cluster contaihs of one or more network accessible storages, in an efficient Way
giving -fair share to individual data sources, util_izing' optimal bandwidth and in a-

cooperative way.
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6. Insert information in database so that the data including video data can be searched
easily by any component in the system.

7. Stream the video or other sensory data in their original format or in some other
transcoded format to 6ther devices including the Surveillance clients when the

surveillance client connects it using defined protocol.

Auto registratlon of servers:

. All the servers in the system, including the Recordmg servers, auto register themselves

by requestmg and then getting a unique Identification number (ID) from the VMI. All the
conﬁguratlon data related to- the server including the identification of data sources
including the video sources it caters to, the storage devuces it uses, etc are stored in the
database against this ID. This scheme has the advantage that with only one Static IP
address (that of the VMI), one can access any component of the Autonomous System

(AS), a_nd the IP addresses of the individual hardware components may be kept varying.

Recording Video or other sensory data in local storage and streaming the data to Client

machine

The cameras, o_ther.vi_deo sources or sources generating streaming data (henceforth
called Channels) can be auto detected or manuaily added to the VRS. The details of the .
channels- are stov'red in the Central Datab,ase. Once done, one or more channels can be
added to the Recording System. The Recording system thus-comprises of one or more
Recording sérvers (VRS) and the Central Database Management System. VRS-es
consults the'database, know about details of the system, and records the channel
streaming data either continuously, or on trigger from any external or internal services,

as configured by the user.

The data stream is first segmented into small granular clips or segments of
programmable and variable length sizes (usualiy of 2 to 10 minutes duration) and the

clips are stored in the Local storage of the server, the clip metadata being stored in local

database.

Reference is invited to accompanying figure 4 which shows the dataflow mechanism in

" accordance with the invention from a single video service through the recording server.

As apparent from Figure 4, the sensory data stream viz. video (405) is feed to a data
segment generator (401) which is next stored in segments in local storage (403/402)
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and thereafter uploaded through data upload module (404) to a central storage

' (406)/407).

Any external component of the system can enquire the VRS to know about the details of
the channels it is using and get the data streams for purposes like live view, Relaying to

other devices etc using a networked mutual client-server communication protocol
Bandwidth ad'aptive data uploading to central storage system

In the system of the invention, an efficient technique has been designed to transfer .
video or other sensory data received from the channels to the central storage system via

the local storage. Instead of allocating a particu!ar déta source (e.g., a camera) to a |
particular server (dedicated point to poir;t) for recording of data (e.g, video), it is
allocated to a '‘Server group’ with mul_tip!e servers in the group [Fig 3]. The members of
the group exchange their capacity information amongst themselves and share the load

according to their capacity. In case of breakdown of one or more servers, the team

members share the load of the failed server(s), without any eehtral control or without

support from any dedicated fail-over server. For data uploading, each server not only
monitors the available bandwidth but also the data inflow rate for each channel into the -
server, and accordingly adests the upload rate for an individual channel. For the
purpose the data stream is segmented into varlable sized clips and the rate of uploading
the clips to the centra| storage is adjusted dependlng on the available network
bandwidth and data lnﬂow rate for that particular channel {Fig 4].As shown in the figure
, the sensor data stream ( 405) is segmented in data segment generator (401) which is
next stored in local storage ( (402 ,403) and thereafter involving a data upload module
(404) the same is sent to the central storages. ( 406/407).

Implementing fail-over suppoft without any dedicated failover server and mirror central

control

The system of the invention is further adapted for back up support in case of server
failure without the involvement of any special independent stand by support server.
Traditionally (prior art), dedicated. fail-ovef servers are used which senses the heartbeat
signals broadcasted by the regular servers.'OnCe'the heart beat is fou'nd‘missing, the
failover server takes up the task of the failed server. This technique is inefficient as it not

only blocks the resources as dedicated failover servers, but cannot utilize the remaining

44


Eeliana
Rectangle

Eeliana
Rectangle


10

15

20

25

30

35

capacity of the existing servers for back up support. Also, failure of the failover server

itself jeopardizes the overall failover support system.

In the proposed system the recording servers exchange information.amongst themselves
so that each server knows the feftover capacity and the channel information of 'e'v'e'ry
other server. In case of server failure, the remaining active servers distribute the load

amongst themselves.

The Implementétion of thé Video Analytics'Systenﬁ

The Video Analytics System essentially implements the functionalities as hereunder:

1. Data Content Analysis: Intelligently analysing the data, on-line or off-line, to
“extract the meaningful content of the data, identifying the activities - of
foreground human and other inanimate objects in the scene from the senéor
generated data, establishing correlation among. various objects (living or non-
living) in the scene, establishing correlation amongst multiple types of sensory
déta, identifying events of interests based on the detected activities--- all either
automatit;ally or-in an user interactive way under various demographic and
natural réal life situations. S_éveral novelties havé described in the relevant

sections describing the details of the data content analysis techniques.

2. Automatic Alert Generation: Generating Alerts, signals, video clips, other sensory

data segments, covering the events automatically as and when detected.

- The Video Analytits_ system comprises hardware and software, where the hardware can

be any standard computing platform operated under control of various operating

' systems like Microsoft Windows, Linux, Mac OS, Unix, RTOS for embedded hardware,

etc.

Dependence on hardware' computing platforms and operating systems has been avoided
and no dedicated closed hardware needs to be used to implement the system. At the
same time, part or whole of the system can be embedded into other products with some

existing services, without affecting those services.
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An example is provided in the form of “Intelligent Home Security” box shown in Figures
4A to 41  where a specially built hardware is used to provide several services viz, Digital
Photo-frame, Perimeter security, Mobile camera FOV recording & relay, Live view of

cameras, etc.

Referring to FIG. 4A, a schematic diagram of a Networked Intelligent |
Villa/Home/Property Monitoring System - is shown. All. of the intelligent video
management server and intelligent monitoring applications that .ar_e described in

previous sections have been embedded. into the Videonetics Box. The Box has an easy ‘
to use GUI using touch-screen so that any home/villa/property owner can easily operate

it with minimum button pressing using visual display based instructions only. The top

level systems architecture for the embedded hardware and deta_ils of the components in

the hardware system is shown in FIG. 4B.

The following is a micro-architectural combonents sun1mary for an example of a multi-
channel IP-camera solution. Video from IP-Cameras is directly fed to the computer
without the requirement of any encoder. There are three options: One, no network
switch is required. The Motherboard should have multiple Ethernet ports; two, the
Motherboard has only one Ethernet port assuming all the cameras are wireless IP-

Cameras. The Motherboard should have 1 x Ethernet port and 1 x Wifi interface; and

three, the Motherboard has only one Ethernet port, the cameras are wired, but a

- Network switch is required as an external hardware.

On detection of events the following tasks are performed:
a siren blows; .
an SMS/MMS is sent;
event clip is archived; and
the event clip is also streamed to any designated device over the Internet
The following Interfaces are required to handle the above tasks: at least one RELAY /P
for siren drive or DIO for Transmitter interface; and a 3G interface for SMS/MMS or
sending event clip to Cefl Phone. Other usual hardware includes ‘
USB and ' ' '

Touch Screen Interface;

: external storage

c. 3G dongle, if 3G is not embedded into motherboard
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d. keyboard, if touch screen is not attached; and

e. DVI port for display.

The following is a micro-architectural compone’nts summary for an example of a multi-
channel analog Cameré sdlution. Video from analog camera is received by an encoder
hardware. The encoded RAW image is fed to the computer for processing. System
Hardware should be capable to handle the following activities: | '

1. muiti channel encoding, each at 15 - 30 fps for D1 size, but not limited to, higher
frame rate and higher resolution as long as cbm‘putirig bandwidth supports this frame

rate and resolution video data

a. Input to encoder: Analog video in NTSC or PAL
b. Output from encoder: YUV or RGB - |

There are two options:

a. The encoder could be a separate module connected to motherbo_ard
through PCIE }
b. The encoder circuitry may be embedded in the mother board

2. On detection of events following tasks are performed:
. A siren blows
. An SMS/MMS is sent

b
- C : Event clip is archived
d

o

Event clip is also streamed to any designated device over Internet
The following hardware Interfaces are required to handle the above task'sv:'

a. At least one RELAY O/P for siren drive or External Transmitter interface
(DIO)
- b. 3G interface for SMS/MMS or sending event clip to Cell Phone.

c. Ethernet for remote access to the system

3. Other usual hardware:
1, USB : ' '
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Touch Screen Interface
External Storage . |
3G dongle, if 3G is not embedded into motherboard

keyboard if touch screen is not attached

P a0 T o

DVI port: for Display

Referring to FIG. 4C, a top level heterogeneous system architecture (both IP and analog
cameras) is illustrated. Referring additionally to FIGS. 4D-4] an 'operational flow by a
user and representative GUI using a touch panel display of the intelligent moriitoring

system is detailed in a step-by-step flow.

Thus, a new and improved intelligent video surveillance system is ilustrated and
described. The improved ivntelligent video surveillance system is highly adaptable and
can be used in a large variety of applications can be conveniently adapted to a variety of
customer-spécific requirements. Also, the intelligent video surveillance sYstem is

automated, intelligent, and requires a minimum or no human intervention.

Various changes and modifications to the embodiment herein chosen for purposes of
illustration will readily occur to those skilled in the art. To the extent that such
modifications and variations do not depart from the spirit of the invention, they are

intended to be included within the scope thereof. ’

‘The Analytics Engine

Various rule sets for inferencirig the dynamics of the data (interpretation of Events) are

- defined inherently in the system or they can be defined by the users. An Analytics

engine detects various activities in the video or other sensory data stream and on
detection of said activities conforming to one or more vaents, sends notification
messages with relevant details to the recipients. The recipients can be the VMI, the A
central VMS or Surveillance Clients or any other registered devices. To perform the
above tasks, the scene is analyzed and the type of analysis depends on the type of

events to be detécted.

The data flow within the Analytics Engine for a single channel, taking video stream as -
the channel data, .is as schematized below [Fig. S_]. The functionalities of various internal
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modules of the Analytlcs Engme and other components are descrlbed below, taklng

Video channel as an example for Sensory data source.

(A) Scene Analyzer (5015 : The Scene analyzer is the primary module of the Analytics
engine and that of the IVAS as well. Depending on the Events to be detected, various

techniques have been developed to analyze the video and sensory data content and
extract the objects of interests in the scene or the muiti-sensory acquired data.
Importantly, the scene analyzer is adapted to analyze the media content (e.g., video)
based on intelligent scene adaptive colour coherent object analysis framework and
method . I_mplemehtati'or_\ of the same has been done so that it is adaptive to the
availability of computational bandwidth and memory and the processing steps are

- dynamically reconfigured. As for example, as described further in detail hereunder a
_trade-off is done automatlcally by the Analytics engine to strike a balance between the

accuracy of face capture and the CPU clock cycles available for processing.

The Scene Analyzer generates meta- data against each frame supplied to it for analyzmg

It also computes the complexity of the scene using a novel technique and dynamically
reconfigure the processing steps in order to achieve optimal analysis. result depending
upon the availability of the computational and other resources for on-line and real-time
detection of events and follow up "actions. It feeds the metadata along with the scene
complexity measure to the Controlfer, so that the Controller can decide the optimaf rate
at which the frames of that particular video channel should be sent to the Analytics
engine for processing. This technique is unique and sa_vés computational and memory

bandwidth for decoding and ana_lyéis of the video frames.

" (B) Rule Engine (502): The Rule Engine keeps history of the metadata and correlates the

data across multiple frames to decide behavioural patterns of the objects in the scene. -
Based on the rules, various applications can be defined. As for example it is possible to
detect whether a person in jumping a fence or whether there is a formation of crowd or

whether a vehicle is exceeding the speed limit, etc.

(C) Event Decider (503): The behavioural patterns, as detected by the Rule Engine is
analyzed by this module to detect various events in parallel. The Events can be
inherently defined or it may be configured by the user. As for example, if there is a
crowd formation only in a specific zone where other areas are not crowded, that may be -
defined to be an event. Once an Event is detected, a,message is generated describing
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the type of event, time - of occurrence ef’the Event, the location of occurrence of the
Event, the Video clip URL, etc.

The Event decider can also control any external device including a PTZ camera controller’
which can focus a region where the event has taken place for better viewing of the
activities around tnat region or recording the scene in a close up the view. One such
adVanced . framework is detailed hereunder as enhanced object tracking where the utility
of an Object tracking system is enhanced using a novel technique using a PTZ camera

along with the Object tracking system.

The Analytics Engine Controller

A Controller module'(_602) as shown in Figure 6 has been designed which can receive
multiple video channels, possibly in some compressed form (e.g., MIPEG, Moﬁon
JPEGZOOO, MPEG, H.264, etc. for video and relevant format for other sensory data such
as MP4'for‘au'dio, for example but not limited to), and feeds the decoded video frames to
the Analytic engine. The Controller uses an advanced technique to decide the rate of
decoding of the frames and to feed the decoded video frames of multiple channels to the

Analytics engine in én optimal way, so that the number of frames sent per second for
‘each video channel is individually ‘and automatically controlled depending on the

requirement of the Analytics engine and also on the computational bandwidth available
in the system at any point.bf time. The technique has been described in detail in relation

to Video content driven resource allocation for analytical processing.

The Controfler also streams the video along with all the Video Analytics data (existing
configuration for Events, Event Information, video clip URL etc), either as individual
streams for each channel, or as a joinéd single stream of video data for all or user
requested ‘channels. A novel technique for joining the vudeo channels and transmitting
the resulting combined single channel over IP network has ‘been deployed to adapt to
varying and low bandWidth network connectivity. The technique is described in detail in

relation to video channel join-split mechanism for _lbw bandwidth communications.

The Controller can. generate Events on its own for the cases where Events can be
generated without the help of Video Analytics engine (eg, Loss of Video, Camera
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Tampering as triggered by Camera itself, Motion detection as intimated by the Camera

itself, as so on).

The implementation of Video Management Interface (VMI)

The Video Management Interface (702) is shown in figure 7 which interfaces between an |

~individual Autonomous System and rest of the world. It also acts as the coordinator

among various other components within a single Autonomous system, viz, Video.
Recording System (703), Intelligent Video Analytical Server (704), Surveillance Clients
(701), Remote Event Receiver (705), etc. [It essentially impilements the functionalities

including:

1. Filtering and need based transmission of data: Distribution of whole or part of
L the collected sensory data, inclu'ding thé 'vid_eo‘ and other sensory data .
segments generated as a res_ui_t of detection of an Event by the Analytical
engine above, at the right recipient at the right point of ﬁme automatically or

on user interaction.

2. Directed distribution of Alerts: Distributing Event information in various digital
fo_rms (SMS, MMS, emails, .Au_dio alerts, animation video, Text, illustrations,
etc. but not limited to) with or withQUt received data segments (viz, video
clips) to the right recipient at the right point of time automatically or on user

interaction.

3. Providing a cOmmon -gatQWay'fo'r heterogeneous entities: Providing a unified
gateway for users to access the rest of the system for configuration,
management and monitoring of system components. '

The Interface-oberati_ng principle involved in the system is discussed hereunder:
1.  Auto register itself to the IVMS system so that other tompbnents like Surveillance

Clients (including Web Clients and Mobile Clients), Remote Event Receivers, can

find and connect it even when its IP-address changes;
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2. Accept request from. Surveillance clients to add and delete data sources"like
cameras to the VRSes and IVASes and relay the same to the corresponding
VRSes and IVASes. , | | _

3.  Receive configuration data from the Surveillance clients and feed them to the
intended components (viz, VRS, IVAS, DBMS, Camera etc) of the system. For
VRS , the "conf_ig'ur'ation data includes Recording parameters, 'Database oath's,
Retention period of recording, etc. For IVAS, it is the Event and Application

~ settings, Event clip prologue-, after event- and lifetime-duration, etc.

a4 Receives Event information from IVAS on-line and transmit it to various recipients

including Remote Event Receivers. Fetch outstanding Event clips, if any, from
 IVAS. Outstanding clips may have been there inside IVAS, in case there was a
temporary network connecthIty failure to IVAS.
5. Perlodlcally receive heartbeat signals along with status information from all the
active devices, and relay that to other devices in the same or in other networks.
6. Serve the Web clients and Mobile embedded clients by streaming live video, -

Recorded Video or Event Alerts at the right time.

7. vJoun multlple channel video into a single combmed stream to adapt to vanable

and low ba_ndW|dth network. A novel technique for joining the video channels and
transmitting the resuiting cornbined single channel over IP network has been
deployed to ad'apt to varying and fow bandwidth network connectivity. The
technique is described in relation to video channel join -split mechanism for low
bandwidth communication. ' ' :

8. Enable the user to search for the recorded video and the Event clips based on’
various cnterla, including Data, Time, Event types, Video Channels. ,

9. Enable the user to perform an User-interactive Smart search to filter out desired

segment of video from video database

In essence, once the Interface (702) is installed the VRS (703'), IVAS (704) -and other

- components of the system can be configured, and the user can connect to the System.

However, at run time all the VRS and IVAS can operate on their own, and do not require

any service from the VMI, unless and otherwise some System configuration data has

been changed.

Independence for of the servers from any Central controller for their routine operation.
gives unprecedented scalability with respect to increase in number of servers. This is
because, it does not add any extra load to any other component than the server itself.
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This is-a unique advancement where the Video Management Server Interfacé acts only
as a unified gateway to the services being executed in other hardware devices, only for
cgnﬁguration and - status updating tasks. This opens up the possibility of keeping the
User interface Softwaré uncha‘ngédf’ while 'integrating'j new type of devices. The devices
themselves can supply-their configuration pages when the VMI connects to them. fbr’
configuration. Similarly, the-méssz_ages generated by the servers can also be éhown in

the VMI panel seamlessly.

The Video Management Client(701), _'Web client(707), Mobile deVice embedded
client(708)

All the above client modules in essence implement the functionalities including:

Providing Live view or recorded view of the data stream: Enabling user to view carrjera
captured video. in‘ different matrix layouts, view '.ofher sensory data in a presentable
form, recorc_led'video and other data search and replay, Event clips search and replay,
providing easy navigation across camera views with help of sitemaps, PTZ cbntrol, and

configuring the system as per intended use.

The VMS system can be accessed through the standalone surveillance client or any
standard Internet browser can be used to access the system. Handheld devices like

Android enabled cell phone or tablet PCs can also be used -as a Client to the syStem‘ for

the purposes (wholly or partially) as mentioned above.
The Remote Event receiver (705)

RER (705) shown in Figure 7 is the software module which can be integrated to any
other modules of the IVMS. The Remote Event Receiver is meant to receive and display
messages a.nd ALERTs from other Components, which are multicast or broadcasted.
Those ‘messages includel Event ALERTS, ERROR status from VRS or IVAS, operator
ge‘nér'ated messages, etc. The Messages can be in th_é Video as wéﬂ as Audio form, or
any other form as transmitted by the Video management system con‘iponents and the
resmting response from by the RER depends on the capability and configuration of the
hardWa‘re where the RER is installed. When integrated with the Surveillance clients
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(IVMC), - the IVMC can switch to RER mode and thus will respond to ALERTs and

messages only.

The Central VMS system

.Central VMS System (204 in Figure 2) ' is adapted to serve as a gateway to any

Autonomous System (210-01...210-0n) components. 1t also stores the cohﬁguration data
for all ASes in its Centralized database. It is possible to integrate otherwise running
independent VMS systems into a single unified system by including Central VMS in a

Server and configure that accordingly.

The Sitemap Server

A Sitemap server is included within each Autonomous‘ System (210-01...210-0h) and
also within the Centralized VMS(204 in Figure 2'). The Sitemap server listens to requests
from any authorized components of the System and responds with pésitional data
corresponding to any component (Camera, server, user etc.) which is linked to the Site
map. The Site map is multilayered and components can be linked to any spatial position

of the map in any layer.

The above describe the framework, architecture and system level components of the
Intelligent'system of the in’vention'.‘ The technology involved in the development of the
system can be used to integfate various other types of components not shown or
discussed above. As for example, an Access Control System or a Fire Detection System
can be integratéd similar to VRS or IVAS, configured using IVMC and VMI, and their
responses or messages can be received, shown or displayed and responded to by IVMC

or RER, stored as done for Event clips or Video segments and searched on various

criteria.

The system of the invention detailed above is further versatile enough to interface and
scale to many other management systems such as the involvement in intelligent

automated traffic enforcement system also discussed in later sections.

Reference is now invited to accompanying Figure 8 which illustrates the manner of
segmented data system based stage wise data uploading from local storage to a central
storage. As shown in said figure the various stages/components are illustrated therein -

under references 801 to 807.
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What is disclosed is a fault tolerant and efficient method for recordlng sensory data (e.g
vrdeo)as received from a single or multrple number of data sources like Cameras to
network accessrble storage devices, estimation of optimal required bandwidth for
individual data channels taking into consideration the data download speed (inflow rate)
from data source to server along with the availability of network bandwidth at any given
pomt of time, efficient network ‘bandwidth sharmg amongst the data channels for
up!oadmg data to storage devices over network. The framework and techmque is

disclosed and desciibed below taking example for Video receiving ‘and storing, though

the same framework can be used for other type of data also.
ina system where the a server hardware performs the task for video capture, video
recording as well as video streaming concurrently to client machines for a set of

cameras this method is. more effective to provide a demand based network bandwidth to

“all the: services and ‘also to maintain the QOS for client machines, especially when the

client machrne is used for live viewing of the camera FOVs.

video ’Management System using. IP enabled video capturing devices (Cameras etc) has

| become an mtegral part of Survemance mdustry today A basrc requrrement of this type. '

of systems is to input’ compressed video streams from multrp!e cameras and record the
video in storage devrces. In the earher.days when DVR and then NVR were predommant
components, the complexity and hence the challenges for efficient deployment of the
system were less. This is b_ecause each DVR or NVR was a standalone system taking feed
from a handful of cameras (typically 16 or 32), and used their dedicated local storage
devices to record the video, However, when the number of cameras started to increase
beyond 100; and typically to a few hundreds, and the users demanded a unified system
to record, view and search video from these hundreds of cameras efficiently, Video
Management System emerged as a solution. In a typical Video Management System
there are multiple servers, each catering a set of Video Capture devices (e.g., Cameras),

~one or more network accessible RAID configured storage devices, and muitiple

workstatlons Each server now needs to handle 64 or more cameras stream the video

from the cameras to the client machines.

In a Video Management S_erver_ system, there is a requirement for an efficient Network
bandwidth management, so that all the network bandwidth hungry tasks assigned to the
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servers, viz, grabbing video from IP- cameras, uploading 'video_ to Network accessible

. storage devices and streami.ng-the video channels to the Clients on demand, are

executed in an optimal way. A_Iso, the system must be fault tolerant so that intermittent
failure of the Network connectivity from the Server to the Network accessible storage
devices does not result loss of video in the storage. All these activities should happen
automatiCal|y without any user interaction. Dué to high demand in bandwidth to perform
such tasks, especially for video data, often separate high speed network are dedicated to
transfer data to storagev media. Dedicated high speed network is coétly and often
requiré costly ‘storage devices as well. Often this is a overkill for low or moderately
priced ivnstal,lations'. However there has hardly'been any choice because no effective
strategy for n‘etWo_rk bandwidth sharing among fnultiple con‘cu‘rrent processes in a single
server coUId be devised in traditional s,ysterhs, particularly in a situation when the data

sources stream data at variable bit rates, with prior art.

The challenge here is to make the system efficient with respect to all the .tasks
mentibnéd above. Traditionally,‘ syst'ems‘are p_ro'posed _where redun‘da_ncy in terms of :
multiple network pathsb from storage déyices to ser_v‘ers,‘ very high speed storage network
and redundant recording and streaming servers aré u'Sed to cater to such problems. This
incurs’high cost and_ non-optimal use of the resources, as a sizable portion of the

resource is underutilized or non-utilized under normal scenario. The proposed system is

unique as it handles all the abov‘e tasks in an '-efficient way, with optimal use of the

resources (Network, Storage space), even using a decent server having only onhe

Network interface card.

" In the proposed system shown in figure 8, the video from the cameras are not directly

recorded to the Central Storage (NAS/SAN). Instead, the Video Recording Server first
stores the video in a local storage s‘pacé and then transfers the video to NAS/SAN
periodically with the URL of the video files stored in the database. Intermittent loss of
connectivity from the server to the network accessible NAS/SAN and/or that to the
Database Management System does not result in loss of recorded video, as during this
period the data is recorded in the Local storage space within the server hardware. As
soon as the Central storage is available for accessing, the 'video_ from the local storage is
transferred to _-t_hé Central‘_ storage automatically without any user interaction. However,
whi'l_e transferring video to NAS/SAN, a good amount of network bandwidth is consumed
if the number of video channels (camera etc) is high. Therefore, the video transfer to
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NAS/SAN mtroduces a peak bandwrdth requirement which may not be available in the

network lnterface of the server, and therefore, may affect the QOS desired by the
.Survelllance cllents for live view, as the Video Recording Server also serves as the Video

Streamer to the Video Surveillance Clients. Further, this activity of uploading video to
NAS/SAN may also disrupt the activity of g.rabblng the video from the cameras due to
bandwidth throttling, which is not permissible at all.

An intelligent way of transferring video data fr_o:m the Server to the NAS/SAN is therefore
proposed. Tl)e server monitors the available total network bandwidth and per channel
video inflow rate, and decides the rate of per channel video transfer from the server
(local storage) to the NAS/SAN. For this purpose th_e Video from the cameras are

recorded in the 'form_ of vari_able length (typically 2 to 5 minutes) video clips. The clip

duration may be set by the use'r or it can be decided by _the server itself. The video clips
are then uploaded to the Central storage (NAS/SAN). ' '

Thus the advancement is dlrected to  use optimal bit rate for uploading video. The
average bit rate for each channel is calculated separately in perlodlc intervals. For that,
the video streaming rate (D ) of a partrcular camera (C) camera to the server is
estl_mated. Also the available network bandwidth (B) at that instant is known from the
System. The fredu‘enty of Clip upload for channel, C; is then calcufated as:

U—{Bxk—-ZD]xDl,.

- where 0<k<1, dependlng on how much of the remaining bandwidth is to be allocated for

vndeo uploadmg task

Hence, the rate of uploading the clips to the NAS/SAl\l is varied -dynamically so that th'e
effective average bit rate of video upload to the Central Storage for a particular channel
is controlled based on the availability of Network Bandwidth and the actual optimal rate
so that the requirement of local storage 'space -stays within acceptable limits and the

system comes to equilibrium.

Reference is now invited to accompanying figures 9 to 12 which illustrate the fail safe

mechanism for sensory data such as video recording and live view streaming in a multi ~
server, multi-camera system in accordan_ce with the.present invention.
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In Figure 9 the manner of adding a camera (ALLOCATE) to a GROUP of recording servers

is shown by way of components/features 901 to 908.

In figure 10 the manner of load balancing when an existing camera is deleted from a
GROUP is shown by way of components/features 1001 to 1002,

In figure 11 the manner of load balancing when a new récording server is added is
illustrated by way of compohents/featu»res 1101 to 1109.:

“In figure 12 the manner of ALLOCATE method when a runmng server stops. operatlon is

shown by way of components/features 1201 to 1202

What is disclosed is a fail-safe architecture for recording video in a multi-camera Video

Management system, a novel technique for estlmatmg server capability for load

: balancmg, automatlc uniform distribution of v1deo recordmg load across all the active

serv_ers, auto- reglstratlon of recording servers when they are active in the network use

* of multiple distributed NAS/SAN storage devices , automatic back up of recorded video in

the sér_ver local storage space in.case of failure of the central storage, automatic upload
of the video files to the central storage once the storage system is recovered from
failure, video streaming to the clients without passing the video through any central
hardware and thus avoiding single point of fallure, automatic camera add and release
operation on new server addition in the system and in case of server failure, without any
manual intervention. The recording, system thus constituted using multiple servers is
highly scalable with respeét to increase or decrease in the number‘of cameras, tolerant

to ‘inter'mittent',or permanent failure of one or more servers or one or more storage

devices.

Video Management System using IP ehabled video capturing devices (Camera‘s, etc) bhas
become an integral part of Surveillance industry today. A basic requirement of this type
of systems is to input compressed' video streams from multiple cameras and record the
video in storagevdevicés. In the earlier days when DVR and then NVR were predominant
components, the complexity and hence the challenges for efficient deployment of the
system wére less. This is because each DVR or NVR was a standalone system taking feed
from a handful of cameras (typically 16 or 32), and used their dedicated local storage
devices to record the video. However, whe'n the number of cameras started to increase
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beyond 100, and typically to a few hundreds, and the users demanded a unified system
to record, view and search video from these hundreds of cameras efficiently, Video
Management System emerged as a solution. In a typlcal Video Management System
there are muitiple servers, each catering a set of Vldeo Capture devices (e.g., Cameras),
one or more network accessible RAID configured storage devices, and multiple
workstations. Each server now needs to handie 64 or more cameras, stream the video
from the cameras to the elie_nt machines. Traditionally, the servers are grouped into one

“or more clusters and one or more redundant servers are kept as standby per cluster so.

that they can back up the functionalities of the failed server(s). This has the
dis'advantageof non?optimal use of the server resources, both under normal scenario as
well as when one or more servers fail. To back up against server failures, one or more
dedicated fail-over (sometimes called mirror) servers are often deployed in prior art.
Dedicated fail- -over serve.rs remain unused d-uring normal operatiOns and hence resulting
in wastage. of such costly resources Also, a central server process either installed in the
fallover server or in a central server is requrred to initiate the back- -up service, in case a

server stops operating. This strategy does not avoid a single point of failure.

A 'present invention thus proposes a fail-safe mechanism without a central server and
support from any dedlcated failover or mirror server. Instead of a!locatlng a particular

data source (e.g., a camera and other sensors) to a partlcular server for recording of

~data (e.g, video or other data types), it is allocated to a ‘Server group’ with multiple
_ servers in the group. The members of the group continuously and mutually exchange

their capacity information amongst themselves and automatically share the load
according to their capacity. In case of breakdown of one or more servers, the team

- members automatically detect it and share the load of the failed server(s), without any

central control or without support from any fail-over or mirror server. This eliminates the
need for costly failover or mlrror server and the load is always evenly distributed as per
the capauty of the individual server hardware This is a clear advancement in the related
art. This can be implemented as an example of cooperattve social networking
tmplemented in machine level. : _

Detailed description: A recording server, when mtroduced in the system, announces its
presence and auto-registers itself to the Video Management Server. A database entry is
created with the Server ID. The server gets the list of network accessible storage devices
(typically NAS or SAN) from the database. and is thus prepared to record data once one

or more data sources (viz, cameras) are added to the server. The recording is done by
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breaking up the video stream into chunks or clips of small duration (typically 2 to 5

" minutes), and the clips are'initially stored in the local server storage space. Periodically,

the clips are uploaded to the NAS/SANusing all the NAS/SAN in a round robin fashion.

The administrator of the system can form several “Server groups” by first forming a
GROUP >and then assigning any server to that G_ROUP..Otherwise,'a'lI servers are
assigned to the DEFAULT group. As soon a server regiétérs-i’tself, it starts mdlﬁcasting a
messagé describing its 1P--address, group-ID énd femaining capacity to handle more

- cameras. The capacity is represented with a number. The number is calculated based on

the memory, bandwidth and current processor utilization within the server, or it can be
set by the administrator to be equal to the number of cameras the server should handle,
and the number is decremented or incremented when a camera is added or removed

from the server, respectively.

The Video Management Server and all other recording servers within the GROUP listens

to all such messages and maintains a list (LIST), as described below [taking example for

4 Video Recording Servers (VRSes)] -

VRS a ‘IP o _' o Re‘maining Capacity
T [192.168.1.42 10

2 = 192.168.1.43

3 192.168.1.44

g 192.168.1.41 | 25

Whenever a new server is introduced in a GROUP and starts én_nouncing its capacity,
other servers enter into a contention avoidance session to_decide who will be the GROUP
MASTER. .Once the GROUP MASTER is elected, it consults the table above, and balances A

the load amongst the servers by RELEASE and ALLOCATE operations. RELEASE takes a

camera away from the server, while ALLOCATE assighs a camera to the server. This task
of RELEASE and ALLOCATE is taken up by the GROUP MASTER for the following cases

- which are discussed in relation to Figures 9 to 12:

When a new camera is added to the system (Fig-9) -

2. 'When an existing camera is deleted from the system (Fig-10)
When a new' recording Server is added to the system, or a failed server has
'started operation agaih (Fig-11)

4. Whena running server has go'ne down (Fig-12)
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Reference is now invited to- accompanymg figures 13 to 16 which detail the mtelhgent
scene adaptwe colour coherent object analysns framework and method

In figure 13 a‘ top level flow diagrarh of the inteﬂigent co!our object (moving, static,
transient) analysis is shown by way of components/features 1301 to 1309.

In figure 14A an example of the object .enalysis stages. with pictorial; description is

iltlustrated.

In ﬁgure 15 there is illustrated a process flow diagram for unified computationally
adaptive colour appearance correlation based predictive background estimation by way

of com‘pohents/_features/st,ages 1501 to 1505.

In figure 16 there is illustrated the manner of removal of shadow and giare regions by

way of components/features/stages 1601 to 1607.

Automatic separation of ‘foreground moving objects from the static background in an
image'sequehee (video) is the primary task for subsequent analysis of video. These
separated movmg obJects are the keys for any development on video analytlcs
application. Efficient execution of this task using colour video data that represents a -
dynamic scene is challenglng and is of immense interest to the experts in the domain of

intelligent machine vision technology and related applications.

Foreground object .ex_traction in a video is a primary requirement and several basic
technologies are adopted by the experts in image processing and computer. vision.
Foreground object extraction can be treated as a ‘background subtraction problem. That
is in a video, foreground objects can be detected simply by subtracting the current
image from a background image of the scene. This background image needs to be
determined befo'rehand Several approaches have been proposed to estimate the
background from a- video sequence in hteratures However, if the background is
consistently affected by shadow, glare, time varying noises, effect of lighting vanatlon on
colour, background estimation becomes a very challenging task espeaally in outdoor
environment when different seasonal environment is always a concern. The goal of
foreground object extraction is to divide an image into its constituent regions which.are
sets of connected pixels or objects, so that each region itself will be homogeneous with
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respect to the different physical objects whereas different regions will .be heterogeneous
with each other. The foreground object extraction accuracy may determine the_ eventual
success or failure of. many sub-sequent techniques for video ‘analytics and object
recognition, and object based different event-detection. All the techniques in the prior
art did not consider the c_olour components in a _p'ixel‘ as a single unit of metrics, rather
each colour component has been considered in isolation without t:onsidering- their
correlation both in spatia!:and temporal direction. As a result, the prior art suffered from
imperfect generation of blobs incoherent with the actual size, shape, feature of the

original object distinguishable by human eyes.

Ih addition to estimation of proper background scene, another key challenge is to han'dle
the shadows and glares during foreground extraction process so that the objects can be
detected accurately. Due to obvious presence of the natural phenomenon such as
shadow and glare, appearance of the objects in the scene becomes distorted. As a result,
the extracted foreground obJects assoaated with the- shadow and glare do not give the

proper |nformat|on about obJect features like p05|t|on size, shape contour etc. and any -

sub -sequent technlques dependent on these object features bound to fail.

In a real scenario, nature of the shadow and glare can be static, _movihg.or both. Static
or very slowiy' moving shadow and glare can be modelled by some background
estimation techniques. But moving shadows and glares that are associated with moving

" objects are hard to model and eliminate from being detected. Hence effective

identiﬁcation of shadow and glare regions and elimination of those regions from actuaij
foreground objects remain to be challenging and important for any video analytic

apphcatlons

Tradittonally, shadow and glare are detected using fixed thresholding methods where a
set of fixed and trained thresholds are used to detect the shadow and glare regions.
Mostly these fixed thresholds are derived by observing the variation of pixel intensity.
over vndeo frames due to presence of shadow and glare in a specific type of scene, so
their appllcablllty is Ilmnted to that type of scene only. Some techmques improve the
fixed thresholding approach by mtroducmg a estimation of shadow and glare thresholds
to make}them adaptlve, but till either they are very specific to type of the scene or they
require a lot of computations. Another type of shadow detection approaches applies

_ scene knowledge based object-wise shadow regions identification. These approaches
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use a scene knowledge (e.g. difference of shape, size, colour etc. between objects
associated with shadow and without any,shadow') about the appearance of shadows in

- the scene and apply that knowledge to identify and distinguish the shadow regi'ons from

the associated objects. However, accuracy of the said techniques is low when applied in
real-life' scenario where one scene varies widely with respect to other scene, and also

with respect to time.

Detection of static objects in a scene and distinguishing the objects from the background -
is a challenging task. The featﬁres'of‘ static object pixels tend to be similar to thoée of
b>ac_kgro_und pixels and likely to be part of backgrbund. ‘Hence any single traditional
background estimation technique is unable to distinguish .the static foreground pixels
from the background pixels. Instead of pixels, another approach tracks position of the

' objecfs to detect the possible static objects in a scene. In a noisy scene where position

and shape of the objects vary a lot, it becomes very hard to find the static bbjects

‘ properiy. The problem becomes even worse when temporary occlusion of the objects

happen in the scene. Therefore, this object tra'cking based approach is very error p'ro‘n__e.

in real environment.

A'fter‘ the'movfng objects are_:detec,te__d in the sce.ne, tvh.ey'are tracked to link in imége
sequence and to’ predict the next 'movement. The tracking is usually done in each 6f the
image data. . By tracking and analysing the tracked results using an error minimising |
predtct‘on mechanrsm dtfferent types of event of mterest can be detected. This is what is

~ called video analytlcs appllcatlons in general

In the present method as reflecting from the accompanying ﬁgureé 13 to 16 the

following are addressed:

i. To provide an.intelligent and adaptive framework for improved colour object
detection method whith can eliminate the .defe‘cts' encountered in the prior state-
vof—art irrespectivé of any vi_d'eo noises like shadow, glare, colour changes due to
varying illumination, and effect of Iighti'ng condition on colour appearance,
electronics generated mduced noises (e.g. shot n0|se, but not limited to) and

B other type of noises sensstwe to human vision system.

ii. More specifically, it is a sequence of processes of the presented method which
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provides more accurate information of colour objects in an image taken from any
video seguence by low cost cameras. Any sequential video images can be
processed with this method to locate all possible detectable colour objects and
their related information which can be further be processed to analyze the scene
dynamics with respect to the bbject itself and in association with other foreg_round
objects. The .extracted information ca_nv be used to measure any statistical
inforrhation rega>rd'ing the object or association of the colour object with.any other

. animate or inanimate colour objects in the scene.

ili. The proposed method provides imprbved ‘colour background information by
 eliminating the defécts encountered in the‘pn'or state-of-art in presence of video
noises like svpatial movement of non-meaningful objécts, change of appearance of
colour due to presence of shadow, change of apbea_rénce of the colour in the
"object when it moves to a low intensity (darker) region from a higher intensity

(brighter) region and vice versa.

iv. The technique ié.also adaptive when the colour appearance of the foreground
objects and background of the scene changes frame to frame due to change in
global intensity or other phenomena such flickering, sensitivity of the sensor in

the camera, ete.

The bropos_ed object éna}yéis technique is also capable of detecting ahd characterizing
static objects along side with colour moving objects in the same scene by a novel unified
framework based on multi-layér estimation technigue. Instead of tracking the position of
the objects to.locate the static objects, it estimafes the possible foreground object pixels
that may belong to any static object in the scene and then generates static objects from

detected static pixels.

‘The proposed multi-layer static foreground pixel estimation technique overcomes the

inability of any traditional background estimation technique to distinguish the

background pixels from the foreground pixels that remain static for a long duration. The

multi-layer approéch also gives much more control over the process of distinguishing the

static foreground pixels from the background.
The present invention thus also discloses advancendent in the process and an intelligent
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unified framework for colour object analysis in a scene in order to develop efficient video -
analytics appli‘catibns and: other intelligent machine vision technologies. The overall
framework comprises of several ‘novel approaches to- develop Underly‘ing tasks to

accomplish this.

One such task is an adaptive process for accurate and predictive technique for colour

_coherent background estimation. The technique relies on. colour correlation of

nelghborlng plxels and mter-frame colour correlation -under severe natural conditions

such as. shadow, glare colour changes due to varying illumination, and effect of lighting

condition. on colour appearance, electronics generated induced noises (e.g. shot noise,
but not limited to). The developed technique is adaptive to the content in the scene and
their features such as colour variation, complexrty of the scene, motion activity, as well

as naturally induced noise in the scene.

Because of the adaptive nature of the proposed technique, it can handle minor vibration

in the scene because of vibration of the camera.

As a result it was possnble to extract more accurate object shape, contour, and other

, features to accurately characterize, classrfy, track the detected objects and correlate the

obJects to |c!ent|fy dlfferent events in a scene.

Rather than analyzing each primary colour component (red, green, or blue)
independently without considerlng‘th_e ratio of these components in a colour pixel and
their effect in colour formation- and appearance, ‘the underlying philosophy of the

proposed method is to use the red, green, and blue components as a composite data and

use the relative values of these components to maintain accurate colour information and
appearance of the true colour in the esti_mated background frame. It should be noted .
that we have exemplified the present invention in terms of Red—Green-Blue colour space.
But the underlying philosophy is not restricted to this particular colour space only.

Variation of the concept can be adopted in other colour spaces as well.

The present invention also disclose a method of distinguishing and eliminating shadow '

and glare regions from video frames to minimize erroneous foreground estimation in

order to reduce unnecessary false alerts due to wrongly interpreted events using wrongly
detected objects in a video analytic application. It is achieved using image
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_characteristics driven adaptive and dynamic threshold generation technique. The

technique requires very low computation due to use of a look up table that characterizes

- shadow and glare in various environments. The outcome of this technique is a set of

accurate foreground pixels that are grouped together to construct foreground objects in
the scene. These obJects are further characterized, classified, and tracked to detect

meanlngful events in the scene

In addition to the movingb colour objects in the scene, we also detect and characterize
static objects in the same scene by this nove! unified framework based on muiti-layer
estimation techhique. Here, definition of “Static” pertains to an object’s spatio-temporal
relationship during a certaih period of time. The proposed technique gives much mqre
control over the proceSs of distinguishing the static object pixéls from the background

pixels.

The two-level (multi-level) hierarchical estimation technique described in this document’

is novel and gives the benefit of detection and ’analysis of not only moving objects in the
scene, it also detects the static objects for small duration -as well as static objects for
long duration. As a result, it is possible to achieve more accurate object extraction
result without consuming a static obJect in the scene to become part of the background

for a long duration of time.

The present invention en‘ab'te characterize, classify and generate some basic information
of these detected static and moving objects such as their position, S|ze, type, temporal
information such as when it first appeared in the scene, duration of appearance in the
scene, whether it is occluded, and if so the duration of .occlusion, etc. Using this
information, we can infer certain actlwtles or events in the scene using a rule- engme
applymg different-logic depending upon deswed video analytics applications.

In the framework described in Figure 13, first estimate the background of the scene
using a unified colour coherent statistical pixel processing technique (Stage A). ‘A novel
technigue for removal of shadow and glare from the scene (Stage B)is proposed. In
addition to removal of shadow and glare, the proposed method also removes electronics

induced different type of noises prevalent in any electronic sensor based camera, as well

“as handles small vibration of cameras. Then characterize the pixels in the foreground

regions and extract both moving and static objects (Stages C and D). Static objects can
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be of two types - (1) a new static object appeared in the scene and remained static for
long duration of time so that it does not become part of the backgro'und due to non-
movement for a while, (2) objects nearly static with very small movement but not part
of the batkground either. These three types of objects are characterized' classiﬁed in
terms of type object such as human, inanimate non-human, vehicle, artifacts, etc. The

. obJects are then tracked mdnvnduaily and certain information is generated to be used by

a rule-engine for mtelligent video analytics applications (Stage E).

A represe_ntative exam‘ple of the stages of above intelligent colour object analysis

frameWbrk is shown with a pictorial description in Figure 14

Stage A (Colour therent background estimation):
The invention involves a unique method for stage A by adapting the computational
steps based on the variation of light intens_ity and its effect in colour appearance in each

image reg'ion. or image pixel rather than using same computation blindly in all the pixels

across the scene as in prior art. In the prior art, each colour plane is processed

mdependentiy wuthout keeping into consideration of the relation between three primary
colour components red (R), green (G) and blue (B). We used R, G, B components as a
omposnte smgle structure in a uniﬁed manner fo preserve the mutual relattonship of
these colour components in each individual pixel in order to maintain true coiour
appearance in the estimated colour background frame. The framework contlnuously'
readjusts its modeled or predicted values for each colour pixel in a frame with all
seduentiai_ forthcoming frames of the colour video. During the background estimation, it
also correlates spatial distribution of the colour values in a local region to model the

pixel background co'lvour-valfue more accurately. For each pixel (X, y) in the input colour

frame below 'gi\)en steps are followed, if that pixel doesn’t belongs to the any detected

object region in the previous colour frame of the video sequence. Flow-chart of stage A is

shown below.

Figure 15: Process Flow'diagram for unified computationally adaptive colour appearance

corelation based predictive background estimation.

_ If the pixel location in the current frame belongs to a object pixel in the previous frame,

the present process skip estimation of the ‘colour background in that pixel location since
this pixel colour does not contribue to the background. Otherwise, we compute an
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adaptive size (k * h, k* w) local window centenng around this plxel for computatlon of
the background estimation using the colour pixel values within this wmdow where
§ = Ave(h,w) |
© 255
(h, w). for all 0<k<1 the processing window size reduces with the reductlon of intensity

representing normalized average intensity of all the pixels in window size

in the region surroundmg the pixel.

It should be noted that the number of distinct colour appearance reduces with the
reduction of image intensity in a region. Hence abové adaptive window selection
-technique minimizes propagatién of the error in the possible prediction and estimation of
co(bur abpearance in the pixel. It also requires significant low comp..utation in low light
level image regions as opposed to non-adaptive nature of the prior art. This is new and

novel.

All the colours in above window are accumulated in different colour clusters depending

on their distih'gluishébility'criteria of colour appearance as_folloWs so that each colour

- cluster k consist of a mean representative colour pixel value .(pR, Hg» Hg) With span of

‘colour deviation (04,05,03), and a number of appearance (v, ) of a colour pixel in this

cluster:

A colour pixe! (R,G,B) is matched with the colour tlustér k, if the difference between

each colour co_mponént ‘in pixel (R,G,B) with the corresponding representative colour

component'(,uR,yg,,uB)kof cluster k, i.e. |gp—Rlkkoy, |p;-Glko,;, and

|.:”B“B|<°'B~_

If colour of any pixel in frame F, matches with a cluster derived upto the -previoUs

frame F__, , then readjust the span of the deviation of the colour cu(éter (0R,06,05 ),
and‘ | the mean representative colour value (s by i) @s
=c*a,";*‘ +(1=C)*| u - R,
C* +(l C)*|,u —R{_and
oy +(1- C)*I/l '~R]|
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pn =D*pui”' +(1-D)*R,
7 =D*,u2';"’"+(1—.—D)*G and
p5 =D* " +(1-D)*B

Where C and D are experimentally driven fractions for the recurrence relation. The total

. number of occurrence of the pixel in cluster k is also adjusted as v} =vf™" +1.

If the colour of the pixel is not matched with any cluster with above. crieteria, then we

create a new colour cluster with mean value (R, G, B) and default chosen allowed

threshold for deviation (o, , 0y, , 05 ) and number of occurrence v=1

Split the colour cluster (p,) which have a large (O'R,O'G,O‘B)p value and Merge all the

colour cluster which have very close mean reprasentative value. The propability of
occurrence then adjusted in the same ratio of the estimated colour clusters for that

population.

- This colour coherent'splitir_\g and merger of clusters for finer granular colour matching is

an adavncement under the present invention. It should be noted that the number of. -
distinct colour clusters increases with increase of global illumination in the scene. With
the proposed intuitive approch according to the invention it is possible'.to accurately

compute the mean colour value of any cluster consuming very less computation opposed

to any' known prior state-of-art. -

The colour background reference frame is constructed from representative colour values

~of the generated clusters. If matched colour cluster has significantly high occuerance

relative to the overall population occuerance then the representative colour of the colour

cluster is used as the value of the colour pixel in the colour background refence frame.

Stage B (Removal of shadow, glare, and sensor generated noises):

Change of intensity of pixels due to presence of shadow, glare, sensor generated noise
(such as shot noise, etc.) in natural scenes have been studied and we found they follow
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interesting patterns. We have taken some intensity measurements which are very useful
to measure such changes in pixel' intensity because of shadow and glare. These
measurements include measuring amount of maximum flickering and minimum
ﬂickering, total amount of flicking, ratio of each colour plane, maximum ratio, maximum
differences of all ratios etc. By thorough observation and experim_entatio'n, it has_‘f'ound
that these intensity measurements vary within some limits. It is élso found th_at these
measures are very much dependent on region of focus, sharpness of the image, colour

characteristics by observing changes in these measures. These thresholds need to be

‘adaptive and dynamically also need to be generated depending on scene environment. A

way to model the scene environment is to express the scene environment in terms of
some image characteristics parameters and then model those parameters. These image

characteristics parameters are like illumination, sharpness etc. as shown in Figure 16.

An advanced approach has been presented here to remove shadow and glare in
background and foreground s_egmentatio’n proce_ssifor dynamic scenes using image
characteristics based adaptive thresholds. It has been observed that it removes various

sensor generated noises as a by-product of the approach that we adopted.

. Image characteristics parameters calculat/on

. content, activity in the scene, and. scene dynamics. We modeled the shadow and glare '

v

As ment»oned earlier, the change of mtens‘ty of pxxe(s due to presence of shadow and . .

glare is dependent on reg|on of focus; sharpness of the image, -colour content, activity in .

the scene, and scene dynamics. We compute two image parameters (1) median intensity

(1) of the image, (2) va sharpness parameter (S) of the image, the ratio Vi%, to

. represent the characteristic of the scene. The sharpness parameter of the image is

computed as follows:

Every row of the input frame is filtered with a high pass filter. The average of the
filtered values of the overall image is considered as horizontal sharpness parameter

S, .

Every column of the input fr‘am"e is filtered with the same high pass filter. The

average of the filtered values of the overall filtered image is considered as vertical .

sharpness parameter S, .

Maximum of Sy and S, is the sharpness parameter (S) of the image
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The ratio V = % is used to characterize the scene.

B.1. ;‘Adaptivé threshold calculati'on from image- Parameters(p) using LUT |
We have experimentally computed a LUT to define the thrésholds_‘of various shadow and

glare parameters as shown in Table - 1. Depending upon the va’Iue of computed V in

every frame, we enumerate threshold value (Th) for each of these parameters using a

LUT. For example, the threshold is selected from the LUT using a linear equation as

=TT _py
-

However, we can use a non-linear equation as well depending upon s_cene‘ content.

B.2. Measurement of change of pixel’s characteristics:

For each pixel in every colour channel of the image, we compute the following

measurements

1xy) __ dl(x))
R(x,») AT Ty TRy

where I(x,y) and R(x,y) are ‘thé_ input pixel VaIUe and reference béckgrdund pixel value

dI(x,y) = I(x,y) = R(x.), ratio(x,y)=

in 'a'colou_r plane. Using these values for each channel, we compute the image

characteristic measurements as mentioned in Table 1 (e.g. maximum intensity

B -,differente, maximum ratio, maximum and minimum flickering, total flickering (f) etc.)

for all colour channels.

B.3. Identification and Removal .of shadow and glare: _ _
As image charécteristic measuréments (from B.2) and their thresholds (from B.1) for
shadow and glare are available, the shadow and glare pixels are identified by comparing
these measurerﬁents with the corresponding thresholds for each pixel of the image. Once
shadow and glare pixels afe identified, any contribution'of thoée pixels in the final gray
difference image is nuIIified_by setting zero to those pixels in gray difference image. For
rest of the image pixels in the image (i.e.‘ other than shadow and glare pixels),

maximum intensity difference valué is put in gray difference image for respective ‘

, position.
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The fringe benefit of applicatidn of stage B is it also handles and filters out sensor -
generated noises inherent in any electronic circuit syStem, shot noise due to rise of

temperature of the sensor, as an example.

Another frmge benefit of apphcatmn Stage B |s that it also handles small natural

v»brat|on of the scene due to vibration of the camera.

Table-1

‘Measurement Name | 4 v, — Th, | Th,
FOR SHADOW
(1) Minimum Flickering 0.45|0.20 | -0.5 | -0.25
(2) Maximum Flickering X x . |0 0
(3) Maximum Ratio Difference | x X 0.1 |0.1
FOR GLARE
(1) Mimimum Flickering | 0.45 | 0.20 | -0.2 | -0.15
(2) Maximum Flickering 0.45[0.20(0.2 10.15
(3a) Total Flickering, x| x 01 0.1

| Condition: ' |

i (V<0.2and I > 85) ‘
(3b) Total Flickering Otherwise | x ) x = | 1.0 1.0
(4) Maximum Ratio 0.45(0.20(0.1 |08
(5) Maximum Ratio Difference {x = (X 0.25 ] 0.25
(6) Total Ratio Difference X X 0.5 |05

[NOTE: 'x": indicates thresholds (Th) are independent of the calculated values (V) and

possess a fixed quantity which may be a single value or a range.

Stage C (Static Foreground Formation): V

. The proposed éstim’ation process is computed to estimate static foreground pixels. By
‘static foregrouhd pixel” we mean the pixels which has been found not belonging to the
back_grpu‘nd of the scene, but the characteristics show they possibly belong to a
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foreground object which has no meaningful motion dtjring last few frames, e.g. an
inanimate static object which has been introduced to the scene in last few frames. Here

~a new concept of “foreground -modelling” technique has been applied and its readjust

procedure is done by a selective method. Working principle of this “foreground
modelling” technique is similar to the previously described “colour background

~ estimation technique” that has been computed and described in stage A. However the

occurrence pa_rameter. (u) of the modeled colour clusters is continuously reduced
forcefully in the estimation -process for all the pixe\é belonging to regions where no
foregroUnd has been form_ed for a ceriain interval of time (i.e., in last few frames). First
we identify the pixel-regions where no foreground is formed for a short interval by
analyzing thevhistory of occurrence of foreground regions in>last few frames within
certain duration. These regions represent constantly vi_siblé background in the scene for B
a short interval, i.e., t'_here is no movement of thé foreground object pixels during last

few frame forming a static object.

This two-level (multi-level) hierarchical estimation technigue is novel and gives the
benefit of detection and analysis of not only moving objects in the scene, it also detects

the static objects for small duration as well as static objects for long duration. .As a
result we achieve more accurate object extraction result without consuming a static
b1ect in the scene to become part of the background for a (ong duration of time.

Stage D and E

Detected foreground regions (as described in the above stages) are now segmented
using suitable image processing based object clustering methods and morphological
techniques. Each captured foreground component then individually analyzed for their
classification purpose. Using typical object shape, silhouette, colour feature, they are
categorized into. different predefined modeled object(s) for any typical scene. In
partlcuiar scene like indoor house or building, detected objects are categonzed into
human  and non-human sets; scenes like road segment in any road junction or free
highway detected objects are categorized into vehicle, pedestrian; this detected objects
were finally associated with previously detected object set of the scene using inter frame
overlapping énd colour féature based analysis for more generalized information of those
objects in the video. The generated object information then transferred to different rule
engines for their comparison with different appllcatuon based pre-determined rules to
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identify occurrences of any predefined event (s).

Reference is now invited to accompanying figures 17 and 18 to discuss the modifiéd,
computationally efficient technique for Harr feature based face capture application

according to the present invention.

More specifically, Figure 17 shows a tradition method of face detection using the
flowchart in Figure 17 and by way of components/features/stages 1701 to 1706 while

Figure iflustrates the face detection in accordance with the present invention by way of

components/features/stages under 1801 to 1809.

What is disclosed is an efficient techhique to find regions in a video to capture faces of
people in motion, limiting the search space using motion detection technique, control the
computational requi‘rement based on desired accuracy of capturing faces. This technique
can be used to capture faces from real time video where the accuracy of the operation

can be controlled depending on the computational bandWIdth available in the system

Extraction of particular types of objects (e.g. face of a person, but not limited to) in
imag'e,sb based on fiduciary points is a known technique. However, computational

| requirement is often too high for traditional classifier used for this purpose in the prior .
art, e.g. Y Haar classifier. A novel method is proposed to enhance the efficiency of

extractmg face regions from a sequence of video frames. Also, depending on the
availability of computational bandwidth, the number of iterations and pixel shifts as
required in the proposed technique is controlled with the help of a look up table. This
helps ir_i-striking a balance between the computaticnal requirement and the accuracy of

face detection. In ‘a multi-thannel, _multiple analysis process system, this novel

' technique can be used as a cooperative process coexisting with other compute intensive

procésses. In the proposed technique, the search space is reduced by considering the
motion vector and sliding the window only in the blob regions where motion is detected.
First, the average time t to analyze an image in host machine is calculated, and for
subsequent frames pixel- shifts and number of iterations are calculated based on two
lookup tables, to suite the computational bandwidth.

To increase the accuracy, a second pass upon the probable face regions detected by first

- pass is performed. This concept of increasing the accuracy of data analySIs automatically

depending on available computational bandwidth is novel and unique.
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_Tradttlonally, the faces are located in a still image using Haar feature based classifier.

Inherently, some non-face regions are also wrongly classified as. faces. Computational
requirement is also very high due to excessive number of convolution operations. This is '
unacceptable in a real time surveillance scenario. Vlola et al. [1] have introduced a rapid
object detection scheme based on a boosted cascade of simple features to achieve high
frame rates working only with the information present in a single grey scale image usinvg
Integral Matrices. Operating on 384 by 288 pixel images, it's able to detect faces at 15
fps' 6n_a conventional 700 MHz Intel Pentium III'

: R. Leinhart [2] introduced a novel set of rotated Haar-like features, which significantly

enrich this basic set of simple Haar-like features and gives on average a 10% lower false

alarm. These extended feature set, however, increase overall computational

requ1rement In some other face detection systems, auxiliary information, such as image

differences in video sequences or ptxel color in color images have been used to decrease

_computatnon time. But after applying all these techniques together, the system cannot

process more than 10-15 frames per second for a 384 by 288 p|xel video in a 2.0 GHz
Core 2 Duo Intel processor based system.

Increasmg the video srze decreases the fps exponentrally A 384 by 288 pixel image size
is not effective for a real time surveillance system for proper detection and subsequent

processing using these faces, e.g. recognition, and other biometric applications. With

the advent of Megapixel cameras, we can use wide areas with prominent higher

resolution face capture to effectively use the faces for subsequently applications as
explained above. However, the computational requirement with traditional technology

significantly increases to make it prohibitive for Qn-line application, such as surveillance,

and on-line criminal detection system in a smart city.

An advanced technique is proposed in this disclosure so that the searchvspace is

- significantly reduced by considering the motion vector of the moving objects only and

applying the proposed novel algorithm in the regions represented by these motion
vectors only. This reduced computation enables to process larger resolution video
imagery to advance the face detection systems in today’s era of increasingly growing
demahd of higher resolution surveillance cameras. Also, several parameters can also be
dynamtcally adjusted so that detection and capture of face of people in motion can be
done with varying accuracy dependmg upon the computatlonal bandwidth available at

any point.
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Before discussing in detail the adVénced technique of the invention, review is made of
the tradition method of face detection using the flowchart in Figure 17 .

Limitations of the traditional approach:
1. As the above algorithm is .a multn scale convolution-based face detection
algorithm, it takes huge time to process a single frame. In rea! time situation it's

- very much problematic to suite the m/c bandwidth. ,
2. - Even at the cost of very high computation, it gener-ates lots of non-face regions
as face regions as it processes a rectangular image bounding the presumed face

region (where some background portions are present with motion areas).
3. Because of the inefficient nature of the today's algorithm, often these bounding '
rectangular regions are too large with very small percentage of pixels with actual
motion. The ‘larger the input image size, the execution time increases

exponehtia!ly.

~ The proposed advanced technique of the present invention:
The present invention involves advanced and enhanced the technology by incorporating

advanced features as follows in order to accomplish effective face capture and detection
system with higher resolution imagery with reduced computation requirement. The
proposed technique of the invention is explained in Flowchart F-2 shown in

accompanying Figure 18.

Importantly, the proposed concept is not limited to Haar features, however for
illustration herein Haar feature has been used to explain the advancement . The
estimation of several parameter such as te'mporal estimation “t”, prediction of p055|b|e

number of lteratlons ‘nlteration’ in above flowchart is novel and described below.

Let the time taken to process a smgle window area (ﬂxed ‘window 5|ze mxn) with Haar

feature set = t,
Then, time taken to detect face for Image with size MxN
Tux & £ * [(M = m) * (N ~ n) ]/ [pixelShift * pixelShift]

where, pixelShift is th'ék window shift size.

* For multi-scale processing ScaleFactor = f(M, N, m, n, nlteration)
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Total time taken to detect faces, = z Xy
; . : i'_—"O )

Where, M' = M / (ScaleFactor ') |
N' = N / (ScaleFactor ')

So, T=1f(M N, t, pixelSh/'ft, nlteration), for a fixed size window.

Calculate average t in host machine and tune the parameters pixelShift, nlteration
accordingly using the lookup table T-1, T-2 to suite the bandwidth. '

To in‘creaée the accuracy, enable a second pass upon the probable face regions detected

| by first pass.

Lookup Table T-1:. '

| sL - Calculated nlteration (First | nlteration (Second
nlteration - Pass) ' Pass)
1 ‘ 15 15 | ' 0
2 14 | 12 v. o
3 13 12 0
4 12 T 0
5 , '11 6 15
% 6 10 6 15
L 7 S 6 12
8 8 6 12 |
9 7 3 12
10 : 6 3 12
11 5 3 | 9
- [ 12 4 3 ‘ 9
13 3 : 3 | 6
14 2 | 3 6
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Lookup Table T-2: |

SL. nlteration - pixelShift
1 ’ 6tol5 ’ 2
2 1to5 ' 1

-Reference is now invited to accompanying figures 19 and 20 which illustrate the

advancement residing in the videa content driven resource allocation for analytical
processing by way of reference components/ features/stages 1901 to 1904 and 2001 to

2006 respectively.

What is disclosed is a method for allocating computing resource and allied resources
(e.g, Physical memory) in a computer for Analytics processing on video channels in a
multi-channel environment, estimating scene complexity as relevant to the frequency
of frame processing, spawning of processor threads baséd on physical CPU cores, .
allocation of threads to video channels for Analytics processing based on requirement:_

In a multi-camera. system with limited server hardware resource (CPU, Memory), the

video frames are fed to the Video A'nalytics engine at an fps f o F, where F is calculated

dynamically by the Analytics engine itself depending on its processing requirement. This

enables an optimum sharing of resources among multiple channels with constrained

_resources and also eliminates unhecessary computing.

The resource requirement for Analytics processing varies to a large extend from one
point of time to another during run time. This is because the optimal requirement of
analyzing the scene depends on the activities of the objects in the scene, the noise level,

number of objects, and similar parameters. Also, to extract meaningful information from

‘the video, a minimum fps requirement is to be met so that many to many mapping

amongst objects present in the scene can be done from one frame to the next frame.
Thereforé, calculating the resource requirement for Analytics processing for a set of
channels is difficult and cannot be correctly estimated apriori. Traditionally, a worst case
scenario is consi'dered and either the worst case requirement or an average requirement
of resources is estimated. This not only gives unrealistic estimates but also forces un-
optimized usage of resources. A novel technique for estimating current resource

requirement for Analytics processing per channel and a method to allocate the resources
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(CPU and Memory) to the competing Analytics tasks is suggested, where the resource

-allocation is done based on Analytics engine’s run time feedback.

In accordance with the present advancement, a fixed number of Analytics Task
processmg threads are spawned as a function of number of processor cores present. The
Threads are kept suspended in.a thread pool. Dependmg on the fps requirement of the
Analytics Engines for a particular channel, the channels are allocated/de-allocated to the
threads. The Analytics engine calculates the optimum FPS requirement as a function of

scene complexity. The Scene complexity is calculated based on :

a. Inter class difference of foreground and background. (i.e. For noisy image scene
complexity is high) ‘

b. Number of objects present

c. Required level of calculation (dependent on the particular processmg task).

A Controller module - coordinates the tasks for multi-channel camera analytiCS. The
Controller spawn a number of Analytics processing threads depending on the number of
CPU cores present, as available from the system hardware information. A Task Scheduler

module generates a sequence indicating the order in which the 'individual channels are to

| be served for Anaiytncs tasks. If there are 3 channels and there ratio of processing " .

requnrement is 1:2: 3 then the sequence generated is: 132323132 3 2313232
3 1 ..... The Controller dispatches the frames of different channels, in the order as in the
sequence, to the Video Analytics Processing threads as when they are free. After a fixed

amount of time, say 1 second, the Controller regenerates the sequence based on

feedback from Video Analytics Engine:

Reference is now-invited to accompanying figure 21 which illustrates the video channel
join-split mechanism for low bandwidth communications in accordance with the present

invention by way of representative components/features/stages under 2101 to 2103.

What is disclosed is an on-line video transfer mechanism for multiple channels over IP
network with low and variable network bandwidth, invariance to individual channel video
format and bit rate, automatic learning and optimal utilization of available network

bandwidth for transmitting video, avoiding inter-channel interference in the combined

_frames, embedding metadata information to extract the individual channel video at the
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receiver end. The system consists of two components—a Sender and a Receiver. The

~ Sender and Receiver are to be used in pair, the former installed at the multi-camera site

to join and compress the video streams in a single channel video, and the later at the
Client side to receive the video and extract the individual channels for the purpose of |
viewing live, recording or retransmi'tting. The bit rate of the compression at the Sender’s
end is adaptable to the available network bandwidth of the network path connecting the

server and the client.

Video surveillance or video chatting domain is characterized with transmission and

receiving of videos from one site to another. An IP-network is often used as the

‘transmitting channel—wired or wireless. In a distributed environment a WAN network is

often used in between the communication path between the sender and the receiver of
the video channels. When muitiple channels are to be transferred live, the varying and
sometimes low bandwidth of the WAN network may not be sufficient for transmitting the
multiple channels on-line individually in the form as they are recefved from the cameras.
Also, there is a high' possibility that one or a subset of the video channels to consume
most of the available network bandwidth leading to starvation for other channels. The -
problém is. enhanced when MPEG4 or H264 video compres‘siqn is used inside cameras, as »
the video bandwidth consumption is very much video content sensitive in those cases. In
a geographically distributed deploymeht. of servers and clients in a Video Management
syStem or any system.with similar requiréments, the transmission of multiple camera
views to a particular channel is therefore difficult, and results in jittery video for some
channels, if not for all. Also, while combining the"frames from multiple channels into a
single channel, inter-channel interference is observed. Requirement is there to transmit
multiple channels on-line from the sender to receiver using low and variable network
bandwidth without jittering and also avoiding inter-channel_interference. An enhanced
multi channel data aggregation technique for data transmission over low and variable
bandwidth communication network has been proposed which also avoids inter-channel
interferences. While transmitting multi-channel video over low and variable bandwidth
network link, they are combined into a single channel video, .frame by frame, and then
transmission bit rate is controlled to avoid jittery video at the other end or intérference
betWeen individual channels. It also avoids starvation for any single channel. In this
process, the underlying data compressioh algorithm is inte"_igently handled without
affecting the decoding process with a standard eq'uivalent decoder. For example in case
of video, the motion vector generation step in the underlying MPEG type compression is
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mtelllgently controlled, so that no motion vector crosses-over the inter-frame boundary
in the combined frame. This eliminates interference between any two channel data
frames in the combined frame. This technique of bandwidth adaptive multi- channel data

transfer without inter-channel interference is novel and unique.

A module in accordance wuth the present mventuon has been developed WhICh combines
multiple video channels .int6 a single combined stream and encodes the stream with
variable bit rate depending on the available bandwidth from the Server to the Client. The
individual video stream may have varying formats (one with MPEG4, another with
MJPEG etc). A frame header is transmitted with each frame of the combined video

stream The frame header contams metadata about the constltuent streams. A receiver

at the receiving end splits the combined video stream into constituent video streams

‘based on the frame header Information.

- Sender. module: The video from multiple cameras are received and decoded individually

to get the RAW frames. If the video is available in RAW form itself then .this step is-
skipped for that channel. The RAW frames, as and when available from the individual -
decoder are kept in memory, overwrltmg the existing frame; each channel has a

dedicated space in memory for that. On request from the client, an initial fps (f) is

determined. As for example, if it is for five viewing the client may cequest for an fps of

10.

When the client requests for a subset of the video channels, a Sampler module takes the

“current frame from the channel specific memory area at a fixed rate, f, for those

channels and combines them into a single frame. A lookup table is created to store the
channel ID and its boundery within the combined frame. The frame is then compressed

in MPEG4 or to any other similar format as desired using a default bit rate. The Set of

motion vectors generated as part of the compressing technique is then checked to
identify all such motion vectors which cross the inter-frame boundary. All such motion
vectors are forcibly set to null to ensure that the video content of one constituent frame

(within the combined frame) does not contribute in deciding the content of another

- constituent frame, and thus'avoiding‘ inter-channel interference.

A frame header is composed with metadata information about the position of the
individual channel frames within the combined frame, the resolution of the individual
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~ frames, and a timestamp. Once the combined compressed frame is generatéd with the

header, it is transmitted to the client.

Receiver Module: The-recéiver ‘module open a TCP connection with the sender and

requests for all or selective channel -video. It can also specify the format for

compression. Additional- commands to get the existing channe!l information, the
resolution of the channels, the fps of the individual channels at the senders end, etc are
available to facilitate the client in selecting the channels of interest and specifying other

parameters as the transmitting fps (f), initial bit rate etc.

Changing bit rates: As the receiver receives the video frames, it calculates the receiving
bit rate taking a roiling average, and requests for a target bit rate to the sender. The bit
rate controller at the server end prepares the encoder for new bit rate, flushes the
transmission queue and responds to t_he client with the new bit rate as set. The Client
reacts with clearing its own session and prepares itself to receive video with new bit-
rate. The accompanying figure 21 clearly illustrates the above discussed Sender module

& Receiver module.

- Reference is 'how invited - to accompanying 'ﬁgures 22 involving references of

componen{s/ feamres/stag'es 2201 to 2209 and Figure 23 which illustrate in greater

_ detail the features of the advancement involving enhanced object tracking .

Object tracking systems are used to detect the presence of any movi_ng object in a scene
and track the object to distinguish it from other similar objects in the scene and also to
record the t'réjectory of the object. In some of such systems Video data of the scene as

captured by a fixed camera is analyzed to detect and track moving objects. However,

this requires the background to be stable and the camera should cover the whole region
where the trajectory is to be formed. This has the side effect that the size of the object

in the camera view becomes small, particularly when the object is far.

. To overcome this limitation, PTZ Camera based Tracking Systems are used where A PTZ

camera is used to automatically track the object and zoom on the object so.that the
detail features of the object is visible in the video frames. However, traditional PTZ
based tracking system suffers from some major drawbacks and is not deployable in a

real life video, particularly when the video is infected with noises like shadow, -glare,
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electronic noises etc. One of the reasons is the inability of such systems to form a good
reference background frame. Also, the system is non adaptive to demographic and

environmental variations.

Additiqnally, when PTZ camera starts tracking an object, it loses the visibility of other
parts of the scene. Therefore, some important scene event may be missed while the PTZ
camera tracks one of the objects. This may encoura‘vge ,miscreants to fool the system.

The accuracy of detection and ‘tracking of objects is also very low, as there is no fixed

| background while the tracking is in progress and the foreground objects are to be

extracted based on motion detection or some modified version of the method or using
some modified version of object extraction technique from still images. In case of some
tracking error, which is likely to occur when the speed -of the object in the scene is high
or fandom, the system cannot recover from this error state in a short time, as it loses

visibility of the object.

To take the best of the above two techniques, a novel method is designed where an

Obje'ct tracking system is.used in conjunction with one or more PTZ cameras. When an

object is detected in the fixed camera view, the object tracking system tracks the object

and pass on the positional informati‘on of the object along with a velocity prediction data
to the PTZ camera controller in a periodic manner. If more than a single object is

detected, one object is taken at a time for handling based on some criteria (viz, the

7 priority of the zone where the object appeared, the duration of the object in the scene

ete.). A PTZ camera controller receives the pos_itional information of the object
periodically and estimates corresponding position of the object in the PTZ camera view
using av novel Scene Registration and coordinate transformation technique. The P, T and
Z values are set by the Controller such that the object remainé nearly at the center of

the PTZ camera view and is sufficiently large.

“Hence, the proposed system enhances the functionalities and utility of a traditional

Object tracking system and at the same time eliminates the drawbacks of a standalone
PTZ camera based tracking mechanism. This concept and imp_lementation, technique is
novel and unique. The concept can be extended to-develop a system to handle multiple
objects in parallel with the more than one PTZ cameras. Also, trigger from multiple fixed

cameras can be received to develop a system with multiple fixed cameras and multiple
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PTZ cameras together to cover a wider rahge in the scene, or to enhance muitiple Object

tracking systems over a single framework.

Fig. 22 thus shows an embodiment of the enhanced object tracking system.

Technique for Coordinate Transformation from Fixed Camera view to PTZ camera view
To map the bounding rectangle of an object visible in the Static camera view to the

corresponding Rectangle in the PTZ camefa. view a ‘weighted interpolation téchnique, is

“used. The technique requires as input a set of points'(A, ‘B ..'.) spread uniformly over the

static camera view and their corresponding positions in the PTZ camera view. This can

be done by the user while configuring the system.

Fig. 23: Illustrates the Coordinate Transformation involved in the present invention

enhanced object tracking.

Let A and B be any two such points in the static camera view as marked by the user, and
let A' and B be the corresponding mapped points in the PTZ camera view as also marked
by the user. Now, any arbitrary point (C) in the static camera view is mapped to the
corresponding point (C) in the PTZ camera view dynamically, using the following '

method:

Let ay, by, Cx are x-coordinates of points A, B and C respectively in the static Camera

view. Similarly a'y, b'x and c'y are for the corresponding points in PTZ view. Let,
C'xAB = Bx' + [( Ax, - Bx, ) X (Cx".Bx) - ( Ax - Bx )]

This gives an estimate of the x-coordinate of the point C' as interpolated with the help
of points A and B, with a confidence factor Was , where Wy = (Ac - By) + [Minimum of

. (Cx' er Cx- Ax)]-

Similarly, an estimate of x-coordinate of the same point C is calculated for all pair of
points (A, B) in the Static camera view.
Now, Cx= Z[CasXxWas]+ ZWas

,Sfmilarly, the y-coordinate C is ca_IcuIated for the point C.
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When a bounding rectangle is to be mapped from the static view to the PTZ view, this -

technique is applied for all the four corner points of the rectangle.

Reference is now invited to accompanying figures 24 to 34 which illustrates in'detailvan
intelligent and automatic traffic enforcement system built in accordance With the
advancement of the present'invention including components/ features/ stages 2401 to
2409 in Figure 24 ,2501 to 2512 in Figure 25,2601 to 2605 in.figure 26, 2701 to 2704 in
figure 27 ,2801 to 2818 in figure 28.

Traffic signal violation is a burning traffic enforcement issue throughdut the world.
Beyond optimistic illusions, ground realities are too fierce to' be accepted, as the
fearsome road accident, traffic jam are the main effect of the Same. Seeds. of
improvement are however being planted at all possible arenas but they are very costly
and high human resource consuming too. The proposed system describesb an Intelligent

Automated Traffic Enforcement System.

Following are the regular challenges for the road transporfation’depa’rtment at the

different road junctions:

Ensurmg that the rules and regulations are followed by each and every vehicle crosses
any junction at any point-of time.

Enhance Road safety for all types of vehicles and as well as pedestrians.

Road transpbrtation _depa'rt'menf requires intelligent automatic enforcement system for
the surveillance in each traffic junction and for the on-field eriforcefnent team, allowing
them to book offences and access other Transport department application’s events in
real time. ' "

Smooth traffic flow within city / country.

The present advancement is targeted a the foHowmg
CCTV IP cameras and Video Analytics Applications using virtual loops (opposed to any

-physical magnetic Loop) for automatic detection of offences like ‘red signal violation,

‘over speeding’, ‘wrong way vehicle movement’ in every important junction and

integrated with the remote traffic control room. -
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Smart phone solution for the on-field enforcement team allbwing them to book offences
and access other Transport Department Application’s events via GPS / GPRS enabled

Mobile / Handheld devices.
Setting up of the Control/ room for backend activities with complete hardWare, software

solution and networking.

The additional data center hardware set-up for Road Transportation Department to store

evidence / archive data for all the relevant events,

Connectivity management in real time b"y’data transfer between the above components

~ to ensure synchronized communication.

The provposed intelligent automated traffic énforcement system of the present invention
can help the traffic management department to identify the violation by traffic
department personnel by remotely observing the video feeds coming to the control room
from the junction through computer monitor. Alternately, it can be automatically
detected by our proposed system and automatically alert a traffic personnel without
physically being present at the traffic junction or sitting in the contro! room. Videonetics -

proposed system does not require any specializédor proprietary camera to detect these

violations. It analyzes' video feed from traditional sécurity cameras in a computer to

detect the events. Security cameras are installed at strategic locations around the traffic
junction in such a way so that video analytic engine can capture and process the video
to detect thé violating vehicles, automatically find the identity of the vehicle such as
Numbér Plate, shape, size, color, logo, type of the vehicle, and possibly the snapshot of
the driver if visible. The engine then automatically stores these information and images
of those _’vehic_les'v in event log database. The traffic inspector can identify possible

violations like red light violation, over speed ve‘hicle, wrong way ve'hi'cle, vehicle rider

-without helmet, without wearing seat belt, using mobile phone while driving, motorcycle

with more than two passengers, etc. either by automated video analytic application or
manuaily through co'mpL_nter monitor. Images can bé manually tagged with comments by
the traffic personnel or autbmatically tagged with possible viola_tio'n type, and can be
manua'Hy or automaticélly sent to handheld devices of on-field enforcement team
through communication network for subsequent physical action and are also kept in

database for future use.
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Exém'plafy illustrative components' of The proposed solution:

The proposed solution consists of SEVEN major COMPONENTS.
Number plate recognition engine (NPR - Engine)

Object presence detection engine (OPD - Engine)

Contfol Room setup and handheld devices. v

Installation of ‘\CCTV IP Cameras’ for the Video Surveillance System.
Synchronized Communication -of Trafflc Junct:on to Control Room and / or Traffic
Junction to handheld device. |
Automatic event detection by intelligent Video Analytical Application software.

Detected Event Recording as evidenée for future use.

Communication between event server and peripheral devices of the system

The top level Number Plate Recognition (NPR) -Engine flow chart is prowded in
accompanying figure 24.The method to localize multiple number plate regions in video

images is shown in accompanying figure 25.

As would be apparent following the localization technique shown in Figure 25 the same

basically follows as hereunder:

. Find the average height (h) and width (w) of a typical character in the field of view.

Compute a gray image G,
0 if  I(x,y)<A(x,y)
I, y)-Ax,y)  if  1(xy)>Axp)

A(x,y) is the average of all the pixels in a 2-dimensional window of size (h, w) Centring

Where, G(x,y) ={ in pixel coordinate (x,Y).

i=x+hW2 j=y+wh2

> X IG)

i=x-W2 j=y-w2

i.e. A(x,y) = P

Binarize gray image G to a binary image B.

Extract possible characters in the image plane and group them to construct number

plates as follows.
Find all the connected components in B and remove the comp'on'ents significantly smaller

than a typical character of size (h, w). This removes significant amount of non-character

regions to select connected components representing possible characters.
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Compute the standard dewatron (o) of grey values of plxels in a region in G representing

a possuble character. Ignore the connected components with too small o values to further

remove non- character regions. '

Depending upon the quality of the image, sometimes a single character can be split into
multiple subcomponents Merge possible such subcomponents. Two subcomponents are

merged if the central point of those subcomponents faﬂ in a vertical line and centre -

distance is small.

Discard possible isolated charac_ters.. For a true number plate region, there will be

number of contiguous characters in the region.

Group the characters whose centre points belong to the same horizontal line. Find all the

groups. Discard the groups which have significantly less number of characters than a

~ typical number plate. -

Check previously deleted list of possible ,isolated characters and check whether inclusion
of any such character to a.nearby group can form'a possible number plate.

Depending upon the type of font and Number plate writing style, sometimes grouped
characters can be split into muitiple sub-groups. Merge possible sub-groups. Two sub-
groups are merged if the sub- -groups fall in a horizontal line (case of split group) or

vertical Ime (case of multi-line number pIate)

Compute color feature of each character in a group and for the over al_l'group. By .

comparison of the color feature validate all inner characters of the group. Depending on
the validity of the majority number of characters finally validate the possibilit_y’-of the

group as a number plate.

The advancement residing in the above method of localization is further discussed

hereunder:

1. Real-time detection of multlple type of traffic enforcement vnolatlon in a single

unified architecture. _ v _
2. Novel Number Plate localization Algorithm to localize appearance of a number
plate in any part of. the video. -

3. Filters out other textual and alphanumeric type information from the video using
a umque signature representmg Number Plate regions '

4. Novel Number Plate localization Algorithm to localize appearance of multlple
number plates in different parts of the image for multiple vehicles at a time.
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5. Effective with Engllsh Alapha—numerical.chafa(:ters independent of the font, size,
style, and color of the characters. A
6. A general localization technique without particularly forcing requirement to use
any reflective quoting in the I‘icense plate -
7. Completely detected by image processmg techmques in software. Does not
require any specuallzed camera particularly build for number plate. recogmtnon
8. The technique works with any off-the-seif security camera - analog and IP
9. On-line and off-line processing ' |
10. Independent of the speed of the vehicle
11. l.ighting condition independent - Works in Day and light condition with sufficient
illumination of any type of light (neon, flu‘orescént, IR, etc.)
12. Does not depend upon color ch_afacteristics of the image or video
13. Low foot print computational and memory requirement for real-time
implementation and embedded proce'ssing.'
-1}4. OCR algorithm independent - The localized number plate region can be processed
by any OCR device or algorithm. ’
15.- Automatic skew detectlon and correctlon
~16. 'Processmg of the type of vehicle, color of vehicle, logo, make of vehlcle
silhouette of the vehicle, possible driver snapshot, all can be processed in real

time.

An illustrative top level system overview for such traffic surveillance system is shown in

accombanyl'ng figure 26.

The proposed system thus comprises of two main modules viz. Video Surveillance
System and Intelllgent Video Analytical Appllcatlon for event detection. The Video
Surveillance System facilitates monitoring using security cameras in traffic ]unctlons
The wdeos feeds can be displayed in the control room for monitoring. The video feeds
are contmuously and automatically recorded, indexed, and properly archived in
databases. The time of recording is configurable at administrator level. It is typically
configured inline with the operation shift / day shift. The Video Analytics Application
supports various functions as shown in the figure below. Each function consists of
varldus”use cases of incident detection and management. The video Analytical Process,

" flows in a sequence starting from Configuration - Incident Detection - Incident Audit -

Reporting - Synchronization - User Management.
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Figure 27 illustrates a schematic diagram of the various features in such traffic

surveillance system of the invention.

Figure 28 is a detailed breakdown illustration of the video analytics application for the
purposes of traffic surveillance and violation detection and registration and follow-up

actions.

‘Advantageously, the'systém a_nd method of traffic surveillance and violation detection

and action is adapted to facilitate configuring the parameters for incident detection and

management in following manner.

Ca_m_eré'conﬁguration: Add cameras to fhe configuration server with a high resolution
imag'e for detailed infofmation. Start applicable application with event configuration.

Virtual Loop: For each camera in the junotion/ free Way, a zone which is to be monitored
is defined usmg this parameter. This is configured before starting the system operatlons
and only once. However the rlghts of modification are available for administrator user
level. The camera is always focused on the zone and it keeps on’ captunng the videos of
the “marked” zone.. The zone is marked so as to capture the maximum of the traffic in

one dlrec’tnon. For each camera a zone is defined separately. A typical configuration is

" shown in figure 29

Time Limit: The appl_icétion facilitates defining the working hours and / or nonworking
hourS for the purpose of recording the videos. The rights of modification in these time
limits ére available at administrator level. The vsystem captures and records all the
videos from the junction / free way cameraS-dUring working houré. it captures all the

videos and archives the offences detected during non - working hours.

Traffic Direction: To detect the vehicle(s) m_ovin‘g in_the wrong direction, the application
facilitates defining the regular traffic moving direction for each camera with minimum 10

FPS rate.

Speed Limit: To detect the over speeding vehicles crossing the zone, the application
facilitates defining maximum allowable speed limit for the vehicles. An incident is -

921


Eeliana
Rectangle


10

15

20

25

30

35

g‘enerated on detecting the vehiéle crossing the speed limits (not clubbed with Red light

camera).

Sensitivity & Duratioh: To detect the traffic congestion or vehicle pr_ésence crossing the
zone (virtual loop), the application facilitates defining maximum allowable vehicle in
'perceritagé and the duration (time) for which it should not consideréd as . traffic
congestion or vehicle présent in a zone (not clubbed with Red light ‘vibiation'de_t_ectioh or

speed violation detection camera).

vIncident Detettion

Each junction has junction cameras for capturing the junctio’n videos lane wise and an
I/0 maodule monitoring the status of traffic signal. The videos from junction cameras and

status of traffic signal are sent to the control room via a dedicated link. The analytical'

application in the control room monitors the change in status of the traffic signal. On

detecting the change, it starts anéleing appropriate video and check for an offence
happening in the junction. The scenario is explained below. The figure below shows a

typical layout of a 4 way :junctionQ The system can operate multiple lane / road which

had red signal. A junction Ia_Yout is shown in figure 30.

Recording: When the sySt_em operation starts, the junction cameras start capturing the
video feeds. These videos are saved in the server with unique serial number i.e. video
ID. The serial number is generéted using junttion ID, camera ID, Date & Time and
sequence number. Example: A video coming from junctio'h 1, camera installed in south
direction on 22 Mar 2011 from 10:00 a.m. will have a serial number as
J01CS20110810600000025 as an example. This is interpreted as

301 - Junction with ID number as 01

'CS - camera installed in “S” direction

2011 - running year i.e. 2011

081 - 81st day of running year i.e. 22nd March
0600 - Time of day in minutes i.e. 10:00 am
000025 - Sequence number

The next consecutive vi'deo-starting frorh 10:06 am on the same day will have the video
ID as J01CS20110810606000025 as an example. However the format is customizable as

required.
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An illustrative manner of video recording is shown in figure 31.

The recording module is adapted to a_lSo display message in case any error is found while
playing the video or receiving the video from ‘the camera. The 'connectivity error is also

detected and displayed on the screen and stored in the database.

Tngger The appllcatlon monltors the status of traffic Ilghts contmuously As the traffic
light status is changed the same is reported to the control room Figure 32 illustrates a

transition traffic light status.

Incident Detection: On receiving a trigger from I/O Modulé, the application starts
analyzing the videos. For e.g. When TN is Green, the traffic moves from S - N, S - E or

.S - W. The traffic in other direction is standstill as the trafflc sngnal is Red. The

application checks for following events to detect incidents

Vehi,cles violating Traffic signals

‘ Trafﬁc'Congestion'.

Vehicle crossing definéd's_peed limits
Traffic presence (Vehicle density).

On detécting any one of the phenomena the application raises an alarm and an incident
is generated. The analysis process as activated as shown below.
Incident Display: Once the incident (alerts and nottflcatlons) is detected an alarm with

visual along with sound effects is generated at operator’s workstatlon or hand held

device. The alerts and notifications are recorded and stored in the operator’s inbox. The

- alert is generated when an incident is detected and a notification is generated after

detecting t‘he'alert. The notification gives details of the inéident. It consists of incident

type, date and time of incident, junction name i.e. location of incident, camera IP, and a

link to the incident image / video for verification. The notification is shown on the screen

ahd it is flashed continuously till it is _acknowledged by ‘the operator. The operator can
accept or deny the notification by verifying the video. On denying the alert / notification
it is archived and can be reviewed later. 7 ' v |

License Plate Recognition: To register an incident the application request the NPR -
Engine to extracts the licénée plate number (Text) of the violating vehicles.
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Figure 33 illustrates an exemplary illustration of capture number plate.

_Incident Audit

Incident audit is ensures correct enforcement by verifying the incidents and vehicle
numbers. The application keeps on raising the alarms for incidents. The operator is
sitting in the control room or via handheld device audits these incidents by verifying with

the video / images. The audit is carried out in following séquence;

The operator selects an incident by applying suitable filters if this is an archived incident.

For a live incident he double clicks on the record to view the details.

The system shows details of the incident, a link to incident video and a link to license

plate image of the vehicle.

The operator verifies the incident by playing the video and vehicle’s registration number

by viewing the license plate image.

If the license plate number is inci)rrect the operator entérs the correct vehicle number of

the incident image. .

Incident status is changed from “Pending” / “Acknowledged” to “Audit” and it is -saved‘

into the database.

The operator enters the remark about the action taken while auditing the incident. The

rémark_ is saved in the database for future reference.

Before saving the changes the operator is warned for re-verification of his inputs. He
previews' the video and the license plate number and saves the audited transaction in

the database. -

Figure 34 is an illustration of an incident éuc_lit view generated by the system of the

invention.

94


Eeliana
Rectangle


10

15

20

25

..30

Reports .
The above The traffic surveillance system application in accordance wuth the mventnon

further facilitates generatlng varlous reports mcludmg as below

Incident Details Report: The report shows details of all incidents: occurred duting
selected time slot, for selected junction. The report portrait various details about the
incidents including junction name, type of incident, offence vehicle, date & time of

~ occurrence etc. The report can also be generated on hourly, daily, weekly and monthly

basis.

Incident Summary Report: The report shows incident.count for selected time and
junction. The count is provided for each”type of incident. The report can also be

generated on hburly, daily, weekly and monthly basis.

V Offence Report: The report shows the details of a patticUlar incident, with license plate

image. The report is generated by providing vehicle number, date and time details and

junction name.

External Apphcatlon Interface

Synchronization with Handheld device apphcation .
The analytical software stores the data into the database -and ptovides access to the

external application (such as Mobile application) to pull the required data. By facilitating

this, the Mobile applicatidn checks the dupllication of records and avoids the same.

Admmlstratlve Functmns _
User Creation and Management The access to the application is restricted usmg user

name and password for each system user. The user names and information is registered

‘into the system and each regiStered user is provided with a unique user name and

passwotd., The users are created under defined categories. such as operators,
superviso‘rs, administrator etc. Access levels for each user category are pre-defined.
These are also customizable as per the requirements. While starting the system

operations user logs into the system and all the Operators that he has performed are

fogged with his login name.
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Privilege Assignment: Customization of access level is done using this functionality.

' An administrator can modify the privileges assigned for a particular user category.

Master Data management:‘ This includes entering the data into the system that defines

the system Boundaries. Example: junction details, number of camera per junction etc. =

96


Eeliana
Rectangle


CLAIMS

An integrated intelligent server based system having sensory input/data
acquisition cum recording server group and /or analytics server group adapted
to facilitate fail-safe integration and /or optimised utilization of various
sensory inputs for various utility applications comprising at least one

autonomous system having :

I)A) said sensory input acquisition cum recording server group comprising
plurality of acquisition cum recording servers which are operatively linked
to assess respective server capacity and operate as a group to enable
fail-safe support when any of the servers in the group fail to operate the
remaining operative servers in the group are adapted to distribute and
take over the sensory input load of the non-operative server/s to render
the system fail safe and self sufficient ; and/or B) said analytics server
group comprising plurality of analytics server for intelligent analysis
including resource dependent analytical accuracy control including means
adapted for computing complexity of scenes and dynamically reconfigure
the analytical processing steps for optimal analysis and/or availability of
computational and other resources for on-line and real-time and/or on
demand for efficient and user friendly streaming/analysis/detection/alert
generation of events and/or follow up actions; and

II) an intelligent interface for operative connection to said sensory input
acquisition cum recording server group; and/or said analytics server

group.

An integrated intelligent server based system as claimed in claim 1 wherein
each said acquisition cum recording servers are adapted for bandwidth
optimized fail-safe recording and/or join-split mechanism for multi channel

sensory data/video streaming.

An integrated intelligent server based system as claimed in claim 1 wherein
each said analytics server is adapted for anyone or more of (a) intelligent
colour object analysis framework and colour coherent background estimation,
(b) identifying moving, static, quasi-static objects, (c ) enhanced object
tracking, (d) content aware resource scheduling, (e) join split mechanism for

multi channel video streaming, and (f) resource dependent accuracy control.
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4. An integrated intelligent server based system as claimed in claim 1 wherein said
intelligent interface is operatively connected to anyone or more (a) user
management and client access controller, (b) event controller and handler, and

(c) event and/or selected segments of sensory data distributor.

5. An integrated intelligent server based system as claimed in claim 1 comprising
operative client modules comprises selectively standalone surveillance client,
internet browser, web client , any hand held devices including mobile device

client, and remote event and/or notification receiver.

6. An integrated intelligent server based system as claimed in claim 1 wherein
said acquisition cum recording server is adapted to (i) collect inputs from
various sensory sources ,archiving, tagging, and indexing to seamlessly map in
a database or data-warehousing system involving any one or more of optimal
usage of computing, communication and storage resources, facilitate efficient
search, transcoding, retransmission, authentication of data, rendering and
viewing of archived data at any point of time and (ii) Streaming input sensory
data real time or on Demand including streaming video and other sensory
content in multiple formats to multiple devices for purposes including live view
in different matrix layout, relay of the content, local archiving, rendering of the
sensory data in multiple forms and formats, by a fail-safe mechanism without

affecting speed and performance of on-going operations and services.

7. An integrated intelligent server based system as claimed in claim 4 comprising
means for auto registration of servers involving unique identification number,
configuration data of the relevant server, means for recording sensory inputs
in local storage and streaming the data to client modules and means for

bandwidth adaptive uploading to central storage systems

8. An integrated intelligent server based system as claimed in claim 1 wherein

said analytics server comprises:

(@) sensory input analytics engine; and
(b) analytics engine controller.
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10.

11.

12.

13.

14.

An integrated intelligent server based system as claimed in claim 1 wherein
said intelligent interface is adapted for anyone or more of (i) filtering and need
based transmission of sensory inputs, (ii) directing distribution of alerts, (iii)

providing a common gateway for heterogeneous entities.

An integrated intelligent server based system as claimed in anyone of claim 5
wherein said client module comprises means enabling user to receive, view,
analyze, search sensory inputs and include standalone surveillance clients,

internet browsers, handheld devices, cell phones, PCs, Tablet PCs and the like.

An integrated intelligent server based system as claimed in claim 1 comprising
remote event receiver adapted to receive and display messages and ALERTs
from various components of the system which can further be multicast or

broadcast.

An integrated intelligent server based system as claimed in claim 1 comprising
central server adapted to serve as a gateway to plurality of said autonomous

system and integrate the system into a single unified system.

An integrated intelligent server based system as claimed in claim 5 wherein
each said acquisition cum recording server is adapted to accept requests
through the intelligent interface and/or receive inputs from various other input
sources, recording sensory inputs in local storage, intelligent uploading of the
sensory input in a cluster of storage devices wherein said cluster comprises
one or more network accessible storages in an efficient manner with fair share
to individual sources utilizing optimal bandwidth in a cooperative manner,
enabling searching of input and analytical sensory inputs and streaming of the
sensory inputs in original or transcoded format to various other devices

including surveillance clients.

An integrated intelligent server based system as claimed in claim 1 comprising
means for recording sensory inputs in local storage and intelligent streaming of
stored inputs continuously or on trigger from any external or internal services
wherein the data stream is first segmented into small granular clips or
segments of programmable and variable length sizes and said clips stored in
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15.

16.

17.

18.

the said local storage of the server, the clip metadata being stored in the local

database.

An integrated intelligent server based system as claimed in claim 14
comprising bandwidth adaptive data uploading from channels to central
storage system via said local storage comprises allocating a data source to a
server group with multiple servers in the group, said servers comprising the
server group adapted to exchange their respective capacity information such
that in case of a breakdown of anyone or more of the servers in a group the
remaining operative servers in the group share the load of the failed
server/servers, each server also adapted to monitor the available bandwidth
and also the data inflow rate for each channel into the server and accordingly
adjust the upload rate for an input channel , means to segment the data
stream into various sized clips and the rate of uploading the clips to the central
storage adjusted depending upon the network bandwidth and data inflow rate

for that particular channel .

An integrated intelligent server based system as claimed in claim 8 wherein
said sensory input analytic engine comprises of (a) scene analyzer, (b) rule
engine and (c) event decider.

An integrated intelligent server based system as claimed in claim 16 wherein
said scene analyzer comprises means for intelligent scene adaptive colour
coherent object analysis framework and method adaptive to the availability of
computational bandwidth and memory enabling processing steps to be
dynamically reconfigured.

An integrated intelligent server based system as claimed in claim 16 wherein
said scene analyzer comprises means to generate meta-data against each
frame for analysis and computing the complexity of the scene such as to
dynamically reconfigure the processing steps based thereon for optimal
analysis results depending upon the availability of the computational and other
resources for on-line and real-time detection of events and follow up actions

and further feeding the metadata along with the scene complexity measure to
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a controller adapted to decide the rate at which the frames of said channel

should be decoded and sent to the analytic engine for processing;

said rule engine adapted to maintain history of the metadata and correlate the
data across multiple frames to thereby decide the behavioural patterns of the

objects in the scene for further determinations; and

said event decider is adapted to receive the behavioural patterns as detected
by the rule engine and analyze the same to thereby detect various events in
parallel and also to control user defined application of any external device for

better decision making/study of the event identified.

19. An integrated intelligent server based system as claimed in claim 8 wherein said

20.

analytical engine controller comprises:

A) means to receive multiple sensory channel inputs and feed decoded
frames of the multiple channels to the analytical engine wherein the said
decoding and feeding of the decoded frames to the analytical engine is
optimally controlled such that the number of frames sent per second for
each channel is individually and automatically controlled depending on the
requirement of the analytics engine and also on the computational
bandwidth available in the system at any point of time; and means
adapted to stream sensory data along with analytical results either as
individual streams for each channel or as joined single stream data for all
or user requested channels involving joining the channels and transmitting
resulting combined single channel over IP network adapted to varying and

low bandwidth network connectivity, Or

B) means adapted to directly generate events without feeding any decoded

frames to the analytical engine.

An integrated intelligent server based system as claimed in claim 1 wherein
said intelligent interface is adapted to (i) auto register itself to the system, (ii)
accept request from surveillance clients and relay the same to corresponding

recording server and analytic server, (iii) receive configuration data from the
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surveillance clients and feed to the intended components of the system, (iv)
receive event information from analytic server on-line and transmit to various
recipients including remote event receiver, fetch outstanding event clips, if
any,(v) periodically receive heartbeat signals along with status information
from all active devices and relay that to other devices in same or other
networks,(vi) stream live video, recorded video or event alerts at appropriate
time, (vii) join multiple channel sensory inputs into a single combined stream
to adapt to variable and low bandwidth network,(viii) enable search based on
various criteria including data ,time, event types, channels, signal features,
and other system input and (ix) enable user to perform an user-interactive
smart search to filter out desired segment of the sensory input from the

database.

21. An integrated intelligent server based system as claimed in claim 1 wherein said
acquisition cum recording server group comprise plurality of sensory data

recording server adapted to :

record inputs from single /multiple data sources in atleast one local storage

space database with the URL of the files stored;

transfer the thus stored files from said local storage to a network based
central storage provided for accessing the files for end
use/applications,

said transfer of sensory data from source to the central storage via said local
storage being carried out taking into consideration the data download speed
(inflow rate) from data source to server along with the availability of
network bandwidth at any given point of time for efficient network
bandwidth sharing amongst the data multiple data sources to said

storage device in the network.

22. An integrated intelligent server based system as claimed in claim 21 wherein said
sensory data recording server is adapted to monitor available total network
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23.

24.

25.

26.

27.

bandwidth and per channel inflow rate and based thereon decide rate of per

channel video transfer from the server local storage to said central storage.

An integrated intelligent server based system as claimed in claim 22 wherein
said sensory data from the source are recorded in the form of variable length

clips wherein the clip duration is set by the user or set by the server itself.

An integrated intelligent server based system as claimed in claim 22 wherein
said sensory data recording server is adapted for determining the optimal bit

rate for uploading sensory inputs involving:

(a) average bit rate for each channel separately in periodic intervals wherein
the sensory input streaming rate (Di ) of a particular source/camera (Ci)
camera to the server is estimated and (b) identifying the available network
bandwidth (B) at that instant from the system; and finally (¢ ) calculating the

frequency of Clip upload for channel, based on :

U=[Bxk +32Di]xDi,

where O0<k<1, depending on how much of the remaining bandwidth is to be
allocated for video uploading task.

An integrated intelligent server based system as claimed in claim 1 wherein
the capacity of the respective servers in a server group is based on the
memory, network bandwidth and current processor utilization within the

server.

An integrated intelligent server based system as claimed in claim 25 wherein
a server group is adapted to allocate any one of the operative servers in said
group as the group master server and continuously monitor the servers in the
group and their respective capacities and decide on the allocation and release
of the input sensory source from any server within the Group.

An integrated intelligent server based system as claimed in claim 26 the said
group master server is adapted to release or add a sensory input source
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based on required (a) addition of an input source, (b) deletion of an existing
input source, (c ) addition of a new recording server to the system or when a
failed server again re-operates and (d) when a running server stops

functioning.

28. An integrated intelligent server based system as claimed in claim 1 wherein

each said analytical server is adapted for multiple component colour object

analysis in a scene favouring scene analytic applications comprising:

multiple component colour coherent background estimation involving colour
correlation of neighbouring pixels and inter-frame multiple component colour
correlation using said multiple components as a composite data and using the
relative values of these components to maintain accurate colour information

and appearance of the true colour in the estimated background frame.

29. An integrated intelligent server based system as claimed in claim 28 wherein

30. An

said analytical server is adapted for colour object analysis involving said
unified colour coherent background estimation involving statistical pixel
processing comprises using R,G,B components as a composite single structure
in a unified manner to thereby preserve the mutual relationship of theses
colour components in each individual pixel in order to maintain true colour

appearances in the estimative colour background frame;

continuously readjusting modelled or predicted values for each colour pixel in
a frame with all sequential forthcoming frames of the colour video;

correlate the spatial distribution of the colour values in a local region to model

the pixel background colour value.

integrated intelligent server based system as claimed in claim 28 wherein said
analytical server is adapted for colour object analysis involving said colour
analysis of each pixel comprising accumulating the colours in the above

window in different colour clusters k consisting of a mean representative

colour pixel value ('uR"uG’/’tB)k with span of colour deviation (GR’GG’GB)k
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and a number of appearance (Uk) of a colour pixel in this cluster and based

thereon

i) Matching the colour pixel (R,G,B) with colour cluster k to confirm if the

same is within the span of colour deviation ;

i) If the colour of the pixel does not match with any cluster then create a new

colour cluster with with mean value (R, G, B) and default chosen allowed

threshold for deviation (o, , 0, , 07, ) and number of occurrence v =1

ii) Split the colour cluster (p) which have a large (O'R,O'G,O'B)p value and

merge all the colour cluster which have very close mean reprasentative
value, the propability of occurrence then adjusted in the same ratio of the
estimated colour clusters for that population, to thereby achive finer

granular colour matching.

31. An integrated intelligent server based system as claimed in claim 1 wherein said
analytical server is adapted for efficient face detection in video images and
the like by limiting the search space involving motion detection technique and
controlled computational requirements based on desired accuracy by carrying

out prediction of number iterations and temporal parameter “t”.

32. An integrated intelligent server based system as claimed in claim 31 wherein
said analytical server for said face detection is adapted for:

i) involving the grey image of cropped motion rectangular area from
current frame to calculate said temporal parameter “t” and updating “t”
with history and calculating possible number of iterations “nlterations”

ii) calculating scale factor, no. of iterations and other parameter from look
up table;

iii) using convolution on different scaled images to get probable face
rectangles;

iv) grouping the probable faces with spatial information; and

v) obtaining therefrom the confirmed faces.
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33. An integrated intelligent server based system as claimed in claim 1 comprising

resource allocation for analytical servers involving:

estimating scene complexity relevant for frequency of frame processing ;

spawning of processor threads based on physical CPU cores involving a
controller;
allocation of threads to video channels for analytical processing based on

requirements; and

feeding the frames for processing to a video analytics engine at an fps F,
where F is calculated dynamically by the analytics engine itself depending
upon its processing requirements based on scene complexity to thereby

favour optimal sharing of resources eliminating unnecessary computing.

34. An integrated intelligent server based system as claimed in claim 33 wherein

35.

36.

said scene complexity is determined based on (a) inter class difference of
foreground and background (b) number of objects present and (c) extent of

processing based on the particular processing task.

An integrated intelligent server based system as claimed in claim 33
comprising a Controller module for spawning a number of processing threads
depending on the number of CPU cores present as available from the system
hardware information and a task scheduler module for generating the
sequence indicating the order in which the individual channels are to be
served for analytics tasks.

An integrated intelligent server based system as claimed in claim 1
comprising multi channel join-split mechanism adapted for low and /or

variable bandwidth network link comprising:
a sender unit adapted to receive multi channel inputs from site to join and

compress into a single channel and a receiver unit at the client site to receive

the inputs and extract the individual channels for the purposes of end use
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said sender unit adapted to combine while transmitting multi channel inputs
into a single channel ,frame by frame, and controlling the transmission bit
rate to avoid jittery out puts and/or any interference between individual

channels and/or starvation for any single channel.

37. An integrated intelligent server based system as claimed in claim 35 comprising
means for encoding the stream with variable bit rate depending upon the
available bandwidth from server to the client, a frame header is transmitted
with each frame of the combined stream, said frame header containing meta
data about the constituent streams, said receiver unit adapted to split the

combined stream into constituent streams based on said frame header.

38. An integrated intelligent server based system as claimed in claim 35 wherein
the sender unit is adapted to receive raw inputs or decode the inputs to raw
input and store in a memory allocated for inputs from a defined channel and
generate an initial fps on request from a client, on request of a subset of
channel from the client , a sample module is adapted to take the current
frame from the channel specific memory area at a fixed rate for those
channels and combines to a single frame along with generation of a look-up
table to store the channel ID and its boundary within the combined frame and
finally compressed and checked to identify all motion vectors which cross the
allocated inter-frame boundary and forcibly set all such motion vectors to null
to ensure that the video content of one constituent frame within the combined
frame does not interfere with the content of another constituent frame , a
frame header composed with meta data information about the position of the
individual channels frames within the combined frame , the resolution of the

individual frames and the time stamp;

said receiver unit is adapted to open a TCP connection with the sender and
request for all or selected channels including selectively specifying the format
for compression, additional commands to get the existing channel
information, resolution of the channels, the fps of the individual channels at
the senders end and other inputs directed to specifying the channels of
interest and specifying other parameters as the transmitting fps (f) ,initial bit
rate etc.
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39.

40.

An integrated intelligent server based system as claimed in claim 16 wherein
said event decider means comprises an enhanced object tracking system

comprising:

object tracking means in conjunction and one or more PTZ cameras wherein
when an object is first detected in a fixed camera view of the said object
tracking means the same is adapted to track the object and also generate
and transmit the positional values along with a velocity prediction data to the
PTZ camera controller;

said PTZ camera controller adapted to receive the positional information of
the object in the PTZ camera view involving scene registration and coordinate

transformation technique.

An integrated intelligent server based system as claimed in claim 38 adapted

to carry out said coordinate transformation following:

a. identifying a set of points in the static camera as A, B, .. and also

corresponding points A’,B’, ... in the PTZ camera by the user;

b. mapping any arbitrary point C in the static camera to the corresponding
point C' in the PTZ camera view dynamically wherein:

ax, bx, cx are x-coordinates of points A, B and C respectively in the static
Camera view and similarly a'x, b'x and c'x are for the corresponding points in
PTZ view where point C is interpolated with the help of points A and B, with a
confidence factor Was , where Was = (Ax - Bx) = [Minimum of (Cx - Bx, Cx -

Ax)] is determined to be

Cxas = Bx + [( AX - Bx ) X (Cx' Bx) - ( Ax - Bx )]

and wherein similarly, an estimate of x-coordinate of the same point C is
generated for all pair of points (A, B) in the Static camera view based on:

Cx= 2 [C'xaBXWa ]+ SWas
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41. An

42. An

43.

and similarly generating also the y-coordinate Cy for the point C.

integrated intelligent server based system as claimed in claim 1 wherein said

acquisition cum recording servers and said analytical server are adapted to
carry out intelligent automated traffic enforcement involving a video
surveillance system with video analytic servers adapted for carrying out
sequential analytical process (a) configuration means ( b) incident detection
means (c ) incident audit means (d ) reporting generation means (e)

synchronization means and (f) user management means.

integrated intelligent server based system as claimed in claim 1 comprising a
site map server installed within each autonomous system and also within the
centralized server gateway to the entire system which is adapted to receive
request from any authorised components of the system and respond with
positional data corresponding to any component linked, said site layer
preferably multilayered and components linked to any spatial position of the

map in any layer.

A method for sensory input recording and live streaming in a multi-server
environment comprising: a fail-safe server group
Each said server group comprising plurality of acquisition cum recording

servers
said multiple recording servers adapted to exchange information amongst one
another and left over capacity of each server is known along with the channel
information of every other server such that in case of any server failure in
said server group the remaining active servers in the server group
automatically distribute the required operative load amongst the remaining
operative servers for a fail safe recording and streaming of the sensory data.

44. A computer readable medium adapted for enabling and operating an integrated

intelligent sensory input/data acquisition cum recording server group and /or
analytics server group adapted to facilitate fail-safe integration and /or
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optimised utilization of various sensory inputs for various utility applications

comprising at atleast one autonomous system having :

I) A) said sensory input acquisition cum recording server group
comprising plurality of acquisition cum recording servers which are
operatively linked to assess respective server capacity and operate as
a group to enable fail-safe support when any of the servers in the
group fail to operate the remaining operative servers in the group are
adapted to distribute and take over the sensory input load of the non-
operative server/s to render the system fail safe and self sufficient ;
and/or B) said analytics server group comprising plurality of analytics
server for intelligent analysis including resource dependent analytical
accuracy control including means adapted for computing complexity of
scenes and dynamically reconfigure the analytical processing steps for
optimal analysis and/or availability of computational and other
resources for on-line and real-time and/or on demand for efficient and
user friendly streaming/analysis/detection/alert generation of events
and/or follow up actions; and

IT) an intelligent interface for operative connection to said sensory input
acquisition cum recording server group; and/or said analytics server

group.

45. A computer readable medium adapted for enabling and operating a method for
sensory input recording and live streaming in a multi-server environment

comprising: a fail-safe server group

Each said server group comprising plurality of acquisition cum recording
servers

said multiple recording servers adapted to exchange information amongst one
another and left over capacity of each server is known along with the channel
information of every other server such that in case of any server failure in
said server group the remaining active servers in the server group
automatically distribute the required operative load amongst the remaining
operative servers for a fail safe recording and streaming of the sensory data.

110

o


Eeliana
Text Box
45.



	Biblio page:1
	Description page:3
	Claims page:99
	Drawings page:129

