WO 03/ 061237 PCT/ EP03/ 01209 1 MASTER NODE SELECTI ON I N CLUSTERED NODE
CONFI GURATI ONS  FI ELD OF THE | NVENTI ON The present invention rel ates

gener al | ywom3menzput er 5 networ ks, and nore specifically teTiEPagiofzed anci ng
in network clustering environnents. BACKGROUND As some Internet sites
beconme popul ar, they may reach a point when a single server may be
insufficient to keep up 10 with the | dad on their system One solution to
such a situation is to conbi ne several servers, also referred to as

nodes, into a node group. Lents. the _node qroup, also referred to as
a | oad bal anci ng group, sb@gglﬁga%p Qi’s'-" a§E§'E%T:F1§ server. Internally,
however, workl oad reaching the 15 node group is distributed evenly anong

t he node group ne r (o} n i r d. In sone network
configurations sevg?gl %r%[gse&lgg!:w%s% Q&@giﬁﬁﬁﬁﬁﬁhg di fferent
resources in the system For exanple, one node group nmay be responsible
for transferring ,0 data files while another node group nay handle a site's
e-mail service. In addition, some nodes in the network may belong to
several _node 8rou s, _thereby creating overlapping node groups. Although
such f|EfFHPe EOHQEQFHUENTEéNfigurations are beneficial because they allow

highly 5 efficient resource allocation, they can be difficult to
adni ni ster. RAfetRePkeRidnidisnbiar tpgiadalsd ygeosfriagivestat ¢aastt O

03/ 361234+ &AL EP03LQ120%¢ %pecifically to load balancing in network

clustering environments.

BACKGROUND

As some Internet sites become popular, they may reach a

point when a single server may be insufficient to keep up

10 with the load on their system. One solution to such a
situation is to combine several servers, also referred to as
nodes, into a node group. To clients, the node group, also
referred to as a load balancing group, still appears as a
single server. Internally, however, workload reaching the

5 node group is distributed evenly among the node group

members so that no one node is overwhelmed.

In some network configurations several node groups are
created to handle different resources in the system. For
example, one node group may be responsible for transferring

0 data files while another node group may handle a site’s
e-mail service. In addition, some nodes in the network may
belong to several node groups, thereby creating overlapping
node groups. Although such flexible node group
configurations are beneficial because they allow highly

5 efficient resource allocation, they can be difficult to

administer.

A network administrator typically configures at least



one node in a node group to be a nmaster node, also referred to herein as
an lbnode. In general, the nmaster node takes ownership of the node group
and is reapoadstBe for allocating tasks anong the node gPCEEPIBRN2EY S.

Thus, in 5 addition to performng the same duties as the other nodes in

t he node group, the nmaster node is responsible for distributing work anong
t he node group menbers. Generally, thé& naster node is manually sel ected by
a network adm nister. Although the network adm nistrator nay 10 use any

criteri arteo rsrleecin aa NASHEr ghode, tAIIera NRLdase Ar oy pi sakby reekected based
i aval lability refers to a node's capacity to

on high,availability. Hi gh
pr ovi ge tocg!'hﬂ?ﬁfbu%gaéeeg?qo&enet Work 9FB&EaL cedheveas ihenngderi dakesnet wor k

fail ureswoeashiplhust tBRenetimeIk agibmb St pator is 1h.ofteBihaced syt h the
task of _finding the nost highly available node in the node group to sel ect

as the &rl&t?ﬁ‘a'.ﬁnﬁas*f%?k%od@onlg nBRfRg e nBEPURI GNP | abisHodés in

poss$ bl ydeMeriloappion 1T GRS dBY-he @udidd | col tneupdgrtakipg and may
require ghe network adm nistrator to use 20 tlne-consunlng,trlaf and error
techni qi88. ASther9hethod &S ndradsshg RRdeavdis abiespgneible noder group

i's to ekieet rappith B YRS LAbnROUR ARG BEERRARS hBsher node, also referred
to as a primary |Ibnode and a secondary [I'bnode, for the node group. The

primary masteengede125 agid vekytbandl s | 9ad halanci\ngsbeL thg ggﬂeagroup,
whil-e the secondary master node servers as a backup master no ready to

takeovePeFHQHkbﬂ@ﬁ%ﬁﬁi}qﬁ-th%lEhPHﬁhytﬁﬁsméﬁwﬂﬁkaad@ﬁmt$ttm@@ximQYa
mast@r ﬁ@@edﬁyrcﬁﬁggkiﬁdHBdQQQEdﬁ)érﬁhsﬂgggagagypﬁyy%eﬁuﬁgﬁ%s' gLeases
In

t he node QEOUE'S 30 availability. However, a g a secondary nmaster node
furt her “¥BAERLERL eSeARAESs Biasedui PRnghisk nevedrllability. High

availability refers to a node’s capacity to provide
continuous access to network resources, even when serious
network failures occur. Thus, the network administrator is
15 often faced with the task of finding the most highly
available node in the node group to select as the group’s
master node. Finding the most highly available nodes in
possibly overlapping node groups may be a difficult
undertaking and may require the network administrator to use

20 time-consuming trial and error techniques.

Another method of increasing the availability of a node
group is to elect a primary master node and secondary master
node, also referred to as a primary lbnode and a secondary
lbnode, for the node group. The primary master node

25 actively handles load balancing for the node group, while
the secondary master node servers as a backup master node
ready to takeover load balancing if the primary master node
fails. Creating a master node pair adds redundancy to the
node group and, hence, increases the node group’s

30 availability. However, adding a secondary master node
further complicates matters by requiring the network
administrator to now find two nodes in the node group to act

as lbnodes. Generally, the primary and secondary lbnodes



adm nistrator to now find two nodes in the node group to act as |bnodes -
Cenerally, the primary and secondary | bnodes WO 03/ 061237 PCT/ EP03/ 01209 3
nmust stilwoba/oeizesen for maxi numavailability within a neCmaEPk3/of20possi bly
over | appi ng node groups. SUMVARY OF THE | NVENTI ON The present invention
addresses the above-identified 5 problens with the prior art by providing
a method for selecting master nodes Bo nanage a target node group in a
conmput er network having nultiple nodes and node groups. The nethod incl udes

a det ermiBtNgsepeIAthON dHdsddet 6P NeaX iRRMT Bgadiabange f of,iRade pairs
within the 10 network., Each node pair includes two node pair nenbers and

t he hanifhYCdKsPanPesseilPtHeCHBHE BRI §OFRe IHARPEF of node groups the
node pair menbers do not share in comon. Another determ ning operation is

used t oggRuARE 68 euEPeftERrPeiy on i ndex for nodes within the network. The
15 participation index is the nunber of node groups the node belongs to.

An avail abil vhy potesdi@l ifrferdiheModepaldstd Stpal Sgbsi@éegawggf-lae
avallablllti potential is the sumof the participation Indexes o% t he node
pai P meRbebsemsgubyi Bt echdy RO hamiitng Rl stanyédahot he nveehpdi rfoan 20

opt i mal s £ogbi naki ol Qle OGS BRI £5 iy {ynd, by JLacatinggd he o eamipation of
node pairs with“the maxi numtotal availability potential For t he network.
A sel ecEPmputepenativonkskdecng muhbtspée nodespand findm ghieuppti nal

conbi nati on of node pairs, with the nmaster node pair having 25 both node

pai r menber sThel omiitHpd o Lheltdeget aodelgroupning aopeseddonodetpair
does nq&e@ékﬁinéoraiig?ﬂﬁﬂéﬁﬂ Jd1ode n ¥ oy, apnade pgloagi gL fo,t heytar get

node group Is selec
10 ~ network. Each node pair includes two node pair members and

the hamming distance of the node pair is the number of node
groups the node pair members do not share in common.
Another determining operation 1s used to determine a
participation index for nodes within the network. The
15 participation index is the number of node groups the node
belongs to. An availability potential for the node pairs is
also determined. The availability potential is the sum of
the participation indexes of the node pair members
subtracted by the hamming distance of the node pair. An
20 optimal combination of node pairs is found by locating the
combination of node pairs with  the maximum  total
availability potential for the network. A selecting
operation selects a master node pair from the optimal
combination of node pairs, with the master node pair having
25 Dboth node pair members belonging to the target node group.
If a master node pair does not exist for the target node
group, a node belonging to the target node group is selected

as the master node for the target node group.

Another aspect of the invention is a data structure for
30 use in selecting master nodes to manage a target node group
in a computer network. The data structure includes a

hamming distance array containing, for node pairs in the



as the master node for the target node group. Another aspect of the
invention is a data structure for 30 use in selecting naster nodes to
manage a wearigesizanpde group in a conputer network. The daPaTstPosict20e e

i ncludes a hanmm ng di stance array containing, for node pairs in the WO
03/ 061237 PCT/ EP03/01209 4 network, the nunber of node groups the node
pair nmenbers do not share in common. 4In addition, the data structure

i ncludes a participation index array containing, for nodes in the network,

the nunbetwef kpodegraupset her npgeebek-engs 3 HO nddk t he{ Fonsmbthe dat a
structure includes an avail abili tﬁ/ potential array containing, for node
pai rs i ROtt hePREEWOIR, ERENSEM of khe asklithirpat itdie | H@dres s6FULhErenode

pai r merhensqsebty a%&@éi@iph!@@oﬂarﬂﬂd& d 5+ 8PCe Rt Liff ng)0dE PaLLLL0 Yet
anot her ;aspect of the invention is a conputer program product enbodied in
a tangi Ble Hh&di BetTHek cofrBat érmbsio firfantpee dgecupse | thfeshedepheépnpsadabl e

progs amcgodes cpyptRdrhorthe tangi ble ypedi %tfr‘?{(ciﬁfﬂeem 'i?l%lﬁ%]% er nodes to
manage a target node group in a conputer networ aving 15 nultiple nodes
and nodévgiéapslithe kUt Er] r eahl eongredgriaa cofiles inesleude bragiam code
configu t m a ' LS - ' it hin e
netvmrk?ﬁ%herpe%gén’%'n @giest%%?,@fggt}g% s?%s&gtgé;l%ad\}yjei gﬁ%%e%ﬂu ert})lg node
groups PREeSnda@d rpaigm e?ebigoaqiord shdr ehien heommiory  @0sYaroteherf pEbgr am
code ispggnfigyred to determne a participation index for nodes within the
network, the  participation index being the nunber of node groups the node

e 005 | PO R bRt canld O SR A 00 cBucer
program product embodied in a tangible media. The computer
program product includes computer readable program codes
coupled to the tangible media for selecting master nodes to
manage a target node group in a computer network having

I5 multiple nodes and node groups. The computer readable
program codes include program code configured to determine a
hamming distance for node pairs within the network. The
hamming distance, as discussed above, is the number of node
groups the node pair members do not share in common.

20 Another program <code is configured to determine a
participation index for nodes within the network, the
participation index being the number of node groups the node
belongs to. Another program code is configured to determine
an availability potential for node pairs, the availability

25 potential being the sum of the participation indexes of the
node pair members subtracted by the hamming distance of the
node pair. The program is then caused to find an optimal
combination of node pairs, wherein the optimal combination
of node pairs has the maximum total availability potential

30 for the network. Another program code is configured to
select a master node pair for the target node group. The
master node pair is the node ©pair from the optimal
combination of node pairs having both node pair members

belonging to the target node group. If a master node pair



25 potential being the sumof the participation i ndexes of the node pair
menbers subtracted by the hamm ng di stance of the node pair. The program
is then ca0ovamder287 fi nd an optimal conbi nati on of node paiPC3/EPadiened n t he
opti mal conbination of node pairs has the maxinumtotal availability
potential 30 for the network. Another programcode is configured to

s-el ect a master node pair for the target node group. The nmster node pair
is the node pair fromthe optimal conbination of node pairs having both
node paidoe®hel sex et 0@ NGhtO thhgetamgrte NRARE) C4Pprbiranmasher jrode
pai r WO 03/061237 PCT/EPO03/ 01209 5 does not. exist for the target node
group, &PiagiERdcole iseleehf ijurBPsdF sereet Hokasthe rokIStor PORE t ar get

node gi@uip,t hengashestapdended ngdihgy nede bghangime togihe dargek node
group. g Anot her aspect of the invention is a systemfor™ selecting naster

nodes t &3f@Fige st -G -node group in a conputer network having nultiple
nodef and node groups. The system.includes a hamm ng di stance nodul e for
det et mi ni ng AR/ nGSHStan & ofthRdel BEgsioRt hin t Re BEEREMK. TAT10

parti ci patiieet ingdexs sl gobssused hongdel eenng fet+ PabhkCcigahionhndex of
nodes within the network. An availability potential nodul’e determ nes the
avai | abFPI tegofehiicalk SR YR Mutie- iRlia S1QaRP aaRGanedengdaresti ndbet he
opti mal sqeminatiamRfs NOdgaRAlh§ dAskhhst $€JRGH %ﬁvéakérﬂéngﬁ&eg S a
mast er node pair of the target node group, and, If a nmaster node”pair does
not exi SEMPGASt hdlehrgee nele Bedap,Pairsecdrid isel ddtd omatouulke f or Asel ect s

a_ MRS ehaRedeibakibhe  1ARER! AN M OURs ANGLBAT aspectydie e nvgntion
IS a netno or
participation index of nodes within the network. An

availability potential module determines the availability
potential of the node pairs and a search module finds the
optimal combination of node pairs. A first selection module
I5 selects a master node pair of the target node group, and, if
a master node pair does not exist for the target node group,
a second selection module for selects a master node for the

target node group.

Another aspect of the invention 1is a method for

20 selecting master nodes to manage a target node group in a
computer network having multiple nodes and node groups. The
method includes a determining operation to determine a
hamming distance for node pairs within the network. Each
node pair includes two node pair members and the hamming

25 distance of the node pair is the number of node groups the
node pair members do not share in common. An optimal
combination of node pairs is found by locating the
combination of node pairs with a minimum total hamming
distance for the network. A selecting operation selects a

30 master node pair from the optimal combination of node pairs,
with the master node pair having both node pair members
belonging to the target node group. If a master node pair

does not exist for the target node group, a node belonging



20 sel ecting nmaster nodes to nanage a target node group in a conputer
networ k having nultiple nodes and node groups. The nethod includes a
determ niwg@ oopenration to determ ne a hanmm ng di stance foPChaEPe3/@2IY S

wi thin the network. Each node pair includes two node pair nenbers and the
hanmm ng 25 di stance of the node pair is the nunber of node groups the node
pai r menbers do not share in common. An optinal conbination of node pairs
is found by locating the conbination of node pairs with a m ninmmtotal

hammi ngt o di-sbanee s ﬁd&éfﬁ%dﬁﬁklsAsé@é@%éangso@ﬁéﬂMégté@|ﬁ@&é €o§0
master node pair fromthe optimal conbination of node pairs, wth the

mast er BBHetpaPRthaPPAAQgIBOYR- node pair menbers belonging to the target
node group. |If a master node pair does not exist for the target node

group, a nod&hBel SrFigsPING 032G 12FENRCT/ EPB3LVI2BY  6lttid ittHe S ar gB€ node

group i sqeghested aéfth@hgasiﬁ§eﬂ9§8nf0%11§hebéar8?baPQH€ 9EOYR. The
for%g0|ng and other features, utilities and advantages of the invention
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conput efraeineek environnment 10 enbodyi ng the present invention. Flg 2
shows a conputer network enbodying the present invention divided into
several node groups. Fig. 3A shows the f irst phase of a f |low chart of an
exenplary master node selection algorithmin accordance with 15 the

presentpppMPNHESBRIPTION OF THE DRAWINGS

Fig. 1 shows an exemplary computer network environment

10 embodying the present invention.

Fig. 2 shows a computer network embodying the present

invention divided into several node groups.

Fig. 3A shows the first phase of a flow chart of an
exemplary master node selection algorithm in accordance with

15 the present invention.

Fig. 3B shows the second phase of a flow chart of an
exemplary master node selection algorithm in accordance with

the present invention.
Fig. 4A shows a node group configuration array.
20 Fig. 4B shows a participation index array.
Fig. 4C shows a hamming distance array.
Fig. 4D shows a potential availability array.

Fig. 4E shows a preferred order array.

DETAILED DESCRIPTION OF THE INVENTION

25 In general, the present invention 1s used to

automatically select master nodes such  that optimal



Fig. 3B shows the second phase of a flow chart of an exenplary master node
selection algorithmin accordance with the present invention. Fig. 4A
shows a woe3geénap configuration array. 20 Fig. 4B showsPpeTgeot/dripati on

i ndex array. Fig. 4C shows a hanm ng di stance array. Fig. 4D shows a
potential availability array. Fig. 4E shows a preferred order array.

DETAI LED DESCRI PTI ON OF THE | NVENTI ON725 I n general, the present invention
is used to automatically select nmaster nodes such that optinmal WO

03/ 061237aPCEHERAIA0 1209t hd awvail a%ddg yiof athechade growp ksvaehigped. The
inventigon |s described in detail below with reference to Figs. 1-4E. \Wen

refeyriﬁé1@?%QE¥9@%yi%s§e¢PRé helgut uvesh angferenent $o shbaw. t BrdBghout
are i ndijpahed aiddt-ilidker s eéﬁée?%gug%”ﬂiﬁce A Gred 278 g{{gg@k@rsy

conmput er networ k enviTonnment dyi ng the present inventron is shown.
A clienfhopa thgopigéritedreodndiceseicnyitd 4 ikedeederepctObunmeralgh a wi de
area_network (WAN) 108. The communi cation path between the client 104 and
the hode grodp 18I may i nehudeerarliaoys ¢ompetenr kistyaddyvi eesiknomanto t hose

inart. r e, router 110, may be used to direct nessages.fromthe
client lﬁg4eﬁ§%t é?ﬁhﬁé“%ré%ﬁﬁﬁﬁ>.lﬂ%%nﬁbaﬁ é?oﬁ%ofﬁﬁ igxc%ﬁb?ggeagéf
several inogestit2d shamiudg catt ingaslo ANerCMEIbLUSt 106 ki £5@4 C8 Fide such
as 15 data. One node in the node group 106 1s selected to be a naster node

116, al 86°Ref&ed’t o Hétei H0%s t RBepcomamupidehiede Paltie eistesn nblie 116
Lypicalby; kgeps164acknl £4EN ndiHe' AT LAY | kb, a0Ahaad pod;bgovards

new cli e
10 networking devices known to those in art. For example, a
router 110 may be used to direct messages from the client

104 to the node group 106.

The node group 106 is comprised of several nodes 112

sharing at least one common network resource 114, such as

15 data. One node in the node group 106 is selected to be a
master node 116, also referred to herein as the primary
lbnode. The master node 116 typically keeps track of each
node’s availability and load, and forwards new client
session requests to nodes 112 with spare capacity. In this

20 manner, the master node 116 acts as a load balancer by
dispatching incoming connections and packets to those nodes

112 within the node group 106 that can take on the work.

The node group 106 may also include a second master

node 118, also referred to herein as the secondary lbnode or

25 backup master node. Both the primary lbnode 116 and the
secondary lbnode 118 are referred to herein as a master node
pair or lbnodes. The first and second master nodes 116 and

118 continuously monitor each other’s status, known as
heartbeating, so that if the first master node 116 fails,

30 the second master node 118 can take ownership of the node

group. This adds redundancy to the system and helps



session requests to nodes 112 with spare capacity. In this 20 manner, the
mast er node 116 acts as a | oad bal ancer by dispatching i ncom ng
connect i owe oanéi2packet s to those nodes 112 within the no®eT@POMm209D6 t hat
can take on the work. The node group 106 may al so include a second naster
node 118, also referred to herein as the secondary | bnode or 25 backup
mast er node. Both the primary | bnode 816 and the secondary | bnode 118 are
referred to herein as a naster node pair or |bnodes. The first and second

master pedesr¥d6 andenkl8 £OMidsmousliy mepkkor LRCh Ot hephs stghdgesknown
as heartbeating, so that if the first naster node 116 fails, 30 the second

mast er A@dEung8iean-t ake ownership of the node group. This adds redundancy
to the system and hel ps WO 03/061237 PCT/ EPO3/ 01209 8 preserve client
sessions in éasecpfe oPnfhgurdhbdes ohaltfiencirtesent niswensdnhi,guriei on of
the preseRbabayeftiane tgy Lbagdgs il idigedis DetworicOopat ehep as a
network load 5 bé]ané%p. | BM g%.a Fegigfég% tradena%ﬁ’%ﬁ€%nte(nationa
Busihesbalaehieies CbBMoris i an.refHes tNatagbr krdileparkherf pnoerdesinngh

avai | abil. it de - I | I nki ng Ny, Lodi vi, dual into a
single FESF§§FQNeyﬁgﬁE%%gfaéﬁ§%§n%%?§%¥. nl%ﬁ%ity%ﬁgé¥he ﬁ%?égggﬁek

Di spat chepvicdeps htigltk aghil@bdddl ynodedsr avaitiraid | tgadad Hwadinkihow ng
t he mas n - ryward n essi on r€g i

capact T pbyy ety MR AP P ESIPell POEFRER hPLTERES |
used wi Bhruther et wotdit bad, behantekworgp&ispaigher dreest | veadackip

| bnggle pargdigm. ,3uch, as Lhe 15, '-%ﬁ‘a'x%é’é{ﬁt ugh 13855 %ef ’th"earx’[.%*éeﬁﬁé%‘ | oad
bal anci ng ~ sw tchés, and ot'héer “node cl ustéring envi‘ronments.
to forward new session requests to nodes with spare
capacity. It 4is further contemplated that the present
invention may be used with other network load balancers
operating in an active-backup lbnode paradigm, such as the
15 Linux Virtual Server, various custom load Dbalancing

switches, and other node clustering environments.

In Fig. 2, a computer network 201 embodying the present
invention is shown divided into several node groups 106,
202, 204, and 206. Such an arrangement is representative of

20 a network site configured to handle high volumes of network
traffic. It should be observed that some nodes in the
network belong to two or more node groups, thereby creating
overlapping node groups. Thus, the present invention allows
for arbitrary groupings of nodes into node groups, provided,

25 of course, that each node group member be given access to

the network resources the node group is servicing.

As detailled below, one embodiment of the present
invention is a system for automatically selecting lbnodes to
manage node groups in a computer network. The Ilbnodes are

30 selected to optimize the network’s availability and session
preservation in case of lbnode faillure. The invention
therefore beneficially frees the network administrator from

finding the best master node to manage each node group in



In Fig. 2, a conputer network 201 enbodying the present invention is shown
divided into several node groups 106, 202, 204, and 206. Such an

ar rangenewpD mBsenepresent ati ve of 20 a network site confi gece@rprdotzendl e

hi gh vol unes of network traffic. It should be observed that sonme nodes in
the network belong to two or nore node groups, thereby creating
over | appi ng node groups. Thus, the pré&sent invention allows for arbitrary
groupi ngs of nodes into node groups, provided, 25 of course, that each node
group mehkeneheogkven access to the network resources the node group is
servicing. As detail ed below, one enbodi nent of the present invention is a

system for aughom@hiezalll,y t3el egitingll sesyidnt nBnage: fpdecgr aups el a
conput er _n t%ork. The Eodes are 30 selected to optimze the network's
avai | abi-fi Sﬁ ARG 8SsitanLoYPés e 0R 158t & 199 DSt aitkeur e. - The

inventimn &heref eree hemeddesably breesappenpebweriloiadd isthayes firom
findi ng est _master node to nmanage each node group in WO 03/061237

t he
PCT/ P0§738§2 o @t hre net wWork.SUGH gtk af:=the Hpti mal deépl sPeEst N r at egy
for ibnudes. js. dediged a5 d0f hoWstn& VERe arSQLi AEmBRdessNEINL1 DR, - - -
NO and a set of possibly overl apping groupi ngs of nodes in 5 sets Gl, @&,
Gm M@HERTt RAte PR KpfoRgevery Gi1sughefk@™NP, Ngr . . . belong to set
N. then the requirement is to el ect a master node pair for every G such
that: 1. onelmasPBf rBEBLPAI rAefbeP2iE JESTRRAL elSt héespenahey nhBeer node

(primaryrihaedemaantt heogt hapaster 140-800e paj rNEMENL IS fesigpat ed
t he backup master node (secondary I'bnode); and 2. if two nodes Np and Ng
ar Oelé%? 8 tB2bE mashleeks ois deSignated’ the backup master node

(secondary lbnode); and

2. 1f two nodes N, and Ny are elected to be masters of
group Gi, then neither N, nor N, can be a master node of a

different node group G; with a third node N;.

15 If the maximum number of groups in the network contain
master nodes satisfying the above conditions, then an
optimal deployment strategy has been genefated.
Furthermore, those groups satisfying the above conditions
achieve high availability. It should be noted that in some

20 network configurations it may be impossible to achieve high
availability for every group. For those groups that cannot
achieve high availability, the election algorithm of the
present invention selects one of the group member nodes to

be the master node.

25 In one embodiment of the invention, the algorithm also
adheres to the following weak requirement: the master node
roles for groups Gi, Gy, . . . Gp are distributed as much as
possible among the nodes in the set N. In other words, if
there are m groups and n>m nodes, and if permitted by

30 configuration, none of the n nodes are masters for two
different groups. Such a deployment strategy is desirable

because it distributes the ingress points in the network



group G, then neither Np nor Ng can be a master node of a different node
group G with a third node N,. 15 If the maxi num nunber of groups in the
net wor k cwotoaiosn23Tast er nodes sati sfying the above condi t iPCR&EPOY/EN9 an
opti mal depl oynent strategy has been generated. Furthernore, those groups
satisfying the above conditions achieve high availability. It should be
noted that in sone 20 network configur@ations it may be inpossible to
achieve high availability for every group. For those groups that cannot

achi eveafi-gBsavahkabidiifperdhite @lREld onb@al gafd t hayetehe cpresenyeipvention
sel ects one of the group nenber nodes to be the master node. 25 In one
enbodi nERELBRSLRE | Rbent pBALlehecal §BPPYRF aP3BdwadhBr esaig t hBeEBPVoOW ng

weak regygfﬁﬂgﬁ£in%h€hga§535_nggncﬁﬁbe§rggﬁi%r%%R%s@ithgznodes.- G are
distributed as nmuch as possible anong the nodes in the set N. In other

words, if tRgre;jgke AadLAUPSEANG P NQAes.t and if Q§éﬁ§>i%§§i RYs8Qr

configuration, none of the n nodes are masters for two <different groups.

Suck a meptoynehecsioat eghgdsithesi riahl @cdverkuses | widhst thbut pseshBti ngress
poi nt s Jfﬂv%&?igﬁt\ﬁ@f Ky eﬂ%égf.il?%epgﬁ&%%ofgho 0%+ @C%P&éryeﬁmdhéf erent

nodes of the system “eftectively 1 ncreasing e avail abl'e”Irnbound

bandwi dthowandnt Fgeb\3A diwteidutodgst heel oad e ldncipel tedfbasedconss t he

nodes. In Figs. 3A.and 3B, a flow chart of an ex | ar ster_ 5 node
selecti%ﬁF%?S%rFPWﬁ%Q¥%§Eﬁﬁ%i CHIH-he pr eﬁgg Fﬁ%@%&(ﬁ%%%ap? sent ed.
The firshe phasedfttrhe shgofii thmFisg. SBBW ndks . ndAesWhefe sdEeseare
optinaL#grpaired based on network caonfiguration information._ In the second

phase t RBCRI §8FPt FFPWBhowt b $HaYd 3B TRIGBFehode’t atke ef a8t el

operations of the algorithm may be implemented (1) as a
sequence of computer executed steps running on a computing
system and/or (2) as interconnected machine modules within
the computing system. The implementation is a matter of
15 choice dependent on the performance requirements of the
system implementing the invention. Accordingly, the logical
operations making up the embodiments of the present
invention described herein are referred to alternatively as

operations, steps, or modules.

20 The algorithm begins with determining hamming distance
operation 302. In this step, the hamming distance (d) of
each node pair is calculated. The hamming distance of each
node pair in the network is defined as the number of node
groups the node pair members do not share in common. For

25 example, referring back to Fig. 2, the node pair (n5, né)
has a hamming distance of 0 since node n5 and node né belong
to the same node groups. On the hand, the node pair (mn5,
nl0) has a hamming distance of 2 since node nl0 belongs to
two node groups that n5 does not belong to. Returning back

30 to Fig. 3A, after the hamming distance of each node pair is
determined, control is passed to determining participation

index operation 304.



10 for each node group. It should be remarked that the |ogical operations
of the algorithmmmy be inplenented (1) as a sequence of conputer executed
st eps rurmprg/oen3a conputing system and/or (2) as interceca@Ppyai2zonchi ne
nodul es within the conputing system The inplenentation is a mtter of 15
choi ce dependent on the performance requirenents of the system

i mpl ementing the invention. Accordingly, the |ogical operations making up
t he enmbodi nents of the present invention described herein are referred to

al ternati vel Yrasdebpenahi 89S pateRS pa@ioDduh8sx 2pekha @rgosds hmbpggi ns
w th determ ning hamm ng di stance Cggeration 302. I'n this step, the hanmm ng
di st anc®3FGPatdguh Abdexpaipil s ofal earht eebdahd mabhiengneliwtancd sof each

node paidy iy 1t et wakk, i i tk nmber . of _no r t.he node
pai T Iorba e o tnt share T oron Lo L8R o e, Fer e i Back To Fi .
2, the rGd€ugaited ngy wepntiay athanmimgedi sifanoedef grsipwethedacd® and
nodesn6 I t he roup .t he hand, the n@de,pair _(nb5,
n10)5ha§%30%§%ni%§'distgﬁgg g¥g§¥§ﬁhceiﬁoggiﬁio %éloﬁﬁ% ongtwgaﬁodg'groups
t hat n5pdeed ciptitbelnongntiex Refurhi rgnkacki80 belbhgs 3 afgeB t hechanmi ng
di st anc f _each _node pair is, determned, control is passed to determ ning
partici%ﬁ%’gn i e Bgﬁrg@FSﬁCGGEﬁlﬁEBG@%ﬁ%ﬁZ%? PeETeEPO3LOL 209Nt L
det er m Risng A | Chpakledn iHEex RRERAL h9R 304 vA NEpAT 14 gl Pgblt_%ﬂ ijngex (pi)
of each node in the network is calculateg. The participation |n5ex (pi) of
each no@&cratieal 8@6at ed by counting the nunber of node groups the node 5
bel ongs to. For exanple, in Fig. 2, node n7 has a participation index of 2
sint@ it bel dAgsdebeBBnandavaBEIDL1l Onge ndteerpardl cigpatriadd dmnd8R6i,s

deterni@ﬁg’ %%%ngbility potential (P) of each node pair is
calculated. The availability potential (P) of a node pair

is defined as the sum of the participation indexes (pi) of

the node pair member subtracted by the hamming distance (d)

15 of the node pair. Since the sum of the participation
indexes (pi) of the node pair members provides the total
number of node groups the pair belongs to, and the hamming
distance (d) provides the number of node groups the node
pair members do not share in common, the availability

20 potential (P) of a node pair therefore indicates the number
of possible node groups the pair can provide high
availability to. Thus, if pi(n,) is the participation index

of node n,, pi(n,y) is the participation index of node ng, and
d(np,ng) 1is the hamming distance of node pair (n,,ng), then

25  (pi(np)+pi(ng)-d(ny,,ng))/2 is the potential number node groups
the node pair (ny,,ng) can be masters of. Once the
determining availability potential operation 306 is

completed, control passes to finding operation 308.

In finding operation 308, an optimal combination of
30 node pairs for the network is found. The optimal
combination of node pairs is the combination of node pairs

having the maximum total availability potential (P) for the



is then passed to determ ning availability potential operation 306. 10 In
determ ning availability potential operation 306, the availability

pot ent i alwQmp/oef23rach node pair is cal culated. The avai |l oirlEPIY0OR04 ent i al
(P) of a node pair is defined as the sumof the participation indexes (pi)
of the node pair menber subtracted by the hanm ng di stance (d) 15 of the
node pair. Since the sumof the partild pation indexes (pi) of the node
pair nenbers provides the total nunber of node groups the pair bel ongs to,

and thenbagsi-Rg dist aReer( dofdHVi €8 e iMabesa Of i RQAe FriRss t hg node
pair menbers do not share in common, the availability 20 potential (P) of a
node paPPteRABREf ol i ndelearakinfie MPfser PB¥CHoséhBlte A Yrigupsthfie pair
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pot enti atrepegdt i oBO6 | §orconpl egedencontonmfigasaesonp fiandi ngtbperati on
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t he net %Fgg&fg%gun%g%%ggp?ﬁhna& ggér%bi%%rg?%;gt% r?c}lde%fggi rgl{;gg?Egﬁ

conmbi nataonobf baofleupdirs having the maxi numtotal availability potenti al
(P) for the WO 03/061237 PCT/ EP03/01209 12 network. In other words, the
opti mal pairiing ohenocedddsimelit ai mEd biiegenewanitignnodetlpai reptimsl

e SRS SAE Lot 2k o Yer oLl sy nae Bt 00SsoBro e} e
searching for the maximum total availability potential
within a sorted array of node pair availability potentials.
Starting with the topmost element in array (which has the
highest potential wvalue), the node pairings encountered are

15 recorded along with their availability potential. When all
the nodes are accounted for, the total availability
potential is compared with the previously calculated total
availability potential. If the new total availability
potential is higher, the node pair combination is saved as

20 the optimal pairing and is compared with the next node pair
combination. The process is repeated until the availability
potential of the optimal pair is greater than the highest
node pair potential considered multiplied by the total

number of nodes. For example, the program pseudo-code for

25 determining the optimal combination of node pairs may be as

follows:

Maximum potential = 0;

i = 0;

while (POTENTIAL[i]*NUM NODES/2 > Maximum potential AND
30 i <= NUM_NODES*(NUM_NODES—l)/Z) {

Total potential = 0;
PARTNER[] = O;

n = 0;



5 generated may not necessarily be the only best deploynent strateg
for a given configuration, a better deploynent strategy than that
gener at edwby3wbe3al gori t hm cannot be found. I n one enbodiPeEmPO®6120h
invention, the optimal 10 conbi nation of node pairs is obtained by
iteratively searching for the maxi numtotal availability potential
a sorted array of node pair availabillily potentials. Starting with
topnost elenment in array (which has the highest potential value) |,
node pairings iencountered are 15 recorded along with their availability

are_accounted for ''to
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=3+ 1;

}

if (Total_ potential > Maximum potential) {
Maximum potential = Total potential;
OPTIMAL PAIRS[] = PARTNERI[];

return (OPTIMAL PAIRSI[]):;

To better illustrate the above process, reference is
made to Figs. 4A-4D, where exemplary data structures used by
the master node selection algorithm are shown. In
accordance with the present invention, the data structures
described below can be any available media that can be
accessed by the selection algorithm. In a particular
embodiment of the invention, the data structures are
embodied as computer readable media. By way of example, and
not limitation, computer readable media may comprise
computer storage media and communication media. Computer
storage media includes volatile and nonvolatile, removable
and non-removable media implemented in any method or
technology for storage of information such as computer

readable instructions, data structures, program modules or

ode
with

est

0;
i <=

avai lability

8t35%1p) Total potential = 0 PARTNERH = 0; n = 0; WO



j while (n < NUM NODES-1 AND j <= NUM NODES* ( NUM NODES-1)/2) do I if
(nodes a, b, in elenent POTENTIAL[j] have not been 5 paired) | set
PARTNER[ avol3/0687 PARTNER[ b] a; Total potential Total - potP€mtEPas/ 01204 hi s
node pair's potential; nn + 2; 10j j + if (Total _potential > Mxinmm -
potential) Mxinum-_potential = Total potential; 15 OPTIMAL-PAIRS[] =
PARTNER[]; + return (OPTIMAL-PAIRS[]Y)4 20 To better illustrate the above
process, reference is made to Figs. 4A-4D, where exenplary data structures

used byothBe masi£r nadénselect seBrabgormddin anecshews., But aGeordagnce with
the present invention, the data struCtures described bel ow can be any

avai | ablénibefa tohatRAMn BeMps5 FEERENsed IRER HeSHar EcOtorP dIfor fERAFYI n a
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as conputer rea abl e medi a. By way of exanple, and not l'imtation,
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Communication media typically embodies computer readable

instructions, data structures, program modules or other data
10 in a modulated data signal such as a carrier wave or other
transport mechanism and includes any information delivery
media. The term “modulated data signal” means a signal that
has one or more of its characteristics set or changed in
such a manner as to encode information in the signal. For
15 example, communication media includes wired media such as a
wired network or direct-wired connection, and wireless media
such as acoustic, RF, infrared and other wireless media.
Combinations of any of the above should also be included

within the scope of computer readable media.

20 In Fig. 4A, a node group configuration array 402 is
shown. The node group configuration array 402 is an m by n
array storing the relationships between each node and each
node group in the network, where m is the number of node
group in the network and n is the number of nodes in the

25 network. In a particular embodiment of the invention, each
column in the node group configuration array 402 describes a
network node and each row in the node group configuration
array 402 describes a network node group. A Y17 or a
Boolean true value 1in an array cell indicates that the

30 corresponding node is a member of the corresponding node
group, while a “0” or a Boolean false wvalue indicates that
the node does not belong to the node group. For example,

node nl is a member of node groups LBG-A, LBG-C, and LBG-D,



ot her data. Conputer storage nedia includes, but is not limted to, RAM
ROM EEPROM flash nenory or other nenory technology, CD-ROM digital
versati | ewdioske126DVD) or other optical storage, magneti cPCAFPe3/01L89
magneti c tape, magnetic 5 disk storage or other nmagnetic storage devices,
or any other nedium which can be used to store the desired information
and which can be accessed by the sel &étion algorithm Comruni cati on nedia
typi cally enbodi es conputer readable instructions, data structures,

progr appdies gy-Pthel wada 10 in a nodul ated data si gnal such as a

carrier wave or other transport mechani smand includes any information

delivery nﬁ(ﬁ he4§ergeérgg€i§£89tf lﬁﬁgglal ggﬁgan&og sisgnalohat  has

one or nore chara I CS Seé ange such a nmanner as to
encode Thd OIpm&ttu@ﬂplam:Ltolme shgeal . aFoay 154034<anipﬂ e,a conzmunbyatm ormuredi a
i ncl udes w red dia such as a, wired networ irec d con cti on,

and wi rIYsi%edls BAERLSIPEELQEt | ERIRE, lSr arféd &AE ot ’H8 Wi rel

nmedsa. gdiidat i hsvof any rtth@@a(w@nsmw& al59) besi lﬁ%'eudﬁﬂnbé&lthln
t he scope of conputer Teadabl e nedia. 20 In Fig. 4A, a node group

conf i g@atieie FFAPA02 Nedes REMPRIPhd hodeT Rt dupSBBRf PEHRAT |C@r3rlar1rrhy 402

I's an iy é‘ar’@:{crﬂ}’aﬂ&{'ﬂgdéﬁeafﬁég?th@é‘seb%a@ﬁkw%ﬁ@ eR@d10de and each
node group i n the network, where mis the nunber of node group in the

net wor keparebmings ahenguresarh ofchutes day nese ZBlineg wopk .aah anpdet iidul ar
array 107 dRs s A R ST Ad o {‘ﬂdfhgrﬁzsggi‘éhg“m' .
BodPean ¢ rua A 1 ar ae%f’lﬁgr}'l%%f?lsﬁ%%%“%{ Se ORC AL P oo ng
node i hzamiielpedi ofahbe e@rbesprrdli Dy aaden Pyoup, amhhy esaotr@hgortiae Bool ean
fal se value indicates that , ,
hamming distance (d) of each node pair. As discussed above,
the hamming distance for a node pair is the number of node
groups the node pair members do not share in common. In one
15 embodiment of the invention, the hamming distance is
calculated by performing an exclusive OR operation between
two columns in the node group configuration array 402 and
adding the number of 1’s in the result. For example, an XOR
operation between columns nl and =n2 in the node group

20 configuration array 402 yields “11010”. Adding the 1’s in

the result provides a hamming distance (d) of 3.

In Fig. 4D, a potential availability array 408 is
shown. The potential availability array 408 is an n by n
array storing the potential availability (P) of each node
25 pair. As discussed above, the potential availability for a
node pair is calculated by adding the participation indexes
of the distinct node pair members and subtracting the node
pair’s hamming distance. Thus, for the node pair (n3, n5),
the potential availability is equal to pi(n3) + pi(nB) -

30 d(n3, nb5) or 4 + 4 - 2.

The potential availability array 408 is utilized to



t he node does not belong to the node group. For exanple, node nlis a
menber of node groups LBG A LBG C, and LBG D, WO 03/061237 PCT/ EP03/ 01209
15 but nowolB@®B3and LBG E. In Fig. 4B, a participation i RdeEPas02y9 404 is
shown. The participation index array 404 is a one by n array storing the
participation index (pi) of each node. As 5 described above, the
participation index (pi) is the nunbek®é of node groups a node bel ongs to.
Thus, each array cell in the participation index array 404 contains the

nunber 6fnd' $heapHSaIhay _@bﬁBﬁan@@BnCQJﬂJnﬂib&@rE_§§E§ncﬂrﬂgtlﬁ@ gaehorede in
t he node grqQup configuration array 402. 10 In Fig. 4C_ a hanm ng di stance
array 408 PSSHEWRT FREVenariichPrliidtanh o ¥t b 95 BAdR Bylasadeay

storingthBe chamrhagidihst agce {dhe ofpeach npde, paike AsadiseHssedtabove,
t he hanm ng di stance for a node pair is the nunber of node roups the node

pai r meRBEPBLABINcRVEhbRRR LAt ContBh. VadUsne 15Remdbli et ofthehenPAgent i on,
t he hang ngodinstance,Lary calked at g Dycperf OLRLAO £R exel usiys, QRoperation

between two colums in the node group configuration array 402 addi ng
t he nurBerbers1'Ns,i Mqat REer esigetedotoemmphastans XOR dpevmt Fon beeween

11010 AT g he T ot 1o he  Bat T ot o 2 A hi d St anaeccd) of
3. In FggoURDC;awpdtertt i Bhiadaidcalsi INty afeaycdd8gi $hrohghn. tihenpdeent i al
Svai | aETTITY (PY et eRaR nodd 35 pal s Adter abihoad 2have, PRECESiah i a
avalil abavaiyaboiisy ndde vedive i giehdsuthtedpbymaddimgld heapaing ci(pdti on
ndexes; 4 pf e ghpti gy node palr mher s and, subtracting the nods,
value of 12. This is the highest wvalue potential
availability (P) for the network and, therefore, the optimal
combination of node pairs. In one embodiment of the present
15 invention, the optimal combination of node pairs is stored

in computer memory.

Returning now to Figs. 3A and 3B, once the optimal
combination of node ©pairs is found, the master node
selection algorithm continues to selecting operation 310,

20 shown in Fig. 3B. In selecting operation 310, each node
group 1is assigned a node pair to be the group’s master node
pair. The node pair selected must be in the optimal
combination of node pairs and both of its node pair members
must belong to the node group. Thus, for a given target

25 node group, the master node pair for the target node group
must be chosen from the optimal combination of node pairs
and both node pair members must belong to the target node

group.

For example and referring back to the node group

30 configuration array 402 of Fig. 4A, it was calculated that
the optimal combination of node pairs for this network
configuration is (n3, n4) and (nl, n5). The only node pair

from the optimal combination of node pairs with both node



pair's hanm ng di stance. Thus, for the node pair (n3, n5), the potenti al
availability is equal to pi(n3) + pi(n5 - 30 d(n3, n5 or 4 + 4 - 2. The
potenti alwawaicbability array 408 is utilized to WO 03/ 061P8T/HPCIHEFD3/ 01209
16 find the optimal conbination of node pairs in the network. As discussed
above, the optinmal conbination of node pairs is the conbination of node
pairs with the maxinumtotal potentilal availability (P) value. Recall that
the node 5 pairs nust observe the requirenent that if two nodes pair

rrerrbers% r h@m@é?seb%%%gih@ b MRS Rfp HEEUBE Gy Aded poeltgs, NP nor
Ng can be a master node of a"different nodé group G witha third node Nr-

Sear chimg) t hr diggr¢ heremodeodpaipaicontmdat ndh ficr sdkeaexd mom thet athe
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Thi s isséhechéghest peakue pakest alodeavaiilralidyd tned+) frod 1de-met wosk and,
therefore, the optinal _conbination of node pairs. |n one enbodi ment of the
present£as negentgerupr t BBGoBt i fdle coRbY n&0I06n RALHo8EOBai e | QPkiwRed in
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conbi nati on of node pairs 1Is found, the nmaster node selection a (
cont i nueslongsefetbi APDPeria i ond810a120 GHowmbh. Fi FhudB. nadsepaLri ng

operati 310,..each node r,0 i.s assigned.a node,pair.to group' s
oot or Moo A5Af Y T R e pdP et EEPadTmIt HETh PRALosth rbe-5"

conbi nafieal 0, nasiecpainsangabetkh ohlit snepdespai r(uBnbans mugt el ong to
t he node group. Thus, f or a given target 25 node group, _the naster node
paierfoipef@@t@grga@[ m@agegr(ﬂ%ie pairs for node group LBG-A since

both node pairs have both node pailr members belonging to
LBG-A. As discussed below, in one embodiment of the
invention a preferred selection order is utilized to select
a master node pair from a choice of two or more qualifying

15 node pairs.

Returning to Fig. 3B, after selecting operation 310 is
completed, control passes to query operation 312. In query
operation 312, the algorithm checks if there are any node
groups without an assigned master node pair. A target node

20 group may not be assigned a master node pair if there are no
node pairs 1in the optimal combination of node pairs with
both node pair members belonging to the target node group.
If the query operation 312 determines that all the node
groups were assigned master node pairs, then the algorithm

25 ends. If the query operation 312 reports that one or more
node groups were not assigned master node pairs, control

passes to selecting operation 314.

In selecting operation 314, each node group without an

assigned master node pair is assigned a master node. The

30 master node chosen does not have to belong to the optimal
combination of node pairs; however, the master node must

belong to the target node group. If the target node



nmust be chosen fromthe optimal conbination of node pairs and both node
pair nmenbers nust belong to the target node group. For exanple and

ref erri ngwbasker2e7 t he node group 30 configuration array 20Z/EpD3/6H202 4A, it
was cal cul ated that the optimal conbination of node pairs for this network
configuration is (n3, n4) and (nl, n5). The only node pair fromthe

opti mal conbination of node pairs wi LtB both node WO 03/061237

PCT/ EPO3/ 01209 17 pair nenbers belonging to node group LBG B is node pair

(N3, ndntfes ek 1R9e RAld £83e, NDny Sosel est edHebenbhies nmster node
pair of LBGB. Simlarly, node pair (n3, n4) is selected to be the master

node paiundtoron BesC Hitl BBELELX AP f or Afodei§rBEpeEBEB,O%helBnISRSode

pair fromifg,apti gel nconbipati o, of RodeNaids weib-both Bederpaid
menbers belonging to LBG D is node pair (nl, n5). Thus, node pair (nil,
n5) is welldaedll te beeidet nestBpshete e & OMB@ DChoHCfal P, TGP node

pai 155 (ko PP ANG d N3 N4) aB% D Lhese!l echpdeas dBstEr ode Rald for
node gr%lpo CE(% SCI nce bot ﬁqﬁogg Ba_lngS have g%th nodef.pair me eru?
bel ongiwighat LBGmAStAY dicdeispedrbelowasshgnae enborsbemnt nefle; heghe
i nventi %d”‘ri Gl elipd selection order is utilized to select a master node

pair from A choi ce of two or nore qualifying 15 node pairs. Returning to

Fig. 3B, aft N apstation 319 ds d,,€opt Lol to
query oper atﬁnﬁg%g%}jggquer y@é’opgrrlagQ?loén rf%,gavt%gﬁgl goofi Fh%n é)hecks. I f there
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serve as a node group’s master node pair, the node pair with
the smallest participation index (pi) 1s chosen as the
master node pair. For instance, returning to Figs. 4A-4D,
it was earlier determined that the optimal node pair

15 combination for the network configuration is (n3, n4) and
(nl, =n5). It was also observed that both node pairs (n3,
n4) and (nl, nb5) can serve as master node pairs for LBG-A.
The participation index (pi) of (n3, n4), i.e. pi(n3) +
pi(nd), is 8. Likewise, the participation index (pi) of

20 (nl, n5) is 7. Therefore, the node pair selected as LBG-A'Ss

master node pair is node pair (nl, n5) because it has a

smaller participation index (pi) than node pair (n3, n4).

In Fig. 4E, a preferred order array 510 is shown. The
preferred order array 510 is stored in computer memory and

25 lists the hierarchy of node masters for each node group in
the computer network. For example, the preferred order of
master nodes for LBG-A is node pair (nl, n5) followed by
node pair (n3, n4). Therefore, if node pair (nl, nb5) fails,

the preferred order array 510 can be utilized to quickly

30 select and appoint node pair (n3, n4) as LBG-A’s new master

node pair.

In addition to determining a preferred order of master



bot h node pair nenbers belonging to the target node group. |If the query
operation 312 determnes that all the node groups were assigned naster
node pai rwQ oshen3t he al gorithm 25 ends. |f the query oper @CT@EPOBLR20Y eport s
that one or nore node groups were not assigned master node pairs, control
passes to selecting operation 314. In selecting operation 314, each node
group without an assigned master node®pair is assigned a master node. The
30 naster node chosen does not have to belong to the optimal conbination of
node pairicgle hewever, at hergmsiesd nedecAust Medng hedkBe Maf 981 sH08R group.
If the target .node WO 03/061237 PCT/ EP03/ 01209 18 contains nore than one
node, aﬁ%t%EQLSF Hesdhode? RAYTLIFLRREIBA d80eKe WRiSter Redellashg@itscussed

bel ow, iwheaneo eiddig@nt ohntBe WRYEALEAN & BI efestef sehechhop ender is
utilized to select a master node from a choice of nodes 5 belonging to the

target Rodér &t dloW edFORRdRNYr HFC Wedkhog ng st BRrGivdlenpafr JreUassi gned
a mest emajods; ddBec@d@orkt hmeendstAS AR | ongd abave, i i) 0fg. efBadi ment
of the present, _invention a preferred order of master node pairs is 10
utilizeds VHER IS t Ke&n TEVH08E pai ROHSs MEAURbY emastear vieodss, athede

groupfs t er +Ro | t g%%%- i i ; spal|e LGi pation

i ndex (Sﬁﬁ%i?ﬁgﬁbggﬁpggﬁﬁﬁﬁgy% stefR%g%g%%%?r%ﬁ@%$ ?g%{a%%e?ﬁéé%ﬁr%?ng to
Fi gs. 4AhgDmasiterwaedear|ier determined that the optimal node pair 15
conbi nation for the network configuration is (n3f n4) and (nl f n5) . It
was al so obs&etudnihat tioFianodE pdires quesfermedd andef nfbérnEBGeRBn serve as

MRS R99RCRRNLS SR bPCEAr iR IGLRR)  B0) "IEX ARId QL {MFhat )
n4), then node n2, followed by node nS5. Hence, if master
node pair (n3, n4) fails, the next master node selected for
LBG-B is node n2. If master node n2 fails, the next master
node selected for LBG-B is node n5. It should be noted that

15 the preferred order array 510 may also be used to choose
master nodes when nodes go back on-line. For instance, if
the master node for LBG-B is n5 when node pair (n3, n4) goes
back on-line, the preferred order array 510 can be used to
quickly elect node pair (n3, n4) as the new master node pair

20 for LBG-B.

In another embodiment of the invention, the optimal
combination of node pairs is arrived at by minimizing the
total hamming distance (instead of maximizing the total
availability potential) for the network. Thus, this

25 embodiment includes a determining operation to determine a
hamming distance for node pairs within the network. Next,
an optimal combination of node pairs is found by locating
the combination of node pairs with a minimum total hamming
distance for the network. A selecting operation selects a

30 master node pair from the optimal combination of node pairs,
with the master node pair having both node pair members

belonging to the target node group. If a master node pair



pi (nd4) f is 8. Likew sef the participation index (pi) of 20 (nlf n5) is 7.
Thereforef the node pair selected as LBG Afs naster node pair is node pair
(nlf n5) wWemawer3it has a smaller participation index (piPCTtHPANONIOWE pair
(n3f n4). In Fig. 4E, a preferred order array 510 is shown. The preferred
order array 510 is stored in conmputer nenory and 25 lists the hierarchy of
node masters for each node group in Zhe conputer network. For exanplef the
preferred order of naster nodes for LBG A is node pair (nlf n5) foll owed
by nogg %au{1£n§£igé)fo§h%%%<%§% if nede Raidud,nH ASkef ¥diongithe

pr ef erred order array 510 can be U(%I lized to quickly 30 sel ect and appoi nt
node pé&ior s, taetasnoeBS g supewsmestl@ctasods pele . mpRtaddirersn &g
deternitﬁyeng;a% neferye J:%rug)er of master WO 03/061237 PCT/ EPO3/ 01209 19
node pairs, apreferre rder of master nodes may al so be determ ned using

0
%ﬁe@%)ﬁﬁ?ggﬂ;%iwa&f ¥hen; RP-pedenPaLE Baenbe

t he parti ci pat4 Fode
utilized as a df}%és]t%r n% a target node group any node bel ongi ng

to §ar geteswntecqrbop Burmysde bl etledtastite andtdpSABHRLLIPR- npEBSt han one
node is_ avajl.ahbl e e LQup :éq%gﬁ; dgygddhenode with

t he smal Itgs?t%hﬁgl 5 glso(ég%i Ec?\rél&l %%e%p%%%%d?st%cﬁg en as tﬁ mast er node.

Ret ur ni ngreo cBiugte4Bd thel prefrenr eddersdéravicortd BG Belasted it ed in the

preferred order aryay 510, is.n [ 3 4) ., e Rigekol | oned
by nodes%%.oﬂie%%%?i?gplrr%%t%ééengggu %i %u%ﬁfh‘%ﬁ)i%aﬁ‘g,ﬂﬁﬁgg%ext ?raster
node sel echede froembdBGBoi $nnode gfoupf fomsvieichotdeer2atai Esecthe next

S o U S9SN B RIR0Y it hesaiestyhat 15 the

information about the group (by heartbeating or the like).

Thus, the above description is not intended to be exhaustive

or to limit the invention to the precise form disclosed, and
other modifications and variations may be possible. The

15 embodiments disclosed were chosen and described in order to

best explain the principles of the invention and its

practical application to thereby enable others skilled in

the art to best utilize the invention in various embodiments
and various modifications as are suited to the particular

20 use contemplated. It is intended that the appended claims

be construed to include other alternative embodiments of the

invention except insofar as limited by the prior art.



mast er nodes when nodes go back on-line. For instance, if the master node
for LBG B is n5 when node pair (n3, n4) goes back on-line, the preferred
order ar rw 0300126an be used to quickly elect node pair (®8I/EP4J0R289the new
master node pair 20 for LBG B. In another enbodi nent of the invention, the
opti mal conbi nation of node pairs is _arrived at by minimzing the total
hamm ng di stance (instead of maxim ziZHg the total availability potential)
for the network. Thus, this 25 enbodi nent includes a determ ning operation
to determine a hamm ng distance fo@LammMde pairs within the network. Next,
an optimal conbination of node pairs is found by |ocating the conbination
of node pairs with a mninmumtotal hamm ng distance for the network. A

sel ecting operation selects a 30 nmaster node pair fromthe opti nal

conbi nati on pf nogle nRAHGE ot Retike tIBS eha 806e PRIdeshavd Nerabeide nade pair
menbers belonging to the target node ‘gﬁoup. | f a_ master node galr WO
03/ 061237 ¥/ 0BZTUL 20Ndoks GRIPUEBE St NESHOrke RaVEBE mBELtyPLSp, a

node be|QNgd NgnatRobibegkangs! fRdengtRya tém shs%gd as the master node for
the target node group. The foregoing description of the invention has been

5 pPesent ed 49FCHBEPEBEs 2of Nan{mgr iiangrl descrigds okaitive WiBBERI ngs

above My becapRlried LOcRNBAIMOMP @lhdR0des; that 1 ang CList elRE apdipast er
nodes have to be selected froma set of overl appi ng 'node groups such that

1) t he HfEReFS nedss thhahammerberdifitRnge t Reiggodp s oRrUMRFEh Gthe)odpfe
el ecte r n t e l i ga state
ﬁ%%péfﬁ@% Rodé& ;gaj?} r%%&f;‘bﬁ?§ 3% nodesnhep! i fatEmseA®

i nforma about the group / heartbeating or the like).  Thus, the above
descri pti on detepninhngndedard lsd patimmstinveer for nodes within the

10 network, the participation index being the number of node
groups a node belongs to;
determining an availability potential for the node
pairs, the availability potential being the sum of the
participation indexes of the node pair members subtracted by
15 the hamming distance of the node pair;
finding an optimal combination of node pairs, the
optimal combination of node pairs having a maximum total
availability potential for the network;
selecting a master node pair for the target node group,
20 the master node pair being the node pair from the optimal
combination of node pairs having both node pair members
belonging to the target node group; and
if the master node pair does not exist for the target
node group, selecting a master node for the target node
25 group, the master node Dbeing the node belonging to the

target node group.

2. The method of claim 1, wherein either of the node
palir members of the master node pair selected for the target
node group are not master nodes for another node group with

30 a third node.



or tolimt the invention to the precise formdisclosed, and ot her
nodi fi cations and vari ations may be possible. The 15 enbodi nents discl osed
wer e choswo oaneli2zedescri bed in order to best explain the prcmaEPpd/e0df the
invention and its practical application to thereby enable others skilled in
the art to best utilize the invention_ in various enbodi nents and various
nodi fications as are suited to the pa?%icular 20 use contenplated. It is

i ntended that the appended clains be construed to include other

al ternative énbodilimente=idfod hef thsénmt ilgn whenepin | fsbéetivg hi Matsedrby the
prior art. WD _Q3/061237 PCI/EP03/01209 21 CLAI 1 A nethod faor selecting
mast er A348s PEG TmerdyetdS Fargef Ao éﬁ?ﬂﬂ?iﬁ%%ﬁ%ﬁﬂhph?% udes wofk Hsvi ng
mul ti pl eptihndes adtbheadei ghowss, nbhe Meihed CoOME:IFIsNOnobedeiiednr Binkg a
hanm ng_di,st ance f rvgodﬁbgairs within  the netmorkhéeach_of t he node pairs

havi ng PRB°ndte"pai PER a P Y ePAAAMMRFRALT aRBECBEIRY tHe Aidsber of
node5 gtaupstt hedeoded,! JEMMAIHFAXHOINSHArSat P GOARDRhedeLENTRINY a
part|C|§at|oE |Rdex for. nodes within the 10 network, the participation

i ndex belffgCthE RURBEFIGLPREAEN GREEHESa AfoddepdosisyPais: MeER&ELH ni ng an
avai lability potential for the node pairs, the availability potenti al
being the sumof the participation indexes of the node pair nenbers
subtracted by 15 the hammi ng di stance of the node pair; finding an opti mal

conbi nation of nodgePaidihod NS OPLiMRL, CQY AL %1%&2?99 RajLgthgving a

maximumtotal availability potential for the network; selecting a nmaster
node pap?d$OFOFhéhﬁaﬁgggqﬁuﬁ9q$wgﬁgup further includes if more than

one node belongs to the target node group, selecting the

10 node with the smallest participation index.

5. The method of claim 1, wherein determining a
hamming distance for node pairs within the network includes

XORing the node pair members.

6. In a computer-readable medium having stored

15 thereon a data structure for use in selecting master nodes

to manage a target node group in a computer network having

multiple nodes and overlapping node groups, the data
structure comprising:

a hamming distance array containing, for node pairs in

20 the network, the number of node groups node pair members do
not share in common;

a participation index array containing, for nodes in
the network, the number of node groups the node belongs to;
and

25 an availability potential array containing, for node
pairs in the network, the sum of the participation indexes
of the node pair members subtracted by the hamming distance

of the node pair.



20 the master node pair being the node pair fromthe optimal conbination
of node pairs having both node pair nenbers belonging to the target node
group; armoioB/o6te7 mast er node pair does not exist for thePCampesoi2ndde
group, selecting a master node for the target node 25 group, the naster
node being the node belonging to the _target node group. 2. The nethod of
claim1, wherein either of the node ir menbers of the master node pair
selected for the target node group are not master nodes for another node
group with 30 a Thir datedest A\ 0GR 371 PG/ CPOIMOAR209 t22 Bammhagnet hod
of claim1l, wherein sel.ecting master node_pair for the target node group
furthergaﬁEFﬁﬁgsaFFayhés 6Bfi%S?YCBHBFﬁéﬁPoWhﬁFendhé“baFW% %%ﬂ?ﬁfnggnnre

t han ongodasdenpahe havidgihot h node pair nmenbers belonging to the 5 target
node group, selecting the node pair with the smallest sumof the
participation i ndexes of the node pair nenbers. 4. The method of claiml,
wherein selecting a master node for the target node group further includes
if nore than one node belongs to the target node group, selecting the 10
node with the smalrhest pald i cdPaidQ-d ndex. si1alhe net hoghofethai hd,
wherein determning a  hammng' distance for node pairs w thin the- network
i nclUdeBAar XORERGLERE AdteHarFraenber & 80| RYa oaAplL¥r - E&dspl R #Edi um

havi ng efer gmpd? LREHBARs2 1datRSHEVGLYWE for use in selecting naster
nodes to nmanage a target node group in a conputer network having nmnultiple

nodes and overl appi ng node groups, the data structure conpri sing:

9. The data structure of claim 6, wherein the
availability potential array is an n by n array, where n is

the number of nodes in the network.

10 10. The data structure of claim 6, further comprising
a node group configuration array storing the relationships

between each node and each node group in the network.

11. The data structure of claim 10, wherein the node
group configuration array 1s an m by n array, where m is the
15 number of node groups in the network and n is the number of

nodes in the network.

12. The data structure of claim 10, wherein in the
node group configuration array a “1” 1is used to signify the
node belonging to the node group and a “0” is used to

20 signify the node not belonging to the node group.



a hanmm ng di stance array containing, for node pairs in 20 the network, the
nunber of node groups node pair nenbers do not share in common; a
partici paWpDea/osn@ex array containing, for nodes in the neCmmPRi/OLbDE nunber
of node groups the node belongs to; and 25 an availability potential array
containing, for node pairs in the n§%¥o the sum of the participation
i ndexes of the node pair nenbers su acted by the hamm ng di stance of
t he node pair. WD 03/061237 PCT/EP03/01209 23 7. The data structure of
claim6, wherein the hanm ng distance array is an n by n array, where n is
t he nunber of nodes in the network. 8. The data structure of claim6,
wherein the 15. paEhbckhakioatrndéuraroﬁydlaim ane byrhharr apmpwtierdieo i s
t he nu of _node e- net wor k % e .data sIructur of cl

r

wher o1 n2fhe CRUM bl O HITEHTR o S r aJSPE arPHSY n rtoy, SRIGTE | s
t he nunbembahanhddas of trkmdeé\etpmrﬂfs beihg. The dadmbStatiCodnr eDf nolde m 6,

further _conprisin a node, rou fi tia rray storin

ol ot oRSRFBS iyt RaEHBZ AT e Tabad oot A BB R e 11,
The %at aestvop&ture of claim 10, wherein the node group configuration array
is an mby n array, where mis the 15 nunber of node groups in the network
and n is the nunber of nodes in the network. 12. The data structure of

claim 10, wherein in the node group configuration array a "1" is used to
signify the 1noderhel alagiahgstouthersode grnadp a)d furOhéri somped stitig

a preferred order array listing a hierarchy of master node

pairs for node groups in the network.

15. The data structure of claim 14, wherein the
10 preferred order array further includes a hierarchy of master

nodes for node groups in the network.

16. A computer program product embodied in a tangible
media comprising:
computer readable program codes coupled to the tangible
15 media for selecting master nodes to manage a target node
group in a computer network having multiple nodes and node
groups, the computer readable program codes comprising:
first computer readable program code configured to
cause the program to determine a hamming distance for node
20 pairs within the network, the node pair having two node pair
members and the hamming distance being the number of node
groups the node pair members do not share in common;
second computer readable program code configured to
cause the program to determine a participation index for
25 nodes within the network, the participation index being the
number of node groups a node belongs to;
third computer readable program code configured to

cause the program to determine an availability potential for



20 signify the node not belonging to the node group. WO 03/061237
PCT/ EP0O3/ 01209 24 13. The data structure of claim®6, further conprising
an opti mewowebi2eat i on of node pairs, the optimal conbi n2Cir@Po®61200de
pairs being the conbination of node pairs having a nmaxi num tot al
avai lability potential for the 5 net k. 14. The data structure of claim
6, further conprising a preferred or array listing 'a hierarchy of
mast er node pairs for node groups in the network. 15. The data structure
of clainf3da) RRdeeiPRitthe the preiéabilibydeprtentaplf lreimey thwc| sidesod
hi erarch f r Eﬁq% for groups i the _network.. 16. A conputer
program %krlgdu%t%% CéL e q?}] a@%%?& e oquI;)meditglecon%?ﬁgi ndo:alcrorrplﬂ?lggeggadabl e
pr ogr am gwelesacioepl ed thet hemmangi Bietatbenedi ahkonosie! @atirng mast er nodes
to manage a t no p Ln onput er _networ k _havi ng,nul ti.pl e nodes
and node gr o%lgj?{}tlheéi%no%%%ggr ere%daa T BrOFAM c588€ CSH’BEPQPHSQ f FPst
conpdt ercawsalabbhe ppoggaamcode canfli gt edptdmatausembheapiegr @ t Bode
ithin the network, the

determ amy di st.ance for.node, 20 irs
node paingfajﬁra%i g?ht%\?\oo%s' éna%ai Fowgﬁﬂéﬁoﬁndgfhél ikt I sPaNBIbetRg t he
nunber ofaxioden tgrioabsatvhelabdeipgi povenbesd derneheshak@oirk; caaaon; second

conput er readab program code configured to cause the programto
deternine a gtgir%ti’ek& p%%[‘%ﬁ%?ﬁdeﬁe?%?b 95 Rodesaii t APHet heORbtHeF&d the

parti ci pztisen ichdexpbepmgnt heo nsuiest ob nedetgroupsda pude- bebengsnéo;

third c ut er readabl e program code configured to  cause the programto
det eI(er gcerg)r%eeca\}é? AbPfPE 'pg?\ﬁ]tr?aa?t?%rnc’de pair being the node pair

from the optimal combination of node pairs having both node
pair members belonging to the target node group; and

if the master node pair does not exist for the target

node group, sixth computer readable program code configured

15 to cause the program to select a master node for the target

node group, the master node being the node belonging to the

target node group.

17. The computer program product of claim 16, wherein

the tangible media comprises a magnetic disk.

20 18. The computer program product of claim 16, wherein

the tangible media comprises an optical disk.

19. The computer program product of claim 16, wherein

the tangible media comprises a propagating signal.

20. The computer program product of claim 16, wherein

25 the tangible media comprises a random access memory device.



WO 03/ 061237 PCT/ EPO3/ 01209 25 each node pair, the availability potenti al
being the sumof the participation indexes of the node pair nenbers

subt r act ewOlwg/061287 hamm ng di st ance of the node pair; fourPhTEPIPUREY
readabl e program code configured to 5 cause the programto find an optinma
conbi nati on of node pairs, the opti % conbi nati on of node pairs having
the maximumtotal availability potential for the network; and fifth
conput er readabl e program code configured to cause the programto select a
master node pair for the 10 target node group, the master node pair being

the node pairpfromt ' CQRiNAt | e _pairs having _both node
pai r menbers belongi%35?%&%Hg$%agggf%%gggndg%agggaﬁﬁdﬁﬁ fﬁg ﬁﬁg?gF ndde
pai r doesargaRt exioste f gronlpe fiar get cangaeegr onptweirkt hhaoipygt e Iehsbdl e

program ecode confi d o] se the programto select a nmaster node
for the target node g%o%f), }t)%é ?rgéltseﬁ%%%ec%lgﬁ”ﬁbsf]ﬂ%' node bel onging to the

target node grobpmnihg Théstampet enogubgr avpr ddtetrndhiclai m Hammhes ei n
(e e g CHIBE! 525, TG 4 K018, TIE SOmuen, Brgaran
19. The monputlevimogtam proodugiainf mémberdbandhenei marktied angitie-aredi a
To. " whormnd 334 HATPARE: B orddi 4-CUREr fBEs 8 FaRioh HEEBES b tevi ce.
WO 03/ 0GI232 RAT/dRa3/01209 26 21. A system for selecting master nodes to
manage a target node LAY A5 50RY Sl fgyerk having mutiple
10 participation index of nodes within the network, the
participation index being the number of node groups a node
belongs to;
an availability potential module fbr determining an
availability potential of the node pairs, the availability
15 potential being the sum of the participation indexes of the
node pair members subtracted by the hamming distance of the
node pair;
a search module for finding an optimal combination of
node pairs, the optimal combination of node pairs having the
20 maximum total availability potential for the network;
a first selection module for selecting a master node
pair of the target node group, the master node pair being
the node pair from the optimal combination of node pairs
having both node pair members belonging to the target node
25 group; and
a second selection module for selecting a master node
for the target node group if the master node pair does not

exist for the target node group, the master node being the

node belonging to the target node group.

30 22. The system of c¢laim 21, wherein the node pair

members of the master node pair selected for the target node



nodes and node groups, the system conprising: a hamm ng di stance nodul e for
determning a hammng 5 distance of node pairs wthin the netwrk, each of
t he node wpaBie12bavi ng two node pair nenbers and the hammPeg/EROFORNCE
bei ng the nunber of node groups the node pair nenbers do not share in
common; a participation index nodul e foy determning a 10 participation

i ndex of nodes within the network, thg participation index being the
nunber of node groups a node belongs to; an availability potential nodule
f or det 8FAYRI FFSannohvadslisin | npdpst it aknothehe nmwobe gabnp, wikdh a

avai | abi {4t ¥q ggﬁgptential bei ng the sumof the participation indexes of
the node pair nenbers subtracted by the hamm ng di stance of the node pair;
a search nodule for finding an optinmal conbination of node pairs, the

opti mal conbi nati on of node pairs having the 20 nmaxinmumtotal availability
potential for the network; a first selection nodule for selecting a master
node pair of23he Thegetsysaede grofip, clhémmastier neHderpanr heing £ihetnode

pair fro optimal, combi nation.of _.nade pair havi n ot h node pair
nmenber s (aéﬁkﬁﬁ% ﬁ%dgﬁg”?gggégrn&&gluggsg ﬁiméﬁyﬁﬁééﬁoﬁﬂW%%W%E%?Bn
nodule fof sellecipiargsa amsteinmoferef ehanhedar gedengde raruprid Hbennast er

node pali oes not exist for_the target, node group, the master node being
t he nod‘geo%eel dihg TERHES t ak?%ﬂ?n g?%up?hgo *?gngqu R9<? er9HPURE ai m

21, wherstledtinqodenhgaiodeenbeis ofitihe twst esmapOesPai sunel geteghfor the
t ar get q%ggzvm)0§4061237 PCT/EP?S{Q&ZOQ 27

i1clpation indexes o node pair members.

24. The system of «claim 21, wherein the second
10 selection module further includes if more than one node
belongs to the target node group, selecting the node with

the smallest participation index.

25. The system of claim 21, wherein the hamming

distance module includes XORing the node pair members.

15 26. A method for selecting master nodes to manage a
target node group in a computer network having multiple
nodes and node groups, the method comprising:

determining a hamming distance for node pairs within
the network, each of the node pairs having two node pair

20 members and the hamming distance being the number of node
groups the node pair members do not share in common;

finding an optimal combination of node pairs, the
optimal combination of node pairs having a minimum total
hamming distance for the network;

25 selecting a master node pair for the target node group,

the master node pair being the node pair from the optimal



group are not master nodes for another node group with a third node. 23.
The system of claim21, wherein the first selection nodule further

i ncl udes Wb oBhe12epti mal combi nation 5 of node pairs cont CAEPI®0R0Y han one
node pair having both node pair nenbers belonging to the target node group,
selecting the node pair with the smallgst sumof the participation indexes
of the node pair nenbers. 24. The system of claim 21, wherein the second

10 sel ection,nodyle further includes -if nore than one node belongs to the
target nSEBPIRBLPORsetlectiaff t PeiksdenaWing thvethnalddsst ppart i mémaeisn

i ndex. 2be1dhgisyStempE ehakhar2loquh ;A .t hanm ng di stance nodul e
i ncl udes XCRi%g ?he node pai? nengerssgﬁgBQGQﬁg net hod for selecting naster

nodes to nanagke &het Aegdemhodedgr papri nicesconput exinset Work teyi tgrgattipl e
d d h i.si ng.,.d 1, NI h i
rodes a0l appe e T, SRS P ST T

di stance for node pairs t he networ eac e
two RodedRiR, Jddqremseterandotke baimyngtl strarte beilogdotilng nuebethef node

gr oups t{g&@@@en5@gr%€$€§¢rs do not share in common; finding an opti mal
I )

conmbi nati on” of node the optinmal conbination of node pairs having a
m nimumtotal hamm ng distance for the network; 25 selecting a master node
pair for the target node group, the nmaster node pair being the node pair
fromthe optimal WD 03/061237 PCT/ EP03/ 01209 28 conbinati on of node' pairs
havi ng both rbte piie menhedsofbelangi ag,t ahthe ihargethadrods HHIfiodnd if

the ”aSEQHf“%Ehﬁégg g@e§hgoﬁa§§g§tn28% %ggrt%kg%%ted for the target
node group are not master nodes for another node group with
10 a third node.

28. The method of claim 26, wherein selecting a master
node pair for the target node group further includes:

determining a participation index for nodes within the
network, the participation index being the number of node

15 groups a node belongs to; and

if the optimal combination of node pairs contains more
than one node pair having both node pair members belonging
to the target node group, selecting the node pair with the
smallest sum of the participation indexes of the node pair

20 members.

29. The method of claim 26, wherein selecting a master
node for the target node group further includes:
determining a participation index for nodes within the
network, the participation index being the number of node
25 groups a node belongs to; and
if more than one node belongs to the target node group,

selecting the node with the smallest participation index.



node group, selecting a master node for the target node 5 group, the
mast er node being the node belonging to the target node group. 27. The
met hod ofwoloaiom226, wherein either of the node pair nmenb@c3/ErD3/012¢9 nast er
node pair selected for the target node group are not master nodes for
anot her node group with 10 a third n . 28. The nmethod of claim 26,
wherein selecting a master node pair tor the target node group further
includes: determining a participation index for nodes within the network,
the participation index being the nunber of node 15 groups a node bel ongs
to;, and if the optimal conbination of node pairs contains nore than one
node pair hav?ﬂg boRR BN PRi rofrereéridn b&%ngivhgreia t Heteamdatingode
group, skimeihdddibeanede r h ation
i ndexes of thé@node pair Qg?rﬁgm%rgébga %gﬁg neﬁh égw%aln1§é&hmhgre in
sel ect i MPRIRAsER? nodaerpdbr maBbeaFget node group further i ncl udes:
determ ning a participation index for nodes within the network, the
partici pation index being the nunber of node 25 groups a node belongs t o;
and if nore than one node belongs to the target node group, selecting the
node with the smallest participation index. W 03/061237 PCT/ EPO3/ 01209 29
30. The nethod of claim 26, wherein determining a hanm ng di stance for
node pairs within the network includes XORi ng the node pair nenbers.



