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[0002] This subject matter is related generally to providing in-transit visibility of

shipments in real-time.

BACKGROUND
[0003] A wireless tracking device or “tag” can use various technologies such as Global
Positioning System (GPS), Radio Frequency Identification (RFID), and General Packet Radio
Service (GPRS), to track and report movements of an asset (e.g., a shipping container) on
which the device is mounted. Conventional wireless monitoring devices report locations to a
tracking service on a set schedule, regardless of whether the location data is needed by users

of the tracking service.

SUMMARY
[0004]  An apparatus, method and system for contextually aware monitoring of an asset’s
journey through a supply chain are disclosed. In some implementations, contextually aware
monitoring can include monitoring of the supply chain tradelane with tracking devices
including one or more sensors for determining location, velocity, heading, vibration,
acceleration (e.g., 3D acceleration), or any other sensor that can monitor the environment of
the shipping container and provide contextual awareness. The contextual awareness can be
enabled by geofencing and recursive algorithms, which allow dynamic modification of the
tracking device behavior. Dynamic modification can reduce performance to save power (e.g.,
save battery usage) and lower costs. Dynamic modification can increase performance where
it matters in the supply chain for improved reporting accuracy or frequency or recognition of
supply chain events. Dynamic modification can adapt performance such as wireless
communications to the region or location of the tracking device. Intelligent connection to

wireless carriers can be performed, where the device can determine when it should report
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tracking device in accordance with at least one implementation.
[0007]  FIG. 3 is a block diagram of a contextually aware tracking device coupled to an
asset in accordance with at least one implementation.
[0008] FIG. 4 is a flow diagram of the Hidden Markov Model (HMM) method of
determining supply chain context to dynamically adjust the operation of the device of FIG. 3
in accordance with at least one implementation.
[0009]  FIG. 5 is a diagram illustrating the technical details of the HMM.
[0010]  FIG. 6 is a diagram showing the sequence of hidden states and their corresponding
observable states.
[0011]  FIG. 7 illustrates example pseudo-code for implementing a Forward-Backward
method.
[0012]  FIG. 8 illustrates a Viterbi method using a recursive approach.
[0013]  FIG. 9 is a simple illustration of the state and state transitioning of the HMM
where the initial state is known in accordance with at least one implementation.
[0014] FIG. 10 is a block diagram of a hybrid model structure in accordance with at least
one implementation.
[0015]  FIG. 11 is an example of Viterbi method pseudocode.
[0016]  FIG. 12 is an example of Forward-Backward method pseudocode for the hybrid
model of FIG. 9.
[0017]  FIGS. 13A-13C is a block diagram of multiple cases of behavior that could be
dynamically adjusted by a processor method updating the operations of the tracking device of
FIG. 3.
[0018]  FIG. 14 is a flow diagram of a system of storing and retrieving contextual data for
the tracking device from FIG. 3 in accordance with at least one implementation.

[0019]  FIG. 15 illustrates nested geofencing around a shipping port.
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[0023]  FIG. 19 is a detailed flow diagram of the implementation of the Sensor Pattern
Matching method of FIG. 18 to learn new context.

[0024]  FIG. 20 is a flow diagram showing the combined logic determining when the
tracking device is to use the Nested Geofence method of FIG. 16, the HMM method of FIG.
4, or the Sensor Pattern Matching method of FIG. 18.

[0025]  FIG. 21 illustrates the integrated system of using the tracking device coupled to an
asset using the combined logic of FIG. 20 and reporting tracking and sensor data or supply

chain alerts to a central repository.

DETAILED DESCRIPTION

Overview of Asset Tracking
[0026] FIG. 1 illustrates an example buyer 102, seller 104, and tracking device provider
106 interacting in a shipping scenario. An example asset 108 is shipped from the seller 104
to the buyer 102 on an example conveyance 110. In some implementations, the asset is an
intermodal shipping container, however the asset can also be, for example, equipment, or
other items capable of being monitored or tracked. Examples of conveyances include, but are
not limited to, trucks, trains, ships, and airplanes. Examples of assets include, but are not
limited to, containers such as dry-van containers, refrigerated containers, ISO tanks, trailers,
box trucks, and unit load devices (ULDs).
[0027]  In general, either the buyer 102 or the seller 104 sends a request to the tracking
device provider 106 requesting tracking of the shipment of the asset 108. The tracking device
provider 106 arranges for a selected tracking device 114 to be sent from tracking device pool
112 to the location from where the asset is being shipped (e.g., a warchouse of the seller 104).
The tracking device pool 112 is a collection of available tracking devices. Each tracking
device in the tracking device pool 112 is a tracking device that can be used to track an asset.
At the location where the tracking device is shipped (the “origin location™) the tracking

device 114 can be affixed or coupled to the asset 108, thus securely sealing the asset 108. An
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[0028]  The selected tracking device 114 can be coupled to the asset 108 before the asset
begins its journey and/or re-coupled to the asset 108 during the journey (e.g., after authorized
custom inspections). During the journey, the tracking device 114 can be programmed to
wake up periodically, initiate communication with the tracking device provider 106, and send
event notifications to the tracking device provider 106. In general, each event notification
can include an identification of the event (or event type), a location of the asset 108 when the
event occurred, and additional details of the event such as a date and/or time when the event
occurred, the status of the asset 108 before, during, or after the event, or details on the
movement of the asset (e.g., accelerometer or velocimeter readings from the tracking device
coupled to the asset). The event information can be stored by the tracking device provider
106, for example, in an event database. The tracking device 114 reports various events,
including for example, security events, environmental events, process events, and tracking
events. Security events can indicate that the asset 108 or tracking device 114 may have been
tampered with. For example, the tracking device 114 can report when a vertical or horizontal
bolt securing the tracking device to a container is cut (indicating that the asset was opened).
Other types of tampers can also be detected (e.g., shock intrusion or light inside the asset that
exceeds a threshold). Environmental events can indicate that one or more environmental
variables (e.g., temperature, humidity, shock, acceleration) are beyond an acceptable range
(e.g., a range specified by the user). Process events indicate that various procedural events in
the journey of the asset have occurred. For example, process events can indicate that a
tracking device 114 has been attached to the asset 108 or detached from the asset 108 (e.g.,
that the asset 108 is beginning or ending its tracking device journey). Process events can also
indicate other shipment events in the journey of the asset 108 (e.g., procedural events in the
journey of the asset 108), including, but not limited to, that the asset 108 has been stuffed
(e.g., filled with contents), that the asset 108 has been sealed, that the asset 108 has been
flagged for customs inspection, that customs inspection of the asset 108 has begun, that
customs inspection of the asset 108 has ended, that the asset 108 is in a shipping yard, that the
asset 108 has left a shipping yard, that the asset 108 has sailed, that the asset 108 has been
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the tracking device 114 enters or leaves a geofence.
[0029]  In some implementations, the tracking device provider 106 processes the various
event notifications received from the tracking device 114 and provides notifications to the
buyer 102 and/or the seller 104 and/or other parties. The notifications can be based, in part,
on additional information received from the buyer 102 and/or the seller 104, for example, a
description of the business of the buyer 102 and/or seller 104, a description of the contents of
the asset 108, or a description of a transaction relevant to the contents of the asset 108.
[0030] In some implementations, the tracking device also processes commands (e.g.,
Over-the-Air (OTA) commands) received from the tracking device provider 106 during a
communication session between the tracking device and servers operated by the tracking
device provider 106.
Example Tracking Device System
[0031] FIG. 2 is a block diagram of an example tracking device system 200 that
associates a tracking device with an asset and monitors and tracks the asset using data
received from the tracking device. The system 200 commissions (associates) tracking
devices to assets, decommissions (disassociates) tracking devices from assets, provides
notifications of events (e.g., security, environmental, process, and tracking events), and can
reset tracking device status remotely.
[0032] In some implementations, the system 200 can include one or more Zero Client
Commissioning (ZCC) input devices 202, an information service 204, one or more end user
systems 206, Tracking device Logistics Personnel (TL Personnel) 208, one or more assets
210, one or more tracking devices 211 affixed or coupled to the one or more assets 210, an
event server 212, an event database 213, a Tracking device Pool Management System
(TPMS) 214, a tracking device database 216, a message server 218, a transaction (TXN)

server 224, and a failed transaction database 226.
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ocati on oflihe” allStrifiun ‘Fhic cuein dBeckr i SHAMbpIBHAFRD adtiE onal
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after the event. The event notification can also include an identification

of the trashowmgn dEwiZe dlor example, brkedtnidré ofathe samvess ortdabaisssdiown o WK, élgat he

tracki ng device.is .coupled. The event information can be. stored in, the
bvant out absRamied SRRk R PR B, MO SPpER R Rinh UOHES shod
i ncl udi ng hREcigxERil SsctS@aiddolivat@MRRIIRIA devices.



envi ronment al events, process events, tracking events, and |ocation events,
as descri bed above with reference to FIG 1. [0037] The event server 212
peri odi cavbyorigreiizes event notifications fromthe trackcmgsdeavios7211. The
event server can process location information in the notifications. The
event server 212 also constructs and sends conmands (e.g., OTA conmmands) to
the tracking device 211. Sonme notification managenent functions perforned
by the event server 212 iférpgéoniatiugpelnast Tnarkig2eiceo: checking i ncom ng
notificati for t. R, fil ,

checki ng tﬁ@ﬁécchg%@lg?bﬁgég%ggﬁqgngggﬁl?%%ﬁgyﬂh}ncog?%££%%f%§%%§€ions,
sorting or Asequerncessg 302 toftiotsah¢ arestibmgifela tkapklbgﬂmc&: 300 twa isciomged wich

notificatigns to b& nf ormati on service (g onstri.lcting1 ou put
transacti off§ ¥t ridaeynwomcw%@gsmwm é‘?f& ) Hegiames.
i mpl ement atjy thteh‘rﬁcr&?&/&s?&éarﬂﬁh Bff%fﬁlﬁléﬁ/%oéeﬁ‘b‘l%ﬂ&%% Bl ralif@6KdaR9udgyi ces in

the tracki ng device database 216 al so maintains the
associ at i onf ofslowhspeak sleck whenini fl¢cprm@deDp cansdrve rrmoki. @hfdefmr@mweloaﬁ@ﬂ t he

poa Fabt o BaaRre SloBiSigtice RRRRaSRARADR R FopnB PBER 39 550edE 1 nt i ns

the all OcaEdté}ﬂe&l@Gigﬁibﬁlrls@Wddnte)rinapﬁoi I FRK o Ale¢Es6£ 307 Odn OB kbhc@Sbyand
pre-positioni ng purposes, and rraﬁlpeat rack the health of tracking devices

stored in VibEsAR sngor 3POEROTANICadGHRacheleThtiamaRastPoenss, franhen aoPNoRetar 35 ows TL
per sonnel I e Kk evi ce

f or ecast s, %ger ec?op? eg;%é)l\r/v 3’6}2}}8}[{'&0%(&1 %gél&g cglﬂfﬂﬁ%ca%%ﬁst m§&lu(l\’er30a75[ha¥t % fle@%dgoew Ces.
billing nanageﬁﬁnbmnmﬁkM&gﬁuﬁﬂdﬂ&ﬂ%hé@ﬂaﬁﬂ86$ dlsposal of falled tracki ng
devi ces, inventory tracking, custoner help desk and financial accounting.
The TPMVB 214 allows TL personnel Hilder MekopHpdedr the state of a tracking
device 211 'in journey', trouble shoot causes for failure in comrunicating
wth the eﬁ§@3m§@ﬁﬁgﬁeﬁ%@mﬂﬁgqo¢p@@ge | ost tracking devices. The TPMS 214
provi des a Tic tools to nonitor tracking device network perfornmance
(e.g., GPSI[@-’%IS cbieddge flowakhgrign afrtep lerdrlogpeﬁihfz iHM My aTdie traekmegsdevicf 0040] The

tracking d st em 200 frastructur
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devi ce 211traok1ng1dBV1oqochmsm£se oB@Zrea@nhy naies;wﬂﬁvdncmpegaahersamkmg d4tdh 00t r acki ng

device 301 that is coupled with the asset 300. The croproc ssor gan run

on di f f er eM043] ockIG- aes #ilipgram dlipstratmgdle toghgicalede %Pgﬂé HYM pndps sr88ssor can
run off of .4, hh@ﬁl\/ﬁ\@gfﬂnlfélx%& WBRY AP AL 2bAcBYX) OF hlg(ﬁﬂ sttt 501 br @F nftdsd ow

speed cl ock when in node to conserve power. The m croprocessor 302
controls al\@kmbadhaﬁaarell thletset K@y iof dltci obseﬁyMnelrrm(tﬁNSS))O rapl bbbt BO®%. t hbe i s

connected to a.s ite nfwl%ta |or111 recei ve antenna 3%% Tge m cr opr ocessor
302 can be’44Hic8 eZHO gy of gl fryn hidds e 360 Stalfdt da iROFIELACTS B 4c @8 er at i on
neasurenents froman accel eroneter 305. The m croprocessor 302 controls a
wirel ess cByerdiose Rﬁﬂ@“bf{@d‘tﬁfm@é?n phssvatian, Q@n%é’é{z’e?bl lstlébeied\ﬁ? Vel ess

communi catjqng trapsm tiregelve gt enna 808 et 18 HNBLEY MPISH their

corresponding observable states 600. The distinguishing feature of a HMM is that the

sequence of hidden states 601 (x,,x,, and so on) are not directly observable. Thus, they can

only be predicted using the trained HMM and the sequence of observable states 600. Below
is an outline of the HMM that will support later descriptions.



I ntroduction to the H dden Markov Model [0042]FIG 4 is a flow di agram of
top level logic of the HWM The tracking device of FIG 3 receives tracking
data (400¥0 20n0e241ke tracki ng devi ce receives tracki ng aarais20mw/oui7éi zes
the logic of the HMMto determne if the behavior of the tracking device
needs to be adjusted (401). If it does determ ne that the behavior of the
tracki ng deyfigigodieeds to be adjusted (402), then the behavior of the

tracki ng devi,c a ted 3). The tracking device may

i ncrease or deg(r)ﬁesgrgg%tﬁhe &%é Vi %% &éh’b? gat hers tracki ng data 400.
[0043] FI G 5 *% Med eéll/ﬁgram i I I ustratl ng the technical details of the HWM In
t hi s exanpl e ecaddest likdiesthivM tirse ff igni t e whi ch neans that the space (X) of

hi dden stateg 5 h t
observat i onalg {9%%%%05@86&?%}% %ﬁmf@éﬂ? ﬁmﬂ@ﬁ@%ﬁ QH?F ?ﬁbnb@%’?g BE6Y 1 i ty of
goi ng from hi défim§tate xi to state xi is |labeled here as a and the

condi ti onal pr oBébiatdouyts &fr tifeirerddimigg elpseyhims VAL L Gn, Ok;,... 4% ) givalt gatx ix, its

| abel ed as bik 4nd{0044]FIG 6 is a diagram show ng a sequence of hidden

states 601 and r rv

di stingui shing “e}z SJPGZIS) \Sa%ﬁ%eﬂlg fﬁag engeetqé.lgéﬁlgge 0 Sgwat;i{%eﬁquse Gtes 601 (
x2, and so on) Qred thomodil vieclnloghevtyerds, wﬁﬁmP(th:huéo 4hey can only be

predl cted using the trained HW and the sequence of observabl e states 600.

Below is an outline of the HW that mill support |ater descriptions.
Def i ni ti ons: SiChsgrvahipabalBkisuneaoe, Ey:(t)(ﬂo Vo2caddind. . ., OAT ) Model:

a,ObO) _ Ofl-(t)ﬂl-(t)

7, ()= POIA)

,where g, =argmax[y,(f)] for 1<¢<T.
ZO!Z. (t)ﬁl- (t) 1<i<N
i=1

Train the Model with the EM algorithm

[0045]  To train the model, we can use a method called the generalized Expectation
Maximization (EM), or Baum-Welch, method. This method examines each journey and
counts transitions between states for each tracking device. Then it will normalize the
probabilities by multiplying each set by a normalizing constant which will ensure that the

probability distribution corresponding to each state adds up to 1.

Smoothing out the Data with the Forward-Backward algorithm

[0046]  The HMM is most efficient when implementing the training using a method called
the Forward-Backward method. Example pseudo-code for implementing the Forward-
Backward method is illustrated in FIG. 7. In this method, one uses observations to filter,
predict and smooth out the present and past states. This not only makes past observations
better, but it also makes future observations more accurate.

[0047] For the forward method, we define the forward variable, «, (i), first:

a,(i)=P(0,,0,,0,,...,0,.q

[7

=x,|A), where o (i) is the probability of the observation
sequence O,,0,,0,,...,0, and x, at time t, given the model A . This probability can be found

using a recursive formula:



Most likely state at tinme t: qt a, (1) accounts for the partial
observations up totinet ( 01, 02, 03 ,..., 0, ) and state xi at tinme t.
fll (i) awoaunt®241er t he remai ni ng observations ( 0+1, @CZ/B2HI@IY77€i ven

state xi

t, given tReposerNati on sequence 0 and the nodel A.. In other words,
= P(q, = x O, 2&
find a. (t)fi.

nEL) Y (t1)<l|<SNa probability neasure, | (t) =1 .

at timet. 7,(i) is the probability of being in state x, at tine

7 (1)
We can

(038 S >
(tya (t)13. (t) (t) - "z, where qt = arg max[yi (0] for 1t

T. P(012) N1N t])A 1) 1=1 Train the Mddel with the EM al gorithm [ 0045] To

train the

5B él In

0ltl:an use a net hod cal led the generalized Expectation

Maxi m zati on (EM ] rreth Thi t d ex nes each j ourney
and counts tran@rlﬂ) fﬁgg}%e &gt)at es Héaﬁr ‘Erf Eal—n’g— vice. Then it

will nornalize the prdbabili
constant which wl|

to each stﬁ'{eE:*aH’d@H@bonto 1.

PO1 =Y a0

[0048] For the Backward method, we define the forward variable, f, (i), first:
p()=P0O,,0,,,.,0.,q =x,|A), where f(i) is the probability of the observation
sequence O,,,,0,,,,...,0, from time t+1 to T and x, at time =T, given the model A. This

probability can be found using a recursive formula:

Step 1: Initialize
b)) =1 I<i<N
Step 2: Induction

B.(j)= Zal]b](OHl)ﬁHl(j) Jorallt=T-1T-2,.1;1<i<N
Step 3: Termlnatlon

PO|A) = Zﬂb (O)A ()

Making Predictions with the Viterbi method

[0049] In order to use the HMM to make predictions, we can use the Viterbi method.
The Viterbi method chooses the best state sequence that maximizes the likelihood of the state
sequence for the observation sequence. The Viterbi method can be implemented using a
recursive approach which is illustrated in FIG. 8. This method can be used to predict the best
state sequence and is one way to implement the HMM.

[0050] The Viterbi method is illustrated as follows: To initialize the recursion, we first
define the state variables 800 which define the base case and will feed the subsequent
recursive routine. The recursive functions 801 will terminate when the end of the finite state

space 1s reached and the maximums are found 802. This can be used to derive ¢, (z) 803

10

i es by nultlplylng each set by a normalizing
ensure that the probability distribution corresponding



Snmoot hi ng out the Data with the Forward-Backward al gorithm [0046] The HW
I's nost efficient when inplenenting the training using a nethod called the
For war d- Baiokwairad24ret hod. Exanpl e pseudo- code for i npl emeotriusgoinioes77e

For war d- Backward nmethod is illustrated in FIG 7. In this nethod, one uses
obser vat i onich® thé bdsescore piglehtqirotabilitys aneg Hsinglé pithat phes amichatdupaty st ates.
This not only nakes past observations better, but it also nakes future
obser vat i offs Tt ebsryatipna e enfpnstierer 1 plaerordavecarsetiod, we define t he
forward variable, a ,(i) , first: al 1)= P(01, 02, 03,..., 0, g, =2) ,
where a, (1Y:(s (A& dilatabii 49, @f- @ hal dbwebymiicoan vehience 01, 02, 03,

0, and x1 at tihe™t given the nodel 2. This probability can be found u5| ng

a recursiveg. (ft@[)fﬂ{hﬁqu(tﬁlq@ @ .nitialize al (i)= 7ribi(oi)l<i<N Step 2:
| nduction af +1(J) = H

Implementing the HMM
[0051]  FIG. 9 is a simple illustration of the state and state transitioning of the HMM. In

our example HMM implementation, the initial state 900 is known. For each transition from
the initial state to a new state, there is an associated transition probability 901.  Also, from
each state, there is an associated conditional probability 903. The conditional probability 903
is the probability of receiving a particular set of observations 902 given the state. As the
HMM is trained, using these probabilities, accurate predictions can be made about the hidden
states associated with them. Ultimately, with high probability, they can be used to determine
things like the most likely sequence of state transitions.

[0052] FIG. 10 is a block diagram showing the structure of the hybrid model
implementation of the HMM. In this implementation of the Hybrid Model, the model 1003 is
first trained 1002 on past historical trip data 1000. Once it is trained, the model can be
initialized 1001 in the tracking device depicted in FIG. 3. Once the model 1003 is initialized,
the tracking device can use the real time observations 1006 as well as the model to predict
1005 the most probable path 1007. Once the most probable path prediction is made, the
dynamic behavior of the tracking device can be updated 1008 in accordance with the best
prediction 1007. The model 1003 can then be updated 1010 with the newest observation
1009. Since the model 1003 has been updated 1010, then the next prediction from the
updated model 1004 will be improved, thereby, allowing the tracking device to be more
contextually aware.

[0053] FIG. 11 is a more detailed outline of the Viterbi method outlined above. The
Viterbi method is recursive because there are recursive relationships between the states in the
HMM according to the Markov property. The Viterbi method returns the best prediction
1104 for the next hidden state at time T for an implementation of the HMM. The method is
initialized with assumed values for the initial state 1100 and initial probability 1101. Then, it
computes the probability of cach state transition 1102 from the current state over the entire
set of observations given the predictions for which transition will be most likely. This

computation occurs until the entire state space is examined and a maximum probability is

11



Ea t(i)ai, b i(ot+i)for all t =1,2,...,T -1; 1] N Step 3: Term nation
P(01 2) =(i) 1=1 [0048] For the Backward nethod, we define the forward

vari abl e,wo)2011/te418t : A(i) gt =xi 2) , where (i) is theprpraisadiolosizyé of t he
observati on sequence 0,+1, 0,+2,..., Ol fromtine t+1 to T and xi at tinme
t=T, givenfduhe 1n@3deTo 2se thi¥ grogsolaiid tht Yn@aprobld paln @redBtioly v a@0WESI ve

formula: Step 1: Initialize fiT (1) = 11 <1 ,< N Step 2: ]nduction

employing this method for each consecutive state, keeping pointers from each state prediction
to its previous state, until we reach the final state.

[0054] The forward-backward method is illustrated in more detail in FIG. 12. This
mcthod is used to smooth estimates. To initialize this method, it takes in probabilities
regarding the first state as well as the initial set of observational values 1200. The forward-
backward method uses a vector of forward probabilities up to the current time and returns a
set of smoothed estimates up to the current time 1201. The method first filters the data using
the set of observational values 1202. Then, the forward probabilities are used along with the
backward probabilities to normalize and smooth the data 1203. This can be used but is not
limited to training the HMM.

[0055]  FIGS. 13A-13C illustrate various examples of dynamically updating tracking
behavior, based upon the updated predictions of the HMM. This update of dynamic behavior
can include increasing the frequency of collecting location data to increase granularity of the
location data 1300, or decreasing the frequency of collecting tracking data to reduce power
consumption by the tracking device 1301. This update of dynamic behavior can include
increasing the frequency of sending communication reports to reduce the latency of the
reports 1302, or decreasing the frequency of sending communication reports to reduce power
consumption by the tracking device 1303. This update of dynamic behavior can include using
higher accuracy modes of a navigation receiver in the tracking device to increase accuracy of
the location data 1304, or lower accuracy modes of the navigation receiver to reduce power
consumption by the tracking device 1305. This update of dynamic behavior can include
selecting a communication channel from a plurality of available communication channels,
and sending communication reports on the selected communication channel based on the
region or location of the device 1306. This update of dynamic behavior can include
determining whether it is cost-effective to report the event at the particular time based at least
in part on the type of the event and the cost and resources required for reporting based on the
region or location of the device 1307. This update of dynamic behavior can include
determining the list of preferred communication channels and the list of excluded
communication channels corresponding to the particular geographic region in which the asset
is currently located 1308. This update of dynamic behavior can include determining an
occurrence of a supply chain event 1309, including a gate in or gate out to or from a supply
chain node 1310. This update of dynamic behavior can include determining an occurrence of

change of custody of the asset being shipped 1311. This update of dynamic behavior can
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(ot, >fi t, (j) for all t =T -1, T - 2,...1;, 1IN Step 3: Term nation P(01 2)
= E 11)1(00)61(0 Making Predictions with the Viterbi nmethod [0049]In order
to use thwoHMWe4izake predictions, we can use the Vit ePhi/usetlooads77dhe
Viterbi nethod chooses the best state sequence that naxim zes the

| i kel i hoodimefudé Rietefhiaing meapiane alyhohict REmobS aimeabi amivalealieiRCaset TAahd/i t er bi
nmet hod can be i npl enented using a recursive approach which is illustrated
in FIG 8. deﬁﬁn%wﬁé%Ho&h@amd%Oﬂbf@anwelww%%mqw dstepinigg ap accyBgiseAte and

i S one way j : 50] The Viterbi nethod is illustrated as
fol | ows: T%Et:a%lélS{ﬁwgfeﬁg%k%p&fgﬁ?@mogiﬁg% we first define the state variables
800 whi ch {@Féjne Ofher bzises toapdatadyhamick belfae@d of the trackiipeduien based epumshe e

routi ne. The recyrsive functions 801. will term nate when the end of the
finite st a‘r“@“‘%‘b&géﬁ? 255l SUPBERT Ry pPﬁ@W%&iWH&P@m%@ HHY@@ZTheTSrHFQE“can be

used to depivpldsidwn iB@Rc. 19hich is the best score (highest probability)
along a single path, at tine t, which accounts for the first t observations

and ends i iM0§Tlat eMultiplenHisiiMrenabled rtdskingvdevocen care gharagdata py=travexsil] the sefe g,

=1, 0102. .. ) , i nducti on have,. (t = [m (t)a
(O i BT FRe! Pl b e Pmeston ) Bengastybed Hod sk FREcPERE ¢ b
state and gdmdx@ial dANSAFeARIjRENGT is bOEp1EIMVEnd the Bhdki®XRBRE & ddddMvated 1401,
i npl enentation, the initial state 900 is known. For each transition from

t he initi athedragling degica wilbgirizg K0 at ¢ ¢pafrel lpegtiethwhese ticdade will erugloadadi 1408

probability 901, AL h re | n l.at. { tional
b obabi |1 ¢§ G AN rgbReY S5 TBbah T hiEl oDt FREREb SR FRRE! of
recei ving a macchdiguilbmcsting dhta dgevaiatd el @ringnhd dda. SARD usindshé he HWM
is trained, using these probabilities, accurate predictions can be nade

about the HiMMeeOsitosy &404adaibeanabcetowfoesiod ingrmny OpY itireleied govicas et Ginge
probabi 1 ity dhhey, t‘ﬁ%’%agie%thb?%qcl&% AEEE MR dPirigS14ob kS bR howhioke! Y

sequence of state tran 1 ons.
1405 and use any data relevant to its journey that was gathered from any previously arriving

tracking devices 1402,

Structure of the Hybrid Model

[0058] Due to the battery constraints on the tracking device, location data can be
collected at discrete intervals rather than in a continuous manner. This restricts the amount of
data that the device can accrue to train the HMM. Before the tracking device can confidently
use the HMM, the tracking device can gather data across its state space. If the model defines
the state space as all locations in range from the tracking device, the state space would be
large. This means that to train the device on a tradelane, the device would need to perform
many journeys on a tradelane before it is able to use the HMM to make accurate predictions.
[0059]  An additional limitation due to battery power consumption, is that the tracking
device is constrained as to its available processing power. With a large state space, the HMM
would require a large amount of memory and processing power from the tracking device in
order to make predictions.

[0060]  To reduce the time that it takes to train the model on a tradelane and to reduce the
amount of time and power that it takes to process HMM predictions on the device, the HMM
can be implemented as a Hybrid Model. In some implementations, the Hybrid model uses

geofence zones as quantized states, to significantly reduce the state space.
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[0052] FIG 10 is a block diagram show ng the structure of the hybrid nodel

i npl ementation of the HW 1In this inplenentation of the Hybrid Mdel, the
nodel 1008o0i2811fi2e4l trai ned 1002 on past historical tripctasaib@@r7e Once it
is trained, the nodel can be initialized 1001 in the tracking device

depi cted immﬁhﬁmrﬁmn@nc@ﬂh$ﬂﬂﬁﬁd@&mn003 is initialized, the tracking devi ce
can use the r me observations 1006 as well as .the del redi ct
1005 the bl proE Hébrpfﬁ alo@?y Dexfewrbibansit SRSFIEH ABP ]ﬁ%f?tﬁmpr Hettion is

made, the ﬂﬂﬁ]@lﬂém@aﬂ@ﬁ‘sha?}é’ hiQ8 p@kibfenernk ToagKs 9e ¢ Ca?mﬁ%ﬂn@?fo&'&ﬁﬁﬁ&@al%qp8 in

accordance wth the best prediction 100 e nodel” 1003 can then

updated 10#Q rmagtet@fpdssabrtew&ﬁtnscala&artmtesoch 1{92939@ } Sieegd hGeoRiel 201:1@@&1 has
been updated 1010, then the next predi ction fromthe updated nodel 1004
wi || be i marcojgatonatyhér ebtion }adehoted mgvit)heht thizcdaban thedsearé ofbdie Inea pavfence
contextuall awar e. %90%%@F|%§ %1 IS more detailed outline of the Viterbi
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recursive t t t t he
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gi ven the pre ictions for which transition will be nost |ikely
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it A A R R e D e A
behavi or can ncIu e usrn her ~accur atron receiver

in the t ra@hklﬁtgi davingde Te dlﬂﬂfC@@Sﬁleaﬂﬁﬁrg&Cﬁén&ﬁ i$ hawh Qtaé n@rathératoaaldam or
| ower accuracy nodes of the navigation receiver to reduce power consunption

by the tra¥RiPHE dEree i gusticeTthe §le?)‘&§% anigly bgymuch farthss Ryt oNoiahat #el ude

sel ecting

cormuni cat SRR B (Al QAR rerk Ol e Bl BUBLUEP BRIy o e
comuni cat Asn itdekinpekvibasedn asset bieers egicossivorintbimalagdofencasf tht lventcbevifake 1306.
Thi s updat e .of dynagtc behaér b can i cIu e deé m ni mheth&& ithis
cost - ef f ectRBN §a)} R EFP8MA5E ta 98 ARProC ‘Pﬁé Oﬁf‘arat“ 4rio (inenih A Atths east in
part on t h%e&féﬂ'é@ @on&éﬁ&l}ﬁ‘é%ﬂhg @aﬁt‘ées"sl% ESSlcc@Bsh PERQUTE S of R do Eﬂﬂfr@r
reporting based on the region or |ocation of the device 1307. This update
of dynanicaWQhﬁmnﬁwcamﬂnp 1hm3¥d@m@rnlnrng the list of preferred

comuni cat cha nd .t comuni cati an channel s

cort espondl MK o FRE 1 RNt el g ROV BT R RRR Ml PeCHEREE
currently hewakagded 80G ncklt SyebifRa@t encatl dsmnanifcthh @bay géof&l@éb Mm@ udel _
determ ning an occurrence of a supply chain event 130 including a gate in

or gate out to or froma supply chain node 1310. This update of dynamc
behavi or can include determ ning an oci?rrence of change of custody of the
asset being shipped 1311. This update dynam ¢ behavi or can include
determ ning an updated dynam c estinmated tine of arrival of the asset at

t he destrnatron 1312 Thrs update of dynantc behavror can |nclude
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tradel anes. FIG 14 shows the tracking device being activated 1400 to start
retrieving contextual data. After its journey is conpleted and the tracking
devi ce i swoeatttizzaited 1401, the tracking device will ar PCTaS2eu0D4306 a
central location where its data will be upl oaded 1403 to a central HW
reposi t ory dééiifines Tt shehdVivirhie polsaviod oy thb4Rdkie@deike sused bbuljuitsd reoR, therdmi ted to
processing all incomng data from various devices and storing the data.

Al so, usi nicrehiEsthpmiy Blsdy the dynampbehayan of thedrickae dyigeIl6&ded into any new
tracki ng dewkges t -G t 2t i , 1 devi ces
that are dgﬁgﬁtingﬁﬁigéﬁapﬁﬁgﬁégg%ﬁggﬁg(1@&ﬁ?é%%m%%dgq%%g%ﬁégégﬁyQ at a

rel evant tmeihbd Acdhipneyit tdndic demsmiged tvemed afgeofimany O reeitiaguesieyceal 702 wi ng

tracking devi.ces 1402. Structure of t brid.Model 0 e to the
battery coRStHaT L SHIPHePELmG tﬁfjﬁ@@fﬁlﬁ, f%PtS‘&%&% Gteats &3@%‘% Bt | ect ed
at di scr et geihbALNALEs LaliRt (AR 1hdiich GRAL INPUSIEBANELflfe RERLTT CLS

the anobunt of data that the device can accrue to train the HWM Before the
tracki ng déeitos update. coimiladie nxitipg ug@idnhe 1 19N4 bastrbupon Aeikg imgidelef/d gewfamah gat her
data across _its,state ace. If .the nodel defines the.state space.as al
ocatons. T PEAGRRTIIRE HEen bl e eeed® PES b Bt B Re

large. Thi gitiRansofci@t 1709 id BadédupoR @0 ABMIcE & P Becdentt AEQL pR€a tildehrd@yidce woul d
need to performnany journeys on a tradel ane before it is able to use the
HWM t o mak®Bugbcyarianes iprediaey oblvsating[agoslg Agvieedui & shapednt, |thass eaatticdalsdue to
battery po C ptione 1S that .t I i 1S C ined as to
ts. avai | abRmR SRUTR BrenceSor iy WG LAGEHRP BDGEE HRCRTRNEEL: &
require a ktatuge canmsapprofedBnateyratntover HOE€SES teqeirdl0 veiseduriogotend isidki ng
device in order tqo make predictions. [0060] To reduce the tinme that it takes
to train tReouHlar 2 grpignce foselrgietait {2l reduce the anount of time and

t hat rjokrit ak Rl | &8t
power tha Ldtolgz]] a Bése?_&g@l{ gl%%gfgw\élta%eﬂfect}a!cﬁﬂg dMcd BhaflRVlchRior ﬂ%’b?%ﬂ can

be i npl ene as a n sone | npfenmentations, the node
uses geof enplated baed upen aueaing h zedeigt AT@S exitigg sgaifintd CH@Ator persigtchgoathite st at e
space. Tech?ical gwervieM/of the Hybrid Mbdel [0061] The Hybrid Mddel may
be descri b&iH&e b{{2- specific inpl enentation. Other inplenentations are al so

possi bl e. _[rd%S]St at/BricaR a6ton¥ cfh BE @drind Bd tgFentt_oquHat@ﬁleib@EaQ/'IoY%lf arirai:ﬁné he
range of possible |ocations and activities xrit = {gz , a"t} where gz e

Geof ence Zdewaceabrdedupen flettagdenefzantering a gentinco h}00d dhistupdateaeftdyvanig behaniot hi s
case, the te of . being i.n eof ence. zone i s not directly observabl e
bocause of 1 HspdE ilHifl A FERER Ebtiing RohRh bl S b CHFBIARY s anc
t he devi at ypaR BEatbhala@SSEhis MPME|® dyhait thBavidredioeteasl idde. in&gihg a
observation, O, for a given tine t is a neasurable collection of data:
sensor dat degneacy of sendinggogatuaicaioepytrherefesermiptanayo theyepartsadbistupdte

E)E gb abilit ¥t @na%ﬂi_b% oqqlmli csan%c;ﬁﬁie B?ﬁlg hi E&Ua@(glfréw n&t)d-es ((fja)rﬁlciéatioﬁ Leefler = X ) =
, gz a Z, = aa, , gz, g Z,a,
in the tracking device to increase accuracy of the location data. This update of dynamic
behavior 1701 can include selecting a communication channel from a plurality of available
communication channels based upon the region or location of the device. This update of
dynamic behavior 1701 can include determining whether it is cost-effective to report an event
at the particular time based at least in part on a type of the event and the cost and resources
required for reporting for the region or location of the device. This update of dynamic
behavior 1701 can include utilizing preferred communication channels or excluding
communication channels corresponding to a particular geographic region in which the asset is
currently located. This update of dynamic behavior 1701 can include determining an

occurrence of a supply chain event, including a gate in to a supply chain node. This update of

dynamic behavior 1701 can include determining an occurrence of change of custody of the

15



Transition of Zone: P(gz gz, , a,) is the probability of transition to a
new geof ence zone at tinme t given the previous geofence zone and previ ous
activity.wonrangizedion of Activity: P(a al, gz i) nodel s trhe/yscabaliiéty of
whet her or not the tracking device is noving at tinme t. The nodel is

i nitializegssyv Begt Meppedf Thivalpdas of ighamié HelPBE 1CAS &M, infOY dderbnfirdgK hing
devi ces continue to nove and non- novi n% ones continue not to nove. Nested
Geof ence MeRiBfed dywoBaystimateditipg eharied RbMe psetibthe dadnaeBr i d Mbdel provi de

context fo ade Q]Jﬂ-[ﬁ‘l? i i i j t in the
nodel . Thi LOO&?]st ox ca a%l@tngﬁa%{nlc% @ér@%@@eﬁeg%%%ﬁgﬁpgﬁaﬁgkg ﬁvfogt0¥gc§}an$r1§h i ng
shi prent s tibiceubhedupoahet trigghe b Aexdting Thges fehdest702.1 Thik upkatesofwiyhdmiabsavioot be

avai | abl e, r shippments that stray off .a planned tradel ane due to supply
chai n exceﬁq%owne%ﬁ?% FRUEIBE ity TOASRIEY 6l GRFIRR JRFRTIRN S48 b CRIUCE AR A

Nest ed Geo : : ide @y ide or ; N7 00; ext
O Thoot  pooREROAChe S8R BUALE 01 BRARLY v RSP UTLE  gRycal,

i |l ustrat esedacinga fromvahcyext agnding commmeisttod rgpoos ®rredse povearednstumptidryt thof
Cakl and termnal , The.di stance,.between. the fences .is.drawn cl ose
Coget ner ¢ SR dotg 4P o (RaREIEnIc PR e B Tns Ty S PERe B iyne be
much fart hgiod@RAkie naNeht®ntrBRivefd rbduc€ ol @ichibusp@Res) thetrikmaldetiad) Pfs
represented by nultiple touchi ng rect angul ar geofences. As a tracking

€&

devi ce on apfatesefedynamicdichaducliBs s dclude erlerting gecomampisstion: thannebfivee of t he
shi pment Cgfﬁra?l% rF%‘r”aﬂE\#l@%S'mﬁlﬁ P& RRREORE 09 GloRSEL reggﬁ‘o% §! RE&lont @ hde
0 tPI ence. I(lfonversel} Yy, €eXl ti Nng successive g

center nod e geo eof ences can

be used todeveoghizgdatdepdyiatiebeaayr 100l helude déterminiog&hahertihg cgaof ence.
[0065]FIG 16 illustrates top |evel logic of the Nested Ceof ences nethod.
Tr acki ng d&kfestii®OcRost apsuent Bl the PHESHY dMFRer¢ kst Bt omshype of the £¥f8t nest ed

geotonces TR rgke e ) Db pBT st e ook

behavi or ofipdatesoftdysendic behadier 178 cail6d8ludd HOBHE preErrell Commuvisitioatchsnels next

level of dg)gc?uidled ggmrgn?lﬁcaltig icl(l:anrcl)gls gor}r%splg% itng (tjo ggfr{i&?a? %gographic region in which
the asset is currently located. This update of dynamic behavior 1703 can include determining
an occurrence of a supply chain event, including a gate out from a supply chain node. This
update of dynamic behavior 1703 can include determining an occurrence of change of
custody of the asset being shipped. This update of dynamic behavior 1703 can include
determining an updated dynamic estimated time of arrival of the asset at the destination.
[0070]  Various actions can be defined to be taken to update the behavior of a tracking
device, based upon the trigger of persisting within a geofence 1704. This update of dynamic
behavior 1705 can include reducing the frequency of collecting location data to reduce power
consumption by the tracking device. This update of dynamic behavior 1705 can include
reducing a frequency of sending communication reports to reduce power consumption by the
tracking device. This update of dynamic behavior 1705 can include using lower accuracy
modes of the navigation receiver to reduce power consumption by the tracking device. This
update of dynamic behavior 1705 can include determining whether it is cost-effective to
report an ¢vent at the particular time based at least in part on a type of the event and the cost
and resources required for reporting for the region or location of the device. This update of
dynamic behavior 1705 can include determining an updated dynamic estimated time of

arrival of the asset at the destination. This update of dynamic behavior 1705 can include

determining an occurrence of a stuck shipment exception condition.
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met hod. A shipnent can be determned to enter a geofence 1700, exit a
geofence 1702 or persist within a geofence past a tinme threshold 1704.

Ent eri ng wogenfeane 1700 i s based upon bei ng outsi de of paTgmsedienes7é or one
| ocation update, then inside the geofence for the next |ocation update.
Simlarly, [8%i]t i NThde gRlafce 0LGNAMRDchsidda%@Lat PO Basbbngcimslhtie dafa fongeof ence
for one | ocatjon update, then outside the geofence for the next |ocation

updat e. PeP&tipletragkipg dayicss, andydasdasdiag soextyab dginosach pekingéevid§ange to a

f ti . i aF ; f
geor ence Z i(}?}?gjs p@ghter 24bhd' %@mg%ﬁs b@rﬁ@wh Br t‘ﬁ@'ﬁh&ﬂ%ﬁde#n@ %E&IP]ZOE%E(Q of

| ocati ng cking device o shipnent, there can alse a

entering acgent efichs apet shipmed aepesivdk, af @t enibodimentgdefenicthe sphase f al se
geof ence statuses can be suppressed by integrating over tine, to require N
consecutiv@mpﬁiﬁtions i nside or outside of a geofence to declare a state
change. [0067] Based upon the geof engg shatps, the tracking device dynam c
behavi or may be updated based upon entering a geofence 1701, exiting a
geof ence 11033Jor Pler Hidden Mepkow Method,dybeid Mmleleand 73Sted Code8E Wardebursvidet | ons

can be defined to be taken to update.the behavior of racki ng devjce,

based upon et {7 B huhbar RAGIGrdpabmBREY obe et B ST Shy nam
behaVlOF.1ﬁﬂén&ﬁﬁmh@ﬁlqqg:UQQMQﬁﬁhﬁﬁe&&ﬁb@&qgg@@@Mmp&mgﬁhhﬁ@huﬂﬂdhggatlQn
data to increase granularity of the |ocation data. This update of znanlc

behavi or 1mgthodapenseicdatad0P ticysediby hg Sansor Bajigemiytcling seadilngl- cBienmedetat i on
reports to¢ d\%ﬁlemgtcll gtgﬁ&lgyofosgnsgp Sat] SRR 4 instT;i1 ;igralgfp cqa}aﬁerg; gfytﬂg @eﬁ:sop eh.aV' or
1701 can include using *hi gher accuracy esS of "a’navigation receirver in
the tracki pgteleMaRing totl¢ldREaBR]s aGedithaadyl dekrniiies thed eatdyaamic dttaviod il the updat e
of dynam c behavior 1701 can j nclude selecting a communication channel from
a plural it facngadeyioe aped dsntritsicd at80dn them dhen adestmed dg maderio tthie dygiion or

| ocati on ofql,R6; é&fkmgﬁ&EEQRdﬁte of dynam c¢ behavior 1701 can incl ude
determ ning whether 1t 1S cost-effective to report an event at the
parti cul ar [(i7#fe bBEKEd%ats 4 dlast dingrapashbwmp the tdgg@aofiret hé thy SatsoaRataihe cost

and resources required. for re i for the region or |location of. the
devi ce. Thﬁfatql}wag?%ﬁ@r ilfputhih T SFIsqr7 e salhef ¥ g{O@fﬁ‘itp jd5teryne
preferred %@&ﬂ&ﬁkﬁﬁ&kﬂ%m%B@ﬂmﬁ%%m%&l@&&%MHH@QXPQ§%MﬂéGﬁ%éﬁamQ@éﬁﬂﬁbé

corresponding to a particul ar geographic region in which the asset is
current |y theddk efcthe Titiery fop operasions, thdytragking ddyededy ingr lov @ Wer eperatined] widts.

uppl y chai ke MERUE SRS Heschs BoBPPRyurie: BisBduPsrsfor Bl AcPRule " 1 °
det er m ni ngetidh. FGGHAGERGRI HHat HBAEEN &lceddtl 8 HRSY010fthd IRRKAS ASticdIStridgershi pped.
Thi s update of dynam ¢ behavior 1701 can include determ ning an updat ed

dynani ¢ estd Wiekewyandicaechmotigy dafagl 90 bfe. g Hecedpserpeteralata). nEhedeeplqroragteraiata is

[ 0069] Var i i i t en .t . vi or of
& tracki ng HLURELLPRTRBAR, B AFHL PRI Brtf SpOLCR ol MR IBLE i REWPRARY O O]
updat e of dynéaritackighdwiconill £@3ifgaRr maoh utte s@gpiicshad coextflpenuahisyanf
collecting location data to reduce power,K consunption by the tracking

devi ce. Thicad ipsiterminge thy tha hehavioeptls Brcking devieedisedsrie Pugdatedduci ng a
frequency endi [ ' r j on by

t he trackiﬁg7§evingngﬁﬁgmgEﬁg%%&%?&ggﬂ%#?%%ggﬁgg#%ﬁwggggiggﬁgﬁﬁgﬁﬁ%e usi ng
| ower accudauge, baxdd spaf mataiEng a\Segat iPattern éc eisvmply tloir editexe  pbiwerpdgonsunpt i on

by the tracki ng devi.ce. Thj§ update of .dynam havi.or .1703 can i ncl ude
Sal et ng. DB Rk AR i B EgRG of erl RiriSeag P P anerda
comuni cat yRNyHNRANREIShPRERMN URAN ThREPIRYbOM nBhicl REATIREn Felulib RddaNd ce.
Thi s update of dynam c behavior 1703 can include determning whether it is

cost - ef f ecthievigquency efpolactingloeariontatato reduse pewdricenshaptian byshdyizeckialg devideeast i n
part on a gpe]ﬁfwthﬁdewgqt %ﬁquhqico§ﬁdan%>rg§ou%gelen%guir?qwfﬁﬁ
reporting R T gi OR O A 8 SR e & e T AT u%’dg %0 %ynam’c
behavi or  1{88m@acutibh ehsieo Wdudd tBe R@nEY GRS ofTHsC TRRUPILS d9Rarkib BEHAGLS OF
excl uded communi cati on channel s corresponding to a particul ar geographic
regi on in @i Belugheedyeisetthg Feqgngyest sopding camaynicatiinsrepgitatoercéice dipwam c
behavior 1 inc 1.Ni C . [ n
event, inc%8§W@§R§‘§h%§q§% %%g%a’@%b §Qéﬁg$%§ﬁ§§g%k?ﬂf§98%%§?gQ@#
dynam c behgléraccutat) TodesvfiameVigdon deteemn ticngcléng dovivgns Roeascatcuedspnge of
custody of the asset being shipped. This update of dynam c behavi or 1703
can include determ ning an updated dynam c estimated tinme of arrival of the
asset at the destination. [0070] varigys actions can be defined to be
taken to update the behavior of a tracking device, based upon the trigger
of persisting within a geofence 1704. This update of dynam c behavi or 1705
can include reducing the frequency of collecting |ocation data to reduce
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Sensor Moddel [0073] The Hi dden Markov Method, Hybrid Model and Nested

CGeof ence Model provide context for shipnents in notion. An additional

capabi | i twyois1weeured to determ ne context of shipnent ecatusc@sds’# G 18
illustrates the top level logic of the Sensor Pattern Matchi ng net hod.
Sensor dat thel&flon datdlSEIh yatt bedypamibchRadrican hchBd adiigigwerdealrack8fbles The
nodel 1801 will match a group of sensor data 1800 against a |ibrary of
patterns. PFthe ReIBEAL EecipRte EdpcenppensRe RGPy tBarRckingdryics. At Rd%nhd

det er mi nes ] ; I.0f - Of ; [ ' 0 e

adj ust ed” 1805 TR N B R A8 e, LR AT BT (e
tracki ng déxipagicll808me AT 4] khdbin pat b6 a aypel b wheddvagyr ah tkhawst agl kedvarcdeci si on
tree of the Se sgr Patt er g?tchin thodji Iﬁ;trahig in FIG% 18. .Sensor
data is uséﬁ‘a“%%r;’ Oh&°hoBtE! 10F Bl degien tietibe dPvies ndii JRdde R d¥naps es
exceed a t Pugsiioba idIRR- d-RARIAMS &n SbculBRe s dulp®, GRARSEEMEIt NG b &9 the
battery for operations, the tracking device 1s’n a |ow power operational
state. Thetooracdatenyt ttemiacepnls dwin inde,motincbringersore lead taa tship gyercranoloahkeup t o
perform a §Becific Eﬁtiog% Ii it is eternine% %gﬁi the notion exceeds a
threshol d, TPRe® tPc KR gPHEG P damic pogYar & ev bttt o e 1 95t i on
data 1901 élﬁm?e of ASHH} & tﬁ@@s&éifbefﬂgtslﬂiﬁped]'@js%@ﬁ& ef RIbeRAld chiSinkhigd .
mat ched to patterns in a stored pattern library 1902. If a pattern match is
f ound 1903dcterruring dneupdited dinaggicaithated ¢ of apivabefithgassdyat thodasorrtipm tlhe supply
chai n cont 1 o Thi : £ nj t he ayvi f the

t racki ng dgéﬂgé%ﬂéél%ﬂi%mgﬁgh%ﬁgﬁgg£3%%% %$§ﬁ%ﬂ§% fgﬁgggghﬂﬂg&ﬁgfined
to be takesxdemionpdaditont he behavi or of a tracking device, based upon

mat ching a Sensor_Pattern in a suppk%?chain context. This update of dynam c

behavi or cH¥7¢Inc Tpse ivpdaiesadi gamebehpagjuendy Rpedcon peemulgng deatiwh dat a
to increas , I i . St ;2 of dynam c
behavi or cgwhﬁﬁgﬁﬁgggééﬁﬁ%%ﬁg&?ﬁgﬁ?#ggﬂgﬁg%l%ﬁégé?%g%gkﬁgg$%%ation data to
reduce powl7tjonsOtipt acoinngdxy updeee dynamics behadey biCthe tradkim depdabsscdiipatytham c

behavi or can incl.ude increasing the frequency of sendi co ni caLion
reports toSHehd ety CHHRB oS PRI Bt oo Hﬁﬁtagt%éor@%ﬁaﬂﬁ%
behavi or C@&n%ngjude reduci ng the frequency of sending comuni cation

reports to reduce power consunption by the tracking device. This update of
dynani ¢ behavi or can incl ude usi n§ombghétloddcur acy nodes of a navigation

recei ver i e trackin evice to increase acgcur.ac the | ocatjon data.
Thi s updat MG gy FEASERERRER 6F el MRERERESoPRo R ronbdimaBit bes o
the navi gaHiyeid MeEl t@hiod shdr e SeoP PXRIn SRRBMIDHhRIY RYillidneed el My devi ce.
Thi s update of dynam c behavi or can include determ ni ng whether it is

) ) ! g
cost - ef f ectliagiem &f FlepdP+ Tde teglang davica keenplded with |ty Hybre moded d3008) andast in
part on a e . CO I es.requir 0
Pepor ting FenlisbiRG SXE300PBR FiEueaRl, G0 6P AHOE Ty ao BBl 1Py o o
behavi or c@nricpclsingehidet@r imdoemginanvietet itrienceotidn @ satjppdry (200a). nifekent ,
including a gate in to or .a gate out from a supply chain node, or including
a crane | oHeFH18 davighispn Btion, dlepke tq salf theroeniss Wipipral aqt hathepa e 16F tHynami ¢
behavi or ¢ j e Rl : o of the
nsset | bei noirhf1ELdR RN BB AMORELIEEREELEl, CHRAAGAL PHE] i
det er m ni ng relres wpdht ddstell Geoferce estthode@e(f),t wineh ofquiaasrioviastorifal tdie tasset at

t he destination. This te of i ¢ behayior, c i.ncl ude, det erm ni ng an
occurrence’ ?r_wéses‘tt%% tﬁeﬁﬁb 0@3@@578’ 19 _d’ﬁﬁiuts‘i B%ﬁﬂledm]@h@éaear@ﬁ tes of
dynam ¢ beBgwhPfack@B ap&se%?@%%mal&cdémr@yeaﬂﬁ&@t Finl @7 tid rhdkPlgRlctiE@cki ng
devi ces; and downl oadi ng contextual data to each tracking device.

[ 0077] &t hels stadipihagy &t wib utikrgahesSedson Rattass Metshiag method200Re t r acki ng devi ce
based upon co .of the asset shipnment are.possibl i.n_qt her
enbodi ment W8, 0Bl AL i s S5 IE i L B Rt frea i o Huliihe

device 2101 and attached to an asset 2100. The tracking device 2101 uses a communication

interface 2103 to send and receive data to and from a central repository 2104. The processor
used by the tracking device acquires sensor and tracking data and is configured to utilize the

HMM, the Nested Geofences or Sensor Pattern Matching models 2102. The processor then
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[ 0078] The | ogi c behind the systemthat conbi nes the Nested Geof ence nethod,
the Hybrid Model nethod and the Sensor Pattern Matching nethod is

i Il ustratwd 2on/i2ba2f | ow di agram of FIG 20. The tracki ngcaaseae/oiz7enabl ed
with the Hybrid nodel (2000) and acquires historical data 2001 and tracking
and sensor ygatia c3fdRionAbatiger@l fv@n theintodels Fo ddjist tho dymays boslin@fihitackdat a, it
determ nes whether it is in notion or stationar (20032. If the tracking
devi ce is Pevigeot Pbrising the|comrumiceiogdrterfice L e neakp &perthiogt SR AIP0HOMA t hat

it can usesf@r its current location (2004). If it does not hold historical
data for its current location (2004), then it relies on the Nested Geofence
met hod (200B80] whTxhcondiped medelnprohids & compreliendet @t dfonatiss tootcheemning sden i t uses

the Hybrid del ., (2006), which will use both the historical data and the
current trkc xnﬁla?élﬁvd?@)éﬁéw%w ‘tfjo"_ tﬁagﬁ{ag AEEEH allds et o e behuiiar y, if
the trackipg iﬂ@%{d&&rbaﬁin@tﬂﬁtﬂrégﬁ@}f %of ézcgl_leé’i‘lnr% hoddfidd defefto iREeaREMS Qfamﬁﬁ{‘& grn

Mat chi ng et hod (2007). "[ 007 ]FF 1l ilTustrates a systemwith a
processor, thaHoa@hon datenbhkiddpdhtd of dynemmdichavipr dew inckid@ t@uciag thedteguahedf t o an

asset 2100. .The tracking device 2101 uses.a.C nication ipnterface.2103 to
Send and r BP0 10 98 TR BT comREPUR HROL IRy S t0 AP Ces sor
used by t hgydah@Clichgorday ifeRidd GdkbhliRSths BBGRAcy I TdeldiRCdoGin Rk sk
configured to utilize the HW the sted Geof ences or Sensor Pattern

Mat chi ng nirdeteshobgacy affike ispatse ddisrupidie pf daamiciivkaves se neludmisdepangHbs ed from
t he nodel s i .he nam iar of tr i i 2101,
using the: SoMsER Skl RRaiaPERaR §oe s b0 sRRb g B bifeft

reposi t ory da1&4. THiO Qe Thredyneariai bekalisrade lisclypleaMdindchighet adtprach evdésvef set  of
nmet hods to determ ne when to dynam cally update the behavior of a _tracking
devi ce. Thi&gigamisciyst gyhraickingelsnigs & inetgpse; asyriryenti thic fosafion figtay nhis
frequency 0 i ng at L.on: TR RYIP t he

| ocat on dopa FERERIIERS: bADHERIC ulfl LD BRSR IR SEERLINET e
frequency okeicol thecdicagolvacainswnptoatty the traddug deyiaweThis apdaserpf idprantiy t he

tracki ng device. This dat e. of dynam ¢ behavi or can incl ude jncreasing the
fr equency BHISeh aFhAbRahrisg: ¢ SHORBHEHES TBLdGEL o MUl sc enBFIGR t he
repOT LS. ThlniAHhP ofndy BT EpRENEYA GANcADFLIR dORUCTHE il Lt eauency

of sending comunication reports to reduce power consunption by the

t racki ng déyramec befihviegr aap dedlwle glctetyinmgivdicthehitie st-efteativerto lrepde ansivery ahi gher
accur acy des _of. a.nayigatjpon receiver in the tracki device to increase
accuracy oftCrREBEATT Siefal BSCRPEt s SRR ot B el nel ude
usi ng | owefeqagUfonGdpormders: e redien BAYdcHRIN OMthé @EAEY EThik QpaAE UE SyRaNer
consunption by the tracking device. This update of dynam c behavi or can

i ncl ude sebdw¥ibhgead claeidni €Bizingn PEHFde | COMMBIFHCAIqH| netsy asf ca¢iadingbl e

conmuni cat | r egj j . i ce.
Thrs updat SSpGRER0E AN RAER-WBRTL B% (hROLAT Bl APRLR T Pl BSR4 C

cost - ef f ecturwatly eatedy Ortiis wpdate yRdhadic beleiop adrt indudealctethinidg hasadraice bast i n
part on a type of the event and the cost and resources requjred for
reporting POFPRNENAIBETSR 1B udiRgcaEris AN d9 Of Re2atfetMt dOM FRIIRPIY)Blpkt 8045 Oty nani ¢

behavi or Cﬁf&luhfﬁ%!a‘é%e i ld Zdn rBrc[-’a‘hS’Iora&’ﬂoﬁ% NTERUpEMR t Beior

excl udi ng communi cati1 on channels corresponding to a parﬁh?ﬁhg‘r geogr aphi c
regi on i n vdnistiudehieteasiamp an scanurence nf thangodauedly ofthesassepbangeshgiped yHasmi ¢
behavi or can, i ncl ude .determ ni ng .an pccurrence of supply.chain event,

el udi ng SPdgiseed G e gl Cerermiming 0 i WRaRE Sl BrCORet Lai ng
a crane | ogghvhioo@theNisRet Ot tRe GEMNGionOAGNE NPTAE o?rﬁfyﬁamfghlbeﬁa\li&dé’énein@lfudéjynam c
behavi or can include determ ning an occurrence of change of custody of the

asset bei ndetemiippeah ocTirescafdatuek dfiprgnt execisiopsbiaditiocdr can i ncl ude

determnin updat ed nam ¢ estimated ti of arrival . the set at
CreCtontt nEoRD) “PIRAE ol SRl RS T Bhe b, i wlind AR R oy an
occur r encenfftipi tRtkeKd&e ABNIovaXSERNE OGNt i0@Bch tRB8d fishese updates of
dynam ¢ behavi or can be based on accurnul ating data fromnultiple tracking

devi ces; aH¥8¥HownPBstiraignsclonpédate diarmigapehavior el tragkingiderige biesod seon the

[ 0082] O he i 1 i.0 . Kj ice
based uponE?nﬁeg& cogﬁ %%%‘%99 @h@t g%ggtgg Sgo i gﬁen e'rzielringgé)lcr)ntsegtlgb e&@ﬁil Hl@gspgcgfrﬁ
enbodi ment sxdapyend t he specific exanples. WO 2011/ 022412PCT/ US2010/ 045776

[ 0083] The features described above can be inplenented in digital electronic
circuitry, or in conputer hardware, firmvare, software, or in conbinations
of them The features can be inplenentﬁg in a conputer program product

tangi bly enbodied in a conmputer readable nedium e.g., in a

machi ne-r eadabl e storage device, for execution by a programuabl e processor;
and nmet hod steps can be perfornmed by a progranmabl e processor executing a

- v Y b1



[ 0084] The described features can be inplenmented advant ageously in one or
nore conputer prograns that are executable on a programmabl e system

i ncl udi ngveat2oiieaest12one pr ogr anmabl e processor coupl ed t ecraseIv@4ztas a and
instructions from and to transmt data and instructions to, a data storage
system at [J083st DRefeattpydesctihét abuve @itthaatnplearated dngiabElRttond ittuiey, oA
conmputer programis a set_of instructions that can be used, directly or

i ndi r ect | yin GONPHICE brifhtare irmyasesotiiars o Bepmbmptions of fipmy The f%Fli“?ﬁ(ja%tB‘but a
certain re o t Y,

progr anm n?ﬂlg%%nﬁgglg@g6@ut££%ctl ve- &tb53§6 12 én?dlagfg dlglq ncg0 bt Q%ada fe

i nterpret edleﬂlamgle@gem a andhind- rea@blebﬁomlgnkiay@d fomemnqmohdmynu prtsgrzhmtdahi@ as a
st andal one ram or gs a nodul e, ent, subro a%[‘?l ne, or other unit

sui tabl e fBocss: 14 moBdhies g i 13 PLOgHEBIRIS RIadsrer f¥sEdEshr s for

the execut | RBrRAf ofnuSem@® R fokm FhdcHéls 2R deﬁt‘ﬁbb’cﬂﬁmpl&ﬂen%%nsqu AR e, both
general and Speci al purpose m croprocessors, and the sole processor or one

of multipl enplpm(d@‘stgmdgemmtm:g)@lwt of any kind of conputer. Generally, a

processor W re | ve i.nstructions and at a fr rea menory or a
P rndom acc ot oBf U5t ffien SO SBcimeii hies cREbR e SRNA R bl i Srdr o o
processor tgh ﬁqﬁégrddfsgthhtn% lek&chutaBIR Sonad) ProBRAInRbleNREt8m MRIMIAE st bRk ofd OF | ng

i nstructions and data. Generally, a conputer will also include, or be

oper at i vel yrogwowiabld presessongaybled &t woaiic duta adaniuctianp &opm el t§tt@ﬁ%@bd?dféw ces
for storin C ev C

i nt er nal h%}(ﬂ%é}ﬁlCL&ﬂS%g (fa% Eorg%el gé/gtgt%si’gtqgasyal% \gi?ug H?Jl el %a(i z?tﬁgaskgn% u%n?ﬁop tical
di sks. Stodage. deshpesr Isrugxmbi @sck ofmttﬁtn@@nblthatmﬂ@dtyedngtrscoﬁpmharecﬂy @gr am
instructions and data_ include al] fornms of non-volatil|le nmenory, including

by way of XA (SR EBREEEDACHERBT Yringehpw @sertan ipulh A eppetdr PERBIROM  and

flash nmeno i

renovabl e (Ej%ﬁs]%e%hfrtt%gfr?e qglglti |Oggﬁ)%%%ﬁ§éjﬁnﬁ%§0§1 %OVIBJ% éta'leg’/%}\%?j\llhﬂ| sﬁgsj. The
processor espikether mempetyd hagnabes, a;rmlpptamrhemibpidyddyn amrformamlmbm@asedstdnd- ASI Cs
(application-specific mtgﬁ ted Ci rcwts% 0086] To Frow ??e for .

i nteracti RO PREZD Y @ PR comppieat, SWOWRC ?qutﬁ%ﬂ LU LT St er
havi ng a dbéﬂtlﬁﬂ devbsRentUch as a CRT (cathode ray tube) or LCD (liquid
crystal displ ay% nonitor for displaying information to the user and a
keyboard ati¥83 poSwitablagragessvrs dorghactxeasiom ofwpregramrof alsmcmokﬂjaﬂudebbym ch the
user can prp vi de mﬂ@gt to ur.es._can

i mpl enent ed Fmle b ee @&é?%cﬁ%qEH‘QPS% IW%HOB‘E%%“O&S Bﬁiﬁleéﬂa pEOS?%%rnOéHPe such

as a data semyiéple pRicedstrabr 0! HIURS kendof dethRME! Eeh@ITRONFIdEss o WalN reasiv@n
application server or an Internet server, or that includes a front-end

conponent , Insigedionssand defai fEom agendpubemenaRyi 9@ randgrngsepss aremeseer baelhace or
an | nternet he

2yt om can bt Shen O Moo fRTRE AL b e 1 AR EH Sy Bt et i on
such as a eenbhG oakthowy netustek.anExdaaplGeacralty, mmqmttmc\ailll O inetdw ok Be
include, e.g.,. a LAN, a WAN, and the conputers and networks formn the

| nternet. PR IreuRleship GPamuRiGae Wil ORA Of MOTCURRSS sipragheyicsn for storiedaa

Cl i ent CnITREINAT aRKE: BENAE Akt SRL Ruchi@ R GAR Rl IS aedtgntoml&@atﬂsy
interact through a networ ere tlons 0 |ent and server arises by
virtue of oegput-epticgrdds;aams apticuhidisks. oﬁtotalge de\ecsepemtablcdor:tmghltyeanﬂ)oé)nng havi ng
a client-server relationshi.p to ach 9] A nunber of

ol erant s DRGSR, Bar el D B ek 8 FaE GEB0 Yt e RS  ood

that vari oyp wap@r bagpld Qﬁ&oﬂﬁb&to‘?%eﬁﬁ%ﬁdevl:c@i sﬁ’éﬁ%@ﬁ@l\@'@iﬁ@l\ﬁ Al ege or
nmore i npl ementations may be conbi ned,” del eted, nodified, or supplemented to

f or m f ur t hempryplesives magiotin disksagicly as intanesd hase d@k&mﬂl remoyahls diskgyi magnkions

depicted in_th .fi ur ot i .he rticul ar qr.der shown
Somont al RIBEN OHaTn A0 At DIMROS IS, & bhE GlaaftSheR AT K 081 ¢
may be proyup«ét%dmnt@a by beRSorpEMePB, RSIOT dpli@ton-§coiit iftgra@sschibed flows, and

ot her conponents may be added to, or renoved from the described systens.
Accor di ngl Y0086l heFo DyIdenfen firacsns Yithea whorhie: feasessesgphe wiplanieated g i ng

cl ai ms. computer having a display device such as a CRT (cathode ray tube) or LCD (liquid crystal
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CLAIM5S WHAT IS CLAIMED I'S: 1. A conputer-inplenented nethod, conprising:
receiving tracking data for an asset froma tracking device coupled to the
asset, thwotwmake41g data including a |ocation of the aseet/mpaoadimerest anp
corresponding to the | ocation; utilizing a H dden Markov Model to

assess a shisplpy)igononoedibplafing infriaghato hased atda kh®oiréesl ¥ péntingaleiitag dat a;
determ ning that a dynam c behavior of the tracking device is to be

adj ust ed baB@s oS 3 ArGkplhey weh B tser eangpraydedarul iwghe 9EEiEhani ¢ behavi or
of the tragleng deyi e t l.ai heyein

adj usting ﬂ?gﬂdy nglxr{% %%ﬁ%gg%/nlt %rm@?&? htgdt%lr %gg}f’%‘g&cfg%%gm @8%%% %beas?l:éﬁa%

adj ust i ng eorfijoaeuuencly aofa datd bedat,i orgthdtoadtdesnn datklkwhie donmpoeasesudr aned arity
of the location data, or to reduce power .consunption by the tracking

devi ce. 3. APPHENIRRORBE GranchiSE ACTSHH I o & RGO TG PR BB | or  of
the tracki pgnfledpfufr haGPELNBS] user interBEd SSRGS Gro@QH SR Gy QmbRAGH N9
communi cation reports to reduce a latency of the reports, or to reduce
power consahtheinomhbgoneenty cicdhd sygieewn becondectciny angtitrodorafedoimadfiidital wher ei n

2105011 402 RIS BUEY.R's S behbASKOP: oHi S B i 1
i ncrease ag&WbAs hcRifle, the allA0aL IVION Gall fie cOHRMpUtQVWRId REFHKAGININPAE Snté@hett he
navi gati on receiver to reduce power consunption by the tracking device.
[0088] The computer system can include clients and servers. A client and server are
generally remote from each other and typically interact through a network. The relationship
of client and server arises by virtue of computer programs running on the respective
computers and having a client-server relationship to each other.
[0089] A number of implementations have been described. Nevertheless, it will be
understood that various modifications may be made. For example, elements of one or more
implementations may be combined, deleted, modified, or supplemented to form further
implementations. As yet another example, the logic flows depicted in the figures do not
require the particular order shown, or sequential order, to achieve desirable results. In
addition, other steps may be provided, or steps may be eliminated, from the described flows,
and other components may be added to, or removed from, the described systems.

Accordingly, other implementations are within the scope of the following claims.
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5. The method of claim11, wherein adjusting the dynam c behavi or of the

tracki ng device conpri ses: sel ecting a conmuni cati on channel from a
pl ur al i t ywof20mveediabl e commruni cati on channel s; and sendiPa@/useomoiomi7cat i on
reports on the selected communi cati on channel. WD

2011/ 022412PCT/ US2010/ 045776 6. The nethod of claim5, wherein it is
determ ned whether it is cost-effectCuAIM® report the event at the
particular time is based at least in part on a type of the event and the
cost and resources required for reporting. 7. The nethod of claimb5,
wher ei n t h&HAE{S GEABAEEP Ey:r ed conmmuni cation channel's and the |ist of

excl uded conmuni cati on channels correspond to a particul ar geographic

region in whi chAgﬁgpﬁ_ZﬁE#ngmg&%&ﬁg& k(yn;(]%rgglgt ed. 8. The nethod of claim1l,

wherei n determni I ppi ng conte nprises: determning an
occurrence of aecsiyip tyackingiata &w emssetFromldreacking bodceabupdédato theBissewtier ei n t he

supply chain event is at |east one of a te in to a supply chain node or
gate out frH?Fi&lggﬂtﬁﬁ}%ﬂad&%ﬁwaﬂ%&meﬁ?etﬁ*%;%‘{s%’(ﬂ CB‘FYGSB?‘@F%tﬁﬁlemherei n
det er m ni ngjLfiRnshi ppi ng context conprises: determ ning an occurrence of

change of custody of the asset being shipped. 11. The nethod of claiml1,
wher ei n det er miutilinigg & bleddsh Magiom dlaloltt esstss eshipping emitextiefitey avsat basgd an  updat ed

dynam c estjfhnat ed &i rrg 01;1 ta‘rri val of the asset at the destination. 12. The
met hod of chaifFYe! WiraPEi‘H¥det er ni ni ng the shi ppi ng context conpri ses:

deterni ni ng an RESHNMBNER 2 @inamiSHSKorHT RN EHERPLE Bbe a@OGEd Bail on13. The
met hod of claim 1, further conprising: accunulating data fromnultiple

tracki ng detheskippingeratedbarl oadi ng contextual data to each tracking device.
For an asset 1 SRUERORdnl a0 PRI Wect ReokEEE ' The ( Tacking data
including a location of the asset and a tinestanp corresponding to the
| ocat on; 2. The method of claim 1, wherein adjusting the dynamic behavior of the tracking
device, comprises:
adjusting a frequency of collecting location data to increase granularity of the location

data, or to reduce power consumption by the tracking device.

3. The method of claim 1, wherein adjusting the dynamic behavior of the tracking device
, comprises:
adjusting a frequency of sending communication reports to reduce a latency of the

reports, or to reduce power consumption by the tracking device.

4. The method of claim 1, wherein adjusting the dynamic behavior of the tracking device
comprises:
using higher accuracy modes of a navigation receiver in the tracking device to
increase accuracy of the location data, or lower accuracy modes of the navigation receiver

to reduce power consumption by the tracking device.

5. The method of claim 1, wherein adjusting the dynamic behavior of the tracking device
comprises:
selecting a communication channel from a plurality of available communication

channels; and sending communication reports on the selected communication channel.
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utilizing nested geofences to assess a shipping context of the asset based
on the received tracking data; determ ning that a dynam c behavi or of

t he trackwogodeéeae is to be adjusted based on the shi ppcagscanextré and

adj usting the dynam c behavior of the tracking device for the asset. 15. A

conput er - i npl ereftngshodwf bleth 5, aMeRI i8is Agtermined WIRERH ¥ IsROstSEBERE toddpat for an
asset froma tracking device coupled to the asset, the sensor data
i ncl udi ng ofie et fvhePagiculyr tipgisibayed gleast npart g p (e & the gyt angd e cost

acceleronetg&vgg&ﬁ @%gﬁﬁﬁﬂﬁ?ﬁﬁhm%”d a tinmestanp corresponding to the sensor
[ tc

€ . . :
dat a; utilizing pattern Ing to assess a shipping context of the
asset based on the received sensor data; determ ning that a dynamc

behavi or of, a t i i C l.ed. i s t J d; and
adi ust i ng the dynaasRLb SRR FE PR BRE bl Eed 8 AR HERE " |5
The met hod 6t of b@luded@mnagonchaigieBreoirdbag tb bpardhilgReangapbntgxt inconpri ses:
determ ning an qccurrence of a supply chain event. 17. The nethod of claim
16, wher ei n™sbtheapstiycurainlogdieht is at | east one of a crane load to a
ship or a crane unload froma ship. 18. A computer-inplenented nethod,
conpri si ng: receiving tracking data for an asset froma tracking device
coupl ed to &he H@Mhodtoﬁglam hovbicisd! determainingdhasdlipAte oNt¢ S9MBHCHf t he asset

and a tines L C i i on; recei ving sensor data
for an asse?ggﬁgﬁ@%%ﬁﬁggggkﬁgs%ﬁ%%p%%#%g € sensor data including one or
nore of vibration data, velocineter data, and accel eroneter data of the

asset at t rbe | ORRLAMY of claim &, wherein the supply chain event is at least one of a gate in to a

supply chain node or gate out from a supply chain node.

10.  The method of claim 1, wherein determining the shipping context comprises:

determining an occurrence of change of custody of the asset being shipped.

11.  The method of claim 1, wherein determining the shipping context comprises:

determining an updated dynamic estimated time of arrival of the asset at the destination.

12. The method of claim 1, wherein determining the shipping context comprises:

determining an occurrence of a stuck shipment exception condition.

13.  The method of claim 1, further comprising: accumulating data from multiple tracking

devices; and downloading contextual data to each tracking device.

14. A computer-implemented method, comprising:

receiving tracking data for an asset from a tracking device coupled to the asset, the
tracking data including a location of the asset and a timestamp corresponding to the
location;

utilizing nested geofences to assess a shipping context of the asset based on the
received tracking data;

determining that a dynamic behavior of the tracking device is to be adjusted based on
the shipping context; and

adjusting the dynamic behavior of the tracking device for the asset.
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determining if the shipnent is stationary or in notion; if the
shipnment is stationary, selecting a vibration or acceleration pattern

mat chi ng wodel17022412 i f the shipment is in notion, seleeCrnsab/okzast one
of a Hi dden Markov nodel with historical data for a tradel ane of the

shi pment, a5 a Aeshetrgapkenael fembel, cwhirRgt hi storical data for the
tradel ane of the shipnent; assessi ng a shipping context of the asset
based on the sePEdtiREPCHVHE? fonan he fioBediagkipg deviceiepicdde thsapsbihcdat a;
determ ni ng : i [T ee) & ol ¢ eyl i be

adj ust ed; a%e(tﬁ)&ggjf%g&}{ﬂglgoﬁ% yﬁgrbnpvébrg% na(l\}lﬁbgélgc?% %t%gia{taf %’;{1{((:1 %?Cne%]e?o eé\?elrce for the
asset. 19. dtsyfsheasdt ond 4 timckinpgoatspasket to desedoodatashi ppi ng context, the
system conpri si ni?:. a conmuni cat 'h.on. i nt erfaﬁg con&i %hlreg1 for

communi cat i ng WHIRNG PHRHIRMEYIGRECE 2BRPIRE goniet phAc s bpscd pp e

comuni cat i RReilQiteidhAE; configured for receiving tracking data for the
asset fromthe tracking device, the tracking data including a |ocation of
the asset and alctarmmgigaimpa dprameshebmdirmg a trackingaleviocetuplod fo the prades dor
coupled to t(ﬁh? gp nication interface and configured for:

utilizing a M ¥de%Var kov Model to assess a shi ppi ng context of the asset
based on the reggisichd dydetic@hHd 3f the tracking device 8RNI Ng that a dynam c
behavi or of the tracking device is to be a(% ust ed based on the shi pping
context; and adjusting the dynam c behavior of the tracking device for the
asset. 20. 1A sygslemidarorLRACH, AR d_@t%ﬁﬁhin?ﬁi%%ﬁiipﬂﬂg SdnkRPEIMPric@Nt ext, the
system conpri si ng: a comuni cation interface configured for receiving
tracki ng datlderfionngam aewrsnee oef @yupply ¢hainkeveny devi ce coupl ed to the asset, the
tracking data including a |location of the asset and a tinestanp

correspondi "9 tﬁletnh]e‘ta’hold%? glaiimofb', wherein the supply chain event is at least one of a crane load

to a ship or a crane unload from a ship.

18. A computer-implemented method, comprising;
receiving tracking data for an asset from a tracking device coupled to the asset, the
tracking data including a location of the asset and a timestamp corresponding to the
location;
receiving sensor data for an asset from the tracking device, the sensor data including
one or more of vibration data, velocimeter data, and accelerometer data of the asset at the
location;
determining if the shipment is stationary or in motion;
if the shipment is stationary, selecting a vibration or acceleration pattern matching
model;
if the shipment is in motion, selecting at least one of a Hidden Markov model with
historical data for a tradelane of the shipment, or a nested geofence model without historical
data for the tradelane of the shipment;
assessing a shipping context of the asset based on the selected model and the received
tracking or sensor data;
determining that a dynamic behavior of the tracking device is to be adjusted; and

adjusting the dynamic behavior of the tracking device for the asset.

19. A system for tracking an asset based on shipping context, the system comprising;
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a processor coupled to the communication interface and configured for:
utilizing nested geofences to assess a shipping context of the asset based
on t he reweizvad2e41acki ng dat a; det erm ni ng t ratr/s2ay0a37E€
behavi or of the tracking device is to be adjusted based on the shi pping

context; and adjssinun@atidiEn@difiud Fofigdareld @t commohicithg “tnrha&iablagg digicece for the
asset. 21 A system for tracking an asset based on ship g cont ext t he
system conﬁ‘?‘ipsefirﬁ‘gthe asset, the crypyRigRtiennfesicq GonBewedclar @@ﬁwnggw medap frecei vi ng

sensor  dat §.%,Qk: @ A %%]kdgr RO J&E}klggncéf ﬁtgtl'[lglﬂé % 1AMk hdCkinng devi ce

coupled to the asset sensor dat a one or nore of vibration
data, vel oumamlmcodratmndlagttd)tbecloeitlenometer data of the asset and a tinestanp
corresponding to the sen pracessor co plrg'lgprte the comuni cati on

interface and dUHWF&ﬁF%ﬂmggﬁlﬁe“mmmnwmmntﬁq$?§@-@0 ¥ mat ching to

assess a shi pping C‘aﬂﬁﬁﬁgaHﬁdénﬁ@a&@@ﬁ%d@@o’sﬁges%‘stﬁﬂiﬁlgrc%ﬁt‘é‘kt‘é?%e%%@tsOr dat a;
determ ning that a dynam c behavior of a tracking device coupled to the

asset is tdakd oadjeusteedd tragkehgaldjaust i ng t he dynami ¢ behavi or of the tracking
device for the asset 22.. A system f QL tra sset . a ed..on .shi ppi ng
Context, t he syet enEeARHPEI YA AT Sonde R ST BucM SRR st RCRIEBH T gOF e
for recei vigagdionh Akhipging dbiext:@hdan asset froma tracking device coupled to
t he asset, the tracking data including a |ocation of the asset and a

ti mestanp cor r espondiljaging dhetdypanie beltayionof thgrfepcking deveesdpithtggsdensor data for
an asset fromthe tracking device, the sensor data including one or nore of
vi bration data, velocineter data, and accel eroneter data of the asset at

the | ocati oo; aAWsmeﬁseackmguphed baged toh ghigsingieunte  theastdnnt @ifrding: and
configured for: determning if the shipnment | s stationary or in
moti on based orf ©HEUSEALYrnigHICS Copfl lauttgétfreﬁtwaattackmg data for an asset from a

tracking device coupled to the asset, the tracking data including a location of the asset and a
timestamp corresponding to the location;
a processor coupled to the communication interface and configured for:
utilizing nested geofences to assess a shipping context of the asset based on
the received tracking data;
determining that a dynamic behavior of the tracking device is to be adjusted
based on the shipping context; and

adjusting the dynamic behavior of the tracking device for the asset.

21. A system for tracking an asset based on shipping context, the system comprising:

a communication interface configured for receiving sensor data for an asset from one
or more sensors from a tracking device coupled to the asset, the sensor data including one or
more of vibration data, velocimeter data, and accelerometer data of the asset and a timestamp
corresponding to the sensor data;

a processor coupled to the communication interface and configured for:

utilizing pattern matching to assess a shipping context of the asset based on
the received sensor data;

determining that a dynamic behavior of a tracking device coupled to the asset
is to be adjusted; and

adjusting the dynamic behavior of the tracking device for the asset.
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timestamp corresponding to the location, and for receiving sensor data for an asset from the

tracking device, the sensor data including one or more of vibration data, velocimeter data,
and accelerometer data of the asset at the location;
a processor coupled to the communication interface and configured for:

determining if the shipment is stationary or in motion based on the sensor data
or location data;

if the shipment is stationary, selecting a vibration or acceleration pattern
matching model,

if the shipment is in motion, selecting at least one of a Hidden Markov model
with historical data for a tradelane of the shipment, or a nested geofence model without
historical data for the tradelane of the shipment;

assessing a shipping context of the asset based on the selected model and the
received tracking or sensor data;

determining that a dynamic behavior of the tracking device is to be adjusted;
and

adjusting the dynamic behavior of the tracking device for the asset.
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