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A server receives an electronic credential acquisition request sent by client software

1-101

The server obtains an electronic credential that corresponds to a user identifier, and signs
the electronic credential and a user public key of the client software by using a server
private key to obtain server signature information

1-102

Y

The server sends the server signature information and the electronic credential
to the client software

1-103

FIG. 2
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A server receives an electronic concert ticket acquisition request sent by ALIPAY, where the electronic concert

ticket acquisition request includes a mobil

e number and a service validity time

- 201

A4

A4

202a~|

The server parses the electronic concert ticket
acquisition request, and obtains the service
validity time included in the electronic
concert ticket acquisition request

The server parses the electronic concert ticket
acquisition request, and obtains the mobile number
in the electronic concert ticket acquisition request

~202b

A4

A4

203a |

Verify whether the service validity time complies
with a service specification

Verify validity of the mobile number

- 2030

A4

A4

The server obtains an electronic concert ticket that corresponds to the mobile number, and signs a user public key of
ALIPAY and the electronic credential by using a server private key to obtain server signature information

- 204

Intercept the electronic concert ticket acquisition request, and send a request failure prompt to ALIPAY

205

Send the server signature information and t

he electronic concert ticket to ALIPAY

- 206

A

A

Broadcast a public key that corresponds to the server private key, so that ALIPAY verifies the signature
information based on the server public key

207

FIG. 3
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Client software receives server signature information and an electronic credential
that are sent by a server

1-301

A4

The client software verifies the server signature information to obtain an
electronic credential

1-302

Y

The client software obtains a user key that corresponds to a user public key, and signs the
electronic credential by using the user key to obtain client software signature information

1-303

The client software generates a two-dimensional barcode based on predetermined
security information, the client software signature information, the server signature
information, the electronic credential, and the user public key

1-304

FIG. 4
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A credential verification end device obtains a two-dimensional barcode in client software

1-401

Y

The credential verification end device verifies validity duration of predetermined security
information, and verifies client software signature information
and server signature information

1-402

If verification on each of the predetermined security information, the client software
signature information, and the server signature information succeeds, obtain a
service validity time included in an electronic credential for verification

1-403

FIG. 6



Client software

502

\

Send an electronic credential
acquisition request to a server
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Client software

Y

503

508

Y

Receive and store the public
key broadcast by the server

509

A 4

The client software receives the
server signature information and
the electronic credential that

are sent by the server

A

A 4

510

Verify the server signature
information based on the public
key broadcast by the server, to
obtain an electronic credential

510

A 4

Sign the electronic credential by
using a user key to obtain client
software signature information,
and generate a two-dimensional
barcode based on predetermined
security information, the client
software signature information,
the server signature information,
the electronic credential, and
the user public key

\

Receive the electronic credential
acquisition request sent by client
software, parse the electronic
credential acquisition request,
and obtain a service validity time
included in the electronic
credential acquisition request

504

Y

The server verifies whether the
service validity time complies
with a service specification

505

Y

Obtain the electronic credential
that corresponds to the user
identifier, and encrypt the
electronic credential

Credential verification
end device

501

Generate an electronic credential
hased on a user identifier

512

Y

Obtain a two-dimensional
barcode in the client software,
verify validity duration of the
predetermined security

Y

506

Sign a user public key of the client
software and the electronic
credential by using a server
private key to obtain server

signature information, and send

the server signature information

and the electronic credential to
the client software

507

Y

Broadcast a public key that
corresponds to the server private
key, so that the client software
and the credential verification
party verify the signature
information based on the

server public key

information, and verify the client
software signature information
and the server signature
information

513

Y

\

If verification on each of the
predetermined security
information, the client software
signature information, and the
server signature information
succeeds, obtain a service
validity time included in the
electronic credential for
verification; and if verification on
the service validity time included
in the electronic credential
succeeds, determine that
verification on the electronic

credential succeeds

FIG. 7
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