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Receiving, by a back-end server, from a smart card, an anti-replay factor generated j

by the smart card

A

Determining, by the back-end server, in accordance with a predetermined algorithm,
whether an abnormal transaction occurs on the smart card, generating, by the back-

S2

end server when no abnormal transaction occurs, a security information signature by /

signing security information with a private key of the back-end server, and
transmitting, by the back-end server, the security information and the security
information signature to the smart card

A

Receiving, by the smart card, the security information and security information
signature from the back-end server, performing a signature verification, by the smart
card, on the security information signature by using a public key of the back-end

S3

server, determining, by the smart card after the signature verification succeeds, /

whether the anti-replay factor in the security information is consistent with the anti
replay factor generated by the smart card, and storing, by the smart card, the active
field information, when the anti-replay factor in the security information is
consistent with the anti-replay factor generated by the smart card

sS4

Establishing, by a transaction terminal, a connection with the smart card, and /

transmitting, by the transaction terminal, application selection information of an
electronic cash transaction to the smart card, when no connection is established
between the transaction terminal and the back-end server

Receiving, by the smart card, the application selection information of the electronic

S5

cash transaction, determining, by the smart card, that an application for the electronic /

cash transaction is activated, and transmitting, by the smart card, the active field
information to the transaction terminal, when no connection is established between
the smart card and the back-end server

v

S6-1

Generating, by the transaction terminal, transaction information, and determining, by /

the transaction terminal, whether the active field information is in a valid state

Terminating, by the
transaction terminal,
a transaction process

S6-3 .
' If valid $6-2
Transmitting, by the transaction terminal, the
transaction information to the smart card /
S7

4
Deducting, by the smart card after receiving the transaction information, the /

transaction amount in the transaction information from a balance in the smart card,
obtaining, by the smart card, a transaction receipt by calculating the transaction
information, and transmitting, by the smart card, the transaction receipt to the
transaction terminal

) J

Establishing, by the smart card, the connection with the back-end server, generating,
by the smart card, the anti-replay factor, and transmitting, by the smart card, the anti- |
replay factor to the back-end server
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