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BLOCKCHAIN-BASED SERVICE DATA ENCRYPTION
METHODS AND APPARATUSES

ABSTRACT

One or more embodiments of the present specification provide a
blockchain-based service data encryption method and apparatus, applied to a
blockchain including a node device of a key distributor and a node device of a key
receiver. The method includes: obtaining, by the node device of the key receiver, a
first derived key distributed by the node device of the key distributor, where the first
derived key is derived from a derived key of the key distributor based on a service
data permission type of the key receiver, and the derived key can decrypt service data
encrypted by the first derived key; encrypting service data based on the first derived
key to obtain encrypted service data; and sending the encrypted service data to the
blockchain, so that the encrypted service data is recorded in a distributed database of
the blockchain after the blockchain performs consensus verification on the encrypted

service data.
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