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Provably Secure and Not Relying on Any Unproved 

Hypotheses. CRYPTO 1989:461-480 

SUMMARY OF THE INVENTION 

5 PROBLEMS TO BE SOLVED BY THE INVENTION 

[0010] 

This disclosure is being made in view of the above 

described circumstances, for example, and embodiments of_ 

the present inventionan object thereof provide a 

10 cryptographic processing device that has a high level of 

security with improved diffusion properties, a 

cryptographic processing method, and a program. 

SOLUTIONS TO PROBLEMS 

15 [0011] 

Accoraing _to a first aspect, there is 

is ' 

20 

25 

rv-\ j— ic processing unit configured to 

divide and input constituent bits of data to be subjected 

to data processing into a plurality of lines, 

data in the respective lii aes b\ / using a round function. 

wherei n 

the cr yptographic process >ing unit has a structure 

designed to input n/d-bit data formed b y dividing n-bit 

data as inpu t data by a d: ivisic Dn number d to the 

respective 1 mes, and reps sated! Ly perfor m a calculation as 

a round calc ulation inclu< iing t :he data converting 

operation us ing the round f unct :ion, 

the cr yptographic p: rocess sing unit performs ar­

operation in which the n/< 1-bit data of ea ch line having 



data of the round calculation is redivided ir 

d/2 sets of data, the redivided data is recombined t 

restructure d sets of n/d-bit data different from 

data of a round calculation of a previous stage, and the 

restructured data is set as input data for a round 

calculation of the next stage, 

_ _ the round function_includes an F-function and an 

exclusive OR operation to be performed on _a_ output or an 

input of the F-function with data of another 

the cryptographic processing unit sets a result o: 

le round calculation of the previous stage as the inpu" 

to the round calculation of the next stage by perf 

an operation that satisfies the fo11owing distribution 

conditions (1) through (3); 

(1) F-function input-side data series are 

distributed to XOR-side data series of the next round 

timet ion, 

- side data series are distributed to F-

function input-side data series of the next round 

function, and 

each one of data series divided into d/2 sets 

is distributed to_ d/2_ data series of the next round 

function without overl 
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[0012] 

Further, in an embodiment of the cryptographic 

processing device of this disclosure, the round function 

includes an F-function that includes a calculation using 

10 a round key, nonlinear transformation, and linear 

transformation, and an exclusive OR operation between an 

output or an input of the F-function and the data of 

another line. 

[0013] 

15 Further, in an embodiment of the cryptographic 

processing device of this disclosure, the cryptographic 

processing unit sets the result of the round calculation 

of the previous stage as the input to the round 

calculation of the next stage by performing an operation 

20 that satisfies the following distribution conditions (1) 

through (3): 

(1) F-function input-side data series are 

invariably distributed to XOR-side data series of the 

next round function, 

25 (2) XOR-side data series are invariably distributed 

to F-function input-side data series of the next round 

function, and 

(3) each one of data series divided into d/2 sets 

is distributed to d/2 data series of the next round 

30 function without overlaps. 

[0014] 
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predetermined rule; and distributing the redivided data 

of the XOR-side series of the previous stage to the 

round-function input-side series of the next stage in 

accordance with a predetermined rule. 

5 [0021] 

Further, in an embodiment of the cryptographic 

processing device of this disclosure, the cryptographic 

processing unit performs an encrypting operation to 

transform a plain text as input data into a cipher text, 

10 or a decrypting operation to transform a cipher text as 

input data into a plain text. 

[0022] 

According to a second aspect, there is provided a 

cryptographic processing method implemented in a 

25 

15 cryptographic processing device, 

cryptographic processing method compri 

a cryptographic processing step of dividing and 

constituent bits of data to be subjected to 

:a processing into a plurality of lines, and repeatedly 

20 performing a data converting operation on the data in the 

respective_lines by using a round function, 

wherein 

the cryptographic processing step includes 

n/d-bit _data formed by dividing n-bit data as 

input data by a division number d to the resp ective 

lines; and repeatedly performing a calculatio n as a round 

calculatioi i including the data converting ope ration using 

the round function. 

the cryptographic processing step includes 

30 operation in which the n/d-bit data of each line having 

data, of the round calculation is redivided into 
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1/2 sets data, the redivided data is recombined 

restructure d sets t/d-bit data, different from output 

data of a round calculati a previous stage, and the 

restructured, data is set as input data for a round 

calculati' the next stage, 

the round function includes an F-function and an 

exclusive O
 

W
 
0
 

sration to be performed on a output or an 

input of the F-: function with data of another line, and 

the crypt< Dgraphic processing step includes setting 

a result of the round calculation of the previous stage 

as the in put to the round calculation of the next stage 

by performing a: n operation that satisfies the following 

distributiori. conditions (1) through (3) : 

__(1) F-function input-side data series are 

distributed to XOR-side data series of the next round 

function, 

(2) XOR-side data series are distributed to F-

function input data series of next round 

funct. 

each one of data series divided into d/2 sets 

distributed to d, id. L-Ct £> series of the next round 

function without over 
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5 [0023] 

According to a third aspect, jthere is provided a_ 

program for causing a cryptographic processing device to_ 

perform cryptographic processing, 

the program causing a cryptographic processing unit 

10 to carry out 

a cryptographic processing step of dividing and 

inputting constituent bits of data to be subjected to_ 

data processing into a plurality of lines, and repeatedly 

performing a data converting operation on the data in the 

15 respective Iines by using a. round function, 

wherein 

the cryptographic processing step includes 

inputting n/d-bit data formed by dividing n-bit data as 

input data by a division number d to the respective 

20 lines; and repeatedly performing a calculation as a round 

calculation inc 1 uding the data converting operation usirig 

the round function, 

the cryptographic processing step includes an_ 

operation in which the, n/d-bit data of each line having' 

output < data of the round . calculc ition is redivic iled into 

d/2 set: s of data, the re divided data is reconib: Lned to 

restructure d sets of n/d-bit data different from output 

data of a round calculation of a previous stage, and the 

restructured data is set as input data for a round 

30 calculation of the next stage, 
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the round function includes an F-function and an 

exclusive OR ope =ration to be performed on a output or an 

input of the F-i function with data, of another line, and 

the cryptc ̂graphic processing step includes setting 

a result- of the round calculation of the previous stage 

as the input _to the round calculation of the next stage 

by performing an operation that satisfies the following 

distribution conditions (1) through (_3 

(1) F-function input-side data series are 

10 distributed to XOR-side data series of the next round 

function, 

(2) XOR-side data series are distributed to F-_ 

function input- side data series of the next round 

f uncti on ,L_ and 

15 (3 ) each one_of data series divided into d/2 sets_ 

is distributed to d/2 data series of the next round 

function without overlaps. 

According to a fourth aspect, there is provided a 

cryptograph1c processing device comprising 

20 'a cryptographic- processing unit configured to 

divide and input constituent bits of data to be subjected 

to data processing into a plurality of lines, and 

epeatedly perform a data converting operation on the. 

data in the respective lines by using a round function. 

wherein 

the ci"yptographic processing unit has a structure 

desic med to input n/d-bit data formed by dividing n-bit 

data as input data by a division number d to the 

respe active lines, and repeatedly perform a calculation as 

30 a round calculation including the data converting 

operation using the round function, 
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the cryptographic processing unit: performs an 

operation in which the n/d-bit data of each line having 

output data of the round calculation is redivided into 

d/2 sets of data, the redivided data is recombined to 

5 restructure d sets of n/d-bit data different from output 

data of a round calculation of a previous stage, and the 

restructured data is set as input data for a round, 

calculation of the next stage, and 

the cryptograph!.c processing unit performs an 

10 operation in which d x (d/2) sets of redivided data are 

generated by redividing n/d-bit data_ of each of d lines 

having the output data of the round calculation into d/2 

sets of data, d/2 sets of redivided data se1ected from 

different lines among the d lines corresponding to the 

15 division number d are recombined to restructure d sets of 

n/d-bit data different from the output data of the round 

calculation of the previous sta ge; and the : restructured 

data is set as the input data f or the round calculation 

of the next stage. 

Accord ing to a fifth aspe ct, there is provided an 

information processing device comprising: 

a processor configured to execute a program; 

a memory storing the program; and 

a cryptographic processing unit configured to 

2 5 divide and input constituent bits of data to be subjected 

to data processing into a_plurality of lines, and_ 

repeatedly perform a data converting operation on the 

data in the respective lines by using a round function, 

wherein 
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:he cryptographic processing unit has a structure 

designee I to input n/d-bit data formed foi r dividing n-bit 

data as input data by a division number d to the 

respect: Lve lines, and repeatedly perforn n a calculation as 

a round calculation including the data c converting 

operation us ing the round, f uncti 

cryptographic processing unit performs 

operation in which the n/d-bit data of each line having _ 

output data of the round calculation is redivided into 

d/2 sets of data, the redivided data is recombined to 

restructure d sets of n/d-bit data different from output 

data of a round calculation of a previous stage, and the 

restructured data is set as input data for a round 

calculation of the next staae, 

__ _the round function inc1udes_an F-function and an 

exclusive OR operation to be performed on a output or an 

of the F-function with data of another line, 

cryptographic processing unit sets a. result of 

the round calculation of the previous stage as the input 

round calculation of the next stage by performing 

an operation that satisfies the foilowing distribution 

conditions (1) through (3): 

(1) F-function input-side data series are 

distributed to XOR-side data series_of_ the next round 

function, 

(2) XOR-side data series are distributed to F-

function input-side data series of the next round 

function, 

_ (3) each one of data series divided into d/2 s* 

is distributed to d/2 data, series_ of the next round. 

function without overlaps. 
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25 [0024. 

It should be noted that the program of this 
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disclosure is a program that is recorded on a storage 

medium arid is then provided to an information processing 

device or a computer system that can execute various 

program codes, for example. As a program executing unit 

5 in an information processing device or a computer system 

executes such a program, operations according to the 

program are performed. 

[0025] 

Other aspectse-bj cctc, features, and advantages of 

10 this disclosure will become apparent from the detailed 

description below in conjunction with the later described 

embodiments of the present invention and the accompanying 

drawings. In this specification, a system is a logical 

integration of devices, and each of the component devices 

15 is not necessarily located in the same housing. 

EFFECTS OF THE INVENTION 

[0026] 

According to an embodiment of this disclosure, 

20 cryptographic processing with improved diffusion 

properties and a high level of security is realized. 

Specifically, a cryptographic processing unit 

divides and inputs the constituent bits of the data to be 

subjected to data processing to lines, and repeatedly 

25 performs a data converting operation using round 

functions on the data of the respective lines. The 

cryptographic processing unit inputs n/d-bit data 

obtained by dividing n-bit data as input data by a 

division number d to each line, and repeatedly performs a 

3 0 round calculation that is a calculation including a data 

converting operation using round functions. The n/d-bit 
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CLAIMS 

1. --{amca4e4r--A cryptographic processing device 

comprising 

5 a cryptographic processing unit configured to 

divide and input constituent bits of data to be subjected 

to data processing into a plurality of lines, and 

repeatedly perform a data converting operation on the 

data in the respective lines by using a round function, 

10 wherein 

the cryptographic processing unit has a structure 

designed to input n/d-bit data formed by dividing n-bit 

data as input data by a division number d to the 

respective lines, and repeatedly perform a calculation as 

15 a round calculation including the data converting 

operation using the round function, 

the cryptographic processing unit performs an 

operation in which the n/d-bit data of each line having 

output data of the round calculation is redivided into 

20 d/2 sets of data, the redivided data is recombined to 

restructure d sets of n/d-bit data different from output 

data of a round calculation of a previous stage, and the 

restructured data is set as input data for a round 

calculation of the next stage, 

25 the round function includes an F-function and an 

exclusive OR operation to be performed on a output or an 

input of the F-function with data of another line, and 

the cryptographic processing unit sets a result of 

the round calculation of the previous stage as the input 

30 to the round calculation of the next stage by performing 

an operation that satisfies the following distribution 
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conditions (1) through (3): 

(1) F-function input-side data series are 

distributed to XOR-side data series of the next round 

function, 

(2) XOR-side data series are distributed to F-

function input-side data series of the next round 

function, and 

(3) each one of data series divided into d/2 sets 

is distributed to d/2 data series of the next round 

function without overlaps. 

2. The cryptographic processing device according to 

claim 1, wherein the round function includes an F-

function that includes a calculation using a round key, 

nonlinear transformation, and linear transformation, and 

an exclusive OR operation between an output or an input 

of the F-function and data of another line. 

3~T (de!€^fe-ee4~ 

34-. The cryptographic processing device according to 

claim 1, wherein the cryptographic processing unit has a 

generalized Feistel structure having equal to or greater 

than 4 as the division number d of input data. 

45-. (amended^—'The cryptographic processing device 

according to claim 1, wherein the cryptographic 

processing unit performs an operation in which d x (d/2) 

sets of redivided data are generated by redividing n/d-

bit data of each of d lines having the output data of the 

round calculation into d/2 sets of data, d/2 sets of 



63 

redivided data selected from different lines among the d 

lines corresponding to the division number d are 

recombined to restructure d sets of n/d-bit data 

different from the output data of the round calculation 

5 of the previous stage, and the restructured data is set 

as the input data for the round calculation of the next 

stage. 

5-6-. The cryptographic processing device according to 

10 claim 1, wherein, when all output bits are in a diffusion 

state that satisfies the following two conditions, or 

when the output bits are expressed in a relational 

expression with input bits, the cryptographic processing 

unit has a structure that realizes a full diffusion state 

15 satisfying the following two conditions: 

(Condition 1) all input bits are included in the 

relational expression, and 

(Condition 2) all the input bits have passed 

through the round function at least once. 

20 

63-. The cryptographic processing device according to 

claim 5-6-, wherein the cryptographic processing unit 

realizes the full diffusion state through four rounds of 

round calculations. 

25 

7-8-. -(amended—The cryptographic processing device 

according to claim 1, wherein the connection structure 

that determines an input-output relationship between the 

output data of the round calculation of the previous 

3 0 stage and the redivided data of the round calculation of 

the next stage is a connection structure selected from 
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connection structures that have (d/2) sets of 2n/d-bit 

data as units that are data generated by combining d x 

(d/2) sets of redivided data generated through a 

redividing operation performed on the n/d-bit data in the 

lines having the output data of the round calculation. 

8-9-. -fafftcndcd;—The cryptographic processing device 

according to claim 1, wherein the cryptographic 

processing unit has involution properties. 

91-0. The cryptographic processing device according to 8-9-, 

wherein the operation to restructure redivided data of 

respective round calculations in the cryptographic 

processing unit includes: distributing redivided data of 

round-function input-side series of the previous stage to 

XOR-side series of the next stage in accordance with a 

predetermined rule; and distributing redivided data of 

XOR-side series of the previous stage to round-function 

input-side series of the next stage in accordance with a 

predetermined rule. 

lOii. The cryptographic processing device according to 

claim 1, wherein the cryptographic processing unit 

performs an encrypting operation to transform a plain 

text as input data into a cipher text, or a decrypting 

operation to transform a cipher text as input data into a 

plain text. 

lliS. -fcHftendGdr)—A cryptographic processing method 

implemented in a cryptographic processing device, 

the cryptographic processing method comprising 
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(2) XOR-side data series are distributed to F-

function input-side data series of the next round 

function, and 

(3) each one of data series divided into d/2 sets 

5 is distributed to d/2 data series of the next round 

function without overlaps. 

12-t3-. -(-amended) A program for causing a cryptographic 

processing device to perform cryptographic processing, 

10 the program causing a cryptographic processing unit 

to carry out 

a cryptographic processing step of dividing and 

inputting constituent bits of data to be subjected to 

data processing into a plurality of lines, and repeatedly 

15 performing a data converting operation on the data in the 

respective lines by using a round function, 

wherein 

the cryptographic processing step includes: 

inputting n/d-bit data formed by dividing n-bit data as 

20 input data by a division number d to the respective 

lines; and repeatedly performing a calculation as a round 

calculation including the data converting operation using 

the round function, 

the cryptographic processing step includes an 

25 operation in which the n/d-bit data of each line having 

output data of the round calculation is redivided into 

d/2 sets of data, the redivided data is recombined to 

restructure d sets of n/d-bit data different from output 

data of a round calculation of a previous stage, and the 

3 0 restructured data is set as input data for a round 

calculation of the next stage, 
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the round function includes an F-function and an 

exclusive OR operation to be performed on a output or an 

input of the F-function with data of another line, and 

the cryptographic processing step includes setting 

5 a result of the round calculation of the previous stage 

as the input to the round calculation of the next stage 

by performing an operation that satisfies the following 

distribution conditions (1) through (3): 

(1) F-function input-side data series are 

10 distributed to XOR-side data series of the next round 

function, 

(2) XOR-side data series are distributed to F-

function input-side data series of the next round 

function, and 

15 (3) each one of data series divided into d/2 sets 

is distributed to d/2 data series of the next round 

function without overlaps. 

139r4. {adde^rf—A cryptographic processing device 

20 comprising 

a cryptographic processing unit configured to 

divide and input constituent bits of data to be subjected 

to data processing into a plurality of lines, and 

repeatedly perform a data converting operation on the 

25 data in the respective lines by using a round function, 

wherein 

the cryptographic processing unit has a structure 

designed to input n/d-bit data formed by dividing n-bit 

data as input data by a division number d to the 

30 respective lines, and repeatedly perform a calculation as 

a round calculation including the data converting 
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operation using the round function, 

the cryptographic processing unit performs an 

operation in which the n/d-bit data of each line having 

output data of the round calculation is redivided into 

5 d/2 sets of data, the redivided data is recombined to 

restructure d sets of n/d-bit data different from output 

data of a round calculation of a previous stage, and the 

restructured data is set as input data for a round 

calculation of the next stage, and 

10 the cryptographic processing unit performs an 

operation in which d x (d/2) sets of redivided data are 

generated by redividing n/d-bit data of each of d lines 

having the output data of the round calculation into d/2 

sets of data, d/2 sets of redivided data selected from 

15 different lines among the d lines corresponding to the 

division number d are recombined to restructure d sets of 

n/d-bit data different from the output data of the round 

calculation of the previous stage, and the restructured 

data is set as the input data for the round calculation 

20 of the next stage. 

14-3T5-. The cryptographic processing device 

according to claim 13i4, wherein 

the round function includes an F-function and an 

25 exclusive OR operation to be performed on a output or an 

input of the F-function and data of another line, and 

the cryptographic processing unit sets a result of 

the round calculation of the previous stage as the input 

to the round calculation of the next stage by performing 

30 an operation that satisfies the following distribution 

conditions (1) through (3): 



69 

(1) F-function input-side data series are 

distributed to XOR-side data series of the next round 

function, 

(2) XOR-side data series are distributed to F-

5 function input-side data series of the next round 

function, and 

(3) each one of data series divided into d/2 sets 

is distributed to d/2 data series of the next round 

function without overlaps. 

10 

15-5H5-. (added)—An information processing device 

comprising: 

a processor configured to execute a program; 

a memory storing the program; and 

15 a cryptographic processing unit configured to 

divide and input constituent bits of data to be subjected 

to data processing into a plurality of lines, and 

repeatedly perform a data converting operation on the 

data in the respective lines by using a round function, 

2 0 wherein 

the cryptographic processing unit has a structure 

designed to input n/d-bit data formed by dividing n-bit 

data as input data by a division number d to the 

respective lines, and repeatedly perform a calculation as 

2 5 a round calculation including the data converting 

operation using the round function, 

the cryptographic processing unit performs an 

operation in which the n/d-bit data of each line having 

output data of the round calculation is redivided into 

3 0 d/2 sets of data, the redivided data is recombined to 

restructure d sets of n/d-bit data different from output 


