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The present disclosure is directed to the management of

networked devices, including networked electronic gaming machines.

10 Description of the Related Art

A system and method for downloading and configuring software
for networked devices, particularly electronic gaming machines (EGM), is found
in published PCT Application No. PCT US/2006/035556, which is owned by the
assignee of the present application and is incorporated herein in its entirety. To

15 briefly summarize, the disclosed network system allows a casino operator to
define changes to software inventory (e.g., via download) and to schedule
configuration changes. For example, a casino operator can define default
payouts and denominations, schedule recurring overrides for weekends, and
schedule a one-time override for a holiday or casino promotion.

20 ldeally, changes are made without casino operator interaction or
attendance to individual machines on the gaming floor each time a new
configuration is needed. The configuration changes are preferably
communicated during the background operation of the EGM without affecting
game play, and the changes are applied at a designated convenient time.

25 Thus, the EGM do not need to be placed in an inactive state prior to

downloading configuration changes.
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15 Such conflicts are avoided by running the download process before the
configuration process, with the exception that data related to the host and
owner information will supersede other assignments. Conflicts can also arise
as a result of an EGM being a member of different “collections” where
membership may vary depending on the EGM configuration at a moment in

20 time. For example, switching an EGM from a five cent denomination to a
twenty-five cent denomination may switch the membership of the EGM to
another collection (e.g., all twenty-five cent EGMs). Thus, the network system
includes various methods to resolve situations where EGMs are scheduled for
management upgrades or updates to provide a consistent method of conflict

25 avoidance.

Hence, scheduling assignments must be done with care to avoid
unintentional conflicts or overlapping timeslot assignments that can jeopardize
the configuration process for one or more EGMs. Scheduling of different tasks
over a period of time in system applications has generally required a multiple

30 step process that includes setting up the tasks in the order in which they are to
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BRIEF SUMMARY

In accordance with one embodiment of the present disclosure, a

15 user interface for management of network operations, including the operation of
networked devices, such as electronic gaming machines, is provided. The
interface is implemented by a computer-readable medium whose contents
enable a computing device to display on a display device a user interface by
performing a method that includes generating a display of the user interface

20 that includes operation assignment interfaces, each assignment interface
providing information about an operation, a calendar interface that provides at
least date and time information, and at least one graphical linking indicator that
provides visual relational information of related operations, the user interface
configured to enable scheduling of operations through the assignment

25 interfaces on the calendar interface.

In accordance with another aspect of the present disclosure, the
contents of the computer-readable medium are instructions that when executed
cause the computing device to perform the method.

In accordance with another aspect of the present disclosure, the

30 assignment interface provides information about at least one of an assignment
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In accordance with another embodiment of the present disclosure,

a method of providing a user interface for management of network operations is
provided, the method including presenting a time line along a time line axis with

20 information that is indicative of at least one of dates or time, and for each of a
number of operations, presenting a respective assignment icon with a start
point of the assignment icon positioned along the time line axis at a point that is
indicative of a time that an operation represented by the assignment icon is
scheduled to start.

25 In accordance with another embodiment of the present disclosure,
presenting a linking icon between the assignment icons that represent the at
least two operations that reoccur over time includes presenting a line that
extends from at least proximate a finish of a first one of the assignment icons to

at least proximate a start of a second one of the assignment icons.
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DESCRI PTI ON OF THE SEVERAL VI EWS OF THE DRAW NGS
15 BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

The foregoing and other features and advantages of the present
disclosure will be more readily appreciated as the same become better
understood from the following detailed description when taken in conjunction
with the accompanying drawings.

20 In the drawings, identical reference numbers identify similar
elemenis or acts. The size and relative positions of elements in the drawings
are not necessarily drawn to scale. For example, the shapes of various
elements are not drawn to scale, and some of these elements are arbitrarily
enlarged and positioned to improve drawing legibility. Further, the particular

25 shapes and the elements as drawn are not intended to convey any information
regarding the actual shape of the particular elements and have been solely
selected for their ease and recognition in the drawings.

Figure 1 illustrates an embodiment of a known gaming network

that may be used with the user interface of the present disclosure.
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DETAI LED DESCRI PTI ON
DETAILED DESCRIPTION

In the following description, certain specific details are set forth in
order to provide a thorough understanding of various embodiments of the
disclosure. However, one skilled in the art will understand that the disclosure

15 may be practiced without these specific details. In other instances, well-known
structures associated with computers, computer networks, data structures,
databases, networks such as the Internet, user interfaces and graphical user
interfaces, and electronic game machines have not been described in detail to
avoid unnecessarily obscuring the descriptions of the embodiments of the

20 present disclosure.

Unless the context requires otherwise, throughout the
specification and claims that follow, the word “comprise” and variations thereof,
such as “comprises” and “comprising,” are to be construed in an open, inclusive
sense, that is, as “including, but not limited to0.”

25 Reference throughout this specification to “one embodiment” or
“an embodiment” means that a particular feature, structure or characteristic
described in connection with the embodiment is included in at least one
embodiment. Thus, the appearances of the phrases “in one embodiment” or “in

an embodiment” in various places throughout this specification are not
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15 game machine (EGM) and preferably for a network of EGMs. However, it is to
be understood that the user interface of the present disclosure can be adapted
for use in other systems and networks that manage multiple machines,
including without limitation computers, cash registers, remote teller machines,
ATM machines, vending machines, toll booths, security systems, and ticket
20 dispensing machines.

In the context of the present disclosure, various network systems
and user interface methods for managing networked gaming machines are
disclosed herein. The operational environment of the present interface system
is described in the pending application referenced above, PCT

25 US/2006/035556, of which a portion of the description is set forth below in
conjunction with Figures 1-6 from the above-referenced application.

The disclosed system supports data downloads and configuration
of gaming machines such as, but not limited to, electronic gaming machines
(EGMSs). With the network system, a casino operator may define a collection of

30 EGMs, assign modules to one or more collections of EGMs, assign
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of which EGM requested which packet. The individual EGMs accept needed

15 missing packets and ignore other re-broadcast packets. it should be noted that
the system is not limited to multicast transmissions but may use HTTP, HTTPS,
FTP, SFTP, and other transmission protocols.

It shouid be noted that the term EGM is intended to encompass
any type of gaming machine, including hand-held devices used as gaming

20 machines such as cellular based devices (e.g. phones), PDAs, or the like. The
EGM can be represented by any network node that can implement a game and
is not limited to cabinet based machines. The system has equal applicability to
gaming machines implemented as part of video gaming consoles or handheld
or other portable devices. In one embodiment, a geo-location device in the

25 handheld or portable gaming device may be used to locate a specific player for
regulatory and other purposes. Geo-location techniques that can be used
include by way of example, and not by way of limitation, IP address lookup,
GPS, cell phone tower location, cell DD, known Wireless Access Point location,
Wi-Fi connection used, phone number, physical wire or port on client device, or

30 by middle tier or backend server accessed. In one embodiment, GPS and
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SFTP, and otiiiethetoagim®rassat add-phaleoel Bing USBNBletbddE, IRTIAE Getibiadr dther

termEGMis intended to enconpass any type of gam ng machi ne, )

i ncl udi ng hdRgrkRee e Hehvdwalgsornadlelisdiglionihgerpiart gapiRgagnsuring
cellular ba | . ‘i’d(;b‘?'x? j EMgan
be represé:’a)ntSt gg k%%\{'gﬁé?ﬁ%?vﬁdl}ngo e %yh%ﬁpé‘?hayghﬁf'%ﬁg{n}{el%mgbgﬁeﬁnand h:és
not |imted dasinaironiets hasstirarpelsonalscomiputing yietiemvitksthege dkvices built in,

applicabilit o gam ng . nmachi nes. i npl enented as part of video gam ng
Consol es or SHSHHG O R EMBUINGAR e BH 681 PRANG AEOBREOMENt . o

geo- | ocat i on.g\itkg dé@ige!}%p%@etﬁwgﬁﬁemgm_e gam ng device nay

be used to locate a specific play regul at ory and ot her
pur poses. Ceo-| ocat i ot erohedionest ot éactwesk thae mayek used wille theysységm ds

exanpl e, , and, not  by. of, Ilimtation,.lA address | ooku el |
ohone. & ol T w10 SembRRE et BOY R 2358 Bm STeom T,
W - Fi connecidn@ar disathutioh @Bmt A0St coRtiitsd SRbaokabes &ir ANJhliscidtionk] GiE
device, or 30 by mddle tier or backend server accessed. |In one

enbodi nent, @PENlrisgicier disfribudienipeits 492A Bod 1102Ri thal gpniaip regrdatos
client devic [ I e I A - '

per sonal corars ef tolllofRCiGRRP Buckalte ySOFRANBRAFILReB¥in 585
devi ce usi nqutisshctiosl, vat ootrture IS8BNars ManagemenDPbiats 108 &rahac®3Baot he

T e AL
W th these diucaa AR, DSPELAGTERRLENIA S ape0TRy RN el Co
PDA, cell phaeoad podectianysiened pacdieges onty ubediic theagabigesstdblisheoginhg
system 9aMeShat it supports. The Software Distribution Points (SDPs) 104A and 104B can
communicate with Systems Management Points (SMPs) 105A and 105B,
20 respectively as weli as directly to one or more EGMs 106A and 106B8. (The
communication between SDP and SMP is optional. A benefit is to permit the
SMP and the user access to the catalogue of software packages available on
the SDP). The system allows for rapid and secure distribution of new games
and OS's from a centralized point. It makes it possible to update and modify
25  existing gaming machines with fixes and updates to programs as well as
providing modifications to such files as screen images, video, sound, pay tables
and other EGM control and support files. It provides complete control of gaming
machines from a centralized control and distribution point and can minimize the

need and delay of human intervention at the EGM.



An enbodi nent of a network that nay be used with the systemis 10
illustrated in Figure 1. The software distribution network consists

of a top | r distribution point 101 that contaj ,
packages fg}r/(?%olo%{%j}%ﬁi sdictions, one or nore Jurisdicti ohggpgob?’%aﬁlon

poi nts 102A and 102B that contain regul ator approved production
si gned packages used within that jurisdiction or sub-jurisdiction,
one or nore Software Managenent Points 103 A and 103B to 15 schedul e

and control the downl dagnagmirdaentagdsCe sonpacti@ahaeald avilbindiady bror e
Sof twar e DI St bt b Bal s, FORA N bR SBakas00t R £ Riage.
P 'n e gam ng

approved prodUction sign ackages only use

est abl i shmenk stt@id cdmpaplash sl I as&bfdries stoRAG 61 the rafuchion Gbme as
(SDPs) 104A and 104B can conmuni cate with Systens Managenment Points
(SMPs) 105A ihgstsdetay. Ahe @3 sappretiashail ke naritiongdigergdy@ioBne or
nmore EGVB: 1 é:a%”ﬁcﬂ i I YESRai : i
opti onal 5Ao%gﬁg???&q0§§%{rg6%§%ﬁ1 tt gpgﬁgcgﬁ lajt?(%]e usglﬁ%%gghs‘él\dgstﬁhg
cat al ogue ofgasné hwmngepeck sgfesaravsiet dbbbowithd playishe)f gafies ayibedmM.

allows for rgpid and secure_di stribution of ne mes and OS's froma
Contral i ved DB Relof stRsuwihav s oo SR e oo

exi sting gamdihARaRINETNY dthed ArX8S WAk UBSRILSofLo RIRE BIRaRAS a! |
as providing nodifications to such files as screen | mges, Video,

sound, pay tddidawevaddwoloadpaEagesoinstallatiandf theppw pathdoes .andtsaving of
provi des, conpl control of .gam n chines froma centralized

Pont o~ Kha 18V ERF GERNERS. saheR Tibel A AREe bR"Fhers TR a8 en, o
human i nt er v@riginied abtd e ftwife dONRIbaa¢ AARRIE

In one enbodinent, a 1 GB conpact flash card will initially be used

as the st or aRfEserfl Xia thetPEQe $WP etfigs thadpdividsab opadicapacines Kgy.

A d t j f : i
A seoond, comagodoAcbl Ll 05N LBinohE LREAORAs LRl s o1
i nto product$afitwarg Digicibuiion Roitht (BDR). The G Blashall Tinen proueecthe SDRtestart

contains the active OGS and ga managenent software used to all ow the
pl ayi ng & GERdSiRedoy peﬁ(iageﬁ%&t of storage will have all the

file integrity checki Rpheandiarabbidad HRMARHHObIRMGR ddage BieHIOMNS/

areas wWill be used to store backup software and data, new downl oad
packages, i nstird batlicasdthetwosk pestogelcibigh shenRBPsusgisrtg bodadiasiNvRAM

counters, rando unber. d and ot her secure Jhf or,ation in _an
eyt o aaaR Rl B ARouRES 1 St S w8 Papstarng
per s_onnel Vita d derineiRet ol BeVBYRherbl fuses 4 hactiomdbfvhée vatwar BaAGwidth
machi nes_t hey have been schedul ed to receive a downl oad package from

a speci f £¢ vihepbEoBBRiaddp dhpPein-ibpRinbeirategn’ thesrare X eeouramf .
then request, t0e,3PErdup hdfsting Bt ¢ RSt d FMOWARS ABGK AN HBvidk-a
general sense of reduced network bandwidth usage:
Multicast: X * transferSize
Point-to-point: (X * Y) * transferSize
25 Gross Improvement: 1/Y network usage with multicast.
The system includes a recovery scheme to accommodate
transmission error or reception error of the package. This recovery scheme
allows each EGM to report missing pieces (packets) where either not received

or received with errors (data corruption). The SDP logic can accumulate a list of
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The system sol ves the network bandw dth usage problem by using a
mul ti cast network protocol, which the SDP uses to broadcast the

transfer tgv(g%lggéhg%ngG\/l s sinultaneously. The SDP wi || ﬁe/@gzﬂg%’a%# | e

transfer t set of EGM s, thereby using a frab
net wor k bandw dth 20 when conpared to the point-to-point strategy. If
there are X groups of EGMs, with each group consisting of Y EGM s,

then the follow ng cal cul ati ons provide a g/ﬁgeral sense of reduced
net wor k bandWisgine Raskes.anduihe icerrgsponding ECMhs fandgisedhpanyticass pprieenl

(X * Y)* tr%%gén%i #8 “%5%@3%9%@ ovenent: 1/Y network usage with
c

mul ticast. e systemin a recovery schene to acconmodat e
transm ssi on error or Theapptiiiopaekages that drbergpafdiagicare Bhksified b9 ties v

schene allo ea to report nissing pjieces (packets) where

oi ther not rie@bh &BG%F@%‘@W@HUW@I‘PW%‘BE Ysing: & PebiRupeinbRptocphd he
SDP | ogi cgC (;ﬁ:é{% i |

m ssi ng psacigé?lg and ttﬁggﬁg?ﬁ #Hg?%gﬁ%tgc&%@géﬂﬂ@@é@ﬁ%% ﬁgﬁﬂ@nﬁﬁnﬁﬁﬁﬁ
pr ot ocol to opssarvhileevaiting farghetekeesand during the transféfh&he &l fis ¢

packages that are.transferred are specified by the The EGVI nakes
Fequost s t o teRebrine FRGHES BanHers BREEhe s B Rl b sSeisiody
not service tdHasd. TRIGYGSES bETBEH & RlckncifOthkRicksdd EsntBRY ¢Yithé EEN @t
operate while waiting for the transfer and during the transfer. The
EGM i s respdiwidiven tioe. Additorallyt thensPRméll ingdrartséariactigite #ied praividgiay  of

the complet e LLARSEELS crldlhcink PR BhsRe ahkgficonc | e the package

content 0
An EGM validates transferred packages using a digital signature.

This digital signature provides authentication of the package itseif regardless of
the specific SDP server that provided it, and is used to determine if the package
incurred any transmissions errors. If an EGM is unable to validate a package,
15 then the package will not be installed or otherwise used.
The system includes technology necessary to determine if an
EGM contains packages necessary to use a new package (package
dependencies). If a given package-A requires additional packages, package-B
and package-C, to operate on the EGM, the dependencies can be determined
20 from a package header contained within package-A. The SMP can then
determine if the EGM already contains the dependent packages, package-B
and package-C, before requesting that package-A be transferred to the EGM.
Similarly, the SMP can automatically select the dependent packages to be
transferred in addition to the original package-A, thus fulfilling the dependencies
25 of package-A. This aspect of the system provides a level of assurance that the
packages transferred can actually be used by the EGM.
The system includes technology necessary to determine if a
package's dependent hardware components (components) are available on the
EGM. If package-X requires component- Y and component-Z, the SMP can

30 read the components of the EGM and use this information for component
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any given tinme. Additionally, the SDP will log transfer activity and
provide a 10 nmeans to cross check the package content of an EGM

An EGM val i dates transferred packages using a digital sjignature. This
digital si a%%%”é’“%?ovi des aut hentication of the packag% Pgpy042161
regardl ess of the specific SDP server that provided it, and is used
to determine if the package incurred any transm ssions errors. If an
EGMis unable to validate a package, 15 then the package will not be
i nstal | ed ordegendengysdegkiag. If a package's requingd copyronent deparglescies are

technol 00y, SERSIEH O LS SHEM A% hlaoBONLRIN HIECRARSSrmitoc

necessary to use a new ‘age endencl es

package- A r egherivse, dtdphclanalirapafk agdiesct pasdratived Tadagaek apreGystem
operate on the EGV the dependencies can be deternined 20 from a
package headépvigehe M\rbal axsumnreshekihgLaskagerctrangtersethcamaiuabt B? ni ne

if the E i ns the dependent packages, package-B and
package-g/I qjs%@?jgxpgg?e’\g‘ti ng that package-A be transferred to the

EGM Simlarly, the SWRebilitaloticarafercalftivare direatly to iee BEML pdnsttes

ackages to be transferred in additjion to t rigj nal .package-
Phus ulti | ECAonALS Hepepsntegs ey sk boal nthe PesBE FEEE Rrtone
system proviid@ss tdrtriturel %gf@&ﬁﬁrédﬂ?bnttﬁ@ cBSRE A885cAT BEFiwnyed
can actually be used by the E The system i ncl udes

t echnol ogy readseskuitly ateotislrap media (HPROMaORGON, Geppacidriashh staivkheat

conponen conponent re ,avail able on.the | f package- X

Fecui r oo ComprRRt TSGR R RS forsmelicanptiere et RELRYERE

conmponent s QfackigedioVhaan TS bbbt-strdpYhethaat intdy e LsEPedremér software

dependency checki nr%. BI f a Fackage' S required conponent dﬁ?fgl\eﬂndenm es
e

are avai | ablte aprFGMHeBethunefodn rewdraya g CanigHEeR of oniteMeelpi the
e e L e i) s bOE LSk B bl dh DR i =
packages tr doigfveng.ed can actually be 5 used by the EGM
15 1) A unique network |P Address for the EGM. This can be
provided by a DHCP system, or assigned to the EGM via operator
configuration.

2) A unigue EGM identifier that is derived from the EGM hardware

(such as network card MAC address) or assigned to the EGM via operator
20 configuration.

3) An address of the SDP network server to make transfer
requests of. This can be a hard-coded default address that may be overridden
via operator configuration. |

The simple boot-strap mode requires that EGM is also configured

25 with the necessary options o locate the SMP network server. This can be a
hard-coded default address that may be overridden via operator configuration.
This address is used by the EGM to locate the SMP server, which can then
assign new packages to the EGM for transfer. In one embodiment, the EGM
and its associated peripherals can be identified using a scheme such as is

30 described in U. S. Patent Application 11/319,034 entitled "Device Identification”
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The ability to transfer software directly to the EGM provi des
additional alternatives when installing a new EGM on the casino

floor. An t i.s manufactured and placed directly og tEe casi no
fl oor can g’%"h‘?%ﬂ%l y loaded with a boot-strap nmedia ( 00442 16b\v
Conmpact Fl ash, etc.) that 10 can boot the EGM and prepare

comuni cati ons before requesting new packages to install. Two
boot -strap net hods nmay be used to transfer software to an EGM Both

met hods r equAENGRTRPEEd BUT plipthesaindty raferesd. bethds @n"tbﬁdinﬂﬁ)ﬁtdlg’tﬂgap
I | : : . .
POl T ow ng: " Tuy SR GELRE sehiOLEMAGARYIBL LB LECRANGR M Blepl ik 1

provi ded by IEHERAY sindrP aidresses fovetie deviche cbidoted o ePariodically, the
configuration. A unigue EGMidentifier that is

. . 2 >,
derived from'fi8 t’@@%ﬂ}ﬂtéFBWeﬁtBerP§LEﬁm§§' ePWRckeEaPt! WREaskEiscosaRAg
assi gned 4 o thhes BENLYiES IR L& Riatdd MARAD QHH@SE‘-?&'When a device r cei?_%lsl, ,SAn

address of the SDP network server to nmake transfter requests of.
can be a haridfogodéah deddsnotteddieriss, theateviveymby atisrapt caldeminidation with

operator configuration., The sinple boot-stra de requires that EGM
5o contngtHie 8sk FrvereamscuOts YR b e Bk Sovires shp
networ k ser\@ihsedhéty; 8ombturfcdiidhGs 5sisle hbistd tadihrRes that may be
overridden via operator configuration. This address is used by the

EGMto |ocate the SVPIemgwancashhast-stan medminasiyegtheE@Measkiaging ao
e, EU {6 doEATEASukB RS IR ME Son 16 SRR oA TR
in U S Patpeitkadwl preafired dnld OB bathtihd EE AR MSDP. This boot-
| dentificat is%g[‘: pa\é\f?agzeo ggét%%@%%ﬁﬁgwgggf ?ii%g/tr?gtzi&gn]iify the default software
packages and configuration data. The boot-strap package can be customized
for the specific installation (casino) and stored on the SDP. This way all EGM' s
15  will request the predefined boot-strap package, the SDP will transfer the boot-
strap package to the EGM, and the EGM will process the boot-strap package.
When the EGM processes the boot-strap package, the EGM can read the SMP
address, default EGM OS package, and other packages such as default
peripherat firmware packages. At this point the EGM can request these
20 packages from the SDP, and the SDP will begin transferring the default
packages to the EGM, ultimately ending with an EGM ready for configuration.
Figure 2 illustrates an overview of download interaction between
the System Management Point 105, EGM 106, and Software Distribution Point
104. The design consists of a download device driver which provides the
25 central control logic and logic. it interfaces with the Download Class (which may
be G2S or any other protecol) and a download control thread. The download
control thread controls requesting and downloading packages from the
download distribution point server.
in operation, the System Management Point 105 sends package
30 commands and requests to the Download Control 206 of EGM 106 to tell it to
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and incorporated in its entirety herein by reference. In this
enbodi ment, during start-up, a device sends its MAC address out on
t he networ ocal. swtch collects MAC and | P addresses_for the
devi ces coﬁ’r?e@{’%hﬁ%(g it. Periodically, the switch trans’fv‘r('ﬁ”s’g):’tﬂgt‘{f\?“‘""l61
Et hernet franmes, USB packets, or TCP packets containing 5 tables of
devi ces and associ ated MAC/ I P addresses. \When a device receives

i nformation about another device, the device may attenpt
communi cat i @d@nddaleigtpagbsgese ingtll packagey apd request briomalicadost i s

used to vali i e i i y i ble
bet ween t he p%%%/?%ée%sm%ﬁébgggén#%ggg ﬁs%&”é%&%ﬁélnvo @@sf'ltg h@'%%%\/l
requesti ng aedikstebhadbhsHtheh-ts tiaDopaiieadderivar QU7 titepobBssild cRapeksaae
nane for this boot-strapOtF'ackage is predefined and known to both the

EGM and t he 298Packagas §isdnet ovgnjadrabewplbrddreneivas hirperreaAtonnich | es
that idenyifyed Bﬁel%e&ﬁ%hnﬁgfiér‘{%ﬁh H?ecééﬂgére%ﬂgtrfbﬁﬂéh %frﬁh banTRat a.
The boot-strap package can be custom zed for the specific

i nst al | ati olbdvodsadBeceainer Btoorss 208 rédeiveSHRe pabkagendgta didm EE\Eofdwrd

L e fined boot- st kage, the SDP wi| | transf
the bootst r &peaauRamaSb 168 uBtin Reaal chahealienaelines beedisin o o
boot - strap RRGAsE inVBERiH REIERMRIGEESTESsIdARIBO Ble SidiaBe RREHA

{i t
the EGM can read the SMP address, default EGM OS package, and o?ﬁoer
packages sudlashsOded alipacksis pplhermsickage have begatdcatyed, that pachiage polars

the EGM can reguest. th 0 ckages.fromthe SDP, and the SDE. w ||
bogi n ¢ rihar e TR athe ard deb SRR PE<ERdn Bt pedible riReRt Tokdi ng
wi th an EGMappashtiste® ta@®dnDpdickagBtate information shallfdedtdsBed back to the
illustrates an overvi ew of downl oad interacti on between the System
Management RAWiHoadBriverdi 7 gBich prgseo i tawtiecDovripad Kiontieh2¢ fartdogging
The design .Sk I i . wWhi ch provides the 25
central cont% ggqu%%@gyagﬁég%$gagwﬁﬂ %h%%ﬁ%‘lg\e{:gd’]%th t he Downl oad

Cl ass (which may be OPRSweicazallyrivelri267 protocol) and a downl oad contr ol
thread. The downl oad ntrol thread caontrol equesting and

Hownt oadihg packages  PBAPRRIOASNED SInEPLes MBRY Kom B Avotas sfarted.

I n oper ati onyg bfiRaSHEhEBr¥BRageent Point 105 sends package 30
commands and requests to the Downl oad Control 206 of EGM 106 to tell
it to add and del et e1panikalipenackage antl cpairhldgiesnatich asgivesd on the

i nformati on _about ﬁa%kages and installed nodul es. The Downl oad

Contr ol 2060\?171930? er these requests and pass then to the Downl oad
Driver 207 for procesgi-FyocdRneFhandOtcasi paskeass andhirstaingedirdraihd 0
t he Downl oad Recei ver Process 208 which 5 then opens conmuni cations
with t he2OsofanareadCeptPidfi8. on Point 104. The Downl oad Recei ver
Process 208 receives th ] r i i bution
Poi nt 104 vi & a mil t1 Sacipg andidiifad DAL RGN I8 dhd el
protocol ) | iimfkrriddibr andridbwnipbe apddhkstbibewrds.assenbl es the package in

conpact flash. Once all packets of .the gackag}g B;ave been recei ved,
the package data is 16-Je8ueiat RRIAGE SoB9ElT oy dig PrwaloagiRedsiveng

passed in t hp,RackaBe AR  theiE 1A PAMdRL Realind UDsaRS aRB5K 298 1o

state information shall be passed back to the Downl oad Driver 207

whi ch padseghé driver. t he Downl oad Control 206 for |ogging and passing

back to the System Nage}qur’&%% pg&a%%'thg%%&so gr(tjd Q{rloy géndzltg)o?ns of packages
and install rules and pass them back to the Download Control Process 206.

Download Control Thread 206
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15The downl oad driver is installed when the EGM systemis started.

It's primary functions are to: 1 - Initialize package
and control. i lon as stored on the conpact fl ash.

2 - Pr ocesb%@%ﬁ%& to add packages and install rules FOUHPRrA042151
Downl oad Control 206. 3 - Supply the Downl oad Contr ol

206 with list and status information and downl oad and install events.
4 - Queue add package_requests for the Downl oad Receiver process 208

and pass themto the DBfMcyAPakEeniyeProeess4Qf ig aitbgpa tread sunming ne
driver. i W@ AP of
packages ané‘v ]tlhrl{gtthael ruf]%ge g%ﬁ@%@%ﬂﬂiﬁ ﬁﬂ@grﬁ%ﬁg%}\%ﬁﬁ@%ﬁ I%ﬁ%t r ol
Pr ocess 206.gabewmiaoagerContinglonfhe egsteR0@t's primary tasks are: The Downl oad
Control Process 206 ii gﬁtfher a thread running within the gane

.

manager context or a &IVER&C COMMERYS here is no gane manager

running op the 5y5temz-'ﬁés%e@fﬂe”&frﬁmbﬁéé‘ﬁwaﬁtﬁill hot proBE& ¥8 & gewn! oad

commands 52 - Passes the commands that it w not  process on to the

downl oad dr idesmiczgizdriver 28 ¢ fendaliyernydottihe DDuintagade dieariprecessr iSowwl 168
and the Do oad I nstaller proc 209. 3 - Receive
downl oad a\r']\@qugﬂ?%crfnsgqug{ B@%F%ﬁ@ghe driver and log in the
appropriate |og fil es3omRddasefdiniéft ad@hstalimpk Yrohbhd @¥er and log in
i nformati on and package, install rule and
the appropriate log files on the EGM 106.
10 4 - Supply the log information and package, install rule and
module lists to the System Management Point 105 when requested.
Download Receiver Process 208
The Download Receiver Process 208 is responsibie for
communications between the EGM 106 and the Software Distribution Point
15 104. It's primary functions are:
1 - Receive add package requests from the Download Driver 207.
2 - Open a TCPIP link to the Software Distribution Point 104 and
request the package defined within the add package request be sent to the
EGM 106.
20 3 - Open a multicast communications port specified by the
Software Distribution Point 104 and receive the requested package in multiple
packet format.
4 - Assemble the packets of the package into a single file.
5 - Request any missed or missing packets be resent,
25 6 - Verify the package data by calculating a SHA-I value and
matching that against the SHA-I validation string passed in the package header.
7 - Send back status and error information of the package receive
process to the Download Control Process 206 via the Download Driver 207.

Download Package Installer Process 209
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nodule lists to the System Managenent Point 105 when request ed.
Downl oad Recei ver Process 208 The Downl oad Recei ver Process 208 is

responsi bl e for communi cati ons between the EGM 106 a
Sof tware DPFPHLEIBn Point 15 104. 1t's primary functllé §U5%939/04i161

Recei ve add package requests fromthe Downl oad Driver 207. 2 - Open a
TCPIP link to the Software Distribution Point 104 and request the
package defined within the add package request be sent to the EGM
106. 203 - Cpen a nul fhedawniowhtAPkas BRBIBO 0SB 809 is@sBgnaible for

Sof tware Di %ﬁ§t?ﬁhé?@@P§&£BEisWa% r%)?go ﬁfb%dé@ llergPrgt fé@ﬁ@érgcb %gishf?t%e in

mul ti pl e packe pac geinto a

singl e fil e.Pdnt10Redqussbtitatyoiniisered st rm&alltnga pleekeizticd dacksgnivhe? 96
- Verify the packaig_& data by cal culating a SHA-1 val ue and nmatching
that agai nstS& Histaltinlg C%‘I“r’s‘aﬁt'ﬁ %?P@Eqm iy priemg Nanageegmm Hleiyd 05. It

header . 7 - é@&@epﬁﬁﬁc&%%%ﬁ é’éd{%rﬁhbgfd%rﬂ’é‘éd ggg&fzcs%%@aogﬁfoad

receive process to oad ntr rocess via the
Driver 207. fDoWﬂrBa:dtimabwgbaﬁﬁgmhgeﬁnmlm&ec%m09lere Downl oad

Package Installer Pr Ogle—%argg?he ssetrmestgl?ruﬁes lo determlne how to process the
package.
2 - Disable the EGM 106 based on the instructions in the set
10 install rule command.
3 - Install the package using the command file sent as part of the
download package.
4 - Clear NVRAM as instructed by the install rules. [0089] 5 -
Reboot the EGM 106 as instructed by the set install rules. [0090] 6 - Pass back
15 status and error information via the Download Driver 207. [0091] EGM
Initialization
Figure 3 illustrates an overview of EGM startup message flow.
EGM 106 sends a message 302 to SDP 104 requesting a package. SDP 104
replies with a message 303 indicating package size and the muiticast IP/Socket
20 that will be used for transmission. Message 304 from SDP 104 to EGM 106 is
the package data itself. If necessary, EGM 106 can request missed packets by
sending a message 305.
As noted above, the system uses multicasting to send packages
to multiple EGMs. When packets are missed and requested by an EGM, SDP
25 104 coliects a number of requests and sends out multicasts of all missed
packets to all of the EGMs. If a particular EGM does not need one of these re-
broadcast packets, it is ignored. Otherwise, the EGM accepis the re- broadcast
packet and uses it to complete the package transmission.

Download Driver
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installing the packages that are downl oaded fromthe Software
Distribution Point 104. It is notified of when to start installing a
downl oaded_package when a set install rule command is sent %\lro t he
Syst ens Naﬁg)g@ﬂ@%f'gzﬁoi nt 105. It 5 receives this con”manﬁ‘glrﬁI i %Hé’a?a
to the Downl oad Driver 207. The basic functions of the Downl oad
Package Installer Process 109 are: 1 - Parse the set install rules to

determ ne how to process the package. 2 - Disable
the EGM 106 based on lm@euﬁt@ffa%bﬁwnﬁheﬁﬁwn&@d driyer R97 and theil e

command. owfni ahd prgg‘essl ggﬁ %t tétﬂg %%%Q%fb'ﬁé}%ﬁ%go%%ﬁ@ file

sent as part o RAM as

i nstruct ed hyfotrhatiomistpalsked td ths dr[v@ﬂB@] via an IREbDotalt. TéebEbtddes ase
i nstructed b%/ the set_install rules. [0090] 6- Pass back 15 status
and error i nPRFeARsNISHAEE A0 PREPBEGRRIMA SBIJF%}S foqym the doeer20¢Gihe

Initializatigvnioad Recelver 2@ Qégsetgé rbhd HRd kLSS Oc%‘ﬂ tagéf g%ék{%@éf%fquggﬁl!

startup nessage fl ow. sends a nessage 3
requesting dhpaokaded ISE]EIIGJ(ErOBem @3 usig thleereaéd;(sag@irsﬁa instell miei ng

package size and.the ca t WI be u or

t ransni ssi ond lﬂ?e%%ﬁ‘&%@?%@?ﬁ@' ﬁ?ﬁe etrﬁ%dldi etodata
itself. If 'Fé@fﬁ\'iéﬁfé@taﬁ@én@%rcﬁ%ofrﬁﬁ%ﬁﬁormtﬁéR@c@ﬁ@k@ﬁéIrEYalﬁendl ng a
nmessage 305. not ed above, the system uses nulticasting

to send packaeesSsSSEd nul ti pI e EGVs. When packets are mssed and

request egy, by an EGM 0 ql | e, of re s, and
seﬂds ou m)jl ticasts 0 V/q%l%ﬁgf 18§§%@?2nqnqg’ Pe\b?epﬁ %&'@t I3 Iqadgd
particul ar E@%é@g@temtom@edp qnes gmnﬁdmsgdétﬂbmﬁﬂwmtor@@h@@@imem) is

ignored. Gtherwi se, the EGM accepts the re- broadcast packet and uses
it to conpl Q'e‘“ﬂth@oﬁa@k)d@éhﬁf f‘@h@%t'@@ﬂ‘é)ﬁa'n[ﬁﬂmpb‘éfheﬁ)'ﬂﬁ/@‘)dme is loaded. It
will:

1 - Allocate the download buffer used to store Download Class
15 messages, (e.g. the G2S or other protocol)
2 - Register the download support as a Linux kernel device.
3 - Initialize the read queues fro the processes that communicate
with the driver.
4 - Initialize the storage area for package and set install rules that
20 may be received.
Once the driver has been installed and initialized, all further
actions will controlled by the ioctl and read function entry points into the driver.
The ioctl entry point, DL_joctl(), will process all the System Management Point
105 requests passed through the Download Control Process received from the
25 download class. The DLjreadQ entry point services all the read requests from:
" The Download Control Process 206 for packages status and
error,
* The Download Receiver process 208 to pass add package
requests.

30 * The Download Installer 209 to receive set install rule request.
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in the interface between the downl oad driver 207 and t he downl oad
processes, all set status, set error information and connand

information is ?E)‘assed to the driver 207 via an | OCTL call
processes NEL2PYLR A interface to get processing mstFﬁPPP%S’H%M?]rG&m

the driver 207. The 5 Downl oad Recei ver 208 uses the read interface
to get add package requests, the Downl oad Installer Process 209 uses
the read to obtain set install rule requests, and the Downl oad
Control Process 206 usiEgureredepiss thedagid Bew of fleviiosinjead dedvest at us and

error infor fro h ' n . o
T0f -1 eyl counaig b At 8 ATTIER K R bt and SEGEPRS R pyare e
| oaded as th@tsw;suemw@ﬁ@&ag@.is (hitfalizéd and tiakstaaRlad iDatastuterénaene
enbodi nment) . Jnit_nmodule() is the first routine to gain control

when the rmoﬁﬁfeAh sdep gaa e dinterys 19gistered with the system and at stenj40ddhee

t he downl pa ed to store Downl oad C ass 15 nessages. (e.g.
the 02S ofr)) oty%{grﬁgrglf%col) 2 - Register the downl oad support as a

Li nux kernel device. Once the /dev/do@nloatiniriveaisiizgtaldteandmitiajgedigref r o
t he processe _th gpcom‘runl cate with the driv

. 4 -
nitialize the HYR M eae7o5t ap HiadagEaga & the Dpwaloge CantiosBragess 20
may be r eceiéf%dand the Receiver 208 mﬁ]sw!ezd@' ﬁr\é??sésﬂsAfP? és'fbsfrﬁ%gfﬁgté}ﬂd

initialized, all further actions contro by t | oct
r ead funct i dviakagamgentdiaintst G5rare pelseedithireegh Doweloaddenteh Processi206,and

- I AN st Ma P 10
r equest s%é)ag%@&ympﬂﬁﬁ%éwg? ﬁ?ee %6%5@2& rP?r fr’n%‘?ssgag@gggﬁ? 8%%‘?”9 Og'ﬂ%rﬂnd
the 25 downliggediledss prddd@sédirvitmdBe ERPFNoRPCOAtrSIGProLE85268 tsdihgheead
requests from he Downl oad Control Process 206 for packages status

and error, dfheciliditnd semmRaEddPite defrraire whatlg daowiiade srrbfFaerugs.

requests. Figure 5 is a flow diagram illustrating a routine to validate download requests

and pass control to the proper handler function.

15 At step 501 shown in Figure 5, the particular switch that is set on
the Command ID is examined so that the request from the SMP 105 can be
routed 1o the correct handler. Add and delete Package commands are provide
to DL_Packages 502. Set and Delete Install rules are passed to DL_Install 503.
Set Status, Retrieve Status, Retrieve List commands are sent to DL_Status

20 504. Register processes are sent to block 505 where the Pid of the Process
being registered is saved. Unknown commands return an error event at 506.

The scheduling and management of the various operations
associated with the foregoing download and configuration processes is
accomplished via the user interface (Ul) shown in Figures 6A and 6B. Generally

25 the Ul 610 is adapted for display on a display device, such as a display screen,
CRT, computer screen, television, handheld displays, PDA, and the like. In one
embodiment the Ul 610 is implemented from instructions or executable code
stored on a computer readable medium, such as a processor described above
in connection with Figures 1-5. The Ul 610 enables a user to display

30 information about the operation of selected devices coupled to the network,
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30The Downl oad Installer 209 to receive set install rule request.
Figure 4 depicts the logic flow of /dev/downl oad driver
initialization. At step 401 the Read Queue areas and senaphores are
initialized© 775{99/&‘%23 402 the package is initialized andPH HESIORYG4]
Rul e Data Structures are set. At step 403 the driver is registered
with the systemand at step 404 the 5 systemreturns.

Once the /dev/downl oad driver is installed and initialized, the

dl _ioctl () dariaarowith espest taschpdulpa veerfalions presehtedonthicossr Cont r ol

Cequests 1+ SNEEgeh eheR R kRLe “BaRlinb03 i} beddielt, FRR 68 st blimmianda
Control ProcessciRionansedf) ei t her passed onto the driver 207 to be

processed, or in the case of nodule and |og requests, processed
within the Downl oad CHheP®PMPPEEeeY. 28%stemgs providerbthgt generelly nclugeg a
command Dt ] what ot i %Ih'ﬁ | £i Fi e
5is a flégwn%t‘gg}rkgﬁqel(}ﬁ?s‘t ra{’ ia%g@%Mrgb%{a ] (Ia t%a@a’iaggtdé&ggvgﬁ o&gghgl%
request s ando s setoanit obievices dvel Peafispiahdedteand soofidurad tdlgéteratecp

501 shown in Figures, the particular _switch that is.set on the
Command 1D 1 GHENARR s BictFes SA RET 683 Gedbe HispiAvdrvicaver disglayandiser
routed to t I ARRRpds are
provide to '@{%@’&nﬁé&%g@@%@{&@gé&%ﬁ@%@?@s#tﬁgﬂﬂégusg@ ar egpassed

t o DL_I nst alihte§eges, Sdth SichtassignRent irdedact provslingRefarinatien abetit an

commands, are sent. to DL Status, 20 504. Register ocesses are.sent to
bl ock 5015 wiaseaCiples pieGI. o AR DL oy Plegitas rai ek disttces
Unknown commpadssplBied! theddhi@idapinteNadY prdlidiidfat least date and timeThe
schedul i ng and managenment of the various operations associated with

t he foregoi ngforPaFPbad and configuration processes is acconplished

'he U610 1 s adaptod 1o S Raray o B SR o A Bencfifdhlh £°

di spl ay scr efisplayCiEa &i@nfput etiuges aaajeridal enersdcet 1 hamsla eldaity pl ays,
PDA, and the ljke. In one enbodinment the U 610 is inplenented fraom
i nst r uct 1DnAS§IONEESE ifteiRces Hdisnlgyeaithsrean. f@ﬁ?ﬂwf& celggebnierizen bl

such as a prgq &t t@gé%ﬂeﬁﬁq%,%%dwg??mégﬁéééﬂté’%! aﬁicgté[]cgsa dateor

The U 610 enables a user to display 3 mat 1 on about
oper ati on ofa ¥ekecbeth daeiand Sinuo lp kHedillvstratéd embovdondnt thatitietiod 818 ys

et AT RSBl BASoBERRT SR Fali2Ele WP SIS
and cancel | ahkoB1bhRefafted across the interface 614 in alignment with the hours
20 depicted in the timeline 618.
The display area 612 also inciudes a columnar menu 620 on the
left side, a Windows-style tool bar 622 across the top, and a horizontal status
bar 624 across the bottom, thus partially framing the calendar interface 614.
Immediately below the first tool bar 622 is a Ul tool bar 626
25 presented horizontally above the timeline 618. Included in this Ul tool bar 626
are three filters 628, 630, 632 and a cancel jobs button 634.
The first filter 628 is a Zoom function presented as a window that
allows an operator to control how much detail is shown on the timeline 618.

Choices can include: Hour, Day, and Week views.
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In one enbodi nent, a systemis provided that generally includes a 5
net wor k of devices, such as EGWws, a display device, and a processor
coupled to ! rk of deV|ces and the display devic @%
conflgured“%gﬁb%ﬁﬁ¥§te a U 610 (shown in Figures 6A anﬁcg OBAE1SL
di spl ay device for display and user nanagenent of network operations.
The U 610 includes assignment interfaces, with each assignment

i nterface providing | ormati about. an 10 assqci ated operati on
cal endar interface on \Rﬁs@ﬁo'ﬂ‘ﬁgt‘%{s@o@]ﬁ%ﬁ %EHB%W%'QE alp pﬁ’r‘?ﬂ%&%ﬁja

the cal endaryihab®! WARH MHRY ik UQez% sb@éga} h&@hficAnfnd | b ré Qﬁ&’%g&ts {high-

The U 610 as shown in Figures 6A and IS enconp ass In a pl ay
area 612 thaxurlram(btlm@etbedataaﬁmxhthbe drsp@ybdc@h@mes mwcm pbdayDintyy Pofs dr5

assi gnnent Ierf 6 di spl.ayed t hereo I d he, ca ar
interface 6 @@y' U¥ 84 %n@n? Oﬁ%ﬁ% E’Jé" é MHHl EIEAE s
at | east QHQN&fId asdatrepit IcbkidtnRtidy nh%éﬂpﬁﬁttﬁaﬁﬁ%uiéld@of th8 dnd@nonth
illustrated enbodinment the tineline 618 I1s presented horizontally

across the trépgefRepmstsceandirigenaratedrfpadiepley 4ndiprintadeen paper 45 welkfog 19
resented ac i nt with the hours 20
S : :_-{crcl: W’F% g@p!nﬁég é{f%c Farktd bl a%%g% .

depicted in e display area 612 al so

i ncludes a col ummar n&Re thiZOfilgsr 632ds belcb Sthde. fusictidhndgweFésdeed 8ok
bar 622 across the top, and a horizontal status bar 624 across the

bottom t husVipaeyi &ef 9”%%%%@6{ oy sBAYWAPLS ot assigireergs matching the
| mredi at ghy é??llug‘@n{%?ﬁ %Bouth hel%%c@éé. AIE fgshv%, H%JH” . 25
y a ; ncl ude | n

presented hori zonta ove t e tinellne s U
t ool bar 626 are thre&htiGdress)J@ZutedE34682ivated safuaatimethaf ehsblbsitit on

634. The first filter 628 is oom f esented as a w ndow
Chat Al Tous Ser i edE At £ A P eSOl Fefianbomtpieied
timeline 618. Choicesggan a'sQ;@théﬁt in&HHce Eﬁ%YS p?é‘s%n\/&%n ‘rHeec‘!QendéPD

2009/ 134923PCTI US20091042161 he second filter 630 is

Dat e Range fiiscieref 4 gmméﬁﬁt@bows the aharidmw; foxisiach agbd@aiedt he
user Lo TR B, L BT LR BB T e,
One Day, PI Uh?né)grel&mtlr%t Daecaéeihe doinest Bhe Msnugefélaacd/OMdverfids bas 687
is perpendicular to the timeline 618 as shown in Figures 6A and 6B. In the
depicted embodiment, each assignment interface 616 is represented as a
rectangular box with the left vertical line of the box positioned in alignment with
20 the vertical position of the start time shown on the timeline 618. The interior 636
of the assignment interface 616 includes an assignment identifier 638
associated with an operation, as shown in the enlarged view of Figure 7.
The entire content of the calendar interface 614 can be scrolled in
any direction, however when scrolling vertically, the header timeline 618
25 showing the dates and hours will always remain visible.
The assignment interfaces 616 are preferably color coded to
indicate their status. The start time is indicated by a vertical black bar 640 on
the left ending in the diamond 642. If the assignment is an override, then the

duration of the override is indicated by the horizontal line 644 extending to the
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5 woul d use a report |look at activity in the past that is outside of
the one nonth range. Reports can be generated for display and printed
on paper ag W%IGA fS(')r activities within the date ranges set forth
above. 02009139923 1ye third filter 632 is a Job Stat uECVHTROPYYAL6
again presented as a wi ndow, that allows the user to only show jobs
or assignnments matching the 10 status criteria. The choices here
include: All, Active, Running, Pendin The Cancel Jobs
button 634 demwatcswith theseeensihdismand 9&4§blnet§is<eﬁamsrée shewgén Eigure 7,

assi onnent s it CaneRLLALIARL LA VB TR SN eg et e

Each assi gnment” interface res endar interface

614 in a manner that s$iewsng Bencisardurédrimef an a8ighmass edrfdceds 1Eowill
operation. ldeally, there is a vertical bar 637 of _a distinguishing
col or, such B9 Yme tQptiRAs apghown i Cigutes GAhane 6By &he teoli piyides

" . . . .. - . ) 8
LS Shown 3 n Geefial béialle BB pbrafiSh BESH Y AiiAe 3GhhiZRL InféiraRd
assi gnnent  igitee Mcae eetillGanse mprided it te: tasltip thac slesgu irethidxresm siottdfe

l eft vertical Ii of the box positio in_aligpment with 20 the
verti ol podigun shc s aemag: s AL SrSad By ik pheratien gssanied

interior 63Gyf thidessisithatmBHabdb6.f ace 616 includes an assignnent
identifier 638 associated with an operation, as shown in the enlarged

view of Figure 7. Two unique Jineepts dredispdagesint thd s¢ieenchbbofigure 7.

interfacg, 6 can, be scrolled | ny di.rectiaon, however e

ser o | nip vele 3 S g, BEielated PtaihEe e8P 25 ToNGHRA SEPFO 18R e
and hour s widskighhWs af@ i sbovhdiidhssignment interfaces Hi r@$ fugiprent
interfaces 616 are preferably color coded to indicate their status.

The start tigRerationsigsedcadempladesierti cal bl ack bar 640 on the |eft

ending in the dianond I | i i he
duration of the overriTgé%lrSst "%’WE%%%?%@*@W%G@? %%8@@8“? ﬁ'ﬁeeﬁe}é%%%%
ext endi ng t chohe intgures8AendvBR Feprdeers eceadatridg anhedlié 46 opématibie. Each
sanpl e s{}[rp in Fi Eure t he a 3 hour configuration override

that resUt t rZAntahcaved inking i Py s WBHekelipash ndivator ricasdnahiinkst
interface 6X6,Myvldus assignment interface 654 with the next occurring assignment
interface 656. Here, the linking line 652 extends from an end or finish of the first
assighment interface 654 to the beginning or start of the following assignment
interface 656.
20 A Mutti-Job Assignment interface template 652 shown at about
3:30 am on Monday represents an assignment that was set up to run two
operations in sequence. In this case it is showing two downloads, but it might
be a download followed by a configuration, or any combination of two or more
operations. A vertically oriented curved linking line 653 connects the related
25 assignment templates 652, 655.
Assignment interfaces 616 can be configured so that they
schedule one or more operation templates describing what to do. In this way
the actual instructions about what to configure or download can be shared at

different times or for different EGMs without doing a clumsy copy step.
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bring up a tooltip 648 as shown in Figures 6A and 6B. The tooltip
provides 5 additional details about the operation associated with the
assignnent _interface 616. Mrre detail can be provided in the tooltip

than shownHE%HI%%23cr een shot of Figure 7, such as a sURHHFOUH215%e

EGWs affected by the operation associated with this assignnment
i nterface 616. Two uni que concepts are di splayed in the screen shot
of Figure 7. 10 The first is the linking of related operations, such

as recurring schedul eBosblerGnking & Qpening an sssignment inkréacgritdnwill open
interf t ' ' |
The 11 1ot r el BB KB rOBRERbLAIBIOBIT bR HARIR MG the 616

shown i n Fi gyieestionAn aindstidd. Aepsessnt oausacul be ndlswhseduhe individual
operations. Each_15 horizontal curved linking line 652 is a visual

rel ati onal i%%g?rcﬁacﬁﬁq;‘@&’i‘dt’ Hhﬂ’e!qaﬁﬂ@ EQ'EﬁQé’Wt&Jn& o5 sAgARBHEN. Two or
|t er face; 6360w dilhdleedtsd RS 4 dHeedd SIEBMnd MLeLLage 656 Here,

the Iinking extends froman end or finis first
assi gnnent interface BSdighmenhiatdrtagenGilfgreiocatanr dr misitidmedfonl thew ng

assi gnnent interfac 56. 20A Multi-Job Si nment interface tenplate
552 Shown aPAAL MRS H{ R ABRBRY PapFERsINS ireaBsPg aemact HalS
was set up ta@tﬁ@@amwn@w@aihgweﬂsébssf&éﬂg%t-reb@rrihpg?ale%&@sgyohgéuled

showi ng two downl oads, but it” m ght be a downl oad owe
conf i gur at i siwringihextipeqsmiod wainteresbvilliheodieplayesd eeapbedop ofithe calendar

verti cal iente [V Linkij line 653 connects rel ated 25.
voet omaut] TERRLER12 BELREun s hiine) 8 RotikoRRY Gibed. Hadh o B
can be conf itge B ta@ntinatart frey osedrethd @splagsdPbedihiAg @P Hedob ok corner
tenpl ates describing what to do. In this way the actual instructions

about what % thepripidardnisifage fivt JerPcaPsBaUGRAsigNEeinteace 16 snes

Sbobr 125 EEB TR SRy 10 RV RK RN AP shmares

an assi gnnershiftegtfenfaddatdiughlthatdthe meat slétsaglienti asdignwnrant mtéifkee 616

expandab4 f %rainq)’e ;l))rlétserﬁtgg lilns S %eevnclzc}furgg v&itﬂgu’t overwriting the previous ones. At this
point, the current row is reset to the top and the next column of assignment
interfaces 616 begins again.

The various embodiments described above can be combined to
provide further embodiments. All of the U.S. patents, U.S. patent application

20 publications, U.S. patent applications, foreign patents, foreign patent
applications and non-patent publications referred {o in this specification and/or
listed in the Application Data Sheet, including but not limited to [insert list], are
incorporated herein by reference, in their entirety. Aspects of the embodiments
can be modified, if necessary to employ concepts of the various patents,

25 applications and publications to provide yet further embodiments.

For example, each assignment interface rectangle 616 can
include one or more progress indicators that will show in real time how much of
the operation has been completed. Because an operation could involve more
than one EGM, the percentage shown could be the average percent complete

30 for all EGMs, or the percent complete for the one that is least complete (in order

22



operation in question. An operator or user will be able to see the

i ndi vi dual status for each EGM and, in the case of configurations,
for each option. Two or 5 nore of these can be opened at _once to aid
in conpari ﬁvg# /YL, Assi gnnent i nt er f aceBCHYR204VY2161

| ocated or positioned on the cal endar interface 614 in a nmanner that
keeps the presentation conpact while at the sane tine avoiding

overlaps. ldeally, all recurring operations scheduled during the tine
period of i nPSHESPPHAIAr spEedHed PhheW My longrr it Wiy take ineorapletanidigr 10
interface 6 5o [ Y [ -
operation wltﬁl‘?@tgwgﬂ %ﬁigﬂ%? Hgél@grrnt%tg lf'}r%g{fgg) ﬁ@?%’ﬁd@%éﬁ@@é’}ﬂﬁg%
begi nni ng at prokidetsopnd etiviowoindieatarfthadthae apdrativceinad ddesdrac &irfillaf. erfcach
subsequent aslzsfg nnent interface 616 ‘e(s p()e?ﬁpiti oned. one row bel ow t he
ones al r eady? gﬁ?l%%ﬂ‘f wgeril §ta_§’ tog§ _tH%mQWFQfewq*wwcamwth
enough (et 4 HoulereyRURmAAHARKICARS BUBRMIRIATHABRoPA16 15 can be

presented in a new colum w thout overwiting the previous ones. At
this point, the currenihesewnidsthersbanges cérebe opadend thé embeximerts imm

Sroait nemt< ek B PSSR B ToBE e v TR, 16
erbodi ment s. tefthk u8kd ERSUIKNSE bO8bASHHTd tblithit tPalcRiinsAPd §3ddimn 20

publications, U S. patent applications, foreign patents, foreign
pat ent appl i @abedmenimdiselosedinttbasppoficativatansnbe clgieer kg shouidbe hi s

specificatio / i i scat | i ncl udi ng
pat ot 17 m SRS TRed [ IelkE il dspltfe ARBLERN SRR IPE T e o
reference, iequiveérts eminioptsuchAtieetse ehtildie RodoedthgHNte d&imshae not
nodi fied, if_ necessary to enploy concepts of the various patents, 25
appl i cat i onsMBitRe DS HeFIPBHS: t o provide yet further enbodinents.

For exanpl e, each assignnent interface rectangle 616 can include one
or nore progress indicators that will showin real time how nuch of
t he operation has been conpl eted. Because an operation could involve
nore than one EGV the percentage shown could be the average percent
conplete 30 for all EGVs, or the percent conplete for the one that is
| east conplete (in order WD 2009/ 134923PCT/ US2009/ 042161 to give
operator sone idea of how nuch longer it will take to conplete the
operation), or sone other useful nmeasure of conpletion. The U 610
wi Il also provide sonme obvious indicator that an operation has had
sonme kind of error and the operator or user will be able to sel ect
the indicator, such as clicking with
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5 a nouse device on that indicator, to see details of the error.
These and ot her changes can be nmade to the enbodinents in |ight of
t he above-detailed description. In general, in the follow ng cl ains,
the ternms used should not be construed to limt the clainms to the
speci fic enbodi nents disclosed in the specification and the clains,
but should be 10 construed to include all possible enbodi nents al ong
with the full scope of equivalents to which such clains are entitled.
Accordingly, the clains are not |imted by the disclosure. CLAIM
1. A system conprising: a network élfﬂg%éces; a di splay device; and
a processor coupled to the network ces and the display device
and configured to generate a user interface on the display device for
di spl ay and user managenent of network operations, the user interface
i ncl udi ng assi gnrfent Andystdracesmpidsiogt assi gnnent i nterface providing
i nformati on about an associ ated operation, a calendar interface on
whi ch the assi gnfetWPnt @ deyiess: are di spl ayed, the cal endar interface
provi di ng at lea%%ﬁ&ﬂ%fd@@ﬂetf“? i nformation, and at | east one
graphical linking inditator that provides visual relational
informati on of r & @beessapenapledrs the network of devicek arfththesdisplaydetice and
claim1 wherein the assignnent interfﬁggdprovides i_.nformation about

I ;

at | easPNBAYSHo GONGEEP GritRahintPeReR PR g displeysisuicaiPorisRIgNAng, ussh
error ipgdhsaknt d?'?\@tv?orﬁto?e?aﬂdﬁ?the ser interface incRdint]'s rﬁ*ﬁ@r’i‘?iﬁt{?rfaces,

claim1l wherein the assignnment 1 nterface provides 1 nfornati on about
sel ect esict assppsnard inieddcd pravivingnatfovondtion about an associatéd opleeatynstem

of claim1l wherei.n the assignnment interface conprjses a
user - adPIEEBIETRR] Pis Which the assignmers intefigoes, e dlishived. 15 Palonr ei n
the caligRfate bRividihg &8 12RMBAISHR! @k iiMBirh&forlfBlRYd430 0RE g“ﬁﬂﬁ%al fRkng

I
of a date and tine, and a graphical indicator Interposed On 't
ti mel i nedicator Hdit pav\ddes visealselatinealdhformatiemof wdated apdrations.

2. The system of claim 1 wherein the assignment interface provides
information about at least one of an assignment identifier, an operation status, an error

indicator, and a start time.

3. The system of claim 1 wherein the assignment interface provides

information about selected devices coupled to the network.

4, The system of claim 1 wherein the assignment interface comprises

a user-activated tooltip.
5. The system of claim 1 wherein the calendar interface comprises a

timeline displaying at least one of a date and time, and a graphical indicator interposed

on the timeline to indicate at least one of current date and time.
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6. The systemof claim5 wherein the cal endar interface, assignnent
interface, and graphical |inking indicator can be scrolled while the
tinmeline remains visible during scrolling. 7. The system
of claim1l wherein the user interface further conprises a tool bar

di splaying at | east one filter of one from anong di splay detail,
range of displayed date or tinme, and operation status of an

assi gnnment . 8. The system of claim 7 wherein the tool

bar further conpm, ses TaeGhBRMh of ElbRE Eivierbinathe SARPIAR inferffR! abfignment
cancel selected assignnents. 9. The system of claimi1
wher ei nntﬁgfgpg nﬁfﬁh@rﬁp%tc@r‘ fintdrg indinatercanr e seoligreyatie iestinelinaliesiiag ed
in hori i at a top region of the calendar interface and
assi gnn\ééri Lirabfsq;%e@ﬁ non-recurring operations are displayed

bel ow t he aSSI ghnent i nt erfaces for recurring operations in a columm
format. 10. The systemof claim 1l wherein the processor
conpri ses a conpdt er - 1BgfYBIaM ﬁﬁ@i?l@ﬂn1élﬂlﬁr?lﬁ'éh§@ﬁﬂﬂlﬂ1€ﬁrfﬂcéafﬁﬁ [CORRRIISER
has in

pr oces eopPf el SpBll ot o MEPE ol s UHASHY Bp0 R4 Mhs of, o g

of prouisplayeddatearn tinnd, eridasg@eration stansgdmpndssinnmaitwor kK oper ati ons,

t he met hod conpri sing: presenting a tinme line along a
time line axis with information that is indicative of at |east one of
dates or time; and The sgstem of Qi rﬁ?%&éznﬁhgm%rarﬂhl’%?%Bﬁ'@)'rigﬁéa
presenting a respective a nment 1con wth a start point of the
assi gnroantel sabectipnsthbf @miﬂesahmnsgr tohmariceheelbetnd aasugarrmntsa poi nt that
is indicative of a tinme that an operation represented by the
assignnment icon is scheduled to start. WO

2009/ 134923PCT/ Ug2009 i

further conprisi % "Tﬂé?sjygt:lem of ?Iglrm ;twrfeerg@?ass\ﬁmoﬁn %Fﬁt"ﬁgﬁ%%gesr%k ?%dr?g:lﬂg
t hat r expecations\ere cﬁép’t@yeanémiabhmgalégrimmma’ng topngbebwﬂfmaiendaﬂfamerface
t wo assinl%nrrent i cons, t i sual lﬁ Br ese a rel at % (f ection
bet weerPHRSSINMRNY v'i\‘Be% MR TERYTINE Qe 0@8 e AFriFvE IR t wo
assi gNrRBlgnhtntbAated RP$EMITIRY Perta‘tlﬂﬁs in a column format. 13 The met hod
of claim I2 wherein presenting a linking iIcon between the assi gnment
icons that represent the at |east two operations that reoccur over

time includes pre gent lﬂﬁ% {I ne tlhat e ten.dit fromat |east é)r oxi mat e
a finish of a fir ov's eﬁ%oggg‘nbaﬁé}ﬁrelp BRTIGESSPT FUBRESSS Dxi nat e
a star tcoﬁip@eﬁa@é@@ﬁle‘?ﬁédi@?ﬂ SREtRSSIrAPIRRAedde®Smedium has instructidifs stohe

met hod of claim 11, further conprising:
thereon that when executed cause the processor to generate the user interface.

11. A method of providing a user interface for management of network
operations, the method comprising:

presenting a time line along a time line axis with information that is
indicative of at least one of dates or time; and

for each of a number of operations, presenting a respective assignment
icon with a start point of the assignment icon positioned along the time line axis at a
point that is indicative of a time that an operation represented by the assignment icon is
scheduled to start.
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for at least two of the operations that are |ogically connected,
presenting a multi-operation |inking icon between the assignnent

i cons that r the at | east two operations that a i C I{
connect ed. VJ(?%OS%%EZ% 15. The method of claim 14 V\hergﬁﬂlug?%g%@ﬁ 6?(ng
a nmulti-operation linking icon between the assignnent icons that
represent the at |east two operations that are logically connected

i ncludes presenting a line that extends fromat |east proximte a
start of a first ofe offhetiaethediogaleemt! 1i Bisther eomatisingast proxi mate 'a

start of a second h i At . . 16.. The
rethod of "ol ai m 1E0deest e BT AHTERnS 8l Bopryover tmgn pest Prad i
i ncl udeslinkirgpsieoh begvddreatresfiewt iaésignSehPiRGBS thadt ¥3NalV fdprésett arrklational
mar ker extendi ng perpendicular to the time line axis and with a

terni nat $WeRHPk BFWSANERBiAh IpastiMocoRAalions-associakrd withihg ateasihive.  wo
2009/ 134923PCT/ IS200Q 042161 - oo 17. The method of claim 16,
ng. pr

further conprising: esenting the term nation nmarker at
a point along the tinme line axis indicative of an extended tinme; and

presenting an extension, con proximte _one of the assignnent icons
Where a terminati -t HBeGRORE cheGislRatersBreseingc K naeon

assi gnmefdinkeAthd assifRaBne%s f¥alrepresent the at Ieast]t'firo (?-g)%?at%% hest 8bccur

claim 17 wherein presenting an extension icon inclu presenting a
| i ne extevediting beludes predesting arlinerpatieterssdrarh et teastpnoatniata afinideot a
19. The hod claim1l, .further, conprising, in, response to a
posi ¢ 1 orfragoss obne Al ol to pLisB et BB et PES RoCLbte B thg
det ai | edadsfrnémtitens. about at | east one aspect associated with the
sel ect ed assi gnnment i con. 20. The nethod of claim 19
wherein presenting detailed information about at | east one aspect

associated with thl%.sel'lﬂ(étrﬁgtpﬁéﬁifgﬁﬁﬁ% f-‘u%@r bméﬁﬁﬁ% presenting a

list of devices affeéected by € operatibn repres by the sel ected
assi gnment icon. for atleast two of &k opdretiorat thatlaref logitaliyadchhecfeds t her
conprisin i across a dis a%gc])f t he assi gnnent

icons i rprgfsgrpt}r@cq Mi-ae?r%ﬁﬁﬁ:”{%’SFQFCOP&W%%F 4SF eptifonsih#lesponse
to a_useppldit tHhit18adTal A LRERItRBES tHIR o RISy @bnidiged ] M Iine axis,
22. The nmethod of claim 11, further conprising:

15.  The method of claim 14 wherein presenting a multi-operation
linking icon between the assignment icons that represent the at least two operations
that are logically connected includes presenting a line that extends from at least
proximate a start of a first one of the assignment icons to at least proximate a start of

a second one of the assignment icons.

16.  The method of claim 11 wherein presenting a respective
assignment icon includes presenting the respective assignment icon with a start
marker extending perpendicular to the time line axis and with a termination marker

extending perpendicular to the time line axis.
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presenting a current tinme icon positioned along the tinme line axis at
a point that is indicative of at |east one of a current date and a

current ti 2009/ 134923PCT/ US2009/ 042161

nmet hod of gﬁ%ﬁﬂ%ﬁQ%&hereln presenting a current tine |cgﬂnpﬁéﬁw%%gg
presenting a |line extending perpendicular to the tine |line axis.

24. The method of claim11, further conprising:

controlling a resolution of the tine |ine that is presented based on
a user sel ected inbut ilhgireethprdefskaing 1590-@“‘%@@%%‘@9{ ation detail.

25. The et hod of gpﬁh t&)]theftém'ﬁ foncrﬂ §flggomtalong detlme line axis

controlling a len he (1 I'ne resen I'nresponse

t o a usenhdiatiecbrsh extentied tichecahd ve of a range of tinme line Iength
26. The nmethod of claim 11, further_ conprising

response to a userPTESRIUINGiAGERERSIURIcEP REREMALS %'?%Of J@ep?rsé%’ﬁie”tt RS
corres pqgﬁer%oa ?erHﬁ%tlothnﬂ% bf t'h@%s@%ﬁf‘r@h’t ngr§§é'f§té@ b¥ g%]rﬂﬂeﬁ iSHPR&L
S 0 espective

of all the operation or the presenting

assi gnnmelmten extanded.whi ch t he associ ated operation is in the subset
are each operation currently logically associated with the status.
27. The nethod of claim 26 wherein presenting a respective assignnment

icon includes presgnti ﬁ%e@n@t%ﬁ&%fb%%ﬁqlﬂv%érbhgﬁeéélﬁﬁ‘\g'a% &28h&i6h ldbn
associated with the operation . The nethod of claim

11, furtineluidespprdestinga line extending betwsieo the siditrigariee ang thayleminativeons
based on a spective assignnment type logically associated with the
oper at i ona F'{EET esented by the assignnment icon. 29. The
nmet hod of claim 28, further conpri sing:

19.  The method of claim 11, further comprising, in response to a
positioning of a cursor over a selected assignment icon, presenting detailed

information about at least one aspect associated with the selected assignment icon.

20. The method of claim 19 wherein presenting detailed information
about at least one aspect associated with the selected assignment icon includes
presenting a list of devices affected by the operation represented by the selected

assignment icon.

21.  The method of claim 11, further comprising:
scrolling across a display of the assignment icons in a direction
perpendicular to the time line axis in response to a user input while maintaining the

display of the time line axis.
22. The method of claim 11, further comprising:

presenting a current time icon positioned along the time line axis at a

point that is indicative of at least one of a current date and a current time.
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determ ning the assignnment type logically associated with the
operation based at least in part on atitle logically associated with

of ot m o B0 PV comprising o stopping tFerhrislieiig

of a selected one of the assignment icons in response to a user input
I ndicative of deletion of the operation represented by the sel ected
assignnment icon associated with the operation. ) o

23.  The method of claim 22 wherein presenting a current time icon

includes presenting a line extending perpendicular to the time line axis.

24.  The method of claim 11, further comprising:
controlling a resolution of the time line that is presented based on a

user selected input indicative of a level of presentation detail.

25.  The method of claim 11, further comprising:
controlling a length of the time line that is presented in response to a

user selected input indicative of a range of time line length.

26. The methed of claim 11, further comprising:

in response to a user input indicative of operations to present that
correspond to a user identified operation status, selecting a subset of all of the
operations for the presenting of a respective assignment icon in which the
associated operation is in the subset are each operation currently logically

associated with the status.

27.  The method of claim 26 wherein presenting a respective
assignment icon includes presenting a human-readable title that is logically

associated with the operation.

28. The method of claim 11, further comprising:
color coding the assignment icons based on a respective assignment

type logically associated with the operation represented by the assignment icon.
29.  The method of claim 28, further comprising:

determining the assignment type logically associated with the operation

based at least in part on a title logically associated with the assignment icon.
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30.  The method of claim 28, further comprising:
stopping the presenting of a selected one of the assignment icons in
response to a user input indicative of deletion of the operation represented by the

selected assignment icon associated with the operation.
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