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WIRELESS COMMUNICATION METHODS, SYSTEMS, AND COMPUTER PROGRAM
© PRODUCTS

CROSS-REFERENCE TO RELATED APPLICATIONS A

Thc.prescnt application is a continuation of and claimg priority to U.S. Provisional
Application 61/351,541, filed June 4, 2010, and is a contimyfation of and claims priority to
U.S. Provisional Application, 61/451,039, filed March 9, 20 (1. A

TECHNICAL FIELD
The present invention relates to wireless communication networks, and more

particularly to routing signals through and scheduling transmissions over wireless networks.

BACKGROUND OF THE INVENTION _

In some wireless communication syste '15 such as cellular commumcatlon systems a
geographw area of the network is broken u /into sub-areas referred to as “cells.” Each cell-
may, for example, be about ten square milgs in area in a larger area of 50 square miles.. Each

(19

cell may include a:device referred to as ' ,‘ellular base station,” which, in some systems, has a
tower for receiving/transmitting and A base connected into a public switched telephone

network (PSTN).

- Arcas “are often divided jnto cells in ordcr t0 usc spectrum more cificiently.

Typmal]y, a w1reless camer is. aljbcated a limited numbe1 of frequency channels The use of -

_the cells, 1n some apphcatlons »..~fac111tates frequency reuse such that, for instance, different.

users (e.g., 1ndw1dua]s operay ng cellular handsets or wueless devices that send or receive
data over a~w1reless nelwor ')_may communicate with different base slations over the same’

frequency in different ells, therebvy_re-using spectrum while avoiding or reducing

~ interference. Cell phong/systems are often digital with each cell having several channels for

assignment to users., Iyf a large city, there may be hundreds of cells. -

Cél]ular net drks often inc]udera_vmobile telephone switching office (MTSC) lhat,' in
some systems, co frols certain aspects of the operation of some or all.of the base svlationsvin a
region, control thfat may include control of the connections to a public land mobile network
PLMN. For i stance when a user’s wireless device ‘gets an incoming call, the MSC may

attempt to 1g ate in which cell the user’s wireless device is located. The MSC then may
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instruct a base station and other system components to assign resourfes for the call to the
wireless device. The MSC then communicates with the user’s wirelefs device over a control
channel to inform the user’s wireless device what resources to use. A'ypically, once the user’s
wireless device and its respective cell tower are connected, the cal may proceed between the
wireless device and tower. Similar mechanisms are used to ficilitate data communication

(e.g., packet switched data cbmmunication) between the wirelegs device and the network.

In some cellular communication systems, a wirelegs device directly communicates
with the cellular base station. That is, in some cellular wifeless systems, the wireless device

communicates with the cellular base station via a singl-hop, meaning that the signals sent
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hetween,,,,the,,,wilfe]ess,,,de,v,ice7andf,thefcellularfbasew tation—are--not-mediated -through-an

intermediary device that receives signals from one anfl passes them on to the other.

In some systems, at certain times, there nfay be a relatively large number of users
attempting to directly communicate with the ceflular base station in a cell. Some of these’

users may be located in areas referred to herejfi as “marginal-to-inoperative regions,” which

arc areas where the wircless service is spottyf or relatively weak, because the signal between

the wireless device and the cellular base st tion is weak or b]oc_ked, usually because of hilly

‘terrain, excessive foliage, physical distafices, concrete walls, or tall buildings. In. another

example of a marginal-to-inoperative r-g'ion some of these users may be located in areas

—referred-to- herein as “cell- edges “why o are- areas where the interference from- nelghbonng

*cells is relatwely lngh.

Pu1thenno1e the signal sty ngth/quality in some areas of the cell may not be strong . '

- enough to meet the tmoughput f mand of the user. This is because, when everything else is
- kept constant, the (lata rate tl. t can be supported between a wireless device and a Cel]u1a1

base smllon depends, ln’pal / 0n ‘the signal strenglh/quahty between the devme and the base -

stauon In some ccllular sp stems, wireless devices are configured to transmit at a I’C]dthC]y
high power when the de :1u, is m an area of the cell where the 51gnal strength is low. Thls
may help in supportm "hlghel data rates between that particular device and that pameu]‘n
base slatmn Howev 1 higher-power transmission consumes precious bdttely powe1 of the
deviee and a]so pot_ntld]ly causcs more interference in the nuszhbonng cells. -Causing Inore
interference in thy nelghborlng cells may further hurt the effective capacity of the cellular

system.
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Some cellular systems may use adaptive modulation and goding. To facilitate
communicatibn, these systems often use modulation schemes and afcertain amount of error
correction coding (which may tend reduce the data rate or throughput of the wireless link)
when the signal strength between a wireless device and the cellufar base station is relatively
low. Thus, such systems may achieve a data rate between the d¢vice and the base station that

depends, in part, on the location of the device with respect tofhe base station. Moreover, in

these systems, if the same amount of spectrum was allocatedfto two wireless devices in a cell,

where the signal strength/quality between the base station And the first device is high and the

‘'signal strength/quality between the base station and the/second device is low, then the- first

device would (on average) be able to send/receive moyt useful data to/from the cellular base
station. Thus, while allocating spectrum to a requeging device, the cellular base station is
often at the mercy-of the location of the requesting/ device when determining the amount of

spectrum that is allocated. This further hurts the effective capacity of the wireless spectrum.

Thercfore, there is ‘a need in the art fof expanding the effective coverage arca and

'improving the effective capacity of cellular bage stations and cellular.networks.

This need exists independently off other inadequacies of other types of wireless
networks (though as explaingd in the acgbmpanying description, solutions to one need n'lay'
facilitate solutions to the other). For in :'a’nce, certain non-cellular networks, such as wireless

networks that communicate in accordgfice with IEEE 802.11n specification, may convey data

“at a lower rate or [ to fewer devices than is desired.
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BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

A better understanding of Lﬁe present inventions can be obtajied when the following
detailed description is considercd in conjunction with the following firawings, in which:

Figure 1 is a generalized diagrammatic view of a cell i a cellular network where
wireless devices in the cell have the ability to communicate with the base station via multi-
hopping in accordance with an embodiment of the present invghtion;

Figure 2 is a block diagram illustrating an exemplary view of the internal circuitry of

components of a cellular telephone in accordance witf an-embodiment of the present

mventlon

Flguxe 3 is a flowchart of a method for expandfng the coverage of a- Ce]lular network
in accordance with an embodiment of the present invgntion;

Figure 4 is a flowchart of an alterative jhethod for expanding the coverage of a
céllu]ar network in accordance with an émbodim, At of the presént invention;

‘Figure 5 is a generalized diagrammatic View of a cell in a, cellular network where

' wueless devices in the cell have the ability t communicate with the base statlon via multi-

hopping in accordance w1th an embodiment gt the present 1nvent10n
Flgure 6'is an example of a process, for forming a node-state s1gna1;
Flgures 7A- Dare exemplaly sce _f'ﬂrios of wireless usage;

Figures 8A-C are an nxample of a process for selectlng aroleof a w1reless devue ina

+ multi- hop network;

Figure 10 is an example of gfprocess for selecting a relay node; -

Fi'gu‘reé 11 ana 12 are exhmples -of a processes ._forvsecu‘re]y transmitting data on a

- multi-hop network;

F1gurc 13 is an cxamp 01 a wnclcss nctw01k . A

Flgme 14 is dn ex '1plc ol a tmnng dlagram of uansnnsmons on the network of
Flgme 13; ‘ - o

Flguw 15isane 'al-nple- of a'schedule for nieclialing access to a wireless medium; -

Figure 16 is an »’x_ampl}; ofa pl'dccs_sfor sc']ccling a schedule;”

Figure 17 is gh example of a muiti-’hop network;

Figures 18 nd 19 are more'exaiml)les of schedules for mediating_gccesé to a wireless
medium; | ' “ ‘ A

Figures Z0A-D are examples of a schedule sc]wtwns for various network topologies;

[ []
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Figures 21-23 are more examples of schedules for mediating/ access to a wireless
medium;
Figure 24 is an exemplary illustration of a topology with a hjllden node;

Figures 25A and B are illustrations of a process and apparatus for controlling an

5 electrical appliance;
Figures 25A and'B and 27 are illustrations of procesges and systems for controlling
traffic;
Figures 28-31 are examples of timing diagrams ang processes for detecting collisions
on a wireless network;Aand ' |
10 "Figure 32-is a tinﬁng diagram depicting examplgfof a request frame.
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DETAILED DESCRIPTION

The present inventions include methods, a wireless devicesfand computer program
products for expanding the coverage and improving the capacity of a cellular network. The
present inventions also include methods, wireless devices, and gomputer program products

for enhancing the capacity of certain non-cellular wireless netwgfks.

In one embodiment, a wireless device (e.g., a ¢ellular telephone) is able to
communicate with a cellular base station in a cell of the ceJlular network over a non-cellular

interface via another wireless device in the cell through th¢ use of multi-hopping. A wireless

device may request permission to communicate with fhe base station over a non-cellular

interface via hopping off another wireless device pvhen its signal strength is below a
threshold. Other factors that may affect a device’y hopping decision include, but are not
limited to, battery life, bandwidth usage, type of device, level of mobility, time of day,
subscription fees, user profile, non-cellular signgfl strength, cellular signal_ strength, level of -

wireless interference seen by non-cellular interffce, and level of wireless interference seen by

cellular interface, as explained further below. /Alternatively, a wireless device may receive a

request to communicate with the base statio / over a non-cellular interface via hopping off the
wireless device that sent the request wh that wireless deviceé has excess capacity in its
bandwidth with the base station. The wifeless devices may communicate with one another in

the cell using a non-cellular protocol 'v':e_reby minilhizing the usage of the bandwidth of the

_cellular network. By enabling wigless devices in the cell of the cellular network (o

communicate with a base station infsuch a manner via multi-hopping, the coverage area and

- the capacity of the ée]lular netpork is enhanced. Moreover, an improvement may be V

' ~observed in the allocation and uge of the cellular network system resources.

While the following fliscusses the present inventions in connection with wireless
devices in a cellular network, , the principles of the present invention may be applied to home

apphances and other wire ss devices that are wuelessly connected to each other in a peer—to-

- peer network "And, en odunents applymg the p1mc1p]es of the present inventions to such

unp]ementatmns woulgl fall within the scope of the present inventions.

In the folloying description, numerous specific details are set forth to provide a
thorough understa ding of "the presen'l inventions’ However, it will be apparent lo those
skilled in the artr at the present mvcntlons may be pracmcd without such spc,uhc details. In
other instances We]] known circuits have been shown in block diagram form in order not to

obscure the pfesent inventions in unnecessary detail. With the exception of certain inventions
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relating to scheduling of transmissions on a wireless network, detaifs ‘considering timing

considerations and the like have been omitted inasmuch as such detgls are not necessary to

obtain a complete understanding of some of the present inventions.

As stated in the Background Information section, current)y, in some existing cellular

systems, the cellular device directly communicates with the celfular base station. That is, in

some existing cellular systems, the cellular device commuhicates with the cellular base

station via a single-hop. As discussed above, there may befiundreds or thousands of people

attempting to directly communicate with the base station i a cell. Some of these individuals

may be located in areas referred to herein as “bad gpots,” which are areas where cell
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telephone service {s-weak-and/or not-available because/the-signal-between-the-cellular phone—

and the base station is blocked, usually by hilly terraif, excessive foliage, physical distance or 7

tall buildings. Further, the signal strength in some freas of the cell may not be strong enough

to meet the throughput demand of the user. Thergfore, there is a need in the art for extending .

the coverage arca of the base station to serve fhose individuals that may be located in bad

low.

'spAots as well as to meet throughput demand ffor users in areas where the signal strength is

Principles of the plesent mventmn, as discussed helem in connection w1th Figures ]-

4, among others, expand the coverage farea and improve the capacity of the cellular base

—-station. -I'his-allows-the eellularrrbarserr— / dtl(—)l’l'tO"SCI‘VG"th(')se"1nd1V1dudlS"thdt"’nlay”be"located in

“ bad spots.

Further principles of ¢ F present inventions, as dxscussed helem in connection

with Figures 1- 4 among others,. mpre efficiently allocate the system resources of the cellular

network in 01(161 to moxe effectlv ly meet the throughput demand for users in aleas where the

. signal strcngth is low Thou‘ not all embodiments are directed toward provxdmg these

benefits, and other embo_dune f ts may prov1de other advantages.

Figurc 1 is a ‘g'cnchzcd diagrammatic view of a cell in a cellular nctwdrk where

wireless devices in the cqll have the ability to commumcate with the base station via mulu-

hopping. Flgure 2isa lock dlagram 1]]ust1atmg an exemplary view of the internal circuitry

of certain componentf “of .a cellular telephone. Figure 3 is a flowchart for expanding the

coverage and improying the capacity of a cellular network in the scenario of when a wircless -

device has low sighal strength thereby, in some instances, necessitating the need to attempt to

hop off another ireless device in the cell to communicate with the base station. Tigure 4 is a

flowchart for ¢ 'bénding the-coverag-e and imﬁproving the -eapacity of a cellular network in the

scenario of

en a wireless device has excess capacity in its bandwidth with the base station
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to allow other wireless devices in the cell to hop off itself to comnylinicate with the base
station. Figures 5 and 6 further illustrate embodiments of the preseny/invention in expanding
the coverage and improving the capacity of a cellular network. Figgres 7-10 further illustrate

embodiments of wireless device architectures using principles of the present inventions.

Referring to Figure 1, Figurc 1 is a generalized diagranfmatic view of a cell 100 in a
wireless cellular telephone network in accordance with embodiment of the present
inventions. It is noted that o_nly a single cell 100 in a cellulfr network is depicted for ease of

understanding. The principles of the present invention/are not limited to any particular

number of cells in a particular cellular telephone networly!

Cell 100 in a wireless cellular telephone netwgfrk may be about ten (10) square miles

in area. Each cell 100'in a cellular telephone netwo k may include a cellular basc station 101

that has a tower 102 for 1ece1v1ng/transnntt1n2 wifh wireless devices 103A-D (e.g., cellular

phones, netbooks persona] d1g1ta] assistants, laj top computers). Wireless devices 103A-D

‘nay col]eellvely or 1nd1v1dual]y be referred (o s wireless devices 103 or wireless device 103,

respectively. A wireless dévice 103, as used/herein, may refer to any communication device
that has the capability of wirelessly comuy nmcatmg data to or from a cellular network or
other network. Whﬂe Flgme 1 depicts f ir wireless devices 103 in cell 100, Flgure 1 is not
to be ]unxted in scope to any particular ,-: umbe1 of wireless devices 103 that may be serviced

in cell 100. An example of a wnele_'s device bemg a ee]luldl telephone for prdetlungD the

principles of the present 1nvenuons if discussed below in connection with Figure 2.

In aceordance with anm e1n f dnnent of the present inventions, wireless devices 103 are -

conflgured to commumcate wit ,_.-vbase stauon 101 over multlple hops." ”Mu]tl—hoppmﬂ,

E used hexem refers to the proc ,"s whereby a wireless device 103 is able to communicate with

base slauon 101 via one or / 101e other wrreless devmes 103. For example, as 1l]usu ated in
Figure ‘1, wnclcss device ,1()3B ‘may’ be able to communicate with base station 101 via
wireless devnce 103A I“ another example as illustrated in Figure 1, wireless device 103C
may be able to commuy 1eate with base— station 101 via wireless devices 103B, 103A. In this
example,. lhe range ‘_fl‘eommunication is extended. In another example, as ilvlnslrated in
Figure 1, wircless fevice 103D may ‘be able to communicate with base station 101 via
wireless device 1 3A 'He'nce, by. a]iowing wireless devices 103B, 103D to communicate
with base stcm 101 via wireless de\riee 103A there is a more efficienl usage of the
bandwidth of vhe cellular network Some posslble advantages of multi- -hopping are also

()

shown in Fipure 5 and Figure 6. A more detail description of multi-hopping will be
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discussed further below. In one embodiment, wireless devices A03 may be able to
communicate with each other via a non-cellular protocol thereby migimizing or reducing the
usage of the bandwidth of the cellular network as discussed in furgher detail below. In one

embodiment, the user of wireless device 103 communicating with/base station 101 via multi-

- hopping is charged for the service. That is, the user(s) of the infermediary wireless device(s)

103 are not charged for the service involving the user of wirejess device 103 communicating

with base station 101 via the intermediary wireless device(s)/103.

Referring again to Figu1'e 1, cellular base station 1Q/l may be connected into the public

'sw_itched telephone network (PSTN) 105 (or other wired/ or optical fiber-based network; e.g.,

rhe,Internet_);\zia,a,mobile,,telephonefswitchingfofficef MSCr)wlr(r)4;fEéchfealrierfxalayfhave—a

15
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mobile telephdne switching office (MTSQ) 104 thayf controls all of the base stations 101 in

the city or region and controls all of the connectiopfs to the land based PSTN 105. Different

‘cellular slanclzirds, such as GSM, UMTS, Wi 1 X, LTE, elc. may use terms like mobile.

switching center (MSC) for 104 and public land/mobile nctwork (PLMN) for 105.

As discussed above, the cellular/ base station 101 has a tower 102 for
receivinsz/transmitting with wireless devicg ' 103A-D. That s, communication is achieved
between w1re]e§s dev1ce 103 and tower 1¢2, such as via two- way long-range radio flequency

commumcat10n e.g., commumcatmn 9 er a distance of more than 1000 meters. A block

,,dmgrdm 11]ustmt1ng an- exempldry vv‘ew of -the-internal-circuitry-of -key- components of

* wireless devme 103 bemg a cellular glephone is provided below in connecuon with Flgule 2.

Retemng to anur 2, Fig [i'e 2isa b]ock diagram illustrating an exemplary view of

~ the 1nternal c1rcu1try “of compg ents of ‘wireless device 103 (Figure 1) being a cellular
! telephone i in accordance with _.n embochment of the present invention. Wireless device 103

- muludes a mgnal plocessm __01 and radio transceivers 202A, 202B coupled (o a processor

203 (radlo tlanSCClVCIS ”()__,A 202B coupled to processor 203 via cellular and non-cellular

' m_terfaces 210, 211, respyctively, as discussed further below). Further, wireless device 103
‘ includes a -stor‘age xlled'A"in")()LlA coupled to pi‘ocessor 203. Additionally, wireless device 103

includes an antenna"’_ S for transmlttmg and receiving radio waves (wireless 51gna]s) Rd(llO o

trahsccivcfs ;QOZA,_ J02B coupled to antenna 205 performs processes relating to transmitting
and receiving rad'__’. communication. Signal processor 201 converts radio signals received
from radio transf sivers 202A, 202B into audio signals outputted by a speaker 206 and coverts
received au'(liQ figna]s from a microiﬂibne 207 into rad'it(')msignals that are transmitted by radio

transceivers Z02A, 202B and antenna 205 combinations. Keypad 208 includes internal

10
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electrical sensors behind each key visible from the exterior of wirelegs device 103. These
sensors may trigger a particular response when a key is depressed by g'user of wireless device

103.

Processor 203-is a microprocessor that may be the brfin or central processor of
wireless device 103, ¢.g., in some ecmbodiments, an operating sfystem of wireless device 103
may be executed on by ‘processor 203. In this embodimeny/ processor 203 controls all or
substantially all processes occurring within/on wireless devfce 103, including responding to
user-inputs and executing program modules to generate ghenu-items, prompts, etc., that are
outputted on a display 209. Display 209 may be a tpuch or multi-touch display, e.g., a
capacifanée-respdnsive'LCD, E-ink, or OLED dispjay, for receiving user-input through

contact or proximity between the screen and one or nfore digits of the user or a stylus.

Storage medium 204 stores computef executable programs as individual

utilities/modules and maintains a database of yler-entered (or dynamically created/stored)

data.

‘In this embodlment wireless interf fe implements plotocols that facilitate wireless -

pommumcatxon between two wireless te ‘-'1na]s A terminal could be a base station or a

device; mowovel ~a base station can alsf be considered as a device. Thus we will use the .

s

phrase wireless terminal and wireless d fvice interchangeably. At least one wireless interface

" resides inside each wireless terminal. /A cellular interface is a wireless interface that is being

directly managed by a cellular niwbrk. Thus one or more cellular towers could be
conuol]mg the behavior-of ‘the c:llu]ax mteltace msnde a cellular device.- For example, a

cellular base statior or base stgfions may indicate to a ce]]ular ‘device which cellular base

- station it. Shou]d communicat _’w’ith when the cellular device should communicate, or with

what hequenues codes, Un / ng, transnission power level, and data rate the cellu]al device
should communicate. Usi ,Q 1ts cellular 1ntulacc a ccllular device can communicate w1th a
base stauon, dn’ectly_ ovef a s_mgle-h(_)p. In some-implementations, the wireless device may
communicate over mul jple. hops by using only the cellular interface. A non-cellular interface
is a Wil‘ﬁléSS interfac/ § that is not being directly managed by a cellular netWor_k; e.g.; the
wircless devices mgy be célpab]c of forming wircless connections to other wireless devices
independent of a Ilular base'station | Examp]es of non-cellular interfaces include interfaces
that 1mpkmcm he IEEL ‘3()” 11 a, b ‘g mp,ors standard the B]uetooth standard, or the
Zighee standa _d'.: In certain uxamples of non- cd]ulcu mtelfaces the non-cellular mterfaw

may be capygble ol accessing a one or more frequcncies, time slots, or using codes without

11
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having its access to the same mediated by a cellular base station. Thefe is one exception to
this definition: in a device, if a first infrastructure network is m aging a first wireless
interface and a second infrastructure network is managing a second . ireless interface, and the
first wireless interface facilitates multi-hopping in the second infrgfstructure network, then the
first wireless interface can be considered as a non-cellular intefface from the perspective of
the second infrastructure network.  For example, a smgrtphone may simultaneously
connected to a 3G network using a cellular interface and av iFi network using a non—éellular

interface. The non-cellular interface, while being connectefl to a Wiki base-station, may also

- be simultaneously facilitating multi-hop cellular commurfcation via the non-cellular interface

for some other device. Communication with the other flevice over the non-cellular interface,

3]
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in this example, is not tightly controlled by the WiFi base-station or the cellular base-station.
Although a non-cellular interface may modify-its-bfhavior based on the feedback that it gets
from the cellular network in which it is facilitatjhg muﬂi-hop, it cannot be forced to do so

solely by the cellular network, e.g., inputs tofthe non-cellular interface other than those

. provided by the ce]]'ular network may also affect the behavior of the non-cellular interface,
f01 instance an input from a cellular net A01k may be one parameter among mary ‘in a.

-_decmon made by the non-cellular interfacg! For instance, a cellular network may request that

the wiréless dev1ce modify some of t 'subsequent]y described routing or role selection

procesqeq to. make the wireless dev1ce hore or less inclined to use the non-cellular mterface

" over the cellular interface. Indeed, iy some embodiments, the non-cellular interface still ‘has

full control over its behavior and Ais capable of making its communication decisions in a

decentralized manner,

Addltlonally, w1reless _,'v1ce 103 includes a cellular mtellacc 210 and a non-cellular.

v'vlnterface 211 coupled to p10__:65501 203. Cellular mtelf ace ”10 is further coupled to radio

Udnscelvel.ZOQA wheleas fon- ce]lu]en mtelfacc 211 is further coup]ud to radio Uanscelvel'

”O”B Some lmplement' fions nmy couple cellular interface 210 and non-cellular mtelfdw

211 to the samie radio, hransceiver -and antenna. Cellular interface 210 and non-cellu‘lar

interface 211 include controller 212, 213. Cellular interface 210 refers to an interface for
coinmunicating withf cellular tower 102. Non-cellular interface ’711 refers fo an interface,
such as bul not linyfited (o, BluuoothTM WiFi™, FlashLinQ™, [or Lommumcalmg indirectly
with ccllular towfr 102 or other devices, _such as other hand-held cellular devices or access
pdinté, having jhe same type of nonfce]]ular.,.interface.v._..As discussed further below, wireless

device 103 nfay communicate with each other using a non-cellular interface. Non-cellular

12
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interface 211 and cellular interface 210 may use the same wireless /spectrum or different
wireless spectrums. If non-cellular interface 211 uses different/spectrum, peer-to-peer
communication between wireless devices 103 may not use or affect the bandwidih of the

cellular network. In one embodiment, cellular interface 210 ang/ non-cellular interface 211

may each be embodied on a separate integrated circuit. In ghother embodiment, ‘cellular

interface 210 and non-cellular interface 211 may both be enfbodied on a single integrated
circuit” with controller 212/213 located on a separate fntegrated circuit. In another

embodiment, cellular interface 210 (without controller 2)2) and non-cellular interface 211

‘(without controller 213) along with a single controller (dontrollers 212/213 combined Aint_o a

single controller) may all be embodied on a single integfated circuit. In another embodiment,
cellular interface 2:10 (without controller '212) anfl non-cellular interface 211 (without
controller 213) may be éoupled to processor 203/ where processor 203 includes a single
controller (controllers 212/213 combined into a single controller). Some of the possible

combinations are also shown in Figure 7, Figure 8, Figure 9 and Figure 10.

Furthermore, wireless device 103 inclfides a memory 214 coupled to processor 203,

cellular interface 2]._0 and non-cellular interface 211. An application in accordance with the

principles of the present inventions may influde an application for expanding the coverage of

a cellular network as discussed further/below in association with Figures 3 and 4. 'The

application of the present inventions ny y reside in memory 214. Controller 212, 213 may be

= a processor configured to execute thefinstructions of the application residing in memory 214.
" “In another embodiment, the instruc, ions of the application may reside ina separate memory

: (not s:howr'l-) in éellulaf intérface 2 b/non-cellula’r interface 211.

As w1l] be dppreudted bl one skilled in the art, aspects of the present inventions may

- be embodled as a system me 'od or computer program produet. Accordingly, aspects of the.

present 1nvent10ns may ta e the form of an entirely haldwale embodiment, an entne]y

softwale embodlment (1 c]udmg firmware, resident software, micro-code, etc.) or an

~ embodiment combmmg 'oftwale and hardware aspects that may all generally be referred (o

herein as a "circuit, ‘nodulc systcm Furthermore, aspects ol the present anCHtIOH
may take the form vf a computer program product embodied in one or more tanglble

computer readable ,]edlum(s) having computer 1eadab]e program code embodied thereon.

Any compination of one or more computel 1deabh, medium(s) may be uscd The
computel lea(lvllp me(hum may be a computer readable signal medium or a computer

readable storgge medium. A computer readable storage medium may be, for example, but
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not limited to, an electronic, magnetic, optical, electromagnetic, infrgred, or semiconductor
system, apparatus, or device, or aity suitable combination of the f égoing. More specific
examples (a non-exhaustive list) of the computer readable storage jhedium would include the
following: an electrical connection having one or more wires, a pbrtable computer diskette, a
hard disk, a random access memory (RAM), a read-only ghemory (ROM), an erasable
programmable read-only memory (EPROM or flash memory), a portable compact disc read-
only memory (CD-ROM), an optical storage device, a ghagnetic storage device, or any

suitable combination of the foregoing. In the context of this document, a computer readable

- storage medium may be any tangible medium that can ¢fntain, or store a program for use by

or in connection with an instruction execution system, gpparatus, or deVice.

N

1N
wn
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A computel readable signal medium may /include a propagated data signal with
computel readable program code embodied thereiy, for example, in baseband or as part of a
carrier wave. Such a propagated signal may takefany of a variety of forms, including, but not

limited to, clectro- magncuc optical, or any Suitable combination thercof. A computer

'1eadab]e signal medium may be any compfiter readable medium that is not a computer

readable storage medium and that can confmunicate, propagate, or transport a program for

-use by or in connection with an instructioy/execution system, apparatus or device.

Program code embodied on a ¢bmputer readable medium may be transmitted using

—any- dppxopndte medium; ~~1nc]ud1n2 b"t not-limited-to-wireless; wireline; -optical-fiber- cdb]e _

' RF etc., or any su1tab]e combinatio _ of the foregomg

L._omputer program code ffor carrying out operations for aspects of the present.

inventions ‘may be written in Any combination of .one or more programming languages,

*. including an object oriented p",(;granmling language such as Java, Smalltalk, C++ or the like

and conventional proceduralfprogramming languages, such as the "C" programming language

or similar programming lagfguages.

Aspects of the (,scnt inventions are described below with rcfucnu, to ﬂowc,hdrt

illustrations and/or blg k dxaglams of methods, apparatus (systems) and computer program -

products according t embochments of the present inventions. It will be understood that each

block of the flowclfart illustrations and/or block diagrams, and combinations of blocks in the
flowchart illustrafions and/or block diagrams, can be implemented by compuler program
instructions. ‘Phese computer program instructions may be provided to a controller or

processor, sugh -that the instructions, which execute via the controller or processor, create
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means for implementing the function/acts specified in the flowchart And/or block diagram

block or hloéks.

These computer program instructions may also be storedf in a computer readable
medium that can direct a device to function in a particular manngf, such that the instructions
stored in the computer readable medium produce an article of manufacture inéluding
instructions which implement the function/act specified iff the flowchart and/or block

diagram block or blocks.

As stated above, in some cun’ently- existing ceflular’ telephone systems, the cell
telephone directly communicates with the cellular bas¢ station thereby resulting in Tlimited
coverage and inefTicient use of the resources: Principlfs of the present inventions expand the
coverage arca while efticiently using the resourcgh of the cellular network by allowing
wireless devices (e.g., cellular phones, netbopks, personal digital assistants, laptop

computers) to communicate with a cellular base $fation via hopping off other wireless devices '

in the cell. Furthermore, wireless devices mfy communicate with one another via a non-

cellular protocol thereby minirhizing or redufing the usage of the bandwidth-of the cellular

network. Thése prmcnples will be disc __ssed below in connecuon with two scenarios

mvo]vmg wue]ess devices 103. Refenm "to Figure 1, one scenario involves wndess devnce'
103 (e.g. wueless device 103B) havmg_} Sw signal strength theleby necessitating the need to

dttempt to hop off dnother wireless dbvice 103 (e.g., w1re]ess device 103A) in cell 100 1o

' communicate w1th base station 10)f as discussed below in connection with Figure 3. In'

another scenarlo wue]ess devme _ 3 {e.g., w1reless device 103A) has excess capacny in its

: 'banclw1dth thh base station 10: to allow other wue]ess devices 103 (e.g., wireless device

-103B) in cell 100 to hop off it :,"lf to commumcdte with base station 101 as dlbLUbSLd be]ow‘

in connection with Figure 4. f

Referring to Figur 3 Figure 3 is a flowchart of a mecthod 300 for cxpaﬁding the

~ coverage of a cellulal ne, w01k in accordance with an embodiment of the present. mvenuon

In particular, as state Aabove Flgure 3 dxscusses expandmg the coverage of the cellular
network. 101 the scen _no 1nv01vmg wue]ess (lewce 103 (e.g., wireless device lO’%B) having
low signal strengthy thcrcby necessitating the need to attempt to hop off another wircless

device 103 (e.g., 1‘re]ess.devivce 103Aj in'cell 100 to communicate with base station lO_l.

Sk
n




- WO 2011/153507 ) PLT/US2011/039180

Referring to I'igure 3, in _conjunction with Tigures 1-2, in steyf 301, wireless device
103 (e.g., wireless device 103B, wireless device 103D) determinef its signal strength on

cellular interface 210 from base station 101.

In step 302, wireless device 103 (e.g., wireless device 1#3B, wireless device 103D)
determines whether its signal strength exceeds a threshold. Forfexample, wireless device 103
may determine if its signal strength is of sufficient strength tgfecommunicate with base station
101. The signal strength may not be strong enough to meft the thfoughput demand of the
user of wireless de&ice 103. .The signal may not even be gvailable due to the user of wireless

device 103 being located in a "bad spot."

10

15
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If the signal strength exceeds the threshold, phen, in step 303, wireless device 103
attempts to directly communicate with base station 11 via cellular interface 210.
If, however, the signal strength is less thgh the threshold (i.e., signal strength is not

strong enough to meet »the_' throughput demand £f the user of wireless device 103), then, in

_step 304, wireless device 103 (e.g., wireless dfvice 103B, Wireless device 103D) transmits a

request to other wireless devices 103 (e.g., yireless device 103A) in the vicinity to indirectly

communicate with base station 101 by ho _.f)ing off another. wireless device 103. "Hopping

off a witreless device," as used herein, rgffers to indirectly communicating with base station

101 via that wireless device 103.

' In step 305, wire'-]es.s_ device J03 (e..g., wireless device 103A) receives the request to

hop off itself to communicate with ase station 101.

-In'stépi306,w3relés}-s devi e 103 (e.g., wireless device 103A) that rece_ivés the request '

~ determines whether to accept J i_ef' request. In one embodiment, wireless device 103 (e.g.,

wireless device 103A) detern nes _whether to accept the request based on a variety of factors,

such as battery usage, bangfwidth usage (referring to the amount of the bandwidth that is
currently being used in its£onnection), time of day pricing, etc.

If wireless deyfce 103 (e.g., wireless device 103A) that receives the request
determines to not acgfpt the request, then, in step 307, wireless device 103 (e.g., wireless
device 103A) trangits a response to wireless device 103 (e.g., wireless device 103B,
wireless device 10pD) to deny the request.

Alternatifely, il wireless device 103 (e.g., wiréless device 103A) that receives the

request deternyfnes to accept the request, then, in step 308, wireless device 103 (e.g., wireless

16




10

15

20

2
On

30

WO 2011/153507 : P¢T/US2011/039180

device 103A) transmits a response to wireless device 103 (e.g., wfireless device 103B,

wireless device 103D) to accept the request.

In step 309, wireless device 103 (e.g., wireless device 1038, wireless device 103D)
receives permission to communicate with base station 101 over ngn-cellular interface 211 via

wircless device 103 (e.g., wireless device 103A) that accepted the request.

In step 310, wireless device 103 (e.g., wireless devigk 103B, wireless device 103D)
communicates with base station 101 over non-cellular intefface 211 via wireless device 103

(e.g., wireless device 103A) that accepted the request.

Method 300 may‘ include other and/or additifnal steps that, for clarity, -are not
depicted. Further, method 300 may be executed in ¢ different order presented and that the
order presented in the discussion of Figuré 3is il Slrative. Additionally, certain steps in
method 300 may be exccuted in a substantm]ly 'imultancous manner or may be omitted,

which it not to suggest that any other featuref or steps descnbed herein cannot also be

.omitted or performed simultaneously.

As stated above, an alternative scenghrio using the principles,of the present invention
involves wireless device 103 (e.g., wirejess device 103A) having excess capacity in its
bandwidth with base station 101 to allofu other wireless devices 103 (e.g., wireless device

103B) in ccll 100 to hop off itself to cgmmunicate with base station 101 as discussed below

.in connection with Figure 4. -

Refmmg to Flgure 4, in c_ njuncuon with Figures 1-2, in step 401, wueless device -

103 (e.g., wueless device 103A) ransmits a 1equest over non-cellular interface 211 to other

-wireless devues 10% (e g., w1re__ess devices 103B, 103D) in the vicinity inviting them to hop

on wueless dw1u, 103 (e g ue]ess dcvme 103A) to communicate with base station 101

A=

since w1re]ess dewcc 103 ( g " wireless device 103A) has excess capacity in its bandwidth

with base station 101

In step,.4()°, w13]css duxcus 103 (e 2., w1re]ess devices 103B, 103D) receive the
invitation from wirel s device 103 (e.g., w1rele§s device 103A) to hop on wireless device
103 (e.g., wireless dgvice 103A) to communicate with base station 101.

In step 4()5, wireless devices 10_3_(e.g., wireless devices 103B, 103D) determine
whether to accepf the invilation to hop on wireless devig'c_“103 (e.g., wireless device 103A) to
communicate yith base station 101. In one embodiment, wireless devices 103 (e.g., wireless

devices 1038 103D) determine whether 0 accept the invitation based on a variety of factors,
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such as the available bandwidth wireless device 103 (e.g., wireless devife 103A) has to offer.
For example, if the available bandwidth is not sufficient to handle yhe throughput demand,
then wireless device 103 (e.g., wireless device 103B) would nbt accept the invitation.
Alternatively, if there is sufficient bandwidth to handle the througfiput demand, then wireless

device 103 (e.g., wireless device 103B) may accept the invitatioy.

If wireless device 103 (e.g., wireless device 10¥B) that receives the request
determines to not accept the invitation, then, in step 404, whreless device 103 (e.g., wireless

device 103B) disregards the invitation.

Alternatively, if wireless device 103 (e.g., wirdless device 103D) that receives the

30

request delermines (o accept the invilation, then, iff step 405, wireless device 103 (e.g.,
wireless device 103D) transmits a response to wiycless device 103 (e.g., wireless device -

103A) to accept the request

In step 406, wireless device 103 (e.g., wifeless device 103B) that accepted the request

_starts communicating with base station 101/over non-cellular interface 211 via wireless

device 103 (e.g., wireless device 103A) that gent the request..

Method 400 may include other gnd/or additional ‘steps that, for clarity, are not
depicted. Further, method 400 may be _lx'ecuted in a different order presented and that the

order presented in the discussion of Higure 4 is illustrative.. Additionally, certain steps in

~method 400 may be executed in a fubstantially simultaneous manner or may be omitted,

which it not .to suggest that any pther features or steps described herein cannot also be

omitted or performed:simultaneoykly.

In another embodimeny, described below; a non-cellular interface may be used to.

indirectly communicate wit v'ja' cellular network. ‘I'hus, in some embodiments, a wireless

device without a cellula1 in ;’rface may indirectly communicate with a cellular network using’

principles of the present ,nvenuons “However, in some cellular network systems, only a

cellular interface can dij ~"ct]y communicate with a cellular network. Although not necessary

in certain embodime s, some wireless devices have a cellular interface and a non-cellular -
mlerfaw As noted gbove, the cellular and non- cellular interfaces in a device may operate in
the same wireless _pectrum orin wm]ess different spectrums. As exp]axm,d above, properly
configured, such/a wireless device may communicate (hrc,ctly with a cellular network via its
cellular interfgfe and indirectly with a cellular network via its non-cellular interface.

h'a wireless device may be configured o select whether to communicate
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directly or indirectly with a cellular network depending on its ptate, situations, and
surroundings.. That is, the wireless device may perform a process forfdetermining whether to
hop off of another device or communicate directly. In making thi decision, a device may
consider factors such as quality of nearby sinks and relays, quAntity of nearby sinks and
relays, battery life, source of power, average throughput, bandwidth usage, bandwidth needs,
bandwidth availability, type of device, level of mobility, timefof day, subscription fees, user
profile, non-cellular signal strength and quality, cellular siggfal strength and quality, level of
wireless interference seen by non-cellular interface, leve) of wireless interference seen by
cellular interface, number of hops to a sink, and surrglinding wireless environment. - For
example, each of, or a s,ubset of, these factors may be gompared against respective threshold
values and if a factor exceeds the threshcld, indifect communication may be selected,

otherwise direct communications may be selected.

While devices are communicating directly with a cellular base station via a cellular-

interface today, in some’systems, devices are ngt communicating with a ccllular base station

‘via a non-cellular interface today. Indlrect ommumcauon with a cellular network by a

wireless device. via its non-cellular interfacef in some embodlments requires a first wireless
device to send data for a base station via ,'e non-cellular inLerfa’Ce of the wireless device (o
the non-cellular interface of a sccond wlicless device. If the second wireless device has a

good enough (e.g. the sngnal stlength 'ey be greater than approximately -80dBm, the signal

 to noise p]u‘; interference ratio may b_ g]eatel than 15dB, or a channel quality indicator (CQI)

may be greater than 15) direct co nection to the base station via its cellular interface, the

- second wireless device may fo ard the data that it receives via its non—cel]ix]ar interface

from the fxrst wireless device d'_:ectly to the base station via its cellular interface. Otherwise,

the second w1re1ess device m 1e1ay the data that it receives for the base statlon on its non-

cellular interface frOm_ the‘fl strwufe]ess dev1ce to the non-cellular interface of a t.hnd wireless
device | V -

Ir the thlrd w1rel 'ss device has a good cnough dlrcct connectlon Lo the base station via
its ccllu]al 1ntcﬂacc fic third wircless dcvxcc may forward the data (originated by the first
wireless dev1ce) thatfit Teceives via its non- —cellular interface from the second wncless device
directly to the bas ,statlon via its cel]u]al interface. Otherwnse the third. wireless device may
relay the data (o glnaled by the first wireless device) that it receives for the base station on

its non-cellularfinterface from the sccond wireless device to the non-cellular interface of a
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fourth wireless device. In this way the multi-hop route can be exteflded to as many hops

depending on the constraints, state and abilities of each wireless devigf that is involved.

In some systems cellular base stations may collaborate with one another to manage
interference at the edge of the cell. However, such methods mak result in the base stations
tending to shuffle their resources around to mitigate interferegfce. Principles of the present
inventions -provide these cellular base stations with an gflditional way to manage the
interference in some embodiments. For example, if the fellular base stations detect that

serving a wireless device at the edge of the cell may causefa an amount of interference above

“a threshold for other wireless devices near the same edgg of the cell, one of the base stations

)
“

30

may_communicate-with_the_cellular-interface-of the- neerned-wireless-deviee-and-request
that wireless device to use its non-cellular interfage to indirectly communicate with the

cellular network. - In some embodiments, the cellulfr network requests the wireless device to

‘choose another route-to the cellular network. Thys, with loose help from the base station, the.

wircless device may mitigate the interference foff other wireless devices located near the cell-

’ “edge and also help enhance the »perfofmance 0, the cellular network.

-Moreover, in some embodiments, fhe wireless device may also make this decision

independently w1thout any, or with limitfd, assistance from the cellular base stations. One

such way of domg this is to analyze t e signal strength from nearby base stations. If the

sign a],:,st,rengthsfofr the-top-(strongest)-# éwr—b ase-stations-(e:g= the-two,-three;-or-four-stron gest)

* are nearly the same (e.g., within 5% 10%, or 30% of one another), the wireless device ﬁlay

‘ predict that excesswe ce]] edge. inferference is likely, as transmissions to one cellular base

. station are- hkely o 1nte1fele with the other ce]lular base stations of similar signal strength,

~and, in lesponse w1reless de,lce may (ry to use its non-cellular interface to indirectly

Lommumcate w1th a nearby cf llular base station, e.g., by initiating one or more of the above-

menuonud plocesses for usx_ g non cellular interfaces to hop off another cellular device closer

1o one, of the. cel]u]ar bas: _statlom Other processes for predicting or sensing cell-edge user

1nlufx,ren<.e in a distri {"'Lcd manner (e.g., through processes performed by each wu‘eless
device) could use oncfof the fo]lowing: signal strengths of nearby basc stations, quality of '
hearby sihks and i‘e]_‘ ‘Sls, quantity of nealfby sinks and relays, battery life, source of power,
average thrdughp , bandwidth usage, bandwidth needs, bandwidth é}vailability, type of
device, level of -iobility', time of day, subscription fees; user profile, non-cellular signal
: lity, cellular signal strength-and quality; level of wircless interference scen

- interface, level of wireless interference seen by cellular interface, number of
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hops to a sink, surrounding wireless environment, history of throughput through various
direct and indirect routes to the cellular network, and feedback from pearby wireless devices.
Feedback from nearby wireless devices may be fed into distributed/lgorithms and protocols,
which in some embodiments, may determine routing without globAl knowledge of the state of
every wireless device on the cell or within a certain range. Moigover, in some systems, such
feedback only provides _indications to the device and the deyice may make an independent
hopping decision to mitigate cell-edge user interference Ased on additional parameters
independent of the information in the feedback. Howevgr, in certain systems, distributed
approaches may be overly cautious and suffer from falsg alarms. Thus, loose co-ordination
with base stations, e.g.,_as described above where the cfllular base station inﬂuences but does
not control hoping decisions, may be useful in certafn implementations even when wireless
devices use their non-cellular interfaces to commuyficate with base stations; the principles of
the present invention, in certain embodiments, ‘commodate such co-ordination to further

enhance the coverage and the capacity of cellufar networks. For example, the cellular base

“stations may transmit a signal that influences flecisions made by wireless devices concerning

whether they will form multi-hop non-cefiular connections o the cellular network, for-
instance by adjustmg thresholds or weighihg coefficients used by the wireless devices when

perfomnng processes to selecta role in s ch a multi-hop network.

In soime networks, a variety offwireless devices may c’ommunicate with cellular base
stations, and the number of such dgivices attempting to connect with a given cellular base:
station is expected to increase in t é~future. C.urrent and expected future single-hop cellu]ar

networks’ mdy not - be ddequate b support the increasing demdnd for better coverage and

~capacity. However in some of, ;he plesently desciibed embodiments, devices cou]d leverage -

each other’s capabxhtles to uv'e the cellular system more efflclemly in order to sausfy their
demands for better Loverag / and capaCLty One way. for devices to make ethuem use of the”

according

v"

cellular system resources i to.employ multi-hopping when seen as benehual
to one or more of the rgh e-selection processes described herein. In some embodiments, the
role selections may be, _V‘distribnted: each device may decide on its own about participating in

multi-hopping.

Tight centfalized control in ‘a multi-hop cellular network. may be exercised in
accordance wit elllbodflxlenls of the presently described techniques, bul such control is

expected to refliuce the pcrtonnancc of individual dévices. This. expeeted reduction in

performance fs s because a centralized controller likely will not know everything about all
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wireless devices at all times without incurring a tremendous amount ¢f overhead to convey
detailed information about the state of each device and its wireldss environment to the
centralized controller. Overheads to convey such information thex vselves consume wireless
spectrum and resources of the cellular system. Thus, tight cenjfalized control on hopping
decisions is expected to adversely affect the performance off multi-hop cellular systems.
However; certain embodiments of the present inventions facilifate a multi-hop cellular system
where the tight centralized control only extends to the cell ar interfaces of the devices that

are directly communicating to a cellular base station via thfeir cellular interfaces. Depending

- on their state, situations and surroundings, the wireless gevices themselves may make inter-

device hopping decisions in a decentralized manner. /A wireless device may receive some

15
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assistance from the cellular base station when ma ng hopping decisions, but this is not
necessary. in every. embodiment.
Although a hybrid approach (e.g., a mix of centralized and distributed control) used in

embodiments of the present inventions is explected to make, in some systems, multi-hop

cellular networks more scalable and efficie the overall performance of mu]u hop hybrid

ce]]u]a1 and non-cellular networks may b enhanced, it is believed, by using distributed

iloutmg, device management, adaptlve sch duhng, and other dlsmbuled techniques. Examples

of these twhmqms are described hcre'n and can be cxtcndcd to other kinds of wnc]css

networks, such as single-hop cel]ulal;_ multi-hop cellular, peer-to-peer single-hop, peer-to-

. peer multi-hop, wireless ad-hoc net ork, wireless mesh networks, etc. (Herein, the phrases

cellular base station and Lellulal to 'el are used mtelchangedb]y )

In antheJ embodunent methocl for routing in a wireless netwmk IS p10v1(led The

.- method may inc]ude a ﬁrst wir,'less terminal choosmg to participate as a router. The nethod

turther mc]udes the first wne_ess termmal deudmg whether it will act as a re]ay orasink. A

1e]ay may 1ece1ve non- cel],]lal mgna]s (e.g., frames) and pass those signals on to a cellular
network e1the1 mdnect]y,_ég via the non- ce]]ulal mterface of the relay) or directly to a core
netw01k Asink is a typle of re]ay that passes the signals on dlreuly oa cellular network \ via
a ccllular interface of fhe sink or a wired conncction. In addition, i in some embodiments, the
method further inclyfles a second wireles$ terminal choosing to send data to the first wireless
terminal based on /i hether the first wireless terminal is acting as a relay or a sink. The first
wireless termin .may also transmit a first metric describing cellular signal strength and

quality scen byfa ncarby sink if acting as a relay. The first wireless terminal may also transmit
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a second metric describing cellular signal strength and quality seen/by the first wireless

terminal if acting as a sink.

The above-described embodiment may allow nearby wifeless terminals to route
packets to sinks via relays in a distributed manner. This is becgfise, in some systems, each
wireless terininal independently decides whether to act as a reJhy or a sink based on certain
factors. For example, the first wireless terminal cbuld choosefo participate as a router based
on at least one of the following factors: quality of nearby sipks and relays, quantity of nearby

sinks and relays, battery life, source of power, average throughput, bandwidth usage,

bandwidth needs, bandwidth availability, type of devife, level. of mobility, time of day,

subscriptiOn fees,hscr profile, non-cellular signal strength and quality, cellular signal strength
and quality, level of wireless interference seen by on-cellular interface, level of wireless

interference seen by cellular interface, number of fiops to a sink, and surrounding wireless

‘environment. For example, each of, or a subselol, these factors may be compared against

respective threshold values and if a factor cxgleds the threshold, the device may act as a

‘router and if the threshold is not met, the devick may not act as a router.

Moreover, the first: wireless termingf could decide whether it will act as a relay or a

sink based on at least one of the follo i-ng factors: quality of nearby sinks and relays,

quahtity of nearby sinks- and relays, Jdttery life, source of power, average throughput,

bandwidth usage, bandwidth needs bz'_"dwidth availability, type of device, level of mobility,

“ time of day, subscnpuon fees, user grofile, non- —cellular signal strength and quality, cellular

" signal suength and quahty level of w1reless interference seen by non-cellular 1ntelface level -
Cof wne]ess mlelfeu,nce seen by :>Hu]a1 interface, numbe1 of hops to a sink, and surrounding
- wireless cnvuonment For ex: ‘_Ilple each of, or a subset of, these factors may be (,ompdred'

, agamsl 1Lspect1ve threshold Y -‘]ues and if a factor satisties the threshold, the device may act.

asa smk and 1f the_ threshol / is- not niet, the device may not act as a smk

Fuuhem]me th _"econd wuelcss terminal could choose to send data to the first

‘wireless u,rmmdl basu _ on at-least one of the following factors: whether the first wireless

lerminal is aumg as g u,lay or a sink, quality of nearby sinks and relays, quantity of nearby
sinks and relays, . v,alu,ry hfu source. of power, average throughput, bandwidth usage,
bandwidth needs, / andwidlh avai]abi]ily. type of device, level of mobility, time of day,
subscription feesf user p]Oh]L non- ccllu]al mgna] stlength and quality, cellular signal strength
and qua]ny, le: el of wireless mlcrtu ¢ seen by non- ce]]ular mterface level of wireless

interference geen by cellular interface, number of hops to a sink, and surrounding wireless
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environment. T'or example, each of, or a subset of, these factors may be compared against
respective threshold values and if a factor satisfies the threshold, th device may act as send
data to the first wireless terminal and if the threshold is not met, the/device may not send data

to the first wireless terminal.

Figure 5 is a flowchart of a method for routing in a wfreless network in accordance
with an embodiment. In step 506, a first wireless terminal degides whether to participate as a
router based on at least one of the factors mentioned in step $02. In step 508, the first wireless
terminal makes the corresponding decision. If the first wifeless decides to act as a router, in

step 512 the first wireless terminal further decides whfther it will act as a relay or a sink

terminal decides whether to send data to the first wireless terminal based on at least one of
the factors mentioned in step 502. In step 516,/the second wireless terminal makes the
corresponding decision. If the second wireless/flerminal decides (o 'send data to the first.

wirceless terminal, it does so in step 520.

“In certain’ embodiments, a sink coyld be an cnd-dcstination or a gateway to an

adjoining network. For example, a first y neless device could be communicating with a

'second wireless device via its non-cellulaf mterface and Lommumcatmg with a cellular tower

via its cellular interface. If the second .1'reless device chooses to communicate to the cellular

—network-via-the first-wireless-device;-the first- wireless-device-is-a-sink for-the second-wireless

" device because it acts as a gateway jb the cellular network. Another example includes a third

wireless devicé sending packets d _'tmed fo1 a fourth wireless device in a peer- to-peer setting. -

" In this example the. lounh wirelgss device is a sink for the third wireless device because it is

the end destmcm()n for the pac ets ongmdted by the third wireless device. It should be noted

‘that the dehmtlon of a smk fs contextual It depends on the wireless device that originates

packets

In certain embod' nents, a 1e]ay is an intermediate node in the route from a wnreless
device to a smk For e amp]e a first wireless device could be sending packets destined for a
third wireless device fia a second w1re]ess device. The second wireless device is a relay for
the first wircless dglice when relaying packets originated by the first wircless device to the
third wireless devjCe. There could be one or more relays in a route from an originating device
toa sink. It shoyld be noted note that the definition of a- relay is comextua] Whether a device

is a relay deL, (ls on the wireless device that originates dekLtS

24




10

15

25

WO 2011/153507 PET/US2011/039180

In certain embodiments, a wireless device may decide to acf as a sink or a relay
depending the quality and quantity of nearby sinks and relays. Forfexample, in a location
where low cellular signal strength and quality is experienced by/most wireless devices, a
wireless device that gets moderate cellular signal strength an quality from the cellular |
towers may decide to act like a sink to help other wireless devicgs access the cellular network
in a more efficient manner. tn a location where moderate cellfilar signal strength and quality
is experienced by most wireless devices, a wireless device fhat gets moderate cellular signal

strength and quality from the cellular towers may decide tofact like a relay instead.

In certain embodiments, a wireless device can dgcide to act as a router only when it
has enough battery life available or when it is plugged/nto AC power. A wireless device that
has multiple antennas and other complicated circuitfy that helps it communicate efficiently .

with an adjoining network, such as a cellular netwprk, can decide to be a sink for other less

sophisticated nearby devices. A wireless device y only wish to act as a router, relay, and/or -

sink if it has enough han’dwidth' available and/oyfif it support-recasonable throughputs for other

‘devices. Other device and environment based ould also help wireless devices decide whether

to act as a router, relay, and/or sink.

A wireless device may, in some systems, choose one relay/sink over another based on
the. factors mentioned above. Some of frcsé factors enhance user expeuence by taking into

au,ount user-bdsed factors such as Pandwidth needs and netwolk based factors sueh as

" average throughput Usmg such faclors may he]p wireless device choose good routes.(e.g. .
routes havmg throughput greater L __an approxnnately 2Mbps, latency ]ess than approxnnately B
- 10ms, or a packet loss less than 4 pproximately 5% to an adjoining network. For. example, a

- wireless devu,e may choose to. ,ommumeate indirectly with a cellular tower via multxple hops

instead ot over a single- hop fcause the aver age throughput for the multi-hop route is higher..
When the average thlough vut f01 the. multi-hop route, the dev1ce may revert 10 usmg ‘the

smgle hop connectlon to ificrease the likelihood of a good user experience.

One apphcatron Of certain embodnnents arises in multi-hop cellular networks A relay
(or intern_le(hate node‘v may occasionally transmit a metric describing cellular sxgna] strength
and quality scen bfy a nearby sink. It ‘may also transmit other data descriptive of _the
desirability of a p tential cOnnection euch as number of hops to a wireless sink and its own
device state. Mo eover, a smk (gateway node) may oceasronally transmit a metric describing
cellular srgna] _trength and quahty seen by the sink. It may also transnnt other useful data,

such as numblr of hops to a wireless sink and its own device state. Such information can help
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originating nodes find routes to sinks via relays in a distributed manner/ The metrics could be
transmitted via periodic beaconing (e.g. WiFi access points) or disfributed beaconing (e.g.
Wiki-Direct devices).

In some embodiments, under certain conditions, each wireless device may broadcast a
node-state signal to alert other wireless devices within non-cellfilar signal range of attributes
of the broadcasting wireless device and the wireless netpbork topology sensed by the
broadcastlng wireless device. For example process 600 of Figure 6 is and embodiment of a

process for formmg and bloadcastmg an example of such g/node-state signal.

As explained below, the node-state signal, in sgme embodiments, may be broadcast
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periodically, for example every 100 ms, or in responsg (o a query from another device. The
node-state signal fnayencode a variety of different/types of information. For instance, the
node-state signal may include a schedule-state signfl (described below with reference to non-
cellular scheduling techniques), a num.ber“of hopfs between the broadcasting wireless device

and a cellular base station, an identifier of gf cellular network operator that operates the

cellular base station, ¢.g., a cellular carrier, a 71 data indicative of a strength of cellular signals

from the cellular base station at the bro_ castmg w1reless dev1ce or at a gateway node

through which the broadcastmg w1rele§e Evice is configured to form a multi- -hop connectlon

to the cellular base station. “The node- st.'e signal may also encode data indicative of cellular

—-signal- quahty, 8- SINR SNR;- of' CQI ~Further ""the'"'node:state"srgna'l"may"’encode a

: 1ema1n1ng battery hfe of wireless d_'1ce In some embodiments, the node state signal may

include the 1nf01 matlon descnbed y the IEEE 802.11n specification as being conveyed by a

beacon frame, or t'he node- st-at sugnal may be formatted as such a beacon frame with

additional ddtd Further the n __e -state signal mdy 1n<,lude a value that indicates the absolute

power with Wthh the’ node s_ate s1gna1 is nansnntted which may be used to calculate path
losses, as descnbed below / n some embodmlents the node-state signal includes information
about the loeatlon or mov_ment of the wireless devxce and the node-state signal may include
a device type ﬁeld that ‘_" du,ales e.g., whether the wireless devwe is likely 10 be mOVt,d as
might occur with a cc phonc whether the wnelcss device is a laptop or other computer, for
mstance, whether th le'eless device is powered or running on battery, whether the wireless
device is usually ."Vm'ed by humans of not, whether the wireless device is currently being
used by a huma e.g., based on a signal from a proximily sensor, whether the device is of a
type that is usy ‘]ly used by a human being, €.g., a hand-held cellular device. ‘The node-state

signal may algo include an indication of an amount of cellular bandwidth available for uplink
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or downlink communication with a cellular base station to the wireles device broadcasting
the node-state signal or to a gatéway node to which the wirelesf device may connect.
Further, in some embodiments, the node-state signal may be configured to maintain privacy
or anonymity of the operator of the wireless device, though not afl embodiments include all v

of the above-listed features.

The process 600 may be performed by a wireless devile, for example by the CPU of
the wh'eless device through interaction with various other cginponents of the wireless device,
such as the non-cellular and cellular interfaces. Furthef, each wireless device, in some
embodiments, within a hybrid multi-hop cellular nonfcellular network may perform' the

process‘ 600, thereby facilitating distributed hopping defisions, as explained below.

In this embodiment, the process 600 beging with the wircless device determining -
whether the wireless device performing the procegs 600 will make itself available for other

wne]ese devices to hop off of, as illustrated by block 612, e.g., the wireless device may

execute one of the processes described below/for determining whether the wireless device

will make itsclf available as an intermediate fiode and onc of the processes dcscribed below
f01 determining whethel the wneless devicd will make itself available as a gateway node. In
this embodiment, 1f the wireless device gerforming the process 600 determines that it Wl]]v
make itself available for other devicey to hop off of, then in response, the process 600

proceeds to step 614. Otherwise, in rebponse, the wireless device repeats determination step

612,

In tlns embodlment next fhe wireless device' obtains data indicative of a number of .

“hops between the wireless devicg and a celiular base- station, as indicated by block 614. The

" “data indicative of a number of,jops may be a value of one, corresponding to a single hop to

the cellular base station.if .t »f'vwire]ess device delermines that it will act as a galeway node.’

Othcmnsc th(, wircless de _CL may receive a node-state signal from another wircless dcv1cc

- ora p]urahty of other wi less devices, mdkmg themselves available as intermediate nodes or

gateway nodes_,, and the/ neless device p61f01mll’12 the process 600 may choose one of these
wireless devices basgtl on their node-state signals, e.g., using one’ of the foute selection
processes described/below, and add one-to a hop count conveyed by the node-state signal

broadcast by the clfosen intermediate node.

Next in fhe present embodiment, the wireless device may obtain an identifier of a

cellular netwofk- operator associated with the cellular base station. The cellular network
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operator may, for example, be a cellular carrier or other entity that chhrges for access to its
network through the cellular base station. If the wireless device perfo, ming the process 600 is
acting as a gateway node, then the cellular network operator may by .the operator of a cellular
base station through which the wireless device will connect. Othfrwise, the identifier of the
cellular network operator may be obtained from a node-state signal received from a gateway
node selected by the wireless device performing the proceghs 600 (e.g., a gateway node

selected by an upstream intermediate node).

Next, in this embodiment, the wireless device mayfobtain data indicative of a cellular

signal strength of signals from the cellular base station #t the wireless device pelformmg the
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process-600, -as 1nd1cated by-block-618-Again;-if-the-fireless-device- pextomnng the-process
600 determmes that it will make itself available ag/a gateway node, then in response, the A
Céllular signal strength m.ay be a cellular signal str¢ngth observed through a cellular interface
ol the Wireless device performing the process 60Q) Otherwise, the cellular signal strength may .

be a cellular signal strength observed by a ghteway node chosen by the wireless device

'pérformi‘ng the process 600. As described/below, the cellular signal strength may be

characterized as an amplitude of a wirelefs signal or in a variety of other fashions, for

-example as a binary value indicating a hig} or low value.

Next, in the present embodimeny,the wireless device may obtain data indicative of a

- schedulefof—ihefwire]essrdevice— “The-Jehedule-may-be-one-of-the-schedules-described 'below

" for broadcastmg on a non- cellu]ar_medlum such as an 1nter-f1ame spacmg duration slot

chosen by the wue]ess dev1ce perf rmlng the process 600. The data indicative of a schcdu]e

- may also" 1(lent1fy a schedule ftype, such as whethel the schedule is (Ictunnnlstlc or
- nondeter mmlstlc as dcsurlbed u1thex below, or an 1nd1mt10n of the number of detemnmsuc

slots avallab]e within a 21\/ _n schedule In some embodiments, ‘the data mdxcatxw of a

schedule mdy be the sch Vyule -state signal described below with reference (o scheduling

processes for non- Lullulcuﬂ ansmissions..

The process 60) may also inc]ude a step of obtaining an identifier of the wireless

| device p_el*fm'l]]ing l process 600, as »il]'ustrated by block 622. The identifier may, for

cxample, be a gengfally uhiquc identifier associated with the wircless device by a cellular
network operator, £.g., the identifier may be a MAC address, and IP address, or and identifier
associated with fhe non-cellular interface of the wireless device performing the pl‘oceés 600,
for exampie. VA_]'t.ernative]y, or aclciifibnally', the identifier may be hardcoded or otherwisé

programmed/into an integrated circuit or module by a maker of the non-cellular interface or
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other entity, for instance by blowing fuses on the integrated circuit or by setting registers in

persistent memory, such as flash memory.

Next, in this embodiment of process 600, the wireless devige méy obtain a value that
changes over time. As explained below, the value that changes giver time may be combined
with the identificr of the wircless device to conceal the identiffer and protect the privacy of
the user of the wireless device while permitting frusted partigs to track that wireless device
performing the process 600, though not all embodiments prgvide thié benefit. The value that

changes over time may be selected from a relatively large/pool of values, for example more

" than 1000, more than 10,000, or more than 100,000 to impede brute force efforts to determine

the identifier of the wireless device. In some embodingnts, the value that changes over time
may be the time from a clock of the wireless devicg or a pseudo-random value, such as a

value generated with a linear shift register, or a valye generated from noise perceived through

‘the cellular or non-cellular interface of the wirelegh device. The value that changes over time -

may be a valuc that changes frequenty, ¢fg., at least every second or every 100

" microseconds, in order to impede tracking of e wireless device from one second to the next,

or.the value th‘atvchangee over time may b '.‘a value that changes less frequently, e.g., such

less flequenlly than once per minute, oncg per hour, or oncé pér day, in order to facilitate

shoit-term tr ackmg by un-ti usted pamus'_ e. g., to p1ov1dc a semi- pcr51stcnt identifier for othcr

devwcs hopping off of the wireless de; fice, like many of the other features described herein,

: though not all embodiments include t_m feature.

Nn,xl m the plesent embod'_ 1ent the w1reless device may enmypt both the va]ue that

. - changes over time an(l the iden "fler of the wueless device to form a composite encrypted

- value, as mdxcated by block 6_,.6 In some systems, enu"yptmg both the value that changes

over lime and the wireless id . 'uhel togethel to Iorm a single encrypted value, for example in.
e'r'icrypted oﬁtpﬁt sti‘ing,fis- _ pccted o he]p conceal the 1denuf1e1 as the encrypted value may
change 0_\761‘ ﬁme even if. Ae identifier of .the w1re]ess dev1ce does not. However, it should be
noted that Lhe'presehl tféhmque is nol limitéd to systems that provide this benefit. Varlous

types 01'cnc1’ybtion‘ m be uscd for bxamplc WEP WPA, or WPA’) encryption.

In some em dum,nts additional potcntldl]y scnsmvc information may bc included in
the encrypted con osite value For examp]e the wireless device may obtam data mdlcatwe
of a location orfstimate of the location of the wneless device, e.g., by querymg a global-

posmonma sygiem (lx,vme of the wm,less de\uce or by ulangulalmg posmon from cellular

29




WO 2011/153507 _ PLT/US2011/039180

base stations, and the position information may be encrypted as well. Alternatively, the data

indicative of location may be unencrypted.

The wireless device may then, in the present embodimernf, calculate an amount of

time that elapsed since a previous node-state signal was broadcasf, as indicated by block 628,

5 and determine whether a period of time has clapsed since the pfevious node-state signal was
broadcast, as indicated by block 30. The periodv of time may be a predetermined period of

time, for example every 100 ms, and in some embodiments, fhis predetermined period of time

may be encoded in the node-state signal so that other whreless devices in a low-power or

“sleep mode will know when to wake up, or return to A higher-power consuming state, to

10— recei,\/,é,,,node:stateﬁsignalsﬁfromfthe—wirer]efssﬁdevriee— erforming-the-process-600—In-other———————
embodiments, the period of time may change betyfeen broadcast. In this example, if the
period of time has not elapsed, the process 600 retfirns to block 628 in response. Otherwise,

in response, the present embodiment of process 60 proceeds (o block 632.

In this embodiment, the wireless devicyg may broadcast a node-state signal containing

15  the obtained information, as indicated by blofk 632. The node-state signal may be broadcast
as' a frame, for example as a beacon rame in accordance with the IEEE 802. 1in
:epecﬂ’lcatlon In Other embodiments, the ode State signal may be transmitted to one or more

specxflc receiving wueless devices. The fode-state signal, in some embodnnents may 1nclude

- ther.enpr,ypted —L(—)mp(—)bltc value formed f rom-the-identifier of the wireless device-and the value

20 that changes over time, but in th_sé. embodiments, not the unenCIypted version of the
identifier of the wireless device. _n certain embodiments, all of the obtamed data may be

L encrypted a (hﬁelent subset of lh obtained data may be encrypted.

In- some embodnnem\ ol.her wire]ess devices may receive the node—statersigna]
_ broadcas_t or t_rangniﬁed b_: Lhe device performing the process 600, and Lhe received
25 information may be stored m meniory of the rccuvmg device or stored in a database for
tracking the wireless devife that transmitted the node-state signal. For instance, the recewmg
wireless dévicé may by'a Qarteway node or a WiFi access point, and the receiving wireless
device may be Lonh ared 1o transmit Lhc Lnuypted composite value and 0the1 node- state
data to a tracking syrver, which may deerypt the composite value and store in memory, ¢.g.,
30 as assouated entri s in a database or as an object, the mtomlatlon from the node-state 51gnal
The stored infogination may be retrieved from memory for a variety of purposes, e.g.,

transmit t.argel d advertisements or offers o the user of the wireless device that performed
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the process 600 by selecting the decrypted identifier of the wireless flevice and associated

user data from memory, such as demographic information like incomg or home address.

As was explained in the above, multi-hopping may expand/the coverage and improve
the capacity of a cellular network. To facilitate multi-hoppjhg, in some embodiments,
wireless devices may be capable of rclatively efficiently and sccurcly hopping off other
nearby wireless. Some embodiments may be at least as secufe as current single-hop cellular
systems. Moreover, the latency for data transmission over j hultiple hops may be acceptable,
where the definition of acceptable depends on the applicajion. Lastly, in some embodiments,
the power consumption overhead over multiple hops mAy be relatively low so that the gains
in covefage and cvapacity due to multi-hopping are notOutweighed by the power consumption

overhead.

While some of the prior art describes seykeral centralized approaches for multi-hop

cellular, this prior art does not plesent a hybrid afproach for multi-hop cellular, where hybrid, '

in this instance, means a mix of centralized cpntrol and decentralized freedom to relatlvely

efficiently facilitate multi-hop cellular. Whife certain cxamples of ‘the prior art try to solve
the complexities of a centralized multi-ho _.eel]ulal scheme, Lhey fail to make their solutions
scalable. Bl]hons of cellular devices co hect to the cellular networks across the world. In
offlce complexes and college campusey there may tens of thousands of cellular devices in a
single cell. Unfor tunate]y a solution _' at is not scalable will not suffice in fduhtdtlng multi-
hop cellular. Desp1te decades of ref earch in multi- -hop cellular by the telecom and wireless
industry glants the market does / t offer- multi-hop cellular. At this juncture, pnnmples of
the present 1nventlons may pro ;lde a ray of hope by combining the centralized control of '
tradltlonal-cellular networks wy h.de(,um alized hopping decisions of the wireless devices. It
should be stressed however Vhat the present techniques are not limited to systems that use a.
hybrid mlx of centrahzed c v,ntrol and decentralized hoppmg decisions. Moreover, the plesentb

techmques are not hmlted 0 systems that prov1de the above-mentioned advantages.

In thls docume t, wxreless signal means any communication sent over the wireless
medium, mcludmg d ,a voice, etc. In this document, the terms data, data frame, and wireless
frame are used interfhangcably.

A wirelesf interface implements protocols that facilitate wireless communication
between two wifeless terminals. At Jeast one wireless interface resides inside each wireless

terminal. A fraditional cellular device (e.g. a cellular telephone) has at least a cellular
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interface. A cellular interface is a wireless interface that is being dhrectly managed by a
cellular network. Thus one or more base stations will be controllfng the behavior of the
cellular interface inside a cellular device. Using its cellular interf] Vce, a cellular device can
communicate with a base station directly over a single-hop. Iyf some systems, it may be
possible to communicate over multiple hops by using only the cglllular interface. However, in
these systems, since by_deflnition cellular interfaces are dirgctly managed by the cellular
network, the cellular network will have to compute the multj llop route for each device. This
approach is not expected to be very scalable and or be ve » efficient in facilitating multi-hop
cellular. Nonetheless, embodiments of the present i entiohs can co-exist with cellular

interfaces that communicate with the base station over gfsingle-hop and over multiple hops.

B )
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From the above examples, it is apparent thit, in some embodiments, a multi-hop
cellu1a1 system that uses principles of the presentfinventions may classify wireless devices
based on their operation and usage. Such classi cations are indicated herein below (o help

the reader better understand the pnnmples in yse. It should be kept in mind, though, that

'smgle dev1ce may be classified as more thayl one type of device at the same tune eg., a

single device may simultaneously prov1de tffe functionality of more than one type of device.

‘In some embodiments, a smgle device maf also be classified asa different type of device at

dlffelcnt times. B ' /.

—An- —originat—ingr—fnode is-a-wi '_"less'—rrdevicem that"'coml-nunicates'"data"('e g.,7voice or
multimedia data) 1nd11ectly with a bgke station via its non-cellular mterface where the data is

either input or generated in the orig matmg node, in the case of uplink data, or the data comes

- from the cellular network in thefcase of downhnk data.: An ougmatmg node may send data

.- for the eellular base statlon to,a:nothel' wireless devu,e via the non-cellular interface of the

0r1gmatmg~node. _In some eny odinlenté, the originating node may also receive data for itself
via its n'o'n-’celli-]]ar lnterfae ' | ' »

An mtermed1ate / ode is a wneless dev1ce that allows another wireless device to
communicate w1th ac .lular base station via the intermediate node. An intermediate node
may receive data for » e cellular base statxon lxom a first wireless device via a non cellular
interface of the intey l(,(lldtt, node and relay the data to a second wireless device via the non-
cellular inlerface l the intermediate node. An mtermedmte node, in some embodlments
may also receiyk data for the first wireless device via the non- cellular interface of the
intermediate ng de and relay the data to the first wireless device via the non-cellular interface

of the intermgdiate node.
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A gateway node is a specific type of intermediate node: a wirelfss device that allows
another wireless device to communicate to a cellular base station via ftself, with the gateway
node providing a direct connection to the cellular base station/ i.e., signals exchanged
between the gateway node and the cellular base station are not/mediated through another
intermediate node. In some instances, a gateway node may algd operate as an intermediate
node by sending a portion of the data to another gateway nodg, e.g., in parallel. A gateway
node may receive data for the base station via the non-cellular interface of the gateway node

and forward the data via the cellular interface of the gatewfly node. In some embodiments, a

‘gateway node may also receive data for an driginating de via the cellular interface of the

gateway node and forward the data to the originating fiode or an intermediate node via the

non-cellular interface of the gateway node.

In some embodiments, an originating node/imay communicate indirectly with a base
station via lhe non-cellular interface of the orifinating node, rather than communicating -

directly via the cellular interface of the origigfating node, based on (c.g., in responsc to)

v 'baftely life, bandwidth usage, type of device, JEvel of mobility, time of day, subscription fees,

user profile, non-cellular signal strengt [ cellular signal strength, level of wireless

interference seen by non-cellular interfacef/and level of wireless interference seen by cellular

intcfface In som¢ cmbodirncnts an intgfmediatc node may allow another wircless device to

commumcate to a base stauon via 1t ’lf e.g., it may operate as an intermediate node as

- described above, based on battery life, bandwidth usage, type of device, level of mobility,”

“time of day, subscuptlon fees, uger profile, non- ce]lu]m signal strength, cellular signal
_strength,- level of w;r_eless ‘mtelf efence seen by non-cellular mlcrldcu, and level of wireless
i _ Vinterferen’c_e‘ seen by :"cel]_ular i ‘,érface_. And, in some embodiments, a gateway node may -

allow another wireless-device fo communicate to a base station via itself based on battery life,

bandwidth usage, type: ‘of device, level of mobility, time of day, subscription fees, user’

proflle non- (,(,lluldl 51gn¢ ‘strength cellular signal strength, level of wireless interference

. seen by non- cdlu]al intefrace; and level of wireless interference seen by cellular interface.

Thc cmcna fo ‘Aallowmsz and dlsallowmg could depend on a subsu of-the mcnuom,d
factom and the currgnt state of the wireless device. Moreover, in some cmbodmu,nts the
values of the vari _'s factors could be fixed depending on the subscription fees paid by the
user or the ownéfof the wireless device. In some embodiments, this billing mechanism may
facilitatc an ccpnomical way of sharing the wircless channel, where those that require or

prefer better Wireless and system performance could pay more and get better performance.
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For example, a power user for whom the wireless device’s battery lifefis critical or relatively
important m'ay never or rarely allow other wireless devices to hop bnto his or her wireless
device. However, the power user may want his or her wireless deylice to be able to hop onto ’
other wireless devices to gain form the advantages of multi-hoppjhg. Such a power user may
pay more to receive this privilege as compared to users who do/not need such a privilege. In
this way, embodiments of the present inventions may facflitate. an economic model for

sharing wireless.spectrum and cellular system resources in afmulti-hop cellular setting.

In some embodiments, originating nodes may chgbse to communicate indirectly with

a base station based on information received from the bse station and other base stations, so

performance of the cellular network is.enhanced/ Intermediate nodes may also decide
whether to allow other wireless devices to complunicate to a base station via themselves
based on information received from the basy station. and other base stations, so (hat.

interference for wircless devices located near ghe cell-edge is mitigated and the performance

~of the cellular network is enhanced. Similafly, in some embodiments, gateway nodes may

decide whether to allow other wireless Mevices to communicate to a base station via
themselyes based on information receivefl from the base station and other base stations, SO
that interference “for wireless 'dcvicc,'_.located near the ccll-edge is mitigated and the

performance of the cellular network isfenhanced.

In some systems; cellular b ,sé-stations inay collaborate with one another to manége
interference a-t_"the 4edg¢ of the cellf xHow'ever, such methods are expected to force the cellular
base st.ations to shufﬂe their r 'bu1'ces aroﬁnd to mitigate interference. Prihcip]es of the
present in.vventioAns, if) some el_lv_.'.gdimen'ts, providé these cellular base stations another way to
manage the intertéi‘ehce., th jéh so'me'of'the present techniques may be used with cellular
base stations Lﬁat use .cent-p ‘izéd control to mitigate interference. If, for example, the cellular
base sta(ions: detect tha v..':sén'ing a wireless device at the edge of the cell may cause a
LremencloUsAamounlel‘ '{’Alerl"e__r'énc're‘ f01_' other wirelgss devices near the same edge of the céll,
c.g. the SINR may bc/ css than 3 dB or the’CQI may be less than 10 onc of the base stations

may communicate yith the cellular interface of the concerned wireless device and request

e

that wireless devife to use its non-cellular interface to indirectly. communicate with the
cellular networkf This appl‘oach is unique because the cellular network is requesting the
wireless devieg to choosc another fotite to the cellular ietwork, though ‘this is not the only

reason the approach is unique, and other embodiments described herein are unique for other
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reasons. Thus, in some embodiments, with loose help from the bas¢f station, the wireless
device is getting a chance to help mitigate the interference for other ireless devices located

near the cell-edge and also help enhance the performance of the cellylar network.

In another embodiment of the present inventions, a process may improve the
performance of a wircless network. The exemplary process fnay include a first wircless
device receiving support from a second wireless device and a phird wireless base station. The
third Wire]ess base station may route traffic for the first Avireless device via the second

wireless device when beneficial, e.g., when the second wirgless device sees an up-fade on the

downlink channel from the base-station to the second/wireless device, or when the first

wireless device sées_ a down-fade on the downlink chghinel from the base-station to the first
wireless device. Moreover, the first wireless device fnay route traffic for the third wireless

base station via the second wireless device when bfneficial. The third wireless base station,

e.g., a cellular base station, may also request support from the second wireless device when -

communicating with the first wireless device. Furthermore, the first wireless device could

‘request support from the second wireless devige when communicating with the third wireless

base station.

In the above described embodin ént, the second wireless device may choose to.
provnde suppou to the fust wireless, e, act as an intermediate node, such as a gateway

node, for the first wireless devme dfvu,e based on at least one of the following fd(,tors

: quahty of nearby sinks and relays, q Aantxty of nea1by sinks and relays, battery life, source of
power, averaee Llnoughput bandw_'dth usage, bandwidth needs, bandwidth avaﬂablhty, type
_of (Icwce lwcl of moblhty, timg of day, subscupnon fees, user. p10f11e ‘non- Cellulal signal

.- strength dnd quahly cellular sjfgnal strength and quality, level of wireless mterfelencc seen

by non- LL]lUlal mteliace ]ev J ot wireless mterierence seen by cellular mterface number ot.
hops o a smk current g ate’ of the second devnce cunent state of the first device,

par tlupauon pohcy hung _sed by the second wireless device, parnclpatlon policy hemg uqed
by the [irst wireless devijte; and sunoundmg wireless env1ronment For example, each of or
a subsct of; these faCL‘,]‘S may be comparcd agamst respective threshold values or catuzoms
and if a Iauor satxsf' s the threshold or fal]s in a category, the device may choose o pxovnde
support to the firft wireless device and if the threshold is not met or the categmy 13

inapplicable, (he flevice may not choose Lo provide support to the [irst wireless device.

In the Above embodiment, the first wireless device may request support from the

second wirelgss device and the third wireless base station, and the cost of support to the user

I
N




10 -

WO 2011/153507 , PLT/US2011/039180

of the first wireless device may depend on at least one of the fbllowing: time, date,
subscription fees, user profile, network conditions, network congestigh, location, surrounding
wireless environment, spot price, average price, nightly price, and ghonthly price. Adding the
dimension of cost to requesting, granting, receiving, and giving sfpport is expected to create
ecbnomic incentives for wireless terminals to cooperate with eagh. Such cooperation may be

useful for wireless terminals and wireless networks, though ngt all embodiments incorporate

these incentives. For example, a subscriber paying higher fubscription fees maybe request

relatively frequent” and heavy cooperation from nearby pvireless terminals. For example,

- during peak hours, requesting and receiving support may/have a high spot price. Also, during

peak hours, granting and gi\ring support may have a high reward associated with it. Such cost

15"

30

and reward information may be made available tofusers, wireless devices, wireless base

stations, and wireless network operators-in-real-time

Figures 7A through 7D are generalized dfagrammatic views of an examples of a cell.

in a cellular network where wircless devices in ghe cell have the ability to cooperate with each

“other and the base station via multi-hopping iyf accordance with an embodiment of the present

invention. In scenario 702 of Figure 7A, whreless device 704 is seeing an upfade from the

-cellular tower 7-12_a‘nd wireless devices 706 and 708 are seeing a downfade from the cellular

tower 712. An _upfadc happens when atfa given instant in time and/or frequency, a receiver

receives a transmitters signal at a highfsignal-to-interference-and-noise-ratio (SINR) -or high

'4 -_:'signa]A—to‘—nOise—ratiO (SNR).'. A dow fade happens when at a given instant in time and/or

Vfrequency a l“é'ceivef'rec'eives a tray "émitters signal at a low signal-to-interference-and-noise-
. ratio (SINR) or low mzna] to- ._"ise-rratio (SNR); Without any cooperation‘betWeén the -
_ wireless devices and the ce]]u]a__._ tower, the on]y way for wireless device 706 to communicate

~ with the cel]ular network is jrect]y over a single hop. As shown in scenario 702, such a

limitation could force devicgs to get a low data rate while using a given amount of wireless
spectrum: becimSe of the '_’(-)wnfude. In scenario 720 of Figure 7B, wireless device 722 is
seeing an upfade from thfe cellular tower 730 and wireless devices 724 and 726 are seeing a

downfade from the ce }U]d] tower 730. If cellular tower 730 is capable of 1out1ng downlink -

traffic to wireless deyfce 724 via wireless device 722, it could support a higher data rate using

the same amount’ _:'f spectrum as in _scénario 702 because device 722 is experiencing an
upfade from the fellular-tower 730. In scenario 740 of Figure 7C, wircless device 744 is
seeing an upfadf from the cellular tower 750 and wireless devices 742 and 746 are seeing a

hi the cellular tower 750. Thus, in scenario 740, cellular tower 750 can directly
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send downlink traffic to wireless device 744 and could still support a figher data rate using
the same amount of spectrum as in scenario 702. This is because deylice 744 is experiencing
an upfade from the cellular tower 750. In scenario 760 of Figure 7D, wireless device 766 is
seeing an upfade from the cellular tower 770 and wireless devicgs 762 and 764 are seeing a
downfade from the cellular tower 770. If cellular tower 770 is £apable of routing downlink
traffic to wireless device 764 via wireless device 766, it could gupport a higher data rate using
the same amount of spectrum as in scenario 702 because/device 766 is experiencing an
upfade from the cellular tower 770. This example is one wy in which wireless terminals and

the wireless network can benefit if from the capability fo receive support from each other.

* The data rate in scenarios 702, 720, 740, and 768 may pe 1 Mbps, and the b‘andwidth may be
-~ 5MHz. | |

Algorithmic support from different parts of the cellular network could be useful, in
some systems, for single-hop and multi-hop cellyflar petworks. Such support could facilitate -
cooperative routing, cooperative scheduling, /reliability, and throughput enhancements.
Algorithnlic support could come from the ase—trénsceiver—systein (BTS), base station-
controller (BSC), i‘adio-network—con_troller (ENO), mobi]e—sWitching-center (MSC), and other
wireless terminals. Such a]gbrithmic sup, ;)rt could enhanc:e user experience and network
performance by, fdr example, cnabling geveral use-cases and applications. For example, tﬁ_c

examples shown in Figures 7A-D cou | benefit from such routing algorithmic support from

- the cellular base station. Note that different wireless devices in Figures 7A-D may see severe
“upfades and downfades at differe, t times and fnequenues because of multi-path effects
shadowing effects, and mobility bf the car. B1lhng, support flom MSC mdy be required to
© exercise different costs and re _.'ards for receiving and glantmg support. Amount support.-
teceived or Qranted could be _' ased on subscription fees, user proﬁles user prcfelences and

~ multi-hop paltlclpatlon po 'ues A]gouthnm suppon and coopelatlon between. wireless

termma]s'cou]d be indug d/mmatcd/gnqbled by wireless devices, wireless base stations,

- wireless networks, and cgre networks.

Typicai]y, uscys use the cellular nctwork without knowmg much about the current
state of the cellular etw01k For uxample there may be severe congestion in the cell of a_
cellular network affd if user’s cellular devices constantly keep trying to access the cellular
network, the col geslionvmay gel worse. This may reduce performance for everyone. If
wircless terminAls have the capability of ¢ooperating with cach other’ the core network,

wireless deviges may be able to smartly access the cellular network (o satisfy the needs of
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end-users, though this is not the only benefit to such cooperation, angd not all embodiments
engage in this form of cooperation. Embodiments may include application software that
senses network state and network congestion using algorithmic sup Vort from nearby wireless
terminals and the core network of the cellular operator. Moreovgr, the application software
may collect users' requests to access the cellular network{ Using the two pieces of
information, the app]icat_ion software could then transmit and/receive data from the network
in a way that mitigates network congestion and yet does not gppear unusable to the end users.
For example, delay sensitive data such as voice could be efchanged with the cellular network
without much delay. However, requests to download filgk and Vbuffer video could be delayed

to balance the congestioh in the network and help the network operate in a stable state.

| 10]
()

30

Moreover, the delay in accessing the cellular netwgrk could be hidden from end-user by
clever user-interface design, e.g., by buffering anll transition animations. Moreover, such
cooperation and coordination between wireless t¢rminals and the cellular operator’s core is

expected to be good for overall network perforr fance. Thus, the end-user is expected to see a

- gain in user experien'ce and performance. Thefapplication software or hardware of the above

embodunenl (,ould ask for multiple requesty (e.g., requiring nelwoxk auess) al a time {rom-

_the user and then opportunistically use the network using knowledge of macro and micro

network’ environm‘ent. Such functionalify could include providing of hitp data to a’ web

browser being used by the user when ich data becomes available at the convenience of the

" network. Algorithmic suppert, in sopfe embodiments, from other wireless terminals and the

networks operator’s core network rfay Simplify the design of the human interface of such an

apphcatlon and make it appear iy the end-user as’ though the latency is low. Funhelmole :

" network effi iciency may increas and congestlon may decrease as was explamed above This -

- could especially be useful fi 4 wireless networks during times of peak.usage and heavy

Congestion. though the te_"}nique' is ex‘pected- to provide other benefits, and not all
embodiments ‘provide this } eneﬁt Network access that is be delayed by a smmhcam amount
may be par tlcular]y usef fin some embodlmenm For example, hackmg up of lar: ge databases
could be delayed untif mghmme when network congestion is low and enough network
capacity,isavailab].é. | | | o
Moreover, Jn some embo'dimen'ls the wireless device may make this dbblSlOHI
independently wighout any, or with limited, assistance from the base stauons One such way
ofv doing this if to analyze the signal strength h'om,.:,nearby base stations. If the signal

strengths of the top (strongest) few base stations are nearly the same, the device may predict
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that excessive cell-edge interference is likely and may try to use its ngh-cellular interface to
indirectly communicate With a nearby base station. Other ways offpredicting and sensing
cell-edge user interference in a distributed manner could use onefof the following: signal
strengths of nearby base stations, quality of nearby sinks and relays, quantity of nearby sinks
and relays, .battery life, source of power, average throughput, pandwidth usage, bandwidth
needs, bandwidth availabi]ify, type of device, lével of mobifity, time of day, subscription
fees, user profile, non-cellular signal strength and quality, ce, ﬁ]ar signal strength and quality,
level of wireless interference seen by non-cellular interfyce, level of wireless interference
seen by cellular interface, number of hopsy to a sink, fsurrounding wireless environment,
history of throughput thréugh various direct and indirgCt routes to the'cellular network, and
feedback fromvnear‘by' wireless devices. Fee.(lback frgm nearby wireless devices may be fed
into distributed algorithhls and protocols, which/in some embodiments, may determine
routing without global kn_owledge of the state of efery wireless device on the cell or within a

certain range. Moreover, in some systems, such feedback only provides indications to the

-device and the device is still able to make an fndependent hopping decision to mitigate cell-

edge user interference. However, in cerlai fsystems, distributed approaches could also be -

overly cautious and suffer from false alagfns. Thus, loose co-ordination with base stations

may be useful in certain implementationf even when wireless devices use their non-cellular

interfaces to communicate with base Atations; the principles of the present invention, in

~ certain embodiments, accommodate ch co-ordination to further enhance the coverage and.

the capacity of cellular networks.

in certéih é{)lﬁodi.l']‘l:en-ts,- ' ach wil.'e]es's deviée in a hybrid__ce'llu]ar non-céllular multi-
hop netwaik may‘e')gecqte' certf in procesSeAs for s‘elécting a role or roles that £l1e'wi1'eleSS»
device wil],.perférm in the net,_‘_""‘(')rl.‘g For ekalﬁple, Figure 8 iliustra_tes an exalﬁple of a process
800 for ’determin-ing w_hei j'i'_a Wiijeless_ déviAce will operate as a relay node (é.g., as an
ihtennediate hod_e)‘ in th_v_"vmulti-hop network. While' the steps of this process and other
processes -discussed hejin are addressed in a'partiéu]ar_order, the presently described
techniques aré not lii :_i.ted to elllbodiillents that perform these steps in that order, unless
otherwise indicated. | . A

The proces_’:8()(),' in.the present embodiment, begins with a step of sensing whether a
node-stale signa 15 being broadcast by z’mélhef wireless device, as illustrated by block 812.
‘The node-stateignal may be a signal that is broadcast by cach wircless device in the multi-

hop network, s describ’ed above.
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Next, in the illustrated process 800), it is determined, e.g., bfy the wireless device

performing the process 800, whether a node-state signal is being broadcast by another
wireless device, as illustrated by block 814. If a node-state signal not being broadcast, the
process. 800, in this embodiment, returns to block 812 in responfe. If a node-state signal is
being broadcast, in response, the process 800 proceeds to recfive the node-state signal, as
illustrated by block 81 6.Receiving the node-state signal may nclude receiving the node-state
signal through a non-cellular interface of the wireless devigé perforining the process 800. In
sonie embodiments, information encoded in or otherwise ¢ nveyed by the received node-state
signal may be stored in memory of the wireless device p rfornﬁng the process 800. Receiving

the node-state signal may also include sensing attributgs of the node-state signal, including a

15
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signal strength of the node-state signal and a signal t¢fnoise ratio or signal to interference plus

noise ratio of the node-state signal.

In this embodiment, the process 800 procgeds (o a step of obtaining a value indicative

of a cellular signal strength, as illustrated by plock 818. Obtaining a value indicative of a

“cellular signal strength may include obtaining/a value indicative of cellular signal strength of

signals from a cellular base station at a gateway node, for instance a gateway node that

broadcast the node-state signal received n step 816 or a gateway node through which the

wuclcss device, ¢ g an intermediate nofle, that broadcast the node-state signal is conhgurcd

to connect to the cellular base statio [ The cellular signal strength may be an amplitude of

. signals received from the cellular bage station, for example by an upstream the gateway node.

In some embodiments, the ampliffide may be an amplitude in the frequency domain, for

. instance in some systems using ﬁhogona] frequency-division multiplexing (OFDM), or the -
- signal strength may be an apfplitude in the time domain, for instance in certain third-

' generatio‘n cellular networks fhe gateway node that is measurmg, the cellular smnal strength

may saniple the sxgnal str ngth f10m for instance, an entire: frame of data; or based on
cellula_r 31gnals that encodg a header, a preamble, or pilots of a frame. In some embodiments,
the signal .strength may, e expressed as a received sighal strength indication (RSSI), or the
signal strength may b . expressed as a received channel power indicator (RCPI), both as -

defined by the IEEE 802.11n specification. In certain embodiments, the cellular signal
strength may be cglculated by subtractmg from a sensed amphlude 01 cellular signals a
measure or cstimpte of the noisc, for instance an cstimate of ambicnt noise, or a measure of

ambient noise af measured during a silent period on a channel in question,
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Next, in the present embodiment of the process 800, it is deterny/ned, for instance by a
wireless device, whether the value indicative of a cellular signal stfength is greater than a
threshold cellular signal strength, as illustrated by the block 820. If the cellular signal strength
is not greater than the threshold cellular signal strength, then infresponse, the process 800 '
returns to block 812, in this embodiment. The threshold cellularfignal strength may be, prior
to a processes gain, -50 dBni or -113 dBm, for example, in a thfird-generation CDMA cellular
network, or -100 dBm or zero dBm and a LTE cellular netwfork. In some embodiments, the
threshold cellular signal strength may be a function of afsignal-to-noise ratio or signal to
interference plus noise ratio of cellular signals, with a higher threshold used in response to
higher a ratio. Certain enibodiments may change the tjireshold in resp'onse to a time of day
and a network usage profile associated with that time/of day. For instance, the threshold may
be elevated during times of heavy cellulaf network ftraffic. If the value indicative of cellular
signal strength is less than the threshold cellu]ar s' nal strength then in response the process

800 returns to block 812.. Otherwise, the profess 800 proceeds to the step labeled with

reference number 822. In some embodimenfs, in addition to, or as an alternative to, the

illustrated decision block 820, the cellular fignal strength may be multiplied by a cellular-
signal strength coefficient ‘and this value fnay be added to other values described below to

form an dggregate Telay de31rab1]1ty scoref

In this embodnnent the plO'-SS 800 next includes a step of obtaining a value

— mdleatwe of cellular slgnal quahty, 5 illustrated in block 822. The cellular signal quahty in-

question, in this embodiment, may/oe a channel quahty indicator (CQI) or SINR or SNR as

“sensed by the Wueless devme P, rformmg the: process 800 to select a role for itself. The

cellular 51gna] quality may be _'antxfled by, for example sensing signal strengths of 31gnals~
from more than.one cellular b ,_\_se station and subtracting the strong_est signal strength from the
next strongest signal S'Ujeng h. - Some embodiments may quantify cellular signal quality as a-

signal Lo interference plus foise ratio, a channel quality indicator, or a ratio of energy per bit

~ (o noise per bit. Someéf embodiments may. quantify cellular signal quality indirectly, for

example, by measuring ‘a rate of throughput of data signals between the wireless device
performing the proc ss 800 and a cé]lu]ar base station. Certain embodiments may.al'so
measure cel‘lular ﬂgnal quahly from ‘sources othel than -cellular base stations, such as
interference fromybther wircless handscts For instance, some systcms eonhguxed for an LTE
ce]lu]ér netwoik. may use . similar. Lechmques to those descnbed above for measuring

interference {Hhm cellular base stations to measure interference from other handsets. Some
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embodiments may estimate the amount of cellular signal quality by cgunting the number of
cellular towers from which signals- are received. The signals from tjfe various cellular base
stations may be sensed through a cellular interface of the wirelefs device performing the

process 800.

After obtaining a value indicative of cellular signal quglity, in this embodiment, the
process 800 proceeds 10-step 824, in -which it is determined whethér the value indicative of
cellular signal quality is greater than a threshold ceflular signal quality. In some
embodiments, the ‘thresholdv cellular signélv quality may/be 0 dB to 30 dB, including a

processing gain, or -20 dB to 20 dB, as measured witffout a processing gain. As with the

threshc:)ldfeelr]u]alisignal—stre—ngth,fthe—thresholdf—cellula fSignalfqualityf'may*be'*changed*based
on other paraxﬁeters. For instance, the threshold cgllular signal quality may be increased
based on a time of day and a network usage proffle such that the threshold cellular signal
quality is increased during times when network urfffic is Lypiczilly heavy. In another example, -

the threshold cc]lu]ou signal quality ‘may be mpdulated based on an amount of uncertainty

' 'concemmg the value indicative of cellular sig al quahty, with a higher amount of uncertainty

corresponding to a higher threshold Vcellu]arimgna] quality. If the value indicative of cellular’

-signal qualily is nol greater than the thres bld cellular signal: quality, the processVSOO.returns

to block number 812. Otherwise, the pybeess 800 continues to block number 826. In some

embodiments in addition to, or-as ; n altemativé to the .decision block 824, the value

: 1nd1cat1ve of cellular sngna] quahty I ,ay be multiplied by a cellular slgnal quality coefficient

and added to the above menuoned o gregate relay desuablhty score.

Next the xllusuamd prog ss 800 mc]udes a step ‘of obtammg a value 1nd1cat1ve of a

- non-cellular slgndl suens.th as__.lllustrdted by block 826. The non-cellular signal strength, in

30

‘this embodunem is the stren ,th of non-celular s1gnals from other wireless devices received

at the wueless device. puf _*mmg the process 800. For example the strength of non-cellular

sxgna]s mdy be quammud__' ased on the strength of a node-state signal received from another

wireless device. The nojy —(,Llluldr sxgna]s may be signals transnnlted au,ordmg to any of lhe

above- munuonud non }A‘CHU]d] signal protocols, mcludmg any of thc IEEE 802.11 protocols.
In some embodune s, the non- ce]lu]ar sxgna] strength is quantified as an RSSI or an RCPI
value. Some unho iments of process 80() may include a step of subtracting an estimate or a
measurenient ol non- LL]]U]'&I noise or interference from the measured non-cellular signal
strength to fopn an adjusted ‘non-cellular signal strength value. The non-cellular signal

strength may/ for example, be quantified as an amplitude measured based on a node-state
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signal or other beacon or a data frame from other wireless devices. f(As noted above, the
node-state signa] may include a value that indicates the power with which the node-state
signal is transmitted, and in some embodiments, the vajue indicatiye of a non-cellular signal
strength may be divided by this value to determine a path loss valye, which may be compared
against a path loss threshold to determine whether the process/300 returns to block 812 or
continues as illustrated.) In instances in which the wireless devfce performing the process 800

measures the non-cellular signal strength of multiple wirelfss devices, the wireless device

- may compare the non-cellular signal strengths and selecyfthe strongest signal as the value

indicative of non-cellular signal strength.

NeXt, in_the illustrated embodiment of process J00, the wireless device performing the
process 300 determines whether the value indicatife of a noﬁ-cellular signal strength is
gre‘ater than a threshold non-cellular signal strefigth, as illustrated by block 828. This
determination 828 may include c’omparing to a Ufreshold non-cellular signal strength of -30

dBm and -96 dBm), for example in systems cghploying one of the IEEE 802.11 protocols.

Alterna;iy'ely, or additionally, the value indifative of non-cellular signal strength may be

multiplied by a. non-cellular si gnal strength oefficient, which may be empirically determined

or determined based on Inodelmg, and (fis value may be added (o the above menuoned

aggregatc 1c1ay dcsn abnhty score. If the faluc indicative of the non-cellular signal strength is

not greater than the threshold non-cell lar signal strength, then in response, the process 300

<retarns to block 812. Otherw'ise., in redponse, the process 800 proceeds to block 830.

In block 83() of the presen _embodlment of process 800, a va]ue 1nd1catwe of anon- -

. -cellular s1gnal quahty is obtalne( In some embodiments; the value indicative of non-cellular
- -signal quahty may be uanti] ‘»ed as an RSSI value, a signal-to-noise ratio, a mgndl to

, 1nterielence plus noise ratlo f an RCP1 value, for example. In other embodiments, the value.

1nd1cat1ve of non ~cellular i _‘erference may be a count of wireless devices transmitting on a

partlcu]ar channel or chan els that overlap with a particular channel. The non- —cellular s1gnal

" quality may be measuref from ‘node- state signals or other signals, e.g., beacon frames, dala

tramcs or othcr uan51_ '1ssxons received via the non-cellular mlcﬁacc of the wircless dw

pelfomnng the prog _ss 800. In systems . unploymg some of the deterministic or pamal]y
deterministic inter-frame spacing techniques described below, non-cellular interference may
be .quanlil'iéd via measuri'n_g the number of inter-frame spacing duration slots in use or that

arc availablec.
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Next, in the present embodiment, it is determined whether thf value indicative of a
non-cellular signal quality is greatér than a threshold non-cellular sighal quality, as indicated
by block 832. The threshold non-cellular signal quality may be a fatio or an indicator (e.g.,
CQIor SINR), for example a SINR of 0 dB to 30 dB, including pjocess gains, for example, in-
the case of non-cellular systems employing one of the IEEE 80Z.11 protocols and a 64 QAM
encoding.  Systems with ‘a more ‘aggressive’ encoding, guch as 256 QAM, in some
embodiments, may have a threshold non-cellular intel_'fe ence of 0 to 40 dB. In some
embodiments, the threshold non-cellular interference may pe modulated based on a degree of -

confidence for the measured non-cellular interference,/with a lower degree of confidence

corresponding to a highér threshold non-cellular intefference. If the value indic,atiye,df,,a

15

-empirically determined or determined based of

non-cellular signal quality is less than the threshofll non-cellular signal quality, then the
process-- 800 returns- to -block 812.- Otherwise, tffe process 800 proceeds to- block 334,
Alternatively, or additionally, the value indicaglve of non-cellular signal quality may be -

multiplied by a non-cellular signal quality coef} 'icient, with the appropriate coefficient being

modeling, and this value may be added to the

above menlioned- aggregalte relay desirability score.

In some embodiments, Lhe proc 5 800 may include a siep of obtaining a value
1nd10at1ve of a pncc for cellular serviegpaid by a user associated with the wireless dcv1cc

performing the process 800, as indicaged by block 834. The value indicative of. the price for

30

cellu]ér service may indicate,' for e émp]e, an amount that the user of the wireless device
performing the process 800 has ".ronnsed to pay a “cellular network operator or other
attributes of the users relatlons p with the celluLn network operator, for instance whethel
the user is a long term custome f or entitled to a higher level of service for some other reason.
The value indicative of pnce ;_nay be obtained from a cel]ulal network based on a SIM Cald
associated with the- wueless -lev1ce or other identifier of the wireless device stmed in-memory
of the wireless device. I ' f some embodlmcms the wireless device may query the cellular
network in real-time (e , approximately concurrent with performing the present step) to
identify a value indica ‘,__\.fe of pl'ice paid.

Next in the j lustrated embodimént of process 800, the wireless deyicé determines
whether the value /ndicative of a price.for cellular service paid by a user associated with the
wireless device As less than a threshold price, as illustrated by block 836. In other
embodiments, ghe wireless device may deterinine whether the price is greater than a threshold

price. The thyshold price may be modulated based on a variety of factors. For instance, the
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threshold price may be decreased.in response to a relatively low battery level of the wireless
device perfohning the process 800, e.g., less than 20% battery cap eity remaining, or the
threshold price may be modulated based on a time of day and usage fistory stored in memory
of the wireless device, e.g., the threshold price may be raised if it if early in the afternoon and
previous usage of the device indicates that the wireless device isflikely to be used extensively
at later in the evening. If Vthe.va]ue indicative of a price paid foyfcellular service is greater than
the threshold price, in response, the process 800 returns to bl ek 812. Otherwise, in response,

in this embodiment, the process 800 proceeds to block 338 fAlternatively, or additionally, the

“value indicative of a price paid for cellular service may Jfe multiplied by a price coefficient,

with the appropriate coefficient being empirically determined or detemﬂﬁed based on
modeling, and this value may be added to the above/mentioned aggregate relay desirability
score. '

In other embodiments, the wireless devigk performing the proéess 800 may obtain -

from another wircless device a valuce indicatingfa price that another user is willing to pay to

'hep off the wireless device performing the prgtess 800. This received payment offer may be

compared againqt a threshold payment pric / and if the paynﬂent offer exceeds the threshold

'payment pnee in 1esponse the process 80 may proceed as iilustl;aled Lo block 838 Or'if the»

threshold payment price is not exceeded,.in response, the process 800 may return to block

81” In some embodunents a user of'_ he wireless device performing the process 800 may

- enter a threshold price Or parameteyt that are used to set a threshold payment price. For -

instance, the user may indicate thay the threshold payment price should have a certain value

dependmg on the ume of (de an "amount of bdttely p()we1 1emammg in the wneless devme

i _perfor mmg the process 800

In this embodunem t brocess 800 proceeds 10 a step of obtaining e value indicative .
of an amount of enelgy stor _d by the wireless device pelformma the process 800, as md1cated '
by block 838 The va]ue if dlcatlve of an amount of energy, in some embodnments may be a

value indicative of an / mount of bauely storage capacily- that remains unexhausted, for
mslancc a pelccntage fof. battuy life 1unammg or a valuc mdlcatmg the amount of time the
wireless device can fcontinue to operate on the ex1stmg amount of stored energy and the
current usage pattghn, or the value may be, or correspond to, an absolute. amount of ener gy
stored. In other ¢ 1b0diménls, the value may be indicative of an amount of [luid remaining in

a reservoir, for fhstance and amount of hydrogen or methane for use in a fucl cell. 'This value:
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indicative of an amount of energy, in some embodiments, may be obhined by querying the

operating syétem of the wireless device.

Next in the present embodiment, as illustrated by block/840), the wireless device
performing the process 800 determines whether the value indicafive of an amount of energy
5 stored exceeds a threshold amount of energy. The threshold ampunt of encrgy stored may, in

some embodiments, be modulated based on a vériety of facyors. For instance, the threshold
amount of energy-may be adjusted based on the time of daf and a nl'ofi]e of previous usage
stored in memory of the W;il'e]ess device performing thf process 800, with the threshold

amount of energy being adjusted based on an integratigh over the remaining portion of the

10— day-of the-profile-of previous usage stored-in-memory / or-instance; if the-profile-of previous

usage and time of day indicate that the wireless defice is likely to be operated extensively

before being charged again, then the threshold aghount of energy may be raised, and vice
versa. The profile may include an average amouyfit of usage for each hour of the day over a.
certain period, for exaniple over the previous yfeek, and may indicate the times at which the
15 “wireless device was éharged during this period. In this embodiment, if the value indicative of
an.amount of enérgy stored is less than the hreshold energyiamoum, in response, the process
800 returns (o block 812. Olherwise, in reponse, in the presént embodiment, lhevprocess 800
p1’occcdé to block 842. Alternatively, of .additionally, the valuc indicative of an amount of

energy stored be multiplied by an eneyby storage coefficient, with the appropriate coefficient

o

20 . being enipirically détenninéd or det 'mined based on modeling, and this value may be added

to the above méntibned a’ggregate tflay desirabi]ity score.

cht n the Ll]ustrated en odlment of the process 800, a value indicative ofa numbu
- of- cmtennds of the wnelcss deA 1ce pelformmg the process 800 is obtained, as illustrated by

‘block 84” In some embodn_ents the value may be a binary value indicating whether the

IR
oS

wne]ess dev;ce is conf1 g>red for multiple input multiple output (MIMO). In other
émb(’)dilnents., fhe Value 1ay “be a number of antennas for input duplex, output dup]u(

input and onlp'hi of non :‘ellular &gna]s The value indicative of the number of antennas mdy,
t()r cxamp]c be store v,l'n aregister or other configuration setting accessible thr ough the OS of
thc, w1re]ess devwc / The number of antennas may be the number of antennas LOI]I’]L(,lCd 1o a
30 celiular 1ntertacc, _ " non-cellular interface, or both of the wireless device perfomnng the

process 800.

Next iff the illustrated embodiment of the process 800, the value indicative of a

number of afitennas is compared against a threshold antenna value, as illustrated by block
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844. The threshold antenna value may be a number of antennas from 1 jb 8, for example. It is
expected that more antennas will provide for better connections wifh other devices, as the
additional antennas can be used, for example, for assessing with higher accuracy than
systems with fewer antennas the wireless direction and wireless istance of received signals,
which in some embodiments, provides information that can affeft the confidence ascribed to
measures of interference_and can be used to estimate the topblogy of the network. In this
embodiment, if the value indicative of the number of ant hnas is less than the threshold
antenna value, in response, the process 800 returns to blo 812. Otherwise, in response, the
process 800 proceeds to block number 846. Alternativelyfor additionally, the value indicative
of the number of antennaé may be multiplied by an anjgnna _coefficient, with the appropriate
coefficient being enipirica]ly determined or determigfed based on modeling, and this value
may be added to the above mentioned aggregate relay desirability score. In other
embodiments, the steps 842 and 844 are perforpfed less often, for example during a boot

process of the wireless device, and the process $00 is only performed if the value indicative

of the number of antennas exceeds a threshold gAntenna value.

Next in the presently described e foodiment of process 800, the wireless device
obtains a value indicative of movement of he wireless device pelformmg the proeess 800 as
illustrated by block 846. Movement m f- be sensed through a variety of mechanisms. 101

example movement may be sensed thr ugh components of the wireless device configured to

-detect pmmon and changes in positfon through the global positioning system. In another-

example, movement may be detected by triangulating the position of the wireless device and

- changes in the positioh of the Wir less device through cel]ular or non-cellular signals from a

plurality, e. g three or more, spurces of such 31gnals through the cellular or non-cellular

interface of the wireless devicy. In another example, movement of the wireless devnce may be

* detected by calculal.mg a Do ,'pler shift of wireless signals received by the wueless device. In

some- embodiments, move, _3‘ent may be detected through an accelerometer coupled to. the
wireless device, for ex "1p1e by integrating a signal Afrom_ the accelerometer to estimate
velocity. In some embof ill}enté, movement is measured relative to a fixed reference point,'for
example one or more £ellular base stations. Additionally, or in the alternative, movement may
be quanuhed relatiye o potemlally movable reference points, for example relative 1o other
wircless devices tifat may hop onto the wireless device pertormmg the process 800 or that the

w1re]ess device gerforming the process 800 may itself hop-onto.
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In this embodiment, the wireless device may next determint ‘whether the value
indicative of movement is less than a threshold movement value, as iflustrated by block 848.
In other embodiments, the wireless device may determine wheth [ the value indicative of
movement is greater than the threshold movement value. The thrgshold movement may be a
vaiue of low movement or high movement or an objective valuf, such as less than 10 miles
per hour or less than 30 miles per hour. In some embodimentg/ the threshold movement may
be expressed as a rate of change in topology that is quapfified as either slow or fast or

objectively, e.g., as less than one or two wireless deviceb coming or leaving the wireless

- range of the device per minute. If the value indicative offmovement of the wireless device is

greater than the threshold movement value, then in response the process 800 returns to block
812. Otherwise, in this embodiment, in response, thfe process 800 proceéds to block 850.
Alternatively, or-additionally, the-value indicative f movement-of the wire]ess‘ device may '
be multiplied by a movement coefficient, with thf appropriate coefficient being empirical]y

detenhined or determined based on mode]ing,.'and this value may be added to the above

- mentioned aggregate relay desirability score.

Next in the presently described epfbodiment of process 800, the wireless dévice

‘oblains a value indicative of lhe time/of day, as 1llusuated by block. 850. In some

cmbodlmcnts the'value indicative of thf time of day. could be the time of day on a 24 hou_r

clock. In other embodiments, the valu€ indicative of the time of day may indicate the time

3]
9]

30

. relative to a usage profile pattern stc féd in memory of the wireless device. For example, the.

usage profile pattern stored in mer 01y may indicate the ‘average time of day or times oi day

_ during which ‘the’ wu*clcss d(,w £ is charged and the average usage for cach penod for -
- example’ dunng each hou1 of gther portions of the day. In this example, the usage profile

B pattern stored in mun(ny mdy:mdlcatu that the wireless dev1ce is typlcally charged between 9

PM and 7 AM and that 70( f of the devnces typlcal daily usage occurs between 6 PM and 9

PM. In response to this p'_ohle and an lndl(,dtl()n that the current time of day is 6 PM the

value indicative of the lll]L of day may indicate a pledlcted amount of powe1 usage or

network traffic expectgl | 1o oceur prior to the next charging session.

_ Nex; in this vl"nbodiment, the wiré]ess device determines whether the value indicative
of the time of da s greater than a threshold time, as indicated by _lg]ock-85:2. In other
embodintents, th “wireless device may determine whether the time of day is less than a
threshold time./1he thrcsliold time may be modificd based on other factors. For example, if

the value indjfcative of time of day indicates that a substantial amount of usage is expected,

48




10

15

20

25

30

© WO 2011/153507 : P¢T/US2011/039180

the threshold time may be lelanvely high and may be adjusted based orfthe amount of energy
stored by the wireless device. If the value indicative of the time f day is less than the
threshold time, in this embodiment, the process 800 returns tofblock 812 in response.
Otherwise, in response, the process 800 proceeds to step 854. Alfernatively, or additionally,
the value indicative of the time of day may be multiplied by/a time coefficient, with the
appropriate coefficient being empirically determined or deterfhined based on modeling, and

this value may be added to the above mentioned aggregate refay desirability score.

In step 854, in this embodiment, the wireless devife obtains a value indicative of an
amount of available bandwidth. In some embodiments, jhis value indicative of an amount of
available bandwidth may be empirically determined bf sending and receiving data. In some
embodiments, two values may be obtained, one for jiplink available bandwidth, and one for
downlink available bandwidth, and each value may/be compared against a separate threshold
in the following step. The-amount of available bafdwidth, in the present embodiment, may be

the amount of available ccllular bandwidth, thgugh other embodiments may additionally or

alternatively obtain a value indicative of an gmount of non-cellular available bandwidth. In

some embodiments, the amount of éyailabl foandwidth may be determined by a cellular base
station and this valué may be transmitted l,""lhe wireless device. In embodiments in which-the
wireless dev1cc pcrfonnmg the proccss JO0 is connccting to the cellular base station through

a gateway node, the value indicative #f ‘an amount of available bandwidth may be a value

“indicative of an amount of availabl /bandwidth to the gateway node with the cellular base

station. The amount of a\?al]able_b ':dwi_dth may also be quantified as an amount of available

- spectrum Or other Orthbgonal attry ute of a wii‘eless protocol.

cht in this embodlmo _,t of the’ process 800 the wireless device determines whether
the value mdlcatwe ot Lhe __amoum of available bandwidth is greater than a threshold.
bandwndth amount as md'__-dled by block 856. The threshold bandw1dth amount may be
ex_presse(_l m,absolute ternyfs, for example- from 0 Mb per second to 100 Mb per second, or the
threshold ba.nd‘widthvan ' m may be'expl‘essed as a percem‘ige of the maximum amount ol
potcntlally avallablc bv ndw1dth for anmplc lrom 0% 6 100%, or grcatu than 20%, greater
than 40%, or greaterv han 60%. The threshold bandmdth amount may be modulated based on
other factors. For ifistance, other potentially originating node wireless devices may broadcast
a signal indicaling a needéd amount of bandwidth, and the threshold bandwidth amount may
be adjusted bay ‘d on, for cxample L() ‘match; the indicated nceded amount of bandwidth. In

some embodi 1ents the wireless del(,e performing the process 800 may broadcast an amount
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of bandwidth available, for example as part of a node-state signal. Thefeliability of the value
indicative of the amount of bandwidth available may also factor intg the threshold and with
amount. For example if the reliability as low, for example due to a élative]y small amount of
sampling of the amount of available bandwidth, e.g., less than A single frame of data, the
threshold bandwidth amount may be raised. In this embodiment/ if the value indicative of the
amount of available bandwidth is less than the threshold ban idth amount, the process 800
returns to block 812 in fesponse. Otherwise, in response, the process 800 proceeds to block
858. Alternatively, or additionally, the valqe indicative of fhe amount of available bandwidth
may be multiplied by a bandwidth coefficient, witly the Vappropriate coefficient being

empirically determined or determined based on modelifig

&y

and this value may be added to the

15
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above mentioned aggregate relay desirability score.

Next, in the present example of process 00, the wireless device obtains a value
indicative of a number of hops to a cellular basc_ ation from the wireless device, as indicated.
by block 858. The number of hops may be onf if the wircless device is a gateway node or
maybe two or highef if the wireless device ps onto a gateway node directly or indirectly.
For exémp]e, the wireless device may first determined whether it will act as é gateway node,
indicating that it has a hop count of sne, ag described below. If the wireless device delermines
that-it will not act as a gateway node, t (;n the wircless device may look to data encoded in
signals received from other wireless dglices. The value indicative of the number of hops may
be defemlined based on, in part, a npde-state signal received from another wireless devices
that the wireless device performin v'ihe process 800 may hop off of. For example, if another
wireless. device doser to a szdte fay node broadcasts a ‘node- state signal mdlcatmg thd[ the -
closer w1reless dev1ce has asi y rle hop to the gateway node, the wireless device performing
the process 800 may add one  0 the recelved number, resultmg in a value of three hops to the

cellular base station.

‘Next in this embo_ iment of process 800, the wireless device may determine whether
Lhc value indicative of number of hops isless than a threshold hop value, as indicated by
block 860. If the valu .mdlcatwc of the number of hops is greater than the threshold value,
then in response, th wireless device may return to block 812 of process 800. Otherwise, in
response, the wirefess device may proceed to block 862. Alternatively, or additional]y, the
value indicative ¢f the number ol hops may be multiplied by a hop-count coefficient, with the
appropriate cocfficicnt beihg cmpirically determined of ‘determined based on modeling, and

this value may be added to the above mentioned aggregate relay desirability score.

n
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Next, in this embodiment, the wireless device may obtain a valy€ indicative of a route
quality to the cellular base station, as indicated by block 862. The v Jue indicative of toute
quality may be a weighted metric that includes average throughputfaverage latency, average
jitter, available bandwidth, number of hopping devices, number #f hops to the base station,
and alternative routes to the base station. The signs of the coeffigients for the weighted metric
may tend to cause the route quality to decrease in response to An increase in average latency,
average jitter, and the number of hops to the base station. f'he average throughput may be
measured empirically, for example, by broadcasting and/freceiving test data or other data
between the wireless device and the cellular base station/In some embodiments, the average
latency may be determined by sending a managemept frame that pings, e.g., requests an
acknowledgement of receipt from, the cellular base stgtion and measuring the round-trip time.
The average jitter may be determined; for expmple, by transmitting a plurality of
management frames that ping the cellular base stafion, and measuring a variation, €.g., a max

minus min, or standard deviation, in the round-tylp time. The number of hopping devices may

be determined, for example, based on a counyf of other wireless devices that have currently

selected the wireless device performing the Focess 800 Lo hop off of. The number of hops (o -
the base station may be the value obtaingll in step 845. The alternative routes to the base
station niay‘ be a measure of how many b_}ckup routes are available to the cellular base station
and a measure of the quality of those by 'ékup routes. The quality'of those backup routes may
be obtained based on a.node:slale »gnal broadcast by wireless devices that the wireless
device pcrtonnmg the process 800 1ay hop off of a may be determined in the same manner

as the plesently descnbed step 86

Next in the plesem enfbodiment of pxocuss 800, the w1re]ess device detemlmes
whether the value mdlcauve v_:jf route quallty is greater than a threshold route quahty as
indicated by block 864. If t _' value m(h(,atwc of route quality is less than the threshold route

quality, then in response, _' ¢ process 800 returns to block 812. Otherwise, in response, the

- process 800 proceeds t /block -866. Alternatively, or ‘addit_ionally, the value indicative of

route quality may be mfiltiplied by a route-quality coefficient, with the appropriate coefficient
being empirically detfrmined or determined based on modeling, and this value may be added
to the above mentighed aggregate relay desirability score. '

_ In some efabodiments, the wireless device may obtain and aggregate relay desirability
score for the yircless device, as ifdicated by block 866, and as described above. ‘The

wireless devige may determine whether the aggregate relay desirability score is greater than a

‘N
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threshold score, as indicated by bloék 868. If the aggregate relay defirability score is less
than the threshold score, the process 800 may return to block 812 in response. Otherwise, in
response, the process 800 proceeds to block 870. In some embodirfients, the aggregate relay
desirability score may indicate an overall suitability of the wirgless device for acting as a
1'eléy node. IFor example, the wireless device performing the prgcess 800 may reach step 868
by barely exceeding seyel'é] of the above-mentioned threshgld values, in which case, the
aggregate relay desirability score would still be relatively Jow, indicating that the wireless

device is less suitable to act as a relay than other wirelegh devices with a higher aggregate

: relay desnablhty score.
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In th nxesent embodnnent of-process-800;-thefwireless-device-may-next-broadcast-a
signal indxcatmg the availability of the wireless devife as a relay node, as indicated by block

870. 'The signal may be broadcast as a node-stgfe signal, such as the node-state signals

“described above. In other embodiments, the wirefess device performing the process 800 may.

sense whether another wireless device is broad asting or transmitting a rcquest to hop off of

“the wireless device performing the process 800, in which case, in certain embodiments, the

wireless device perf01’11iing the process 800/may receive data from the originating node on a

‘non- cellular interface and transmit the rec 1ved data either lo another wireless device through

the non- ccllu]ar mtcrfacc or to a ccllular ase station through its cellular interface.

~In other embodunents each 'f'f— or-a 'subset of;-the-steps- of process 10 ‘may be

' peltom]ed in a different orde1 fron / the order in which they were dlSCUSS(,(] above. Funher
~ while each of the steps of procg s ‘800 is expected to improve the selection of wireless
- devices as- lelay nodes such se]e' tions can be perfcnmed with a subset of the sleps in process |
.- 800, Whth is not to suggest th St gny futire or step described elsewhere herein cannot also the

‘omitted.

In \other cmbodimefts, cach of the valucs obtained in steps $18, 822, 826, 830, 834,
838, 842, 846, 850, 854 / 358, and 862 may be passe(l as inputs into a first, second, or thxrd

order, or hxghel ondur eura] net modu]e e. g executing on the CPU of the wireless dcvnce

‘The gains for each la _er of the neural-net of this embodiment may be detelmmcd unpmcal]y

or based on- mod(,h_ g, “and these values may be stored in memory in the w1rcloss device for
assessing whetherfhe wireless device should operate as a relay node. In other embodiments, a
support vector nfachine or other machine learning module may be used (o determine whether

the wireless defice will operate as a relay node based on the above mentioned values.

h
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The process 800 described above and the related embodiments yhay also be used by a
wireless device to determine whethér the wireless device will act as afgateway node. In some
embodiments, the above-described process 800 may be modified forfthis purpose by inverting
decision steps 820 and 824. For example, in this embodiment, in gsponse to a determination
that the value indicative of a cellular signal strength is greatef than the threshold cellular
signal strength, the wilje]eés device may return to block/812, and in response to a
determination that the value indicative of a cellular signal sffength is less than the threshold

cellular signal strength, the wireless device may proceed tgfblock 822. Similarly, in response

‘to a determination that the value indicative of cellulay signal quality is greater than the

threshold cellular signal quality, the wireless device may return to block 812, and in response
to a detemﬂnation,that the value indicative of cellulaf interference is less than the threshold

cellular interference, the wireless device may procegd to block 826. These two modifications

" are expected to result in wireless devices-with refatively strong cellular signal strength and

relatively little cellular. in"terference operating/ as a gateway nodes, thereby potentially

providing a relatively low cellular interferenge path four other wireless devices onto the

qellulaf network, ‘though not all contemplatgd embodiments provide this benefil. In other:

-~ embodiments, so,me'of' the steps are not invgrted, and the process 800 applies a different (e.g.,

higher) threshold in certain steps to detgfmine whether a device will operate as a gateway

node.

In certain embodiments, eachfwireless device may execute a process for determining:

“whether the wireless device will gonnect to a cellular base station directly or indirectly
Athrou-gh and an int'e;nfedidte nodefor a gateway node. An example of such a process 900 is A
i ‘shown in Figure 9. Thie process A00 may be perfofmed periodically, for example in response-

to receipt of a node-state sign , or in response to a certain amount of time elapsing, such as

app'roximat‘.ely‘"'LOO" 1115‘7' fo _-":exallléle. In other embodiments, the process 900 may be’

performed in response to gfuser indicating an intent to transmit or receive data, for example

~ by dialing a 'ie].ephone ny mber or 'b:y opening. a browser. The process 900 may be performed

by a CPU of the wireless device in conjimction with the cellular interface and the non-cellular -
interface. "

In this embgdiment, the process 900 begins with the wireless device sensing cellular
signa]_slrerigths of one or more cellular basé stations, as indicated by block 912. The cellular
signal strerigthgfinay be serised and’ ¢haracterized with ‘the techniques described above in

other steps in shich a cellular signal strength is obtained. After obtaining the cellular signal

N
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strengths, the wireless device may determine whether the signal strenggh of any cellular base
station is greater than a threshold cellular signal strength, as indicgied by block 914. The
threshold cellular signal strength may be an amplitude or other va .. e selected such that the
cellular signal strength is adequate to form a robust connectionffor example the threshold
cellular signal strength may be a value of greater than -80 dBmy If none of the cellular base

stations have a signal strength, as perceived by the wireless flevice performing the process

900, that is greater than the threshold cellular signal strength, the process 900 in response

may proceed to block 924, which is described further bflow. Otherwise, in response, the

wireless device performing the process 900 of the presenf embodiment may proceed to block

12
()
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916. Next, in this embodiment, the wireless device m ,Qe,tgnnin,e,,whether,a,s;ignal,.;s,tr,en‘grh
of more than one cellular base station is greélter than fhe tllreshold cellular signal strength, as

indicated by block 916. If only one cellular base siftion has a cellular signal strength that is -
greater than the threshold cellular signal strength,fthe wireless device performing the procesvs_

900 may proceed, in response, to block 918, and/the wireless device may transmit and receive

- data directly with the cellular base station havifig the strongest signal, strength without the use

of an mlcnnedmte node or a gateway node. Otherwise, in response, the wireless device may-

.proceud to block 920, and in the present gmbodiment, the wireless device may calculate a

value indicative of a difference betweeft the cellular signal strengths of the cellular base

stations as perceived by the wireless de bice performing the process 900, as indicated in block

- 920'. The value indicative ol a differghce may be an average difference between each pair of

cellular base statlons a difference/between the cellular base station having the strongest

signal cmd the: ce]lular base stati / havmg the next stxongest signal, or a number of cellular .

base stations from which mgna]. are recewed Next in the present embodiment, the wnelesq :

~ device pérforming. the plOC ks’ 900 may determine whether the value ‘indicative of a

difference betwuen the cell / a1 signal stlengths of the cellular base stations is greatel than a
threshold signal strength difference, as indicated by block 922. If, in this embodlme,nt, the

value is greater- than thef threshold signal strength difference, in response, the process -900

proceeds to block 918, /s one of the cellular base stations has a substantially stronger signal

strength, indicating jhat interference with the other cellular base ‘stations is less likely.

Otherwise, in this. _nbodlmc,nt in Tesponse, the wireless device pe]lormmg the process 900

proceeds to block ho4 and obtains data mdlcatwe of available relay nodes.

Obtainiglg data indicative of .available relay nodes may include receiving node-state

signals from gither wireless devices, and storing data encoded in or otherwise conveyed by the

tho-
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node-state signals in memory of the wireless device performing the progess 900. The wireless
device perfoﬁning the present embodiment of process 900 may ne, t determine whether a
relay node is available, for example based on the obtained data frofn block 924, as indicated
by block 926. If no relay nodes are available, in response, the wirgless device performing the
process 900 may return to block- 912, or in other embodimeyls, the wireless device may
return to block 924 in cases where it is desired that only a myfilti-hop connection be sought.
Otherwise, in response, the wireless device performing the pfocess 900 proceeds to block 928

and selects an available relay node. Selecting an availablefrelay node may include retrieving

“information from node-state signals stored in memory of the wireless device performing the

process 900 and ranking or otherwise selecting among the available relay nodes; e.g.. with the
route se]ection‘procéss described below. In some er odiments, selecting an available relay
node may also include transmitting a signd] to the sflected relay node indicating the selection
and instructing the relay node to propagate a conpction forward to the cellular network with _

similar transmissions. Finally, in the present en odunent the wireless device performing the

-process 900 may transmit or receive data bet /een the non-cellular mterface of the wireless

device pelformmg the process 900 and the j on-cellular interface of Lhe scleued relay node, -

which may conveyed data to and from the ¢gellular network.

~In some cmbodinients, under fcertain circumstances, an originating node may

experlence a network topo]ogy that p,-ov1des more than one available relay node. In some

. embodiments, the originating node 1nfay select among the available relay nodes and tr: ansmit-
* data via a single re'lay node or in 'i'.al]el via multiple relay nodes. An example of a process
1000 for seleumsz a rouu, throu h one or more relay nodes is depicted in }'1gu1e 1. The
" »exemp]ary plO(,eSS 1000 may b,- pe1f01med by each ougmaung node in a hybrid the cellular-
' non- ce]lu]al multi-hop netwo _ Tor example, the process 1000 may be pelformed as part of

stép 928 of the plevnously (_'seubed process for determining whether a w1reless device will-

hop of_i of anothpr wirelesy device. The process 1000 may also be performed by interniediate

- nodes in order 10 select gfgateway node or other intermediate node closer to a gateway node.

In this embodj ment, the process 1000 begins with the ori:-ginating wircléss dc_v'icc
obtainin.g' data indic ”'ive of évai]ab]e relay nodes, as indicated by block 1012. thaining data
indicative of availfble relay nodes may include the steps described above in rcferencé o
block 824 of profess 800. For example, the data indicative of available relay nodes may be
reccived from flode-state signals received through a non-cellular interface of the originating

wireless devige from each of a plurality of available relay nodes. And in some embodiments,

h
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each of the relay nodes may perform the above described process fof forming a node-state
signal. Next, in the present embodiment, the data indicative of availfble relay nodes may be
stored in memory of the originating wireless device, as indicateqf by block 1014. In some

embodiments, the data may be stored as structured data, for example as an object or as one or

~ more entries in a database, that associates an identifier of each 1 lay node with data about that

relay node.

Next, in the present embodiment of process 1000, tie originating node may calculate
a relay rank based on the obtained data. For example, th¢ originating node may retrieve the

the obtained data with weighing
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coefficients and adding the products to form an aggregate score for each wireless device that

is available as a relay node. The weighing coefficienfs may have a sign (positive or negative)

such-that the weighing coefficients tend tocause fhe following effects: ~a larger number of

hops to make a given relay node be ranked lowey a stronger cellular signal strength to cause

a given relay node to rank higher, a higher anfount of ccllular interference to cause a relay

‘node to rank lower, a match between a cellulaf carrier of the originating wireless device and a

cellular carrier of the gateway node to caugk the relay node to rank higher, a relatively low
amount of energy stored in a relay node 0 cause the relay node to rank lower, a relatively
strong non- -cellular connection to the rel nodc from the originating device to cause the relay

node to rank higher, a relatively high Amount of non-cellular interference to cause the relay

. node to rank lower, and a higher pri paid for cellular service by a user of the relay node to

cause.the relay:node to rank lower./The weighing coefficients may be determined empirica]]y

. or based on fnodelirig Of variofis topologies and use cases. l.'somu mbodiments, the
- weighing coefﬁc1ents may be _.stored in memory of the ongmatmg wue]ess device and

'recalled f10m memory pnor fto performing step 1016. Fu11he1 in some embodiments, a

cellular- network opelator 1 ,'y~update the weighing Coethaents from time to time to adjust

~ the operation of the wireldss devices. For instance, a cellular network operator may-update

~.. the weighing coefficien S in.a given region or around a particular cellular base station in

advance of and durin g an event that is expected to draw a large number of people, for
example -during a oncert or sporting’ event. The updates may a(ljust the Welghmg
(.oulfluenls for exgmple, (o use non-cellular spectrum more u.uelully, €.g. the magnitude of
the wecighing co fficients associated with non-ccllular signal suength and non-ccllular
1nte1ference magbe increased, and the magnitude of th'e..,other weighing coefficients may be

decreased. Th¢ updates may be transmitted indirectly over multiple hops or directly over a -

o
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cellular connection. In some embodiments, the wireless device perforphing the process 1000
may transmit a signal to the highest-ranking relay node indicating/ to that relay node .its

selection.

Next, in the present embodiment of process 1000, the priginating wireless device
determines ‘whether data is available for transmission or recgption, as indicated by block
1018. The determination may be made based on a buffer fvithin the wireless device for
storing data for transmission or based on the receipt of dataon a non-cellular interface of the

wireless device from, for example, one of the relay nodeg[ such as the highest-ranking relay

‘node. If the determination of block 18 indicates that ng/ data is available, the process 1000

returns to block 1'01_2 in response. Otherwise, in the prfsent embodiment, the wireless device
performing the process 1000 proceeds to block 102{, and that the wireless device transmits

data to and receives data from a cellular network vig a non-cellular interface of the relay node

‘with the highest relay rank.

In some embodiments, the wireless devite performing the process 1000 may adjusi o

changes in network topology, e.g., if a relay npde is carried into another room or out of range.

~ The wireless device will detect a change ifi, e.g., a deterioration of, the rank of a wireless

device that has Become less suitable, ang/in response, another relay node Wi]] rank'higher-
Wthh may cause the wireless device pefforming the process 1000 to cease transmlttmg data

o, or. reu,lvmg data hom the non Lellular interface of the first relay node and begin

: transmlttlnsz data to, or recewmg fla from, the non-cellular interface of the other, now'

_ higher rankmg, 1elay node

In some embodlments a .ongmatma node may send data to a cellular base stauon via

. " the non-cellular interface of th_ ongmatmg node, through a gateway node, such that-the data

: appears to lhe cellular base s allon as though the dala is coming directly from the ongmalmg:

node, ¢.g., tor- purposcs of pilling, ciphering, authentication, integrity, and security. In these
embodlments an mtenne rvate node may receive data for the cellular base station on the non-
cellular 1ntcrface of they ntennedxate node and relay the data via the non-cellular mterface of
the mt.erl_nedlate n_ode» Such that the data appears to the base station as though commg directly
from- the originating' node, ¢.g., for purposes of billing, ciphering, authentication, integrity,
and security. A ateway node may receive data for the base station on the non-cellu]ar
interface of the gateway node and 101ward the data via LhL, cellular 1me1face of the gateway

node such tha_ the data appears 10 lhu deL station as though (,ommg directly from the

‘N
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originating node, e.g., for purposes of billing, ciphering, authentifation, integrity, and

security.

Similarly, for downlink data in some embodiments, an originating node may receive
data for itself on its non-cellular interface such that the data Appears to itself as though
coming directly from a cellular base station, ¢.g., for pujposes of billing, ciphering,
authentication, integrity, and security. An intermediate nhde may receive data for the
originating node on the non-cellular interface of the intermgfdiate node and relay the data via
the non-cellular ihterface t)f the intermediate node sych that the data appears to the
originating node as though coming directly from the cellflar base statlon e.g., for purposes of

bll]mg, ,,c,lphermg, E: uthentlcatlon integrity, and_securi ,,.,,,,,,A,.,gateway,,node,.may,,,receweﬂdata

for the originating node on its cellular interface agd forward the data via its non-cellular
interface such that the data appears to the originayfng node as though coming directly from
the cellular base station, e.g., for purposes of billfng, ciphering, authentication, integrily, and

security.

-'There are several ways for data frameg to appear to an originating device or a cellular

base station to'come from come from a par _'cular cellular baSe station or a particular wireless

‘device when the data is sent over multiplg-hops. For example, some implementations of the

Global System f01 Mobile Commumca _‘ Gns (GSM) standard use Subscriber Identlty Module

(SIM) cards. SIM_ cards_contain - 'f cret_information that is also stored in the cellular

" networks’ databases When comm _mcatmg over multiple hops by hoppmg onto distrusted

wireless devwes users may want o encrypt their voice. and data commumcatlons In.some

embodlments such users may 'nly trust. theu own wue]t,ss devices and the ce]]u]al base

.. stations.

Followmg is one sec___ re way (o facilitate mdnuA communication butween a wireless
devmc and a basc station _,vcr mu]tlplc hops. The wircless device (or the originating nodc)

may encrypt a data franfe with the originating node’s- SIM card. Rather than passing the

encrypted data frame t A‘thé stage after.SIM encryption has been done in the protocol stack of

its own cellular interffice, the wireless device may send out the data frame via the non-cellular

interface of the wirgless device. Any intermediate nodes in the multi-hop path to the ccllular

the protocolfstack of the cellular interface of the gateway node. When the cellular base

o
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station receives the encrypted data frame from the gateway node vid the gateway node’s
cellular interface, the cellular base station may use the originating ode’s secret details. o
decrypt the frame. Not only is such an implementation expected to be secure as current
single-hop cellular communications, this technique is expected to Also allow the cellular base
station’s mobile switching center to bill the originating nod¢. This is one way for an
originating node to appear as itself to a base station when gommunicating indirectly over
multiple hops via its non-cellular interface. In some emb iments, this technique may be

extended to incorporate other cellular and non-cellular stangards.

Applying the present embodiment in the reverse frder is expected to provide another
secure Way to fac'ilit_ate indirect communication betwegh a wireless device and a base station
over multiple hops. The base station may. encrypt afdata frame with the originating node’s
SIM card details stored in the cellular network’s database and then send out the data frame
via the cellular interface of the cellular base stafon to the cellular interface of the gateway

node. Rather than passing the encrypted data frfme for decryption in the protocol stack of its

‘own cellular interface, the gateway node cfuld may transmit the encrypted data frame

towards the origlnatimz node via the non kellular interface of the gateway node. Any

intermediate nodes in the multi- -hop palh tgf lhe originating node may 1elay the enerypted data

hamc usmg the non-cellular interfaces o‘ Ihc intermediate nodes. ‘The originating node may

1ecelve the data frame on the non- cellu' ar interface of the originating node and inject the data

~ frame at the stage before SIM de01y fion has been done in the protocol stack of the cellular

interface of the originating node. . The originating node may then use its SIM card credentials

o decrypt the frame Some emb dlments are expected to be as secure as cunent single-hop
i “cellular commumcatrons and ty se embodunents are also expected to allow the originating

' node to be b1lled and also ve ':.y the authenuolty of the cellular base station to the ongmatma

node. Thus,; in some e1nb dlments the cellular base statron may appear as itself to an

originating node when cor Inunleatrng indirectly over muluple hops. This embodiment may

- be extended to-incorporajf other 'cellular and non-cellular standards.

As shown in _1gurcs 11 and 12, some cmbodiments may perform a processes for
making a gateway ireless device_appear to a cellular network as an originating wireless

device.

- Tigure 1}/illustrates an embodlment of a process 1110 before makmﬂ downlmk data

conveyed on a/ nultl hop hybrid cellular non- Cellula1 network appear to an originating node

th
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as if the downlink data is coming from a cellular base station, for exgmple for purposes of

security, billing, etc.

In this embodiment, the process 1110, begins with encrypfing downlink data with a
security key associated with the originating device to form egfcrypted downlink data, as
indicated by block 1112. In some embodiments, this encrypfion may be performed by a
cellular base station or other component of a cellular netwbrk. The security key may be
associated with a device identifier of the originating device sfored in a database of the cellular
network operator, for examplle. The data may be encrypted with a variety of techniques, such
as A5, A3, A9, F5, I8, F9, 128-EEA1, 128-EEA2, UEAA, or UEAZ2 ciphering algorithms for

facilitate billing and security.

Next in the illustrated embodiment, the enc%ted downlink data may be transmitted -

15

30

from a cellular base station to a cellular 1nterface of a relaying cellular device, e.g., a gateway
node, as indicated by block 1114. The 1e1ay1n cellular device, in this .embodiment, is a’

different wireless device from the originating/ wireless device. In some embodiments, the

encrypted data may be encrypted again based on a security key associated with the relaying

cellular device by the cellular base station pfior to transmission.

In the present embodiment, the gncrypted downlink data may be received with the
cellular interface of the relaying cel]ul / Eievice, as indicated by block 1116. In embodiment

someembodinents in which the _nsmitted data is encrypted twice, with the second

encryplion bemg performed with thef éeCuriLy key associated with the relaying cellular device,

the transnntted data may be decry Ated once by the relaying cellular device, returning the data

to the encoding that followed tiy fust encryptlon based on the security key associated with

"~ the originating device.

Next, in the prese ,.-rf.embo'vdi'mrent, the relaying cellular device may transmit the
encrypted downlink data ~f1" m a non-cellular interface of the relaying cellular device to a non-
cc]]u]ar interface of thyf ongmdtmg u,lluldl device, as indicated by block 18. ln some
embodiments, the ula 4 ng ullu]ar device may transmit the enuypted data to the ongmatmg
cellular device via a mtennedlate node. The relaying cellular device may also be in the
process of transmityfing other that data_i's not encrypted for the originating device via its non-
cellular interface, Aind the relaying celluiar device, in some embodiments -inay treat these dala
flows differentlf. For example, the relaying cellular device may receive a data frame for

transmission 1§ non-cellular interface and determine whether the data is already encrypted by
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the cellular network. If the data is already encrypted, the relaying cellular device may
transmit the data without further encryption in response. If the data j5 not already encrypted,
the relaying cellular device may encrypt the data using, for exampje, WEP, WPA, or WPA?2
encryption, prior to transmission on its non-cellular interface. Thus, in some embodiments,
the relaying cellular device may conserver power by not re-engrypting the non-cellular data
that is already encrypted, tﬁough not all embodiments use Ahis technique or provide this

benefit.

Next, the presently described embodiment of pybcess 1110 proceeds to a step of

decrypting, in the originating cellular device, the encrypted downlink data with the security

key, as indicated by block 1120. Decrypting may incjide forming the security key based on

values stored on a SIM card in the originating cellulaf device.

Finally, in this embodiment, the process 110 includes a step of presenting at least a

portion of the downlink data to a user of the orj inating device, as indicated by block 1122.

Presenting the data may include converting thf data into sound played through a speaker of

the originating ccllular device or images pytsented on a screen of the originating cellular

~device.

Figure 12 .illustrates an embod'v,nent of a process 1200 for making uplmk data

conveyed on a multi-hop' hybnd cell Aar non-cellular network appear to an cellular base

" station as if the uplink data is comin ,flom an originating node, for example for purposes.of

securily, billinz. elc.

The illustrated unbodun ~_"l of processll’)(')VO begins wilh a slep of obtaining, in an

originating cellular dcv1cc a sgeurity kcy based on a cellular- -sceurity identifier associated.

‘with the “originating cel]ularidevice; where the security key is received from a cellular

network associated with "a_:*ce]]ul_:i,r base station, as indicated by block 1212. In some-

embodiments, the security/key may be formed based on data stored in a SIM card of the

- originating cellular devigf .

Next in the preéem embodiment, uplink data for transmission to the cellular base
station may be encr, pted with the orlgmatmg cellular device by using the swuuty key to
form encrypted dat , as indicated by block 1214. The encryption may take a variety of forms,
including those 1sted above. Next in the present embodiment, the encrypted data may be
transmitted viafa non-cellular interface of the originating cellular device to a non-cellular

interface of a felaying cellular device, as indicated by block 1216. For example, the data may
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be transmitted via a WiFi interface or other non-cellular interface degtribed above. Next in
the present embodiment, the encrypted data may be transmitted via gfceltular interface of the
relaying cellular device to a cellular base station, as indicated py block 1218. In some

embodiments, the transmitted encrypted data may be re-encrypjed by the relaying cellular

~ device using a security key associated with the relaying’ cellular device. In some

embodiments, the cellular base station may receive the encfypted data transmitted by the

relaying cellular device and decrypt the data based on the Security key associated with the

- originating cellular device. In embodiments in which the glaying cellular device re-encrypts

‘the data, the cellular base station may perform two decryption steps: a first decryption based

on the security key a33001ated with the relaying cellufar device, and the second enmypuon
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based on the security key associated with the origingfing cellular device. A cellular network
operator may respond to the decrypted data, in part /by increment billing data and usage data,
for example a counter that is used to detemnne whether a user has exceeded a data cap for a

given period, such asa month

As with the previously described procgss for downlink data, in some embodiments, an

intermediate node may determine whether data it transmits from its non-cellular interface is

‘ already encrypled for -the. Ce]lular netwdrk. If the data: is encrypled, in response,. the

1ntcrmcd1atc node’ may save powcr by jat-encrypting the data, though not all cmbodiments
employ this technique.
Orlgmaung nodes, intermedifite nodes, and gateway nodes may maintain additional

direc_t'and indifeet routes to-severgh cellular base stations at a given time. Additional direct

- routes a'fe i‘outes to-base stations Jia a wireless device’s cellular interface. Additional indirect

.-Toutes are routes. to bdse statlo,s vm a wireless device’s non- -cellular interface. Originating

nodes, mtermedlate nodes a _d' gateway nodes may use the additional direct and/or indirect

routes to commumcate wi ,‘ the baSe stations when a primary route to a base station is

' deemed msufﬁment or by '-ken. Additional direct and indirect routes may serve as backup

" routes. While direct bagkup roules are possible in some of the prior-art, these backup routes

are not believed to prv_yidc indircct backup routes and a combination of indirect and direct
backup routes, whicr_fis p]'o\)ided by s_oule embodiments of the presently described hybrid
multi-hop ce]]u]ar“-érchitec,tures, Mofeover, some embodiments cache and pre-calculate
indirect and dire : backup routes at the originating nodes, intermediale nodes, and galeway
nodes, such thaftoutes can be switchied on the fly, or relatively quickly, e.g., within less than

10 milliseconds to prevent or reduce dropped calls and delay/jitter in other voice and video
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streaming applications. Thus, some embodiment of the present invepfions are expected to
mitigate several issues with certain existing cellular networks, though not all embodiments

address these issues, and certain embodiments provide other benefity

In some systems, baekup routes may also provide route fedundancy, which may be
uscful for énterprise and defense applications. Backup routef may also provide wireless
signaling redundancy, in certain embodiments, polentially facifitating cellular service in areas
where no other single-hop or multi-hop cellular architectufes can provide cellular service.

For example, on a train moving through countryside whre the cellular coverage for any

“device is not enough to facilitate a single voice, by copfibining the bandwidths that can be

allocated to a l_'ew devices using multi-hopping, embofliments may facilitate a single voice
call where previously. it was not possible to do sg, though not all embodiments are so
directed. Moreover, additional wireless signaling fedundancy may further make the single
voice call in this example even more robusl. /Principles of the present inventions may -

facilitate and usc backup routes where the baclfup routes help the consumers by improving

‘user experience by reducing dropped calls and improving seamless connectivity. When one

or more prime routes fail, one or more backug routes can become the prime routes.

A wide vanety of wireless device: are cominunicating with cellular base stations and
the number of such dev1ces is growmg :exy quickly. Current and future s1ngle-h0p cellular

networks cannot support the increasing demand for better coverage and capacity. However,

“ since the number ol devices is growigg so qumkly, the plethora of devices may be able to use'
the cellular system mon elﬁueml _ t() satisfy their demand for better coverage and capamty
- One of the ways for dev1ces to mr e relatively elf1c1ent use of the cellular system resources is

1o (,mploy embodlments of myfti- hoppmg when seen as beneficial. In such embodiments,

each device may be able tod ,elde on its own about pamapatmg in multi- hoppmg for inter-.

dev1ce hoppmg to funeuon ’_"‘(-)perly. 3

T1ght cent1al17ed ‘_'ontlol in a multi- hop cellular network, such as that described by
examples in the prior d_  reduces the pelfonnanee of individual devices. This is because a
cennalxzed eonlrollu A arinot know ever-yl.hmg about all wireless devices at all times without
incurring a tremen vvous amoum of overhead.  Overheads themselves consume wireless
spectrtum and resqf rces of the cellular system Thus tight centralized ¢ontrol on hopping
decisions will ¢ velse]y affect the pufonnance of mu]u -hop cellular systems On the
contrary, cer(ax_ ' embodlmenls of the present mvenuons laulllate a multi- hop cellular system

where the tight cenuullzed control only extends to the cellular interfaces of the devices that
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are communicating to a cellular base station via their cellular interfacef. ‘Depending on their
needs, situations and surroundings, the wireless devices themsefves make inter-device
hopping decisions in a decentralized manner. A wireless device mgly receive some assistance

from the base station when making hopping decisions, but this is jfot necessary.

Additional techniques beyond those discussed above mfly be used to facilitate nmulti-
hop cellular systems or for other purposes. Wireless specifum is scarce, in part, because
governments around the world own or allocate wireless spegtrum. Typically the governments

slowly auction wireless spectrum for use by cellular sysfem networks. Multi-hop wireless

~ technology helps devices make the most of the wirelessfspectrum that is used by the. cellular

base stations._ Usmg certain embodiments of this techyfology, devices- that have-a-good-signal

30

from the base stations may often be the ones that will be- talking to the base stations using _

their-cellular interfaces. Devices that have a good/signal from the base stations may be able

"to use more complicaled modulation schemes/and will also need less error correction.
redundancy. In this way, the wireless spectrufh cmployed by the basc stations can be used

“'more aggressively to send useful data.

The wireless spectrum is a shared source and thus meehamsms are often needed to

“mediate access to the shared wireless ch nne] Wireless devices and base stations genera]]y

need-,to establish a media access scl dule to minimize collisions and maximize system
performance. In some traditional systfms, the cellular interface of 4 wireless device is tightly
controlled by a cellular base statio,; This tight control allows the base station to mediate

access to the shared wireless spegirum by employmg teehmques such as flequeney division

o muluple access tune division nultlple access, eode division mu]up]e acecess, orthogonal
- flequency dlvmon multlple ag ~'ess etc (which is nol to suggest that the present]y deserlbed

'embodlments are not capab] f of being used with these techniques). In some embodiments,

wue]ess devmes that see b ‘-eflt in employing multi-hopping to mduectly talk to base stations

via then non-cellular in _rfaees also may need media access control. Traditional mu]txple

-access leehmques can gso be used (o mediate channel access for peer-to- peer or inter _device

multi- hoppmg Hovfever, some tladmona] mu]up]e access teehmques cither nced Ught
control f10m a eenuv hzed authority (e. g cellular base station) or need extra data exchange

to establish the metlia access schedule between the devices.

As discybsed above a multi- hop cellular system that tightly controls all inter devue
hoppmg (lecm'onS is not expecte(l to be scalable and is not expected to be able to take into

account all glevant information about the devices for which it is making the decisions. In
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contrast, in certain above-described embodiments of a hybrid cellular gon-cellular multi-hop
network the cellular base stations tightly control the cellular interfac [ of the devices and the
cellular base stations have only loose control, or no control, over the non-cellular interfaces
of the other wireless devices. As an example of loose control, fn some embodiments, the
base stations may be able to optionally assist the non-cellular inferfaces of the devices, which
is not to suggest that any other feature or step describedf herein is not also optional.
Nonetheless, in some of the presently described embodimefits of hybrid multi-hop cellular

non-cellular systems, the systems may employ some tradifional multiple access technigues.

“The use of these traditional multiple access techniques gay occur expense of causing some

overhead to help-the devices loosely co-ordinate medja access with each other. However,
techniques that can help co-ordinate media access wjthout incurring excessive overhead are

also disclosed herein.

Wireless networks benefit from parsimgnious use of spectrum. Economy with -

spectrum  is partlcular]y helpful in multi-hog non- cellular wircless networks, as these

'netw01ks are, all. other things being equal, expected to consume.more of the available

spectrum available near a given location r fative to non-cellular wireless networks that are

" not parllc1paung in lhe multi- hop exchang of dala, as such speelrum may be consumed both-

by convcnt1onal use-case scenarios and/ multi-hop uses. Careful usc of spectrum is a]so

becommg more 1mp01“tant in traditionajfuse-cases for non-cellular networks, e. 8- in networks

= not calTymg multi-hop non-cellular bignals, as the number of devices using the available:
~ spectrum’ has ‘tended to increase jn-recent years, particularly as cell phones have come
, Afrequvent-ly' 10 ihclude*"nomcellul interfaces. ‘This trend is expected to continue, thereby

. making spectrum for non-cellulgr wireless communication even more scarce in the future.

Certain‘embodiments escribed herein are believed to use the available spectrum for.
non- ce]lu]ar netwmks relat', ely efficiently by, among other thmgs sehedulma the times at

whlch the vanoue wue]eq devnces in a non-cellular wireless network transmit sngnd]s such

~ that 1) in some embodi _ents mu]uple devices in the network re-use the same or ovellappmg

spectrum - at app10xu ‘vdtcly the same time by transmitting in palallel and 2) in some
embodnnents 1e]at1 ely little time 15 1eserved between transmissions wamng for other
devices to transmif on a given pomon of the spectrum. Moreover, .some em_bodunente
schedule transmigsions in‘a distributed fashion without a master device dictating the precise
time at which ghch participant in thé network will transmit, thereby potentially providing a

network that | relatively robust to the failure or absence of any single device. The presently
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described techniques, however, are not limited to embodiments that jprovide each of these
benefits, as some embodiments provide one of these benefits or fione of these benefits.
Indeed, multi-hop non-cellular systems can be implemented wit out use of the following
techniques, though these techniques are believed to improve the performance of both multi-

hop non-cellular networks and non-cellular networks generally.

Figure 13 depicts an example of a non-cellular wirelgss network 1310 carrying data
between wireless devices 1312, 1314, and 1316. In this efnbodiment, each wireless device

1312, 1314, and 1316 have a scheduler 1318 that is beflieved to mitigate collisions with

‘relatively little temporal overhead and without centraj{zed coordination of the schedulers

either in the alternative or in combination. First, asfexplained further below, the schedulers

1318 may, in some embodiments, coordinate wifh one another, €.g., by monitoring one

‘another’s transmissions or exchanging signals fof purposes of scheduling, to determine 1) a

number of time slots for transmission; 2) whicll devices will use which time slot; or 3) both

“the number of time slots and which device Mvill use which time slot. Moreover, in some

~embodiments, such coordination may occfir without a single master device assigning a

3schedu1o for each device 1312, 1314, a d 1316 in the network 1310. Sccohd, in some

cmbodilhchts described below, the 8¢ 'dlilers 1318 may use a different schcdulo for

transmissions from certain devices relafive to the schedule for transmissions to those devices,

:e.g., io a subset of the devices 1312 .173]4, and 1316, transmission and reception may have
- asymmetrical schedules. For insta 'é some of these embodiments may implement schedules
. that favor tranSmissio’ns in one (hrection or another based on use patters, e.g., large mu]u— ‘
; ._ media flles movmg in one d',ectlon versus relatively short requests for additional data

V moving in the other, and net 7' fork topology, e.g., a single dev1ce or relatively few dewces

acting as a conduit f01 dfita- f]owmg to a plurality of other devxces Furthel, some

~ embodiments may dynamj ‘ally adjust the degree to which transmissions in one direction or

another are favored bas; d on changes in network traffic and topology. By implementing
these techniques, eith ,'. in the alterative or in combination, embodiments are expected to
make relatively efficifnt use of the available spectrum. N

In operatiopi, the wireless devices 1312, 1314, and 1316 may (ransmit data to one
another and rec fve data from one another through wirelessly transmitted signals. The
wireless deviceg 1312, 1314, and 1316 may be located Wwithin the same wireless space such

that the transghiissions from one device 1312, 1314, or 1316 are received at the other devices
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1312, 1314, or 1316 at a transmission power chosen in accordance with a protocol for the
wireless network 12, e.g., one of the 802.11 protocols, one of the Bl tooth protocols, one of
the Zigbee protocols, ete. In the illustrated embodiment, the wirgless devices 1312, 1314,
and 1316 may share spectrum, e.g., simultaneous transmissioffs by two of the wireless
devices, e.g., wireless devices 1312 and 1314, would intejffere with one another and
potentially impair the ability of a third device, e.g., wirelegh device 1316, to resolve the
signals conveyed by those simultaneous transmissions. Acgbrdingly, in some embodiments,

the schedulers 18 within each of the wireless devices 1312, 1314, and 316 may time the

-transmissions from each of the wireless devices 1312, 1714, and 1316 to avoid simultaneous

transmissions or to avoid simultaneous transmissions /oy pairs of devices 1312, 1314, énd
1316 that are wirelessly close enough to one anothef that it is difficult to resolve the data
conveyed by the transmissions at a third device./ These simultaneous transmissions that
render the signals difficult to resolve are referred to as "collisions,”" and in some

embodiments, a function of the illustrated schedllers 1318 is to avoid or niitigate the effects

.of collisions.

The schedulers 1318 may be copfigured to coordinate with one another in a

distributed fashion. In some embodimentsfeach of the schedulers 1318 may be conligured (o

execute the same or approximately the game scheduling protocol, and cach may cmploy the

same or similar process to arrive at a s¢ghedule for transmission by the devices 1312, 1314, or

<1316 associated with the scheduler Iv3]8. Through coordination, examples of which are-

~described below, a schedule for t 'hsmission within the network 1310 may emerge. For
. instance, each scheduler 13__18 myf be configured to obtain data about the operation of volhér '
V_Scheduler's 1318 witﬁi"n the-sam / wireless network 1310 and seleét a schedule for Athe wireless.

‘ ‘dev_ice 1312, 1314, or 1316 o &:‘i'nvstruct the associated wireless device 1312, 1314, or 1316 to

transmit 4 signal requesting jhe-other schedulers 1318 modify their schedule for transmission,

or both. Specific examplef of schedule selection and requests for modification are described

.. further below. .

Some non-cellfilar wircless networks in accordance with the present techniques
fransmit data in framfs, or collections of data, inciuding metadata such as header information,
that'is sent in a b st of generally consecutive transmissions of bits and receipt of which is
often assessed alfthe receiving de?ice_ on'a [rame-by-frame basis. The [rames may serve

different functighs, such as 4 managenment frame, a contiol frame, or a payload frame, and the
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frames may include header information and information about the agsociated command or

payload, for instance.

After each frame is transmitted, or after certain frames arg transmitted, the wireless
devices 1312, 1314, and 1316 may pause transmitting for a periofl of time and sense whether
another wireless device bégins transmitting on the same or/overlapping spectrum. The
duration of the transmission pause may be defined by afwireless data communication
protocvo], such as one of the protocols mentioned above, or/it may be selected in accordance
with one of the techniques déscribed below. If another defice begins transmitting during the

transmission. pause, the first wireless device may let tht other wireless finish transmitting

before,,éttempting',,,to,,transmit,,afsubsequenth‘ame.J[Th 'duration-of-the-period-after one-frame

is transmitted before a wireless devices transmits thf next frame is referred to as an "inter-
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frame spacing" or "TFS™"

The duration of the TFS, in some embodfments, can be divided into sub-periods that

are reserved for various types of Lransmissiony by devices in the wireless network 1310. In

these (,mbodmu,nts hlghcr-pnonty or morg ldtcncy scnsmw types of transmissions are

generally ass1gned a s]ot or temp01a1 wind w, that occurs earher in the inter-frame spacing.

If ‘within a slot of the IFS the specuvm is still available, i.e., another device is not

nansmlttme on the same speclmm theg/in response, if it has a signal to transmit, a wireless

—.device.may. trcmsm_lt,,lt§,sxgnc_l],,,dsso f dted,, with that slot. -~ For example,-as-shown in the
" embodiment of Figure 2, a"short— 3 (SIFS) duration separates conuol frames, e.g R18
'.(‘Tg “and A(‘K fra{mes from the 4 1ewously transmitted frame; a longer polling-IFS (PIFS)
- duration separates hlghel puont ]nanagementframes from previously transmitred frames; a

.- Tequest frame IFS (QIFS) s 'amtes request frames from the previous frame; and a

distributed- IFS (DIFb) dura _on sepalales previously transmitted frames from subsequent
data frames Thus in. s _ne embodlments the wireless medium may be time-division

mu]tlplexed acu)ldmg to _ e funmon of the s1gnals in the wireless network.

(ACK) 1414 backfo wireless device N1, indicating receipt of the data frame 1412. Then in
this example, afifr the remaining portions of the IT'S 1418 have elapsed, the wireless device
N1 transmits tlré-:‘next data frame 1416. Hov&ever, duriﬁéthe next IFS 1420, after the second

data frame 1416, the wireless device N3 takes control of the medium by transmitting frame
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1422, preempting transmission of a third data frame by wireless devicg N1 and marking the

beginning of another IFS.

In some embodiments, the DIFS is the last part of the IFY, and the duration of the
DIFS is different for each wireless device (or most of the wireless devices most of the time)
in order to provide different slots for cach of the wircless devigls in the wireless network to
use the available medium, e.g., 1o transmit a data frame. In gertain systems, the duration of
the DIFS may include both a base duration and a duration thjit varies according to a protocol.
The variation in the DIFS may be quantized as an integer fultiple of a unit of time referred to
as the mini-slot time (MST), and the integer multiple mag be selected according to a protocol
that tends to cause each of the wireless devices in thg/ wireless network to- have a different
integer multiple of MST. Thus, each device potentiafly has a unique (or rarely shared) slot at
least one MST long within the DIFS in which to bgin transmission and take control of the

medium.

One protoco]fof selecting an. integer nyhltiple of MST to constitute part of the DIFS

of a given device is referred to as an "expopiential randomized-backoff schedule” or (ERB

schedule). An example is shown in the tiln'__'g diagram of Figure_ 15. When a wireless device

has a data frame t_o transmit, the ERB gorithm is used to choose a random or pseudo-

1andom number. After the previous . {4 ame 1512 has flmshed being transmltted e.g., by

another wueless devxee the wneless iev;ee with the frame to transmit waits until its DIFS

) base period 1514 ends and then be .ns countmg down from the random or pseudo- 1andom'

number, countmg down by one as f aeh MST 1516 elapses. If another wireless dev1ce begins

' nansnnttlng and takes control of :,he medla betme 1he countdown s complete the countdown

: eonunues during the next DI ‘,S tlml, " When the countdown reaches zer10, the fmme in

wamng is tlansnntted By as j."lgmng DIFb based on a 1and0m or pseudo 1andom number, it
is re]atlvely unhkely that t‘_'o w1re]ess devices will cause a collision by tlansnnttlng at the
same time, assummg th the pool of random numbers is relatively large relative to the
number of expeeled wiI ’less devnees sharing the medium, e. g., a ralio ‘of more than 10, 50 or
100, as it is unlikely g at Lhe two devnces would select the same numbcr And if a co]hsmn
oceurs, the collidin devices may ,sele_u, a new random or pseudo-random number from a
larger pool of nu1,bers and repeat thé countdown described above. . Systems in which the
scheduler 1318 sflects DIFS based a random or pseudo.—r.'andom number are said to have non-
deterministic ghedules. 'l"huS, in"this example, without centralized control scheduling

transmission fimes, collisions are mitigated with a non-deterministic schedule.
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While ERB schedules can mitigate collisions without centralizefl control of schedules
for the devices on the wireless network, these schedules have certaipf drawbacks. The ERB
schedules leave wireless devices and the wireless medium idle, wy ‘ting tor other devices to
transmit during the DIFES. And this un-used time is potentially #xpanded in the event of a
coHision. Further, because the slots in the DIT'S for each devige to transmit are random or
pseudo random, in some embodiments having non-determinigtic schedules, opportunities to
potentially transmit in parallel are lost. Parallel, or cogfcurrent, transmission could be
performed by wireless devices that are wirelessly far-enough apart from one another that their
signals, while interfering to some degree, can be resofved at different receiving dev1ces

However, this is difficult to comdlnate when transmyfssion times are se]ected based on a

random or pseudo-random number, as it is unhke]y at the devices with sufflcxent wireless

distance from one another would select the same DI
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The- schedulers 1318 of Figure 13, infsome embodiments, may be distributed .

deterministic schedulers, e.g., the schedulers /1318 may, without a centralized controller

“assigning aspects of their schedules, arrive ft a schedule for wireless transmission in the

network 1310 that assigns non-random (otfnon-pseudo-random) transmission time slots to

-each of the wireless devices 1312, 1314, afid 1316. For instance, each of the schedulers 1318

may sc]éctvan IFS for its associated wirg ?ss device 1312, 1314, and 1316, and that IFS hléiy

beAl) different the II'S of bthel' wirele.." S devices for wireless devices that are wirelessly close

. enough to one another that parallelvtransmission would cause un-resolvable col]isions;"Q)-

selected from among a small poolof slots relative to the number of wireless devices in the

- wireless network 1310 8o less ghan a ratio of 1.5 slots per devme slots, per device, 4 slots
© per dev1ce or 1310 slots per de_“‘lce and 3) predictable to the othel wireless devices, e. g., the.

’_same slot may be used by a heduler 1318 indefinitely or until network traffic or topology

changes.

Flgure 15 lllustrat_ s an example of a deterministic schedule for the network 1310 of
Flgure 11. The illustra £ d ~schedule has four slots for different IFS durauons,_lhree of which
arc cach selected by ¢ne of the schedulers 1318 of Figure 13. For instance, the scheduler
1318 of wireless defice 1312 may se]est the slot D1; wireless device 1314, slot D2; and |
wireless device 1»‘:16, slot D3. The slots DI-D4 may each be appr_qximattely the same
duralion, e.g., 0 vMST,'and in this example, the number of slots, four, is a relatively small
multiple of thefiumber of devices, i:e.; less than two in-this cxample.. Thus, the average IFS

is relatively gmall compared to a system using an ERB schedule, which typically has a
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relatively large number of slots to reduce the likelihood than any two flevices will select the
same slot. Other embodiments may have more or fewer slots, e.d., the ratio of wireless
devices to slots may be less than four, eight, or ten. As with the, brevious examples, each
scheduler 1318 may wait to transmit a data frame until its selectgd IFS slot D1-D4 after the
DIFS base period 1514 following the end of transmission the previous frame 1512,
assuming that another w_irel-ess device with an earlier slot [1-D4 has not already started

transmitting a data frame.

The schedulers 1318 of Figure 13 may select amahg slots D1-D4 in the schedule of
Figure 15 without centralized control, e.g., in an ad-hOc fashion without any one device
dictating which device should be assigned _whfch slgf. To coordinate, and avoid devices
selecting the same slot unintentionally, the. wireless gevices 1318 may either transmit signals
encoded with information about which slot is selecjed, observe the IFS of other devices for a

period before selecting a slot, or some combinatigf thereof.

For inslance,vthé wireléss devices 1342, 1314, and 1316 may each broadcast a

schedule-state signal, e.g., a beacon, indicati g which slot the scheduler in that device has

selected. The schedule-state signal may encf de a slot-selection indicator, e.g., in the example
of Figure 4, a two bit Slgna] with each ermutation of the two bm—OO 01, 10, and 11—
couesponchng to one of the four illustra __' d slots. Other embodiments may have more bits for
more slots. The schedule-state mgnd] fmay be broadcast at a hlgher power, lower data rate,

far ge1 amount of error—correcuon bl[ f, or a combination thereof, relative to other signals, e.g.,

data frames, to mcrease the likelihg d of the information encoded in the schedule state signal

reaching relatxvely (hstant wu_less (levnces The schedulers 1318 may .initiate the

—transnnsswn of a schedule—_',ate mgnal penodlcdl]y, e.g., some period of less 100

nnlhseconds less than 10 m'_' iseconds, or less than 1 second, depending on the acceptable.
overhead and desired 1esp0_, sweness of a newly introduced wireless devu,e to the wireless
netwmk ]310 of Figure 1 The timing of the schedule-state signals may include a 1and0m
or pseudo random counift own lo leduc,e the likelihood of rupeated]y colliding wireless-state

signals. Other inform »1011 in the schedule-state signal may include the MAC. address of the

_ broadcasting device, he duration of the perlod between transmissions of the Vschedule-state

signal, which may/ e used by other devices entering a power-save mode to know when to
wake-up for sub equentlbeacons; a lime-stamp indicating the current time kept by the
broadcasting wifcless device, which may be used by other devices to adjust their clocks to

match the tinfe reflected in a received schedule-state signal; and information about the
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capabilities of the broadcasting equipment, such as support for encryfption, supported data
transmission or reception rates. The schedule-state signals may be hfoadcast relatively early
in the IFS duration to increase the likelihood that their broadcast ‘ ill not be preempted by
other transmissions, e.g., the schedule-state signals may be transnfitted during the PIFS, after
the SII'S, and before the QIFS or DIFS. The schedulers 1318 iff each of the wireless devices
1312, 1314, and 1316 may gather the information, or a subsetfof the information, encoded in
the scheduler-state signal, and a non-cellular interface, sfich as one of those previously

described, may broadcast the signal.

The other wireless devices 1312, 1314, or 1316 fnay receive the broadcast schedule-
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‘signals from the broadcasting device store

state_signal through_their_non-cellular_interface -ang/ record- the -encoded - information-in

memory. In some embodiments, one or more of other wireless devices 1312, 1314, or

1316 may be in-a sleep mode, or low-power mglde, in which portions of the device are

disabled or prevented from drawing power. Iffthese devices have preyious]y received a

schedule-state signal, they may have informatfon about the period between schedule state

‘in memory and may count-down from the

“previous schedule state signal to identify approximatély when the next schedule-state signal

will be broadcast, at which pbint, the recejving device may wake up, or enter a higher power
mode, to receive the subsequent schedyile-state signal. As described further below, cach

scheduler 18 may retrieve from memogk in its associated device information conveyed by the

. schedule-state si gnals to select a TFS uration, e.g., one of the slots D1-D4, for the associdted

device.

In o»t:he,r embodiments, afwireless-state signal is not broadcast, and the schedulers

.' . 1318 in th_e wireless devices 1_3 2, 1314, and 1316. infer the IFS of the devices. For instance,

~the wireless device 1312 mfy measure the duration between the end of a data frame

t1jénsnﬁ_itéd by ‘wireless de‘vv ce 1314 to wireless device 1316 and the beginning of the next

© data frame sént between _Viie devices to. identify the IFS of the wireless device 1312. A

similar bbSei'valion may; e used 1o 'obs_erve the IFS values of each of the wireless devicéé in
the network 1 310. In fome embodiments, the observed IFS vélucs ﬁl,ay be stored in memory
in the obéeryi'ng devife. ' A

In the illusy ated embodiment, the schedulers 1318 in each wireless device may select
an' IFS durationffor that wireless device based on the IT'S durations observed from other
devices or vbm'v l:_'c'ast. in a schedule-state signé] from other devices. For ey:(amp]e, to select an

IHS durationfthe schedulers 1318 may retrieve from memory the most recent IFS durations
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for each of the other wireless devices in the network 1310 and retrigve from memory the
number of siots, e.g., D1-D4 in Figure 15, for transmission of d ta frames. Then, the
schedulers 1318 may compare the slots against the IFS values reifieved from memory and
identify slots that are not used by other wireless devices in the witgless network 1310. Based
on this comparison, the schedulers 18 may each select a slot f0r the wireless device 1312,
1314, or 1316 having that scheduler 1318, and the wireless defrice may wait an IFS duration
that extends until the selected slot between transmissign of data frames. In some

embodiments, the schedulers 1318 may select the earliest nused slot. 'The schedulers 1318

‘may continue to re-use the selected slot indefinitely, e.g.,Antil the network topology or traffic

substan’tially changes. As a result, in certain embodinfents, each scheduler 1318 may set a
deterministic schedule for transmission of data framey, and each scheduler 1318 may have in

memory the IFS values selected by the other schedujers 1318 in the wireless network 1310.

In some embodiments, the schedulers 1318 may select a slot that is already in use by

another wircless device 1312, 1314, or 1316,/thercby potentially causing two devices' to

‘transmit data at the same time. The schedufers 1318 may, for example, select a slot that

occupied by another wireless device that ha [a relatively large wireless distance, e.g., signals '

between the devices are attenuated by geogfietric distance or by inlervening structures, such as

walls.. An éxamp]é of a sCheduling proy ess 1610 that may causc wircless devices to sharc

s]ots 15 depicted in I'igure 16, which i ustrates an example of a method for selecting an II'S

. duration with a deterministic schedu er. The process 1610 may be performed by, or at the: -
“direction of, the pj’éviouSIy describ, d scheduler 1318 in a wireless device, for example, and

= each ‘wireless dcvxce in a w1re]e 5 netw01k e.g., a non-cellular network, may pelfolm the

of Figﬁre‘lé the scheduling process in this embodiment.

As shown in step 16 
mc]udcs a step of obtamm ,the IFS duration, e.g., a value indicative of the IFS du1auon of

one or- mmp other wirel \,s dev1ces -Obtaining the TFS durations may include 1ecuvm9

* schedule-state signals l”r'm'lh(; other devices or observing the IFS duration used by the othel

devices. In some 'c-m_ 6dimcnls the number of slots available may also be received in the
schedulef&tate signgf or observed e.g by observing gaps between used IFS duration slots,
and stored iﬁ memny "ly. Each obtained IFS duration may be stored in memory and associated
with an identifierfof the wireless device using that IFS duration, e.g., in a row of a table or as

attributes of an pbject.
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As shown in step 1614, in some embodiments, each wireless dgvices 1312, 1314, and
1316 (of Figure 13) may sense, e.g., through its non-cellular interf ‘e, the strength of non-
cellular signals received from other wireless devices 1312, 1314, of 1316, and store a signal-
strength value indicative of that perceived signal strength in mgmory such that the signal-
strength value is associated with the IFS duration used by the ¢€vice that is characterized by
the signal-strength value, as shown in step 46. For instance,the scheduler 1318 in wireless
device 1312 may store in a table or other database o as ftributes of an object the MAC
address, signal-strength value, and the IFS duration for Ach of wireless devices 1314 and
1316. The perceived signal strength is the strength of sighals ffom other wireless devices at a

wireless device performing the steps of process 1614.

Next in the present embodiment is a step /1616 of determining whether any IFS
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durauon slots are unused by the other wireless deyices. This step may include recalling the
obtained IFS durations in use from memory And recalling from memory a number of

available slots p1esent1y available. If an unugtd slot is available, in response, the process

11600 ploceeds to the step labeled 1618 and ne of the unused IF'S duration s]ots is selected.

If an unused slot is not available, in responfe, the process 1600 proceeds to the step labeled

-1620. In some embodiments, the decis'dn step 1616 may be” performed :before the step

labeled 1614 and the step labeled 1614, may bc inserted between the "no" output of the step
labeled 1616 and the step labeled 1620/

In the step 1620, [he ploce_s 1600 determines whethe1 any of the obtamed values

indicative of a pelcelved signal stl_ ngth indicate that any of the pexeelved sngnal strengths are

- less than a thxesho]d In some mbochments the thresho]d may be an amphtude of signal
. streng,th In other embodlmen _‘ the threshold dl’ld perceived values may be a slgndl to noise

Tatio or a combmatlon ol slg fl to noise ration and a signal strength, e.g., an aggregate value

or each value may be. com _aled against a different thleshold to determine whether the value
1s be]ow ‘the conespondl gthresho]d If the 1esponse o step 1620 is yes, in response the
process 1600 proceeds Jo the slep labeled 1622, and the IFS duratnon slot used by the other
wireless device havmv the lowest perceived signal strength is sclccted thereby causing both
the device pelfomn g the process 1600 and the wireless device having the lowest perceived

signal strength to share the same IFS duration slot..

- In some £mbodiments, having wireless devices with weak perceived signal strengths
share the samy¢ IFS duration slot may increase the th'r'oughput of a wireless network. The

weak perceifed signal strengths are believed to indicate that the devices can transmit in
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parallel, e.g., at the same time, or at overlapping times, and their transpitied signals will not
interfere to such a degree that the transmitted signals are irresolvable gt the receiving devices.
For instance, if two wireless devices have a relatively large wirelesf distance, in the present
embodiment, they may both transmit data frames at the sameftime, thereby potentially
moving move data in a given amount of time across the medfum than systems in which

parallel transmission is prohibited.

If the response to the step labeled 1620 is "no," in r¢sponse, the process proceeds to
the step labeled 1624, and a request is broadcast to increasg the number of IFS duration slots.
For instance, request may ask that the number of slots mgy be increased by a multiple of two
so that a singlerad’ditional bit in a schedule-state signal ¢an indicate which IFS duration slot is
selected by a given wireless device in the new schedule with an increased number of slots.
The request may be broadcast as part of the schedulg-state signal of the device performing the

process 1600 or as part of some other signal, e.g., fome other management frame.

The wireless devices performing the prgcess 1600 may use the selected IFS duration

slots in accordance with the techniques descriped above to scheduler the transmission of data

frames. For instance, each device may wajt until after its selected IFS duration slot after a

data frame has been transmitted before att hptiri g to transmit a data frame.

“In otherbembodiments, the schefuies for traffic may be asymmetric between _uplink
and downlink traffic, as described bel fw. For example, a first wireless device may use a first:
inter-frame spacing value when sen _ing dala to a second wireless device. And the second
wireless device may .a second i fler- -frame spacing value when sending data_to the’ first

wireless device. As described in freater detall above, an inter-frame spacing value is the time

“a wireless -device waits aftef_-' the current ‘wireless frame has been transmitted before

uansnnllmg another wueless _I.alllt, “The inter-frame spaung values may be dlffelenl and the

dlﬁuenec may be sclected b pnolmze uplink traffic over downlink traffic or vice versa.

_ As plewously ng ed embodlmems of the plewous techniques may be useful “for
conserving spectrum .w_»en thé same wireless. spectrum is used for wireless commumcaﬂon,
e.g., communication /n either direction, i.e. from the first device to the secohd: device and
from the second de fice to the first dev_ic’el As explained, in certain embodiments, if the first
device senses thatfthe second device is sending it a wireless [rame, the first device will defer
tlansmnuns_ a frhme to the second device (o prevent a wne]ess collision and facﬂltate inter-

device commuhication. And in these embodiments, if the seeond devnce senses that the first
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device is sending it a wireless frame, the second device will defer tranfmitting a frame to the
first device to prevent a wireless collision and facilitate inter-device£ommunication. In this
example, the first device is using the first inter-frame spacing valuef(i.e., an IFS duration slot)
and the second device is using the second inter-frame spacing/ value. Therefore, in this
example the first device may wait for the first inter-frame spfcing value of time after-the
current interfering wireless frame has been transmitted befgre sending its wireless frame.
Similarly, the second device may wait for the second inter- fame spacing value of time after

the current interfering wireless frame has been transmitted Hefore sending its wireless frame.

If the two inter-frame spacing values are the sapfie, a collision may occur. However,

the two inter-frame spacing values could be differeny, and in-that case a collision will not

occur. Tor example, if the first inter-frame spacing falue is less than the second inter-frame
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spacing value, the first device will start transmitfing its wireless frame before the second
wireless device. In this example, the second wifeless device will sense the channel as busy -

and can defer its own transmission to prefent a collision and facilitate inter-device

“communication. Thus, in some embodimeyfts, media access contention may be resolved

between the first and second device withoutfany centralized control and without incurring any

-additional overhead. This 'technique n y be applicable both (o single-hop non-cellular

networks and hybrid multi-hop cellulay networks. For instance, asymmetric scheduling is

believed to be very useful for certain Jiybrid multi-hop cellular system architectures because

- the techriique takes advantage of the frue nature of cellular network traffic.

(‘ellular nétwork traffic c¢fn be dassnhed as uplink and down]mk traffic. Uplink 7

G

traffic f]ows from a wueless de) ice towalds a base station. Downlink traffic ﬂows from a
base station towards a _w1re]¢“s,__devxce. In a mulu-hop cellular network, such flows can
consist of one or more hop Exaillpies of some possible uplink and downlink paths are
shown in Figure 17, thou h it should be kept in mind that embodlments of the plesent'

techmques are app]mdb]e n ‘both smg]c hop and multi-hop networks.

Refelrmg to Fl v re 17, Fxgure 17isa generalized diagrammatic view of a cell 1700 in
a wireless cellular tel phone network in a_c'évor(lanrce with a multi-hop embodinient. Tt is noted
that only a single ¢ 11700 in a ccllular network is depicted for case of understanding. ‘The
principles of the ,fesentlydescribed techniques are not limited (o any particular number of
cells in a pamc Tar cellular lc]ephonc network. Cell 1700 ina wnckss cellular telephone
network may le about ten (1()) square miles in area. Each cell 1700 in a cellular telephone

network mgy include a base station controller 1108 that has a towel 1702 for
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receiving/transmitting with wireless devices 1704A-C and 1706A-C fe.g., cellular phones,
netbooks, pefsonal digital assistants, laptop computers). In accordange with an embodiment,
wireless devices 1704A-C and 1706A-C are configured to comn niCate with base station
1708 over "multiple hops.” "Multi-hopping," as used in this exginple, refers to the process
whereby a wireless device 1704 or 1706 is able to communicaje with base station 1708 via
one or more other wireless devices 1704A-C or 1706/\—(‘,. Referring again to Figure 17, base
station 1708 may be connected into the public land mobij network (PLMN) 1712 via a
mobile switching center (MSC) 1710. Each carrier may have a mobile switching center

(MSC) 1710 that controls all of the base station controflers 1708 in the city or region and

‘controls all of the connections to the land based PLMN A712.

Figure 17 shows some possible uplink and dgfvnlink paths wireless traffic or wireless
frames. As shown in Figure 17, wireless devicey 1704A, 1704B and 1704C may form a
multi-hop uplink path. As shown in Figure 17, ireless devices 1706A, 1706B and 1706C

may form a multi-hop downlink path Althou, : the amount of uplink and downlink traffic

can vary considerably depending on the deplofment and usage scenarios, usua]ly the amount

of downlink traffic is expected to exceed thgfamount of uplmk traffic in traditional consumer
wireless networks. As described below, fhis traffic pattern may be exploited by using an
asymmetric'scheduler, e.g., first inter-fiime spacing value for downlink traffic flow and a

second inter-frame spacing value for upfink traffic flow.

In the illustrated exemplar ne,work the amount of uplink traffic is generally less than'

~ the amount of downhnk traffic. I_ that case, if the first inter-frame spacing value is.more -

than the second mter-ﬂamc s,cmg va]ue Wheneve1 devices have up]mk uafhc and

:downlmk tmfflc to send to eac ,-other, the uplink t1 affic will win because it will use a lesser’

inter- frame -spac‘ing value rrider certain traffic patterns, the downlink traftic will mostly
occupy the wireless channe_; In embodiments in \;vhich'up]ink‘traffic is favored, when the
occasional uplink traffic vnve]ess frame needs to be transmitted, it will get priority over any
competing downlink u'aA ic w_1reless frames.” In this example, the occasional uplink Lraffm
wireless frame will boftransmitted without causing a collision with a competing” downlink
traffic wireless framg. Moreover, in ceitain embodiments, no extra contention resolution
transmissions are neded to co-ordinate uplink and downlink traffic flows. Other schemes,
such as the randgfized back-off algorithny, may be combined with this technique (o further

mediate access o the shared wircless channel;, examples of which are described below.
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It should be noted that a base station is also a kind of wirelesf device. And certain
embodiments of the presently described technique may be applied fo a base station driven
wireless network. In a traditional base station driven wireless netyork, traffic flowing from
the base station to a wireless device can be thought of as the doynlink direction and traffic
ﬂoWing from a wireless device to the base station can be fhought of as the downlink
direction. For simplicity to explain this embodiment, it can by assumed assume that the base
station and other wireless devices use the same wireless spctrum for uplink and downlink
traffic. For example, if the amount of doWnlink traffic igusually more than the amount of
uplink traffic, the wiréless devices in the network may yfse a first inter-frame spacing value

for the'downlink -traffic that is higher than a second infer-frame spacing value for the uplink

R )
(9

30

traffic. In this embodiment, the base station may s¢nd the more frequent downlink traffic
wireless frames to the other,wireless devices withfreduced contention relative to.a system
with a symmetric schedule. When the other wiyeless devices need to send the occasional

uplink traffic wireless flame to the base station, ih this embodiment, the other devices may do

.80 with higher priority than any competing/ downlink traffic wireless frames without a

substantial increa-se in medium access contenlion.

Embodlmenls ol the presently d ‘cnbed technique may facilitate a decentralized
contcnuon resolution mechanism and m y tcnd to increase opportunities for the base station

to successwe]y keep sendmg downlinkfwireless frames to the-other wireless devices until the

. base station senses the wireless chanpfel to be busy. The wireless channel could be sensed as

busy when another wireless devicefmay have started sending an uplink wireless frame to the

- base station:

Cendm 1eal w01ld scer nos cou]d get more comphcated where more than one base
station LOU](] be opel atmg inf the same spectrum. Some embodiments may make use of a
common w1red network co _nectmg the base stations. In this embodiment, the base stations

may commumcate and ¢ ,—ordmate over this common network, and the base stations ‘may

agree Lo nedia ¢ access s:-hedUleS and do contention tesolution amongst themselves over this

common network. - In ghis way, the downlink traffic could be coordinated amongst interfering

base stations. As anfexample, the uplink traffic from wireless devices may use a lower inter-

frame spacing vajle than the downlink traffic. Uplink traffic could further facilitate
contention resolytion using a randomized back-off algorithm, e.g., such as the technique
described abovg using random or pscudo random couwntdowns. In this:example, since the

ic rate is"typically higher than the uplink traffic rate, embodiments using base -
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station coordination may facilitate relatively efficient scheduling forf the heavy downlink
wraffic. Moreover, in this embodinient, the light uplink traffic may bf scheduled in between
transmissions of downlink traffic without any, or with relatively litfle, centralized control or
extra overthead. Furthermore, multi-hopping could allow only defices that have good signal
from a base station to communicate directly with the base statipn. In this embodiment, the
other wireless devices may Aindirectly_ communicate with the/base station by hopping onto
nearby wireless devices. Thus this example shows how the presently described embodiment

could improve the performance of wireless networks if general and multi-hop cellular

‘networks in particular. Though it should be noted that ngt all embodiments described herein

use this technique or provide these benefits.

This approach may be further be combined yith other common multiple access and
contention resolution approaches to reduce f need for centralized scheduling or
decentralized co-ordination overhead. 'Addiliona y, in some embodiments, wireless devices

could transmit downlink wireless frames conynuously for. a longer amount of time than

‘uplink wireless frames. The opposite may algo be implemented depending on the situation.

Moreover, when this approach is combiffed with the randomized back-off algorithm,

' downlmk traflic-may be scheduled w1lh lv\‘Ner contention wmdows than uplink traffic. The

opposite may also be unplcmentcd dcpc lmg on the situation.

_In some systems, it.may be df Sirable to prioritize downlink data. Yor instance, as

“noted above, network traffie through -certain wireless devices is heavily skewed toward

downlink traffxc 1e1at1ve to uplmk. riffic through those wireless devices. For instance, it is

common ton an access pomt in £ non-cellular Wueless network -to transmit le]atxve]y large

~-media flles letrleved over a w1_," d mternet connection as downlink data to a client wireless

device. The chent wne]ess flevice may transnnt re]atlvely sparse uplink traffic including.
ACK hames and frames re ‘estma additional data. A symmemc scheduler, e.g., some ERB

sehedu]els may p10v1de .on average similar TFS durations to both uplink and d()wn]mk

" transmissions. I-Iowev'f, ths nny be sub- -optimal in some scenarios because the uplmk

transmitting chent dcvxec may use reldtlve]y few of its IFS duration slots, causing the
downlmk transmml £ access point to wait unnecessauly for unused IS duration slots for the

client wireless dev"-e.

* This issug may be mitigated in certain embodiments described below, which may use
a distributed 'Qn-(let.erminis(jc scheduler that schedules uplink and downlink traffic

asymmetricalfy. In certain embodiments described below, a subset of the 1FS duration slots
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may be reserved for downlink traffic or the algorithm used to select a rgndom number may be

weighted to favor earlier IFS durations slots for downlink traffic.

Figure 18 is a timing diagram that illustrates an example ¢f a scheduling method in
which IFS duration slots are randomly or pseudo randomly sefected and certain slots are
reserved for downlink traffic. The illustrated example is similfr to that of Figure 15 except
that slots labeled D1-D5 are reserved for downlink traffic. Asfwith the example of Figure 15,
an IFS duration includes a DIFS base period 1514 after a prgvious data frame 1812 plus some
variable portion 1814 that veries from device to device rgferred to as a contention window,

examples of which are described by the IEEE 801.11n ftandard. The variable portion 1814

may be quantized into slots- 1516 that are_one_MST lohg, and-a-scheduler-may-select-among

these slots 1516 to reduce the likelihood of a collisiof when transmitting data frames.

15
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As noted’ ébove, in this example, certainf slots D1-D5 are reserved for downlink
traffic. A wireless device may determine wjfether it is an access point or whether a-

substantial portion of the network traffic, e.g., /more than 80%, more than 95%, or more than

99%, is flowing from it to other devices. Byged on this determination, the schedulers in the

wireless network may reserve certain sloty/D1-D5 for downlink traffic. To select a slot, a
scheduler may first calculate a random pr pseudo random number, e.g., with a liner shift

regiéter or with network noise. Then thf scheduler may determine whether slots are reserved

_for downlink, traffic. - If slots m’e,fesef!:ed,for downlink traffic, the scheduler may rde'termine

" whether data frames to be transmm_ d, e.g., in a buffer of the w1reless dev1ce are downlink

data or up]mk data If the data ira_v 165 are downlink data, the scheduler may map the random

number or pseuclo-mndom number to the 1esewed slots D1-D5, e. 8., DI. may map to a

.- random numbe1 ot 1 and D5 mj y mdp 10 a random number of 5. If the data frames arc uplink’

data, the schedu]er may map/ the random number or pseudo random number to one of the.
other IFS du1at10n slots noA_ xesewed for downlmk data using a similar mapping. Then the’
schedu]el may countd()w__' thmugh the uplink or reserved downlink slots with the same
lec,hmque described ab e wuh relelenee to Figure 15 and when the eounldown 18 (.ompleu,
the wircless device mak. transmit the data frame. - ’
‘The -illustragd examp]e includes five slots reserved for downlink. data. O_ther-
embodiments may/include more or fewer. The distribution of reserved downlink slots D1-D5
is generally earljer than the distribution of non-downlink-reserved slots in this embodhhenl,
e.g.', the medi ﬁ.'and average IFS c-lbu‘r'aljon “of the (lown]mk reserved slet.s 1s less than the

median and ghe average 1KS duration of the non-downlink reserved slots. Consequently, the
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downlink transmitting wireless device is expected to spend less time whiting for unused IFS
duration slots for uplink client wiréless devices. In this embodiment/the downlink reserved
slots D1-D5 are interrupted by occasional non-downlink reserved slpts, e.g., between D1 and
D2 and between D3 and D4. The interruptions are believed to pernit uplink transmissions to
eventually be transmitted, even if downlink data transmissiony are favored, e.g., assigned

higher priority. In some embodiments, the first slot may be ungserved.

» Further, in this embodiment, the schedules are sfill formed without centralized
control. Each schedu]e1 e.g., the schedulers 1318 of Figurf 13, may select an IFS duration in
accordance with this technique prior to the transmission ¢f data frames or after transmitting a
number of data frames. -

Other cmbodiments may have asymmetric Aistributed schedulers that do not use
reserved slots. For instance, the output of a random number generator or pseudo-randoni

number geﬁerator may scaled, e.g., multiplied/by a weighting coefficient, to make the

nu_mbefs for uplink data. generally larger or the fiumbers for downlink data generally smaller.

In another cxample, for downlink data, th¢ random or pseudo-random number may be

mapped to an-output with a function thgt generally decreases monotonically. In -other
embodiments e'g in embodiments in which uplink data is more voluminous, up]ink dat_a.'

may be fav01ed in the manner described Bove.

- Some embodiments may chan ‘e the degree to which traffic in one direction is favored

dynanncal]y For instance, some 3,‘nb0d1mems may select a number.of reserved slots for

downlmk o athc or a [llllan of thoge slots, ¢.g., generally earlier, in response to an incredse in

the ratio QI downhnk fraffic to uyf 1_nk traffic. Similarly, some embodiments may favor uplink

" traffic over downlink traffic . r—espo'nse to an inversion of the ratio of uplink traffic to

downlink lralTic To this'endy lhe scheduler in certain embodiments may count the number of
up]mk Uansmlsslons and ¢ number of downlink transmlssmns occurring over a t1a1]m2
period of ume g ove thc plev ious 1 second, 10 seconds, or 10 minutes, and select a

degree of asymmehy by ed on.a ratio of these uplink and downlink counts.

In other embqgf inienls, the above described scheduling techniques may be. combined.
For instance, the wireless lermina],' e.g., through the operation of a scheduler, may choose a
deterministic scheflule for fransmilting the first type of data and a randomized schedule for
Uansnuumg thefsecond type of data, wherein the choxce of schedu]e could be based on at

least one of tjle -following factors: schedules of nearby devnces queue lengths quality of
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nearby sinks and relays, quantity of nearby sinks and relays, battery/life, source of power,
average throughput, bandwidth usage, bandwidth needs, bandwi h availability, type of
device, level of mobility, time of day, subscription fees, user pfofile, non-cellular signal
str_ength and quality, cellular signal strength and quality, level of wireless interference seen
by non-cellular interface, level of wireless interference seen by/cellular interface, number of

hops to asink, and surrounding wireless environment.

In one embodiment, the wireless terminal may chgose a deterministic schedule for

transmitting the first type of data and a randomized schedple for transmitting the second type

~ of data, wherein the type of data is based on at least opt of the following factors‘ direction,

congestion, network condition, queue-lengths, and jhroughput. Tor example, each of, or a_

subset of, these factors may be compared against/respective threshold values or categories

‘and il a factor satisfies the threshold or [lalls/in the calegory, the device may select a

deterministic schedule and if the threshold is ot met or the category is not applicable, the

“device may choose a random schedule. Depgnding on the application, the direction could be
either uplink or downlink. Quantity may be defined in terms of bandwidth utilized,

-bandwidth needed, and quene-lenglhs, offexample. Qualily-of-service may depends on the

application being supported. For cxamypfle, delay scnsitive applications such as voice could

benefit from a more deterministic gthedule and file transfers could use a randomized

. schedule when not too many de erministic ‘slots are available. Surrounding wireless
© environment could include the topgllogy, prevalent traffic patterns, activity factors, schedules
numbus necdb, dnd Ldpdbl]lllb of nearby nodes. ‘The 5u1round1ng wireless enwronment'
: could also include netw01k facjors, such as the amount of congestion in the network and the

' ,condltlon of the’ netwmk in te_'_ms of latency, delay, and ]mer

In the above embodfmem the wireless terminal could choose a deterministic schedule

and a. tmt 1ntel -frame s ung for transmitting the first type of data. The wireless temnna]

-could also choose a ranl omized schedule and a second inter-frame spacing for Lransnnumg

the sccond type of ata. As noted above, inter-frame spacing is the delay between the
plev1ous ‘frame and fhe next tmnsnnssxon For example, the IEEE 802.11n standald defines
exaniples of inter-ffame spacing (IFS) in detail.

In the ahbOve embodiment, the wireless terminal - may choose a deterministic schedule
and a first co t’.é_:ntion window for transmitting the first type of data. The wireless terminal

a randomized schedule and a second contention window for transmitting the

82




10

15

1
C A

30

- WO 2011/153507 PET/US2011/039180

second type of data. Contention window is an interval of numbers frofm which counters can

be chosen to resolve contentions and collisions between wireless deviges. As noted above, the

In the above embodiment, the wireless terminal, e.g., f scheduler in the wireless
terminal, may choose a deterministic schedule and a figft transmit opportunity for
transmitting the first type of data. The wireless termina] may £Lhoose a randomized schedule,
e.g., an ERB schédule, and a second transmit opportunity fof transmitting the second type of

data. Transmit opportunity is the time for which a wirelesf device gets to access the wireless

channel and transmit frames. Transmit opportunity could also be measured in bits and bytes

instead of units 'ofv time. The IEEE 802.11n standard describes examples of transmit

opportunity in detail.

Figure 19 is a generalized diagrammatic viglv of an example of schedules for wireless
transinission& by wireless terminals in accordafice with an embodiment of the presently
described technique. In (his embodiment, schedule 1992 is based on a contention resolution
nlechan.ism known as exponential randomizgd back-off (ERB) that was described in part
above. Timeline 1993 shows the progressig of time. Previous frame 1990 could be a data,
control, or manégeynent frame. A distribfited-IFS (DIFS) 1994 may separate the previous

frame -and the first mini-slot 1996 in thjs’example. Further, in this embodiment, each mini-

. slot is mini—siot-time (MST) long. W In a wireless device needs to transmit a frame on the

“wireless channel, in accordance with the schedule 1992, it may choose a random (e.g., a
:‘_“pseudo random functlon) counter Vand counts it down- each time MST elapses In .some
_‘embodlments a Wneless dev1ce may only count down its counter when it perceives the
: --wireless ehdnnel to be available .1 s clear. The 1lluslrdted schedule 1992 is symmetric _between‘

- downlink and. uplmk as the‘ istrib_ution of potential IFS duration slots is generally equal

between the two dlreenons fe.g., there is an equal chance that any one of the IFS duration

' %lots will be qelecled foru mk or downlink trafficv.

In contrast to sc_ednle- 1992, schedule 1949 of Figure 19 is asymmetric and may be
used, e.g., by a sched / ]'v'er, to schedule different data in different ways. First 'minf-slot 1956
may be reserved for A first downlink transmitter, ¢.g., an access point or rclay in a multi-hop
network. Second n ni—slot 1957 may be available for any wireless device 10 use. Thus, in this
example, every otld mini-slot is resewed 101 one or more transmitters of downlink frames.
This is believ _d. to allow for various transmitters of downlink 11a1nes to use a more

deterministic fchedule, as explained further below. However, in some systems, any wireless
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device can access the channel in every even mini-slot. To resolve conyéntions and collisions,
wireless devices could use ERB to'select among the even IFS duratifn slots. This, in certain
applications, this is believed to make wireless devices transmitting /n even mini-slots to have
a randomized or pseudo random schedule. For instance, wirelessfdevices could use the even
mini-slots to transmit uplink frames. In other embodiments, inglead of differentiating traffic
based on uplink and dowh]ink directions, traffic may be fdifferentiated based quantity,
importance, desi_red quality-of-service, surrounding wlreless environment, network

congestion, network condition, queue-lengths, and throughput.

It should be noted that mini-slot 1956 is labelefl D1 and mm1 -slot 197'7 is labeled

that uses D1. One way to facilitate fairness betweeh transmitters of downlink frames is to
require the following allocation of traffic between 1 and D1* (or Dx and Dx*, where x is an
integer). Afler using mini-slot D1, the first doynlink transmitter may either wail for the

current round of downhnk transnnttcrs to hms or use D1*. Since D1* comes after DS, the

~downlink transmitter corresponding to D8 i able to get access to the wueless in a fair
manner, e.g., the wireless device using D1 floes not a]ways have an opportunity to p1 eempt

-those using D2-D8. Moreover, in this em odiment, the overhead of a few MSTs to facilitate

this fairness coexistence is not expected fo hurt the performance much. If in this embodiment

the first downlink transmitter uses D1¥, that first wireless device may not use D1 in the next

: ro'und. for downlink transmitters. 'us, in this example, the first downlink transmitter is
vrelative]y fair to other down_link_tr v 'émitter. Once an extra downlink slot (marked with a *) is

- used by a wireless device, othef wireless ‘de;vicéé can aSsumo that the‘c_urrent 'roond of
:' downlink transmiters is over a fd the next round is about to begin. In the next round, wireless

.devices can use their normal :_ "'wnlink, slots (i.e. slots without a *) to transmit frames.

Sd1edules 1901 an _19”)5 are other asymmetrlc schedules that can also be used. The

schedu]es ]90] and - ]9’& dlffer from schedule ]949 in the number of slots available for

downlink transnnsmons:ls 'rec_luced. ‘These schedules 1901 -and 1925 may, for example, be

uscd when-relatively f bw wireless dcviccs are transmitting downlink data.

Figure 20 if a generalized dtdgrdmmctttc view of cxamples of wnc]t,ss network
topologies in ac ,'lddnce ‘with an embodiment. Topology 2002 is an example of a 2-
dimensional single-hop topology. Each cube such as cube 2012 1eplesmts a base station and
the wireless ng w01k surroundmg it. If base stations in adjacent cubes use the same network

resources at fhe same time, they may interfere with each other due to clashes. To achieve a
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certain level of performance, adjacent base stations can be orthogonalizgd in time, frequency,
code, space, etc. Topology 2002 shows that 4 orthogonalizations coulg/provide a certain level
of performance and keep the cross-interference between nearby/base stations under an
acceptable threshold limit. Orthogonalizations 2004, 2006, 200§, and 2010 are shown in
different colors to reflect their use of different network resoyrces. Topology 2022 is an
example of a 2-dimensional multi-hop topology. Each parallelgpiped, such as parallelepiped
2028, represents a linear multi-hop network consisting of thljé or more wireless terminals. If

wireless terminals in adjacent parallelepiped use the san) network resources at the same

‘time, they may interfere with each other due to clashls. To achieve a certain level of

performance, adjacent base stations can be orthogonalfzed in time, fréquency, code, space,
etc. Topology 2022 shows that 2 01'l:hog0naiizaﬁons Could provide reasonable performance
and keep the cross-interference between néarby wirkless terminals under a reasonable limit.
Orthogonalizations 2024 and 2026 are shown in dffferent colors because to indicate that the

use of different network resources, e.g., time slgfs or channels. Topology 2042 is a common

-3-dimensional single-hop topology and uses 8 flifferent orthogonalizétions. Topology 2062 is

a common 3-dimensional multi-hop topology and uses 4 different orthogoha]iz‘ations. In -
wireless networks, spectrum is often limiteg Thus, excessive orthogonalizations may hurt the
overall capacity and spectral efficiengy of the wireless network. However, too few

orthogonalizations may lead to excessiye interference and clashes and thus hurt performance.

“assigned to segments of ‘the tgpologies shown in Figure 20, one may take. into account the

relative positions of the-'segl_véms and assign downlink a_ccordingly( For example, segments

Figure 21 igfa generalized diagrammatic view of wireless transmissions by wireless
terminals in accorflance with an embodiment. Schedules 2101, 2125, and 2149 are some-other
examples of asyfmetric schedules. These differ from asymmetric schedules shown in Figure

19 in that thgfy do not rely extra downlink slots (* marked) to facilitale fairness. These

=3
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schedules could be more suitable in certain situations, for instance, yhen it is desired that

certain access points or relaying devices are consistently prioritized ofer others.

Figure 22 is a generalized diagrammatic view of wireless/transmissions by wireless
terminals in accordance with an embodiment. Schedules 1701, 1725, and 1749 are some other
examples of asymmetric schedules. These can be thought of ag a hybrid of schedules shown
in Figure 6 and Figure 16. These schedules could be more suighble in certain situations.

Figure 23 is a generalized diagrammatic view of wfreless transmissions by wireless
terminals in accordance with an embodiment. Schedules 2501, 2325, and 2349 are some other

examples of asymmetric schedules. Schedule 2301 is An example in which downlink and
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11p1inkﬁmini-slotsﬁrrarewnotwirnterleavedw]ikewtherr——schedr eswinr——Figurer—r—l—Q;fPIQwever—;—to—e—xploit
asymmetry in topologies and traffic patterns, downlfnk and uplink may be decoupled in the
way shown in schedule 1901. Moreover, in some e¢fmbodiments, uplink mini-slots may have a
lower inter-frame spacing in schedules such as 2325. Lastly, in some embodiments, downlink.

schedules may not be deterministic in order tgfget reasonable performance. For instance, in

‘some systems, as long as they-are decoupled/both uplink and downlink transmissions could

be randomized as is shown in schedule 2349. Schedules shown in Figure 23 could hé more

suilable in certain situations.

Using the’ above cxamples, wifcless: terminals could adaptively switch from one

schedule to another schedule dependinf on topology, number, schedules, needs, activity, and

- traffic patterns of other nearby wigfless terminals. Beacons, control frames, management

frame, data frames, or other wigtless communicating signaling, such as the previously
described schedule-state signal, pfay be used o emanate topology, number, schedulés, needs,

activity, and traffic” patterns Hf nearby wireless terminals to other wireless terminals.

‘Moreover, wireless terminal :_‘ may cooperate and coordinate to converge to one or more

schedules based on at léaét _".ne of ':the following factors: quality of nearby sinks and relays,
quamity of nearby sinks and rélays; battery life, source of power, zivemge throughput,
bandwidth usage, bandw 'dth needs, béndwidth availability, type of device, level of mobility,
time of day, s‘ubscript"_)vn fees, user pr'ofile, non-cellular signal strength and quality, cellular

signal strength and ghality, level of wireless interference seen by non-cellular interface, level

=

ol wireless interferénce seen by cellular 'interface, number of hops (o a sink, current state of
the sccond devicg, current state of the first device, participation policy being used by the
second wirelesy device, participation. policy being used by the first wireless device, and

surrounding wireless environment.
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In some embodiments, request (REQ) frames may use a differefit inter-frame-spacing
than other frames, e.g., a shorter inter-frame spacing. An exampfe of a REQ frame is
depicted in Figure 32. REQ frames may be used by nearby nodes.fe.g., wireless devices, to
get a node to use ERB scheduling or use a less aggressive sghedule, e.g., to request a
transition from the schedule 1901 to schedule 1949 of Tigure/19. In some embodiments,
crowdsourcing of REQ fmmés and various requests from nearpy nodes could be used before
acting on requests, e.g., each scheduler may change the scheflule in response to a majority of
wireless devices requesting a transition to a more aggreghive or less aggressive schedule.
This, in some systems, is expected to increase robustness,/performance, and cooperation.

When asymmetric scheduling does not lead to ggod performancé and throughput, e..g‘,
when even the lease aggressive schedule does not provide enough IFS duration slots for
downlink-transmitting wireless devices, wireless tegminals may adaptively fall back to using
exponential randomized back-off scheduling. Depfnding on their needs and current network

conditions, wireless terminals in some embogdiments may adaptively switch to normal,

conservative, and/or aggressive schedules. Schedule 1901 could be considered more

aggressive than schedule 1949 in Figure 19 pecause wireless (erminals could potentially get -
deterministic slots to transmit more frequeitly in this embodiment, as the schedule provides
for more slots among which to select. M{ reover, higher transmit opportunities (TXOP) may

be prdvided to nodes that need more b ndwidth. In this way, nodes using deterministic TFS

~ duration slots could get different prigfiilies by using different TXOPs. TXOP uses a cyclic-

redundancy-check for each fragmegt even if continuously burst out or with reduced inter-
frame spacing (RIFS)?;which may pe less than SIFS, e.g., RIFS may approximately equal 9us
and SIFS h’my apprOximatély fual 16u§. This .could:imprové robustness, especially for
higher rates because more byt fﬁi‘e s_eﬁt through while using the same number of symbols (or
'XOPpP lime). In some em_b_.('ii_ments, wheh intérfering deterministic flows are allowed to i

happen in parallel, flows pising higher physical-layer rates may transmit more number of

~ bytes in the same amounf of time than flows using lower physical-layer rates. Thus, more

frame aggregation coyld be  needed for flows using higher physical-layer rates when
employing TXOP. "Iy s, having more frequent CRC checks for flows using higher physical-

layer rates could be fiseful.

The abovg/described embodiment may benefit from decoupling of the first type of
data and the s¢Cond type of data, .e.g., downlink an_uplink data. For .example, wireless

networks that fre used o access the Internet could have two types of data or traffic: downlink
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traffic and uplink traffic. Often, transmitters of downlink traffic are fewer in number than
transmitters of uplink traffic. For example, one wireless base station gould be serving several
wireless devices. In this example, the downlink direction is from the wireless base station to
the wireless devices and the uplink direction is from the wireless devices to the wireless base
staﬁon. Although there are often fewer transmitters of downlifik traffic, downlink Internet

traffic often tends to be heavier than uplink Internet traffic.

The above-described embodiment may allow nodes in the wireless network to
decouple the plane of competition for IFS duration slots between uplink and downlink traffic.

As a result, in some systems, uplink traffic competes with other uplink traffic and downlink

15
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traffic competes_with other downlink traffic_for access o-the-wireless-channel. Moreover;-the

few downlink transmitters can then coordinate and fooperate with each other to coexist on

“the same “wireless “channel. Furthiermore, adding Aleterminism o scheduling of downlink

frames is expected (o reduce contentions and cpllisions between lransmilters of downlink.

frames.. Also, dctcmnmsm is cxpcctcd to f rther reduce the penalties and overheads

‘assocmted with renansnnssmns Lastly, in fome systems determinism may allow more

_downlmk flows to happen in paral]e] allojving downlink transmitters to use the available

-nelwmk resources more aggresswely and f iciently.

Uplmk Intemet uaiflc is often 1 s heavnm than down]mk Internet traffic. Moreover,

the number of tldnsmltters for uphnk f dtfu. is often more than the number of transmitters for

* downlink uafflc Thus, it is often flarder to coordinate the several uansmltters of uplink

tlafflc in a chstrlbuted mannu wit low overhead. ERB may be used to resolve contentions

- - and colhsmns bctween uansmn els of up]lnk traffic in a simple and dlsmbuted manner.
- M(neover since uplmk tr affl(. ows will often be less heavy, wireless devices will not suffer

from the disadvantages ot E _‘B that oceur durmg high traffic congestion. Thus, the above-

descrlbed embodunem <,o d be useful in wireless networks that are used to access the
Internet sugh as smgle hop : br oadband networks and multi-hop cellular networks.

As mentioned by :fofe,AwAnerf héavier flows are.schedu]ed more deternlinistically, better
coordination and €00 __é'j'at.ion can be achilev‘é(l between transmitters of downlink frames. This
coordination and ¢ v-pcratib'n could ihcn.bc usced to allow multiple interfering transmissions
to happen in para el to ’impro‘ve the performance of wire]ess networks. However, the above
invention could fe used to ‘mitigate hidden node prob]ems (an example of which is described

below) by exp '1t1n2 the (Ietu minism of heavier flows.’
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Figure 24 is a generalized diagrammalic view of wireless tra niissions by wireless
terminals in accordance with an embodiment. In particular, the figufes describe the hidden
node problem and how it could be mitigated. Figure 24 only depjfts an example scenario;
however, the described techniques could easily be applied tof other scenarios with the
guidance of the present description. Event 2402 shows that wifeless device N1 can, in the
illustrated ‘example, only be heard by wireless device N2 and yireless device N4 can only be
heard by wireless device N3. Event 2412 shows that wire}fss device N2 can be heard by

wireless device N1 and wireless device N3, Event 2412 ajso shows that wireless device N3

‘can be heard by wireless device N2 and wireless device J4. In one example, that N1 and N4

are transmitters of downlink traffic (depicted by diregtion of arrows) and N2 and N3 are
transmitters of ilplirik traffic. And in this eiample, 1 uses the asymmetric schedule 2462
and has chosen the downlink mini-slot_ D1 to transmyft downlink frames. Also in this example,
N4 uses the asymmetric schedule 2462 and has chpsen the downlink mini-slot D2 to transmit

downlink frames. A request-to-send (RTS) nouf’ s a receiver that a transmltter wants to send

something to it in the near future. If the rebeiver thinks that it can receive subsequent

transmissions from the transmilter, the 1ey1ve1 scnd oul a clear-to-send (CTS) to the
transmitter. The transmitter may then send data frames to the receiver. If the receiver receives
the subsequent data frames correctly, _t 'may send an acknowledgment -(ACK) to the

transmitter. This plocedme is widely _Z_‘ed by the popular WiFi or IEEE 802.11n standard.

" :Event 2422 shows that N1 sends an R} "S to N2 in.mini-slot D1 and N4 sends an RTS to N3 in.

mini- slot D2. Event 2032 shows th»t N2 sends a CTS to N1 after receiving the RTS Note
that N2 is able to send a CTS to / betme N3 can scnd a CTS to N4 because N2 receives its

RTS before N3 receives its RTS _'Moreover N3 defers transmission of its CTS to N4 because

‘it does not ‘want o mterfele"wuh the- Uansactnon happeriing between N1 and N2. N3’s

LOOpeldtl()n allows N1 to se ddld frames to N2. Event 2442 shows that N2 sends an ACK

back to N1 after recewmﬂ- data coneutly from N1. N3 takes its cue from this ACK and

. mtelhgemly tlansmlts af TS back. to N4 |n deterministic downlink mini-slot D2 in event

2452. This mtelhgentlyl 1med (le]ayed CTS is labeled as iCTS in event 2452 of Figure 24. N4
receives this delayed 1S cmd resumes transmission of data frames that it had lined up for
N3. Since N1 used D1, in this example, the node N1 must use downlink mini-slot D1* for
any further downfink transmissions. Even if NI sends out an RTS in D1* N2 in this
embodiment may intelligently delay its CIS to N1 in order to cooperate with N3 and prevent
interfering will :.the transaction between N4 and N3. Tvﬁis is similar o Lhé cooperation from

N3 in cvent #432. Thus, the cxample of Figure 24 shows onc cxemplary scenario.in which
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at N1 is hidden from
1, N2, N3 and N4 are

the intelligent CTS helps mitigate hidden node problems. Please note
N3 and N4. Moreover, N4 is hidden from N2 and N1. Nonetheless,
able to cooperate and coordinate using the intelligent C1'S meghanism in this example.

Though. it should be noted that other embodiments do not nefessarily use this or other
intelligent CTS mechanisms. Another thing to note is that the ighelligent CTS mechanism, in
some embodiments, benefits from the deterministic schedule being used for downlink frames
by N1 and N4. When these downlink flows are heavy, hidgen node problems are mitigated
for the flows that need more protection. Intelligent CT. like frames may not always be
ith an indication (such as busy bit

that is set) that shows that currently the receiver cagnot receive subsequent data frames.

ith such an indication, it could in some

alized-by-ERB.-Severe -hidden-node -

When a wireless tcrmmal receives a CTS-like frame

embodiments_try _again later,without gelting p

30

problems may exist even when only -one {fl is heavy. When the heavy flow is

deterministically scheduled, intelligently timed JCTS like frames along with carrier sensing

.could be used to mitigate hidden node pro ems. Moreover, flows that could potentially

suffer from hidden node problems could copverge 10 a more deterministic schedule. Initially.

:RTS and CTS frames could help understa dmg the wireless-environment and beacons cou]d

help in esumatmg the topologies of nefrby nodes. Once a more deterministic scheduhm

strategy, is formed, use.of RTS and. TS frames could be adaptively reduced. Wi_re]ess

’ ler_minals could be allowed- to coopefate, coordinate, and coexist with each other using the
~ above inventi_on. Such cooperatiof could help the wireless terminals to -converge to a

schedu]mg strategy over tlme

In wireless 'networks usgll to access the Internet, often uplink transmissions consist of

‘ small frames such as TCP :(‘Ks Aggregating small flames such as TCP ACKs, before

transmitting can 1educe lhe "umbel of uplink transmissions LOHS[(]GIab]y Such agglegatlon-‘
may be perfoimed, for ins fince, by the dbove described scheduler. This is expected to help in
reducing contentions ang/ COHISIOHS between. transmitters of uplink traffic even during times
of heavy usage. Such f Fame aggregation could have a size cap and/or timeout. Ior example, '
SIZB cap may be d C1ded to keep the probability of frame conuptlon be]ow a u,rtam
threshold. For exalv_ ple, timeouts may ‘need Lo be carefully nnp]ementbd when aggregating

sma]] hamcs sucif as TCP A(,Ks to prevent TCP’s congcsuon control hom kicking in.

In somefembodiments, a transmitter of heavy traffic rclative to other wircless devices

in a wireless fietwork may receive more deterministic IFS duration mini-slots depending on
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queue-lengths, bandwidth needs, average throughput, and peak throughput. RTS and CTS
frames help h]iti gate the hidden node problem in random access wirelgss networks. However,
it often takes much longer than a mini-slot-time to receive and acifupon an R'TS. This may
lead to a reduction in benefits of using RTS and CTS frames. Thefabove-described technique v
may be used to design asymmetric schedules that increase the befiefits of control frames, such
as RTS and CTS frames. Foi‘ example, one way to design andfise such schedules is too keep
transmitters of heavy traffic that are wirelessly near each otjier to also be near each other in
terms of the assigned downlink mini-slots in the asymyfietric schedule being used. Two
wireless devices are wirelessly near each other if wransmigsions from one wireless device can

often be heard with high signal-to-interference-and-nojse-ratio (SINR) by the other wireless

- device. Referrihg ,to. sehedu]e 1949 in Figure 19, two fransmitters of downlink frames that are

wirelessly near each other could use adjacent downjink mini-slots D1 and D2. Since they are
wirelessly near each other, their 001respond1ng nefworks may suffer from fewer hidden node

and cell-edge user interference problems be ause of each other. M01eove1 two other

-transmitters of (lo_wn]ink frames that are wirefessly far from each other could use downlink

mini-slets that are far away from each othgr in time, such as D1 and DS. "Con*esp(')nding :

networks of downlink transmitters that arf wirelessly far from each other may suffer from

more hldden node and cell-edge user int frference problems. Such lar ge separation in time of :

downlmk mini-slots allows control _ame@ such as RTS and CTS, to be used more

N elfectively. Another way to séparatefhe deterministic mini-slots in time of transmitlers that

are wirelessly far is to fill several raidom access slots in between.

An. examp]e of a ’panicu ar implementation of a partial]y~detemlinistie asymmetric

~ scheduler is described below w'v_ h refelenee to three modules that may be executed e.g.,ona-

CPU of a wneless device, to/ nstantiate a schedulel or may be embodied in haldwaxe form,

e. g as apphcauon speuflc nteglated c1reu1ts to form a scheduler. The exunp]ary.modules '
are & main 5eheduler M s speudl downlink scheduler (SDS), and a downlink schedule
finder (DSF). “The MS y ay coordinate schedules for both downlink and uplink {rames. The
SDS, in this example, _‘.A_'l.ay be called by the MS and provides an II'S duration slot to schedule
the U’cll]SlTllSSlOn of afdownlink frame (e. g a data frame). The DSF of this embedimem -may
be called by the SPS and may select. the downlink schedule, as desunbed below. Each of
these modules n .y in hardware form or-may be stored in the form of code stored on a

tangible machipk readable media, e.g.; flash memory, and when this code is executed, it may
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cause a CPU of a wireless device to perform the processes described Welow and attributed to
the MS, the SDS, and the DSF.

The following pseudo-code is an example of a process thaf may be performed by the

MS module of a scheduler in accordance with the present embodjfnent.

while ¢
iDL

10

ihen
yror = eryor + 1
nise
veturn SUCCESE
etud i :
ifs DL == SDS_ghet DLIFSCOLLISION Y
emsd whils
’\ ”"}Fx X.{ic" _

DL BECOVERY TIME;
= NoDLTX Flag — i

ed i
grror =

while ar

SEPar =
RET
ety
enst if /.
end whifie
s‘,ei:l.xm,- FAILURE;

SUOCESS,

'The’MS' of the pf _*’én"t embodiment schedules uplink'and downlink frames. The

' plO(,bSb dbOVL is-an over, ILW of an example of this process. As shown in the pscudocodu

above, 1f a framu is a vownlmk hame then in response, the scheduler of this etbodiment
uses the IFS durauons;amed ifsDL, which is provided by the SDS described below. The IT'S '
dmann n‘sDL may e a deterministic (lownlmk slot, e.g., a IFS duration slot reserved for
downlink trdffl(, 8., in the schedule 1901 of Figure 19. This deterministic downlink slot
may be the windgw resewed on the wireless network for transmissions by the wireless device
executing the pfesently described procéss. The MS may ity to transmit thé downlink frame in

the IFS durat'on-(lesignated by the ifsDL value. If the scheduler succeeds, e.g., there is no
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collision and an ACK frame is received from the device to which the Aframe was addressed,
the process above moves to the next frame. Otherwise, in this exanyple, the MS module of
the scheduler may request the ifsDL value again from the SDS andftry to transmit the frame

again.

In some instances, retransmissions may keep failing foccause of relatively heavy
uplink traffic exists (e.g:, carrier-sensing often senses the wfreless channel to be busy) or
relatively heavy downlink traffic exists (e.g., carrier-sensingfoften senses the wireless channel
to be busy or collisions occur with downlink transmissiofis). -The MS module may keep a
count of the number of failed transmissions, e.g., the nyfmber of failures within a given time
period, rsuch as over the previous 30 seconds, for instahice. As shown in the pseudocode for
the MS module, after a threshold number of failyfes, labeled MAX_DL_FAILURELS, is
exceeded, the MS module may enter a recovery jhode, designated in this embodiment by
setting the variable NoDLTXFlag to DL_RECO ERY_TIME. In response to this change, -
the failed frame may then be scheduled ybing ERB, which may be handled by a

'UL_TX_Trame module, which is an example of an 802.11 random access scheduler. In this

example, for ever‘y successful downlink tragsmission in the recovery mode, the MS module
may ececrement the NoDLTXFlag coun r In response (o (his counter fallihg below a
threshold, c.g., 0, tlﬂc MS module may J£ave recovery mode and continue to operate with‘va
partially deterministic asynﬁnetric sche iﬂe, such as schedule 1901 or 1949 of Figure 19.

| Below is an example of an/SDA moduie of the present embodiment. Again the
pseudo-code sh'own below describgs a process that may-be performed by hardware, such as

an application specific integratedfcircuit, or by executing code stored in a tangible machine

‘read able media.
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SDSCollisions may be

else il mx}u\:\-_. )Nv_i
then

e denmERETVE

_Completa(d == TR

iiwu /
DL Schadule Rejle
reiurn DL _FEA £

In this e111bod_i1nent—§ thé _'6cess above performed by the SDS module may be initiated

by the MS module calling the | -_" S module and in 1esponse the SDS module may p10v1de an

'[l*S durauon slot to the MS Y odule. ‘The SDS. module receives as an input the value labeled

thtate from the MS ‘mog u]c which in this embodlment indicates whether a CO]hSlOIl
o_ccui*red_whi]e using an ,I S duration slot previously p]OVlded by the SDS. The value labeled
stanc vanabh, that tracks the occurance of such collisions, e. g.,if a
collision did occqr,‘ tl s SDSCollisions value may be incremented and il a collision did not
occur, the SDSCo i.sions' value may. be decremented. The MAX'_C()LLISI()NS and
MIN_COLLISIONS values of this embodiment are thresholds for maximum and minimum
collisions i‘espeé 1vely, Lhiresholds which if ‘exceed cause the SDS to request a shift to a more
or less aggresgive schedule, as deséribed further below. A wireless device may, in some

embodimenty, be in a sleep state during the transmission of subsequent frames. In the cvent
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that this duration is relatively long (e.g., longer than 30 seconds, or soje other duration that
is adaptively determined based on the circumstances), as determined /oy the function labeled
DL,_Schedule_Fresh returning a value of false, the SDS may form A new schedule using the
DSF module described below. In the event that DL_Schedule_Frfsh returns a value of false
or in the event that SDSCollisions exceeds the MAX_COLLJSIONS threshold, the SDS
module may request a schedele from DSF and pass value of WORMAL to indicate the level

of requested agglessweness

Otherwise, in this embodiment, the SDS module/proceeds to query memory for a

values stored in a data structure labeled Request_Tableffor any requests from other nearby

wireless devices.‘ These requests may be in the foyn of REQ frames and may express
requests from other wireless devices for.more or ess aggressive schedules or for ERB
scheduling. The Request_Table may be updated edch time a REQ frame is received. If the
same type of request, e.g., 1'eqUesting a more vaggressive schedule, is received from a
threshold number of wireless devices, ¢.g., a fnajority, the request may be granted. For
instance, the SDS may transition to ERB schefluling in response to the receipt of a sufficient
number of 1'equeslt's,ve.g.,._ more than some t _"eshold, such as.'a majority, from other wireless
devices to move' (o ERB séheduling. Siny 1:lvarly, in this elllbodiiilenl, the SDS module may

call the DSF module with a rcquest hayiﬂ g the string "CONSERVATIVE" as a parameter to

~ request a more conservative schedulefif enough requests have been received for such a

“change. Additiona]ly, in this embody hent, the value of SDSCollisison may be decremented

below the MIN COLLISIONS th >eh01d e.g., when there is 1'ela‘tiv-e1y few other active

, _.wueless devmes in the Wuelebs ng W()lk and in’ 1esponse the SDS module may call the DSE
" module and pass the smng' "A’:.- GRFSSIVE" as a palameter 10 request a more aggressive
schedule. Thus; m this emb _,_'1ment the schedule1 may dynamically adjust the numbe1 of

' detemnmstw IFS dur auon s]‘ vts Or transition to or from non-deterministic ERB scheduling in

1esp0nse to the exxstmg nej vork traffic, e.g., a high collision frequency or requests froni other

- wireless dewces

Altcmatwcly '_ thxs embodiment, 11 none of the above condmons hold, the SDS may
continue usmg the eg abllshed schedule. To facilitate fairness, the SDS module may wait for
a complete round ¢ ' downlink transmissions before reusing is selected IFS duration slot, e.g.,
as described aboyt with ref_erence o slots D1 and D1* in Figure 16. This extra IFS duration
is expressed in fhe SDS module with the label DL_IFS_OFFSET. Thus, in this cxample, a

wireless devigf waiting through the current round of downlink transmission to complete may

=4
o




WO 2011/153507 PLT/US2011/039180

use wait for a duration of DL_IFS_OFFSET + DL_II'S_BASE, fvith the latter value

corresponding to the wireless devices slot in the cycle.

In this embodiment, the DSF module may be called by tfie SDS module to find a
downlink schedule. An example of a process that may be perfofmed by the DSF module is
shown below. Again the pseudo-code shown below descylbes a process that may be
performed by hardware, such as an application specific intefrated circuit, or by executing

code stored in a tangible machine read able media.

11 (.mu;
TRUE Thz, i
Rerost-43
else if I8 }3’ T‘Lt‘ $
Request_BRE_Swity

10

" of beacons ﬁom other

st i
retagryf

In this examp]e th / DSF module may maintain a data suuuum in memory labeledA
Beacon_Table i in which i formatlon from received schedule-state mgnals ¢.g., certain typt,s
neless dev1ces is recorded. For instance, the Beacon_Table may
associate an 1dent1ﬁe1 of other wireless devnces with a value mdlcatwe of a downlink TFS
duration slot used by those other wireless devices. The IFS duration slot used by the other
devices may be engoded in the schedule-state signal or the IFS duration slot may be observed
by measuring the time bétween frames transmitted by other wireless devices. Further, the
received schedyfle-state signals may encode an identifier of the type-of schedule being used

by the other yireless devices, e.g., ERB or the number of deterministic downlink slots. The
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type of schedule in use may also be recorded in the Beacon_Table ghd associated with a
device identifier.

The DSF module in this embodiment may query the Beagon_Table to retrieve the
schedule and topology information about nearby wireless devigks. If the schedule is too
crowded, e.g., if all IFS duration slots arc taken by devices thatfare relatively close, the DSF
module may respond by tequesting a-change of wireless chagnel. Or if the query indicates
that other wireless devices are using ERB scheduling, the DSF module may transmit a
request to switch to ERB scheduling. Otherwise, in this gmbodiment, the DSF module may
use the function labeled Wireless Env_Monitor to retriefe informutionv about existing traffic

patterns, €.g., whi-ch,down]ink IFS duration slots are unfised.

Then, in the process described by the above peudo-code, the DSF may call a function
labeled Calculate_Schedule to populate the varigble labeled new-Schedule based on the

number, schedu]es topologles and traffic patteryls of nearby nodes, e.g., according to one or '

more of the above described deterministic gr asymmetric scheduling techniques. The

Calculate_Schedule function hwy sclect the schedule also based on an.input labeled
threshold, which may be a signal strengt 'énd quality score that indicates which wireless
dev1cee should be comldeled sutflcxevtly wirelessly distant for purposes of paral]eliv
tlansmlssmns .8, shanng IFS duratioyf /$lots. The value of threshold may be modulated in

response to a request for a more oyf less aggressive schcdule For instance, in a more

~aggressive mode, wueless devices 1ay be excluded from consider ation for sharing an IFS

duration slot only 1f they appear to_ ave a 1elat1ve1y high signal strength an slgna] quahty

The'DSF modu]e of the rcsent embodunem thus returns a schedule that, in s_ome use

- cases, schedules downlink a_'ii"-upliuk ‘traffic asymmetrically, with uplink traffic being

scheduled b'ised on a randov_li or pseudo random. schudule component and downlink tralfic "’
being scheduled based on jc ablhty of the network to support parallcl transmission and thc

ava1]ab111ty of detel mxms__' c IFS du1 ation s]ots

From the abovy cxamples it should be apparent that some of the plescmly dlsclosul
techniques are appli "ble to many kinds of wireless networks: smg]c,-hop cellular, multi-hop
cellu]ar, pee'r-to—pe fr single-hop, peer—_toﬁpcer multi-hop, etc. However, while media access
contention overhfad is e);pected to [acilitate the operation of wireless networks, . other
technivquesvmay,be used to further j_mprove,vthe opera_t_ika of such networks. For instance,

some multi-hgp hybrid cellular non-ceilular systems may use other techniques Lo use wireless
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spectrum even more aggressively. In such systems, it is expected that tfere will be a lot more
wireless traffic relative to non-multi-hop systems because of additjbnal hops and wireless
links; thus aggressive use of spectrum may be particularly degirable in some of these
embodiments, though the present techniques are not limited to Systems that use spectrum

aggressively.

Two ways of using wireless spectrum more aggressively are reducing idle time of the
wireless system and getting more spatial reuse in the wreless network. While tightly

controlled wireless networks do a reasonable job of redyting the idle time of the wireless

' system, there is a need in the art for reducing the idle tjfne of the wireless networks that are

sistance-froni-a-centralized-authority:
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gelting more spatial reuse out of the wireless

“and powers accordingly.

- embodmlents may-detect rco]hsxons bz

more decentralized and may have-only-little-or-no-a;
However, reducing the idle time of such wirelesy/systems may lead to more collisions

amongst wireless.frames that are transmitted simulfaneously by different devices. Moreover,

etwork, in some systems, is [acilitated if.

cellular base stations and wircless devices deteef collisions and adjust their transmission rates

When wneless devices share. the savle IFS-slot or otherw13e transmuit in parallel, it is
helpfu] if each wne]ess dev1ce 19 capabld of determining whether its transmission prevents
the other wireless dev1ce s u ansmissions/from being received, e.g., due to a collision. Certain

/ ed on-snooping-(e:g= rewlvmg a-frame-transmitted to

* another wne]ess device) ‘acknowled _ ment frames (ACK) transmitted between other wireless
' dev1ces In pa1 tlcular co]]mons n y be detected based on changes or the absence of changes
~-in sequence 1(lent1f1ers (e. g nuny ers)', e.g., the sequence identifier may be 1ncrememed by a

. tmnsmutmg devme when an ack owledgement frame is sent to indicate the successful receipt

of the transmltted data tral,e or as another examplc the sequence identifier may be

mcremented by the IBLGIVI dev1ce-m the acknowledgement frame. The snooping wireless

' dewce may momtm thv_ sequence identifier (e.g., from the data frame or from" the

aLknowledgemenl fran:) belme qfler or during parallel transmissions and ducrmmc
whcthu the snoopm f wm]uss device causcd a collision in a transmission_between other
wneless devices. Iv response (o a detected LOlllSlOn, the snooping wireless device may
change an attribut V_fbf its transmissions,r e.g., by a decrease a power level of transmission, use
a lower data rat of transmission, change an inter-frame spacing duration slot. In some
cmbodiment, igfresponse, the shoopi‘ng‘ wireless device miay request a change in the attributes

of transmissighs of other wireless devices, e.g., by requesting a change in schedule.
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As an example, Figure 28 is a timing diagram depicting tfansmissions between
wireless devices N1 and N2 and transmissions between wireless defices N3 and N4. The

illustrated scenario is exemplary of a sequence of transmissions j which a collision may

“occur. The transmissions may be via a non-cellular interface. N1 and N3 may transmit in

parallel, as shown by the Data 2 and Data 3 frames, and N3 may include a collision detector
that performs a process for determining whether the transmisfion of frame Data 3 causes a
collision with the transmission of frame Data 2 to N2. To tjis end, the collision detector of

N3, e.g., a module operating as part of its non-cellular/interface, may snoop exchanges

‘between N1 and N2. If N2 successfully receives frame Data 1, N2 transmits and

acknowledgement frame (ACK) to N1. The ACK siggfal may include a sequence identifier
from the frame 'Da,ta‘ l,‘and N1 may incremerﬁ the segfience identifier in response to the ACK

sighal indicating successful receipt. If the ACK signal is not received, NI, in thi_s |
embodiment, does not increment the sequence idefitifier, and the same sequence identifier is

used to re-transmit the frame Data 1. N1 mayfuse the same procedure to transmit Data 2

N3, by monitoring the sequence identifiers or fhe ACK signals (e.g., ACKI and ACK4), may

determilne whether it has caused a collision jhat prevented the receipt of signals from N1 to-

"N2,e.g., of frame Data 2.

ln some. mstanccs however, N3 fmay not successfully snoop ACK2 from N2 to N 1

because N3 receives an acknowledgel £nt ACK3 from N4 at approximately the same time.

+ Indeed, N3 may miss sever al consecyftive acknowledgement signals (or the absence theleof)'
" “between NI and N2. In this embofliment, N3 may be capable of inferring a collision even
_wheﬁ it 111isses ‘an ackﬁoW]edgeJH nt frame or fails to detect the absence of such a frame, eg '
_ 4due to its recelpt of an ACK fraA 1e at the same time or due to transmission of a data frame at:

- the same i me.

The eolhslon detect / - of N3 may be configured to snoop the signal ACK1, store the 'A

scquenee ldenuﬁe] of A .K] in_memory, and use this value to determine whethel the

" transmission 01 frame DAla 3 eaused a collision even if N3 misses ACK2. For instance, the

collision detectm of N_, may $noop a subsequent acknowledgement tramc ACK4 between the
other, wifeless devicgs N1 and N2 and infer, based on a difference between the sequence
identifiers of ACK/ " and ACK4 whether frame Data2 was received by N2 or whether the
transmission by J 3 caused a collision and prevented the reception of [rame Data2. The

coniparison may be performed pursuant to the collision-dctection processes deseribed below.
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In order to use the scarce wireless spectrum more aggressively, some embodiments
may reduce the number of collisions and detect collisions relativelyfreliably using some of
the techniques described herein. In one embodiment, a process fi r sensing collisions in a
wireless network is provided. The process may include a first wigfless device sending a first
data frame to a second wireless device in a first time slot, whegin the first data frame may
also include a sequence number. The second wireless device ay send a second data frame
(e.g., an acknowledgment, ACK, signal) to the first wirelesg device in the first time slot to

acknowledge successful receipt of the first data frame, whefe the second data frame may also

“include the sequence number from the first data frame./ In this embodiment, the sequence

number may be changed by the first wireless device if fransmission of the first data frame to

IS

-wireless device, e.g., the third wireless devj

the second wireless device in the first time slot is sucgessful. However, the sequence number
is not changed by the first wireless device if transmifsion of the first data frame to the second
wireless device in the first time slot is unsuccessfil. Moreover, a third wireless device may

listen to the sequence number in the first time slgh from the first wireless device or the second

‘e may receive the associated transmissions

betweén the first-and second wireless device,'. The process further includes the first wireless -

:dev1ce sendmg a third data frame to the segbnd wireless deviee in a second time slot, wherein

the third data fr ame may also include thefequence number. The second wueless dev1ce may’

send a fourth data frame to the first wj 'eless,,,dewce,,m the second time slot to ,ackno_wledge

[ ]
V]

30

" successful receipt of the. third data frfime, where the fourth data frame may also include the

sequence number from the third dgfa frame. In this embodiment, the sequence number is

changed by the first wireless deyice if transmission of the third data frame to the sécond -

wireless device in the second tighe slot is successful.- However, the sequence number is not -

- changed by the-first wireless fevice if transmission of the third data frame to the second

wireless dévi'ce in the séco __fltime slot is unsuccessful. In this example, the third wireless
device does not hsten to, ¢fg., receive, the sequence number in the second time slot f10m the
first wneless devncs ort swond wm,less dLV]LL Next, in the pregently exemp]aly process,
the first wireless devic _ may send a fifth (lata frame to the second wireless device i in a third
time slot, where the fi ‘ ifth dam frame may a]so include the sequence number. »lhe second
wireless device may send a sixth data frame to the first wireless device in the third time _slét
to acknowledge s .“cessful receipt of the fifth data frame, where the sixth data frame may also
include the sequfnce numbu from the flfth data frame Thc sequence number is changed by
the first wirele, Sdevncc il transmission of the [ifth dala llame o the second wireless device in

the third timg slot is successful. However, the sequence number is not changed by the first
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wireless device if transmission of the fifth data frame to the second pireless device in the
third time slot is unsuccessful. In this exemplary process, the third wfireless device listens. to
the sequence number in the third time slot from the first wirelgss device or the second
wireless device. Lastly, the process includes the third wireless dgvice deciding whether the
third data frame was successfully sent by the first wireless dgvice to the second wireless
device in the second time slot based on the value of the sequente number in the first time slot

and the value of the sequence number in the third time slot. |

Using the above-described process; even though fhe third wireless device was not

listening during the second time slot, it may still detfct any collisions between the first

wireless device ahd_ the second wireless device. In thfe second time slot, the third wireless
device may send a seventh data frame to a fourth wirgless device. Then in the third time slot,

the third wireless device may listen to the transmispion between the first wireless device and

the second wireless device and may determine whbther the third wireless device had caused a -

collision in the second time slot, e.g., whether gfcollision was caused by transmitting a signal

from the third wireless device that interfered ith the exchange between the first and second

wireless devices.

If the third device determines thatfit did not cause a collision in the s'econd timeslot,
then in response third wireless devicef may continue to transmit in pa1a]lel with the first

w1reless device at the power and ratefof transmission with Whl(,h the third wireless device

" was currently transnntung data. If ghe third wireless devices did cause a collision, the Lhnd'

wireless dev1ce may adjust its rate and power to find -a suitable match that wou]d allow both

“wireless ﬂows to go- on in para ‘e] e.g., the tlnr(l wireless (lev1ce may decrease the rate at
~which it trdnsmlts ddtd or p p()wel with which it transmits data in responsc to a

, detenmnatlon that a prev1ous firansmission potentially caused a colhslon thh a transmission.

between the fust and seco_ d wue]ess devices. In some embochments the third wireless
dev1ce may a]so cause th fnrgt wireless device to adJust its rate and powe1 to fauhtale co-
exislence, e.g., by transyf mmg a 31gnal such as a REQ frame, requestmg such an ﬂdjuslmenl
to the mst wuclcss dcv ce. Morcover, in somc embodunents in rcsponsc to the collision, the
wireless devices ma try to establish a new media access schedule if concurrent access is not
feasible, ¢.g., the § gnal transmitted by the third wue]ess device in response to the detecuon
of a collision may be received by the other wireless devi_ces, and each of the wireless devices
may adjust the ficdia access schedulé in response. In some embodiments, this technique may

be used to improve spatial reuse of the wireless channel, -though not all applications
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necessarily provide this benefit.  Principles of the present embgdiment may also be
particularly useful in scenarios where the same wireless spectrun is used for uplink and
downlink traffic. It may also be useful for devices that can either tfansmit wireless frames or

receive wireless frames at a given time.

‘The sequence number could be only one bit in length! It could also be a positive
integer that wraps around cyclically, e.g., a number that is feset to zero when incremented
after it hits its maximum value. Existing literature sometirfes classifies wireless frames into
data, control and management frames, as discussed abgfe. In this document, we use the

phrase data frames to include all types of wireless frafies. In some embodiments, nearby
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wireless,,devicesWmaymuse——]isteningmandr—collision-dete ion-mechanisms;-e.g:;-versions-of-the
embodiment described above, to gauge the presence And absence of expected wireless frames
on the wireless channel, e.g., to infer thét a collisigh has occurred based on the absence of an
expected frame or that a collision did not occyf based on the presence of a frame. The

wireless devices may then use this informatiof about the presence and absence of wircless

frames to' decide whether to transmit and/or alfow transmissions in the successive time slots.

A version of the present techmqu 'is- illustrated by the following example. In an
exemp]ary transmlssmn process, the seqpfience number is chdnged sequentla]ly by the flrst

w1reless device each time a transmissjon to the second wireless device in a time slot is

7 fsuccessful e. g.-in-response-to-the r Leipt of -an- acknow]edg:ment signal-from-the second
* wireless device. Further, the sequénce number is not changed sequentially by the flrst
wireléss device each time a trang iission to the second wireless device in a time slot is -

- unsuccessfui, e.g., in fesponseto the absence of an acknowledgement signal frém the second

.- wireless device within a periodfof time. The third wireless device may decide whether a data

frame, e.g., the third data fr 1¢ in the above description, was successfully sent by the first

wireless device to the seconfl wireless device in the second time slot based on the value of the

* sequénce number in the fi _st time slot and the value of the sequence number- in the third time

slot. In this exéxllple, _ nce’ the first wireless device sequentially i‘ncvremen‘ts the -Sequehce
numbser, the third wirgless device may decide that the third data frame was unsuccesstul-in '
the second time slot ff the value of the seguence number in the first time slot and the value of
the sequencé numbgr in the third time slot cyclically differ by one. The third wireless device
may also decide f a the third data frame was successful in the second time slot il the value of
the sequence nymber in the first tinie'slot and the value of the sequence ‘number in the third

time slot cyclj ‘val'ly differ by two.
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In some embodiments, N3, the snooping device, may include afollision detector that

performs a process shown by the pseudo-code below to detect colligfons. The pseudo-code’

may be encoded as a computer program product on a tangible machfne readable medium of a
wireless device or, for example, hard wired into an integrated ciifuit, such as a non-cellular
interface, of a wireless device. The pseudo-code igcludes a module named

Channel_Measurement that is configured to snoop acknowledgment signals from exchanges

between other wireless devices and infer the sequence nungbers from missed exchanges or

exchanges that were not monitored, e.g., because the othef wireless devices are exchanging

acknowledgement frames at approximately the same tifie as the wireless device with the
Channel_Measurement module receives an acknpwledgement frame. Using the
Channel_Measurement module, in some embodimgnts, the wireless device may snoop,

transmit, then snoop again to determine whether thefransmission caused a collision.

Channel Measurement(r,; "

eldS FQ P = Get_Next_SEQ_DBi);
while | do

sur Fou: = TX_Frame(i, .. oo b
- = {Ger Next_SEQ
1t == —~1 il new
o == NO_ACK ther
== MAX_POWER the

::':}., 0

SECQ R then

n
emd if
:Ezl'--’m.-;-* = zg}'-’;m:" + 1
else
retarn
enud i
clse
refurn th
enl if
SldREQF = new S EQF.

end while

‘InA one embOdimémﬁ, ﬁebldSEQBit may store a sequence identifier from'a previously
snooped frame, e.g., from ‘A'CKI br Data 1. In one embodiment, the se'quence identifier is a
single bit, though it may/include more bits in‘othef embodiments. The module may than call
module TX_Frame to 'ransmi.t a frame, e.g,, Data 3 in Figure 28, After transmission, the
module of this embg/diment may $nOop a another sequence identifier, e.g., from Data 4 or
ACK 4, and store jh newSEQBit. The module may then determine whether a collision was
causcd by compafing newSEQBIt 1o oldSEQBit. If the values indicate a collision, then the
module may adjfist an attribute of transmission from the:wireless device, such as those above,

including the lchedule, the data rate, or the transmission power. For instance, in the scenario
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of Tigure 28, with a 1-bit sequence identifier, the module may determing whether newSLEQBit
is equal to oldSEQBit and infer that a collision did not occur, asfthe sequence identifier
completed a cycle from 1 to O to 1 or from 0 to 1 to 0, for instancg. In other embodiments,
the sequence number may have more digits, e.g., 2 or more pits, and the module may
determine whether newSLEQBit is equal to oldSEQBit plus one jhcrement to detect whether a

collision did occur.

In other embodiments, the sequence identifier may Jfe increased in length to increase
the robustness of the collision detection. Also, in sbme. embodiments, the snooping

techniques may be variations of those described abovg to make collision detections more

collision detection in certain depicted topologies.

The number of wireless devices is exploding. As the number of wireless devices -

grows, the number of types of wireless devices 7 also growing. There are several different

Lypes of wireless devices that are participating jn wireless networks.  Each device has its own

limitations and capabilitics. For example, gome wireless devices may be plugged into an

electrical outlet, while others may be powgred by batteries. Some wireless devices may be

‘powered by a battery of higher capacity And some may be powéred by batteries of a lower

capacity. Some wireless devices may yktally be carried by human beings while others may

usually-not-be-carried-by human beings. -Some wireless devices may be installed in vehicles

~ while others may not. Embodimeyfs of the plesent techniques may differentiate between

types of wueless dev1ces

In another embodlment /2 plocess f01 dlfferentlatmg between wireless devices is

- provided,  The. process’ may-_nclude a first wnreless dev1ce sending, e.g., transmitting or

broad(,aslmg via its cellular{ or non-cellular mtexlace a data frame, where lhc dala frame
mc]udus a typc, field.” A {_'cond wnc]css device reccives the data frame and concludcs the
devme type: of the first A 1re1ess dev1ce based on the type field mdudcd in the data. = As
mentioned befme by _data trame we mean any type of wireless frame. As an example, the
wireless frame Lou]d _ he a beacon that is _broadca_sted by wireless devices using a (hs[rlbut_ed
beaconing mcchaniA . As an example, the type ficld could represent the following device
types: wireless d hice ‘arried by a human being, wireless device not carried by a human
being, wm,]a,ss‘dewce camed by an ammal \wrdess device not caumd by an animal,
wireless (h,vu,' embulded in a vehldc wuekss dwlce not embeddéd in a vehicle, wireless

device curreptly plugged into power, and wireless device curréntly not plugged into power.
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In a wireless network with different types of wireless devices, device type information will be

“useful. In multi-hop cellular networks, such information is partifularly useful because

hopping decisions could be based on such information, as discussgd above, though not all
embodiments perform the presently described process. For ejample, a wireless device
powered by a larger battery may be a better hopping choice as gpposed to a wireless device
with smaller battéry. As is evident in this example, this will penefit both the device that is
hopping and the device that is being hopped on. Additfonally, one of our previously
mentioned related embodiments of the present inventi empower wireless devices to
individually allow or disallow hopping based on certainfactors and the current state of the

device.

~ In some embodiments, the device type field mjay indicate whether the device is of the
sort that would be carried by a human, e.g., a cell pjfone or laptop, and this field may be used
lor hopping decisions. For example, a wireless defice may determine that its device type is a

human-borne device type and adjust the above, ncntloncd threshold factors for determining

'whethel to hop off. another device to make it pfore hkely that the wireless device will hop off

another device.. In some embodiments, thfs may tend to teduce the amount of electro-

magnelic radiation the person operalmg th _'wlreless device is exposed to, as w1reless devices

arc ¢xpected to transmit at lower power yhen hopping of an intermediate device relative to a
direct connection toa ce]lular base-stati fn.
Pnnmp]es of the plesent inveghtions could be used for several applications, such as

eonsuvmg enelgy, facxhtatmg v vlcular' wraffic flow at a traffic intersection, etc.. An

exunplaly process ’2500 is (lep'__v ted in F1gu1e 25A and an exemplary embodiment of a

‘wirelessly LOH[IO]]L(J dpphdnce 5’70 hdvmg a wireless device 2522 and a controller 2554 is

shown in Plgme 95B F01 i _'tance ‘the wireless device 2522 may be coupled to electrical

apphanec conuo]lel ’)5”4 ,hele the wireless device 2522 that receives a frame mdmauna

devnu, type may detec[ th .devnce type of-a first w1re]es9 device 2518 based on the type held

" included in Lhe lmme af shown in s(ep 2510. The [rame mdleatmg device lype may be a

beacon, such as a nod v-state mgna] Wthh may be received via non-cellular interface of the
wireless devxa 9522 / F he second w1re1ess devxce 2522 may then, in response, turn electrical
appliance 2520 on fr off based on the detected device type of the first wireless device 2518,
as shown in stepsf2512 and 2514. For example, il the first wireless 2518 is a wireless device
that is usually dhrricd by a Human béing, c.g., a ccll phone, and recently became wirclessly

visible to the flectrical appliance controller, the electrical appliance controller could turn on
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the lights, HVAC, adjust a thermostat, unlock a door, etc. The electricAl appliance controller
2524 may continue to monitor transmissions by the first wire}ss device 2518, e.g.,
periodically, e.g., every 100 milliseconds, and if the electrical applfance controller continues

to detect the presence of the first wireless device, it may/take no action, in some
embodiments. Similarly when the wireless detection mechanisnf times out, e.g., the electrical
appliance controller ceases to receive transmissions from the first wireless device, and is not
renewed, the electrical appliance controller may turn off the lights, HVAC, adjust the
thermostat, or lock a door, etc. In some embodiments, the £lectrical appliance controller may

ignore other wireless devices that are usually not carriefl by human beings that are present

nearby. Some embodiments are expected to help conferve electricity. Manual switches in

some of these embodiments may be used to overcomeffalse alarms.
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In another embodiment, depicted in Figureg26A and B a traffic light 2602 has lights
2604 and a wireless device 2610 that is coupledfa traffic light controller 2612 and that has.

multiple receive antennas 2614, 2616, 2618. The illustrated wireless device 2610 is capable

~of detecting, e.g., estimating, the distance tofand the direction of a nearby wireless device

2620. The traffic light controller 2612 may/receive from the wireless device 2610 the frame

indicaling type broadcast from first wirelgss device 2620, as shown in step 2624 of process

2622, and detect the device type of the first wireless device based on the type field inclﬁdé_d

in the frame, as shown in step 2626/ If the first wireless: device type indicates that the

- wireless device is a vehicle or a ped Strian (e.g., is associated with the same), the traffic light

controller 2612 may detect the fection of the first wireless device 2620 based on the
direction from which-the data frafie was received ﬁéing certain techniques, ’and the c'ont-roi'ler ‘
2612 may detenniné ‘whether t __e wireless device 2620 is in a lane of traffic mariaged by the
light 2604, as shown in ’ste:‘ ’?6”8 For instance the tratflc light controller 2612 may
determine the (luccuon ho ,17 whxch the data frame was received by comparing the signals’
received from each of v te antennas of the second wireless device or using heading
information encoded in 1e beacon from the first wireless device 2620, as described below.
The traffic light conugller may also detect, e.g., estimate, the nearness of the first wireless

device based on the fignal strength, signal quality, or a quality of service metric- with which

-the [rame was recefved. The tralfic light controller may then, in response, use the nearness,

direction, and deylice type information to control the corresponding traffic lights accordingly,
as shown in sip 2630, e.g., the traffic light controller.may increment .a counter for each

wireless devige detected as indicating a vehicle waiting at the traffic light on a particular
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cross street facing a particular direction, such as toward the light/and the traffic light
controller méy adjust the time of ‘a red light or green light in response to the count, for
instance by increasing the time of a green light for traffic on a g reet where a high count
occurred and decreasing the time of a green light on a street whilre little traffic is detected.
Principles of the present inventions may also be very useful in rggulating the flow of traffic at
wraffic intersections. Moreover, principles of the present infentions could be particularly

useful during the early morning and late night hours.

In other embodiments, the process may include a first wireless device transmitting a
beacon and a second wireless terminal receiving the beagon and forwarding data encoded by,
or othefwise cqn\}eyed by, the beacon to a traftic-lighy controller. The traffic-light controller
may receive the forwarded portion (or all) of the beagon, and use the forwarded data, to do at
least one of the following: monitor vehicles, rfgulate vehicles, route vehicles, control
vehicles, monitor people; regulate peoplé, routef/people, control peoplé, and contro] traffic -

lights. For instance, the traftic light controller jnay respond-to reeeipt of the forwarded data

by incrementing a counter in memory associgted with a vehicle count for monitoring traffic.

Or the traffic ]ight controller may respond b the beacon by adjusting the timing of the light, '
as mentioned above. In some embodime s, the tralfic lighliconlroller may log the presence-
of a particular wireless device by storip an identifier of the device in memory to monitor

people or the traffic light control]el ny y change the state of a road sign to route traffic from

-~ an ‘overused road to an undemsed T _ad In sonie embodiments, the first wireless dewce is-
~ associated with: one of the following: a vehicle, a device embedded in a 'vehicle, a person, and
~adevice c'an‘iéd by a person. Furt ermore, the second wireless device may be coélocated e.g.,

in fixed proxmnty and p10x1mAte to, w1th the traffic- -light controller. Also, the traffic-light- ’

controller may. communicate v_._’qth other traffic-light control]exs to better manage velncular_
traffic. For in‘sténée; a_fi'rst.'-t_,':fflc hght controller may count a number of vehicles passing ina-
pitrtic-u_lar' dire.ction'in a uy 1( of time to estimate a traffic flow rate, and the first traffic light
controller may- transmit Qalhe indicative of the trafficvﬂow_ rate to an upstream traffic light
controller, which may‘.jreceivé the value and respond by adjusting the timi'ng of a signal
controlled. by the segbnd traffic hght controller such that the high-flow rate traffic is more
hkely o expcnenc fa gleen light. In addmon the beacon (e.g., in the device type field) may
include informatifn about at Icast onc of the following: type of the first wircless terminal,
intenlibon (e.g., fxpected route entered into-a map apblication or a turn signal state [ie.,

whether the tyfn signal is blinking left or right] of the vehicle, heading of the vehicle [e.g.,
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north, south, east, or west]) of the first wireless terminal, and numbey of wireless terminals
near the first wireless terminal. Tnstead of beacons, in other embodifhents, the first wireless
terminal may use other means of wireless communication to comfhunicate with the second
wireless terminal and the traffic-light controller. For instance, theftraffic light controller may
change based on a combination of fields encoded in the beacop, e.g., the traffic signal may
change the timing of a ]jght based on a combination of the position, orientation, and turn-
signal state or GPS destination to account for a drivers' exprgfsed intent to turn left or right or

go straight at an intersection.’

Figure 27 is a generalized diagrammatic view of an embodiment of a transportation

rsystem:2701—~ whei'e——the—rtr—anspertation'—s—ystemﬂhasfthe' afility-to-detect-the-presence-of-vehicles

2702, each of which having a wireless terminal, such/s the wireless terminal discussed above

. the. traffic lights 2705) regulate trafﬂ f

in reference to Figure 26. In this embodiment, thfe transportation system 2701 includes a
regional traffic-light controller 2703 that has eitlfer a wired or wireless network connection.

2704 with several trathc hghts 2705 and trgtfic-light intersections 2706. The wired or

'w1re]ess network connectlon 2704 may be use, f to exchange data between the remona] traffic-

light controller. and the trafflc-]lghts 2705, 4 ch as the traffic lights 2602 of Figure 26. The
data may be used o monitor, regulate, con 0] and route vehleular and pedesman traffic, e.g.,
in the Inanner described by proccss 267 £ ot Figurce 26. 'I'raffic-light interscction 2722 is one
of seve1al in the region of transportau ) syste111 2701. Traffic-lights 2724 (individual ones of
at traffic-light intersection 2722 (individual ones of the

10’74 and traffic-light intersection 1022, in this

. embodiment, are conneeted over a wired or wxreless Iink 1030 to the regional tmﬁlc light
" controller 2704 via the network _;onnectlon 2704 or directly. The wireless link 2730 could be

'a cellular connectlon f01 e ;'mple Vehlc]e (or pedestrian) 2728 occasionally transmits

beacons 2726. The- beacons _,-j_: 726 may ‘be received by the traffic-lights 2724. Traffic- hghts

. 27244111ay collect_ bea_cons Arom other nearby vehicles and pedestrians as well. Vehicles may

- be installed with wireléfs subsystems, and. pedestrians may be carrying mobile wireless

devices. BeaCOns transy hitted by vehicles and pedestrians may be used to monitor, regulate,
control, and route ve i.cles'. automobi]e's pedestrians, animals, and machines. .Beacons could
also include intentfon of a vehlele or pedeslnan such as turn left, turn right, compass
heading, urgency/ cmclgency, and other special situations. Wircless Lcmnna]s that have
over]appmg fupftionality with the first wireless terminal may aggregate information about

nearby vehiclegs or pedestrians and include that information in the beacons that they transmit.
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Wireless terminals that have overlapping functionality with the first yireless terminal may
aggregate information about nearby vehicles or pedestrians.in a speciffc direction and include
that information in the beacons that they transmit. Moreover, trafffc-lights may use crowd-
sourcing techniques when collecting information from beacons fo reduce errors, e.g., if a
plurality of cars indicate some anomaly, only then in responsef in this example, the traffic
light may- take action, Such'as by changing a timing of the ight. Traffic-lights may also
include confidence values and sample sizes for the gathered jaformation to indicate reliability

information. After collecting and aggregating the informatipn received via beacons and other

‘wireless communication from nearby vehicles and pedesfrians, traffic-lights and traffic-light

intersections may send the information to the regighal traffic-light controller. In sorhe
embodiments, they may retain and send only. certain pfarts of beacons and use dimensionality
reduction techniques without causing loss of useful fnformation. While sending entire chunks
of information gathered from the various vehicles Aind pedestrians to the regional traffic-light

controller may be useful, choosing useful parfs may help save network bandwidth. The

regional traffic-light controller may receive lochlized real-time information from vehicles and

pedestrians as described above over wired/and wireless links. The regional traffic-light

- controller may then, in response, use the donveyed information to communicate with other

tl'affic-light'contro;llers to calculate a bettfr (relative to conventional systems) traffic routing

schedule given the current levels of c 'gestion, needs of vehicles and pedestrians, time of

. day, complexity of solution, safetyfol implementation and deployment of new rouling

. schedule, and reliability .of inform ion gathered. If a better traffic and pedestrian routing

Scl1edule_ is ‘established for a loca fzed region or a large-scale region, the schedule may then

"be sent to the traffic-lights viafthe wired or wireless link. Traffic-lights may then work
-“-according to the new routing sghedule. Embodiments of the present technique are expected to

" reduce traffic congestion on fhe roads relative o other systems. Moreover, embodiments may

be repeated occasionaily, g periodically, such as every 10 minutes, to adapt the ,traffic

- routing schedule to the ¢ 'ngivng_condil‘iohs.

Additional embv__q'_dimenis are described by the following numbered descriptions:

23. A method fg expanding the coverage and improving the capacity of a cellular
network, the methgfl comprising:
a lirst wireless dfvice choosing to communicate indirectly with a base-station via its non-

cellular interfacg, wherein:
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said first wireless device sending data for said base-station to a second fvireless device via its
non-cellular interface; and/or _
said first wireless device receiving data for said first wireless d ice via its non-cellular
interface;
said second wireless device deciding whether to allow sgfd first wireless device to
communicate to said base-station via said second wireless devife and if allowed:

said second wireless device receiving data for said base-statign from said first wireless device
via its non-cellular interface and relaying said data to afhird wireless device via its non-
cellular interface; and/or |

said second wireless device receiving data for said fight wueless device vna its non- cellular

interface and relaying said data to said first wireless dfvice via its non- cellular interface;

20

o
[
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and sald vfn'st w:re]ess dev1ce cqf

said first wireless devigl

said third wireless device deciding ‘whether: to-allow, said-first-wireless-device-to communicate

d if allowed;

to said base-station via said third wireless-device

said third wireless device receiving data for saidfbase-station via its non-cellular interface and

- forwarding said data via its cellular interface; gnd/or -

said third wireless device receiving data for £aid (irst wireless device via its céllular interface

-and forwarding said data to said second wifeless device via its non-cellular interface.

24. The method as recited in embo ment 23, wherein:

municates mdn‘ectly with said base-station via'said second

- wireless .device, said severalf wireless devices with functionality similar-to said second

wireless dévicQ, and said thig Wireless device.

25. The method as reg lted in embodlment 23, wherein:

has some overlappmg functionality with said second wucless device
and said third wireley devue v _

said second wirelesf device has some overlapping functionality with said first wireless device
and said third wirg! ess device; and/or

said third wirel

s device has some ovcﬂappmg funcuonahty with said lnsl wireless (levme

and said seconfl wm,less db\/lLG
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26.  The method as recited in embodiment 23, further compn'singf

said first wireless device choosing to communicate indirectly/with a base-station via
its non-cellular interface based on at least one of the following factoys: battery life, bandwidth
usage, type of device, level of mobility, time of day, subscriptipn fees, user profile, non-
cellular signal strength, cellular signal strength, level of wirelefs interference seen by non-
cellular interface, and level of wireless interference seen by celfular interface;
said second wireless device deciding whether to allow Said first wireless .device to
communicate to said base-station via said second wireless device based on at least one of the
following factors: battery life, bandwidth usage, type of device, level of mobility, time of
day, subscription fees, user profile, non-cellular signal gtrength, cellular signal strength, leQel
of wireless interference seen by non-cellular interface/and level of wireless interference seen

by cellular interface; and '

-said third wireless device de01d1ng whether to allo said first wireless device to communicate _

to said base-station via. said third wireless deyice based on at ]east one of the following

factors: battery life, bandwidth usage, typefof device, level of moblhty, time of day,

subscrlptlon lees user profile, non-cellular ,gnal strength, cellular s1gnal suength level of -

- -wireless mterference seen by non-cellular iy terface, and level of wireless interference seen by

cellular interface. -

" 27 " The method as recited in embglliment 23, further comprising:

said first wireless device chposing to communicate indirectly with said base-station

based on informatiOn received jrom Said rbase-s’tatioh and other base-stations,- s0 that -

interference for wireless dewce :located near the cell- edge is mitigated and the performance

- of the cellular netwoxk is enha ced

said second wue]ess ',devm, decldmg Whether to allow said first w1re]e55 devxee to’
communicate 10 said basgfstation via said second wireless device based on 1m‘onnat10n
received 'l’ro‘m_ said bas ‘s'tatvio_n_ and other base-stations, so that mterference folj wireless
devices located near thy 'ceil—edge is mitigated and the perforinance of the cellular network is
enhanced; and/or -/ | A
said third wireless dfvice deciding whether to allow said first wireless device to communicate
to said base- stati via said third wireless device based on information received from said
base- statlon and/fother base- stauons $O that mterference f01 wireless (lewces located near the

cell-edge is mj 1gated and the performance of the cellular network i is enhaneed
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28.  The method as recited in embodiment 23, further comprising:

said first wireless device sending data for said base-statifn via its non-cellular
interface such that said data appears to said base-station as though Voming directly from said
first wireless device for at least one of the following pufposes: billing, ciphering,
authentication, integrity, and security; ‘
said second wireless device receiving data for said base-statign on its non-cellular interface
said data appears to said base-

and relaying said data via its non-cellular interface such th

station as though coming directly from said first wirelefs device for at least one of the

-following purposes: billing, ciphering, authentication, intggrity, and security; and/or

said third wireless device receiving data for said base-sfation on its non-cellular interface and

forwarding said data via its cellular interface such thft said data appears to said base-station

15 .
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as-though. coming-directly-from-said-first-wireless/device -for-at-least-one-of - the- following

purposes: billing, ciphering, authentication, integrify, and security.

.29. The method as recited in embodiment 23, further comprising:

‘said [first w1reless device receiving fata for said first wireless device on its non-

.'Cellu]ar 1ntelface such that said data appegrs to said first wireless device as ‘though commg

directly from said-base-station for at leagt one of the following purposes: billing, ciphering,
authehticatio,n, integrity, and security;

said second wireless device receiving data for said first wireless device on its non-cellular

. interface and relaying said data viglits non-cellular interface such that said data appears to

said first wireless device as thougl coming directly from said base-station for at least dne of

" the fo]lowi.ng purposes: bi]]ing; iphering, authentication, integrity, and security; and

said third wireless device recejving data for said first wireless device on its cellular interface

~and forwarding. said data via ts non-cellular interface such that said data appears to said first

wireless device as though/coming directly from said base-station for at least one of the

fo]lowmg purposes: hl]h y, ciphering, authentication, integrity, and security.

30.  The method ay lzecited in embodiment 23, further comprising:

cach said wjreless device mamlammg additional direct and indirect -routes to said’
base-station and/o ()thex base-stations, whuem
said additional ¢ reu routes are 10ulus to said base- statlon and said othel base-stations via a

wireless devic s Lellulal interface; and
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said additional indirect routes are routes to said base-station and said offier base-stations via a
wireless device’s non-cellular interface;

each said wireless device using said additional routes to communigte with said base-station
and said other base-stations when primary route to said base-statigh is deemed insufficient or

broken.

39. A computer program product embodied in a compufer readable storage medium for
expanding the coverage and improving the capacity of A cellular network, the computer
program product comprising the programming instructions for:

a first wireless device choosing to communicate indigctly with a baSe-station via its non-
cellular interface, wherein: |

said first wireless device sending data for said basetation to a second wireless device via its
non-cellular interface; and/or

said first wireless device receiving data for s#id first wireless device via its non-cellular

interface;

said second wireless device deciding whether to allow said [irst wireless device (0
communicate to said base-station via said sfcond wireless device and if a]lowed
said second wireless device receiving datf for said base- station from said first wue]ess devwe

via'its non-cellular interface and 41'e]a‘_'ng said data to a third wireless device via its non-

* cellular interface; and/or .

said second wireless device receivi g da;a for said first wireless device via its non-cellular
interface and relaying said déta to faid first wire]ess'déviée via its non-cellular interface;

said third wireless device decidi /g whether to al]ow said flret wireless device to communicate
to said base-station via said thi .d wueless device and if allowed:

said third wireless device rec_~1\{1ng data for said basefstatlon via _1is non-cellular inferface and
forwarding said data via it ‘ellu]ar interface; and/or |
said third wireless devl vie‘eiying data for said first wireless device via its cellular interface

and forwarding said datfl to said second wireless device via its non-cellular interface.

40. The computgr program product as recited in embodiment 39, further comprising. the
programming mst ctions for:
said second wiy ]ess device is not uuhze(l and said Tirst wireless (levxce communicates

indirectly with {aid base-slation via said third wireless devme or
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several wireless devices with functionality similar to said second wirelfss device are utilized
and said first wireless device communicates indirectly with said basgfstation via said second
wireless device, said several wireless devices with functionality similar to said second

wireless device, and said third wireless device.

41.  The computer pr(_)grém product as recited in embodinfent 39, further comprising the
programming instructions for:

said first wireless device has some overlapping functionalif§ with said second wireless device
and said third wireless device;

said second wireless device has some overlappmg func onallty with said fust wireless dev1ce

and said third ereless device; and/m

15 -

said third wireless. device has some overlapping fu ctionality-with-said-first-wireless-device

and said second wireless device.

42 The computer program product as recifed in embodlment 39 further compnsmg the

programming 1nstru<,uons for:
said first wireless device choosing fo communicate indirectly with a base-station via
its non-cellular interface based on at leas fone of the following factors: battery.life, bandwidth

usage, type of device, level of m_obi]._i_.-‘, time of day, subscription fees, user profile, non-

- cellular signal strength, cellular signg: strength, level of wireless interference seen by non-

cellular interface, and level of wirelgss mterfelence seen by cellular interface;
said second wireless dev1ce d idi_ng" whether “to allow said first wireless device to

communicate to said base- c;Latlo via said second w1re]ess device based on at least one of the

~ following factors: battery 'l1fe-.-f'-ba'ndwidth usage, type of device, level of mobility, time of

day, subscription fees, user f '()file, non-cellular Si-gna] strength, cellular signal stréngth, level
of wire]esé interference se vf.by non:-.ce'llu']ar interface, and level of wireless interference seen
by cellular interface; and o ‘

said third wireless devi ,e dec1chng whethex to d]lOW said first wireless device to Lommumuate
to said base-station yia bdld third wireless device based on at least one of the fo]lowmg
factors: battery lifg, bandwidth usage, type of device, level of moblhty,- time of day,
subscription fees iser profi]e. non-ce]hﬂar signa]'strength cellular signal strength, level of
wireless interfer nce seen by non- ce]lu]ar mlufaw and level of wireless mterlerence seen by

cellular interfage,
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43.  The computer program product as recited in embodiment 39, ffirther comprising the
programming instructions for:
said first wireless device choosing to communicate indirecfly with said base-station
based on information received from said base-station and ogher base-stations, so that
interference for wireless devices located near the cell-edge is mjtigated and the performance
of the cellular network is .enh.anced;
" said second wireless device deciding whether to allpw said first wireless device to

communicate to said base-station via said second wirelgss device based on information

received from said base-station and other base-stationy, so that interference for wireless

devices located near the cell-edge is mitigated and the performance of the cellular network is
enhanced; and/or ’

said third wireless device deciding whether to allow Aaid first wireless device to communicate

to said base-station via said third wireless dev ice/ based on information received from said

base-station and other base-stations, so that 1nte erence for wireless devrces located near the

-cell-edge is mitigated and the performance of fe cellular network is enhanced.

44.  The computer program product as jecited in embodiment 39, further comprising the
programming instructions for:

said first wireless’ devree sen,_ ng data for said base-station via its non-cellular

~ interface such that said dala-appears f said base-stalion as though coming directly [rom said

_first wireless. device for at leas . one of the to]]owmg purposes: billing, ciphering,

authenticatlon 1ntegrity, and secu ';ty,

said second wnreiess devrce rec _vmsz data for said haSe station on its non-cellular interface

“and ielaying said data via 1ts fon: eellu]ai interface such that said data appears to said base-

station as though coming: df eetly fiom sard first ‘wireless device for at least one of the
following purposes billing _-eipheiing authentieauon mtegrity, and security; and/or

said third WII‘L](.‘SS devree__. eeuvmg dala for said base-station on its non-cellular interface and
forwardmg said data vif its cellular mleiIdCe such that said data appears to said base-station
as though coming di ct]y ‘from said first wireless device for at least one of the following

purposes: billing, cighering, authentication, integrity, and security.

45.  The computer program product as recited in embodiment 39, further comprising the

programming ifistructions for:
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said first wireless device receiving data for said first wirelefs ‘device on its non-
cellular interface such that said data appears to said first wireless dgvice as though coming
directly from said base-station for at least one of the following pu poses: billing, ciphering,
authentication, integrity, and security;
said second wireless device receiving data for said first wirelgbs device on its non-cellular
interface and relaying said data via its non-cellular interfaceSuch that said data appears to
said first wireless device as though coming directly from sayl base-station for at least one of
the following purposes: billing, ciphering, authentication, ijftegrity, and security; and
said third wireless device receiving data for said first wigless device on its cellular interface

and forwarding said data via its non-cellular interface shich that said data appears to said first

wireless device as though coming (lirectly' from sgfd base-station for at least one of the

15
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following purposes: billing, ciphering, authenticatiofl;-integrity;-and security.

46. The computer program product as recitgll in embodiment 39, further comprising the

.programming instructions for:

each said- wireless device maintainifig additional direct and indirect rouies to said
base-station and/or other base-stations, wh réin'
said additional direct routes are routes tgf sald base-station and said other base statxons via-a
wireless device’s cellular mterface anc
said additional indirect routes are roujes (o said base-station and said other base-stations via a
wireless device’s non-cellular interffce;

each said wireless device using sghd additional routes to communicate with said base-station .

and said other base-stations whefi primary route to said base-station is deemed insufficient or

broken.

1. A méthod for routinf in a wireless network, the method comprising:

a first wireless ternniﬁal C Oosing to paniéipata as a router, wherein:

the first wireless terminAl décidinnghether_itv will act as a re]'ay or a sink; and

a second wireless te ﬁinal choosing to send data to the first wireless terminz_xl' based on

whether the first wigkless terminal is acting as a relay or a sink.
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the first wireless terminal transmitting a first metric describing cellulgr signal strength and
quality seen by a nearby sink if acting as a relay; or
the first wireless terminal transmitting a second metric describing cgllular signal strength and

quality seen by the first wireless terminal if acting as a sink.

3. The method as recited in embodiment 1, further comprifing: -
the first wireless terminal choosing to participate as a rouffr based on at least one of the

following factors: quality of nearby sinks and relays, qugntity of nearby sinks and relays,

‘battery life, source of power, average throughput, bghdwidth usage, bandwidth needs,

bandwidth availability, type of device, level of mobility, time of day, subscription fees, user

profile, non-cellular signal strength and quahty, cellufar signal strength and quality, level of

J

wireless interference seen by non-cellular interfacg, level of wireless interference seen by
cellular interface, number of hops. to a sink, and sufrounding wireless environment; wherein:

the first wireless terminal deciding whether it will act as a relay or a sink based on at least

.one of the following factors: quality of nearby/sinks and relays, quantity of nearby sinks and

relays, battery life, source of power, averagefhroughput, bandwidth usage, bandwidth needs, -
bandwidth availabi]ity, type of device, levgl of mobility, time of day, subscription fees, user
profile, non-cellulat signal strength and ¢ ality, cellular sigrral strength and quality, level of -

wireless interference seen by non-cellflar interface, level of wireless interference seen by

' . cellular interface, number of hops to afsink, and surrounding wireless environment; and

the second wueless terminal choosr g to send data to the first wircless terminal based on at

least one_ of the following factors / hether the first wneless terminal is acting as a 1clay ora

‘sink quality of nearby sinks a‘ re]ays quantrty of nearby sinks and relays, battery life, -

source of power average thfroughput, - bandwidth usage, bandwidth needs, bandwidth

availability, typc of device, 1 _,.'vel of mobility, time of day, subscription fees, user ploh]e non-

cellular srgna] strength angd’ quality, cellular signal strength and quahty, level of wrrc]ess

~inter ference ‘seen by no ‘.cellular mter face level of wireless inter ference seen hy cellular

mterl'ace, number of hops to a sink, and’ suuoundrng wireless environment.

7. A computer rogram product embodied in a computer readable storage medium for
routing in a wire] ks network, the computer program product comprising the programming
1ns(mcllons for: | _ -

a first wireless ummal choosing to par Uclpate as a router, wherein:

the first wircless terminal deciding whether it will act as a rc]ay or a sink; and
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a second wireless terminal choo_sing to send data to the first wirelgss terminal based on
whether the first wireless terminal is acting as a relay or a sink.
8. The computer program product as recited in embodimenf 7, further comprising the
programmiing instructions for:
the first wireless terminal chbosing to participate as a router, wherein:

the first wireless terminal deciding whether it will act as a re y or a sink, wherein:

the first wireless terminal transmitting a first metric descyibing cellular signal strength and

quality seen by a nearby sink if acting as a relay; or

)
W
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the first wireless termina]vtransmitting a second metric fiescribing cellular signal strength and

quality seen by the first wireless terminal if abting as g sink.

9. The computer program product as recited/in embodiment 7, further comprising the

programming instructions for:

-the first wireless terminal choosing to particjpate as a router based on at least one of the

following factors: quality bf nearby sinks ghd relays, quantity of néarby sinks and relays,

battery life, source of power, average § foughpht, bandwidth usage, bandwidth needs,

bandwidth 'évailabi'lity, type -of -device, lefel of mobility, time of day, subscription fees, user
profilé, non-_ce].]ular signafs'trength an:_»-'quality, cellular signal strength and quality, level of
wireléss ‘inlerference seen by -noh cef ﬁlal*inlerface level of ‘wireless interference seen by
cellular interface, number of hops t ‘_.a smk and surrounding wireless environment; wherein;

the tnsl wndess Lelmmal deCldl whpther it will-ac ctasat relay or a sink based on at least

“one of the 10]]0wmg -factors: qu -|ty of nearby smks and 1e]ay<; quantity of nearby sinks and

- relays, batlery hfe _source of ]:;)ven average throughput, bandwidth usage, bandwidth needs,

bandwidth dleldbl]lt)’ type 't devme ]eve] of mobllxty, time of day, subscription fees, user
profile; non-cellular sxgna] ,suength and quahty, cellular signal strength and quality, ]evel of
wireless -inter felence se ' by non- cellu]ar mteﬁace level of wireless interference seen by
cellular interface, num ,'1 of hops toa smk an(l surrounding wireless environment; and

the second wuc]css t_l:mma] choosing to send data to the first wireless terminal based on at
least one of the follpwing factors: whether the first wireless terminal is acting as a relay or a
sink, quality of él‘by 's_inks and re]éyé, quantity of nearby sinks and ‘relays, battery life,
source of powv 'r average throughpﬁt. 'bandwi(lth usage, bandwidth needs, bdndwmlth
avzulablhly, ty e ol dcvme level of moblhly, time of day, subscription fees user plollle non-

ccllular signfl strength and quality, ccllular sxgna] strength and quality, level of wircless
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interference seen by non-cellular interface, level of wireless interferfnce seen by cellular

interface, number of hops to a sink, and surrounding wireless environgent.

145. A wireless device, comprising:
processor;
a first wire]ess-int_erféce module communicatively coupfied to the processor;
‘a second wireless-interface module communicatiyely coupled to the processor,

wherein the processor is configured to receive a signal indficative of another wireless device

being configured to act as a router and select whether t¢f transmit data to the other wireless

device based on whether the other wireless device is in f relay state or a sink state.

146. A method of commum(,dtmg wirelessly, comprising:

acquiring, in a first cellular device, one orfnore values indicative of a capacity of the ,
first cellular device to act as a router;

based on the one or more values indicgfive of a capacity of the first cellular device to

acl as a router, delermining whether 1o configure the [irst cellular device Lo act as arelay or a-

- sink;

recelvmg with the first cellular dev 1ce a signal from a second cellular dewce

dependmg on whether the first ¢ Ilular device is configured to act as a relay or a @mk

" _transmilting -a signal conlaining infor, lation from the signal from the second cellular device

_to either a base station or a third cellfilar device.

"147. The method ‘of embodifent 146, wherein the one or more values indicative of ‘a
“capacity of the first cellular defice to act as a router are values indicative of one or'more of

- the fo]lowin_g:properties of 1 _-nfwirst cellular device:

quality of sinks and relaysfwithin wire-less transmission range of the first cellular device,

. quantity of sinks-and 1'¢‘a'ys within wire-less transmission range, battery life of the first

cellular device, source f power within the first cellular device, average throughput of the
first cellulaf d‘evice,A 1fidwidll1 usage of the first cellular device, bandwidth r'equircmems _i)f
an application execyting on the first cellular device, bandwidth available to the first celiular
device, level of m ‘bi]ity of the first cellular device, time of day, subscription plan of a user
assouate(l w1th the first u,llu]al device, profile data rm,gardmg a user assocnated with the first
cellular device/ non-cellular signal strength of signals received by the fust cellular devic

non-ccllular fignal quality of signals reccived by the first cellular device, ccllular sugnal
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strength of signals received by the first cellular device, quality of signgls received by the first
cellular device, level of wireless interference seen by a non-cellufar interface of the first
cellular device, level of wireless interference seen by a cellular injerface of the first cellular
device, number of hops to a sink from the first cellular device, ghd wireless environment of

the first cellular device.

148. ~ The method of embodiment 147, comprising:
acquiring, in the second cellular device, one or moye values indicative of a the quality
of a multi-hop connection through the first cellular devic

‘based on the one or more values indicative of

the quality of a multi-hop connection

through the first cellular device, selecting a route fof communication with a base station via

the first cellular device.

15
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149. A wireless communication system, com / ising:

a base station; '

a plurallty of cellular devices havingA cellular connection o lhe base station, wherein-
the cellular devices are configured to opfrate as routers for signals from cellular devices
without a cellular connection to the base ftation;

a cellular device without a cel]_,_ ar connection to the base station, wherein the cellular

B device without a cellular connection fo the base station is configured (o select a route Lo the

base station via one or more of the plurality of cellular devices having a cellular connection to

the base station.

28. A ‘method for impro in’g the performance of a wireless network, the method

comprising:

a-first wireless dev1ce rec ,vmg suppou from a second wireless device and a thnd wnreless

v base statxon

29. 'lfhé method '_;Sar'ecitcd in embodiment 28, further comprising at least -one of Lhe
following:

the third wire]ess :base-sta'tion routing traffic for the first wireless device via the second
wireless (levme hen beneficial; and A ]

the first wirelfss device routing lrafhc 101 the third w11cless base- SldllOIl via the second

wircless devife when beneficial.
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30.  The method as recited in embodiment 28, further comprisi g at least one of the
following:

the third wireless base-station requesting support from the secpnd wireless device when
communicating with the first wireless device; and

the first wireless device ll'equesting support from  the “sgcond- wireless device when

communicating with the third wireless base-station.

“31.  The method as recited in embodiment 28, further gomprising:

the second wireless device choosing to provide support fo the first wireless device based on at
least one of the following factors: quality of nearby sifiks and relays, quantity of nearby sinks

and relays, battery life, source of power, average fhroughput, bandwidth usage, bandwidth

-needs, bandwidth availability, type of device, ]e el of moblhty, time of day, subscription

fees, user profile, non-cellular signal strength anfl quality, cellular smnal SthIlEth and quality,

-level of wireless 1ntelfelence seen by non-ceflular interface, level of wneless interference

seen by cellular interface, number of hopsAlo a sink, current smte of the second device, -

- -current state of the first device, part1c1pat10  policy being used by. the second wireless device,

participation policy being used by th¢f first wireless device, and surrounding wireless

environment.

.32, The method as recited in em.Odimem”S further comprising: .

the ﬁrst w1reless device requesu 2 suppou from the second wireless device and the “third

wireless haqe station; wherein cpst of supporl dcpn,nds on at least one of the following: time,

- date, subscuptlon fees, usen'.ploﬁle nctwmk condluons ‘network congestion, location,

surrounding wireless enviro _mm spot puu avuage price, mghtly puce and monthly prlce .

38. A computer brog ‘é:m product émhodied in a computer 1'eadah.]ve storage medium- for
unpmvmg the pelfcu ny hce of a wireless network, the (,ompulel program pxoduct compnsmg
the progmmmmg, instfuctions for: ’

a first wireless devjce u,cuvmg support from a second wireless device and a-third wireless

base-station.

39.  The cgfmputer program product as recited in embodiment 38, further comprising the

programming instructions for:
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the third wireless base-station routing traffic for the first wireless device via the second
wireless device when beneficial; and
the first wireless device routing traffic for the third wireless bage-station via the second

wireless device when beneficial.

40. The computer program product as recited in embodinfent 38, further comprising the
programming instructions for:
the third wireless base-station requesting support from fhe second wireless device when

the first wireless device requesting support from/the second wireless device when

| 2]
(9]

30

communicating with the third wireless base-station.

41. The_computer program product as recitedf/in embodiment 38, further comprising the

programming instructions for: -

- the second wireless device choosing to providg support to the first wireless device based on at

least one of the following factors: quality ofhearby sinks and relays, quantity of nearby sinks-

- -and relays, battery life, source of power, faverage throughput, bandwidth usage, bandwidth

needs bandwidth- -availability, type of ev1ce level of mobility, time of day, subscnptlon

fees, user profile, non- cellular signal st_ength and quality, cellular signal strength and quality,

" level of wireless interference seen by non-cellular interface, level of wireless interference

. seen by cellu]ar interface, numbe'iof hops to a sink, current state of the second device,

current state of the fust dev e, p fticipation policy being used by the second wireless device,

' partlclpanon pohcy bemg usefl by the first wireless device, and surrounding  wireless

E envuonment. :

42. - 'The computer’pro‘ 'éin product as recited in embodiment 38, further comprising the
proglammmg mstmcnon v_'fm ' ' '

the first wireless devigh 1equest1ng support from the second wireless device and the third
-wir‘eléssdévi_ce, whe / in cost of support depends on at least one of the following: ume,‘date,
subscription. fees, uger profile, network conditions, network congestion, location, surrounding’

wireless environnnt, spot price, average price, nightly price, and monthly price.

47. A method for improving the performance of a wireless network, the method

comprising:
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a first wireless device using a first inter-frame spacing value when serfling data to a second
wireless device; and
said second wireless device using a second inter-frame spacing vajue when sending data to

said first wireless device.

48.  The method as recited in embodiment 47, wherein:
said first inter-frame spacing value is different from said secgid inter-frame spacing value; or

said first inter-frame spacing value is equal to said second iffter-frame spacing value.

49, The method as recited in embodiment 47, wherejn:
said first wireless device is a base-station; and/or

said second wireless device is a base-station.

50 The method as recited in embodiment 47/ wherein said first wireless device following

the randomized backoff algorithm while sending data to said second wireless device.

51. The method as recited in embody ment 47, wherein said second wireless device

fo]lowing the randemized backoff algoritlfim while sending data to said first wireless device." '

52.. " The method as recited in embgdliment 47, wherein:
said first wireless device sending dhta to said second wireless device is considered as the

uplink duecuon and

said %cond wireless devnce senfling data to said first wireless device is considered as the

‘downlink direction. -

59. A vcomputer_pri)gra f_‘product embodied in a computer readable storage med'ium'.for
improving the performan fe of a wireless hetwork,'the computer program product comprising
the programming instrugtions for: A

a first wireless de\ucevusmg a first inter-frame spacing value when sending data’to a second
wireless device; and/

said second wirel s device using a second inter-frame spacing value when sending data to

said first wirelesy device.
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60.  The computer program product as recited in embodiment 59, flirther comprising the
programming instructions for:
said first inter-frame spacing value is different from said second intef-frame spacing value; or

said first inter-frame spacing value is equal to said second inter-frgfne spacing value.

61.  The computer program product as recited in embodim€nt 59, further comprising the
programming instructions for: '
said first wireless device is a base-station; and/or

said second wireless device is a base-station.

62.  The comput.ér program product as recited in gmbodiment 59, further comprising the

19
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" - programming instructions [or: -
.uplink duecuon and ;

- downlink direction.

programming-instructionsfor-said-first- wireless -dgivice -following - the randomized back-ofl

algorithm while sending data to said second wireless device.

-63. The computer program product as recjfed in émbodiment 59, further comprising the

programming instructions for said second wifeless device following the randomized back-off-

-a]gorithm while sending data to said first wfreless device.

64.  The computer program pro_duc_,_:és recited in embodiment 59, further comprising the

said first wireless device sending data to said second wireless device is considered as the

~ said second wireless- devnoe se Admg data o sald first w1re]e99 device is comldered as the

10. A method 101 i Jovmg the pelformance of a wireless network the method
mmpmmg A A
a wireless ter mma] Cho smg a deter ll]lﬂlSth schedule f01 tldIlSllll(tlng a f1rst type of data and

a randomized schedulf for transmitting a second type of data.

as recited in embodiment 10, further comprising: A
the wireless terpfinal choosing a deterministic schedule for transmitting the first type of data
and a randomyzed schedule for transmitling the second type of data, wherein the choice of

schedule is hased on at least once of the following factors: quality of ncarby sinks and rclays,
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quantity of nearby sinks and relays, battery life, source of power/ average throughput,
bandwidth uéage, bandwidth needs, bandwidth availability, type of dgvice, level of mobility,
time of day, subscription fees, user profile, non-cellular signal strghgth and quality, cellular
signal strength and quality, level of wireless interference seen by fion-cellular interface, level
of wireless interference seen by cellular interface, number of hgps to a sink, and surrounding

wireless environment.

12. . The method as recited in embodiment 10, further cgimprising:

‘the wireless terminal choosing a deterministic schedule §or transmitting the first type of data

and a randomized schedule for transmitting the secondflype of data, wherein the type of data
is based on at least one of the following factors: direction, quantity, importance, desired
quality-of-s’ewice_, surroﬁnding wireless envirofiment, network congestion, network

condition, queue-lengths,.and throughput. -

13, The method as recited in embodiment J0, further comprising:

the wireless terminal choosing: A
a deterministic schedule and a first inter-frAme spacing for transmitting the first type of data;
and : - o

a randomized schedule and a second ipter-frame spacing for transmitting the second type of

7 data.

14. 'The; method -'asﬂ:-,:recit.ed'iné fibodiment 10, further comprising;

the wireless terminal cho hsing:

"a deterministic schedule and aflirst contention window for transmitting the first type of data;

“and

a-randomized-schedule angfa second contention window for transmitting the second type of

. data.

15. ’l‘vhe.llwthod a:;r“écité_ad_in embodiment 10, further comprising:

the wireless jerminal choosing:
a deterministic schedule and a Ifirst transmit opportunity for transmitting the first type of data;
a randomized g ‘iledule and a second transmit opportunity for transmitting the second type of

data.
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22. A computer program product embodied in a computer readgble storage medium for

improving the performance of a wireless network, the computer prgram product comprising
the programming instructions for:
a wireless terminal choosing a deterministic schedule for transpfitting a first type of data and

a randomized schedule for transmitting a second type of data.

- 23. The computer program product as recited in embgliment 22, further comprising the

programming instructions for:

the wireless terminal choosing a deterministic scheduld for u'ansmitting the first type of data

15

20

30

and a randomized schedule for transmitting the secgnd type of data, wherein the choice of

schedule is based on at least one of the-following-fActors:-quality-of nearby-sinks-and relays,
quantity of nearby sinks and relays, battery life, souice- of power, average throughput,

bandwidth usage, bandwidth needs, bandwidth Availability, type of deviceA, level of mobility,

‘time of day, subscription fees, user profile, npn-cellular signal strength and quality, cellular

signal strength and quality, level of wirelessfinterference seen by non-cellular interface, levet
of wireless interference seen by cellular inferface, number of hops to a sink, and surrounding

wireless environment.

" 24, The computer program prodyft as recited in embodiment 22, further comprising the

programming instructions for:
the wireless terminal choosing a deterministic schedul for transmitting the first type of data -

and a randomized schedule for _ ansmlttmg the second type of data, wherein the type of data

""is based on at least one of tjfe fol]owmg factors: direction, quantity, importance, desired

quality-of-service, ;surroun»in\g wireless © environment, network congestion, network

condition, and correspondigfg throughpit.

25. The computer 0g1 am ploduut as leuted in embodiment 2 22, further comprising the
programming instructfons for: ‘

the wireless terminaf choosing:

a determinjstic sc édu]e and a first inter-frame spacing for transmitting the first type of data;
and |

a randomized gechedule and a second inter-Irame spacing for transmitting the second type of
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26.  The computer program product as recited in embodiment 22, further comprising the
programming instructions for:

the wireless terminal choosing:

a deterministic schedule and a first contention window for transghitting the first type of data;
and |

a randomized schedule and a second contention window forfransmitting the second type of

data. .

27.  ‘The computer program product as recited in emjoodiment 22, further comprising the
programming instructions for:

the wireless terminal choosing:

a deterministic schedule and a first transmit opportfinity for transmitting the first type of data;

and

.a randomized schedule and a second transmit bportunity for transnﬁtting the second type of

dala.

65. . A method for sensing collisions i ._a wireless network, ‘the method compnsmg

a first wireless device sending affirst data frame to a second wireless device in a first

- } time slot; wherein said first data [ram 'mny also include a sequence number;
~said second wireless device sendin a second data frame to said first wireless device in said
first time slot o acknowledge sucgkssful receipt of said first dita frame, wherein said second
~data frame may also include sald_g equence number from sald first data frame; »

: sald sequence number is changgd by said inst wireless device if transmission of said fnst data

f1 ame to bdld second wne]ess;dewee in sa1d hrst time s]ot is successful;

said sequence number is n chdnged by said first wireless device if transmission of sald fnst
data frame to sald second ; 'neless devme in scud first time slot is unsuccessful »

a third wireless devme {stening to smd sequence number in said lust time slot- ﬁom said first

wireless . device or saig su,ond wireless device;

-

said first wireless dgfvice endmg a thnd data frame to said second wireless device in a second
time slot, wherein ‘eid third data frame may also include said sequence number;

saxcl second Wir less device s«,n(lmg a founh data frame to said first wne]ess device in said
second lime s} l to acknowledge sueu,ssful receipt of said third dala lrame ‘wherein said

fourth data fgme may also include said scquence number from said third data frame;.
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said sequence number is changed by said first wireless device if tranfmission of said third
data frame to said second wireless device in said second time slot is syfccessful;

said sequence number is not changed by said first wireless device iffiransmission of said third
data frame to said second wireless device in said second time slot /& unsuccessful;

said third wireless device not listening to said sequence number/n said second time slot from
said first wireless device'or said second wireless de\/ice;
said first wireless device sending a fifth data frame to said gecond wireless device in a third
time slot, wherein said fifth data frame may also include safd sequence number;

said second wireless device sending a sixth data frame fo said first wireless device in said

third time slot to acknowledge successful receipt of sajd fifth data frame, wherein said sixth

30

and absence of wirelesf

data frame may also include said sequence number frgn said fifth data frame;

said-sequence number-is-changed-by-said-first wigkless device if transmission-of said fifth

data frame to said second wireless device in said t nd time slot is successful;

said sequence number is not changed by said ﬁr L wm,less device if transmission of said fifth

- data frame to said second wireless device in s /d third time slot is unsuccessful;
said third wireless device listening (o said sgquence number in said third time slot from said-

first wireless device or said second wirelesg device; and

said thitd Wire]ess‘ device deciding whefher said third data frame was successtully sent by
said first wireless device to said secon:_-'\;vil’e]ess device in said second time slot based on the
value of said Sequence nmnber in saigffirst time slot and the value of said sequence number in
said third time slot. -

66.  The méthod as recited in 1j1h0dimenl 65, wherein:

- said sequence number is one bft in length and/or

said sequence number is a.pg mve mtegel that wr. aps alound cyclically.

67. The method as rgcited i_n»e_lnh'od'iment 65, wherein wireless devices using presence

frames to decide whether (o transmit and/or allow transmissions in

said sequence umbe1 is changed Sequentjally by sald first wireless (lew ¢ each time a

Lransmission ¢ sald seeond wireless device in a Lnne s]ot is successful;
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said sequence number is not changed sequentially by said first wirelgss device each time a
transmission to said second wireless device in a time slot is unsuccessful;

said third wireless device deciding whether said third data frfme was successfully sent
by said first wireless device to said second wireless device in saig second time slot based on
the value of said sequence number in said first time slot and/the value of said sequence
number in said third time slot, wherein:
said third wireless device decides that said third data frame fvas unsuccessful in said second
time slot if the value of said sequence nux_nber in said fight time slot and the value of said
sequence number in said third time slot cyclically differ b one; and
said third wireless device decides that said third datafframe was sucCessfn] in said seccnd
time slot if the value of said sequence number in sgld first time slot and the value of said -

sequence number in said third time slot cyclically differ by two.

73. A computer program product embodied/in a computer readable storage medium for

sensing collisions in a wireless network, th¢ computer program product comprising the

programming instructions for:
a first wireless device sending a firgt data frame to a second wireless dev1ce in a first
time slot, wherein said first data frame m fy also include a sequence number;

said second wireless device sending a second data frame to said first wireless device in said

- first timeslot to acknowledge successful receipt of said first data frame, wherein said second

data frame may. also include said segfience number from said first data frame;

said sequence number is changed A said first wireless device if transmission of said first data -

frame to said second wireless deyice in said ﬁrst time elot is successfu]

“said sequence number is not ¢ lngedby said first wireless device if transmission of said first

data frame to said second wir',vless device in said first time slot is unsuccessful;
a third wireless device liste 'ing to-said sequence number in said first time slot from said first
wireless device or said se (')'.nd wi_re]ess device;
said first wireless devic ,'sending a third data frame to said second wireless device in a second
time slot, wherein sai 'ft'hird data frame may also include said sequence number;
said second wirelesy device sending a fourth data frame to said first wircless device in said
second time slot ‘acknovs}ledge successful receipt of said third data frame, wherein said
fourth data fram may also include sald sequence number from said third data frame;

said sequence umber is changed by said [irst wueless device il transmission ol said third

data frame tofaid second wircless device in said second time slot is successful;
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said sequence number is not changed by said first wireless device if tragfsmission of said third
data frame to said second wireless device in said second time slot is uffsuccessful;

said third wireless device not listening to said sequence number in $hid second time slot from
said first wireless device or said second wireless device;
said first wireless device sending a fifth data frame to said secqhd wireless device in a third
time slot, wherein said fifth data frame may also include said s¢quence number;

said second wireless device sending a sixth data frame to gfaid first wireless device in said
third time slot to acknowledge successful receipt of said fjtth data frame, wherein said sixth
id fifth data frame;

said sequence number is changed by said first wirelegs device if trarismission of said fifth

1o
W

data frame to said second wireless device in sa1d thirdftime slot is successful;
said sequence number is not changed by sa1d first reless device-if transmission-of-said-fifth
data frame to said second wireless device in said tffird time slot is unsuccessful;

said third wireless device listening to said sequgnce number in said third time slot from said

-first wireless device or said second wireless defice; and

said third wireless device deciding whether/said third data frame was successfully sent by-

said first wireless device to said second wifeless device in said second time slot based on the
value of said sequence number in said firg t’ time slot and the value of said sequence number in

said thrd time slot.

74. The computel program pro 8 ct as recited in embodiment 73, further comprising the

progr ammmg lIlSU'U(,[lOnS fOl

said sequence humber is one blt '.n length and/or

“said sequence number is a pos'- ive integer that wraps around cychcally

75. The computer pro fam product as recited in embodlment 73, further compusmg the
pmm dmmmg mstmctmn / 1‘01 wne]e%s devxce% using presence and absence of wireless frames

Lo decide whether to traf snnt and/or allow transmissions in the successive time s]ots.

76. The computgr program product-as recited in embodiment 73, further comprising. the
programming instjlictions for:
said sequence mbu is changed sequenna]]y by sald tnst wireless (lewm, each time a

transnission (g sald suu)nd wireless device in a time slot is successflul;
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said sequence number is not changed sequentially by said first wirelegs device each time a
transmission -to said second wireless device in a time slot is unsuccessful;

said third wireless device deciding whether said third data frfme was successfully sent
by said first wireless device to said second wireless device in saig second time slot based on
the value of said sequence number in said first time slot and/the value of said sequence
number in said third time S]()-t, wherein: -
said third wireless device decides that said third data frame fvas unsuccessful in said second

time slot if the value of said sequence number in said figt time slot and the value of said

“sequence number in said third time slot cycliéal]y differ by one; and

said third- wireless device decides that said third datafframe was successful in said second
time slot if the value of said sequence number in sgid first time slot and the value of said

secjuence number in said third time slot cyclically differ by two.

70. A method for managing -vehicular traffic ,‘the method comprising:

a first w1reless telmlnal sending a beac :n
a second wm,less Lummal receiving the bea_ 'on and sending a part of the beacon (o a traffic-
light controller; , . | ‘
the traffic- hght controller receiving the p r[ of the beacon and using it to do at least one of the

fo]]owmg monitor vehlcles 1egu1atc:velllcle§ route vehicles, control vehicles, monitor

' . peop]e, regulale people, r.oule people, £ontrol people, and contro] trallic lights.

71. The method as: 1ecued ine 41b0d1ment 70 futther comprlsmg

the first wireless temnnal is one f the followmg a vehlcle a device embedded in a vehicle, a

“person, and a device carried b Ja person.

72.  The method as reci -d'i'n embodiment 70, further comprising:

. the second w1reless termif a] is co- located w1th the traffic- hght controller.

73. The method a _.f"i'eCited_ in embodiment 70, further comprising: '
the traffic-light conjffoller communicates with other traftic-light controllers to better manage

vehicular traffic.

74. The mglhod as recited in embodiment 70, {urther comprising: '
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the beacon includes information about at least one of the following: type of the first wireless
terminal, intention of the first wireless terminal, and number of wigtless terminals near the

first wireless terminal.

- 80. A computer program product embodied in a computer feadable storage medium for

managing vehicular traffic, the computer program product/comprising the programming
instructions for:

a first wireless terminal sending a beacon;

-a second wireless temnna] receiving the beacon and sendling a part of the beacon to a trafﬁc—

hght controller;

the traffic-light controller receiving the part of the begton and using it to do at least one of the

15 -
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following:-monitor-vehicles; regulate--vehicles;rgute-vehicles;—control-vehicles; monitor

people, regulate people, route people, control peoygle, and control traffic lights.

8. The computer program product as recjted in embodiment 80, further comprising the

programming instructions for:
‘the first wireless terminal is one o -the following: a vehicle, a device embedded ina

veh1cle a person and a device carried by‘ a person.

82, " The computer program produgt as recited in embodiment 80, further comprising the
_programming instructions for:

- the second w1reless tern 1ina 11 s co docated with the tratfic-light controller

::83. The computel p10g1 any ploduct as recited in embodiment 80, further comprising the
' ploqrannnmg instructions fo
the traffnc_—hght, controller g mmunicates with other traffic-light controllers to better manage

. vehicuiar-t_raffic.-

84. l'he computel 1ogrdm product as recited in 1 embodiment 80, further compnsmg
the beacon includes/information about atleast one of the following: type of the first wireless

terminal, intentio ;of the first wireless terminal, and number of wireles$ terminals near the

85. A meghod for conserving energy, the method comprising:
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a first wireless terminal sending a beacon;
a second wireless terminal receiving the beacon and sending a pajt of the beacon to an
electric appliance controller;
the electric appliance controller receiving the part of the beacon agfl using it to do at least one
of the following: detect people, monitor people, receive instrfictions, and control electric

appliances.

86.  'T'he method as recited in embodiment 85, further cofnprising:

“the first wireless terminal is one of the following: a persoif or a device carried by a person.

87. The method as recited in embodiment 85, furthr comprising:

the second wireless terminal is also the electric appljince controller.

88.  The method as recited in embodiment 85/further comprising:

the electric appliance controller better conserv 5 energy by using at least one of the following

characleristics of the first wireless terminal: yfpe, needs, and number.

93.. A computer program product eny odied in a computer readable storage medium for

conserving energy, the computer progrfm product comprising the programming instructions

- for

a first wireless terminal sending a bgfacon;
a second .wireless. terminal receiying the beacon and sending a part of the beacon to an

electric appliance controller;

“the electric appliance controlle freceiving the part of the beacon and using itto do at least one

of the following: detect pegple, monitor people, receive instructions, and control electric

appliances.
94.  The computer pfogram product as recited in embodiment 93, fusther comprising the
programming instructfons for: '

the first wirgdless terminal is one of the following: a person or a device carried by a

person.
95.  The cofiputer program product as recited in embodiment 93, further comprising the
programming/ instructions for:
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the second wireless terminal is also the electric appliance controller.
96. The computer program product as recited in embodiment 93, further comprising the
programming instructions for:
the electric appliance controller better conserves energy by using at least one of the following

characteristics of the first wireless terminal: type, needs, and nfimber.

77. A method for differentiating between wireless devigls, the method comprising:
a fnst wireless device sending data, wherein said ata includes a type field;

a_second wireless device receiving said data _and co cluding the. device. type of sald fmr

30

wireless device based on said type field included in s fd data.

78.  The method as recited in embodiment 77 rther comprising:

-said type field representing at least one b the fo]]owmg devnce types wireless device

- carried by a human being, wireless device nbt carried by a human being, wireless device

embedded in a vehicle, wireless device cu rently plugged into power, and wneless device-

-currently not plugged into power.

79.  The method as recited in embogiment 77, further 00111prising:

_ said second wireless device is an elecfrical appliance controller;

said second wireless device receiviglg said data;
said seconrl wireless :devi ice 'dete __’mg the device Lype 01 said first wireless device based on -

said type fxe]d included in 9a|d data,

 said second wire]ess device ty nmg eleetnca] appliances on and oif based on detected dev1ce

type of sdld first wireless dey 1u:

80.  The 'meth.od as re _.i'ted in e'mhodimem 77, further comprising: .

said second wireless (l vice is a traffic light controller wnh mu]tlpk receive antennas and is

capable of detectmg e (hrectlon of any wireless device;

said second wirelesg device receiving said data;

said second wirelfss device detecting the device type of said first wireléss device based on
said type field i Vclud(,d in said data; _

said second vfireless device delwtmg the dlruuon 01 said first wxrpless device based on

received saigf data;
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said second wireless device using detected device type and directionfof said first wireless

device to control traffic lights.

85. A computer program product embodied in a computer reAdable storage medium for
differentiating between wireless devices, the computer proggam product comprising the
programming instructions for:

a first wireless device sending data, wherein said datafincludes a type field;

a second wireless device receiving said data and conclufing the device type of said first

86. The coniputér program product as recited in ¢gmbodiment 85, further comprising the
programming instructions for: |
said type field representing at least one of fhe following device types: wireless devu,e_
carried by a human being, wireless device not carried by a human bemg, wireless device
embedded in a vehicle, wireless device currefitly plugged into power, and wireless device

currently not plugged into power.

87. . The computer program product a‘ recited in embodiment 85, funher comprising the

plogrammmg instructions for:

a _said second wireless device is an elecy 1éal appliance controller;
_said second wireless device receivin =’$aid data;
* said seéond wireless device Adetec fng the device type of said first wireless device based on -
said type field included in said d a; 7
‘ ':sald second w1reless device tur_-'mg electmca] appliances on and off based on detected device

: type of sa1d flrst wireless dev'ce

- 88 'The computer pro i‘am p_rod_u_ctvas recited in embodiment 85, further comprising the

plomammmg instractio ] fox

said second w1re]ess i v1<,e is a traffic light controller with multiple receive antennas and is
capable of detectingfhe direction of any wireless device;

said second wirele fs' device receiving said data; _

said sécond wir éss device detecting 't:he'de'vice type of said first wireless device based on

said type lield | éluded in said data;
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said second wireless device detecting the direction of said first wirfless device based on
received said data;

said second wireless device using detected device type and direcfion of said first wireless
device to control traffic lights.

Although the method, wireless device and computer program product are described in
connection with several embodiments, it is not intended to beflimited to the specific forms set
forth herein, but on the contrary, it is intended to cover su altemétives, modifications and
equivalents, as can be reasonably included within the spirit and scope of the invention as

defined by the appended claims.




Claims
1. A method of conveying data on a cellular and multi-hop,/non-cellular network, the
method comprising: _ |
~ determining, in a first relay cellular device, that the f st relay cellular device will

make itself available as a relay for other cellular devices infa cellular and multi-hop, non-
cellular network; |

in response to determining that the first relay cg ular device will make itself’
available as a relay, transmitting, from a non-cellular hwterface of the first relay cellular
device, a first node-state signal indicating the availgpility of the first relay cellular device
as a relay for other cellular devices in the cellular And multi-hop, non-cellular network;

receiving, with a non- ~cellular interface of an originating cellular device, the first
node state signal transm1tted from the first relgy cellular device; ‘ |

determining, in the orrgrna‘ung cellulgr device, based on the first node-state signal
that the orlgmatmg cellular device will wirflessly connect to a base station of a cellular
network via the first relay cellular device/in the celtular and multi- hop, non- cellular ‘
network; and ‘ / _ A

" - in response to determininglth :the originating cellular device will wirelessly

| connect to the base station of the cg ,ular network via the first relay cellular device:

' transrruttrng uplin fdata, for transmission to the base station, from the '
: Vongmatmg cellular device via t ﬁrst relay cellular. devrce or '
: receiving dow 1nk data from the base station, at the ori gmatmg cellular

-~ device via the first relay celly lar device.

, 2.‘ The method of cly 1m 1, whereln the step of determmmg that the orrgmatmg cellular
dev1ce will w1relessly ' ynnect to the base station of the cellular network via the ﬁrst relay
cellular device in the 'ellular and multi-hop, non-cellular network comprrses '
sensing witlf the originating cellular device a first cellular signal strength of the
base station; - , | - '
| sensing yith the originating cellular device a second cellular _slgnal strength of
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another base station; and
based on a comparison of the first cellular signal strength And the second cellular

signal strength, determining, in the originating cellular device, that the originating cellular

device will wirelessly connect to the base station of the cellulgf network via the first relay

cellular device in the cellular and multi-hop, non-cellular nefwork.

3. The method of any of claims 1-2, comprising:

determining, in a second relay cellular device, that the second relay cellular device

will make itself available as a relay for other cellule7éevices in the cellular and multi-hop,

non-cellular network;

in response to determining tha'; the secondfrelay cellular device will make itself
available as a relay, trahs'rriitting,- from a non-céflular interface of the second relay cellular
device, a second node—slate sigrlal indicating the availability of the second relay cellular
device as a relay for other cellular devices iffthe cellular and multi-hop, non-cellular

network

rece1v1ng, w1th the non- cellular 1 herface of the 0r1gmat1ng cellular device, the
second node-state signal transmitted fr,vrn the second relay cellular device; and

- wherein the step of determlni g that the originating cellular device will wirelessly v
‘. connect to the base station of the ¢ ,‘lﬁlar network via the first relay cellular device
comprrses comnarmg} in-the omgl__l ating 'ellu.lar device, information based on the first

‘node-state : signal and.informati based on the second node-state signal to select between

the first relay cellu_lar device :'d the second relay cellular device.

4: The method of claif 3' corrrprisirlg'
sensmg, in the o_'_gmatmg cellular dev1ce a deterioration in a wireless connection
between the orlgmatm ¢ cellular dev1ce and the first relay cellular device or a deterioration
in a wireless connectjon between the first relay cellular device and the base statron; and
~ determining in the originaﬁng "cellular device, based on the sensed deterioration
that the originating cellular device will wirelessly connect to the base Sl;l'[iOl’l of the cellular
network via the fecond relay cellular irls_teadlof the ﬁrsl.relay cellular device.
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5. The method of any of claims 1-4, wherein the step of deteymining, in the first relay
cellular device, that the first relay cellular device will make itself available as a relay for
other cellular devices in the cellular and multi-hop, non-cellulgr network comprises the
first relay cellular device determining to make itself availabl as a relay based on:
a value indicative of a cellular signal strength of ceflular signals from the base
station at the first relay cellular device;
a value indicative of a cellular signal quality of £ellular signals from the base
station at the first relay cellular device; |
node-state signals received from other cellujar devices in the cellular and multi-
hop, non-cellular network at the first relay cellulay device;
a value 1nd1cat1ve of a non-cellular signgf strength of non—cellular signals from the
Aorlgmatmg cellular dev1ce at the first relay celfular device;
a value indicative of a non-cellular signal quality of non- cellular signals from the
orlgmatmg cellular device at the first relay, fcellular; _
~avalue mdlcatwe of a price for cg lular service pald by a user associated with the .
first relay cellular device; - _ | '
- a value indicative of an amou .t of energy stored by the first relay cellular dev1ce
a type of power source of t '_ﬁrst relay cellular device;
a number of antennaS coupfled to a cellular-interface of the first relay cellular
- device; [ ' -
: a value indicative of : 'l/'emerrt of the first relay cellular device;
a value indicative of / "c time of day, » o
a valué indicative of a number of hops between the base station and the first relay
cellular device; and ‘ :
a value indicatiye ol an amount of available bandwidth for w1reless communication
with the base station rcm the first relay cellular device.
6. The methgd of any of clarms 1-5, wherein the step of determmmg, inthe

originating cellylar device, based on. the first node-state signal that the originating cellular
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device will wirelessly connect to a base station of a cellular networ} via the first relay
cellular device in the cellular and multi-hop, non-cellular networkf/comprises:

extracting from the first node-state signal a first cellularSignal strength, the first
cellular signal strength quantifying a strength of cellular signafs from the base station at the
first relay cellular device or a sink cellular device through which the first relay cellular
device wirelessly connects to the base station;

measuring a second cellular signal strength at theforiginating cellular device; and

determmmg that the first cellular signal strengt}d is greater than the second cellular

signal strength by more than a threshold amount. /

7. The method of any of claims 1-6, comprigfng: »
determining, in a sink cellular device, that the sink cellular device will make itself
_ avarlable as a sink for other cellular devices iyf a cellular and multi-hop, non-cellular
network; and A
in response to determining that th Aslnk cellular devlce will make itself available as
a siuk, tran‘smitling,,frcm a non-cellular fnterface of the sink cellular clevice,: a third node-
state signal, _wherein the third node-st :'e’si gnal comprises data indicative of:r
the availability of lhe 1nk cellular device as a sink;

_asignal strength of ,:ell'ular signals from the base station at the sink cellular

device; _
“a signal quality f cellular signals from the base station at the sink cellular
- device; L ;-
- .an identity: of a‘cellular network carrier operating the base station;
~ a number ¢ '_‘anten-nas coupled to a cellular-interface of the sink cellular .
devicc; : . o |
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8. The method of claim 7, whérein:
the step of determining, in the first relay cellular device, that the first relay cellular
device will make itself available as a relay for other cellular devfces in the cellular and
multi-hop, non-cellular network cémprises:
| receiving, with the non-cellular interface of tife first relay cellular device,
the third node-state signal transmitted from the sink cellulat device;
‘ determining, in the first relay cellular devjce, based on the third node-state
signal that the first relay cellular device will wirelesslyfonnect to the base station of the
cellular network via-the sink cellular device in the celfular and multi-hop, non-cellular
network; and 'V
~ the step of transmitting, from fhe non-cellylar interface of the first relay cellular
device, the ﬁrst node-state Signallindicating the fvailability of the first relay cellular device '
as a relay for other cellu-lar"'devices in the cellylar and multi-hop, non-cellular network
comprises transmitting, in the ﬁrst node-statf signal, data indicative of:
' é'number'of hops between e first relay cellular device and the base

station; -

4 a signal strength of cells ar signals frdm the base station at the sink cellular
* device; | Y
A ~a signal quality of ¢ v_:ljul'ar signals from the base station at the sink cellular
- device; ‘ | -
V an idéﬂﬁty 6f a ‘C_r 1:111_af nctwork carrier oberating' the base station;
a__number 4of' anj ":lI'l"r'las_c-oupled to a cellular-interface of the sink cellular
-dévice;.» . o
: moV.er_rieht f fhe sink c‘ell-ular device; -
a trype of _6\_>ver _s.ou_rée bf >the first relay cellular device;
‘atype ob_-'powe'r s_oufcé of the sink cellular dévice; and
a non- "éilhlér transmit pQWer of the first relay cellular device.
9 The methgd of any 6f claims 1-8, comprising transmitting thé uf)iink data, wherein

fitting uplink data, for transmission to.the base station, from the
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originating cellular device via the ﬁrst relay cellular device compriges:

obtaining in the originating cellular device a security key Jased on a cellular-
~ security identifier associated with the originating cellular devicg, wherein the security key
rs received from the cellular network associated with the baseAtation;

enerypting with the originating cellular device the uplink data for transmission to
rhe base station with the security key to form encrypted dafa;

transmitting the encrypted data via the non-celluldr interface of the orlgmatmg

cellular device to the non-cellular interface of the first felay cellular device; and

transmitting the encrypted data via a cellular jiterface of the first relay cellular

device to the base station.

.1 0. | The method of any of claims 1-9, wherejh the step of transmitting, from the non-
»cellular interface of the first relay cellular devjce, the first node-state signal indicating the
availabilify of the first relay cellular device g a relay for other cellular devices in the
cellular and multl—hop, non-cellular netwoy/ . comprises broadcasting the first node-state

31gnal perlodlcally asa beacon frame.

© 11. " - A cellular and multi-hop, 1o _eeHular network, the network comprising:

o ~ afirst relay cellular device X .nﬁgured to:

: detemnne that the A1rst rélay cellular device will make itself available as a
"relay for other cellular devices ifl a cellular and multi-hop, non-cellular network;

: in response to etermmmg that the first relay cellular device will make itself
- avallable as a relay, transmi _'1r1g, from a non-cellular interface of the first relay cellular

~device, a first node- state s' nal 1nd1cat1ng the availability of the first relay cellular device

. asa relay for other cellulf r devices.in the cellular and multl-hop, non-cellular network;

an originating cf llular device configured to: A
receir/ ,j-rx‘/ith a non-cellular interface of the originating cellular device, ‘the
first node-state sig; 1 transmitted from the first relay cellular device;
dej rmine; in the originating cellular device, based on the first node-state
sigvnalihat the ofiginating cellular device will wirelessl_y...connect to a base station of a
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cellular network via the first relay eellular device in the cellular and/multi-hop, non-
cellular network; and
in response to determining that the originating ceflular device will

wirelessly connect to the base station of the cellular network vfa the first relay cellular
device:

transmit uplink data, for transmissiofi to the base station, from the
originating cellular device via the first relay cellular devige; or

| receive downlink data, from the Jpase station, at.the originating -

cellular device via the first relay cellular device.

12.  The network of claim 11, wherein the stepfof determining that the originating
cellular device will wirelessly eoﬁnect to the bage station of the cellular network via the
first relay cellular device in the cellular and mplti-hop, non-cellular network comprises: -

sensing with the. originéting cellular device a first cellular signal strength of the
base station; ‘ |

sensing w1th the ongmatmg cell Jar device a second cellular signal strength of
another base _statlon, and - ‘ ’ ,
‘ -~ based on a comparison of the 1'.rst cellular signal strength and the second cellular-.
signal strength, determining, in the ‘figinating cellular device, that the originating cellular
device will wvir-elessly.; connect te he base station of the cellular network via the first relay-
- cellular del/ice'in the cellular é' __ multl-hop, non-cellular network.
13. The network of any f .c‘lairris i 1-12,’ wherein the step of determining, in lhe first
relay cellular ~device‘,_fhét v-'e'ﬁrst're'la'y cellular device will make itself available as a relay
for other ’cellular.device_ m the cell-ulal” and multi-hop, non-cellular network comprises the
first relay cellular devi ‘_e deté'rminlng to make itself available as a relay based on:.

a'value indic 'ivve of a cellular signal strength of cellular signéls from'thebase '
station at the first r flay cellular device;

a value ingicative of a cellular s1gnal quality of cellular s1gnals from the base -
station at the fir ft relay cellular device;
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node-state signals received-from other cellular devices in thef cellular and multi-
hop, non-cellular network at the first relay cellular device;

a value indicative of a non-cellular signal strength of nog-cellular signals from the
originating cellular device at the first relay cellular device;

a value indicative of a non-cellular signal quality of on—cellular signals from the
originating cellular device at the first relay cellular; / '

a value indicative of a price for cellular service p#fid by a user associated with the

first relay cellular device;

. ava1lable as a sink, transy

a value indicative of an amount of energy stoged by the first relay cellular device;
a type of power source of the first relay cellfllar device;

a number of antennas coupled to a cellulagtinterface of the first relay cellular

device;_
 avalue indicati\re of movement of the first relay cellular device;

a value indicative of the time of day: ‘

a value 1nd1cat1ve of a number of _ps between the base station and the first relay
cellular device; and '
~ avalue indicative of an amoun ,-of available bandwidth for w1reless commun1cat10n

" with the base station from the ﬁrst refay cellular device.

14. The network of any of cla'_.ms 11-13, comp smg
a sink cellular device co‘.- ﬁgured to perform operatrons comprising:

determining th_ t' the sink cellular device will make itself available as a sink

- for other cellular devices in fhe cellular and multi- hop, non-cellular network; and

~in response‘. o determmlng that the sink cellular devrce will make 1tself

V1tt1ng, froma non-cellular mterface of the sink cellular devrce a

third node-state s1gnal ‘Wherem the third node state signal comprrses data 1nd1cat1ve of: .

/the availability of the sink cellular device as a smk '

a signal strength of cellular signals from the base station at the sink

cellular device; - , | o A

| a signal quality of cellular signalsfrom the _ba_se station at the sink
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cellular device;
an identity of a cellular network carrier opefating the base station;
, a number of antennas coupled to a cellulaj-interface of the sink
cellular device; A
| movement of the sink cellular device;
a type of power source of the sink cgllular device; and
a non-cellular transmit power of thg sink cellular device.
15. The network.of claim 14, wherein:
the step of deterrnining, in the first relay cellilar device, that the first relay cellular

device will make itself available as a relay for othgr cellular devices in the cellular and
multi-hop, non- cellular network compr1ses
_ ‘ receiving, with the non-cellular/interface of the first relay cellular dev1ce

tl1e third node-state signal transmitted from tfie sink cellular device;

A determmmg, in the first relaff cellular device, based on the third node-state
srgnal that the first relay cellular device v 1ll wirelessly connect to the base slation of the - -
cellular network via the sink cellular d fice in the cellular and multi-hop, non-cellular
B n‘etw'ork; and -/ _ ‘
~ the step-of transmitting, fropt ‘the non-cellular interface of the first relay cellular

- device,A the ﬁ,r.st: nod_e-‘__-_statesignal jhdicating the availability of the first relay cellular device - |
L asa relely for other cellular ’devi fes in the cellular and mrllti hop, non-cellular nétwork

::comprlses transmlttmg, in the , 1rst node-state signal, data indicative of: -

:'-a number of hb ps between the first relay cellular device and the base

station; _ / 7
' | - asignal st ’e'ngth_ of cellular signals from the base station at the sink cellular
device; - "

| . asign '”(‘]rlality of cellular signals from the base station at the sink cellular
device; ‘

an dentity of a cellular network carrier operating the base statiorl;'
/number of antennas coupled to a cellular-interface of the sink cellular
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device;

movement of the sink cellular device;
a type of power source of the first relay cellular gevice;
a type of power source of the sink cellular devife; and

a non-cellular transmit power of the first relag cellular device.




WIRELESS COMMUNICATION METHODS, SYSTEMS, AND COMPUTER PROGRAM
PRODUCTS

CROSS-REFERENCE TO RELATED APPLICATIONS

The present application is a continuation of and claims priority to U.S. Provisional
Application 61/351,541, filed June 4, 2010, and is a continuation of and claims priority to
U.S. Provisional Application, 61/451,039, filed March 9, 2011. -

TECHNICAL FIELD v _
The present invention relates to wireless communication networks, and more

particularly to routing signals through and scheduling transmissions over wireless networks.

BACKGROUND OF THE INVENTION
‘ In some wireless communication systems, such as cellular communication systems, a
geographic area of the network is broken up into sub-areas referred to as “cells.” Each cell
may, for example, be about ten square miles in area in a larger area of 50 square miles. Each
‘cell may include a device referred (o as “cellular base station,” which, in some systems, has a
tower for receiving/transmitting and a base connected into a public switched teléphoné

network (PSTN).

© Arcas arc often divided into cells in order to use spectrum more cfficiently.\
Typically, a wireless carrier is allocated a limited number of frequency channels. The‘use of
the cells, in some applications, facilitates frequency reuse, such that, for instance, different
users (e.g., individuals operating cellular handsets or wireless dévices that send or receive
data over a wireless network) mdy communicate with different base stations over the same
fréquency in different cells, thereby re-using spectrum while avoiding or reducing
interference. Cell phone systems ére often digital ‘With each cell having several channels for

assignlllent. to users. In a Jarge city, there may be hundreds of cells.

Cellular networks often include a mobile telephone switching office (MTSC) that, in
some systems, controls certain aspécts of the operation of some or all of the base stations in a
region, control that may-include control of the connections to a public land mobile network
PLMN. For instanée, when a user’s wireless device gets an incoming call, the MSC may

attempt to locate in which cell the user’s wireless device is located. The MSC then may



instruct a base station and other system components to assign resources fdr the call to the
wireless device. The MSC then communicates with the user’s wireless device 0\/;er a control
channel to inform the user’s wireless device what resources to use. ‘l'ypically, once the user’s
wireless device and its respective cell tower are connected, the call may proceed between the
wireless device and tower. Similar mechanisms are used to facilitate data communication

(e.g., packet switched data communication) between the wireless device and the network.

In some cellular communication systems, a wireless device directly communicates
with the cellular base station. That is, in some cellular wireless systems, the wireless device

communicates with the cellular base station via a single-hop, meaning that the signals sent

between- the--wireless - device--and- the-cellular-base-station-are-not-mediated- through--an

intermediary device that receives signals from one and passes them on to the other.

In some systems, at certain times, there may be a relatively large number of users

attempting to directly communicate with the cellular base station in a cell. Some of these

users may be located in areas referred (o herein as “marginal-lo-inoperative regions,” which

are areas where the wircless service is spotty, or relatively weak, because the signal between

the wireless device and the cellular base station is weak or blocked, usuall.y because of hilly.

terrain, excessive foliage, physical distances, concrete walls, or tall buildings. In another
example of a marginal-to-inoperative region, some of these users may be located in _areas
referred to herein as “cell-edges,” which are areas where the interference from neighboring

cells is relatively high.

Furthémlore, the signal strength/quality in some areas of the cell may not be strong
enough to meet the throughput demand of the user. This is because, when everything else is
kept constant, the data rate that can be supported- between a wireless device and a cellular
base station depends, in part, on the signal strength/quality bélween the device and the base
station. In some cellular systems, wircless devices are configured (o transmit at a rclaﬁVc]y_
high power when the device is in an area of the cell where the signal Strength is Tow. This
may help in supporting higher data rates betweeﬁ that particu]af device and that banicular
base station. However, higher-power transmission consumes px‘eéibus battery power of the
device and also potentially causes more interference in the neighboring cells.  Causing more
interference in the neighboring cells may further hurt the effective capacity of the cellular

systen.



Some cellular systems may use adaptive modulation and coding. To facilitate
communication, these systems often use modulation schemes and a certain amount of error
correction coding (which may tend reduce the data rate or throughput of the wireless link)
when the signal strength between a wireless device and the cellular base station is relatively
low. Thus, such systems may achieve a data rate between the device and the base station that
depends, in part, on the location of the device with respect to the base station. Moreover, in
these systems, if the same amount of spectrum was allocated to two wireless devices in a cell,
where the signal strength/quality between the base station and the first device is high and the
signal strength/quality between the base station and the second device is low, then the first
device would (on average) be able to send/receive more useful data to/from the cellular base
station. Thus, while allocating spectrum to a requesting device, the cellular base station is
often at the mercy of the location of the requesting device when determining the amount of

spectrum that is allocated. This further hurts the effective capacity of the wireless spectrum.

Therefore, there is a need in the art for expanding the effective coverage area and

improving the effective capacity of cellular base stations and cellular networks.

This need exists indepéndently of other inadequacies of other types of wireless
snetworks (thbugh as explained in the accompanying description, solutions to one need may
facilitate solutions to the other). For instance, certain non-cellular networks, such' as wireless
networks that communicate in accordance with IEEE 802.11n specification, may convey data

at . a lower rate or to fewer devices than is desired.



BRILF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

A better understanding of the present inventions can be obtained when the following
detailed description is considered in conjunction with the following drawings, in which:

Figure 1 is a generalized diagrammatic view of a cell in a cellular network where
wireless devices in the cell have the ability to communicate with the base station via multi-
hopping in accordance with an embodiment of the present invention;

Figure 2 is a block diagram illustrating an exemplary view of the internal circuitry of
components of a cellular telephone in accordance with an embodiment of the present

invention;

Figure 3.is a flowchart of a-method for expanding the coverage of a-cellular network

in accordance with an embodiment of the present invention;

Figure 4 15 a flowchart of an aliernative method for expanding the coverage of a
cellular network in accordance with an embodiment of the present invention;

Figure 5 is a generalized diagrammatic view of a cell in a cellular network where
wireless devices in the cell have the ability to communicate with the base station via multi-
hopping in accordance with an embodiment of the present invention;

Figure 6 is an example of a process for forming a node-state signal;

Figures 7A-D are exemplary scenarios of wireless usage;

Figures 8A-C are an example of a process for selecting a role of a wireless device in a
multi-hop network;

‘ Figure 10 is an example of a process for selecting a relay node;

Figures 11 and 12 are examples of a processes for securely transmitting data on a
multi-hop network; |

Figure 13 is an example of a wireless network;

Figure 14 is an example of a timing diagram of transmissions on the network of
Figure 13; _

Figure 15 is an example of a schedule for mediating access (o a wireless medium;

Figure 16 is an example of a process for selecting a schedulc;

Figure 17 is an example of a multi-hop network;

Iigures 18 and 19 are more examples of schedules for mediating access to a wireless
medium,;

Figures 20A-D are examples of a schedule selections for various network topologies;



Figures 21-23 are more examples of schedules for mediating access 0 a wireless
medium; _

Figure 24 is an exemplary illustration of a topology with a hidden node;

Figures 25A and B are illustrations of a process and apparatus for controlling an
electrical appliance;

AFig.ures 25A and B and 27 are illustrations of processes and systemé for controlling
traffic;

Figures 28-31 are examples of timing diagrams and processes for detecting collisions
ona wireless network; and

Figure ‘32 is a timing diagram depicting example of a request frame.



DETAILED DESCRIPTION

The present inventions include methods, a wireless devices, and computer program
products for expanding the coverage and imprbving the capacity of a cellular network. The
present inventions also include methods, wireless devices, and computer program products

for enhancing the capacity of certain non-cellular wireless networks.

In one embodiment, a wireless device (e.g., a cellular telephone) is able to
communicate with a cellular base station in a cell of the cellular network over a non-cellular
interface via another wireless device in.the cell through the use of multi-hopping. A wireless

device may request permission to communicate with the base station over a non-cellular

interface-via-hopping -off -another -wireless-device -when-its-signal-strength—is-below—a

threshold. Other factors that may affect a device’s hopping decision include, but are not

limited to, battery life, bandwidth usage, type of device, level of mobility, time of day,
subscription fees, user profi]e, non-cellular signal strength, cellular signal strength, level of
wireless interference seen by non-cellular interface, and level of wireless interference seen by
cellular interface, as explained further below. Alternatively, a wireless device may receive a
request to communicate with the base station over a non-cellular interface via hopping off the
wireless device that sent the request when that wireless device has excess capacity in its
bandwidth with the base station. The wireless devices may communicate with one another in
the cell using a non-cellular protocol thereby minimizing the usage of the bandwidth of the
cellular network. © By cnabling wirclc‘ss devices in the cell of the cellular network to
communicate with a base station in such a maﬁner via multi-hopping, the coverage area and
the capacity of the cellular 'network-.'is enhanced. Moreover; an improvement may be

observed in the allocation and use of the cellular network system'_resources.

While the following discusses the present inventions in connection with wireless
devices in a cellular network, the principles of the present invention may be applied to-home
appliances and other wireless devices that are wirelessly connected to each other in a peer-to-
peer network. And, embodilﬁenté applying the principles of the present inventions to such

implementations would fall within the scope of the present inventions.

In the following description, numerous specific details are set forth to provide a
thorough underslanding of the present inventions. However, it will be apparent lo those
skilled in the art that the prcscrit' inventions may be practiced without such specific details. In |
other instances, well-known circuits have been shown in block diagram form in order not to

obscure the present inventions in unnecessary detail. With the exception of certain inventions



relating to scheduling of transmissions on a wireless network, details considering timing
considerations and the like have been omitted inasmuch as such details are not necessary Lo

obtain a complete understanding of some of the present inventions.

As stated in the Background Information section, currently, in some existing cellular
systems, the cellular device directly communicates with the cellular base station. That is, in
some existing cellular systems, the cellular device communicates with the cellular base
station via a single-hop. As discussed above, there may be hundreds or thousands of people
attempting to directly communicate with the base station in a cell. Some of these individuals
may be located in areas referred to herein as “bad spots,” which are areas where cell
telephone service is weak and/or not available because the signél between the cellulaf phone
and the base station is blocked, usually by hilly terrain, excessive foliége, physical distance or
tall buildings. Further, the signal strength in some areas of the cell may not be strong enough
to meet the throughput demand of the user. Therefore, there is a need in the art for extending -
the coverage area of the basc station to serve those individuals that may be located in bad
spots as well as to meet throughput demand for users in areas where the signal strength is '

low.

Principles of the present inventions, as discussed herein in connection with Figures 1-
4, among others, expand the coverage area and improve the capacity of the ,.cellular base
station. "This allows the cellular base station to serve those individuals that may be located in |
bad spots. Further, principles of the present inventions, as discussed herein in connection .
with Figures 1-4, among others, more efficiently allocate the system resources of the cellular
network in order to more effectively meet the throughput demand fdl‘ users in areas where the
signal strength is low. Though not all embodiments are directed toward providing these

benefits, and other embodiments may provide other advantages.

Figure 1 xs a gencralized diagrammatic view of a ccll in a cellular network Wh_crc
wireless devices in the cell have the ability to communicate with the base station via mul.ti-
hopping. Figure 2 is a block diagram illustrating an exemplary view of the internal circuitry
of certain components of a cellular lve]eph.one. Figure 3 is a flowchart for expanding the
coverage and improving the capacity of a cellular network in the scenario of when a wircless
device has low signal strength thereby, in some instances, necessitating the need to attempt o
hop off another wireless device in the cell to communicate with the base station. ligure 4 is a
flowchart for expanding the coverage and improving the capacity of a cellular network in the

scenario of when a wireless device has excess capacity in its bandwidth with the base station




to allow other wireless devices in the cell to hop ‘off itself to communicate with the base
station. Figures 5 and 6 further illustrate embodiments of the present invention in expanding
the coverage and improving the capacity of a cellular network. Figures 7-10 further illustrate

embodiments of wireless device architectures using principles of the present inventions.

Referring to Figure 1, Figure 1 is a gencralized diagrammatic view of a cell 100 in a
wireless cellular telephone network in accordance with an embodiment of the present
inventions. It is noted that only a single cell 100 in a cellular network is depicted for ease of
understanding. The principles of the present invention are not limited to any particular

number of cells in a particular cellular telephone network.

Cell 100 in a wireless cellular telephone network may be about ten (10) square miles
in area. Each cell 100 in a cellular telephone network may include a cellular base station 101
that has a tower 102 for receiving/transmitting with wireless devices 103A-D (e.g., cellular
phones, netbooks, personal digital assistahts, laptop computers). Wireless devices 103A-D
may collectively or individually be referred to as wireless devices 103 or wireless device 103,
respectively. A wireless device 103, as used herein, may refer to any communication devicc.
that has the capability of wirelessly communicating data to or from a cellular network or
other network. While Figure 1 depicts four wireless devices 103 in cell 100, Figure 1 is not
to be limited in scope to any particular number of wireless devices 103 that may be serviced
in cell 100. An example of a wireless device being a cellular telephone for practicing the

principles of the present inventions is discussed below in connection with Figure 2.

In accordance with an embodim_ent of the present inventions, wireless devices 103 are
configured to communicate with base station 101 over "multiple hops.” "Multi-hopping," as
used herein, refers to the process whereby a wireless device 103 is able to communicate with
base station 101 via one or more other wireless devices 103. For example, as illustrated in
Figure 1, wireless device 103B may be able to communicatc with base station 101 via
wireless device 103A. In another example, as illustrated in Figure 1, wireless device 103C
may be able to communicate with base station 101 via wireless devices 103B, 1 03A. Tn this
example, the range of communication is extended. In another example, as illustrated in
Figurc 1, wireless device 103D may be able to communicate with base station 101 via
wireless device 103A. Hence, by allowing wireless devices 103B, 103D to communicate N
with base station 101 via wireless device 103A, there is a more efficient usage of the
bandwidth of the cellular network. Some possible advantages of multi-hopping are also

shown in Figure 5 and Figure 6. A more detail description of multi-hopping will be



discussed further below. In one embodiment, wireless devices 103 may be able to
communicate with each other via a non-cellular protocol thereby minimizing or reducing the
usage of the bandwidth of the cellular network as discussed in further detail below. In one
émbodiment, the user of wireless device 103 communicating with base station 101 via multi-
hopping is charged for the service. That is, the user(s) of the intermediary wireless device(s)
103 are not charged for the service involving the user of wireless device 103 communicating

with base station 101 via the intermediary wireless device(s) 103.

Referring again to Figure 1, cellular base station 101 may be connected into the public
switched telephone network (PSTN) 105 (or other wired or optical fiber-based network, e.g.,
the Internet) via a mobile telephone switching office (MSC)v 104. Each carrier may have a
mobile telephone switching office (MTSO) 104 that controls all of the base stations 101 in
the city or region and controls all of the connections to the land based PSTN 105. Different
cellular standards, such as GSM, UMTS, WiMAX, LTE, etc. may use terms like mobile
switching center (MSC) for 104 and public land mobile nctwork (PLMN) for 105.

As discussed above, the cellular base station 101 has a tower 102 for
receiving/transmitting with wireless devices 103A-D. That is, communication is achieved
sbetween wireless device 103 and tower 102, such as via two-way long-range radio frequency
communication, e.g., communication over a distance of more than 1000 meters. A block
diagram illustrating an exemplary view of the internal circuitry of key components of

wireless device 103 being a cellular telephone is provided below in connection with Figure 2.

Referring to Figure 2, Figure 2 is a block diagram illustrating an exemplary view of
the internal circuitry of components of wireless device 103 (Figure 1) being a cellular
telephone in accordance with an embodiment of the present invention. Wireless device 103
includes a signal processor 201 and radio transceivers 202A, 202B coupled to a processor
203 (radio transceivers 202A, 202B coupled to processor 203 via cellular and non-céllular
interfaces 210, 211, respectively, as discussed further below). Further, wireless device 103
includes a storage medium 204 coupled to processor 203. Additionally, wireless device 103
includes an antenna 205 for transmitting and receiving radio waves (wireless signals). Radio
transceivers 202A, 202B coupled to antenna 205 performs processes relating to transmitting
and receiving radio communication. Signal processor 201 converts radio signals received
from radio transceivers 202A, 202B into audio signals outputted by a speaker 206 and coverts
received audio signals from a microphone 207 into radio signals that are transmitted by radio

transceivers 202A, 202B and antenna 205 combinations. Keypad 208 includes internal



electrical sensors behind each key visible from the exterior of wireless device 103. These
sensors may trigger a particular response when a key is depressed by a user of wireless device

103.

Processor 203 is a microprocessor that may be the brain or central processor of
wircless device 103, e.g., in some embodiments, an operating system of wircless device 103
may be executed on by processor 203. In this embodiment, processor 203 controls all or
substantially all processes occurring within/on wireless device 103, including responding to
user-inputs and executing program modules to generate menu items, prompts, etc., that are

outputted on a display 209. Display 209 may be a touch or multi-touch display, e.g., a

contact or proximity between the screen and one or more digits of the user or a stylus.

Storage medium 204 stores computer executable programs as  individual
utilities/modules and maintains a database of user-entered (or dynamically created/stored)

data.

In this embodiment, wireless interface implements protocols that facilitate wireless
communication between two wireless terminals. A terminal could be a base station or a
device; moreover, a base station can also be considered as a device. Thus we will use the
phrase wireless terminal and wireless device interchangeably. At least one wireless interface
resides inside each wireless terminal. A cellular interface is a wireless interface that is being
directly managed by a cellular network. Thus one or more cellular towers could be
controllihg the behavior of the cellular interface inside a cellular device. For example, a
cellular base station or base stations may indicate to a cellular device which cellular base
~ station it should communicate with, when the cellular device should communicate, or with
“what frequencies, codés, timing, transmission power level, and data rate the cellular device
should communicate. Using its cellular interface, a cellular device can communicate with a
base ‘station directly over a single-hop. In some implementations, the wireless device may
communicate over multiple hops by using only the cellular interface. A non-cellular interface
is .a wireless interface that is not being d‘irectly managed by a cellular network, e.g., the
wireless devices may be capable of forming wireless connections to other wireless devices
independent of a cellular base station. Examples of non-cellular interfaces include interf: aces
that implement the IBEE 802.11 a, b, g, n, p, or s standard, the Bluetooth standard, or the
Zigbee standard. In certain examples of non-cellular interfaces, the non-cellular interface

may be capable of accessing a one or more frequencies, time slots, or using codes without
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having its access to the same mediated by a cellular base station. There is one exception to
this definition: in a device, if a first infrastructure network is managing a first wireless
interface and a second infrastructure network is managing a second wireless interface, and the
first wireless interface facilitates multi-hopping in the second infrastructure network, then the
first wireless interface can be considered as a non-cellular interface from the perspective of
the second infrastructure network. For example, a smartphone may .simultaneous]y
connected to a 3G network using a cellular interface and a WiFi network using a non-cellular
interface. The non-cellular interface, while being connected to a Wiki base-station, may also
be simultaneously facilitating multi-hop cellular communication via the non-cellular interface
for some other device. Communication with the other device over the non-cellular interface,
in this example, is not t.ightly controlled by the WiFi base-station or the cellular base-station.
Although a non-cellular interface may modify its behavior based on the feedback that it gets
from the cellular network in which it is facilitating multi-hop, it cannot be forced to do so -
solely by the cellular hetwork, e.g., inputs to the non-cellular interface other than those
provided by the cellular network may also affect the behavior of the non-cellular interface,
for instance an input from a cellular network may be one parameler among many in a
decision made by the non-cellular interface. For instance, a cellular network may request that
"the wireless device 1110dify some of the subsequently described routing or role selection
processes to make the wireless device more or less inclined to use the non-cellular interface
O\I/er the cellular interface. Indeedz in Some émbodimenls, the non-cellular interface still has
full control over its behavior and is c‘apable-bf making its communication decisions in a

decentralized manner.

Additionally, wireless device 103 includes a cellular interface 210 and a non-cellular
interface 211 coupled to processor 203. ‘Cellular interface 210 is further coupled to radio
' transceiver 202 A; whereas, non-cellular interface 211 is further coupled to radio transceiver
202B. Some iIl]plelllentAtions may 'couple cellular interfuce_ 210 and non-cellular interface
211 1o the same radio transceivéf and amenna..- Cellular interface 210 and non-cellular
interface 211 include a controller 212, 213. Cellular interface 210 refers to an interface for
communicating with cellular towér 102. ‘Non-cellular interface 211 refers to an interface,
such as but not limited to, Bluetodlhm, WiFi™, FlashLinQ™, for communicating indirectly
with cellular tower 102 or other devices, such as other hand-held cellular devices or aceess
pbims, having the same type of non-cellular interface. “As discussed further below, wireless

device 103 may communicate with each other using a non-cellular interface. Non-cellular
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interface 211 and cellular interface 210) may use the same wireless spectfum or different
wireless spectrums. If non-cellular interface 211 uses different spectrum, beer—to-peer
communication between wireless devices 103 may not use or affect the bandwidth of the
cellular network. In one embodiment, cellular interface 210 and non-cellular interface 211
may each be embodied on a separate integrated circuit. In another embodiment, cellular
interface 210 and non-cellular interface 211 may both be embodied on a single integrated
circuit with controller 212/213 located on a separate integrated circuit. In another
embodimént, cellular interface 210 (without controller 212) and non-cellular interface 211
(without controller 213) along with a single controller (controllers 212/213 combined into a

single controller) may all be embodied on a single integrated circuit. In another embodiment,

cellular -interface 210 (without controller 212) and non-cellular ‘interface 211 (without

controller-213)-may-be -coupled -to- processor 203, where processor 203 includes a single
controller (controllers 212/213 combined into a single controller). Some of the possible

combinations are also shown in Figure 7, Figure 8, Figure 9 and Figure 10.

I'urthermore, wireless device 103 includes a memory 214 coupled to processor 203,
cellular interface 210 and non-cellular interface 211. An application in accordance with the
principles of the present inventions may include an application for expanding the coverage of
a cellular network as discussed further below in association bwith Figures 3 and 4. ‘the
application of the present inventions may reside in memory 214, Contfo]_ler 212, 213 may be
a processor configured to execute the instructions of the application residing in memory 214.
In another embodiment, the instructions of the application may reside in a separate memory

(not shown) in cellular interface 210/non-cellular interface 211.

As will be appreciated by one skilled in the art, aspects of the present inventions may
.be embodied as a system, method or computer program product. Accordingly, aspects of the
present inventions may take the form of an entirely hardware embodiment, an eritirely
software embodiment (including firmware, resident software, micro-codé, etc.) or an
embodiment combining software and hardware aspects that may all generally be referred to
herein as a "circuit," "module” or "system." Furthermore, aspects of the present invention
may take the form of a computer program product embodied in one or more tangible

computer readable medium(s) having computer readable program code embodied thereon.

Any combination of one or more computer readable medium(s) may be used. The
computer readable medium may be a computer readable signal medium or a computer

readable storage medium. A computer readable storage medium may be, for example, but
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not limited to, an electronic, magnetic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, or device, or any suitable combination of the foregoing. More specific
examples (a non-exhaustive list) of the computer readable storage medivm would include the
following: an electrical connection having one or more wires, a portable éomputer diskette, a
hard disk, a random access memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or flash memory), a portable coﬁlpact disc read-
only memory (CD-ROM), an optical storage device, a magnetic storage device, or any
suitable combination of the foregoing. In the context of this document, a computer readable
storage medium may be any tangible medium that can contain, or store a program for use by

or in connection with an instruction execution system, apparatus, or device.

A computer readable signal medium may include a propagated data signal with
computer readable program code embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a variety of forms, including, but not
limited to, clectro-magnetic, optical, or any suitable combination thereof. A computer
readable signal medium may be any computer readable medium -that is not a computer
readable storage medium and that can communicate, propagate, or transport a program for

“use by or in connection with an instruction execution system, apparatus or device.

Program code embodied on-a computer readable medium may be transmitted using
any appropriate medium, including but not limited to wireless, wireline, optical fiber cable,

RF, etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for aspects of the present
inventions may be written in any combination of one or more programming languages,
including an object oriented programming language such as Java, Smalltalk, C++ or the like
and conventional procedural programming languages, such as the "C" programming language

or similar programming languagcs.

Aspects of the present inventions are described bclbw with reference to flowchart
illustrations and/or block diagrams of methods, apparatus (systems) and computer program
products according to embodiments of the present inventions. It will be understood that each
block of the flowchart illustrations and/or block diagrams, and combinations of blocks in the
flowchart illustrations and/or block diagrams, can be implemented by computer program
instructions. These computer program instructions may be provided to a controller or

processor, such that the instructions, which execute via the controller or processor, create
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means for implementing the function/acts specified in the flowchart and/or block diagram

block or blocks.

These computer program instructions may also be stored in a computer readable
medium that can direct a device to function in a particular manner, such that the instructions
stored in the computer readablc medium produce an article of manufacture including
instructions which implement the function/act specified in the flowchart and/or block

diagram block or blocks.

As stated above, in some currently existing cellular telephone systems, the cell

telephone directly communicates with the cellular base station thereby resulting in limited

coverage and inefficient use of the resources. Principles of the present inventions expand the
coverage arca while efficiently using the resources of the cellular network by allowing
wireless devices (e.g., cellular phones, netbooks, personal digital assistants, laptop
computers) to communicate with a cellular base station via hopping off other wireless devices
in the cell. Furthermore, wireless devices may communicale with one another via a non-
cellular protocol thereby minimizing or reducing the usage of the bandwidth of the cellular
network. These principles will be discussed below in connection with two scenarios
involving wireless devices 103. Referring to Figure 1, one scenario involves wireless device
103 (e.g., wireless device 103B) having low signal strength thereby necessitating the need to
attempt to hop off another wireless device 103 (e.g., wireless device 103A) in cell 100 to
communicate with base station 101 as discussed below in connection with Figu_re 3. In
another scenario, wireless device 103 (e.g., wireless device 103A) has excess capacity in its
bandwidth with base station 101 to allow other wireless devices 103 (e.g., wireless device
103B) in cell 100 to hop off itself to communicate with base station 101 as discussed below

- in connection with Figure 4.

Referring to Figure 3, Figure 3 is a flowchart of a method 300 for expandihg the
coverage of a cellular network in accordance with an embodiment of the present invention.
In particular, as stated above, Figure 3 discusses expanding the coverage of the cellular
network for the scenario involving wireless device 103 (e.g., wireless device 103B) having
low signal strength thereby necessitating the need to attempt to hop off another wireless

device 103 (e.g., wireless device 103A) in cell 100 to communicate with base station 101.
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Referring to Figure 3, in conjunction with Figures 1-2, in step 301, wireless device
103 (e.g., wireless device 103B, wireless device 103D) determines its signal strength on

cellular interface 210 from base station 101.

In step 302, wireless device 103 (e.g., wireless device 103B, wireless device 103D)
determines whether its signal strength exceeds a threshold. For example, wirclesé device 103
may determine if its signal strength is of sufficient strength to communicate with base station
101. The signal strength may not be strong enough to meet the throughput demand of the
user of wireless device 103. The signal may not even be available due to the user of wireless

device 103 being located in a "bad spot.”

If the signal strength exceeds the threshold, then, in step 303, wireless device 103

attempts to directly communicate with base station 101 via cellular interface 210.

If, however, the signal strength is less than the threshold (i.c., signal strength is not
strong enough to meet the throughput demand of the user of wireless device 103), then, in
~step 304, wireless device 103 (e.g., wireless device 103B, wireless device 103D) transmits a.
request to other wireless 'devicbes 103 (e.g., wireless device 103A) in the vicinity to indirectly
c_or_ninunicatc_ with base station 101 by hopping off another wireless device 103. "Hopping
‘off a wireléss device," as used herein, refers to indirectly communicating with base station

101 via that wireless device 103.

In step 305, wireless device 103 (e.g., wireless device 103A) receives the request to

hop off itself to communicate with base station 101.

In step 306, wireless device 103'(e.g., wireless device 10)3A) that receives the request
determines whether to accept the request. In one embodiment, wireless device 103 (e.g.,
- wireless device 103A) determines whether to accept the request based on a variety of factors,
such as battery usage, bandwidth usage (referring to the amount of the bandwidth that is
currently being used in its connectioh), time of day pricing, etc.

If wireless device 103 (e.g., wireless device 103A) that receives the request
determines to not accept the request, then, in step 307, wireless device 103 (e.g., wireless
device 103A) transmits a response to wireless device 103 (e.g., wireless device 103B,
wircless device 103D) to deny the request.

Alternatively, if wireless device 103 (e.g., wireless device 103A) that receives the

request determines to accept the request, then, in step 308, wireless device 103 (e.g., wireless
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device 103A) wansmits a response to wireless device 103 (e.g., wireless device 1038,

wireless device 103D) to accept the request.

In step 309, wireless device 103 (e.g., wireless device 103B, wireless device 103[))
receives permission to communicate with base station 101 over non-cellular interface 211 via

wireless device 103 (e.g., wireless device 103A) that accepted the request.

In step 310, wireless device 103 (e.g., wireless device 103B, wireless device 103D)
communicates with base station 101 over non-cellular interface 211 via wireless device 103

(é. g., wireless device 103A) that accepted the request.

Method 300 may include other and/or additional steps that, for clarity, are not

depicted. Further, method 300 may be executed in a different order presented and that the

method 300 may be executed in a substantially simultancous manner or may be omitted,
which it not to suggest that any other features or steps described herein cannot also be

omitted or performed simultaneously.

As stated above, an alternative scenario using the principles of the présem invention
involves wireless device 103 (e.g., wireless device 103A) having excess capacity in its
bandwidth with base station 101 to allow other wireless devices 103 b(e.g.‘, wireless device
103B) in cell 100 to hop off itself to communicate with basc station 101 as discussed below

in connection with Figure 4.

Referring to Figure 4, in conjunction with Figures 1-2, in step’ 401, wireless device
103 (e.g., wireless device 103A) transmits a request over non-c_e]lu]ar interface 211 to other
wireless devices 103 (e.g., wireless devices 103B, 103D) in the vicinity inviiing them to hop
- on wireless device 103 (e.g., wireless de{'ice 103A) to communicate with base station 101
since wireless device 103 (e.g., wireless device 103A) has excess capacity in its bandwidth

with base station 101.

In step 402, wireless devices 103 (e.g., wireless devices 103B, 103D) receive the
invitation from wireless device 103 (e.g., wireless device 103A) to hop on wireless device
103 (e.g., wireless device 103A) to communicate with base station 101.

In step 403, wireless devices 103 (e.g., wireless devices 103B, 103D) determine .
whether (0 accept the invitation to hop on wireless device 103 (e. g Wireless device 103A) Lo
communicate with ba.se station 101. In one embodiment, wireless devices 103 (e.g., wireless

devices 103B, 103D) determine whether to accept the invitation based on a variety of factors,
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such as the available bandwidth wireless device 103 (e.g., wireless device 1()3A) has to offer.
For e){ample, if the available bandwidth is not sufficient to handle the throughput demand,
then wireless device 103 (e.g., wireless device 103B) would not accept the invitation.
Alternatively, if there is sufficient bandwidth to handle the throughput demand, then wireless

device 103 (e.g., wireless device 103B) may accept the invitation.

If wireless device 103 (e.g., wireless device 103B) that receives the request
determines to not accept the invitation, then, in step 404, wireless device 103 (e.g., wireless

device 103B) disregards the invitation.

Alternatively, if wireless device 103 (e.g., wireless device 103D) that receives the
request determines to accepl the invitation, then, in step 405, wireless device 103 (e.g.,
wireless device 103D) transmits a response to wircless device 103 (e.g., wircless device

103A) to accept the request.

In step 406, wireless device 103 (e.g., wireless device 103B) that accepted the request
starts communicating with base station 101 over non-cellular interface 211 via wireless

device 103 (e.g., wireless device 103A) that sent the request.

Method 400 may include other and/or additional steps that, for clarity, are not‘
depicted. Further, method 400 may be execuled in a different order presented and that the
order presented in the discussion of Figure 4 is illustrative. Additionally, certain steps in
method 400 may be executed in a substantially simultaneous manner or may be omitted,
which it not to suggest that any other features or steps described herein cannot also be

omitted or performed simultaneously.

In another embodiment, described below,va non-cellular interface illay be used to
_indirectly communicate with a cellular network. Thus, in some embodiments, a wireless
device without a cellular interface may indirectly communicate with a cellular network using
principles of the present inventions. However, in some cellular network systems, only a
cellular interface can directly communicate with a cellular network. Although not necessary
in certain embodiments, some wireless devices have a cellular interface and a non-cellular
interface. As noted above, the cellular and non-cellular interfaces in a device may operate in
the same wireless spectrum or in wireless different spectrums. As explained above, properly
configured, such a wireless device may communicate directly with a cellular network via its
cellular interface and indirectly with a cellular network via its non-cellular intesface.

Therefore, such a wireless device may be configured to select whether to communicate
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directly or indirectly with a cellular network depending on its state,v situations, and
surroundings. That is, the wireless device may perform a process for determining whether to
hop off of another device or communicate directly. In making this decision, a device may
consider factors such as quality of nearby sinks and relays, quantity of nearby sinks and
relays, battery life, source of power, average throughput, bandwidth usage, bandwidth needs,
bandwidth availability, type of device, level of mobility, time of day, subscription fees, user
profile, non-cellular signal strength and quality, cellular signal strength and quality, Ievel of
wireless interference seen by non-cellular interface, level of wireless interference seen by
cellular interface, number of hops to a sink, and surrounding wireless environment. For

example, each of, or a subset of, these factors may be compared against respective threshold

values and if a factor exceeds the threshold, indirect communication may be selected,

otherwise-direct-communications-may-be-selected.

While devices are communicating directly with a cellular base station via a cellular
interface today, in some systems, devices are not communicating with a cellular base station
via a non-cellular interface today. Indirect communication with a cellular network by a
wireless device via its non-cellular interface, in some embodiments, requires a first wire]ess_
device (o send dala for a base station via the non-cellular interface of the wireless. device (o
the non-cellular interface of a second wireless device. If the second wircless device has a
good enough (e.g. the signal strength may be greater than approximately -80dBm, the signal
to noise plus interference ratio may be greater than 15dB, or a channel quality indicator (CQIn
may be greater than 15) direct connection to the base station via its cellular interface, the
second wireless device may forward the data that it receives via its non-cellular interface
from the first wireless device directly to the base station via its cellular interface. Otherwise,
the second wireless device may relay the data that it receives for the base station on its non-
cellular interface from the first wireless device to the non-cellular interface of a third wireless

device.

If the third wireless device has a good enough direct connection (o the base station via
its cellular interface, the third wircless device may forward the data (originated by the first
wireless device) that it receives via its non-cellular interface from the second wireless device
directly to the base station via its cellular interface. Otherwise, the third wireless device may
relay the data (originated by the [irst wireless device) that it receives for the base station on

its non-cellular interface from the second wircless device to the non-cellular interface of a
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fourth wireless device. In this way the multi-hop route can be extended to as many hops

depending on the constraints, state and abilities of each wireless device that is involved.

In some systems cellular base stations may collaborate with one another to ménage
interference at the edge of the cell. However, such methods may result in the base stations
tending to shuffle their resources around to mitigate interference. Principles of the present
inventions provide these cellular base stations with an additional way to manage the
interference in some embodiments. For example, if the cellular base stations detect that
serving a wireless device at the edge of the cell may cause a an amount of interference above
a threshold for other wireless devices near the same edge of the cell, one of the base stations
may communicate with the cellular interface of the concerned wireless device and.request
that wireless device to use its non-cellular interface to indirectly'communicate with the
cellular network. In some embodiments, the cellular network requests the wireless device to
choose another route to the cellular network. Thus, with loose help [rom the base station, the
wircless device may mitigate the interference for other wireless devices located near the cell-

edge and also help enhance the performance of the cellular network. -

Moreover, in some embodiments, the wireless device may also make this decision
sindependently without any, or with limited, assistance from the cellular base stations. One
such way of doing this is to analyze the signal strength from nearby base stations. If the
signal strengths of the top (strongest) few base stations (e.g., the two, three, or four strongest)
are nearly the same (e.g., within 5%, 10%, or 30% of one another), the wireless device may.
predict that excessive cell-edge interference is likely, as transmissions to one cellular base
station are likely to interfere with the other céllular. base stations bf ;‘“’,ilar signal sﬁ*ength,
and, in response, wireless device may try to use its non-cellular mterface to indirectly
communicate with a nearby cellular base station, e.g., by initiating one or more of the above-
mentioned processes for using non-cellular interfaces to hop off ahother cellular device closer
to one of the cellular base stations. Other processes for predicting or sensing cell-edge user
interference in a distributed manner (e.g., through processes performed by each wireless
device) could use one of the following: signal strengths of nearby base stations, quality of
nearby sinks and relays, quantity of nearby sinks and relays, battery life, source of power,
average throughput, bandwidth usage, bandwidth needs, bandwidth availability, type of
device, level of mobility, time of day, subscription [ees, user profile, non-cellular signal
strength and quality, ccllular signal strength and quality, level of wireless interference scen

by non-cellular interface, level of wireless interference seen by cellular interface, number of
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hops to a sink, surrounding wireless environment, history of throughput fhrough various
direct and indirect routes to the cellular network, and feedback from nearby wireless devices.
Feedback from nearby wireless devices may be fed into distributed algorithms and protocols,
which in some embodiments, méy determine routing without global knowledge of the state of
every wireless device on the cell or within a certain range. Moreover, in some systems, such
feedback only provides indications to the device and the device may make an independent
hopping decision to mitigate cell-edge user interference based on additional parameters
independent of the information in the feedback. However, in certain systems, distributed
approaches may be overly cautious and suffer from false alarms. Thus, loose co-ordination

with base stations, e.g., as described above where the cellular base station influences but does

not control hoping decisions, may be useful in certain implementations even when wireless

devices-use their non-cellular-interfaces to communicate with base stations; the principles of
the present invention, in certain embo‘diments, accommodate such co-ordination to further
enhance the coverage énd the capacity of cellular networks. For example, the cellular base
stations may transmit a signal that influences decisions made by wireless devices concerning
whelther théy will form multi-hop non-cellular connections to the cellular network, for
instance by adjusting thresholds or weighing coefficients used by the wireless devices when

performing processes to select a role in such a multi-hop network.

In some networks, a variety of wireless devices may communicate with cellular base
stations, and the number of such devices attempting to connect with a given cellular base
station is expected to increase in the future. Current and expected future single-hop cellular
networks may not be adequate to support the increasing demand for better coverage and
capacity. However, in some of the presently described embodiments, devices could leverage
each other’s capabilities to use thé cellular syslexﬁ more efficiently in order to satisfy their
demands for better coverage and capacity. One way for devices to make efficient use of the
cellular system resourceQ 1S to eniPloy multi-hopping when seen as beneficial, e.g., according
to one or more of the role-selection processes described herein. In some embodiments, the
role selections may be distributed: each device may decide on its own about participating in
multi-hopping.

Tight centralized control in a multi-hop cellular network may be exercised in
accordance with embodiments of the presently described techniques, but such conurol is /
expected to reduce the performance of individual devices. ‘This expected reduction in

performance is because a centralized controller likely will not know everything about all
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wireless devices at all times without incurring a tremendous amount of overhead to convey
detailed information about the state of each device and its wireless environment to the
centralized controller. Overheads to convey such information themselves consume wireless
spectrum and resources of the cellular system. Thus, tight centralized control on hopping
decisions is expected to adversely affect the performance of multi-hop cellular systems.
However, certain embodiments of the present inventions facilitate a mu]ti—hoﬁ cellular system
where the tight centralized control only extends to the cellular interfaces of the devices that
are directly communicating to a cellular base station via their cellular interfaces. Depending
on their state, situations and surroundings, the wiré]ess devices themselves may make inter-
device hopping decisions in a decenh‘a]ized manner. A wireless device may receive some
assistance from the cellular base station when making hopping decisions, but this is not

necessary in every embodiment.

Although a hybrid approach (e.g., a mix of centralized and distributed control) used in
embodiments of the present inventions is expected to make, in some systems, multi-hop
cellular networks more scalable and efficient, the overall performance of multi-hop hybrid
cellular and non-cellular networks mayj by enhanced, it is believed, by using distributed
Touting, device management, adaptive scheduling, and other distributed techniques. Examples
of these techniques are described hercin and can be cxtcndcd to other kinds of wireless
networks, such as single-hop cellular, multi-hop cellular, peer-to-peer single-hop, peer-to-
peer multi-hop, wireless ad-hoc network, wireless mesh networks, etc. (Herein, the phrases

cellular base station and cellular tower are used interchangeably.)

In another embodiment, a methbd for r(v)uting in a wireless network is provided. The
method may include a first wireless terminal choosing to participate as a router. The method
further includes the first wireless terminal deciding whether it will act as a relay or a sink. A
relay may receive non-cellular signals (e.g., frames) and pass th.o'se signals on to a cellular
network, either indirectly (e.g., via Lhe non-cellular intérface of the relay) or directly to a core
network. A sink is a type of relay that passes the signals on directly to a cellular network via
a cellular interface of the sink or a wired connection. In addition, in some embodiments, the
method further includes a second wireless terminal choosing to send data to the first wireless
terminal based on whether the first wireless terminal is acting as a relay or a sink. The first
wireless lerminal may also transmit a [first metric describing cellular signal strength and

quality scen by a nearby sink if acting as a relay. ‘The first wircless terminal may also transmit
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a second metric describing cellular signal strength and quality seen by the first wireless

terminal if acting as a sink.

'The above-described embodiment may allow nearby wireless terminals to route
packets to sinks via relays in a distributed manner. This is because, in some systems, each
wircless terminal independently decides whether to act as a relay or a sink based on certain
factors. For example, the first wireless terminal could choose to participate as a router based
on at least one of the following factors: quality of nearby sinks and relays, quantity of nearby
sinks and relays, battery life, source of power, average throughput, bandwidth usage,

bandwidth needs, bandwidth availability, type of device, level of mobility, time of day,

subscription-fees;-user profile;-non-celular signal-strength-and-quality;-cellularsignal strength

and quality, level of wireless interference seen by non-cellular interface, level of wireless

interference seen by cellular interface, number of hops to a sink, and surrounding wireless
environment. For example, each of, or a subset of, these faclors may be compared against
respective threshold values and if a factor exceeds the threshold, the device may act as a -

router and if the threshold is not met, the device may not act as a router.

Moreover, the first wireless terminal could decide whether it will act as a relay or a
sink based on at least one of the following factors: quality of nearby sinks and relays,
quantity of nearby sinks and relays, battery life, source of power, average throughput,
bandwidth usage, bandwidth needs, bandwidth availability, type of device, level of mobilily,
time of day, subscription fees, user profile, non-cellular signal strength and quality, cellular
signal strength and quality, level of wireless interference seen by non-cellular interface, level
of wireless interference seen by cellulaf interface, number of hops to a sink, and surrounding
wireless environment. For example, each of, or a subset of, these factors may be compared
against respective threshold values and if a factor satisfies the threshold, the device may act

as a sink and if the threshold is not met, the device may not act as a sink.

Furthermore, the second wireless terminal could choose to send data to the first _
wireless terminal based on at least one of the foi]owing factors: whether the firstr wireless
terminal is acting as a relay or a sink, quality of nearby sinks and relays, quantity of nearby
sinks and relays, batiery life; source of power, average throughput, bandwidth usage,
bandwidth needs, bandwidth availability, type of device, level of mobility, time of day, _
subscription fees, user pi‘ofile, hon-cel]u]ar signal strength and quality, cellular signal strength
and quality, level of wireless interference seen by non-cellular interface, level of wireless

interference seen by cellular interface, number of hops to a sink, and surrounding wireless
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environment. T'or example, each of, or a subset of, these factors may be compared against
respective threshold values and if a factor satisfies the threshold, the device may act as send
data to the first wireless terminal and if the threshold is not met, the device may not send data

to the first wireless terminal.

Figure 5 is a flowchart of a method for routing in a wireless network in accordance
with an embodiment. In step 506, a first wireless terminal decides whether to participate as a
router based on at least one of the factors mentioned in step 502. In step 508, the first wireless
terminal makes the corresponding decision. If the first wireless decides to act as a router, in
step 512 the first wireless terminal further decides whether it will act as a relay or a sink
based on at least one of the factors mentioned in step 502. In step 514, a second wireless
terminal decides whether to send data to the first wireless terminal based on at least one of
the factors mentioned in step 502. In step 516, the second wireless terminal makes the
corresponding decision. If the second wireless terminal decides o send data to the [irst

wireless terminal, it does so in step 520.

In certain embodiments, a sink could be an end-destination or a gateway to an
adjoining network. For example, a first wireless device could be communicating with a.
second wireless device via its non-cellular interface and communicating with a cellular tower
via its cellular interface. If the second wireless device chooses to communicate to the cellular
network via the first wireless device, the first wireless device is a sink for the second wireless
device because it acts as a gateway to the cellular network. Another example includes a third
wireless device sending packets destined for a fourth wireless device in a peer-to-peer setting.
In this example, the fourth wireless device is a sink for the third wireless device becaﬁse it is
the end destination for the packets originated by the third wireless device. It should be noted
that the definition of a sink is contextual. It depends on the wireless device that originates

packets.

In certain embodiments, a relay is an intermediate node in the route from a wireless
device to a sink. For example, a first wireless device could be sending packets destined for a
third wireless device via a second wire]ess. device. The second wireless device is a relay for
the first wireless device when relaying packets originated by the first wireless device to the
third wireless device. There could be one or more relays in a route from an originating device
1o a sink. It should be noted note that the definition of a relay is contextual. Whether a device

is a relay depends on the wireless device that originates packets.
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In certain embodiments, a wireless device may decide to act as a sink or a relay
depending the quality and quantity of nearby sinks and relays. For example, in a location
where low cellular signal strength and quality is experienced by most wireless devices, a
wireless device that gets moderate cellular signal strength and quality from the cellular
towers may decide to act like a sink to help other wireless devices access the cellular network
in a more efficient manner. In a location where moderate cellular signal strength and quality
is experienced by most wireless devices, a wireless device that gets moderate cellular signal

strength and quality from the cellular towers may decide to act like a relay instead.

In certain embodiments, a wireless device can decide to act as a router only when it

has-enough battery life-available or when'it is plugged into AC power. A wireless device that
has multiple antennas and other complicated circuitry that helps it communicate efficiently
with an adjoining network, such as a cellular network, can decide to be a sink for other less
sophisticated nearby devices. A wireless device may only wish (o act as a router, relay, and/or
sink if it has enough bandwidth available and/or if it support rcasonable throughputs for other
devices. Other device and environment based could also help wireless devices decide whether

to act as a router, relay, and/or sink.

A wifeless device may, in some systems, choose one relay/sink over anothei based on
the factors mentioned above. Some of these factors enhance user experience by taking into
account user-based factors such as bandwidth needs and network-based factors such as
average ihroughput. Using such factors may help wireless device choose good routes (e.g.,
routes having throughput greater than approximately 2Mbps, latency less than approximately
10ms, or a packet loss less than approximately 5%, to an adjoining network. For exe;mp]e, a
wireless device may choose to communicate indirectly with a cellular tower via multiple hops
_instead of over a siﬁgle—hop because the average throughput for the multi-hop route is higher.
When the average throughput for the multi-hop route, the de\;ice may revert to using the

single-hop connection to increase the likelihood of a good user experience.

One application of certain embodiments arises in multi-hop cellular networks. A relay
(or intermediate node) may occasionally transmit a metric describing cellular signal strength
and quality scen by a ncarby sink. It may also transmit other data descriptive of the
desirability of a potential connection, such as number of hops to a wireless sink and its own
device state. Moreover, a sink (gateway node) may occasionally transmit a metric describing
cellular signal strength and quality seen by the sink. It may also transmit other useful data,

such as number of hops to a wireless sink and its own device state. Such information can help
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originating nodes find routes to sinks via relays in a distributed manner. The metrics could be
transmitted via periodic beaconing (e.g. WiFi access points) or distributed beaconing (e.g.

Wiki-Direct devices).

In some embodiments, under certain conditions, each wireless device may broadcast a
node-state signal to alert other wireless devices within non-cellular signal range of attributes
of the -broadcasting wireless device and the wireless network topology sensed by the
broadcasting wireless device. For example, process 600 of Figure 6 is and embodiment of a

process for forming and broadcasting an example of such a node-state signal.

As explained below, the node-state signal, in some embodiments, may be broadcast
periodically, for example every 100 ms, or in response (o a query from another device. The
node-statc signal may cncode a variety of different types of information. For instance, the
node-state si g‘na] may include a schedule-state signal (described below with reference to non-
cellular scheduling techniques), a number of hops between the broadcasting wireless device
and a cellular base station, an identifier of a cellular network operator that operates the
cellular basc station, e.g., a cellular carrier, and data indicative of a strength of cellular signals
from the cellular base station at the broadcasting wireless device or at a gateway node
sthiough whfch the broadcasting wireless device is configured to form a multi-hop connection
to the cellular base station. The node-state signal may also encode data indicative of cellular
signal quality, e.g., a SINR, SNR, or CQL Further, the node-state signal may encode a
remaining battery life of wireless device. In some embodiments, the node-state signal may
include the information described by the TEEE 802.11n specification as being conveyed by a
beacoﬁ frame, or the node-state signal may be formatted as such a beacon frame with
additional data. Further, the node-state signal may include a value that indicates the absolute

' power with which the node-state signal is transmitted, which may be used to calculate path
| losses, as described below. In some embodiments the node—state-signal includes information
about the location or movement of the wireless device, and the node-state signal may include
a device type lield that indicates, e.g., whether the wireless device is likely to be moved, as
might occur.with a cell phone, whether the wireless device is a laptop or other computer, for
instance, whether the wireless device is powered or running on battery, whether the wireless
device is usually carried by humans or not, whether the wireless device is currently being
used by a human, e.g., based on a signal [rom a proximity sensor, whether the device is of a
type that is usually used by a human being, ¢.g., a hand-held cellular device. The node-state

signal may also include an indication of an amount of cellular bandwidth available for uplink
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or downlink communication with a cellular base station to the wireless device broadcasting
the node-state signal or to a gateway node to which the wireless device may connect.
Further, in some embodiments, the node-state Signa] may be configured to maintain privacy
or anonymity of the operator of the wireless device, though not all embodiments include all

of the above-listed features. -

The process 600 may be performed by a wireless device, for example by the CPU of
the wireless device through interaction with various other components of the wireless device,
such as the non-cellular and cellular interfaces. Further, each wireless device, in some

embodiments, within a hybrid multi-hop cellular non-cellular network may perform the

process-600;-thereby-facilitating-distributed-hopping-dec isions; as'—explainedfbelow.

In this embodiment, the process 600 begins with the wireless device determining

whether the wireless device performing the process 600 will make itself available for other
wireless devices to hop off of, as illustrated by block 612, e.g., the wireless device may
execute one of the processes described below for determining whether the wireless device -
will make itself available as an intermediate node and one of the processes described below '
for determining whether the wireless device will make itself ‘available as a gateway node. In.
this embodiment, if the wireless device performing the process 600 deterniines that it will
make itself available for other devices to hop off of, then in response, the process 600
proceeds to step 614. Otherwise, in response, the wireless device repeats determination step

612..

In this embodiment, next, the wireless device obtains data indicative of a number of
hops between the wireless device and a cellular base station, as indicated by block 614. The
data indicative of a number of hops may be a value of one, corrésponding to a single hop to
the cellular base station if the wireless device delermines that it will act as a gateway node.
Otherwise, the wircless device may receive a node-state signal from another wireless dévicc,
or a plurality of other wireless devices, making themselves available as intermediate nodes or
gateway nodes, and the wireless device performing the process 600 may choose one.of these
wh‘e]ess devices based on their node-state signals, e.g., using one of the route selection
processes deseribed below, and add one to a hop count conveyed by the node-state signal

broadcast by the chosen intermediate node.

Next in the present embodiment, the wireless device may obtain an identifier of a

cellular network operator associated with the cellular base station. The cellular network
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operator may, for example, be a cellular carrier or other entity that charges for access to its
network through the cellular base station. If the wireless device performing the process 600 is
acting as a gateway node, then the cellular network operator may be the operator of a cellular
base station through which the wireless device will connect. Otherwise, the identifier of the
cellular network operator may be obtained from a node-state signal received from a gateway
node selected by the wireless device performing the process 600 (e.g., é gateway node

selected by an upstream intermediate node).

Next, in this embodiment, the wireless device may obtain data indicative of a cellular
signal strength of signals from the cellular base station at the wireless device performing the
process 600, as indicated by block 618. Again, if the wirelesé device performing the ‘process
600 determines that it will make itself available as a gateway nodé, then in response, the
cellular signal strength may be a cellular signal strength observed through a cellular interface
of the wireless device performing the process 600. Otherwise, the cellular signal strength may
be a cellular signal strength observed by a gateway node chosen by the wireless device
performing the process 600. As described below, the cellular signal strength may be
characterized as an amplitude of a wireless signal or in a variety of other fashions, for

.example as a binary value indicating a high or low value.

Next, in the present embodiment, the wireless device may obtain data indicative of a
schedule of the wireless device. The schedule may be one of the schedules described below
for broadcasting on a non-cellular medium,_suéh as an inter-frame spacing duration slot
chosen by the wireless device performing the process 600. The data indicative of a schedule
may also identify a schedule type, such as whether the schedule is deterministic or
nondeterministic, as described further below, or an indication Qf the number of deterministic
slots available within a given schedule. In some embodiments, the data indicative of a
schedule may be the schedule-state signal described below with reference to scheduling

processes for non-cellular transmissions. -

‘ The process 600 may also include a step of obtaining an identifiei‘ of the wireless
device performing the process 600, as illustrated by block 622. The identifier may, for
cxample, be a gencrally unique identifier associated with the wireless device by a cellular
network operator, e.g., the identifier may be a MAC address, and IP address, or and identifier
associated with the non-cellular interface of the wireless device performing the process 600,
for example. Alternatively, or additionally, the identifier may be hardcoded or otherwise

programmed into an integrated circuit or module by a maker of the non-cellular interface or
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other entity, for instance by blowing fuses on the integrated circuit or by setting registers in

persistent memory, such as flash memory.

Next, in this embodiment of process 600, the wireless device may obtain a value that
changes over time. As explained below, the value that changes over time may be combined
with the identifier of the wireless device to conceal the identifier and protect the privacy of
the user of the wireless device while permitting trusted parties to track that wireless device
performing the process 600, though not all embodiments provide this benefit. The value that
changes over time may be selected from a relatively large pool of values, for example more

than 1000, more than 10,000, or more-than 100,000 to impede brute force efforts to determine

the-identifier-of the-wireless-device: In-some 'embodiments;”thé" value thatchanges overtime
may be the time from a clock of the wireless device or a pseudo-random value, such as a
value generated with a linear shift register, or a value generated from noise perceived through
the cellular or non-cellular interface of the wireless device. The value that changes over time
may‘ be a value that changes frequently, e.g., at lcast every second or every 100
microseconds, in order to impede tracking of the wireless device from one second to the next,
or the value that changes over time may be a value that changes less frequently, e.g., such
less frequently than once per minute, once per hour, or once per day, in order (o facilitate
short-term tracking by un-trusted parties, e.g., to provide a semi-persistent identifier for other
devices hopping off of the wireless device, like many of the other features described herein,

though not all embodiments include this feature.

Next in the present embodiment, the wireless device may encrypt both the value that
changes over time and the identifier of the wireless device to form a composite encrypted
value, as indicated by block 626. In some systems, encrypting both the value that changes
over time and the wireless identifier together to form a single encrypted value, for example in
encrypted output string, is expected to help conceal the identifief, as the encrypted value may
change over time even if the identifier of the wireless device does not. However, it should be
noted (hat the present technique is not limited (o systems (hat provide ihis benefit. Various
types of encryption may be uscd, for example, WEP, WPA, or WPA?2 ¢ncryption.

In some embodiments, additional potentially sensitive information may be included in
the encrypted composite value. For example, the wireless device may obtain data indicative _
of a location or estimate of thé location of the wireless device, e.g., by querying a global-

positioning system device of the wireless device or by wriangulating position from cellular
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base stations, and the position information may be encrypted as well. Alternatively, the data

indicative of location may be unencrypted.

The wireless device may then, in the present embodiment, calculate an amoﬁnt of
time that elapsed since a previous node-state signal was broadcast, as indicated by block 628,
and determine whether a period of time has clapsed since the previous node-state signal was
broadcast, as indicated by block 30. The period of time may be a predetermined period of
time, for example every 100 ms, and in some embodiments, this predetermined period of time
may be encoded in the node-state signal so that other wireless devices in a low-power or
sleep mode will know when to wake up, or return to a higher-power consuming state, to
receive node-state signals from the wireless device performing the process 600. In other
embodiments, the period of time may change between broadcast. In this example, if the
period of time has not elapsed, the process 600 returns to block 628 in response. Otherwise,

in response, the present embodiment of process 600 proceeds Lo block 632.

In this embodiment, the wireless device may broadcast a node-state signal conlaining
the obtained information, as indicated by block 632. The node-state signal may be broadcast
as a frame, for example as a beacon frame in accordance with the IEEE 802.1ln
specification. In other embodiments, the node-state signal may be transmitted to one or more
specific receiving wireless devices. The node-state signal, in some embodiments, may include
the encrypted composite value formed from the identifier of the wireless device and the value
that changes over time, but in these embodiments, not the unencrypted version of the
identifier of the wireless device. In certain embodiments, all of the obtained data may be

encrypted a different subset of the obtained data may be encrypted.

In some embodiments, other wireless devices may receive the node-state signal
broadcast or transmitted by the device performing the process 600, and the received
information may be stored in memory of the receiving device or stored in a databasc for
tracking the wireless device that transmitted the node-state signal. For instance, the receiving
wiréless device may be a gateway node or a WiFi access point, and the receiving wireless
device may be configured to transmit t.hev encrypted composite value and other node-state
data to a tracking scerver, which may decrypt the composite value and store in memory, ¢.g.,
as associated entries in a database or as an object, the information from the node-state signal.
The stored information may be retrieved from memory for a variety of purposes, e.g., (0

transmit targeted advertisements or offers to the user of the wireless device that performed
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the process 600 by selecting the decrypted identifier of the wireless device and associated

user data from memory, such as demographic information like income or home address.

As was explained in the above, multi-hopping may expand the coverage and ilﬁprove
the capacity of a cellular network. To facilitate multi-hopping, in some embodiments,
wireless devices may be capable of relatively efticiently and sccurely hopping off other
nearby wireless. Some embodiments may be at least as secure as current single-hop cellular
systems. Moreover, the latency for data transmission over multiple hops may be acceptable, .
where the definition of acceptable depends on the application. Lastly, in some embodiments,

the power consumption overhead over multiple hops may be relatively low so that the gains

in-coverage-and-capacity due to-multi-hopping are not outweighed by the power consumption

overhead.

While some of the prior art describes several centralized approaches for multi-hop
cellular, this prior art does not present a hybrid approach for multi-hop cellular, where hybrid,
in this instance, means a mix of centralized control and decentralized [reedom (0 relatively
cfficiently facilitate multi-hop ccHu]ar. While certain examples of the prior art try to solve
the complexities of a centralized multi-hdp cellular scheme, they fail to make their solutions
scalable. Billions of cellular devices connect to the cellular networks across the world. In
office complexes and college Campusés there may tens of thousands of cellular devices in a
single cell. Unfortunately, a solution that is not scalable will not suffice in facilitating multi-
hop cellular. Despite decades of research in multi-hop cellular by the telecom and wireless
industry giants, the market does not offer multi-hop cellular. At this juncture, principles of
the present inventions. may provide a'i’ay of hope by combiningbthe centralized control of
traditional cellular networks with decentralized hopping decisions of the wireless devices. It
should be stressed, ‘however, that the present techniques are not limited to systems that use a
hybrid mix of centra]ized,convtrol_ and decentralized hopping deciéi()ns. Moreover, the present

techniques are not limited to systems that provide the above-mentioned advantages.

In this document, wireless. signal means any communication sent over the wireless
medium, including data, voice, etc. In this document, the terms data, data frame, and wireless

frame arc used interchangeably.

A wireless interface implements protocols that facilitate wireless communication -
between two wireless terminals. At least one wireless interface resides inside each wireless

terminal. A traditional cellular device (e.g. a cellular telephone) has at least a cellular
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interface. A cellular interface is a wireless interface that is being directly managed by a
cellular network. Thus one or more base stations will be controlling the behavior of the
cellular interface inside a cellular device. Using its cellular interface, a cellular device can
communicate with a base station directly over a single-hop. In some systems, it may be
possible to communicate over multiple hops by using only the cellular interface. However, in
these éystems, since by definition cellular interfaces are directly managed by the cellular
network, the cellular network will have to compute the multi-hop route for each device. This
approach is not expected to be very scalable and or be very efficient in facilitating multi-hop
cellular. Nonetheless, embodiments of the present inventions can co-exist with cellular

interfaces that communicate with the base station over a single-hop and over multiple hops.

From the above examples, it is apparent that, in some embodiments, a multi-hop
cellular system that uses principles of the present inventions may classify wireless devices
based on their operation and usage. Such classifications are indicated herein below to help
the reader better understand the principles in use. It should be kept in mind, though, that
single device may be classified as more than one type of device at the same time, e.g., a
single device may simultaneously provide the functionality of more than one type of device.
Jn some embodiments, a single device may also be classified as a different Ltype of device al

different times.

An originating node is a wireless device that communicates data (e.g., voice or
multimedia data) indirectly with a base station via its non-cellular interface, where the data is
either input or generated in the originating node, in the case of uplink data, or the data comes
from the cellular network, in the case of downlink data. An originating node may send data
for the cellular base station to another wireless device via the non-cellular interface of the
originating node. In some embodiments, the originating node may also receive data for itself

via its non-cellular interface.

An intermediate node is a wireless device that allows another wireless device to
communicate with a cellular base station via the intermediate node. An intermediate node
may receive data for the cellular base. station from a first wireless device via a non-cellular
interface of the intermediate node and relay the data to a second wireless device via the non-
cellular interface of the intermediate node. An intermediate node, in some embodiments,
may also receive data for the first wireless device via the non-cellular interface ol the
intermediate node and relay the data to the first wireless device via the non-cellular interface

of the intermediate node.
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A gateway node is a specific type of intermediate node: a wireless device that allows
another wireless device to communicate to a cellular base station via itself, with the gateway
node providing a direct connection to the cellular base station, i.e., signals exchanged
between the gateway node and the cellular base station are not mediated through another
intermediate node. In some instances, a gateway node may also operate as an intermediate
node by sending a portion of the data to another gateway node, e.g., in parallel. A gateway
node may receive data for the base station via the non-cellular interface of the gateway node
and forward the data via the cellular interface of the gateway node. In some embodiments, a
gateway node may also receive data for an originating node via the cellular interface of the

gateway node and forward the data to the originating node or an intermediate node via_the

non-cellular interface of the gateway node.

In some embodiments, an originating node may communicate indirectly with a base
station via the non-cellular interface of the originaling node, rather than communicating
directly via the cellular interface of the originating node, based on (e.g., in response to)
battery life, bandwidth usage, type of device, level of mobility, time of day, subscription fees;
user profile, non-cellular signal strength, cellular signal strength, level of wi.re]essi
interference seen by non-cellular interface, and level of wireless interference seen by cellular
interface. In some embodiments, an intermediate node may allow another wireless device to
communicate to a base station via itself, e.g., it may operate as an intermediate node as
described above, based on battery. life, bandwidth usage, type of device, level of mobility,
time of day, subscription fees, user profile, non-cellular signal strength, cellular signal
strength, level of wireless interference seen by non-cellular interface, and level of wireless
interference seen by cellular interface. And, in some embodiments, a gateway node may
allow another wireless device to communicate to a base station via itself based on battery life,
bandwidth usage, type of device, level of mobility, time of day, subscription fees, user
profile, non-cellular signal strength, cellular signal strength, level of wireless interference

seen by non-cellular interface, and level of wireless interference seen by cellular interface.

The criteria for allowing and disallowing could depend on a subsct of the mentioned
factors and the current state of the wireless device. Moreover, in some embodimems, the
values of the various factors could be fixed depending on the subscription fees paid by the
user or the owner of the wireless device. In some embodiments, this billing mechanism may
facilitatc an cconomical way of sharing the wircless channel, where those that require or

prefer betier wireless and system performance could pay more and get better performance.
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Tor example, a power user for whom the wireless device’s battery life is critical or relatively
important may never or rarely allow other wireless devices to hop onto his or her wireless
device. However, the power user may want his or her wireless device to be able to hop onto
other wireless devices to gain form the advantages of multi-hopping. Such a power user may
pay more to receive this privilege as compared to users who do not need such a privilege. In
this way, embodiments of the present inventions may facilitate an economic model for

sharing wireless spectrum and cellular system resources in a multi-hop cellular setting.

In some embodiments, originating nodes may choose to communicate indirectly with
a base station based on information received from the base station and other base stations, so:
that interference for wireless devices located near the celll-edge is mitigated énd the
performance of the cellular network is enhanced. Intermediate nodes may also decide
whether to allow other wireless devices to communicate to a base station via themselves
based on information received from the base station and other base stations, so that
interference for wireless devices located near the cell-edge is mitigated and the performance
of the cellular network is enhanced. Similarly, in some embodiments, gateway nodes may '
decide whether to allow other wireless devices to communicate to a base station via
,themselves based on information received from the base station and other base stations, so
that interference for wireless devices located ncar the cell-edge is mitigated and the

performance of the cellular network is enhanced.

In some systems, cellular base stations may collaborate with one another to manage .
interference at the edge of the cell. However, such methods are expected to force the cellular
base stations to shuffle their resources around to mitigate int.erférence.' Princip]eé of the
present inventions, in some embodiments, provide these cellular base stations another way to
manage the interference, though some of the present techniques may be used with cellular
base stations that use centralized control to mitigate interference. . If, for example, the cellular
base -stations detect that serving a wireless device at -the edge of the cell may cause a
tremendous amount of interference [or other wireless devices near the same edge ol the cell,
c.g. the SINR may be less than 3 dB or the CQI may be Iess than 10, one of the basc stations
may communicate with the cellular interface of the concerned wireless device and request
that wireless device to use its non-cellular interface to indirectly communicate with the
cellular network. This approach is unique because he cellular network is rec;uesting the
wireless device to choose another route to the cellular network, though this is not the only

reason the approach is unique, and other embodiments described herein are unique for other
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reasons. Thus, in some embodiments, with loose help from the base station, the wireless
device is getting a chance to help mitigate the interference for other wireless devices located

near the cell-edge and also help enhance the performance of the cellular network.

In another embodiment of the present inventions, a process may improve the
performance of a wireless network. The exemplary process may include a first wircless
device receiving support from a second wireless device and a third wireless base station. The
third wireless base station may route traffic for the first wireless device via the second
wireless device when beneficial, e.g., when the second wireless device sees an up-fade on the

downlink channel from the base-station to the second wireless device, or when the first

wireless device-sees-a-down=fade-on the-downlink channel from the base=station to the first
wireless device. Moreover, the first wireless device may route traffic for the third wireless
base station via the second wireless device when beneficial. The third wireless base station,
e.g., a cellular base station, may also request support from the second wireless device when
communicating with the first wireless device. Furthermore, the first wireless device could
request support from the second wireless device when communicating with the third wireless’

base station.

In tﬁé above. described embodiment, the second wireless device may choose to
provide support to the first wireless, e.g., act as an intermediate node, such as a gateway
node, for the first wireless device, device based on at least one of the following factors:
quality of nearby sinks and relays, quantity of nearby sinks and relays, battery life, source of
power, average throughput, bandwidth usage, bandwidth needs, bandwidth ava11ab1hty, type
of device, level of mobility, time of day, subscription fees, user profile, non-cellular signal
strength and quality, cellular signal strength and quality, level of wireless interference seen
i_by non-cellular inteffa‘ce, level of wireless interference seen by cellular interface, number of
hops to a sink, current state of the second device, current state of the first device,
participation policyA being used by the second wireless device, participation pdlicy being used
by the first wireless device, and surrounding wireless environment. For example, each ol or
a subset of, these factors may be compared against respective threshold values or catcgories
and if a factor satisfies the threshold or falls in a category, the device may choose to provide
support to the first wireless device and if the threshold is not met or the category is

inapplicable, the device may not choose (o' provide support to the first wireless device.

In the above embodiment, the first wireless device may request support from the _

second wireless device and the. third wireless base station, and the cost of support to the user
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of the first wireless device may depend on at least one of the following: time, date,
sul)sc1'ipti0n fees, user profile, network conditions, network congestion, location, surrounding
wireless environment, spot price, average price, nightly price, and monthly price. Adding the
dimension of cost to requesting, granting, receiving, and giving support is expected to create
economic incentives for wireless terminals to cooperate with each. Such cooperation may be
useful for wireless terminals and wireless networks, though not all embodiments incorporate
these incentives. For example, a subscriber paying higher subscription fees maybe request
relatively frequent and heavy cooperation from nearby wireless terminals. For example,
during peak hours, requesting and receiving support may have a high spot price. Also, during
peak hours, granting and giving support may have a high reward associated with it. Such cost
and reward information may be made available to users, wireless devices, wireless base

stations, and wireless network operators in real-time.

Figures 7A through 7D are generalized diagrammatic views of an examples of a cell
in a cellular network where wircless devices in the cell have the ability to cooperate with each
other and the base station via multi-hopping in accordance with an embodiment of the present
invention. In scenario 702 of Figure 7A, wireless device 704 is seeing an upfade from the

 cellular tower 712 and wireless devices 706 and 708 are seeing a downlade {tom the cellular
tower 712. An upfade happens when at a given instant in timé and/or frequency, a receiver
receives a transmitters signal at a high signal-to-interference-and-noise-ratio (SINR) or high
signal-to-noise-ratio (SNR). A downfade happens when at a given instant in time and/or
frequency, a receiver receives a transmitters signal at a low signal-to-interference-and-noise-
ratio (SINR) or low signal-to-noise-ratio (SNR). Without any cooperation between the
wireless devices and the cellular tower, the only way for wireless device 706 to communicate
with the cellular network is directly over a single hop. As shown in scenario 702, such a
limitation could force devices to get a low data rate while using'a given amount of wireless
spectrum because of the downfade. In scenario 720 of Figure 7B, wireless device 722 is
seeing an upfade from the cellular tower 730 and wireless devices 724 and 726 are seeing a
downfade from the cellular tower 730. If cellular tower 730 is capable of routing downlink
traffic to wireless device 724 via wireless device 722, it could support a higher data rate using
the same amount of spectrum as in scenario 702 because device 722 is experiencing an
upfade from the cellular tower 730. In scenario 740 of Figurc 7C, wircless device 744 is
seeing an upfade from the cellular tower 750 and wireless devices 742 and 746 are seeing a

downfade from the cellular tower 750. Thus, in scenario 740, cellular tower 750 can directly
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send downlink traffic to wireless device 744 and could still support a highef data rate using
the same amount of spectrum as in scenario 702. This is because device 744 is éxperiencing
an upfade from the cellular tower 750. In scenario 760 of Figure 7D, wireless device 766 is
seeing an upfade from the cellular tower 770 and wireless devices 762 and 764 are seeing a
downfade from the cellular tower 770. If cellular tower 770 is capable of routing downlink
traffic to wireless device 764 via wireless device 766, it could support a higher data rate using
the same amount of spectrum as in scenario 702 because device 766 is experiencing an
upfade from the cellular tower 770. This example is one way in which wireless terminals and
the wireless network can benefit if from the capabi]ity to receive support from each other.

The data rate in scenarios 702, 720, 740, and 768 may be 1 Mbps, and the bandwidth may be

SMHz.

Algorithmic support from different parts of the cellular-network could be useful, in
some systems, for single-hop and multi-hop cellular networks. Such support could facilitate
cooperative routing, cooperative scheduling, reliability, and throughput cnhanccments.
Algorithmic support could come from the base-transceiver-system (BTS), base station- -
controller (BSC), radio-network-controller (RNC), mobi]e-switohing-center (MSC), and other
wireless terminals. Such algorithmic support could enhance user experience and nelwork
performance by, for example, enabling several use-cases and app]ications. For example, the
examples shown in Iigures 7A-D could benefit from such routing a]g'orikthmicv support from
the cellular base station. Note that different wireless devices in Figures 7A-1) may see severe
upfades and downfades at different times and frequencies because of multi-path effects,
exercise different costs and rewards for receiving and grantiﬁ_g support. Amount support
received or granted could be based on subscription fees, user profiles, user preferences, and
multi-hop participation policies.” Algorithmic support and cooperation between wire]_eés
terminals could be indubed/initiated/enabled by wireless devices, wireless base stations;
wireless networks, and core networks. ' |

Typically, uscrs use the cellular network without knowing. much about the current
state of the cellular network. For example, there may be severe congestion in the cell of a
cellular network and if user’s cellular devices constantly keep trying to dccess the cellular
network, the congestion may get worse. This may reduce performance for everyone. If :
wircless terminals have the capability of cooperating with each other Lhc corc network,

wireless devices may be able to smartly access the cellular network to satisfy the needs of
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end-users, though this is not the only benefit to such cooperation, and not all embodiments
engage in this form of cooperation. Embodiments may include application software that
senses network state and network congestion using algorithmic support from nearby wireless
terminals and the core network of the cellular operator. Moreover, the application software
may collect users' requests to access the cellular network. Using the two pieces of
information, the application software could then transmit and receive data frbm the network
in a way that mitigates network congestion and yet does not appear unusable to the end users.
For example, delay sensitive data such as voice could be exchanged with the cellular network
without much delay. IHowever, requests to download files and buffer video could be delayed
to balance the congestion in the nefwork and Vhelp the network operate in a stable state.
Moreover, the delay in éccessing the cellular network could be hidden from end-user by
clever user-interface design, e.g., by buffering and transition animations. Moreover, such
cooperation and coordination between Wireless terminals and the cellular operator’s core is
expectéd to be good for overall network performance.‘ Thus, the end-user is expected to see a
gain in user experience and performance. The application software of hardware of the above
embodiment could ask for multiple requests (e.g., requiring network access) al a time from
the user and then opportunistically usc‘the network using knowledge of macro and micro
network environment. Such functionality could include providing of http data to a web
browser being used by the user when such data becomes available at the convenience of the
network. Algorithmic support, in some embodiments, from other wireleés terminals and the
networks operator’s core network may simplify the design of the human interface of such an
application and make it appear to the end-user as though the latency is low. Furthermore,
network efficiency may increase and congestion may decrease ds was explained above. This
could especially be useful for wireless networks during times of peak vusage and heavy
congestion, though the techniqﬁe is expected to provide other benefits, and not all
embodiments provide this benefit. Network access that is be delayed by a significant amount
may be particularly useful in some embodiments. For exa'mp].e, backing up of large databases
could be delayed until nighttime when network congestion is low and enough network
capacity is available.

Moreover, 1n some embddiments, the wireless device may make this decision
independently without any, or with limited, assistance frdm the base stations. One such way

of doing this is to analyze the signal strength from nearby base stations. If the signal

strengths of the top (strongest) few base stations are nearly the same, the device may predict
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that excessive cell-edge interference is likely and may try to use its non-cellular interface to
indirectly communicate with a nearby base station. Other ways of predicting and sensing
cell-edge user interference in a distributed manner could use one of the following: signal
strengths of nearby base stations, quality of nearby sinks and relays, quantity of nearby sinks
and relays, battery life, source of power, average throughput, bandwidth usage, bandwidth
needs, bandwidth availability, type of device, level of mobility, time of day, subscription
fees, user profile, non-cellular signal strength and quality, cellular signal strength and quality,
level of wireless interference seen by non-cellular interface, level of wireless interference
seen by cellular interface, number of hops to a sink, surrounding wireless environment,

history of throughput through various direct and indirect routes to the cellular network, and

feedback from nearby wireless devices. Feedback from nearby wireless devices may be fed

into-distributed -algorithms-and-protocols;-which~in~ some -embodiments; “maydetermine -
routing without global knowledge of the state of every wireless device on the cell or within a
certain range. Moreover, in some systems, such feedback only provides indications to the
device and the device is still able to make an independent hopping decision to mitigate cell-.
edge user interference. However, in certain systems, distributed approaches could also be

overly cautious and suffer from false alarms. Thus, loose co-ordination. with base stations
may be useful in certain implementations even when wireless devices use their non-cellular
interfaces to communicate with base stations; the principles of the present invention, in
cerlain embodiments, accommodate such co-ordination to further enhance the coverage and

the capacity of cellular networks.

In certain embodiments, each wireless device in a hybrid cellular non-cellular multi-
hop network may execute certain processes for selecting a role or roles that the wireless
device will performy in the network. Tor example, Figure 8 illustrates an example of a process
800 for determining whether a wireless device will operate as a relay node (e.g., as an
intermediate node) in thé multi-hop network. While the steps of this process and other
processes discussed herein are addressed in a particular order, the presently described
techhiques are not limited to embodiments that perform these steps in that order, unless
otherwise indicated.

The process 800, in the present embodiment, begins with a step of sensing whether a
node-state signal is being broadcast by another wireless device, as illustrated by block 812.
‘The node-state signal may be a signal that is broadcast by cach wircless device in the multi-

hop network, as described above.
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Next, in the illustrated process 800, it is determined, e.g., by the wireless device
performing the process 800, whether a node-state signal is being broadcast by another
wireless device, as illustrated by block 814. If a node-state signal is not being broadcast, the
process 800, in this embodimeﬁt, returns to block 812 in response. If a node-state signal is
being broadcast, in response, the process 800 proceeds to receive.the node-state signal, as
illustrated by block 816. Receiving the node-state signal may include receiviﬁg the node-state
signal through a non-cellular interface of the wireless device performing the process 800. In
some embodiments, information encoded in or otherwise conveyed by the received node-state
signal may be stored in memory of the wireless device performing the process 800. Receiving
the node-state signal may also include sensing attributes of the node-state signal, including a
signal strength of the node-state signal and a signal to noise ratio or signal to interference plus

noise ratio of the node-state signal.

In this embodiment, the process 800 proceeds to a step of obtaining a value indicative
of a cellular signal strength, as illustrated by block 818. Obtaining a value indicative of a
cellular signal strength may include obtaining a value indicative of cellular signal strength of
signals from a cellular base station at a’gateway node, for instance a gateway node that
Jbroadcast the node-state signal received in step 816 or a gateway node through which the
wireless device, €.g., an intermediate node, that broadcast the node-state signal is configured
to. connect to the cellular base station. The cellular signal strength may be an amplitude of
signals received from the cellular base station, for example by an upstream the gateway node.
In some. embodiments, the amplitude may be an amplitude in the frequency domain, for
instance in some systems using orthogonal frequency-division multiplexing (OFDM), or the
signal strength may be an amplitude in the time domain, for instance in certain third-
generation cellular networks. The gateway node that is measuring the cellular signal strength
may sample the signal srt.rength from, for instance, an entire frame- of data, or based on
cellular signals that encode a header, a preamble, or pilots of a frame. In some embodiments,
the signal strength may be expreésed as a received signal strength indication (RSSI), or the
signal strength may be expressed as a received channel power indicator (RCPI), both as
defined by the IEEE 802.11n specification. In certain embodiments, the cellular signal
strength may be calculated by subtracting from a sensed amplitude of -cellular signals a
measure or estimate of the neise, for instance an cstimate of ambient noise, or a measure of

ambient noise as measured during a silent period on a channel in question.
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Next, in the present embodiment of the process 800, it is determined, for instance by a
wireless device, whether the value indicative of a cellular signal strength is greater than a
threshold cellular signal strength, as illustrated By the block 820. If the cellular signal strength
is not greater than the threshold cellular signal strength, then in response, the process 800
returns to block 812, in this embodiment. The threshold cellular signal strength may be, prior
to a processes gain, -50 dBm or -113 dBm, for example, in a third-generation CDMA cellular
network, or -100 dBm or zero dBm and a LTE cellular network. In some embodiments, the
threshold cellular signal strength may be a function of a signal-to-noise ratio or signal to
interference plus noise ratio of cellular signals, with a higher threshold used in response to

higher a ratio. Certain embodiments may change the threshold in response to a_time of day

and a network usage profile associated with that time of day. For instance, the threshold may

be elevated during-times of heavy- cellular network traffic. If- the value indicative of cellular

signal strength is less than the threshold cellular signal strength, then in response, the process
800 returns to block 812. Otherwise, the process 800 proceeds to the step labeled with
reference number 822. In some embodiments, in addition to, or as an alternative to, the
illustrated decision block 820, the cellular signal strength may be multiplied by a cellular
signal strength coefficient, and this value may be added to other values described below to

form an aggregate relay desirability score.

In this embodiment, the process 800 next includes a step of obtaining a value
indicative of cellular signal quality, as illustrated in block 822. The cellular signal quality in
quesfion, in this embodiment, may be a channel quality indicator (CQI) or SINR or SNR as
sensed by the wireless devicé performing the process 800 to select a role for itself. The

-cellular signal quality may be quantified by, for example, sensihg signal strengths of signals
from more than one cellular base.s:tation and subtraéting the strongest signal strength from the
next strongest signal stréngth; Some embodiments may quantify cellular signal quality as a
signal to interference pluQ noise ratio, a c_h#nnel quality indicator, or a ratio of energy per bit
10 noise per bit. Some embodiments may quahtify cellular signal quality indirectly, for
example, by measuring a rate of throughput of data signals between the wireless device
performing the process 800 and a cellular base station. Certain embodiments may also
measure cellular signal qualily from sources other than cellular base slations, such as
interference from other wircless handsets. For instance, some systems confi gured for an LTE -
cellular network may use similar techniques to those described above for measuring

interference from cellular base stations to measure interference from other handsets. Some
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embodiments may estimate the amount of cellular signal quality by counting the number of
cellular towers from which signals are received. The signals from the various cellular base
stations may be sensed through a cellular interface of the wireless device performing the

process 800.

After obtaining a value indicative of cellular signal quality, in this cmbodiment, the
process 800 proceeds to step 824, in which it is determined whether the value indicative of
cellular signal quality is greater than a threshold cellular signal quality. In some
embodiments, the threshold cellular signal quality may be 0 dB to 30 dB, including a
processing gain, or -20 dB to 20 dB; as measured without a processing gain. As with the
thresho]d cellular signal strength, the threshold cellular signal quality may be changed based
on other parameters. For instance, the threshold cellular signal quality may be increased
based on a time of day and a network. usage profile such that the threshold cellular signal
quality is increased during times when network traffic is typically heavy. In another example,
the threshold cellular signal quality may be modulated based on an amount of uncertainty
concerning the value indicative of cellular signal quality, with a higher amount of uncertainty
corresponding to ahi_gher threshold cellular signal quality. If the value indicative of cellular
 signal quality is not greater than the threshold cellular signal quality, the process 800 returns
to block number 812. Otherwise, the process 800 continues to block number 826. In some
embodiments, in addition to, or as an alternative to the decision block 824, the value
indicativé of cellular signal quality may be multiplied by a cellular signal quality coefficient

and added to the above mentioned aggregate relay desirability score.

Next, the illustrated process 800 includes a step of obtaining a value indicative of a
non-cellular signal strength, as illustrated by block 826. The non-cellular signal strength, in
-this embodiment, is the strength of non-cellular signals from other wireless devices received
at the wireless device perfonhing the process 800. For example, 'Lhe strength of non-cellular
signals may be quantified based on the strength of a node-state signal received from another
wireless device. The non-cellular signals may be signals transmitled according to any of the
abbvc—nmntioncd non-cellular signal protocols, including any of the IEEE 802.11 protocols.
In some embodiments, the non-cellular signal strength is quantified as an RSSI or an RCPI
value. Some embodiments of process 800 may include a step of subtracting an estimate or a
measurement of non-cellular noise or interference from the measured non-cellular signal
strength to form an adjusted non-ccllular signal strength value. The non-ccllular signal

strength may, for example, be quantified as an amplitude measured based on a node-state
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signal or other beacon or a data frame from other wireless devices. (As hote_d above, the
node-state signal may include a value that indicates the power with which the node-state
signal is transmitted, and in some embodiments, the value indicative of a non-cellular signal
strength may be divided by this value to determine a path loss value, which may be compared
against a path loss threshold to determine whether the process 800 returns to block 812 or
continues as illustrated.) In instances in which the wireless device performing the process 800
measures the non-cellular signal strength of multiple wireless devices, the wireless device
may compare the non-cellular signal strengths and select the strongest signal as the value

indicative of non-cellular signal strength.

Next,-in-the-illustrated-embodiment-of-process-800; the'—Wire]ess"deviceperforniing the
process 800 determines whether the value indicative of a non-cellular signal strength is
greater than a threshold non-cellular signal strength, as illustrated by block 828. This
determination 828 may include comparing to a Lhreshold non-cellular signal strength of -30
dBm and -96 dBm, for example in systems employing onc of the IEEE 802.11 protocols.
Alternatively, or additionally, the value indicative of non-cellular signal strength may be
multiplied by a non-cellular signal strength coefficient, which may be empirically determined_
or-determined based on modeling, and this value may be added to the above mentioned
aggregate rclay dcsifébi]ity score. If the value indicative of the non-cellular signal strength is
not greater than the threshold non-cellular signal strength, then in response, the process 800

returns to block 812. Otherwise, in response, the process 800 proceeds to block 830.

In block 830 of the present embodiment of process 800, a value indicative of a non-
cellular signal quality is obtained. In sdme embodiments, the value indicative of non-éellu]ar
signal quality may be quantified as an RSSI value, a signal-to-noise ratio, a signal to
interference plus noise ratio,-or an RCPI value, for example. In other embodiments, the value
indicative of non-cellular interference may be a count of wire]eés devices transmitting on a
particular channel or channels that overlap with a particular channel. The non-cellular signal
quality may be measured from node-state signals or other signals, e.g., beacon [rames, data
framcs, or other transmissions i‘cccivcd via the non-cellular interface. of the wircless device
performing the process 800. In systems employing some of the deterministic or partially
deterministic inter-frame spacing techniques described below, non-cellular interference may
be quantified via measuring the number of inter-frame spacing duration slots in use or that

arc available.
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Next, in the present embodiment, it is determined whether the valué indicative of a
non-cellular signal quality is greater than a threshold non-cellular signal quality, as indicated
by block 832. The threshold non-cellular signal quality may be a ratio or an indicator (e.g.,
'CQI or SINR), for example a SINR of 0 dB to 30 dB, including process gains, for example, in
the case of non-cellular systems employing one of the IEEE 802.11 protocols and a 64 QAM
encoding.  Systems with a more aggressive encoding, such as 256 QAM, in some
embodiments, may have a threshold non-cellular interference of 0 to 40 dB. In some
embodiments, the threshold non-cellular interference may be modulated based on a degree of
confidence for the measured non-cellular interference, with a lower degree of confidence
corresp‘onding to a higher thresho]d non-cellular interference. If the value indicative of a
non-cellular signal quality is less than the threshold non-cellular signal quality, then the
process 800 returns to block 812. Otherwise, the process 800 proceeds to block 834..
Alternatively, or additionally, the va]ﬁe indicative of non-cellular signal quality may be
multiplied by a non-cellular signal quality coefficient, with the appropriate coefficient being
empirically determined or determined based on modeling, and this value may be added to the -

above mentioned aggregate relay desirability score.

S In some embodiments, the process 800 may include a step of obtaining a value
indicative of a price for cellular service paid by a user associéted with the wireless device
performing the process 800, as indicated by block 834. The value indicative of the price for
cellular service may indicate, for example, an amount that the user of the wireless device
performing the process 800 has promised to pay a celiﬁ]ar network operator or other
attributes of the user's relationship with the cellular network operator, for instance whether
the user is a long-term customer or entitled to a higher level of séwice for some other reason.
The value indicative of price may be obtained from a cellular network based on a SIM card
associated with the wireless device or other identifier of the wireléss device stored in memory
of the wireless device. In some embodiménts, the wireless device may q@ery the cellular
network in real-time (e.g., approximately concurrent with performing the present . step) to

identify a value indicative of price paid.

Next in the illustrated embodiment of process 800, the wireless device determines
whether the value indicative of a price for cellular service paid by a user associated with the
wireless device is less than a threshold price, as illustrated by block 836. In other
embodiments, the wireless deviee may determine whether the price is greater than a threshold

price. The threshold price may be modulated based on a variety of factors. For instance, the
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threshold price may be decreased in response to a relatively low battery level of the wireless
device performing the process 800, e.g., less than 20% battery capacity remaining, or the
threshold price may be modulated based on a time of day and usage history stored in memory
of the wireless device, e.g., the threshold price may be raised if it is early in the afternoon and
previous usage of the device indicates that the wireless device is likely to be used extensively
at later in the evening. If the value indicative of a price paid for cellular service is greater than
the threshold price, in response, the process 800 returns to block 812. Otherwise, in response,
in this embodiment, the process 800 proceeds to block 838. Aliernatively, or additionally, the
value indicative of a price paid for cellular service may be multiplied by a price coefficient,

with the appropriate coefficient being empirically determined or determined based on

modeling, and this value may be added to the above mentioned aggregate relay desirability
score.

In other embodiments, the wireless device performing the process 800 may oblain
from another wireless device a value indicating a price that another user is willing to pay to
hop off the wireless device performing the process 800. This received payment offer may be
compared against a threshold payment price, and if the payment offer exceeds the threshold
payment price, in response, the process 800 may proceed as illustrated to block 838, or if the
threshold payment pl;iCC is not cicccd(:d,’ in response, the process 800 may return to block
812. In some embddiments, a user of the wireless device performing the process 800 may
enter a threshold price or parameters that are used to set a threshold payment price. For
instahce, the user may indicate that the threshold payment price should have a certain value
depending on the time of day and amount of battery power remaining in the wireless device

performing the process 800.

In this embodiment, the process 800 proceeds to a step of obtaining a value indicative
of an amount of energy stored by the wireless device performing the process 800, as indicated
by block 838. The Value indicative-of an amount of energy, in some embodiments, may be a
valug indicative of an amount of batlery storage capacily thal remains unexhausted, for
instance, a pcrccntagc of battmy lif'c: rcnﬁaining or a value indicating the amount of time the
wireless device can continue to Qpefate on the existing amount of stored energy and the
current usage pattern, or the value may be, or correspond to, an absolute amount of energy
stored. In other embodiments, the value may be indicative of an amount of fluid remaining in

a reservoir, for instance and amount of hydrogen or methane for use in a fuel cell. This valuc
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indicative of an amount of energy, in some embodiments, may be obtained by querying the

operating system of the wireless device.

Next in the present embodiment, as illustrated by block 840, the wireless device
performing the process 800 determines whether the value indicative of an amount of energy
stored exceeds a threshold amount of energy. The threshold amount of energy stored may, in
some embodiments, be modulated based on a variety of factors. For instance, the threshold
amount of energy may be adjusted based on the time of day and a profile of previous usage
stored in memory of the wireless device performing the process 800, with the threshold
amount of energy being adjusted based on an integration over the remaining. portion of the
day of the profile of previous usage stored in memory. For instance, if the profile of previous
usage and time of day indicate that the wireless device is likely to be operated extensively
before being charged again, then the threshold amount of energy may be raised, and vice
versa. The profile may include an average amount of usage for each hour of the day over a
certain period, for example over the previous week, and may indicate the times at which the
wireless device was charged during this period. In this embodiment, if the value indicative of
an amount of energy stored is less than the threshold energy amount, in response, the process
,800 returns to block 81?_. Otherwise, in response, in the present embodiment, the process 800
proceeds to block 842. Altcrnatively, or additionally, the valué indicative of an amount of
energy stored be multiplied by an energy storage coefficient, with the appropriate coefficient
being empirically determined or determined based on modeling, and this value may be added

to the above mentioned aggregate relay desirability score.

Next in the illustrated embodiménl. of the process 800, a value indicative of a .number
of antennas of the wireless device performing the process 800 is obtained, as illustrated by
" block 842. In some embodiments, the value may be a binary value indicating whether the
wireless device is configured for multiple input multiple .output (MIMO). In other
embodiments, the value may be a number of antennas for.input duplex, output duplex, or
input and output of non-cellular signals. The value indicative of the number of antennas may,
for example, be stored in a register or other configuration setting accessible through the OS of
the wireless device. The number of antennas may be the number of antennas connected (o a
cellular interface, a non-cellular interface, or both of the wireless device performing the

process 800.

Next in the illustrated embodiment of the process 800, the value indicative of a

number of antennas is compared against a threshold antenna value, as illustrated by block
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844. The threshold antenna value may be a number of antennas from 1 to 8, for example. Itis
expected that more antennas will provide for better connections with other devices, as the
additional antennas can be used, for example, for assessing with higher accuracy than
systems with fewer antennas the wireless direction and wireless distance of received signals,
which in some embodiments, provides information that can affect the confidence ascribed to
measures of interference and can be used to estimate the topology of the network. In this
embodiment, if the value indicative of the number of antennas is less than the threshold
antenna value, in response, the process 800 returns to block 812. Otherwise, in response, the
process 800 proceeds to block number 846. Alternatively, or additionally, the value indicative

of the number of antennas may be multiplied by an antenna coefficient, with the appropriate

coefficient being empirically determined or determined based on modeling, and this value

may be added to the above mentioned aggregate relay desirability - score. In - other
embodiments, the steps 842 and 844 are performed less often, for example during a boot
process of the wireless ‘device, and the process 800 is only performed if the value indicative

of the number of antennas exceeds a threshold antenna value.

Next in the presently described embodiment of process 800, the wireless device
obtains a value indicative of movement of the wireless device performing the process 800, as
illustrated by block 846. Movement may be sensed through a variety of mechanisms. For -
example, movement may be sensed through components of the wireless device‘ configured to
detect position and changes in position through the global positioning system. In another
exaxﬁple, movement may be detected by triangulating the position of the wireless device and
changes in the position of the wireless device through cellular or non-cellular signals from a
plurality, e.g. three or more, sources of such signals through. the cellular or non-cellular
interface of the wireless device. I_ﬁ another example, movement of the wireless device may be
detected by calculating a Doppler shift of wireless signals received by the wireless device. In
some embodiments, moVément inay be détected through an accelerometer coupled to the
wireless device, for example by integrating a signal from the accelerometer to . estimate
veloéity. In some embodiments, movement is measured relative to a fixed reference point, for
example one or more cellular base stations. Additionally, or in the alternative, movement may
be quantilied relative to polentially movable reference points, for example relative to other
wircless devices that may hop onto the wircless device performing the process 800 or that the ~

wireless device performing the process 800 may itself hop onto.
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In this embodiment, the wireless device may next determine whether the value
indicative of movement is less than a threshold movement value, as illustrated by block 848.
In other embodiments, the wireless device may determine whether the value indicative of
movement is greater than the threshold movement value. The threshold movement may be a
value of low movement or high movement or an objective value, such as less than 10 miles
per hour or less than 30 miles pér hour. In some embodiments, the threshold movement may
be expressed as a rate of change in topology that is quantified as either slow or fast or
objectively, e.g., as less than one or two wireless devices coming or leaving the wireless
range of the device per minute. If the value indicative of movement of the wireless device is
greater than the threshold movement value, then in response the process 800 returns to block
812. Otherwise, in this Aembodiment,,in response, the process 800 proceeds to block 850.
Alternatively, or additionally, the value indicative of movement of the wireless device may
be multiplied by a movement coéfficieht, with the appropriaie coefficient being empirically
determined or determined based on modeling, and this value may be added to the above

mentioned aggregate relay desirability score.

Next in the presently described embodiment of process 800, the wireless device
obtains a value indicative of the time of day, as illustrated by block 850. -In some
embodiments, the value indicative of the time of day could be the time of day on a 24 -hour
clock. In other embodiments, the value indicative of the time of day may indicate the time
relative to a usage profile pattern stored in memory of the wireless device. For example, the
usage profile pattern stored in memmy may indicate the avérage time of day or times of day
during which the wireless device is charged and the average usage- for each period, for
example during each hour, of other portions of the day. in this example, the usage profile
pattern stored in meémory may indicate that the wiréless‘devicé is typically charged between 9
PM and 7 AM and that 70% of the devices typical daily usage occurs between 6 PM and 9
PM. In response to this f)r()file, and an ‘i‘ndvic‘ation. that the current time of day is 6 PM, the
value indicative of the time of day may indica(e a predicted amount of power usage or

network traffic expected to occur prior to the next charging session.-

Next in this embodiment, the wireless device determines whether the value indicative
of the time of day is greater than a threshold time, as iﬁdicated by block 852. In other
embodiments, the wireless device may determine whether the time of day is less than a
threshold time. 'I'he threshold time may be modified based on other factors. For example, if

the value indicative of time of day indicates that a substantial amount of usage is expected,
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the threshold time may be relatively high and may be adjusted based on the amount of energy
stored by the wireless device. If the value indicative of the time of day is less than the
threshold time, in this embodiment, the process 800 returns to block 812 in response.
Otherwise, in response, the process 800 proceeds to step 854. Alternatively, or additionally,
the value indicative of the time of day may be multiplied by a time coefficient, with the
appropriate coefficient being empirically determined or determined based on modeling, and

this value may be added to the above mentioned aggregate relay desirability score.

In step 854, in this embodiment, the wireless device obtains a value indicative of an

amount of available bandwidth. In some embodiments, this value indicative of an amount of

embodiments, two values may be obtained, one for uplink available bandwidth, and one for

available bandwidth. may-be-empirically-determined-by-sending-and-receiving-data- T0-SOME

downlink available bandwidth, and each value may be compared against a separate threshold
in the following step. The amount of available bandwidth, in the present embodiment, may be
the amount of available cellular bandwidth, though other embodiments may additionally or
alternatively obtain a value indicative of an amount of non-cellular available bandwidth. In
some embodiments, the amount of available bandwidth may be determined by a cellular base
station and this value may be transmitted 10 the wireless device. In embodiments in which the
wireless device performing the process 800 is connecting to the cellular base station through
a gateway node, the value indicative of an amount of available bandwidth may be a value
indicative of an amount of available bandwidth to the gateway node with the cellular base
statién. The amount of available bandwidth may also be quantified as an amount of available

speciruini or other orthogonal aitribuie of a wireless protocol.

Next in this embodiment of the process 800, the wireless device determines whether
~the value indicative of the amount of available bandwidth is greater than a threshold
bandwidth amount, as indicated by block 856. The threshold‘bandwidth amount niay be
expressed in absolute terms, for example from 0 Mb per second to 100 Mb per second, or the
threshold bandwidth amount may be expressed as a percentage of the maximum amount of
potentially available bandwidth; for example from 0% to 100%, or greater than 20%, greater
than 40%, or greater than 60%. The threshold bandwidth amount may be modulated based on
other factors. For instance, other potentially originating node wireless devices may broadcast
a signal indicating a needed amount of bandwidth, and the threshold bandwidth amount may
be adjusted based on, for example to match, the indicated needed amount of bandwidth. In

some embodiments, the wireless device performing the process 800 may broadcast an amount
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of bandwidth available, for example as part of a node-state signal. The reliabﬂity of the value
indicative of the amount of bandwidth available may also factor into the thresho.ld and with
amount, For example if the reliability as low, for example due to a relatively small amount of
sampling of the amount of available bandwidth, e.g., less than a single frame of data, the
threshold bandwidth amount may be raised. In this embodiment, if the value indicative of the
amount of available bandwidth is less than the threshold bandwidth amount, the process 800
returns to block 812 in response. Otherwise, in response, the process 800 proceeds to block
858. Alternatively, or additionally, the value indicative of the amount of available bandwidth
may be multiplied by a bandwidth coefficient, with the appropriate coefficient being
empirically determined or determined based on modeling, and this value may be added to the

above mentioned aggregate relay desirability score.

Next, in the present example of process 800, the wireless device obtains a value
indicative of a number of hops to a cellular base station from the wireless device, as indicated
by block 858. The number of hops may be one if the wircless device is a gateway node or
maybe two or higher if the wireless device hops onto a gateway node directly or indirectly. .
For example, the wireless device may first determined whether it will act as a gate,way-hode,_
Sind'icaling that it has a hop count of one, as described below. If the wireless device delermines
that it will not act as a gateway node, then the wireless device may look to data encoded in
signals received from other wireless devices. The value indicative of the number of hops may
be determined based on, in part, a node-state signal received from another wireless devices
that the wireless device performing the process 800 may hop off of. For example, if anotherv
wireless device closer to a gateway node broadcasts a node-state signal indicating that the
closer wireless device has a single hop to the gateWay node, the wireless device performing
the process 800 may add one to the received numbér, resulting in a value of three hops to the

cellular base station.

Next in this embodiment of process 800, the wireless device may determine whether
the value indicative of a number of hops is less than a hreshold hop value, as indicated by
block 860. If the value indicative of the number of hops is greater than the threshold value,
then in response, the wireless device may return to block 812 of process 800. Otherwise, in
response, the wireless device may proceed to block 862. Alternatively, or additionally, the
value indicalive of the number of hops may be mulliplied by a hop-count coefficient, witﬁ the
appropriate cocfficicnt being empirically determined or determined based on modeling, and

this value may be added to the above mentioned aggregate relay desirability score.
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Next, in this embodiment, the wireless device may obtain a value indi.cative of a route
quality to the cellular base station, as indicated by block 862. The value indicative of route
quality may be a weighted metric that includes average throughput, average latency, average
Jitter, available bandwidth, number of hopping devices, number of hops to the base station,
and alternative routes to the base station. The signs of the coefficients for the weighted metric
may tend ‘to cause the route quality to decrease in response to an increase in average latency,
average jitter, and the number of hops to the base station. The average throughput may be
measured empirically, for example, by broadcasting and receiving test data or other data
between the wireless device and the cellular base étation. In some embodiments, the average

latency may be determined by sending a management frame that pings, e.g., requests an

acknowledgement of receipt from, the cellular base station and measuring the round-trip time.

‘The-average—jitter--may-—-be-—-determined;—for exarhple, by transmittinga - plurality —of
management frames that ping the ce]lulér base station, and measuring a variation, e.g., a max
minus min, or standard deviation, in the round-trip time. The number of hopping devices may
be determined, for example, based on a count of other wireless devices that have currently -
selected the wireless device performing the process 800 to hop off of. The number of hops to
the base station may be the value obtained in step 845. The alternative routes to the base
station may be a measure of how many backup routes are available to the cellular base station
and a measure of the quality of those backup routes. The quality of those backup routes may
be obtained based on a node- state signal broadcast by wireless dev1ces that the wireless
device performing the process 800 may hop'ott of a may be determined in the same manner

as the presently described step 862.

Next in the present embodiment of process 800, the wireless device determines
whether the value indicative of route qu'ality is greater than a threshold route quality, as
indicated by block 864. If the value indicative of route quality is less _fhan the threshold route
quality, then in res'ponse,. the process 800 feturns to block 812. Otherwise, in response, the
process 800 proceeds to block 866. Alternatively, or additionally, the value indicative of
route quality may be multiplied by a route-quality coefficient, with the appropriate coefficient
being empirically determined or determined based on modeling, and this value may be added

to the above mentioned aggregate relay desirabilily score.

In some embodiments, the wireless device may obtain and aggregate relay desirability
scorc for the wircless device, as indicated by block 866, and as described above. The

wireless device may determine whether the aggregate relay desirability score is greater than a
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threshold score, as indicated by block 868. If the aggregate relay desirability score is less
than the threshold score, the process 800 may return to block 812 in response. Otherwise, in
response, the process 800 proceeds to block 870. In some embodiments, the aggregate relay
desirability score may indicate an overall suitability of the wireless device for acting as a
relay node. For example, the wireless device performing the process 800 may reach step 368
by barely exceeding several of the above-mentioned threshold values, in -which case, the
aggregate relay desirability score would still be relatively low, indicating that the wireless
device is less suitable to act as a relay than other wireless devices with a higher aggregate

relay desirability score.

Ih the present embodiment of process 800, the wireless device may next broédcast a
signal indicating the availability of the wireless device as a relay node, as indicated by block
870. The signal may be broadcast as a node-state signal, such as the node-state signals
described above. In other embodiments, the wireless device performing the process 800 may
sense whether another wircless device is broadcasting or transmitting a request o hop off of
the wireless device performing the process 800, in which case, in certain embodiments, the '
wireless device performing the process 800 may receive data from the originating node on a
Jon-cellular interface and transmit the received data either to another wireless device through

the non-cellular interface or to a cellular base station through its cellular interface.

ln‘ other embodiments, each of, or a subset of, the steps of process 10 may be
performed in a different order from the order in which they were discussed above. Further,
while each of the steps of process 800 is expected to improve the selection of wireless
devices as relay nodes, such selections can be performed with a subset of the steps in process
800, which is not to suggest that any future or step described elsewhere herein cannot also the

“omitted. .

In other embodiments, each of the values obtained in steps 818, 822, 826, 830, 834,

838, 842, 846, 850, 854, 858, and 862 may be passed as inputs into a first, second, or third
ordef, or higher order, neural-net module, e.g., executing on the CPU of the wireless device.
The gains for each layer of the neural-net of this embodiment may be determined empirically

- or based on modeling, and these values may be stored in memory in the wircless device for
assessing whether the wireless device should operate as a relay node. In other embodiments, a
support veclor machine or other machine learning module may be used to determine whether

the wireless device will operate as a relay node based on the above mentioned values.
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The process 800 described above and the related embodiments may also be used by a
wireless device to determine whether the wireless device will act as a gateway node. In some
embodiments, the above-described process 800 may be modified for this purpose by inverting
decision steps 820 and 824. For example, in this embodiment, in response to a determination
that the value indicative of a cellular signal strength is greater than the threshold cellular
signal strength, the wireless device may return to block 812, and in response to a
determination that the value indicative of a cellular signal strength is lesé than the threshold
cellular signal strength, the wireless device may proceed to block 822. Similarly, in response
to a determination that the value indicative of cellular signal quality is greater than the

threshold cellular signal quality, the wireless device may return to block 812, and in response

to a determination that the value indicative of cellular interference is less than the threshold
cellular-interference;-the wireless- device-may-proceed-to-block-826. ‘Fhese two-modifications
are expected to result in wireless devices with relatively strong cellular signal strength and
relatively little cellular interference operating as a gateway nodes, thereby potentially
providing a relatively low cellular interference path four other wireless devices onto the
cellular network, though not all contemplated embodiments provide this benefit. In other
embodiments, some of the steps are not inverted, and the process 800 applies a different (e.g.,
higher) threshold in certain steps to determine whether a device will operate as a gateway

node.

In certain embodiments, each wireless device may execute a process for determining
whether the wireless device will connect to a cellular base station directly or indirectly
through and an intermediate node or a gateway node. An example of such a process 900 is
shown in Figure 9. The process 900 may be performed periodically, for example in response
to receipt of a node-state signal, or in response to a certain amount of time elapsing, such as
approximately 100 ms, for example. In other embodiments, the process 900 may be
performed in response to.a user indicatingvan intent to transmit or receive data, for example
by dialing a telephone number or by opening a browser. The process 900 may be performed
by a CPU of the wireless device in conjunction with the cellular interface and the non-cellular

interface.

In this embodiment, the process 900 begins with the wireless device sensing cellular
signal strengths of one or more cellular base stations, as indicated by block 912. The cellular 7
signal strengths may be sensed and characterized with the techniques deseribed above in

other steps in which a cellular signal strength is obtained. After obtaining the cellular signal
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strengths, the wireless device may determine whether the signal strength of any cellular base
station is greater than a threshold cellular signal strength, as indicated by block 914. The
threshold cellular signal strength may be an amplitude or other value selected such that the
cellular signal strength is adequate to form a robust connection, for example the threshold
cellular signal strength may be a value of greater than -80 dBm. If none of the cellular base
stations have a signal strength, as perceived by the wireless device perforlﬁing the process
900, that is greater than the threshold cellular signal strength, the process 900 in response
may proceed to block 924, which is described further below. Otherwise, in response, the
wireless device performing the process 900 of the present embodiment may proceed to block
916. Next, in this embodiment, the wireless device may determine whether a signal strength
of more than one cellular base station is greater than thebthreshold cellular signal strength, as
indicated by block 916. If only one cellular base station has a cellular signal strength that is
greater than the threshold cellular signall strength, the wireless device performing the process
900 may proceed, in response, to block 918, and the wireless device may transmit and receive
data directly with the cellular base station having the strongest signal strength without the use -
of an intermediate node or a gateway node. Otherwise, in response, the wireless device may
proceed to block 920, and in the preseht embodiment, the Wireiess device may calculate a
‘ value indicative of a difference between the cellular signal strengths of the cellular base
stations as perceived by the wireless device performing the process 900, as indicated in block
9’20. The value indicative of a dillerence may be an average dilference between each pair of
cellular base stations, a difference between the cellular base station having the strongest
signal and the cellular base station having the next strongest signal, or a number of cellular
base stations from which signals are received. Next in the preseht embodiment, the wireless
device performing the process 900 may deternine whether the valué indicative of a
difference between the cellular signu] strengths of the cellular base stations is greater than a
threshold signal strength difference, as indicated by block 922. If, in this embodiment, the
value is greater than the lhreshold signal strengtﬁ difference, in response, the process 900
proceeds to block 918, as one of the cellular base stations has a substantially stronger signal
strength, indicating that interference: with the other cellular base stations is less likely.
Otherwise, in this embodiment, in response, the wireless device performing the process 900

proceeds to block 924 and obtains data indicative of available relay nodes.

Obtaining data indicative of available relay nodes may include receiving node-state

signals from other wireless devices, and storing data encoded in or otherwise conveyed by the
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node-state signals in memory of the wireless device performing the process 900. The wireless
device performing the present embodiment of process 900 may next determine whether a
relay node is available, for example based on the obtained data from block 924, as indicated
bby block 926. If no relay nodes are available, in response, the wireless device performing the
process 900 may return to block 912, or in other embodiments, the wireless device may
return to block 924 in cases where it is desired that only a multi-hop connection be sought.
Otheiwise; in response, the wireless device performing the process 900 proceeds to block 928
and selects an available relay node. Selecting an available relay ﬁode may include retrieving
information from node-state signals stored in memory of the wireless device performing the

process 900 and ranking or otherwise selecting among the available relay nodes, e.g., with the

route selection process described below. In some embodiments, selecting an available relay
node may-also-include transmitting-a signal to the selected relay node indicating the selection
and instructing the relay node to propa:gate a connection forward to the cellular network with
similar transmissions. Fina]]y, in the pre_:sent embodiment, the wireless device performing the
process 900 may transmit or receive data between the non-cellular interface of the wireless
device perfbrming the pfocess 900 and the non-cellular interface of the selected relay node,

which may conveyed data to and from the cellular network.

In some mhbodimcnts, undef certain circumstances, an originating node may
experience a network topology that provides more than one available relay node. In some
embod'iments, the originating node may select among the available relay nodes and transmit
data via a single relay node or in paral_lel via multiple relay nodes. An example of a process
1000 for selecting a route through one or more relay nodes is depicted in Figure 1. ‘I'he
exemplary process 1000 may be performed by each originating node in a hybrid the cellular
- non-cellular multi-hop network. _F:or example, the process 1000 may be performed as part of
step 928 of the previouély described process for determining whether a wireless device will
hop off of another wireless device. The prdcess 1000 may also be performed by intermediate

nodes in order to select a gateway node or other intermediate node closer to a gateway node.

In this embodiment, thé b]'occss 1000 begins with the originating wircless device
obtaining data indicative of available relay nodes, as indicated by block 1012. Obtaining data
indicative of available relay nodes may include the steps described above in reference to
‘block 824 of process 800. For example, the data indicative of available relay nodes may be
received from node-state signals reccived through a non-cellular interface of the originating

wireless device from each of a plurality of available relay nodes. And in some embodiments,
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each of the relay nodes may perform the above described process for forming a node-state
signal. Next, in the present embodiment, the data indicative of available relay nodes may be
stored in memory of the originating wireless device, as indicated by block 1014. In some
embodiments, the data may be stored as structured data, for example as an object or as one or
more entries in a database, that associates an identifier of each relay node with data about that

relay node.

Next, in the present embodiment of process 1000, the originating node may calculate
a relay rank based on the obtained data. For example, the originating node may retrieve the
obtained data from memory and multiply values of the obtained data with weighing
coefficients and adding the products to form an aggregate score for each wireless device that
is available as a relay node. The weighing coefficients may have a sign (positive or negative)
such that the weighing coefficients tend to cause the following effects: a larger number of
hops 1o make a given relay node be ranked lower, a stronger cellular signal strength to cause
a given relay node to rank higher, a higher amount of cellular interference to cause a relay
node to rank lower, a match between a cellular carrier of the originating wireless device and a
cellular carrier of the gateway node to cause the relay node to rank higher, a relatively low
,amount of energy stored in a relay node to cause the relay node lo rank lower, a relatuvely
strong non-cellular connection to the relay node from the originating device to cause the relay
node to rank higher, a relatively high amount of non-cellular interference to cause the relay
node to rank lower, and a higher price paid for cellular service by a user of the relay node to
cause the relay node to rank lower. The weighing coefficients may be determined empirically
or based on modeling of various topologies and use cases. In some embodiments, the
weighing coefficients may be stored in memory of the originating wireless device and
recalled from memory prior to performing step .1016. Further, in some embodiments, a
cellular network operator may update the weighing coefficients from time to time to adjust
the operation of the wiréless devices. Fbr instance, a cellular network operator may update
the weighing coefficients in a given region or around a particular cellular base station in
advance of and during an event that is éxpected to draw a large number of people, for
example during a concert or sporting event. The updates may adjust the weighing
coefficients, for example, to use non-cellular spectrum more carelully, e.g., the magnitude of
the weighing cocfficients associated with non-ccllular signal strength and non-cellular
interference maybe increased, and the magnitude of the other weighing coefficients may be

decreased. The updates may be transmitted indirectly over multiple hops or directly over a
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cellular connection. In some embodiments, the wireless device performing the process 1000
may transmit a signal to the highest-ranking relay node indicating to that relay node its

selection.

Next, in the present embodiment of process 1000, the originating wireless device
determines whether data is available for transmission or reception, as indicated by block
1018. The determination may be made based on a buffer within the wireless device for
storing data for transmission or based on the receipt of data on a non-cellular interface of the
wireless device from, for example, one of the relay nodes, such as the highest-ranking relay

node. If the determination of block 18 indicates that no data is available, the process 1000

returns-to-block-10 lf2ﬁinmresponse—.rrOthelwiser,——in—the——presentxem'bodimentr,r———the—wireless— device

performing the process 1000 proceeds to block 1020, and that the wireless device transmits

data to and receives data from a cellular network via a non-cellular interface of the relay node

with the highest relay rank.

In some embodiments, the wireless device performing the process 1000 may adjust to
changes in network topology, e.g., if a relay node is carried into another room or out of range. -
The wireless device will detect a change in, e.g., a deterioration of, the rank of a wireless
device that has become less suitable, and in response, another relay node will rank higher,
which may cause the wireless device performing the process 1000 to cease transmitting data
to, or receiving data from, the non-cellular interface- of the first relay -node and begin
transmitting data to, or receiving data from, the non-cellular interface of the other, now

higher ranking, relay node.

In some embodiments, an originating node may send data to a cellular base station via
the non-cellular interface of the originating node, through a gateway node, such that the data
appears (o the cellular base SLaliOn as though the data is coming directly from the originating
node, c.g., for pufposes of billing, ciphering, authentication, integrity, and security. In these
embodiments, an intermediate node may receive data for the cellular base station on the non- ,
cellular interface of the intermediate node and re]éy the data via the non-cellular intérface of
the intermediate node such that the data appears 1o the base station .as though coming directly
from the originating node, c.g., for purposes of billing, ciphering, authentication, integrity,
and security. A gateway node may receive data for the base station on the non-cellular
interface of the gateway node .and forward the data via the cellular interface of the gateway

node such that the data appears to the base station as though coming directly from the
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originating node, e.g., for purposes of billing, ciphering, authentication, integrity, and

security.

Similarly, for downlink data in some embodiments, an originating node may receive
data for itself on its non-cellular interface such that the data appears to itself as though
coming directly from a cellular base station, c.g., for purposes of billing, ciphering,
authentication, integrity, and security. An intermediate node may receive data for the
originating node on the non-cellular interface of the intermediate node and relay the data via
the non-cellular interface of the intermediate node such that the data appears to the
originating node as though coming directly from the cellular base station, e.g., for purposes of
billing, ciphering, authentication, integrity, and security. A gateway node may receive data
for the originating node on its cellular interface and forward the data via its non-cellular
interface such that the data appears to the originating node as though coming directly from
the cellular base sta‘lion,'e.g., for purposes of billing, ciphering, authentication, integrity, and

security.

‘There are several ways for data frames to appear to an originating device or a cellular
base station to come from come from a particular cellular base station or a particular wireless '
sdevice when the data is sent over multiple-hops. For example, some implementations of the
Global System for Mobile Communications (GSM) standard use Subscriber Identity Module
(SIM) cards. SIM cards 'contain secret information that is also stored in the cellular
networks’ databases. When communicating over multiple hops by hopping onto distrusted
wireless devices, users may want to en(_irypt their voice and data communications. In some
embodiments, such users may only trust their own wireless devices and the cellular base

stations.

Following is one secure Way to facilitate indirect communication between a wireless
device and a basc station over niultiple hops. The wireless device (or the originating node)
may encrypt a data frame with the originating node’s SIM card. Rather than passing the
encrypted data frame to the stage after SIM encryption has been done in the protocol stack of
its own cellular interface, the wireless device may send out the data frame via the non-celiular
interface of the wireless device. Any intermediate nodes in the multi-hop path to the cellular
base stations may relay the encrypted data frame using the non-cellular interfaces of the
intermediate node. ‘The gateway node may then receive the encrypted data frame on its non-
cellular interface and inject the data frame at the stage after SIM encryption has been done in

the protocol stack of the cellular interface of the gateway node. When the cellular base
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station receives the encrypted data frame from the gateway node via the gateway node’s
cellular interface, the cellular base station may use the originating node’s secret details to
decrypt the frame. Not only is such an implementation expected to be secure as current
single-hop cellular communications, this technique is expected to also allow the cellular base
station’s mobile switching center to bill the originating node. This is one way for an
origina_ting node to appear as itself to a base station when communicating indirectly over
multiple hops via its non-cellular interface. In some embodiments, this technique may be

extended to incorporate other cellular and non-cellular standards.

Applying the present embodiment in the reverse order is expected to provide another

—-secure-way-to-facilitate-indirect-communication-between-a-wireless-device and-a base station

over multiple hops. The base station may encrypt a data frame with the originating node’s

SIM card details stored in the cellular network’s database and then send out the data frame
via the cellular interface of the cellular base station to the cellular interface of the gateway
node. Rather than passing the encrypted data frame for decryption in the protocol stack of its
own cellular interface, the gateway node could may transmit the encrypted data frame
towards the originating node via the non-cellular interface of the gateway node. Any
intermediate nodes in the multi-hop path to the originating node may relay the encrypted data
frame using the non-ccllular interfaces of the intermediate nodes. T'he originating node may
receive the data frame on the non-cellular interface of the originating node and inject the data
frame at the stage before SIM decryption has been done in the protocol stack of the cellular
interface of the originating node. The originating node may then use its SIM card credentials
to decrypt the frame. Some embodiments are expected to be as secure as current single-hop
cellular communications, and these embodiments are also expected to allow the originating
- node to be billed and also verify the authénticity of the cellular base station to the originating
node. Thus, in some embodiments, the cellular base station may appear as itself. to an
originating node when communicating indirectly over multiple hops. This embodiment may

be extended to incorporate other cellular and non-cellular standards.

As shown in Figures 11 and 12, some embodiments may perform a processes for
making a gateway wireless device appear to a cellular network as an originating wireless
device.

Figure 11 illustrates an embodiment of a process 1110 before making downlink data

conveyed on a multi-hop hybrid cellular non-cellular network appear to an originating node
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as if the downlink data is coming from a cellular base station, for example for purposes of

security, billing, etc.

In this embodiment, the process 1110, begins with encrypting downlink data With a
security key associated with the originating device to form encrypted downlink data, as
indicated by block 1112. In some cmbodiments, this encryption may be performed by a
cellular base station or other component of a cellular network. The security key may be
associated with a device identifier of the originating device stored in a database of the cellular
network operator, for example. The data may be encrypted with a variety of techniques, such
as AS, A8, A9, FS, F8, F9, 128-EEAT, 128-EEA2, UEA1, or UEA2 ciphering algorithms for

facilitate billing and security.

Next in the illustrated embodiment, the encrypted downlink data may be transmitted
from a cellular base station to a cellularinterface of a relaying cellular device, e.g., a gateway
node, as indicated by block 1114. The relaying cellular device, in this embodiment, is a
different wireless device [rom the originaling wireless device. In some embodiments, the
encrypted data may be encrypted again based on a security key associated with the relaying

cellular device by the cellular base station prior to transmission..

In the present embodiment, the encrypted downlink data may be received.with the
cellular interface of the relaying cellular device, as indicated by block 1116. In embodiment
some embodiments in which the transmitted data is encrypted twice, with the second
encryplion being performed with Lhe security key associated with the relaying cellular device, -
the transinitted data may be decrypted once by the relaying cellular device, returning the data
to the encoding that followed the first encryption based on the security key associated with

the originating device.

Next, in the present embodiment, the relaying cellular device may transmit thé
encrypted downlink data from a nQn-cellulai' interface of the relaying cellular device to a non-
“cellular interface of the originating cellular device, as indicated by block 18. In some
embbdimems, the relaying cellular device may transmit the encrypted data to the originating
cellular device via an intermediate node. The relaying cellular device may also be in the
process of transmilling other that data is not encrypted for the originating device via its non-
cellular interface, and the relaying cellular device, in some embodiments may treat these dala
flows differently. For example, the relaying cellular device may receive a data frame for

ransmission its non-cellular interface and determine whether the data is already encrypted by
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the cellular network. If the data is already encrypted, the relaying ce]lﬁlar device may
transmit the data without further encryption in response. If the data is not already encrypted,
the relaying cellular device may encrypt the data using, for example, WEP, WPA, or WPA2
encryption, prior to transmission on its non-cellular interface. Thus, in some embodiments,
the relaying cellular device may conserver power by not re-encrypting the non-cellular data
that is already encrypted, though not all embodiments use this technique or provide this
benefit.

Next, the presently described embodiment of process 1110 proceeds to a step of

decrypting, in the originating cellular device, the encrypted downlink data with the security

values stored on a SIM card in the originating cellular device.

Finally, in this embodiment, the process 1110 includes a step of presenting at least a
portion of the downlink data to a user of the originating device, as indicated by block 1122.
Presenting the data may include converting the data inlo sound played through a speaker of
the originating cellular device or images presented on a screen of the originating cellular

device.

Figure 12 illustrates an embodiment of a process 1200 for making uplink data
conveyed on a multi-hop hybrid. cellular non-cellular network appear to an cellular base
station as if the uplink data is coming from an originating node, forlexample for purposes of

security, billing, etc.

The illustrated embodiment of process 1200 begins with a siep of oblaining, in an
originating cellular device, a sccurity key based on a cc]]ular-éecurity identifier associated
with the originating cellular de\}ice, where the security key is received from a cellular
network associated with a -cellular base station, as indicated by block 1212. In some
embodiments, the security key may be formed based on data stored in a SIM card of the
originating ccllular device. | |

Next in the present embodimeﬁt, uplink data for transmission o the cellular base
station may be e'ncrypted with the originating cellular device by using the security key to
form encrypted data, as indicated by block 1214. The encryption may take a variety of forms,
“including those listed above. Next in the present embodiment, the encrypted data may be
transmitted via a non-cellular interface of the originating cellular device to a non-cellular

interface of a relaying cellular device, as indicated by block 1216. For example, the data may
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be transmitted via a Wil\i interface or other non-cellular interface described above. Next in
the present embodiment, the encrypted data may be transmitted via a cellular interface of the
relaying cellular device to a cellular base station, as indicated by block 1218. In some
émbodiments, the transmitted encrypted data may be re-encrypted by the relaying cellular
device using a security key associated with the relaying cellular device. In some
embodiments, the cellular base station may receive the encrypted data transmitted by the
relaying cellular device and decrypt the data based on the security key associated with the
originating cellular device. In embodiments in which the relaying cellular device re-encrypts
the data, the cellular base station may perform two decryption steps: a first decryption based
on the security key associated with the relaying cellular device, and the second encryption
based on the security key associated with the originating cellular device. A cellular network
operator may respond to the decrypted data, in part, by increment billing data and usage data,
for example a counter that is used to determine whether a user has exceeded a data cap for a

given period, such as a month.

As with the previously described process for downlink data, in some embodiments, an
intermediate node may determine whether data it transmits from its non-cellular interface is
already encrypted for the cellular network. If the data is)' encrypted, -in response, the
intermediate node may save power by not-encrypting the data, though not all embodiments

employ this technique.

Originating nodes, intermediate nodes, and gateway nodes may maintain additional
direct and indirect routes to several cellular base stations at a given time. Additional direct
routes are routes to base stations via a wireless device’s cellular interface. Additional indirect
routes are routes to base stations via a wireless device’s non-cellular interface. Originating

| nodes, intermediate .nodes, and gateway nodes may use the additional direct and/or indirect
routes to communicate with the base stations when a primary route to a base station is
deemed insufficient or broken. Additional direct and indirect routes may serve as backup
routes. While direct backup routes are possible in some of the prior-art, these backup routes
are not believed to provide indircct backup routes and a combination of indirect and direct
~ backup routes, which is provided by some embodiments of the presently described hybrid
multi-hop cellular architectures. Moreover, some embodiments cache and pre-calculate
indirect and direct backup routes al the originating nodes, intermediate nodes, and galeway
nodes, such that routes can be switched on the fly, or relatively quickly, ¢.g., within less than

10 milliseconds to prevent or reduce dropped calls and delay/jitter in other voice and video
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streaming applications. Thus, some embodiment of the present inventions are expected to
mitigate several issues with certain existing cellular networks, though not all embodiments

address these issues, and certain embodiments provide other benefits.

In some systems, backup routes may also provide route redundancy, which may be
uscful for enterprise and defense applications. Backup routes may also provide wireless
signaling redundancy, in certain embodiments, potentially facilitating cellular service in areas
where no other single-hop or multi-hop cellular architectures can provide cellular service.
For example, on a train moving through countryside where the cellular coverage for any

device is not enough to facilitate a single voice, by combining the bandwidths that can be

allocated-to-a-few-devices-using-multi-hopping;-embodiments-may-facilitate —rarrfsingl'e -voice

call where previously it was not possible to do so, though not all embodiments are so

directed. Moreover, additional wireless signaling redundancy may further make the single
voice call in this example even more robust. Principles of the present inventions may
facilitate and use backup routes where the backup routes help the consumers by improving
user experience by reducing dropped calls and improving seamless connectivity. When one’

or more prime routes fail, one or more backup routes can become the prime routes.

A wide variety of wireless devices are communicating with cellular base étations band
the number of such devices is growing very quickly. Current and future single-hop cellular
networks cannot support the increasing demand for better coverage and capacity. However,
since the number of devices is growing so quickly, the plethora of devices may be able to use
the cellular system more efficiently to satisfy their demand for better coverage and capacity.
One of the ways for devices to make relétively efficient use of the cellular system resources is
to employ embodiments of multi-hopping when seen as beneficial. In such.embodiments,
each device may be able to decide on its own about participating in multi-hopping for inter-

device hopping to function properly.

Tight centralized control in a muilti-hop cellular network, such as that described by
examples in the prior art, reduces the performance of individual devices. This is because a
centralized controller cannot know everyth.ing about all wireless devices at all times without
incurring a tremendous amount of overhead.  Overheads thcmsc]ycs consume  wireless
spectrum and resources of the cellular system. Thus tight centralized control on hopping
decisions will adversely affect the performance of multi-hop cellular systems. On the
contrary, certain embodiments of the present inventions facilitate a multi-hop cellular system

where the tight centralized control only extends to the cellular interfaces of the devices that
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are communicating to a cellular base station via their cellular interfaces. Depending on their
needs, situations and surroundings, the wireless devices themselves make inter-device
hopping decisions in a decentralized manner. A wireless device may receive some assistance

from the base station when making hopping decisions, but this is not necessary.

Additional techniques beyond those discussed above may be used to facilitate multi-
hop cellular systems or for other purposes. Wireless spectrum is scarce, in part, because
governments around the world own or allocate wireless spectrum. Typically the governments
slowly auction wireless spectrum for use by cellular system networks. Multi-hop wireless
technology helps devices make the most of the wireless spectrum that is used by the cellular
base stations. Using certain embodiments of this technology, devices that have a good signal
from the base stations may often be the ones that will be talking to the base stations using
their cellular interfaces. Devices that have a good signal from the base stations may be able
to use more complicated modulation schemes and will also need less error correction
redundancy. In this way, the wireless spectrum employed by the basce stations can be used

more aggressively to send useful data.

The wireless spectrum is a shared resource and thus mechanisms are often needed to
mediate access to the shared wireless channel. Wireless devices and base stations generally
need to establish a media access schedule to minimize collisions and maximize system
performance. In some traditional systenis, the cé]lu]ar interface of a 'wire]eés device is tightly
controlled by a cellular base station. This tight control al}oWs the base station to mediate
access to the shared wireless spectrum by employing techniques such as frequency division
multiple access, time division mu]tip]é acceés, code-division _mﬁ]t.ip]e access, orthogonal
frequency division multiple access, etc (which is not to suggest that the presently described
embodiments are not capable of being used with these techniques). In some embodiments,
wireless devices that see benefit in employing multi-hopping to in.d’irectly talk to base stations
via their non-cellular interfaces a-l‘sb may V.ne'ed medié access control. Traditional multiple
access lechniques can also be used to mediate channel access for peer-lo-peer or inter-device
multi-hopping. However, some . traditional multiple access techniques cither need tight
control from a centralized authority (e.g., a cellular base station) or need exira data exchange

to establish the media access schedule between the devices.

As discussed above, a multi-hop cellular system that tightly controls all inter-device
hopping decisions is not expected to be scalable and is not expected to be able to take into

account all relevant information about the devices for which it is making the decisions. In
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contrast, in certain above-described embodiments of a hybrid cellular non-cellular multi-hop
network the cellular base stations tightly control the cellular interfaces of the devices and the
cellular base stations have only loose control, or no control, over the non-cellular interfaces
of the other wireless devices. As an example of loose control, in some embodiments, the
base stations may be able to optionally assist the non-cellular interfaces of the devices, which
is not to ;suggest that any other feature or step described herein is not also optional.
Nonetheless, in some of the presently described embodiments of hybrid multi-hop cellular
non;cellu]ar systems, the systems may employ some traditional multiple access techniques.
The use of these traditional multiple access techniques may occur expense of causing some

overhead to help the devices loosely co-ordinate media access with each other. However,

techniques that can help co-ordinate media access without incurring excessive overhead are

also.disclosed herein.

Wireless networks benefit from parsimonious use of spectrum. FEconomy with
spectrum is particularly helpful in multi-hop non-cellular wireless networks, as these
networks are, all other things being equal, expected to consume more of the available
spectrum available near a given location relative to non-cellular wireless networks that are
not particip’aling in the multi-hop exchanges of data, as such spectrum may be consumed both
by conventional use-case scenarios and multi-hop uses. Careful use of spectrum is also
becoming more important in traditional use-cases for non-cellular networks, e.g., in networks
not carrying multi-hop non-cellular signals, as the number of devices using the available
spectium_ has tended to increase in recent years, particularly as cell phones have come
frequently to include non-celiular interfaces. ‘This trend is expected to continue, thereby

making spectrum for non-cellular wireless communication even more scarce in the future.

Certain embodiments described herein are believed to use the available spectrum for
non-cellular networks relatively efficiently by, among other thihgs, scheduling the times at
which the various Wil'eless devices in a non-cellular wireless network transmit signals such
~ that 1) in sonie embodiments, multiple devices in the network re-use the same or overlapping
spectrum at approximatcly the same time by transmitting in parallel, and 2) in some
~ embodiments, relatively little time is reserved between transmissions waiting for other
devices to transmit on a given portion of the spectrum. Moreover, some embodiments
schedule transmissions in a distributed lashion without a master device diclating the precise
time at which cach participant in the network will transmit, thercby potentially providing a

network that is relatively robust to the failure or absence of any single device. The presently
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described techniques, however, are not limited to embodiments that provide each of these
benefits, as some embodiments provide one of these benefits or none of these benefits.
Indeed, multi-hop non-cellular systems can be implemented without use of the following
techniques, though these techniques are believed to improve the performance of both multi-

hop non-cellular networks and non-cellular networks generally.

Figure 13 depicts an example of a non-cellular wireless network 1310 carrying data

between wireless devices 1312, 1314, and 1316. In this embodiment, each wireless device
1312, 1314, and 1316 have a scheduler 1318 that is believed to mitigate collisions with
relatively little temporal overhead and without centralized coordination of the schedulers
1318. To this end, the schedulers 1318 may use the two techniques disclosed below, e.g.,
either in the alternative or in combination. First, as explained further below, the schedulers
1318 may, in some embodiments, coordinate with one another, e.g., by monitoring one
another's transmissions or exchanging signals for purposes of scheduling, to determine 1) a
number of time slots for transmission; 2) which devices will use which time slot; or 3) both
the number of time slots and which device will use which time slot. Moreover, in some '
embodiments, such coordination may occur without a single master device assigning a
sschedu]e for each device 1312, 1314, and 1316 in the network 1310. -Second, in some
embodiments described below, the schedulers 1318 may use a different schedule for
ransmissions from certain devices relative to the schedule for transmissions to those devices,
e.g., in a subset of the devices 1312, 1314, and 1316, transmission and reception may have
asymmetrical schedules. For instance, some of these embodiments may implement schedules
that favor transmissions in one direction or another based on use patters, e.g., large multi-
media files moving in one direction versus relatively short requests for additional data
moving in the other, and network topology, €.g., a single device, or relatively few devices,
acting as a conduit for data flowing to a plurality of other devices. Further, some
embodiments may dynmﬁica]ly adjust the degree to which transmissions in one direction or
another are favored based on changes in network traffic and topology. By implementing
these techniques, either in the alterative or in combination, embodiments are expected to
make relatively efficient use of the available spectrum.

In operation, the wireless devices 1312, 1314, and 1316 may transmit data to one
another and receive dala [rom one another through wirelessly transmitled signals. The
wircless devices 1312, 1314, and 1316 may be located within the same wircless space such

that the transmissions from one device 1312, 1314, or 1316 are received at the other devices
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1312, 1314, or 1316 at a transmission power chosen in accordance with a 'protocol for the
wireless network 12, e.g., one of the 802.11 protocols, one of the Bluetooth protocols, one of
the Zigbee protocols, etc. In the illustrated eﬁ]bodhnent, the wireless devices 1312, 1314,
and 1316 may share spectrum, e.g., simultaneous transmissions by two of the wireless
devices, e.g., wireless devices 1312 and 1314, would interfere with one another and
potentially impair the ability of a third device, e.g., wireless device 1316, to resolve the
signals conveyed by those simultaneous transmissions. Accordingly, in some embodiménts,
the schedulers 18 within each of the wireless devices 1312, 1314, and 316 niay time the
transmissions from each of the wireless devices 1312, 1314, and 1316 to avoid simultaneous

transmissions or to avoid simultaneous transmissions by pairs of devices 1312, 1314, and

1316 that are wirelessly close enough to one another that it is difficult to resolve the data

conveyed. by the - transmissions -at-a-third -device.‘T'hese-simultaneous- transmissions - that
render the signals difficult to resolve are referred to as "collisions," and in some
embodiments, a function of the illustrated schedulers 1318 is to avoid or mitigate the effects

of collisions.

The schedulers 1318 may be configured to coordinate with one another in a
distributed fashion. In some embodiments, each of the schedulers 1318 may be configured to
execute the same or approximately the same scheduling protocbl, and cach may employ the
same or similar process to arrive at a schedule for transmission by the deyices 1312, 1314, or
1316 associated with the scheduler 1318. Through coordination, examples of which are
descﬁbed below, a schedule for transmission within the network 1310 may emerge. For
instance, each scheduler 1318 may be configured to.obtain data about the operation of other
schedulers 1318 within the same wireless network 1310 and se]eé_t a schedu_lé for the wireless
device 1312, 1314, or 1316 or instruct the associated wireless device 1312, 1314, or 1316 to

| transmit a signal requesting the other schedulers 1318 modify their schedule for transmission,
or both. Specifié examplés of schedule selé«;tion and requests for 1110dificatip'n are described

further below.

Some non-ccllular wircless networks in accordance with the present techniques
transmit data in frames, or col]ections‘of data, including metadata such as header information,
that is sent in a burst of generally consecutive transmissions of bits and receipt of which is
often assessed at the receiving device on a [rame-by-[rame basis. The frames may serve

different functions, such as a management frame, a control frame, or a payload frame, and the
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frames may. include header information and information about the associated command or

payload, for instance.

After each frame is transmitted, or after certain frames are transmitted, the wireless
devices 1312, 1314, and 1316 may pause transmitting for a period of time and sense whether
another wircless device begins transmitting on the same or overlapping spectrum. The
duration of the transmission pause may be defined by a wireless data communication
protocol, such as one of the protocols mentioned above, or it may be selected in accordance
with one of the techniques described below. If another device begins transmitting during the
transmission pause, the first wireless device may let that other wireless finish transmitting
before attempting to transmit a subsequent frame. The duration of the period after one frame
is transmitted before a wireless devices transmits the next frame is referred to as an "inter-

frame spacing” or "IES."

The duratioh- of the IFS, in some embodiments, can be divided into sub-periods that
are reserved for various types of transmissions by devices in the wireless network 1310. In
these embodiments, higher-priority or more latency sensitive types of transmissions are
generally assigned a slot, or te11ipora] window, that occurs earlier in the inter-frame spacing.

ST within avslot of the IFS, the speétrum is still available, i.e., another device is not
transmitting on the same spectrum, then in response, if it has a signal to transmit, a wireless
device may transmit its signal associated with that slot. For example, as shown in the
embodiment of Figure 2, a short-IFS (SIFS) duration separates control frames, e.g., RTS,
CTS, and ACK frames, from the previously transmitted frame; a longer polling-IFS (PIFS)
duration separates higher priority management frames from previously transmitted frames; a
request frame-IFS (QIFS) separates request frames from the previous frame; and a
distributed-IFS (DIFS)'duration‘separates previously transmitted frames from subsequent
data frames. Thus, ih some embodimer_lts, the wireless medium may be time-division

multiplexed according to the function of the signals in the wireless network.

_ As shown in the timing.diagram of Figure 14, wireless device N1 may transmit to
device N2 a data frame 1412, the end of ‘which marks the start of an inter-frame spacing
1418. After the SIFS duration, wircless device N2 may transmit an acknowledgement signal
(ACK) 1414 back to wireless device N1, indicating receipt of the data frame 1412. Then in
this example, after the rémaining portions of the II'S 1418 have elapsed, the wireless device
N1 transmits the next data frame 1416. However, during the next IES 1420, after the second

data frame 1416, the wireless device N3 takes control of the medium by transmitting frame
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1422, preempting transmission of a third data frame by wireless device N1 and marking the

beginning of another IFS.

In some embodiments, the DIFS is the last part of the IFS, and the duration of the
DIFS is different for each wireless device (or most of the wireless devices most of the time)
in order to provide different slots for each of the wireless devices in the wircless network to
use the available medium, e.g., to transmit a data frame. In certain systems, the duration of
the DIFS may include both a base duration and a duration that varies according to a protocol.
The variation in the DIFS may be quantized as an integer multiple of a unit of time referred to

as the mini-slot time (MST), and the integer multiple may be selected according to a protocol

that-tends-to-cause-each-of -the-wireless-devices-in-the-wireless network-to-have-a-different

integer multiple of MST. Thus, each device potentially has a unique (or rarely shared) slot at

least one MST long within the DIFS in which to begin transmission and take control of the -

medium.

One protocol for selecting an integer multiple of MST to constitute part of the DIFS
of a given device is referred to as an "exponential randomized-backoff schedule” or (ERB
schedule). An example is shown in the timing diagram of Figure 15. When a wireless device
has a data frame to transmit, the ERB algorithm is used to choose a random or pseudo-
random number. After the previous frame 1512 has finished being transmitted, e.g., by
another wireless device, the wireless device with the frame to transmit ‘waits until its DII'S
base period 1514 ends and then begins counting down from the random or pseudo-random
number, counting down by one as each MST 1516 elapses. If another wireless device begins
transmitting and takes control of the média before the countdown is complete, the countdown
continues during the next DIFS time. When the countdown reaches zero, the frame in
waiting is transmitted. By assigning DIFS based on a random or pseudo-random number, it
is relatively unlikely that two wireless devices will cause a collision by transmitting at the
same time, assuming that the pool of random numbers is relatively large relative to the
number ol expected wireless devices sharing the niedium, e.g., a ratio of more than 10, 50, or
100, as it is unlikely that the two devices would select the same number. And if a collision
occurs, the colliding devices may select a new random or pseudo-random number from a
larger pool of numbers and repeat the countdown described above. Systems in which the
scheduler 1318 selects DIFS based a random or pseudo-random number are said to have non-
deterministic schedules.  ‘Thus, in this example, without centralized control scheduling

transmission times, collisions are mitigated with a non-deterministic schedule.
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While ERB schedules can mitigate collisions without centralized control of schedules
for the devices on the wireless network, these schedules have certain drawbacks. The FRB
schedules leave wireless devices and the wireless medium idle, waiting for other devices to
transmit during the DIFS. And this un-used time is potentially expénded in the event of a
collision. Turther, because the slots in the DIFS for each device to transmit are random or
pseudo raﬁdom, in some embodiments having non-deterministic schedules, bpportunities to
potentially transmit in parallel are lost. Parallel, or concurrent, transmission could be
performed by wireless devices that are wirelessly far-enough apart from one another that their
signals; while interfering to some degree, can be resolved at different receiving devices.
However, this is difficult to coordinate when transmission times are selected based on a
random or pseudo-randoin number, as it is unlikely that the devices with sufficient wireless

distance from one another would select the same DIFS.

The schedulers 1318 of Figure 13, in some embodiments, may be distributed
deterministic schedulers, c.g., the schedulers 1318 may, without a centralized controller -
assigning aspects of their schedules, arrive at a schedule for wireless transmission in the
network 1310 that assigns non-random (or non-pseudo-random) transmission time slbts o

Seach of the wireless devices 1312, 1314, and 1316. For instance, each of the schedulers 1318
may sclect an IFS for its associated wireless device 1312, 1314, and 1316, and that IFS may
be 1) different the II'S of other wireless devices for wireless devices that are wirelessly close
enough to one another that parallel transmission would cause un-resolvable collisions; 2)
selected from- among a smél] pool of slots relative to the number of wireless devices in thev
wireless network 1310, e.g., less than a ratio of 1.5 slots per device, 2 slots, per device, 4 slots: v
per device, or 1310 slots per device; and 3) predictable to the other wireless devices, e.g., the
same slot may be used by a scheduler 1318 indefinitely or until network traffic or topology

changes.

Figure 15 illustrates an example of a deterministic schedule for the network 1310 of
Figure 11. The illustrated schedule has four slots for different IFS durations, three of which
arc cach scicctcd by onc of the schedulers 1318 of Figure 13. For instance, the scheduler
1318 of wireless device 1312 may select the slot D1; wireless device 1314, slot D2; and
wireless device 1316, slot D3. The slots D1-D4 may each be approximately the same
duration, e.g., one MST, and in this example, the number of slots, four, is a relatively sina]l
multiple of the number of devices, i.c., less than two in this cxample. Thus, the average 1S

is relatively small compared to a system using an ERB schedule, which typically has a
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relatively large number of slots to reduce the likelihood than any two devices will select the
same slot. Other embodiments may have more or fewer slots, e.g., the ratio of wireless
devices to slots may be less than four, eight, or ten. As with the previous examples, each
scheduler 1318 may wait to transmit a data frame until its selected IFS slot D1-D4 after the
DIF'S base period 1514 following the end of transmission of the previous frame 1512,
assuming that another wireless device with an earlier slot D1-D4 has not already started

transmitting a data frame.

The schedulers 1318 of Figure 13 may select among slots D1-D4 in the schedule of

- Figure 15 without centralized control, e.g., in an ad-hoc fashion without any one device

dictating-which-deviee-should-be-assigned-which-slot—To-coordinate;~and-avoid-devices
selecting the same slot unintentionally, the wireless devices 1318 may either transmit signals
encoded with information about which slot is selected, observe the IFS of other devices for a

period before selecting a slot, or some combination thereof.

For instance, the wireless devices 1312, 1314, and 1316 may each broadcast a
schedule-state signal, ¢.g., a beacon, indicating which slot the scheduler in that device has
selected. The schedule-state signal may encode a slot-selection indicator, e.g., in the example
of Figure 4,. a two-hit signal, with each permutation of the two bits—00, 01, 10, and 11—
corresponding to one of the four illustrated slots. Other embodiinents may have more bits for
more slots. 'The schedule-state signa] may be broadcast at a higher power, lower data rate,
larger amount of error-correction bits, or a combmatlon thereof, relative to other signals, e.g.,
data frames, to increase the likelihood of the mformatlon encoded in the schedule-state signal
reaching relatively distant wireless dewces. The schedulers 1318 may initiate the
transmission of a schedule-state signal periodically, e.g., some period of less 100
milliseconds, less than 10 milliseconds, or less than 1 second, dependmg on the acceptable
overhead and desned responsweness of a new]y introduced wireless device to the wireless
network 1310 of Figure 13. The timing of the schedule-state signals may include a random
or pseudo random countdown o reduce the likelihood of repeatedly colliding wireless-slate
signals. Other information in the schedule-state signal may include the MAC address of the
broadcasting device, the duration of ihe period between transmissions of the schedule-state
signal, which-may be used by other devices entering a power-save mode to know when to
wake-up for subsequent beacons; a Lime-slamp indicating the current time kept by the
broadcasting wircless device, which may be used by other devices to adjust their clocks to

match the time reflected in a received schedule-state signal; and information about the
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capabilities of the broadcasting equipment, such as support for encryption‘, supported data
transmission or reception rates. The schedule-state signals may be broadcast relatively early
in the IFS duration to increase the likelihood that their broadcast will not be preempted by
other transniissions, e.g., the schedule-state signals may be transmitted during the PIFS, after
the SIT'S, and before the QIT'S or DII'S. The schedulers 1318 in each of the wireless devices
1312, 1314, and 1316 may gather the information, or a subset of the informa'tion, encoded in
the scheduler-state signal, and a non-cellular interface, such as one of those previously

described, may broadcast the signal.

The other wireless devices 1312, 1314, or 1316 may receive the broadcast schedule-
state signal through their non-cellular interface and record the encoded informétion in
memory. In some embodiments, one or more of the other wireless devices 1312, 1314, or
1316 may be in a sleep mode, or low-power mode, in which portions of the device are
disabled or prevented from drawing power. I[ these devices have pl'eviously received a
schedule-state signal, thcy may have information about the period between schedule state
signals from the broadcasting device stored in memory and may count-down from the
previous schedule state signal to identify approximately when the next schedule-state signal

, will be broadcast, at which point, the recgiving device may wake up, or enter a higher power
~modc,lo receive the subscquent schedule-state signal. As described further below, each
scheduler 18 may retrieve from memory in its associated device information conveyed by the
schedule-state signals to select a IFS duration, e.g., one of the slots D1-D4, for the associated

device.

In other embodiments, a wireless-state signal is not broadcast, and the schedulers
1318 in the wireless devices 1312, 1314, and 1316 infer the IFS of the devices. For instance,
" the wireless device 1312 may ‘measure the duration between the end of a data frame
transmitted by wireless device 1314 to wireless device 1316 aﬁd the beginning of the next
data frame sent hetween the devices to identify the IFS of the wireless device 1312. " A
similar observation may be used Lo observe the IFS values of each of the wireless devices in
the nclwork 1310. In some embodiments, the observed IFS values may be stored in memory

in the observing device.

In the illustrated embodiment, the schedulers 1318 in each wireless device may select
an IS duration for that wireless device based on the II'S durations observed from other
devices or broadcast in a schedule-state signal from other devices. For example, to select an

IS duration, the schedulers 1318 may retrieve from memory the most recent 1FS durations
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for each of the other wireless devices in the network 1310 and retrieve from memory the
number of slots, e.g., DI-D4 in Figure 15, for transmission of data frames. Then, the
schedulers 1318 may compare the slots againSt the IFS values retrieved from memory and
identify slots that are not used by other wireless devices in the wireless network 1310. Based
on this comparison, the schedulers 18 may each select a slot for the wireless device 1312,
1314, or 1316 having that scheduler 1318, and the wireless device may wait an IFS duration
that extends until the selected slot between transmission of data frames. In some
embodiments, the schedulers 1318 may select the earliest unused slot. The schedulers 1318
may continue to re-use the selected slot indefinitely, e.g., until the network topology or traffic

substantially changes. As a result, in certain embodiments, each scheduler 1318 may set a

deterministic schedule for transmission of data frames, and each scheduler 1318 may have in

memory-the IFS values-selected-by-the other-schedulers-1318-in-the wireless network-1310:

In some embodinents, the schedulers 1318 may select a slot that is already in use by
another wireless device 1312, 1314, or 1316, thereby potentially causing two devices to
transmit data at the same time. The schedulers 1318 may, for example, select a slot that’
occupied by another wireless device that has a relatively large wireless distance, e.g., signals
between the devices are attenuated by geometric distance or by intervening structures, such as
walls. An examplé bf a scheduling process 1610 that may cause wireless devices to share
slots is depicted in Tligure 16, which illustrates an example of a method for seiecting an IFS
duration with a deterministic scheduler. The process 1610 may be performed by, or at the
dil'eétion' of, the previously described scheduler 1318 in a wireless device, for example, and
each wireless device in a wireless network, ¢.g., a non-cellular network, may perform the

process of Figure 16.

As shown in step 1612-of Figure 16, the scheduling process in this embodiment
includes a step of obtaining the IFS duration, e.g., a value indicative of the TFS duration, of
one or more other wireless devices. Obtaining the TFS durations may include receiving
schedule-state signals from the other devices or observing the IFS duration used by the other
devices. In some embodiments, the number of slots available may also be reeeived in the
scheduler-state signal or observed, e.g., by observing gaps between used IFS duration slots,
and stored in memory. Each obtained IFS duration may be stored in memory and associated
with an identifier of the wireless device using that IFS duration, ¢.g., in a row of a lable or as }

attributes of an object.
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As shown in step 161_4, in some embodiments, each wireless devices 1312, 1314, and
1316 (of Figure 13) may sense, e.g., through its non-cellular interface, the strength of non-
cellular signals received from other wireless deQices 1312, 1314, or 1316, and store a signal-
strength value indicative of that perceived signal strength in memory such that the signal-
strength value is associated with the IFS duration used by the device that is characterized by
the signal-strength value, as shown in step 46. For instance, the scheduler 1318 in wireless
device 1312 may store in a table or other database o as attributes of an object the MAC
address, signal-strength value, and the IFS duration for each of wireless devices 1314 and
1316. The perceived signal strength is the strength'of signals from other wireless devices at a

wireless device performing the steps of process 1614.

Next in the present embodiment is a step 1616 of determining whether any IT'S
duration slots are unused by the other wireless devices. This step may include recalling the
obtained IFS durations in use from memory and recalling from memory a number of
available slots presently available. If an unused slot is available, in response, the process
1600 proceeds to the step labeled 1618, and one of the unused IFS duration slots is selected. ’
If an unused slot is not available, in response, the process 1600 proceeds to the step labeled
s1-620. In some embpdiments, the decision step 1616 may bevperfonned before the step
labeled 1614, and the step labeled 1614 may be inserted between the "no" output of the step
labeled 1616 and the step labeled 1620.

In the step 1620, the process 1600 determines whether any of the obtained values
indicative of a perceived signal strength indicaie that any of the perceived signal strengths are
less than a threshold. In some embodi'ments,‘the threshold may be an amplitude of signal
strength. In other embodiments, the threshold and perceived values mayAbe a signal to noise
ratio or a combination of signal to noise ration and a signal strength, e.g., an aggregate value
or each value may be comparéd against a different threshold to determine whether the value
is below the corresponding threshold. If the responsé to step 1620 is yeé,-in response, the
process 1600 proceeds to the step labeled 1622, and the IFS duration slot used by the other
wireless device having the lowest perecived signal strength is selected, thereby causing both
the device performing the process '1600 and the wireless device having the lowest perceived

signal strength to share the same IFS duration slot.

In some embodiments, having wireless devices with weak perceived signal strengths
share the same IFS duration slot may increase the throughput of a wireless network. The

weak perceived signal strengths are believed to indicate that the devices can transmit in
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parallel, e.g., at the same time, or at overlapping times, and their transmitted signals will not
interfere to such a degree that the transmitted signals are irresolvable at the receiving devices.
For instance, if two wireless devices have a relatively large wireless distance, in the present
embodiment, they may both transmit data frames at the same time, thereby potentially
nioving hlove data in a given amount of time across the medium than systems in which

parallel transmission is prohibited.

If the response to the step labeled 1620 is "no," in response, the process proceeds to
the step labeled 1624, and a request is broadcast to increase the number of IFS duration slots.

For instance, request may ask that the-number of slots may be increased by a multiple of two

so-that-a-single-additional bit-in-a-schedule-state signal-can indicate which TFS-duration-slotis

selected by a given wireless device in the new schedule with an increased number of slots.

The request may be broadcast as pait of the schedule-state signal of the device performing the

process 1600 or as part of some other signal, e.g., some other management frame. -

The wireless devices performing the process 1600 may use the selected IFS duration
slots in accordance with the techniques described above to scheduler the transmission of data
frames. TFor instance, each device may wait until after its selected IFS duration slot after a

data frame has been transmitted before attempting to transmit a data frame.

In other embodiments, the schedules for traffic may be asymmetric between uplink
and downlink traffic, as described below. For example, a first wireless device may use a first
inter-frame spacing value when sending data to a second wireless device. And the second
wireless device may a second inter-frame spacing value when sending data to the first
wireless device. As described in greater detail above, an inter-frame spacing value is the time
a wiréless device waits after the current wireless frame has been transmitted before
' ‘(ransmilting another wireless frame. The inter-frame spacing Val_ues may be different and the

difference may be selected to prioritize uplink traffic over downlink traffic or vice versa.

As previously noted, embodiments of the previous techniques méy be uscful for
cons'éwing spectrum when the same wireless spectrum is used for wireless communication,
e.g., communication in either direction, i.e. from the first device to the second device and
from the second device to the first device. As explained, in certain embodiments, if the first
device senses thal the second device is sending it a wireless [rame, the first device will deler -
transmitting a frame to the second device to prevent a wireless collision and facilitate inter-

device communication. And in these embodiments, if the second device senses that the first
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device is sending it a wireless frame, the second device will defer transmitting a frame to the
first device to prevent a wireless collision and facilitate inter-device communication. In this
example, the first device is using the first inter-frame spacing value (i.e., an IFS duration slot)
and the second device is using the second inter-frame spacing value. Therefore, in this
example the first device may wait for the first inter-frame spacing value of time after the
current interfering wireless frame has been transmitted before sendiﬁg its wireless frame.
Similarly, the second device may wait for the second inter-frame spacing value of time after

the current interfering wireless frame has been transmitted before sending its wireless frame.

If the two inter-frame spacing values are the same, a collision may occur. However,
the two inter-frame spacing values could be different, and in that case a collision will not
occur. For example, if the first inter-frame spacing value is less than the second inter-frame
spacing value, the first device will start transmitting its wireless frame before the second
wireless device. In this example, the second wireless device will sense the channel as busy
and can defer .its own transmission to prevent a collision and facilitatc inter-device
communication. Thus, in some embodiments, media access contention may be resolved
between the first and second device without any centralized control and without incurring any
aaddilion'al overhead. This technique may be applicable both to single-hop non-cellular
ncetworks and hybrid multi-hop cellular networks. For instanéc, asymmetric scheduling is
believed to be very useful for certain hybrid multi-hop cellular system architectures because

the technique takes advantage of the true nature of cellular network traffic.

Cellular network traffic can be classified as uplink and downlink traffic. Uplink
traffic flows from a wireless device towards é base station. Dowhlink wraffic flows from a
base station towards a wireless device. In a multi-hop cellular network, such flows can
consist of one or more hops. Examples of some possible uplink and downlink paths are
shown in Figure 17, though it should be kept in mind that émbodiments of the present

techniques are applicable in both single hop and multi-hop networks.

Referring to Figure 17, Figure 17 is a generalized diagrammatic view of a cell 1700 in
a wireless cellular telephone network in acéordance with a multi-hop embodiment. It is noted
that only a single cell 1700 in a cellular network is depicted for case of understanding. ‘The
principles of the presently described techniques are not limited to any particular number of
cells in a particular cellular .telephone network. Cell 1700 in a wireless cellular telephone
network may be about ten (10) square miles in area. Each cell 1700 in a cellular telephone

network may include a base station controller 1108 that has a tower 1702 for
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receiving/transmitting with wireless devices 1704A-C and 1706A-C (e.g.,'cellular phones,
nethooks, personal digital assistants, laptop computers). In accordance with an embodiment,
wireless devices 1704A-C and 1706A-C are éonfigured to communicate with base station
1708 over "multiple hops." "Multi-hopping," as used in this example, refers to the process
whereby a wireless device 1704 or 1706 is able to communicate with base station 1708 via
one or more other wireless devices 1704A-C or 1706A-C. Referring again to Figure 17, base
station 1708 may be connected into the public land mobile network (PLMN) 1712 via a
mobile switching center (MSC) 1710. Each carrier may have a mobile switching center
(MSC) 1710 that controls all of the base station controllers 1708 in the city or region and

controls all of the connections to the land based PLMN 1712.

Figure 17 shows some possible uplink and downlink paths wireless traffic or wireless
frames. As shown in Figure 17, wireless devices 1704A, 1704B and. 1704C may form a
multi-hop uplink path. As shown in Figure 17, wireless devices 1706A, 1706B and 1706C
may form a multi-hop downlink path. Although the amount of uplink and downlink traffic
can vary considerably depending on the deployment and usage scenarios, usually the amount -
of downlink traffic is expected to exceed the amount of uplink traffic in traditional consumer
wireless networks. As described below, this lréfﬁc pattern may be exploited by using an
asymmetric scheduler, e.g., first inter-frame spacing value for downlink traffic flow and a

second inter-frame spacing value for uplink traffic flow.

In the illustrated exemplar network, the amount of uplink traffic is generally less than
the amount of downlink traffic. In that case, if the first inter-frame spacing value is more
than the second inter-frame spacing - value, whenever devic_evs. have uplink traffic and
downlink traffic to send to each other, the uplink tmffic will win because it will use a lesser
inter-frame spacing value. Under cenaih traffic patterns, the. downlink traftic will mostly
occupy the wireless channel. In embodiments in which uplink traffic is favored, when the
occasional uplink traffic wireless frame needs to be transmitted, it will get pﬁority over any
competing downlink traffic wireless frames. In this example, the occasional uplink traffic
wircless frame will be transmitted without causing a collision with a competing downlink
traffic wireless frame. Moreover, in certain embodiments, no extra contention resolution
transmissions are needed to co-ordinate uplink and downlink traffic flows. Other schemes,
such as the randomized back-off algorithm, may be combined with this technique to further ~

mediate access to the shared wireless channcl, ecxamples of which are described below.
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It should be noted that a base station is also a kind of wireless device. And certain
embodiments of the presently described technique may be applied to a base station driven
wireless network. In a traditional base station driven wireless network, traffic flowing from
the base station to a wireless device can be thought of as the downlink direction and traffic
flowing from a wireless device to the base station can be thought of as the downlink
direction. For simplicity to explain this embodiment, it can be assumed assume that the base
station and other wireless devices use the same wireless spectrum for uplink and downlink
traffic. For example, if the amount of downlink traffic is usually more than the amount of
uplink traffic, the wireless devices in the network may use a first inter-frame spacing value
for the downlink traffic that is hi ghef than a second inter-frame spacing value for the uplink
traffic. In this embodiment, the base station may send the more frequent downlink traffic
wireless frames to the other wireless devices with reduced contention relative to a system
with a symmetric schedule. When thé other wireless devices need to send the occasional
uplink traffic wireless ffame to the base station, in this embodiment, the other devices may do
so with higher priority than_ any competing downlink traffic wireless frames without a

substantial increase in medium access contention.

Embodiments of the presently described technique may facilitate a decentralized
contention resolution mechanism and may tend to increase opportunities for the base station
to successively keep sending downlink wireless frames to the other wireless devices until the
base_station senses the wireless channel to be busy. The wireless channel could be sensed as
busy when another wireless device may have started sending an uplink wireless frame to the

base station.

Certain real-world scenarios could get more complicated where more than one base
station could be op.erating in the same spectrum. Some embodiments may make use of a
common wired network conn'ecting' the base stations. In this en'lbodiment, the base stations
may communicate and co—ordinat_c over-this common network, and the base stations may
agfee o media access schedules and do contention resolution amongst themselves over this
common nciwork. In this way, the downlink traffic could be coordinated amongst interfering
base stations. As an example, the uplink traffic from wireless devices may use a lower inter-
frame spacing value than the downlink traffic. Uplink traffic could further facilitate
contention resolution using a randomized back-oll algorithm, e.g., such as the lechnique
described above using random or pscudo random countdowns. In this example, since the

downlink traffic rate is typically higher than the uplink traffic rate, embodiments using base
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station coordination may facilitate relatively efficient scheduling for the heavy downlink
traffic. Moreover, in this embodiment, the light uplink traffic may be scheduled in between
transmissions of downlink traffic without any, .or with relatively little, centralized control or
extra overhead. Furthermore, multi-hopping could allow only devices that have good signal
from a base station to communicate directly with the base station. In this embodiment, the
other wireless devices may indirectly communicate with the base station by hopping onto
nearby wireless devices. Thus this example shows how the presently described embodiment
could improve the performance of wireless networks in general and multi-hop cellular
networks in particular. Though it should be noted that not all embodiments described herein

use this technique or provide these benefits.

This approach may be further be combined with other common multiple access and
contention  resolution approaches to reduce the need for centralized scheduling or
decentralized co-ordination overhead. Additionally, in some embodiments, wireless devices
could transmit downlink wircless frames continuously for a longer amount of time than
uplink wireless frames. The opposite may also be implemented depending on the situation.
Moreover, when this approach is combined with the randomized back-off algorithm,
downlink traffic may be scheduled with lower contention windows than uplink traffic. The

opposite may also be implemented depending on the situation.

In some systems, it may be desirable to prioritize downlink data. For instance, as
noted above, network traffic through certain wireless devices is heavily skewed toward
downlink traffic relative to uplink traffic through those wireless devices. For instance, it is
common for an access point in a non-ée]lular wireless network to transmit relatively large
media files retrieved over a wired internet connection as downlink data to a client wireless
device. The client wireless device may transmit relatively sparse uplink traffic including
~ ACK frames and frames requesting additional data. A symmetrié scheduler, e.g., some ERB
schedulers, may provide, on average, similar IFS durations to both uplink and downlink
transmissions. However, this may be sub-oplimal in some scenarios because the uplink
transmitting client device may use relatively few of its IFS duration slots, causing the
downlink transmitting access point torwait unnecessarily for unused IFS duration slots for the

client wireless device.

This issue may be mitigated in certain embodiments described below, which may use
a distributed non-deterministic scheduler that schedules uplink and downlink traffic

asymmetrically. In certain embodiments described below, a subset of the IFS duration slots
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may be reserved for downlink traffic or the algorithm used to select a random number may be

weighted to favor earlier IFS durations slots for downlink traffic.

Figure 18 is a timing diagram that illustrates an example of a scheduling metﬁod in
which IFS duration slots are randomly or pseudo randomly selected and certain slots are
reserved for downlink traffic. The illustrated cxample is similar to that-of Figure 15 except
that slots labeled D1-D5 are reserved for downlink traffic. As with the example of Figure 15,
an IFS duration includes a DIFS base period 1514 after a previous data frame 1812 plus some
variable portion 1814 that varies from device to device referred to as a 'contention window,
examples of which are described by the IEEE 801.11n standard. The variable portion 1814
may be quantized into slots 1516 that are one MST long, and a scheduler may select‘ among

these slots 1516 to reduce the likelihood of a collision when transmitting data frames.

As noted above, in this example, certain slots D1-D5 are reserved for downlink
traffic. A wireless device may determine whether it is an access point or Whether a
substantial portion of the network traffic, e.g., more than 80%, more than 95%, or mote than :
99%, is flowing from it to other devices. Based on this determination, the schedulers in the
wireless network may reserve certain slots D1-D5 for downlink traffic. To select a slot, a-
sscheduler may first calculate a random or pseudo random number; e.g., with a liner shift
register or with network noise. Then the scheduler may determine whether slots are reserved
for downlink traffic. If slots are reserved for downlink traffic, the scheduler may determine
whether data frameé to be transmitted, e.g., in a buffer of the wireless device, are downlink
data or uplink data. If the data frames are downlink data, the scheduler may map the random
number or pseudo-random number to the reserved slots Dl-DS,» e.g., D1 may map to a
random number of 1 and D5 may map to a random number of 5. If the data frames are uplink
data, the scheduler 'may map the random number or pseudb random number to one of the
other IFS duration slots not reserved for downlink data using a ‘simi-lar mappihg. Then the
scheduler may countdown through the uplink or 1'6;@(&1'\76(1' downlink slots with the same
technique described above with reference (o Figure 15 and when the countdown is complele,

the wireless device may transmit the data frame.

~'The illustrated example includes five slots reserved for downlink data. - Other
embodiments may include more or fewer. The distribution of reserved downlink slots D1-D5
is generally earlier than the distribution of non-downlink-reserved slots in this embodiment,
e.g., the median and average IFS duration of the downlink reserved slots is less than the

median and the average IFS duration of the non-downlink reserved slots. Consequently, the
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downlink transmitting wireless device is expected to spend less time waiting for unused IF'S
duration slots for uplink client wireless devices. In this embodiment, the downlink reserved
slots D1-D5 are interrupted by occasional non-downlink reserved slots, e.g., between D1 and
D2 and between D3 and D4. The interruptions are believed to permit uplink transmissions to
eventually be transmitted, even if downlink data transmissions are favored, e.g., assigned

higher priority. In some embodiments, the first slot may be unreserved.

Further, in this embodiment, the schedules are still formed without centralized
control. Each scheduler, e.g., the schedulers 1318 of Figure 13, may select an IFS duration in
accordance with this technique prior to the transmission of data frames or after transmitting a

number.of data_frames

Other embodiments may have asymmetric distributed schedulers that do not use
reserved slots. For instance, the output of a random number generator or pseudo-random
number generator may scaled, e.g., multiplied by a weighting coefficient, to make the
numbers for uplink data generally larger or the numbers for downlink data generally smaller.
In another example, for doWn]iﬁk data, the random or pseudo-random number may be
mapped to an output with a function that generally decreases monotonically. In other
embodimentS, e.g., in embodiments in which uplink data is more voluminous, uplink data

may be favored in the manner described above.

Some embodiments may changé the degree to which traffic in one direction is favored
dynaiically. For instance, some .embodiment's may select a number of reserved slots for
downlink traffic or a timing of those slots, e.g., generally earlier, in response to an increase in
the ratio of downlink traffic to uplink traffic. Similarly, some embodiments may favor uplink
traffic over downlink traffic in response to an inversion of the ratio of uplink traffic to
downlink traffic. To this end',_thé scheduler in certain embodiments may count the number of
uplink transmissions and' the number of downlink transmissions occurring over a trailing
period of time, e.g., over the prei/ious 1 Second,' 10 seconds, or 10 minutes, and select a

degree of asymmetry based on a ratio of these uplink and downlink counts.

In other embodiments, the above described scheduling techniques may be combined.
For instance, the wireless terminal, e.g., through the operation of a scheduler, may choose a
deterministic schedule for transmitting the [irst type of data and a randomized schedule for -
transmitting the second type of data, wherein the choice of schedule could be based on at

least one of the following factors: schedules of nearby devices, queue-lengths, quality of
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nearby sinks and relays, quantity of nearby sinks and relays, battery life, source of power,
average throughput, bandwidth usage, bandwidth needs, bandwidth availability, type of
device, level of mobility, time of day, subscription fees, user profile, non-cellular signal
'strength and quality, cellular signal strength and quality, level of wireless interference seen
by non-cellular interface, level of wireless interference seen by cellular interface, number of

hops to a sink, and surrounding wireless environment.

In one embodiment, the wireless terminal may choose a deterministic schedule for
transmitting the first type of data and a randomized schedule for transmitting the second type
of data, wherein the type of data is based on at least one of the following factors: direction,
quantity, importance, desired quality-of-service, surrounding wireless environment, hetwork
congestion, network condition, queue-lengths, and throughput. Tor example, each of, or a
subset of, these factors may be compared against respective threshold values or categories
and if a factor satisfies the threshold or falls in the category, the device may select a
deterministic schedule and if the threshold is not met or the category is not applicable, the
device may choose a random schedule. Depending on the application, the direction could be '
either uplink or downlink. Quantity may be defined in terms of bandwidth utilized,
,bandwidth needed, and queue-lengths, of example. Quality-of-service may depends on the
application being supported. For example, delay sensitive applications such as voice could
benefit from a more deterministic schedule and file transfers could use a randomized
sclledu]e when not too many deterministic slots are available. Surrounding wireless
environment could include the topology, prevalent traffic patterns, activity factors, schedules,v
numbers, needs, and capabilities of nearby nodes. The surrounding wireless environment
could also include network factors, such as the amount of congestion in the network and the

condition of the network in terms of latency, delay, and jitter.

In the above embodiment, the wireless terminal could chdose a deterministic schedule
and a first inter-frame spacing for transmitting the first type of data. The wireless lerminal
could also choose a randomized schedule and a second inter-frame spacing [or ransmitting
the sccond type of data. As noted above, inter-frame spacing is the delay between the
previous frame and the next transmission. For example, the IEEE 802.11n standard defines

examples of inter-frame spacing (IFS) in detail.

In the above embodiment, the wireless terminal may choose a deterministic schedule
and a first contention window for transmitting the first type of data. The wireless terminal

could choose a randomized schedule and a second contention window for transmitting the
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second type of data. Contention window is an interval of numbers from which counters can
be chosen to resolve contentions and collisions between wireless devices. As noted above, the

IEEE 802.11n standard describes examples of contention window in detail.

In the above embodiment, the wireless terminal, e.g., a scheduler in the wireless
terminal, may choose a deterministic schedule and a first transmit opportunity for
transmitting the first type of data. The wireless terminal may choose a randomized schedule,
e.g., an ERB schedule, and a second transmit opportunity for transmitting the second type of
data. Transmit opportunity is the time for which a wireless device gets to access the wireless
channel and transmit frames. Transmit opportunity could also be measured in bits and bytes

instead of units_of time. The IEEE 802.11n standard describes examples of - transmit

opportunity in detail.

Figure 19 is a generalized diagrammatic view of an example of schedules for wireless
transmissions by wireless terminals in accordance with an embodiment of the presently
described technique. In this embodiment, schedule 1992 is based on a contention resolution
mechanism known as exponential randomized back-off (ERB) that was described in part
above. Timeline 1993 shows the progression of time. Previous frame 1990 could be a data,
control, or management frame. A distributed-TES (DIFS) 1994 may separate the previous
frame and the first mini-slot 1996 in this example. Further, in this embodiment, each mini-
slot is mini-slot-time (MS'1) long. When a wireless device needs to transmit a frame on the
wireless channel, in accordance with the schedule 1992, it may choose a random (e.g., a
pseudo-randoin function) counter and counts it down each time MST elapses. In some
embodiments, a wireless device may .only count down its counter when it percei.ves the
wireless channel to be available or clear. The illustrated schedule 1992 is symmetric between
downlink and up]ihk, as the distribution of potential IFS duration slots is generally equal
between the two directions, e.g., there is an equal chance that ény one of the IFS duration

slots will be selected for uplink or downlink traffic.

In contrast to schedule 1992, schedule 1949 of Figure 19 is asymmetric and may be
used, e.g., by a scheduler, to schedule different data in different ways. First mini-slot 1956
may be reserved for a first downlink transmitter, ¢.g., an access point or relay in a multi-hop
network. Second mini-slot 1957 may be available for any wireless device to use. Thus, in this _
example, every odd mini-slot is reserved for one or more transmitters of downlink frames.
This is believed to allow for various transmitters of downlink frames to use a more

deterministic schedule, as explained further below. However, in some systems, any wireless
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device can access the channel in every even mini-slot. To resolve contentioné and collisions,
wireless devices could use ERB to select among the even IFS duration slots. This, in certain
applications, this is believed to make wireless devices transmitting in even mini-slots to have
a randomized or pseudo random schedule. For instance, wireless devices could use the even
mini-slots to transmit uplink frames. In other embodiments, instead of differentiating traffic
based on uplink and downlink directions, traffic may be differentiated based quantity,
importance, desired quality-of-service, surrounding wireless environment, network

congestion, network condition, queue-lengths, and throughput.

It should be noted that mini-slot 1956 is labeled D1 and mini-slot 1972 is labeled

D1*. In this embodiment, the * indicates that D1* is an extra slot for the downlink transmitter
that uses D1. One way to facilitate fairness between transmitters of downlink frames is to
require the following allocation of traffic between D1 and D1* (or Dx and Dx*, where x is an
integer). Afler using mini-slot DI, the first downlink transmitter may either wait for the
current round of downlink transmitters to finish or use D1*#. Since D1* comes after D3, the
downlink transmitter corresponding to D8 is able to get access to the wireless in a fair
manner, e.g., the wireless device using D1 does not always have an opportunity to preempt
 those using D2-D8. Moreover, in this embodiment, the overhead of a few MSTs to facililate
this fairness coexistence is not expected to hurt the perform'ancev.much. If in this embodiment
the first downlink transmitter uses D1%, that first wireless device may not use D1 in the next
round for downlink transmitters. -Thus, in this example, the first downlink transmitter is
relatively fair to other downlink transmitter. Once an extra déwnlink slot (marked with a *) is
used by a wireless device, other wireless devices -can assume that the current round of
downlink transmiltters is over and the next round is about to begin. In the next round, wireless

devices can use their normal downlink slots (i.e. slots without a *) to transmit frames.

Schedules 1901 and 1925 are other asymmetric schedules'that- can also be used. The
schedules 1901 and 1935 differ from schédu]e 1949 in the number of slots available for
downlink transmissions is reduced. These schedules 1901 and 1925 may, [or example, be
used when relatively few wircless devices are transmitting downlink data.

Figure 20 is a gencralized diagrammatic view of examples of wireless network
topologies in accordance with an embodiment. Topology 2002 is an example of a 2-
dimensional single-hop tbpology. Lach cube, such as cube 2012, represents a base station and
the wireless network surrounding it. If base stations in adjacent cubes use the same network

resources at the same time, they may interfere with each other due to clashes. '1'o achieve a
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certain level of performance, adjacent base stations can be orthogonalized in time, frequency,
code, space, etc. Topology 2002 shows that 4 orthogonalizations could provide a certain level
of performance and keep the cross-interference between nearby base stations under an
acceptable threshold limit. Orthogonalizations 2004, 2006, 2008, and 2010 are shown in
different colors to reflect their use of different network resources. Topology 2022 is an
example of a 2-dimensional multi-hop topology. Fach parallelepiped, such as parallelepiped
2028, represents a linear multi-hop network consisting of three or more wireless terminals. If
wireless terminals in adjacent parallelepiped use the same network resources at the same
time, they may interfere with each other due to clashes. To achieve a certain level of

performance, adjacent base stations can be orthogonalized in time, frequency, code, space,

ete. Topology 2022 shows that 2 orthogonalizations could provide reasonable performance
and keep the cross-interference between nearby wireless terminals under a reasonable limit.
Orthogonalizations 2024 and 2026 are shown in different colors because to indicate that the
use of different network resources, e.g., time slots or channels. Topology 2042 is a common
3-dimensional single-hop topology and uses § different orthogonalizations. Topology 2062 is.
a common 3-dimensional multi-hop topology and uses 4 different orthogonalizations. In
wireless networks, spectrum is often limited. Thus, excessive orthogonalizations may hurt the
overall capacity and spectral efficiency of the wireless network. However, too few
orthogonalizations may lead to excessive interference and clashes and thus hurt performance.
Figure 20 represents one way Lo strike a balance and achieve reasonable performance. The
asymmetric schedules shown in Figure 19 have 2, 4, or 8 orthogonal downlink slots and thus
can be used for the common topologies shown in Figure 20 to facilitate cooperation and
coexistence between wireless terminals. When downlink slots of schedules in Figure 19 are
assigned to segments of the topologies shown in Figure 20, one may take into account the
relative positions of the segments and assign downlink accordingly. For example, segments
of topologies that will be prone o cell-edge user problems or hidden node problems éari be
separated further apart in the asymmetric downlink Schedu]e. This can allow enough control
frames (such as IEEE 802.11 RTS/CTS frames) to be exchanged to mitigate the cell-edge

user and hidden node problems.
Figure 21 is a generalized diagrammalic view of wireless transmissions by wireless
terminals in accordance with an embodiment. Schedules 2101, 2125, and 2149 are some other -

examples of asymmetric schedules. These differ from asymmetric schedules shown in Figure

19 in that they do not rely extra downlink slots (* marked) to facilitate fairness. These
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schedules could be more suitable in certain situations, for instance, when it is desired that

certain access points or relaying devices are consistently prioritized over others.

Figure 22 is a generalized diagrammatic view of wireless transmissions by wire]ess_
terminals in accordance with an embodiment. Schedules 1701, 1725, and 1749 are some other
examples of asymmetric schedules. These can be thought of as a hybrid of schedules shown
in Figure 6 and Figure 16. These schedules could be more suitable in certain situations.

Figure 23 is a generalized diagrammatic view of wireless transmissions by wireless
terminals in accordance with an embodiment. Schedules 2301, 2325, and 2349 are some other
examples of asymmetric schedules. Schedule 2301 is an example in which downlink and
uplink mini-slots are not interleaved like the schedules in Figure 19. However, to exploit
asymmetry in topologies and traffic patterns, downlink and uplink may be decoupled in the
way shown in schedule 1901. Moreover, in some embodiments, uplink mini-slots may have a
lower inter-frame spacing in schedules such as 2325. Lastly, in some embodiments, downlink
schedules may not be deterministic in order to get reasonable performance. For instance, in
some systems, as long as they are decoupled, both uplink and downlink transmissions could
be randomized as is shown in schedule 2349. Schedules shown in Figure 23 could be more
Suitable in certain situations.

Using the above examples, wireless terminals could .adaptively switch from one
schedule to another schedule depending on topology, number, schedules, needs, activity, and
traffic patterns of other nearby wireless terminals. Beacons, control frames, management
frame, data frames, or other wireless communicating signaling, such as the previously
described schedule-state signal, may be used to emanate topology, number, schedules, needs,
activity, and traffic paiterns of nearby wireless terminals to other wireless terminals.
Moreover, wireless terminals may cooperate and coordinate to converge to one or more
schedules based on at least one of the following factors: quality of nearby sinks and relays,
quantity of nearby sinks and relays, battery life, source of power, average throughput,
bandwidth usage, bandwidth needé, bandwidth availability, type of device, level of mobility,
time of day, subscription fees, user profile, non-cellular signal strength and quality, cellular
signal strength and quality, level of wireless interference seen by non-cellular interface, level
of wireless interference seen by cellular interface, number of hops 10 a sink, current state of
the sccond device, current state of the first device, participation policy being used by the
second wireless device, participation policy being used by the first wireless device, and

surrounding wireless environment.
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In some embodiments, request (REQ) frames may use a different inter-frame-spacing
than other frames, e.g., a shorter inter-frame spacing. An example of a RF_.Q frame is
depicted in Figure 32. REQ frames may be uséd by nearby nodes, e.g., wireless devices, to
get a node to use ERB scheduling or use a less aggressive schedule, €.g., to request a
transition from the schedule 1901 to schedule 1949 of Figure 19. In some embodiments,
crowdsourcing of REQ frames and various requests from nearby nodes could be used before
acting on requests, e.g., each scheduler may change the schedule in response to a majority of
wireless devices requesting a transition to a more aggressive or less aggressive schedule.
This, in some systems, is expected to increase robustness, performance, and cooperation.

When asymmetric scheduling does not lead to good performance and throughput, e.g.,

when even the lease aggressive schedule does not provide enough IFS duration slots for

downlink-transmitting wireless devices, wireless terminals may. adaptively-fall back to-using

exponential randomized back-off schecfuling. Depending on their needs and current network
conditions, wireless terminals in some embodiments may adaptively switch to normal,
conservative, and/or aggressive sclledules. Schedule 1901 coui;l be considered more.
aggressive than schedule 1949 in Figure 19 because wireless terminals could potentially get
deterministic slots to transmit more frequently in this embodiment, as the schedule provides
for more slots among which to select. Moreover, higher transmit opportunities (TXOP) may
be provided to nodes that need more béndwidth. In this way, nbodes using deterministic TFS
duration slots could get different priorities by using different TXOPs. TXOP uses a cyclic-
redundancy-check for each ﬁ'agme.nt‘even if continuously burst out or with reduced inter-
frame spacing.(RIFS), which may be less than SIFS, e.g., RIFS may approximately equal us
and SIFS may approximately equal 16us. This could improve robustness, especially for
higher rates because more bytes are sent through while using the Same number of symbols (or
TXOP time). In some embOdinients, when interfering deterininistic flows are allowed to
happen in parallei,- flows’ using higher physical-layer rates may transmit more number of
bytes in the same amount of time than flows usi'ﬁg lower physical-layer rates. Thus, more
frame aggregation could be needed for flows .using higher physical-layer rates when
employing T'’XOP. 'Thus, having more.freqﬁent CRC checks for flows using higher physical-

layer rates could be useful.

The above described embodiment may benefit from decoupling of the first type of -
data and the second type of data, e.g., downlink an uplink data. For example, wireless

networks that are used to access the Internet could have two types of data or traffic: downlink
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traffic and uplink traffic. Often, transmitters of downlink traffic are fewer in number than
transmitters of uplink traffic. For example, one wireless base station could be serving several
wireless devices. In this example, the downlink direction is from the wireless base station to
the wireless devices and the uplink direction is from the wireless devices to the wireless base
station. Although there are often fewer transmitters of downlink traffic, downlink Internet

traffic often tends to be heavier than uplink Internet traffic.

The above-described embodiment may allow nodes in the wireless network to
decouple the plane of competition for IFS duration slots between uplink and downlink traffic.
As.a result in some systems, uplink traffic competes with other uplink traffic and downlink
traffic competes with other downlink traffic for access to the wireless channel. Moreover the
few downlink transmitters can then coordinate and cooperate with each other to coexist on
the same wireless channel. Furtherhlore, adding determinism to scheduling of downlink
frames is expected lo reduce contentions and collisions between transmitters of downlink
frames. Also, determinism is expected to further reduce the penaltics and overheads
associated with retransmissions. Lastly, in some systems, determinism may allow more
downlink flows to happen in parallel, allowing downlink transmitters to use the available

, network resources more aggressively and efficiently.

Uplink Internet traffic is often less heavier than downlink Internet traffic. Moreover,
the number of transmitters for uplink traffic is often more than the number of transmitters for
downlink traffic. Thus, it is often harder to coordinate the several transmitters of uplink
traffic in a distributed manner with low overhead. ERB may be used to resolve contentions
and collisions between transmitters of uplink traffic in a simple and distributed manner.
Moreover, since uplink traffic flows will often be less heavy, wireless devices will not suffer
from the .disadvantéges of ERB that occur during high traffic congestion. Thus, the above-
described embodiment c_ould be useful in wireless networks that are used to access the

Internet, such as single-hop broadband networks and multi-hop cellular networks.

As mentioned before, when heavier flows are scheduled more deterministically, better
co_ordination and cooperation can be achieved between transmitters of downlink frames. This
coordination and cooperation could then be used to allow multiple interfering transmissions
to happen in parallel to improve the performance of wireless networks. However, the above
invention could be used to mitigate hidden node problems (an example of which is described

below) by exploiting the determinism of heavier flows.
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Figure 24 is a generalized diagrammatic view of wireless transmisﬁons by wireless
terminals in accordance with an embodiment. In particular, the figures describe the hidden
node problem and how it could be mitigated. Figure 24 only depicts an example scenario;
however, the described techniques could easily be applied to other scenarios with the
guidance of the present description. Event 2402 shows that wireless device N1 can, in the
illustrated example, only be heard by wireless device N2 and wireless device N4 can only be
heard by wireless device N3. Event 2412 shows that wireless device N2 can be heard by
wireless device N1 and wireless device N3. Event 2412 also shows that wireless device N3
can be heard by wireless device N2 and wireless device N4. In one example, that N1 and N4

are transmitters of downlink traffic (depicted by direction of arrows) and N2 and N3 are

transmitters of uplink traffic. And in this example, N1 uses the asymmetric schedule 2462

and has chosen the downlink mini-slot D1 to transmit downlink frames. Also in this example;

N4 uses the asymmetric schedule 2462 and has chosen the downlink mini-slot D2 to transmit
downlink frames. A request-to-send (RTS) notifies a receiver that a transmitter wants to send
something to it in the near future. If the receiver thinks that it can receive subsequent.

transmissions [rom the transmitter, the receiver send out a clear-to-send (CTS) o the

——transmitter- The transmitter iy then send data frames o the Teceiver. If The TeCEiVer Teceives
the subsequent data frames correctly, it may send an acknowledgment (ACK) to the A
transmitter. This procedure is widely used by the popular WiFi or IEEE 802.11n standard.
Event 2422 shows that N1 sends an RTS to N2 in mini-slot D1 and N4 sends an RTS to N3 in
mini-slot D2. Event 2032 shows that N2 sends a CTS to N1 after receiving the RTS. Note
that N2 is able to send a CTS to N1 before N3 can send a CTS to N4 because N2 receives its
RTS before N3 receives its RTS. Moreover, N3 defers transmission of its CTS to N4 because
it does not want to interfere with the transaction happening between N1 and N2. N3’s
cooperation allows N1 to send data frames to N2. Event 244’2 shows that N2 sends an ACK
back to NI after receiving data correctly from N1. N3 takes its cue from this ACK and
intelligently transmits a CTS back to N4 in detérmini.étic downlink mini-slot D2 in event -
2452. This intelligently timed delayed CTS is labeled as iCTS in event 2452 of Figure 24. N4
receives this delayed CT'S and resumes transmission of data frames that it had lined up for
N3. Since NI used DI, in this example, the node N1 must use downlink mini-slot D1* for
any further downlink transmissions. Even if N1 sends out an RTS in D1*, N2 in this .
embodiment may intelligently delay its CTS to N1 in order to cooperate with N3 and prevent
interfering with the transaction between N4 and N3. This is similar o the cooperation from

N3 in event 2432, Thus, the example of Figure 24 shows one exemplary scenario in which
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the intelligent CTS helps mitigate hidden node problems. Please note that Ni is hidden from
N3 and N4. Moreover, N4 is hidden from N2 and N1. Nonetheless, N1, N2, N3 and N4 are
able to cooperate and coordinate using the intelligent CTS mechanism in this example.
Though it should be noted that other embodiments do not necessarily use this or other
intelligent CTS mechanisms. Another thing to note is that the intelligent CTS mechanism, in
some embodiments, benefits from the deterministic schedule being used for down]ink frames
by NI and N4. When these downlink flows are heavy, hidden node problems are mitigated
for the flows that need more protection. Intelligent CTS like frames may not always be
delayed. Sometimes they may be sent without delay but with an indication (such as busy bit
that is set) that shows that vcurrently the receiver cannot receive subsequent data frames.
When a wireless terminal receives a CTS-like frame with such an indication, it could in some
embodiments try again later, without getting penalized by ERB. Severe hidden node
problems may exist even when only one flow is heavy. When the heavy flow is
deterministically scheduled, bintelligently timed CTS like frames along with carrier sensing
could be used to mitigate hidden node problems. Moreover, flows that could potentially -
suffer from hidden node problems could converge to a more deterministic schedule. Initially
RTS and CTS frames could help understanding the wireless environment and beacons could
Shelp in estimating the topologies of nearby nodes. Once-a more deterministic schedu]ing
strategy is formed, use of RTS and CTS frames could be adaptively reduced. Wireless
lehninals- could be allowed o cooperate, coordinate, and coexisl With each other using the
above invention. Such cooperation could heIp the wireless terminals to converge to a

scheduling strategy over time.

In wireless networks used to access the Internet, often uplink transmissions consist of
small frames, such as TCP ACKs. Aggrégating small frames, such as TCP ACKs, before
transmitting can reduce the number of uplink transmissions considerably. Such aggregation
may be performed, for inétance, by.the above described scheduler. This is expected to help in
reducing contentions and collisions between transfnitters of uplink trafficreven during times
of héavy usage. Such frame aggregation could have a size cap and/or timeout. For example,
size cap may be decided to keep the probability of frame corruption belbw a certain
threshold. For example, timeouts may need to be carefully implemented when aggregating

small frames, such as TCP ACKs, to prevent TCP’s congestion control from Kicking in.

In some embodiments, a transmitter of heavy traffic relative to other wircless devices

in a wireless network may receive more deterministic IFS duration mini-slots depending on
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queue-lengths, bandwidth needs, average throughput, and peak throughput. RTS and CTS
frames help mitigate the hidden node problem in random access wireless networks. However,

it often takes much longer than a mini-slot-time to receive and act upon an RTS. This may

Jead to a reduction in benefits of using RTS and CTS frames. The above-described technique

may be used to design asymmetric schedules that increase the benefits of control frames, such
as RTS and CTS frames. For example, one way to design and use such schedules is too keep
transmitters of heavy traffic that are wirelessly near each other to also be near each other in
terms of the assigned downlink mini-slots in the asymmetric schedule being used. Two
wireless devices are wirelessly near each other if ransmissions from one wireless device can

often be heard with high signal-to-interference-and-noise-ratio (SINR) by the other wireless

device. Referring to schedule 1949 in Figure 19, two transmitters of downlink frames that are

wirelessly near each other could use adjacent downlink mini-slots- D1 and D2. Since they-are

wirelessly near each other, their corresponding networks may suffer from fewer hidden node

and cell-edge user interference problems because of each other. Moreover, two other

transmitters of downlink frames that are wirelessly far from each other could use downlink:

mini-slots that are far away from each other in time, such as D1 and D8. Corresponding

networks of downlink transmitters that are wirelessly far from each other may suffer from
more hidden node and cell-edge user interference problems. Such large separation in time of
downlink mini-slots allows control frames, such as RTS and CTS, to be used more
efl‘eclively. Another way to separate the deterministic mini-slots in time of transmitters that

are wirelessly far is to fill several random access slots in between.

An example of a particular implementation of a partially-deterministic asymmetric

scheduler is described below with reference to three modules that may be executed, e.g., on a

- CPU of a wireless device, to instantiate a scheduler or may be embodied in hardware forr_n,

e.g., as application specific integrated circuits, to form a scheduler. The exemplary modules
are a maiﬁ scheduler (MS) a special downlink scheduler (SDS), and a downlink schedule
finder (DSF).. The MS may c'oordinale schedules for both downlink and uplink frames. The
SDS, in this example, may be called by the MS and provides an IFS duration slot to schedule
the transmission of a downlink frame (e.g., a data frame). The DSF of this embodiment may
be called by the SDS and may select the downlink schedule, as described below. Each of
these modules mayb in hardware form or may be stored in the form of code stored on a -

tangible machine readable media, e.g., flash memory, and when this code is executed, it may
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cause a CPU of a wireless device to perform the processes described below and attributed to

the MS, the SDS, and the DSF.

The following pseudo-code is an example of a process that may be performed by the

MS module of a scheduler in accordance with the present embodiment.

BAS

Schesdude Frame{ Frame)

' A ) == DOWNLINK then
it NeDLTX Flag <= 0 then

2 D, == 8115 DEIFS
while error < MAXDLE
i DLTX Fam
LRE then

por = eryor + 1

NOCOLLISION,
[LURES do
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et if
N == SDH8_ Cet DL IFSICOLLISION Y,
vl while
NoDETX Flag = DL_BRECOVERY _TIME;
wlwg
NoDETXN Flag = NoDETX Flag - 1
ond if
s ey i

veturn SUCCESS;
el i '
oned while
return FAILURE:

The MS of the present embodiment schedules uplink and downlink frames. The
process above is an overview of an example of this process. As shown in the pseudocode
above, if a frame is a downlink frame, then in response, the scheduler of this embodiment
uses the IT'S durations named ifsDL, which is provided by the SDS described below. The II'S
duration ifsDL may be a deterministic downlink slot, e.g., a IFS duration slot reserved for
downlink traffic, e.g., in the schedule 1901 of Figure 19. This deterministic downlink slot
may be the window reserved on the wireless network for transmissions by the wireless device
executing the presently described process. The MS may try to transmit the downlink frame in

the IFS duration designated by the ifsDL value. If the scheduler succeeds, e.g., there is no
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collision and an ACK frame is received from the device to which the frame was addressed,
the process above moves to the next frame. Otherwise, in this example, the MS module of
the scheduler may request the ifsDL value again from the SDS and try to transmit the frame

again.

In some instances, retransmissions may keep failing because of relatively heavy
uplink traffic exists (e.g., carrier-sensing often senses the wireless channel to be busy) or
relatively heavy downlink traffic exists (e.g., carrier-sensing often senses the wireless channel
to be busy or collisions occur with downlink transmissions): The MS module may keep a

count of the number of failed transmissions, e.g., the number of failures within a given time

period, such as over.the previous.30.seconds, for instance.-As-shown-in-the-pseudocode for

the MS module, after a threshold number of failures, labeled MAX_DLNFAILURES, is

exceeded, the MS module may enter a recovery mode, designated in this embodiment by
setting the variable NoDLTXFlag to DL_RECOVERY_TIME. In response lo this change,
the failed frame may then be scheduled using ERB, which may be handled by a

inay ececrement the NODIT)_(Flag counter. In response to this counter falling below a
threshold, e.g., 0, the MS module may leave recovery mode and continue to operate with a

partially deterministic asymmetric schedule, such as schedule 1901 or 1949 of Figure 19.

pseudo-code shown below describes a process that may be performed by hardware, such as
an application specific integrated circuit, or by executing code stored in a tangible machine

read able media.
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UL_TX_Frame module, which is an example of an 802.11 random access scheduler. In this

example, for every successful downlink transmission in the recovery mode, the MS module

Below is an example of an SDA module of the present embodiment. Again the
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In this embodiment, the process.above performed by the SDS module may be initiated
by the MS module calling the SDS module, and in response, the SDS module may provide an
IFS duration slot to lthc MS module. The SDS module fcccivcs as an input the valuc labeled
txState from the MS modulé, whi'ch in this embodiment indicates whether a collision
occurred while using an IT'S dm'ati_(i)n slot previously provided by the SDS. The value labeled
SDSCollisions may be a static variable that tracks the occurance of such collisions, e.g., if a
collision did occur, the SDSCollisions value may be incremented and if a collision did not
occur, the SDSCollisions value may bé decremented.  The MAX_COLLISIONS and
MIN_COLLISIONS values of this embodiment are thresholds for maximum and minimum
collisions respectively, thresholds which if exceed cause the SDS to request a shift to a more
or less aggressive schedule, as described [urther below. A wireless device may, in some

embodiments, be in a sleep state during the transmission of subscquent frames. In the event
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that this duration is relatively long (e.g., longer than 30 seconds, or some other duration that
is adaptively determined based on the circumstances), as determined by the function labeled
DL_Schedule_Fresh returning a value of false, the SDS may form a new schedule using the
DSF module described below. In the event that DL_Schedule_Fresh returns a value of false
or in the event that SDSCollisions exceeds the MAX_COLLISIONS threshold, the SDS
module may request a schedule from DSF and pass value of NORMAL. to indicate the level

of requested aggressiveness.

Otherwise, in this embodiment, the SDS module proceeds to query memory for a

values stored in a data structure labeled Request_Table for any requests from other nearby

wireless_devices._These requests-may-be_in-the-form-of -REQ- frames—and-may-express

requests from other wireless devices for more or less aggressive schedules or for ERB

scheduling. The Request_Table may be updated each time a REQ frame is teceived. If the
same lype ol requesl, e.g., requesting a more aggressive schedule, is received [rom a
threshold number of wireless devices, ¢.g., a majority, the request may be granted. For
instance, the SDS may transition to ERB scheduling in response to the receipt of a sufficient’
number of requests, e.g., more than some threshold, such as a majority, from other wireless
devices 1o move to ERB scheduling. Similarly, in this embodiment, the SDS module may
call the DSF modulc with a request having the string "CONSERVATIVE" as a parameter to
request a more conservative schedule if enough requests have been received for such a
change. Additionally, in this embodiment, the value of SDSCollisison may be decremented
bGIO\;V the MIN_COLLISIONS threshold, e.g., when there is relatively few other active
wireless devices in the wireless network, and in response, the SDS module may call the DS¥
module and pass the string "AGGRESSIVE" as a parameter f_o request a more aggressive
- schedule. Thus, in this embodiment, the scheduler may dynamically adjust the number of
vdeterministic IFS duration slots or transition to or from non-deterministic ERB scheduling in
response to the existing nétwork traffic, e. g a high collision frequency or requests from other
wireless devices.

Alternatively, in this cmbodiment, if none of the above conditions hold, the SDS may
continue using the established schedule. To facilitate fairness, the SDS module may wait for
a complete round of downlink transmissions before reusing is selected IFS duration slot, e.g.,
as described above with reference to slots D1 and D1* in Figure 16. This extra IFS duration
is expressed in the SDS module with the label DL_IFS_OFFSET. 'Thus, in this example, a

wireless device waiting through the current round of downlink transmission to complete may
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use wait for a duration of DL_IFS_OFFSET + DL_IFS_BASE, with the latter value

corresponding to the wireless devices slot in the cycle.

In this embodiment, the DSF module may be called by the SDS module to find a
downlink schedule. An example of a process that may be performed by the DSF module is
shown below. Again the pseudo-code shown below describes a process that may be
performed by hardware, such as an application specific integrated circuit, or by executing

code stored in a tangible machine read able media.
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In this example, the DSF module may maintain a data structure in memory labeled
Beacon_Table in which information from received schedule-state signals, e.g., certain tyﬁcs
of beacons from other wireless devices, is recorded. For instance, the Beacon_Table may
associate an identifier of other wireless devices with a value indicative of a downlink TFS
duration slot used by those other wireless devices. The IFS duration slot used by the other
devices may be encoded in the schedule-state signal or the IFS duration slof may be observed
by measuring the time between frames transmitted by other wireless devices. Further, the
received schedule-state signals may encode an identifier of the type of schedule being used

by the other wireless devices, e.g., ERB or the number of deterministic downlink slots. The
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type of schedule in use may also be recorded in the Beacon_Table and associated with a
device identifier.

The DSF module in this embodiment may query the Beacon_Table to retrieve the
schedule and topology information about nearby wireless devices. If the schedule is too
crowded, c.g., if all IFS dﬁration slots are taken by devices that are relatively close, the DSF
module may respond by requesting a change of wireless channel. Or if the query indicates
that other wireless devices are using ERB scheduling, the DSF module may transmit a
request to switch to ERB scheduling. Otherwise, in this embodiment, the DSF module may

use the function labeled Wireless_Env_Monitor to retrieve information about existing traffic

patterns, €.g., which.downlink IES duration slots-are-unused

Then, in the process described by the above pseudo-code, the DSF may call a function

labeled Calculate_Schedule to populate the variable labeled new-Schedule based on the
number, schedu]es,'topologies, and traffic patterns of nearby nodes, e.g., according to one or
more of the above described deterministic or asymmetric scheduling techniques. The
Calculate_Schedule function may sclect the schedule also based on an input labeled
threshold, which may be a signal strength and quality score that indicates which wireless
devices should be considered sufficiently wirelessly distant for purposes of parallel
transmissions, €.2., sharing IFS duration éiots. The value of threshold may be modulated in
response to a request for a moré or less aggressive schedule. For instance, in a more
aggressive mode, wireless devices may be excluded from consideration for sharing an IFS

duration slot only if they appear to have a i‘e]atively high signal strength an signal quality.

The DSF module of the present embodiment thus returns a schedule that, in some use
cases, schedules downlink and uplink traffic asymmetrically,' with uplink traffic being
scheduled based on a random or pseudo-random schedule component and downlink traffic
being scheduled based on the -ability of the network to support parallel transmission and the

availability of deterministic IFES duration slots.

From the above examples, it should be apparent that some of the presently disclosed
techniques are applicable to many kinds of wireless networks: single-hop cellular, multi-hop
cellular, peer-to-peer single-hop, peer-to-peer multi-hop, etc. However, while media access
contention overhead is expected 1o [acililate the operation of wireless networks, other -
techniques may be used to further improve the operation of such networks. For instance,

some multi-hop hybrid cellular non-cellular systems may use other techniques to use wireless
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spectrum even more aggressively. In such systems, it is expected that there will be a lot more
wireless traffic relative to non-multi-hop systems because of additional hops and wireless
links; thus aggressive use of spectrum may be particularly desirable in some of these
émbodiments, though the present techniques are not limited to systems that use spectrum

aggressively.

Two ways of using wireless spectrum more aggressively are reducing idle time of the
wireless system and getting more spatial reuse in the wireless network. While tightly
controlled wireless networks do a reasonable job of reducing the idle time of the wireless
system, there is a need in the art for reducing the idle time of the wireless networks that are
more decentrahzed and may have only little or no assistance from a centralized authonty
However, reducing the idle time of such wireless systems may lead to more collisions
amongst wireless frames that are transmitted simultaneously by different devices. Moreover,
gelting more spatial reuse out of the wireless network, in some systems, is facilitated if
cellular base stations and wircless devices detect collisions and adjust their transmission rates

- and powers accordingly.

When wireless devices share the same IFS-slot or otherwise transmit in parallel, it is
shelpfu] if each wireless device is capable of determining whether its transmission prevents
the other wireless device's transmissions from being received, e.g., due to a collision. Certain
embodiments may detect collisions based on snooping (e.g., receiving a frame transmitted to
another wireless device) acknowledgement frames (ACK) transmitted between other wireless
devices. In particular, collisions may be detected based on changes or the absence of changes
in sequence identifiers (e.g.. numbers), e.g., the sequence idenlifier may be incremented by a
transmitting device when an acknowledgement frame is sent to indicate the successful receipt

“of the transmitted data frame, or as another example, the sequence identifier may be
incremented by the receiving device in the acknowledgement fréme. The snooping wireless
device may monitor the sequence identifier (e.g., from the data frame or from the
acknowledgement [rame) before, after, or during parallel transmissions and determine
whether the snooping wircless device caused a collision in a transmission between other

~ wireless devices. In response to a detected collision, the snooping wireless device may
change an attribute of its transmissions, e.g., by a decrease a power level of transmission, use

a lower data rale of transmission, change an inter-frame spacing duration slot. In some

cmbodiment, in responsc, the snooping wircless device may request a change in the attributes

of transmissions of other wireless devices, e.g., by requesting a change in schedule.
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As an example, Iigure 28 is a timing diagram depicting transniissions between
wireless devices N1 and N2 and transmissions between wireless devices N3 and N4. The
illustrated scenario is exemplary of a sequence of transmissions in which a collision may
occur. The transmissions may be via a non-cellular interface. N1 and N3 may transmit in
parallel, as shown by the Data 2 and Data 3 frames, and N3 may include a collision detector
that performs a process for determining whether the transmission of frame Data 3 causes a
collision with the transmission of frame Data 2 to N2. To this end, the collision detector of
N3, e.g., a module operating as part of its non-cellular interface, may snoop exchanges
between N1 and N2. If N2 successfully receives frame Data 1, N2 transmits and

acknowledgement frame (ACK) to N1. The ACK signal may include a sequence identifier

from the frame Data 1, and N1 may increment the sequence identifier in response to the ACK

signal indicating. successful receipt.  If. the .ACK . signal .is.not.received, N1, in this
embodiment, does not increment the sequence identifier, and the same sequence identifier is

used to re-transmit the frame Data 1. N1 may use the same procedure to transmit Data 2.

N3, by monitoring the sequence identifiers or the ACK signals (e.g., ACKI and ACK4), may-

determine whether it has caused a collision that prevented the receipt of signals from N1 (o

N2, e.g., of frame Data 2.

In some instahces, however, N3 may not successfully snoop ACK2 from N2 to N1

because N3 receives an acknowledgement ACK3 from N4 at approximately the same time.

Indeed, N3 may miss several consecutive acknowledgement signals (or the absence thereof)

between N1 and N2. In this embodiment, N3 may be capable of inferring a collision even
when it misses an acknowledgement frame or fails to detect ihe absence of such a frame, e.g.,
due to its receipt of an ACK frame at the same time or due to transmission of a data frame at

the same time.

The collision dete_ctor' of N3 may be configured to snoop the signal ACK1, store the
sequence identifier of ACK1 in- memory, and use this value to determine whether the

transmission of frame Data 3 caused a collision even il N3 misses ACK2. For instance, the

collision detector of N3 may snoop a subscquent acknowledgement frame ACK4 between the

other wireless devices N1 and N2 and infer, based on a difference between the sequence

identifiers of ACK1 and ACK4 whether frame Data2 was received by N2 or whether the

transmission by N3 caused a collision and prevented the reception of frame Data2. The

comparison may be performed pursuant to the collision-detection processes described below.
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In order to use the scarce wireless spectrum more aggressively, some embodiments
may reduce the number of collisions and detect collisions relatively reliably using some of
the techniques described herein. In one embodiment, a process for sensing collisions in a
‘wireless network is provided. The process may include a first wireless device sending a first
data frame to a second wireless device in a first time slot, wherein the first data frame may
also include a sequence number. The second wireless device may send a seéond data frame
(e.g., an acknowledgment, ACK, signal) to the first wireless device in the first time slot to
acknowledge successful receipt of the first data frame, where the second data frame may also
include the sequence number from the first data frame. In this embodiment, the sequence
number may be changed by the first wireless device if transmission of the first data frame to
the second wireless device in the first time slot is successful. However, the sequence number
is not changed by the first wireless device if transmission of the first data frame to the second
wireless device in the first time slot is unsuccessful. Moreover, a third wireless device may
listen to the sequence number in the first time slot from the first wireless device or the second
wireless device, e.g., the third wireless device may receive the associated transmissions
between lhev first and second wireless devices. The process [urther includes the first wireless
device sending a third data frame to the second wireless device in a second time slot, wherein
the third data frame may also include the sequence number. The second.'wireless device may
send a fourth data frame to the first wireless device in the second time slot to acknowledge
successful receipt of the third data {rame, where the [ourth data fréme méy also include the
sequence number from the third data frame. - In this embodiment, the sequence number is
changed by the first wireless device if transmission of the third data frame to the second
wireless device in the second time slot is successful. However,:the sequence number is not
changed by the first wireless device if transmission of the third data frax.ne to the second
wireless device in the second tiﬁw slot is unsuccessful. In this example, the third wireless
device does not listen to, e.g., receive, the sequence number in the second time slot from the
first wireless device or the second wireless device. Next,vin the presently éxémplary process,
the first wireless device may send a fifth data frame to the second wireless device in a third
time slot, where the fifth data frame may also include the sequence number. ‘The second
wireless device may send a sixth data frame to the first wireless device in the third time slot
to acknowledge successful receipt of the fifth data frame, where the sixth data frame may also
include the sequence number from the fifth data frame. The sequence number is changed by
the [irst wireless device il transmission of the fifth data [rame (o the second wireless device in

the third time slot is successful. However, the sequence number is not changed by the first
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wireless device if transmission of the fifth data frame to the second wireless device in the
third time slot is unsuccessful. In this exemplary process, the third wireless device listens to
the sequence number in the third time slot from the first wireless device or the second
wireless device. Lastly, the prdcess includes the third wireless device deciding whether the
third data frame was successfully sent by the first wireless device to the second wireless
device in the second time slot based on the value of the sequence number in the first time slot

and the value of the sequence number in the third time slot.

Using the above-described process, even though the third wireless device was not

listening during the second time slot, it may still detect any collisions between the first

wireless.device-and-the-second-wireless-device.--In-the-seeond-time-slot;-the-third-wireless

device may send a seventh data frame to a fourth wireless device. Then in the third time slot,

the third wireless device may listen to the transmission between the first wireless device and
the second wireless device and may determine whether the third wireless device had caused a
collision in the second time slot, c.g., whether a collision was caused by transmitting a signal
from the third wireless device that interfered with the exchange between the first and second

wireless devices.

If th.e.th,ird device determines that it did not cause a collision in the second timeslot,
then in response, third wireless device may continue to transmit in parallel with the first
wireless device at the power and rate of transmission with which the third wireless device
was currently transmitting data. If the third wireless devices did cause a collision, the third
wireless device may adjust its rate and power to find a suitable match that would allow both
wireless flows to go on in parallel, e.g-., the third wireless devicé may decrease the rate at
which it transmits data or the power with which it transmits data in response to a
- determination that a previous transmission potentially caused a collision with a transmission
between the first and se_cond wireless devices. In some embddiments, the third wireless
device may also cause the first wireless device to adjust its rate and power to facilitate co-
existence, e.g., by (ransmitling a signal, such as a REQ [rame, requesting such an adjustment
to the first Wirc]css device. Morcover, in some ecmbodiments, in response 1o the collision, the
wireless devices may try to establish a new media access schedule if concurrent access is not
feasible, e.g., the signal transmitted by the third wireless device in response to the detection
of a collision may be received by the other wireless devices, and each ol the wireless devices i
may adjust the media access schedule in response. In some embodiments, this technigque may

be used to improve spatial reuse of the wireless channel, though not all applications
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necessarily provide this benefit. Principles of the present embodiment may also be
particularly useful in scenarios where the same wireless spectrum is used for uplink and
downlink traffic. It may also be useful for devices that can either transmit wireless frames or

receive wireless frames at a given time.

The sequence number could be only one bit in length. It could also be a positive
integer that wraps around cyclically, e.g., a number that is reset to zero when incremented
after it hits its maximum value. Existing literature sometimes classifies wireless frames into
data, control and management frames, as discussed above. In this document, we use the
phrase data frames to include all types of wireless frames. In some embodiments, nearby
wireless devices may use listening and collision-detection mechanisms, e.g., versioné of the
embodiment described above, to gauge the presence and absence of expected wireless frames
on the wireless channel, e.g., to infer that a collision has occurred based on the absence of an
expected frame or that a collision did not occur based on the presence of a [rame. The
wircless devices may then use this information about the presence and absence of wireless

frames to decide whether to transmit and/or allow transmissions’in the successive time slots.

A version of the present technique is illustrated by the following example. In an
sexemplary trénsmission process, the sequence number is changed sequentially by the first
wireless device each time a transmission to the second wireless device in a time slot is
successful, e.g., in response to the receipt of an acknowledgement signal from the second
wireless device. Further, the sequence number is not changed sequentially by the first
wireless device each time a transmission to the second wireless device in a time slot is
unsuccessful, e.g., in response to the absence of an acknowledgemént signal from the second
wireless device within a period of time. The third wireless device may decide whether a data
frame, e.g., the third data frame in the above description, was successfully sent by the first
wireless device to the second wireless device in the second time sibt based on the value of the
sequence number in the first time slot and the value of the sequence number- in the third time
slot. In this example, since the first wireless device sequentially increments the sequence
number, thcvthird wircless device may decide that the third data frame was unsuccessful in
the second time slot if the value of the sequence number in the first time slot and the value of
the sequence number in the third time slot cyclically differ by one. The third wireless device
may also decide that the third data frame was successful in the second time slot il the value of
the scquence number in the first time slot and the value of the sequence number in the third

time slot cyclically differ by two.
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In some embodiments, N3, the snooping device, may include a collision detector that
performs a process shown by the pseudo-code below to detect collisions. The pseudo-code
may be encoded as a computer program product on a tangiblé machine readable medium of a
wireless device or, for example, hard wired into an integrated circuit, such as a non-cellular
interface, of a wireless device. The pseudo-code includes a module named
Channel_Measurement that is configured to snoop acknowledgment signals from exchanges
between other wireless devices and infer the sequence numbers from missed exchanges or
exchanges that were not monitored, e.g., because the other wireless devices are exchanging
acknowledgement frames at approximately the same time as the wireless device with the

Channel_Measurement module receives an acknowledgement frame. Using the

Channel_Measurement module, in some embodiments, the wireless device may snoop,

transmit, then snoop again to determine whether the transmission caused a collision.

Measurement{ L
23 = Gt _Next_SEQ_Biuy;

Yerr 2 .«;':’G:i.":‘

i SEQ_Biuy

B i Prew S QR
Teas: = NOUACK then

e == MAX_POWER then

return

ondd if

= TX Framef
2537 = Get Ne

F e = Ty + 1
else
retarn
end if
else
return i
end if

S F

(A = neainy

SRt

en:; while

In one embodiment, the oldSEQBit may store a sequence identifier from a previously
snooped frame, e.g., fron.] ACKI1 or Data 1. In one embodiment, the sequence identifier is a
single bit, though it may include more bits in other embodiments. The module may than call
module TX_Frame to transmit a frame, e.g,, Data 3 in Figure 28.  After transmission, the
module of this embodiment may snoop a another sequence identifier, e.g., from Data 4 or
ACK 4, and slore in newSEQBit. The module may then determine whether a collision was
causced by comparing newSEQBit to oldSEQBit. If the values indicate a collision, then the ~
module may adjust an attribute of transmission from the wireless device, such as those above,

including the schedule, the data rate, or the transmission power. For instance, in the scenario
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of Fligure 28, with a 1-bit sequence identifier, the module may determine whether newSEQBit
is equal to oldSEQBit and infer that a collision did not occur, as the sequence identifier
completed a cycle from 1 to 0 to 1 or from 0 to 1 to 0, for instance. In other embodiments,
the sequence number may have more digits, €.g., 2 or more bits, and the module may
determine whether newSEQBit is equal to 0ldSEQBit plus one increment to detect whether a

collision did occur.

In other embodiments, the sequence identifier may be increased in length to increase
the robustness of the collision detection. Also, in some embodiments, the snooping
techmques may be variations of those described above to make collision detectlons more
robust. For example, the techmques depicted in Figures 29-31 may offer more robust

collision detection in certain depicted topologies.

The number of wireless devices is exploding. As the number of wireless devices
grows, the number of types of wireless devices is also growing. There are several different
types of wireless devices that are participating in wireless networks. Each device has its own
limitations and capabilitics. For example, some wireless devices may be plugged into an
electrical outlet, while others méy be powered by batteries. Some wireless devices may be
spowered by a battery of higher capacity and some may be powered by batteries of a lower
capacity. Some wireless devices may usually be carried by human beings while others may
usually not be carried by human beings. Some wireless devices may be installed in vehicles
while othels may not. Embodlments of the present techniques may differentiate between

types of wireless devices.

In another embodiment, a process for differentiating between wireless devices is
provided. The process may include a first wireless device sending, e.g., transmitting or
broadcasting via ils cellular or non-cellular interface, a data (rame, where the data frame
includes a typc fié].d. A"scco}nd wireless device receives the data frame and concludes the
device type of the first wireless device based on the type field included in the data. As
mentioned before, by a data frame we mean any type of wireless frame. As an example, the
wireless frame could be a beacon that is broadcasted by wireless devices using a distributed
beaconing mechanism. As an cxample, the type ficld could represent the following device
types: wireless device carried by a human' being, wireless device not carried by a human
being, wireless device carried by an animal, wireless device not carried by an animal,
wireless device embedded in a vehicle, wireless device not embedded in a vehicle, wireless

device currently plugged into power, and wireless device currently not plugged into power.
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In a wireless network with different types of wireless devices, device type information will be
useful.  In multi-hop cellular networks, such information is particularly useful because
hopping decisions could be based on such information, as discussed above, though not all
embodiments perform the presently described process. For example, a wireless device
powered by a larger battery may be a better hopping choice as opposed to a wireless device
with smaller battery. As is evident in this example, this will benefit both the device that is
hopping and the device that is being hopped on. Additionally, one of our previously
mentioned related embodiments of the present invention empower wireless devices to
individually allow or disallow hopping based on certain factors and the current state of the

device.

In some embodiments, the device type field may indicate whether the device is of the
sort that would be carried by a human, e.g., a cell phone or laptop, and this field may be used
for hopping decisions. For example, a wireless device may detlermine that its device Lype is a
human-borne device type and adjust the above-mentioned threshold factors for determining
whether to hop off another device to make it more likely that the wireless device will hop off
another device. In some embodiments, this may tend to reduce the amount of electro-
magnetic radiation the person operating the wireless device is exposed Lo, as wireless devices
are expected to transmit at lower power when hopping of an intermediate device relative to a

direct connection to a cellular base station.

Principles of the present inventions could be used for several applications, such as
conserving energy, facilitating vehicular traffic flow at a traffic intersection, etc. An
exemplary process 2500 is depicted ih Figure 25A and én _exémplary embodiment of a
wirelessly controlled appliance 2520 having a wireless device 2522 and a controller 2554 is
~shown in Figure 25B. For instance, the wireless device 2522 may be coupled to electrical
appliance controller 2524, where the wireless device 2522 that receives a frame indicating
device type may detect the device type of a first wireless device 2518 based on the type field
included in the frame, as shown in step 2510. The frame indicaling device lype may be a
beacon, such as a node-state signal, which may be received via non-cellular interface of the
~ wireless device 2522. The second wireless device 2522 may then, in response, turn electrical
appliance 2520 on or off based on the detected device type of the first wireless device 2518,
as shown in steps 2512 and 2514. For example, if the first wireless 2518 is a wireless device
that is usually carried by a human being, ¢.g., a cell phone, and recently became wirclessly

visible to the electrical appliance controller, the electrical appliance controller could turn on
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the lights, HVAC, adjust a thermostat, unlock a door, etc. The electrical appliance controller
2524 ‘may continue to monitor transmissions by the first wireless device 72518, e.g.,
periodically, e.g., every 100 milliseconds, and if the electrical appliance controller continues
to detect the presence of the first wireless device, it may take no action, in some
embodiments. Similarly when the wireless detection mechanism times out, e.g., the electrical
appliance controller ceases (o receive transmissions from the first wireless device, and is not
renewed, the electrical appliance controller may turn off the lights, HVAC, adjust the
thermostat, or lock a door, etc. In some embodiments, the electrical appliance controller may
ignore other wireless devices that are usually not carried by human beings that are present
nearby. Some embodiments are expected to help conserve electricity. Manual switches in

some of these embodiments may be used to overcome false alarms.

In another embodiment, depicted in Figures 26A and B a traffic light 2602 has lights
2604 and a wireless device 2610 that is coupled a tra{fic light controller 2612 and that has
multiple receive antcnnas 2614, 2616, 2618. The illustrated wircless device 2610 is capable
of detecting, e.g., estimating, the distance to and the direction of a nearby wireless device
2620. The traffic light controller 2612 may receive from the wireless device 2610 the,Aframe>
, indicating type broadcast from [irst wireless device 2620, as shown in step 2624 of process
2622, and detect the device type of the first wircless device based on the type field included
in the frame, as shown in step 2626. If the first wireless device type indicates that the
wireless device is a vehicle or a pedestrian (e.g., is associated with the same), the traffic light
controller 2612 may detect the direction of the first wireless device 2620 based on the
direction from which the data frame was received using certain techniques, and the controller
2612 may determine whether the wireless device 2620 is in a lane of traffic managed by the
light 2604, as shown in step 2628. Tor instance the traffic light controller 2612 may
determine the direction from which the data frame was received by comparing the signals
received from each of the antennas of the second wireless device or using heading
information encoded in the beacon from the first wireless device 2620, as described below.
The traffic light controller may also detect, e.g., estimate, the nearness of the first wireless
device based on the signal strength, signal quality, or a quality of service metric with which
the frame was received. The (raffic light controller may then, in response; use the nearness,
direction, and device type information to control the corresponding traffic lights accordingly,
as shown in step 2630, e.g., the traffic light controller may increment a counter for each

wireless device detected as indicating a vehicle waiting at the traffic light on a particular
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cross street facing a particular direction, such as toward the light, and the traffic light
controller may adjust the time of a red light or green light in response to the count, for
instance by increasing the time of a greén lig.ht for traffic on a street where a high count
occurred and decreasing the time of a green light on a street where little traffic is detected.
Principles of the present inventions may also be very useful in regulating the flow of traffic at
traffic intersections. Moreover, principles of the present inventions could be particularly

useful during the early morning and late night hours.

In other embodiments, the process may include a first wireless device transmitting a

beacon and a second wireless terminal receiving the beacon and forwarding data encoded by,

or-otherwise-conveyed-by,-the-beacon-to-a traffic—lightfrcontrrol]'er; ‘The-traffic-light-controller

may receive the forwarded portion (or all) of the beacon, and use the forwarded data, to do at

least one of the following: monitor vehicles, regulate vehicles, route vehicles, control
vehicles, monilor people, regulate people, route pebple, control people, and control trallic
lights. For instance, the traffic light controller may respond to receipt of the forwarded data
by incrementing a counter in memory associated with a vehicle count for monitoring traffic.
Or the traffic light controller may respohd to the beacon by adjusting the timing of the light,
as mentioned above. In some elllbodilllenls, the traffic light controller may log the presence
of a particular wireless device by storing an identificr of the device in memory to nonitor
people, or the traffic light controller may change the state of a road sign to route traffic from
an overused road to an underused road. In some embodiments, the first wireless device is
assoéiated with one of the following: a _vehicle, a device embedded in a vehicle, a person, and
a device carried by a person. Furthenno_te, the second wireless device may be co-located, e.g.,
in fixed proximity and proximate to, with the traffic-light coniro]]er. Also, the traffic-light
controller may communicate wi»ttzl other traffic-]ightvcontrol]ers to better manage vehicular
traffic. For instance, a first traffic light controller may count a number of vehicles passing in a
particular direction in a ﬁnit of time to estimate a traffic flow rate, and the first traffic light
controller may transmit a value indicative of the traffic flow rate o an upstream traffic light
controller, which may receive the value and respond by adjusting the timing of a signal
controlled by the second traffic light controller such that the high-flow rate traffic is more
likely to experience a green light. “In addition, the beacon (e.g., in the device type [ield) may
include information about at Icast one of the following: typc of the first wircless terminal, -
intention (e.g., expected route entered into a map application or a turn signal state [i.e.,

whether the turn signal is blinking left or right] of the vehicle, heading of the vehicle [e.g.,
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north, south, east, or west]) of the first wireless terminal, and number of wireless terminals
near the first wireless terminal. Instead of beacons, in other embodiments, the first wireless
terminal may use other means of wireless communication to communicate with the second
wireless terminal and the traffic-light controller. For instance, the traffic light controller may
change based on a combination of fields encoded in the beacon, e.g., the traffic signal may
change thé timing of a light based on a combination of the position, orienfation, and turn-
signal state or GPS destination to account for a drivers' expressed intent to turn left or right or

g0 straight at an intersection.

Figure 27 is a generalized diagrammatic view of an embodiment of a transportation
system 2701 where the transportation system has the ability to detect the presence of thicles
2702, each of which having a wireless terminal, such as the wireless terminal discussed above
in reference to Figure 26. In this embodiment, the transportation system 2701 includes a
regional traffic-light controller 2703 that has either a wired or wireless network connection
2704 with scveral traffic-lights 2705 and traffic-light intersections 2706. The wired or
" wireless network connection 2704 may be used to exchange data between the regional traffic-
light. controller and the traffic-lights 2705, such as the traffic lights 2602 of Figure 26. The
.data may be used (o monitor, regulate, control, and route vehicular and pedestrian tralfic, e.g.,
in the manner described by process 2622 of Figure 26. Trafﬁc—light intersection 2722 is one
of several in the region of transportation system 2701. Traffic-lights 2724 (individual ones of
the traffié lights 2705) regulate traffic at traffic-light intersection 2722 (individual ones of the
intersections 2706). Traffic-lights 1024 and traffic-light intersection 1022, in this
embodiment, are connected over a wired or wireless link 1030 to the regional traffic-light
controller 2704 via the network connection 2704 or directly. The wireless link 2730 could be
a cellular connection, for example. Vehicle (or pedestrian) 2728 occasionally transmits
beacons 2726. The beacons 2726 may be received by the traffic-lights 2724. Traffic-lights
2724v_muy collect béaconé from other nearby vehicles and pedestrians as well. Vehicles may
be installed with wireless subsystems, and pedestrians may be carrying mobile wireless
devices. Beacons transmitted by vehicles and pedestrians may be used to monitor, regulate,

control, and route vehicles, automobiles, pedestrians, animals, and machines. Beacons could
* also include intention of a vehicle or pedestrian, such as turn left, turn right, compass
hcading, urgency, cmergency, and other special situations. Wircless terminals that have
overlapping functiohality with the first wireless terminal may aggregate information about

nearby vehicles or pedestrians and include that information in the beacons that they transmit.
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Wireless terminals that have overlapping functionality with the first wireless terminal may
aggregate information about nearby vehicles or pedestrians in a specific direction‘ and include
that information in the beacons that they transmit. Moreover, traffic-lights may use c¢rowd-
sourcing techniques when collecting information from beacons to reduce errors, e.g., if a
plurality of cars indicate some anomaly, only then in response, in this example, the traffic
light may take action, such as by changing a timing of the light. Traffic-lights may also
include confidence values and sample sizes for the gathered information to indicate reliability
information. After collecting and aggregating the information received via beacons and other
wireless communication from nearby vehicles and pedestrians, traffic-lights and traffic-light

intersections may send the information to the regional traffic-light controller. In some

embodiments, they may retain and send only certain parts of beacons and use dimensionality

reduction techniques without causing loss of useful information. While sending entire chunks
of information gathered from the various vehicles and pedestrians to the regional traffic-light
controller may be useful, choosing useful parts may help save network bandwidth. The
regional traffic-light controller may receive localized real-time information from vehicles and-
pedeslrians'as described above over wired and wireless links. The regional traffic-light
controller may then, in response, use the conveyed information to communicate with other
traffic-light controllers to calculate a better (relative to conventional systems) traffic routing ‘
schedule given the current levels of congestion, needs of vehicles and pedestrians, time of
déy, complexily of solution, safety of implementation and deployment of new routing
schedule, and reliability of information gathered. If a better traffic and pedestrian routing
schedule is established for a localized region or a large-scale region, the schedule may then
be sent to the traffic-lights via the wired or wireless link. Traffic-lights may then work
according to the new routing schedule. Embodiments of the present technique are expected to
reduce traffic congestion on the roads relative to other systems. Moreover, embodiments may
be repeated occasionally, e.g., periodically, such as every 10 minutes, to adapt the traffic

routing schedule to the changing conditions.
Additional embodiments are described by the following numbered descriptions:

23. A method for expanding the coverage and improving the capacity of a cellular
network, the method comprising:
a [lirst wireless device choosing 1o communicate indirectly with a base-station via ils non-

ccllular interface, wherein:
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said first wireless device sending data for said base-station to a second wireless device via its
non-cellular interface; and/or _

said first wireless device receiving data for said first wireless device via its non-cellular
interface;

said second wireless device deciding whether to allow said first wireless device to
communicate to said base-station via said second wireless device and if a]lowéd:

said second wireless device receiving data for said base-station from said first wireless device
via its non-cellular interface and relaying said data to a third wireless device via its non-
cellular interface; and/or

said second wireless device receiving data for said first wireless device via its non-cellular
interface and relaying said data to said first wireless device via its non-cellular interface;

said third wireless device deciding whether to allow said first wireless device to communicate
1o said base-station via said third wireless device and if allowed:

said third wireless device receiving data for said base-station via its non-cellular interface and
forwarding sa1d data via its cellular interface; and/or

said third wireless device receiving data for said first wireless device via its cellular interface

and forwarding said data to said second wireless device via its non-cellular interface.

24. The method as recited in embodiment 23, wherein:

said second wireless device is not utilized and said first w1reless device communicates
mdnect]y with said base-station via said third wireless device; or

several wireless devices with functionality similar to said second wireless device are utilized
and said first wireless device communicates indirectly with Said'base—station via said second
wireless device, said several wireless devices with functionality simi]af to said second

wireless device, and said third wireless device.

25.  The method as recited in embodiment 23, wherein.:

said first wireless device has some overlapping functionality with said second wireless device
and said third wireless device;

said second wireless device has some overlapping functionality with said first wireless device
and said third wireless device; and/or

said third wireless device has some overlapping functionality with said first wireless device

and said second wireless device
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26. The method as recited in embodiment 23, further comprising:

‘said first wireless device choosing to communicate indirectly with a base-station via
its non-cellular interface based on at least one of the following factors: battery life, bandwidth
hsage, type of device, level of'mobi]ity, time of day, subscription fees, user profile, non-
cellular signal strength, cellular signal strength, level of wireless interference seen by non-
cellular interface, and level of wireless interference seen by cellular interface;
said second wireless device deciding whether to allow said first wireless device to
Con-lmlinicate to said base-station via said second wireless device based on at least one of the
following factors: battery life, bandwidth usage, type of device, level of mobility, time of

day, subscription fees, user profile, non-cellular signal strength, cellular signal strength, level

of wireless interference seen by non-cellular interface, and level of wireless interference seen

by-cellular-interface;-and---
said third wireless device deciding whefher to allow said first wireless device to communicate
to said base-station vié said third wireless device based on at least one of the following
factors: battery life, bandwidth usage, type of device, level of mobility, time of day,
subscriptioﬁ fees, user pfofi]e, non-cellular signal strength, cellular signal strength, level of
wireless interference seen by non-cellular interface, and level of wireless interference seen by

cellular interface.

27. The method as recited in embodiment 23, [urther comprising:

said first wireless device choosing to communicate indirectly with said base-station
based on information received from -said base-station and other base-stations, so that
interference for wireless devices located near the cell-edge is mitigated and the performance

of the cellular network is enhanced;

said second wireless device deciding whether to allow said first wireless device to
communicate to said base-station via said second wireless device based on information
received from said base-station énd other base-stations, so that interference for wireless
devices located near the cell-edge is mitigated and the performance of the cellular network is
enhanced; and/or
said third wireless device deciding whether to allow said first wireless device to communicate
to said base-station via Said third wireless device based on information received from said ..
base-station and other base-stations, so that interference for wireless devices located near the

cell-edge is mitigated and the performance of the cellular network is enhanced.

110



28. The method as recited in embodiment 23, further comprising:

said first wireless device sending data for said base-station via its non-cellular
interface such that said data appears to said base-station as though coming directly from said
first wireless device for at least one of the following purposes: billing, ciphering,
authentication, integrity, and security;
said second wireless device receiving data for said base-station on its non-cellular interface
and relaying said data via its non-cellular interface such that said data appears to said base-
station as though coming directly from said first wireless device for at least one of the
following purposes: billing, ciphering, authenticatibn, integrity, and security; and/or
said third wireless device receiving data for said base-station on its non-cellular interface and
forwarding said data via its cellular interface such that said data appears to said base-station
as though coming directly from said first wireless device for at least one of the following

purposes: billing, ciphering, authentication, integrity, and security.

29.  The method as recited in embodiment 23, further comprising:

said first wireless device receiving data for said [irst wireless device on its non-
cellular interface such that said data appears to said first wireless device as though coming
vsdirectly from said base-station for at least one of the following purposes: billing, ciphering,
authentication, integrity, and security;
said second wireless device receiving data for said first wireless device on its non-cellular
interface and relaying said data via its non-cellular interface such that said data appears to
said first wireless device as though coming directly from said base-station for at least one of
the following purposes: billing, ciphering, authentication, integrity, and security; and
said third wireless device receiving data for said first wireless device on its cellular interface
and forwarding said data via its ﬁon—ce]]ular interface such that said data appears to said first
wireless device as though coming directly from said base-station for at least one of the

following purposes: billing, ciphering, auihentication, intégrity, and security.

30. ‘The method as recited in embodiment 23, further comprising:

each said wireless device maintaining additional direct and indirect routes to said
base-station and/or other base-stations, wherein:
said additional direct routes are routes to said base-station and said other base-stations via a

wireless device’s cellular interface; and
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said additional indirect routes are routes to said base-station and said other base-stations via a
wireless device’s non-cellular interface; .

each said wireless device using said additional routes to communicate with said base-station
and said other base-stations when primary route to said base-station is deemed insufficient or

broken.

39. A computer program product embodied in a computer readable storage medium for
expanding the coverage and improving the capacity of a ce]lu]_uf network, the computer
program product comprising the programming instructions for:

a first wireless device chodsing to communicate indirectly with a base-station via its non-
cellular interface, wherein: ,

said first wireless device sending data for said base-station to-a second wireless device via its
non-cellular interface; and/or : '

said first wireless device receiving data for said first wireless device via its non-cellular
interface; 7

said second wireless device deciding whether o allow said first wireless device (o
com‘municate to said base-station via said second wireless device and if allowed:

said second wireless device receiving data for said base-station from said fitst wireless device
via its non-cellular interface and relaying said data to a third wireless device via its non-
céllular interface; and/or |

said second wireless device receiving data for said first wireless device via its non-cellular
interface and relaying said data to said first wireless device via its non-cellular interface;

said third wireless device deciding whether to allow said first wireless device to communicate
to said base-station via said third wireless device and if allowed:

said third wireless device receivihg data for said base-station via its non-cellular interface and
forwarding said data via its cellular interface; and/or

said third wireless device receiving data for said first wircless device via its cellular interface

and forwarding said data to said-second wireless device via its non-cellular interface.

40.  The computer program product as recited in embodiment 39, further comprising the
programming instructions for:
said second wireless device is not utilized and said first wireless device communicates

indirectly with said base-station via said third wireless device; or
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several wireless devices with functionality similar to said second wireless device are utilized
and said first wireless device communicates indirectly with said base-station via said second
wireless device, said several wireless devices with functionality similar to said second

wireless device, and said third wireless device.

41.  The computer program product as recited in embodiment 39, further comprising the
programiming instructions for:

said first wireless device has some overlapping functionality with said second wireless device
and said third wireless device; .

said second wireless device has some overlapping functionality with said first wireless device
and said third wireless device; and/or

said third wireless device has some overlapping functionality with said first wireless device

and said second wireless device.

42. The computer program product as recited in embodiment 39, further comprising the -
programming instructions for: '
_ | said first wireless device choosing to communicate indirectly with a base-station via
'its non-cellular interface based on at least one of the following factors: battery life, bandwidth
usage, type of device, level of mobility, time of day, subséription fees, user profile, non-
cei]ular signal strength, cellular signal strength, level ol wireless interference seen by non-
cellular interface, and level of wireless interference seen by cel]u]af interface;
said secénd wireless device deciding whether to allow said first wireless device to
communicate to said base-station via said second wireless device based on at least one of the
following factors: battery life, bandwidth usage, type of device, level of mobility, time of
day, subscription fees, user profile, non-cellular signal strength, cellular signal strength, level
of wireless interference seen by non-cellular interface, and level of wireless interference seen
by cellular interface; and ‘ '
said third wireless device deciding whether to allow said first wireless device to communicate
to said base-station via said third wireless device based on at least one of the following
~ factors: battery life, bandwidth usage, type of device, level of mobility, time of day,
subscription fees, user profile, non-cellular signal strength, cellular signal strength, level of
wireless interference seen by non-cellular interface, and level of wireless interference seen by

cellular interface.
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43.  The computer program product as recited in embodiment 39, further comprising the
programming instructions for:

said first wireless device choosing to communicate indirectly with said base-station
based on information received from said base-station and other base-stations, so that
interference for wireless devices located near the cell-edge is mitigated and the performance
of the cellular network is enhanced;

said second wireless device deciding whether to allow said first wireless device to
coﬁlmunicate‘to said base-station via said second wireless device based on information
received from said base-station and other base-stations, so that interference for wireless
devices located near the cell-edge is mitigated and the performance of the cellular network is
enhanced; and/or ' A : -
said. third-wireless device deciding whether to-allow-said first wireless device-to commuhicutc
to said base-station via said third wiréless device based on information received from said
base-station and other base-stations, so that interference for wireless devices located near the

cell-edge is mitigated and the performance of the cellular network is enhanced.

44.  The computer program product as recited in embodiment 39, further comprising the
programming instructions for:

said first wireless device sending data for said base-station via its non-cellular
iﬁlerl‘ace such that said data appears to said base-station as though coming directly from said
first wireless device for at least one of the following purposes: billing, ciphering,
authentication, integrity, and security;
said second wireless device receiving data for said base-station on its non-cellular interface
and relaying said data via its non-cellular interface such that said data appears to said base-
Station as though coming divrecAt]y from said first wireless device for at least one of the
following purposes: billing, ciphering, authentication, integrity, and sécurity; and/or ‘
said third wireless device receiving data for said bése-staiion on its non-cellular interface and
forwarding said data via its cellular interface such that said data appears to said base-station
as though coming directly from said- first wireless device for at least one of the following

purposes: billing, ciphering, authentication, integrity, and security.

45.  The computer program product as recited in embodiment 39, further comprising the

programming instructions for:
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said first wireless device receiving data for said first wireless de\}ice on its non-
cellular interface such that said data appears to said first wireless device as thoﬁgh coming
directly from said base-station for at least one of the following purposes: billing, ciphering,
authentication, integrity, and security;
said second wireless device receiving data for said first wireless device on its non-cellular
interface and relaying said data via its non-cellular interface such thaf said data appears to
said first wireless device as though coming directly from said base-station for at least one of
the following purposes: billing, ciphering, authentication, integrity, and security; and
said third wireless device receiving data for said first wireless device on its cellular interface
and forwarding said data via its non-cellular interface such that said data appears to said first
wireless device as though coming directly from said base-station for at least one of the

following purposes: billing, ciphering, authentication, integrity, and security.

46. The computer pfogram product .as recited in embodiment 39, further comprising the
programming instructions for:

each said wireless device maintaining additional direct and indirect routes to said
base station and/or other base-stations, wherein:
Sald additional direct routes are routes to said base-station and said other base stations via a
wireless device’s cellular interface; and »
said additional indirect routes are routes Lo said base-slation and said other base-stations via a
wireless device’s non-cellular interface;
each said wireless device using said additional routes to communicate with said base-station
and said other base-stations when primary route to said base-station is deemed insufficient or

broken.

1. A method for routing in a wireless network, the method compﬁsing:

a first wireless terminal choosing to participate as é_routef, wherein:

the first wireless terminal deciding whether it will act as a relay or a sink; and

a second wireless terminal choosing to send data to the first wireless terminal based on

whether the first wireless terminal is acting as a relay or a sink.
2. The method-as recited in embodiment 1, further comprising:

the [irst wireless terminal choosing to participate as a router, wherein:

the first wireless terminal deciding whether it will act as a relay or a sink, wherein:
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the first wireless terminal transmitting a first metric describing cellular signal strength and
quality seen by a nearby sink if acting as a relay; or
the first wireless terminal transmitting a second metric describing cellular signal strength and

quality seen by the first wireless terminal if acting as a sink.

3. The method as recited in embodiment 1, further comprising:
the first wireless terminal choosing to participate as a router based on at least one of the
following factors: quality of nearby sinks and relays, quantity of nearby sinks and relays,

battély life, source of power, average throughput, bandwidth usage, bandwidth needs,

bandwidth availability, type-of device, level of mobility, time of day, subscription fees, user
profile, non-cellular signal strength and quality, cellular signal strength and quality, level of
wireless interference. seen by non-ceilu]ar interface, level of wireless interference seen by
cellular interface, number of hops to a sink, and surrounding wireless environment; wherein:
the first wireless terminal deciding whether it will act as a relay or a sink based on at least
one of the following factors: quality of nearby sinks and relays, quantity of nearby sinks and
relays, battery life, source of power, average throughput, bandwidth usage, bandwidth needs,
bandwidth availability, type of device, level of mobility, time of day, subscription fees, user
prbfile, non-cellular signal strength and quality, cellular signal strength and quality, level of
wireless interférencg: seen by non-cellular interface, level of wireless interference seen by
cellular interface, number of hops 10 a Sink, and surrounding wireless environment; and

the second wireless terminal chooéing to send data to the first wireless terminal based on at
least one of the following factors: whether the first wireless terminal is acting as a relay or a
sink, quality of nearby sinks and relays, quantity of nearby sinks and relays, battery life,
source of power, average throughput, bandwidth usage, bandwidth needs, bandwidth
'Availability, type of device, le_vel'of_ mobility, time of day, subscription fees, user profile, non-
cellular signal stl;ength and quality, cellular signal strength and quality, level of wireless
interference seen byA non-cellular interface, level of wireless interference seen by cellular

interface, number of hops to a sink, and surrounding wireless environment.

7. A computer program product embodied in a computer readable storage medivm for
routing in a wireless network, the computer program product comprising the programming
instructions for: '

a first wireless terminal choosing Lo participale as a router, wherein:

the first wircless terminal deciding whether it will act as a relay or a sink; and
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a second wireless terminal choosing to send data to the first wireless terminal based on

whether the first wireless terminal is acting as a relay or a sink.

3. The computer program product as recited in embodiment 7, further comprising the
programming instructions for:

the first wireless terminal choosing to participate as a router, wherein:

the first wireless terminal deciding whether it will act as a relay or a sink, wherein:

the first wireless terminal transmitting a first metric describing cellular signal strength and
quality seen by a nearby sink if acting as a relay; or

the first wireless terminal transmitting a second metric describing cellular signal strength and

quality seen by the first wireless terminal if acting as a sink.

0. The computer program product as recited in embodiment 7, further comprising the
programming instructions for:

the first wireless terminal choosing to participate as a router based on at least one of the-
following factors: quality of nearby sinks and relays, quantity of nearby sinks and relays,
battery life, source of power, average throughput, bandwidth usage, bandwidth needs,
| bandwidth availability, type of device, level of mobility, time of day, subscription fees, user
profile, non-cellular signal strength and quality, cellular signal strength and quality, level of
wireless interference seen by non-cellular interface, level of wireless interference seen by
cellular interface, number of hops to a sink, and surrounding wireless environment; wherein:
the first wireless terminal deciding whether it will act as a relay or a sink based on at least
one of the following factors: quality of nearby sinks and re]ays,"quantity of nearby sinks and
relays, battery life, source of power, average throughput, bandwidth usage, bandwidth needs,
bandwidth availability, type of d‘evice, level of mobility, time of day, subscription fees, user
profile, non-cellular signal strength and quality, cellular signal strength and quality, level of
wireless interference seen by non-cellular interface, level of wireless interference seen by
ce]hﬂar interface, number of hops to a sink, and surrounding wireless environment; and

the second wireless terminal choosing to send data to the first wireless terminal based on at
least one of the following factors: whether the first wireless terminal is acting as a relay or a
sink, quality of nearby sinks and relays, quantity of nearby sinks and relays, battery life,
source of power, average throughput, bandwidth usage, bandwidth needs, bandwidth
availability, type of device, level of mobility, time of day, subscription fees, user profile,. non-

cellular signal strength and quality, cellular signal strength and quality, level of wireless
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interference seen by non-cellular interface, level of wireless interference seen by cellular

interface, number of hops to a sink, and surrounding wireless environment.

145, A wireless device, comprising:

ﬁocéssor;

a first wireless-interface module communicatively coupled to the processor;

a second wireless-interface module communicatively coupled to the processor,
wherein the processor is configured to receive a signal indicative of another wireless device
being configured to act as a router and select whether to transmit data to the other wireless

device based on whether the other wireless device is in a relay state or a sink state.

146. - A-method of communicating wirelessly, comprising:
acquiring, in a first cellular device,» one or more values indicative of a capacity of the
first cellular device to act as a router;
based on the one or more values indicative of a capacity of the first cellular device to.
actasa rouler, detennirﬁng whether to configure the [irst cellular device to act as a relay or a
sink; v .
receiving with the first cellular device a signal from a second cellular device;
depending on whether the first cellular device is configured to act as a relay or a sink,
Lfansmilling a signal containing information from the signal [rom the second cellular device

to either a base station or a third cellular device.

147. The method of embodiment 146, wherein the one or more values indicative of a
capacity of the first cellular device to act as a router are values .indicative'of one or more of
the following properties of the fi'rsL cellular device: ' |
quality of sinks and reldys within wire-less transmission range of the first cellular device,
quantity of sinks and relays within wire-less trénsmiséiori range, battery life of the ﬁmt
cellular device, source of power within the first cellular device, average throughput of the
first cellular device, bandwidth usage of the first cellular device, bandwidth requirements. of
an application executing on the first cellular device, bandwidth available to the first cellular
device, level of mobility of the first cellular device, time of day, subscription plan of a.user .
associated with the first cellular device, profile data regarding a user associated with the first
cellular device, non-cellular signal strength of signals received by the [irst cellular device,

-non-ccllular signal quality of signals reccived by the first cellular device, cellular signal
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strength of signals received by the first cellular device, quality of signals received by the first
cellular device, level of wireless interference seen by a non-cellular interface of the first
cellular device, level of wireless interference seen by a cellular interface of the first cellular
device, number of hops to a sink from the first cellular device, and wireless environment of

the first cellular device.

148.  The method of embodiment 147, comprising:

acquiring, in the second cellular device, one or more values indicative of a the quality
of a multi-hop connection through the first cellular device;

based dn the one or more valﬁes indicative of a the quality of a multi-hop connection
through the first cellular device, selecting a route for communication with a base station via

the first cellular device.

149. A wireless coxmhunication system, comprising:

a base station;

a plurality of celhﬂar devices having a cellular connection to the base station, wherein
the cellular devices are configured to operate as routers for signals from cellular devices
Swithout a cellular connection to thé base station; '

a cellular device without a cellular connection to the base station, wherein the cellular
device without a cellular connection to the base station is conligured Lo select a route 10 the
base station via one or more of the plurality of cellular devicés having a cellular connection to

the base station.

28. A method for improving the performance of a wireless network, the method
comprising:
a first wireless device receiving support from a second wireless device and a third wireless

base-station.

29.  'The method as recited in embodiment 28, further comprising at least one of the
following: '

the third wireless base-station routing traffic for the first wireless device via the second
wireless device when beneficial; and

the first wireless device routing traffic for the third wireless base-station via the second

wireless device when bencficial.
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30.  The method as recited in embodiment 28, further comprising at least one of the
following: |

the third wireless base-station requesting support from the second wireless device when
communicating with the first wireless device; and

the first wireless device requesting support from the second wireless device when

communicating with the third wireless base-station.

31. The method as recited in embodiment 28, further comprising:

the second wireless device choosing to provide support to the first wireless device based on at

least one of the following factors: quality of nearby sinks and relays, quantity of nearby sinks

; : and. relays, - battery life, source of power, average-throughput, bandwidth -usage; bandwidth
needs, bandwidth availability, type of device, level of niobility, time of day, subscription
fees, user profile, non-cellular signal strength and quality, cellular signal strength and quality,
level of wireless interference seen by non-cellular interface, level of wireless interference
seen by cellular interface, number of hops to a sink, current state of the second device,
current state of the first device, participation policy being used by the second wireless device,
participation policy being used by the first wireless device, and surrounding wireless

environment.

32. " The method as recited in embodiment 28, further comprising:

the first wireless device requesting support from the second wireless device and the third
wireless base-station, wherein cost of support depends on at least one of the following: time,
date, subscription fees, user profile, network conditions, nétwork congestion, location,

“surrounding wireless environment, spot price, average price, nightly price, and monthly price.

38. A computer program product embodied in a computer readable storage medium for
improving the performance of a wireless network, the computer program product comprising
the programming instructions for: v

a first wireless device receiving support from a second wireless device and a third wireless

base-station.

39.  The computer program product as recited in embodiment 38, [urther comprising the

-programming instructions for:
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the third wireless base-station routing traffic for the first wireless device via the second
wireless device when beneficial; and
the first wireless device routing traffic for the third wireless base-station via the second

wireless device when beneficial.

40.  The computer program product as recited in embodiment 38, further comprising the
programming instructions for:

the third wireless base-station requesting support from the second wireless device when
communicating with the first wireless device; and

the first wiré]ess device requesting support from the second wireless device when

communicating with the third wireless base-station.

41.  The computer program produd as recited in embodiment 38, further comprising the

programming instmctidns for:

the second wireless device choosing to provide support to the first wireless device based on at -
least one of the following factors: quality of nearby sinks and relays, quantity ol nearby sinks

and relays, battery life, source of power, average throughput, bandwidth usage, bandwidth‘
Sneeds, bandwidth availability, type of device, level of mobility, time of day, subscription

fees, user profile, non-cellular signal strength and quality, cellular signal strength and quality,

le‘vel of wireless interference seen by non-cellular interface, level of wireless interference

seen'by cellular interface, number of hops to a sink, current state of the second device,
current state of the first device, participation policy being used by the second wireless device,

participation policy being used by the first wireless device, and surrounding wireless

environment.

42. The computer program product as recited in embodiment 38; further comprising the
programming instructions for: | ‘ ‘

the first wireless device requesting support from the second wireless device and the third
wireless device, wherein cost of support depends on at least one of the following: time, date,
subscription fees, user profile, network conditions, network congestion, location, surrounding

wireless environment, spot price, average price, nightly price, and monthly price.

47. A method for improving the performance of a wireless network, the method

comprising:
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a first wireless device using a first inter-frame spacing value when sending data to a second
wireless device; and
said second wireless device using a second inter-frame spacing value when sending data to

said first wireless device.
48. The method as recited in embodiment 47, wherein;
said first inter-frame spacing value is different from said second inter-frame spacing value; or

said first inter-frame spacing value is equal to said second inter-frame spacing value.

49, The method as recited in embodiment 47, wherein:

said first wireless device is a base-station; and/or

said second wireless device is-a base-station.

50.  The method as recited in embodiment 47, wherein said first wireless device-following

the randomized backoff algorithm while sending data to said second wireless device.

51. The method as recited in embodiment 47, wherein said second wireless device

following the randomized backoff algorithm while sending data to said first wireless device.

52. The method as recited in embodiment 47, wherein:

said first wireless device sending data to said second wireless device is considered as the
uphnk direction; and _

said second wireless device sending data to said first wireless device is considered as the

downlink direction.

59. A computer program product embodied in a computer readable storage medlum for
improving the performance of a wireless network, the computer program product comprising
the programming instructions for: - ‘

a first wireless device using a first inter-frame spacing value when‘sending data to a second
wireless device; and

said second wireless device using a second inter-frame spacing value when sending data to .

said first wireless device.
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60. The computer program product as recited in embodiment 59, further comprising the
programming instructions for:
said first inter-frame spacing value is different from said second inter-frame spacing value; or

said first inter-frame spacing value is equal to said second inter-frame spacing value.

61.  The computer program product as recited in embodiment 59, further comprising the
programming instructions for:
said first wireless device is a base-station; and/or

said second wireless device is a base-station.

62. The computer program product as recited in embodiment 59, further comprising the
programming instructions for said first wireless device following the randomized back-off

algorithm while sending data to said second wireless device.

63.  The computer program product as recited in embodiment 59, further comprising the -
programming instructions for said second wireless device following the randomized back-off
a_lg_oﬁthm while sending data to said first wireless device.

o

64.  The computer program product as recited in embodiment 59, further comprising the
pllogramming instructions [or;

said first wireless device sending data to said second wireless device is considered as the
uplink dii'ection; and

said second wireless device sending data to said first wireless device is considered as the

~ downlink direction.

10. A ‘method for improving the performance of a wireless network, the method
comprising: V
a witeless terminal choosing a deterministic schedule for transmitting a first type of data and

a randomized schedule for transmitting a second type of data.

11.  The method as recited in embodiment 10, further comprising:
the wireless terminal choosing a deterministic schedule for transmitting the first type of data
and a randomized schedule for transmiitting the second type of data, wherein the choice of

schedule is based on at least one of the following factors: quality of ncarby sinks and relays,
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quantity of nearby sinks and relays, battery life, source of power, average throughput,
bandwidth usage, bandwidth needs, bandwidth availability, type of device, level of mobility,
time of day, subscription fees, user profiie, noh«ce]lu]ur signal strength and quality, cellular
signal strength and quality, level of wireless interference seen by non-cellular interface, level
of wireless interference seen by cellular interface, number of hops to a sink, and surrounding

wireless environment.

12. The method as recited in embodiment 10, further comprising:
the wireless terminal choosing a deterministic schedule for transmitting the first type of data

and a randomized schedule for transmitting the second type of data, wherein the type of data

is based on at least one of the following factors: direction, quantity, importance, desired

quality-of-service,  surrounding  wireless - environment, network -—congestion,-network

condition, queue-lengths, and throughpht.

13. The method as recited in embodiment 10, further comprising:
the wireless terminal choosing:
a deterministic schedule and a first inter-frame spacing for transmitting the first type o‘f data;
and | |
a randomized schedule and a second iﬁter-frame spacing for transmitting the second type of

dala.

14. The method as recited in embodiment 10, further comprising:
the wireless terminal choosing:
a deterministic schedule and a first contention window for transinit[ing the first type of data;
and ' .
a randomized schedule and a second conténtion window for transmitting the second type of

data.

15. The method as recited in embodimém 10, further comprising:
the wireless terminal choosing:

a deterministic schedule and a first transmit opportunity for transmitting the first type of data; _

and

a randomized schedule and a second transmit opportunity for transmitting the second type of

data.
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22. A computer program product embodied in a computer readable storage .medium for
improving the performance of a wireless network, the computer program product comprising
the programming instructions for:

a wireless terminal choosing a deterministic schedule for transmitting a first type of data and

a randomized schedule for transmitting a second type of data.

23.  The computer program product as recited in embodiment 22, further comprising the

programming instructions for:

the wireless terminal choosing a deterministic schedule for tranismitting the first type of data

and a randomized schedule for transmitting the second type of data, wherein the choice of
schedule is based on at least one of the following factors: quality of nearby sinks and relays,

quantity of nearby sinks and relays, .battery life, source of >power, average - throughput,

bandwidth usage, bandwidth needs, bandwidth availability, type of device, level of mobility,

time of day, subscription fees, user profile, non-cellular signal strength and quality, ée]]ular-
signal strength and quality, level of wireless interference seen by non-cellular interface, level

of wireless interference seen by cellular interface, number of hops to a sink, and sulfrounding

sy
. wireless environment.

24.  The computer program product as recited in embodiment 22, further comprising the
programming instructions for: '

the wireless terminal choosing a deterministic schedule for transmitting the first type of data
and a randomized schedule for transmitting the second type of data, wherein the type of data
is based on at least one of the following factors: direction, quantity, iniportance, desired
quality-of-service, surrounding wireless environment, nétwo_rk congestion, network

condition, and corresponding throughput.

25.  The computer program product as recited in embodiment 22, further comprising the
programming instructions for:

the wireless terminal choosing: ‘

a deterministic schedule and a first inter-frame spacing for transmitting the first type of data;
and

a randomized schedule and a second inter-frame spacing for transmitting the second type of

data.
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26.  The computer program product as recited in embodiment 22, further comprising the
programming instructions for:

the wireless terminal choosing:

a deterministic schedule and a first contention window for transmitting the first type of data;
and

a randomized schedule and a second contention window for transmitting the second type of

data.

27.  The computer program product as recited in embodiment 22, further comprising the

programming instructions for:

the wireless terminal choosing:

a deterministic schedule and a first transmit opportunity for transmitting the first type of data;
and .
a randomized schedule and a second transmit opportunity for transmitting the second type of

data.

65. A method for sensing collisions in a wireless network, the method comprising:

a first wireless device sending a first data frame to a second wireless device in a first
time slot, wherein said [irst data frame may also include a sequence number;
said second wireless device sending a second data frame to said first wireless device in said
first time slot to acknowledge successful receipt of said first data frame, wherein said second
data frame may also include said sequence number from said first data frame;
. said sequence number is changed by said first wireless device if transmission of said first data
't"rame to suid second wireless _de\)ice in said first time slot is successful;
said sequence' number is not changed by said first wireless device if transmission of said first
data frame to said seéond wireless .device in said fifst time slot is unsuccessful;
a third wireless device listening to said sequence number in said first time slot from said first
wireless device or said second wireless device;
said first wireless device sending a third data frame to said second wireless device in a second
time slot, wherein said third data frame may also include said sequence number;
said second wireless device sending a fourth data frame to said first wireless device in said
second lime slot to acknowledge success{ul receipt of said third data frame, wherein said

fourth data frame may also include said sequence number from said third data frame;
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said sequence number is changed by said first wireless device if transmission of said third
data frame to said second wireless device in said second time slot is Sucéessful;

said sequence number is not changed by said first wireless device if transmission of said third
data frame to said second wireless device in said second time slot is unsuccessful;

said third wireless device not listening to said sequence number in said second time slot from
said first wireless device or said second wireless device; -

said first wireless device sending a fifth data frame to said second wireless device in a third
time slot, wherein said fifth data frame may also include said sequence number;

said second wireless device sending a sixth data frame to said first wireless device in said
third time slot to acknowledge successful receipt of said fifth data frame, wherein said sixth
data frame may also include said sequence number from said fifth data frame;

said sequence number is changed by said first wireless device if transmission of said fifth
data frame to said second wireless device in said third time slot is successful;

said sequence number is not changed by said first wireless device if transmission of said fifth
data frame to said second wireless device in said third time slot is unsuccessful,

said third wireless device listening (o said sequence number in said third time slot from said
first wireless device or said second wireless device; and

said third wireless device deciding whether said third data frame was successfully sent by
said first wireless device to said second wireless device in said second time slot based on the
value of said sequence number in said first time slot and the value of said sequence number in

said third time slot.

60. The method as recited in embodiment 65, wherein:
said sequence number is one bit in length; and/or

said sequence number is a positive integer that wraps around cyclically.

67. The method as recited in embodiment 65, wherein wireless devices using presence
and absence of wireless frames to decide whether to transmit and/or allow transmissions in

the successive time slots.
68. The method as recited in embodiment 65, further comprising:

said sequence number is changed sequentially by said first wireless device each time a

transmission to said second wireless device in a time slot is successlul;
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said sequence number is not changed sequentially by said first wireless device each time a
transmission to said second wireless device in a time slot is unsuccessful; v

said third wireless device deciding whefher said third data frame was successfully sent
by said first wireless device to said second wireless device in said second time slot based on
the value of said sequence number in said first time slot and the value of said sequence
number in said third time slot, wherein:
said third wireless device decides that said third data frame was unsuccessful in said second
time slot if the value of said sequence number in said first time slot and the value of said
sequence number in said third time slot cyclically differ by one; and

said third wireless device decides that said third data frame was successful in said second

time slot if the value of said sequence number in said first time slot and the value of said

sequence number in said third time slot cyclically-differ by two.

3. A computer prbgram product embodied.in.a.computer.readable.storage .medium-for
sensing collisions in a wireless network, the computer program ‘product comprising the.
programmihg instructions for:

. a first wireless device sending a first data frame to a second wireless device in a first
tirhe slot, wherein said first data frame may also include a sequénce number;

said second wireless device sending a second data frame to said first wireless device in said
first time slot to acknowledge successful receipt of said [irst data frame, wherein said second
data frame may also include said sequence number from said first data frame;

said seqﬁence number is changed by said first wireless device if transmission of said first data
frame to said second wireless device in said first time slot is successful;

said sequence number is not changed by said first wireless device if transmission of said first
data frame to said second wireless device in said first time slot is unsuccessful;

a third wireless device listening to said sequence number in said first time slot from said first
wireless device or said second wireless device; . ' »
said first wireless device sending a third data frame to said second wireless device in a second
time slot, wherein said third data frame may also include said sequehce number;

said second wireless device sending a fourth data frame to said first wireless device in said
second time slot to acknowledge successful receipt of said third data frame, wherein said _
fourth data frame may also include said sequence number from said third data frame;

said sequence number is changed by said [irst wireless device il transmission of said third

data frame to said sccond wireless device in said sccond time slot is successful;
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said sequence number is not changed by said first wireless device if transmission of said third

data frame to said second wireless device in said second time slot is unsuccessful;

said third wireless device not listening to said sequence number in said second time slot from

said first wireless device or said second wireless device;

said first wireless device sending a fifth data frame to said second wireless device in a third

time slot, wherein said fifth data frame may also include said sequence numbér;

said second wireless device sending a sixth data frame to said first wireless device in said

third time slot to acknowledge successful receipt of said fifth data frame, wherein said sixth

data frame may also include said sequence number from said fifth data frame;

said sequence number is changed by said first Wireless device if transmission of said fifth

data frame to said second wireless device in said third time slot is successful;

said sequence number is not changed by said first wireless device if transmission of said fifth

data frame to said second wireless devicé in said third time slot is unsuccessful;

said third wireless device listening to said sequence number in said third time slot from said

first wireless device or said second wireless device; and

said third wireless device deciding whether said third data frame was successfully sent by

said first wireless device to said second wireless device in said second time slot based on the
S value of said sequence number in said first time slot and the value of said sequence number in

said third time slot.

74.  The computer program product as recited in embodiment 73, further comprising the
programming instructions for:
said sequence number is one bit in length; and/or

said sequence number is a positive integer that wraps around cyclically.

75.  The computer program product as recited in embodiment 73, further comprising the
programming instructions for wireless devices using presence and absence of wireless frames

to decide whether to transmit and/or allow transmissions in the successive time slots.

76.  The computer program product as recited in embodiment 73, further comprising the
programming instructions for:
said sequence number is changed sequentially by said first wireless device each time a

transniission (o said second wireless device in a time slot is successful;
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said sequence number is not changed sequentially by said first wireless device each time a
transmission to said second wireless device in a time slot is unsuccessful;

said third wireless device deciding whether said third data frame was successfully sent
by said first wireless device to said second wireless device in said second time slot based on
the value of said sequence number in said first time slot and the value of said sequence
number in said third time slot, wherein:
said third wireless device decides that said third data frame was unsuccessful in said second
time slot if the value of said sequence number in said first time slot and the value of said
sequence number in said third time slot cyclically differ by one; and

said third wireless device decides that said third data frame was successful in said second

time slot if the value of said sequence number in said first time slot and the value of said -

sequence number in-said third time slot cyclically differ by two.

70. A method for managing vehicular traffic, the method comprising:

a first wireless terminal sending a beacon;
a second wireless lerminal receiving the beacon and sending a part of the beacon (o a traffic-
light controller;
the traffic-light controller receiving the part of the beacon and using it to do at least one of the
following: monitor vehicles, regulate vehicles, route vehicles, control vehicles, monitor

people, regulate people, route people, control people, and control traffic lights.
71.  The method as recited in embodiment 70, further comprising:
the first wireless terminal is one of the following: a vehicle, a device embedded in a vehicle, a

person, and a device carried by a person. -

72.  The method as recited in embodiment 70, further comprising:'

the second wireless terminal is co-located with the traffic-1i ght controller.
73. "The method as recited in embodiment 70, further comprising:
the traffic-light controller communicates with other traffic-light controllers to better manage

vehicular traffic.

74. The method as recited in embodiment 70, further comprising:
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the beacon includes information about at least one of the following: type of the first wireless
terminal, intention of the first wireless terminal, and number of wireless terminals near the

first wireless terminal.

80. A computer program product embodied in a computer readable storage medium for
managing vehicular traffic, the computer program product comprising the programming
instructions for:

a first wireless terminal sending a beacon;

a second wireless terminal receiving the beacon and sending a part of the beacon to a traffic-
light controller;

the traffic-light controller receiving the part of the beacon and using it to do at least one of the
following: monitor vehicles, regulate vehicles, route vehicles, control vehicles, monitor

people, regulate people, route people, cdntro] people, and control traffic lights.

81.  The computer program product as recited in embodiment 80, further comprising the -
programming instructions for:
the first wireless terminal is one of the following: a vehicle, a device embedded in a

vehicle, a person, and a device carried by a person.

82.  The computer program product as reciled in embodiment 80, further comprising the
programming instructions for:

the second wireless terminal is co-located with the traffic-light controlier.

83. The computer program product as recited in embodiment 80, further comprising the
programming instructions for: '
the traffic-light controller communicates with other traffic-light controllers to better manage

vehicular traffic.

34. 'The computer program product as recited in embodiment 80, further comprising:

the beacon includes information about at least one of the following: type of the first wireless
terminal, intention of the first wireless terminal, and number of wireless terminals near the

first wireless terminal.

85. A mcthod for conserving cnergy, the method comprising:
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a first wireless terminal sending a beacon;
a second wireless terminal receiving the beacon and sending a part of the beacon to an
electric appliance controller; |
the electric appliance controller receiving the part of the beacon and using it to do at least one
of the following: detect people, monitor people, receive instructions, and control electric

appliances.

86. The method as recited in embodiment 85, further comprising:

the first wireless terminal is one of the following: a person or a device cairied by a person.

87.  The method as recited in embodiment 85, further comprising: -

‘the second wireless-terminal-is-also the-electric-appliance-controller:

88. . .The method as recited in embodiment 85, further comprising:.- -
the electric appliance controller better conserves energy by using at least one of the following

characleristics of the first wireless terminal: type, needs, and number.

93. A computer program product embodied in a computer readable storage medium for
conserving energy, the computer progrém product comprising the programming instructions
for: '

a first wireless terminal sending a beacon;

a second wireless terminal receiving the beacon and sending a part of the beacon to an
electric appliance controller; '

the electric appliance controller receiving the part of the beacon and using it to do at least one
“of the following: detect pe(’)ple; monitor people, receive inétructions, and control electric

appliances.

94. The computer program product as recited in embodiment 93, further comprising the
programming instructions for:
the first wireless terminal is one of the following: a person or a device carried by a

person.

95. The computer program product as reciled in embodiment 93, further comprising the

programiming instructions for; -
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the second wireless terminal is also the electric appliance controller.

96.  'T'he computer program product as recited in embodiment 93, further comprising the
programming instructions for:
the electric appliance controller better conserves energy by using at least one of the following

characteristics of the first wireless terminal: type, needs, and number.

77. A method for differentiating between wireless devices, the method comprising:
- afirst wireless device sending data, wherein said data includes a type field;
a second wireless device receiving said data and concluding the device type of said first

wireless device based on said type field included in said data.

78.  The method as recited in embodiment 77, further comprising:

said type field répresenting at least one of the following device types: wireless device
carried by a human being, wireless device not carried by a human being, wireless device -
embedded iﬁ a vehicle, wireless device currently plugged into power, and wireless device

currently not plugged into power.

79.  The method as recited in embodiment 77, further comprising:

said second wireless device is an electrical appliance controller;

said Seco_nd wireless device receiving said data;

said second wireless device detecting the device type of said first wireless device based on

said type field included in said data;

. said second wireless device turning electrical appliances on and off based on detected device

type of said first wireless device.

80.  The method as recited in el'nbodiment 77, further comprising:

said second wireless device is a traffic light controller with multiple receive antennas and is
capable of detecting the direction of any wireless-device;

said second wireless device receiving said data;

said second wireless device detecting the device type of said first wireless device based on
said type field included in said data;

said second wireless device detecting the direction of said [irst wireless device based on

reccived said data;
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said second wireless device using detected device type and direction of said first wireless

device to control traffic lights.

85. A computer program product embodied in a computer readable storage medium for
differentiating between wireless devices, the computer program product comprising the
programniing instructions for:

 afirst wireless device sending data, wherein said data includes a type field;
a second wireless device receiving said data.and concluding the device type of said first

wireless device based on said type field included in said data.

86. ‘The computer program product as recited in embodiment 85, further comprising the

programming instructions.for:

said type field representing at léast one of the following device types: wireless device
carried by a human béing, ‘wireless. device not carried by a-human being, wireless device
embedded in a vehicle, wireless device currently plugged into power, and wireless device.

currently not plugged into power.

87. The computer program product as recited in embodiment 85, further comprising the
programming instructions for:

said second wireless device is an electrical appliance controller;

said second wireless device receiving said data;

said second wireless device detecting the device type of said first wireless device based on
said type field included in said data;

said second wireless device turning electrical appliances on and off based on detected device

type of said first wireless device.

88.  The computer program product as recited in embodiment 85, further comprising the
programining instructions for:

said second wireless device is a traffic light controller with multiple receive antennas and is
capable of detecting the direction of any wireless device;

said second wireless device receiving said data;

said second wireless device detecting the device type of said first wireless device based on

said type [ield included in said data;
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said second wireless device detecting the direction of said first wireless device based on
received said data;

said second wireless device using detected device type and direction of said first wireless
device to control traffic lights.

Although the method, wireless device and computer program product are described in
connection with several embodiments, it is not intended to be limited to the specific forms set
forth herein, but on the contrary, it is intended to cover such alternatives, modifications and
equivalents, as can be reasonably included within. the spirit and scope of the invention as

defined by the appended claims.
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Claims

1. A method of conveying data on a cellular and multi-hop, non-cellular network, the
method comprising:
determining, in a first relay cellular device, that the first relay cellular device will
make itself available as a relay for other cellular devices in a cellular and multi-hop, non-
cellulér network;
~ in response to determining that the first relay cellular device will make itself
available as a relay, transmitting, from a non-cellular interface of the first relay cellular
device, a first node-state signal indicating the availability of the first relay cellular device |
as a relay for other cellular devices in the cellular and multi-hop, non-cellular network;
recetving, with a -ﬁon cellular interface of an originating cellular device, the first
node-state signal transmitted from the ﬁl st relay cellular device;
determining, in the originating cellular device, based on the first node-state s1gnal
that the originating cellular device will wirelessly connect to a base station of a cellular
network via the first relay cellular device in the cellular and multi-hop, non-cellular
network; and |
in response to determining that the oi‘iginating cellular device will wirelessly
connect {0 the base station of the cellulaf netwbrk via the first relay cellular device:
transmitting uplink data, for transmission to the base station, from the
originating cellular device via the ﬁrst relay cellular device; or
receiving downlink data, ffom the base station, at the originating cellular

device via the first relay cellular device.

2. The method of claim 1, wherein the step of determining that the originatihg cellular
devicé will wirélessly connect to the base Station of the cellular network via the first relay
cellular device in the cellular and multi-hop, non-cellular network comprises:

sensing with the originating cellular device a first cellular signal strength of the
base station;

sensing with the originating cellular device a second cellular signal strength of
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another base station; and

based on a comparison of the first cellular signal strength and the second cellular
signal strength, determining, in the originating cellular device, that the originating cellular
device will wirelessly connect to the base station of the cellular network via the first relay

cellular device in the cellular and multi-hop, non-cellular network.

30 " The method of any of claims 1-2, comprising:

_ determining, in a second relay.cellular device, that the second relay cellular device

will make itself available as a relay for-other cellular devices-in-the cellular-and- multi -hop;

non-cellular network;

in response to determining that the second relay cellular device will make itself

.available as arelay, transmitting, from a non-cellular interface of the second relay cellular
deyiée, a second node-state Sigrial indicating the availability of the second relay celhﬂar
device as a relay for other cellular devices in the cellular and multi-hop, non-cellular
network;

_ B receiving, with the non-cellular interface of the originating cellular deviée, the
second node-state signal transmitted from the second relay cellular device; and

| wherein the step of determining that the originating cellular device will wirelessly

connect to the base station of the cellular network via the first relay cellular device
- comprises comparing, in the originating cellular device, information based on the first
node-state signal and information based on the second node-state signal to select between

the first relay cellular device and the second relay cellular device.

4, The method of claim 3, comprising:
sensing, in the oﬁginating cellular device, a deterioration in a wireless connection
between the originating cellular device and the first relay cellular device or a deterioration
1n a wireless connection between the first relay cellular device and the base station; and
determining, in the originating cellular device, based on the sensed deterioration
that the originating cellular device will wirelessly connect to the base station of the cellular

network via the second relay cellular instead of the first relay cellular device.
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5. The method of any of claims 1-4, wherein the step of determining, in the first relay
cellular device, that the first relay cellular device will make itself available as a relay for
- other cellular devices in the cellular and multi-hop, non-cellular network comprises the

first relay cellular device determining to make itself available as a relay based on:

a value indicative of a cellular signal strength of cellular signals from the base
station at the first relay cellular device;

~ a value indicative of a cellular signal quality of cellular signals from the base

station at the first relay cellular device;

node-state signals received from other cellular devices in the cellular and multi-
hop, non-cellular network at the first relay cellular device;

a value indicative of a non-cellular signal strength of non-cellular signals from the
originaﬁng cellular device at the first relay cellular device; A

a value indicative of a non-cellular signal quality of non-cellular signals from the
originating cellular device at the first relay cellular;
‘ a Qalu’e indicative of a price for cellular service paid by a user associated with the
first relay cellular device;

| a value indicative of an amount of energy stored by the ﬁr‘st relay cellular device;

a type of power source of the first relay cellular device;

a number of antennas coupled to a cellular-interface of the first relay cellular
device; -

a value indicative of movement of the first relay cellular device;

a value indicative of the time of day; A

a value indicative of a number of hops between the base station and the first relay
cellular device; and ‘

| a value indicative of an amount of available bandwidth for wireless communication

with the base station from the first relay cellular device.

6. The method of any of claims 1-5, wherein the step of determining, in the

originating cellular device, based on the first node-state signal that the originating cellular
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device will wirelessly connect to a base station of a cellular network via the first relay
cellular device in the cellular and rﬁulti—hop, non-cellular network comprises:
extracting from the first node-state signal a first cellular signal strength, the first
cellular signal strength quantifying a strength of cellular signals from the base station at the
first relay cellular device or a sink cellular device through which the first relay cellular
device wirelessly connects to the base station; _
" measuring a second cellular signal strength at the originating cellular device; and

determining that the first cellular signal strength is greater than the second cellular

signal strength by more than a threshold amount.

7. The method of any of claims 1-6, comprising:

determining, in a sink cellular device, that the sink cellular device will make itself
available as a sink for other cellular devices in a cellular and multi-hop, non-cellular
network; and | -

in response to determining that the sink cellular device will make itself available as
a sink, transmitting, from a non-cellular interface of the sink cellular device, a third .node—
state signal, wherein the third node-state signal comprises dafa indicative of:

| the availability of the sink cellular device as a siﬁk;

a signal strength of cellular sighals from the base station at the sink cellular

device;

a signal quality of cellular signals from the basé station at the sink cellular
device; ' A | B

an identity of a cellular network carrier operatiﬁg the base station;

a number of antennaé coupied toa cellular—interface of the sink cellular
device; '

movement of the sink cellular device;
a type of power source of the sink cellular device; and

a non-cellular transmit power of the sink cellular device.
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8. The method of claim 7, wherein:
the step of determining, in the first relay cellular device, that the first relay cellular
device will make itself available as a relay for other cellular devices in the cellular and
multi-hop, non-cellular network comprises:
receiving, with the non-cellular interface of the first relay cellular device,
the third node-state signal transmitted from the sink cellular device;
determining, in the first relay cellular device, based on the third node-state
signal that the first relay cellular device will wirellessly connect to the base station of the
cellular network via the sink cellular device in the cellular and multi-hop, non-cellular
network; and o
the step of transmitting, from the non-cellular interface of the first relay cellular
device, the first node-state signal indicating the availability of the first relay cellular device
as a relay for other cellular devices in the cellular and multi-hop, non-cellular network
comprises transmitting, in the first node-state signal, data indicative of:
~anumber of hops between the first relay cellular device and the base

station;

a signal strength of cellular signals from the base station at the sink cellular

device; - |
' a signal quality of cellular signals from the base station at the sink cellular

device;

an identity of a cellular network carrier operatiflg the base station;

a number of antennas coupled to a éellular—interface of the sink cellular
device; ‘

movement of the sink celluiar'devi’ce;

a type of power source of the first relay cellular device;

a type of power source of the sink cellular device;r and

a non-cellular transmit power of the first relay cellular device.
9. The method of any of claims 1-8, comprising transmitting the uplink data, wherein

the step of transmitting uplink data, for transmission to the base station, from the
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originating cellular device via the first relay cellular device comprises: »
obtaining in the originating cellular device a security key based on a cellular-
security identifier associated with the originating cellular device, wherein the security key
is received from the cellular network associated with the base station;
encrypting with the originating cellular device the uplink data for transmission to
the base station with the security key to form encrypted data;
| transmittiﬁg the encrypted data via the non-cellular interface of the originating

cellular device to the non-cellular interface of the first relay cellular device; and

transmitting the encrypted data via a cellular interface of the first relay cellular

device to the base station.

10.  The method of any of claims 1-9, wherein the step of transmitting; from the non-
cellular interface of the first relay cellular device, the first node-statersirgnal indicaﬁng the
availability of the first relay cellular device as a relay for other cellular devices in the
cellular and multi-hop, non-cellular network comprises broadcasting the first node-state

signal periodically as a beacon frame.

11. | A cellular and multi-hop, non-cellular network, the network cdmprising:
a first relay cellular device-conﬁgured to:
determine that the first relay cellular device will make itself available as a
relay for other cellular devices in a cellular and multi-hop, non-cellular network;
in response to determining that the first relay cellular device will make itself ,
- available as a relay, transmitting, from a non-cellular interface of the first relay cellular
device, a first node-state signal indicating the availability of the first relay cellular device
as a relay for other cellular devices in the cellular and multi-hop, non-cellular network;
an originating cellular device configured to:
receive, with a non-cellular interface of the originating cellular device, the
first node-state signal transmitted from the first relay cellular device;
determine, in the originating cellular device, based on the first node-state

signal that the originating cellular device will wirelessly connect to a base station of a
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cellular network via the first relay cellular device in the cellular and multi-hop, non-
cellular network; and
in response to determining that the originating cellular device will
wirelessly connect to the base station of the cellular network via the first relay cellular
device:
transmit uplink data, for transmission to the base station, from the
originating cellular device via the first relay cellular device; or
v receive downlink data, from the base station, at the originating

~ cellular device via the first relay cellular device.

12.  The network of claim 11, wherein the step of determining that the originating
cellular device will wirelessly connect to the base station of the cellular network via the
first relay cellular device in the cellular and multi-hop, non-cellular network comprises:

sensing with the originating cellular device a first cellular signal strength of the
base station; _ v

sensinngith the originating cellular device a second cellular signal strerigth of
another base station; and

| based on a comparison of the first cellular signal strength and the second cellular

signal sfrength, determining, in the originating cellular device, that the originating cellular
~ device will wirelessly connect to the base station of the cellular network via the first relay

cellular device in the cellular and multi-hop, non-cellular network.

13.  The network of any of claims 11-12, wherein the step of determining, in the first
relay cellular device, that the first relay ceilular device will make itself available as a relay
for other cellular devices in the cellular and multi-hop, non-cellular network comprises the
first relay cellular device determining to make itself available as a relay based on:

a value indicative of a cellular signal strength of cellular signals from the base
station at the first relay cellular device;

a value indicative of a cellular signal quality of cellular signals from the base

station at the first relay cellular device;
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node-state signals received from other cellular devices in the cellular and multi-
hop, non-cellular network at the first relay cellular device; _

a value indicative of a non-cellular signal strength of non-cellular signals from the
originating cellular device at the first relay cellular device;

a value indicative of a non-cellular signal quality of non-cellular signals from the
originating cellular device at the first relay cellular;

 a value indicative of a'pricie for cellular service paid by a user associated with the

first relay cellular device;

a value indicative of an amount of energy stored by the first relay cellular device;

a type of power source of the first relay cellular device;

a number of antennas coupled to a cellular-interface of the first relay cellular
device; '

a value indicative of movement of the first rélay cellular device;

a value indicative of the time of day;

a value indicative of a number of hops between the base station and the first relay
cellvul.ar device; and '

a value indicative of an amoﬁ_nf of available bandwidth for wireless communication

with the base station from the first relay cellular device.

14.  The network of any of claims 11-13, comprising:
a sink cellular device configured to perform operations comprising:
~ determining that thé sink cellular device will make itself available as a sink
for other cellular devices in the cellular and multi-hop, non-cellular network; and
in response to determining that the sink cellular device will make itself

available as a sink, transfnitting, from a non-cellular interface of the sink cellular device, a
third ‘node—statésignal, wherein the third node-state signal comprises data indicative of:

the availability of the sink cellular device as a sink;

a signal strength of cellular signals from the base station at the sink
cellular device;

a signal quality of cellular signals from the base station at the sink
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cellular device;
an identity of a cellular network carrier operating the base station;
a number of antennas coupled to a cellular-interface of the sink
cellular device;
movement of the sink cellular device;
a type of power source of the sink cellular device; and

a non-cellular transmit power of the sink cellular device.

15.  The network of claim 14, wherein:

the step of determihing, in the first relay cellular device, that the first relay cellular
device will make itself available as a relay for other cellular devices in the cellular and
multi-hop, non-cellular network comprises:

receiving, with the non-cellular interface of the first relay cellular device,
the third node-state signal transmitted from the sink cellular device;

deterrnining, in the first reléy cellular device, based on the third node-state
sigﬁai that the first relay cellular device will wirelessly connect to the base station of the
cellular network via the sink cellular device in the cellular and multi-hop, non-cellular
netWork; and , '

.the‘step of transmitting; from the non-cellular interface of the first relay cellular
device, the first node-state sigrial indicating the availability of the first relay cellular device
as a relay for other cellular devices in the cellular and multi-hép, non-cellular network
comprises transmitting, in the first node-state si gﬁal, data indicative of:

a number of hops between the first relay cellular device and the base

station;- A

a signal sil'ength of cellular signals from the base station at the sink cellular
devicé; | A

a signal quality of cellular signals from the base station at the sink cellular
device;

an identity of a cellular network carrier operating the base station,

a number of antennas coupled to a cellular-interface of the sink cellular
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device;
movement of the sink cellular device;
a type of power source of the first relay cellular device;
a type of power source of the sink cellular device; and

a non-cellular transmit power of the first relay cellular device.
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