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~ Field of the Invention

The present invention is directed to exchanging e-mail messages involving a mobile
data communications device (“mobile device”), and more particularly to exchanging secure
e-mail messages involving a mobile device.

Description of the Related Art

There are many solutions for exchanging information between host systems and
mobile devices. These systems all follow simple encoding methods for delivering a
shortened version of the original message to the wireless mobile device, keeping in mind the
limited memory and display capabilities of the device. However, there is a lack of focus and
attention being paid to the problem of delivering S/MIME message to mobile devices.
Currently there are no known systems that try to delivery the entire S/MIME message to the
mobile device. This is because the bandwidth and battery limitations when using wireless
devices makes it impossible to create such a solution without performing any pre-processing

on the message. One major problem is that S/MIME messages are too large to send
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aspects, such as reducing the size of the S/M ME nessages and/ or

pr e- pr oc asshility tGreifidvE prelaskeyeen tegeived messages that are signed, (3) the inability to deal

with very large Certificate Revocation Lists (CRLs) on small devices and (4) the time delay
on moBile devices with slower CPUs to perform complex math calculations involved with
public key encryption algorithms. These problems and others result in a poor and frustrating
user experience when trying to exchange S/MIME-based e-mail messages with other
companies.

Therefore there remains a need for a system and method for processing secure mail so
that S/MIME messages can be exchanged with mobile devices. There also remains a method
for leveraging the processor power of the host system to enable a better user experience when

exchanging S/MIME messages with outside correspondents.

Summary

In accordance with the teachings herein, a system and method are provided for

processing secure mail so that S/MIME messages (or other types of secure messages) can be
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encryption message processing is performed upon the message. The processed message may

then be sent through the host syétem to one or more receivers.

In other situations, the system and method may rearrange signed e-mail messages at a

host system in order to reduced transmitted data being sent to a mobile device. The steps

may include: (A) receiving a signed e-mail message at the host system from a message sender

addressed to one or more message receivers; (B) confirming that at least one addressee has a

corresponding mobile device; (C) rearranging the senders signature, Certificate and

Certificate Revocation Lists within the message placing them at the end of the message; (D)

sending the message, followed by the senders signature to the mobile device, and (E) holding

back the Certificate and Certificate Revocation Lists so that the user has to request these

items if they are not already on the mobile device.



sender addressed to one or nore nessage receivers; (B) confirmng that at
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t he encrypted
addressee has a corresponding mobile device; (C) extracting the signature, certificates and

certificate revocation lists following normal S/MIME practice; (D) performing a signature
preauthorization on the message using the necessary public key information and following
normal S/MIME practice on behalf of the mobile device user; and (E) transmifting to the user
the original message with a flag indicating whether the message had been signed and whether
the signature was verified. This flag will be signed by the sender so the device can verify the
flag is valid.

Further in the area of pre-processing it is possible for the host to decrypt e-mail data
from standard S/MIME on behalf of the mobile device user. The steps for this method may
include: (A) receiving an encrypted e-mail message from a message sender addressed to one
or more message receivers; (B) confirming that at least one addressee has a corresponding

mobile device; (C) for each message receiver that has a corresponding mobile device the
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session key to the nobile device user, (4) decrypt the session key at the
nobi |l e device, (5) return the decrypted session key to the host system
(6) decrywDohe200¢i gi nal nessage contents using the returcgdessioon key,
and (7) send the decrypted nessage to the nobil e device user. These are
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publ i c- key enéﬂiﬁﬁﬁrﬁw%f%efsfhe magy pdvantages of ghe §ypigay angrnesipdots drscitherle
system and net hod_can reduce_the size of messages being sent using S/M M
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met hod woul d reduce data size for messages that were both encrypted and
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Figure 7 is an exanple of how the system and nethod can pre-process S/M M
or publ i cuakeys eprect3ptAgoitingty deesdipwings end Hesgription afdhe system sl metbdd ectdevi ce.
Figure 8 is another exanple of how the system and nmethod can pre-process -
S/ M ME orforth belbw @rekiepe eqgardep beitlusteagivaipentuvedmimet tebiwigtier e sent to t he nobile
devi ce.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is an overview of an environment in which a wireless data communication
device may be used, showing network elements in the system.

Figure 2 is an illustration of the main types of e-mail exchanges that are commonly used
today in the Internet.

Figure 3 is an illustration of the main system components involved with secure and
unsecured e-mail exchanges.

Figure 4 is an illustration of how the system and méthod can re-arrange messages being
sent using S/MIME or any public-key encryption methods. |

Figure 5 is an illustration of how the system and method can reduce the size of
messages being sent using S/MIME signing techniques.

Figure 6 is an illustration of how the system and method would reduce data size for

messages that were both encrypted and signed using S/MIME or similar techniques.
. 5 . s



Figure 9 is an illustration of how the system and nmethod can pre-process
S/M ME signed nessages before they are sent to the nobile device. Figure
10 i s an wbloago2oat i on of how the system and net hod can pr@Cpr@wesesssi gned
and encrypted nessages before they are sent to the nobile device. Figure
L1 shows a f 1 qshgnt offediieldiGhiolonk syisth hddl G onae,
encrypted, or s gne& gngxeng%yptgd ne§Zage§ efore se é?ﬁ§ﬁ§ﬁ§w9?§ﬁﬁﬁe
nobi | e devk6ei..Fl i i fd chart shown in

Fi gure 1?{}3%%1(?}5%8@@%%% S%aﬁg&egé}ggﬂggg?en%ﬁg?a%’r%%&%?%‘g# before sending it to
t he nobil e dew i 0 'dﬁlﬂfvice
may make use \(?flg% ? %%Eshaglg{hgr %‘é&ﬂ?gﬁ)\ 8@ té% %ﬁeﬁ}%%ng‘ﬂ%ﬁ&%vg{e?pg%é% messaoées
using SI'M techni s. Figure 14 is sc¢ tic.di agr.am of conponents in an
exarml o DTy ESCOREBLE uesfratitefor P sl B B8 e uced wi th the
system and ne&pod. Fi r.ans de

ures 15 and. 16 are bl ock. di cti
processi ng of "HESS 39‘@%“?%5&&6?%89&0‘” ebisjfsgen?jéw QiSO Gep (Le-RrpCgss %gwmﬂéck
di agram showi,ng an ex l.e comruni cat i stem Figure 18 is a block
di agram ﬁgl’ﬁﬂngfsla%‘?sigﬁqsg‘%%ﬁﬁqtéo@Bmﬁ’gﬂ? i%/i’t“ieon system Figure 19 is a
bl ock di agram_of another _alternafjve communication system DETAILED
DESCRI PTI ON WSS 49 & @ illastiagionphliews the systameand methad, cap ipEnprpesss sigeadt da
conpl ex overview of a_ sanple network topology. Naturally, one skilled in
the art CARYRISHMSes2gesefdie ey asury thhe mpbilgyiey9e102009 PCT/ CA02/ 00890

hundreds of different topol ogies, but the one sel ected hel ps denonstrate
how t he syst efigil 11nghomsda shartrief thewe 8¢ Boshsysiemymay pes-proesshdigned,i n t he

Internet and many Internal conpany-based senders of e-mmil. The system and
met hod diedelystsddrisigned and paerypied messaags beforesending thepeto by raskilealagjee. bet ween
conpani es, or branch offices across an "insecure' network like the-

Internet. |t g 42 bea gortmustionoef théSowtdhag shewmoin Figane ldxandgbens¢s on the
envi ronnment as the
processing of encryption before sending it to the mobile device.
Figure 13 shows a flow chart of how the mobile device may make use of the host
system for signing and encryption of messages using S/MIME techniques. |
Figure 14 is schematic diagram of components in an example wireless data
communication device that could be used with the system and method.
Figures 15 and 16 are block diagrams depicting processing of messages involving a
mobile device.
Figure 17 is a block diagram showing an example communication system.

Figure 18 is a block diagram of an alternative example communication system.

Figure 19 is a block diagram of another alternative communication system.

DETAILED DESCRIPTION
With reference to Figure 1, this illustration represents a complex overview of a

sample network topology. Naturally, one skilled in the art can appreciate there could be
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system and nmet hod may be utilized outside of conpany settings, such as in

i ndi vidual secure e-mail exchanges. Mst nmail exchanges today between
conpani eswpanad2e89 unencrypt ed and unsi gned so that anyon@carcAobeodont er net ,
wi th sone anmount of effort, could see the information being exchanged. To

addr ess tihi. 8.l a I I ) and
S/ NE (Lol R freB iR AREH i e SefEHE Bl ook P B SLHAGE), 20
exchange bl wRASWERR.S %H@é{lyﬁeélanf & Sadi1Cse dér{) 'irf o Aliditer Ma SHATPLERE an

| nt ernet "e-nal I "envi ronmen ere” security between conpanies’i's not used.
Turning now to Figure.l here i hown central hog | ocat j,on,_typically
referred £0 pg?'?'ég’r:%%seglge%o%%?nﬁg'r a %gyosg3 |%:n§ oF %@%cui%@éﬁelgr? S%%‘.e emger,

t hi s does_.not. Igestrigt t he host Iocatiq&%o?}bei ng a bxanch,of{ic , a
hone of f i Wl PUBER B8 Lo, FUmPARESt T OREFASHECREPPSs e LUEFEE P Bei ng
exchanged, sp.sho IS e-nai | nder .10,. which could be an i ndividual
o g o ke et nBul e o a5 s S Bitwp SxiIBy SHRTIERY # Shot her
conpany, a person in _the sane conpanpy W thin another branch office, or it
coul d be SStEBER] Griiog Waé(rbjé‘gﬁéﬂg 0(‘%| o CIPPBY SEPEY Swhgs &/wgwrd;lah FRE® an
Anmerica Onl i,n%?&lAG_) user. Wthin the corporate office 30 is a nessage
server 4G MpLEHDMESHN some conputer within the firewall of the
corporation, that acts as the.main interface for the corporation to
exchange mai | Mgst Pail gEchanges &rdap betyigen copppapishisBlRingagisHwtedand spsigned sar e
Mcrosoft(err) Exchange and Lotus Dom nogerr). These products are often
used in cb#jamyenc ohthgi Interaeht it samargmount of eHes, edyld seetthpindfermagion being

UNI X- based Sendnail| protocols to route and deIiv;:r mai | . These nmessage 7
VO 02/ 10200gmeaT/ TAoRiessdds isstss vew stndpis ke PEPH0 (Birtte Gibod Fyiaey) jand t
e-mai |l sending and receiving, they also include dynam c database storage
engi nes t$NIMKaibecyye Midfipupaic detcmbieil fExtamsibss) fapy belag nsedi tk @xch@ageemdiar s,
todo lists, task lists, e-mail and docunentation. Wthin this typical

cor por at ebeeveencanpatids, Figuredillustedtésam exahpleaf #n Intengit aimadlfenvisonniensehdred.

Al t hough the redirection software 45 is shown to reside on the sane

machi ne, seaurity between companies is not used.

Turning now to Figure 1, there is shown a central host location, typically referred to
herein as a corporate office or Host Location 30. However, this does not restrict the host
location from being a branch office, a home office or some other secure location where mail
messages are ~being exchanged. Also shown is an e-mail sender 10, which could be an
individual using an ISP (Internet Service Provider) account, a person within another
company, a person in the same company within another branch office, or it could be a user of
a large ASP (application service provider) like an America Online (AOL) user. Within the
corporate office 30 is a message server 40, running on some computer within the firewall of
the corporation, that acts as the main interface for the corporation to exchange mail with the
Internet 20. Two common message servers 40. are Microsoft™ Exchange and Lotus
Domino™. These products are often used in conjunction with Internet mail routers that

typically use UNIX-based Sendmail protocols to route and deliver mail. These message
7



ease of presentation, there is no requirenent that it nust reside here. The
redirection software 45 and the nessage server 40 products are designed to
co- oper atwoandoiont eract to allow the pushing of i nformatiPpen/Gav2/eH9| e
devices 100. In this installation, the redirection software 45 is taking
confi dentydal, A00:d30ds &8 HlelEBhyda jHQI LRk EEaldy MaBLdiaR | ki c

sefer grda 5 @8kl %;OU dﬁ 5 Ts&ldh@ aﬁld’I?:IE %\gg\%ltﬁéyt %s& Sfelab

gsey and redirecting it oy]t th “the corporate I nobi | e .
soft ﬁgfejﬂﬁﬁamr;@yﬁ%%ﬁ?%ﬁﬁéﬁé SR T 1Bl M@ GEHARE il F RS 63,
Uni S L . 9 It ed i i
e, Sy SR e R B3 SnBh ARAIAR 1 o5 Patent fol] calcns

09/ 649, 755, alJ..of whi.ch are hereby . ncorporated .into.the present. .
Sool 1 ant on ooVigh B R o E R IRRRR S Rt Sy BLERELYS i

§C ese
applicati,ons and .patent use a wreless.friendly encodjng, conpression and
oot ypti dReE A Eoust e deien SaloFad 45t TebRdn Feof LS ot PATHEVICE o+ hus
extending the_conpany firewall to |nclude the nobil evice 10Q, It is
not ed t ha®s& Rk PKS a‘é’{)sf‘@?ﬁ (| ﬁ@“ﬁ%“é‘?ﬂtltgita’tti“&%t é?fldre‘?a e MESSAGEISRr ver 40
running wthin a corporate environnment behind a conpany firewall. The
nmessage S8HVaLe 4@rndihe message sEYET A0aodics e designrd i PP HRP3Bh a2 idwn as
the redirection software 45. A redirection software 45 rmay be used (either
di rect | y Bavitherybing of jafpapation tmohilyfdevices d0R. Incthisgnstdlation the weisgction
redirect information to a wrel ess data_communi cati on devi ce. .
Al t er nat i spBwgre 45H8 taking copfidensial ansnan-deafidentislegorporie infergptipciory specifiginni ng
within a corporate environment connected to | ocal-area network ("LAN'), or
coul d be useryangt ladirectipg iteont ithraugh the corporagmiitemiall 4o imnbilpideviceshW0ystmage deskt op
PC. 8 WD 02/102009 PCT/ CA02/ 00890 A redirection programor software 45
oper at i ngletailed ideschiptien of) gt emgmpie ofrdlid sedirertion softwaiei 4Snmay bh faundeinsBGE ser ver
40, enables the user to redirect or mrror certain user- selected data
i t ens ( orInpamatienadfApghtation Nor®P/087,638, tUhdteth SsatessBasene INa, 6,2(1 H.694) sed 'Unitedbi | e
data conmmuni cation device upon detecting that one or nore user-defined
tri ggeri rijatey etatent hApplicatbangr 8. 09/4011868, [N C69,540963; eSN 19152898 atSAN | t ens
to the user's nobile data comuni cation

09/545,962, and S/N 09/649,755, all of which are hereby incorporated into the present

application by reference. The push techniques described in these applications and patent use
a wireless friendly encoding, compression and encryption technique to deliver all information
to the mobile device, thus extending the company firewall to include the mobile device 100.
It is noted that the host system at the host location 30 may be message server 40
running within a corporate environment behind a company firewall. The message server 40
has an associated wireless enabling component known as the redirection software 45. A
redirection software 45 may be used (either directly on the host system or on a different
computer platform) to redirect information to a wireless data communication deviée.
Alternatively, the host system could be a user’s desktop PC, also running within a corporate
environment connected to local-area network (“LAN”), or could be any other system that is

in communication with the user’s desktop PC.
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device there is special processing perfornmed that enables the support of
S/IMME or PGP nessages. For one skilled in the art of SSMME, it is well
known t hawotohaomwnd gi nal nmessage size of an e-mail nessag®Crarmodeosoo
dramatically increased when S'MME algorithns are applied to the mail
nmessage. By a . ng. ad dfi L NG, - i .0 d .

bt ocossi ng. ont FIRRIACHABGRE of st 18, odefilp SN Bole MRl Bl 1
nobi | e deyj . .1 S ituations, e r..C till have full control
over ¢ he S BTt KON cnbel e For o helcet b BN, et B8 0 e
procedur es, i rf.or s

t  ne , ratj at .t.he host syste e vario
sub-systesﬁ%c%%afuaézfnmsb(gr %ﬁf%d%&e&m%%tﬁ@%%? osty F‘%’&e%%egusg%ﬁqog’,ﬁegﬁ%h as a
screen saver sub-system or a keyboard sub-syste S LI as sub-systens
for repackigt ay?%ﬁﬁ%%er upsona‘}ffeﬁx?% OF%f" ?’%’ﬁn‘ésﬁn’!i?%}??c\{w&%%evﬁg ﬁvelng lf%e
nobil e data devic such as a TCP/| P sub-system or one or nore .e-mail
sub- syst e(?‘f‘ﬁ‘.lrr% \48 rtﬁéﬁﬁrl?-c%sf/ é’?éﬁ%eot\ﬂgtdﬁfadtefrﬁéo hedisFet fniog’ﬂe dai COPRPENIGAtion | yde
conponents for dealing with sj gne‘% e-HB' |, interacting with Public Key
| nfrast r (EVIGF & MP&?IFI BRRECSFiah RER G gk%sfenfﬂr%%* SPPROTRfcP AYIMETor HaP a
itens. The host system al so includes a primary nenory store where the
user's ddnessages-oRr geskillsd Hhrhpfrtsqfwwﬁj tps Vel krosgp %ﬁtfta? RESINYANSE8AZ0 whi ch
fol der the nmessage m ght have originally been placed into. Using the
redi r ect c¥zeseff imnareailyBressagq sat be mamaaticalbt incespted Wheta PAIME migorithms are
redirection, such as_e-mail nessages, cal endar events, neeting
noti fi catdpphies toaiher meid ressageesBy japplyingl advanped i fdtering etesugrmizatienmapdi@res, et c.
The user can also select folders for redirection to or mrroring on the
mobi | e devpasesing=on thexagsprge thehesersa stiltegceivs] such dathdement 3 mghilaadéviesnsni n t he
9 WD 02/102009 PCT/ CA02/ 00890 Inbox and those in the conpany X fol der
shal | be ssamtittationd)thedsen cap stilHaave ifig]] sakrebdvedtht SEMIME arocetsmgstagoand can
redirection, the user can then configure one or nore event triggers to be
sensed bwirettthe hastsysteat asao theqidoadures idperfodms.ni ti ate redirection of the user
data itens. These user-defined trigger points (or event triggers) include
ext ernal eventGperating er tha hoe ¢@idns a@NArioet sobisiedns hmenh de configured to create

triggering events, such as a screen saver sub-system or a keyboard sub-system, as well as
sub-systems for repackaging the user’s data items for transparent delivery to the mobile data
device, such as a TCP/IP sub-system or one or more e-mail sub-systems. Other sub-systems
within the redirection software 45 include components for dealing with signed e-mail,
interacting with Public Key Infrastructures (PKIs), and repackagiﬁg of the user’s encrypted
data items. The host system also includes a primary memory store where the user’s data
items are normally stored with related information as to which folder the message might have
originally been placed into.

Using the redirector software 45, a user can select certain data items for redirection,
such as e-mail messages, calendar events, meeting notifications, address entries, journal
entries, personal reminders, etc. The user can also select folders for redirection to or

mirroring on the mobile device. For example the user may select that only data items in the
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Exanpl es of external events include receiving a nessage fromthe user's
nobi | e data conmunication device to begin redirection, receiving a simlar
nessage fwormameed ext ernal conputer, sensing that the usecCTiGooodoonger in
the vicinity of the host system or any other event that is external to

the host raySt A hdsOiFHE @ém;ﬁat\ﬁ? K S1dePitafl bB Sert 1Rt AR FRAVAL RIeGE! HEBata SAVET

activation, keyboard tineo programmabl e tinmer, or any other user-defined

event t hq{eméif& lieﬂﬁe%'iigﬁltﬁ% ?se} b tﬂ?xf&on?i#‘?tte%% o}\ﬁ%i’é%éﬁog? e?pttosoe%&?s?% m’ anot her

user -defined nessages t are ansmmtted to the system

conput er GOoLR gc‘i’ioh%oﬁwpaerf: n8%4 irﬁﬁ’eﬁc% eldirtcddn 3¢ tl‘[%%}sxpcialﬁaf fnd, “fﬁe'gegw%s%r-ﬁ efecti on.

These are just sonme of the exanples 0 ypés of user- I'ned events

that can t.rigger .the redirectoy. ramt ush data. items fromthe host to
the o PEsdinet 0 B! ERELSL AR SRAS AT #RY P PhSa er
data itens, the host systemthen repackages these itens in a manner that
is transpAF%Hit to the nobile data conmunication device, so that

i nformation on, the nobile device, ears simlar tqQ information,on the
woer o host *EFERE Of SRS Vot e Hs BraRRg THoveh Jom NG PIES PO BRRI Tt he
repackagi ng may al so . include gr,operti es, about the nessage, for exanple
whet her  tRBHBICaledeyS tQbERIB dociiserionyFresinids 2 railar massase AOMposme atsialed. The
repackagi ng net hod may include wapping the user data items in an e-mail
envel ope CHRECHSER pictle psrihee loaasrda shepyicipiiy ohihsihog ystem, ot Afift cat i on
devi ce, although, alternatively, other repackagi ng nethods coul d be used

wi t h t he e¥gutthahispeemal wdbe m%éymdlqﬁ@%ieﬁ?nt%wﬁ he asplepdag plapny 568 TCP/ | P
wrappi ng techniques, or other .nethods of wapping the user selected data
i tems. THeveraplirakerikapboandiinggou pronauoshletmecap2yyouisy gsergietfadreapityhat esul t s
in e-mai | nessages appearing to cone fromthe host system even though they
are initiiatisidmat to Wee hotii $ystethev iNetyorked svantrabilei negr-tefined smessagss dpgiete t o
have a single e-mail address, such that the recipients of nessages sent
from t he tranbmitied ¢oriimu host asy$tem sfrahe anctberdeomputsr donpled \wh direehash eystee viana s
physically | ocated when the nessage was first sent. The repackaging al so
perm ts hetworkes sdges rddirettiva. Mitiesd eredestisome afi dhesexatmples @fntliehiypasodfi user- devi ce

defined events that can trigger the redirector program to push data items from the host to the
mobile device. |

Once an event has triggered redirection of the user data items, the host system then
repackages these items in a manner that is transparent to the mobile data communication
device, so that information on the mobile device appears similar to information on the user’s
host system. In addition to repackaging the information itself, the repackaging may also
include properties about the message, for example whether the message was signed and
whether the signature was verified. The repackaging method may include wrapping the user
data items in an e-mail envelope that corresponds to the address of the mobile data
communication device, although, alternatively, other repackaging methods could be used
with the system and method disclosed herein, such as special-purpose TCP/IP wrapping

techniques, or other methods of wrapping the user selected data items. The repackaging
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to be encrypted and decrypted as well as conpressed and deconpressed. To
mai ntain this appearance of transparency the support of S/MME security is
essent i alwomkfiewvd vel y the goal is to extend the S/M ME PETUTARPOFI OM
conpany to conpany and then onto the nobile device. In an alternative

syst em and. 4t o B oo HEeEldc0o SOLL Y GnfXESH B AN AELIR g eT ver

and the rver "1 s progr mer ous redirectlon event rrggers

g\e/?\\r/ e: h\eji tggygér\é\%rq&atf ée%%enl}l]cl)btife %lex%ceu s el(lja%ﬁgé fRuSQ %)#gpg{llrﬁ?l fl&%é?a: sg let ézm%].{ll €

server can recervesinterna ers om each

f th desk ia.th t k . I t
R T R R g T e e S D e D T
devi ces. | ‘

n.response to receivin ne of these.triqggers, the
o+ oot <iot gaew e dheueE b el Gl BESY ok nEe s S, i TS | o
device. The user data ite and addr essi i nformati f ) ticul
R

alternative configuration, one redirection software can serve a plurality
of user s. o5 &cryped aRd dpsrEptech ¥ Vel F‘%l?‘?‘?iﬁe%?fﬁ?@ g@.\ﬂ!%%mie??&ﬂ'u%r@ PN ARE_. or

i ntranet-based redirection software that could be accessible through a
secur e welPPpHwe 6f rgspaencydas suppert af 3/XHME sppwity ispsseatiah Sifestelxde 8°dloul d be
| ocated on an Internet Service Provider's system and accessible only

t hr ough tisdo |extead riea S/NIBVIR rpeeuisy frapy eqmngny @ cempanygindathpn ntor gimekilei on
software operates at both the host systemand at the user's nobile data
comuni cadevise. device. In this configuration, the user's _nobile device
operates simlarly to the host system described below, and is configured in
a 11 WO 02/ 102e09taaTveApaén08d tettwidnihe aediketionisofiware epemites oara retwork
user-sel ected data itens fromthe nobile device to the user's host system
(or sone stherand oimpserer )s prpgramdet éc tletegy nemewue redireetiog geent dtiggerseoventie| e
device. This configuration provides two-way pushing of information from

t he host icowbkdromhiultiple Werdesktop nemputascoipiedrolthd ervdeviaad AN. Thesdrost . As
shown in Figure 1, there are many alternative paths for getting information
to the can receive internal event triggers from each of the user desktops via the network, and can

also receive external event triggers, such as messages from the users’ mobile data
communication devices. In response to receiving one of these triggers, the server redirects
the user’s .data items to the proper mobile data communication device. The user data items
and addressing information for a particular mob@le device can be stored at the server or at the
user’s PC. Using this alternative configuration, one redirection software can serve a plurality
of us;ars. This alternative configuration could also include internet- or intranet-based
redirection software that could be accessible through a secure web page or other user
interface. The redirection software could be located on an Internét Service Provider's system
and accessible only through the Internet.

In another alternative configuration, redirection software operates at both the host
system and at the user’s mobile data communication device. In this configuration, the user’s

mobile device operates similarly to the host system described below, and is configured in a
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nobi | e device 100. A nethod for getting information to the nobil e device
100, discussed later in this section, is through the serial port 50, using
a serial wpadhe6b. This nethod tends to be used for bul lPCiTrdA9R0€R9D ON
updates often perforned at initialization of the system The other main

met hod f %ﬁmﬁiﬂtfi’sh%gtg ?ﬁgﬁ cer@in A& selePRa Ahth 1tléﬁ1h BnTAE it ﬁgﬂgéﬂ't%%he( Rebs

networks to deliv ~information. own In Figure 1 I's could be

I | abl
o the canecoyhEhdPiluf oty Enfhie, b Dbkl shveR AR Wub Mcbig Befi? | =0 ©
f
Wr el ess (Gt et A07 ftv?demg R b BE HFRAO o8B e GORE SBige’ °
| d. b hed tly th h fi I
networ k. Louet gt cfad d%%%teih 158 The W el eas VPN router 75 may be

sed, for exanpl Inter t Prot o P) Versian 6 (I PV6) is
avai | able | n PBSBEbE (ere) eﬂeferflét Y ko€ bRES for S e YD THEDR byt g

h IP dresse o] de e ddress t.o eve iC 100
and thus 2300 BeGT o Ring PR o 1 BHEIe ASBIcF dOBedE S 00 o

any tine. One a vanta e of using this Wreless VPN router 75 is that it
coul d be &fF igithis FWEO%H%FWO‘WM@C CorRoHeN Uiikg TieriRburde Rt Thisgisthod tepds epar at e
Wreless Gateway 85 and Wreless Infrastructure 90. A VPN connection woul d
nost | i képPye t}%ffé‘ fr ylk idpmagips Hpdagsstoftsh PeTesmse gt initigligtion of theapsiep) Toe User
Dat agram Prot ocol over | P (UDP/IP) connection to deliver the messages
di rect | y other main mefBed for detg exchangsys oyer-the-ajy ysingdRadio Frayeney GF) petwosksriot
available, then link 95 to-the Internet is the npst compn connection
mechani srielivasy Ithghingornmgom a i ghopmeingligyre slsithig copldt beeagepinplished dvoegh 212 WO
02/ 102009 PCT/ CA02/00890 100, a wreless gateway 85 is typically used.
Then to ABselessc¥PNrataridc assening dhisis aviaildbde tovthe edrepany nerttiwongisa traditiemsdl 105, a
wireless infrastructure 90 can be enployed. One function of the wireless
i nf rastr Jotetee c@@eitmont P thes d¥indless Gdtewayodt aid kéVipelesstnbadtruttore 9bcdhe ng a
given wuser and track the user as they roam between countries or networKks.
The nessagneegt oéian§Virakesk | VX eduteo 76 himphiohithae a itted SPriv@fe desvorlor(WBN)y sent
via RF transm ssion 115 from a base

connection could be established directly through a specific wireless network 110 to the

mobile device 100. The Wireless VPN router 75 may be used, for example, when the new
Internet Protocol (IP) Version 6 (IPV6) is available in IP-based wireless networks. This new
protocol will provide enough IP addresses to dedicate an IP address to every mobile device
100 and thus make it possible to push information to the mobile device 100 at any time. One
advantage of using this Wireless VPN router 75 is that it could be an off-the-shelf VPN
component which would not require a separate Wireless Gateway 85 and Wireless
Infrastructure 90. A VPN connection would most likely use a Transmission Control Protocol
over IP (TCP/IP) or User Datagram Protocol over IP (UDP/IP) connection to deliver the
messages directly to the mobile device 100.

If a Wireless VPN router 75 is not available, then link 95 to the Internet is the most

common connection mechanism available. To handle the addressing of the mobile device
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station to the nobile device 100. Also shown in Figure 1 is a conposed

e-mai|l nessage 15 leaving the e-mail sender 10, | ocated sonewhere on the
| nt er net WO0.027/I089 nessage 15 is fully in the clear and u®ez/CAopmeiodi onal
SMIP, RFCB822 headers and M ME body parts to define the format of the nail

message. meﬁﬁrlﬁe‘?&%sa Z 8?§§ tf;!l!:al ggdst:d W0 d B d BodrldGic t% ml.lct]lHPhL.h' S

envi r onnent rmv at t € nessage server

redi rect Qs Wik ohRd 1b%§.g 185 SPEiUE ifeddhuerk® ob [asn ﬂ{?ﬂ@aye%e%mem&
I |

2 gor ?Rhq‘"fé@e”n*%élgﬁe%%ﬁrﬁaﬂte?@% BP0 Fler B ne”é’ts%% I%EW&F%% AR e ssages

bei ng read on the 0 are no. Iess se then readi ng them

bi | devi
on the' GaSet B8 B T8 e o g t}eqws%’s%a@es 85 ety Tht teswking e

redlrectl re 4 nd t nDblle evi ce, thls ssa

r epackagi 8‘ (“?\Aﬁaﬁ‘g’bq%ﬁ%‘flﬂaér (%ﬂnotf‘i“a]? Feat ¥t tr%‘ﬁt?’éﬁs’é’ﬁellggro 2 ﬁ%ant ain
t he addressjn in ti.on of the original message. This allows reply
nmessages Y& Pg%@ﬁ“’ﬂ%@gg‘b"b‘?eolﬂﬁt ate destination, and i t allows the "front

field to reflect the nobile user's desktop _or nessa server account
address. Usi ngihtonadp Feues ! fot ﬁ?IBPOéEfHFé‘?él meseaget e%}ﬁ the, eoeall seader 00
allows the received nessage to appear as though the nessage ori g| nated from
t he user ' Isatsg popewhae emilpsinteingi 2. (Tismmessasenbbis| fally dy fheeclerpend wesni ng
back to the serial port connectivity 50 to the nobile device 100, this
connect i dradiionyl BY BF@W%@I&M%&EMHWY%QNQ drfinerike formet ofghameitchange
of large itens. For those skilled in the art of PDAs and synchroni zation
t he nost messeon Thgseateelmidren gredall well WRHvoR ol QROOShe@T/ GO O0890memsyte t hi S
link is Personal Information Managenent (PIM data 55. Wen exchanged for
the firgnessiged) arfives atithe anessngel servey 40enk ag dir¢atedchyatht redyrectionlskdywara 4fat ur e
and requires a large bandwidth to be | oaded onto the nobile device 100.
Thi s ser italthd molkle5@vics 160. sAs thisaddifestiorotakesrplacputhp oeesage isme-pardhged into an
transferring a private security key 210, a Certificate (Cert) of the User,
Certifi calletBeiccmatlopn 8Qimtisa pfipkisthry esmpreRivnned &erypsiod Glgofitien pRan bat e key
all ows the

applied to the original message 15. In this way, messages being read on the mobile device

100 are no less secure then reading them on the desktop workstation 35. All messages
exchanged between the redirection software 45 and the mobile device 100 use this message
repackaging technique. Another goal of this outer envelope is to maintain the addressing
information of the original message. This allows reply messages to reach the appropriate
destination, and it atlows the “from” field to reflect the mobile user’s desktop or message
server account address. Using the user’s corporate address from the mobile device 100
allows the received message to appear as though the message originated from the user’s
desktop system 35 rather than the mobile device 100.

Turning back to the serial port connectivity 50 to the mobile device 100, this
connection path offers many advantages for enabling one-time data exchange of large items.

For those skilled in the art of PDAs and synchronization the most common data exchanged
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desktop 35 and nobil e device 100 share at | east one personality and one

nmet hod for accessing all mail. The Cert and CRLs are nornmally exchanged

because twey2neppesent a |arge part of the information r@qmicasd0089o

i npl enent S/M ME, PGP and ot her public key security nethods. A Cert chain

i ncl udes @gr iddint ifl ¥elsona? HffinlatioR Rat PRV Bdta §57 h b e

ori gi nal Cerrt. Eaclh Cg(rn% In aacgrt ac%gll‘nr?ﬁf(s s?gn%ggby aeh%é(%ﬁéeg?a%%? whose

Cert nor « e t. i ! =halj r Lver pically

traces arﬂgjéér %{ﬁn ?@%t |a£ot§1 t%?téﬁ"b‘% ﬁ%r‘%‘e@l%aﬂgtp’egc y&;@ﬁ?%ggd éq?lﬁéscﬁallaﬁgunti I

event ual | | Vel . veri.fy. G n rt.. trusted
Whnedadf 055 30060 DS Bleiflite BB R PR S0P Bepforap

by both t nessage sender vVer. “f ound,
a signature can.be verifigd.and trusted. The,jdea,of. .usi he.serial port
For | oac ingposEn iRl e st Py S8R 16 Fehatii R bR Thsd of
this downlo f.,Certs apd is.to allowt er to hand pick who they
i ht be SRR R RAGP LR B R A hafied £ o8- et e Ry e

i nformati ontg t he handhel.d ice a head of tine, thus saving wireless
bandwi dt H{%nl%{?%rg’g al“[‘}r Wﬁg" B%‘G"?F ?@gtsﬁaéeﬁﬁ"eﬁsbgge PRSP 6‘&‘f QPe Hod REre is a
series of connections to wrele networ ks 110 and 105. These connecti ons
coul d be a°esRne efl Al R h%Qe%randrP%SLécﬁ%a@maHﬁsexﬁmrgl besansy sy 1PPigYest ol
used thraqughout the Internet. These networks could_represent distinct,

uni que arlefee M| ftthe infeinpsier Jequied e dyplememtS/MIME: EHT andretheraprblindesor ki n
different countries. For exanple, the networks 110 and 105 may include such
di f f er entsecyrify, gsthgds. nd G chaig éncludps gpindividupli s Cert ap well @s athereEanks tg gerify 2)

voi ce-centric wireless networks and (3) dual -node networks that can
support Bbe priginl Certa dipch 4 e o Fetichanty Bgnsd by erCarhigsuer, vhp® Oat 192009

PCT/ CA02/ 00890 sane physi cal base stations. Mddem exanples of these

conbi ned apetarbnds in el Catechaut Aanessagaatceivientypindlly traces &) centifivationCpadle bDi vi si on
Mul tiple Access (CDMA) networks, (2) the Groupe Special Mbile or the

d obal Sywtifing each Kisttiih @ @ohchaimi witit exeEnmallG3Ng massdge feeciGeneatdd to Rafket Radi o
Service (GPRS) networks, and (3) third-generation (3G networks |ike
Enhanced doatnsonrGirg srufted b-bathalle mwssdgatsbier fddDbEYecaivelr. nce arcoaimoliilzit ie

found, a signature can be verified and trusted. The idea of using the serial port for loading
Certs and CRLs will be discussed later herein. The goal of this download of Certs and CRLs
is to allow the user to hand pick who they might be exchanging secure mail with, and to pre-
load the bulky information onto the handheld device a head of time, fhus saving wireless
bandwidth later.

Turning back to the wireless infrastructure 90, there is a series of connections to
wireless networks 110 and 105. These connections could be ISDN, Frame Relay or T1
connections using the TCP/IP protocol used throughout the Iﬂtemet. These networks could
represent distinct, unique and unrelated networks, or they could represent the same network
in different countries. For example, the networks 110 and 105 may include such different
types of network as (1) data-centric wireless networks, (2) voice-centric wireless networks

and (3) dual-mode networks that can support both voice and data communications over the
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Tel ecommuni cati ons Systens (UMIS), currently under developnment. GPRS is a
data overlay on top of the very popular GSM wirel ess network. Data-centric
net wor k iwoloade200d or exanple: (1) the Mobitex(err) Radi oPRECHORK0890
("Mobitex"), and (2) the DataTAC(err) Radio Network ("DataTAC'). Exanples

of ol der gtk GBysi@N bise Gtaflais? MEdewpEdasnpldd GF Uile RRtsMIetw RIMHDAE Bhi 28
Systens (PCS) netmnrks li ke COVA, GSM and Tine Division NUItlpIe Access

(TDVR) s Visok Gfffited 10/ ml ﬂa@ep@wetmvﬂogqmugle ARES facDM@mewAruss f)ahd Gfbugé the
main types of e-mail~ exchanges that are commonly used today in the

I nt er net, syaBiaf MoBiie BAME ol rSS’?cém%PNl%Bﬂ@CQﬁnnu&ch?dn%é@gﬁﬁ 288 e GEihPd 1) .

In this scenario, an e-mail 1§ constructed using RFC821 and M ME

t echni queg, AadR Mgl | (PRIP o T %@F@gﬁaﬁggﬁ@@? ROARCHS, as

shown at 1 e e-nul I's t’hen recelve he a essed users,

as I ndi Caﬁx&qnceﬁt Bta:rat r%ﬁJ 'i’ox”ob'iﬁfb'ag omﬁuhﬁxc@w | ghdt y%ﬁ@slgy RobHE €.

w thin a conpany or such as gure cated be a security

o oS Pl Sl I
ﬁ;ﬁ{;:lzse "ﬁaysﬁ%aﬁ %ﬁﬁs%%%tms PaSMRGSS ne%ﬂbilﬁat?fg&iﬂﬁce Focsip’ é'éilmss: fF very
Seoun i Ly SHBE 1>r4§}§'1\@%“ﬁ’§ed1‘?i§t MethoB BB A5 (BT R RSS! e

Fecei ved li%'ké’ Praddliui %338}3%0@9@%@%@%%%‘8@6”” Bl T Bl et

and routed to addressed users, 35. 15 WO 02/102009 PCT/ CA02/ 00890

E-mai | exXcHBREECAon wigRmy |(W%)r%‘ﬁﬁ‘t’°f5§) H%%F&Dé\éAoﬁSMs érs TimaDryisior MRt ed a
private securltﬁ schene is illustrated in Figure 2 as method 3. In this
scenari o, A%ei(EPYHYISYEEBh as PGP, OpenPGP or some other |ess widely used

protocol is used to encrypt an e-mail before it is sent, at 140. Once
recei ved, a corr esBomzRevei Higusg@nwhigh it amillystraien ef hgimaimpgepeicsmails  t he

plain text of the e-mail to the recipient, at 145.
exchanges that are commonly used today in the Internet, we first have a normal exchange of

e-mail messages (method 1). In this scenario, an e-mail is constructed using RFC822,
RFC821 and MIME techniques andA delivered using standard SMTP mail exchange protocols,

-as shown at 120. The e-mail is then received and given to the addressed users, as indicated
af 125. Such normal e-mail exchange is typically secure within a company or LAN such as
30 (Figure 1) located behind a security firewall, but not between stand-alone users and/or
users on different networks.

Also commonly used are VPN links for inter-office message exchange (method 2), for
example between branch offices of the same company, and sometimes between different
companies that are working very closely together. Using this method, a lower-level security
called IP Security (IPSec) may be used to encrypt all data being exchanged between the two
VPN locations, as shown at 130. When an encrypted e-mail is received at a corresponding

VPN system, it is decrypted into plain text and routed to addressed users, at 135,
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Met hods 4, 5, 6 and 7 shown in Figure 2 relate to S/M M. The nethods are
all different variations of SSMME In nethod 4, a sender takes a digest
of an e-mapDl2fredsage and signs the digest using the send@eCTgAwROIA e Kkey,
as shown at 150. A digest may for exanple be generated by perform ng a

check-sum  Cydd jugil BreHangapawean@ekrehCEnipaties 90 F8ers BlahBivePddepied alprivate
non-reversi bl e operation such as a hash on the nessage, and is then signed

by the sendgfiy Ysi-n i li!ﬁlst%ﬁQdiﬁ{F%u@rz HAhGhSEY. I s SRR aPr@i6sl sich Appended
to the outgol ng nmessage, possibly along with the Cert of the sender, and

possi bly widRlPused PRIBER ¥l 1o GherPitGh ednadi 1BRRE iiMeSSage
al so takelgél% @gggg?ggﬁiﬁhﬁe@%gage csgrrgaF é:s t hi stodligrzés{t \?\A th the én gest

appended ggﬁ%hﬁl I | c recgl%({ la%\éﬁgspwcﬁ%gz %e 9&%& thekeiai] héee}{ts by

extracting ey fromthe sen and verifies

signature h 9t t}gxt ?H{%%’}gﬁgtoqh%%%tepﬂfg@g oper ati ons are part of the

S|gnature VEAITTeat ron 1ndic Figure 2. If the rressage

content has begn,CABN0ST, si'78 aevsnswaﬁ e%ﬁt@g@hé/kgwﬁagsﬁﬁ cfB&ar

di gests wil | ure on verlfy

I d f h
proper - e a%zﬁaw@&ffg@a@m SBERTE S S BT ésﬁ%g‘é% et
was si gned sgnder, anpd that

t h t h
PR Ry e L :L3°2Rﬁz
db t hat i
TGN ORI e gbﬁc@cﬁ%

conbi nati on of a digest generated at a sen er with the ure on t he
di gest i sotherpreigraply nopfrayeridble ogeraidongsugh @?? amﬁﬁ%ge ﬁ@ %ﬁ fighe
references to 16 WD 02/102009 PCT/ CA02/ 00890 d| ital’ nat ures shoul d

t her ef or ebhiheisprdst prieg &g serder npHVAR kY- alhgisipesd dig 1%12‘1%}%‘3 {9 e WiEose
di gest. Method 5 represents exchange of S/M Me encr ypt ed nessa es In this
met hod, amessags, pseibly aloak orittkidy Gest ofete sendssl, andoesibly 28K CP3ipd LAE H¥dy of a
nmessage, typically wwth a symetric cipher like Triple Data Encryption
St andar d €BDES)The Tensivseefiuoh a gigped messprerplsoctakesyystiged! efdhngessiee, pompares key of
each intended receiver of the nessage, at 160. Session key
this d1gest with the digest appended to the message, retrieves the sender’s public key, usually
by extracting the public key from the sender’s Cert, and verifies the signature on the
appended digest. These operations are part of the signature verification indicated at 155 in
Figure 2. If the message content has been changed since it was signed by the sender, then the
digests will be different or the signature on the digest will not verify properly. This does not
prevent anyone from seeing the contents of the message, but does ensure the message has not
been tampered with since it was signed by the sender, and that the message was signed by the
person as indicated on the ‘From’ field of the message. The Cert, Cert chain and CRLs are
used by a receiver to ensure that the sender’s Cert is valid, i.e. that the Cert has not been

revoked or expired, and trusted. The combination of a digest generated at a sender with the

signature on the digest is typically referred to as a digital signature. Hereinafter, references to
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encryption is often acconplished using a public key encryption algorithm
such as Rivest Shamr Adelman (RSA). The S/ M ME nessage, including the
encrypt edwoegdeyes and all encrypted versions of the sessiPen/Ga@g/00898 sent
to each receiver. Each receiver nust then locate its corresponding
encrypt edyi SEs SicRMukE W Y bP AR : iRi € é DR, t he
receivers ?hatg?swgttég éﬁg?t %H% ngéggggslangh%égg‘%F&?Hgy paf%?gﬁfar
encoded sgssjon key wusing its private key, as indicated at 165. Once the
session ke% I's decrypted, it is used to decrypt the nessage body. An
S/'M ME nessag | so clf. n iLon al gorithm that st, be used
MY 8'r res%ﬁt? Sexcl:ﬂr%flger of ?/Mﬁ(fﬂi eﬁ)cr%pe%ecp ssa%ﬁs. Ingﬁif ﬁn@;h(}ﬁie Rder of

to decrypt thé nmessage. nmation is normally ace
an S/ M ME_nessage.. change of .nessages that .have_.been encrypted and then
lgned | IRBR oGP a¥Bert st TRET ROTRe! R 0B 58 o e SUBRRCHENS, he

sender first generat one-1i sessi ey, crypts the nessage body
and t hen A& %lpﬁ%gﬁ@@g&l% P a%gﬂc‘m&lﬂ“t %‘%E}‘{‘}b@PEQ?(e pressRRkeY A3 EEPver |, " as
descri bed abovg..Th sender then takes a digest of the nessage, .including
the encripbatdd8ag i pu légféfey ﬁachslmjﬂiedtrﬁ@l T getbe MEsPERy 2t 190- %F?S%P&tl@ykey to
generate a digital signature, at 170. Each receiver takes a digest of the
nessage, eesrafag%lé ffsnsacgergelished piing ¢ ublig kepe sncryntion pdgogityn sugh asi Rivattur e
appended to the nessage, retrieves the sender's public key, and verifies

t he si gnathgP& ffelmpe (lg\‘?/ég)es%rl,le SMIYES mepsge) induding therracrypted arassage g8d 6H key i s
then |ocated and decrypted with the receiver's private key, which then

al | ows tﬁécm@éé@él%%@tyytﬁ? gessiqykaxOsgont 10 oavd gecpvty. dinol rageigaunushher tosatg pt ed.
Signature verification and nessage decryption according to this nethod are
shown i n ifsiqgurespopdipg ercrpted\gestiondkey, nernPily besgd 2nija Regirtiensintossugmming ofihag
nmessages that have been signed and then encrypted. A digital signature is
gener at ede¢sjvess thehideattashedsbahe immbdage, awd desypti thetdpastianes eneided 5&Bion Hey s
digital signature, as well as possibly the sender's Cert, Cert chain and
CRLs - ar e wing itsgpperded, tvintiicated at fHeh. nQnereths agpsion Aeg ésddcoiptddeit is aseilhen
generated and is used to encrypt the nessage body, digital signature, and
any Cert sleatygt tBRInsessagl ®odye sAn SIMRME me3sage aray alse Gpadifylan encryption algorithm

that must be used to decrypt the message. This information is normally placed in a header of
an S/MIME message.
Exchange of messages that have been encrypted and then signed is shown in Figure 2
. as method 6. According to this scheme, the sender first generates a one-time session key,
encrypts the message body and then encrypts the session key with the public key of each
receiver, as described above. The sender then takes a digest of the message, including the
encrypted session keys, and signs the digest using its private key to generate a digital
signature, at 170. Each receiver takes a digest of the message, compares this digest with the
digest in the digital signature appended to the message, retrieves the sender’s public key, and
verifies the signature on the digest, as described above. The correct session key is then

located and decrypted with the receiver’s private key, which then allows the message body to -
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t he public key of each receiver. The resultant S/M MeE nessage, including
the encrypted versions of the session key, is transmtted to the receiver.
When a reweinanonecei ves such a nessage, as shown at 185pPCTtiCAWS0890i r St
decrypt its correspondi ng encrypted session key with its private key. The
decrypt etbes@ssiped. kKiynahse vbgfitatisend Mesbess Jatyptibe abBERRIR BRANethel &bt al
signature, and any Certs and CRLs of the nessage sender. The digital

Si gnaturesh@aﬂiﬁﬁgﬁgetzeat 17erified as described above. In reference now to
Figure 3, this illustration shows a conpany that does not use encryption

and anot her conRR&Y7 th@kue 28RudaRs BXLhaYdRd ABssARE HabBavebb&flisheaInd@ IR S Sage.
In Figure 3, Conpany C sends an e-nmil nessage 15 to Conpany A. Conpany A,

as shown,enkspted. |20QRA sfié?fa{ukrg‘hﬁ 2R @D 2 NYndeP Eulﬁféﬁﬁgﬁyfﬁ ed@%&i@ed”‘aﬁdvé,e%’al | and

strong security practices. e nessage 15 traverses nternet 195 and

i i . t ar=-m ol ; ' . . Al |
hese. contoni pis EETEERAGE, of HeH 56 piith ERIRAN Cerd chrc kil SEMCREOMELL ) o
F i 2 : _ "

or Frarme L LBESOREGELOR. 28 COIRAIN B nAloPul i LI o QIPADY. 101

i nst ance ortune Se oI secure e-nnm

hat ¢ hoy Peaube boll 5\ BBl AP b HBTATR"RA sPeh ey A e Bl e

sanme standard... Also shown is a Rubli er (PKS) .600 that supports
the use (I}g © p%?lf\ﬁﬁf\?‘ﬁ. Of'slﬁr'ﬁlgh ﬁ%g“’%rolﬁ&? rreéélfagggmﬁ/ e %éﬁ u‘gn%h’(?renﬁ%?fggny B's
firewal |, or an \r&g}ere.%u?ﬁvxooz/l 2 29 PCT/ CA02/ 00890 on the Internet 195.
The sendevrersécfnsé)}f | (SR OB ERMRITEd 4 hs d¢esiVEh BATHGVRETRTYES U 2¢ hi s
case signed and e crxpt f% ..and ?eh s the e-mail messgg,e. Software within
Conpany én%ssagﬁe%sssg‘ﬁ‘g 8btRPeft TYSF Hrsf GRELYPL 1ty PepLrspongfngeneryRigd sesgien ka4 WEh gn t he
di gest tq geperate diigital signature, and include the digital signature,
as well d8 Rq’(étej‘@}‘rdgpe docEmiqd seRRIOCRIYSS fhep MpadraidecryRifag wRssags todisdigitlk ey
wi |l also be generated and used to encrypt the nessage. Public keys for
each rece8Pafurgyand apheereand &RLis of ghe, messigmsensr. PR dpitl signatae €8s thely be and

encrypt the session_ key for each receiver. The resulting nessage has an
encr ypt ed’ceifpparrieperibsdabovehe sessi on

In reference now to Figure 3, this illustration shows a company that does not use
encryption and another company that does use encryption and the effects on a message. In
Figure 3, Company C sends an e-mail message 15 to Company A. Company A, as shown, is‘
a larger fortune 500 company for example, with a firewall and strong security practices. The
message 15 traverses the Internet 195 and is received by the message server 40 in Company
A’s LAN environment. All these companies are connected to the Internet using a traditional
T1, ISDN or Frame Relay type connection 25.

Company B is also a larger company, for instance a fortune 1000 company, that
makes use of secure e-mail communications. People sending e-mail from Company B to
Company A knO\.zv that they can use S/MIME to secure the e-mail as both companies use the
same standard. Also shown is a Public Key Server (PKS) 600 that supports the use of

S/MIME. The PKS could reside within Company A’s or Company B’s firewall, or anywhere
18



keys 205 that are uniquely encrypted for each receiver (as shown by the

different key formats and nunbers A, B and C) and a signed conponent 305.
As wi || bwoappezent to those skilled in the art, the orderCafCAoR@0s9) gni ng
and encryption operations and the nessage conponents that are signed and

encrypt ecyhé hntgﬁael@g e SiHler YBL-ha ot C&ﬁ%%&’% &t Jﬁyen@ocﬁ?ﬁigtﬂﬁeqﬁ nder .

For exanple, 1f a nessage Is to be signed a en encr nessage

di gest | RO GhesRAREHRA, AdRAM tife AaIFERALS ,sOhbvqre%g%éhm ghapatLre

and any signatu i nformation suc 2rts dded to

the MBS S8y el 0@? DS e l bE HISRAR0E an g’l?gﬁﬂﬂé g%[eéﬂs g%;?era@%ed@?aﬁ’

digital S|gn ure and any ghature-re

usi ng the $i.0n ke e eac recelver
and encr yjft %51%\7%?(15#%%%? ;(I)EF%I‘% %%ag%r%naglgveeyf} F’hee % n &%ﬁ aflg Cﬁ‘éfogh ?’§pt ed
portion of the nmessa t her n nmessa be en

first, and*PhdhSeHY Igg‘?yg\”{l 4180 eggr?ﬁ?rﬁliﬁa ‘gﬁsﬁgﬁ%ng %I?dgéaag(?n Pﬁlécylg‘?{?:r ypt ed
nmessage nd the ed SSi o These fir t hree di agrans
repr esentfo’él%‘/f1 @\96@?1\‘/? ‘W/Héﬁ; y%df g‘ h%?l%%&ﬁ%&??mdan PLBF RESiPBday on
the Internet. The next three diagrans will illustrate several exanples of

t he net hd@§y{er B Eeseivers e%rés"g“qup?ss?ﬁ?s@é@% gneryiedscqmpogent A8 S§sEiPR esent s
a nmethod for_re- organi zing the nessage to reduce the amunt of data that
nust be the¥hEn PASEF Frodueheengwpied dor eael*h’ieﬁelYFét(%o*HO‘ﬁ%PY e differens keysfosmaty punt

of invasive procedures on the nessage before it is 19 W 02/102009

PCT/ CA02/20d8umbers Ax Bapdl () apfl 4 signed cp@pensat3050 t he nobil e device. As such,
this also neans it offers the best security fromthe original sender to
the final destAsiallibgappasent to taseuskilledyn thenrtsthg oxlgnekthe Rigning fnd ensryption r onment
is safe and that an intruder could not gain access to a conpany conputer
and read aperatiors andi the wiesdags cothponpnts dbadlate sigredranfl enenypted tvill Eepandeondthe t her e
is an exanple of how to i nprove processing on encrypted nmessages going to
handhel d vdgwnited S/MIME ysdddycrmeessdgetsmplenefdreasmplbaf a wiebsagaie to by ggedtaed t o

i nprove the processing and transm ssion of public-key encrypted nessages.
then encrypted, the message digest is generated based on a body of a message, the digital

signature and any signature-related information such as Certs and CRLs are added to the
message, and then the entire message, including the message body, digital signature and any
signature-related information, are encrypted using the session key. The session key is then
encrypted for each receiver and encrypted versions of the session key are appended to the
encrypted portion of the message. On the other hand, a message may be encrypted first, and
then the digital signature is generated based on the encrypted message body and the
encrypted session keys.

These first three diagrams represent an overview of the system and how encrypted
mail works today on the Internet. The next three diagrams will illustrate several examples of
the method to process secure e-mail messages. This first method represents a method for re-
organizing the message to reduce the amount of data that must be transmitted to the device.

This method performs the least amount of invasive procedures on the message before it is
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This met hod has the advantage of using the sanme nessage encryption all the
way fromthe nessage sender 10 to the nobile device 100. This could be

i mpor t antwofo2tib@®pe is no current encrypting being used b@CEEEN206890
redirection software 45 and the nobile device 100. In Figure 4, a nessage
sender 1Qr@ewies Enithe Grobib | thel mobildiddviies AXAKR) this aldd8n@mE® dfferd fhe D8NG,
encrypted and is addressed to three recipients, A B and C. The e-nai

sender 1Gecfii¢ @daSthE RRighmMRinterl®d the fiRAIRMERGG SR8 UNAnRaIIRIHis IRESBIMe200.
The e-nmail 15 is encrypted by randomy generating a session key and the

sessi on k&cd Snvirbfirh&iR s QRCINARKA Gn Yhiasr QMBI A gaik Q¥cedd 108AIMpafY ST
reci pient of the e-mail, which for this exanp?e produces three session

keys 210, 31418 séaPe maid withitldhd Greligly, fOr each receiver could have been
retrieved froma local storage area, where the sender 10 has previously

cxerensed Tesspggoih b APk IR f 6P LRSSy DG Ml |

this exanple, the PKS is ot shown an eys Tor this

le i i . I t . exXi i-hle. Th
onar vt e isaBled RGIEE Bhine 8 indrd® ol I8Y R GBE of i AL TEE Mo T
at the host

ot R B AR RGP R g el
e T B bR B YA s R P AT Mo e
et RSB EURLTA TR S 0Tt P SN o B a2
R e RO T LR SRR T, 5,

encryptedvnessage is the RecipientInfo list, which ﬁyoyides a mp as to
whi ch sessi on IkEigured aricsirss dended Lowraesssariegnaih - 1y thisexaraple,the gmaghc ¢
list. The Recipientinfo |ist is also renpved since the nobile device 100
will not indeiageacrpripdand iraddigpsed|ty threreregipicashAdBswd - ohhe Rapdl sgpdes 1Phe
redirector software 45 renoves all of the encrypted session keys for other
reci pi enteceses theee-mald d & de prodpce; heecug saailymessage Hr lhesumai! b2 issmeypted00
i ndi vidual recipients, this could be a |arge overall nessage size savings.

by randomly generating a session key and the session key is further encrypted using public

key of each intended recipient of the e-mail, which for this example produces three session

keys 210, 215, 220. The public key for each receiver could have been retrieved from a local

storage area, where the sender 10 has previously exchanged messages with one of the

receivers for example, or a PKS. In this example, the PKS is not shown and the location of

the keys for this example is not important, only that they do exist and are accessible.

The encrypted message and the session keys are passed through the insecure Internet

20 to the destination host location 30. A computer at the host system connected to the

Internet 20 then receives the message, which is then given to the message server 40 for

processing. Also working in cooperation with the message server 40 is the redirection

software 45 that detects the encrypted message. To assist in the delivery of this message to

the mobile device 100, the redirection software 45 re-arranges the message and removes any
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In the exanple shown in Figure 3, users A and B have user accounts
associated with the nessage server 40. The redirection software 45 sends
t he re-orgamaemonessage 200, with only the session key 22@/Gyenifcal |y

directed to user A As those skilled in the art will appreciate, user A
owns the REENALSs il ark B ndeddl ILHE YREviG R uSPS BHE Hevi &SRO Anbh:r n@n of .
Simlarly, the fedirection software 4§ re-organi zes another transm ssi on of

message 2{0 e}{@r}gg%dl %ﬁg@e&&gé ﬁéciﬁieﬁ&l%o Ih)lsltf,-' whidh ?ro%?dgg % Igrllldé g{ té)%ﬂi& steggi:“onag y user

that can use s y 'hce on use ey can decrypt

encrypt ed, sessi an Kk g)ﬂicﬁ' reébite}l{' ﬁ‘le{ﬁg bfol eCcd &/ B&? stk %e I?e%}p?e%ﬁ]éﬁ): sé 'I,Afgl‘% sg d user B

open the nessage and extra encrypt ed sessi on Key.

session key is, t decrypt ed hng.the private ke esi.dent .on each mobile
devi cor ol R Ede FEPUESEL UL he i Bl Reh A it e B8
nmessage. By re-organi.zi the orj.gi nal S e, the redjrectign software-
45 was ablTeés 8% é‘%&%‘i}f%@? Sﬁ‘ﬁ%%rg éfégrngegeagﬁ?’%ﬁg IEaSRYPiEA gession kep Eorthsti | nf o
list fromthe origi nal nessage. As the nunber_ of _recjpients increases, the
over al | SRS of e dvasettir 1t the ot bpE e Rnid Fo S ol hingr el de R 1 ¢ od
to the nmobjle gevice 100 is reduced. In reference nowto Figure 5, an
exanpl e JISSPYALE2 laes ALl Ipessase SZRE i ore sending it froma host system
to a nobile device is shown. In this exanple, the user sending the nessage
deci des to si ¢htherfsampleshein inoFighan: psers Aand Brieye uies agieunts asspened witBender

of the nessage. - The receiving host systemrenoves part of the signature
conponentth¢ psesagexservppdt @ o Tharediostimopfioar2)0osdche ©rganized messsga X, Biths) and
sends that to the nobile device. The nobile device nust have preloaded the
renmoved powx therssssiim kaye22) speeifioelly, diepetefltto mgartAr depuibese skiltadh ifirtheratt ellhost |

in order to verify the digital signature. At the sender system 10, user X
ent ers arpppregigicl usesAayensithe privatehiey thataeapl decryphéhe emeypted sposien &tesh.a

di gest of the nessage and signs the digest using their own private key. A
di gest i SSimilefiy tixbiedirertinn softveare #35 icbdrgartizea andtioar tmbsntissidrheft meyeage 260 edtha

uni que out put for every unique input, such as a CRC of the nessage or a
t ransf or nessi@rkeyd 2ig. dn chigest, wergbisithdwnlpusehthat can use session key B, since only

user B’s private key can decrypt encrypted session key B. At the mobile devices 100, both
user A and user B open the message and extract the encrypted session key. The encrypted
séssion key is then decrypted using the private key resident on each mobile device, and the
decrypted session key is used to decrypt the user’s message. By re-organizing the original
message, the redirection software 45 was abie to remove all unnecessary session keys and the
RecipientInfo list from the original message. As the number of recipients increases, the
overall message size benefit is greater, and the amount of data transmitted to the mobile
device 100 is reduced.

In reference now to Figure 5, an examplé of signed message processing before
sending it from a host system to a mobile device is shown. In this example, the user sending
the message decides to sign the message to confirm that they are the authentic sender of the

message.” The receiving host system removes part of the signature component (the
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as MD5, ensuring that no part of the nessage can be changed w t hout
affecting the digest. The digest is then itself transformed using the
private kwgoefiozobe sender, by encryption or sone other pPCTaEs®RMEE0t O
generate a digest signature. The digest and digest signature are commonly
referred ¢Qigsid Hi @ﬁL@% afd AL Halio thO ndBid SdvideD 'Mferﬁl{ﬁﬂer&vfdé Slus 'aﬁ,%ﬂ;gl tal

signature, user X's Cert and a current CRL 305 are also sent wt

nessage. Bl fe fé%yové%gﬁ%{q; ¥ @E{é@h%tp{e, gt %Jslrﬁegaﬁkﬁ%ﬁfg%{#%?@ .

normal |y ds Certs for urali users.

Certs to | : . ip to confirmthe authenticity of user X's
Cert 305%@?@3%@32]%&%%?%%& r?'t contains a cryptographic link back to
other Certs that,c e ha{ n_of t hari zat.jon. Th L.contains, a |ist
of Certs that r@ﬁ%euF%ﬁ%esygtS%sﬁjdg?‘%a( ?ﬁr#%rglafl R = i o Fss';@t DRSFREP R&ve kept
old Certs his i.s a.nmeth for removing their rights. in the system The
message 3t0° %(s:geltleﬁ%tﬁs asglﬁ?stt\ﬂf &‘ﬁ METgS ¢ Y& r‘ilfeo‘ﬁgrﬁf F%‘% 6% °'8 PEKEC 8t nat i on
host | ocat.i op. 30 associ ated wi.th at |east gne of the intended_ recipients
of the meleRtis PESBR Al TRl TECeomsries Remie CURSCEF PRV 30, ¢ he
message i s, processed by message server_ 40 and routed to each
reci pi ent®" cgl_emuf, S &b‘ﬁ@ré&i At illﬁg‘eﬁsgges%fgaemé‘éﬁowm&@?m&? digesfialgogthnhiuch  he
redirection software 45 detects the nmessage and re-organi zes t he nessage
bef ore t radhPsESHIng Bat MePabef the meense éang@o‘?ha%f‘é‘ wighoyt afecting therfigest. 1 o
place the text of the nessage first, followed by the senders signature
(X' s Si gnHteudigsst &ﬁ&erprtéﬁéfeﬁwglmc} psiggh gierpriypg key 21 Wi wpderobpewrryption or
PCT/ CA02/ 00890 the CRL last. This re-organi zed nessage 310 and possibly
t he si gnalomeeoti®r Procgssings s generaicia digestesignnturs.  Theedigest iapd diges signaurehars a
nmobi | e devi ces 100. The signature 315 is a truncated or re- organized form
of the ordogimuuly fegrad taase digital sigrateie.CRL conponents 305. In the first
transm ssion, the Certificates and CRLs are stored at the host |ocation 30
and not sent {(lo asfig in yerfflying vder i ¢ digit@Gignature, heer ADHChrt antby cweest CRD,305 he
users opens the nessage and select a “Verify Signature' or |ike nenu
opt i on oraroger sni with fhermdskaze mAsRdh{e Kefl Aetherigr(BKA) er Cerdificdte dathority (Ca@s a
| ocal copy of the Cert and CRLs 60, which may have been downl oaded

normally holds Certs for a plurality of users. The PKA might link several Certs together in a

Cert chain to confirm the authenticity of user X’s Cert 305. Effectively, each Cert contains a
cryptographic link back to other Certs that create a chain of authorization. The CRL contains
a list of Certs that should be considered invalid. For host systems that have kept old Certs,
this is a method for removing their rights in the system. The message 310 is then sent with
the Cert information 305 to the destination host location 30 associated with at least one of the
intended recipients of the message 15.

Once receiqu by a computer at the host location 30, the message is processed by the
message server 40 and routed to each recipients e-mail account on the message server 40. At
this point, the redirection software 45 detects fhe message and re-organizes the message
before transmission to the mobile device 100. The main operation is to place the text of the

message first, followed by the senders signature (X’s Signature) and place the Cert Chain and
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earlier through the serial port 50 or received with an earlier nessage. |f

the nmessage cones froma user whose Cert and CRL informati on was not

previ ouslwoloeaadmwds ont o a nobil e devices 100, a user can PequagR/oedrat t he

redirection software 45 send the rest of the nessage. The second part of

t he messagecit hlst CPmL fl. ] 2 gﬁg 1 i }Qﬁ@- il .al | ow

the signature tgtbe %ﬁ%@§&€§?ﬁﬁ%gﬁ.gﬁ% r %@%%?gs g&ﬁfc fgggg tkdg ere is

an illustratian. of. i atm | i crypted.

For Fi guraho i BeiefbrlERanAs s b0 aRial 1b0Rmd et 318Gl RREPRE) Y

di scusse Tha n en the .nessage i s ypted firs n i gred second
1e5 Sf”%r? é’? tK\IEt,] original ~si a%t?rg, ngfljﬁ gag co%g%neg{s gOSa ‘i_in gheg%]sg

do'rgan;ze 0 ol
0 e re-ofgani Zi ng at” C e appl i ed. en t he

there are

nessage i, s _signed first..and pted second. a, secon et, of re-organi zing
Fechny qudtn NG il GfiadRe pd RRIX TR g BORE pe IRERA A H Pt sbfiath¥e grned
second only.the si tufe, portion can re-organi zed and nodif]ed.

rowever - bieiEvine 200, oA B bR e, 10D, G aSER OPoPribn MEveEn I SR Bl y t he
encrypte ortion can be.optimzed. The steps in figure 6 e nostly a
conbi nat ?Xg“ fg’tgH%t“fegﬁ’ér’éJiei BI7E" QRB% o rPPI?‘iaBE‘} dor theaigssaeen dige ¥ B d
above. User, X at system 10 crgates a mail q?ssage 15 and deci des to encrypt
and t hen YEFfFrtiop peesrelosal 8Py ehthg GrteArd (HHis<O0s NErd My, havgdeey davadoatod i r st
creates a session key and encrypts. the nmessage. Then the public key for
each r ecicgilishthrqugh the serialpagt 34 ripesiverayith Accarlics mepage Briheymesspgs comsf each
message recipient, the session key is encrypted and attached to the nessage
23 WO 02/f1peosepgEiper0ot eodSRL afgngtion Mes Rk pReEIYY deaded foptose ardbde. Once
the encryption operations are conplete, a digest of the new nessage,

i ncl udi n¢levines ¥Rca yper can reausst biat the yediregtion tseffcware 45 sendt the estipfgbesmessagesi gned
using the senders private key to generate a digital signature. In the case
wher e t hélhesesad pait of theingpasage Wil sentaim thei Qpetsind ¢IR1L: foe thiv smdeyeandwwiill dildve t aken
first, without the encrypted session keys, and signed using the sender's
privat e Kkbeysignbhirgtochegullpbergiegnat ure and all the signed conponents, as well
as any Certs and CRLs, would be encrypted using a session key and the

sessi on key whutderbeceatoor yHigde 6sthag ieac iiluseatigni ofrit megoagde! beingksent. that is

both signed and encrypted. For Figure 6, the impacf of performing’either operation first will
be discussed. That means when the message is encrypted first and signed second there are
one set of re-organizing methods that can be applied. When the message is signed first and
encrypted second a second set of re-organizing techniques can be applied. When the message
is encrypted first and signed second only the signature portion can be re-organiged and
modified. However, if the message was signed first and encrypted second then only the
encrypted portion can be optimized. The steps in figure 6 are mostly a combination of the
operations shown in Figures 4 and 5 and described above.

User X at system 10 creates a mail message115 and decides to encrypt and then sign
the message. To achieve this encoding, the system 10 first creates a session key and encrypts
the message. Then the public key for each recipient is retrieved from either local storage or a

PKS. For each message recipient, the session key is encrypted and attached to the message
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The encrypted and si gned nmessage 200, 310, with the session keys 205 and
Cert information 305 is sent to another host |ocation 30, where it is
recei ved Wy o/1mm8sage server 40 running on a conputer sy®CEFMARSIINE
nmessage server 40 processes the nessage and places it into the appropriate

user’'s medlédgowit the ReRipidnflgfoodectii Dhed Bie 2RcHIBIRACIpBratibfs 168\ompBRSAdReaNd
begins the redirection process to each recipient that has a nobi | € device

100.  BefdfiRe AdWemeBE S GRhidEngSBA bndribtéll ¥86 Reyd QY tdkBn, 1A8 thil BRess i@l € Or
encryption section of the nessage ’is re-organized and only the necessary

R I R SR b e A gL S A
ol Bced ai PR i ikt DAL HECe R bt (REN Al AA0R BB A
Cocs on K FERS, yaRERe RAEY DR SEP DR B oD 4P e ok 12
R R e o L S Ty

a € nessage no ice of u is an

exanple of _a _.,nessage that has.been. signed firsi and encrypted second. In
this case the kreﬁl“iougfb neélflﬁ'PtS?u%%% ?a.Ch regﬁ)dmgﬁiﬂllbgﬁgeyhas been included with

only one sessi-on ke 0. ,The ssage to.th nobi |.e deyi ce of user B
"5 an exanpl o 10F chopEd 2g el TRRete Aty Hoe i P sRRD erh i A SERnd. 1 n
this case, the . fuy]l .collection of encr ed session ke 210, 215, 220 are
present, lhftﬁ’ﬂf‘atﬁ’ﬁll@s ﬂ%%?nﬂfoga}nPglFr %‘?Sbﬁé‘itl?\f‘g”topgp‘frle gris ﬁsweﬁx RECSRgh e
infornatb&n is sent. In both cases, 24 WO 02/102009 PCT/ CA02/ 00890 a
message BOHBE O GhoPRPUHSYHERs Ay o gpessageFerendl meocsssas farmessage ragfsni t t ed
fromthe sender, and only the qgther M ME parts have been re-organi zed to
al | ow f orPlages &gl heotrproprigiseusst’ s mailkers thes Exdisprtest saftyass Aaidetsets tthe 0P% nobi | e
devi ces 100. Wen user A opens, the nessage, the single session key is
decr ypt ednesprEctond bRgias igaedifestionepiopqss éxjcach resipigaidhatiias §i“@<?’i>élﬁl9‘ﬁ‘é0%é&/ﬁaonent .
A digest of the message is then taken and conpared agai nst the signed

di gest vdbaliereithe messageiigpangfo s mghida davice 100, thesigefitee o snoiyption seetion phide di gest

signature is verified using the sender's private key, then the digital
si gnat ur gngssage is re-organized and only the necessary portion is sent as described in conjunction

with Figures 4 and 5. If the message has been encrypted first and signed second then only the
sender’s digital signature is included, and all other parts (Certs and CRLs) are placed at the
end of the message. If the message was signed first and encrypted second, then the extra
session keys are removed and only the session key for the designated user of the mobile
device is sent. Once these E-organization steps are performed the resulting message 200,
310 is sent to each mobile user. The message to mobile device of user A is an example of a
message that has been signed first and encrypted second. In this case the full signature, Cert.
and CRL 305 has been included with only one session key 220. The message sent to the
mobile device of user B is an example of a message that was encrypted first and signed
second. In this case, the full collection of encrypted session keys 210, 215, 220 are present,

but only the digital signature portion 315 of the signature information is sent. In both cases,
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verified. At user B's nobile device, the digital signature is first
verified, and then the correct session key is |ocated and decrypted. Once
t he sessiwp kayobor the user is found and decrypted, thepPecgFssagevan be
decrypted to obtain the full contents. The precedi ng addressed

re-organi,zj gﬁ;@iﬁge | i t I . Lle
devi ce. ‘Iah]:ngtg %%)??Od anp eoﬁtglé ﬁes%azga P’f g r%‘r’%‘%‘ﬂ‘\%ﬁg‘? la?%ggﬁaggnﬁlp%d;gggn@he
nessage t e t 1] j | ar gest
advant ag e g%dfe ’taﬁg %glry g-ﬁ%or o% essin %&ﬁo‘%@{} gy{)‘%g‘?gﬁdﬁ $ gfel%‘}" Egrvag#eguc\f\%lr&?eljw th
messages fhat are.both 51{f ned a%qheerlrﬁ%iyep ed. yp ch are the nost difficult

e-air transmission of 1 Vice .
messages to rg-organl Ze 10 reduce s .. ThesSe pre-processing nethods are

nost feasiblejf stro security is.,already in.place be en.the corporate
(T reval | and. Ve e onTa mesassy g anER stosiod i Feleat Pl A g st
"wireless-friendly' security solution fromthe ¢ any's. | ocation to the
Tobi | dat AP e St cbdent A Hises or R Pamtesa e o o
solution wi Il have flaws if the conpany's.qwn corp te |l ocation es not
ave. of 1 ieebas AEaRt el AEr Hor T Y e Spfsudt Co digety ectand £5 1

m ght be possible to sneak into any office and just read another person's
mai | at Kigeshpigpawre ivedliek Mspe the &Fndehs dTIVHME ey Hgn the digiiab sigratitg s of
SSMME to a wireless-friendly securjty method, done conpletely behind the
conpany' svefifipdy yser Bisangbije H@Vl‘ée@H@idé%ébﬁgwwssfg&ﬁeéﬁ%lan%é‘@ SRR es. In
reference nowto Figure 7, this illustration is the first of two nethods
for deal ispgsionnkeyhisniesaiedyend deriyptethy Onsedhe seseipy diek dou diengper ipiynd angey
mechanismlike SSMMe Both 25 WO 02/102009 PCT/ CA02/00890 Figure 7 and
Fi gur e 1Gleaypted/themesspagea cambe Hemlypterhio obtajnrthe fulleonisalsof f er s t he st rongest
encryption support of the two nmethods but requires nore over-the-air steps
and nore CPU dihd pRieetingweddresseds meorgaszing the meespagh ibetorel sanding . it hibe vsesf used
inthis first nethod can handl e the case where: (1) the conpany's mail
syst em anhbe mbbilaideices Thismektexe@ple deschibesalifferentways & prpiprocagsehe mesdageubl i ¢ key
pairs, or (2) the conpany's nmail system and the user's nobile device have

t he sanaedict dath ehad nasthightahaniked/ oyeathesirh The ldigesn@iys@agery tiegaprocassidg
redirection software do not have access to the private key. This later

Si t uat i ormétBodik ti@nitideds eas evellivath héreages thdbire bl \signed and encrypted, which are

the most difficult messages to re-organize to reduce size. These pre-processing methods are
most feasible if strong security is already in place between the corporate firewall and the
~ user’s mobile device, for example by using a ‘wireless-friendly’ security solution from the
company’s location to the mobile device. However, it could be said that any proposed e-mail
secure solution will have flaws if the company’s own corporate location does not have office
and desktop security in place. Without company security it might be possible to sneak into
any office and just read another person’s mail at his or her own desktop. Therefore this kind
pre-processing of S/MIME to a wireless-friendly security method, done completely behind
the company’s firewall, should be considered very secure for most companies.
In reference now to Figure 7, this illustration is the first of two methods for dealing

with messages that have been encrypted using a public key mechanism like S/MIME. Both
25



kept on a special smart-card or hardware-based key reader system The

bi ggest challenge wth this nmechanismis to deal with the fact that only

t he devi cwolvagomozopy of the private key that can decryptPCrhaosesssbon key
to decrypt their nessage. lii Figure 7, a user enters a nessage 15 at

wor kst at iggfurd @ and PRuttS® ust MRNEIEELESS ThR fir& gt ffeﬁ%gm PertHphbn
random y cggat éncll s%lslsi onuskey and encrypt slrt he sesosi on key %&t% Etpﬁenpubl iC
key of ev&h¥ord &l s BLEBGw; IS 858k rgttgﬁﬁﬂ } e, €1 ther
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encryption kecfgsﬁ%é\;\gl%]?e, 8(?Vtmei s%ﬁ%%gg%/ﬁ%gl 15 tﬁiﬁ%{&%&éﬂodﬂ%&s@%@e% %&{Q%e

addr esse .the 'S at i di.rectly. .1t .l s .0ossi.ble to
har ot N (B haRyS AL RRIAL SRE RS IR Sk b b BRI 100 by
| oadi ng th i vate ke into the pobile device 100 ,over..the.serial port 50
ne- Shoun 118 PRPie Y Bt Yr b Dekgbbpf e Spfe ripe W P PHL 1S i e
smart-card into a card reader. and yun a conmponent of the redirection

0 twar o 915 B 40 PR PairE P ol Pt RTi e Pesdion o RAEEI Toht o
menory of the nobile device 0. Afull detailed description of the nobile
devi ce 108§ &I (RFRF e oY Filisrlater situatiopis é’?t%ﬁ’feéasep‘?’]i‘e\?d‘%%l’%‘é‘}e k¥ ised by
both the desktop and the nobile device 100 as a way to_  extend the mrrored
e-mai | cdiebpt 2 SR Shratticard; Qfdhardyrast-PasRd key feader sydemnmelthethiggestiqhallsnge essar y
public keys have been retrieved by the sender from |ocal nmenory, or a

| ocal or Wit Bisdeschprseé tppel withdhéfaetdhu gnlyabe dyiceIapa seny of e privaie ey

02/ 102009 PCT/ CA02/ 00890, assocj ated encrypted session keys 210, 215, 220
are sent th¥ camdecpipt fhgsession &pyioclseypigheir messagnat i on host |ocations 30. A
speci fic machi ne connected to the Internet 20 receives the nessage and the
message i s gi VeHigue T.Heuspeiyse massagedS 40wpkstafiero bk sEhawper than degidesdessi ng
triggers the redirection software 45 to detect the new nessage for the

nobi | e usweryphidie myssagx nsiega randorhly omeatadecsspnday end encuypts the sesSombey witke
session key is encrypted with a specific public key of the nobile device
100, or dh¢ publztkeyealf\evelyeinpndedateeiplety Insthih dynmplee theseessage might eithecbssi bl e
froma piece of software running on the server 40, the redirection software
45 addressed to both the user’s desktop mail account and the user’s wireless mail account, i.e.

when they both are using different public encryption keys. However, it is more likely that the
message will be addressed to the person’s corporate account directly. It is possible to share
the private key between the desktop 35 and the mobile device 100 by loading the private key
into the mobile device 100 over the serial port 50 as shown in Figure 1. To perform this, the
user would insert their smart-card into a card reader and run a component of the redirection
software 45 to load the private key from the card reader directly into a memory of the mobile
device 100. A full detailed descriptic;n of the mobile device 100 is included wifh Figure 14.
This shared private key is used by both the desktop and the mobile device 100 as a way to
~ extend the mirrored e-mail concept between the two locations.
It is assumed that the necessary public keys have been retrieved by the sender from

local memory, or a local or Internet-based PKS. The encoded message 200 and the
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extracts the correct session key 220 for the nobile device 100 and sends it
to the nobile device 100. After extracting the correct session key for the
nobi | e uswn,02t1bmo9 edi rection software 45 buil ds an enpty Pegasageotdhat only
contains the encrypted session key 220. The nobile device 100 receives

this e”pt g&ﬁﬁg&%\/&%&&%&ﬁt %fbe BCHYPLEIS seif 80 80 o¥“ﬁ( 2ch1 EﬁtQ’Hﬁt he

message. Ice ecr pts the encry RT0h
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decryptiaon r .0 d t b lLe d 100 d
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redirector S/IW ddi t onaII S allows, t redirec ft 45 t
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nmessage. age. 80 t hen nstructed a sent to t b|Ie devi ce,

and wi || PHHQEEW ﬂgﬁfh%eo ﬂvmeef&)%u%ﬁ Higmat V¥ i é’§‘§atF’ kP HH’B)PY © PSPPSR

met hod. The nessage 80 can then be decrypted at the npbile device 100 and
t he ori gidy&§sst sfé%{@é piese; of sﬁft@@@rﬁ“%‘&ng 8ntt£FeserYF§é‘t0 theTetiFrstion RfHe 4of
handl i ng public key encrypted nmessages that use nethods |like S/IMME is
shown i n Sxfracs Ehegoorrpefi sesssqucky229efon e mebilesdeyice 08 agd ssepdsiibie (i arabile he
desktop and the nobile device share a common private key, and the key is
accessi bldsvice 10Pe Aidr| extractingythe) orip aesiopdTy dmothe goddle user theeredipntion
redirection software. As described above, this may be an unlikely scenario
gi ven hoeftwarerddrinilgy anvempy keysage thahorily ggntdins ée eharypief sebkionekeyr220t Aibe net hod
does have the advantage of reducing the nunber of steps in the process,
renoves tihebilealedice 308 eavciives thibeammpyrp meskage asl entrakie yheoaneryptedesession, kep 280 r educes
t he nunber of public key operations the nobile device nmust perform

Tur ni ng rfomn the nbdsspge.e TBg mabilesdevice O thee decayptethorandrymebessjen Ke§ tatecover

wor kstation 10. A session key is created and is used to encrypt this
message. théosgisa sassion kke§00 amdtstel itdack yothehost location 30 and redirection software

45. The redirection software 45 then uses this decrypted session key 500 to decrypt fhe entire
message on behalf of the user. This reduces the amount of complex public key decryption
operations that must be performed on the mobile device 100 and leaves the larger decryption
operation on the entire message to the redirector S/W 45. Additionally, this allows the
redirector software 45 to redirect only portions of the message, in the case of a very large e-
mail message. A message 80 is then constructed and sent to the mobile device, and wili
normally be encrypted using a wireless-friendly encryption method. The message 80 can
then be decrypted at the mobile device 100 and the original message 15 is presented to the
user.

Another example of handling public key encrypted messages that use methods like
S/MIME is shown in Figure 8. This second method focuses on a situation where the desktop

and the mobile device share a common private key, and the key is accessible to the mail
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with the public key of every recipient. In this exanple, the nobile device
100 does not have its own public key but has received its private key over
the seri aWopofo2069 as described in conjunction wth Fi gureTiCA0Zhisv0shared
private key is used by both the desktop 35 and the nobile device 100 as a
way to exgeﬁ/@f’aﬁdh@dﬂcﬁ&? E(ﬁgva‘?e nRL‘ hes@ﬁ%%&vé) HiVmaP vl Qﬁuﬁlﬂ@y Sg%‘% %g/%n The

message 200 and sessi on keys 0, 5, 220 are sent to on
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devi ce 1001§€2F redlrectlon sof tware 45 uses the saved private key shared
with the B&e 5W9VmH§@P§3Plthe session key 220. The session key is then

used to decry t he nmes e iLtself. Once the ssage js de ted to-clear
Loxt, it is SHmigEaan ?&rﬁ%&?%cwww%gm PP 17 AHERBHPLI At hod
and transnlt d to the mohil e device The _nobil e device 100 decrypts
t he nessafa%*mgﬁﬁy br &gt andiis used) i W@W@g@as rP?foraes Thisspsgion&ey 1sdbam ensrypted; s
procedure |, Iloms t he mpbi |l e device 100 the fastest delive time, with the
| east anotifh thePubjisricy Of REyY Bsiment-i Bribis expmRlsy t{‘%ﬁ‘ﬂblﬂeoded@e\}l@gww baYe power
intensive on the nobile device 100. 28 WO 02/102009 PCT/ CA02/00890 In
Fi gure 9,iSatvieRebkis|key dut Sasgieedivadeliseigeiepkey- Pieb BessritlgparsSe avdascribpian host
| ocation 30 of the npbile device user perfornms the signature verification
on behal feoafungtipa wighpBighie ldeThis shayedprivatehkey is as6dryy hode therdgplgen 8% pwshthef bul ky
signature data. This pre-processing transfers the sender authentication
st ep frormetile davips 1 agewiaydo eend the mitnerehegtail sorreptrhetwisn disdwe locations- i |
nmessage 15 is created and signed by user X. The signed nessage 310 is
transmitted wlhamgbiags 2@ handusesiondepoidn? 5, 32Hark sent heeorgror mpneredipienisrat | ons
or host |locations 30. A nmachine connected to the Internet 20 receives the
si gned neEwstagentiand30 based on ¢fiewecipient lishe Thesssage is acoeored 89 a cohputeediarigct i on
software 45 detects the new nessage for user

connected to the Internet 20 and passed to a message server 40 that processes the message

[¢]

and places it into the user’s mailbox. This triggers the redirection software 45 to extract the
message from the message server 40 and detect that it has been encrypted using a public key.
Instead of sending the message directly to the mobile device 100, the lredirection software 45
uses the saved private key shared with the device to decrypt the session key 220. The session
key is then used to decrypt the message itself. Once the message is decrypted to clear text, it
is encrypted again using a wireless-friendly encryption method and transmitted to the mobile
device 100. The mobile device 100 decrypts the message and presents it to the user in its
original form 15. This procedure allows the mobile device 100 the fastest delivery time, with
the least amount of public key operations, which tend to be very CPU and power intensive on

the mobile device 100.
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A and it is extracted for processing. The redirection software 45 detects
that the nessage has been signed, so it goes through the process of
finding twe opudone key of the sender. The public key coulPéTaowe/06890m a

| ocal storage area or froma Public Key Infrastructure (PKI) 600 sonewhere
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is first conposed by user X I t he user X has ask%d for the nessage 15 to

be si gned°faiPay 3thnd PALHPCEHBRSATIA the Interaet 2d fecelvepbp sizpesl PetiracAPe 195 di gi t al
signature, as described above, and the digital signature, possibly along
with one Seniphe mesgge senigidOcRhe requonﬁef%a%r@ 4¢ HelErts e pewe MepsagnipE UseRlext , a
random session key which will be 29 WO 02/102009 PCT/ CA02/ 00890 used to
encrypt thanditésgactabior aracersingg Thaeedispagion seftverrg hadelecss thalrbe mayagedies s and
CRLs. Then the session key i-s further encrypted using the public key of
each desthepmsigoed, sedi gresrthrough thetpmecesss el fining thekwbli¢ ey phthersesdengdhe o be
encrypted and then signed, the steps are slightly different. In this case,
t he randawbiekei onldkeymd Fogenloratstdagei arest ordran & Peble Key fdrastsucenme (BIgH ed
using it, without the including the digital signature, Certs and CRLs. Then
t he sessi@i domewhsre @ntheylpteedtt 28) fig dxmmplpubOne theypublic &eyc bf thecsepdans and a
Reci pi entl nfo conponent is created. Al the keys and the Recipientlnfo

| i st are raticeshédd digital kignangs sagbe vérified oh belnalf of thompbidt devica usal JViieatier
signature of the nmessage, session keys and Recipientinfo list is generated
usi ng t heor not the signature verifies, an indication is included in the message 80 that is transmitted to

the mobile device 100. As shown, the original message 15 is re-packaged into an electronic
envelope before it is sent to the mobile device 100. This electronic envelope is then removed
at the mobile device 100 before the message is presented to the user.

In Figure 10, a combination of the operations described above and shown in Figures 7
and 9 are being used at once. In this example, a message has been signed then encrypted, or
encrypted and then signed. The order of the operation is not important, as this method can
handle either operation being performed first.

The e-mail message 15 is first composed by user X. If the user X has asked for the
message 15 to be signed first and then encrypted, the first step is to generate a digital
signature, as described above, and the digital signature, possibly along with one or more

Certs and CRLs, will be attached to the message. Next, a random session key which will be

29



senders private key. For working with public and private keys, it has been
assuned that the necessary public keys have been retrieved from | ocal
menory orwe oBK®o0dt is also assunmed that, the sender doe®CaaAopeesssarily
know whet her a specific recipient is nobile since the nobile device 100

and the i : Lt el ShdP i re the
private Egi&gggn mﬁ%ﬁqﬁg@fggﬁ %g{gglgmaglnegétdﬁgé%%%?a%e’d%ﬁ %‘ZS(E%J[S ngc?%]g%i ng the

Ilglr Ljﬁ?éel angit%te%(szsri(} Eeg a@'i)vgl.r i}é}ié’?e?n%glgfetgyﬁ’g%%ag}éggé%?ldgggl?ﬁ%nﬁrgd srsltg(r:]?at eioln
?zggyﬁ;'?ﬁ(f)n 3%@1 arsglf A If seﬁf %%g? ﬁe@ %g{ji%g%gﬁ%ﬁ%%@&gtﬁ@ﬁ Sﬁ‘?ﬁssmeg%@%ﬁ%t hﬁr

i pi i fi [ ] .| 20 '
recipi entdsllger@iets e tis (!ace g%crarll 5 s%(s)srll?n elge%ﬁsege'[?grgéegglést glt%$ @1% ?ﬁeﬁﬁg? %S:%Ee}?/l étgi St ©

nmessage an hée nessage 'S gi ven o si ng.
This processi.ng.iri gger he. redjrection soft 45t o detect the new
nessage fugylgt"t’lgmh%%?}?eemagélpg g’r?dj%”tl%{ 3%%“5&&[“[9 a\?,\?é S Fﬁléenﬁg%?éﬁ%“ %eé'rlt?er 40.
Since the nessage has been both sjgned and encrypted, several . additional
Steps ar CTHEPEHaE o pi ke abeih iR Bau A e Ruiite EwSldhy s feied
encrypted, th redi recti,on ftware 45 first sends the correct session key
220 16 ¢ Hl HEOieTEATabs Reiflguing o UG 1O HIC TeFTEaset [MECE BES i 5PERle€ed si on
key 500 is returned to the redirection software 45, = the nessage can be
fully de&ﬁw signatirg of (the BeEAR G7ssion Fevy shdtResipieklntolitt dy geopréedsisiigaheir e i s
then verified by retrieving the public key of the sender. This key m ght be
stored i reRgsEs Pro@tajey o Fon wotkin widrpublo andodate keyschhisdwenaivyngd et Be sk

| ocation or accessible through a public key infrastructure 600, accessible
on the | ricesspasy putdicikgys bive bestngfsicscd W@ﬂ%@ﬁlm@m@y%ﬁa’&& s Isis gliapsspmedioes or
does not verify, the nmessage is re-encrypted using a wireless-friendly

met hod, dhdt thesadendnes nobsesagserilgtnpw whedres @i speaific resipiané isvmbbileesingsethe 100
with an indication that the nessage had ‘been signed and whether or not the
si gnat ur eneteleideviee] 100Tiwl the Béskwp 3§ sharerthe saime privide kgypt It ishpwssible amshare thed
nmessage 80 to retrieve the original nmessage 15, an indication that the
nmessage hedtetkerbetwegnibel deskiog 3dtaed the mabile doticet 100 by ilepdaiguheprivas kegiitd i ed. | f
t he message has been encrypted first and signed second, the redirection

sof t war e thd&mobile device 100 over the serial port 50 as shown in Figure 1 and described above.

The encoded message 200, 310, the associated encrypted session keys 210, 215, 220,
and the associated signature information 303 are all sent to the host location 30 and possibly
other recipients. A specific machine connected to the Internet 20 receives the message and
the message is given to the message server 40 for processing. This processing triggers the
redirection software 45 to detect the new message for the mobile user and to extract it from
the message server 40. Since the message has been both signed and encrypted, several
additional steps are performed. If the message has been signed first and then encrypted, the
redirection software 45 first sends the correct session key 220 to the mobile device 100 for
decryption. Once the decrypted session key 500 is returned to the redirection software 45,
the message can be fully decrypted and the signature information extracted. The signature is

then verified by retrieving the public key of the sender. This key might be stored in the
30



verifies the digital signature as described above. Wether the sender's
signature verifies, the <correct session key 220 nay be sent to the nobile
devi ce 10Woftenoxexrypti on. Once the decrypted session kepCFansos9et ur ned
to the redirection software 45, the nessage can be fully decrypted and
sent 1o the b Hentbt) B9 AuMobflofSe {cbL OB e B Y Pl AR5 mobi | e
devi ce 100 receleves an pr(())cesoseif tchesgiﬁest‘éé&g 8ayBﬁ 8 1 elggélgtnil%e%ggl gi nal
nmessage [ c e t

shoul d béaﬁ%egtﬁ@a °¥‘ﬁ*§% g AR G Bk, OB ndﬁﬁge%‘é%?%el WRE i1 e

in order ven@o eEs% g '1se¥% é’nc%&?]e%ags“f ywﬁje{elgs)fﬁéﬂdﬂ? ﬁ{eth%d”%?é 25t the

host Ioczﬁl on can s5sage even if the
si gnat ur e_was t. ver f w chapt of how t he . host
syst em may pre % l%xf nsmlé &jho % bﬁ% flg’ nglr a éﬁé%O%ﬂ‘at @'ﬁé?%?fﬂg%&‘ flessages

before s ndln the e devic 11 focus irectly
on mees a8 TR MR YeELT ot @ﬁé’&nat&ﬁ‘h"%fl‘?ﬂ g‘hw%én@e s SratendrgF G5,
diagramto deal with be encr pte In this flow di agram
0 AT aBueq flathen B0 o Lt Bep08 alwsmggl cEeiiieten e hting has
placed it into its_ nessage storage | ocati on. is al so assuned that the
r edi r ect '8 PeBySisREd @nd s7he r%nﬁbt F BEnatyR Pt ’(9ﬂ with the nmessage server
40, has detected the nessage arrival. 31 WO 02/ 102009 PCT/ CA02/ 00890

Tur ni ng now t & the Bigpsase hasibrerpencripled firsi@ndriighrdcernagi the resfrectiop sofrpme 4dhen a
message arrives froma nmessage sender within the Internet or Intranet and

i s det ectvefignihe figitalrsignatuecas dgperibed abgye.c Wistherthe srdes's signasyye verifigshibe
redirection software 45 is to check to see if the nessage if in plain text
or not, aorggFessionhkey PRy basetido dkes mohiledeviasr Hfdfop dearbiptiohi ngndentde M ME
type, or looking for attachnments with a certain format and M ME val ue. |f
the i nf cleamiptedpeskion ¢yadd is estyrned thdle tedirdctorpgbiwar: 4o thermaassage cambecfain of t he

nobi | e devices as normal, as shown at 710. If the information is not plain
t ext, thekcaptethenk séms toretctaisert usiigep witkssfoiesdy endryptionealgreitisng & heambie gned
first or not signed at all. If the nessage was signed first, this would

nmean t he deeiss dQEreaidesdmelprecessey meadeslsmtSOamd ptdsmteﬂmrqqgtnabmemgd it5,have to
be processed
well as signature indications, to the mobile user.
It should be noted that a digital signature need not necessarily be verified in order for
a user to view a message. By decrypting the message at the host location 30, the user can
then choose to view the message even if the signature was not verified.
Figure 11 shows. a flow chart of how the host system may pre-process signed,
encrypted, or signed and encrypted messages before sending them to the mobile device.
Figure‘ 11 focuses more directly on messages that have been signed, while Figure 12 extends
the flow diagram to deal with messages that may be encrypted. In this flow diagram, it is
assumed that the message server 40 has received the message and has placed it into its

message storage location. It is also assumed that the redirection software 45, working in

conjunction with the message server 40, has detected the message arrival.
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before the signature. Oherwise, if the nessage was signed |ast, then the
digital signature nmnust be processed first before processing the encrypted
conmponentwolok/1030e9 nessage was signed first or not signedPatr/Giok/oodhen an
additional test for encryption is performed at step 720. |If the nessage is

not encrypt ed 19fiYe Adw & F1g91%t1151'ng13§1ﬂ) th@rmém WBins GDGEY POE e almestdgen there
nmust be an error or t he nessage has format that the redirecti on oftmare
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t he message en si I ast e Mas S|gn tE‘Snly and
not encr the the ed|r ects th | d ont via a
digital SM gq&ﬁ"e Oét Orfﬁ%(f ‘%“iﬂ Spgt% 3 FEBRY 21 Mid@%at‘# &n til
encryptlon comnmponent. een. process 5Q).. This h
enters f rBoE aﬂseﬁf?'?eéﬁﬁew fsoPgE aeit%?%@aetcﬁ%én%ﬁt ﬁhw%ém Thi's i's
t he case when th S.Si ned fir and encr ed s cond

exanpl e, atsﬁléowt%h@a]tsf%e‘ té"t“)ls P%tp Eyhihen a\ﬂ\{“? iyjuade akstep ﬁhn R?éf’eel key,
represented by K-1 tQ produce the dige i.gnat ure AK- . At step 745, a
new nessdgemessae SRR S OB 9T weﬂmmt/%balgéw I%ﬁsgaéstwaﬁélga%%efa #Hdt he
content using a known_ al gorithm or using an algorithm sel ected |n t he

si gned ddpesn th, mess3gs bk Besn gnefypied dashandyfhe eRcryption wauld haver todsrigseseegdt o t he
di gest sent by the oréglnal message sender. After this step, the public
key of t Hsiose theevignasire. dOhprxisss iff the messagdtay signeddash thea the ghigital sigpapiral so be
included in the Signerlnfo conponent of the nessage, at step 750. Then, at
step 755,mushée proogssaafireti hebase progessingr hpteaerypisd ngmpcmnt@uﬁl the messpgefwas he
sender to produce digest B. The operation is shown as taking the User A's
publ i c kesjgnedfisshor nofpighegd atglli thert an adhigiopal itastifor edomyption ¢y peplosoed A ek 720.1r ) ( MD) )
whi ch produces MD. Finally, the digest generated fromthe nessage di gest A
i s conparléthetmessdpge islact gnotyptbddintye€ ., Bot Sigedkot Was thdtensiyptadtast, ehdnstharal i d and

t he nessage was not tanpered with, at step 760. If the signature is
must be an error or the message has a format that the redirection software 45 cannot handle,

and an error condition 725 is declared. The particular error handling procedures may be |
dependent upon the implementation, and may be configurable in the redirection software. If

- the message was encrypted last, or if the message was only encrypted and not signed, then the
method proceeds to process the encrypted component first, at 730.

If the message has been signed last 715, or if the message was signed only and not
encrypted, then the redirector detects the signed data content via a digital signature at 740.
Another path into this area is after the encryption component has been processed and
removed (850). This path enters from Figure 12, and will be described in more detail below.
This is the case when the data is signed first and encrypted second.

In this example, the MD (message digest) is encrypted with User A’s private key,

represented by K™ to produce the digest signature Ax'(MD). At step 745, a new message
. 2 ,



invalid, then a text header is added to the nessage at step 765 to indicate
that the signature verification failed. Otherw se, a text header is added
to the newoagaomn step 770 to indicate the signature wasPealGAb2/00890

Al ternatively, as described above, a digital signature may include both a

nessage  @lig@€ &l gedidied of itiEOnteRt @il A KRwn!dladrifn? of A3 aﬂlgﬁgﬁm Rerdfest # be

conpared with the digest in the Igital signature, and di gest

si gnat ur ethwRigheh @hs oTRE p8Ndef b @beH U, REhidhNRIITRIAE! compRidlid fe dlé%é‘c'sgnt by .
Verificgation of the digital signature is then dependent upon “both a“di gest

mat ch andipe %ﬁ%ﬂnﬁli Iﬁé‘ésilg%ﬂseﬁ(ﬁer.t DG ef BESEp, %@&ﬁ)?]ig rkgy oW LhRt Imf RfieViPRgLur e has

been processe a check is nade to see 1t ata I's sti encrypted, at

step 775. meQ@ry?ﬂ&ﬁ%ﬁiIﬁgoﬂpﬁﬁ* : ?o BB AV En ?ﬁﬂg@r@ﬁoﬁ%gﬁ%@ﬁ SPHE icsdadd

exanple if the signature ve I cation pa ered vi assﬁé?’h 850.

data via Ssp Fho, sn REEP Rt oA 4% BURRb ARG ol B U yer
oo encryut apRpftistal s, R RRBR Dlad SR bR PR ke et ms ¢ e
st o pabome F et G BRal bR R hafisn aayes 0y iy, tpe T
02/ 102009 BT FeAIFR GBS o' Giebisrai@in SrEPypeited & e dEaget ik Priebtis « ne
Gevi co. 10 SEVLRE 0 SR Gte BHA "R OTRBPRBH I PP 780 dhe NSO Rg,

conpressi,on_and encryption _schenes optional ly enployed by the redirection
SO]ETP war e 13?531‘%09’@?1 §t}?’é%§%‘% iseaddleqd torfhe mspRERAtdsp; 72%.‘70 mdigatcathatthe signature
continuation of the flow chart shown in Figure 11 and focuses on the

pr ocessi ngriGfFationdrilsdt i Qheriseor kextbsderig agdedite thermessegsiat step @90 teinditase ent er
this Figure there are two paths, one when the nessage has been signed
first andhefiepyie#@s &didond or was only encrypted (730), and the ot her. when
t he nessage was encrypted first and signed second and the signature has

al ready been pYisEwssdy ¢s7&wyribed above, a digital signature may include both a message

. digest and a digest signature. In this case, digest A would be compared with the digest in the
digital signature, and the digest signature would also be verified using the sender’s public
key. Verification of the digital signature is then depeﬁdent upon both a digest match and
verification of the digest signature.

Now that the signature‘has been processed, a check is made to see if the data is still
encrypted, at step 775. The encrypted portion may have been already processed, for example
if the signature verification path had been entered via path 850. If the data is still encrypted,
then the method proceeds to decrypt the data via step 780, as detailed in Figure 12. If the
data is no longer encrypted, then a check is performed at step 785 to determine if it had been
encrypted. If it had been encrypted, then a message that contains the signature validation
header, an indication that the message was encrypted using a public key mechanism, and the

original message body text, is constructed and sent to the user at step 795. If the message
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The first step in processing the encrypted data is to | ocate the
Recipientlnfo list structure and |locate the session key for this

parti cul awouga0200at step 810. The next step 815 is to gemerataaosdanned
message for the nobile device 100 that contains the session key. This

nessage Wi ne‘b@\éﬁcrg[lﬁé;% EQ%a%er}ﬁat ddeb Bhe Qi K@tultem?ﬂﬂ I+13% AELBS %lgglthé‘%%ta%é he

nmessage, |1ke the e an orlgln tor e nessa

ndi . d
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t he device doe ave the cor @fﬁ rlvate key, or |f it has not Ioaded

any privabg” %ﬁy, ?mFﬁée%fe$ﬂQf t"#%nt to decrypt the nessage, then

t he message cannot_be vi b user i ndi cat e 0. rw se,
as an opt |gona 180G &'S at‘?‘?&“’ﬂ]?&?‘}/ﬂ’i[a@‘ tglé?wg‘iheléﬁ PHe! %‘i‘fsgl dg‘iﬂff“?ﬁp fe
nessage via a.ne or ot her. user . interf of  the bil e deyice, at step
835. The PISEI % an%‘é(Bté‘?“o‘PFf‘P%Bfe‘idéngt ‘1’1&91*6&% da deek 19 en%@lﬁg‘fm é‘??ﬁe t he

original message is decrypted at step 840. Once the decryption is conplete,
a test i MHVORIHTeRPerHeade m?ssaa%élah%%egagéeci frshandencypigd 8¢rond pr VirePnessage
is also signed, then the nethod proceeds to step 850 to process the

di gital sep@watﬁh (B0), 28d ghepkper iherhgnessage was gneruried firse andpigngd seqopd apgd
message is not signed, 34 WO 02/102009 PCT/ CA02/00890 then a further test
i s perf orhediengiure hasgligsly been meeessefl (1302 si gnature was already processed. It
is possible to enter the encryption processing in Figure 12 via path 780,
when the si gndde fisgngternnprogassing |theeedpyyptrdodais deth locatetthe Rerigigatdnfe dishas

al ready processed, then the decrypted nessage with the signature header
are al |l senttute@and heateths deesiaiekeyder thisipasticelai wgr, abstes8Eh BBMext @pddvs se, i f
t he nessage was not signed, then the original nessage is decrypted and sent
to the nolgelemtdecamed iessapefur tiet mebileple8ies 100-thguicantali® thésoasiomkéyl. dlhichart of
how t he nobi |l e device may nake use of the host systemfor signing and
encrypt i omeserge weld hagasxt diad thgusst td dife then infoanation alBuniteaiestage tiike theesta@npl e of
pre-processing data by the host going to the nobile device, the nobile

devi ce  date and originator of the message, with an indication that it is encrypted. The message is

sent to the mobile device at step 820 with a boilerplate message. The mobile device 100 then
receives the message, detects the session key and confirms there is a private key that can be
used to decrypt the session key, at step 825. If the device does not have the correct private
key, or if it has not loaded any private key, or the user does not want to decrypt the message,
then the message cannot be viewed by the user, as indicated at 830. Otherwise, as an optional
step, the user may be given the choice to decrypt the message via a menu or other user
interface of the mobile device, at step 835. The decrypted session key is then passed back to
the host and the original message is decrypted at step 840.

Once the decryption is complete, a test is performed to see if the message is also
signed. If the message is also signed, then the method proceeds to step 850 to process the

digital signature, as shown in Figure 11 and described above. If the message is not signed,
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may all ow the host to post-process data fromthe nobile device. In this
flow chart, the user has the ability to add encryption, signatures or both
encrypt i owoando®dgnat ure conponents to the nessage. The PCTgtA020€890900 in
Figure 13 is the user selecting a "conpose” option on the nobile device.

The user I S it [l on ssage
at step 0L R ERRS RO AR oS LR Lo DR o8Pl B e
propri et . i C ' Then t st 910 est ig perfqgrned to
ettt Ao Sty and BRI Boos iilim Pl FRoirBn 20 Shen RrstStelen o
test is perfornmed at. step 915 ¢ ee. i f the t to ad encryption. If
the user 1A% Nt Wg%?hée@fl%gmf%s%id tZ‘Fﬂ%&"WS iwg%éit,r\?ﬂgé pchegﬁg REBE eo%f’ryﬂ‘?gn t he
user's request for additiqnal security is ignored, and.the nessa is sent
accor di ngm%ﬁa%‘?o“flﬁatﬁle SﬁPﬂE@ﬁﬁ?‘& e A SR t]@ez‘@gb‘fef‘fef’ﬁg??fs"é‘?‘“%é’é S%g&)'t o add
a signature, then the nmessage text is passed to a digest function and the
di gest i s&gﬁwifpi}é'ae WFSAEe Wy nok &igned, li%efl) {Aeruisinal masspgs s fequpted apd septdp 925
As descri bed above, encryption of the digest is only one exanple of a
t r ansf or At MORila §eXice &QViFY: atseP§8%d to sign a digest. After this is
conplete, a further test is perfornmed to see_if the.user also wants to add
encryption to Hgwee hdshogea flay chag of 9oy thengobile devieskinpy avke pser ¢ofethehostyj | |
35 WD 02/ 102009 PCT/ CA02/ 00890 appreciate, .the test at step 930 assunes,
or al t er mastERRcoy sigpipe @R ercryptivat oft1nessagss ysing SAYEVIR dechnighese abliynilse tnthe
encrypted, to avoid an endless |oop fromoccurring. |If the user does not
want to exe@plernd oyppiogessing dafafbyethe hygtdoing toshe mobdel fleviekd ¢, mabilvedsyimge i S
prepared and sent to the host systemat step 935. The origi nal nessage
(now opt i ayadlloy deadestse pobi-procks detagrmenl theingelsle devibe Inghiydlomt dhartj e usend t he
optional session key used in the encryption are all sent to the host
syst em |Hhas theyabdity @ okl aegyptialb Isignstoree oc batk enagpijpnesas sgnstuenomppienal tb  of
this information wusing a wireless-friendly method. If the user didn't want
to add a th¢ geshgee to the nessage but does want to add encryption, or if
they want to add encryption after adding the signature, the nmethod proceeds
The first step 900 in Figure 13 is the user selecting a “compose” option on the mobile

device. The user enters a message and requests additional security on the message at step
905. This might include, for example, S/MIME, PGP or some other proprietary encoding
mechanisms. Then, at step 910, a test is performed to see if the user wants to add a signature
to the message. If not, then a test is performed at step 915 to see if they want to add
encryption. If the user has not selected to add either signature or encryption, then the user’s
;equeét for additional security is ignored, and the message is sent ac;:ording to normal
procedures, at step 920.

If the user does want to add a signature, then the message text is passed to a digest
function and the digest is encrypted with the User’s Private key Ax’'(MD), at step 925. As
described above, encryption of the digest is only one example of a transformation that could
be used to sign a digest. After this is complete, a further test is performed to see if the user

also wants to add encryption to the message, at step 930. As those skilled in the art will
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to step 940. At this step, the nobile device will generate a session key,
based on the private Kkey for this nobile user stored on the device for
exanpl e. Woazodn® e devi ce software might optionally usePChaAen68890Nn key
to encrypt the nessage, or use a separate wireless-friendly encryption
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receives this nessa e front%ﬁihnnbile devi ce 100 at step 955, it takes the
conponent¥MngRayir ?% wdyaRethodini ch may or may not include the digital
signature, the algorlthntld and the session key and prepares a full S/M M=
or PGP messagdf ths Sshdidng vapt to Agd\psignatare Jo gbe prsreends desorant dedinat i on
955. The proce55|n% done on behal f of the nobile device user will .include
creat i ng ARYEHeR: Phifdkeyseans fosidicagrypiinn altee pddingthe pigatreothe mgtodpaserss,
creating a Recipientlnfo list, creating a signature section with the
publ i c ke sigp Hbe Ay oy stepn tieampetiledesice wilhgenetate a @ssien kaygbased petheqaiviton Li st
(CRL) for that company. These final conponents can take the mnessage from
2,000 bytkey fonthis midbjlo0@r bipredonithe davivgtivr.cxample. The mobidedaviresoftwaro might
conplete the nessage is transmtted via the nmessage server 40 to al
dest i nat i aptionadlyi pwe elnd sessipn fey to bmvirgnt rilt mibsesgrd oomsd atsepana¢ whakedfrisndlpi n t he
conpany. Turning now to Figure 14, a block diagram of an exenplary wrel ess
comuni caincyptiommeihoé ift dretis abyeddg il @lavs e Onvd this is kemplygst enest snerfoetddods
descri bed herein is shown. The

step 945 to see if the user wants to sign the message as well. As with step 930 described

above, step 945 assumes, or alternatively checks, that the message has not already been
signed, to avoid an endless loop. If the user does want a signature added, then the method
proceeds back to step 925 to add the digital signature. Otherwise, if the user does not want a
signature, or if a signature has already been added, a message is prepared for the host at step
950. Step 950 now takes the original message that is now encrypted, incltldes the session key
ust:d for the encryption, adds the optional signed digest and the algorithm id and sends all this
to the host 950. As above, all this information may be encoded, compressed and encrypted
using a wireless-friendly method.

When the host receives this message from the mobile device 100 at step 955, it takes
the components that are present, which may or may not include the digital signature, the

algorithm id and the session key and prepares a full SYMIME or PGP message to send to the
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nobi | e comruni cation device 100 is preferably a two-way comuni cation
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rocessor. (DSP) 142Q. Wthin the Flash nenory 1424, the device 100
Breferablli)‘(m}eh Sffb%'g[mﬁanﬁ%rsﬁqmtg}mgfecgﬁlp?%re modul es 1424A- 1424N that can
be executed by the mcroprocessor 1438 (and/or the DSP_ 1420), including a
voi ce communi ﬁélfql%n%ﬂ’uf’é“r%}ﬂ’ hDJogh Aiperatiod apereplyy MIIRSHCOMMYMIRon dat g
communi cati on nodul e 1424B, and a plurality of other operational nodul es
1424N f orde¥ige At gguld e used Withehe syptears andHaetheds rlepqribad herpigeis #hewn. e The
communi cation device 100 is preferably a two-way communi cation device
havi ng vdnhetileggommpmication dewien M isamefeaplaln Fwa-wag commysicatfoprdegicakpying t he
device may conmuni cate over a voice network, such as any of the anal og or
di gi tal cwideidndfor sletavgorkanication capabilitiess d’he dlavion predareblyhey the adpabalitnge wor k.
The voice and data networks are depicted in Figure 14 by the comunication
tower 141@mnTinisse with cdenemnpitr sysiehswon ke Ineyneb Depeptingive thecfonationdlitat i on
net wor ks using separate infrastructure, such as base stations, network
cont r ol | grevidast by. the devidehthg dediye imey batefgyredtteds a ddto massaging devies, 8 ebeway
networ k. References to the

pager, a cellular telephone with data messaging capabilities, a wireless Internet appliance or a

H

data communication device (with or without telephony capabilities). As mentioned above,
such devices are referred to generally herein simply as mobile devices.

The dual-mode device 100 includes a transceiver 1411, a microprocessor 1438, a
display 1422, Flash memory 1424, RAM 1426, auxiliary input/output (I/O) devices 1428, a
serial port 1430, a keyboard 1432, a speaker 1434, a microphone 1436, a short-range wireless
communications sub-system 1440, and may also include other device sub-systems 1442. The
transceiver 1411 preferably includes transmit and receive antennas 1416, 1418, a receiver
(Rx) 1412, a transmitter (ij 1414, one or more local oscillators (1.Os) 1413, and a digital
signal processor (DSP) 1420. Within the Flash memory 1424, the device 100 preferably
includes a plurality of software modules 1424A-1424N that can be executed by the

microprocessor 1438 (and/or the DSP 1420), including a voice communication module

37



network 1419 should therefore be interpreted as enconpassing both a single
voi ce and data network or separate networks. The communi cati on subsystem
14. 11 i s wead/1omoconmuni cate with the network 1419. The PBP/CAH200898 used
to send and receive communication signals to and fromthe transmtter 1414
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power | eve pendent  upon the comuni catl on

02/ 102009 PCT/ CAD2/ 00890, 1419 in i.C he device 100 is. i.ntended o
operate. FOIMEXE é’,egxﬁf)ﬂﬁse\'}fﬂg% Sf%%lg n‘f’%ﬁ%@&u{% s @Pgtfaée SHOgI R 0’%&msri can
mar ket may | ncl ude a comruni,cati on bsystem 1411 desi gne to operate with
o Wb e e PAEIHD| & el S e R T Ee1esn BE s elratas Bpibe

designed to operated wth any of a variety of voice conmuni cation networKks,
such as AP 1 ,Ougjﬁmeop%/:é?m& eted i gncoRpass g RofTy  Sipgl VoIE @Addd2f or use
in Europe may be configured to operate with the GPRS data comuni cati on
net wor k dﬁ&”?rﬁ@r@MaW&eg@rk%omni cation network. Qther types of data and
voi ce networks, both separate and integrated, may al so be utilized with
the mobil e devile&ompunicainneswhsyNEmULd A it Pied tg prmmpnicase Wik themetveork 1. access
requi renents for the dual - node
The DSP 1420 is used to send and receive communication signals to and from the transmitter

1414 and receiver 1412, ana may also exchange control information with the transmitter 1414
and receiver 1412. If the voice and data communications occur at a single frequency, or
closely-spaced set of frequencies, then a single LO 1413 may be used in conjunction with the
transmitter 1414 and receiver 1412. Alternatively, if different frequencies are utilized for
voice communications versus data communications, then a plurality of LOs 1413 can be used
to generate a plurality of frequencies corresponding to the network 1419. Although two
antennas 1416, 1418 are depicted in Figure 14, the mobile device 100 could be used with a
single antenna structure. Information, which includes both voice and data information, is
communicated to and from the communication module 1411 via a link between the DSP 1420
and the microprocessor 1438.

The detailed design of the communication subsystem 1411, such as frequency band,

component selection, power level, etc., will be dependent upon the communication network
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nobi | e device 100 may al so vary. For exanple, in the Mbitex and DataTAC
data networks, nobile devices are registered on the network using a uni que
i denti fi capDioenoorber associated wi th each device. | n GPRETAzt02/00890 wor ks,
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functions, such as digital denpdul atign _and decoding 39 WO 02/102009
PCT/ CA02/pi685t5d, My Hy igedrigh theimagile AiedP01420. 1n a sinilar manner,
signals to be transmitted to the network 1419 are processed, including
nodul ati on andPegeidding upgn thegypeslepyak 141P, theacqsprequirepentsfar the dualyade
provided to the transmtter 1414 for digital to anal og conversion,
f r equencymobils deviess E90snamalsq yary.eForregamplaph ithc Mabifesand Pgtal Asrdata notwasks,t o t he
communi cation network 1419 via the antenna 1418. Although a single
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module ("SIM"), which is required in order to operate the device 100 on a GPRS network.

Local or non-network communication functions (if any) may be operable, without the SIM,
but the device 100 will be unable to carry out any functions involving communications over
the network 1419, other than any legally required operations, such as ‘911’ emergency
calling.

After any required network registration or activation procedures have been completed,
the dual-mode device 100 may send and receive communication signals, preferably including
both voice and data signals, over the network 1419. Signals received by the antenna 1416
from the communication network 1419 are routed to the receiver 1412, which provides for
signal amplification, frequency down conversion, filtering, channel selection, etc., and may
also provide analog to digital conversion. Analog to digital conversion of the received signal

allows more complex communication functions, such as digital demodulation and decoding
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commruni cati on nodul e 1424B nmay provide a high-level 40 WO 02/102009

PCT/ CA02/toswsiyer {os spnsmitise paeEcepioe dpr siendler sending and recei ving data,
such as e-mai| nmessages, files, organizer information, short text
messages, et c.In agditiopterpreqeesing the corsmmenipasion signala\ihe BSE 3820 mavialso proyidgl i ty of
other data devices via the network 1419. On the device 100, a secure
messagi ngos sceiverrand dppshistar ¢antrohdiyr eppais ¢he griclsigls Apnlicd o gpmmunipasiogat a
communi cation nodule 1424B in order to inplenent the secure nessaging
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ot her devi ce subsystens, such as the display 1422, Flash nenory 1424,
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control of the transceiver 1411.

The microprocessor 1438 preferably manages and controls the overall operation of the
dual-mode mobile device 100. Many types of microprocessors or microcontrollers could be
used here, or, alternatively, a single DSP 1420 could be used to carry out the functions of the
microprocessor 1438. Low-level communication functions, including at least data and voice
communications, are performed through the DSP 1420 in the transceiver 1411. Other, high-
level communication applications, such as a voice communication application 1424A, and a
data communication application 1424B may be sthed in the Flash memory 1424 for
execution by the microprocesso;‘ 1438. For example, the voice communication module
1424 A may provide a high-level user interface operable to transmit and receive voice calls
between the dual-mode mobile device 100 and a plurality of other voice devices via the

network 1419. Similarly, the data communication module 1424B may provide a high-level
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subsystens generally designated as 1442. For exanple, the nodul es 1424A-N
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| oaded into a volatile store, such as RAM 1426 for faster operation.
Mor eover , microphene, 486 SnfhoHTangs epnmuHeAions AEyywIm d4pe and mayralar| dgvistored to
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per si st erfubsysiome geuzally degigeatedrpy Y. opedagwle, the modwed JH24A-DDareexdented nay be
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etc., and may also interact with the data comuni cati on nodul e 1424B for
managi ng component provided through the display 1422, and an input/output component provided

through the auxiliary I/O 1428, keyboard 1432, speaker 1434, or microphone 1436.

Some of the subsystems shown in Figure 14 perform communication-related

functions, whereas other subsystems may provide “resident” or on-device functions. Notably,

some subsystems, such as keyboard 1432 and display 1422 may be used for both

communication-related functions, such as entering a text message for transmission over a

data communication network, and device-resident functions such as a calculator or task list or

other PDA type functions.

Operating system software used by the microprocessor 1438 is preferably stored in a
persistent store such as Flash memory 1424. In addition to the operating system and
communication modules 1424A-N, the Flash memory 1424 may also include a file system for

storing data. A storage area is also preferably provided in the Flash memory 1424 to store

public keys, a private key, and other information required for secure messaging. The
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comuni cat i on Hegllash memeng 141?éwf€fﬁlabllyepr@41®@tdrfé¢l pystesviofesidatersioreeiod RBMand

data items on the device. The PIM application preferably includes the ability to send and
receive data items, either by itself, or in conjunction with the voice and data communication
modules 1424A, 1424B, via the wireless network 1419. The PIM data items are preferably
seamlessly integrated, synchronized and updated, via the wireless network 1419, with a
corresponding set of data items stored or associated with a host computer system, thereby
creating a mirrored system for data items associated with a particular user.

The mobile device 100 may also be manually synchronized with a host system by
placing the device 100 in an interface cradle, which couples the serial port 1430 of the mobile
device 100 to the serial port of the host system. The serial port 1430 may also be used to
enable a user to set preferences through an external device or software application, to
download other application modules 1424N for installation, and to load Certs, keys and other

information onto a device as described above. This wired download path may be used to load
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are generated by a m crophone 1436. In addition, the secure nmessagi ng
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Al t hough voice or audio signal output is.preferably acconplished primrily
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indication of the identity of a calling party, the duration of a voice

cal |, or tednbeivey ddtk andilptovidet ab ebk nidroproeesson 438, Fehicke walireferablgefurther

m croprocessor 1438, in conjunction with the voice conmmunication nodul e
process the received signal for output to the display 1422, or, alternatively, to an auxiliary VO

device 1428. A user of dual-mode device 100 may also compose data items, such as email
messages, using the keyboard 1432, which is preferably a complete alphanumeric keyboard
laid out in the QWERTY style, although other styles of complete alphanumeric keyboards
such as the known DVORAK style may also-be used. User input to the device 100 is further
enhanced with a plurality of auxiliary I/O devices 1428, which may include a thumbwheel
input device, a toucﬁpad, a variety of switches, a rocker input switch, etc. The éomposed
data itéms input by the user may then be transmitted over the communication network 1419
via the transceiver 1411, Secure messages received by and to be transmitted from the mobile
device 100 are processed by the data communication module 1424B or an associated secure

messaging software application according to the techniques described above.
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the scope of the present invention. For exanple, Figs. 15 44 WD 02/102009
PCT/ CA02/ B0 d9dce Hity Adhoygh Ypigerorraudio sisngl Qi 43 prgt poemplished gdepsly of
nmessages involving wirel ess nobile comrunications devices. Figure 15

depi cts athypugb grespeaker Hipteths display et By aljo g yteddg pravidepmdrdipationof s o
message 1504 from a nmessage sender 1502 addressed to one or nore nessage
r ecei ver sidemgity of ¢ edllingpagigrthe durstionsgfat voine £al,0r gthseyaecenllgelgied ddgaation.2 for a
nmobi | e device 1514 that corresponds to a nessage receiver. The wireless
connect or Faexstropte.1tbd Migreprbesssos 1438y irheonivinetian with tha dpice canopyipttionmodelesage
processi ng 1508 upon the sender's nessage 1504. Many types of processing
may be pel426Amed thesepetatiag syseuhu saftvgrd, ey sieteet thé calles Blantdication mfrmygyinedf
nmessage by excluding sonme or all session keys not needed by a nessage
recei ver amiaconeispoesioé cedl anddisplay dtewiticedispldyrid@gh processi ng 1508, the nessage
1512 transmtted to the nobile device 1514 " is a nodification of the
sender's nessagahdibthgsicolmuapimt stisystem 1440 may also be included in the dual-

mode device 100. For example, the subsystem 1440 may include an infrared device and

" associated circuits and components, or a short-range wireless communication module, such as

a “Bluetooth” module or an 802.11 module according to the Bluetooth or 802.11

specifications, respectively, to provide for communication with similarly-enabled systems

and devices. It will be apparent to those skilled in the art that “Bluetooth” and 802.11 refer to

sets of specifications, available from the Institute of Electrical and Electronics Engineers

(IEEE), relating to wireless LANs and wireless personal area networks, respectively.

Having described in detail the preferred embodiments of the system, including the
preferred methods of operation, it is to be understood that this operation could be carried out

with different elements and steps. This preferred embodiment is presented only by way of

example and is not meant to limit the scope of the present invention. For example, Figs. 15
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aut henti cati on and/or encryption aspect(s). The nobil e device 1514 contains
menory for storing such pre-processed nessages, such as volatile or

non- vol atwba2mde{ r andom access nenory). The sender's nMePEAYRA0LH@BI0I S
simlarly processed if other nobile devices are identified by the wirel ess

conNect or ol e S kdc Pret o&@sﬁrfgeﬁﬁ%gt $r8ecsfify bEmbRA mow%wggng rgobfur Lecei ve

the sender's nessage 1504. In thi's way, nessages ed with

respect (onauhideBid &3iLon and/or encryption aspect(s) (e.g., encoding
aspects) are sent -to other nDblle devices (e.g., 1518). It should be

'he. pr ocessi ng: FAG | PR pEr Aok YRRRE phde R ANl B BB ke B o
wirel ess méRh G&PQ 'fro ?{%’g BT%QQ[ %é ge%dé)rpl%b?ta&ﬁx\gs%&.' foh on% Q)? S%ﬁége[ r%\?&'e?? S@?Ler

operate on a ere orm from 05t Syste
I h fo .t h tem
R o LTS TSPt Bl 03 o
to t t t 1514 and 1518). 45 WO
2 1533331%@%3%3@33@%: KRTIL N NS R L RN

wherein a wreless connector, s ten11606_re ves nessage 1604 addressed
to one or2fsrHcaygn andior enepyptign esspge Qr.o?esiléﬁi é@n@onltbﬂgﬁnd?rrsdﬂqséagﬁﬁ P&t-ess
nobil e co nlcatlgn devi.ce 1602. Authentication and/or encr ptlon nmessage
pr ocessi n@ar?'fbeé@ew pREP$ESTRS daYpbfn PE s§¥fers1ducingHicy siey geg gppder's
processing may be performed, such as: renoving signature-rel ated
i nf or mat i féfﬁf}ipﬁ‘& TReEEASE DY FEREIHIIRE Aere eléalbseS%?Igheeya NREReSAED YA BRCEREeREPAIYRY
signature-related information identified in the signature-related
i nf or mat | ererRpafisamabHe devieen dThaqugh erpcensing 498, thpraespres dE b ensmiticd agythe 1612
may then be sent through the host system 1610 to one or nore receivers
(e.g., 1emabilendevier 514 Suchmodiicpicnc b shengerdath posweprifesuiingespsestiens as
described herein address many issues, such as the difficulty that current
syst ems doithesticatipn engor excryfsion \aspectisit i Fhe BpiileMevicneldd b gestaing nemoghidre
device, due primarily to bandwi dth and battery limtations associ at ed

storing such pre-processed messages, such as volatile or non-volatile RAM (random access

memory).

The sender's message 1504 is similarly processed if other mobile devices are
identified by the wireless connector system 1510 to correspond to the recipients that should
receive the sender's message 1504. In this way, messages (e.g., 1516) modified with respect
to authenticatien and/or encryption aspect(s) (e.g., encoding aspects) are sent to other mobile
devices (e.g., 1518).

It should be understood that such a system may be varied in many ways, such as
allowing the processing 1508 to be performed by the host system 1506, or having the wireless
connector system 1510 operate within the host system 1506 or operate on a different platform
from the host system 1506. As a further example of the wide scope of the system's
variations, the wireless connector system 1510 may use techniques other than redirection

operations to transmit messages to mobile devices (e.g., 1514 and 1518).
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with nobile devices. One difficulty is that S/M ME nessages are usually too
| arge to send effectively to a nobile device over a wirel ess comruni cation
network. wboanomntire S/IMME nessage is sent, either to @®@CTfCrnesdnobil e
device, it could use excessive anounts of menory and battery power just
for a single ng % i 361 rys: i r
transm ssi on byglg%gn@bﬁ e d%??gcté)?&teﬁg%n%ér@rﬁfn\?%gﬁlﬁ%e lr%lg{s Js(.)?gér%g)tégg)g% t he
battery r i | & . d at
tried 1o DB secelBEH it IPERTR-ALIE, SRS HES: BURART AR ROV I SHEY 1
aver age ' ser . Anpt her ex | Ny [ . 1 re.
currentl| 51% 3@2&?@6 H%l%%eﬁﬁmggﬁ?%of@%ﬁ%?@aégg le%gﬁbﬁgth{a lii)tp:\?\ﬁEl ?ne%gisog e%éfpvt\fégks and
nobi |l e devices. As a r |.t he yse of public t ogr aphi ¢ operations
e very  crrpies rtces e Tt pp et 36 L s b o SlRR AR 3F BieSesSBEl ¢
device to elimnate PKI requirenents. In_ the area of .exchangi ng secure
el T bt ot SAOTIRS SRR PR I GO oS SevieRs
inability for nobile devices to retrieye_public, encryption, keys from PKIs
to encryptsnefEesigean ?aﬁ‘t}n%8ﬁffa“frF'6‘?’ri‘tF¥’é‘f‘ﬁﬁﬁP‘P”eld8‘&ﬂ%é‘} the signg 'rF]ﬁ'iig]i lity -
to retrieve public_keys on received nessages that are signed, (3) the
i nabi | it yintosmefion indieation jihy siggedypesspges oA PEeaised mawrd%%wﬂw& sent
PCT/ CA02/ 00890 devices, and (4) the time delay on nobile devices with
sl ower priBrosghbe ostsysian A SL0H B pn ragre rocaiveis fag+ LA a8dlet®at i ons i nvol ved
wi th public key encryption algorithnms. These problens and others result in
a poor and fr PSeh arerprgcasyieg ardprsi-progessingiiisieray 99 deycuibed dierdin pdflsesSMANK/E-
based e-nmil nessages using nobile devices. The pre-processing and
post - pr ociesiss, rsychsgssithe whitfimd tyntbethevareniesysteinh dd nek ptgdnpt (i delevss entge SAYBME- mai |
nmessages so that such nessages, including for exanple S/M ME nessages, can
be exchangesdagss tcha mwbilé dedesy idue primdiily te Pandavidth rdd bettdny dmithgans [asspeiatedes t he
processor power of a host system associated with a nobile device to enable
a better walemobipédavienc One difEenlyxs anh §IMIYIIShvbdeEesres Baughs tosi lardge boEnte
devices. Still further exanples of the w de scope of the system and net hod
di scl osecdeffeetiwinto aanebile dent bedradvirdieskcguimesicdtibon I8twdek. gifrae entiré SIMIMEScr i be
addi ti onal uses of the system and

message is sent, either to or from a mobile devige, it could use excessive amounts of memory

o
~
a

and battery power just for a single message. Considering the time necessary for reception or
transmission by a mobile device, the memory required for storage and the battery power
required to handle the message exchange, a product that tried to support straight S/MIME
would have undesirable qualities to the average business user. Another exemplary issue is
that there are no currently available public key servers accessible to wireless networks and
mobile devices. As a result, the use of public key cryptographic operations is very difficult
and requires heavy caching operations at the mobile device to eliminate PKI requirements. In
the area of exchanging secure e-mail messages, there are additional problems that include (1)
the inability for mobile devices to retrieve public encryption keys from PKIs to encrypt
messages being sent from the mobile device, (2) the inability to retrieve public keys on

received messages that are signed, (3) the inability to deal with very large CRLs on small
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met hod within different exenplary comunication systens. Figure 17 is a

bl ock di agram show ng an exanpl e communi cation system In Figure 17, there
i s shown woaemmeber system 1702, a WAN 1704, corporate LANTAAM/06s90I nd a
security firewall 1708, wireless infrastructure 1710, w rel ess networks

1712 and ] | jrrghbfh' P, ' ' ' j
devi ces” )ée%%c%% agg‘)\{%ﬁ%@&fﬂ% cor !p))tglre?teel LAI\II{&%I%‘%&iP rﬁ%ﬁﬁéggsgé gérﬁégglgégggﬂexser ver

| cast o prararne CARRELR YR St Gy Rbap iRl SRR IS oy ng
a comuni ﬁﬁtd}lgegs {e%)lﬁ#in% ;{0%10 4 dyfn}sg‘atir% dgglbéxhcfg%e?lgéﬁyg% éﬁ%t %Z(cl\tilarﬂ%é; F pigthh lysi cal

connection 1 an I'nterrace or “conne i rtual

Private twor k Q r 1732, .peration of the systemin Figure 17
will be g%ss%ﬁr)% 'éléixglgqag\é/\silﬁn?ﬁnor%éli?é?vé%é to the nmessages 1733, 1734 and 1736.

The conput er stem 1702. may, for exanpl e, be | gpt.op, desktap or pal ntop
conput er syst e ESHPIGUT B8 a%(% Posg'(%or‘f‘ésﬁ?léc?ﬁét‘f% aP‘ﬁB“@&fb d%fﬁ‘geééﬁ%lﬁ Péocﬁ%rrput er
systemmay connect to the WAN 1704 via an.|SP or ASP rnatively, the
conput er b Erfeiinsiesy 5 et S Besiee EORSBE fos P SOAME perbiss ¢ I ke
t he conput er stem.1722 for exanple, 47 WD 02/102009 PCT/ CA02/ 00890
accesses ?%@‘%ﬁe‘?m ‘F‘H‘P‘i?u%q‘(lcﬁsfﬁkfi SYst 3ad meLiaAlse. leNaiRgeS IRFIRRFSeNI | e
devices are enabled for connection to a WAN t hrough various infrastructure
and gat evRVeaof agentRieR asseciptedawith pprebils device fo %rgﬁgleewei%gseﬁﬁypea@% be a
nobi | e device. The corporate LAN 1706 is an illustrative exanple of a
central , WeneXehapging$/MBME segiages willsmabiedesicethas been enabl ed for wirel ess
comuni cations. The corporate LAN 1706 may be referred to as a "host
systent', in thull furtherexemplss ohthg vide scope of ehelsystemygng fmetlng) digedosed harging f or
messages, as well as possibly further data stores (not shown) for other

dat a it ense ifustatedriny Figares diit19t oFipurey £¢49 essribe additierial bses @ whectysteth7and and
1718, and the wreless connector system 1728, the wirel ess VPN router
1732, or mpeobed blithinodiffenentcxamplisntanmencitibn syptenmrmifigucat 7 sresblbek diegamt he
corporate LAN 1706 and one or nore nobile devices 1716 and 1718. In nore
gener al tshowing & Bomipls gemmmingionbgystome br Fipure 1otheat &r shoah,a werhputer

system 1702, a WAN 1704, corporate LAN 1706 behind a security firewall 1708, wireless
infrastructure 1710, wireless networks 1712 and 1714, and wireless mobile communication
devices (“mobile devices™) 1716 and 1718. The corporate LAN 1706 includes a message '
server 1720, a wireless connector system 1728, a data store 1717 including at least a plurality
of mailboxes 1719, a desktop computer system 1722 having a communication link directly to
a mobile device such as through physical connection 1724 to an interface or connector 1726,
and a wireless Virtual Private Network (VPN) router 1732. Operation of the system in
. Figure 17 will be described below with reference to the messages 1733, 1734 and 1736.

The computer system 1702 may, for example, be a laptop, desktop or palmtop
computer system configured for connection to the WAN 1704. Such a computer system may
connect to the WAN 1704 via an ISP or ASP. Alternatively, the computer system 1702 may

be a network-connected computer system that, like the computer system 1722 for example,
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or in association with which a wireless connector systemis operating, as
descri bed above. The corporate LAN 1706 is one preferred enbodi nent of a
host systwmoziteoshi ch t he host systemis a server conput @CTrAQxR00890W t hi n
a corporate network environnent operating behind and protected by at |east

one secur jdyss gsgﬂ?gnm rbPilRosh b8 br dlGorfdel 1RO HRLG SropABLARL of2OS!

syst ens inclu Ot her service provi systens.

Al th h 4. 726

be. I ooat et 63 &é‘l@%&ﬁmﬁoﬁ% SPLATahS ﬂﬁ%%@%@%%mm%‘é%%? AR

my  be s'mthsvthetC%Iﬁcpn%%%sﬁe%fﬁdzggag@%%'b% g (SREE0Tate LAN 1706 1 mpl erent
e W rel ess conne

assom ated wirel ess

E?S:J?Qkfaé' cor Piarariph FRSE AR P et f‘rﬁé}%?ok'n%ﬁ?gﬁi RSB 1 it
- 1728
s used tB-Seie oBEn LT BRCRR SRR WY PO 06 FOBOMA bANaL | on

from one deV| es 1716 .and 1718 one or e w.rel ess
net wor ks %Lﬁ)fzmayaﬁ?:i "‘%‘?‘1‘?{1 g WRSE P’ cb‘hﬂ@&t‘tol}“@)}?falbmdi?ﬁorﬁéén B"éth
separate co, nent th a rressagl n%k yste as_shownh in Fi %ure 17, or

i nst ead bRBPEENTY1§IPn mstroerspesTy e hoD PessRYoiurther datastprgs Grot shwny é?ryOther

i ncorporated, into other communication system conponents. For

message s#AEPMI7DY HEY OF SRAG AP OF srceived Som mabile rvings Anfo amhiT léa@mg%e or
conponent inplenenting the wireless connector sgst em 1728, portions

t her eof , UF‘31§%§r?QmE?Pt0aFYStCm b128; the viigless YBN aputend 73%1ps pﬁ%@ba@tbe@emp@renmzo,
running on a conputer behind the firewall 1708, acts as the main interface
for the cenaplinggomsminicstionschesivese throepspagels LAN £106cnd gné or meseandile devieds| |

cal endaring data, voice mail, electronic docunents, and ot her personal

i nf or mat i bH6 anérlalﬁeriemor% Eﬂnmal ttang avostisystére H\A&Nebﬁ@dr, moyiicompwieds at, withi cal | y
be the Internet. The particular internediate operations and conputers wl|l
be dependenin aspoiativhevithpelich i ovitelge cafmectnesys@yeis dpkiating, \as dechbed shose.and
networ ks via whi ch nmessages are exchanged, and therefore have not been
shown i n Fhageorpordtéd LANI @ 706113 cine pieférrddyentfodinimt of 8 hageysean,viarwhiadi2the host

system is a server computer running within a corporate network environment operating
behind and protected by at least one security communications firewall 1708. Other possible
central host systems include ISP, ASP and other service provider or mail systems. Although
the desktop computer system 1724 and interface/connector 1726 may be located outside such
host systems, wireless communication operations may be similar to those described below.

- The corporate LAN 1706 implements the wireless connector system 1728 as an
associated wireless communications enabling component, which will normally be a software
program, a software application, or a software component built to work with at least one or
more message server. The wireless connector. system 1728 is used to send user-selected
information to, and to receive information from, one or more mobile devices 1716 and 1718,
via one or more wireless networks 1712 and 1714. The wireless connector system 1728 may

be a separate component of a messaging system, as shown in Figure 17, or may instead be
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may extend beyond nessage sendi ng and receiving, providing such features as
dynam ¢ dat abase storage for data |i ke calendars, todo lists, task |ists,
e-mai | amdodeacvent ati on. Message servers such as 1720 norcaldAap2roedont ai n a
plurality of mailboxes 1719 in one or nore data stores such as 1717 for
each userpamﬁmgner RAniRHC HeBipoRfeal o SRy SomnliiEatld yststh Odtnpbhdnfs.| Nedrudes
mai | boxes 1719 for a nunber of ("n") user accounts.”  Messages received by
the nMessagem3el ViR mbdale kil 1HBNhhY YnRridRRl o SRWARS pREGAN MbplicidR d00X, o
possi bly agéther g%d%%%s agéociaté% %ﬁ?ﬁ a Sser,_ac%o%%%”g%mﬁ%Pgﬁég 1719
as a Mmess oﬁﬁglﬁ ﬁer)l@IﬂEntm ltljle witréf% %&Me&apssfst%ﬂlq]ﬁgg, OHiOE‘lpﬁlcPégf, %F%o?l%noqlaﬁg
mai | box 1 : a nessaée i ¢ addressed to mul trple reciprents or a

di stributj i then copies of the sane nessage nay be stored to nore

t han onéhﬁ§#+%%§mﬂ%€9. Al ternatively, the nessage server 1720 nmay store a

single co of.,such a nes in.a data store accessi bl all of the
isers havi hg aMecean et o i e Suyf Serlif G2 Brevl 1708 B pline oy
other identifier.in_.each recipient's i lbox 1719. .1 n typical ssagi ng
oystems, WALHIFEAGS iy BE RFPOTIREAL Firlings TRSERy eNAnG Yot ImaE FEEont ent s
using a ssaging client such as M.crosoft Qutl pok or Lotus Notes, which
nor mgl |y %@E%ﬁ%‘@s%ﬁﬁ’ aVOlCEQH\ﬂ% 6‘%"?@"260 CBRniEAGs} olsgoper ,alsé Hhaont Ko
desktop conputer system 1722, caonnected in. the LAN 1706. Although only one
deskt op COA§ERENE éé@fl)eﬁ?tim@ the WRdwh/Qdn Wbjcguvill typically, by gheslpternegq Thg t he

art will appreciate that a LANw Il typically contain many desktop,
not ebook RAFdCUla pterpedigtpperstionsapd camputers yiH berdereadenh gpen the precifis tyagl qfy
accesses a mail box 1719 through the nessage server 1720, although in sone
systens, BeHeees d¢)ivey arackapisnyggnde matosksdvigewhich ciaessages qire Hrchaggada ador e
1717 and a mail box 1719 stored thereon by the desktop conputer system 1722.
Messages therpfos¢ Bayeot Beswrshowd énFigism % hEhedfunciionaliy ef the imessage seveicti20dat a
store (not shown) on the desktop conputer system 1722. _ Wthin the
cor por at empARKRFD BeyonH enessage| sssding enth eeetyings ptvatingl I8 fopmreatae slynamic
conjunction with the nessage server 1720. The w rel ess connector system
1728 nmy datahaskestorage fohdatskirescalbodars) taio lisisstagniises edntad ané deamgenisgonver 1720, or
may i nstead be inplenented on

Message servers such as 1720 normally maintain a plurality of mailboxes 1719 in one

or more data stores such as 1717 for each user having an account on the server. The data
store 1717 includes mailboxes 1719 for a number of (“n”) user accounts. Messages received
by the messa;:;,e server 1720 that identify a user, a user account, a mailbox, or possibly
another address associated with a user, account or mailbox 1719 as a message recipient will
typically be stored in the corresponding mailbox 1719. If a message is addressed to multiple
recipients or a distribution list, then copies of the same message may be stored to more than
one mailbox 1719. Alternatively, the message server 1720 may store a single copy of such a
message in a data store accessible to all of the users having an account on the message server,
and store a pointer or other identifier in each recipient’s mailbox 1719. In typical messaging
systems, each user may then access his or her mailbox 1719 and its contents using a

messaging client such as Microsoft Outlook or Lotus Notes, which normally operates on a
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a different conmputer system Software inplenenting the w reless connector
system 1728 nmay also be partially or entirely integrated with the nessage
server 17A20.02/Th®owi r el ess connector system 1728 and t he WPETEE@/08890Ver
1720 are preferably designed to cooperate and interact to allow the

Pﬁi?s[‘ﬂa?‘f%h“&%@%mh%é Apget é?‘g‘ﬂ@gst"éﬁq&?@%ﬁ%ﬁg 7R e oy o
w th the Seriaby %9?32\%99%%% 2*%2% ol 187 TP G068 RuBh o 3 8308, ©
t .hr ough teﬁ)gfegﬁlt’ {Bh¢ al ?55\]' \j_lgti\%plcﬁl 08nta6111|? (firf stkpoe \Ill\ce'tl\{%l 04d lgpqd gor}r? u(t)f t he

W rel ess exanple Pasa unt and
associ ated mai |

he dat t 1717 h bi |
v oo e bf‘%‘i'iénessa&g‘ga%»sﬁtr fabmplore.d bl o7 eth%‘yn"%ﬁa'e%eﬁessage
1720 t t 1 | box 9 t dt
cor 1 osportdrth Lk KR M@% Plepsnotagang iln 950 Feoeidio s o
bi | d th 1720
Tal stor s Sorerk 10288 aarilepr DE18 $958 tﬁ%%ﬁyﬁ%s@émp%&?ﬁ%%ﬁst%ﬁ Wk
W rel ess connect or ﬁ;tem 1728 and sent to the us%@s nmobi | e devi ce 1716.

Thi s t y peMaisages mayiabnarideyyniadrddrmm the dagtogppl'H7/19 8 JesebdasrstrieAes shgdo  a

"push” message sending technique. The wirel ess connector system 1728 nay

i nst ead YWPF BsFKiPcpRIPYter EeMni/dhie, in which items-stored in a mailbox 1719
are sent to a nobile device 1716, 1718 responsive to a request or access
oper ati on naddViln ibe co@orspLAN HI0f the, wirglesssenmaecisiybaE 1&8 Qrerainst in
techni ques. The use of a wireless connector 1728 thereby enables a

messagi ngcoyylg@tém Witle the anasepge sergrsiyadge The mirelessicppgectas spsiere Xy 2hoey resislet hat
each user's nobile device 1716, 1718 has access to stored nessages of the
message s@&r the panie7adnpufis systeonas the nRpsggr wrVEY 17200 dr miyrinktaad beointplementedtoam of
Figure 1, there are several paths for exchanging infornmation with a nobile
devi ce 174 6iffefeni 8oripwen tystemc oSqfovat émpléinerkin@Bhe widelesposmedidresystaiol 128t i on
transfer path is through the physical connection 1724 such as a serial
port, usimgy also ibatpartiatlg eor eticiyn imepiraed W1RGhe Tebshg adriernB’20beTheseirelbssf or
exanpl e for

connector system 1728 and the message server 1720 are preferably designed to cooperate and

interact to allow the pushing of information to mobile devices 1716, 1718. In such an
installation, the wireless connector system 1728 is preferably configured to send information
that is stored in one or more data stores associated with the corporate LAN 1706 to one or
more mobile devices 1716, 1718, through the corporate firewall 1708 and via the WAN 1704
and one of the wireless networks 1712, 1714. For example, a user that has an account and
associated mailbox 1719 in the data store 1717 may also have a mobile de;/ice, such as 1716.
As described above, messages received by the message server 1720 that identify a user,
account or mailbox 1719 are stored to a corresponding mailbox 1719 by the message server
1720. If a user has a mobile device, such as 1716, messages received by the message server
1720 and stored to the user’s mailbox 1719 are preferably detected by the wireless connector

system 1728 and sent to the user’s mobile device 1716. This type of functionality represents
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transfer of bulky PIMand signature-related information, data
synchroni zati on, and private encryption or signature key transfers, as
descri bedwalwoua2009 n known "synchroni zati on" type wi rel es®CraEsg200890
systens, a physical path has al so been used to transfer nessages from

mai | boxes, & , i 1 : i i.ges 1716
and 1718.° A%%’? st %%‘gﬂ?%\f‘?&%hé@la&gggﬁgﬁrﬁgg{/mxiﬁﬁeégﬁgyﬁ%e&e %v#“g%qﬁéf 1718

i ol oss. P (e 7ot i Hch SRS R REE hAloY 19910 (R (TR PARLE e o

i st ruSthra i 351 e f 40 b, B ORI R e R BUESC

net wor ks &%L% c&%&4ﬂh£ﬂ§ &%Q%&ﬁﬁﬁSVPN router 1732 provides for creation of
a VPN connect fon diioas P %roﬂg%'a specific wireless network 1712 to a

W rel ess devi 1716. A primary a age of . using a wireless VPN router
1755 o that | ihedpip ey cBpebeR LYAhRRY FeeZe Aot SR RUSREd not
require wireless in structure 1710, 1f a wireless VPN ro r 1732 i s not
et | abl entsaeiener |70 % be Gt 10 8t eash pspaim e Rvipt S s osommont v
used connection nechani smthat nmay be enployed by the 51 WO 02/102009
PCT/ CA02/ 065! messaest althe pssiagctenter £{4% em 1728. To handl e the*addressing of
the nobile device 1716 and any other required interface functions,
wirel ess i nfraStshawR if &igiye b/ jaad pipdlertodhy systigmend . Figyre d otharejaggyicsralaiisi ons,
more than one over-the-air information exchange nechanism nmay be provi ded
in the cofoperchargingimformagon yith g mrobg é%meawﬁc%mrfwrt@@ icgwora@lzwrw - Figure
17 for exanple, nobile devices 1716, 1718 associated with users having
mai | box esOne7pepsihlesipédrmpiéen wansfer oty is gerougnthe phiisiel commestiony &724eyugleas 2720 are
configured to operate on different wireless networks 1712 and 1714. If the
Wi rel ess sseinlwearl ugiig an snigrfrge tog conneeter 5i0dr ey pagh ntabidn uséfal for exdrepls foyPN
router 1732 may be used by the wirel ess connector system 1728 to exchange
dat a wi t htrawsfer obbulke PidvarclesigriafuBe-ogadedainformatipr, lata syhehremizagomsmd privgiaor k
1712. The wireless network 1714 nmay be a different type of wreless
net wor k, erkegpdoeor sisnatlre &sy trinsfeld) las tleseribvedt abovdl , Inikmowh i“symchiasizationf oypeat i on
may instead be exchanged

wireless messaging systems, a physical path has also been used to transfer messages from

mailboxes 1719 associated with a message server 1720 to mobile devices 1716 and 1718.

Another method for data exchange with a mobile device 1716, 1718 is over-the-air,
through the wireless connector system 1728 and using wireless networks 1712, 1714. As
shown in Figure 17, this could involve a Wireless VPN router 1732 or a traditional WAN
connection to wireless infrastructure 1710 that provides an interface to one or more wireless
networks 1712, 1714. The Wireless 'VPN router 1732 provides for creation of a VPN
connection directly through a specific wireless network 1712 to a wireless device 1716, A
primary advantage of using a wireless VPN router 1732 is that it could be an off-the-shelf
VPN component which would not require wireless infrastructure 1710.

If a wireless VPN router 1732 is not available, then a link to a WAN 1704, normally

the Internet, is a commonly used connection mechanism that may be employed by the
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with a nobile device 1718 operating within, the wreless network 1714 by
the wireless connector system 1728 via a connection to the WAN 1704 and
t he wirelweozitodopast ructure 1710. Operation of the systemwCrrcAszgerve 17 is
simlar to that of Figure 1, described above. An e-mail nessage 1733 sent

fromthe Gagoy sﬁneé%%ﬁggrr]ﬁéf%él ABBRRCHE G o ﬁé‘alﬁ"%ﬁ% 4B ITAEELET" i,

havi ng bot account ta store associ a

t he MESSAR& r cfilr tér?a%«g @ﬁlo ess?nf I¥dc?uefe efe%a% useHowever the
e lgnerfece il n%eti*‘? 3§ B

e-mai | message en ustra urposes onIy The

exchange of ot her Lypes of ornmati o between e cor 1706 is
preferably al so en% d)lebment nwngle eeghsancon hettor c&Yst'® rma?{?ﬁS CI‘\“I?] Ce- mai |

nmessage 1733 .sent from the copputer i a th V\AN 1704 may be
Ful Ty o n PrdeefEdpey Prgvg R BT Iy ?@ﬁﬁt Gt ot an e oo
dependi ng |cular ny sed. . Far le,.if the
conput er §'§'§ rf ?D?)e % FAHPR &m?ilﬂﬁ\% lg?/%gg%gﬁ@ﬁﬁ 2‘7’ ‘8@ hapie secur e
nmessagi ng, i then the e-mail nmessage 1733 be signed,
encrypt edmmhj?"x jt7H§ aﬁ?éla?dﬁ’étf “Sﬁ’b%‘%%‘@‘és o718 messa ?/é%"eét”ﬁér t§er ver
1720, which det erm nes into which mail boxes 1719 the e-maijl rressage 1733
shoul d beCRSTass ydi /@&enﬂﬁgﬁlﬁslﬁ‘éﬁm&]ﬁ?&éz ang 1 rlféséféb"ewérﬁléﬁ ngvarh &7 1 s¥aPISnessage
1733 may include a user nane, a _user account, a mailbox identifier, or
ot her typ@vBpddrgwshe e the FisglessaPIhEoulpE J pama be ussarhyi the MAEleasceounertoror
associated nmailbox 1719 by the nessage server 1720. For an e-nmail nessage
1733, rechypieant’B84p exchapge dafp IWith angrnetilecdevigsiliftp epeneting widhin dheswiseless
corresponding to a user account and thus a mailbox 1719. The wrel ess -
connect ornetyerkelnl 2.7 JBheswinelessoretwrirk rlgi 4 mayibg @ differest &ps afewivalesk neozk,or
1714, certain user-selected data itens or parts of data itens fromthe
cor por at ehdwaNer]l @8 as the Mbliterretwosk, i iyhich cake\infoendlipf nayrinstcad ¢ epchefgedabl y
upon detecting that one or nore triggering

with a mobile device 1718 operating within, the wireless network 1714 by the wireless

connector system 1728 via a connection to the WAN 1704 and the wireless infrastructure
1710.

Operation of the system in Figure 17 is similar to that of Figure 1, described above.
An e-mail message 1733 sent from the computer system 1702 and addressed to at least one
recipient having both an account and mailbox 1719 or like data store associated with the
message server 1720 and a mobile device 1716 or 1718. However, the e-mail message 1733
is intended for illustrative purposes only. The exchange of other types of information
between the corporate LAN 1706 is preferably also enabled by the wireless connector system
1728.

The e-mail message 1733, sent from the computer system 1702 via the WAN 1704,
may be fully in the clear, or signed with a digital signature and/or encrypted, depending upon

the pé.rticular messaging scheme used. For example, if the computer system 1702 is enabled
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events has occurred. A triggering event includes, but is not limted to,
one or nore of the follow ng: screen saver activation at a user's

net wor keawoaapetoey system 1722, di sconnection of the usePC3/Gobiodsyodevi ce
1716 or 1718 fromthe interface 1726, or receipt of - a comand sent froma
mobi | e defor CRcukd lifiesgiigide Ling CS/MIMIENQBén $eS b-ainilt MeSshgy (173 NGlHyNBe Gpedr NOr e
nmessages stored at the host system Thus, the wirel ess connector system
1728 may emdefpeselt odotiggeri ng events associated with the nessage server 1720,
such as receipt of a comand, or with one or nore networked conputer

systems 1722, THacd-mehl ifdsdabe 173" £8VEs SRR mesHRE sevSCLNOSFhICR BetB¥BMsSnto
descri bed above. When wi rel ess access to corporate data for a nobile

devi ce 1746:Rmalibdsha%9 RREONAA hat@lked 788 sl b Norkd06as BQEIRUABBYES aWheN
the wreless connector system 1728 detects the occurrence of a triggering

! . : y .
event Ormé‘ssg%{%ukl‘?as ¥l n&b%&%g é’ﬁhgrﬁaal elb?g%e' eﬁ%h ; ) BYr hOSuHS fh? ok

preferably s to the user's e exanple o e e-nai
el ofopncP R Nk nt BEbeek IORE) ROmEHERte {payRER el R St d® e
be' acconpPRIRSd o SYaRaVE BOodit of Phil ST APy G T hat el M7 0
2™V cr osBPie e, e D8R8 BR8] b S Rhonaie booRal: SRSy SRty 36 rmy
regi ster h e syncs provided by the Mcrosoft Messaging Application

for a
ProgranniWﬂ&Fﬁﬁé ‘ace (MAPI) to thereby receive notifications when a new
nessage i s st na data itemsuch as e- mai

q@gd.t a nmai | box 1%#% vqﬁ ) th?
message 1733 i St HrHES SUMECPLSYSCRRP snds f Erors, ¥ Birelgsppstworh /1% e ess
connector_system 1728 preferably repackages .the data item as __indi cated at
1734 and YA3eCorREpseRaic ad@@eﬁﬁ% aa@ag‘fswégatsétegiﬁ fomaipe F?}PO%W}A&WQ% e
transfer paths or may be dependent upon the particular transfer path,
ei t her t hbeppera radile deyvies hEOrdY L ereferally Bpont driscling Bpleans oypIgrs BigewEng1732.
For exanple, the e-mai|l nmessage 1733 is preferably conpressed and
encr ypt edeveaisthag pcqyaedr A Biggermeevendneludes ot dk afdimited te,7ae orgpre phdiee by
effectively provide for secure transfer to the nobile device 1718.
Conpr essi Howing: screen saver -activation at a user’s networked computer system 1722,
disconnection of the user’s mobile device 1716 or 1718 from the interface 1726, or receipt of
a command sent from a mobile device 1716 or 1718 to the host system to start sending one or
more messages stored at the host system. Thus, the wireless connector system 1728 may
detect triggering events associated with the message server 1720, such as receipt of a
command, or with one or more networked computer systems 1722, including the screen saver
and disconnection events described above. When wireless access to corporate data for a
mobile device 1716 or 1718 has been activated at the LAN 1706, for example when the
wireless connector system 1728 detects the occurrence of a triggering event for a mobile
device user, data items selected by the user are preferably sent to the user’s mobile device. In

the example of the e-mail message 1733, assuming that a triggering event has been detected,

the arrival of the message 1733 at the message server 1720 is detected by the wireless
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reduces the bandwi dth required to send the nessage, whereas encryption
ensures confidentiality of any nessages or other infornmation sent to
nobi | e dewD®eaodIL6 and 1718. In contrast, nessages tran®Careadosdda a VPN
router 1732 m ght only be conpressed and not encrypted, since a VPN
connect i QRnetAR) 4N @hL VTG aY P LI BHbRhed F xminiy% e S8

Messages are fﬁe#é%@ secure ya%;ntf vP%ig%tﬁéi ehct p#@%ﬁhg?ﬁﬁﬁg&&rgeless
connect or . (W ' e - unnel
or o VPN TAERRETIS kPiait i fPfeetfheSORE RS  RERESLAGREF YA B ITS

devi ces WA0. LT, L6GRS] Y RRSAUE R 8nA 1T R SedRiiGe 210 O

1718 is UsS no T éss-secure an accessing na 6 using

t he desktop co ter em1 . \Wen, a.repackaged mes 1 r. 1736
v ves. dvhes OBt B N Rfesse B oG RS B8Rt AARD 00 i e
1710, or via the.wireless VPN router 1732, the nobile jce 1716 or 1718
Feroves. (HECHEEIoBEEREAR EDUHU B OBE SRR S BRAIRIIII ressage 1734 of
1736, and perforns any.required deconpressio nd decryption qperations.
Voasnges. sont Wisk AG SRS FoRs oS et BoORBVITke S 716 or
1718 and addressed to one or nore recipients are preferably simlarly

r epackageld 10 8hd7 Bodls Birglessorgpessa systed 785 erefsrady rensripeee e iy ipnh 38t
system such as the LAN 1706. The_ host sgsten1nay t hen renove the

el ect r oniiBdigaieb ro B4 pisnl Ti0e  Repqshrging teahgues 8% beistpiastonawy awdabler ess
the message if desired, and route the nmessage to the addressed recipients.
Fi gur e 18ransfer pithb ek mHiy R depeestenipey the magticnipe tanderppatl.yeitheintha nviedess on
system in which wireless communi cations are enabled by a conponent

associ at adirgstmeturgrl 769 or teariretess ¥PNupyten B33, Hewt exomple, e eshvlmesspgeri’gdr e 18,
the systemincludes a conputer system 1702, WAN 1704, a corporate LAN 1707
| ocat ed belpiaftably seropresseq ahd eropeptdd, ¢ifE8 befoest qunafier being sepackageddtrids4.tact ur e
1740, a wireless network 1711, and nobile devices 1713 and 1715. The

conput er thyshyenfifdcitdy préwide F@dsecie dransferytof the enatlile dEV8,17hé s Lagepression er
1720, data store 1717, mail boxes 1719, and VPN router 1735 are

subst ant iraddcys tthe adwidis felperedi mi [sand ythe message, whereas encryption ensures

confidentiality of any messages or other information sent to mobile devices 1716 and 1718.
In contrast, messages transferred via a VPN router 1732 might only be compressed and not
encrypted, since a VPN connection established by the VPN router 1732 is inherently secure.
Messages are thereby securely sent, via either encryption af the wireless connector system
1728, which may be considered a non-standard VPN tunnel or a VPN-like connection for
example, or the VPN router 1732, to mobile devices 1716 and 1718. Accessing messages
using a mobile device 1716 or 1718 is thus no less secure than accessing mailboxes at the
LAN 1706 using the desktop computer system 1722,

‘When a repackaged message 1734 or 1736 arrives at a mobile‘ device 1716 or 1718,
via the wireless infrastructure 1710, or via the wireless VPN router 1732, the mobile device
1716 or 1718 removes the outer electronic envelope from the repackaged message 1734 or

1736, and performs any required decompression and decryption operations. Messages sent
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| abel | ed conponents in Figure 17. However, since the VPN router 1735
comuni cates with the network operator infrastructure 1740, it need not
necessar iwp okaormoni rel ess VPN router in the system of Fi gamacAD3/00sPhe
networ k operator infrastructure 1740 enabl es wireless information exchange

bet ween t E@%&%%@vi@@Qﬂ@&’ 1As gyl 'a&c%?sliz o ell%élgore'i‘ C%ﬁ% hgga ofe ablg

associ ate e COI’TpUt er systens

operate %ﬁ'&rpr r%li%ka aqldip? L&ﬂwgéﬁ@ gssg'c? ks qﬁll:l\%ﬁ{eﬁea(lgih t1d QZOSt @ys%ﬂgﬁh' ty of

deskt op conput’er sy are avin si cal
t f 8 I
connet or<dE L }?iﬁs ﬁ%ﬁ%ﬁsﬂ @’S%%e?% tf%’ea ARRRE bty rltv%ﬁe fm@h*fer ach
t m,1742, The (34 724
e T R e R T e R T r t
enabl es dat itens, such as e-nmail rressages and other itens that are

stored i ﬁ%qd% geﬁpﬁlt "and possi ny data itens stored in a |ocal or
network data store, e sent fr the LAN 1707 to one .or, nore npbile

devi ces 1713, Hig48 18 lﬁab k\?ﬁgﬁ’?}‘i @@@WW%S@B‘“@F%@P@Y%@“%%VH

t he network operat or infrastructure 1740 provi des an interface between the
mobi | e deVRigh¥Irglpyommunicalions Ah@aplatby # §mPRENEATIRFE Ao 4t IS fhe
system shown in Figure 18 wi_ |l _be described below in the context _of an
e-mai | medEders ngvosk A4S hewR dn i NiguredBatis| wsten iBclpdas 2 samenver sattedyOhe sent
to a nobile device 1713, 1715. Wen an e-mail nessage 1733, addressed to

one or noVAN Eps esrperatedAh §7THogirddhehind aspcuripefinewali 4708, §@W9€‘r0PETPM is

recei ved 'bé t he nessage server 1720, the message, or possibly a pointer to
a singl e isbpyjrueret hetOneswigesssicoyal 17Al.aandemopi detiges b16>k3 epd ddin dibere, is
stored into the mailbox 1719 of each such recipient. Oice the e-mail
message 1oB®utsr systanmil €02, NeAN 1566 segtity Srgwal 1503 andskagr saryarl 720+ dagepgiore
preferably be accessed using a nobile device 1713 or 1715. In the exanple
shown i n Filgumeilk&es 1AL, end AN neeg al§ésS b3 Subsastidlyethe adde es ghedsimgarly-he
mai | boxes 1719 associated with both desktop conputer systens 1742 and 1752
and t hus labsdicd comjynests de Hignes 171 H3vevad sihéd the VPN router 1735 communicates with
the network operator infrastructure 1740, it need not necessarily be a wireless VPN router in
the system of Figure 18. The network operator infrastructure 1740 enables wireless
information exchange between the LAN 1707 and mobile devices 1713, 17135, respectively
associated with the computer systems 1742 and 1752 and configured to operate within the
~ wireless network 1711. In the LAN 1707, a plurality of desktop computer systems 1742,
1752 are shown, each having a physical connection 1746, 1756 to an interface or connector
1748, 1758. A wireless connector system 1744, 1754 is operating on or in conjunction with
each computer system 1742, 1752.
The wireless connector systems 1744, 1754 are similar to the wireless connector
system 1728 described above, in that it enables data items, such as e-mail messages and other

items that are stored in mailboxes 1719, and possibly data items stored in a local or network

data store, to be sent from the LAN 1707 to one or more mobile devices 1713, 1715. In
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As those skilled in the art will appreciate, conmuni cati on network
protocols commonly used in wired networks such as the LAN 1707 and/or the
VAN 1704 woa@21e2009 sui t abl e or conpatible with wrel ess neP@drda02/00890
comuni cation protocols used within wirel ess networks such as 1711. For

exanpl e, BigheUIsi e @1 tHeareWdrd oPeratet HfQASAIctRY 8740e5eviadithn MR derh@hency,

which are primary concerns in wreless network comruni cations, are |ess

si gni fi caimb niobilvtiéveeks 12131 ksSandWh CANLIYDT.CAL hiovB AN RraRYS Br Mk HA&n GRARACI LY
and speed than wreless networks. Therefore, nobile devices 1713 and 1715

cannot nomMelduye BEGRPBe HAerikkAlRIowSInARE cdnfekf oflhf ESiaiYmes efk@ A Gh WRisltapRET at or

infrastructure 1740 provides a bridge between the wreless network 1711

and the LobnblOfa diAGeRRhiONdy HRREMES Phobild dARETYAL Yhfs 1740 enabl es a nobile
device 1713, 171%1 to teestabIE%&sh a conngcti on tov%eﬁﬁANl?O? t hrough t he

VAN 1704, Wik o O RIBLE - RORIR 5L Bin G0, OBy S 1 ]

network 1711 or a service pr er t I ¥ nmuni cat il:)gnv\D
service f I i 713. ~hased system . v
021 102000 e PRIsE: B85S P kR ady ij“cgeé%i% ,qug‘lfg%r’f&@e R ?rsl??iséily _
conmuni caf | Ssi.on W th e_networ erator. infrastructure usi ng
a wrel egisi) (%{e}tteag)riglg%l%gé}f %ﬁtge (I:n&s”?ﬁ%enftgg??%ﬁ C%“%T‘?%W(&?boﬁ‘r(gfdé’faa%ﬂr‘il I?Sto’ée cure
schene suc s W.rel ransport Layer Security.(WLS n information
shoul d rléltrzr)at?‘% mcablfr’l?xi ﬁéﬁto}ﬁc?lsg} Tegh (ﬁePE%estH%EX%ILIBWé lﬁfﬂr %Pér;]tﬁr IWL el ess
lication Protocol (WA [owser. er may then request (throug
xgual s 1SR F1O5H 182 nﬂﬁ"]é’f”ég%]qufté’&aydg?fﬁéf’# © 3Cpps qqélsglgfa;rwg%‘]@ deues lﬂflﬁd’fi n the
nobi | e deyj.ce ny or all inforpation, or just new information or
exanpl e, ]s%tlgr )e[’i'lt erf"xémﬁlgi SLB‘E‘S& iy FA&HTG HS-tthrec-aatl ancseage & 73%7hap been addeeseaNe 1707
The networ k oger ator infrastructure 1740 then establishes a connection or
sessi on WPE Fazogses df Esassociaiethwith Beth deskiopromprter systems, 1742 PRy 152 ad s
Hypertext Transfer Protocol (HTTPS) for exanple, if no session has already
been est aith BRkie depicepbdgand 475essi on bet ween the network operat or
infrastructure 1740 and a wirel ess connector system 1744, 1754 may be made
via a typical AsAkRose rikdledi in ther att hvidlu gpprediate, VPowmpRicasion 1k@Gork f pratogdls abl e.

When tine
commonly used in wired networks such as the LAN 1707 and/or the WAN 1704 are not

suitable or compatible with wireless network communication protocols used within wireless
networks such as 1711. For example, communication bandwidth, protocol overhead and
network latency, which are primary concerns in wireless network communications, are less
significant in wired networks, which typically have much higher capacity and speed than
wireless networks. Therefore, mobile devi;:es 1713 and 1715 cannot normally access the data
store 1717 directly. The network operator infrastructure 1740 provides a bridge between the
wireless network 1711 and the LAN 1707.

The network operator infrastructure 1740 enables a mobile device 1713, 1715 to
establish a connection to the LAN 1707 through the WAN 1704, and may, for example, be |
operated by an operator of the wireless network 1711 or a service provider that provides

wireless communication service for mobile devices 1713 and 1715. In a pull-based system, a
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del ays between receiving a request froma nobile device 1713, 1715 and
delivering requested information back to the device are to be m nim zed,
t he net wowk oope2oad or i nfrastructure 1740 and the wi rel esPCTaNR00890
systens 1744, 1754 may be configured so that a conmunicati on connection

remai ns 0ReKIUFiEe ‘?’?Bi?gb %Zﬁ?}dcstébﬂsﬁ Deom¥atiefol ke -o%fﬁ Jﬂ%net&z@&%%&ta&)r

originating from nobi vice A 1713 and B 171 e sent 'to the

Wi rel ess jganae 1%r17§é/ﬁ§iﬁ'%ﬂ§ wirdé lﬁ%rﬂzaﬁpaﬁ%fesce;M}e@ 0 scy&f?& re%e%?%i ng a
request for information Ff om t he Net wor operator 1nfras rdeure 740, a
wirel ess (.Gon @@gﬁlg[s@;stﬁﬁngg sﬁ%%égrggaﬁgg&@,ﬁ@frﬁwﬁéﬁ oL QL MRELgn from

a data store. e e- W r'el ess connector "system

1744, 1754 retrieves the,e-mui.l nessage 1733 frqom the appropriate i | box
1916, Lyriema ohfG Rt AR & FRces TRBSRHeer Sctas & 0RO (HRBERBG HRbedl ™t 01

the conp stem 1742, 1752, whi may, access.a.mail box 171 ither via
the mesoyEARHTRY, Sse Ry ot REERD MG uoRon P arEde eilict o
system 174 754 may. be confjgured to access, mai| boxes 1719 jitself, .
i rect! y Bt seltgeRse HebS MohE &S o P A0 0B HER CEADS PO RYETUBR Y er
1720. Al sp, othFr dat a storgs, baoth nefwork data stores simlar to the data
store 171" example, sewed iy amailaox,} s i thedatazstaug T (7 4 thedeMN d ¥ utherneyask em
1742, 1752, may be accessible to a wreless connector system 1744, 1754,
and t hus PSTAPTHHHATRCHER 1440 fhenaestablighes 3 rcoppestion pp; Sessinlis it ea Witless
addressed to the nessage server accounts or mail boxes 1719 associated with
bot h comfiohesetasysysiems 1144 A 7ahdusing Seeiel Hwerterd sTrapfes Bigtpcely (BTTRYefor t he
e-mai | nessage 1733 may be sent to the network operator infrastructure 1740
as shown exampley gong sepsiondps aljpadyhbach cstablished A apyeof sefsionebetggen thessage
to each nobile device 1713 and 1715, as indicated at 1764 and 1766.
| nf or mat ingtwarkpperator infrastreatyre d 74@ epdkervitehass couneetbe systenp hifde L 67 mysbens
1744, 1754 and the network operator infrastructure 1740 via either a
connect i onadewia hiypillNW AROzbnogctiviner trfenigh dua VBN HREH 1738l availiide. nWhewotidke
operator infrastructure 1740 communi cates with the w rel ess connector
syst ens 1délys bétwbeh racuivinhe reqnesbirbm adeaetiile dsvide/ 173 3, 172 § Bnd/ dedi veliidgf requested
protocols, translation operations may be perforned

information back to the device are to be minimized, the network operator infrastructure 1740

and the wireless connector systems 1744, 1754 may be configured so that a communication
connection remains open once established.

In the system of Figure 18, reqilests originating from mobile device A 1713 and B
1715 would be sent to the wireless connector systems 1744 and 1754, respectively. Upon
receiving a request for information from the network operator infrastructure 1740, a wireless
connector system 1744, 1754 retrieves requested information from a data store. For the e-
mail message 1733, the wireless connector system 1744, 1754 retrieves the e-mail message
1733 from the appropriate mailbox 1719, typically through a messaging client operating in
conjunction with the computer system 1742, 1752, which may access a mailbox 1719 either
via the message server 1720 or directly. Alternatively, a wireless connector system 1744,

1754 may be configured to access mailboxes 1719 itself, directly or through the message
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by the network operator infrastructure 1740. Repackagi ng techni ques may

al so be used .between the wreless connector systens 1744, 1754 and the
net wor k oweroatiaaood nfrastructure 1740, and between each nwhiTi@odesdsce 1713,
1715 and the network operator infrastructure 1740. Messages or other

i nfor mat 'sgﬂlelt 97266 ﬁ?d“otlfef G4tk StollR bﬁdﬂ?ngﬁx cf“atal 3 81M13t15to deggs R:rp,qgssed in

a simlar manner, Wth sucﬂﬁlnfornatlon I rst bel ng tra erred from a
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net wor k oper at or Inrras I‘UC ure en sen EII’I ornation to a
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””Bb ents. TRAMERaG Ben h asl A e é%egdt o
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het vor i‘séﬁéﬁﬁi‘%@wﬁ tm%%“wéreﬁ%%%s‘iﬂ&“@?ﬁé@%%éﬁvfcgm‘éé o TR

items to deV|c 1713 and 1715. 58 WO 10
T Ca02/ DS TS 013 T et i b Sheiettinh OBGHT BRI g S a
notificatjon of new, message or a list of data itens currently stored in
A dat a stigon an 1 {7 which thenpndscpapyis6 s fsmail megsage fngich aobdedevies 43,
1715, which may then be used to request nessages or data itens fromthe LAN
1707 vi a afel’ ﬁét folKicatsd ahtldp4 apd rlgéé r deformasion my, be frapgeredebeducancibs
associated wi th user accounts on the LAN 1707 are configured to . operate
wi t hi n diviredess ponggcios sgsems é14derii{s4 antéhe eefvatknppestersiofragrugre 1 Ty viRave an
associ ated wirel ess network infrastructure conponent simlar to 1740.
Al t hough estbrar eanacctige do that WANA10¢|cedle ¥BNmewerol738y Y hemhel fetwork jopsmtarr e
shown for each conputer system 1742, 1752 in the system of Figure 18, one
or nore dhfrastractwier GHE semmuicates with the wireless dopgertor Sy§dmsrdy44pléieambihg be
configured to operate in conjunction with nore than one conputer system
1742, 175f¢bilerdevicesatili8sti1a vimdiffessnopmtooolsnednslaton dpeiBionasepbe pedamadt h nor e
t han one conputer system For exanple, the wirel ess connector system

by the network operator infrastructure 1740. Repackaging techniques may also be used

.between the wireless connector systems 1744, 1754 and the network operator infrastructure
1740, and between each mobile device 1713, 1715 and the network operator infrastructure
1740.

Messages or other information to be sent from a mobile device 1713, 1715 may be
processed in a similar manner, with such information first being transferred from a mobile
device 1713, 1715 to the network operator infrastructure 1740. The network operator
infrastructure 1740 may then send the information to a wireless connector system 1744, 1754
for storage in a mailbox 1719 and delivery to any addressed recipients by the message server
1720 for example, or may alternatively deliver the information to the addressed recipients.

The above description of the system in Figure 18 relates to pull-based operations.
The wireless connector systems 1744, 1754 a;nd the network operator infrastructure may

instead be configured to push data items to mobile devices 1713 and 1715. A combined
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1744 may be granted access to the nmil boxes 1719 associated with both the
conputer system 1742 and the conputer system 1752. Requests for data itens
from ei t wo opnidobe device A 1713 or B 1715 may then be prerasgedody t he
Wi rel ess connector system 1744. This configuration nmay be useful to enable

i 1€l oo COMINLARY U5 ELIREN T Bakfi 1 TARARG of PR RBLLE, H2vi6Te, 1715

and 1715 requirrng a desktop Conputer system 1
; ; h ; ; !
orend ik R8N llRRUY Sioflh GPadls Shre 48 il RN RR7COAREEE BlnSY Y FRIRY

i nstead be I'nconjunction nessage” server

enable wyel e ni caf i .. FLgur i 0 i am.of ot her
al t er nat ic(%lc% ?)?rlr%u %f%bch “§a§'§ %;be “fﬁ‘g% rg%uie ? tel{ﬁ’%lsa 8%){)}0%? lgéng%ér?prﬁhgrl‘@;/st em
orate LAN 1709 ted behind a security firewall

1702, WA 04,. a cor a

Tv08.  an HELde P RoR Pp &G it 152" i Tel eas networ ks 1764 and
1786, and nobile devices 1788 and.1790. In the LA t he conpyter
system 1700, RBRPIPASICos BERRrEy Vi ceter oo kb 0l A GulIBIES g o
store 1717, nmmuil boxes_ 1719, 59 WD 02/102009 PCT/ CA02/ 00890 deskto

conput er ®§@ice Hithino Jitfepnl yigeless RERKAEL| BFD £agY Witelpse MEREEK JPaY: BAYFeétor 1726
and VPN router, 1735 are substantially the sape as_the correspondi ng
conponent3ssagEsd ifsdss neflyarkdnirasuctare cemponsat YREY R 18- and data store 1782
provi de nobile devices 1788 and 1790 with access to data itens stored at
the LAN 1709. Aljoyghyseparategdedicaid wirgdess corisRior systemsy sidnd 7ot 2rg shgyay B es on
or in conjunction with the message server 1720, although a wireless

connect oreaglyeqrenntaredystendidhd 78p &y e sysem of Figure dBj enscarimegye Wf the voiFrdessr nor e
desktop conputer systens in the LAN 1709. The wirel ess connector system
1778 pr owiodesstor gystema h&ide t 759f mepapraterabiivee eanbigergd 4 opdnate in pgujuneen wishone or
nore nobil e devices 1788, 1790. These data itens preferably include e- mail
messages mdrorthah pme pepuiteyxysteth712i h73Zhor dataecess ardatal U, oramaithok | 1748

possi bly other itenms stored in the data store 1717 or another network data
st or e or aasdciedlwithamere shanrope obmputersystput Eor symplenths wafelesscohZzar system

1744 may be granted access to the mailboxes 1719 associated with both the computer system
1742 and the computer system 1752. Requests for data items from either mobile device A
1713 or B 1715 may then be processed by the wireless connector system 1744. This
configuration may be useful to enable wireless communications between the LAN 1707 and
the mobile devices 1713 and 1715 without requiring a desktop computer system 1742, 1752
to be running for each mobile device user. A wireless connector system may instead be
implemented in conjunction with the message server 1720 to enable wireless
-communications.

Figure 19 is a block diagram of another alternative communication system. The
system includes a computer system 1702, WAN 1704, a corporate LAN 1709 located behind
a security firewall 1708, an access gateway 1780, data store 1782, wireless networks 1784
and 1786, and mobile devices 1788 and 1790. In the LAN 1709, the computer system 1702,

WAN 1704, security firewall 1708, message servef 1720, data store 1717, mailboxes 1719,
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As descri bed above, an e-nmail nessage 1733 addressed to one or nore
reci pients having an account on the nessage server 1720 and received by
t he messagoe ieaowey 1720 may be stored into the mail box 1PCI/@¥02/0689M such
recipient. In the systemof Figure 19, the external data store 1782

pr ef er abl gqh ccﬁnﬁjthi s&ﬁémsltﬁﬁlﬁ;hzgigﬁl’ltcgnne@ﬁ'& f%?in&?fa@é’ BICEHnﬂgétgre%%g‘-zahﬁh the

data store 1717. PIMinformtio ata stored at data store
pr ef er ablyypn i e Rdidf e, .t 1 nf i < dat a
D o g ot Y2 Zoyt MERBCRO bR ol @llicCad e clfredpbAdih ORI heRhindd

i ndepend 1.f] [ ' . 2 may
it ai n ot TSP P30 TR LBl 1708 BRI SRAA T o 107 T
user (i.e,. il Vi GE, t ersonal co ter at home,
data ot s BB Ot R GpCRy LRG0, By BB ROL SRR GORBINSudth O™
acconpl i , for exanple, thraough.updates sent to ata stare 1782 by
e w1 el 28 opgilsacon by LoimRes guttl B8 bR erhd VAT p ORI T oliest ! v o
entry in the data store 1717 .is added or. changed, at certain tinmes of day,
or when i SPRGCIEE SHSIGR T, AR OPFEE OpypF iR CORBTIONE VLR P OF (8 G5Ekigd

conput er sg&ten1l722h Sg t?f/? ta store 60 WO 02/102009 PCT/ CA02/ 00890
1782, or 9BeUEhiteBy mBMEbsN E0evi ce 1788, 1790 through the access gat eway
1780. In the case of the e-mail nessage 1733 for exanple, an update sent
to the data sti8f &irelespoangpion system L7 provides fr tippsfer %@d&@sm pisthe ecej ved
may indicate that the nessage 1733 has been stored in a certain mail box
1719 in tifeN 3705 te ong erymorgppbile deiges 3788, Ad9% - Thesq dagasitemequetgfaply insdndstcor ed  t o
a corresponding storage area in the data store 1782. Wen the e-nuil
message IFEBmiggsegesimed it madlepxeh 17 Weinnthe (dpta stose 17179 ag et easnopdbln @thes t he
nmobi | e devices 1788 and 1790 for exanple, one or nore copies of the e-nai
message, ifendistaedein the daragoraddl71qroanother mityorkedatestore\gr |a logpé datastore of and
stored in correspondi ng storage areas or numil boxes in the data store 1782.
As shown,compud@t gysteorsuclopd ¥220f stored information in the data store 1717
may be sent to the data store 1782 via a connection to the WAN 1704 or the
VPN rout er 1736.defaibedxboys, @n etthal mepsagd @33 abinsexct oromsystmore kdcifiemny post
updates or stored information to a resource in the data store 1782 via an
HTTP posthaviague atcoudt dnahdmbssugd sgrvea 1 520cind eecpived by the nsuclge agvdr TTRGmay

be stored into the mailbox 1719 of each such recipient. In the system of Figure 19, the
external data store 1782 preferably has a similar structure to, and remains synchronized with,
the data store 1717. PIM information or data stored at data store 1782 preferably is
independently modifiable to the PIM information or data stored at the host system. In this
particular configuration, the independently modifiable information at the external data store
1782 may maintain synchronization of a plurality of data stores associated with a user (i.e.,
data on a mobile device, data on a personal computer at home, data at the corporate LAN,
etc.). This synchronization may be accomplished, for example, through updates sent to the
data store 1782 by the Wireless connector system 1778 at certain time intervals, each time an
entry in the data store 1717 is added or changed, at certain times of day, or when initiated at

the LAN 1709, by the message server 1720 or a computer system 1722, at the data store
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Secure Sockets Layer (SSL) may be used. Those skilled in the art wll
appreciate that a single copy of a data itemstored in nore than one

| ocati on Wp o/10aba store at the LAN 1709 nay instead be PemtCAoo/o0tdre dat a
store 1782. This copy of the data itemcould then be stored either in nore

than one 1@92;&%95&5\51% BY ol Q6@ RBick 1744) Q7§t?ﬁ1?0u§ﬁ KiLackdS %g?e@%%/ 3780, "Gl the COPY

may be stored’in the data store 1782, W th poi nt er her identifier

£ th ; . . . . - in th
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Lo et PP Y8R 1953 SRS AR R0 I DEERATAARNARE 0217,
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o o, s SE 8 i P IF B SRR BUA L P B LB 0T e
1704. A \WAP browse

. or. ot her brows 0 i Lth the wrel net wor ks
1784 and 1 eaEoTReHoRe® Headh Y SRR, hedre bl oSS £ 4R ¢
synchroni.zed with the data re 1717.. and, downl oad .st or d i fens
! her Cadkensbieds s BeltPadHE Gutatind Bnbaeys S6udud B EhRY 6800
request froma nobile device_ 1788, .1790. As sho 17 nd_1798, copies
Of Tt ho. o HPIC HESLHGE SPPiSS of i ecir RSN oral-rnss 22 B8 Wb FEUEAy  rmy
be sent to _the nobile deyices 1788 and 1790. A data staore (not shown) on
each nobil ba&wAt épangzgered inkopesnnding sipragy atas orYHIDAFSAR Sheclalfi tie &%or t i on,
such as a mail box 1719, of a data store 1717 on a corporate LAN 1709.
Changes t/ orBuindatet) ey ¢apies 9k staredtiniormation is theidatrstaye h&l7 may beseattothe t he
data stores 1782 and 1717. 62 WD 02/ 102009 PCT/ CA02/00890 It is clained:
1. A net el stire hiS3ciass eongection shihe AN Bk erghe ¥PNgowersk738y Eerarpigpledhe t he
nessage is transmtted to a wireless nobile communication device, the
met hod conRldass conpeetpresysteapk/78fmay posicerideiengr siered irfoimession &y/8 resenrehia theicoded

nmessage from a nessage sender addressed to :
data store 1782 via an HTTP post request. Alternatively, a secure protocol such as HTTPS or

Secure Sockets Layer (SSL) may be used. Those skilled in the art will appreciate that a
single copy of a data item stored in more than one location in a data store at the LAN 1709
may instead be sent to the data store 1782. This copy of the data item could then be stored
either in more than one corresponding location in the data store 1782, or a single copy may be
stored in the data store 1782, with a pointer or other identifier of the stored data item being
stored in each corresponding location in the data store 1782.

The access gateway 1780 is effectively an access platform, in that it provides mobile
devices 1788 and 1790 with access to the data store 1782. The data store 1782 may be
configured as a resource accessible on the WAN 1704, and the access gateway 1780 may be
an ISP system or WAP gateway through which mobile devices 1788 and 1790 may connect

to the WAN 1704. A WAP browser or other browser compatible with the wireless networks
1784 and 1786 may then be used to access the data store 1782, which is synchronized with

the data store 1717, and download stored data items either automatically or responsive to a -
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a plurality of nessage receivers; determ ning whether any of the nessage
recei vers has a corresponding wireless nobile conmunication device; and
for each weIRagm®oy ecei ver that has a correspondi ng W r el ePETRONORAE890
comuni cation device: processing the nessage so as to nodify the nessage

with resﬁ@(ﬁfestttfbn@? mcﬁ)ﬁgﬁ%\?{,é- PR8ABBC s sREWh bt 308 Thd gm?c@?& RRCERSHd

nmessage to a wreless no e communi cation device orresponds to t he

essage THANE R TotEd T et IR R Sy Wy Tl e b ALY e MBuRRtET,
e ancryafh dh{Irbo, MIaELO 0 SOG oS LT RRB S I AP ARBOREEC 1 °
et n” RS2 APaER hARY Sln of SALRG 190, of o FREHER' D2 e Pt

wherein the encryption-relat ri'SES a sessi o

02/ 10200 02/ 0089 6. .The nethod of claim. erein the step of
processi ﬁ@fﬂﬁr@ﬁl éi’%ngteﬁ ° Et‘%‘&ﬂS?@Yl&?@%}'f‘ figre ey églyfagﬁvtgerﬁﬁ?cﬁ in; the ﬂ?fgel at ed
to the mﬁrelﬁgﬁgnqgghs comuni cation device to which the processed nessage
is to be tFEnAf 1Y /7. The nethod of claim6 wherein the step of
processing further conprises renoving a Recipientinfo list fromthe
encoded nessage. 8. The nethod of claim1l, wherein the processed nessage is
a new nessage that has been generated fromthe encoded nessage based upon
t he encryption aspect. 9. The nmethod of claim 1, wherein: the step of
processi ng conprises the step of decrypting the encoded nessage; and
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the decrypted nmessage is used to generate the processed nessage that is to
be transmtted to the wirel ess nobile communi cation device. 10. The net hod
of clai mwpoahee? n: the encoded nessage includes an encr yorathoseesdbdon key
for each of the plurality of nessage receivers; and the nethod further
conpriseqfﬁgﬁpﬁ&gps of, for each nessage receiver that has a corresponding
w rel ess nobiTe conmuni cati on device: generating an internediary nessage
for the wirel ess nobile communication device with only the encrypted
session key for the corresponding wireless nobile comunication device; 64
WO 02/ 102009 RCT/ 2£00890. transmtting the .inter  ary essage .to the
i r ol ess hobi P S ORanPESET B <D anres bshe i et SRR ok AR}
decrypted _at the wreless bile co icati.on device-and transmitted to
The host el o iFurR i putpyBPl dotd i SEoRRRe G BHBTY  he host
system decrypting th ncoded ssa usin he decrypted session key; and
Cransm tting FHEHECE TR SHCn Rpeneoted METEs BB aunrotse S EERERRE4e | on
device. 11. The t hod of .claim 10, further conprising the step, before the
step of tARApENY Of Megsage 5P odi ng t he decrypted nessage using a

wirel ess-friendly encoding schene. 12. The nethod of claim1l, wherein: the
encoded nessadecriBing: Weethg g Geaessage isprivde danA nerRApting Wesdsage
body; and the processed nessage sent to the wirel ess nobile comunications

devi ce comqhilp seemusigaiangdeviceland t he entire encrypted nessage body. 13. The

met hod of claim1, wherein redirection nmeans is used in said determning
st ep. for each message receiver that has a corresponding wireless- mobile communication

device:

processing the message so as to modify the message with respect to an
encryption aspect; and

transmittiné the processed message to a wireless mobile communication

device that corresponds to the first message receiver.

2, The method of claim 1, wherein the encoded message from the message sender is an
S/MIME encrypted message.

3. The method of claim 1, wherein the encoded message from the message sender is a
PGP encrypted message.

4. The method of claim 1, wherein the encryption aspect comprises an encryption-
related key.

3. The method of claim 4, wherein the encryption-related key comprises a session key.
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14. A method of processing an encoded nessage at a host system before the
nessage is transmtted to a wrel ess nobil e communi cation device, the
met hod cowproeaoaege t he steps of. receiving at the host sysceraAaoeossmcoded
nmessage from a nessage sender addressed to a plurality of nmessage
receivers; determ ning whether any of the nessage receivers has a
corresponding wireless nobile communication device; and 65 WO 02/ 102009
P CA02/60089G £l BF QxRS SRR BE by 6 rh&@stiné;&%ldﬁisngEéﬁ Gehad g rel ess
nobi | e conmuni cation device: processing FRe essade S0 as 10 nDdI? t he
nmessage. V\Qegsri]onr Ee?pt?ngtt ist@réifled ?ouEhQ e?e%@ﬂo%ﬁe @&Hﬁﬁﬁicatﬂ)ﬂgiekfcé‘@& Wﬁfctn'tﬂg the
processeé nmessag O 8 Wreless nobile communi cation evi ce that
corresponq§ to.the fé{§gb§@§§§a% receiver. 15. The nethod of claim 14,
wherein @ﬁ§egﬁ?ﬁ%ﬁ?gc5tlon aSpec?’conprises a certificate aspect of the
encoded nessage. 16.. The nethod of claim 14, wherein the authentication
aspect conprises a certificate revocation |ist aspect of the encoded

nmessage. ,17. e nmethod of c¢laim.14, wherein the authenticati on aspect
Conpr vaed 4 safameed Sefin & Hen e G opber s i OmenssediEte. 18
The met hod of claim 14, wherejn: the encoded nessage conprises a digital
si gnat ur &ecigicadpiojlist o dhe engeded messegege body; and the step of processing
conprises the step of rearranging the digital signature and certificate in
t he encoded nessage so that the nessage body is transmitted to the wireless
nmobi | e communi cati ons device before the digital signature and the
certificae. The mpthodmpitdhim brwherein themmocepied megsree Ae 2 dpYyi messazsithidetre i s
transmtted to the wireless

been generated from the encoded message based upon the encryption aspect.

o. The method of claim 1, wherein:
the step of processing comprises the step of decrypting the encoded message; and
the decrypted message is used to generate the processed message that is to be

transmitted to the wireless mobile communication device.

10. The method of claim 1, wherein:

the encoded message includes an encrypted ses;sion key for each of the plurality of
message receivers; and
the method further comprises the steps of, for each message receiver that has a
.corresponding wireless mobile communication device:
generating an intermediary message for the wireless mobile communication
device with only the encrypted session key for the corresponding wireless mobiie

communication device;
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nmobi | e comruni cati ons device before the certificate is allowed to be
transmtted. 66 WO 02/ 102009 PCT/ CA02/00890 20. The nmethod of claim19,
wherein twWeoanindicate is transmtted to the wrel ess nDIPCITAA02/00890
comuni cations device only in response to a request fromthe wrel ess

mobi | € communi cat f-rﬂﬂﬁﬁtqrﬁ;%ih%qntegﬂedi ﬁle@éebﬁ)dmgfwiféie@g mo%ﬁle %c)mgrﬁéaﬂb the
1glrtal sl and t

aut henti cati on aspect conprises a gnat ure; e step o

processi ng co i&esgsﬁ e él{ae?ési&{ 1¥e§'7.r ifay! BY 8{&; gésdg'aggljhe%*’%@ ngﬁ‘%gﬁgd

indicating a drgit signature verification s

processi ng an_en . e e _fir W reless nobj } I devi ce,
t he nmet hod coﬁ%rpﬁlgl%(ﬁ%mfl h%%%? e‘s‘lpr)lfsi tgag}lglrtt\é% & &I?Gng"sé Sﬁéélérg’aglg & gt bggdtg{:arg&? C(l) one or

nore nessage resclelilgers fcreglnas w%esl s .nobi | e conmuni cati on devi ce;
attachi ng di gPtar" SPORAGNE" el QUSTK¥r mati on onto the recei ved nessage;

and sendi ng the nessa th the attached sjgnature-related information to
the one or nore r‘i"é’@g\%@%e eﬁ%oﬁe%mﬁﬁs?ﬁo‘ﬁm@fth%?eﬁ@'@??iSﬁsdm&h(e%r%gded nessage
froma wireless nmobile.co niication device, the nethod conprisi ng?the

steps of. recei vi nGAEIHHEE Mo deCOmEs LS, (o s BHCIRISrBORHSs CORJRITICANER \ o s

froma wreless K nobile communication device; performng an
encryption-reﬂﬁP%H operation upon the received nessage; and sending the
encrypted nessage to the one or nore receivers. 67

11.  The method of claim 10, further comprising the step, before the step of transmitting,

of encoding the decrypted message using a wireless-friendly encoding scheme.

12, The method of claim 1, wherein:
the encoded message from the message sender comprises an encrypted message body;

and

the processed message sent to the wireless mobile communications device comprises

substantially the entire encrypted message body.
13.  The method of claim 1, wherein redirection means is used in said determining step.

" 14. A method of processing an encoded message at a host system before the message is
transmitted to a wireless mobile communication device, the method comprising the steps of:
receiving at the host system the encoded message from a message sender addressed to
a plurality of message receivers;
determining whether any of the message receivers has a corresponding wireless

mobile communication device; and
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for each message receiver that has a corresponding wireless mobile communication
device:
processing the message so as to modify the message with respelct to an
authentication aspect; and
transmitting the processed message to a wireless mobile communication

device that corresponds to the first message receiver.

15.  The method of claim 14, wherein the authentication aspect comprises a certificate

aspect of the encoded message.

16. . The method of claim 14, wherein the authentication aspect comprises a certificate

revocation list aspect of the encoded message.

17. The method of claim 14, wherein the authentication aspect comprises a sender's

digital signature aspect of the encoded message.

18. The method of claim 14, wherein:

the encoded message comprises a digital signature, a certificate, and a message body;
and

the step of processing comprises the step of rearranging the digital signature and
certificate in the encoded message so ;chat the message body is transmitted to the wireless

mobile communications device before the digital signature and the certificate.

19.  The method of claim 18, wherein the digital signature is transmitted to the wireless

mobile communications device before the certificate is allowed to be transmitted.
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20.  The method of claim 19, wherein the certificate is transmitted to the wireless mobile
communications device only in response to a request from the wireless mobile

communications device.

21. The method of claim 14, wherein:
the authentication aspect comprises a digital signature; and
the step of processing comprises the steps of verifying the digital signature and

indicating a digital signature verification status.

22. A method of processing an encoded message from a wireless mobile communication
device, the method comprising the steps of:

receiving a message addressed to one or more message receivers from a wireless
mobile communication device;

attaching digital signature-related information onto the received message; and

sending the message with the attached signature-related information to the one or

more receivers.

23. A method of processing an encoded message from a wireless mobile communication
device, the method comprising the steps of:

receiving a message addressed to one or more message receivers from a wireless
mobile communication device;

performing an encryption-related operation upon the received message; and

sending the encrypted message to the one or more receivers.
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