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CARD. “TYPE RECORDI NG MEDI UM CERTI FYI NG METHOD AND APPARATUS FOR Tﬂ—l‘:l"o‘“00 -
RBCORDI NG MEDI UM FORM NG SYSTEM FOR RECORDI NG MEDI UM ENCI PHERI NG]PO w[?‘i '
SYSTEM DECODER THEREFOR, AND RECORDI NG MEDI UM
BACKGROUND OF THE | NVENTI ON 1. Field of the Invention The
present invention relates to a card type recording mediumcontaining a
magnetic ecard such as a credit card, a-chsh card, an identification (ID)
card or the like, and particularly to a certifying nethod for certifying
whet her OVPRRD STYRE RECOARPINGeMEPIUMg FEBTIRYING (METHOD AND: APBARRBFUS (EQR
recordi ng medHEMREDORDING' IMEDIUM;! cFORMENGS NEYSIEM | FOR | RECORRING f MEDIHO))
i nformation pheePHARING S P TR BECODEN THERELOR] AND RECORDINGNBEDEGYUM in ~
whi ch personal data (which are transformed to character dat a) and a
phot ograph of the face of a user are recorded, and a recording nediumin
whi ch a form ng nethod and an enC| pher i ngTrret hod for the card type
recordi ng nedi um are r ecor d BACKCROU} <: &s. 10 2. Description

of Prior Art al Dat ent Appl i cati on No. Sho-.64-76270
di scl oses one of tec]h P‘%&? or I@é’%ﬁ%& Eg a true owner of a

The present invention relates to a card type recording

medium containing a magnetic card sgch as a credit card, a cash
card, an identification (ID) card or the like, and particularly
to a certifying method for certifying whether owner's card type
recording médium is true or not, a card type recording medium
enciphering system for enciphering ID (-Iﬁentification) information
recorded oﬁ a magnetic card, a card type recording medium in which
personal data (wﬁi:ch are trans‘fon:ued to character data) and a
photograph of the face of a user are recorded, and a recording
medjium in which a forming method and an enciphering method for the
card type recording medium are recorded as computer programs.

2. Description of Prior Art

Japanese Laid-open Patent Application No. 8Sho-64-76270
discloses one of techniques for velzl‘ifying a true o—v;mer of a
magnetic card such as a credit card, a cash card or the like, and
one of enciphering systems for enciphering magnetic card ID
information. According to the technique and the encipheriné system
as .disclosed in the above publication, in order' to enhance
security when a holder of a magnetic car'azgﬁch as a credit ca:h:?é% e
a cash card or the like is confirmed, value information such as
an amount of money to be drawn O;Jt, ID information which is
.desired to be recorded as magnetic information on the magnetic

card, etc. are enciphered and recorded in the magnetic card in



nagnefic card such as a credit card, a cash card or the like, and one of
efici phering systens for enciphering magnetic card ID information.
According to the technique and the enciphering system as disclosed in the
above publication, in order to enhance security when a hol der of a
magnetic card such as a credit card, a cash card or the like is confirmed,
val ue information such as an anmount of noney to be drawn out, ID
informati on which is desired to be recor@d as nmagnetic information on the
magnetic card, etc. are enciphered and recorded in the magnetic card in
-2-  advancadvencer dbr exderttmlagtusdiy cenfisrhehether Hehgidolger |of the
magnetic card is a true  own or not, the ID infor tLog recgrded in.the
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publicationghppheed Gdtherp raifRrmdion ahichi HE d¥parfateily’ Jand directly
input by the holder to verify whether the holder of the magnetic
éard is the true owner or not. (This publication is hereinaftér
referred to as “first prior art”).
Fig. 20 is a block diagram showing a conventional magnetic
card ID information enciphering system.
The operation of the conventional magnetic card 1ID
information enciphering system will be described with reference
to Fig. 20.
Enciphering means 72 enciphers ID information 71'
(éi:ncipherment may be performed in any one of various ways) so that
the ID information data cannot be easily‘ analyzed by merely
reading out the magnetié informatioﬁ of the ID information 71 from
the magnetic card. Magnetic information forming means 73 records
the magnetic inf_ormaﬁion (enciphered ID information) g_enerated by
the enciphering means 72 at a magnetic recording portion (magnetic
stripe or the like) on the magnetic card.
_ Further, Japanese Laid-open Patent Application No. Hei-06-
135187 discloses a magnetic card on which a face photograph of an
owner is printed on the card in add;Eigghfp the ﬁaggsyigwgg;iémﬂﬁ
which are originally recorded in the magnetic card, and also data
of enciphered photographic information are printed. In the
technique as disclosed in this publication, the card contains an
image region where the outlook information of the owner is

displayed, and a scramble region where enciphered information



Fig. %0 is a block di agram showi ng a conventional magnetic card ID

informati on enci phering system The operation of the conventional
magnetic card ID information enciphering systemw || be described with
reference to Fig. 20. Enci phering neans 72 enciphers |ID

information 71 (enciphernment nmay be perforned in any one of various ways)
so that the ID information data cannot bpe_ easily anal yzed by nerely
readi ng out the magnetic information of the ID information 71 from the
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I nformati on red I ntor enerated by the enciphering neans
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magneti c Card ther, Japanese Lai d-open Patent Application No.
Hei - 06- LifEbdhadiienl dsesiea:oﬂagnw msdagd aon inmMerhe alegte FﬁloY%@*%}phtlm an
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ori gi nal | yideaddfdeatiant hétﬁﬁgﬂeﬂ‘é éﬁ?ﬁde‘&rﬂ‘%ﬂ%%@ 18$°E'|‘1€Fb‘?fér%'6@__

hot hi.c f t h |
Phis publ iR | PASE nenfariEith oPhe the BinipgePBT 3t e crfver  ShFfeny
| nf or mat | gﬂe&}ant:@glgwsérifylﬁjé %@%ﬁgtiég%ia the' agh4 e (rﬂﬁ'so_ﬁulﬂ'ﬂﬁéétlon

enci phere r mat
is hereinafter referred to as *“second prior art”).

Further, identification cards with photographs such as
passports, identification cards of employees of companies, various
kinds of licenses, etc. have recently propagated. Further, a
credit card to which a photograph is attached has also
propagated. These cards are generally called as “ID cards”.
Particularllzr, an ID card with a photograph which is issued by an
official organization is used for identification. However, such
an ID card may be forged. In fact, with respect to even present
compact passports which are designed to be hardly imitated, there
have appeared forged passports each of which is obtained by merely
replacing a photograph with another in the compact passport. In
addition, the forged passports are desighed very elabo_r-:ately and
thus it is very difficult to look through the fake.

Two reasons are considered as the "-reason why forged ID
cards oonta.ining the forged passports are formed. (1) A photograph
attached onto the ID card can be replaced by another. (2) There
is no relat:Lon between the photograph an“g‘:t?he item descrlbe—dao;? =
the ID card. In other words, even if only the photograph is

replaced by another and the other mentioned items are not changed,

it is not identifiable at a glance whether the ID card is true or

forged.



-3- #&btained by transforming the image information on the basis of a
predeterm ned logic is displayed. The enci phered photographic information
i s decoded by using an inverse logic to verify the identification between
t he decoded phot ographic information and the image information of- the

phot ograph of the face, thereby mnmechanically verifying the justice of the
card. (This publication 1is hereinafter referred to as "second prior art").
Further, identification cards with phofbdréphs such as passports,
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call ed as car card wth a photograph which is
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such an ID card may be forged. In fact, with respect to even present
conpact passposf | Ebirghdaidemieist petoian ceed ey ¢hecking sthel forgery ohdhe
appeared forged passports each of which is obtained b rely replacing a
photographiﬂpnhiﬁﬁGQEEQni¢ﬁﬁ4ﬁ9%9¥n¥ﬂﬁp ﬁ&§sﬁ%¥@.lqrf°£éegﬁ
Here, Japanese Laid-open Patent Application No. Hei-3-~
193495 disclosed an example of the method (a) (hereinafter
referred to as *third prior art”). This publication discloses an
ID card issuing system using an image processing device-taking
face photograph information, attribute information, layout
information, etc. In this ID card issuing system, not only the
above information, but also forgery pieventing information are
subjected to image processing to form an image pattern, then a
complicated pattern is superposed on a photograph, and then the
overlapped photograph is printed on the ID card. In this method,
the pattern to be superposed on the photograph is complicated to
prevent the forgery.
Further, an example of-the method (b) is disq}osed in a
fifth embodiment of Japanese Laid-open Patent Application No. Hei-
3-185585 (hereinaftér referred to as *“fourth prior art"). In this
case, identification data for judging whether an identification

card is true or forged are prepared on the basis of data described

on - the identification card, and the identification data are
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superposed on the photographic poftion 6f the“identification card
and printed. According to this method, the mentioned items of the
identification card and the identification data superposed on the
photograph can be collated with each other. Therefore, even when

the photograph is replaced by another, the forgery can be found



addi tFon, the forged passports are designed very elaborately and thus it
Is very difficult to | ook through the fake. Two reasons are
considered as the reason why forged ID cards containing the forged
passports are formed. (1) A photograph attached onto the ID card can be
repl aced by another. (2) There 1is no relation between the photograph and
the itemdescribed on the ID card. In other words, even if only the
photograph is replaced by anot her and T Re~ot her mentioned itens are not
changed, it .is not identifiable at a glance whether the ID card is true or
forged.  O4t- - 4- In order to

overcome this drgyhagk, t[}g{,gn%g il)ﬁg & %xfg??ﬁ.en@e]kgﬁgi@ét{&{ Fdl9 g -3

identification card so fha rg Itse tothe IDcard is
difficult, 189986bhiacIBs&9da0hephBdCBE REbel8En®T tite f DAGEL fidditiohi @altiaon

card by checking the forgery of the identification card even when the card

i s forged. into the Hehatoglmpine Thel ddenbpEicatiamdatpphireadetermmediby- a-
calculation based on the mentioned items, and the data thus
determined are embedded into a part of the photograph.

From another point of view, if a photdgraph printed on an
ID card is judged to be nbrmal, it can be judged whether the ID .
card is true or forged; Therefore, there has been proposed a
methﬁd of frequency-transforming an image and embedding digital
watermark data into frequency spectrum (“Nikkei Electronics” April
22, 1996 (No. 660) pl3, “Nikkei l?:lectronics" February 24, 1997
(No. 663) pp99-124) ('hereinafter. referred to as “fifth prior
art"). '

In this method, an original work is frequency-transformed
by DCT or Fast Fourier Transform, and the frequency spectrum is
added with ID information of a random number inherent to each
user to thereby spectrum spreading. Since the frequen?_y spectrum
containing the ID information is subjected to inverse frequency
transformation and then the frequency spectrum having the ID
information hidden therein and the frequency spectrum of the-
originé.l work are differentiated, whereby the- ID information is
generated. ‘.l'heref_ore, comparing the ID ::Lnformat.ion wi£h the normal
ID information, it can be judged v-rhethe-;ﬁ;x_i; ID conform;tiot:ﬁi”:.;‘:w -
an original work which is legally Q_ained.

The electronic watermark is embedded into the frequency

component while this ID information is set as the frequency

spectrum of the low frequency component, and thus the electrical
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The embedding method of the electronic watermark data is as

follows; First, an original image is transformed to frequency

components by using discrete cosine transformation (DCT) or the
1like, and data of n which indicate high values in the frequency
area are selected as f(l), £(2), .., £(n).

Subsequently, the ‘electronic watermark data w(1), w(2), ..,
w(n) are selected from the normal distribution of 0 in average
value and 1 in dispersion value, and the following equation is
calculated for each frequency component:

F(i) = £(1) + «|£(1)]| * w(i)
Here, « represents a scaling element. Finally, the frequency
component 1n which f(i) is replaced by F(i) is subjected to
inverse discrete cosine transformation to obtain aﬁ image into
which the electronic watermark data are embedded.

'The detection of the electronic watermark data is performed
by ‘the following method. In this detectt%r;_ method, the or1g1na1
image and electronic watermark data candidates w(i) (i=1, 2,

LY 4

n) must be known.
First, an image with electronic watermark data is
transformed to frequency components by using DCT or the 1like.

Subsequently, the electronic watermark data W(i) is calculated and



-5-  but. Further, Japanese Lai d-open patent Application No. Hei- 3-
585585 di scl oses a nethod of enbedding the identification data into the
phot ograph. The identification data are determ ned by a cal cul ation based
on the mentioned itens, and the data thus determ ned are enbedded into a
part of the photograph. From anot her point of view, if a photograph
printed on an IDcard is judged to be normal, it can be judged whether the
ID card ts true or forged. Therefore, -t Rere has been proposed a nethod of
frequency-transform ng an i mage and enbedding digital watermark data into
frequency spemated (ﬂrlnktkél(lEl andér BAL L sby Aprd [follpwingogayaklonss0) pl3,

"N kkei Electronics" February 24, 1997 (No. 683) pp99-124) (hereinafter
referred to as "WKHh-pW()‘r) 2k tH))/E(). | this method, an original work

' equency SHRITIGY " ShoueRebhEHSRRr sERLioEher; 88° AT, R0 LD 1o
i nherent 10, f&fthted by using the inner product of vectors:

C=WH*w/(WD * wD) |
Here, W (wW(1), wW(2), .., W(n)), and w = (w(1), w(2), ..., w(n)),
(WD = the absolute value of vector W, and wD = the absolute value
of vector w).

When the statistical similarity C is above a specific
value, the electronic watermark data concerned are judged to be
embedded.

The electronic watermark is generated from the mentioned
items of the ID card, and embedded into a photoéraph to be
printed. The electronic watermark is picked up from the photograph
at the detection time, and compared with the mentioned items to
judge whether the ID card is true or forged.

In the first prior art, the same magnetic card (a magnetic
card which is regarded as being identical) can be prepared by
merely reading magnetic information on a magnetic card and
writing the magnetic information in a magnetic recording portion
on another magnetic card like the magnetic recording portion on
the mﬁgnetic card concerned. Therefore, if a third party directly
copies the magnetic information, the¢fﬂﬂ§ card can bglegiiggp
prepared. Further, in the conventional magnetic card 1ID
information enciphering system shown in Fig. 20, the 1ID
information on the magnetic card is merely recorded as magnetic
information, and thus a third party can easily copy the magnetic

card concerned.



user fo thereby spectrum spreading. Since the frequency spectrum
containing the IDinformation is subjected to inverse frequency
transformation and then the frequency spectrum having the ID information
hi dden therein and the frequency spectrumof the original work are
differentiated, whereby the IDinformation is generated. Therefore,

conparing the IDinformation with the normal ID information, it can be
j udged whether this ID conformation is— &~original work which is legally
gai ned. The electronic watermark i s enbedded into the frequency

conponent whil e Fhrthen, i bfcthaitserend prioragrthénf yhich # phaaarapinist
the | ow frequency corrponentd and thus the el(’ngt rica

|2
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wat er mar k Eat a, thereby making

analyzed on the basis of the photograph data of the card. In the
second prior art, if a photograph portion or a enciphered
photograph information portion of the card is greatly scratched,
the tfue card may be judged as a forged card. That is, in the sq.ch
a conventional system thé.t data obtained by enciphering photograph
information are printed on a magnetic card, if the print data are
directly copied, the. same magnetic card can be prepared. Since
data correlated with a face photograph are printed as "photograph
information enciphered data", the content of the ID information
(data obtained by enciphering photograph information) can be
easily analyzed on the basis of the face photograph on the
magnetic card.

Further, in the third prior ért, since information for
preventing forgery can be seen by a person who wants to forge the
card, the person imitates a complicated pattern superposed thereon
to forge the card to .t“:he level that an ordinary person cannot
‘identify whether it is forged or not. It is possible to forge a
forger;y-preventing pattern in consideration of the present levels
of the photograph technique, the _im_agq ggfessing tephni‘qut_a_ugnzg_;__ -
the print technique. As a result, the .forged—-ID cards c;\nnot b-e-
identified unless there exists any clear difference in the
mentioned items of the ID cards, for example, there is some
difference in digit from the normal employee number, or the

employee number is mentioned with Kanji although it must be



it difficult to break down the electronic watermark w thout having a great
ef fect on inmage quality. The enbeddi ng net hod of the electronic
watermark data is as follows. First, an original imge is transfornmed to
frrequency conponents by using discrete cosine transformation (DCT) or the
| i ke, and data of n which indicate high values in the frequency area are
selected as f(1), f(2), .., f(n). Subsequently, the electronic

wat ermark data w(1), vv(2) w(n) are selett®d frbmthe normal distribution

of 0 in averag di ue, and the follow ng
%fé ?xg te g?élaxﬁﬁi WREE SRl YA .

equation is f requency conponent: F(i) = f(i) +
[err]|f(i)] * wW(i) [Hereheafoeptespriicr aarscalidagtidlientidn datralihicht hee
frequency conponent in which f(i) is replaced
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DCT or the likgng thus if a sufficient amount of data are collected, the
calculation equation for generating the identification data from
the mentioned items can be guided on the basis of both the data
by the inverse operation. If this calculation equation is found
out, any ID card using the same calculation equation as the ID
card concerned can be forged unlimitedly. The method -of embedding
the identification data into the photograph is described. However,
in this embodiment, the position at which the ihentification data
are embedded is fixed, so that a forging personican easily specify
the position.

In the fifth prior art using the electronic watermark, an
original photograph is required, and there is no possibility that
the original photograph is held together with an ID card.
Accordingly, by only this technique, it is difficult to judge

whether_the holder of the ID card is a legal holder.

SUMMARY OF THE INVENTION

An object of the present invention is to provide a magnetic

card ID information enciphering system in which ID information

"l S ITIITY L e e

to be recorded/printed on a magnetlc card is made both in the
form of magnetic information and in the form of embedding into

a pattern of a magnetic card to prevent a third party from



Subseguently, the electronic watermark data Wi) is cal cul ated and
-i/- extracted fromf(i) and F(i) by the foll ow ng equati on: Wi )

(F(i) - f(i))/f(i). Subsequently, the statistical simlarity of w(i) and

Wi) is calculated by using the inner product of vectors: C=Ww*

w (WD * wD)
coaWn) ),

Here, W{W1), W2), .., Wn)), and w = (W(1), W2),

(WD = the absolute value of vector W and wD = the absol ute

val ue of vector w). Wien the st8tTstical simlarity Cis above a

specific wvalu
enbedded. €2
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Is true or forged.

difficult to forge an ID card by using the electronic watermark

technique, and to make it eaéy to judge whether a holder is a
legal holder even when the ID card is forged.

In order to attain the above objects, according to a

ciphering/deciphering system for a magnetic card in the present .

invention, there is provided means for easily judging whether an
IC card is illegally forged {(copied) or not by providing means
for inputting information in é'pattern of the card in addition
to magnetic data so that the gar§ is easily judgea to be copied
when a third party illegallf coﬁies the magnetic data of the
card. P

More specifically, a fingerprint pattern of an owner on the
basis of which a pattern of an ID card is created is subjected
to FFT (Fast Fourier Transform) to transform the fingerprint
pattern to frequency-domain information, the ID information is
added to a frequency component having strong energy on the basis
of the frequencf—domain information thus generated, the addition
result is subjected to inverse FFT (Fast Fourier Transform)
proceséing to transform the frequency-domain informaﬁion to a

two—-dimensional image, and then the fingerprint pattern in which

1s pi Cked up fromthe photograph at the detection
conpaksk e byjee LBt {ipe §skddeits ihPent i6kg ci s\t haket e vdyeard

ko - TR

the ID information is embedded is prinﬂed onnfhe card.

In an identification process of the ID card thus generated,
the fingerprint pattern of the card is read by a reader to
transform the read image to the frequency-domain information by

the FFT processing. Thereafter, the fingerprint of the holder is



In theé first prior art, the sanme magnetic card (a nagnetic card which is
regarded as being identical) can be prepared by nerely reading magneti c
i nformati on on a magnetic card and witing the magnetic information in a
magneti c recording portion on another magnetic card |i ke the magnetic
recording portion on the magnetic card concerned. Therefore, if a third
party directly copies the magnetic information, the sane card can be
easily, -prepared. Further, in the convant onal nagnetic card ID

i nf ormati on enci phering systen1shomn in Fig. 20, the ID information on the
magneti c caeddlbymmhaymeaﬂan(kmlasanagmenlbhe|ﬁ#@#n@%t%ntoaﬁHeEHEECETth|rd
party can eaS|Iy co y t he nagagtlc card corrcer,ned
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Further, data which are read by a magnetic card reader are
decoded and deciphered to extract ID information as is usually
performed. The ID information thus extracted and the 1ID
information extracted from the card pattern are compared with
each other. If the ID information is identical, the ID card is
judged as an original card. On the other hand, if the 1ID
information is different, the ID card is judged as a illegally
copied card.

In addition to ordinary magnetic information, ID
infor&ation is inserted into the pattern of the card on the
magnetic card. Therefore, even when the magnetic data are
.copied, the card is not identified as the original card unless
the pattern portion is copied. By comparing the ID information
extracted from the pattern of the card and the ID information
extracted from the magnetic data, an illegal copy of the card
can be easily found out. Further, the insertion of the ID
information into the pattern means that the ID information is
printed in an area containing frequency components having'strong

energy on the pattern, so that a nonprofe851ona1 cannot flnd it.
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Even if the difference in pattern is found out, it is impossible
to extract the ID information unless there is the fingerprint
patter of a legal holder.

Further, a magnetic card ID information enciphering system

according to the present invention which includes enciphering



anal yZed on the basis of the photograph data of the card. In the second
prior-art, if a photograph portion or a enci phered photograph information
portion of the card is greatly scratched, the true card may be judged as a
forged card. That is, in the such a conventional systemthat data obtained
by enci phering photograph information are printed on a magnetic card, if
the print data are directly copied, the, sane nagnetic card can be
prepared. Since data correlated mﬁth_alkage phot ograph are printed as
"photograph information enciphered data”, the content of the ID

i nformati onpefgat i‘o?bte@:l'c):'igﬁeQXnSn@Dohﬁ{f&%aniQthJfaFH‘ hadr R | @dng cana be
easily analyzed on the baSi s of "the face photograph on the magnetic card.
Furt her, inmahgRetid richfidrimalt isht créatiney mebasnbdr aecbedingriheeehchighéoedery
can be seen by a person who wants to forge the card, the person inmtates a
conpl i cat edIpaingormatizer psswdgnaticoinfomngigioge inhthe gragmadicheardvelst hat

an ordinary person cannot identify whether it _is forged or not. It is
possi bl e tochFﬁﬁt%FiﬁQﬁgerFWprevEHFFhﬁrpatﬂéFﬁuaﬁnﬁonsgH@HEFPEK_SPmFHB
Bnd the pr ErineEoRT A Heats" Por, FRRp R By PRILIE STaNeT fal BRRR 00
identified ypl @SSphRe€ieXbatd &Y £r&Ghenly f e5SAERa] NEFEQueh®yY | @BRHLKT €NB
of the ID cards, for exanple, there is sone
information, adding means for generating information in which
‘the ID information of the magnetic card is distributed on the
frequency domain, and adding the information thus generated and
the information which is generated by the conversion of the
frequency-domain transformation means, frequency-domain inverse
i:ransformation means for restoring the information of the
frequency fiomain generated by the addition of the adding means
to a two-dimensional image pattern, and image pattern print.
means for printing the image pattern generated by the frequency-
domain inverse transformation means on the magnetic card so that
the image pattern is used as a pattern of the magnetic card.
Here, the frequency-domain transform means is implemented by FFT
(Fast Fourier Transform) means, DCT (Discrete Cosine Transform)
means or the 1like, and the frequency-domain inverse
transformation means is implemented by inverse FFT means,
inverse DCT means or the like.

) still further, according to a card-iype recording medium-efs wer =
the present invention, a photograph to be printed on a card is
taken as digital data, and the digital data thus taken are
subjected to DCT transformation to be transformed to spatial
frequency, and the identificatior'n data generated from the items

mentioned on the card are inserted into the data after the



difference in digit fromthe normal enployee nunber, or the enployee
nunber is nmentioned with Kanji-although it nust be

~9- originally nentioned with nunerals. In the fourth prior art,
identification data which are generated fromnentioned itens of an ID card
are printed while superposed on a photograph. According to this nethod, it
can be judged whether the card is true or forged. However, in this case,
the mentioned itens and the identificatidh tlata are visible data, and thus
if a sufficient anmount of data are collected, the calculation equation for
generating tteansformatiionti Yhenathef cond %ﬁeum%mtaﬁnﬁﬁiIﬁeﬂﬂ§doaﬁh§edgﬁﬁded
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However, i rbfih&@rmp%@e&b, chb@ BogetheH vaitthmhehdaas déledidt iddC ¥nl Phedat a
ID card. When checking the ID card, the photograph and the
mentioned items of the ID card are read in, and the data of the
read—-in photograph are subjected to DCT to be transformed to
spatial frequency. Further, identification (ID) data are
generated from the read-in description matte, and it is judged
on the basis of the correlation between the spatial frequency
and the iD data whether the ID card is true or forged.

With the above construction, when the correlation between
the photograph'of the ID card and the identification data is
high, the ID card_is judged to be-tru;. Further, when the
correlation is low, the ID card concerned is judged to be
forged.

Further, the present invention is directed to a recording
medium in which a program for operating a card type..recording
medium forming system in a computer.'is recorded. The program
includes a step of generating identification data on the basis
of specific dafé for specifying an owner, a step of transforming
a pho£ograph image to be attached to spatial frequency data, a
step of multiplying each component of t_hg%iga}:_ial frequency daka— .o«
with the component corresponding to the identification data,
adding the value obtained by multiplying the above
multiplication value and a constant to the component
corresponding to the spatial freduency data of the photograph

image, and inversely transforming the added spatial frequency



are enbedded is fixed, so that a forging person can easily specify the
posi ti on. In the fifth prior art using the electronic watermark, an
original photograph is required, and there is no possibility that the
original photograph is held together with an ID card. Accordingly, by only
this technique, it is difficult to judge whether the holder of the ID card
Is a legal holder. SUMMARY OF THE | NVENTI ON An
object of the present invention is to preyide a nagnetic card 1D

i nformati on enci phering systemin which IDinformation to be

recorded/ priddesl o PmatRgrRita, Gaid d stepdEokouritinghehe fwsdge odat@oned i C

i nformation and in the form of enbedding into a pattern of a magnetic
card to prevehe spadiifii¢ datayofrtme card type recording medium. Data to be-
10 - easily C%ﬁ&i the magnetic, card, thereby enhancing,securiiy on the

n'
magnetic carFeSPECtIVRIS: IEF b c Lol hHGH% sRER2 | KOERe | dmage tdc?tﬁak%r‘?_t

very written every step and a data area where ID information and
specific data are written are created, so that the manufacturing
of the recording media can be facilitated and uniform cards

having no error can be manufactured.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram showing judgment means for a card
type recording medium of the present invention;

Fig. 2 is a flow of creating a card according to an
embodiment of the present invention;

Fig. 3 is a diagram showing the ca;d'of tge embodiment of
the present invention;

Fig. 4 is a diagram showing the principle of the present
invention; |

Fig. 5 is a diagram showing extraction of an ID information
of the embodiment of the present invention;

Fig. 6 is a block diagram showing a first enbodiment;

?ig. 7 is a block diagram showing the construction of the
first embodiment of a magnetic card ID information enciphering
system according to the present invengiggi N el Rt e

Fig. 8 is a diagram showing the principle of the magnetic
card ID information enciphering system shown in Fig. 7;

Fig. 9 is a diagram showing the processing (ID information
dividing processing, etc.) by adding means of Fig. 7;

Fig. 10 is a diagram showing an example of a magnetic card



difficult to forge an ID card by using the electronic watermark technique,
and to nake it easy to judge whether a holder is a |egal holder even when
the ID card is forged. In order to attain the above objects,
according to a ciphering/deciphering systemfor a nagnetic card in the
present invention, there is provided nmeans for easily judgi ng whether an
IC card is illegally forged (copied) or not by providing neans for
inputting information in a pattern of _the card in addition to magnetic
data so that the card is easily judged to be copied when a third party

illegally qpRices the pRoREidt R a vy hhenag@tdic cardMore spEorihbedabhy, a
fingerprint pattern of an owner on the basis of which a pattern of an ID
card i s cr eaicdghhiexringbpgsted shawrk-FHh (fHast 7Fourier Transform to transform
the fingerprint pattern to frequency-domain information, the 1D’
information i s FaBdedl¥ oif f& efleneharbnsbauing hihen PLRGeHtFEnhy the t he

basi f the f - I.n_inf tion.th t th dit]
rosult i's SRGPSEIBICREY, T aREprRAr DRI et Be Pahiet SRR TR dcdks /gt o

t f the f bR LB Q ' twos di ' [ , d
st oL he BRSO, AL 1o g O iataby) s

then the fingerpr nt “pattern in _ T _ enbedded i s
printed on fiFtrCanBodiment df1tAB mélghétid €aLa O Ah¥eehat Obn (diRiphetdnhg t hus

gener at ed,
system of the present invention;

Fig. 13 is a block diagram showing the construction of the
fifth embodiment of é magnetic card ID information enciphering
decoder of the present invention;

Fig. 14 is a diagram showing the flow of forming an ID card
according to a sixth embodiment of the present invention;

, Fig. 15 is a flowchart showing an ID card checking

pfocessing of the sixth embodiment of the present invention;

Figs. 16A and 16B are diagrams showing the construction of
an ID card forming system and an ID card checking system of the
sixth embodiment of the present invention respectively;

Fig. 17 is a flowchart showing the ID card. forming
processing of a seventh emﬁodiment of the present invention;

Fig. 18 is a flowchart showing the ID card checking
processing of the seventh embodiment of the present invention;

Figs. 19A and 19B are diagrams showing the construction of
anl.ID card forming éystem and an ID card. ghecking system of the.— ...
seventh embodiment of the present invention respectively; and

Fig. 20 is a block diagram showing the construction of a

conventional magnetic card ID information enciphering system.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS




the firngerprint pattern of the card is read by a reader to transformthe
read i mage to the frequency-domain information by the FFT processing.
Thereafter, the fingerprint of the holder is read by the reader
to transformthe read data to frequency- domain information by the FFT
processing. Both the results of the frequency-domain information are
differentiated to extract |ID information. Further, data which are
read by a magnetic card reader are decoded and deci phered to extract 1D
information as is usually perfornmed. The8ID information thus extracted and
the ID information extracted fromthe card_ pattern are coq¥areﬁ wi th each

other. If the | DPFRf8FREEi BRPPILNGRES | @aFOT4Y |19 Y PPSTugdy SR - -
i gi nal d. t ther .h ' D] tign.is di . th
o Ora! | aache, 8858} Hphg Mpfeudet LD rebQRER anelg Addgaiing e

ordinary nefinglings.i Nformation, ID information is inserted into the
pattern of the card on the :

[First Embodiment]

A first embodiment according to the present invention will
be described.

As shown in Fig. 1, a fingerprint pattern printed on a card
25 is read out ﬁy a card image reader 6, and the image thus read
is subjected to Fast Fourier Transform by FFT 7. Further, a
fingerprint pattern of a current holder of the card 25 is read
by a fingerprint‘patﬁern reader 10 and the data thus read are
subjected to Fast Fourier Transform by FFT 11. A subtracter
subtracts the output of the FFT 11 from the output of the FFT 7
to extract ID information 9 which specifies the owner of the
card.

Further, magnetic data on the card 25 are also read and
decoded by decoding processing 2 to extract ID information 3.

The ID information 9 extracted from the pattern of the card
25 and the ID information 3 extracted from the magnetic data are
compared with each other by a comparator 4, and a judgment
circuit 5 judges it on the basis of the comparison result
whether the card 25 is illegally copied or not. |

Next, the method of forming the card-25-will be describéd ™ =" =

As shown in Fig. 3, a fingerprint pattern 19 and a magnetic
stripe 18 are formed on the card 25. Further, ID information is
beforehand embedded in the fingerprint pattern of the card 25.

The method of embedding the ID information will be described in

detail with reference to Fig. 2.



magnet’ ¢ card. Therefore, even when the magnetic data are copied, the card
I8 not identified as the original card unless the pattern portion is
copied. By conparing the IDinformation extracted fromthe pattern of the
card and the ID information extracted fromthe nagnetic data, an illegal
copy of the card can be easily found out. Further, the insertion of the ID
i nformation into the pattern neans that the IDinformation is printed in
an area containing frequency conponents ¥aving strong energy on the
pattern, so that_a nonprofessional cannot find it. Even if the difference

in pattern is fobMdFagt, 2.t The iHReTRNint RAtEerPa (e | 19198 % e Pen

et o cnBakhebcoh, A0 e BREohg Lo SAPOkeREM ap mrgFHLBE,: °

invention WahChyfJid UHSSa&NCYRBE! idibwn), and subjected to Fast Fourier

- 12 - neans for "enciphering ID informtion of & magnetic card and

magneti c i nreaiBELPR ARCFFMAIESSS that rheofdnggrphinenimpder silgnal is
transformed to frequency domain. Thereafter, the ID information
9 is added to a frequency band containing frequencx components
having strong (high) energy by an adder 13. In this case, the ID
information which is minute (weak in energy) is added to the
band having the strong-energy frequency components, and thus it
has little effect on the original image pattern.

Subsequently, the addition result is transformed to a two-
dimensional image by inverse FFT 14 to form a pattern to be
printed on the card 25, and a fingerprint pattern as indicated
by reference numeral 19 in Fig. 3 is printed on the card 25 by
a fingerprint pattern printer 15. Here, the printed fingerprint
pattern 19 cannot be visually discriminated from the fingerprint
pattern 12 of the holder itself, and this pattern looks like the
original pattern even when the ID information is different.

Further, the 1ID information 9 is enciphered by an
enciphefér, and magnetic information is generated on the
magnetic stripe (18 of Fig. 3) of the card by a magnetic tape
formiﬁg machine 17. At this time, any one of the writing step of
the fingerprint pattern 19 and the writing step of fhe magnetic

S S S D SR s
information on the magnetic stripe may be performed prior to the
other step, however, these steps must be matched integrally. -
According to the above method, there can be formed a card

in which the ID information of the card is printed in both the

magnetic data and the pattern of the fingerprint pattern.



ID informati on as magnetic information in the magnetic card, is
characterized by further I ncl udi ng frequency-domai n
transformation neans for transform ng an original image pattern of a
magnetic card to frequency (spatial frequency) domain information, adding
means for generating information in which the ID information of the
magnetic card is distributed on the frequency domain, and addi ng the

i nformati on thus generated and the iafogmation which is generated by the
conversion of the frequency-domain transformation nmeans, frequency-domain
i nverse transfretathing Mearisid.on,r ¢dbocany 2haevhiichoisafoomedfacderding
frequency domai n generated by the addition of the adding neans to a

t wo- di nensitenthei akere methodh isaread hydhgaf ivgorRiint Pakkare F/398% Pat i ng
the i mage pattern generated by the.fre ncy.- nai.n._I QVerse..

t ransf or qaﬁngngﬁ'ﬁaﬁ%a‘gﬁ“\aﬁ@ ﬁégﬁ&?%cﬁ%lgosﬁa?ﬁa OULATE i ﬁ%ﬁ%g%lérf' & Fhes
used as a fgrp . of t | r : rw@{m '
transform %\?gn? ?g %ﬁp gﬁﬁ%?@ﬁ"‘%?z @Tﬁ? ast&EgEE?gr) Trans orlr'r) he%rfse,' DCT
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frequency-domain inverse transformation neans is inplenented by inverse

FFT neans, numeralseeB@@noceanandritheas isch an effect| thatrithee mumkeroodi ng

to a card type recording medi umof the gresent i nvention, a phat (l)lgrt%%h to

be printed adicalasigngscan be more greatly reduced as compared wit
general Fourier Transform. By performing the Fast Fourier
Transform, the frequency spectrum of (finger_print pattern + ID
information) is generated, and this spectrum is shown (like
fingerprint data spectrum + ID information 20) in Fig. 4.
Subsequently, the fingerprint pattern 12 of the holgle_r which is
read by the fingerprint reader 10 is likewise transformed to
frequency domain in the FFT 11 to obtain a fingeirprint -daita
frequency spectrum 22 as indicated by reference numeral 22 of
Fig. 4. When the fingerprint data frequency spectrum 22 is
subtracted from the frequency spectrum 20 of (fingerprint
pattern + ID information) in the subtracter 8, only the ID
information is extracted as shown in .the frequency spectrum 21
of the ID information.

Fu_rther, the magnetic data on the card 25 are read out by
the card magnetic reader 1 and the coded data of the information
are decoded by the decoding proces,sir_;gé_ to extract the Ip. ..
information 3. In the card magnetic reader 1, the finger pattern
in the card 25 and the magnetic information of the magnetic
strip in the card 25 are read out simultaneously or with a time

lag by photoelectric transducing means of an optical head and a

magnetic/electrical transducing means of a magnetic head



taken'as digital data, and the digital data thus taken are subjected to
DET transformation to be transforned to spatial frequency, and the
identification data generated fromthe itens nentioned on the card are
inserted into the data after the - 13
- transformation. Wien the card is used as an ID card, the data inserted
in the ID card are subjected to IDCT(Inverse DCT) transformation to be
restored to a normal photograph, and it %%~ printed on the I D card together
wth the data described on.th

[ e D card._. When c Ki n he | D car t he
phot ogr aph ZREPEREIVREEHH tPFe‘ﬁ%r%fantdl'n@a?tb qﬁ?&eé}%&é%gf N ﬁ??ﬁﬂﬁv?ﬂé
dat a of themo d-in photograph are subjected to DCT to be transforned to
spatial frequency. Further, identification (I1D) data are generated from

the read-in descswéécﬁﬂar[@f,ethenﬁbiitnfio%miausi&ecaxtﬁ&cttba biGih £hef pabeern
correl ation between the spatial frequency and the ID data whether the ID
card i s truefothéafigegerprint péatbetrheofitheccanh 25 antli tne IBhénfoimwation
correl ati on between ‘"
3 extracted from the magnetic data of the card are compared by
é. comparator 4. If they are the same ID infor@ation, the
judgment circuit 5 jﬁdges that the card is a normal (legal)
card. If they are different from each other, the judgment
circuit 5 judges that the card is illegally copied.

The above processing may be iin‘clemented by a computer
having programs stored therein, or the 1like. That is, the
program for e:;ecutin_g the above proceséing is stored on a
recording medicm such as a floppy disc or the 1ike, and the
computer loads 'the program'from the storing medium to execute
the program.

Further, in the above embodiment, the fingerprint pattern
and the ID information are written in the card type recording
medium. A face photograph or information hav}ng some
characteristic such as the retina of eyes and the ID information
may treated as a pair to judge whether the holder of the card
type recording medium is judged to be a right holder.

Accordingly, the forgery of the card type.recording medium can

be prevented, and this embodiment is effective as a

velaa, . - el T ,‘_a-u-g.-
countermeasure against imitations.

In the above embodiment, the ID information is recorded on
the magnetic stripe. However, the IC card may be used in place
of the magnetic card, and for example the ID information may be

stored into EEPROM, a flash memory or the like to apply the



the photograph of the ID card and the identification data is . high, the ID
card is judged to be true. Further, when the <correlationis low, the ID
‘card concerned is judged to be forged. Further, the present invention
is directed to a recording nediumin which a programfor operating a card
type recording mnediumformng systemin a conputer is recorded. The
program includes a step of generating identification data on the basis of
specific data for specifying an owner,~ &0step of transform ng a photograph

i mage to be attached to spati al frequency dat a, of nu each
conponent odbohe apexEtdlonf as RSy RAG FPOYRt rF‘HFg‘ n%gﬁen?m corr eé%

t-o the identificatjon data, takn t
the above t?ruPPPEP?EaFFB% tVB?ué'eggﬁém% I\r/“%%l)ns an?p ?% ﬁ?ﬁ%pé[sc%%ngﬁ%yl "

correspondi g, 0 ¢f 593%} | 2holfipdiencpdiaka dft the sohespyeaninel nbgethand

I nversely transforn1 dded spatial frequency

- 14 - datﬁoigokﬂﬁgeeﬁkgdhméﬁﬂﬁ a step for witing the i nage data and
[Second Embodiment]

Next, a second embodiment will be described with reference
to the accompanying drawings.

This embodiment will be described in detail and
specifically according to the first embodiment.

Referring to Fig. 1, the fingerprint pattern 19 of the card
25 is read in by the card image reader 6. FFT 7 and FFT 11 are
Fast Fourier Transform for dividing to frequency bands of 25
.points. The quantization number per frequency band is set to 16
'bits. In the subtracter 8, the fingerprint pattern of the holder
which is read by the fingerprint reader 10 aﬁd then subjected to
Fast Fourier Transform in FFT 11 is subtracted from the
fingerprint pattern 19 which is read from the card in FFT 7 and
then subjected to Fast Fourier Transform, thereby extracting the
ID information 9 of 32 bits for specifying the user.

Further, the magnetic data 18 of the card 25 are read by
the card magnetic reader 1, and the data thus read are decoded
by the decdding 2 to e#tract the ID information 3 of 32 bits.

The ID information 9 of 32 bits wl;g;l%&_is_”extracted from the . .
pattern of the fingerprint pattern 19 of the card 25, and the ID
information 3 of 32 bits which is extracted from the magnetic
data 18 are compared with each other by the comparator 4. If the
ID information 9 and the ID information 3 are identical to each

other, the comparator 4 outputs “0”. If they are different from



the specific data on the card type recording nmedium Data to be
respectively witten in an imge area where inage data are witten every
step and a data area where ID information and specific data are witten
are created, so that the manufacturing of the recording nedia can be
facilitated and uniformcards having no error can be manufactured.

BRI EF DESCRI PTI ON OF THE DRAW NGS Fig. 1 is a block diagram show ng
judgnent neans for a card type recordi-nginedi umof the present invention
Fig. 2 is a flowof creating a card according to an enbodi nent of the
present inveaa¢tlnother, the g?ompam'@zdl‘iagw&mshéw ng Whencidd & ewput,
enbodi nent of_ the present .invention; Is_a di gran1shomﬁn%‘the

principle of FﬁeJBfi@é‘%ﬂF "lll’l"?él‘rf:l &n: Judges f#}ad: *‘th sIB 8REYr &fh ShART

Cvention  (188aLP Sy Wy B e, ARSIl Rbodl i, Qé%%%ﬁ?%%ﬂ?&s

Fig. 7 is a jhhogxy éﬂiﬁ%oﬁl@& R@rghe construction of the first enbodi nent
of a magnetic card TD information enci phering systemaccording to the
present inventiorfirst, ID information of 32 bits is beforehand embedded in

the pattern of the fingerprint pattern 19 of the card 25. The
method of embedding the ID information will be described in
detail with reference to Fig. 2.

The fingerprint pattern 12 of the holder to be printed on
the card is transformed to frequency domain by FFT 11, and the
ID information -9 of 32 bits is added to a band having strong
frequencies by the adder 12. FFT 11 is the Fast Fourier
Transform for dividing into frequency bands of 25 points, and’
the quantization number per Erequency band is equal to 16 bits.
In this case, since minute ID information is added to an area
having strong energy, it has little effect on the fingerprint
pattern of the holder. According to the method in this case, the
ID information of 32 bits is divided into 4 bits x 3, 3 bits x
4 and 2 bits x 4, and succgssively added from a frequency band
containing the frequency -éomponent of stronger energy.
Subsgquently, the result is transformed to a two-dimensional
image by thg inverse FFT 14 to form a pattern to be printed on
the card, and a fingerprint patte:n.iigEEiﬂted on the card by
the fingerprint pattern printer 15. The image thus printed is
finished as being undiscriminable. from the fingerprint pattern
12 of the holder itself, and thus the pattern looks like the
original one even if the ID information is different.

Further, the ID information 9 of 32 bits is enciphered by



Fig. 8is a diagran1shomﬁng the principle of the magnetic card ID

| mf ormati on enci phering system shown in Fig. 7; Fig. 9 is a diagram
showi ng the processing (ID information dividing processing, etc.) by
addi ng nmeans of Fig. 7; Fig. 10 is a diagramshow ng an exanple of a
magneti c card - 15 - which is

manuf actured by a magnetic card ID information enciphering system
shown in fig. 7; Fig. 11 is a flewehart show ng the processing of the

magnetic card 1D information enciphering system shown in Fi 7;
12 is a bl ocﬂbedr—agmhﬁghavafng atmqletb@rmwmmmnépraatm titg ﬁﬁmeﬁir@htﬂ@f

th t t e f h t
nvent Lon;  caxd %8 By Thel Bagngrigtapa iom RO IRE PR bonst T uct on of the
fifth enbodi ment g f ﬁlémggg‘gé C“‘%ﬂ‘%gl [ﬁ n%gfnq@é QN4 %Q.ﬁl mﬁ‘k@%‘? dgﬁgdq[rn of

t he present i nventi on: I'agr am showi ng t ow of
formng an |£ﬁﬂ6¥ﬁ$tlon 9 of 32 bits is printed in both the magnetic data

18 and the pattern of the fingerprint pattern 19 of the card.
The fingerprint pattern 19 of the card 25 generated by the
above method is first read by the fingerprint pattern reader 6
to transform the image to the frequency domain information by
"FFT 7 to obtain a frequency spectrum 20 of (fingerprint pattern
+ ID information). Subsequently, as shown in Fig. 4, the
fingerprint pattern 12 of the holder itself is transformed to
the frequency domain by FFT 11 to obtain a fingerprint data
frequency spectrum 22. Further, the fingerprint data frequency
spectrum 22 is subtracted from the frequency spectrum 20 of
(fingerprint pattern + ID information) by the subtracter 8,
whéreby only a portion of ID information 21 is extracted at a
portion having strong frequency components as shown in Fig. 5.
The spectrum comprising only the ID information 21 is divided
into 4 bits x 3, 3 bits x 4 and 2 bits x 4, for example, and the
data thereof are rearranged in the reverse order to the order
when the ID information is befdrehand written on the card,
thereby returning the data to the ID information of 32 bits.

Further, as shown in Fig. 1, the miggpﬁlc data are read out

by the magnetic reader 1 for the card to decode the codes of the

information by the decoding processing 2 and extract the ID

information 3 of 32 bits.

Subsequently, the 32-bit ID information 9 extracted from

the fingerprint pattern of the card 25 is compared with the 32-
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according to a sixth enbodi nent of the present invention; Fig. 15 is
a flowchart showing an ID card checking processing of the sixth embodi ment
of the present invention; Figs. 16A and 16B are di agrans show ng the
construction of an ID card form ng systemand an ID card checking system
of the sixth enbodi nent of the present invention respectively; Fi g.
.17 is a flowhart showing the ID card- form ng processing of a seventh
enbodi rent of the present invention; — 23 “Fig. 18 is a flowhart show ng
the ID card checking processing of the seventh enbod sent

' t gf,th
inventionabit IDIiQﬁPrmE§4°§n§.E%§%ﬂQ§%§iégFﬁnﬁhEhEﬁﬁhgggﬁegﬁﬁﬂsgf5%ﬁﬁon of
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i nf ormati on enci phieri ng system DETAI LED DESCRI PTI ON OF THE
PREFERRED EMB{d) VEMIS comparator 4 outputs “1". If the outputl6of the _

comparator 4 is “0", the judgment circuit 5 judges that the ID
card is a normal (legal) card, and thus it shifts the process to
subsequent ordinary card processing. If the output is “1", the
judgmeht circuit judges that the ID card is an illegally copied
card, and thus it ceases the card processing.

[Third Embodiment]

Next, the third embodiment according to the present
invention will be described with reference to the accompanying:
drawings.

Referring to Fig. 6, the ﬁrinciple of the third embodimen£
is basically identical to that of Fig. 1. DCT (discrete cosine
transformation) used for image compression such as JPEG or the
like is applied to the portion corresponding to FFT. DCT is one
type of ofthogonal transformation encoding processing,_and it is
an improved version of .DFT (Discrete Fourier Transform). That
is, image data are.transformedhwith an orthogonal transformation
matrix every block comprising 8 pixels x 8 pixels, and the
transfbrmation result is quantized and feplaced by encoded data

to-encode the image data. As in the case of FFT, the processing. . .. ..

speed of DCT can be increased by a butterfly operation, and it
uses the characteristic of image components in which the amount
of frequency compbnents is small. Any one of the equi-length
encoding system based on non-linear quantization and the length-

variable encoding system based on quasi-linear quantization. The



Preferred enbodi nents according to the present invention wll be described

hereunder with reference to the acconpanying draw ngs. [ First -
Enbodi ment ] A first enbodi ment according to the present invention
will be described. As shown in Fig. 1, a fingerprint pattern printed

on a card 25 is read out by a card image reader 6, and the inmage thus read
IS subjected to Fast Fourier Transformby FFT 7. Further, a fingerprint
pattern of a current holder of the card-2p4is read by a fingerprint
pattern reader 10 and the data thus read are subjected to Fast Fourier
Transf or m by DEFTof1this SelbdBimert hugtthactslideimyiadvanebge herddtl ikl figom
the output of the FFT 7 to extract ID information 9 which specifies the
owner of theancamgoding ermont Hey ,vamigdetinc afwoxdencehwithr 8 R3ogketal be

"read and decoded by decoding Erocessing 2 to extract_|D information 3.
The 1D i nf or HREGSTComPXEREet e dthe? ORI PHE FRRAES, a5t at Riock  HLstartied PRe D

AR X R s ol T S LR

of the conpard;seBrigen is MaRhRRELIBS tREJercodngd |4k |6 CORIreAsRE."Bh
the other hand, in the case of a screeh in which the block
distortion is not remarkable, the encoding speed is reduced,
whereby the image quality is uniform as a whole.

In the transforming operation of the DCTs 23, 24, according
to the first embodiment, the transformation of the frequency
domain is performed for all the information of the fingerprint
pattern. However, according to the second _-embodiment, the
fingerprint pattern of the holder itself is beforehand divided
into minute i'mages '(blocks) of 8x8 dots when the pattern of the
card is formed, and printed on the card by using DCT. In this
case, the ID information 9 is printed in all the areas into
which the fingerpfint pattern is minutely divided by 8x8 dots.
Therefore, even when the card is scratched or the fingerprint of
the holder itself is slightly damaged, the ID information can be
extracted due to the correlation of the data in non-scratched
porti__ons by majority voting if the scratch or damage is limited
to some degree.

Further, in the above embodiment,.-the ID informationxds: s~ =
added to the specific frequency component of the frequency
spectrum of the image signal which is obtained from the
fingerprint pattern by FFT or DCT. In this case, by specifying
a characteristic area and a rangé of the fingerprint pattern, a

fingerprint pattern gaining area and a range thereof at the



Next, the nmethod of formng the card 25 will be descri bed. As shown
inFig. 3, afingerprint pattern 19 and a magnetic stripe 18 are formed on
the card 25. Further, ID information is beforehand enbedded in the
fingerprint pattern of the card 25. The nethod of enbedding the ID
information will be described in detail wth reference to Fig. 2.

- 17 - ) In Fig. 2, the fingerprint_ pattern of the holder to be

printed on the card 25 is read as a fin% rprint image signal by an inage
reader (not_ shown) ¢4 %H%ng o [ FouLi e AN Writh FEhehl SO
that the fianger\gpiﬁ%gg e §€'gh§ﬁk|h§ tEalraens gérérec%’et-gﬁfrec‘]%ency domai #

Ther eaf t er ,ydwrdr) 1 tHi NI c&ni Bea@ddedediobg kobafueniyg bahem c oot ahei ng
frequency conponents having strong (high) energy by an adder 13. In this
case, the |fickuy eheekicteriatit 6§ theufmdempziintnreadey 0. s added to the
band havi ng_t he strong-energ¥ frequency conponents, and thus it has little

ef fect on thEowrthyiEmodimggElpattern. ) —

The fourth embodiment of the present invention relates to

a magnetic card ID information enciphering system, and a
magnetic card is used as a card type recording medium.

Fig. 7 is a block diagram showing the construction of the
magnetic card ID information enciphering system. The magnetic
card ID information enciphering system of this embodiment
includes FFT means 32 for performing FFT (Fast Fourier
Transform) on an original image pattern 31 which is an origin of
a éattern to be printed on a magnetic card to transform the
original image pattern 31 to frequency domain information
(original image frequency spectrum 39, see Fig. 8), adding means
33 for generating information (ID information frequency spectrum
41, see Fig. 8) in which the ID information 36 specifying the
user of the magnetic card is distributed on the frequency
domain, and adding fhe original image frequency specﬁ?um 39 and
the ID information frequency spectrum 41, inverse FFT means 34
for restoring to the two-dimensional image pattern the frequency
specfrum 40 (see Fig. 8) of (original image + ID iﬁformation)
serving as the frequency domain information generated by the
addition of the adding means 33, imaézaﬁgtiérn print fiéans 35 ~ "
for printing the image pattern generated by the inverse FFT
means 34 on the magnetic card so that the image pattern is used
as the pattern of the magnetic card (see Fig. 10), enciphering

means 37 for enciphering the content of the ID information 36



Subsequently, the addition result is transformed to a two- di nensi onal

| fage by inverse FFT 14 to forma pattern to be printed on the card 25, -
and a fingerprint pattern as indicated by reference nuneral 19 in Fig. 3

is printed on the card 25 by a fingerprint pattern printer 15. Here, the
printed fingerprint pattern 19 cannot be visually discrimnated fromthe
fingerprint pattern 12 of the holder itself, and this pattern |ooks |ike
the original pattern even when the |D-i dPormation is different.

Further, the IDinformation 9 is encighered Q¥ an _.e cigherer, %ns nqga;tic
i nf or mati on {20 gdA®A4eE408N e 1MRAFREL i sERF pEPCEBOGT 1B g ™23 5F 't heCar d

by a magnetic_tape fornin chineg 17, At thi i apY,oNgrPEidde th
writing stepm?ﬁné#%ﬁaf%é%ﬁgﬁégiéi ngégFﬁ%§9 g%én%hggawi?§ﬁg sfeplo thée

magnetic i NEQE{Ed AN O L JTREONC 3¢ ldsP@n@naldtepte! anfetnption 1w dhe
ot her step, however, these steps nust be matched integrally.

Accor di ng t omadte b iedoridiod; polreiencancheas ca mebreetdar ¢triipewlised Fhg. | D
information of the card is printed in both the nagnetic data and the
pattern of the)fomgehremagnetdct eaxd.

Here, as the enciphering mode of the enciphering means 37
may be used a stream encipherment of a synchronous type or the
like such as a block encipherment of DES, MULT12 or the like, a
Vernam encipherment, an interchange encipherment or the like, a
power surplus type encipher such as RAS, Rabin or the like based
on an asymmetrical encipher system (open iey encipherment), a
knapsack type encipherment or the like. That is, it is not
limited unless the use thereof is limited.

The constituent elements in Fig. 7 will be additionally
described. The FFT means 32 performs FFT for division into the
frequency bands of 25 points. Here, the gquantization number per
frequency band is set to 16 bits, for example. The enciphering
means 37 enciphers the ID information 36 of 32 bits, for example
(see Fig. 9)..

The enciphering means 37 and the magnetic information
forming means 38 may be the means having the same naﬁe (see Figqg.
20) and the same means as described in the first prior art.

Fig. 8 shows the principle of the magnetic card ID

L R R RETECTE L g gy

-

information enciphering system of this embodiment. Fig. 9 is a

diagram showing the processing of the adding means 33 (the

division processing of the ID information 36, etc.). '
Further, Fig. 10 shows an example of a magnetic card 42

which is manufactured by the magnetic card ID information



- 18 -° Returning to Fig. 1, the card 25 which is fornmed according to

t ke above nethod is read by the fingerprint pattern reader ‘6, and the read-
i mage is subjected to Fast Fourier Transformby the FFT 7 to be
transforned to frequency-domain information. Here, Fast Fourier Transform
Is a Fourier Transformof a discrete nuneral sequence, and it has such an
effect that the nunber of calculations can be nore greatly reduced as
conpared with the general Fourier Trang&7orm By perform ng the Fast

Fourier Transform the frequency spectrumof (fingerprint Eattern + | D

i nf or mat i ongnésphywnEIHt emstqmdofhitéli§p@msimn9§tshgm MROREEIF FGEFp At

O e b 4 B kO 2P i, 1, PR prifea, o
bt ain a 11 REHRHE AR A e b ey g e nce
nureral 22 ¢f ikE&rmdtioMeTnhBoliiegespriny ndghetic aprendy spaividualdy is
subtracted fromthe frequency spectrum 20 of (fingerprint pattern + |D
i nf or mat i onpri eollhecsibelpchelds, andl gughestD an nidr aaxd opersifyingmchal as
shown in the frequency spectrum21 of the ID informatiof. Furt her,
the magneti bodiden dbsehE, car ¢ash gard &ar qutbapk, a credit card or the
like, where the holder is allowed to use the magnetic card 42
variously. o
Fig. 11 is a flowchart showing the magnetic card ID
infﬁrmation enciphering system of this embodiment. This
processing comprises a FFT step 501, an ID information frequency
spectrum generating step 502, a (origin@l image + 1ID
information) frequency spectrum genérating step 503, an inverse
FFT step 504, an image pattern print step 505 an enciphering
step 506, and a magnetic information recording step 507.
Next, the operation of the magnetic card ID information
enciphering system of this embodiment thus constructed will be
described in detail with reference to Figs..7 to 11.
First, an original image pattern 31 serving as an origin to
a pattern to be printed on the magnetic card is prepared. At
this time, as the original image pattern 31 is. béforehand
prepared such a pattern that when it is afterwards_transformed
to frequency domain information, no .ovg&}gwnc-)ccurs iz.'rgil‘:ec}_iggﬁ%nr{"
of addition of the ID information 36 to the pattern.
The FFT means 32 performs the. Fast Fourier Transform (FFT)
on the.original image pattern 31 so as to transform the original

image pattern 31 to the frequenéy domain information (step 501

of Fig. 11), whereby the original image pattern 31 is



the card magnetic reader 1 and the coded data of the information are
decoded by the decoding processing 2 to extract ID information 3. In the -
card magnetic reader 1, the finger pattern in the card 25 and the nagnetic
informati on of the magnetic strip in the card 25 are read out
sinmultaneously or with a tine |ag by photoel ectric transduci ng nmeans of an
optical head and a nmagnetic/electrical transduci ng neans of a magnetic
head - 28 =19 - respectively while the
card and each of the heads are relatively noved. Subsequently, the ID
I nf or mat i onteabsforreed froomnt beiganadr imagé fireeruencyespedcitup Bt esnsbhbwhhe
card 25 and the IDinformation 3 éxtracted fromthe magnetic data of the
card are coAPaFed- b§- a conparator 4. |If they are the same I D information,

e, LUdorent ot oy Rek R B LAl R LR of R besSEhEh |1

card is i1l eQablysrQRhEMcy 39 generated by the FFT means 32, the adding
means 33 generates an ID information frequency spectrum 41 as
shown in Figs. 8 and 9 (step 502). That is, when the ID
information 36 is composed of 32 bits like this embodiment, the
32 bits are divided into 4 bits x 3, 3 bits x 4 and 2 bits x 4
so that the distribution of 32 bits is made similar to the
distribution condition of the original image frequency spectrum
39, thereby generating an ID information frequency spectrum 41.
That is, the 32 .bits are distributed (divided) so that a portion
having a higher number of bits is preferentially distributed
(allocated) toi a frequency component portion having stronger
energy of the original image pattern 31, and this operation is
successively repeated until a portion having the lowest number
of bits is distributed (allocated) to a frequency component
portion having the weakest energy of the original image pattern
31, whereby the ID information frequency spectrum 41 is
generated. However, it is needless to say that this embodiment
can bg implemented even when the above “the processing of
establishing similarity between the distribution condition of
the origina_l image frequency spectrum. 39 _and the distributien_. .- .

condition of the ID information frequency spectrum 41" is not

performed.

Subsequently, the adding means 33 adds the original image
frequency spectrum 39 and the ID .information frequency spectrum

41 as shown in Fig. 8 to generate (original image + 1ID



The; above processing nmay be inplenented by a conputer having prograns
stored therein, or the like. That is, the programfor executing the above
processing is stored on a recording mediumsuch as a floppy disc or the

| i ke, and the conputer |oads the programfromthe storing nediumto
execute the program Further, in the above enbodi nent, the
fingerprint pattern and the ID information are witten in the card type
recording nedium A face photograph or information having sone
characteri'stic such as the retina of ey@8 and the ID information nmay
treated as a pair to judge whether the holder, of the card type recording
medi um i s j UdtfeFmegige) o ??%ﬂﬁpqﬁbFH@FFr“mC§bH&FﬁBI€93¥he forgery of the

card type recordiyng g ig%&a%hé)eene‘}f@;’%:%tmﬁfle xﬁni'nféxk]ﬂa%ioﬁgtfggéﬁgxg%%ei S

effective as - a  counterneasure agal ations. _

enbodi ment, dethrdan B OfSBLiOFo e MRERN Bt ast d¥npERGASi €h el BRergy
However, the 1C card may be used in place of the magnetic card, and for .

exanpl e t he dfD théooriginal niwage KeguetdcynispeEERROVE9a fnds thwsnotlye or
the like to apply the - . .
existence of the ID information 36 (ID information frequency
spectrum 41) has little effect on the image i:attern serving as
the pattern on the magnetic card. Further, in this embodiﬁent,
the distribution condition. of the original image frequency
spectrum 39 and the distribution condition of the ID information
frequency spectrum 41 are set to be similar as much as possible
in shape (see Fig. 8), so that the effect of the ID information
36 on the image pattern of the magnetic card is furthef reduced.
The inverse FFT means 34 performs the inverse FFT on the
(original image + ID information) £frequency spectrum 40
generated in step 503 t restore the (original image + 1ID
information) frequency spectrum 40 to an image pattern (step
504). The image pattern thus generated is visually
undiscriminable from the original image pattern 31. _
The image pattern print means 35 prints the image pattern
as a pattern on the magnetic card (step 505). The patters on- the
magne£ic cards thus formed (printed) look perfectlj like each

qther irrespective of the difference in ID information 36 if the

original image patterns 31 thereof are identical to each other.

_— [P g
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Further, the enciphering means 37 enciphers the dé.ta of the
ID information 36 so that it is difficult to analyze the data in
the same manner as the conventional technique of recording the
magnetic information on the magnetic card (step 506).

The magnetic information forming means 38 writes the



- 20 = above operation as described above. Further, the sane is applied
t;o another card type recording nedium It is needless to say that the
above point is applied at a suitable tine in the follow ng enbodi nents.

[ Second Enbodi nment ] Next, a second enbodi nent will be described with
reference to the acconpanying draw ngs. Thi s enbodi nrent w il be
described in detail and specifically aczording to the first enbodi nent.
Referring to Fig. 1, the fingerprint pattern 19 of the card 25 is read in
by the card nagmgeticdoforfatFel TeprabeREingltlze gD Matornzhioneengipheresd m
for dividing to frequency bands of 25  points._ The quantizatjon nunber per
frequency bab® FEeRe10] olnte thiq dnagnetife rEGBTILRG &HOTE1op, t#‘?n'@%??ﬁ?’rﬁ

e WUEEB Ll 50y (o PAA e RESSE Lot Ot e

fingerprint pabehdeibh WMIsChoirs €Rrad hagBdilke eard iis Firkcéraed/ptiwted

subj ected to Fast Fourier Transform thereby extracting the |D information

9 of 32 bits(stensiexsi) ot tihethseformat of the magnetic information and
in the format of the pattern.

In the above embodiment, the ID information is added to the
original image pattern on the magnetic card (recording medium)
so that the image signal on the magnetic card which is
apparently viewed is set to be visually undiscriminable from the
original image pattern. However, ﬁhe ID information can be read
out from the enciphered magnetic card by a specific decoder, and
on the basis of the judgment as whether the ID information thus
read is coincident with the ID information indicat?d by the
actual holder of the magnetic card, it is judged whéther the
holder is an legal holder or an illegal holder.

[Fifth Embodiment]

The magnetic card ID information enciphering system of the
fifth embodiment will be described. -

Fig. 12 is a block diagram showing the construction of the
fifth embodiment of the magnetic card ID informatiori enciphering
system acéording to the present invention. The magnetic card ID
information enciphering system of this embodiment includes DCT
means 62 for transforming the ori_ginal,_:__mglenpattern 61 serving . ..— .-

as the origin to a pattern to be printed on the magnetic card to
frequency domain information by .DCT, adding means 63 for

generating information in which the ID information 66 specifying

the user of the magnetic card is distributed on the frequency



Further, the magnetic data 18 of the card 25 are read by the card
magnetic reader 1, and the data thus read are decoded by the decoding 2 -
to extract the IDinformation 3 of 32 bits. The ID information 9 of
32 bits which is extracted from pattern of the fingerprint pattern 19 of
the card 25, and the ID information 3 of 32 bits which is extracted from
the magnetic data 18 are conpared with each other by the conparator 4. If
t he IDinformation 9 and the IDinforaajien 3 are identical to each

ot her, the conparator 4 outputs "0". If they are different from

- 21 - each dohain, t kadcoagpdirag othd olnfrrmatidon Whas "gendératedt pte, thehe
judgnent circuit 5 judges that the ID card is & norpal e%al) card. Wen

"1""is out put freEupRRigedonain INEOTHR iy geperghed| P@gﬂ‘fgyn GpiEdiEartd -
ot oa o SEUBLAEE, e a6 PBE LA, RYDEC e qubilty PRSI o
i nformation WihkoBRatiRRCddiRd by tHR! adhig lhedrf @3eRee al @wb-@iméhsional
image pattern by inverse DCT, image pattern print means 65 for
prini:ing the image pattern generated by the inverse DCT means 64
on the magnetic éard so that it is used as a pati:ern on the
magnetic card , enciphering means 67 for enciphering the content
of the ID information 66 (no limitation is imposed on the
enciphering way), and magnetic information forming means 68 for
writing the enciphered ID information 66 as magnetic information
at a m?.gne'_tic recording portion such as a magnetic stripe or the
like on the magnetic card.
i The adding means 63, the image pattern print means 65, the
enciphering means 67 and the magnetic information forming means
68 of this embodiment are similar to the adding means .33, the
image pattern print means 35, the enciphering means 37 and the

magnetic information forming means 38 of the fourth embodiment,

respectively.

As shown in Fig.' '12, the principle of the magnetic card ID
information enciphering system of this embodiment is basically
identical to that of the fourth embodiment shown in Fig. 8.
However, in this embodiment, DCT means 62 which berforms DCT
(DCT on the condition that the 'drigiﬁxfaig image pat;.te'i'"ri 61 is 7
fragmented into fragmented original image patterns) used for
image compression such as JPEG (Joint Photographic Coding

Experts Group) or the like is used for the portion corresponding

to the FFT means 32 in Fig. 7, and inverse DCT means 64 is used



The fi ngerprint pattern 12 of the holder to be printed on the card is
transformed to frequency domain by FFT 11, and the ID information 9 of 32°
bits is added to a band having strong frequencies by the adder 12. FFT 11
is the Fast Fourier Transformfor dividing into frequency bands of 25
points, and the quantization nunber per frequency band is equal to 16
bits. In this case, since mnute ID Ln%gppation is added to an area

having strong energy, it has little effe€t on the fingerprint pattern of

t he hol der {0t asgveidte FROmeRAhSr L i on of 32
bits is d|V|§%d9§%té5%#ﬁolt%%§gagpgg%$§g;éy %Rgaﬁgvz bits x 4, and )
successi vel y addeskd ) afeachdrspiricysthanteatinrt af nihig emhedlmeretquenaybe
conmponent of stronger energy. Subsequently, the result is transforned
to a two-di demssrdedl i namge by the inverse FFT 14 to forma pattern to be

ted th . apd a f d_g th
Finger print pattfrehe | Frwrtn senadingr E TCedy, Refhn"pE phFebifaclhe '
bei ng undi sy %Pé%{i—‘ fgoornfggﬁg t&per@,ﬂaﬁ Pl ESFnatiba Osthm.e Aghdegne

itself, and thus the pattern original one even if the ID

i nf or mat i on inFodhht E612UE the oridriMdhdmagehpattieimiier taidetied HbwadRebjts is
enci phered b
P _ é%e DCT means 62 of the second embodiment dlvides the original

image pattern into frggmented original patterns (fine image
patterns of 8x 8 dots), and then DCT is performed on each
fragmented original image pattern.

Further, the adding means 63 distributes the ID information
66 on the frequency domain and then adds the ID information 66
of the frequency domain to each information obtained by
subjecting each fragmented original image pattern to DCT.

In the magnetic card ID information enciphering system of

- this embodiment, the ID information 66 is printed into all the
fragmented original image patterns as descried above. Therefore,
even when the magnetic card is partially scratched and a part of
the image data are damaged, the accurate ID information 66 is
still printed at image portions which are not scratched.

A decoding system for the magnetic card ID information
enciphéfing system will be described with reference to Fig. 13.
The card type recording medium 42 which contains the  image data
of the pattern 44 héving the accurate ID-~information 66 printe@ == =
therein, and the magnetic stripe 43 on which the ID information
is recorded as an enciphered code, is inserted into a
predetermined position of the magnetic card information decoder.

In the magnetic reader 81, the recording cord which is recorded



- 22% the encipherer 16, and the magnetic information is formed on the
gard 25 by the magnetic tape form ng nmachi ne 17. By the above nethod -
is formed a card in which the ID information 9 of 32 bits is printed in
both the nmagnetic data 18 and the pattern of the fingerprint pattern 19 of
t he card. The fingerprint pattern 19 of the card 25 generated by the
-above nethod is first read by the fingerpd3 nt pattern reader 6 to

transformthe inage to the frequenc¥ domai n inforr‘g\tion by FFT. 7 to obtain
a frequency spRctheifpegnedic ptrngeepts nts jaepstarned |99 ElesErittbrijignals

R

Itself is transfor quency dofmai n to obtain a
fingerprint dapa 1d riegeeBeYySORSipnEPidg mEalid B2, théGeridipgerpai Fécstdihg
frequency spectrum 22 is subtracted fromthe frequency spectrum 20 of
(fingerprint padeeis tramsformedretd an)ndymalhdDs dbformatiorg signadr dimy e v a
portion of ID information 21 is extracted at a gorti on_havi ng]ilsjtron

frequency conPBRRFIEE IYLIRRWLS the gencirhering s SEEEEMNPE ol | ‘ﬁtPlI‘ﬁﬁgi}‘Q he

D infor”atiOﬂeggsiéﬁcﬂ&HS%QQin ID information 83. On the other hand, in an
image reader 84, the area of a predetermined pattern 44 is read
out as an image signal by a photoelectric transducing element
directly or while scaled down. The image signal is subjected to
DCT every sub block by the DCT means as in the case of the DCT
means 62. Subsequently, the frequency spectrum data of the ID
information 83 is subtracted from the image signal which has
been subjected to DCT, and the transformation which is opposite
to that of the DCT means 85'is performed on the subtraction
result in the inverse DCT means 87 toiobtain an extraction
pattern 88.

' Subsequently, the face of a holder who holds the card type
recording medium is obtained by a photographing operation or the
like, or the original image of a copyrighted work _itself is
digitally transformed as an original image pattern 89, and
compared with the digital signal of the extracted pattern by a
comparator 90. As a result, if it is judged that fhere is no
difference therebetween and thus they are the same pattern, the
holder is certified as a legal card holder. On the'othér hﬁﬂgzﬁngﬂ-_
when the difference between theﬁ is laég;: éﬁe holder iéljudgéEMJ*. )
to be an illegal card holder.

In this case, if the detected ID information 83 and the ID

information:indicated by the holder of the magnetic card are



into4 bits x 3, 3 bits x 4 and 2 bits x 4, for exanple, and the data
t;hereof are rearranged in the reverse order to the order when the ID
information is beforehand witten on the card, thereby returning the data
to the IDinformation of 32 bits. Further, as shown in Fig. 1, the
magnetic data are read out by the nagnetic reader 1 for the card to decode
the codes of the information by the deggoding processing 2 and extract the

ID information 3 of 32 bits. Subsequently, the 32-bit ID information
9 extract e¢dimeiaehbewitNa8ddH idtheat ttﬁfenh@idérh%fc%hd 3bidEnLL AW t h
the 32- 23 - Dbit IDinformation 3
extracted fanmwernednmagngtdgedata ¢ ¢disncicend. i Bft het campadrtatier jhdgefl t hey
are the sane ID information, the conparator. 4 outputs. "0". |f they are

di fferent fihsvh éﬁ@th%@¢Eﬂ°f the Eﬁﬁﬁa ig sard Bb?¥EHQP't§e magnetie GFrfut of
the conparat the ud ] card
Is a normalor( ?‘ega g 3 ugﬂ}f S |f§¥ié nealp#gg %ﬁeéﬁﬁggg&ent

ordinary cajd @r'@&ﬁféﬁl@ cdﬂyzﬁ@ﬁt@ﬁt Rk, SitlcantP€ immediately judged
whether the holder of the magnetic card is a true holder or not
if the original image patfern is printed on the magnetic card
as described above. Therefore, the forgery and illegal use of
the magnetic cara are found.out, and thus the security can be
enhanced.

In the above embodiment, the decoder is designed to support
the magnetic ID information enciphéring system shown in Fig. 12.
However, the magnetic card ID information enciphering system of
the fourth embodiment may be constructed to perform the above
decoding operation by changing the DCT means 85 and the inverse
DCT means 87 to the FFT means 32 and the inverse FFT means 34.
[Ssixth Embodiment]

Fig. 14 is a block diagram showing formation of an ID card
which is one type of card type recording medium of the sixth
embodiment of the_present invention together with a signal flow.
Fig. 15 is a biock diagram showing a checking process for
checking the ID card of the sixth embodiment. Fig. 16 shows a
system for issuing the ID card of the sixth embodiment, and Fig.
17 shows a system for checking the -ID-card of the .SixthE== = -
embodiment.

In Fig. 14, reference numeral 100 represents a photograph
of the normal (true) holder of an ID card. Reference numeral 110

represents items which are mentioned on the ID card 220. The



judgment circuit judges that the ID card is an illegally copied card, and

thus it ceases the card processing. [Third Enbodi nent] Next, the
third enbodi nrent according to the present invention will be described with
reference to the acconpanyi ng, draw ngs. Referring to Fig. 6, the

principle of the third enbodinent is basically identical to that of Fig.
1. DCT (discrete cosine transformation) 3gsed for inage conpression such as
JPEG or the like is applied to the portion corresponding to FFT. DCT is
one type of remehogbnathe r Andfer pattitmi savediofy phocdoddey, samesitty | thean

| nproved version of DFET (Di screte Fourier _Transfo . That . |is, |nmage data
are transfor fERFIRHRAAT AUHRGFoARR theySEPLPYRT inblﬂ‘[’%rﬁ ?eﬁﬁb?gﬁdologcfihe

conprising 8 gﬂy Xeha ggg ‘g,ga&? the 3BdchPg ﬁ%ﬁh%% 'Fg@ éAsepc‘dﬂltici Sepyanti zed

I
and repl aced enco ta to encode the inmage data. I n-the case of
FFT, the prosess comsasy Wmgioheean wheni Rhecapedaby s baht epf Eyrdpesatyon,
and it uses the characteristic of inage conponents in which the amount™ of
frequency conpordemts ithesnmame ofiy thee hfldelre ddpei -namegtdf &Sheoliodderyst em
based on non-linear quantization and the | ength- vari,abl e encodi ng sgstem
based on quast2fii¥ar H§afitudgptonumrE, etc.” are mentioned on the Card.

Reference numeral 120 represents a capture for reading the
photograph 100 as image data. Reference numeral 130 represents
an identification data generator for genérating jdentification
data on the basis of the mentioned items 110 of the ID card 220
by a calct_xla.tion. The identification data may be generated by
generating a random number on the basis of the name and the
employee: number. Reference numeral 140 represents a DCT unit.-
having a’ function ?f transforming the image data taken by the
capture 120 to spatial frequency components. Reference numeral
150 represents a partial average calculator 150 for calculating
the average value of the absolute values at three near points of
the spatial frequency components. This partial average is
multiplied with the identification data in a multiplier 160, and
the multiplication result is multiplied by a constant « in a
multiplier 180. The output of the multiplier 180 is added to the
output of the DCT unit 140 in an adder 190, and the addition
result is supplied to an IDCT (Inverse Discrete Cosine
Transform) unit 200. The constant . a *&}f a scaling factor.. . ..
Reference numeral 200 represents an IDCT unit having a function

of transforming the spatial frequeﬁcies to image data which can

be seen by humans. Reference numeral 210 represents a photograph

in which the identification data are embedded, and the

% g T g



- 24+ DCT of this enbodinent has the foll ow ng advantage. That is, if an
~encoding error is varied in accordance wwth a block to be *
I mage- conpressed, the block appears as a block distortion on a screen.
Therefore, in the case of a screen in which the block distortion is

remar kabl e, the encodi ng speed is increased. On the other hand, in the
case of a screen in which the block distortion is not remarkable, the
encodi ng speed is reduced, whereby t he i3®age quality is uniformas a

whol h di
to the first %hr%éoﬁ%ﬁtghagfé r?é‘rgt PgoF er%&‘f’}% Og?“‘? A1 ARe Shinfda B8 139

he fre ency domain i's
perfornmed forggld Jdlee i nformation of the fingerprint pattern However ,
according to the second enbodi nent, the fingerprint pattern of the hol der
itself is beforehaestdi vhdecertifyiny/ohieekinggesansbwbeksihef IBx@mbtthushen
the pattern of the card is forned, and printed on the card by using DCT.
In this casefoxnad [ip Pﬁ#@ihﬁ!l%ﬁﬁ@)W¥§1pgﬁn@€§FW#¥%ﬂ ‘. the areas into which

the fingerprint p%t ! %@.' S.I.SrI1 Uit ea1¥ 915\/carc‘iJ 9&0 8518e dséfnted a photograph

embedded with identification data, and mentioned items on which
the identification data are generated. The capture 310
fhotoelectrically transforms and reads the image portion of the
photograph of the ID card to separate the photographic image and
the mentioned-item portion as image data. A DCT unit 320 has a
_function of transf_oﬁuing the image data separated in the capture
310 to spatial frequency components. A character recognizer 330
transforms the image data of the mentioned-item portion
separated in the capture 310 to characters by the character
recognition. A part_ial average calculator 340 calculates the
average value of the absolute values at three neighboring points
of the spatial frequency components.

An identification data generator 370 calculates the
identification data on the basis of the mentioned-item data
separated from the capture 310. An inner product calculator 380
has a function of calculating the inner product between the
identification data extracted from the spatial frequencies of-
the image and the identification data generated from the
ment:.oned items. The operation of a dividér 350 and an adder 365~~~ *
will be described later.

The ID card forming operation and the ID card checking
operation will be described hereunder in more detail.

First, the ID card forming operation will be described.



Therefore, even when the card is scratched or the fingerprint of the

hol der itself is slightly damaged, the ID information can be extracted due
to the correlation of the data in non-scratched portions by majority
voting if the scratch or damage is limted to some degree. Furt her,
in the above enbodinment the IDinformation is added to the specific
frequency conponent of the frequency spectrumof the image signal which is
obtained fromthe fingerprint pattern BY +FT or DCT. In this case, by
specifying a characteristic area and a range of the fingerprint pattern, a
fingerprint pattBreerfemiheg needs andIR FardgBrerRYLHR BbO aph 100 and

hi's poi ot GRRCBEAEE] VBT Dy B GE o SR e F il aRep P i O
~of the fingeLREl Ntneealdeiidlea hitanit ByEnBedi EBNthe empldyde fRUMKLY. a
enbodi nent of the present invention relates to
person in charge of ID card formation picks up the photograph
into an image processing device 830 by a camera 800 or a scanner
810 as shown in Fig. 16A.
Further, the mentioned items 110 are input through a
keyboard 820 by the person in.charge of the ID card formation.
The image data of the photograph 110 which is picked up into the
image processing device 830 and the mentioned-item data 110 are
processed along the flow of Fig. 14. The pickup image data are
transformed to spatial frequency components in the DCT unit 140.
In the identification data generator i30, identification data
having a normal distribution in whichithe average is equal to
zero and the dispersion is equal to 1 are generated on the basis
of the nentioned-item data which are input from the keyboard
820. The following calculation is performed between the
identification data and the data which are transformed to the
spatial frequency components to embed the identification data
. into the spatial frequency components.
The spatial frequency components after DCT in the DCT unit
140 are represented in the order from a lower spatial frequency

component as follows:
£(1), £(2), .., £(n) ' T e S

and the identification data are represented as follows:
w(l), w(2), .., w(n)

The following equation is calculated for each i:

F(i) = £(i) + « x avg(f(i)) x w(i)



a magrietic card ID information enci phering system and a nagnetic card is
used as a card type recordi ng nmedi um Fig. 7 is a block diagram )
showi ng the construction of the magnetic card ID information enciphering
system The magnetic card ID infornmation enciphering systemof this

enbodi nent includes FFT neans 32 for performing FFT (Fast Fourier
Transfornm) on an original imge pattern 31 which is an origin of a pattern
to be printed on a magnetic card to trangdarmthe original inmage pattern
31 to frequency domain information (original inmage frequency spectrum 39,
see Fig. 8),rddpastiERNavessyd ObvgeReLin)i Ag icafienlatédnifl Bhienfmmrtstalon
frequency spectrum 41, see Fig. 8) in which the IDinformation 36 ~

speci fyi ng taeerageercadtulatonulfRtas demcgibed rkawsE-but ed on t he frequency

dormai n, and adding the original image frequency spegtr 39 and e D
information freq yIRGe cBpdtn 4400 | ﬁ%ﬂ%‘gtﬁzF?Mﬁeﬁﬁéchgh%? FS?F%% n§ to

t he two-di nensional | sf.regue t e | Gin S
of (original ui"Yr%IQsee +é<{%%%ﬂ}8%§aﬂﬁ§f|&gﬁ§%1éér\(I}Pnggégaffﬁ:&fzﬁfé%ée%g&ﬁ d%r%gi g‘m )

i nformation gefes atiRd ikntheicadibh | ditplariehenbedded) MhenphdBograplye210
pattern print neans 35 for printing the inmage pattern generated by the
i nver se FFT andatke 3dentidresl ke | t1¢ aaxk printed one thend® sardedy ix

used as t hepxpg[xéfr{gn doefvitcre]eecrlné1 9 ngﬁé:qelg:? rc%m&aiggir% gk-'.l'lel%)’ cgggi Q&? .ri ng

In Fig. 167, a program for executing the processing of the
image processing device shown in Fig. 16A is stored in a ROM
835. The ROM 835 may be replaced by a hard disc, a floppy disc
or the like.

Next, . the method of checking the ID card will be described.

The image of the ID card on which the photograph embedded
with the 'identif ication data and the mentioned items are printed
is picked up by the camera 850 shown in Fig 16B and then input
to a checking device ‘870. The data which are taken into the
checking device 870 are processed along the flow of Fig. 15. The
read-in image data are separated into the photograph portion and
the mentioned-item portion in the capture 310, and the these
portions are output- to the DCT unit 320 and the character
recognizer 330 respectively.

In the DCT unit 320, the spatial frequency components are
represented in the order from a lower frequency éomponent as
follows: e e TR

F(i), F(2), .., F(n)

The partial average calculator 340 calculates the partial
average avg (F(i)) of the absolute values at three neighboring

points of F(i). The identification data extracted from the image



means 37 for enciphering the content of the ID information 36 )
- 26 - (nolimtation is inposed on the enciphering manner), and nagnetic
i nformati on creating nmeans 38 for witing the enciphered ID infornmation 36
as the magnetic information in a nagnetic recording portion such as a
magnetic stripe (see Fig. 10) on the magnetic card. Here, as the

enci pheri ng node of the enciphering ngaﬁg 37 may be used a stream

enci phernent of a synchronous type or thée |ike such as a bl ock

enci pher mentg0fy DES, MJrEken®bat ey | k€), @ ander fiken @agitphRr rndragen is

I nt erchange enci phernent or the like, a power surplus type encipher such
as RAS, Rabidalaulahed! fkem basedoldowangasquatdonizcal enci pher system (open
key enci pherment), a knapsack type encipherment or the like. That is, it
is not limted Wiidss ¥ho dsévsﬁg’r(ééﬁ is limted. The consti tuent

R R N R i o NI T
quantizationhﬁﬂﬁp%&eg§ri for W(i).
| Oon the other hand, the character recognizgr 330 the
mentioned items are reproduced as characters from the image data
of the mentioned-item portion by the character recognition. On
the basis of the mentioned-item data from the character
recognizer 330, the identification data generator 370 generates
identification data having a normal distribution which has an
average value of zero and a dispersion of 1.
| Subsequently, the inner calcﬁlator 380 calculates the
vector inner product between the identification data w(i) andi
WF(i). That is, the following equation is calculated:
C = (WF x w) / (WFD x wD)
Here,
WF = (WF(1), WF(2), .., WF(n)),
w (w(1l), w(2), .., w(n)) -
WFD represents the absolute value of a vector WF, and wD
represents the absolute value of a vector w. If the value C is
not less than a predetermined value, it.is judged that there is
correlation between the identification data embedded into the
photograph and the mentioned items, andgif is displayed on &= -« »
display 880 that the ID card is true.
In Fig. 16B, a program for making the checking device 870
perform the operation shown in Fig. 15.

Next, the case where the. ID card is forged will be



frequency band is set to 16 bits, for exanple. The enci phering neans 37
enci phers the ID information 36 of 32 bits, for exanmple (see Fig. 9).

The enci phering nmeans 37 and the magnetic information form ng nmeans 38
may be the neans having the same nane (see Fig. 20) and the same neans as
described in the first prior art. Fig. 8 shows the principle of the
magnetic card ID information encipheLiEQ systemof this enbodinent. Fig. 9
is a diagram show ng the processing of "the adding nmeans 33 (the division
processing @it Pehdd | REOT PRL Ivqd 38inEi&sy - forging FWahethat @n10 ehOWs an
exanpl e of a magnetic card 42 Vihi ch T's manufact ur ed y the magnetic card

| D i nf or mat phétograph on the ID card is replaced by anothér. -In ¢hdspbase ng
system of this enbodi ment. The magnetic card 42 includes a pattern 44 into
whi ch | D i nheverer orvhen giietqarredgtion batveen cthe ridantificshien niakp dat a

obtained by SRE L '¢iin! Bfe {nageG2EA AL The Mén12nd8" 1 £nd 18 BRODEL ©

at the check stage, the value C is approximately equal to zero.

This is because the identification data generated on the basis
of the mentioned items are not embedded into the photograph.
Accordingly, it is poséible to easily judge that the ID card is
forged. '

As another forging way, identification data are genérated
from mentioned items and embedded into a photograph, and then
the photograph embedded with the identification data is printed
on a card. In this case, the calculation equation of a random
number for generating the identification data is not known, and
identification data which are different from the identification
data of the normal (legal) card are generated. Therefore, the
value C which indicates the correlation is equal to zero at the
check stage, and thus the card is judged to be forged.

As another forging way, a photograph is carefully checked
pixel by pixel to extract identification data and find out the
calculation equation. In this éase, identification data is
inserted into a photograph when it is divided to spatial
frequency components. Accordingly, it is impossible to
inﬁestigate the identification data fromsthe .photograph-aftef = =~ *
IDCT. That is, the identification data are not embedded into
specific pixel portions.

In the above embodiment, the system wﬁich makes it hard to

decipher enciphered data is used together with the electronic



or collectively holds and suggests an ID card certifying the holder
itself, a cash card for a bank, a credit card or the 1|ike, where the

hol der is allowed to use the magnetic card 42 variously. Fig. 11 is
a flowhart showi ng the magnetic card ID information enciphering system of
this enbodinment. This processing conprises a FFT step 501, an ID

I nformati on-frequency spectrum generat+mg step 502, a (original inmage + ID
i nformation) frequency spectrum generating step 503, an inverse FFT step
504, an i magevpbexeark wpystemst dn 5e8liddoantPphkei ARVt BF TS, énFrsten
magneti c inforjmation recording step 5Q7. . Nex t he. operatiqn .of the
magnetic car dwﬂ%"ﬁ’ rf?%lf?ﬁat’rtor}‘ag‘@?cﬁ %ﬁe%ﬁﬁbpgﬁteéﬁlgi’éfﬁgsd%g%’o%}}?&ntlﬁ'h&s
construct ed Weylefg wilRiChaRed 10 Ml bl ¢ RCEERGE 1P cBrS; /md bkl
First, an original inmage pattern 31 serving as an origin to a pattern to
be printed onfhubthéRgnreid asCaldhtaShpd iR isgetediby uBlifgta @ataacompeeswiiog nal
I mge pattern 31 is beforehand prepared such a pattern that when it is

af t erwar ds t r aathed pegompany ieg dassy (Hossl fonpressivmlena datactemprensisscur s

I rrespective mof addi ti on of ,the,IP i nf.or mation ?6 tq the g%tteén. r
The FET means™SShot ASHIRPapangasptertntion 1PansHinss eeeTFomErreinn) o
original inmagg Qﬁéé% %x%%.d&ﬁgt Qeéﬂl"i’ihﬁfeqr m t he ori gi nal
[Seventh Embodiment]
- Next, a seventh embodiment according to the presenf
invention will be described. Fig. 17 shows a flow of formiﬂg an
ID card which is one type of card type recording: medium
according to the seventh embodiment. Fig. 18 shows a flow of .
checking the ID card of the seventh embodimenf. Fig. 19A-shows
a system for issuing an ID card according to lthg_ seventh
embodiment, and Fig. 19B shows'a system for checking the ID card
of the seventh embodiment.
In the seventh embodiment, the ID card 520 is provided with
a magnetic recording portion 530. The name and the employee
number are recorded at the magnetic recording portion, and also
printed on the surface of the ID card. That is, as shown in Fig.
17 and Fig. 19A, the process is identical to that of the sixth
embodiment until a photograph embedded with identification data
is formed. However, in order to form an ID card, the photograph
1100 is printed on the IC card, and the mentioned items 110 sych
as the name and the employee number are embedded as
identification data into the image.data of the photograph while
the mentione@ items 110 (identification data) are directly

transformed to magnetic recording data, or enciphered and then



| mage* pattern 31 to the frequency donmain information (step 501 of Fig.
11), whereby the original inage pattern 31 is

- 28 - transforned to an original inage frequency spectrum 39 as shown in
Fig. 8. Upon viewi ng the distribution condition of the original inmage
frequency 39 generated by the FFT neans 32, the adding neans 33 generates
an I D information frequency spectrumd4lygas- shown in Figs. 8 and 9 (step
'502). That is, when the ID information 36 is conposed of 32 bits like this
enbodi ment , tidesfokheld t6 maghatiiei dedordimy dabat sand SheB ixdogdeddatrnkhe? bits
X 4 so that the distribution of 32 bits is made simlar to the

di stri buti oregRAHi iresosfingcPeF T i3 PglS RS USROS PECERTM VR er

t her eby geng%(?ti ng an I D information frequency spectrum4l. That is, the
32 bits are"distributed (divided) so that a portion having a higher nunber

of bits is pref g gl kakb¥cti & i tRdek iRy | @aaed) thd phdtogedBACHn Gaigonent
portion having stronger™ energy of the orfginal image pattern 31, and this
operation i¥D card 600 is read out by a camera 850 as shown in Figs. 18 and
19B in the same manner as the sixth embodiment, and the
information on the name, etc. is read in from the magnetic
recording portion 610 through a magnetic card reader 970. The
proééssing after the read-in is identical to that of the sixth
embodiment. That is, the photograph is transformed to image data
by the capture 310 and subjected to DCT every block to obtain
DCT data. The DCT data is divided by the partial average
thereof, and the result is added to calculate the _total of the
overall image WF(i) and calculate. the vector inner product of
the identification data recorded on the magnetic card. On the
basis of the calculation result, it is judged whether the holder
is a true holder or the ID card is forged.
As described above, the identification data or the data
obtained by enciphering the identification data are recorded on
the magnetic stripe portion, thereby making it difficult to
recognize the data on the name, etc. on the basis of which the

identification data are created, and thus the forgery is more

difficult.

In the above embodiment, by using the electronic watgrmar-lﬁq-;-;r-. PR

technique, the forgery is made more difficult. In the above
embodiment, the identification code is watermarked into the face
photograph on the ID card. However, in place of the face

photograph, a fingerprint or a-retina which can specify a



successively repeated until a portion having the | owest nunber of bits is.
distributed (allocated) to a frequency conponent portion having the
weakest energy of the original image pattern 31, whereby the ID

i nformati on frequency spectrum4l is generated. However, it is needless to
say that this enbodi mrent can be inplenented even when the above "the
processing.of establishing simlarity agtween the distribution condition
of the original inmge frequency spectrum 39 and the distribution
condi ti on ofpérmonad mayobeauised, f arquebsy ispedecanriilthe sidpptificatdpned.
Subsequently, the adding neans 33 adds the original inmage frequenc
spectrum 39 @R+ H® LDEPERBERRR i HH G E§FRACYS rGfh © 1aaEFE§%R§1 %ﬁyFig.
8 to generatg (qgupinal i mge + ID . -
29 - infornation f requency spectrum 40 (step 503). Inthis case, the
energy of the | DEycperat i9ntHd @BeoaCHesSMRIEY Bilbddinentst itoideth®dp

m nute as conpared with the energy

object to judge the coincidence between a card owned by a holder
and the true card holder on the basis of the image information
and the ID information on the card type recording medium in
combination with the enciphering technique, and these
embodiments may be applied to many cards containing novel cards
which will be issued in the future, such as a credit card, a
telephone card, a cash card, an employee card, a student card,
a health insurance card, etc. Further, a system using a magnetic
action in which data are magnetically recorded ori and read out
from a magnetic stripe is basically lower in costiand hig@er in
reliability. However, the present invention may be applied to
other recording systems such as an optical system; an magneto-
optical system, etc. It is apparent that the present invention
is not limited to the above—described embodiments.

According to the present invention, the ID information can
be verified dually on the basis of the information of the
magnetic card and the image information embedded with the ID
information. Accordingly, in a card check work, it can be easily
judged whether the card is illegally forged or an original card.
This is because the ID information is pripted into the patter-of~z e -
the card so that a third party cannot find that the 1ID
information is embedded into a portion other than the magnetic

portion of the magnetic card.

Further, even when the data at the magnetic portion of the



of the original imge frequency spectrum 39, and thus the existence of the
I.D information 36 (ID information frequency spectrum4l) has little effect
on the imge pattern serving as the pattern on the nagnetic card. Further,
in this enbodinment, the distribution condition of the original inmage

frequency spectrum 39 and the distribution condition of the ID information

frequency spectrum4l are set to be sinil as much as possible in shape
(see Fig. 8), so that the effect of the IDinformation 36 on the inmage
pattern of thg, gg&@ﬁé' Ceiy d a{ LA, dr edyged. confirmat6n! NYEr S€ndFTip
means 34 perfor e inverse T on (orrgi naﬂ I mage + I D information)

frequency speghfgfimd®iory&aer abeéasmyst;ﬁ&fé%ea nRsbeaeng e, (evengivheh thege
+ | D information) frequency spectrum40 to an inmage pattern (step 504).
~The inage mpgneia datusaregeiamagesd duei $o ghsemtennalymagoerici ﬁﬁfﬁ‘étaf rom

the original ipage pattern 31. The e pattern print ans

prints '? he i nﬁB@gﬁ%P‘tmmaé&°§ FaRtRe Fead PHg ‘.ngdr‘i‘gﬁlecwg ethen cgﬁ )18 The
patters on they, :‘?f]bfegﬁ}% BOERE I Fl“ %1&901‘& é%&&' Xt'tﬁ@
each ot her |rrespe |veo FfTerence |n I'n ormatl

original inmaggapaeiRrpsreibn oI ¢ak ﬁ\agnédﬂﬂtda(i-al to each ot her. _ _
Further, the enciphering neans 37 enciphers the data of the ID information
36 so that it is dst¥lkflurtheranacygording tmithej present invention, the ID
information can be recorded/printed on the magnetic card in the
dual form,.that is, in combination of magnetic information and
~ image information. Therefore, the copy of the magnetic card is
difficult, and.thus the forgery of a magnetic card by a third
party can be prevented. The reason why such an effect is
obtained resides in that the ID information is embedded into the
pattern of the magnetic card so that any third party cannot
recognize that the ID inférmation is inserted into a portion
other than the magnetic portion of the magnetic card.

That is, with respect to the magnetic card which is
manufactured according to the magnetic card ID information
enciphering system of the present invention, when only the
magnetic information iﬁ'Copigd, the magnetic card is judged not
to be identical to the original card unless the pattern portion
is coéied. Therefore, the forgery of the magnetic card is
extremely difficult. It is very difficult to a nonprofessional to
f?nd that the ID information is embeddéd-dmto the pattern--becatiFer
the energy of the frequency components corresponding to the
original image pattern of the pattern is stronger (higher) than
the frequency components corresponding to the ID information. Even

if a nonprofessional finds the difference therebetween, any body



t he sanme manner as the conventional technique of recording the nagnetic
Information on the magnetic card (step 506). The magnetic information
form ng neans 38 wites the - 30 -
magnetic information representing the ID information enciphered in step
506 into the magnetic recording portion (the magnetic stripe in Fig. 10)
(step 507). Wth the above operation, thedd D information 36 of the
magnetic card is recorded/printed (stenciled) both in the format of, the
magnet i ¢ i nf or FRITCGN HHE2te n thRe For fRK ofnleft Fhet OFAginal PatLeIpLdSihove
enbodi ment ;- t hgydddnkRf ormation is added to the original inmage pattern on
the magnetic card (recording nediun) so that the inmage signal on the
magneti c card whi ch Buwtheppaeesit | yhean ethed dagaset the bmagheqig| [rpcording

undi scrimnable fr mth(;_ tlg)ri ina‘_!. i A ;2 ttern. tlggv\@vnefrimga

I
i nf or mati on canPBe-r€ad” olt ™ rc’)emlt':hgaencrp ered’ magne?l C cargmbigl)fathe —

speci fic decodenp @ffbrmanideahabé Se¥ilyheerfufifiRNAc@sraihglyelevehevida

i nformation thus _
the magnetic information is damaged by an external magnetic
effect, the ID information embedded into the pattern is read to
easily restore the ID information of the magnetic information.
Such an effect can be obtained because the pattern portion is
not effected by the external magnetic action, and the 1ID
information embedded in the pattern is not effected by the
magnetic action and thus not damaged by any magnetic factor.

Still further, by applying the present inventioﬁ, it is
difficult to forge an ID card which is one kind of card type
recording medium of the present invention. For example, even
when the face photograph of an ID card is replaced by another or
identification code is embedded into the image of the face
photograph, the card thus forged can be easily identified as
being forged.

Still further, On the recording medium of the present
invention is stored the program for enabling the checking system
of the cé.fd type record.inc_.;“medium to operate in the same process
by a microcomputer or the 1like. Therefore, not ~only the
specification of personal information such as fingerprints,
faces, etc., but also management of copyrighted works, etc. can

be performed with simple facilities.

R T



read»i s_coincident with the ID information indicated by the actual holder
the magneti c car j s judged whet her the holder is an |legal holder *°
an ill %H !wmlllgigtf t h Enbodi nment ] The magnetic card ID

| nforrratl stemof the fifth enbodinent will be described.

Fig. 12 is a bI ock  di agram'showi ng the construction of the fifth

enbodi nent of the magnetic card ID infaormation enci phering system

according to the present invention. “TiHE magnetic card 1D information

enci phering systemof this emhadi (,JLR esg DCT neans 62 for

transform ng the original inmge ing as the originto a

pattern to be prigtegr@nghe I@&%a&hg hédthrd @ompt £siiency domain

i nformati on by DCT, addi'ng neans for generating information in which

the 1D informatioa &6tz peeaf vhege ddta goptabiinchdDnbpfemationrafi s

di stributed on the frequency - 31 -

domai n, and2J¥RHIRF tAFE FFFFBF%‘F; 4 hus generated to the frequency domain

i nformation gener ghegmgé(e tJ}eeaD%eq:gagﬁaég 'data are recorded;

wherein contents in the image area are recorded

second image data whicﬁ are qenerated by transforming
first image data specifying the holder to frequency-area
data, adding the transformed freqﬁency-area_data with the
ID information and inversely transforming the added data
to .image signals.
2. The card type recording medium as claimed in claim
1, wherein the ID information of the ‘data area ié
enciphered and recorded. |, i
3. The card type recording medium as claimed in claim
1, wherein the first image data is a fingerprint image
of the holder.
4. The card type recording medium as claimed in claim
1, wherein the first image data is a face photograph
image of the holder.
5. The card type recording medium as claimed in claim
2, wherein the first image data is a fingerprint image
of the holder.
6. The card type recording medium as ciaimed in-claim- AN e
2, wherein the first image data is a face photograph
image of the holder.
7. The card type recording medium as claimed in claim

1, wherein the conversion processing to the frequency-



I nverse-DCT neans 6 faor _restoring the frequéncy domain information added

by the ' neans 63 to a two-dinensional image pattern by inverse DCT, -
inageiz-dMHmE"uuuu s 65 for printing the inmge pattern generated by
the in ' on the magnetic card so that it is used as a
pattern on the -nmagnetic card , enciphering neans 67 for enciphering the
content of. the IDinformation 66 (na hynmtation is inposed on the’

enci phering way), and magnetic information form ng neans 68 for witing

t he enci pher edaté&x i adter i@t Fonr Hér asrarmformi.c i Nnformation at a nmagnetic
recording portion such as a magnetic stripe or the _|ike_on the magnetic
card. The- addihey cAsEnsYBS, redardinpggaedin &sn cpined nbaftad® ™ t he

enci phering nmeans 67 and the magneti.c_informt.ion fornn s 68 of this
enbodi ment  ar e?si RFEFH otb[enézoggﬁfﬁfﬂeﬁ’ﬁ%cefimlghgo F%ggr%@?%}’ecry

n print

means 35, the gpgi d N MaRsSes ANk ddie. magnetic information form ng
nmeans 38 of the tourth enbodi nent, respectively. As shown in Fig—

12, the principle dafhd haraagppéi fecmrdingDmeddimramicladmedciphekaing syst em
of this enbodinent is basically identical to that of the fourth enbodi nent
shown in Fig. 85 vwhereierthe conyersinpopreesasingCronthfsEBSAWNTIT per f or ns
DCT (DCT on tggegoga%a{ii%an&%tiei-hgrgﬂsia irrl}‘z%l I mage pattern 61 is
10. The card type recording medium as claimed in claim
6, wherein the conversion processing io the frequency-
area data is Fourier transform.
11. The card type recording medium as claimed in claim
1, wﬁerein the conversion processing to the freﬁﬁéncy—
area ‘data ié discrete cosine transform which is
perfoEmed on each of blocks into which the first image
data ére divided.
12. The card type recording medium as claimed in claim
2, wherein the conversion processing to the frequency-
area data 1is discrete cosine transform which is
performed on each of blocks into which the first image
data are divided.
13. The card type recording medium as claimed in claim
5, wherein the conversion processing to the frequency-
area data dis discrete cosine transform which is
' performed on each of blocks into which the first image - 4 oo
data are divided.
14. The card type recording medium as claimed in claim

6, wherein the conversion processing to the frequency-

area data is discrete cosine transform which is
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fragnenféd’lnfo fragnmented original inmage patterns) used for inage

conpres
like is

(Joi nt Phot ographic Coding Experts G oup) or the -

lmm "E“Iﬁwmtlon. correspondi ng. to t.he FFT neans 32 in Fig. 7,

and inverse®DCT rearfs 64 is used

- for the portion corresponding to the inverse FFT neans 34.

the characteristic feature of this enbogy nent will be descried.
the fourth enbodi nent, the FFT neans 32 perforns the conversion to
frequency dOW&_ip’éﬂfﬁﬁrﬁbﬁabhOQa&\ﬂﬂl b BldcishantbniRidmttiien fifrsthémage gi nal
I mage pattern is targeted. However, the DCT nmeans 62 of the second
enbodi ment di vidkds are 6iV§¢ﬂ%4 i mage pattern into Tragnented orig

patterns (fine j

each

f ragnment

or Rarhied ikoeep st Ferng & chra Wige Rerorting BBFM noans o3

Next ,
In

i nal

di stributes th“w‘uh!x@h' r@cﬂ{%fn' 0 §8:QNakBE WhEHLCAAYa dRBRLAIANG t BEN adds

the I D information

1nformatlon of a holder are recorded, and an image area
vhere image data are recorded, in the image area being
recorded second image data which are generated by
transforming first image data specifying the holder fo
frequency-area data, édding the transforméd frequency-
area data with the ID information and inversely
transforming the added data to image signéls,
comprising:

a first step for restoring the ID information
from said card type recording medium and reading'dapa of
the image area; '

a second step for transforming the image-area
data to the frequency-area data to generate first
transformed image data;

a third step for gaining the same data as the
first image data from a reading target other than said
recording medium and transforming the image data thus
gained to the frequency-area data to obtain second
transformed image data; and

a fourth step for subtracting the. second
transformed image data from the first transformed image
data to obtain differential déta, and comparing the
differential data with the ID information restored from

said card type recording medium to judge whether said

32



of the frequency domain to each information obtained by subjectin

fragnme Il B i filoe pattern to DCT. In the magnetic card ID

i nfor rrxuﬂmﬂmk“mﬂﬂ””m systemof this enbodinment, the ID infornmation 66
i's printedcinto 'l l® tHe fragmented original image patterns as des
above. Therefore, even when the magnetic card is partially scratc

part off the imge data are danagea,4?hé accurate IDinformation 66 is
still printed aﬁaina e portLons_mhjﬁﬁyﬁie not scratched. A d
syst em f orFeRRIABAeMPE1uEy ¢S BYSH Y&m  enci phering system w

descri bed
~whi ch cont

informationh 1S recorded as an enci

predet erm
magnetic r

g each
cried
hed and a

ecodi ng
Il be

Lth ref Fig.,13. _.Th . LG ' 42
dosor 1000 Wb FELCTITRA 0E idPhea IR RIS CEREfLEd B U 42
i nformatiop 08 pLLRLed ¢ £ henein, fgggﬁggg ﬂggggt | Gashr i R& 4?&&% ch the ID

ered co I's Inserted Into a
b4i on of the magnetic card information decoder.
gg ggfgf?'the recording cord which is recorded

In the

- 33 - onighe fRENGIdthcd M aRe dPaimedr ansio1ARA G ol @hbietal ehgnals

conversion to the frequency-area data is discrete cosine
transform which is performed on each of plural blocks
into which the first image data are divided.

18. The method as ciaimed in claim 15, wherein said
fourth step compares the differential data obtained
every block with the ID information restored from said
card type recording medium to perform the judgment on
the basis of majority voting of the compa;ison result.
19. The method as claimed in claim 16, wherein said
fourth step compares the differential data obtained
every block with the ID information restored from said
card type recording medium to perform the judgment on
the basis of majority wvoting of the comparison result.
20. The method as claimed in claim 17, wherein said
fourth step compares the differential data obtained

every block with the ID information restored from said

card type recording medium to perform the judgﬁent on

. . eN. - (SR
the basis of majority voting of the comparison result.

21. An apparatus for certifying a card type recording
medium which contains a data area where data containing
ID information of a holder are recorded, and an image
area where image data are recorded, in the image area

being recorded second image data which are generated by



r .
netic head which noves relatively to the ragnetic card 42. In
Inve Iwm m:ju reans 82, the enciphered reqqy destgptionogagéds.. .- 10 paged .

tran ID information si ghal in tﬁc SI t@ ﬁ‘émot;mged 5‘7
t he enci pherl ng system of the enciphering neans § 0 E

t —
information 83. On the other hand, in an image redd I’“" (s%t HE9ET é'éi"'o}o paged .o
predeterm ned pattern 44 is read o0 a3 an image sﬁl@ﬁaracby d’aﬁﬁ‘bt oet E’c‘farg% """"
transducing elenment, directly or while scal ed, h REge ST et

subj ect edtﬂ?@nWWyféﬁﬁtbllﬁ'éﬁeoydac% Iwer ’rfég ak"F P E “Case of t he

DCT neans 62. Subsequent e ue ect fddhe D

i nf or mat i gﬁequrgcg— ‘?%cflé& @rﬁi‘{)rﬂ% {}h% Eg?ﬁﬁgﬁ%v% %r% %

subjected to nd th nsforymt i ORRASI diRat of the
DCT neans a%"?afs or%gh e s trglg el‘\%lﬁg@]r‘%éul taalan Hﬁ‘geltr%veﬁée DCT
means 87 tQ. _Qbt ext ti tt a88. ayPseqiide, the face
of a hol d&* ﬁ]%%pgthe{tgé;rd%{ayé@ rgggrdl nig-jorredllnlljm i s obtai ned by a
phot ograp éﬁ%)ﬁ%ei jon or the |like, or the original inage of a
~copyrighte elf i's digitally transforned as an original inmage

pattern 89, and conpane§pWihRokhBtdion rahderofel Késtbringitiket® pattern
by a conparator 90. As a result, if it is judged that there is no

di f f er encefyedei sReframndshids dalrey e tiecmiingatddiun; t he

an image reader of reading the image-area
data;

a conversion.unit for transforming the image-
area data to the freQuency—area data to generate first
transformed image data; -

a second image reader for reading the same
image data as the first image data from a reading target
other than said recording medium;

a second conversion unit for'transforming the
image data thus obtained to the frequency-area data to
obtain second transformed image data;

a subtracter for subtracting the second
transformed image data from the first transformed image
data to obtain differential data; and

a judgment <circuit for comparlng the e
differential data with the ID 1nforﬁat16;'festored‘fr;m o
said card type recording medium to judge whether said
card type recording medium is justifiable.
21. A card type recording medium enciphering system
including enciphering means for enciphering 1ID

information to be recorded on a magnetic card, and

This Sheet Has Been Reﬁ

AR




holder is certified as a | egal card holder. On the other hand, when the

di ff tl MERmahem i s large, the hol der is - jThig gieet Hab BeelRediided | | €02
car (ﬁlﬂmﬂ” nlmﬂll”"p this case, if the detected ; els’m‘és and the
ID ihfdrmiti®n $ndi cated by the holder of the nm

I
- 34 - coincident wth each other, the hol der of m[! HWM&

tern

concerned is judged to be coi nci deft 2T not so, it is judged that the
hol der of the na?netic card ficks up the na netEc card or.has q}dishonest
act. Wen PRINSFLGi i EQTHRELIOA fOTRING of$anF s £OT, oF GEBF LBk

o, 11 oAt bR Pk et ) el

is a true

(0] attern’rs print

Yht ed

etic card
on t he

magneti c cgég?igggggﬁihi%%ggﬁﬁggﬁﬁﬁég'agl,ore, the forgery and illegal use

of the nagne

enhanced.

the magnetic ID infor

ar € NP thus the security can be
Nt e Qb AP AU - £L0Rs#BEAd IO fE2haN bl
mat 1 on errci pheri ng system shown in Fig. 12.

transforming an original image pattern of a pattern of
said magnetic card;

adding means for transforming ID information
to be recorded on SAid magnefic card to transformation
information in which the ID information is distributed
on a frequency domain, and adding the transformation
information with the information which is generated by
the transformation of said frequency . domain
transformatioﬂ'means;

frequency dom;in inverse transformat;i.on means
for restoring the information of the frequency domain
generated by the addition of said adding means to a two-
dimensional image pattern; and

image pattern print means for printing the
image pattern generated by said frequency domain inverse
transformation means on said magnetic card so that the
image pattern is used as the pattern of said magnetic
card. '

L P Y K
22. The card type recording medium enciphering system

as claimed in claim 21, further adding means for
generating an ID information frequency spectrum so that
the ID information frequency épéctrum is similar to the
distribution state of the original image frequency

spectrum which is the information of the frequency

0 support



t he Enetlc card ID information enci pherlng systemof the fourth

enbogl HH m structed to perform the aboveThisgeeoi @di on by
chan s 85 and the inverse DCT maan means 32
and the |nver se IEFT means 34. [Sixth Embodi nment ] m ”mmm(lm a bl ock
di agram showi ng formation of an ID card which is one type of card type

recordi ng medi um of the sixth enbodinment of the present invention together
with a signal flow Fig. 15 is a bl ocks%ji—agram showi ng a checki ng process

for checking he ID card of | xt,h enhodi 6. shows system
for issuing th@° "E)“éa?red‘e&?%le ﬁglélf‘ CHBR loﬁr?c# %alé i‘?e(glﬁ%r\l/\%a system
for checking t8gnais! ¥t LA Rdh t}{eef@ff@ﬁ?alnurreral
100 represents a %ﬁot ogrgg[s) HPH?!—.I'%R‘G ﬁlgﬁﬁgf atrue) ﬁ(r)llafjler of an I D card.

Ref erence nurremhgélofré@émﬁntspebemmham ative Memb i obnfonmatiwn | D card

220. The - 35 - npane of the hol der,
t he nane of théraghenrey ssgrsirum.t he

23. The card type recording medium enciphering system
as claimed in claim 21, wherein said frequency domain
transformation means performs FFT, and said frequerncy
domain inverse transforination means. performs inverse

FFT.

24. The card type recording medium enciphering system
as claimed in claim 22, wherein said frequency domain
transfoxjmation means performs FFT, and said frequency
domain ihverse transformation means performs inverse FFT.

25. The card type recording medium enciphering system

as claimed in claim 21, wherein said frequency domain

transformation means performs DCT, and said frequency
domain inverse transformation means performs inverse

DCT.

26. The card typé recording medium enciphering system

as claimed in claim 22, wherein said frequency domain

transformation means performs DCT, and said frequency

domain inverse transformation means performs inverse

PR e e R L

27. A card type recording medlum decoder for a recordlng
medium on which enciphered ID information and an image
pattern containing ID information _are printed,
comprising:

a magnetic reader for reading the enciphered



regi ' nd the enpl oyee nunber are nentioned on the 1D card
220 %!’Bm%mh‘) “ﬂl s an ID card for a public ser\i§gheet Has Been ohy
enpl ¢ Wi D card is an ID card for a stud NI of the

hol der, the nanme of the holder's faculty, the stude are
mentioned on the card. Reference numeral 120 represents a capture for
reading the photograph 100 as image data. Reference nuneral 130 represents
an identification data generator fof §8nerating identification data on the
basis of the nmentioned itens 110 of the . ID card 22 hy, a cal qul ation. The
i dentificati dR dBEQrRatise B’c??{%r%\twnﬁflcgéﬁ’é?ﬂ?i‘?‘fg sff‘ﬁdaﬁﬁgf’rrﬁﬁﬂ%er on the
basis of the E%n%mand'the enpl oyee nunber. Reference nuneral 140
represents a ufit. having a function of transform ng the image data

taken by the capture 12QehRenBg! | dmdine IteifafHrRiERABANReardef e6ENCE
nuneral 150 represents a partial average cal culator 150 for cal cul ating

t he aver age walamsfoirmihg atis®| yatteainuesf atsatikk emageatioigarsl oto the -
spatial frequency conponents. This partial average is nultiplied with the
i denti ficati diregarencyndempint informatigm byna mageekiftheadication result is

MUl plier 190 15 added G PRETIBE pSHRE { HPIDCTIRREPRAEY o SASadder 190
and the addi 4o sHeG3H! Ip' fnittldidh hhaBucdRelinh ¥ Hftddmatibhe Cosine
image reading means for reading the image
pattern;
frequency domain transformation means for
transforming the image pattern to frequency domain;
a - subtracter for subtracting from the‘
frequency domain data frequency domain information to-
which the ID information is transformed; and ‘
frequency domain inverse transformation means
for restoring the frequency domain information generated
by the subtraction of said subtracter to a two-
dimensional image pattern.
28. A card type recording medium in which specific data
for specifying a holder are written, comprising:
identification data generated on the basis of the
specific data which are embedded into spétial frequency
qata of a photograph; and | . o
the spatial . frequency data embedéea with £A;
identification data which are inversely transformed to
time data to generate image data and further record the

image data thus generated.

29. The card type recording medium as claimed in



Tr ansf ' The const ant [err] is a scaling factor Reference
nu‘merim (ﬂmrmuu I“I an I DCT unit having a functi anis Skt Has BemReg1Eeg t he
i

spati.a [ erence
TR o=

equenti es t*0 i nage data which can be seen

nuneral 210 represents a photograph in which the

are enbedded, and the ;

phot ograph 210 and the nentioned itens 110 are printed on the ID card 220.
Next, the certifying/checking neans wief4the ID card thus forned is
actually used will be described. In Fig. 15 on an LD card 3Q0 are
printed.a phot %?é‘ﬁh Z%nbé’a‘ﬁé'ﬁl\ﬁ tﬁh?desfﬁaitfliagat‘?l’f)énqu(fé}cg, 4R grrelnst i %ned

I tems on whichypthe ident ifigat A9cHatR aLE;HaNR Al disthie teapbeige310

phot oel ectri caﬁl{)/ ??g%@?orﬁﬁésgngﬁrggads t%e ?mage portilon of the photograph

of the ID cardttansepainpt anidhetipdotingeapbi Grafagermation hes nemviersed- i t em
portion as imge data. A DCT unit 320 has a function of transform ng the
i mage data sepdistedtencosineaptamsform.

30. The card tYpe recording medium as claimed in claim
28, wherein the spatial frequency data embedded with the
identification data are generated by multiplying each
component of the spatial frequency data of the
photograph data and the component corresponding to the
identification data, then multiplying the multiplication
result and a constant value, and then adding the
constant-multiplied value to the component corresponding
tc; the spatial frequency data of the identification
data.
31. The card type recording medium as claimed in claim
29, wherein the spatial frequency data embedded with the
identification data are generated by multiplying each
component of the spatial frequency data of the
photograph data and the component corresponding to the
identification data, then multiplying the multiplication
result and a constant value, and then adding the
coﬁstant—multiplied.value'u:the component correspohding
" to the spatial frequency data of the( identi.fication
data. o o T
32. The card type recording medium as claimed in claim
28, wherein the specific data are written in a magnetic

recording medium.

33. The card type recording medium as claimed in claim



310 to
t-he i
to cha

A

340 cal cul ates the average value of the absol ute val ues
nei ghboring points of the spatial_jqﬁgqgncy conponents.

I dentification data generator 370 calTul ates the

t he basi s

i nner prod
product be
frequencie

descri bed | ater

First,

37 -

t he

ial fr ency conponents. A character recognizer 330p 4"
ﬁii mﬁ “']e Hm'ent | oned-item portion separate ]
! aracter recognition. A partial aHE &E'Hﬂ H
t
An

5de rlgs

t or

identification data on

da. et oS ehERAE Tk paREPRER GPLLERR, pACRTRIBHERIEC

tfgﬁg}éié?_ﬁgggﬁ&fication data extracted fromthe spati al
S0 i

nage and the identification data generated fromthe

mentioned 142N oG AREr eybaNrSbofadhy! i dR0adNd1ainaddeh 20Qim |1 be
e

card

I'D card formng operation will be described.
recording medium.

35. The card type recording medium as claimed in claim
28, wherein said card type recording medium is used as
an ID card or a credit card.
36. The card type recording medium as claimed in claim
29, wherein séid card type recording medium is used as
an ID card or a credit card. |
37. The card fype recording medium as claimed in claim
30, wherein said card type recording medium is used as
an ID card or a creditlcard. i
38. A card type recording medium forming system
comprising:
means for generating identificatiqn data on
the basis of specific data for specifying a holder;
means for transforming a photogra_p_h to be
attached onto said card to spatial frequency data;
means for multiplying each component of the spatial

frequency data and the component correépondinglto the

¥ 4

identification data, and adding a ‘value obtained
multiplying the multiplication value and a constant to
the component corresponding to the spatial frequency
data of the photograph data, and then inversely
transforming the added spatial frequency data to image

data; and

_ _ _ d formng operation and the ID card
checking ofier 3iHereth | théesgeesribedaltar gradetitiefivia deimdghetic

by



A person who needs an ID card prepares a photog nd |oned
Ltens dentification data. ntloned
items almmlemml“nt"lmmupl oyee nunber. A personeﬁ ﬁﬁ kﬁ card
formati oh gi cks lp the photograph into an inage ice 830 by a
canera 800 or a scanner 810 as shown in Fig. 16A Furt her, the
mentioned itens 110 are input througH“h keyboard 820 by the person in
charge of the ID card formation. The imge data of the photo raRh 110
which is picked up intmeane Horag¥ritddessihy dawgee 83baaPd né
mentioned-itemdata 110 are processed along the flow of .Fig. 14. The

pi ckup |na§QQﬁkz%9m4§t%rQﬂmﬁ%%QEﬂaFG §§EF|EPCPFQ&BSnwﬁd&HWponents in the

DCT unit 1 th i dentification dat tor, 130, Jidentificati
data havi 7§ -a ABEMERTH SO AR rReR T cas et apRers Babar o poro

dth d
ment i oned: (e JRSTSH IR ¢ VIRREEPPBALEAR. KEipcdracEBEs” FRELPSI | owi ng
| cul at t SINE S gdat
whi oh are traRsiSil B e IEas 4,% Htor 3 Ikl A38ckaEe " he
identi ficatdsyfldt@anddEdd he spatial frequency conponents. The

spati al frequency conponents after DCT in the DCT unit 140 are represented
in the ordap.fr aAMcArdWpes Rdddtain§IMeasim certifying device for

certifying a card type recording -medium in which
identification data generated on the basis of the
specific data are embeddgd into spatial frequency data
of a photograph, theﬂ the spatial frequency data
embedded with the identification data are inversely
transformed to time daEa to generate image data, and
then the image data are recorded together with the
specific data, comprising:

means for generating the identification data
on the basis of the Sbecific data;

transformation means for transforming the
image data to thg spatial frequency data; and

means for performing a correlation
calculation between the output of said transformation
means and the 1dent1f1cat10n data and judging on the
basis of the correlatlon calculatlon resuléhwhether the
card type recording medium is true or not.
41. A recording medium for storing a program for
operating a card type recording medium forming system in

‘a computer, wherein said program contains:

a step of generating identification data on



conpe f(l) f(2) : f(n) and the identification

data ar aHSB cedThe fo

equat [ ml[lﬂmil““um} each i F(l ) x avg(f (| )) x
aver age

avg(f(l)) IS calculated in the partia average ca culator 150 as descri bed

above. The 1 DCT unit 200 subject Tthe cal cul ation result to inverse
cosine trangformation to_prepar.e hot @ h t he

i denti fi catTn %%?és % g%ﬁ&ﬁ%@ﬁ:%¥ﬁ: 6ﬁ%¥:9$g%%95£8u3 the mentioned
itens 110 are printed I Nt L8400 tHer eby
conpleting the ID cardgbz%egp chaﬁgaggfgrﬂgié &l gglgra for egecutlng t he

processi ng of+4bg dlgggg RtQ%4S ¥ dgﬂe éﬂgwm in Fig. 16Ais stored in a
ROM 835. The FKR? na$ be reprgg%d bﬁpa har'd disc, a fl oppy disc

a step of multiplying each component of the
spatial frequency data and the component corresponding
to the identification data, and adding a value obtained
by multiplying the multiplication value and a constant
to the component corresponding to the spatial frequency
data of the photograph image, and inversely transforming
the added spatial frequency data to image data; and

a step of writing the image data and the
specific data on the card type recording medium.

42. The recording'medium.as claimed in claim 41, wherein
the transformation is discrete cosine transform, and the
inverse transfofmation is inverse discrete cosine
transform.

43. A recording medium for storing a program for
operating in a computer a checking system for a card
type recording medium in which identification data
generated on the basis of the specific data are embedded
into spatial frequency data of a photograph, then the
spatial frequency data embedded with the identification
data are inversely transformed to time data to jéﬁeracé-
image data, and then the image data are recorded
together with the specific data, comprising:

a step of generating the identification data

on the basis of the specific data;

a step of transforming the image data to the



or the 1ike. Next, the nmethod of checking the ID card w

describ impoe of the ID card on whichS
Wit h t'htmlmmlnllm_m,umdata and the nentioned it dﬁjﬁ
up by thé canera ™56 shown in Fig 16B and then in

870. The data whi'ch are taken into tg%

along the flow of Fig. 15. The read~in inmage data are separated into the

photograph ortl n_and the gfqiloned item portion in the capture 310, and
the these S a

F%? §r398e8§?b DCT unit 320 and the character

recogni zer 330 respectlvel

. unit 320, i al
-frequency conponents a e %/ ?ﬁesen?ed }IB %%Hlbﬁ%lar a?ron?éaﬂle%%?i??equency
é‘%}lﬁﬁi’h'ﬁ bety eE( iohe Zcf&%ut of FERlid o dimat BURT age

verage avg (F(i)) of the absolute

conponent

cal cul at or

val ues at
" extracted

calcilates The parti

@Qéﬁé GlPNPRE NherPO] £iSafiof( BhtaTthd dga8ingaldontHet a
romthe 1 nage
basis of the correlation calculation result whether the
card type recording medium is true or not.
44. A card type recording medium comprising:

a dafa.area where data containing ID information
inherent to a holder are recorded; and

an image area where image data are recorded, vherein
said image area are recorded second image data which are
generated by transforming first image data specifying the
holder to frequency-area data, adding the transformed
frequency—-area data with data obtained by transforming
the ID information to frequency-area information, and
inversely transforming the added data to image signals.
45. The card type recording medium as claimed in clainm
44, wherein the ID information of the data area are
recorded while enciphered.
46. The card type recording medium as claimed in claim
44, wherein the first image data is a fingerprint image
of the holder.
47. The card type recording medium as ciai&ed ig.claiﬁ
44, wherein the first image data is a face photograph
image of the holder.
48. The card type recording medium as claimed in claim

45, wherein the first image data is a fingerprint image

of the holder.

enbedded
I.s picked
i ng device

_checking device 870 are processed



- 39 - data is represented by Wi), and the pafjisple: B} Eaéed cal cul at ed

*car oot OWIHIERERR v i) o Eh2 Sueval” (R o e )

for Wi).

On the ot her ‘hafld, St ht character recogni zer 330 items are
reproduced as characters fromthe_i ggge data of the mentioned-item portion
by the character recognition. On the basis of the nentioned-itemdata from
the charagger theCOGPHZeypasteddiRlindP Mddiumllals0t 1¢ai e L 1n 370
generates 1dentification data having a normal distribution which has an
average vahleyBbredh0 ae 8idktpamgdn dftal is a faBebgspgtapht he i nner
cal cul ator 380 cal cul ates the vector inner product between the
identificiahage 66t eh@(holated. WF(i). That is, the followi ng equation is

cal cul at ed: ' C=(Wxw / (WD x wD) Here, W = (WF(1),
WF(2), .., WF(n)), w (M1, wmM(2), .., mM{n)) WDrepresents the __
absol ute value of a vector WF, and wD



represents the absolute Value of a vector w If the value Cis not |ess

~ sthan a predeternmined value, it is judged that there is correlation between
the identification data enmbedded into the photograph and the mentioned
itens, and it is displayed on a display 880 that the ID card is true.

In Fig. 16B, a programfor making the checking device 870 performthe

operation shown in Fig. 15. Next6 the case where the ID card is
forged will be ) - 40- described. | t
|5 the SIERRES P RECORIING MDA cENFYRNGHABTHUD OIND PR ARATIS |
repl aced anot case, owever, when the corre at| on bet ween

the identi f FOR THE HBC@RD’{NG MEBIUTL, mmﬁmmmtmmmccb@mct i oned

itens is checked at the check stage, the value C is approximtely equal to
zero. TIMEDIYMEENCIPHERENGISYSTEMG DECODER BHEREFOR, ANDREQORDING  Of

the nentioned itens are not enbedded into the photograph. Accordingly, it
is possible to easily judge that thMEDIUMrd is forged.

ABSTRACT

In a card type recording medium (25) containing a data area (18) where data -

containing ID information (9) of a holder are recorded, and an image area where image

data (19) are recorded, in the image area are recorded second image data which are

generated by transforming first image data specifying the holder to frequency-area data

(22), adding the transformed frequency-area data with the ID information and inversely

transforming the added data to image signals.

Fig. 3



HA§ anot hgr forging way, identification data are generated from nentioned
* itens and enbedded into a photograph, and then the photograph enbedded
with"the identification data is printed on a card. In this case, the
cal cul ation equation of a random nunber for generating the identification
data is not known, and identificationlgﬁ%a which are different fromthe
~identification data of the normal (Il ega card are generated. Therefore,
the value C which indicates th ation is equal to zero at the check
stage, and thus the card is judgég e forged. As anot her forging
way, a photograph is carefully pheiceed] pixel by pixel to extract
identification data and fi ndfq dal cul ation equation. In this case,
identification data is insertep 3 photograph when it is divided to
spatial frequency conponents. . gly, it is inpossible to
investigate the identification dat’a fr¢gmthe photograph after |DCT. That
is, the identification data are nof enbedded into specific pixel portions.

In the above egFUUTﬁEﬂ , the system whi ch nakes ptelatd to deci pher
enci phered data) i s Zsell togethey wt he ele&t oni %
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- '41 - watermark system In addition to the above systens, a system which
makes it harder to deci pher enci phered data, that is, a system which nakes
it nore difficult to forge ID cards, may be further used as a data hiding
system by using a data conpression nethod acconpanying | oss (Lossy
Conpression), a data conpression nethod acconpanying information | oss
(Lossl ess Conpression) or a spectrum_spreading technique. [Seventh

Enbodi nent | Next, a seventh embodi/fént according to the present
invention will be described. Fig. 17 shows a flow of formng an 1D card
which is one type of card type recordi ng nmedium according to the seventh
enbodi nent. Fig. 18 shows a flow of checking the ID card of the seventh
enbodi ment. Fig. 19A shows a systemfor issyj I D card according to
the seventh enbodinment, and Fig. 19B shows g systerp for checking the ID
card of the seventh enbodi nent. I'n thgq seyentjh enbodi nent, the ID
card 520 is provided with a magnetic recordijng fgortfi on 530.- The name and

the enployee nunber are recorded at the nagrjexild rdi ng portion, and
al so C>E§‘< ~
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printed on the surface of the ID card. That is, as shown in Fig. 17 and
Fig. 19A, the process is identical to that of the sixth enbodinent until a
phot ograph enbedded with identification data is formed. However, in order
to forman ID card, the photograph 100 is printed on the IC card, and the
mentioned itens 110 such as the nane and the enpl oyee nunber are enbedded
as identification data into the inage ? a of the photograph while the
mentioned itens 110 (identification d& g§ are directly transformed to
magneti c recording data, or enciphered and then '

- 42 - transfornmed to nmagnetic recording data, and then recorded at the
magneti c recordi ng portion 530 by using a nagnetic card witer 950.

Wth respect to the checking device, the photograph on the 1D card 600 is
read out by a canera 850 as shown in Figs. 18 and 19B in the same nanner
as the sixth enbodinent, and the information on the nane, etc. is read in
fromthe magnetic recording portion 610 through a magnetic card reader
970. The
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processing after the read-in is.identical to that of the sixth enbodinent.
That is, the photograph is transforned to image data by the capture 310
and subjected to DCT every block to obtain DCT data. The DCT data is
divided by the partial average thereof, and the result is added to
calculate the total of the overall .image WF(i) and cal cul ate the vector

i nner product of the identification qgt% recorded on the magnetic card. On
the basis of the calculation result, i’d9 s j udged whether the holder is a
true holder or the ID card is forged. As descri bed above, the
identification data or the data obtained by enciphering the identification
data are recorded on the magnetic stripe portion, thereby making it
difficult to recognize the data on the name, etc. on the basis of which
the identification data are created, and thus the forgery is nore
difficult. In the above enbodi nent, by using the el ectronic watermark

technique, the forgery isjr@de nore difficult. In the above enbodi nent,
the identification code § Saternarked into the face phot ograph on the ID
card. Fbme¥§L, in place ﬁEhe face photograph, a fingerprint or a retina
whi ch can cify a =~ =
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- 43 - personal may be used, and also in place of the identification

data, ID information which respects nenories of. a personal nmay be used.
Further, in the above-described enbodinents, it is the top object to judge
t he coi nci dence between a card owned by a holder and the true card hol der
on the basis of the image informatiaon and the ID information on the card
type recording nmediumin conbination _wth the enciphering technique,
and these enbodinents may be appliedst many cards containing novel cards
which will be issued in the future, such as a credit card, a telephone
card, a cash card, an enployee card, a student card, a health insurance
card, etc. Further, a system using magnetj c ction in which data are
magnetically recorded on and read og; Fro a Mgnetic stripe is basically
|l ower in cost and higher in reliability. wever, the present invention
may be applied to other recording systens such as an optical system an
magnet o- opfical system etc. It is apparent that the present invention

is not limted to the above-descri bed enbodi nents.

il
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According to the present invention, the ID information can be verified
dually on the basis of the information of the nmagnetic card and the inage
i nformati on enbedded with the ID information. Accordingly, in a card check
work, it can be easily judged whether the card is illegally forged or an
original card. This is because the IDinformation is printed into the
patter of the card so that a third party cannot find that the ID
information is enbedded into a portionﬁégﬂer than the magnetic portion of
t he magnetic card. Further, even when the data at the nagnetic
portion of the - 44 - magneti c card
are damaged, the confirmati he ID information can be easily
performed. Accordingly, evgn enjt he magneti c data are danaged due to an
external magnetic effect i nformati on can be read out to judge
whet her the card is the card because the IDinformation is

printed at the pattern pqr@am ¢f the nagnetic card. Still
further, according to the pré%eﬁi i nvention, the ID
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i nf or mati on can be recorded/ printed on the magnetic card in the

form that is, in conbination of magnetic information and

i nformation. Therefore, the copy of the nagnetic card is diff
thus the forgery of a magnetic card by a third
The reason why such an effect is obtained resides in that the ID

information i s enbedded i nto the pat

dual

i mage
icult, and
party can be prevented.

ern of the magnetic card so that any

third party cannot recogni ze that t 4D information is inserted into a
portion ot her than the magnetic portion of the magnetic card.

is, wwth respect to the magnetic card which is
the magnetic card ID information enciphering pystzm of
i nvention, when only the nmagnetic infornmatgon| £ Qopi
i.s judged not to be identical to the origi MY

portion is copied. Therefore,
extrenely difficult. It is very
that the IDinformation is egp
the frequency conponents cor s
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- 45 - cannot imitate the ID card unless the original pattern is

obt ai ned. Further, even when the data at the magnetic recording
portion of the magnetic card is broken, the confirmation of the I D
~information can be easily perforned. Accordingly, even when t he magnetic
information i s damaged by an external magnetic effect, the ID information
enbedded into the pattern is read to sily restore the ID information of
the magnetic information. Such an ef%@& can be obtai ned because the
pattern portion is not effected by the external nmagnetic action, and the
ID information enbedded in the pattern is not effected by the magneti c
action and thus not danaged by "any naggefd c factor. Still further,
by applying the present invention, it s difficult to forge an ID card
which is one kind of card type rec rﬁi mg nmedium of the present invention.
For exanple, evenQ|when the face ﬁgtwgraph of an ID card is replaced by

anot her or i dent¥dicati on cod&nsS¢ into the i mage of the face
. _ m%@?
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phot ograph, the card thus forged can be easily identified as bei ng

f or ged. Still further, On the recording nmedium of the present
invention is stored the programfor enabling the checking system of the
- card type recording nediumto operate in the sane process by a

m croconputer or the |Iike. Therefore, not only the specification of
personal information such as fingerprints, faces, etc., but also
managenent of copyrighted works, etc. ¢/ar® be perfornmed with sinple
facilities. - 46 -

WHAT IS CLAIMED IS 1. A card type recordi ng nmedi um conpri Si ng: a
data area where data containing ID information of a holder are recorded;
and an i mage area where i nage data are recorded; wherein

contents in the imge area are recorded second inmage data which are
generated by transformng first ifFaggé dEda €ecifying the holder to
frequency-area FUB f e; °sa

ID INFORMATION

32 BITS
e — >
| | | I |
EACH 4~ — , _
| H 4-BIT 5 EACH 3-BIT i EACH?2 BIT .5
DISTRIBUTION ON
FREQUENCY DOMAIN
41

ID INFORMATION FREQUENCY SPECTRUM



data, adding the transforned frequency-area data with the |D information
and inversely transformng the added data to inage signals. 2. The card
type recording nediumas clainmed in claim 1, wherein the ID information
of the data area is enci phered and recorded. 3. The card type
recording mediumas clainmed in claim 1, wherein.the first inmage data is
a fingerprint image of the hol der. 4. The card type recordi ng nedi um
as claimed in claim 1, wherein the ¥94%? i mge data is a face phot ograph
i mge of the hol der. 5. The card type recording nmediumas clainmed in
claim 2, wherein the first inmage data is a fingerprint inmage of the
hol der. 6. The card type recording nediumas clained™in claim 2,
wherein the first inmage data is a face photograph i mge of the hol der.

7. The card type recording nediumas clained in claim 1, wherein the
conversion processing to the frequency-
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- 47 - area data is Fourier transform 8. The card type recording nedi um
as clainmed in claim 2, wherein the conversion processing to the frequency-
area data is Fourier transform 9. The card type recording nedi um as
claimed in claim 5, wherein the conversion processing to the frequency-
area data is Fourier transform 10.. The card type recordi ng nedi um as
claimed in claim 6, wherein the conygysoon processing to the frequency-
area data is Fourier transform 11. The card type recordi ng nmedi um as
claimed in claim 1, wherein the cF%ers n §rpcessing to the frequency-
area data is discrete cosine transtormwhich'is perforned on each of

bl ocks into which the first imge _d ahe divided. 12. The card type

recordi ng mediumas clained in cl TR perein the conversion processing
to the frequency- area data is di Seete=esi ne_transf%@'whi ch is
| J

FFT TO ORIGINAL IMAGE PATTERN

(GENERATION OF ORIGINAL
IMAGE FREQUENCY SPECTRUM)

I (502
GENERATION OF ID INFORMATION
FREQUENCY SPECTRUM
I (503

ADDITION OF ORIGINAL IMAGE FREQUENCY
SPECTRUM AND ID INFORMATION

FREQUENCY SPECTRUM (GENERATION OF
FREQUENCY SPECTRUM OF ORIGINAL
IMAGE AND ID INFORMATION) .

l (504

INVERSE FFT TO (ORIGINAL IMAGE +
ID INFORMATION)

l | /505

PRINT IMAGE PATTERN ON MAGNETIC GARD

l 5506

ENCIPHERING OF ID INFORMATION
(GENERATION OF MAGNETIC INFORMATION
INDICATING ID INFORMATION)

I 507

RECORD MAGNETIC INFORMATION
INDICATING ID .INFORMATION

ON MAGNETIC CARD




performed on each of blocks into which the first image data are divided.
13. The card type recording nediumas clained in claim 5, wherein the
conversion processing to the frequency- area data is discrete cosine
transformwhich is perforned on each of blocks into which the first inmge
data are divided. 14. The card type recording nediumas clainmed in claim
6, wherein the conversion processing Sg/ige frequency- area data is

- 48 -

di screte cosine transformwhich is
performed on each of blocks into which the first image data are divided.

15. A nmethod of certifying a card type recor . n which contains a
data area where data containing ID informt a hql der are recorded,
and an i mage area Wwhere inag?_d_a,[_g_are reco % @J)r eqy Mage area being
recorded second i mage data whjcpzare benerata by == ©
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tfansforning first image data specifying the holder to frequency-area
data, adding the transfornmed frequency- area data with the ID information
and inversely transforming the added data to inmage signals,

conpri si ng: a first step for restoring the IDinformation from
said card type recordi ng nedium and .readi ng data of the inage area;

a second step for transformng the i AT ea data to the

frequency-area data to generate firs % ansf or med i mage dat a;

athird step for gaining the same data as the first inmage data froma
readi ng target other than said recording nedlun1and transfornlng t he i mage
data thus gained to the frequency-area g¢ga i t ransf or ned
i mge data; and a fourth step fomns bt'f [ P second
transfornmed i mage data fromthe firstpr¢ pd i L to obtain
differential data, and gonparing the @i hi{the 1D
information restored frpm said card typg b j udge whet her
sai d :
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- 49 - recording mediumis justifiable. 16. The nethod as clainmed in
claim15, wherein the conversion to the frequency-area data is Fourier
transform 17. The nethod as clained in claim15, wherein the conversion
to the frequency-area data is discrete cosine transformwhich is perforned
on each of plural blocks into which the first inmge data are divided. 18.
The method as clainmed in claiml15, mhii?#g said fourth step conpares the
differential data obtained every blo th the IDinformation restored

fromsaid card type recording nediumto idgment on  the basis
of majority voting of the on reshl t 9. The ngthod as clained in
claim16, wherein said f step conppré¢s the differgntial data obtained
every block with the ID i i pn rest om said [Jcard type recording
medi um t o perfornlthejﬁij the b najoritﬁ voting of the
conparison result. o
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20. The nmethod as claimed in claim17, wherein said fourth step conpares
the differential data obtained every block with the ID information
restored fromsaid card type recording nediumto performthe judgnent on
the basis of majority voting of the conmparison result. 21. An apparatus
for certifying a card type recording pediumwhich contains a data area
where data containing |D informati oft¥fl% hol der are recorded, and an

i mmge area where imge data ar ded, in the image area being
recorded second i mage data whic ener at ed by transf orm ng
first image data specifying the def to frequency-area data, adding the
transformed frequency- area dptg uyﬁth the ID information and
inversely transformng th afildddi—=qata to inmmge signals, conprising:

the ID infornmation fromsaid card

an | D information reader formr,gst&rg
type recordi ng nmedi um M o i mge reader of reading the
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ddta; a conversion unit for transformng the inmage- area data

* to the frequency-area data to generate first transforned inage data;

a second i nmage reader for reading the sanme inage data as the first inmge
data froma reading target other than said recording nedi um a
second conversion unit for transformng the inmge data thus obtained to
the frequency-area data to obtain second transforned i mage dat a;

a subtracter for subtracting the secorik/1g ansfornmed i mage data fromthe
first transformed inage data to obtain differential data; and

a judgment «circuit for <conparing the differential data with the ID
information restored from said card type recordi ng nediumto judge whet her
said card type recording nediumis justifiable. 22. A card type recording

medi um enci phering system incl udiseg gen 'pa igg means for enciphering
ID information to be recorded onE n&gnéi. % and
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- 51 - magnetic information form ng nmeans for recording the enciphered ID
I nformati on as nagnetic information on said nagnetic card, conprising:
frequency donmain transformati on neans for transformng an original inage
pattern of a pattern of said nagnetic card; addi ng neans for
transforming IDinformation to be recorded on said nagnetic card to
transformation information in which,the IDinformation is distributed on
a frequency donmin, and adding the £74h8f ormation information with the

i nformati on which is generated by the transfornmation of sai d

frequency domai n transformati on neans N equency domain
I nverse transformation neinsj:forlrestor maj i on of the
frequency donmi n generat ¢d the¢ addit 'N\adjing means to a two-
di mensi onal i mage patteqny a \ier1 print nmeans for
printing the inage patgf n ggnerﬁtedcb¥ %Scy domai n i nverse
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transformati on neans on said magnetic card so that the 1inage pattern is
used as the pattern of said magnetic card. 23. The card type recording
medi um enci phering system as clainmed in claim?2l1l, further adding neans for
generating an ID information frequency spectrumso that the ID information
frequency spectrumis simlar to the distribution state of the original

i mge frequency spectrumwhich is the information of the frequency

- 52 - dormai n generated by the transt® Htion of said frequency domai n
transformati on neans, and addi ng the=ori gi nal I mage frequency spectrum

and the ID'information frequenc gpect fum 24. The card type recording
medi um enci phering system as clagmed ip claim?21, wherein said frequency
domai n transformati on neans perf CﬁB&F:T, and sai d frequency domai n
inverse transfornmation means pedformg Inyerse
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FFT. 25. The card type recordi ng nmedi um enci phering system as clained in
claim 22, wherein said frequency domain transformation neans perforns FFT,
and said frequency domain inverse transformation neans perforns inverse

FFT. 26. The card type recordi ng nmedi um enci phering system as clained in
claim 21, wherein said frequency domain transformation means perforns DCT,

and sai d frequency domain.inverse tg ormati on neans perforns inverse
DCT. 27. The card type recordi ng ime |un1enC|pher|ng system as clainmed
in claim?22, wherein said frequen 1 1§?r nsformati on nmeans perforns
DCT, and said_frequency domai n i nverse tt mat i on neans perforns
i nverse  DCT. %809 card type recorn; di um decodeé r a recording
medi um on Whi Gh—eheiphered, | D nfornontio an jnmge Qat ern
containing Ip Eﬂgeio afe printed, a
magneti c r_ead Pgmr eadin he enci phered I i hﬁ\l?gDEVICE
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for specifying a holder are witten,

conpri si ng:
comprising:

an ID information reader for restoring the ID
information from séid card type recording medium;

an image reader of reading the image-area
data;

a conversion unit for transforming the image-
area data to the frequency-area data to generate first
transformed image data;

a second image reader for reading the same

. image data as the first image data from a reading target

other than éafd recording medium;

a second conversion unit for transforming the
image data thus obtained to the frequency-area data to
obtain second transformed image data;

a subtracter for subtracting the second
transformed image data from the first transformed image
data to obtain differential data; and
for comparihg ‘the

a judgment circuit

| differential data with the ID information restored from

said card type recording medium to judge whether said
card type recording medium is justifiable.

22. A card type recording médium enciphering system

including enciphering means for enciphering 1ID

information to be recorded on a magnetic card,

T

and
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identifications LA S{F‘{L the basis of the j@ﬁemflc data which are

enbedded into pitial frequency | data of a ph “HII ‘ r“u I”!Ilml cLh:re

spatial frequenpcy dh9&EB¥I8ded With the |de
inversely trangf¢rned to tingfdata to generate I mage data and further

record the inmgge data thus genefated. 3_(_) The card type recording
medi um as cl ai ned-i.n : - 54 - claim 28,
wherein the S at i

f d h '
subj ected to" 9?8%{:;?0&ﬂggt%géﬁgpgfn&jngp o 2%&32?%‘2#@ gf offration is
inverse di S%ﬁ@%ﬁhggéh”elﬁ r IRFL MR iop ad hﬁ\ag?.echt&’pfnfSEﬁé@hBﬁ gyl um as

clainmed in c wherein the spatial frequency data enbedded wth the

i dentificati QQlﬂahggﬂ%%&e@%&@ e%%ﬂg ! ying each conponent of the

spatial frequency ta of the 'photdgraph data and the conponent
corresponding to the  frequency domain transformation means for

transforming an original image pattern of a pattern of
said magnetic card;
| adding means for transforming ID information
to be recorded on said magﬁetic card to transformation
information in which the ID information is distributed
on a frequency domain, and adding the transformation
.information with the information which is generated by
the transformation of 'said frequency domain
transformation means;
frequency domain inverée transfci)rmation means
for restoring the informatfon of the frequency domain
generated by the addition of said adding means to a two-
dimensional image pattern; and
image pattern print means for printing the

imagelpattern generated by said frequency domain inverse
transformation means on said magnetic card so that the
image pattern is used as the pattern of said magnetic
card.

23. The card type recording medium enciphering system
as claimed in claim 21, further adding means for
generating an ID information frequency spectrum so that
the ID information frequency épectrum is similar to the
distribution state of the original image frequency

spectrum which is the information of the frequency
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24. fThe card type recording medium enciphering system
as claimed in claim 21, wherein said frequency domain
transforination means performs FFT, and said frequency
domain inverse transformation means performs inverse
FFT.

25. The card type recording medium énciph’ering system
as claimed in claim 22, wherein said frequency domain
transformation means performs FFT, and said  freguency
domain inverse transformation means performs inverse FFT.

26. The card type recording medium enciphering system

as claimed in claim 21l, wherein said freéquency domain

transformation means performs DCT, and said frequency
domé.in inverse transformation means performs inverse

DCT.

27. The card type' recording medium enciphering system

as claimed in claim 22, .wherein said frequency domain

transformation means performs DCT, and said frequency
domain inverse transformation means performs .inverse

DCT.

-28. A card type _recording medium decoder for a recording

medium on which enciphered ID information and an image

. pattern containing ID information are printed,
comprising:

a magnetic reader for reading the enciphered
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nmedium 35. Thq dard type recotding nedium as cl ainmu‘mm T '
wherein the spedifii witten in a magneticl® m 36
The card type quCrg?ﬁegéBg?ﬁm hsjiclaimed in claim 28, wherein said card
type recordi ng nectmt+s—used-as [an_ID,card or a credit card. 37. The
card type recording nmediumas clajned Th claim 29, wherein said card type

recording medium s USEd as._._an D card,Qr r.edi t . Jhe card
type recordi %ﬁ?ﬁﬂ?g%°8| ErRBqS H‘aglngit%c %&%1%%695%%{3 Jg%:a?r it}y%e
recordi ng mnﬂé&%{ﬁ used as an ID card or a credit card. 39. A card type
recordi ng medruam Qrm’ ng system conprising: nmeans for
generating identificati gy fafehdp dofibAStPanbropasitiion dakankorfor

speci fying a hol der; means for transform ng a photograph to be

attached ont@ragk@orafifigt OthBRat %éEtEE‘ﬁquéﬁc)’sﬂﬂaa;magnetﬂﬁanéafdr to
mul tiplying each conponént of the spati al

frequency domain information by a magnetic head;

deciphering means for deciphering the
enciphered ID information and outputting ID information;

image reading means | for reading the image .
pattern;

frequency domain transformé.tion means for
transforming the image pattern to frequency domain;

a subtracter for subtracting from the
frequency domain data frequency domain information to
which the ID information 1s transformed; and

frequency domain inverse transformation means
for restoring the frequency domain information generated:
by the subtraction of said subtracter to a two-
dimensioﬁal image pattern. |
29. | A card type recording medium in which specific data
for specifying a holder are written, comprising:

identification data generated on the basis of the
specific data which are embedded into spatial ffequency
data of a photograph; and

the spatial frequency data embedded with the
identification data which are inversely transformed to
time data to generate image data and further record the

image data thus generated.

30 - The card type recording medium as claimed in



frequency d =have orjent corresponding to the identification data,
and addi ng al ue obt ai ae dy nul tiplying thjlml Hu I“ 3{! ﬂﬂ'Ea@I ue and a
constant tof . h@%ﬁﬁﬂoﬁ@ t jcdrresponding to th , I y data of
inversely transform ng the added spati al
frequency data to inmge , and _ g4 _ ' - 56-
nmeans for wilting-the— e—cfat a and the specific data on said card type
pecor ding aeghum 2840, yHBeeSAr deh¥Pep LRl i JERMALY Al Ryl e cl aim
38, wherein the transformation is. discrete cosine transform and the
inverse traRstegFaph |INVAISewHLERT 4k subjeidied ransdosdretdlcodia d type
recordi ng mediumcertifying device for certifying a card type recording
medi um i n phaaBforfent Ahécaion idater sgeneraietioonat henbas s inverse
specific data are enbedded into spatial frequency data of a photograph,

t hen the s@ascaieter egueiney thedmsform.

31. The card type recording medium as claimed in elaim
28, wherein the spatial frequency data embedded with the.
jdentification data are generated by multiplying each
component of the spatial frequency data of the
photograph data and the component corresponding to the
identification data, then multiplying the multiplication

- result and a- cohstan; value, and then adding the
constant-multiplied value to the component corresponding
te the spatial frequency data of the identification
deta.

32 . The card type recording medium as claimed in claim
29, wherein the spatial frequency data embedded with the
identification data are generated by multiplying each
component of the spatial frequency data of the
photograph data and the component corresponding to the
identification data, then multiplying the multiplication
result and a constant value, and then adding the
copetant—multiplied value to the component corresponding
to the spatial frequency data of the identification
data.

33. The card type recofding medium as claimed in claim
28, wherein the specific data are written in a magnetic

recording medium.

34. The card type recording medium as claimed in claim
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recording medium.
36. The card type recording medium as claimed in claim
28, whefein said card type recording medium is used as
an ID card or a credit card.
37. The card type recording medium as claimed in claim’
29, wherein said card type recording medium is used as
an ID card or a credit card. | |
38 . The card type recording medium as claimed in claim
30, wheréin said card type recording medium is used as
an ID card or a credit card.
39. A card type recérding medium fqrming system
comprising:
means for generating identification data on
the basis of specific data for specifying a holder;
means for transforming a photograph to be
attached onto said card to spatial frequency data;
means for multiplying each component of the spatial
frequency data and the component corresponding to the
identification data, and adding a value obtained by
multiplying the multiplication value and a constant to
the component corresponding to the spatial frequency
data of the photograph data, and then inversely
transforming the added spatial frequency data to image

data; and
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41. A card type recording medium certifying device for
certifying a card type recording medium in which
identification data generated on the basis of the '
specific data are embedded into spatial frequency data
of a photograph, then the spatial frequehéy data
embedded with the identification data are inversely
transformed to time data to'generate image data, and
then the image data are recofded. toéethez' with the
specific data, comprising:

means for generating the identification data
on the basis of the sbecific data;

transformation means for transforming the
image data to the spatial frequency data; and

means for performing a correlation
calculation between the output of said transformafion
means and the identification data and'judging'on the
basis of the correlation calculation result whether the
card type recording medium is true or not.
42. A recording medium for storing a program for
operating a card type recording medium forming system in

a computer, wherein said program contains:

a step of generating identification data on
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said image area are recorded second i mage data which are

transformng first inmageadstapspecimyitipliyitiy each component of the

spatial frequency data and the cbmponent corresponding
to the identification data, and adding a value obtained
by multiplying the multiplication value and a constant
td the component corresponding to the spatial frequency
data of the photograph image, and inversely transforming
the added spatial frequency data to image data; and

a step of writing the image data and the
specific.d;ta.on the card type recording medium.
43} The recording'medium as claimed in claim 41, wherein
the transformation is discrete cosine transform, and the
inverse transformation is inverse discrete cosine
transform.
44. A recording medium for storing a program for
opératiﬁg in a computer a checking system for a card
type reéording medium in which identification data
generated on the basis of the specific data are embedded
into spatial frequency data of a photograph, then the
spatial frequency data embedded with the identification
data are inveréely transformed to time data to generate
image data, and then the image data are recorded
together with the specific data, comprising:

a step of generating the identification data
on the basis of the specific data;

a step of transforming the image data to the

gener ated by



hol der to_frequency-area data, adding the transformeg

with data I ne transforming the ID infornmati Rﬂm’
infornatiH M' |§ﬁuy transform ng the added ddtd to i nage sigfals.
46. The c . g. medi um as claimed in claijm 499%&1&931 th¢ ID

information of the data area are r ecqy; ed while encilpnered. 47. T ard
type recording nediumas clained in claim 44, whereijpp The Tirst inmge{data
is a fingerprint in%g e de 48. The card type recordi-p ium
as cl ai ned gﬁagﬁgﬂnl %ﬂd%ﬁégkgég)heé??rst i mage data is a face phot ograph

i mage of the holder. 49. T, ard,.kyp ' megi um.gsrehatiBeg i n
claim 45, wherein the %irs%é? geogatgpégfgfg?ﬂgerprint ingge of the

hol der . calculation between the outp®® of Haidhergasfotiaeibacording
medi um as clainmed in. claim

means and the identification data and judging on the

basis of the correlation calculation result whether the.
card type recording medium is true or not.
45. A cérd type recording medium comprising:

. a dafa area where data containing ID information
inherent to a holder are recorded; and

an image area where image data dre recorded, werein

said image area are recorded second image data which are
generated by transforming first image data specifying the
holder to freguency—area data, adding the transformed
frequency—-area data wiLh data obtained by transfofming
the ID infbrmation to frequency-area information, and
inversely transforming the added daﬁa to image signals.
46 . The card type recording medium as claimed in claim
44, wherein the ID information of theldata area are -
recorded while enciphered.
47 . The card type recording medium as claimed in claim
44, wherein the first image data is a fingerprint image
of the holder. -
48 . The card type recording medium as claimed in claim
44, wherein the first image data is a face photograph
image of the holder.
49, The card type recording medium as claimed in claim

45, wherein the first image data is a fingerprint image

of the holder.



45, Qﬁerein | rst inmage data is a face photograph iqage of the hol der.
i T . e bol
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50. The card type recording medium as claimed in claim
45, wherein the first image data is a face photograph

image of the holder.
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