
One data transformation permutes certain bits in a
data input (1005) based on other bits in the data
input (1030). Another data transformation raises one
segment of a data input (1120) to a power of a
function of another segment, the power being
relatively prime to a function of a predefined modulus
(1115). The modulus is then applied to the result
(1125), and the transformed data assembled (113). In
one key derivation application, a segment of the
master key is hashed (1415). Two numbers are derived
from another segment of the master key (1420). A
universal hash function is applied to the result
(1430) of the hash, from which bits are selected as
the derived key (1435). In another embodiment, an
encoded counter is combined with segments (1510) of
the master key. The result is then hashed (1520), from
which bits are selected as the derived key (1525). 




