ELECTRONI C DI SCOVERY SYSTEM CLAIM OF PRIORITY UNDER 35 U.S. C. 119 [0001]
The present Application for Patent clainms priority to Provisional
Application No. 61/164,276 entitled "Electronic D scovery System' filed
March 27, 2009, and assigned to the assignee hereof and hereby expressly

i ncor porated by refereh&CTRONIC DPISCOVBRYISYSTIENEr al , enbodi ments of
the invention relate to nethods, systens and conputer program products for
el ectroni c discovery and, nore particularly, nmanaging the collection of
data from custodians in an enterprise. BACKGROUND [0003] Electronic

di scovery, commonly referred to as e-discovery or eDi scovery, refers to
any process in which ELANVrORPRIGRIAYIIENBERGH ). 9.0c&ltléd, secured and
searched with the intent of using it as evidence in a | egal proceeding, an

audi t, (0801 pgul at PRy pichde Sppadtiodfor ﬁatcﬁtQﬁ;ﬂﬂl%hﬁﬁntk)ﬂ%ﬂ&bbi@ﬁﬁlhpﬂ?lﬂicaﬁbﬁ_ l'i ke.
E—dlscovery can be carrleé out offline on a particular conputer or |t can

be accQpr i/ s8eshd éhtﬁle? @EY&ftgn SWEE@Q/@ stcn[l’oﬁf%é]ngjaﬁ 2 aidf@ealﬁf asgfé,g%(ﬁ dat a

makes it extrenely we -SUI for vest 1 gati on. n part gita

dat a can be el eﬁhron search d Wth e gﬁg} m? Raper docunents must
be scrUtATSER ﬁﬁg? yt%@F%lyémqi?orf‘ YFFICCHCE "8 npossible to
conpl etely destroy dlgltal data, particularly if the data is stored in a
network environnment. This is because the data appears on nultiple hard
drives, and because digital files, even if deleted, generally can be

undel eted. In fact, the only reliabFEIldfans of destroying digital data is
to physically destroy any and all hard drives where it is stored. | [0005]

I n t hef0podcess o @heel,ledtboditiéB S OVRE YnvetAb@rddite & hetlipaeSySiams spd ve as
evidence. This can include text, imge, calendar event data, databases,
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prograns. El ectronic mail (i.e., e-mail) can

collection of data from custodians in an entelpmse.

BACKGROUND
[0003] Electronic discovery, commonly referred to as e-discovery or eDiscovery,
refers to any process in which electronic data is sought, located, secured and searched with
the intent of using it as evidence in a legal proceeding, an audit, a regulatory investigation, a
forensics investigation or the like. E-discovery can be carried out offline on a particular
computer or it can be accomplished in a network environment.
[0004] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically searched with ease, while paper documents must
be scrutinized manually. Furthermore, it is difficult or impossible to completely destroy
digital data, particularly if the data is stored in a network environment. This is because the
data appears on multiple hard drives, and because digital files, even if deleted, generally can
be undeleted. In fact, the only reliable means of destroying digital data is to physically

destroy any and all hard drives where it is stored.



especi ally val uable source of evidence in civil or crimnal litigation,
because people are often less careful in these exchanges than in hard copy
correspondence such as witten nmenos or postal letters. Certain
regul ati ons and ot her business needs require email to be retained for
years. [(OOOD6] E- Hi the puereys dfxlarrogicalisdong yf dah df slhaipegoesseiar asbaydende. mer e
technology. It gives rise to nultiple issues, nmany of which have yet to be
r esol venhs ch® Inc@xd@idlt Simdgd et dnfdil A@ndaddtd datBasbs! Seleddoh&al bedi¥ fidesgi ven
di scovery request, locating the appropriate set of data that has been
| dent | ok Rne i o4 Stk NAd ERRpERL AoaNER. KlocafichRaNy Ldenthil & nead | ocat ed
all pose problems in and o tRenBeI es. I's 1s especrally evident if the
L L R R R T
experienced pergers, acquisitions, downsizing and the |like. Mergers and
acqui si SR haRes oA gRs hER ahs( SERY ForTSsaSRCeIER BHOB A8 OHIESS RO or pri se
may vary, at least in the interim However, e-discovery nust be able
| ocat epestid l¢tters. | Cerinl sgalatipphuichebe Wiskwes zaeds tegohia oMot yo bé reftainet fouct ure in
a tinely fashion, sonetinmes within days of when the nerger/acquisition
occur syeap0007] In addition to identifying, locating and retrieving digital
data, the nost critical part of any electronic discovery is the
preseryabspn of dafigov¥klichn bW GhY eRITRLNG RS Pt y&i meFd 8éRdlogSOH s COPY
and storing it for presérvation purposes or furt%erlng processing.” This
t oo beg : ' | rl sy t. asses a
B S O S g st
need exists, to j.nprove the identificatian, location, retrieval an
bt eser i gHogrliTbeaiEn SSouenaenysl IRk Bt melancEnl dh BesReds se
system incl udes disparate technology infrastructures and the |like. 2 [0008]
As pr eidepfifigdy apbreddevieg deslemvasicy it has beppidsritfiedond desatast albprse povlenyibr y of
printed materials, provides for the ability to filter or search the data so
as to medhickerhdvdvesydhisne cgfectdy avidontafithe dehathamkbeingiidentidleéMandated and he
request. Such searching is typically

retrieved comes from an evolving or disparate enterprise, such as a corporation that has

experienced mergers, acquisitions, downsizing and the like. Mergers and acquisitions mean
that the technology infrastructure across the enterprise may vary, at least in the interim.
However, e-discovery must be able locate and refrieve data from these disparate technology
infrastructure in a timely fashion, sometimes within days of when the merger/acquisition
occurs.

[0007] In addition to identifying, locating and retrieving digital data, the most critical
part of any electronic discovery is the preservation of data, which involves maintaining an
original source copy and storing it for preservation purposes or furthering processing. This
too becomes a daunting task for the enterprise system that encompasses a myriad of different
technology infrastructures and the like. Therefore, a need exists to improve the
identification, location, retrieval and preservation processes, especially in instances in which

the enterprise system includes disparate technology infrastructures and the like.



acconplished by determining a specific date range for the request,
providing key words relevant to the case and the |ike. Searches using
conceptual concepts, heuristics, linguistics and other variants are al so
becom ng common. Still though, inprovenents in the area of searching are
gr eat [[p0d8} need Aopfenicubigrnogedl eelifcoctrenmyorposdde vesaiohaledishoseomdr y
process. [0009] Once data has been retrieved, preserved and, in some

I nst angased ﬁ@@f;ﬁi@eﬁdoﬂfﬂﬁs fRURCABIRRI 6 fHRE 8r %Ychbtﬁe HeMisewe th Q}Au&mer equesting
entity, such as a firm securities conmssion or the |ike. Wile |arge

requesy3,ak B GENR & 1¥hawht.&dls evaqﬁa B LR Ete\@utc @sarc}ﬁﬁg&%gplm ich the

data is presen e revi ew a Icrency to the revi ocess and

ul timatel S e cost of the.review, cess. Therefore, inprovenents
"'t heermlinbiei B difif oot et bR AT BF Ao K Y8 1 el o as
a means_ of increasing efficiency and reducing costs. [0010] Lastly, once
t he dit§levan tofecapaandibehike evaaeches uswap@zlqelma?mrwémsxs@urléqlfévhﬁgmm need
to be produced in a tangible format for further analysis or |egal

evi denmidarterparipus ers. alsolheeomigrcomedodoS tiEmugh nugtro e qutopehé yrea dént i f i ed
and include necessary redactions and confidentiality markings. [0011]

Until seewhing-s6é seeNemyndmEnageRihddagicheen corduetaBd-@hccBantchy- case
basi s, neaning all tasking and morkfIOM/reIated to the e-discovery is based

at t he[()@@@]e ! evg¢nce c%%ﬂas%@ g&@é‘v&PEncﬁll %%é lestakb&%eagéh%ﬂ't'ﬂl@“ ty in

t he managenent a case or S to exi st tween different cases for
t he punpose. o Ieve dlscover related t case.to anot her
now ori RSl FFHES “g”ﬁcﬂ%% @%%ﬂ%%%&&y STrERst By RRES3E%Ge manner

in which cases are mana g:and artlcular how t aski ng and workfl ow are
managedMREHEnar iy I o8 lfa&’efm s eeneEr bwited ke ondnatvmryhe [ 0012]
Enbodi nents of the invention relate to systens, nethods, and conputer

pr ogr anaprepduwhish flur dash sqrewsnied foi semwerdds affitictioy tp et ncmhﬂaprocasnpnd)ve ment s
in electronic
ultimately drives the cost of the review process. Therefore, improvements in the manner in
which data is presented for review are also desirable as a means of increasing efficiency and
reducing costs.
[0010] Lastly, once the digital data has been reviewed, data identified as relevant may
need to be produced in a tangible format for further analysis or legal evidentiary purposes.
The produced documents must be properly identified and include necessary redactions and
confidentiality markings.
[0011] Until now, e-discovery management has been conducted on a case-by-case
basis, meaning all tasking and workflow related to the e-discovery is based at the case level.
Such management does not allow for finer granularity in the management of a case or for
links to exist between different cases for the purpose of leveraging the e-discovery related to
one case to another new or pre-existing case. Therefore, a need exists to improve the manner

in which cases are managed and, in particular, how tasking and workflow are managed

depending on case requirements and the like.



di scovery that allow for electronic discovery to be efficiently and
cost-effectively enployed across a diverse enterprise. [TO BE COVWLETED
ONCE CLAI M5 ARE FI NALI ZED] BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0013] Havi ng
t hus descri bed enbodi nments of the invention in general terns, reference
may now be made to the acconpanyi RgMiviamngs: [0014] Figure 1 illustrates a
networ k environnent in which the processes described herein are

i npl errﬁm ed, accph@bdithdh® (MR RVBRHNTRAL: BfsylBRs] AMBBAY, AR cblPkel Figure 2
is a block diagram of an el ectronic di scovery manager server, in

accor d}%{agga}%\fggog?(ﬁg?oggléa%gﬂic%sc%O&y?&?ﬁﬁ% ri’icm/'?ﬂ%ié}?(\r);mkieﬁl{]e%g?ﬂliﬁ]e(la%%gi{ce 31s a

bl ock se serve ccordan ment of

the present invention, [0017] Figure 4 is.a block,diagramof a collection
Sorvar o e OB slPRO R e e ST SR g el R e Bied T 005 8]
Figure 5 is block diagramillustrating electronic discovery nmanagenent

St FUCtAESS OV RERDTERES WA REATDMRBEAER AN CLAGMSBRIDALIZEBIS] Fi gur o
6 is aflowdiagramof a nethod for initiating a case or matter including
creating search ter ns BRIEFAPERGRHNA OO TIHE prResSWIMaiSi on noti ces, sendi ng
rem nder notices and creating and sendi ng surveys to custodians, in

accor danc® W t h EabagdiHB/lescrdvld thLod Pi@sestthe Mwenlidromn; cch8@PRImEi gure 7 is a
fl ow di agram of a method for custodi an nmanagenent in an electronic

di SCOV:%%@@%% e %89¥cﬂt%@%€co%&5agy§%ecﬁ§(}?%%§:”e”t of the present

i nvention; ¢ Figures 8 an di agrams of nethods for
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[0015] Figure 2 is a block diagram of an electronic discovery manager server, in

accordance with embodiment of the present invention;

[0016] Figure 3 is a block diagram of a database server, in accordance with an

embodiment of the present invention;

[0017] Figure 4 is a block diagram of a collection server, in accordance with an

embodiment of the present invention;

[0018] Figure 5 is block diagram illustrating electronic discovery management

structure, in accordance with an embodiment of the invention;

{0019] Figure 6 is a flow diagram of a methed for initiating a case or matter including

creating search terms, creating and sending preservation notices, sending reminder notices

and creating and sending surveys to custodians, in accordance with embodiments of the

present invention;

[0020] Figure 7 is a flow diagram of a method for custodian management in an

electronic discovery system, in accordance with an embodiment of the present invention;



user conducting el ectronic discovery by neans of an el ectronic discovery
systemin accordance with one enbodi nent of the present invention.

DETAI LED DESCRI PTI ON OF EMBODI MENTS OF THE | NVENTI ON [ 0023] Enbodi nents of
the present invention now may be described nore fully hereinafter with

ref er goog1]t 0 t herigeeeBRAN Y g fIdvahdidids of MmeMids TorIOMRst Buli fRednt ahda,

enbodi nents of the invention are shown. |ndeed, the invention may be
enbodi©g.d; \ T : - : N imted to
The ermhd mame ol hRORaN sHaTIrARSRAN 12 BN EHEE pRSel 011 e
SO th%%végi%_%chlosure may satisfy applicable legal requirenments. Like
nunber'€Y¥er’er 0 1ike el ements t hroughout. [0024] As may be appreci ated by
one of ill in the art, the present inventjon nay be _enbodied as a

met hoo[,oggéést em dghisad Bihiprey F‘éﬁ‘i%ﬁ%ﬂ{?@??s o exsniR UsEt PG e to a
foregoi ng. Accordingly, the present invention may take the form of an

ent i r edsyr eviduorecl carbandinesvery inekui ofgnfaectmaicaliscoseiydestemsof t war e,

m cro-code, etc.) or an enbodi ment conbining software and hardware aspects
t hat nmyogeneraith ynbenbafimenes thophkearimveatdo® "system " Furthernore,
enbodi mrents of the present invention may take the formof a conputer
program product on a conputer-readabl e nmedi um havi ng conput er-usabl e
program codprerbpEDEsESOR HaOMNdFEMBOIORBINAS YOS VHEaRNG PRt er - r eadabl e
medi um may be utilized. The conputer- readabl e nedium may be, for exanple

but no[t()()ﬁ?;]m- ted EQbodhefils&F il Rebeont TREAES fow Helescriteh B4k QQRENEt i C,

- o8 1[ s
i nfrared, ‘or sem conductor system apparat us, vice, or propagation
medi u More sp chLc exanpl es of the conputer r abl e di um i ncl ude, but
are nderanife e E e TRy e a1 WEED SORRABE oA havi ng one or
nore wires;, a tangible storage medium such as a portable conputer
di sket@bodzmenp gf dedivention gisbvac dadesd nibadrventipiRmgy be smbedigd ohmanienor v
(ROM, an erasable programmuable read-only menory (EPROM or Flash nenory),
a conphttredi Homs eadishonld/notdrmoystCd-aROMifedde thot dnebodipeinte aét forth herein;
rather, these embodiments are provided so that this disclosure may satisfy applicable legal
requirements. Like numbers refer to like elements throughout.
[0024] As may be appreciated by one of skill in the art, the present invention may be
embodied as a method, system, computer program product, or a combination of the
foregoing. Accordingly, the present invention may take the form of an entirely software
embodiment (including firmware, resident software, micro-code, efc.) or an embodiment
combining software and hardware aspects that may generally be referred to herein as a
“system.” Furthermore, embodiments of the present invention may take the form of a
computer program product on a computer-readable medium having computer-usable program
code embodied in the medium.
[0025] Any suitable computer-readable medium may be utilized. The computer-
readable medium may be, for example but not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, apparatus, device, or propagation

medium. More specific examples of the computer readable medium include, but are not
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magneti c storage device; or transm ssion nmedia such as those supporting the
Internet, an intranet, or a wireless network. Note that the
conput er -r eadabl e nmedi um coul d even be paper or another suitable nmedi um
upon which the programis printed, as the programcan be electronically

capt ur gflitcd i@ thd Bllowiet aneRetr 1@ﬂtd0ﬁﬂécti'i)ﬁ&l@ﬂiln@@n@fol vec RaREra @ngiblcher medi um
t hen conplled interpreted, or otherw se processed in a suitable manner,
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pr ogram cod or carryinrg out opérations of enbodi’nents of the present

or ogr oY Ty Mﬁ5“@@3%8@/@bae}a?%:stea%ﬁp'lg&gﬁﬁqid# ROy B SFREPRPRE”

However, the conputer ram code for carr |n out operat.i qns of

enbodi Hefesh ’6P1nPWé Ep?% (ibﬁwﬁtqn&hmﬁv% ritiay opfifd! @5nvent i onal
procedural programm ng | anguages, such as the "C' programm ng | anguage or
simil amagmc@grsmmgcm}vncmgn@g@snsspmzf?qm Badhoudi thesstsyppdrting gepgntesatean nvent i on
are described belowwith reference to flowhart illustrations and/or bl ock

di agr ajmgrandt, oed Rodiess apparatNde (isy steami)putandadablpuedom quibsvambppapkrct s.
It may be understood that each block of the flowchart illustrations and/or

bl ock @%E%uﬂ&?ﬁ@h@&uﬁﬁfﬂb‘n%ﬁb?ﬂﬁ }Qf)grlé?&%:bﬁn{eﬂ dshBe Inlo% YR aid be
illustrations and/or block diagranms, can be inplenen by conputer

progr a@eétposn%alﬁ?/t | 19t@1§cd :mae?q? 11?39%%’%2 tlcE)[rs%%iﬁm; of ﬂ% agn‘r;rtdr%ﬂ%r %\{hm REPVi ded

to a processor (0] ur pose COITpUt er, or

ot her mrabl e data oce t hi h
Chat. FHRHGASTTor Gh et oReEh BB ﬁ%maﬁ@ ﬁ%@ $EteeSe fe! Bhout or o

ot her egr anmmabl e data 6 processing apparatus, create mechanisns for
i npl enﬁfﬁt g acheppighatenens/ act s specified in t he flowchart and/or bl ock
di agram bl ock or bl ocks. [0028] These conputer programinstructions nay
al so bE0g6pr ed i Gompomnpuigesm codafbalbhreying vor gpadtans caambodiewntsafelonput er or
ot her progranmabl e data processing apparatus to function in a particular
ManNer preSdht hvchfibn 5AQ be RElticUGhH h@B5jest EHe@ekd, Ferli@] GQMRERE] Rt e
language such as Java, Perl, Smalltalk, C++, or the like. However, the computer program
code for carrying out operations of embodiments of the present invention may also be written
in conventional procedural programming languages, such as the “C” programming language
or similar programming languages.
[0027] Embodiments of the present invention are described below with reference to
flowchart iHustrations and/or block diagrams of methods, apparatus (systems), and computer
program products. It may be understood that each block of the flowchart illustrations and/or
block diagrams, and/or combinations of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer program instructions. These computer program
instructions may be provided to a processor of a general purpose computer, special purpose

computer, or other programmable data processing apparatus to produce a machine, such that

the instructions, which execute via the processor of the computer or other programmable data



menory produce an article of manufacture including instruction nmeans which
i npl ement the function/act specified in the flowhart and/or bl ock diagram
bl ock(s). [0029] The conputer programinstructions nay al so be | oaded onto
a conputer or other progranmbl e data processing apparatus to cause a

ser i esprotessipgnppiramal crsite pechamidies fop énplenrertngthetthactiorfuts 8pedfiedinhtie
programmabl e apparatus to produce a conputer- inplenented process such that

the inﬁé&&ﬁwéﬂﬂﬁar%&mi%&%ﬁ%&mb‘lcb’&_s.COfTDUter or other programmble
apparatus provide steps tor inplenmenting the functions/acts specified in

the f har t ' i;vel t
B R o S
i mpl t ts i der t t nmbodi t of th

| mvontEBIO DOSB]Y b Gkl & SHTo S BT IAR GH BrserEis DB Gue

el ectronjc discovery systemthat allows for the managenent of cases,

cust odPdhactionns agarticule pranasie Pych tinfi the iInsguctins siwed i) fic campeist faadale ocesses
i npl enented by and through the systemto be significantly nore efficient
and scak@abheprotiar danhotde of mahefapuiromchiding iRbtrstiontnins whed ingjlonentéhenent s
of the organi zational structure of the system (cases, custodians, and data)

shoul diuberiorgadpkpdcifRedl intheflewaigt SRRt @SSdicmbTBiignces that may arise
within an enterprise or business that require the collection of electronic

data figpyt he er@h@&cﬁﬁﬁlt@rﬂtﬂo%ﬁfzﬂfﬂ i%?t‘iﬁcti%f 36 RRIRNIBA RSt Pl c&Hﬁ&t@P&s- Such

ci rcunstances nmay arise o ongoing litigation, 1nvestigations,

regul atpry conpliance issues, etc. Fach tinme el.ectronic.data is required or
SO or bR Bk B i bRt s PSR bRl e bR baaon
for the ollgctionis a "matter," and, 7 eventuall a "case" within the

Y,
el ect rRsE{OEMET 88 ATy Y& Hir PragsapmaRISHPPRIAS e PEIUCEHR CHPAUCEach case,
the electronic data that is required will generally have been created by or

associ impdemettedhprcgrastéicUiatithe émypluoiiens which Bkéaver on thegomputeg gsothdi an. " Each
menber of the enterprise or business could be a custodian. Finally, the
cust odiragradadiabid Aygfardtss Makidestepd farimptahdrtinielt fuhondnsddctsdpscisicd fage
| ocati ons needs to be available to be readily accessed by those
flowchart and/or block diagram block(s). Alternatively, computer program implemented
steps or acts may be combined with operator or human implemented steps or acts in order to
carry out an embodiment of the invention.
[0030] Embodiments of the present invention provide a unique electronic discovery
system that allows for the management of cases, custodians, and data separately, which
advantageously causes the processes implemented by and through the system to be
significantly more efficient and scalable than those of the prior art. First, the three major
elements of the organizational structure of the system (cases, custodians, and data) should be
explamed. There are countless circumstances that may arise within an enterprise or business
that require the collection of electronic data from the employees and officers of the enterprise
or business. Such circumstances may arise out of ongoing litigation, investigations,

regulatory compliance issues, etc. Each time electronic data is required or is potentially

required to be collected, the subject matter of the reason for the collection is a “matter,” and,



who need it for the case. In sone instances, a particular custodian may not
be the target of a particular collection, but rather an "entity" such as a
shared drive or other shared network storage |ocation. Thus, there are
matters/cases (which will be referred to together as "cases" for
convengeRaa)ly, £ustOolANS thadectetaiadwiively alstenneflie besher iheeitiohf Veghin
establ i shed, and managed within the el ectronic discovery systemin order

to COHPchtcgsé, he dakdn ‘Qla{tﬁr@%{e i@?ecﬂﬂreg%ﬁ §eraﬁgﬁ%be%#a%réaf§dq4}sor and

collected data formthe uhdanent units of work of “the present

el ectronic discovery.system. [ 0031].Existing electragnic discovery systens
have g%sﬁ(é?’%tlc'fl f’f" ! eae‘ha\ﬁé‘fll}'{f}cetlw ‘% O}fﬂ%ci" "ee\f}eg\}&ﬁ)(ﬁ%%egés]acgﬁ%énﬁ)leégg[%éf dat a
relating to a collection

_ | s stored and naged agcor di i one governi ng
or gani $REPHHAPT PrsHe cou bre 5§St%£ﬁ%tr Fallydne Pystqdat g o isglab‘aeﬁeﬂ&m ar

collection. In other words, individuals identified for collection as well
as t hecallcigd dvin seiag staregn locions npeiisyd b avalabledo dsgpaghledieeessed botheet i on
or the particular case, matter, litigation, investigation, etc. for which

t he colvheatédin fvake caguiit sdne mantnads| a pamaglenentodat imuy hoes: the earpardfar med by
wor ki ng through the organi zational hierarchy of that case. Enbodi nents of

the preggillar ddMeEMH, B0t raler b €eftiiesuchand shaa@ ik bzehensHaRa Repakat e
storage of case records, custodian records, and collected data within an

el ectr Q(Q}a(é}a ?dncéﬁ&yef usS UREER: iﬁ?s{%grfyse b HI QP QBorred i@ THARY al¥edfles

strategic ages between the t storage areas arising out of the

rel ati onshi ps. bet ween cases,, cust odi,ans, and, daf a,..al |l ows,. agenent of the
- i ScBUEPY eHSPE TS IEIS: AL TLREHE] Hof FRY GSRU Y QR FEe et 1 of ent
manner that is a significant inprovenent over existing systens. 8 [0032]

Fi gur emangged yathintheslegropieahigsioneny sypleptiponi@ i rmpleter e dyaceliecton in
accordance with an enbodi nent of the invention. In sone enbodi nents, the
envi r opmeescnfCastheustbdians, and coltticswiolata formytbe dmeel D darpenthlonrits fod el bON
technol ogy platformof an enterprise, for exanple a national or

mul ti - pRtr&B el €@oRR @tdoRBry Y8@md. ncl udes a nul titude of servers, machines,

and network storage devices in comrunication with one another over a
[0031] Existing electronic discovery systems have generally been structured so that
every process and piece of data relating to a collection is stored and managed according to
one governing organizational header, such as a particular litigation or a particular collection.
In other words, individuals identified for collection as well as the data collected from such
individuals are assigned to a collection or the particular case, matter, litigation, investigation,
etc. for which the collection was required, and all management activities are performed by
working through the organizational hierarchy of that case. Embodiments of the present
invention, on the other hand, capitalize on the separate storage of case records, custodian
records, and collected data within an electronic discovery system. This novel innovation,
combined with strategic linkages between the different storage areas arising out of the
relationships between cases, custodians, and data, allows management of the e—discover}l'

system to be implemented in a unique and extremely efficient manner that is a significant

improvement over existing systems.



communi cation network. In particular, an el ectronic discovery managenent
server 110, at |east one database server 120, a collections server 130,
enterprise personal conputers 140, enterprise file servers 150, including
at | east one personal network storage area and at | east one shared network
st or ag@batlea, enFigopri sksteans in semyény cddabong daovelysiyaamsidivhces server
170, a short-tern staging drive 180, and a | ong-term network storage

net wor decd and QitRhh chBodiGRMIHNKE #hVeARoAY BY sotnLQnFRneat] BB eﬂﬁtméﬁt 402. The
comuni cation network 102 may be a wide area network, including the

I nter t he

| Tko,  FoB5TORE AscBr AT - PRHI0S i e i R “@%@%m{‘ﬁ@f; lrplien o

di scov server 110,provides u |nterf enent for a
User viohERe AR By o8 el ety B RErE R i es e ARt PG di scover
nanagenent server 110 is a web server that = can be accessed via a web

br ows ePachipesofidl RraVpTkcgTaRe drbedirepmmupiration sétransiasodieseweéry managenent
server 110 is an intranet website server that may be accessed utilizing a
web brcowsenicgronanetwetyi de paitichian anhebeationer gsdosery ritdragughnt seeveell €& tat oni ¢

di scovery managenment server 110, the user interface 118 may be presented

to a usedt ohotathbfcRevPOERE a@blle@dagkétger 1300 eRbORkE POEnLicoHPURISY1 40 OCESS
and all processes described herein that are inherent thereto. For

il ustéraérw@em 91%1%51150! fncRYn P z@ag&ﬁ@a&ﬁ{aﬁh&“&) totaB€ aRh i HBLYIcHSer

interacting with user interfac Is an enpl oyee or contractor of
the co 0 se s_an_ el ectranic i sco enent r ol
hor ear OB Bt ARna i KR Al BREHRRe Small SERITTR0, ERORRRIRD berliRbtecBRY |

greater detail below, e c-di scovery nanager utilize the user
i nterf b@ea@i@@w’&tﬂ%w%&%éng f@%&o@rlaﬁgﬁv% slogastc nsh¥otkdfl ol Eet ed

data. It should be appreciated, however, that any individual could use the
user i¢@RpRIEHion oVBr & goPETINNAiPE hetwork 182, Tometonsicatiey mtworkt Y2 hay ed t o
t he e-di scovery manager, and, indeed, that an automated process could
per f ortm 4 hﬁfeeiréajﬂim‘tvbﬂcr,lQlcaﬁiiM@iHe.Int[eﬁ&B,lh] loRdfaedariengodgriimrdnet, kivgiugiessl, the
el ectroni c di scovery managenent server 1 10

network, or the like.

[0033] As shown in the block diagram of Figure 2, the electronic discovery

management server 110 provides user interface management for a user via user interface 118.

In some embodiments, the electronic discovery management server 110 is a web server that

can be accessed via a web browser. In one particular embodiment, the electronic discovery

management server 110 is an intranet website server that may be accessed utilizing a web

browser on a machine within the enterprise. Through the electronic discovery management

server 110, the user interface 118 may be presented to a user for the purposes of managing

the electronic discovery process and all processes described herein that are inherent thereto.

For illustrative purposes, it may be assumed herein that the primary user interacting with the

user interface 118 is an employee or contractor of the company who serves an electronic

discovery management role, and hereafer is referred to as the “e-discovery manager.” As

discussed in greater detail below, the e-discovery manager may utilize the user interface 118



is in comunication with the database server 120 and the coll ections server
130 via the conmunication network 102. The collection server 130 nay be
configured to run an application configured to manage network coll ection
of electronic data associated with custodians residing on the network. The
dat abasemsgipeetsct 2stodsans havmctions] 4l dallloakd ditagilatouldfbeRpgticaited, 1S
configured to provi de database services for the electronic discovery

nmanagefeRtve ah¥ehy d@viduRdoufli 19 thoust Ndedfe 19R1d b&%rg e Gh Y THsdRdi an
dat abase 122, which includes data relating to individual custodi ans, the

case d ! , i ch ] i ‘ rel ati rfl r s, and
ongoi nooag bR M E0sbREN RS eecthd. Lt H0al By BRI Rl SR
col l ecti gns @Sin under t aken by the collections server 130. Each of the
foregoi’?ig‘)1 %@@gﬂﬁ%Wﬁe'the dat abase server 120 is discussed in detai
below. |t should _be understood that nultiple database servers could be
enpl oyEW3thst ead Referangsagag © Kigugdade degtipac disgegenyrapmzenert seovea 189 ngl e
dat abase server is for illustrative and conveni ence purposes only. For
exanpl s,intchaniunidatied wiihrthe taabasd 2@ veollidindehstdleedonsseone | davabhse server,
t he case database 124 could be stored in another database server, and the

ongoi ngorg@uhReidiPnawdad B2l 2fhecoUbdiddeert O8@thaly beXBhfianed hefundat abase
server. [0035] Regardl ess of the nunber of database servers enployed, it is

an obj licRfion @cgqg@q{'éﬁqptnﬁng e ﬁ%@oﬂg &IRBY ol W&%}E}ggbﬂdaﬁiﬁssgagégmihat ing to

cust odi‘ans and ta relating t cases be store e dat abase server 120

e eERISRLK B, SV GHSL B PR £768, T SR TR SRR ALY

case database 124 nmay he linked or correlated within the database server
120, b9t HEPEW, Agcondictred taatoyidelatnbass srwgesid theemedon clisravatvel y in the
dat abase server 120, enbodi nents of the present invention advantageously
f ost er mgnagement v érdil @nimgludimgtiossimg teagEméiet hrastey/sesodiin databasatl@2pri se
el ectroni c di scovery environment. For exanple, in an environnent where
cust odivalth indyddselaasslagng tb individid cpdtediems 6f, cathéateikeon 24 agsacinhdds Wi t h

the collection of data fromcustodians is greatly reduced because the data

rel ati g, t@attdpeo QS TR Afkes, HHYnBIRg collections database 126, which includes data
relating to collections being undertaken by the collections server 130. Each of the foregoing
databases within the database server 120 is discussed in detail below. It should be understood
that multiple database servers could be employed instead of a single database server, and
reference to a single database server is for illustrative and convenience purposes only. For
example, the Unified Directory 122 could be stored in one database server, the case database
124 could be stored in another database server, and the ongoing collections data 126 could be
stored in yet another database server.
[0035] Regardless of the number of database servers employed, it is an object of
embodiments of the present invention that data relating to custodians and data relating to
cases be stored in the database server 120 independently such that custodians and cases may

be managed separately. While custodian data in the Unified Directory 122 and case data in

the case database 124 may be linked or correlated within the database server 120, by allowing

10



| ocati ons does not need to be generated on a case-by-case basis or
reproduced in each case record and because, in sone situations, data may
only be collected once froma particular custodian but used in multiple
cases. [0036] It should be understood that, as used herein, the terns

"1'i nki fhg'da@nd be s©8dd @ldahhmged @@amtas}%omoaiatawq@@ev&eno Qi bRt ofaiea
stored in a first storage location with another set or itemof data stored

ina 3& w'n%%@g&ma%gemw folief o ﬁéf’émtﬁienlc}/ %!h’&g%é?{? s i SbakiNY g, case

recor cust odi an p S assocl at d f]Ea st orle In a
t t
o SbTbrirER P Sl ﬁ*&f&émﬁ& BB Prd oV BES recora

means associ ating the ha vested dat a stored in particular |ocation

W h (BT b oS SR ELORU AP H: sy BT TOTRIIBHCA YHE the Fallcchamior Gétond
storage locations may be in the sane datastore or in different datastores
and na@mbéuﬂﬂdmﬂ$ﬁﬁﬁ@ﬁhﬁféhyéb@aﬂwgéwghaﬁmk@ﬂg@@&mﬂmw®dwpﬁﬁﬁmﬁbwﬁen a case
is initialized and a custodian is assigned to the case (because the

cust odiaatiomagoetennieéd @heagnarasidajrectast-dy-@bebdsisonti reprddsaave kydh case
information for that custodian such as network identifications, human

r esour@esrdianfl Oedmké, O soRBdin@liRRas, daltday Sh§HeRGNE Qe R f16thQ f%&%uta?c ations,
is accessed by the electronic discovery managenent server O in the

Unlf!qg?g&ﬁﬁﬁ&ﬁExxﬂggﬁth%Qﬁﬁgatabase server 120 and linked to the

particul ar case recor e case dlrectory 124, rather than manual ly

el T R RN S i

nmul tiple cases, and therefore will be assigned to nultiple cases, by having
the daicarelBling| mgan essaqatnpencoiss phoidva Al date Sided in afisbyaraae oostion wifh

| ocation, i.e. the Unified Directory 122, and linked to the nmultiple case
r ecor dother séter ctaseoidiateetdred yn 4 2etond Istar@edb&rtiﬁme Fyr eemagerlinkug) @s havi ng

to re-generate and re-enter identical information about the same custodian

i Nt O radlricldtin® aCaSErecH A0 dSstoliR PRI AIEMdaNEhTBEBIng thedeH ddtDfote@ iAk! OW ng

for managenent of custodi ans apart from
particular location with the custodian data stored in a different location. Likewise, linking or
correlating a harvested data set to a case record means associating the harvested data set
stored in particular location with the case data stored 1in a different location. The first and
second storage locations may be in the same datastore or in different datastores and may be in
different physical geographic locations.
[0037] When a case is initialized and a custodian is assigned to the case (because the
custodian was identified as a subject for electronic discovery), information for that custodian
such as network identifications, human resources information, and other data relating to data
storage locations, is accessed by the electronic discovery management server 110 in the
Unified Directory 122 in the database server 120 and linked to the particular case record in
the case directory 124, rather than manually input by the e-discovery manager into the case.

Thus, in the event the same custodian will be the subject of an electronic discovery request in

multiple cases, and therefore will be assigned to multiple cases, by having the data relating to

11



cases, enbodi nents of the present invention also provide for managenent of
collected data apart fromcases. In this regard, in certain enbodi nents,

the data collected froma particular custodian is stored separately from
both the custodian informati on and any rel evant case information (as

di scusggdcRRIIOW, 51408 iFPLdpasi€dofiat Rodafosti @ 8@ UMfibPDacberyM B ar@pskar ea
network 190), but is |linked to a custodian, which is in turn |linked to one

or nor ; S . : 1l use J. . . ul ar
cust odtATE PERpIS PSS rof P ALRPLAPERLAGREAALEE o Mol BRI PARICARMAEL o an
may be shared with the other case(s).to,which the custodian is. assigned,
Wh o g desgadrr REET St o R PP PR et s SR BEIE mfp S FRe
over-collection. The foregoing are only two exanpl es of the advantages
broughﬁw@ﬁéut by the unique structure of the present invention; indeed,

t he separation of cases, custodians and collected data such that they may
be |i nk®d8} oget hEurtheemorm nagkilticepallatvelyfog reatgemdntpf owesliasaperft fioot ency
of countless processes crucial to the operation of an el ectronic discovery

syst emased, binboliipgentLdt\th¢ prRE@N invehtianalenbesvidd Emana@nyeneovid o [hta t h
mul ti ple custodians and nultiple cases. [0039] Thus, the various processes

and Comﬂ%aﬁ)%a%& ﬁmﬁiseﬂeg%mrﬂeﬁaﬁi SOEhYnts, IS U/ IO OBYo R REEABELT | Y
cat egori zed within one of case managemant, cust odi an managemant, or data

managenent, although there.ar egessari] v.links. bet n . Lh | OUS

dat ast or osd’w(nclgggf ecgsueg ?rgﬁﬁl%g?mc cﬂ%f elcct%gmg’ét%an)ﬁo{l Bgté(glraél\g?ﬁ%i}’ﬁ}élegaél\éﬁgéﬁr ocess and
ensure. that each _case record is conplete. The .particul ar processes and
conpon’élﬁcf@aflﬁa{asréaﬁﬁ%dm@&5%9 S iGaet dAteqS SRR e STB T Present
invention will now be fully explained within the context of 12 the

parti cugtaprkuHio), it isddidedvp B isbstodiain.orhichsyinpuindakied (o ong or meyesaseer This | s
custodi an nmanagenent, case nanagenent, or data managenent. [0040]

CUST ODis Abllv AvANAGENEDdRu i 484 cwaht b paeigalndcistodiasis aski gredrranadepe rbses atator di ng
to some enbodi ments of the present invention, the Unified

Di r ect g\t HAI IRIuKBIRNRSS HedBaRAUSEStHe REIRE BBl Yo HBldttheBustddRardis!

potential custodians within'the enterprise and the | ocations where those

cust Od&s@%ﬁe&,t\ﬁ{i& reduces the likelihood of the inefficiencies associated with over-collection.
The foregoing are only two examples of the advantages brought about by the unique structure
of the present invention; indeed, the separation of cases, custodians and collected data such
that they may be linked together yet managed separately greatly improves the efficiency of
countless processes crucial to the operation of an electronic discovery system within the
environment of an enterprise or any environment with multiple custodians and multiple cases.
[0039] Thus, the various processes and components of the electronic discovery
system 100 may be primarily categorized within one of case management, custodian
management, or data management, although there are necessarily links between the various
datastores {case, custodian, collected data) to streamline each process and ensure that each

case record is complete. The particular processes and components that may be incorporated

into embodiments of the present invention will now be fully explained within the context of

12



data. The information stored in the Unified Directory 122 may include for a
particul ar custodian, for exanple, the custodian's nane, position, hunman
resources identifier (a unique nunber for each enpl oyee of the
enterprise), enploynment |ocation, domain, email addresses, network user

I dent i the particOnr uMebs WA wRBRPWLES () priaiRily RAL Mhetlr Ned wokddist or age devi ces
used by the custodian, including Shared Drives and HoneSpaces, work

histoQxamﬁﬁt@ﬁgg?wgﬁ&%ggﬁmgagﬁﬂuﬁ§$ gers, team nenbers or subordinates),

and any ot ntormation t rel evant to the discovery process.
Si nce human i ifd.er..tperhaps a social security nunber) is
almayshgﬁwque f or ‘\*%%';‘iﬁ&“N‘one enbodi nents, the Unified

Di rectorx 122 may be organized_around t he human resources_identifier. The
Uni fi @%b rect o%(/yt Fogarfdo @‘ésrﬁ‘éjrl%ﬁ BEMSTSRY Reepriipy 5%‘?%5‘“@?‘3}8%%5 ¢fi{ag
utilizes nultiple tools and nethods of identifying relevant infornmation

r el at i prgsenbinyestiod tlengnidied Dirvetar yewtto G ms databashil ¢h hovsge ynfstmatondalating [ 0042]
For exanple, the electronic discovery managenent server 110 or the database
ser verto kG omayiabeusaaiidns grirtaa tHetentarpésel amdehdchtidriieviepavtecustatiabases of

the human resources conputer systens of the enterprise to copy the

i nf or ngd OThd @FAHA8n BIORRINN (hEDAHTATSr &a89023 8%y 1RkIAdd e sYRlddued Directory
122. In some enbodi ments, the electronic “discovery nmanagenent server 110

may al &gtord?a[%gﬁ)lr%g%lpf}%yﬁier&ﬁgt\é@irﬁg’sq;a{n%cé(())srit){(m %g%ga?fsgu%\égﬁggﬁﬁéc(yuﬁF ue

Directory, networ K resoutces rél ul'ar* custodi ans

and integrate this inforpation into the custodi an entri.es including the
copi e R AOTEE Bl ee 81 BRI A B ISP R mgh F0 B,
Directory 122 may al so be obtained fromthe nanagers of the information

t echnotebyyrkisengentifiGatien, perspngbcanyiteddwams, Wélsmtgvsqhbméc sfege datigasng up
emai | accounts for custodi ans and nanagi ng the various file servers of the
ent er prsed by tiucustodiam mejuding Sldded Dowed midr BomeSwicag wark arstey) ehtéd t he
manners descri bed above, in sone enbodinents, information in the Unified
Di r ectifd6nd Zich $s BRNBERE, 86hnk M@ orls0BbRidabish, gl lag @ dthrP dirermARRlfpated by

the el ectronic discovery nmanagenent server 110. In
may be relevant to the discovery process. Since the human resources identifier (perhaps a
social security number) is always unique for each custodian, in some embodiments, the
Unified Directory 122 may be organized around the human resources identifier. The Unified
Directory 122 is generated through a multi-step process that utilizes multiple tools and
methods of identifying relevant information relating to custodians and the locations in which
they store data.
[0042] For example, the electronic discovery management server 110 or the database
server 120 may be configured to interface with the computer databases of the human
resources computer systems of the enterprise to copy the information from the human
resources databases into the Unified Directory 122. In some embodiments, the electronic
discovery management server 110 may also reach out to a network directory, such as

Windows Active Directory, to identify network resources related to particular custodians and

integrate this information into the custodian entries including the copied human resources
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particular, in some enbodi mrents, as shown in Figure 1, a profile scanning

tool 112, and a nmapping tool 114 are provided. [0043] The profile scanning
tool 112 may be depl oyed by the el ectronic discovery nanagenent server 110
and is configured to craw the comuni cation network 102, scan each of the

ent er piisrial6h.S HIsim £RAIYE Bt D ntd&) Dabdokyr BSHAY alk®bé bSrafiRl #asgeser ver 120
identifying informati on about each conputer, such as conputer nane and |IP

addr es}%anagg% F1nd inggmfdfapﬁ'téchm;l%%y h&Svork NG YeidAg, @ﬁﬂ&ﬁ?&?bﬁéblh ff,or mati on,
(or netwo user 1 dentification assocCi at’ed with each conputer. According
to diffﬁrept enbgdine&%z the profi e,spgnphnqﬂ,too‘lllz nqﬁ.ﬁe run on the
el ect r AT U TR RGNS AYSEOAENE 8¢ BP9 BE I RATERT 1ESETSH YdPYer 130, or
anot her server_in the communi cation network 102. In sone enbodj nents, the
pr of i | @terggh nfyHcraeie, mpslditionsty retHeying Serpaficadn iy maaiys 45cabf t ransmi t
to the database server 120 the npst recent date and tinme at which a

part i caloar, iprsofilegbndisndntsyg grddrnoationan tieeUndicHiesctor Ad 8D rsdiengratad thismgh

enbodi ments, when information relating to a particular conputer is

r ecei vedishyitialigeddaldab asplosel Vethe ki irohitelidotahasmaganvarsed201 LEem t he
profile information, which may include several user identifications, to

associ ﬁEIIﬁClHBe iP@td GHDAMEREPHIEEwWh O FlpSire £USHOHeaRen iR {0aE1 Hiahi gd
Directory 122 who are assigned those user identifications and store the

conput er napes P g sses in those custodians' entries in the Unified
Di rect%?@nEQEXﬂ?E%ﬁ¥@”$§ é?ence in collections. The database server 120 may

alsor d in each cuystodian's ntry in the Unjfied Directory 122 the
fast (LB he conpubrTaareniipe it d42 Bij‘wtbﬁéfee@g?@by&w,el(i%matccfﬁﬁ YAy to the
profile information transmtted by the profile scanning tool 112. In other
enbodi memgsmenhieryardd 0 gbd & goadigwipd therapil #1d qoanmseipsiongictwerk 12258y be
stored separately fromthe Unified Directory 122 and accessed only when a

parti cetdcarof del dnepii@persnbletongputern d e, taak eransnbh us thetdaambpseafeitee 13¢anni ng t ool
112 ultimately generates a |list of personal conputers used by each

cust odidankifyy ifdrink8n MRt BRI put@dsicR ab epHp@tendriCakt a8 angRtries in
the Unified rectory 122, or may be a separate directory to be utilized at
the tifgfa profiles, including demographics information, (or network user identification)

associated with each computer. According to different embodiments, the profile scanning

tool 112 may be run on the electronic discovery management server 110, the collection server

130, or another server in the communication network 102. In some embodiments, the profile

scanning tool 112 is further configured to identify and transmit to the database server 120 the

most recent date and time at which a particular profile was logged on to the machine.

According to some embodiments, when information relating to a particular computer is

received by the database server 120, the database server 120 uses the profile information,

which may include several user identifications, to associate the particular computer to the

custodians in the Unified Directory 122 who are assigned those user identifications and store

the computer names and IP addresses in those custodians’ entries in the Unified Directory for

future reference in collections. The database server 120 may also record in each custodian’s

entry in the Unified Directory 122 the last time the computer was accessed by the custodian,
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of collection, or may be stored el sewhere, as long as it is readily
accessible to the e-discovery nanager when a collection of a custodian's

| ocal machine(s) is initialized, as discussed in detail below [0044] In
accordance with sone enbodi nents of the invention, the mapping tool 114 is
conf i ghee@didgltoGh@do il i fGHIIUA haadrhidRd BE MO 11k g @0RMi De 1h Beher
enterprise file servers 150 residing on the communication network 102 to

| ocat een%b@ihhgl‘ﬁ@tth@ Mst?%%ix@&‘lgyrt‘% Rgtfmﬁ g?%?l%@!}l TYSLARY o &E%d%ggargtgﬁaofﬂ each

server. As used herein, a perso storage " area is

stora ar.ea, a i.at ed with singl.e user who r.eads ta froamor wites
ot a o e ROBTRATIRRSy 1ot o SaoRben bR REB e IR ot vor &
storage devices or folders or other resources within a network_ storage
devi ceédidakedy Thws b Braldgsqepning tealill dmlumgelysreapiatsy adis pbRasongs
"HonmeSpaces." According to different enbodi nents, the mapping tool 114 may
be r urcosmwutdre usdddt qagh cestedise ovteely listamargleaneitlized éo pepulate Ohe eustdoawl | ect i on
server 130, or another server in the comruni cation network 102. In sone
enbodi gmefdsdn thideni fiRdpRidamry 002, ot Idhyi Ise Bsephracodisecs@l o beutiadd [t shestphedul ed
to execute through use of Wndows Schedul ed Task. As the mapping tool 114

crawl 3R GRMMNIMERLE ABrdaed Werel €lonkstas hSis r&@NY e glclto 18X*@MIsBR HACH
file server and transmt to the database server 120 the path of any

net wor t I it hi Pl | I ver.s;. 134 i.t;.positively
dent 11 BLL MG FHERALA B Rel B IR bt he YR AR o A8l RIT, ¢
config reﬂﬁao explore the enterprise file servers 150 by obtaining and
revie ‘Wﬁ @¥directories on each server and 15 eval uating the paths of
each network storage area therein, including folders and other storage

devi cd804hd r esoliraserydaagonis] sopie ﬁnb@bmeawﬁg thedawentfop; hg neanppara toel! i
network storage area as a HonmeSpace, according to sone enbodi nents, the
mappi ngcoogdurddld drawctbhatogumadation uétiworiz @0Z ani/enhiinadle entepriisegfilt echni ques
for paths in the conmunication network 102 to identify those paths of

net WorderetOr AGRsial the bhhhuhRanenhemRil $6 fo 1b6ats 8hY RIcAtiA8fe hidloriafg| ude

an indicator, based on
personal network storage area on each server. As used herein, a personal network storage
area is a network storage area associated with a single user who reads data from or writes
data to it. Personal network storage areas may be in the form of network storage devices or
folders or other resources within a network storage device and may be referred to hereafter
for clarity purposes as “HomeSpaces.” According to different embodiments, the mapping
tool 114 may be run on the electronic discovery management server 110, the collection server
130, or another server in the communication network 102. In some embodiments, the
mapping tool 114 is a Windows service that is scheduled to execute through use of Windows
Scheduled Task. As the mapping tool 114 crawls the communication network 102, it is
configured to examine each file server and transmit to the database server 120 the path of any
network storage arca within the plurality of servers 134 that it positively identifies as a

HomeSpace. In some embodiments, the mapping tool 114 is configured to explore the

enterprise file servers 150 by obtaining and reviewing the directories on each server and
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t he conventional nam ng techni ques, that the particul ar storage areas
associated with those paths are accessed and used by only one user, and
are therefore HoneSpaces. In accordance wth sonme enbodi nents of the
invention, each user of the comunication network 102 is assigned to at

| east @&mmgrﬂm SR bff daeRheQRrefdrdol ARE tHaeh, Irdemkld fofdtd ﬁ{lﬁotﬁérestérﬁge

i ndicators that ~the mapping tool 114 attenpts to locate within paths when
i denti fwi; S. In such enbodinents, it is the convention that the
pat hs o?‘ﬁ%ﬁ@@%%gggﬁgn t he conmmuni cation network 102 include the user's

user i [ficati,an. On .the ot.her hand, paths af shared network storage
oy eas H5Abt | nclilbreaRard fisdlitirs £ amtsHEr beRerbr Bres Sione® rlBraTAtool 114
may explore the directories of each server within the plurality of servers,
eval uat@orhehiopgeis cbpdimenis, themappikeg tep! df és sAnkigbredrio ablizecayertiel or not
the path includes a user identification. [0046] If it is determ ned that

t he patdmingdtabdegies e pdthsiig irtednndéatiat aetwdrbrl 02 xairghefy thaseysigirs of
identification, the mapping tool 114 is configured to positively identify

t he panétivord aoragdetea®vichil e agerpiisedild sevdrs | s@dhabiclidatn Paditht@s baseliogeSpace
and transmt to the database server 120 the particular user identification

and t hgeRahMn@bnd NEMTIPIRPAGSes, Wﬁ?@lelﬁ»@ﬁkuiair Ao PIIIBLEQRsdRi kKOS B DY The

dat abase server 120, the database server 120 uses the user identification

to link ticul ar F ace to the custodian.in the Unified Directory
192 auh0R BRI R POTERD P ke PR IR R el s P RRL e S
identified through the ing.tool (114 could be added to the_ rel evant
cust odiHh SEREFTBEIMEITRY (Ch HFREP DT LGS vfo tﬁ&ﬁ@}nwmaﬁgn PHEIHaEERSsi bl e to
the e-Di scovery manager each tinme those custodians are 16 added to new
cases. assigned Heit leasborti wrentdsntifiepsiopions Spae esdiidentificpyonganethatiedicasgrsttha
mappi ng tool 114 may be stored separately and only utilized or accessed
when athpamdppoy tao! 1 leciticeptd toriodase witbierpgatisarhenl ident#yingtHheneSpabadilnendls, it
could be linked to the Unified Directory 122. [0047] In sonme embodi nents,

t he magRbéEmeRR) it islifte tén@h&én %ﬂﬂie%ﬂﬁ%f%ﬂc%@Q&@'oﬁ%e aifimuhRAgHA £, and the

dat abase server 120 is configured to house, an indication of the last tine
network 102 include the user’s user identification. On the other hand, paths of shared
network storage areas do not include user identifications. Therefore, the mapping tool 114
may explore the directories of each server within the plurality of servers, evaluate each path
in turn, and make a determination as to whether or not the path includes a user identification.
[0046] If it is determined that the path includes the designated indicator, for example,
a user identification, the mapping tool 114 is configured to positively identify the particular
network storage area identified by that path as a HomeSpace and transmit to the database
server 120 the particular user identification and the path of the HomeSpace. When that
information is received by the database server 120, the database server 120 uses the user
identification to link the particular HomeSpace to the custodian in the Unified Directory 122
associated with that user identification. Indeed, the HomeSpaces identified through the

mapping tool 114 could be added to the relevant custodian entries in the Unified Directory

122, making them accessible to the e-Discovery manager each time those custodians are
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t he HoneSpace was accessed by the particular user, for exanple, the |ast
time any data was read fromand/or witten to the HoneSpace. Additionally,
in sone enbodi nents, the mapping tool 114 is configured to recognize when
multiple paths map to the sane network storage area. The collection server
130 cautidad esng@atdrss.f By otheenstadiemerasrthé BodRBphadd ditcioky peliphte€ By thee entries
exi st. This advantageously enabl es avoi dance of nultiple collections of

the safgyAat fol Tiay B %tol?é@iéphz%te‘-’& %&Pbang ufnﬂ%d érla%céﬁséd omLeh Ya@RORrates a
list of HomeSpaces Uused by each custodi an, his [1st may be presented

to the aﬁe ot 13\6%%/1&%%1961916 ct 165] rgibg&%en S tc%ﬂld[o%olggc]%h'% ﬁl%cl%ﬂpéd HomeSpaces

is ini |ze I'Scus 'on to storing
a list of % nal conputers and HoneSpaces used by a particul ar
custod?5ﬁ3 2h lists were generated by the profile scanning tool 112 and
t he pi ng tool 114 respectively, in accordance with sone enbodi nents of
t he prl Qgéﬁt i nviarmpimsremhodenerss.dbageppiee e 1146 dlso eprdigurashipiregngaitet o store
a list of any shared network storage areas used by the custodian. As used
her ei mndaranbartedhdrét domkasstsorvag 2 arseanfigurad tonlkduso) do it ordgeofahe asasseoci at ed
with nultiple users who read data fromand/or wite data to it. Shared

net wortke sﬁo@{esg@c@w@sa@c@@yd By 8@ RetidulartiRer, Farathmbld) et kinsd r gﬁﬁ@a flgyices or
fol ders or resources W thin networK storage devi ces an may be

referrggy ¥r§1 hﬁdﬁﬁf\/\;ﬁ#en t8%he dﬁ!}ﬁl‘éslg%epwdﬁﬁﬁﬁﬁllﬁsin s@lﬂ@r %%ar z CFYﬁ the The user

interface 8 1I's con ured to recelve a ive input by

the e-di scov store.the ath in t d Dr y 122 in
ol at ORI EE Bkt DF R R Re R i tsRa S WuRBi o e e % o e Teor 617
particularly, in sonme enbodi nents, once a particular user of the
commuriie'ags randbawtliectonpserve Bsoamwaresmatndocye suBe pem ipAecuaie if he

e-di scovery manager nmay undertake to identify the particular shared

net worduptiegtograngsestehast. Thiatadianddgeoddglendldesusioniancandmelipht erdlebyonstdfe pat hs
associated with those shared network resources. This may be acconpli shed

t hr oughe s@aaugn S Thigfise pofile dchghip@tdol ¢ U akinAelly \cetiates a iyt stHldihg$pageddat a
returned fromthe | ocal coll ection tool 132 executed on coll ection server

130 (sfeyvBy ichct ARt AC kndinRIE @ MR beFir8h R4 to the e-discovery manager when a

collection of a custodian’s HomeSpaces is initialized, as discussed in detail below.

[0048] In addition to storing a list of personal computers and HomeSpaces used by a
particular custodian, which lists were generated by the profile scanning tool 112 and the
mapping tool 114 respectively, in accordance with some embodiments of the present
invention, the database server 120 is also configured to store a list of any shared network
storage areas used by the custodian. As used herein, a shared network storage area is a
network storage area associated with multiple users who read data from and/or write data to
it. Shared network storage areas may also be in the form of network storage devices or
folders or other resources within network storage devices and may be referred to hereafter for
clarity purposes as “Shared Drives.” The user interface 118 is configured to receive a path
of a Shared Drive input by the e-discovery manager and store the path in the Unified

Directory 122 in relation to one or more custodians’ human resources identifier(s). More
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4) deployed to the particular user's machine (as discussed in detai
below), and/or by utilizing a file browsing tool 116 executed on

el ectroni c di scovery manager server 1 10 (as shown in Figure 2). [0049]
Accordi ng to sone enbodi nents of the present invention, the file browsing
tool 1p&ticslad@nifisghe @ehbblink@itdlbhéd ZpdtibYat iRr 6f G S6MYRMYcaliBAASS ok RDDUGh
the user interface 118. The file browsing tool 116 gives the e-di scovery

menager; e AP thekli BRI ot RO UliEoy £ OTIMALS At ABORIOL Koy i, access,

inalimted manner, the ‘enterprise file serv

conmun| ' [ 02, il he.fj.l.e Qhrowsing tool .1 ot allow
sccess PARCPRESRERI ok gt By WOR i ut i pE Rl POt Rei5s ™ ne
e-di scovery nager t rowse through the directories of the file servers
150, | BEaae iw@sﬁfﬁ%awﬁwétwé ﬁesge&céﬁg-séglstsw fqrecemptigid dhroughd det er i ne
the size of the files. In accordance with sone enbodi nents, the

e- di sceveesatieitagel themprtigariiediviguilabe ulligea detairetioed fioim thegaeai cul ar fil e
server within the enterprise file servers 150 that the custodi an has used
i n t hecgbstion kol 1#Xanphied cnhvelletshcdian 1 3adiowanimtiri Matkedibgamhe gt scovery
manager a particular folder nanme and/or drive name on which he/she has

st or ed4f ddpesyed A8 dict dapiad driiser NmBQTEe @RRQLERAL S dethinBelg sl SARY B YutiiBRBIEr
may have al ready undertaken a | ocal collection process on the Custodian's

machi ne 4 i 0 I ' ] . . ' f. the
B S LI TS T ety
the e-di scoyery manager may be aware of the particular drive referenced by
t he uselEMrHe e-di scovery nmanager may then enploy the file browsing 18 tool
116 to_browse out to the particular drive nentioned, scan the folders for
any folWéP! havi Agcudingrie spre smbpiwmenisitthaamseny inpention thhElegewsingdent i fy
any particular files created by and/or accessed by the user, determ ne the
si ze ofook lthisfaohBgyreditdbe eiliFed\by thhe dpavverpiaanger tirohgethe(oer iSlvafzeel Dri ve)

i ncluding data belonging to the user. [0050] The retrieved paths of the
Shar ed1 I¥.i Viestileayow$i8gtdee | 86l dRds tteid distoveBnuatdgyr clevatalh@nG ity GAtHiY thet 0 t he

Unified Directory 122 in the database server 120. Thus, the Unified
communication network 102 to access, in a limited manner, the enterprise file servers 150
within the communication network 102. While the file browsing tool 116 may not allow
access to the actual files stored on certain file servers, it allows the e-discovery manager to
browse through the directories of the file servers 150, locate files that have been accessed by
the custodian, and determine the size of the files. In accordance with some embodiments, the
e-discovery manager may initially have a general idea of a particular file server within the
enterprise file servers 150 that the custodian has used in the past. For example, the custodian
may communicate to the e-discovery manager a particular folder name and/or drive name on
which he/she has stored files. Additionally, in some embodiments, the e-discovery manager
may have already undertaken a local collection process on the custodian’s machine, wherein
the local collection tool 132 returned a list of the network resources that the user of that

machine has used. In that event, the e-discovery manager may be aware of the particular

drive referenced by the user. The e-discovery manager may then employ the file browsing
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Directory 122 may store in connection with one custodian (and in particul ar
inrelation to the custodian's human resources identifier) a list of the
personal conputers, HoneSpaces, and Shared Drives associated with that
custodi an. Each of these |locations is a potential source of data stored by
t he cusblpican brawst @neetRMattieets idrigaticdtiondd, ecinl the fdlders dbr anyqulleodi an is
initiated, the location information stored in the Unified Directory 122 may

be acclﬁx%ﬁfgda ffne %&%mma@m]@@%ﬁ By @ruset UGSy &%@M&n& fiRatenegd t o be
addressed during the investigation/collection. Tn ot er enbodi ments; the

pat hs a(ﬁd & Ql%%e% If)gthgulsé/ e&et@l n?m@ H‘Efzs%d%quucl ﬁleg ha%dl{ﬂ %,8 ghga"’d? & aQ{ y 12 2 but

case s) on

mhlch usto S d, to. be cessed Iater when col |l ections
are i ﬂ@f&?%%@ éﬁ%vé @5@§§e% ﬁ@k@ﬁﬂﬁeoaﬁagﬁFding to some enbodi nents,

t he Iocatlon storage information for a particular custodian is generated
and stl8Pel ei t hebhq igtiiaved paths ofitherShgredivriyesimay thee bemidqdesitinirneantially 122 or
in another |ocation where it is linked to the entry or otherwise readily
accessirbluemdieallpac desi/nidiet iBrectsy 022 anthemlbrapase@ecer t b Thist, doi ldm fiied
assigned to a particular case, the information may be automatically

acces spiledthfyougindngoldnh kbebclbi @eth@n¥ cudtddiah dsd iNPaRitslL6h AMarRMibYhd N t he
Unified Directory 122 is linked to the case record 124) and wused to

initi %toﬁpgnl'sei%ﬁzﬂﬂ Qdur E&Qdéﬁﬁ'ﬂ.ﬁ)}dﬁl R 0% tﬂé ;&e‘?ﬁmaﬂﬂxﬁpdté S aigéﬁﬁ@@@&@? Y§q and

extrene efficient as 1t auto

i nvest n/ col |l ect i rocess, .rather, t i on t di scpvery
nanage$*%f%d Reveasrsr ot CP%{P%PeEa?&%ﬂ%ﬁS&éO STy SPGB e
time of collection. 19 [0051 ] It shoul d be noted. that the Unified

Di r ect®yidstered hydhe Blemdé@maaﬁ* PHCeon InyeTiigR iR st eIt ieticus o WS i nf or mat i on
is gathered using the tools described herein. More particularly, the

el ect riotiiatedd ihed osadioy imferagiemesitred en therUsrdifiod Mangclioey tohmiag e edeassed to
automatically retrieve data fromthe human resources databases and Active

Di r ectdutatmandtha pyirticalah efordg@llesstibhs SAth&RIo bsWedreadidafiap mat i on t echnol ogy
directories or lists, as well as deploy the profile scanning tool 112 and

the meppidgat@Ptoikifon. ath JFRIEAHIMSRN M AES bthEKKAE Drives are not added

to the Unified Directory 122 but merely stored in the case record 124 of one or more of the
case(s) on which the custodian has been added to be accessed later when collections are
initialized for the case. Therefore, according to some embodiments, the location storage
information for a particular custodian is generated and stored either in the custodian’s entry in
the Unified Directory 122 or in another location where it is linked to the entry or otherwise
readily accessible when accessing the custodian entry. Once the custodian is assigned to a
particular case, the information may be automatically accessed through the Unified Directory
122 (as the custodian entry in the Unified Directory 122 is linked to the case record 124) and
used to initiate collection of the custodian’s files. This is advantageous and extremely
efficient as it allows a completely automated investigation/collection process, rather than
relying on the e-discovery manager to manually input the targeted machines and file servers

at the time of collection.
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Alternatively, rather than periodically retrieving data fromthe various
data sources such as the human resources databases, the system 100 may be
configured such that the database server 120 is continuously interfacing
with the data sources such that the Unified Directory 122 is updated in

real -t%omuas t he idaioaldbd Rited fHaethdalmfisODneasne Engey be RegBidrialr | nstance,

each of the feeds of information into the Unified Directory 122 is

regul a t 22 is
current X §88% ﬁﬁdn*sm 3 ?‘%@‘n’? i%“ﬁ%@%“; 2@2"@8?&%?‘“3@%‘6&?@1 et o ed
such tha orical i qre ed in

ol at | BRUegeikdPe BREHER e Ry AR LR ORATH B TR it e
Directory 122. Thus the feeds of information into the Unified

Di r ect 84§mabeally rgtr wmsﬁtéﬁmn? Retw@agyeiourasdata "E%ﬁcaﬁ%a%e PHECRUYd™n has

changed, the database server 120 is configured to store in the Unified

Di rect @frhyr ey aptreurssw steh as mhdmatign tecbhelpandiresioactatrdists acwealdiandepléor
exanple, the tinme and date of the change, as well as nmintain a record of
t he ol thegadf@escarnhat tobl 1 i2sarsitthé nagpipgndoldfl 41 hiecguatyoshthadhilsd pavilke in the
Unified Directory 122. For exanple, in the event the profile scanning tool

114 idﬁ'l‘t%infaii@é?/a:atH&?WaH%@ﬁ@dﬂ@éliﬁ‘éMhﬁg’ dA$ B0/ b 0k WstddtAsouiel @diraR and one
of the personal conmputers associated wWith the custodian previously is no

! onger Elﬂie%%ma'n I'Lf:%gll C gggtaﬂe?stegqgé ?ys?e% Y68 %‘njag%e Cglhfl 1%.9 Eé E&W{ﬁg th® da?t%l?arsg S in the

Unifie recto ormati on , as we

i ndi cation sto when .t he ewc was first dent| . nd when the
ol d oMU aROVREo NN Ep et Itk HiscHatd 3o SogpR télﬁéjneﬁ%f{ BHFeSorof 1 ¢
within the Unified Database 122 may 20 include a history of the personal
conput &#5isypdatetin rerktimgss dui date whiorhe ﬁwérsﬁ%‘?waﬁﬁ%; beeithepinglpaer. at t he
time of investigation or collection of the custodian. [0053] One feed of

i nf or meachard thanffeods dfenfonmbii@dinD thediofigd DAZctody CIP is sepdartyi wpdagad| ty ensvet evant
to electronic discovery is enploynent status. According to sone

enbodi fRNMLS datawh€ie Uh@ictigaebeary i1 D8 oy didehon from the human resources
dat abases to the Unified Directory 122 includes a change as to enpl oynent

status;@fsof par t {eW Al efibtiRdh@ the HRGbRLSEMEPTFis configured such that all

historical data relating to a custodian is stored in relation to that custodian’s human resources
identifier in the Unified Directory 122. Thus, when the feeds of information into the Unified
Directory 122 are updated, in the event data relating to the custodian has changed, the
database server 120 is configured to store in the Unified Directory 122 the new data and any
relevant metadata, including, for example, the time and date of the change, as well as
maintain a record of the old data so that it is still a part of the custodian’s profile in the
Unified Directory 122. For example, in the event the profile scanning tool 114 identifics a
new personal computer associated with a custodian and one of the personal computers
associated with the custodian previously is no longer identified, the database server 120 is
configured to store in the Unified Directory 122 the information for each computer, as well as
indications as to when the new computer was first identified and when the old computer was

no longer identified. In this way, the custodian profile within the Unified Database 122 may
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di scovery managenent server 110 is configured to recognize the change and
possibly performparticular functions in response. Mre specifically, in
the event it is recorded in the Unified Directory 122 that the enpl oynent
status of a particular custodian changes from active to term nated, the
el ect rianiude dihistayef yhapnagehempsat veed Bylbeicastodinhi uctethférmatidahenriene
whet her the custodian is assigned to any case or matter, and, if so, to

t ransmiclevhf at teride st GRaiBd PR BASec@bn 6OME G odiah. the case or matter an
el ectronic comuni cation mnotifying the manager of the term nated status

and in ng as
cust od@gsﬂs dat aoggﬁ@ggfi}gﬁn{&?m qg{&g\ggytnw eﬁlﬁ%érgggelztzgglﬂggg?\s sapt?(%]u?%}‘?’
affirmati t r electronic dlscpverﬁ Q%nag rver S configured
to aut’§t f“ dQIC S OMGIHCRY EY dh eIy S BT | S‘i‘F Iﬁ‘fv ?8‘88%%‘8 O‘c‘if“eﬂ’ﬁe present
invention. Therefore, the custodian's data may be advant ageously coll ected
prior WBcraihy feresqf, rl{ai@métﬂplbﬁomﬁh%hﬁl%}brqsvwe%%@baé@fdpdh%'ém LHUNEFIBY t he
termnation. Alternatively, in other enbodi nents, the electronic discovery
rranagelﬁé?dmclsléca/aeqchang@amwlmdb}ﬂommm&amctaepanﬁwhandmetodmna@ereica;trdnim:ay
automatically initiate collection upon recognizing a change in enploynent
st at usdis¢o¥ebAhafeencMANAGEVENTs {d0iphled\¥ tdroprigatit dhangasrl FrREidYeMENt
processes, according to some enbodinents, a case may be initialized by the
e- di ScoyRiY IRAREETubidnt 7| REpIRE NRRE shlRE19G5 A Bent M RicSrdefi $9@ed. the
e-di scovery ‘manager may enter into the user interface 118 certain
i nfor i cu mat, t case name and/ or
nunbep@t“é%gr?dret" O&%slg%ﬁ’aE %héfnem Oy sfins B TaRe %*éasréugfgg’la 55?“%&?&’ 1fier, the
particul ar requester . asked for the case t opened) manager s
or corfCHvE & EEpmake, ﬁlaﬁt%l@?tmw @swvewasﬂ@wﬁg}egt 1oV L dﬁds fepfigNEedsbst ance of
the matter rather than the process, |like the c-discovery nmanager),
cust oddesgrminewbeth@inbe epstedipo s @Slgmdsf@mmemsmna@tmﬂ, depyiertrangitits
configured to store this information in the case database 124 in the
dat abahe dsgpgneed thafhgel becwzse fdahabas er hdet a electfanguic@amunichosise thi s
information such that all information relating to a particular matter or

case i ftif@hatROmwhddd} Bf the terminated status and inquiring as to whether the manager would
like the terminated custodian’s data collected. In the event the manager responds in the
atfirmative, the electronic discovery management server 110 is configured to automatically
inttiate the various collection processes of the present invention. Therefore, the custodian’s
data may be advantageously collected prior to any destruction or unavailability that could be
caused by the termination. Alternatively, in other embodiments, the electronic discovery
management server 110 may not communicate with the manager and may automatically

initiate collection upon recognizing a change in employment status.

[0054] CASE MANAGEMENT

[0055] With regard to case management processes, according to some embodiments,
a case may be initialized by the e-discovery manager utilizing the user interface 118. In this
regard, the e-discovery manager may enter into the user interface 118 certain information

about a particular matter or case, such as a case name and/or number, a short description of
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t he case dat abase 124 and a user can use the user interface 118 to view a
profile of the matter or case including all the information. [0056] Once
the matter and/or case has been initialized, the e-discovery nanager nay
add custodians to the matter or case fromwhom data may be required to be
col | ecttednattevcasoirigaiident finhs pattizelae te@tstani e, dihs ekl i MAager it server
110 is configured to add nunerous custodians to a single matter or case at

one ti Hﬁcnchh ntdibgert 89 flactd ra@t}?mﬁht%&%/@rMdlmwewwnﬂ%@ si@arldS 8F the
interface 118 to enter in identifying i nformati on about the custodians.

The id tErf r%l@%gtlfaﬂfﬂw&sgrtﬂieothe 8—%?&89&2%?& g(g) dc?tgt%di%% etcav'ﬁt te%&%n?f t h_e

sane one ’custo an ema
addr es for anot her netwaor.k u identificati on f.or another nd a
hunan PSSOSFCRENHREIRT TILF 17 Ons SBIEHERC to-pipse TR BOTREIGR fiaie cpypdatdbase

configured to receive the identify information in different input areas
dependi #yinipeAatabrsesgiyer bi0. | hermapd 94%@8? hEdisrrenfiswedée hepsedleisi ved. The

el ectroni c discovery managenent server 110 is configured to use the input

i nf or natfpromtivo sseathetalt imdorbmtibn edatir toegtaotiguldr2Ratien ot bese datckbabeitbimr ver 120
to determ ne which custodians are associated with the input information.

I n theileagq: @taRsO VBRI £9QH EALSsel tHEMer inteadeaiifgo @twes B8] the @i@rer
custodian in the Unified Directory 122 may be a match. On the ot her hand,

in the,c tered, multiple records my be returned mnth
@a%@n%iud@t g4l AP 1%%@&1%{1

explanatory et al t hus enabli ng the e- discovery nanager to select the

appr opf{ mat c add| naI ed. 22 [0057] The
el ectr nQS% di scognﬁl aggce (g/?r %ag?\)g eﬂldm%ﬁﬁfeéir thg (féchwﬁld' ’tlhleaéﬂﬁnta?/ed

Di rector 122 with the i nput |dent|fy|n information, is caonfigured to

pr esenfod iskdipms (e matisr of pse o whemglaia may pe grquied t(ttzrs@fdtﬁcaﬁs linat chi ng
the input identifying information. In the event only one match was

r et ur newng gnbedimgnts| balekoctrarit decovarp managengrit erivar] §0hk comfagurehio adde

el ectroni c di scovery managenent server 110 is configured to automatically
sel ect nfiheroucust@iiigno keid: aduadricasd henc dae. of thintdeard, tHae-dkenvether hand,

in the event nore than one
manager may use the user interface 118 to enter in identifying information about the
custodians. The identifying information for each custodian does not have to be of the same
type. For example, a name may be entered for one custodian, an email address for another, a
network user identification for another, and a human resources identifier for another. The
user interface 118 is configured to receive the identifying information in different input areas
depending upon the type of identifying information being received. The electronic discovery
management server 110 is configured to use the input information to search the Unified
Directory 122 in the database server 120 to determine which custodians are associated with
the input information. In the case of a human resources identifier being entered, only one
custodian in the Unified Directory 122 may be a match. On the other hand, in the case of a
name being entered, multiple records may be returned with explanatory details, thus enabling

the e-discovery manager to select the appropriate match based on the additional details

provided.
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match was | ocated for a particular set of input identifying information,
then the multiple matches may be presented together to the e-discovery
manager through the user interface 118 and narked so that the e-discovery
manager must review the nultiple custodian profiles associated with the
mat che@osd] det er Mhaecéthmi€Ost@kty Suaieeiansdrbat] 19hofdrdehrehiad dedUndicihe

case or matter. In doing so, the e-discovery manager nmay consi der the other

i nf or "B LQBry 12 \/{Jllﬁ?tfﬁrlf‘?ﬁdt I@eﬁmfyﬁHg h}f@xgnﬁﬁﬁip%rcﬂlﬁgﬁx‘e lt@gie\é\g{t iflujoﬁgl{"{ﬂeon

associ at ed custodi ans, etc. Such” information c informthe e dlscovery

gagage&segﬁltér?ac%% Qﬁ{st gp%%héus?o%izﬁig éxina'f(?lt Odti 1},1%@ ld%ﬁ&% Fllléflﬂlip%}m gg |ﬂﬁ on to

the case or matter nd confirmthat al| custodi an ect d may be added to
the caS@nbeniigpe atatch Yeosayn %6?@?%6”%“@&@%? oms?épﬁpn@e a
custodian to a case or matter involves linking the custodlan profile in

t he Un¢lestengrilipeayent manazpment seecr dd8as emiiguraddp aptomateall csdest tht abase 124.
More specifically, the electronic discovery nanagenent server 110 is

conf i gusedidndp bendéedtophe tise wh arattet) SO dicasthérshandaintthd evaat mordtaadded to a
particul ar case, enter into the custodian section of the rel evant case

recor dmydch K2R 16 dagdCBR & paialcallnse ok %ﬂ)u@menhﬂ%ﬂé infdeRkibANKA tHehguigERt odi an,
i.e. the custodian's name, and a link to the custodian's profile in t he

Um fi elf;la&és%ﬁmy rBGRO g' eatﬂég%scsva %dﬁ%géﬁhrotugﬁﬂ%%%tepﬁnh&ﬁac 1P8 ofile

formation 1s re I'IEVE,‘d COIe Into hecse re I'OI’]IC

rver 110 In either st anc Iectlon for

dlscover a t s

o par T maRed SEEERS ¢ Fe b mmnestimin BV bF bt 8&%%515@?{%?%
c-di scovery nana the el ectronic¢c discovery 23 managenment server 110 wil|l
aut omedsPRARtPY Witk g&%glatqhés Outetaminmihg corpitsustodian et sht d B addedrid thedet er ni ne
the particul ar data storage locations that apply to that custodi an. Thus,

as wi | ¢asber mditerc Us denhgisn, thetealibcovetyonanadgar miay garsidmshd ethehintimmiahien oust odi an
has al ready been added to the case and matter, the c-discovery nanager

must Qﬂb)ﬁrcﬁﬁbs?@thcﬂé@&:oﬁﬁfr&tb¢1¢!baxﬁroﬂdlﬁéﬂdﬁ1§lﬁbsf>@iﬁted@Qétbéﬂ@ﬁsl er. swH the
remai ni ng col | ection process wll be autonmated, because the Unified

Di r eCtﬁfc}{-mla%%;é ?"ké{ St MeYSAt oLy Rindolead t‘é'xﬂ&éﬁ% VL4 BREARSUi L PisAEE €SS the

cust odi an’

one intended. The e-discovery manager may then select the correct custodian for addition to
the case or matter and confirm that all custodians selected may be added to the case or matter,
[0058] According to some embodiments, “adding™ a custodian to a case or matter
involves Iinking the custodian profile in the Unified Directory 122 to the case or matter in the
case database 124. More specifically, the electronic discovery management server 110 is
configured to, once a particular custodian is identified to be added to a particular case, enter
into the custodian section of the relevant case record within the case database 124 an
identification of the custodian, i.e. the custodian’s name, and a link to the custodian’s profile
in the Unified Directory. According to other embodiments, the custodian’s profile
information is retrieved and copied into the case record by the electronic discovery
management server 110. In either instance, when a collection for a particular custodian is

initiated in a particular case by the e-discovery manager, the electronic discovery
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and the el ectronic discovery managenent server 110 is configured to
automatically inplenent the various collection tools. This is a highly
advant ageous i nprovenent over the systens of the prior art. [0059]
Accordi ng to sone enbodi nents, upon adding custodians to a matter, the
el ect r QBhfetHeBCRY RN Y 1 TRNAYEEMRNRLICHBS MREsskAO cisbodi@npioBW R tHiccushidianahe t he
transm ssion of preservation notices and surveys to the custodians. In

this regatfne %ijr%ﬁrc\a%idg@ s?%&%efl%??t%g tha? gﬁf{iﬁ)(étl{a?&?s\’&ﬂ&n.tﬂu{sb% wargd cul ar

case or matter e stor nked t he case profile in the case

dat abage 124.. Transm ssi.on.. of. the preservatjion notices. and Syrv to
cust odl RS AT R Siiions i BhE dheshistedtin s e 3 efi¥ Iy e
preset instructions within the case profile that cayse the electronic

di scovey aihatieintific-diesarery MaRpecHMUFHEKPEled ﬁ“’p%ﬁ*'f‘?‘ltiﬁﬂ Qstogiander vat i on
notice and survey at a particular date or tinme or upon a particul ar

t ri ggesdliegtiavend thesawhingss ellsoiserophioaess el g antderended, eeavee addnified t he

e-di scovery nmanager may nanually cause the preservation notices and

sur veyBirt@obel 2raready howeds all of $ho ne cvannbddimaiongo atdes teeakivdnn’ discovery
managenent server 110 is configured to transmt the preservation notices

and sUuf EKe eNbRomdc 8?3@@&@%%5@5@&@1@ WOt 0. is Theh SV RYmtdMicRBytied to the
preservation notices such that they are transmtted to custodi ans together,

and ong SULYEYhe %;%tug %gﬁ éscﬁgn e(goig,m’{‘ Iﬁé L2, ggﬁm@ﬁﬁﬁﬁ&‘ﬁ@ﬁ&ﬂ%&ﬁ%h& ef)Wée n a

cust odi &n respon v sur response i s recelved by the

el ectronjc d%scover managenment server 110 and stored in relation to the

r el evaht O B9 t he case profile in the case database 124. In 24

ot her enmbodi nents, the architecture of the case database 124 may be

conf i gi¥P8dl such Arerding to ferag pbgdigeats sRomadding custpdiang fio a Fattsr. jthe
preservation notice(s) and/or survey responses froma particular custodian
t o t hatledusiodisarvery mgargtinessseofertihe ipamtfigotddde intiste thotraisim$sidrhe
preservation notice and/or survey response relates. Furthernore, the

el ect r pRkGvaionGRYIeEYandRNRAYE Mt cBabdighs. hAhiayedbe eeseivagivh @dtitq aatiore al |
or a portion of the data received in the survey response in the Unified

Di r ect QfiVeyk2deldht td e PUR QAR RBseorRE ek L stored in or linked to the case profile in

the case database 124. Transmission of the preservation notices and surveys to custodians
added to the case may be automated, for example, there may be preset instructions within the
case profile that cause the electronic discovery management server 110 to transmit a
particular preservation notice and survey at a particular date or fime or upon a particular
triggering event, such as a custodian being added to the case, or the e-discovery manager may
manually cause the preservation notices and surveys o be transmitted. In some
embodiments, the electronic discovery management server 110 is configured to transmit the
preservation notices and surveys via a standard email function. The surveys may be tied to
the preservation notices such that they are transmitted to custodians together, and one survey
may be tied to more than one preservation notice. When a custodian responds fo a survey,
the survey response is received by the electronic discovery management server 110 and

stored in relation to the relevant custodian in the case profile in the case database 124, In
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[ 0060] According to sone enbodi nents, each transm ssion of a preservation
notice and survey to a custodian, and each correspondi ng response, is
tracked in the relevant case profile in the case database 124. The

el ectroni c di scovery managenent server 110 may also be configured to

t r ansndther @iBodgiaEntNahé SRBitddue % feNSeSdiighdsbe24 ay ey Soafi guBdbudhegi ived
within a predefined period of tine. The el ectronic discovery nmanagenent

ser ver L0 iRYLIA $QsP® 1RO Y/AVpRLel AiCRRAUE kB NEQLy ROIInS&SHdR abe sent
to custodians to periodically refresh the custodians' "menmory of their duty

L0 P eREY o AL ERLATS IR UIoRGE L RAUNG S QL G IR ELe  Qnichafe enbod: rent s,

thereis a "lega a custodian 1s presented with a
single view of all outstanding |egal  hol pplicable to the custodian. In
this IREGHVHONAOUEHIAUPT SUF Y TESROPETTEKHES: g"g"ﬁ&’ég‘éﬁ’ﬂee efiehoBcdbitpYEhensi ve
view of all outstanding notices and obligations to preserve data. |f the
cust odnaP BRSNS AW iy bedonbLaek frosip ’eDrc@d?mTli)!aﬁE’éle d@fatrRcaivrs indg@l
hol d, the legal hold portal will also provide that information to the

cust oddiuavey redplouse jortbw Ui fing! Rircadhyal?? ag dausistodidaddprofilesecuri ng af fi rmati on
fromthe custodian. According to sonme enbodi ments, the rem nder notices

may beobasict | Vatﬁé’cdﬂcﬂ!ﬂg t& bR ERb&Iimeh! SchafahSistondf a3s@cRatifRhb®le but
can then be reactivated by the e-discovery manager. In sone enbodi nents,

once aaxﬂrs%ﬁ%k‘féhicﬂ&o@i%] 48 e'&?%&ﬁ%@o:ﬁoﬁ }F‘e{sg?(l?secigsfrtaggédaiﬂ’thé ReBhEGKE ONi C

di scovery nmanagenment Sserver e to prevent any reinaging or

refreshi .of. the cust odi,an: rsonal.. conputer(s) by transmtti an

L er ¢ PREE s g p6s8 2 Romhe BREESHR G SR b ek siih B R i A%

t echnol ogy nana%enent_ roup. In addition, the survey responses 25 received
fr om cfstosdeaicd @Eﬁ%mg IR IAlEee ] EePPRIEE fQihe SHERS Ae DPhFecivadpiBIn one
survey nmay inquire as to what network storage devices the custodi an uses
when st preilefgpedaesod Themeaddaetectrhaic distevaoystamdganergisomsr t B whe asubeey may
informthe addition of Shared Drives to the custodian profile in the

Uni fi egshnBgtiebas echkddlctrbainddbyothes usedsdnbicedustodiamehd peidddnlly[r@@&h]thAccor di ng
to sone enbodi nents of the present invention, the e-discovery nmanager nay

utili z&stRBnkSEEmbAY & har Qud 18 ptReRY G AV AGHBR R taRHES the Aaks, 1gnd search

terns

some embodiments, there is a “legal hold portal” in which the custodian is presented with a
single view of all outstanding legal holds applicable to the custodian. In this legal hold
portal, the custodian is presented with a comprehensive view of all outstanding notices and
obligations to preserve data. If the custodian has somehow failed to acknowledge compliance
with the legal hold, the legal hold portal will also provide that information to the custodian,
thus providing an advantageous method of securing affirmation from the custodian.
According to some embodiments, the reminder notices may be inactivated upon closure or
termination of a case or matter, but can then be reactivated by the e-discovery manager. In
some embodiments, once a preservation notice has been sent to a custodian, the electronic
discovery management server 110 may undertake to prevent any reimaging or refreshing of
the custodian’s personal computer(s) by transmitting an alert of the preservation notice to the

enterprise’s information technology management group. In addition, the survey responses
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to a case or matter. In sone enbodi nents, the contacts/mnagers for a case
may al so access the case profile in the case database 124 using a web
browser and may add attachments, notes, tasks, and search terns to be
stored therein. Thus, the c-discovery nanager nmay not be the only entity
Wi th ageessd fom deass sand HCRSEMRBAOBERDN proRbs 1afr k@pR] 66d SiHC

di scovery nanagenent server 110. The subject matter of the attachnents,

notes an ugcﬁl?xjésas &Pdh %1%01%&\' Q%{(gcaf &k %Y%totdpaé{[dggs GRSPstBfindBithSrhe | N SOME

enbodi nment the tasks are he e- scovery manager or case
, nbodi
bar ¢ ot SO D S s PURaY S R af §ﬁ? of é?agscgi’ s %Efﬁggeﬂem
110 fi tQ t t t to t t t hat t hat
thet askiob s Bat bbb p b B Ak PR g S AR P BREN T anct ons.

Wth regard to attachnents, the e-discovery nmanager, or the

cont ackdUhhager decariimgdaseme aepodiplensshited present ifvchiaen, ttlee Hdisattaazhed to
the case profile. [0062] Wth regard to the search ternms, the e-discovery
managemandaget hayoaisiee denisacintrfaoe 1 NRagdrastaciayead hoasr fhaisnarﬁcbmaﬁ:httawﬁshe case
profile to be applied when searching the <collected data to |ocate data

I espongi /&sObr falt&Y dRkohe eIAB@dM%esr ke Gt BAHARgER hNLcHEBSRry alsd RN the
search terns within the case profile is advantageous as it creates a record

gf dtshletrllle%g@e a{%gﬁﬁ%ltﬂ%aéafsé ﬁ?]t nggqﬂf ﬂgiﬁgtﬁg}/( rbr%&% aflgﬁ) addta9t (t,!m’?erg ta and

zation I scusse [ 0063]

Accordln nbﬁ nent of ntion mhen a decision is
mde. ¢ PEAES. RS SN RO frrds i Bettorr dferBar i 6 %&&Pm aEeT Y B P he
c- dlscoverY manager may use the user |nterface 118 to rel ease the

cust odihgrsly ebity WHE adesst & e sateriadipasronpiydgegientiags of T deqtianigdiscavengger s
the comencenent of collection of the custodians' data using the various
t ool s whndgdemesystremldid Thheulgedttanatcophthe aitafhonantd, nowes hodisekk ¢cauld be
custodians' entries in the Unified Directory 122 and |inked to the case

r ecor danh@fing FEEMETME Caseds nehit@e umae bR h¥ntaany Biskdle ldireéled & theRel ow,
fron1re|ease of the custodians (i.e. selection of those
discovery manager or case manager or coliector. In other embodiments, the tasks are tasks
that particular custodians must complete and the electronic discovery management server 110
is configured to transmit a notice to the custodians that that the task needs to be completed,
perhaps using standard email functions. With regard to attachments, the e-discovery
manager, or the contact/manager of the case, may upload relevant files to be attached to the
case profile.
[0062] With regard to the search terms, the e-discovery manager or the case contacts
or managers may add certain terms to the case profile to be applied when searching the
collected data to locate data responsive or relevant to the underlying issues in the case.
Storing the search terms within the case profile is advantageous as it creates a record of the

searching that is to be undertaken with respect to the data and aids in organization of the data,

as discussed further below.
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custodians in the matter to be released to the case by the c-discovery
manager) to collection and storage of the collected data, the process may
be entirely automated. In sonme enbodinents, the el ectronic discovery
managenment server 110 is configured to allow all custodians assigned to

t he nHDE3] t 0 beArairdiagedsdine tihbodiasatsatf thdpresmtrin viehtion, wirenadbbicisicons i n

i nstances where the e-discovery manager has previously created groups of

cust odhadsthid it i tine th@leasRemichaiflcaebaiaRt & HnaeaY Ble)e-dTBRAL @ﬁdg@ﬁrver 110
is configured to allow a group of custodians to be release froma matter

to a Gaseulmt 1630l TR 10h8eRRTH, BNRRHLITANS e AMOTHRL SR gﬂ tion of

t he custodian'"s data can occur at t etinet custo lan s re from

the mattertf.0 the se, ni m zi.n of s at 0064]
oATA WARGERER 1 8%%%%@*8&03“%%988@% S kadh R pRPRiE APbpsiEg ecct  on
whet her manual |y c-di scovery nanager. or by being rel eased fron1a
mat t ervatﬂauaw@é%@ th% Pp@tf'ém aed fgfata W@%vﬁ?wt@y%}pﬁﬁdm@lq QUSKEHFS gRIHEES t o
automatically collect the custodian's data using the location information
st or ednithe Uhdiediditdoeay D22 eud bnkedi22he Taserefood £24.t hetleimote; endiscwsgtovery
managenent server 110 accesses the custodian profile of the custodian to be
col | eciredlyi dbot-drend ddndetdieskld | RehelgaskdT tendisaeli 2 1.6 8slect droof thbe:
information stored therein, the different |ocations of data storage for

the panikicaingin GeshA’l abd lté?éaséﬂ-’t%tthggasg(?)klltﬁ@é @?!;COJ(Q? hendE&) MR ecll] T er ent
| ocations that the systen1100 can address, including personal conput ers,

enai ard% (§ft 180 leryta £ e FOELE ol entﬁ*erllc b ggces an are
oGS S ARERS uR R eng I B B O @ Shared

EX|ves a cus I o Fan refeased for

collectlo |ncI des at . ast one personal co ut er ( |at mnth t he
cust odi"&4P Q‘)“Pﬁ’&ﬁ tﬁﬁﬁle%tll%? giﬁﬁ‘?‘@"-‘dﬁ?& Gt S‘Ffﬁ?f rf%ﬁ?“@ﬂ"%ﬁg

undertake to collect the files on these nachines. Therefore, the .

el ect ravtodiagh sesened Jo theragiarinbe sdeased torthe cargyat thersams\tang. hia additonain
machi ne identifying information, such as domain, name, |P address, etc.,
and maystamict mdlerezthe defitcoyangmhamapeshds@eatioustpticatet igarupt obbusi@Rawsumithing on
col l ections server 130 (as shown in Figure 4).

the case, the electronic discovery management server 110 is configured to allow a group of
custodians to be released from a matter to a case at the same time. In some embodiments,

automated collection of the custodian’s data can occur at the time the custodian is released

from the matter to the case, thus minimizing the risk of spoliation.
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[0067] The local collection tool 132 is configured to be deployed fromthe
collections server 130, whether through an application running on the
collections server 130 or otherw se, or another server wthin the network
102 to any of the enterprise personal conmputers 140. Therefore, for a
particul ar custodian, the local collection tool 132 is configured to
utilize the machine identifying information supplied by the electronic

di scovgygs4panage mpta SBANAIGENMIENGO be deployed to the identified custodian
conput er. According to one enbodi nent, the local collection tool 132 is

configyted;to be I Y. ilnst . he. tar cust odi an'
persongrﬁg£nputegagggga%%ggﬁh%bcﬁggﬁ%gﬁg?g%ﬁoﬁggnpsWﬁ%&?ﬂ@@“@@ﬁ??éﬁ?ed 28
to gene%ate a snagspop o; t he datg res@d[n% on thedh%cal st.orage of the
per sonSIEBHBUTENEA ST BY PEINELRISHSH dTomhy MR Acaserie FIEFEPIG dEbaY oAbl e t ool
such as the_ Vol une Shadow Copy Service, store the snapshot in a storage
area ofystaie 1 Yoissonbipured iputematicplly coHegidhe eustasignésdast usipggheflpasioni ncl uded
in the snapshot to the collections server 130. By transmtting the data
from biensatiapstotd wfthe Deifddtldirete@ydd2 o htleérhahd cldcirmac dfscoveey per sonal
conmputer, the local collection tool 132 advantageously allows the

cust odirafagdetheaPRirl ¢tuQ 0taBeaddSe® thetu smﬁzmd;b‘l@ﬁw dthR&busttiBsloaid dodkctbd b er ence
fromthe |local collection tool 132 and even interact with the data stored

on t hephprd Mécv&yamrag@diét@em@sotfm%g%hﬁfoﬂgamjf §01té8itﬁ¥geihr@1@§1§?fér{eaﬁd to the

collections server 130. In song e iments of the invehtlon, e tool may

be dep]oved to the users' . conputer and harvest all relevant files wthout
he ool oS AL R TR o PR Blal SRy e frie Tk andin 1o

t he usgrg[ n?chlnes. This is advant%%eous when attenpting to collect data
f r om adifisEt facationsahatiiac sistiep 19 caisadderss i 1R ufiBE PaTSPRYCOMEEY EB1aHg, f or
exanple. [0068] In addition to the functions descri bed above, the | ocal

col | ecadconnts.cold neBorkaipragsl asensbimcbidinfg ljomelpaces anda$tsméd Dtivest he dat abase
server 120 a catalog of the files included in the snapshot to be stored in
t he on@oibel col | Hetduendiataprafiastyr athkwdiaatrabagd faycdlectie!) eiddnzed Ryst t he
col l ections server 130 in order to determ ne whether collection is conplete

and t OpfBscidiRal M RIEHD LeDcRald el il%‘%st@ﬁia'hn%eﬁ’Qi.ergledﬁfonicrﬁiﬁoﬁfkl@t ion.

Additionally, in accordance with so

management server 110 may undertake to collect the files on these machines. Therefore, the
electronic discovery management server 110 may retrieve the relevant machine identifying
information, such as domain, name, IP address, efc., and may initialize deployment of a local
collection tool 132 running on collections server 130 (as shown in Figure 4).

[0067] The local collection tool 132 is configured to be deployed from the collections
server 130, whether through an application running on the collections server 130 or
otherwise, or another server within the network 102 to any of the enterprise personal
computers 140. Therefore, for a particular custodian, the local collection tool 132 is
configured to utilize the machine identifying information supplied by the electronic discovery
management server 110 to be deployed to the identified custodian computer. According to
one embodiment, the local collection tool 132 is configured to be automatically installed on

the target custodian’s personal computer. The local collection tool 132 is further configured

28



enbodi nents, the local collection tool 132 is configured to conpile and
transmt to the electronic discovery nanagenent server 110 a |ist of
network resources the user is using, including, for exanple, network
applications and file servers that the user has used, accessed, or mapped
as nettwaekerdici avmapstibhbstheidata refidingsauhe ksalnsyrapeosthopedonal computatiabase
server 120 in the custodian's profile in the Unified Directory 122. Wth

r egar diot exdnilo iy SshONcqhmeRSallyf dviaBSblE RRTBEINVAThe FRMASRELOCHRE
enbodi nent of the invention, the local collection tool 132 is configured

to conpLess sl s n%gglo't'g Qf\gg%gﬁrefa'dnetﬁﬁg&gwg%&e} Qﬁd%ﬁﬂﬁf‘% ibOof he

col l ections server nts, the e ect oni c

(o°dor B HEAHERFR U SFbE e BBtentthon FR A BRI RN E iR i

conput er wat chin 117 is_configured to nonifor the network 102 and
det er ﬁénm%hféwfgh (f%st@f?fiéwh? sadsliveoh she Resspat earutarp therlacal gpilgpsion
Therefore, in the event there is a custodi an whose | ocal machi ne needs to
be coltbectEhdvatiegeosiyuntlions thitushidiap togohtiluc7tojuse borhagumeditheutdet er mi ne
when that machine joins the network 102 (i.e., when it appears to the

conput wibstaatia mtedetend frdihthe Radl dolikaion thbkel ¥ edtavenitedtsenly geyataranagenent
server 110 that it should initialize the |ocal collection tool 132

i medi @84 ¥n thd 1993 Qlivé fis ﬁ&e%Hﬁsﬁgﬂ FAMPaghid Keifd RinshifbSioflt aRidebgased for
col l ection) includes any paths for HoneSpaces or Shared Drives, then the

el ect T QS 194 SOUS! Yo IRIAIEIENE dRS g T I TGRSR PusQkect the

files ron1 ese e servers by ini erver ~ col'l ection
tool 134 runni ction server & c%, in.Figure 4). The file
ser verSoBNaat Reer gt s g Fotets kgt dge e il 8 sdligariet ocar ed
at the given path, whether the file server is a HoneSpace or a Shared
Dri ve, PeE@ppandsadcgrdationts B neprs inadhnasi Taisds pdwantageawawbenptenndingliash, and
transmt the copied data to the collections server 130. The file server
col | ectoliert dacofrorh3duseathatmap be gndormmekstigdtionfoesltteed mebngdoing fisr dxbapleal | ow
it toonly copy files neeting certain criteria, for exanple, files that
have cevsgyi n fil® RMitRASH @Sfunctions described above, the local collection tool 132 may

also be configured to transmit to the database server 120 a catalog of the files included in the

snapshot to be stored in the ongoing collections database. This catalog may be referenced by

the collections server 130 in order to determine whether collection is complete and to resume

interrupted collections at the point of interruption. Additionally, in accordance with some

embodiments, the local collection tool 132 is configured to compile and transmit to the

electronic discovery management server 110 a list of network resources the user is using,

mcluding, for example, network applications and file servers that the user has used, accessed,

or mapped as network drives. This list of resources may be stored in the database server 120

in the custodian’s profile in the Unified Directory 122. With regard to transmission of the

files themselves, according to one embodiment of the invention, the local collection tool 132

is configured to compress, hash, and upload the files included in the snapshot to the

collections server 130.
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Al ternatively, the programmed instructions nmay prevent the file server
collection tool 134 fromcopying files having certain file extensions or
other attributes. Either of the foregoing is advantageous if the

e-di scovery nmanager is not interested in copying executable files or

sour ce{ode, for lrexanpéebodimesQ e eltbodiiodnisyery hemnbgdigers @Erver 1 1@ahhect i on
tool 134 is also configured to generate a size estimate of the files

resi di agliRMn. éd?&)dtéf\ﬁﬁ&%ﬁg, tdol @ﬁ@d&&éxmlh@waa% ﬁ(&%ﬁﬁ'a%ﬁ&onoh%nﬁ Ll e server
collection tool 134 may automatically begin the collection process

(copyi pouafigh-L hARRMEL! *r|1@9mﬂﬁxﬁt@x) whibhhBodi 139 i€Sdds i’%}e tI)%r%n?top?}rrfq\g]tv?? K cerver

predeterm ned "threshold additio I'n sone e

col | ec 134 C red 30 to deternin et her a articul ar

Fol der 1hid femtiicy 11%@?%%%%%9@?%@*’%?&}3%@ﬁ@?wora o BotefEring. t oken
anount of nearline files, and, in the event that the fol der does include
such HegvERtihereily weustodioybosedosnd mashine aisedssn dr cpli¢cse, i @mgeravoi d

overl oading the server. Therefore, according to different enbodi nents, the
file serivbmgdobl iddtis ornfiguodd tm%temmpieeshcarl that roschinggotrisitbnnavoth X (ikes
residing on a file server |ocated at the path given in the rel eased

cust odivaen & app&irs loehassimpiiensBichBglthgMiypaidie el the eldcaosic Iaycyedry 130.
[0071] If a custodian profile (for a custodian released for collection)

i ncl Udﬁﬁn H%E‘@éérveraiq@rtﬁzﬁsit gh%ﬁld%ﬂrtl%ﬂ?é Ihe25&O U echBn {38 lgfgrﬁrrn@&i'f{se?y enai |

server then the el ectronic discovery nanagenent server
undert o coI ect e f|| ronrth enter Li.se sernv by
initiatl g thefacl¥vgmg fﬁé rﬁé@‘?oﬁn}dg? f§%' ﬁﬁﬁﬁalgﬂucﬁllectlons

server shown i me enbodi nents, the active enai
col | ecPdt ﬁﬁfoggﬁrmeﬁ@ecqssoréaﬂrﬁ%m@a tll?‘bt1’§§g§§§‘§mt°ﬁ‘é3cﬁéi?lﬂ’rr%"%ﬂag?mﬁﬂtc?%?bft
Exchange server within the enterprise email server 160 on which the

cust od?b{hm@y sodwtaie to egdlegbthe Gl feom ithesk fibaweriras byl indhalidieg thaffide srvéron
included in the Unified Directory 122), copy all enail |ocated there,

i ncl udedipcgomidod 1 Behmnheg daycollbetiorciesiepdBafashotva iR Fjued). eThe fikckepesi od of
time prior to the collection, (for exanple, seven days prior to the

col | ectdiRBfioRd] qﬁ@ﬂ%ﬁhﬁgﬁr@@ (SRR E AR sJe?ve‘i' Rodal@ £l S04 OIS, vsrr‘erzry&r 130.
[0072] Regardl ess of the storage resource |ocation fromwhich data is being
col I ect@iie server is a HomeSpace or a Shared Drive, copy the data residing on the file server,
and compress, hash, and transmit the copied data to the collections server 130. The file
server collection tool 134 may be programmed with preset instructions that allow it to only
copy files meeting certain criteria, for example, files that have certain file extensions.
Alternatively, the programmed instructions may prevent the file server collection tool 134
from copying files having certain file extensions or other attributes. Either of the foregoing is
advantageous if the e-discovery manager is not interested in copying executable files or
source code, for example. In some embodiments, the file server collection tool 134 is also
configured to generate a size estimate of the files residing on the targeted file server. In one
embodiment, the file server collection tool 134 may automatically begin the collection

process (copying and transmitting data) if the size estimate falls below a predetermined

threshold. In addition, in some embodiments, the file server collection tool 134 is configured
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or the particular type of data being collected, the collections server 130
is configured to store the data first (while the collection is still
ongoing) in the short-termstaging drive 180 until the particul ar
collection is conplete, attach a barcode to the set of data resulting from

the p@rdeteshbiay wi@hdreCidrocularaolict RNt coOpicche: faidn iRtsch@r tittudcoR@re erm
storage area network 190 for permanent storage. In sone enbodi nents, the

bar codg} § (aeneh AR AlealilR filbfBnl NG (FOLIREIHPMe t@l@@ﬁ&%% u‘xau&c”éufch at ed by
the el ectronic discovery rranagerrent server 110 an acts as a folder wthin

whi ch i.ne oIIectl 8ssy, | aced. Thus,
t he ba@g@g& fllllgé ngé%t% ngt(%l?fe? collkfse & %Ii(faﬁélq grv ' m st or age
area k 190 and | sed t 1l identify and access th data col | ected
data a "ée OHb 8FCYTIRE. t" Heererg gy %Pﬁié“%’fts %P’Fe}‘ Bé?‘é’&ﬂ%o(iﬁeﬁﬁ?‘afo het En‘%lée%‘ﬂL time

and date of the collection, the name of the requester, the particular file
ext ensotorparpesf the dilessteaidingam afile servsefochicr ot thetnatngiverain theoelenssé usef ul i n
identifying or referring to the collection. [0073] In sonme enbodi nents,
t he coddsedidnonprositr arelrtrdndthiiothean af thecoBanives sérvand® t s  net adat a about t he
collected data to the el ectronic discovery nmanagenent server 110 to be

st or ed OIOIMF he dafrahas@das {J‘{@ﬂileJ@Qﬂ dueiodRX 8RR fbfbdli@@tl&ﬂﬁﬁ&ﬂdl@%%ﬂ%pf ile
in the Unified Database 122, in relation to the stored i nformtion about

the PadEEYLAaCaMPLLL O o ELNBRL B SeRel PR InGTDL BRLEGN: dRDoARE T Ve

emai | ectl on e server C ection, etc.’I'n ot

barcode i nfornation ct kto e .barcode, in.the lLong-term

ot or aqaeiseRbineT 1 §and Eekilfi e o llFsife R aoRLO8 Hiskidy s T or 't he
custodian profile in the Unlfled D|recto6y 122 at the sane tine that the
bar codtl by giindiziedhc agtiycemaglgollegfiandiael] 36 mpaing gncolactions sgues¥Has or
reference by the e-di scovery manager by viewi ng the case record 124 or the
cust odihamwnpndigure 4).adn sdive cmbedinmptshthe aativacthail eollattive tdod 1déiecomifigeredhat
collections have already occurred in the case or for the particular

cust odioaidcesd eSparGodarMicGododl EithaREl/ @it §80HS tHeltnBRpedtl @i 43Y def@er 8 BY bh onnment
or any environnent in which nultiple cases nust be nanaged and cust odi ans

can bey, AR NG ol dcb B G e S 888 Fehi BES RS En bhsed JrOWE it BfinSion included in

the Unified Directory 122), copy all email located there, including emails deleted by the
custodian up to a predetermined period of time prior to the collection, (for example, seven
days prior to the collection) and transmit the copied emails to the collections server 130,
[0072] Regardless of the storage resource location from which data is being collected,
or the particular type of data being collected, the collections server 130 is configured to store
the data first (while the collection is still ongoing) in the short-term staging drive 180 until
the particular collection is complete, attach a barcode to the set of data resulting from the
particular collection, and then copy the data set to the long-term storage area network 190 for
permanent storage. In some embodiments, the barcode is generated at the time the collection
process is initiated by the electronic discovery management server 110 and acts as a folder
within which all files obtained through the collection process are placed. Thus, the barcode is

stored with the collected data in the long-term storage area network 190 and is used to
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di scovery manager to readily | ocate and access data that was coll ected
previously froma custodian, perhaps for a different case, and use the
data, either for discovery purposes or to informthe collection process.
[0074] After the data has been copied to the |ong-term storage area network

190, thentigadndectésofts &id ¥dlectkd Aatainasestimbe Thasdy Mg ofthd haecadatcauldn
permanent storage to the original data in the staging drive 180 and, if

the haghhpg diSimdaRA h%'ot‘f%oﬂ@&i&nb%e%% SR8 &! f?‘l%ip%giocuféﬁ“iﬁ\{@ 180. Once

the data has entered the | ong-term storage area networ , It 1's not
necessar,ily ready for review . Indeed. it s |ikely that.the y need
ro be: prsetul BBy b Y o bBOBEmnlibe b ot e LBRL i B FRURTY

investieggt_.ors q@d ﬂttorneys. For exanple, the files may be encrypted in
t he fofFFFREWIEFOAEPNare col |l ected and sent to the |ong-term storage
area network 190. Therefore, according to sone enbodi nents, the data nmay be
copi ed[@31 he cohvemss gnbabimgpisethe selleationg FyveHsper aneliiel sssves tragseity pt i on
and standardi zation functions may be applied to it. After the data is

decr yptrethdanachbstiahe asliicreeldiatd to ths ecleetrerioddcda@ry haeagenmgyt s@ven Id0do dge ar ea
network 190 and may remain there to be accessed for review purposes.

[ 0075] stiiddnn Hef @fLREE oW 120, for GkBple, in&h@bt%%i@li’él?fcﬂm insthBILRyfiged that
illustrates the electronic discovery nanagenent structure of the present

| nvent iQny,, AcCRr g xgﬂitibf?.t%ﬁlg%ﬁorgm‘?&i:ﬁﬁ?i%gsaboﬁ%hé gélﬂéﬁlﬁﬁ&ﬁ%c{i]& Qe ]1651
certain processeés described herein may be categorized wthin one of case
managenent ., as r.epresented by Blo 00, custodia managenen as

epr SoBit adeB) cARBE" 35 9S urornl 8 ey aiBi Rt Seg PRt s a8 OBiF Bl ock 240,
As descri bed above, the electronic di scove,lr% sg}stem 100 i s arranged such
that cadeedimeatysthedraeaede SHamRitoR, pedn drduatdink fethciharoge HudsonrtesHe anot her .
However, there is still an elenent of the categorization of processes

Wi t hi nstohage eategorerks 0hatstared wohmepe vase reamd 124 andhothk duediamdertdt ood t hat
certain processes may be correctly assigned to nore than one category.
Ther ef @fe@nitibd Derctiogy exThtithesdnty @methd: e ysddems g8Rratd oMsisepasahe:,

managenent of
the barcode can be used for reference by the e-discovery manager by viewing the case record
124 or the custodian profile, as the case may be, at a later date to determine what collections
have already occurred in the case or for the particular custodian. This is particularly
advantageous in an enterprise environment or any environment in which multiple cases must
be managed and custodians can be assigned to multiple cases, because it allows the e-
discovery manager to readily locate and access data that was collected previously from a
custodian, perhaps for a different case, and use the data, either for discovery purposes or to
inform the collection process.
[0074] After the data has been copied to the long-term storage arca network 190, the
collections server 130 compares the hashing of the data in permanent storage to the original
data in the staging drive 180 and, if the hashing is identical, purges the data from the staging

drive 180. Once the data has entered the long-term storage area network 190, it is not

necessarily ready for review. Indeed, it is likely that the data may need to be processed
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custodi ans, cases, and data, certain processes of the present invention may
affect nore than one of the foregoing. [0076] The first process that falls
wi thin the case managenent category is creation of a matter or case as a
framework for litigation support activities, as shown in Block 202. As
descr i hfereabi\earchidbe SrdkusabNabyrelRMEEEINVERKaRNE Bid AtrleyshEotieRimplat er f ace
118 certain information about a particular matter or case, such as a case

nanme )/ - rd b . t.t.er X
o, AR e e b ASPETLEN ARk LB ARG R BplsORl

opened),, nhBRpagers o ntacts for the matter (. e. . individuals, involved in
Che" shielBRRE S P dSfns PE Rrsoreh iR SRk pbslingt Mo Raf B ccovery
manager) .etc. [0077] .1t is noted that custodian_informatiqn is stored
separ at @i PSP EHRSE VGRS PRA T O S iRy O dreryen saratepdudation i n
mul tiple cases. This provides for the electronic discovery systemof the
pr esenfungiinsnedsore applibdieits dafteridhe daty is dasemsesl ansstanelaniezeday sorsternediton t h
one custodian nay be used in nmultiple cases. [0078] The el ectronic

di scoviaeyonzraieag emediic ser vawoklDOsindneasy teltiasn thefctortetacosnsedifor ihéewase

dat abase 124 in the database server 120. The case database 124 houses this
i nfor matheRssuch that all information relating to a particular matter or
case is related within the case database 124 and a user, such as a manager

or con . can [ i e i it il e of
t he rraliogﬁ] or cagbz&l 1%%8%?%?‘#&9%2@%@%?%%%0?% 65% {a}ﬁ; gsvﬁrgglge(?rgﬁgggﬁfe}%t? § |Hsc t he
creati ci_n of (g eservation notices anfi surveés. s%ci fic tp the matter, as
shown FRCUEINSCESAYEY PAnqeqment Sgiie of e Paeseri IBYgery A5earidel P8F  t hr ough
the user interface 118, either generate a new preservation notices or

sur veydnbedimoaiat Asollysiateddn £ gi¢ ar cestageproeessestdeserited iseeispivd§ i n the case
profile in the case database 124 or, alternatively, link a preservation
not i cecatggosiaed/eithel cmeadyastoaregemant, khepdatidbdbe Berkhvl0, d@fodian t he case
profile of the specific case or matter at issue. Also within case
managefBitgement, Berpr@shte@By Blo&eB(; br 825 RfnBRnidneRirefrosdnbal t8aBRCk as

represent ed by
240. As described above, the electronic discovery system 100 is arranged such that cases,
custodians and data may be managed independent of one another. However, there is still an
element of the categorization of processes within the categories that is conceptual, and it
should be understood that certain processes may be correctly assigned to more than one
category. Therefore, while the architecture of the system 100 allows separate management of
custodians, cases, and data, certain processes of the present invention may affect more than
one of the foregoing,
[0076] The first process that falls within the case management category is creation of
a matter or case as a framework for litigation support activities, as shown in Block 202. As
described above, the e-discovery manager may enter into the user interface 118 certain

information about a particular matter or case, such as a case name and/or number, a short

description of the matter/case, a legal identifier, the particular requester (i.e., who asked for
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Bl ock 206. As descri bed above, the c-di scovery manager or a contact or
manager for the case may use the user interface 118 to i nput i ndividual
search terns or search termsets to be applied to the data harvested in
the case. In sone enbodinments, the search teens may be |imted to be used

Wi th pafetdagetodtie dpeséddinanseasl/ @htavistibr Pamidter /!, iRai\iesk eshdwddntypes. The
search terns will be saved in the case database 124 so that they may be

readi |y appkl Sfﬂtiﬁe%ad@@fa\fﬁétt%% rﬁgggoé: de'éfHé A&&@gﬂ@p&'&e@%@g%&h storing the

resul ting responsive data. The processe ring rel evant

attach , hotes and ates.to. rti.cul ar, case or.matter also falls
o i 0T cace Sen BOGHERE 2hSRubgiforBlioh et Hhah SPRRR] BEia®H08 and
210. The e-di scovery manager or a_case contact or_manager nay_use the user
interfQE%”TE@“@HOﬂﬁﬁﬁ@Hﬂﬂﬁ@ﬁﬁéﬁﬁgdﬁﬂélEWF&?Gﬁ%@%sTgﬁﬁnbﬂﬁﬁﬁb¥@@evant dat a,
i ncluding updates and rem nders, to be stored in the case profile of the
case i plettenie diseovtay aséme of the proagianvetiosdo hevaschisbilty, whrntasevadwiceipdat es
are added, they nmay be referenced whenever a user views the case profile

t hr oughssbbiatedseth ot @sfod @ MdBbe Uded iicosiltigstasomt i on nodul es of the present
invention are al so processes that are categorized as case nanagenent

processgmg]as  ShmbiddhoBlQfilcoddid- midi bt R8N o sthhg 1ek sobrRRG i scovery
managernent " server 110 utilizes & cost estimation tool to determ ne the

cost O]Zhehc%g V&ﬁﬁﬂa@@if{% thé %%%5@% IQ%t ?%0. bﬁ?ee(glsé) BaifbasH 1 I¥ § us%g tlIi ctors

i ncl udi ng, §Or exanpl e, "nunber SFGus odi'ans, anount of harvested data,
data types, histarjcal . averages for specifjc data types, .etc. Finally, case
manageliriiaesuch e s B HERER Rt Bt T nbF kot Tetedhia} oy
are represented by block 214. [0081] Mving now to custodi an nanagenent,
cert ai Hieprordaahnse 1 2 mhyusirtwich ag heanagy O 6P1aGT CARISE St et m'ﬁpgegré&t are
shown in Block 220. Wile the processes involving generation of the

Uni fi eth Bewent edy ab2&ile ef thei métjer ooudsd. be cat egori zed as cust odi an
managenent, the processes shown in Figure 5 include those processes

i nvol vigigoranage maghextQhrodds walinaiase wahiiemehB thE ORI ofprép@tioh natter.
In that regard, the first process of custodi an managenent included in

Fi gur ,8ides ahdp ?ui@g}%i stp!ea R 95 th%%ét&:ﬁj,i RFo bR iPBIRRS02" 1 &bard, the c-

discovery manager may, through the user interface 118, either generate a new preservation
notices or surveys relevant to the particular case or matter to be stored in the case profile in
the case database 124 or, alternatively, link a preservation notice or survey already stored in
the database server 120 to the case profile of the specific case or matter at issue. Also within
case management is the creation of search terms pertinent to the case, as represented by
Block 206. As described above, the e-discovery manager or a contact or manager for the case
may use the user interface 118 to input individual search terms or search term sets to be
applied to the data harvested in the case. In some embodiments, the search terms may be
limited to be used with particular custodians and/or with particular harvested data types. The
search terms will be saved in the case database 124 so that they may be readily applied to

harvested data and used in connection with storing the resulting responsive data.
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as shown in Block 222. As described above, the e-discovery nanager may use
the user interface 118 to link a custodian's profile fromthe Unified
Directory 122 to the particular case profile in the case database 124.
Thus, the custodian profile and case profile are correlated. The next

pr oces®es80wi t hi nTlgdstoockiséd v fraanagereldtanit stthdendnt A NGRE $6d opd=eds topr eser vat i on
noti ces and surveys to custodi ans, as shown in Block 224, and the

pr es egﬁ@ﬁé&ﬁ} ca® or 1h§tt§rléqs\6e¥¥§s HALMUBE Qéye%%’agjé}ﬁelﬁrl@{@?m‘yn aﬂié?ﬁ(lﬁlsa%@d phyt
shoul d be understood that, in sone enbodi ment s he system t hat

trans r%lto?kslﬂ?& aﬁldr@ﬁ%ysfh%%ydi&%%rls}rgaﬁa% (?}:eyga%gtc{)l%agfortr#a% n%‘yrzt’%gl steqxe Yx‘%‘ ch the

preservati on noti ces are

el ect r.oni over enent ,server 110 u he c nt ac nfor tlon in
he e orarS ke g TRarENE AR BREY gt 1 el o, S B

preservation notice(s) and survey(s% stored in the case profile to the
cust odindrieminslessp rebesibisdimEietcgse proditeanidhe eesenaihe dagméathlseild4. Qoedl, so that
the only informati on needed fromthe Unified Directory 122 is the

cust odhest' astaclenaits, natdraed sipdAtedre aideds Usyodli yabe wherelksd tvdrenevarialuset he
request to conplete the survey will appear as a nessage therein, and when

she opgess thahsBSHEROBrERA RN ser @RI RY THE kbstRetimpias@Bids bothBer . The
survey may be configured such that when she fills it out, the survey is

aut 0g§§rb§eﬁ r%eﬁtﬁ%@afs%ﬁy%é%@s% it ‘PaEeht%te%ﬂh?Qféseca %@é%gcﬁc gﬁ%?rége I n

t he rofile and e Cust odi an' & ng within
cust odiian_ma t t he ess  of easin cust odi ans 2, natter
Lo’ a chog BEARGAY thip BeeRh 35 S @nid G SRBUIRpr Bt 410 P e
interface 118 to mark the custodian's profile so that the custodian is now
acti vat ! pespmation|tede defaraine da epst ahhavertye seetrvisipariaa hsed a8e dat abase
124 since the custodian's profile 1is linked thereto. Once the custodian is
r el easeuber oé fagtas tnchling, dhrswewptey nomhaydmestodsesaerounl ¢ Dharesstaiodadss t he
custodian's profile and initialize collection based on the various data

st or agixtd g9ad, hisnsidatievdrides €6l dpacitibarigpdsl &c. Theslpf cie masgeapiesant ed by
Bl ock 230, the electronic discovery managenent server 110 may

aut omghiiGald ¥ndeb& oI ARirNEddAIRA SV PESe8dd that are represented by block 214

[0081] Moving now to custodian management, certain processes falling within the
category of custodian management are shown in Block 220. While the processes involving
generation of the Unified Directory 122 certainly could be categorized as custodian
management, the processes shown in Figure 5 include those processes involving management
of custodians within the scope of a case or matter. In that regard, the first process of
custodian management included in Figure 5 is the addition of custodians to a case or matter,
as shown in Block 222, As described above, the e-discovery manager may use the user
interface 118 to link a custodian’s profile from the Unified Directory 122 to the particular
case profile in the case database 124, Thus, the custodian profile and case profile are
correlated. The next processes within custodian management is the transmission of
preservation notices and surveys to custodians, as shown in Block 224, and the presentation

of the surveys to custodians, as shown in Block 226. It should be understood that, in some
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| ocations of data to be harvested by accessing the custodian's profile in
the Unified Directory 122. Alternatively, the e-di scovery nmanager nay
manual | y nake the sane determ nation by accessing and view ng the
custodian's profile. Finally, as with case managenent, custodi an
managesmbbdialess, ihochsiclasha taushies thefsubvaskinag opadieindddchOmtigracessgtnt hat
are represented by Block 232. 36 [0083] The |ast category is data
managepy ihichtEPpRIGVEh RticBl 88Ke40 culh@ai®) 1ATsome @ mRHiRGRC @Rses Wi thin
dat a managenent are the processes relating to the harvesting of data, as
S hown_ lgctﬁln?(? Eisg%ry ;T]QSE enfdhP g&aeﬁ Oluggsl tﬂ? %oﬁttc{'& 19@%}1&1&?&1{ i.%r}h«%) Lu ‘gé%tiﬁ ,%r om al |
the différen §%orage 41 eas of a particul ar custodian” ¥'né uding e
custodi an' s. | pcal . storage o er personal conputer(s), the custodian's
ot wor ROGHSidBE Bt i S dad ot L e s PV alD Doy hs. s ar e
described herein. All_of the data in the various storage areas is copied
and  t starsdrn theepse profiffetodbe pestedivhsingempeambpginends adésndpidgeanil fingéemmis| f or
each particular collection tool or process. Upon reaching the collections
ser ver ugk8d0so at the pekuhformgtidr oeadad fant the Wndfied Dokdtent 12Ans tle duetodamar i |y
stored in the short-termstaging drive 180 until the collection is

conpl et@ail addrefl GhAOIBcudtbdibs cBICRE BEr difail, e degilgt foRdom @ HROAIrAHORIINet wor K
190 in association wth a specific identifying barcode. The foregoing

processg, .5 gs_eaoll’n@%ggé £dr Y Bl QGkn 244 ?]i)%lg "?1€ at Q?ésgdgg%xn gtzt? Hi‘erS% ?q{%lp&eibg n or

st andardi zat 1 on ctions to be app oilt Inor or

sear chabl e and/,or herw se usabl so, t he next process.that. falls within
data namsguit; SheRboRar RECuTeRd adb A SeRERE RS ot e Svdi es
server 170 for anal ysis and conversion as _necessary, as shown jn Bl ock
246. Ch¥temeticallydransiyted hagleia b fiaﬁagases‘se’»‘r\@f Uethisw stogaderia theoiige P and or age
area network 190 to be used in review. [0084] Also falling within data
managethesustpdianherafdisoci ati on of particular data sets wth particular sets
of search terns stored in the case profile of the case database 124. In
this [#g2rd, ceplsifbllsgaritin testedasimangnicnt fshike psesspi odledsehgar e st or ed

with the intention of being applied to certain types of data, certain

cust odi@fbdfardatddn o« AP0 AcRBdsishiWA N BRIK29E. The e-discovery manager uses the
user interface 118 to mark the custodian’s profile so that the custodian is now activated for
collection of data. This may occur within the case database 124 since the custodian’s profile
is linked thereto. Once the custodian is released, the electronic discovery management server
110 may access the custodian’s profile and initialize collection based on the various data
storage locations identified in the profile. Therefore, as represented by Block 230, the
electronic discovery management server 110 may automatically determine the data types and
locations of data to be harvested by accessing the custodian’s profile in the Unified Directory
122. Alternatively, the e-discovery manager may manually make the same determination by
accessing and viewing the custodian’s profile. Finally, as with case management, custodian

management also includes a number of tasking and workflow processes that are represented

by Block 232.
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associated with a certain collected data set. Alternatively, certain search
terms may be applied to all data collected for a specific case. In either

i nstance, the el ectronic discovery nmanagenent server 110 accesses the case
profile, determ nes the search terns to be applied, and associates the
sear chiong3 s W tThd last daasgondie dafa rhineipapphitofpr&taied dl Bls& B40. NOhOMGOF €r m
storage. Thus, the search terns will be applied to that data and the

resul tgy wf,beca@esg@ﬁﬁi@fa@l%éia@ﬁ@nw@%rgrs&sgég rERMh NPT nh e @A SRS,
Finally, as wth the other nanagenent categories, ~data managenent al so

|nclud S, t S ented
by Bl RN hggrg "i':q?g({%%@ aﬁl g(%,lgehs\é@&tlﬁé&]: En\é’ cB[i(?é:t ?1 oﬁa{aq%m %Y] %he 51?1%1:611?
managi ng a case V|ded in a nce w ne enbodl nt of the

o oo Srt oy ST et P%&Emﬁ@rp%goéweawﬁgﬁmfﬁ%eksf%én s d0GL ST BE OREE BFTSPR
created by the e-discovery manager and stored in the case database 124.
Next , eustuddlsdribe apvdodigeedetriork Rorazgsecasahic shuotians cBladciknd3ow, othgr | i nki ng
the custodian profiles of the Unified Directory 122 to the case profile.

Next, @sast eparesiesttibdd byreirBl it kf 86latd inehevahice stoerye aremsagespiahaddr the case
contact or manager adds search terns to be applied to data harvested for

the cassniféd tddhdhlicoBbisUeHcON$0, a8 deerdRP hy HAG] FdrQaslepirtbulaf &51188tid:0
particul ar data types or cust odi ans. Bl ock 310 represents the determ nati on

t hat U5 or eggg%ég?d@g@&1&%1@%%165@5%3*@1 ?3(5@5{&1%8@{1 C&JI o Sfar | f there

is no matt ecau preservation notices are not or exanpl e,
for an udlt 0 st r.ai the i |t|allzat|on of
ot a PRI e es Ry B & T dher-AgFR %%%dflggﬂ%wﬁﬂ HEeREIO han | ust a
case, then the creation of preservation notices is required, as shown in

Bl ock epmplete; Bodugh mat ibiseseed &t thedonbieraatorage WRHIFIWORK B biiessocirtiog
transmtted to the custodians added to the natter, perhaps using email. As
shown Wwith Blsperiti@itiénti fyirgsmirerdler Thrdoicgeingpdadess im;{wrb@néﬂmyo&ledk 246 Thown in
Block 3 18, the rem nder notice nodule transmts periodic rem nder notices
t 0 cusdsdinansequidelcOgbli6Esr SR bz &Rt fufstihs @B hppaied to FEY ofdiifdrdt to

cust odi ans about the preservation notice and/or remnd custodians to fil

out be searchable and/or otherwise usable, so the next process that falls within data management
is the copying of the data to the conversion services server 170 for analysis and conversion as
necessary, as shown in Block 246. Once the data is converted, it is returned to the long-term
storage area network 190 to be used in review.
[0084] Also falling within data management is the association of particular data sets
with particular sets of search terms stored in the case profile of the case database 124. In this
regard, certain search terms stored in the case profile are stored with the intention of being
applied to certain types of data, certain custodian’s data, and/or a particular barcode
associated with a certain collected data set. Alternatively, certain search terms may be
applied to all data collected for a specific case. In either instance, the electronic discovery
management server 110 accesses the case profile, determines the search terms to be applied,

and associates the search terms with the barcode of the appropriate data sets in long-term

storage. Thus, the search terms will be applied to that data and the results will be generated
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surveys. Wth regard to surveys, in the event a survey is required or
desired, according to Block 320, a survey is created. The survey may be
saved in the case profile in the case database 124. As shown in Bl ock 322,
it is possible to enable the survey to be attached to and transmitted with
t he presEpréadnt@nonotic@es fo3Mhaly8 HindNgXhs wah 1shQner rhihaBloek dgporitdie

e-di scovery nmanager nmay rel ease custodians fromthe matter to the case,

whi ch i blahbdetht GRbIGGEdRQR n%tnbtehsfﬁgsahggﬁ@wo&cf% @-océs%essmmei n Block
3 he el ec I sc

26, the e-discovery manager or the ronic very nanagenent server
122 a 5es.t.h dian profile, determnes the data types and | ocation
to be gegfﬁ%g@t %h?’%lﬁcg‘si@m tializes the applicable collection tools to go
col | ec&%)t gﬁ dat a .%c the data has been collected and a uni que barcode
has beti?8aksi gnedVifforedugifedat et OHHsIEMBIATY REOCHS 1OF BIFNa$nS 8 68%d8i an and
storage |location fromwhich it originated, as shown in Block 328, the
sear chprovisef singeesiidanss| withseryr engbddimeieo! dlsprepmofrivieptiomyApeepsessitghéd to t he
dat aset based on the input instructions regarding the search terns. These
sear chBteek92 nmyasber appki e drdatedtiyahe atdissetergmebnaptraandesittd & thaved t o be
presented to reviewers for analysis. [0088] Wth reference to Figure 7, an

exenpl agibRE 08 S Nek O EudtBNAG P adtca s t1RAasd) ak Showt BVBRIEH 304 Hyaskard@ace with
one enbodi nent of the present invention. First, as represented by Bl ock

402, a yolel! i ‘ " r e tRiS, T r.d,

cust odf%ﬁ%lgp }e{s?fﬂ%ﬁ?éﬁﬁ%@%c@ Eé%?% fr%etci:ltgg%;% p&@ei IrsN y f r?gg%l%gn{eaéyr el evant
case o r.profile. In order to. |l ocate .the custodi s profile, a

oot odPIROLE! wReiisoF iy ke ol SR St S PR ER B Sy o or e,
the e-di scovery manager may enter any identi f%/_i ng i nformation about the
cust odPamPligdée Aep hpgvested {d1dhe ease.gariuding ingrvstionteasip rrRPIyEErthe srakeh fi cat i on,

emai | address, etc. The custodian search nodule will take the input
i nf or nermety partdcdaatarhtypbeoidnisfodzds. DBl t3d Oyepra@tsftbe detemaitietion thiit moste t han
one match is obtained, the user interface 118 will present all matches and

al | ow bdhgrage gH BCAVEl RO 20EMak@ RjQMERaidaf arsosimtesdiepbeddukes to
determ ne the intended custodian. In this way, the correct custodian is

i dent i fi.edvant ddiePi@hbl i%qufre(f, I?@Iexampie, for an audit, then the process will move

straight to the initialization of data collection. On the other hand, if there is matter, rather
than just a case, then the creation of preservation notices is required, as shown in Block 312.
[0086] The preservation notice, as shown in Block 314 is transmitted to the
custodians added to the matter, perhaps using email. As shown in Block 316, a reminder
notice module may be employed. As shown in Block 318, the reminder notice module
transmits periodic reminder notices to custodians. The notices may be sent over email and
may remind custodians about the preservation notice and/or remind custodians to fill out
surveys. With regard to surveys, in the event a survey is required or desired, according to
Block 320, a survey is created. The survey may be saved in the case profile in the case
database 124. As shown in Block 322, it is possible to enable the survey to be attached to

and transmitted with the preservation notices.
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custodian is linked to the appropriate case or matter. [0089] As
represented by Bl ock 406, the electronic discovery nanagenent server 110
may det erm ne whether the particul ar custodi an added is a nenber of the
enterprise "do-not- contact list.” In this regard, there may be an

i ndi cgOuBT i n t hEexusd Gdiwanh BigtkoIAd, ehel ndibdrereBPOmbnadet adyelegetsydibd? t hat
the particul ar custodi an should not be contacted regarding collections,

and anf@htied m&ems tEORAGHhi S A1 i@ cUB&Gon DY R @StodMnddMHN AL SRV R
assistant of the custodian. Alternatively, there may be a separate

ggcggts% 81% tst}é‘%ilr' ?ﬁ}sc@%&%ﬁf}m% ’gerl n%?ﬁ'ée %ﬁétfﬁﬁ%&s‘%‘%}éﬁ&? %‘%%n%ﬂ?%%v i an ﬁppear s on
h I
the cf'ér?%sars'a{frc?h%a? i BB it St Bares SR HIEHE e relFetEhantust odi an

shoul d not. be directly contacted, the contact information for the

cust odiEiisesHhe prpliablecacgiondpols fagricoliect therigta Otss thpdaip hagbeerhi s
information will be used later for transmtting preservation notices and
sur vey®llef®©d90] a Neique bargode basrtdan essiguietiio Bhabodat408hased detlerparatiiron i s nade
by the electronic discovery nmanagenent server 110 as to whether the

cust odivddhasndeenagddedidndrd@n Madiel offinatedC&SBowhfin BlodkS3 R, gRsearchhen the
custodian is verified, as shown in Block 424, suppl enental dat a may be

added ttealglgevrauag%r@a EQEéSIe‘?) xrzgl thdiskil %Bth@%@@fb%@e@ ASnE Gyt red, as

shown in | ock 426 an t hen t ous ectron tools are inrtialized
by the el ectroni c Qver nana ment._ s rver q% k ctid on of .the
cust odr SREOBEREE BRI 197B o o S P o Rl e p e
matter, the pregervatron noti ces may. be required. Therefore as shown in
Bl ock 4 EFsulls Ve @rb%PW%%“%%@ﬁE@eV@mé@h@“%ﬁﬁsenarI to the custodian or
custodi an stand-in. As shown in Block 412, the custodian may then be
i nact il0888d f r onMithaefesense eFruse], ahexempbneprosasdn; mdatgnglocsstedion iseed t 0
be col lected fromthe custodian. In the future, when it cones tinme to
col | egirofikiednih hecordisico aiitimnetehthod sEM @ et predent Heeiteac tHixatagdeprasntiown in
Bl ock 422. For exanple, a particular individual may have been added as a
pot entyyalicek bR @RsodPiflis added to a matter or case. In this regard, the custodian’s profile

in the Unified Directory 122 is linked to the relevant case or matter profile. In order to locate

the custodian’s profile, a custodian search module may be employed, as shown in Block 404,

Therefore, the e-discovery manager may enter any identifying information about the

custodian, whether it is the custodian’s name, network user identification, email address, etc.

The custodian search module will take the input information and search the Unified Directory

122 for amatch. If more than one match is obtained, the user interface 118 will present all

matches and allow the e-discovery manager to browse the associated profiles to determine the

intended custodian. In this way, the correct custodian is identified and the profile of that

custodian is linked to the appropriate case or matter.

[0089] As represented by Block 406, the electronic discovery management server 110

may determine whether the particular custodian added is a member of the enterprise “do-not-

contact list.” In this regard, there may be an indication in the custodian’s profile in the
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was | ater deened to be uninportant based on initial review, thus leading to
i nactivation. On secondary review, however, a realization my be nmade that
this person is of inportance after all, thus necessitating re-activation.
Such inactivation and reactivation does not affect the 40 actual data

col | ecUnifredibioatss 1antha Meparindat@stobRnRBbd1e hof Py eonttkddackiiamg | evel of a
particul ar case. [0091] After a preservation notice is sent, a

det er mMARLL, h$d M?‘e;Péfnief%&n%l:t%@xbﬁfame%sea"sﬁ@i@é(@in\’ad?ﬁﬂ%%ﬁ?@éssﬁémﬁg 110 as
to whether a Survey is required, as shown in Block 4 I't should be noted

t hat 'Hm%h&t%;’a t%lt% 99.':15}‘3 E‘,x% ntl bc p%}&?(pdo QOy\@ontt ?'I:st s? 1 ta survey  may
ot''c Yored iy

be madée pri serva I'on no ’?nate

enbodi i f t surve |s required, it becone conp nt of the
preser 5@33%%8%@ ‘2’3 tpianust g ccespeddad C%qdrfamdﬂ?ﬁeawlgf thyy of f Rt B6st odi an.
If a survey is required, it is transmtted in conjunction wth a

preser MQ%W apereen thtdist Ha eitheviaptence: o defsrmisatieniistyaderns temdiethenei rot

di scovery managenent server 110 and stored in the database server 120, as
shown ihe cBtodikn 4i@:ld Bediradbr concictedesnd hahe that fireesetodanisbouldobi bes and
surveys may also be transmitted to the custodi an, as shown in Bl ock 420.

Next, @ne®lylconiadteli] the cbRa@Qhiotakticadod thed diBtodihmt s%%‘sl@fént @r beleeaagdlifyr om the
natter to the case as shown in Block 418, and the various coll ection

tool's gr@idm (‘3‘6‘[941!3& eﬁin@meBgﬁ atic \9(1;1 Qfk§ 13‘#&1‘%%10%%8}4}1%%%9&%%981? ﬁf)t\(@e% 110

for collection of the custodian' ata, as nthis
process d.the custodi an's proflle inthe Unified Directory 122 is accessed
in ord¥ ¥%6"Y8t erni ne the various |ocations where the custodian may have
stored data Finally, as shown in Block 430, the custodian's data is

col | eck®gY] [OOQZFeﬁef@qCP'ﬁ]@“‘E“owﬁl Sle&A08, éﬁ@Fegmﬂfi‘llwdeéijrbé’rFBe gleetrgftigsent ed
of a nethod 500 for harvest data from various data sources, in accordance
Wit h edibadierremtsagsimenheerrddmas to Whetéc:tthonust@ctiatharheeﬁeQdedtth@ patoT es 8
whereby data is collected is initiated and, at Event 504, the type of data
is ideqdstf ifdths aRabQ tRinahk cBAGLiSH Bnickified, Rchbwe ileBlick 42haduphRntatd égked from

an exchange systemor the like. At Event 508 the automated active emi

col I ecti,PBe h@RId thShe custodian profile in the Unified Directory 122 as required, as shown in
Block 426, and then the various collection tools are initialized by the electronic discovery
management server 110 for collection of the custodian’s data, as shown in Block 428. On the
other hand, if it is a matter, then preservation notices may be required. Therefore, as shown
in Block 410, a preservation notice is sent via email to the custodian or custodian stand-in.
As shown in Block 412, the custodian may then be inactivated from the case because, for
some reason, data does not need to be collected from the custodian. In the future, when it
comes time to collect from the custodian, the custodian will be reactivated, as shown in Block
422. For example, a particular individual may have been added as a potential custodian, but
was later deemed to be unimportant based on initial review, thus leading to inactivation. On

secondary review, however, a realization may be made that this person is of importance after

all, thus necessitating re-activation. Such inactivation and reactivation does not affect the
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i npl emented to collect email fromidentified email address. As previously
noted, and in accordance wth present enbodinents of the invention, if a
custodi an profile (for a custodian released for collection) includes an
emai| address for an enmail account on the enterprise email 41 server (160),
then tfeuaebge cbDeytionPreeoy aid/oRNAGRNBHME nslley Bire-LalEioNpleveingter t ake to
collect the files fromthe enterprise email server (160) by initializing
the acid.y&gmmid collection tool (136) running on collections server
(130)." I'n some enbodi mrents, the active email collection tool (136) is

confi to ac st rticul ar. M crosoft . Exchange,seryer,wthin the
onter J8DEE) o T ARER LSRR, Bl R R SRR SBT R Il (ki o
is kno based on the information ipcluded in the Unified Directory 122),
copy A TFCoNR e AgEmEBcPer A &0 85 rwhﬁﬁ?lwg%ﬁem i 56%1‘3@]18@&51%11%820%&#9nat ed
priordferiod, for exanple, seven days prior to the collection, and

t r ans it shaqulé be bpficd dhas irmplfesnate enhedistanisdbe demigor en whethel 8ojend Brserwsiyai |
collection tool is also capable of inplenmenting bulk requests and for

col | eciaybe erade briontoasendiap dduregrbaminsiotiseich sash diaerhite effbedenaitd, itk | ecti on
tool is additionally capable of being inplenenting enterprise w de and

requi r&svdyas %ﬁ‘i&@ﬂ, it fa0betdi8E 8 cAhpski@t bf 18 phQ@ehlibeabtiddid, Mk, ia¢Bessemi | . I'n
this regard, the email collection tool (136) serves to reduce security

risk.. silkggmHﬁgéJ?Ylgﬂ&uswan. af 9‘%&92 %%ﬁﬁﬁ%’ 8t']}§ ijlﬁg%ftg& U %%'t?r&:ti@n Higgi ng

| ocation, suc ort-term stagi rve to attach’a barcode to
the set _of emmil resulti fromthe riicular collection. The barcoded
data | SPEHEHALEILEe Y RommuRTcar el helte Eles e rocu Sy muoarBanet wor k
(190) for permanent storage. Furthernore, the collections server (130)

t r ansnicrer f he apdptetrdan ithy Giiaheee gverd 20nes Sowatip Sledk Hits dvaindennptisgenent
server (110) to be stored in the database server (120), for exanple, in

t he cufst ddipaesesvapipohtiessiand shievelninhy edo bPdtaabaged (d 2@)cusiodianghsathiosm ito t he
stored information about the particular collection. Therefore, the barcode

can beRlsed2(.0NekebhtcanBainE torcdlidbedatd] @ecls®ddptieFdledied fog Ve ingit@r of the
data. After the data has been copied to the |long-term storage area network

(190) , it D&se §50411|0%tii1(]§? cksfﬁrSYQﬁdngﬁ%%g)ioﬁsoéml%ﬁﬁ& B8 a@@ﬁﬂieﬂ&e@%ytﬂrﬂ? data in

per manent storage to the orfgi

electronic discovery management server 110 for collection of the custodian’s data, as shown
in Block 428. In this process, the custodian’s profile in the Unified Directory 122 is accessed
in order to determine the various locations where the custodian may have stored data.
Finally, as shown in Block 430, the custodian’s data is collected.

[0092] Referring to Figures 8 and 9, flow diagrams are presented of a method 500 for
harvest data from various data sources, in accordance with embodiments of the present
invention. At Event 502, the process whereby data is coliected is initiated and, at Event 504,
the type of data is identified. Data Block 506 signifies active email that is collected from an
exchange system or the like. At Event 508 the automated active email collection tool is
implemented to collect email from identified email address. As previously noted, and in
accordance with present embodiments of the invention, if a custodian profile (for a custodian

released for collection) includes an email address for an email account on the enterprise email
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data in the staging drive (180) and, if the hashing is identical, purges
the data fromthe staging drive (180). As such, barcoding is perforned

wi t hout the need to execute the harcoding tool on an exchange server and,
as such no human intervention is needed in the 42 barcode process. In
accor daaee (Mo iRAlRdtiBRANS AbcdvBs) RERSRHeni RYRRY1 W) mBN;deaiiGodeoBY be
assi gned per custodian, per data type and per event (i.e., case, matter,

ete.) IiRGAd] ndh by eNbrpAleembil G bal (| 66{ RN AR RuilRYnRR BHSAGAGI Wi L
a specific search termset or sets. en the Search terns are applied, a
listin the file nd docu s .l ncl udi t hose. ter the "search term
e 100D e o RBRERPLY B SR 5" G PR PhAF ruPERbE D ase
serverg%&ZQ@..The revi ewer nay provide_ an indic%tion of this to the

el ect r B EL ) ScspERyrefin agreRehe Paricylar Micrpgott ixphanepagrvenshhindhe a

determ nation that other docunments within the search termhit list are

mor e | pidelpyise empid serespidiiisinsehich 0gosistodtaniyaspus TasidesHaheadd ik Eoewy baged
barcoded active enmail data is copied to a processing drive for subsequent
anal ysos the infsmatibidinomdad irettie t hafied Daectatyur’®) afopgalicinaildbeatediheteat es t he
need to perform conversion and/or decryption on the data set. At Event 516,

the agicligenedmiils Rakdl §8lo d SeslPBRADrioPh&dd) Sorakahipd, SeveRWayPfbor t8ihéEvent
518, the data set is exported to the requestor/reviewer for analysis.

[ 0096] ok o106 20 AL {J55 RS 1n O SN ERAYE: 8Py eTnPBREY enmi |, such

as mai | acces roug ent-server, col vé application, such
as Lotu te r th | i.ke., At Event. 522, NSF.files or any.other file
ypes. HOIBEMS oo ST oanle oF Rl Tl Ok P ans iich TP g
harvested froman enterprise-grade emai| server having collaborative

capabi pehefelsd bagis sudsastailyt Jhe pawilvellediondpolds addiongliycapatdoofrpeing Event
522, a barcoding tool is inplenented at a staging |ocation, such as

shor t - treplemsbtagy engerdrisoreideb80 yedquareant asiveaidbatifcasler the likhéo s@tecothe

non- exchange server email resulting fromthe particular collection. The
bar codgslivdahraill In tHI Fegaap ieten@ilec 1 ROTAOOR{18E) sdrestth @edu@B gedugityiHisk. or age

area network (190) for permanent storage. Furthernore, the
[0093] At Event 510, a barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of email resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. Furthermore, the collections server (130)
transmits the barcode information to the electronic discovery management server (110) to be
stored in the database server (120}, for example, in the custodian’s profile in the Unified
Database {122), in relation to the stored information about the particular collection.
Therefore, the barcode can be used for reference at a later date to determine the origin of the
data. After the data has been copied to the long-term storage area network (190), the
collections server (130) compares the hashing of the data in permanent storage to the original
data in the staging drive (180) and, if the hashing is identical, purges the data from the

staging drive (180). As such, barcoding is performed without the need to execute the

barcoding tool on an exchange server and, as such no human intervention is needed in the
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collections server (130) transmts the barcode information to the

el ectronic discovery nanagenent server (110) to be stored in the database
server (120), for exanple, in the custodian's profile in the Unified

Dat abase (122), in relation to the stored informati on about 43 the

par ti cbrasdeqobimet Inorwcorlheccef o embbdiendosy cfablepieaint eventied dnobarcetienagce at
a later date to determne the origin of the data. After the data has been

copi edvd &stphed pangrsiodram ﬁéera@il@E@-étﬂﬁpch@EmFE £Q0hattdhecgol | ections server
(130) conpares the hashing of e data in pernanent storage to the

origi n[%l Q]at ai nA# ﬁ@etﬁtﬁg'tﬂg cglllér%&i dﬁ@ga%@% Ve 38%3335311 E@ghtag denti cal,

pur ges the data fromthe sta t he

col | ect ed, non- ex cha e.,5€e il data be ASSOC with a specific
sear ch AL OSEre & Suat WHEpHERSFIE Sk P e g?éﬂé’a?fpt? F?gcs B st ng of
the files and docunments including those terns (the "search tern hit list")
are pré¥ERtats ipguding thosgjsrawdicy ﬁ%ﬂrah ymdyitistd WW&@%@&B%@IW@@#

(120). The reviewer may provide an indication of this to the electronic
di scovasystpredayéredatabges sasver1120)). vhicteviesser trfagprovdfe amindgetion of Hag foon t hat
ot her docunents within the search termhit list are nore likely to be

I esponie ¢tectrbMOAXcofdry vmngehdf seitvbe! NGHi¢H @8y dienamdket de@drmiihdtnttypes
associ ated with non- exchange server based emai|l that nay be encrypted is

decr ypgiagh drbiRgnd vARGH YRIdeARh QR] hit let ar@%?é H'l@é???o i Féﬁ' &fhedi ments of the
present invention. The encryption of NSF files occurs at t he user |evel

and, 'b%bﬁ]f ore °R|t I‘év&ll%lh! it g@?ésct%dhzgtd%% Feoliel %ﬁ@%%?&aﬁﬁé%f scoalde%‘%r%p“ on. The

decryp t ool ows “f or I'on o ata W thout the
know edge of the use /encr pti,on tool f|n il es that
exi st BIRGGHEEATIVE FH W&t foBsis. & E@lﬂ&%eew&ﬁ B, | D
files, associates the database with the user/encrypter and subsequently
decr yp‘tbé’lftthfethé aeed [ Botbop]copyergpe and/osdecrypiomunthe detasng e srane b L@t | dat a

set is loaded into the analysis tool and, at Event 532, the data set is
expor t edivt ezl @ataesgtizddatet ﬁmitba/\ﬂraljfsdimoahatdy sf Bvent 518, the data set is exported

to the requestor/reviewer for analysis.

[0096] Data Block 520 signifies other non-exchange server based email, such as
email accessed through a client-server, collaborative application, such as Lotus Notes® or the
like. At Event 522, NSF files or any other file types associated with non-exchange server
based email is manually harvested from an enterprise-grade email server having collaborative
capabilities, such as a Lotus Domino server or the like.

[0097] At Event 522, a barcoding tool 1s implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of non-exchange server email
resulting from the particular collection. The barcoded data is then copied and communicated
to the long-term storage area network (190) for permanent storage. Furthermore, the
collections server (130) transmits the barcode information to the electronic discovery
management server (110) to be stored in the database server (120), for example, in the

custodian’s profile in the Unified Database (122), in relation to the stored information about
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[ 00101] Data Bl ock 534 signifies journal ed data, such as electronic
commerce data stored on a repository for the purpose of regulation,
conpliance to regul ating bodies, such as the Securities and Exchange

Comm ssion (SEC) or the like. At Event 536, criteria is 44 extracted from
i nput  gesheubadoliatical Myicefidrer@d bhkode eeshconall 66 refetrdrde pad tayerssitom f or
data retrieval. [00102] At Event 538, the barcoding tool is inplenented at

a st agifernhifs ald Rikin SHER @k, ASRQkhe 484 H&s%&ﬁ'cﬂ?ie&“ﬁd ¥8 z&;lgig)m sanaggé@feb a
barcode to the set” ofjournal ed data resulting rom t e parti cul ar

col | echii@iv, 96, e sfled LA b ifeypant ad AGfus SFTNEARSEnb e | ono-

term storage" ar manent s t he

col l ected and, barcoded j.oyrnal ed data ated t.h.a specific
coar chopRERIS b B gL e i s R ead e D) ﬁgffa’@%&é f%dsbﬁgae%%sw s

i npl enented to insure that any loose files are properly formatted in a

st andafgidatdrers thmattaging dting 618%gard, according to one enbodi nent of the
invention, |oose files are exam ned for relevancy and, if relevant, stored
in a fﬂ(l%]ar dat &t Eeemet20, Suchllascdn®@SIxdhivhge server kmallidem. mThee amoddiat a
associated wth the non- standardized files is retained and remains with

the rehahmabtadc dadréh fehhest orSeu! GRhdithe RERELREMNBreldpbRe ANKERSbOE MY be
required on EML formatted files, MSG fornmatted flles and the |ike. [00104]

At Evefiesafid do&hﬁegtffggfrﬁﬁg ﬁdr aQS}tt@m%e(tthé SehRRUGH hiDEQf fﬂ‘ﬁ g?égéﬁ&’@ fmEool and,

at Event 546 ata set is exported to requestor/revi ener
for anal Si S 0105 enring to ock 548 signifies data
from a i bout “pAPEEAGT &ﬁﬁ%a%*afea% ey QA0 Toe B SEiSoBete e W Event
550, the_ local collection tool (132) is inplenented tog?nOI | ect data from
desi gnddiatipref @gﬁ fodRe Agetaonig fiatRsY mapreciet savercld Vs whishanaydhey gake a
According to one enbodi nent of the invention, the |ocal collection tool my
be audgemphdyedhatniser dogwinants mgthitheneadh tepm hahlyst menmate lemly o sy t he
c-di scovery manager or the like. In other enbodi nents of the invention,
t he | oggpomsdlel ection tool (132) nay be
[0099] At Event 528, the NSF files or any other file types associated with non-
exchange server based email that may be encrypted is decrypted using a decryption tool, in
accordance with embodiments of the present invention.  The encryption of NS¥ files occurs
at the user level and, therefore only the user has the password necessary for decryption. The
decryption tool allows for decryption of the NSF file-type data without the knowledge of the
user/encrypter. The decryption tool finds 1D files that exist anywhere in the enterprise
system, creates a database of the 1D files, associates the database with the user/encrypter and
subsequently decrypts the data.
[00100] At Event 530, the non-exchange server email data set is loaded into the
analysis tool and, at Event 532, the data set is exported to the requestor/reviewer for analysis.
{00101] Data Block 534 signifies journaled data, such as electronic commerce data

stored on a repository for the purpose of regulation, compliance to regulating bodies, such as

the Securities and Exchange Commission (SEC) or the like. At Event 536, criteria is
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enployed to collect data from network storage. [00106] At Event 552, the
barcoding tool is inplenented at a staging |ocation, such as short-term
staging drive (180) to attach a barcode to the set of |ocal PC data
resulting from 45 the particular collection. The barcoded data is then
copi edexandted dromuimpoatyactnt end menddiygentdred in sdaiggedahied paed woerdm (kMA)a f or

per manent storage. At Event 554, the collected and barcoded | ocal PC data
may bercagsqri ated with a specific search termset or sets. [00107] At Event
556 source-to-processing is inplenmented to insure that any |l oose files are

pr Operﬂ%}é rmat tﬁfElfﬂn%;%ﬁttﬂQ% Bl%g‘i’ocfl‘?é Pﬁlemlﬂﬂe& b §st§7§8§ d%faué’x?cs% L9 to

one rrent (0] e invention oose es are exa evancy

and, rel evant e ta for ST file or
the 1 erEiiy Mheiaatith Rl e B oot SO bl PSS iRE o S
retained and remains with the refornmatted data files. Source to  processing
file cHavarisPoRsolipsiione Thehuicrdd dite BNReY Grigandsopmescatose the fongt t ed
files, |IPDformatted files and the like. [00108] At Event 558, the | ocal
PC fiH@snﬁhwﬁgmﬁmwdbéweﬁuﬂ9ﬁl%Mpam@mdebﬁypg@dAuEVmgSéOJﬂecm@mnddﬁmdtooI, in
accordance with enbodi nents of the present invention. The decryption tool

al | owsbdregded éunygitd dita @hayt heeasksidtbd esthdadpacivit kbt teihecknawtsedge of the
user/encrypter. The decryption tool finds ID files that exist anywhere in

the entgi@y)i Se SXPEGM 599 8alES-1p ro@@sfs #%@%nﬁlfen{eﬂ%dltpnfsbleeﬁat e{?ﬁﬁ@&éeat es the

dat abase mnth t he user/encrypter and sequently decrypts dat a.

[00109143 8@5 e,:%vglgﬂé/ﬁfg %t%%eifllaos?a}ndar 1zeggtta1 S(etlnt 1S lrg %g %cé:cg%glgitg %{1% nal ysi s

t ool oca ta ‘e
requestor/ V|e r for ana [ 00110] ock 564 ifies data from
net wor ¥t d(r!FP @HC‘&?%‘%%\%EH %?W‘B??‘a%%a%@&&%é“ d, AT e%ygm, SWEH! 10t he

file server coIIectlon tool (134) is inplemented to automatically collect
dat a f# pepetdatetprael vesh asrdl/ oF fikorrdBplike. The centatlatrpssecigneé widrtboddment of
the invention, the file server collection tool (134) may be autodepl oyed

t hus, standardized files is retained and remains with the reformatted data files. Source to

processing file conversions may be required on EML formatted files, MSG formatted files
and the like.

[00104] At Event 544, the journaled data set 1s loaded into the analysis tool and, at
Event 546, the journaled data set is exported to the requestor/reviewer for analysis.

[00105] Referring to Figure 9, data block 548 signifies data from a local Personal
Computer (PC), such as enterprise PC (140). At Event 550, the local collection tool (132) is
implemented to collect data from designated PCs by taking a “snapshot™ of the device’s hard
drive. According to one embodiment of the invention, the local collection tool may be
autodeployed thus, obviating the need for any manual entry by the e-discovery manager or
the like. In other embodiments of the invention, the local collection tool (132) may be
employed to collect data from network storage.

[00106] At Event 552, the barcoding tool is implemented at a staging location, such as

short-term staging drive (180} to attach a barcode to the set of local PC data resulting from
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obviating the need for any manual entry by the c-di scovery manager or the
like. [00111] At Event 568, the barcoding tool is inplenmented at a staging
| ocation, such as short-termstaging drive (180) to attach a barcode to
the set of network storage data resulting 46 fromthe particul ar

col | ectliegnrtictihe cbh¢tiodedhdab@odal dhefs thapi@tednd amuntaead @dht torghe

| ong-term storage area network (190) for permanent storage. At Event 570,

the coldRGi@dsaiid nRa3080400) RRHERRiCRE Q6ade AakdeBY4b8eas8QedARAd With a
specific search termset or sets. [00112] At Event 572

source @gqge t files are
properPégggﬁgggﬁ léﬁmgtanggggﬁ?gﬁﬁf%kﬁgﬁﬁ ?ﬁﬁgﬁﬁgp%%gggﬁg according to
one f t he vent i | oose fi.les are exanlne for rel evancy
ond, 1+ UL ane At EBR 0 FReg M5t Pl irated 18 A S G LIRS | o or

t he I|ke The rret adata associated with the non- standardized files is

r et ai nBIES AFFAPTPRERY Iemaitechineasandardraddonay. dathisregasd, acaydingdose processi ng

file conversions nmay be required on EML fornatted files, MSG formatted
fil es, emb®infeor ofethe evvehtide somndildstree Eidoaned (00 1d8yansy aEd',eﬁteI@Mt, stohel inet wor k
storage files that may be encrypted are decrypted using a decryption tool,

in ac ceFﬂmc@atmﬁfdrmambadhmms fi0d oit the 1iRE e SERtmdtAeNidsof ated IGth Heabypt i on
t ool ows for decryption of the network storage data w thout the

know ngﬁdaQ(ﬁmeé hRs 'r{ssx%fa/n%'aea'ilﬁ?&ﬁﬁmsw tHE R AQR dh@ Aesf.i Resrck B files that

exi st anywh ere In the enterprise system creates a database of the ID

files s esthe databaevmthth ser/enc d__sub uently
decrypP S PRD R0t A 4 EBE b ST EME RuRIE R eof B RS
| oaded In%ﬁfP gd?g:aly i.s tool and, at Event 578, the networ k storage data

set isldx SEeH ﬂ’reedi?est or/reviewer for analysis. [00115] Data bl ock
580 signifies electronic data for forensics. At Event 582, a forensic
col | ect®i08bol , SuEnentsSBnibadenal ¥O fiesthhlenax be enasyptoh atchiecpladosmeof
interest to collect data. According to one enbodi nent of the invention,
t he fodemgitdnaodll ecicosrduna withymbediments of the present invention. The decryption
tool allows for decryption of the PC files data without the knowledge of the user/encrypter.
The decryption tool finds ID files that exist anywhere in the enterprise system, creates a
database of the 1D files, associates the database with the user/encrypter and subsequently
decrypts the data.
[00109] At Event 560, the local PC data set is loaded into the analysis tool and, at
Event 562, the local PC data set is exported to the requestor/reviewer for analysis.
[00110] Data block 564 signifies data from network storage, such as a shared drive or
HomeSpace. At Event 560, the file server collection tool (134) is implemented to
automatically collect data from shared drives and/or HomeSpace. According to one
embodiment of the invention, the file server collection tool (134) may be autodeployed thus,
obviating the need for any manual entry by the e-discovery manager or the like.

[00111} At Event 568, the barcoding tool is implemented at a staging location, such as

short-term staging drive (180} to attach a barcode to the set of network storage data resulting
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automatical ly depl oyed on the device of interest wthout the know edge of
the device user. I n accordance wi th anot her enbodi nent of the invention, a
conput er watcher tool may be inplenented (not shown in Figure 9) that

wat ches the network to determ ne the addition or 47 subtraction of

conputsid thopdrhieulmedoNet ko apet@Btodel dafaliPiire dopies @8d tehunedidinemd he
network. [00116] At Event 584, the barcoding tool is inplenented at a

st agl qgn}%_@&g; 480 ce 4G Refrk %mtmﬁ&‘iﬁ‘aﬁéxﬁgﬁoﬁl ATAME b A SR, 1HeQobliBg hn@
barcode to the s%t of forensic'data resulting fromthe particular

col l ection. ;The barcoded data {s.then copi,ed and. co icated tq the

ong. e ted PR GREE bRy b bR SR R R B On S ene. 586,

t he caj | ected and barcaoded forensic data, be@ssoci at ?Ld with a specific
sear cHOPELTh set OF F¥@t 9 /2 FoEaiq PIRCCISASIE IBRSMER{SH (R ISYInRlcadydpeg i s

impl enented to insure that any loose files are properly formatted in a

st andaltlgs gredréprydormattedtiniastandapdiagd famadr dhnlys regashaccwdivgdd spat of t he
invention, |oose files are exam ned for relevancy and, if relevant, stored

in a ¢ulepknedaifahd mvamion, Rueh fiks age BAmihed Br otletdney kndk éf reldvantyeoadiina
associated with the non- standardized files is retained and remains with

t he r%ﬁ%ﬁ&?da@fe@ﬂhﬁsﬁéﬂ 8% P@ﬁ[e?& th®lik®r %@%tét&td@)ﬁo&ﬁecﬂ QG th@ﬂoﬂm_ EM
formatted files, MG formatted files, IPD fornmatted files and the |ike.

00118 - - ' i
! s]ta:@taﬁg%’eﬁigﬁlg?%ggg%g ta}ﬁ&’ Ee%@aﬁhfx,mfth tﬁéretfé}ﬁ{&ttg@)ia@%%f‘g%%%g@% are

decrypte on too I'n accordance wt rments of the
present invention. The decryption OOE | Lows f d ption of_.the
Pt o ROSESRBJLS BB D RO KOOl BN Oe R ot HoT S arP ey BEerTieTne
decryption tool finds ID files that exist anywhere in the enterprise
syst emPDclosmaied Glegandhhgdikeof the 1D files, associates the database with
the user/encrypter and subsequently decrypts the data. [00119] At Event
592, t[welfidrensi &t detra 53étthe setwoaldstdragatidestthet ramaby sicsyiitedireated;ypatd  Event
594, the network storage data set is exported to the requestor/reviewer for
anal ysissng a decryption tool, in accordance with embodiments of the present invention. The

decryption tool allows for decryption of the network storage data without the knowledge of

the user/encrypter. The decryption tool finds ID files that exist anywhere in the enterprise

system, creates a database of the ID files, associates the database with the user/encrypter and

subsequently decrypts the data.

[00114] At Event 576, the network storage data set is loaded into the analysis tool

and, at Event 578, the network storage data set is exported to the requestor/reviewer for

analysis.

{00115] Data block 580 signifies electronic data for forensics. At Event 582, a forensic

collector tool, such as EnCase® may be executed on the devices of interest to collect data.

According to one embodiment of the invention, the forensic collector tool may be

automatically deployed on the device of interest without the knowledge of the device user.

In accordance with another embodiment of the invention, a computer watcher tool may be

implemented (not shown in Figure 9) that watches the network to determine the addition or
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[ 00120] Data bl ock 596 signifies collaborative data, such as data residing
at discovery sites, for exanple LiveLink(r) or the like. At Event 598, a
di scovery site collector tool, such as a LivelLink(c) collector tool nay be
executed on the devices of interest to collect data. 48 According to one

enbodi seitacdn h@nipwentd 06 nefek dhsaevwarys/B dRireotd eairedd P6asks ves at
| east a portion of the discovery site database in the e-discovery

dat abaggwohincl uding all files and all revisions of the files. In this
regard, the discovery site collector tool queries against the database to

def e idt) 11 eALREE] 9. e LEELELEYSS LGN, CO0k 5P LOARE L8 mrrles%l apgd on

t he regult of t e query per S |s fied in
t he case managenent s tables. In accordan W th anot nbo i ment
of t hessli‘t‘iV@HP%B‘ﬁ“%t‘Hé‘%dH §@de &g baacods tp I ¢ of foggisiccdiiy wey émg RoraBunent s
and the rel ated netadata and uses the netadata to automatically renane the
fil es. pfrooalangollsetigy ehite powded Hatapathen ¢ppigd eodFomnsiupigpied e Hiedanatera st agi ng
| ocation, such as short-termstaging drive (180) to attach a barcode to
t he set;tomge dicacweiverty (590)dodadrmanas ulokdgeg Atfivem §3¢e tipardilectad and bakbddt | on.
The barcoded data is then copied and conmunicated to the [|ong-term storage

area NeLwRIkddd ) bk AssorRIBHENE sSdcdiA@frchAbmEY&RE s&92, the collected and
barcoded dlscovery site data may be associated with a specific search tern

set ory [0 %%%J:nt’%;BS EY&L-+§ Bﬁbcﬁ%ﬁﬁ’cﬁ 11%’12{??}%69&2 'nﬁgré Biat 18 nted to

|nsure that any | oose |'es are prope a stan 1 zed

ormat ., I n thls ard ccordin t.he |nvent|on
| oose filerdee mper b BRP e R RRiAR 5 ﬂa?tdemﬁ%aaé@fﬁfmdgt&&fﬂ 2 Ca
proper data format, such as a PST flle or the like. The netadata aSSOC|ated
with teebeEmenteihevanten Iqqse Slesiase pemapebior sdlavansiansd! wlemant piered in
reformatted data files. Source to processing my be required on EM.
f or mat & ewbpki dads forlvBG shidy mat PET fifld dretbe lik@D Themmaedagalasspdihted waridhe hend i ke.
[00123] At Event 606, the discovery site data set is |oaded into the
anal ysitandagdikefilds is r@taifedent r608ins i@ thé ft@velnnd Shiadileat Bowettd s exported

to the requestor/reviewer for analysis.
processing may be required on EML formatted files, MSG formatted files, IPD formatted
files and the like.
[00118] At Event 590, the forensic files that may be encrypted are decrypted using a
decryption tool, in accordance with embodiments of the present invention. The decryption
tool allows for decryption of the network storage data without the knowledge of the
user/encrypter. The decryption tool finds ID files that exist anywhere in the enterprise
system, creates a database of the 1D files, associates the database with the user/encrypter and
subsequently decrypts the data.
[00119] At Event 592, the forensic data set is loaded into the analysis tool and, at
Event 594, the network storage data set is exported to the requestor/reviewer for analysis.
[00120] Data block 596 signifies collaborative data, such as data residing at discovery

sites, for example LiveLink® or the like. At Event 598, a discovery site collector tool, such

as a LiveLink® collector tool may be executed on the devices of interest to collect data.
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[00124] In order to illustrate the efficiencies and advantages provi ded by
the unique structure of enbodinents of the present invention, that is,
separating the storage and managenent of custodi ans, cases, and collected
data but allow ng |inkages between them 49 Figures 10-14 provide

i 11 ust Aador@ing t®bnd HBbsEMend STBE frveatidnl Bie/disddvbsy dite colecter stespayset Yeasimanager
conducting electronic discovery using an exenplary electronic discovery
system fﬁ. m%?%dﬁgt%eew sttQ d%sas%rm%' m@to&t aattgba% &R800in gwqﬂtt Qgi al]
Referrihg to Figure 10, screen shot of an exenplary casSe record wthin
t he case. dat a case |nf§5 t ion

proy !
appear S SITE AL B pébém (et BisHEeSRE dRRER Tonl 3RE MG TR, (o 1ink
to other, info ti out the case on differen S, st nota
custooﬁ*%w%wodr%\?wef@mgpescﬂ@%f} joeRer et qysds gen oepich beadenh 8&2@9?&@1@ thot h
t he custodian profiles and the collected data are not housed exclu5|vely
i n t heoldhe auergcMictidate pertpiningde thy Bles tsoretsanad is éiwhease nanhgentgmit fysem Di rectory
122 and the long-term storage area network 190 respectively) and linked to

t he caables.r Braxdrdancgwihahehef dnmgidaney ofithidinnedivnetiicelipovay sék ecligoomi
di scovery environnment. [00125] Referring to Figure 11, a screen shot of the

cust odicanc PR 1 dééﬁﬁwﬁ%%d&ﬁ@ﬁé‘léﬂed nStalhia\ihd @ges tﬁ@ﬁte@déﬁiaqg 'a%rﬂdt@ﬁli)s hown is
housed within the case record in the case database 124, but each custodi an

nane |i nk to the custodian profile within the Unified Directory
122. ﬂ%ngggéﬁgzg%dlnents wher e the custodlan profile in the Unified

Direct 122 d t tion bout the cu t odi an t hat
may helde e obRaEHER Salirihgicodink strd IS HaRenaef 8 HabPEI SRR ORIy Ber 1 nk
shows the custodian record across all cases, including the information
retri eieH-terp saghe doivel &) torttachrachajeorzdo gt of GIBEOVERY Hiteedatd tepdinat i on

regardi ng the custodi an does not need to be copied or nmanually input to the
case frewdhapariibtulsr ¢dlep@on. i th Ear¢odeddutns dgpecupicdlaed eommsmimgted todlst odi an i s
assigned to nultiple cases. Rather, according to enbodi nents of the

pr esenong MateNitb@Pe afcA@ etV R (TR)if6r ;sunsaa@amrswragzearpammm SHev@lledidd andipon a
particular collection being initialized, may access the Unified Directory

122 '%a%cstfea A RoHSY SROUAS nid)ood REQLMBS 1AR ABEYEC LBBIPRNhIsEHhAkcust odi an,

inclu

[00122] At Event 604 source-to-processing is implemented to insure that any loose
files are properly formatted in a standardized format. In this regard, according to one
embodiment of the invention, loose files are examined for relevancy and, if relevant, stored in
a proper data format, such as a PST file or the like. The metadata associated with the non-
standardized files is retained and remains with the reformatted data files. Source to
processing may be required on EML formatted files, MSG formatted files, IPD formatted
files and the like.

[00123] At Event 600, the discovery site data set is loaded into the analysis tool and,
at Event 608, the discovery site data set is exported to the requestor/reviewer for analysis.
[00124] In order to illustrate the efficiencies and advantages provided by the unique
structure of embodiments of the present invention, that is, separating the storage and

management of custodians, cases, and collected data but allowing linkages between them,
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the data storage |ocations that the custodi an uses, such as workstations,
HonmeSpaces, email and shared drives, and use that information to
automatically begin the collection process. 50 [00126] Referring to Figure
12, a screen shot of the custodian profile within the Unified Directory
122 i sripess deth prdsids oyatibheo e fidce thiBIitERat rysiBI2 2o TRYe-Wecdsy ied with
particul ar information about one or nore custodian(s), for exanple, nane or

emai | Adre3sna@Nfe LRESRL ARLAG Y BSHE LS ex%ié}ke}ggﬁl&ﬁl%\ﬂcqg&ov 13': s?st%uihd

occur, for exanple,“when custodians are a 0 cases, as cussed in

detail _aboye. Furthernore, | he e-discover nager. &S wWithin the case
recor d“ Lo bl R F FEE et E e sl R RReY . sRARRE L Rt Y ot e
in Figgre él, t he hyperlinks praovided in the custodi an nanes set forth in
the cHst GHMARIRIRIFYGAPT reapdotithipdhcecagr seaRase ) 2iimpigued-o Tae mesisteacighge
very simlar to this one, except that the Directory Lookup feature w ||
not appasginfoRaativerappaars pudhd mgintage, wylpeptianalonithe lefiHmnd ale gieandp dinlité |
bring the e-discovery nmanager to the custodian profile, where the

i nf or matheoimf@batibn kbeut chiséase ba i fomeht pages) mokemotatdy acustodiaag and eddéricens may
be reviewed. Thus, these screen shots denonstrate how custodi ans are

nmanagegtoBbéed i 2h L da S ERAIMBrEvibH AN BT theCRS@iaWphb¥i k& iht RENeIRY oL
associ ated according to sonme enbodi nents of the present invention. [00127]

Ref j ' | ' { thin th
case | PERSTRMLR crl Ayl TaRERR BThe Ry} L RES ROGMA", 7, e

custodjan information is stored separately fromthe case. record and

1 kedDrgepRe 2R R et bR e ok 0me e Ve G Lok S R v ¢ he
data collected for one custodian in a particular case to be readily
accessEgouia piyBeteichligpnsyyeithia 48 entepyisg giagiTonis dEcgygry engromngitst | s
provided within the case record that sets forth all custodians from whom
dat a hH¥I1Bgen coRketotimgtodiigiedit 2 férech fhot ofithe custbdihi pagchafiths pascirédoed case.
Furthernore, the list of the custodian nanmes contain hyperlinks to the

cust odisgievid@r. oflid @stodidnist stidva dmiohisdyihin €led @kY rebdrl anaé Odse ihRbAISt odi an
record across all cases (according to different enbodi nents), which

profil eyl 8AlsB@YR 88me if #hpdisfif toQhe custodian profile within the Unified

Directory 122. In some embodiments where the custodian profile in the Unified Directory
122 does not contain all information about the custodian that may have been obtained during
various cases and/or matters; the hyperlink shows the custodian record across all cases,
including the information retrieved from the Unified Directory 122. Thus, all of the
information regarding the custodian does not need to be copied or manually input to the case
record. This is particularly advantageous where a single custodian is assigned to multiple
cases. Rather, according to embodiments of the present invention, the electronic discovery
management server 110, upon a particular collection being initialized, may access the Unified
Directory 122 in order to determine the information about the particular custodian, including
the data storage locations that the custodian uses, such as workstations, HomeSpaces, email

and shared drives, and use that information to automatically begin the collection process.
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t he barcodes associated with data historically collected fromthat
custodi an. Thus, fromthe case record, it is possible, according to sone
enbodi ments of the present invention, to readily 51 access both a list of
all collections that have been perfornmed for that specific case, and,
througfmoazd]i vat i RefeRNg: BYMANL 10K s@edd bt 6f thalcliste@bh peifilOBshi@e have been
performed with respect to a particular custodian. [00128] In that regard,
referry . Fi 14 Qe L i codes
asoct e R e PP s A srel 195 1 s
shown. .Thu%v fhe Iist.inglqdes al | datq.ﬁpllfgted fromthe custodian, for
any nuffbRPabkuieE TdRImMaRion AGPW s QL P SNBUERG) QPP PRy BB sed t o
access the data at any ti even if the e- discovery nmanager is working on
an ent399E¢sy, anddhe mplehissu il tequpded + Fiis el CaRcus 16F Cxgus Y ect i on
and wasted effort and storage space by pronoting the sharing of data anpng
cases. cUFtaliang necearldsth ot sasps, av deebsethth dedtal prayeed'ssberdusent heg-dissoakyy depi ct
one enbodi nent of the present invention. It should be appreciated that

t her e muahdgebs withie tieusissveaesrd and viepingrentustdidammselof deneepiecofd, ag r uct uri ng
the el ectronic discovery system such that the case, custodian, and

col | eciiggtrdal & FBRRALMERYBEIGRS PRYVIRH SN BRRALAHRN 12AR1 28] fokR|SihePr eSENt
enbodi ments hereli'n disclosed provide for inprovenents in electronic

di scover.y. 0dj: aji.n. di Vi I .an..en tse w de e-

i scov Bt IREMHTRIN® dUELRlDo P i35 PRy ot P e
retrieved, preserved, earched, reyiewed and_produced in an.effi.cjient and
Cost - iRy R Erae oGl fl S oRBES a8 g AR MPaliEk i1 on by
structuring nmanagenent of e-discovery based on case/matter, custodian and
dat a aiié cpreaosail gl ooipg thak digeovsay wapmeer e theapptodian profde, wdre il enci es are
realized in terns of identifying, locating and retrieving data and

| ever agiforgatipe sbidutt sheodusfadean aoudhieedhcs dotastarege Mcations nraydrtreviegeésThus,
[00130] While certain exenplary enbodi nents have been described and shown

i Nt hethe@CEAFAINYE AGmEHaMitd 8ISy chdtoditing fte RRinUACR.Rt@Red bdatatayghnetiRodi nent s

are nerely illustrative
cases with which they may be associated according to some embodiments of the present
invention.
[00127] Referring now to Figure 13, a screen shot of the evidence page within the case
record is shown. As discussed previously, evidence metadata, like custodian information, is
stored separately from the case record and linked to the cases and/or custodians to which it
relates. This allows the data collected for one custodian in a particular case to be readily
accessed and used in another case. As shown in Figure 13, a list is provided within the case
record that sets forth all custodians from whom data has been collected or identified for use
within that specific case. Furthermore, the list of the custodian names contain hyperlinks to
the custodians’ profiles within the Uniﬁed Directory 122 and/or the custodian record across
all cases (according to different embodiments), which profile or record houses a full list of

the barcodes associated with data historically collected from that custodian. Thus, from the

case record, if 18 possible, according to some embodiments of the present invention, to readily
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of and not restrictive on the broad invention, and that this invention not
be limted to the specific constructions and arrangenents shown and
descri bed, since various other changes, 52 conbinations, om ssions,

nodi fications and substitutions, in addition to those set forth in the

above pajcagbARAgist 8l QRS s That [0 Bk pERREScEor th@dpdcitid Ofe anld, May
appreci ate that various adaptations and nDdlflcatlons of the just

descr i h%g@a@ht@%l Brif€, gﬁgfdf HBHedoh i Mt nARRALL g&%ﬁﬁé&% he scope

and spirit nve I on. erefore, 1t I1s to be understood t Wi t hin

the sc clainms, the invention nmay be practiced other
t han aggg%%@??P@ifﬁgpﬁﬁg‘ﬁ%bed herein 53 CLAIM5S 1. A nethod for

rovidin an electronlc di scovery system conprisin provi ding for a case
ﬁanage%ﬂ? | evel mihehiegadnreieraiag povite Figuwe ddet spresp 1efrﬁhovwmgﬂbprlfgt olyia a
conput er processor, a custodial managenent |evel to the case nanagenent

| evel ; bem@rlqslaﬁmcm:d witlaa pagioniaurestopaowebisohe Uaiftat Riredorygl@denshdvavel to
t he case managenent |evel and the custodial nmanagenent |evel. 2. The

met hodThis, diedisminkiudsh enl data cptlentedirog thetustbria dseanyanagerentaseevat  furt her
conprises generating, via a conputer process, one of a case or a matter

wi t hi ndis&%sec?ﬁt%@mﬁﬁ?%?ﬂ%mnab%\é%lsed - acI@s% t]ﬁ’@&d@@gt By tth@leRplit phgr ei n _
providing for the case nanagénent |evel further conprises generatlng, Vi a

2 COMDHAE Y AGERA0Le v Al LG SSRLIBLLAN 1IOLIASS,s FORELELG o o case
fsggélh fe %\éex fcgﬂéét§o%3a11 Sihste eﬁ%gt an\clilstaorage SpnPeuby pro 1{0?1(1:1§S’d§ shar 132 %f 8ata %roggs Hrveys
cases. The screen shots provided and the processes described merely depict one embodiment

of the present invention. It should be appreciated that there will be numerous ways to
implement the novel concept of structuring the electronic discovery system such that the case,
custodian, and collected data management processes are separate.

[00129] Thus, present embodiments herein disclosed provide for improvements in
electronic discovery. Embodiments herein disclosed provide for an enterprise wide e-
discovery system that provides for data to be identified, located, retrieved, preserved,
searched, reviewed and produced in an efficient and cost-effective manner across the entire
enterprise system. In addition, by structuring management of e-discovery based on
case/matter, custodian and data and providing for linkage between the same, further
efficiencies are realized in terms of identifying, locating and retrieving data and leveraging
results of previous e-discoveries with current requests.

[00130] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative

of and not restrictive on the broad invention, and that this invention not be limited to the

specific constructions and arrangements shown and described, since various other changes,
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case. 5. The nethod of claim11, wherein providing for the case managenent
| evel further conprises providing for search terns linked with a case. 6.
The nethod of claim 1, wherein linking the custodial managenent |evel to
the case nmanagenent |evel further conprises adding, via a conputer

pr ocesgRfibindiddk Wirlssibs, dlodi S48LAGLANGLEQUARSS, Bf . RiIGHS® tﬁéseaseﬂﬁa‘i‘t‘iﬁﬁ the/- The
met hod of claim 1, wherein Iinking the custodi al managenment |evel to the

case qﬁﬁggggggﬁ?h§g§g%&g{§@er conprises rel easing, via a conputer

processor previ ously added custodi ans fromone of a case or a

tt f 3, wh t od
gnagfaﬁ?@ﬁ%l Fevel ?%eéﬁﬁgdgraé% aﬁaﬁ]%@m%gt?ék%wmﬂﬁ%%@Pgﬁaﬁfﬁdﬁeéa
ComTUnl Catl ng, V| a COprUt er pr ocessor, t he one nor e pr eservatl on

not i ceBodibicafrnse ﬂ?ﬁ)lfdét denerihsdicathdimyentspan bﬁeﬁtor*aéau@fi Vélﬂwumiwaﬂvweﬁ &N

| i nki ng the custodi al nanagenent |evel to the case managenent | evel

f ur t hethe somerand epirit ofithgnineationg Theiefore, it brip bt endpstoce dsbrwithih¢hasvepe or nore
surveys to one or nore custodians. 10. The nethod of claim1, wherein

| i nki ngf the@prrudédelhimts, FRAgaNRAMA yenehradtivetl Reher CantsRpLAGENBHestedeal

further conprises identifying, via a conputer processor, data types to be
retri gyggd,for custodians. 11. The nethod of claim 1, wherein |inking the
data nanagenent |evel to the case managenent |evel and the custodi al
managenent | evel further conprises collecting, via a conputer processor,
data associated with one or nore custodians. 12. The nethod of claim 11,
wherein |linking the data managenent | evel to the case managenent | evel and
t he custodi al managenent |evel further conprises storing, in conputer
menory, the collected data on a long-term storage nedia. 13. The method of
claim 11, wherein |inking the data managenent |evel to the

53



case managenent |evel and the custodial nmanagenent |evel further conprises
linking, via a conputer processor, the collected data with one or nore
search termsets provided for at the case nmanagenent |evel. 14. The net hod
of claim 11, wherein linking the data nmanagenent |evel to the case
managenent | evel and the custodi al ¢gpgpgenent | evel further conprises
copying the <collected data to a processing drive for analysis. 15. A

met hod for conducting electronic discovery within an enterprise

envir O”W?”t 1. CO”B%%'hB@ Tbr%?'n%&%rla'ﬁ%lec\(lloﬁica}liscc%\rfra'bjfts gten%r Q&E%%%Eg: an .

el ectroni c di scovery case; Tih Png, Via a conpute prbcesgor, a custodi an
profile of groeidh®birarcatOmbigetlcaClelk@nkithindh shorieiliy dxasesry 8hstea] | ecti ng,
via a conputer network, electronic data associated with the custodi an; and
storing, inliEEaputizp CRBRBICYProgesser. arapledial mapsgemest lexgktadhetaset roni ¢ dat a
in an el Q%&%pkgepgﬁyovery case-specific file. 16. The nethod of claim 15,
wherei n generating the el ectronic discovery case further conprises
storing, inlickinpWwier coepotey prochaoelaeta omiageciesiClova ity theasee managehienst

net wor Ioc%thon aqg Iinkiqg tﬁe ?ustodian profile further conprises

| i nki ngvEHRddhe et dial majagenen 1gvelt he custodian, which is stored in a
second network location, to the electronic discovery case. 17. The nethod
of claim 15, wherein |linking the custodian profile further conprises

| i nki ng t heZ2cust dt¢ artlmdafficlaan wiihetein poividies farioraratiaonganednaldvel t o
storagﬁﬂllocatipns in_Hhe net wor k %ssqciatedamith t he custodi.an, .to the

el ect r SRITET T RRETE SPEHLE ViE COPHMHEY RS $¥e &F &iR8e17 2 T &9 ect i ng
el ectr eqdeendhap@nédindeer conprises accessing at |east one of the storage

| ocations. 19. The method of claim 15, wherein collecting electronic data
further conprises

3. The method of claim 1, wherein providing for the case management level
further comprises generating, via a computer processor, oile or more preservation notices

specific to a case.

4. The method of claim 1, wherein providing for the case management level
further comprises generating, via a computer processor, one or more surveys specific to a

case.

5. The method of claim 1, wherein providing for the case management level

further comprises providing for search terms linked with a case.

6. The method of claim 1, wherein linking the custodial management level to the
case management level further comprises adding, via a computer processor, a plurality of

custodians to one of a case or a matter.
7. The method of claim 1, wherein hinking the custodial management level to the

case management level further comprises releasing, via a computer processor, one or more

previously added custodians from one of a case or a matter.
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collecting automatically, via a conputer network, upon linking the
custodian profile to the electronic discovery case. 20. The nethod of
claim15, wherein collecting electronic data further conprises

i npl enenting, via the conputer network, a local collector to copy

el ectroni c glat a TESMAINRE 0PQlaid 3NYMAREKERKIAL IRUL A A 8¥heLont &t FoviePiodgE ed
net wor ked conputing device associated with the custodian. 21. The met hod
of cl aare pEnaggneané (ayel funtkeneprepiesce osmogniatipg.ofd # eoputehgrogessendhannce
furthe [ 1inking, . via a comnpuier processor, the custodian profile,
whi ch é?%@é 1%%R% Ongg%ggégog °k%€rW§F§§F@& net wor k computi ng device
conputing, to the electronic discovery case and wherein collecting

el ectronic data further conprises accessing the |P address in the

cust odi an pt-of i | &hedndiynd eclaipyd vehesaipinking thacwstodial mangenanilpe! taihget ed

net wor i i : : : i : i
co||e6%?%Sﬁgﬂgﬁﬁfg%?Spﬁﬁ?%f?ﬁﬁgﬁég°%§ﬁ%??§%@gq§§%8§§?ﬁg? ﬁ%%@gﬁﬁug$orage
ar ea assoaicatisaywd dnetdhen@ustigddians.and copying el ectronic files residing
on the network storage area. 23. The nethod of claim 15, wherein collecting
el ectronic data further conprises accessing an email exchange server

associated yth L n i; QN1 nyg& i
resi di ng onm%he Zﬁﬁ?@”@é?ﬁﬁ%ﬁgqg§?§§@¥h§§?§¥ﬁﬁ£%§@k%3m§? élalﬁs%g?qaﬁerein
col | ectasqpashgeotand livel Giather famprises ideohfying e a copyitegpretasen, dati ¢yifek kes and
storiqgitge §§?ies of. the electronic files in a network storage area in
associ Bt CBIFVSi {0 4s6d88dde. 25. The nethod of claim 15, wherein storing a
reference to the collected electronic data in an electronic discovery
case-specific file further conprises storing a barcode associated with the
col | ected ellect r'bi wmedat #f clhimHe whkeksst hdeng thgi dtromenageowslesgldeitia aasé i | e.

26. T%ax%%%&%ﬁt l%@el%lng 4 gu%todfialll Iil%ﬁ%%é@lﬁ(%ﬂ?éd&? kit rer comprises collecting, via a

computer processor, data associated with one or more custodians,

12. The method of claim 11, wherein linking the data management level to the
case management level and the custodial management level further comprises storing, in

computer memory, the collected data on a long-term storage media.

13, The method of claim 11, wherein linking the data management level to the
case management level and the custodial management level further comprises linking, via a
computer processor, the collected data with one or more search term sets provided for at the

case management level.

14, The method of claim 11, wherein linking the data management level to the
case management level and the custodial management level further comprises copying the

collected data to a processing drive for analysis.

15. A method for conducting electronic discovery within an enterprise
environment, comprising:

generating, via a computer processor, an electronic discovery case;

linking, via a computer processor, a custodian profile of a custodian to the electronic

discovery case;
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generating, via a conmputer processor, one or nore search terns to apply to
the electronic data; and storing, in conputer nenory, the search terns in
the el ectronic discovery case- specific file. 27. The nethod of claim 15,
further conprising: generating, via a conmputer processor, a preservation

notice; and 6QdpiMB] GahicBGputél Aetd oL BhicBlREd iatbM R it RS &lsWAE AP Andiot i Ce
to the custodian.  28. The nethod of claim 27, further conprising

gener at i ng, siwriagancompytes menpypee sgorencatortberceléRstedridedtivpiordstained t o
preserg@gﬁon gnmdqgac%p% cng$Q;cating, via conputer network, the rem nder
noti ce 16 thé “CHtBUraN. P2 ﬁé met hod of claim15, further conprising:
generating, via conputer processor, a survey notice; and conmunicating, via
a conmputing network, the survey notice to the custodian. 57 30. The nethod
of clai m 15]16f ur tihemesndticdaimghs, wherfin seneayinathe ClECEFHp AEFRET688or k, a

st at us |80 ; 1,0l Vj AUt r st at us
change Tt B P AR oy ey B s S the
cust odnetvopk bfchlien andclodligcthe@nstsdiah psofflofurthee colmpdtadindimghs eskt@hiart he
status chan 31. An electronic discovery system conprising: an electronic
di scovBF‘{}ﬁ% 3Cbeduitatan e Behts e # oepore é)%f%ﬁ%@lm thsrel &eBtS oni ¢

di scovaf,&Rsese an el ectronic discovery custodi an database configured to
store a pTuraIity of custodian profiles, each profile associated with a
respective one of a plurality of custodians, wherein each of the custodian

rofil re_lin Wit h .or r f..th I ni ' vVer ;
gng €s arq; Iﬁ‘%g met}txod il 15']%11%1‘6?11 lnt}kl%g ?heecg,lts{o%1ancprghl%%8rt§ery cases,
comprises linking the custodian profile, which includes information relating to storage

locations in the network associated with the custodian, to the electronic discovery case.

18.  The method of claim 17, wherein collecting electronic data further comprises

accessing at least one of the storage locations.

19. The method of claim 15, wherein collecting electronic data further comprises
collecting automatically, via a computer network, upon linking the custodian profile to the

electronic discovery case.

20.  The method of claim 15, wherein collecting electronic data further comprises
implementing, via the computer network, a local collector to copy electronic data residing on
a networked computing device to a targeted networked computing device associated with the

custodian.

21.  The method of claim 20, wherein linking the custodian profile of the custodian
further comprises linking, via a computer processor, the custodian profile, which stores an 1P
address of the targeted network computing device computing, to the electronic discovery case
and wherein collecting electronic data further comprises accessing the IP address in the
custodian profile to collect the electronic data residing on the targeted networked computing

device.
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an electronic discovery collection application configured to manage network

collection of electronic data associated with the plurality of custodi ans.

32. The system of claim 31, wherein the electronic discovery custodi an

dat abase is further configured to store the custodian profiles that

conpri se i nidr maThomethellaf chgntls, shaeagellctibgadie@nmid datafurtienosiipassoci at ed

with the custodian. 33. The system of claim 32, wherein the el ectronic

di sCOVAFFSSEE A MAVPErSlorappics atsostadaviththerrustodighRNY GPRIANE Bleeif e Jikest he

storaggﬁhg@gﬁhﬂgﬁak%ﬂgg%n@%%k%gian profiles to collect electronic files of
I .34,

t he respective custodi an The system of claim 31, wherein the

el ectronic discovery collection application is further configured to
aut omat i cal col] ect electronic data of a custodian 0 | i nking a
espect | ve Blist oMMEepIGET PBTTdSaNerE B HrtRet e Butis ComP TR e
syst erﬂc@éssﬁifgadn@n%h eMNBIRI Brehgsseltiaelnan SiedLS6OULEN] 6P EndataRase i s
further configured to store the plurality of electronic discovery cases

t hat iweobogecaiongesdwgen the omell exehapaé gerdet a col | ected by the el ectronic
di scovery col |l ection application. 58

24, The method of claim 15, wherein collecting electronic data further comprises
copying electronic files and storing the copies of the electronic files in a network storage area

in association with a barcode.

25. The method of claim 15, wherein storing a reference to the collected clectronic
data in an electronic discovery case-specific file further comprises storing a barcode

associated with the collected electronic data in the electronic discovery case-specific file.

26.  The method of claim 15, further comprising:

generating, via a computer processor, one or more search terms to apply to the
electronic data; and

storing, in computer memory, the search terms in the electronic discovery case-

specific file.

27.  The method of claim 185, further comprising:
generating, via a computer processor, a preservation notice; and

communicating, via a computer network, the preservation notice to the custodian.

28. The method of claim 27, further comprising generating, via a computer
processor, a reminder notice related to preservation of data and communicating, via computer

network, the reminder notice to the custodian.

29.  The method of claim 15, further comprising:
generating, via computer processor, a survey notice; and

communicating, via a computing network, the survey notice to the custodian.
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30.  The method of claim 15, further comprising:

monitoring, via a computing network, a status of the custodian;

determining, via a computer processor, a status change for the custodian; and
changing, via a computer processor, in the custodian profile a collection status for the

custodian based on the status change.

31.  Anelectronic discovery system comprising;

an electronic discovery case database configured to store a plurality of elecironic
discovery cases;

an electronic discovery custodian database configured to store a plurality of custodian
profiles, each profile associated with a respective one of a plurality of custodians, wherein
each of the custodian profiles are linked with one or more of the electronic discovery cases;
and

an electronic discovery collection application configured to manage network

collection of electronic data associated with the plurality of custodians.

32. The system of claim 31, wherein the electronic discovery custodian database is
further configured to store the custodian profiles that comprise information relating to storage

focations in a network associated with the custodian.

33. The system of claim 32, wherein the electronic discovery collection
application is further configured to utilize the storage locations in the custodian profiles to

collect electronic files of the respective custodian.

34, The system of claim 31, wherein the electronic discovery collection
application is further configured to automatically collect electronic data of a custodian upon

linking a respective custodian profile to an electronic discovery case.
35. The system of claim 31, wherein the electronic discovery case database is

further configured to store the plurality of electronic discovery cases that include a reference

to electronic data collected by the electronic discovery collection application.
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