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15  characteristics as formats, fonts, and common text that should appear in all outgoing
messages, as well as secure messaging characteristics such as message signing
and encryption. Although a user may establish more than one group of settings, only
one group, previously selected as current or default settings, controls messaging
operations on a messaging client at any time. in order to configure different

20 message characteristics than those established in the current settings for an
outgoing message, the current settings must be over—riddgn or another group of
settings must be selected. These operations may be cumbersome, particularly when
message characteristics must be changed frequently, such as when the addressees
of outgoing messages have different messaging capabilities.

25 DISCLOSURE OF THE INVENTION

A method of selecting messaging settings for an ouigoing message on

a messaging client is provided. The method includes the steps of providing an
interface for composing an outgoing message that includes a message portion and a

messaging settings portion and receiving one or more messaging settings for
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composed on the messaging client and to receive messaging settings to control the

message characteristics of the outgoing message. Some such systems may further

include a data store for storing records comprising one or more messaging settings.

20 BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of a messaging system.

Fig. 2 is a block diagram illustrating a secure e-mail message exchange
in a messaging system.
Fig. 3 is a block diagram of a wireless mobile communication device
25 implementing a messaging settings selection system.
Fig. 4 is a block diagram showing a compose screen that supports one
embodiment of a system and method of messaging settings selection.
Figs. 5-7 are block diagrams showing a compose screen that supports
another embodiment of a system and method of messaging settings selection.
30 Fig. 8 is a block diagram showing a compose screen and a message

menu.
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Insec re messages include, for example, e- mall messages that are exchanged

between messaging clients through the Internet. Secure message characteristics

such as message signing and encryption are also controlled by establishing

20 message setfings. Secure messages may be signed with a digital signature,

encrypted, or both signed and encrypted, and may also be processed in other ways

by a message sender or intermediate system between a message sender and a

messaging client which receives the secure message. For example, secure

messages include messages that have been signed, encrypted and then signed, or

25 signed and then encrypted, by a message sender according to variants of Secure

| Multipurpose Internet Mail Extensions {S/MIME). A secure message could similarly

be encoded, compressed or otherwise processed either before or after being signed

and/or encrypted. Thus, a group of message settings may include general message
settings, secure message settings or both.

30 A messaging client allows a system on which it operates to receive and

possibly also send messages. Messaging clients operate on a computer system, a
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behi nd the firewall Ae t rfacefor th
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cre. Wt hi ATHEOR AR V526 e alia NG bompuliseBieuhe MiRwelEet aseesanier 26,
di stri but egritvary interfziepfefthe abofeione¥RehangEe messages both within the LAN 18,
and with other external messaging clients via the WAN 12. Two known message
servers 26 are Microsoft™ Exchange server and Lotus Domino™ server. These
20 servers 26 are often used in conjunction with Internet mail routers that route and
deliver mail messages. A server such as the message server 26 also typically
provides additional functionality, such as dynamic database storage for calendars,
todo lists, task lists, e-mail, electronic documentation, etc.
The message server 26 provides messaging capabilities to the
25  corporation’s networked computer systems 28 coupled to the LAN 18. A typical LAN
18 includes multiple computer systems 28, each of which implements a2 messaging
client, such as Microsoft Outlook™, Lotus Notes, etc. Within the LAN 18, messages
are received by the message server 26, distributed to the appropriate maitboxes for .
user accounts addressed in the received message, and then accessed by a user
30 through a computer system 28 operating as a messaging client.

The wireless gateway 16 provides an interface to a wireless network




user accounts addressed in the received nmessage, and then accesse‘ij b%{é ﬁ it ﬁ“
user 30 through a conputer system 28 operating as a nessagi ng cl (-{*‘n?f‘&Tﬁgi
wirel ess gateway 16 provides an interface to a wireless network 4 1 4 MAR
2005 20,, through which nmessages are exchanged with a nobil e device 22.
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entities outsgj AN 18 b rovjding a nessage forwarding or
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: rediréction system that operates with the message server 26. Such a redirection
20 system is disclosed in United States Patent No. 6,219,694, which is hereby
incorporated into this application by reference. In this type of redirection system,
incoming messages received by the message server 26 and addressed to auserofa
mobile device 22 are sent through the wireless network interface, either a wireless
VPN router, wireless gateway 16 or other interface, to the wireless network 20 and to
25 the user's mobile device 22. Anocther alternate interface to a user's mailbox on a
message server 26 is a Wireless Application Protocol (WAP) gateway, through which
a list of messages in a user's mailbox on the message server 26, and possibly each
message or a portion of each message, could be sent to the mobile device 22.
-~ Wireless networks such as the wireless network 20 normally deliver
30 information to and from mobile devices via RF fransmissions between base stations

and the mobile devices. The wireless network 20 may, for example, be a data-
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possibly through a message server and/or a service provider system, and is then
routed throdgh the Internet, when necessary, to one or more message receivers. E-

20  mail messages are normaily sent in the clear and typically use Simple Mail Transfer
Protocol (SMTP) headers and Multi-purpose Internet Mail Extensions (MIME) body
parts to define the format of the e-mait message.

In recent years, secure messaging techniques have evolved to protect
both the content and integrity of messages, such as e-mail messages. S/MIME and

25 Pretty Good Privacy™ (PGP™) are two public key secure e-mail messaging protocols
that provide for both encryption, to protect data content, and signing, which protects
the integrity of a message and provides for sender authentication by a message
receiver. In addition to utilizing digital signatures and possibly encryption, secure
méssages may also or instead be encoded, compressed or otherwise prdcessed.

30 Fig. 2,is a block diagram illustrating a secure e-mail message exchange

in a messaging system. The system includes an e-mail sender 30 coupled to a WAN
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bound to the public key with one or more digital signatures, and possibly any chained
20 Certs and Certificate Revocation Lists (CRLs) associated with the Cert and any
chained Certs, is often included with the outgoing message.

The secure e-mail message 40 sent by the e-mail sender 30 includes a
component 42 including the sender’s Cert, Cert chain, CRLs and digital signature
and the signed message body 44. In the S/MIME secure messaging technique,

25 Certs, CRLs and digital signatures are normally placed at the beginning of a
message as shown in Fig. 2, and the message body is included in a file attachment.
Messages generated by other secure messaging schemes may place message
components in a different order than shown or include additional and/or different
components. For example, a signed message 40 may include addressing

30 information, such as “To:" and “From:” email addresses, and other header
information not shown in Fig. 2.
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message 40 In order to verify the digital signature, the receiver 38 refrieves the
public key of the sender 30, generally by extracting the public key from the sender's

20 Cert 42 attached to the message 40, and then verifies the signature on the digestin -
the digital signature by performing a reverse transformation on the digital signature.
For example, if the message sender 30 generated the digital signature by encrypting
the digest using its private key, then a receiver 38 uses the sender’s public key to
decrypt the digitat signature to recover the original digest. The secure message 40
25 shownin Fig. 2 includes the sender’s Cert 42, from which the sender’s public key can
be extracted. Where the sender’s public key was extracted from an earlier message
from the sender 30 and stored in a key store in the receiver's local store, the
sender's public key may instead be retrieved from the local store. Alternatively, the
public key may be retrieved from the sender’s Cert stored in a local store, or from a
30 Public Key Server (PKS). A PKS is a server that is normally associated with a
Certificate Authority (CA) from which a Cert for an entity, including the entity’s public
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20 certlf cation path through the Cert chain to verify that each Cert in the chain was
signed by its issuer, whose Cert is next in the Cert chain, until a Cert is found that
was signed by a root Cert from a trusted source, such as a large PKS. Once a root
Certis found, then a signature can be trusted, because both the sender and receiver
trust the source of the root Cert.

25 If a secure message was encrypted or otherwise processed by a
message sender after being signed, then each receiver first decrypts or performs
other inverse processing operations on the message before signature verification is
performed. Where encryption or other processing was performed before signing,
however, inverse processing such as decryption is performed after signature

30 verification. Encryption and decryption involve applying a cryptographic key and

cipher algorithm to information to be encrypted or decrypted. Encryption and
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messaging settings established by a user or by over-riding default or current
messaging settings. In known systems, whenever a message having different
20  message characteristics than those specified in a current group of message settings
is to be sent from a messaging client, a different group of messaging settings must
be selected or current setting must be over-ridden.
Frequent messaging settings changes are not only tedious and time
consuming, but are also prone to error. For example, some secure messaging
25 clients are configured to exchange either secure or insecure messages with other
messaging clients. However, a messaging client that is not configured for secure
messaging is unable to process received secure messages. As described above,
known mes_saging clients allow only a single group of messaging settings fo be active
at any time. Therefore, when a secure messaging client exchanges messages with

30 insecure messaging clients relatively often, a user of the secure messaging client
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characteristics of the outgoing message, and the message is sent to the recipients,
20 even if the user makes an incorrect or undesired selection of messaging settings.
Fig. 3 is a block diagram of a wireless mobile communication device
implementing a messaging setting selection system.
The mobile device 38 includes a memory 52, a messaging client 60, a
user interface (Ul) 62, a display 63, and a wireless transceiver 64.

25 The memory 52 is a writeable store such as a RAM into which other
device components and systems write data, and includes a storage area for a Cert
store 54, an addréss book 56 in which messaging contact information is stored, an
application data storage area 58 which stores data associated with software
applications on the mobile device 38, and a settings store 59 which stores

30 messaging settings. Data stores 54, 56, 58 and 59 are illustrative examples of stores
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a PKS via the wireless transceiver 64, or loaded onto the mobile device 38 through a
communications interface such as a serial port, Universal Serial Bus (USB) port,

20 Infrared Data Association (IrDA) port, or Bluetooth™ module, from a similarly
equipped external system, a PC for example. As described above, a public keyin a
Cert may be required for sending or receiving secure messages. Those skilled in the
art will appreciate that a mobile device enabled for secure communications may
include a separate key store for storing cryptographic keys, instead of or in addition
25 to a Cert store.

The address book 56 stores contact information, at least some of which
is used by the messaging client 60 in messaging operations. Entries in the address
book 56 are typically used for addressing messages composed on the messaging
client 60. Address book entries are also used to replace addressing information,

30 such as an e-mail address, with a personal or familiar name when a message thatis
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characteristics o outgoln ssagi’ ng -c Y PI ents

require a uwvrcbwl;&eﬂlmed gmpszetgngsanstalcmgasat\dnglm’mn KW&@QN@&B@%E has

been conpos and is ch rone to erro as
descri bgg atgg mine Wthh group o? messggmg settmgg as prewousﬁr selected and’ uses that

group of settings to control the message charactenstlcs of an outgoing message.
20  Other known messaging clients require a user to select messaging settings when an
outgoing message has been composed and is to be sent, which is prone to user
error, as described above.
The messaging client 60, however, is configured to provide for
selection of messaging settings for each outgoing message when the outgoing
25 message is to be composed. In one embodiment, an additional feature of settings
display is enabled using a compose screen for outgoing messages which comprises
a message portion and a messaging settings portion.
Fig.4 is ablock diagrani showing a compose screen thét supports one
embodiment of a system and method of messaging settings selection. The block

30 diagram in Fig. 4 also supports settings display, which is an optional feature. The
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The nessaging client 60, however, is configured to provide for selection
of messaging settings for each outgoi ng message when the outgoi nd- %28AR #0015
nessage is to be conposed. In one enbodi nent, an additional feature of
settings display is enabled using a conpose screen for outgoing nmessages

whi ch conprises a rressa,ﬂe cgr?rtion and a nessaging settings portion. Fig. 4
is a block HPHRPHNFERBWHEARIGHS 5% B'e88a%s ROTIRRAL 4stphBrmessaging satlings ment

of a syst enparidn 7! NRé c&hpsRSSREE MNP0 SBRL A eIrg6 «Dlock, . 30
di agram i nnlpzi g.. 4 also su?)ports_ settings || SS| a;& mé)&arﬁga%bbe&i Bl
feature. Thé8.13ha posilign obdcorsenisodieatedraé@h. 70 conpri ses a nessage portion

74 and a nessaging s i oL f k. 42. The .conpose screen 70 al so
includes a "To:" Ii ngth Orgg:r?ls(fgl(% '5@&§Jﬂe7§"'sltfs g (6R9MPATE PBEIAgEEX0for #cur sor

i s i ndi cat eoutgoing6medsagene vrgea neser ii9Rompobing Useshage BRMRNSE BEGSHES t ext
for an 5 out goi ng Eressa%ﬁ.. When a user i S conposing nmessage text for an

outgoing n&§ %Elﬂ-?t RSN S3rPIIedi 2% shewn Ehdinthat meesadenatdde74essage
area 74. | mfgisGbh eftefst w&ds&ys&wa%edhara"dt@r&@éd e %%*ggﬁgag@égl‘ﬁe%g&' ng a

keyboard or keypad, for exanple, is shown on-the co at a
current cur@bﬁxﬁﬁkﬁ’i% i1HFhowWRi Heepompdsh estees hdt a cupemhgarset poeiton ar e

imlarl lt.Qni | Q. . the "To:" | 80 dth
“subj act ! » Te b BREE el sl syBictH R amiRy Pliren B postamno e o,
reci pi em addasesgethefDo:"dne 80tagdithg “SEgecd dine®g, rREpEctBly. 4] dds@MBsh fr om an
forward mosUHpe EPUTBIAY S P A RS tre JS0 OUGRNG Mssags mevedso the

"Subj ect: " jetrifvedronnsh aamegegéanga@fetér%u@&ngﬁ%s&é@é Béhgégmb sapRY at ed

with 15 corresponding information fromthe previous ness e nessagi ng
settings poePPodr Povandsimpasagenteiataditng pwvidusgnessageathen’fie” time 60hthe

identifier @fpfctf QHE 78 | tiinas,,that are currentl el.ected
to control tk‘i‘efbnessage cﬁ%ﬁ?ﬁ%ﬁ?gs&dJ ltﬁdé% t%@?ﬁg H@é%%?é’@{ecfﬁv' he
conposei5 sceaaspPoding irjormegdicofframe Heagiengus efdssags cal l ed "Home (SIMME)" is
currently 20 sel ect e(dsheSi nce .curr?tnt nmessagi settings are displayed in

the conpose screen 70'¢ PSFEENG;sEttgsPOrtpn znn spia¥s HigsFRoIBg seltings orBat have
been sel ectgfiné Qfothbﬁd@hﬁf@@bm?rd@%?ﬁ%_sﬁglﬁé §&Mihgs, PRt Bt CHRRGEHrecd 1S
g

therefore less likely to send the outgoin

to control the’'message characteristics of the outgoing message. In the compose
screen 70, a group of messaging settihgs called “Home (S/MIME)” is currently
20 selected. Since current messaging settings are displayed in the compose screen 70,
a user is aware of the messaging settings that have been selected for the outgoing
message currently being composed, and is therefore less likely to send the outgoing
message without desired message characteristics. If currently selected messaging
settings do not correspond to desired message characteristics, then new messaging
25  settings may be chosen for the outgoing message before or when the outgoing

message is sent,
With reference to Figs. 3 and 4, an outgoing message may be
composed on the mobile device 38 using Uls 62 such as a keyboard and the display
63. The display 63 is configured to operate in conjunction with the messaging client

30 60. The messaging client 60 is configured to display the compose screen 70 on the
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nmessage W thout desired nessage characteristics, If currently sel ﬁclﬁéi
nmessagi ng settings do not correspond to desired nessage charact erist ARs 2006
t hen new nessagi ng 25 settings may be chosen for the outgoi ng nessage

before or when the outgoing nessage is sent. Wth reference to Figs. 3 and

4, an outgm , using Uls
62 such as a e%‘?:'%?@g”andé‘%‘ﬁﬁ'”a é%%ggggég%e ﬁ.'pggg%l aci;%%m%ge %g'ﬁ?rraﬁged to
operate i n elgctiattdnuosef,t“foriie mem@gl’ ogreply enneSsagefunthien MwsAgeng
client 60 is co %\ﬂgured to dls % corrpose screen 70 on the 14 14 MAR
2096 di spl af’ 8 WA&HiR h°Ynge Ebt ﬁé@%"’é‘@@’rﬁg§‘?’3 B@@&%@aﬂp@@ﬁn%@aw e, a
user may sepefdtiop. " conpose”, "forward nmessage” or "reply to nessage" -
function froma menu or send a sinmilar commnd to the nmessagi ng client 60
to i nvoké a conpose rré%é%@élbe@%@‘éﬁ |ab||ﬁ=as*5thﬁsTQi"e|m8%§w rmessage partidngdst

the' To: " | h "line
78 of the L%ﬁ%g’% tggﬁ |nc udzgﬁﬁzhorﬁ% é%rﬂ?é quj'g% ﬁg%h}?\ﬁ.égag !
E/hen t he outf@;m agremagesslage ndren m&)wgdmgsne&.sége baing composapuls)a fm?ige -
oran origi na n ssa " I ne
ot he mos S Py resaik. T 8 Bruina(Hitodiao masshte. T 7P iias BOb aHbiecty o

possi bl e f oning 98asid th8 nEREagE pBGion Tatdrk Misnk. dependi ng upon the
configuration and capabilities of the nessaging client 60. In one

enbodi meWt, messagi ngSewarel dfferanir seheynese st possibleafardseliecting massagisg y

recei ved m%@ﬁ%@s%@&ﬁln&%&%ﬂ REEGHRPal N EARABNAE GahS IS HREdd the

recei ved nmessag sto N A eet I Ngs s e recel sage
was 15 receiddedn oﬁépmpodmmag\wsagnhgfsetmlscﬂorrangsm;eagarmted &oppresioasly

nmessages that .are related to ei ved For e a
Teasage i s FRERSLesaunare SeeBEE e BB Ae roesaan S AR R B B o
nobi | e devi ¢ggeivdte mRasR e RS S a {stéve WidHY theGrec@PEd ARSBAKS Walt her
nmessagi ng settings use for the receive nmessage, are selected for

out goi ng'SmedeeRjead.rRerly Mpssaoqsand foparddnesRagen gee ewm@%@frmewgpé thetot her
o maint ai n o 1 e RSB ke e e eaceglle oyl e e’ aur e
messages. Wreessaging armssalgprrsgr\ctte smipoﬂedlcm aallmblle:demmeg diheeslame messaging
account or service, and possibly other messaging settings used for the received
message, are selected for outgoing messages related to the received message.
20 According to ancther messaging settings selection scheme, the
messaging client 60 is configured to maintain a record of messaging settings used
for previously sent messages. Where the messaging client 60 is also configured to
receive messages, messaging settings for received messages may similarly be
recorded. Such a record is indexed by message recipient or message sender, for
25 example, and stored in the address book 56, the settings store §9, or another siore
on the mobile device 38. The messaging client 60 then consults the record of
messaging settings before selecting a group of messaging settings for an outgoing
message. As described above, although stored messaging settings are described
herein, message characteristics may also or instead be recorded and used in

30 selecting messaging settings, or alternatively characteristics, for outgoing messages.
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recei ve nmessages, nessaging settirigs for received nessages may siml arln?/
be recorded. Such a record is indexed by message recipient or nfshadél 7008
sender, for 25 exanple, and stored in the address book 56, the settings
store 59, or another store on the nobile device 38. The nessaging client
60 then consults the record of messaging settings before selecting a group
of messagi ng setti ny¥hdrer thenresutd)of moessagimgasmtingssisdedered dy mbssame

al t hough st ored ssaqgi ng settings, are descrj be her ei n, nessage

char acter | R TRS Pasadigs ol PSisTaRan ERGHIRE! trdneseds rePBBNasFet i ng
nmessagi Ng a£hh eRGH adbfess] Aef éitbler HRl MeSSRiIrRLdRingsidr &h iddrlifie Q3 agRbidof
nmessages. 15 14 MAR 2011-6 Wiere the record of nessaging settings is

i ndexed byMeEsAdR@ selfipgs Hiadmere uprd iRedigl kg Bpswde dorantyistiss gheadent i fi er
of the S L DI : i '

nmessagi gnrg g%??rll énsggbgr ﬁgrﬁsﬁgzgﬁ%t? r?g;rfag? '@ﬁgé"&‘ ggﬁgosg ﬁg?r%%g agr?%%oggé{) %%g s that
wer e used tmacaddresked rexipies oathe aiguinginessagd wiserefanemntriy has beean stoess age.

Messagi ng settings.for an outgeing nessage .are en_chosen based on an
addr esseq ndbe pReRd ofe St At PF e 2 e Rnn AW Tat 8PP araEBee s tor e
in the recqyy ge VonifRBeaghNkes &higiits §6cipiaht infemizdioh thané . TYhaReagn op k@0l ng
nessage is to be conposed, a user mgcjjts recipient information in the

"To: " | i neCODPe¥e s¢feen ¢OnmlirisagingcdigntsdyPicallsSHpPRY Saveehimechapises fps
suppor t,, Seyek ] ' o] | Jaf i | di ng
ranual "Gt ey R i YR R oY B B ke e
sel ecti on of other ggiupidenicef voselettionagica eeipiénidkorséhe abdresadboskhdibnglhed i ent 60
may al so alloqw a usgr tteg) ent e[ a,dame or tot E&r i dentifi ﬁi andt. 1t hen

transl ate FFESTARE Sl CRMEY Ais8lON: B VBel QR A EY® AN K TR dr ess
book 56, @HenRfef®ldde Iheyarte oF Mendieninte AR kAd3E dhaserchidgltge hogre8®B6GQE
addressing_15 operations are normally perforned after a conpose screen is
di spl ayed, 58u®r Ragsibly Ryt BEAYIBS MR AAARSSE or QUIGOEENPEERAECFEERSTIRI

di spl ayed, ty lePle@Rtic | ty en a
Teesages cotpaetoft a8y eninflod 4RELa cBpLES SRR is TDRYER by
perfor med bsteadde perfarmed betore acompobe serespisdisplayask, sudieas yprgopling aessage

ect o ont " S iab @it drp S B o BE M Ao BlioRRE Vifen
conpose scgdressing operdtions redhesfonage defotdthe compode goieg istisiage, drdise been

addressed to a_recipient, the .
outgoing message being composed is a reply or forward message, then at least one

20 recipient address or name is displayed in the “To:" line 80 when the compose screen
70 is first displayed.

Once an outgoing message has been addressed to a recipient, the
recipient address is shown in the “To:” line 80. In the compose screen 70, the "To:"
line 80 displays the recipient address "user@domain.com”. As those skilled inthe art

25  will appreciate, a “To:” line may instead display a familiar name associated with a
recipient address, particularly when a recipient address is selected from the address
book 56 or an entry corresponding to a recipient name or address is stored in the
address book 56. The messaging client 60 then consults the messaging settings
record to determine whether the record includes an entry for a message that was

30  previously sent to the recipient. Where the record includes an entry for a message
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reci pient address is shown in the "To:" line 80. In the conpose screen 70,
the "To:" Iline 80 displays the recipient address "user @onai n. cofi% MR 2008
those skilled in the art 25 will appreciate, a "To:" line may instead

display a famliar nane associated with a recipient address, particularly
when a recipient address is selected fromthe address book 56 or an entry
cor r espondithag vias Eevieus!pisent toriberedipierddithiecnssdagirgt sutiirdysiin thd@essatiiigess book

56. The nessagi ng client 60 the nsults.the nessagi hg settings, record to
oot o m e SAOTHE Fectit &t Aoy o el SHE i, MRasads Helad SbpPred =i e 50
previ ousl y depiiyeli n tHeemesdgiigesitiindirord 2 of @eQothddielsufes 7an entry for a
message 16 that was previously sent to the recipient, the nessaging

settings in the nessW§PRg Messegingglientdsoperating eya giable dpwee.@g shewnthe

out goi n g - I [ | t{ings
porti ong72 ?ﬁc Qf ﬁgn?o &gé@@%?ﬁé&xﬁ@%l}y I%%??‘%%@é%% @F?%a%tmq}ge@%éé ating
on a nobi | ¢ desiiablg tcagstablmima MmaxinsurRisize &, numeiner of erdriesufoc e anessdgimg cal | y

limted. At Jeast for.such .nessaging clients, it is desirable to establish
a maxi mum SPUBORIeGRIRIBAIGHO SRS YT JAt mEMQTY sodouicas iR ot derieles e PRy d i n
or der to errﬁésrs_égmb%bttiﬁgﬁf&dbrd.%wu@ﬁ@!eﬂtép BAd Ie@ﬁﬁi ﬁr‘ﬂﬂ:t&&éy@teh%rr&%in

nmessagi ng settings record. Although desktop and | apt op conputer s%s ens

runni ng  neResEgoiRg Qientsierd tahryer ibstaptalLmerameMary jeseureeseambmpbilesour ces
than rofi| ‘?ie\%?eg,%ﬂ r it SARREsabin stettﬁ’igs'?@&f@gi‘zggs %ﬁidggﬁuiﬁﬁ% slze 1s

advant ageous for su systens to conserve nenory resourc earch tine
al so i ncr eaysgemsito hondesvaineaony resphirceseSeangh timesaisa inogaseswith the sizeof

exanple, a Jimt of 128 entries,ifg a nessagi ng. nas record has been
found 1o pictMeesdying SPURRS fRedldof e RBIE H My of 24 PSS b Pisbpefifo

al t hough otshgihghiretdra Hasybdersioand tbrowsdel effitlenEolessaging Seings serictibngs
record having [imted size, a certain nunber, x, of entries is

onl [
mai nt ai ned OPFFRIPBT BOUGE ARErdMiBLRaYNAGAE L YS8Ys record does not incl ude
an entry for a messagg y?ﬁéss‘g?ﬁlgfge@tmg@%bdrdsﬂ‘ﬁné fmfed SlzeP bﬁlg;a te%]rtéiﬁ

out goi ng nessage unl ess the previously sent nmessage was one ¢ e last x
messages sawmbefx,cd entries ia mainteiagtnd heeaferen guch a mesgaging gettinge secané

whet e 3oB8pBURBul o it R i s b el BBt
settings, rEdoindeesishye a8liest #@- prRRselyi sant rAeddagegwas @hensiSth@giasix
settings t hn?éssgggg ggnti. rbftc%%rsrg?sasrg sisg in?;%%%t%n%gsrecrzoerg,o rregazd(l)erss of whether its
20 size is limited, contains no entry for a recipient where no messages have been
previously sent to the recipient.

Default messaging settings, most recently selected messaging
settings, or messaging settings that appear in the messaging settings record for
other message recipients having the same domain name as the recipient of the

25 outgoing message being composed (i.e., “domain.com” in Fig. 4), are selected and
displayed in the messaging settings portion 72 where the messaging settings record
does not include an entry for a message that was previously sent to the recipient.
Alternatively, the messaging client 60 could be configured to prompt the user to
choose messaging settings to be used for the outgoing message in this situation,

30 and then display the chosen messaging settings or an indication thereof in the
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ot her nessage recipients having the same domain nane as the reci, %e ogm -
the 25 outgoi ng nessage bei ng conposed (i.e., "domain.cont in Fig. %#@ ¢ é
sel ected and displayed in the nmessaging settings portion 72 where the
messagi ng settings record does not include an entry for a nessage that was

previously sgs¥sabPgldefing8GoRiddte, Alternatively, the nessaging client 60
coul d be configureg to pronpt the user to choose nessaging settings to be

used for the out goi nghsehavyin ffig. 4.Imessegingaettiogs catecaihbrdSiMIVEpIhayet he

chosen nessagi } Rgs,.Qr_an indication thereof in the 17 pessagi ng
settings po?ot%fecﬂ)%’e%{téﬁ&swgm%&g%mﬁir{:}?ssfgerre@ggbcﬁ ﬁﬁa@@f’t nﬁ ecad(cales fone
(SIM ME)" hanessabiegraceelistadresériios withaviier Biei MessBERp@RNt bD ahBitke MEBIP! €,

"Hone" i ndicates nmessagqi Q%Ha,ccount or service wth which the nessaging
client 6§ a V'Lcﬁeé%BY‘F eEN fAiguredstonararalse @ndc SAMINET aficatespelyae of and
"SIMME" i n@ingadifg tébé %PSicdito 186 appld ele]
nmessage. Thug, t'hg testﬁﬁ{essgge gﬂgmgln?]&seﬁa Wﬁu%/'ﬁl%f k%ghgg%%éu%:&%q%
vari ant of $iganvel be sertiusingovariantetS/MivEyisibeVHome” Messagity perviok. Thisi ng

convention i | f. en .t he ssagjng client 60 he
nobi | e devi é@“’%@’@ﬁ@”@?@h‘?’%ﬂ%ﬁﬁ“’8%@?‘8{')’Hﬁe@f‘ﬁ’ﬁe’ﬂk\ﬁgmm?@% 'eﬁgg‘gﬁﬁ ng io
account or g wiahile devicte38 ardedabledffor bpefatioe ivdthl mbrl ewnbid avaBaghder

nam ng conventigns are possiple. Were messaging settings are displayed in
the mess¥gi AFCLE T RVICHOPE i9GRCTIRED N fURbet Safnl Relaw raltbpughy ofes masming

out goi Nng NMespAdéhtiohs Bk pesspigposed, the user of the nessaging client 60 is
aware of the nessaging settings that will be 15 used to control the nessage

characteristics of th@heR gEisRagingsetigeswne displayied isdine massaging setinggi ent .

The nessagi {44 | [ i.le the outgoin '
nmessage is g&nﬁ% -{:éoér}rp%?)esgédﬁ pc\?ﬁ% C @égl)n?%bv\]li’@eeigrg%(ﬂéﬁ%%ﬁﬁ?qugS‘lngtcﬁ@pﬁgeéjr to
det er ni ne \thetbarofttiemessagiog cliers &0tis agare\bi the geatstaing sdeHigs esbtr@ss@9i Ng
characteri sti catfor re out goi nﬂ nessasa% | f the nessagi ng settings

sel ect ed®py 45f ‘?T%‘&IE&’E) hednessEgRCIImCERIsliFs of theQuioping nessags whepitigSaftssage
having desi i@ thdTeEipRAE THANBSIRJiNPLdthTys e Bisplaled fo helser WhRnd & YagT need
only invoke a send function or conmand w thout "first selecting n%ss gi ng
settings. SHeRsSAge iLaiEeAMpEssd. whishagwidasaniapgertenityderdhe usento deteasine

associ at ed dNH;Jéstﬁbr%ﬁé‘Fne%‘Qngiﬁ’é sEBAGS WD BRREIES U RYA G PerlBRaRS 8L for

tracki ng an L ng .
the outgoing message. If the messaging settings selected by the messaging client

20 60 will resuitin the outgoing message having desired message characteristics when
it is sent, then the user need only invoke a send function or command without first
selecting messaging settings.

Storing or caching of message settings or characteristics associated
with sent and/or received messages provides a means for tracking and using

25 information about people with whom a user communicates. For example, a user -
might want to be able to track the encryption algorithms that others prefer to use,
whether they normally sign their messages, or other related things. A data store
keeps track of the relevant settings or characteristics of the different recipients,
senders, or both. A messaging client then uses the stored information to make

30 choices on default and allowed behaviour for future communications with a that
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25 information about people with whom a user comruni cates. For exanpl e, _
user mght want to be able to track the encryption algorithns th t q‘?é?ﬁ
prefer to use, whether they normally sign their nessages, or ’? g%
things. A data store keeps track of the relevant settings or :
characteri std of the different recipients, senders, or both. A messaging
client then uses the stored information to make 30 ch0| ces on default and
al | owed behavi our forTlheldanaestarelmmfana@@tstm%emrybtm digatthrk Preferenoss. Fope data

store pref er abI st 0 r| t hm prefer ences For exanple, in
S NE T rames e B ST REY 0 BER spaer s RuteR: awetipreemientor an
out goi ng rreaﬁeg\emnrgahﬁ rﬁééiéégéUﬁ:@ﬂf taasAFs%ppMIAHs |\Bhiéh é%ﬁ@e@étaeﬁthhhm 5

Sel ection of AES in this exanp may be enabled by determ ning a send
S/ M ME éapa'iﬁ'q?thtOﬂ@éAEfSr'@Fhi%e’f@é@ﬁ@ ey heees"@é@@i bmat@mnmn@alsamam.s S/M!MEen

stored, and & reC| I, ent
for a sent e ggme frt) We g%gggﬁger% éa&l’gsn%%rn?%ww?ﬁetﬁgﬁSt°é€$Sf]grtﬁ' l%‘%ﬁﬁports
AES, then t hmmmsslagr segdslto that serefen (dst Srecipiart forg sehbmibssdggrthé bata sidie

Anot her sett,in racteristic th ' referably stored is whether the
ot pient - supRrtee dRpREuBleshsAporAdES. bt fe Mesrging Hfentdoraytsiausing
acconpl i sheqhatsg@&ttnmt lally as described above for encrypt i on al gorithns.

The data store or cache al so {)referably tracks the "style" of the |ast
comuni c#tion from eabROWNEESgiliRgGer cheradteristic that isqateratistpregtis waetbentbe from

a 15 recipi t t or ed.
For the nextrggihteagl ﬁg’%s‘gjgﬁ 83 esseci%'?ggrteh ai}’e@ﬁiginte : e‘%&;&na@& hgé
sel ect ed. Thmbstotialynds dembemsbmmfpreherypm fligerithmsay be tracked i n a

simlar manner. If theg_|as cei,ved fro e ned and
encrypted, then a subigaﬁgiﬁsg%?rcch' LEiE pre[f%r@%at@sfs ﬂg p"'lr*%\g? tBF s so
si gned and eserinidtiestion2flomSedthsRicipha. abm@tasﬂ%mmﬁat@ﬂtrﬁb@g@d #bmh a
pr ef erab1l% selected in accordance with either Frew ously used nessagi ng
r

setti ngs'r rgeiPignt of areulgginggnessegeiusgd PGl agr his wilkizessterad. s dagyp |
settings MouGoind RidissEGk hdurBStRl okt rbbBient HiOa] HERRRRME. @éﬂ%&ﬁorﬁ%' red

message charac stics I'S sen ove
dependi ng upest yded kyiife mmntomsobettrwke@sn;agiilmgarcﬂnEBMr 61 the? fastliefrfadr ent

messagi ng sertet;éﬂgg fromva r%glptse?\t w%g gtcgingggrr\]d tengwgtlétdgt gsnggge?u%nt emau‘ 1o tl'lloﬁ
recipient is preferably also signed and encrypted.

20 : As described above, messaging settings are preferably selected in
accordance with either previously used messaging settings or default messaging
seitings. However, different messaging settings may be required in order for the
outgoing message to have desired message characteristics when it is sent. As also
described above, depending upon the configuration of the messaging client 60,

25 different messaging settings may be selected when the outgoing message is to be
sent. For other messaging clients, the user typically must either abort or suspend the
compose operation or save the message being composed and end the compose
operation to select different messaging seitings. The new messaging settings are
then displayed in the messaging settings portion 72 of the compose screen 70 and

30 used to control message characteristics of outgoing messages.
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sent. For other nessaging clients, the user typically nust either gb@;‘%n@ﬁ
suspend the conpose operation or save the nessage being corrposeci nas 1
t he conpose operation to select different nessagi ng settings. The new
nmessagi ng settings- - are then displayed in the nessaging settings portion 72
of the conpose screen 70 and 30 used to control nessage characteristics of
out goi ng nessages. 1994 347 MaRIGGGHEIrafFisghowRgA corepdsieccleati tagirsapporshowi ng a
conpose Ssc| : r | t of a.syste nd t hod of
reocagi ng. eagehaBbedHRRPblSey NG I iRe ol HEagho SRR RR0

simlar toctiposospess 74dn €. BT isrsirhilay.to 4he edrdpodensdreste 30 i ARS8 aghdNg
settings portion 73, in h sel ected nessagi nlggsetti ngs. are 5 displ ayed,

, ~whi ¢ , I . :
and a ness&Yi 4584 MBFEasig SHYINGS PoEIQRs It which 56 t@dr@%%sag@gtseﬁmﬁ 8f¢ an
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message opextgoinenessagsy inHbe compose ssepeti, howerer, thaimessaging béljings
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posi tions &nyef §1 terhnigues descsbed ABOVEset tings sel ection field 82, as shown
in Fig. 5. 25 Once t{if, GHLSARinG2SethfGY sBRELSA HRRF soNsihipfidPSSREAEY et ti ngs

different messaging settings when the selected messaging settings displayed in the
messaging settings portion 73 must be changed in order io generate desired

20 message characteristics for the outgoing message being composed. Using the

" messaging settings selection field 82, new messaging settings are selecled, when
necessary, from the compose screen 71. Whenever a user determines that different
messaging setlings are required, the user positions a cursor in the messaging
settings selection field 82, as shown in Fig. 5.

25 Once the cursor has been positioned in the messaging settings
selection field 82, the user inputs or selects new messaging settings. In one
embodiment, operation of an input device such as a function key or thumbwheel
when the cursor is positioned in the messaging seitings selection field 82 displays a
menu of available messaging settings, as shown at 84 in Fig. 6. Messagihg settings

30 are then selected by positioning the cursor on a menu entry and operating an input
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selection field 82, the user inputs or selects new nmessaging settin

one enbodi nent, operation of an input device such as a function { MﬁR ﬁmﬁ
t humbwheel when the cursor is positioned in the nmessaging settings
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associ at@d #PPaPiltiesef theavessagingnlient @hwmdre Mmmttypmfwcemp@mhama magcur e,
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I's being co%sed The .nen 4 1is o ul ated by the nessaging client 60

dependi ng ufSSa9INE SEBTES: Y m8¥rf fExaP e s dasogiglpdugthag busipessRE ki ng

client 60 dehpiiNadeesnt, rwso 20ppRESREb e SPLP wssvmtma\@ms&ngh%Mr bf
devi ce 38 has been configured to operate. In Fig. 6, "Home"" and t op”

messagi n§ séPWf@é%'anﬁhés‘aﬁﬁi“@%m tee a&hw&dmgn@ Bé\andimessepingrastinggiselpcsien t i ngs
menu. The mﬁé &Qstﬁaﬁiggﬁnﬁg tﬁle§8legt%rﬁt§/f'ﬂgﬂﬁﬁe§sgﬁmhégvﬁ’\ﬁggwh|Ie C@ﬂégﬂ%r o

supported for ervices eterm enco
avai l abl e om&s&sagmmﬁgdemposec88 and wi th which of the nmessaging services

ggﬁgnéSi gngoder 'S Coﬂfxé ﬁ\%‘nggtﬁso pc?pﬁx?artgé Ey th'éoraegs)éag% c?lent Goeé]epaegd%g%?)gh ng
the configuration of the mobile device 38. The messaging client 60 determines the
20 messaging services with which the mobile device 38 has been configured to operate.
in Fig. 6, “Hpme” and “Desktop” messaging services are available, and are shown in
the messaging settings menu. The messaging client 60 also determines the types of
encoding supported for the messaging services, by determining which encoders are
available on the mobile device 38, and with which of the messaging services each
25 encoder is configured to operate. For example, when an encoding scheme is a
public key-based secure messaging scheme, the messaging client 60 determines for
which messaging services a private key has been loaded into a key store on the
mobile device 38. If a different identity or messaging address is associated with
each messaging service, as is often the case, then different private encryption and

30 signature Keys are normally required for secure messaging using such services.
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publ i c key-based secure nmessagi ng schene, the nmessaging client 60% R y
determ nes for which nessaging services a private key has been I’Qd@é iﬁma
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above exanpl e of t hu eel as an input device, the nessage nenu 88 nay
be displ é@ed“B&"er@?W"F%ggmée’fwgéﬁ‘%?@eﬁ@@miQn the cursor in the

message portion 75, tigy "7Tghows th@%o%o%@@cr'é@H%‘%ﬁisﬁ'a L—]rlg\%ﬁaé’ét Hﬁeehﬁ 880pEs ©

screen 71, and then depressing the thunbwheel . S nessage nenu
88 i ncl udes masgagermeny §8 prayfherdisplayes, by auserdvhilg am outfialeg Messdgd isibelnigon t o

L oer i ane 1 SRR 4EPaR ioBing Hksfbe ndBSEn npscdands f 68t For
example, the message menu 88 may be displayed by a user by operating a function

20 key orinput device. In the above example of a thumbwheel as an input device, the
message menu 88 may be displayed by rolling the thumbwheel to position the cursor

in the message portion 75, the “To:" Ii_ne or the "Subject” line of the compose screen

71, and then depressing the thumbwheel. As shown, the message menu 88 includes

a plurality of functions, including a "Hide Menu” funct-ion to close the message menu

25 88, a "Select” function to allow a user to highlight text in the message, a “Send”
function to send the message, a “Save Draft” function to save the message to
memory without sending the message, “Add” functions to add “To:", “Cc:”, and "Bcc:”
addresses to the message, an “Attach Address” function to attach an address from

an address book to the message, a “Clear Field” function o clear the contents of the

30 field in which the cursor was positioned when the message menu 88 was displayed
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function to send the nessage, a "Save Draft" function to save the r‘gassageﬁ E
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"Cc:", and "Bcc:" addresses to the nessage, an "Attach Address" function
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client 60 processes and sends the outgoing nessage via the wr | éss
transcei ver 6@ oge whend” dgnrtina: o for eanhl apajisbienngssading sevicaandemcoding| i nks
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devi ce 38 orMelMPIER. iorRsdrassed geeiRjeatsiof the ewigpisg oprssage nghe smasaging ke

characteri stg ' L [

cont rol Fed ta7 B fioPdedfly SReRRBRENT &iBd:aBha0 wR pf, shiged fiiteghg
settings, such as encryption and digital signing, for example, before sending the

on

20 outgoing message. The messaging client 80 may also perform such operations as
data compression, or repackaging the outgoing message into an electronic envelope
for transfer to message recipients through a host computer system associated with
the mobile device 38 on which the messaging client 60 is operating.

Some message characteristics for an cutgoing message may also be

25 selected or controlled by selecting message options using the “Options” function on
the message menu 88. Fig. 8 is a block diagram showing a compose screen and a
message menu. In Fig. 8, as in Fig. 7, the message menu 88 includes a plurality of
functions. Each function is invoked by positioning a cursor on a particular entry in
the menu and then selecting the entry, for example by rolling and then de'prelessing a

30 thumbwheel. The “Options” function is selected in Fig. 8, as shown at 92.
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the nessage nenu 88. Fig. 8 is a block diagram showi ng a conpose screen and
a message menu. In Fig. 8, as in Fig. 7, the message menu 88 i nc{ udés\Ralifg
plurality of functions. Each function is invoked by positioning a cursor

on a particular entry in the nmenu and then selecting the entry, for
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addition, or nessagl ng set
encoding type could also be selected in a similar manner where more than one such

20 action is available. In the example of S/MIME encoding, encrypt only, sign only,
encrypt and then sign, and sign and then encrypt are all vériants of S/IMIME that may
be available. for an outgoing message. An encoding action display portion of the
message options screen 94 may comprise a selection field through which encoding -
actions may be specified or selected.

25 In addition, or instead, messaging settings are selectable from the
message optlions screen 84. To this end, a messaging settings portion of the
message options screen 94, in the “Using” line in Fig. 9, preferably comprises a
messaging settings selection field 96. Messaging settings are thereby not only
displayed, but are aiso selectable, through the messaging settings selection field 96.

30  Selection of messaging settings from the messaging settings selection field 96 is
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message options screen 84. To this end, a nessaging settings portion of the .
message options screen 94, in the "Using" line in Fig. 9, preferdplyMAR 700§
conprises a messaging settings selection field 96. Messagi ng settings are
thereby not only displayed, but are al so selectable, through the nessaging
settings selection field 96. 30 Sel ection of nmessaging settings fromthe
nmessagi ng S@fehlysubstiaatiallysas deiselipdrbove fardhamassagiv eds gp selbetiatiied
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anal ogous data store. Fig. 10 is a flow chart illustrating a
sel ecti ng Be§sSWSRCHPHEXistals sugstiingssutanalnpousdate steessagi ng cl i ent.
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In order to select initial messaging settings for the outgoing message, a
messaging client then preferably determines, at step 104, whether a record of

20 previous messages, including at least received messages and possibly sent
messages, includes an entry associated with the message recipient or recipients.
Where the record does not include an entry associated with any message recipient,
default messaging settings are selected at step 106 and displayed in the messaging
settings portion of the compose screen at step 108.

25 Where the record includes an entry associated with a message
recipient, then initial messaging séttings selection is preferably based on the entry,
or, if more than one entry is found, then on one of the entries. At step 110, the
messaging client determines whether a settings conflict exists. If only a single entry
is found in the message record at step 104, then there is no conflict, the previous

30 messaging settings from the record are selected at step 112 and displayed in the
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recipient, then initial nmessaging settings selection is preferably based on
the entry, or, if nore than one entry is.found, then on one of tHel MAR 7080
entries. At step 110, the nessaging client determ nes whether a settings
conflict exists. If only a single entry is found in the nessage record at
step 104, then there is no conflict, the previous 30 nessagi ng settings
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Gescr bed AbRyBoksed FRRskORTedliiio PRaRN EABet ok LARUIRT B Pes ot

nessage optar@alsoqossibleect new nessagi ng settings. However, the nessaging

client preferably supports at |east one nmessaging settings selection field,
20 in the conpose scgg@ﬁﬁedtfﬂ%sﬁ?ﬁwﬁ '”(Qﬁtaf%a@g@&g‘égﬁ%eé'ﬂe%ﬁg'ﬁg SpHing.\y

messagifag  pdftidn dtfe @drfpeR) fedthtReiPIOR. MR RBFPRAGrORRLE W Minpsscangp! et ed,
as determned at step 120, then the new nessagi ng settings are displayed

in the nmessSWigoiREMEsHaEs, aigrMayAeleft nenemessagieg selngewhile i mhssagedsage
e M T e e M
prepared and reeet nessagepplibBs ior selecr dewcraevddding vettingel etloadvertragi ng
settings. messaging client preferably supports at least one messaging settings selection field,
20 in the compose screen, the message options screen, or both. If new messaging
settings are selected .before the compose operation is completed, as determined at
step 120, then the new messaging settings are displayed in the message settings
portion of the compose screen, and the message options screen if the messaging
client is so enabled, at step 122. When the compose operation is complete (step
25 116}, the outgoing message is prepared and sent at step 118 in accordance with the
selected messaging settings.
Although shown as sequential steps 116 and 120, it should be
appreciated that detection of the completion of a compose operation and selection of
new settings are preferably invoked by the user when the outgoing message is

30 complete or new messaging settings are to be selected. A messaging client typically
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Al t hough shown as sequential steps 116 and 120, it should be appreciated ,
that detection of the conpletion of a conpose operation and sel ec |£p|§4ﬁ%f 255233
new settings are preferably invoked by the user when the outgoi ng nessag

is 30 conplete or new nessaging settings are to be selected. A nmessaging
client typically 26 14 MAR NO detects predeterm ned inputs or nenu

sel ect i ons detestsredetebpited byprds otroenlesalections, astd%t:nlaedmmgm cmlnamimb be sent

or that ne A been sel ect ed. | d

appr eci at e\c‘}aﬁzﬁg% @grsrrﬁ)gélé b%%'épg‘?ritgﬁt %mﬁﬁ%q%%t?rﬁﬂsth‘?é@% P”F;@\?/Ettedrret hod
steps than those shOIWBhd)uﬂd Els@ bel QpprEeitteddpaPa eomﬁa%ager@gon haylih@des
typically ?%rﬁ_r)ort cancel | ati on of H_@;aratlons such as a conpose operation,
such as by "WHIeEet fexgr pot eps thap feaseshovp dntig- %s@%&%aﬁﬁ mﬁsm“ bed

above. kn %ﬁ'é’r\t& 'tﬂihallﬁ's‘&ppért gaﬁ@%oﬁ'&?oﬁg%ﬂgh%&h 8% ol Wnd %B%g;ﬁ%w ng
settings selection, "based on either a hessaging settings rec or ' def aul t
messagi ng lsuclkyas by ﬁ@gctlm Ganedl” functiomfrom ahessageseeriuas dasctiberysbavel ect i on
schenmes descri bed above nay be used to sel ect nessaging settings for an
outgoi ng nessage. Fig. 11 is a block diagramof a wireless nobile

communi cati on devi cen adahenmagnmsr@wslo@e effdddinteri bEihibRRksaging \SBLHINGY
communi cat i ogcdew ce aV| at least voice and data comunication

capabi |l iti &8 | gn V/‘iel':éi GIR§SRYIRG Selingy 1858rd RE defaullymessaging t o
conmunigat %em‘nbb ﬁhi)%mﬁm% Bf th%%ﬁé@é%‘g n%”seﬁth'@s s@te%ﬁ&?%chéﬂ?@fﬂl—%‘gﬂ gon the

functionality provid by t devi ce devi'ce may be referred to as a
dat a mss@@b@"@d\hed@eddomsmm setangﬁaior ah sutgoigmeesageni t h dat a

nmessagi ng capabilitg r nce or

comuni cati on devi ce}tlg 11%3%684 (ﬁﬁi Wéf% ?él onyblé'gepé;%“m}’?'c@écﬁn daﬁi"ﬁ*ﬁ'he

mobi | e deviTte nidilleidevice 668 mpr‘efmaisiszaIMWa@bbmrmJnnatnbﬁﬂéme@E@@m athedst a

di splay 622, . non-vo 626 a Xi |1 t/ou ut (1/0)
devi ces 6280(C Q@QPPECWF”%N@)F}/‘?%EV% gebile %ﬁf‘g@@é}“‘-‘@% srﬁ? &r ophone
636, a 155hQEhabiRt)Ue cirRinRate FRNEINAE BAhp R syking ¥ HSs It het. BREcAdIRGT

devi ce sub-systens 542. The transceiver 611 includes transmt and Teceive

ant ennas 6908 thgigctianality pisyisieddy thedeviea, dhe deviee mayibe refer(etidp agadatane or
T e AVPREUE: S0 e B2 PR el e o P EBRSAnAE
pl uralit y ahpshifitiesaaavirabels latertabpbaddd drimtataaonimurdeationtdedice (with or
~ without telephony capabilities).
20 The mobile device 600 includes a transceiver 611, a microprocessor
638, a display 622, non-volatile memory 624, RAM 626, auxiliary input/output (1/O)
devices 628, a serial port 630, a keyboard 632, a speaker 634, a microphone 636, a
short-range wireless communications sub-system 640, and other deviée'sub-systems
642. The transceiver 611 includes transmit and receive antennas 616, 618, a
25 receiver (Rx) 612, a transmitter (Tx) 614, one or more local oscillators (LOs) 613, and
a digital signal processor (DSP) 620. Within the non-volatile memory 624, the mobile
device 600 includes a plurality of software modules 624A-624N that can be executed
by the microprocessor 638 (and/or the DSP 620), including a voice communication
module 624A, a data communication module 624B, and a plurality of other

30 operational modules 624N for carrying out a plurality of other functions.
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by the m croprocessor 638 (and/or the DSP 620), including a voi cg .
communi cation nodul e 624A, a data comuni cati on nodul e 624B, an z%aMAE 2008
plurality of other 30 operational nodul es 624N for carrying out a
plurality of other functions. 27 1 4 MAR H OF As descri bed above, the
mobi | e device 600 is preferably a two-way conmunication device having

voi ce and dat a conmmAy gaserivedcaisaBi thetinebile dénics 600 is pretemplye twdqwaymbl | e

devi ce 600 | ch_as n t he anal og
or i gi ¢ al. Sy ifERUR SEAE paYRG yBick BB EARE MRt e BbuieY yeoE

net wor K. Tbeamiecmamﬂbﬁaﬁavme'ﬁﬂmnk@ aimdmﬁal@tcﬁ@r lar\/dr_degnetﬁ.@;rkb}éuémﬁs

conmuni cati on voi ce and data networ ks may be segar ate

communi cat i29% ©f h@ﬂ%msor Q'tﬁgcegléﬁéP%wﬂf%FP%WWmBWEﬁe859
stationg, nRIWEKKTEORSIEOLh@ESta neBliSrks aRd ddpa¥d Mg be hs%ﬁhﬁfﬂx dda%r? a

single wireless network. The comuni cation subsysiem 611 is use
comuni cat éowet f19.-helheps yriesuand date. netwerksSpag e separated commemitatiomd

receive co t t sm t1 614 arn d receiver
612, and miptlyESbbnl sbaat Rl A, Lictas e SRR heSlorRatuiies: 514
and recei veitc. ﬁdﬂheyfnatyme mmgwﬂeandodwimglewtrmugneammns occur at a single
frequency, or closely-spaced set. of freguencies, then a si nqgil e LO 613 may

be used in conjuncti rPRRUPiCation SwRsysiam b1 b Bsuserdo pomragriaje with the

Al ter napl velelworkB1di frihermmssy BQDW%b%na%dLt‘éd:éwé@&nfrﬂhc‘é%r? ignals to
conmmuni cations versus data conmuni cations, then a plurality of "LOs 613 can

be used t@ngdfen e tranymmemmyarm receiugr B2i ard Ay elgpmhmpet conting
net wor k 619nforr@%%;ﬁ°wﬁ|'§' hdQrHY §14 o { r%?:é vaf 8196PjsCheddi Irng data> the

nobi | e devi ce coul be use WI e antenna struc
| nf or mat i ocpmmhinidations szatlammglecﬁneqaemydoﬂﬂosbiy-apacﬁd)mtwf frequencies,

comuni cated to a fr nmuni cati on dule 611 via a bet ween
Che DSp- 628erha SHkle PR EREBEcIHTB. SoRtHen ufholie i rgter 6T and

comuni fat irgeeivatb sy st enaifkAativaingh faﬂlffef'énQQ#édi\Eéhct&.anre coffpenefdr s&kection,
power |evel, etc., wll be dependent upon the conmunication network 619 in

whi ch the FEBIMEIGRIONS ¥ersts qaja CAmanmcations. dpen atrturality ¢ dOsfthparebe a
TR L SRR SE BAOYE 9 R BB WGBTS Y o,
or Dat aTAC Alibbuigietvarardecaatint, 648 amdepittediniFsg.ardtre rmobiktaieiviga 680 tauldper at ed
be used with a single antenna structure. Information, which includes both voice and
20 datainformation, is communicated to and from the cornmunication module 611 viaa
link between the DSP 620 and the microprocessor 638.

The detailed design of the communication subsystem 611, such as
frequenpy band, component selection, power level, etc., will be dependent upon the
communication network 619 in which the mobile device 600 is intended to operate.

25 For example, a mobile device 600 intended to operate in a North American market
may include a communication subsystem 611 designed to operate with the Mobitex
or DataTAC mobile data communication networks and also designed to operated
with any of a variety of voice communication networks, such as AMPS, TDMA,
CDMA, PCS, etc., whereas a mobile device 600 intended for use in Europe may be

30 configured to operate with the GPRS data communication network and the GSM
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with any of a variety of voice comrunication networks, such as AWPS, TDVA,
CDVA, PCS, etc., whereas a nobile device 600 intended for use in Fuk dfiR F85%
be 30 configured to operate with the GPRS data conmuni cati on network and
the GSM 28 1 4 M A R 2006 voi ce comruni cati on network. OQther types of data
and voi ce networks, both separate-and integrated, may also be utilized

W th the ni¥BiCeecamibRisatldmone™spiendPthgr dpres bhdatay prd obiceehewnkkss bdth t he

access requi £ e - node. mobi |.e devi 00. al so vary.
For exanpl géﬁﬁﬁ?ét%@d Wgé&ﬁr?%g- rg%g%‘sgr%aﬁgﬁgwgﬁtt ° W@ﬁﬁ%gﬁ%’f’e Eﬁ%l | e devi ces
are registered on thRepeidivripanthag/pe of AbBiek BUS M éak rfLilHE& for
associ at ed V\A%h eaé:d(;E device. In GPRS data networks, however, network
access is H&s@gy W’?'}? &%%@Q;Q M3 @isa vaike Fopgxammesnitee Mebiteeand00. A

GPRS deyi CoatatiC daty neRfkd, GRosieS HEESd Qfeg réggg%gt%bg;%ﬂggo&agxﬁ) whi ch

is required in order to operate the nobi &1 wor k.
Local or n&Riqus idantifieationdvimhariasaediated Withaach wevice f INnG3RRS male tetworker abl e,

ATy PO SR o R ot i,

functions invo g confruni ca any

| egal 'y reg0drAkGPRBdaticepsicabeluiads 4 Slbiscrib@nBsgpnepdorRl(1SING), whiches any
required net\/\orﬁtﬁ)el%i s{?r ation or activation procedures have 15 been
conpl et ed, "FHEERYBPTUET &HG@GWHB%W%G@O%@BR@@%%W%@W&

si gnal sp pPhefrirR BbMmiunidatieh ﬂﬂwch@:@(if‘é‘?iy%ﬁmg??@ opetbIe WaRBLISthe VAT bitG, NEt WOr K

619. Signals received by the antenna rom t he communi cati on network
619 are r 8iabdg deyce RBO wille unablestozarmyieutanyfuostiode involyingsiogmalnications

anplificati fr o) \Y/ j ' i npel. selegtion,
oo hna Dok el AABHCH1S Yo AN leBiny [dalBh i BNS BN S8 51
di gi tal coeuwergeray cafinghe recei ved signal all ows nore conpl ex

comuni cation functigns, such .as digital d dul ation and decoding to be
perforned using the a@!d?qlf'F?danestﬁ’ﬂm rﬁp'sﬁﬁnﬁ?{é?f acdivatiR rrocedyes ha¥disni t t ed

to the 1snebrek kofrbletad Sthier MRBAS Wevick NEU0LHIaY SkafadA A té v BEmBRARALGY. for
exanple, by the DSP 620 and are then provided to the transmtter 614 for.

di gi tal toSigRalsegreferabbnipeiudingnboth vaisgenrd daje signaler evasrihe frietwerkiGig,

e o SR e B dietfa 918, R WS UACRIR, 0% s, e
bot h voi cerautdd tathe recevent awihazhsprovities faplsignel alaplificati6®drequency down
conversion, filtering, channel selection, etc., and may also provide analog to digital
20 conversion. Analog to digital conVersion of the received signal allows more complex
communication functions, such as digital demodulation and decoding to be
performed using the DSP 620. In a similar manner, signals to be transmitted to the
network 619 are processed, including modulation and encoding, for example, by the
DSP 620 and are then provided to the transmitter 614 for digital to analog
25  conversion, frequency up conversion, filtering, amplification and transmission to the
communication network 619 via the antenna 618. Although a single transceiver 611
is shown in Fig. 11 for both voice and data communications, the mobile device 600
may include two distinct transceivers, a first transceiver for transmitting and receiving
voice signals, and a second transceiver for transmitting and receiving data signals.

30 In addition to processing the communication signals, the DSP 620 also
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may include two distinct transceivers, a first transceiver for tra s?”\g&? ﬁgﬁﬁ
and receiving voice signals, and a second transceiver for transm

receiving data signals. 30 In addition to processing the conmuni cation
signals, the DSP 620 al so 29 provides for receiver and transmtter control.
For exanple t he galn | evel s applied to communication signals in the

recei ver 6PIOVIARS foF %ﬁ@h‘ﬁt@@tr@l&m!ﬁqycmohﬁapewm!y the gainrieldisapglied daigh

automatic gg I | SP_620.

transcei ver @Ign rol‘bH g@ r%é'gg%c%\?aﬁﬁ E tdetb fa %{é%eeqﬁ 'BaYﬁetEW@gfﬂé’y 620 in
5 order t ocpniselledehrmmigh asub:p‘hatsic_i;alratentraxlm@mﬁm@fm;ﬁléﬁﬁehfe@ﬂﬁﬂﬂé mep ¢2bl. The
m cr opr oce 638 refer es nd controls the overall operation
ot “the mob i Berd eV B L AT RE Sy Risbrmpuaig Prine Dsp 628

i or 0006t I @fdgrno pradaimbe: sabtbadldihgoRSithe tBfisceller ALl vel Y, a single
DSP 620 could be used to carry out the functions of the m croprocessor

638. Low|evel io coMfimMicEeRPeRssPuA3S Pfﬂf@ablwmafﬂﬁﬂeﬁgindtcomalsttheja‘teialand

vVoi ce co o r r ro SP. 620 in the transceiver
651 ot hor CPRiEph 086 18" ool deVie b Wy BB b1, iikroplode5ais &t

conmuni cat imieroapirdliess cauld iBRUsed fanthispart at, alteﬂmmuélyczaﬁmgla E&Fpﬁi@@ddl@n 624B
may be stored in,the non-v or execution t he

m cropr ocefEoHSe%dlo |98P‘/e‘}qn§"ee fu?ﬂ%’@of\;t:éﬁ%omﬁ,u?ﬁ’ecé?%@ﬁ §38. %%1'@’9624A may

provi daga kb@mnietibn lfa@cmohetieublfuamg éméééttﬂeﬁa taﬂdt\foﬂiéséﬁrﬁmﬁﬂféahéﬁsc%w e voice

calls between the npbile device 60 plurality of other voi ¢e devices

vi a the nePfEPINesh ghrogok; they RSP (6RO dat Pi'ecé"ﬁﬁﬁ@ﬁi‘éﬁit Boh b, ehlam@edmy
provide a %&%dn?dé%n'éﬁﬁlfca'tlﬂﬁ@st@‘?ﬁsQQ&E@%rﬁmfuﬂfcaﬁﬁ‘%drﬂ\ng?tﬁ)@%ﬁ CEldANg

data, such as e-mail nessages or gani zer
messages, data Qomum@mnmllmlwmmm stere3Df thavbravalatile adentory 624 ot her

data devic 6 Th roce r 638 also interacts
with ot her?%e‘%ﬂeggﬁg}h%ﬁ%%még%ﬁ?oégsw %rgr F@'BP%E/R@Z‘?'C‘hSW“WP&FF'?% nenory
624, rasdomaiuie 624NBTEY YrdRiVh rﬁ%ﬁJeveauéérl IndérfadeNopEramE t B Urar(shiChnd
subsystens 628, serlalﬁugort 630 eyboard 632, speaker 634, m crophone

636, a shof$eeVenyRice SalPeweendhe mehilsydavige 60 andh@ Rlkplit eicothesvalesi ce
SUbSYSte”BdQG‘B@é ialthe ﬁeﬁwmﬁ@dsmﬁ%em@a& Hféa} @éﬁule%?z% erﬁég and

636 are exanples of the types of ystens that cou provi s Us
62 (Fig. B®jovidghehigbdevel ysedntaricepperakiedat sahding anderenewmgmiata:eselmas 638 and

may  provi g,-emgllltﬁ g?ade%vﬁlles o%aerﬂ;e"%m ortﬁ%t%ﬁeq\o?t tgﬁ?nresgggésr,]gtc% {ween gyl ce and

t he nobil e
20  mobile device 600 and a plurality of other data devices via the network 619.

The microprocessor 638 also interacts with other device subsystems, such as

the display 622, non-volatile memory 624, random access memory (RAM) 626,
auxiliary input/output (I/0O) subsystems 628, serial port 630, keyboard 632, speaker

634, microphone 636, a short-range communications subsystem 640 and any other

25  device subsystems generally designated as 642. The components 628, 632, 634
and 636 are examples of the types of subsystems that could be provided as Uls 62

(Fig. 3). The modules 624A-N are executed by the microprocessor 638 and may
provide a high-level interface between a user of the mobile device and the mobile
device. This interface typically includes a graphical component provided through the

30 display 622, and an input/output component provided through the auxiliary 1/0 628,
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device. This interface typically includes a graphical conponent provided :
t hrough the 30 display 622, and an i nput/ out put conponent prOV|dédétﬁi%u@m§
the auxiliary 1/0 628, 30 keyboard 632, speaker 634, m crophone 636.

Some of the subsystens shown in Fig. 11 perfornrconnunication- rel ated
functions, whereas other subsystens may provide "resident" or on-device
functi ons. kRigrqasd 3258ﬁ@k§0@%§§¥Gﬁgﬂpb@mhﬁé& keyboard 632 and di splay 622

may be 5 used for b such as enterrng a
0% fm€ YT LGBL L ShALE T NG o

text message for transm ssi on o F{Eal A SRErwr%ationn
devi ce-r esirelated floettinspwhesas lotharssubsysteois| ra4y providet” a@}fddms@r SH-g8kifer PDA

type functlon tin em software used by the mcroprocessor 638 is
or ef er abl y "t ﬁ?%%lii%gqyﬁgpﬁy#éﬁte@ﬁﬂhéﬁgﬁyb&@r Rt 5l disnl @@%ﬁ@ym 624 I'n
addi ti 08 _iuged forbbh @nemakCAGEHIENT ARIo RO TTRING S A, Sediftor N the.
non-vol atile nmepory 624 may al so include a file syste or stor g data A

st orage ar é’amﬁ@tsaroe@vem@mercamnwnme@vm gelwor anth deviemresisleat fuhetiomsisuety 624 to
store publ ig a@aY&rlatﬁr BY ¥R i or'ofer F”ﬂkjtﬁter}ﬁ@ctf Bgor mation required for

secure nmessagin e op era ing syste I'c device applications or
nmodul es, or parts th@pemtrng nswstdme squme aJtsddy bl othge thickbprobessor &30 3¢ il e

store, SUCth’ﬁ 5@' 6, 6.for faster olpera£| Mor eover, received
comuni cat PBHC'E n%?’& 18 PerLgiepistergRysh ainop-voladileomemeoryad. dpadgition o
per manept | Yo i o) @Qathgeéysieﬁn @rid EsmBLRicaion Mot blaARe tHtho\ﬁC\J jd € store

624. As those s |IIe in the art will appreciate, the non-volatile store
624 may beMameEbRAtBaY alse ingludeastile sistom foc sieriog data. (Asiarag&tareaysaismked up

RAM for e g | i hat

oaded ont b Rer e PRd TG YoiBRE b e BUOE SREF BIE aELE * (pi
appl i cat i okeyrand atheginfdrDation neguired dibri Sepuresmebsmng:aledﬁéraeN@eyﬁem

appoi nt me sk | tens. This . nodul e so interact wth the
voi ce conn%ﬁ?%@%?%\h F@“%‘féﬂ&"}o(?r"esnﬁ%sdéeﬁ?ﬁgaﬁéy eapoiicleadsg | s,
etc., asd imy aalolatiendtereaslchissRAMESZR TG 35teF QPERALS MoRIbVERdEL&EVER4B for
managl ng e-mail conmmuni cati ons and ot her data ransm ssi ons.

Al t er nat i vEPMuURiqatign sigaals may | Y5 be yempotanly stared tooRAYhi62at beiere modul e
624A and_! BermRatdhus WRTHY iéh 98 DA Em docied MnB Roh NERMALSE: 62 g e PIM

nodul e. non-vo atr menory 624 prefera pro systemto
those skilled in the art will appreciate, the non-volat:le store 624 may be implemented

as a Flash memory component or a battery backed-up RAM, for example.

20 - An exemplary application module 624N that may be loaded onto the
mobile device 600 is a personal information manager (PIM) application providing
PDA functionality, such as calendar events, appointments, and task items. This
module 624N may also interact with the voice communication module 624A for
managing phone calls, voice mails, etc., and may also interact with the data

25 communication module 6248 for managing e-mail communications and other data
transmissions. Alternatively, all of the functionality of the voice communication
module 624A and the data communication module 624B may be integrated into the
PIM module.

The non-volatile memory 624 preferably provides a file system to

30 facilitate storage of PIM data items on the device. The PIM application preferably
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30 facilitate storage of PIMdata itens on the device. The PIM apgl%ﬁ%&p E’l
preferably 31 includes the ability to send and receive data itens} ®i il
by itself, or in conjunction wth the voice and data comruni cati on nodul es
624A, 624B, via the wireless network 619. The PIMdata itens are

preferably seamn essl i/) integrated, synchronized and updated, via the

wi rel ess nédidlitas tae ability torsead eod resgivendita degst eitifer daitaelf, toe irscdnjwicosed or

associ at ed it t. connut er reby..creatjng a mrrored system
For dat a1 e eCvolos arE QR AR el A RE o BeelPBES 60D rmy
al so be mamebdbdri 639 riTire BIM datd itehishar@prletsably sa@ﬁ@wgmt@@@br@nbﬂ%ﬁ@@i le

e

devi ce 600 i B aB {nt erflgce cradl e, which -couples t serial” port 630 of
the nobi | e 238\HPLESL Y Fetvielessnelvors &0, with@rorgseending seref datriteras ser i al

port 63@ Mayorali T d8oHaRM Wih %W?&f%'t %o%p‘d?é?rsyﬁ%nﬁsttr?é}é%% E’d"'{é\'ﬁﬁﬁ aagmg,[r (gt tings

t hrough an external device or software application, oad r

appl i cat i osysteouigr datagiems asrociated with atnasiculainget.o | oad Certs, keys and
ot her information on ' )l i.red download path be used to
| oad an encryption kJie-g?e g‘r?P g&‘%"g@e %‘g'ﬁ%%g&e@%awySWﬁ?’E‘?P'?egF“étqﬂﬁ‘%ﬂsecure
met hod t hasystechianplacingehe matile devicd 500N annmeifate ¥adlel MicH dRbRsIhEet wor k
619. Additionall a &H}cf'ﬂ%on dul es 624N may be | oaded onto the nobile
devi ce 600 SFH?(ﬂ?éﬁ 8" heMek! &2 G40 U saralRett 9fithe josy stams JBe em 628,
t hr oughiot heefarioM 63WAay®kd bé DV erddife § f&eéxttbregsmsﬁ %g?ﬁggiﬁgtsgfﬁﬂgs

m , and 1 nstall ed

subsystem 640, or through any other suitable subsyste
by a user ihrorgl apmxtomalgevies pesefavase \apelication, RAMOVBHGad Stneh application | i ty in

application,d EOR. ] eas t t, Lty of the nmobile device
500 and magPaSERR AL I ARRER R 10108 CHAEKEGR AN bleR i R BB i e
functi ons, devicbofThis Wived donsiniphe pathanay be usedtaiad ainiehrydEibh kéRbhtenBe May
enabl e el ect rolgicﬁ:sy?:o ce _functions and ot her %h financial transactions

to be perf o9 KO HVER 'S 8 G FREUED ethay {iaenerahangingianen@lion ce 600

I S operq@t i Nfoiratntah heCRMELES 6&voBng1g0de, a received signal, such as a
text message or a web page download, is processed by the transceiver 611

and provided to the Afieiiong apelicaion auBluighBAN meydiedoadrd ontarthe emobjle ocesses
L ) SEEERR OLoR 10 i 101D, kel o YA a1
conpose dattrouglete sesiatbort83G; tiwrblighnibe shgesangessongniifieatiopy baissyetes 340, whi ch
'S or through any other suitable subsystem 642, and installed by a user in the non-
20 volatile memory 624 or RAM 626. Such flexibility in application instaliation increases
the functionality of the mobile device 600 and may provide enhanced on-device
functions, communication-related functions, or both. For example, secure
communication applications may enable electronic commerce functions and other
such financial transactions to be performed using the mobile device 600.
25 When the mobile device 600 is operating in a data communication
mode, a received signal, such as a text message or a web page download, is
processed by the transceiver 611 and provided to the microprocessor 638, which
preferably further processes the received signal for output to the display 622, or,
alternatively, to an auxiliary /0O device 628. A user of mobile device 600 may also

30 compose data items, such as email messages, using the keyboard 632, which is
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preferably a conpl ete al phanuneric keyboard laid out in the QAERTY ﬁ%} ‘”EEE!B
al t hough ot her styles of conplete al phanuneric keyboards such as tﬁue \M‘f
DVORAK style nay al so be used. User input to the nobile device 600 is
further enhanced with a plurality of auxiliary 1/0 devices 628, which may

I nclude a 5 thunbwheel input device, a touchpad, a variety of switches, a
rocker i nparefembtych, coremlete Fipbanompuis deyoierd I'aldetmt i phet QWERRR%‘ stgler may

t hen be pr cted ne I ng set a

trans e ao fbel Bifits, o Somblbid B EmeTE PR actich A T By 11,
Waen t he m@mmewl@me@wsmmmﬁatwm ingut & W BRbLIS HBUBE eabh@ﬂsrthbp node,
the overall o tion of | e device 600 is _substantially simlar to

the data fBBE" nce WiRt g FPA‘t'raf”é(c%f ?HH"%’VgH%I deviges BPdf whighl ayuinplygetad t he
speaker §34 1aRwiel §out H8vEb Sa foichbAPVHrRY Qi”svafcﬂegeé‘%c%leﬂgw?]\ﬁtch

m cr ophone .636. Al ternative voice or audio 1/0 subsystens as’a voice
message re€lr dihegcompnsgdidaty iterayinplitly thbelselhiplareHmnttwd)reparebeasrspbmf &t devi ce

600. AItho LQ,.Si out ref er.ahl shed
i mar 1y HEraRe esadihEr bR vty iy e B iEteh nefuTEBLY

provi de anvlanttle tranhscgivafottthe i dentity of a calling party, the duratlon of a
voi ce call, or other Y]OI ce call related informati gn. For exanple, the

m croprocessor 638, RN 3% makde idsyicgi €09 is mpelalingdn @oYRiem FeramusisatioRiul e
624A ang t %dépﬁfeaé\}é?gll oéé’r%ﬁ@rﬁrbﬁ@\fetﬁ%@ﬁl% ddlRoe 65 i%%rubgt}éﬁ 151? édﬁ‘xéar to the

identification information of an incomng voice 20 ca Isplay it on
t he di spl agatppode expeptithataaepivesbsianals artirefaabliydip teineGpealies 634 and

| uded E t 640
i B i B S SO T O S A BTOTT
short-r angermdlellmﬂ;mmsgad:h aa voked mhessage Fe::@sdiﬂ% Eht?@twm midn also t
comuni cat i, 0 rovi de f.or communi cation
SO oo o Bianiedon i BnbiedeveedrE AiPorgh BUCE b pydiegiangl eHiRUGs L w11
apprecigte Tpﬁ'éf@ﬁab'lyf’édd:@hfbﬂi‘,ﬂfbd pHifaril Ef@l?edgh the éﬁéa@c&r 6311 &Rl disfthy 6 8R8Y dikgat i ons,

available fromthe Institute of ectrical and El ectronics Engi neers

(1 EEE), relbgtysed te provide padrdigatioasidhe ideatityrnfaealliog rarty, the duratien s,
oo oo T, SUNE R LAY oMl TS UGS GO 5
such vari até38nim cﬂ:&jmoﬁommh tBO06ice communication module 624A and the operating
system software, may detect the caller identification information of an incoming voice
20 call and display it on the display 622.

A short-range communications subsystem 640 is also included in the
mobile device 600. For example, the subsystem 640 may include an infrared device
and associated circuits and components, or a short-range wireless communication’
module such as a Bluetooth™ communication module or an 802.41 module to

25 provide for communication with similarly-enabled systems and devices. Those
skilled in the art will appreciate that “Bluetooth” and “802.11" refer to sets of
specifications, available from the Institute of Electrical and Electronics Engineers
(IEEE), relating to wireless personal area networks and wireless LANs, respectively,

The above description relates to one or more examples. Many

30 variations will be apparent to those knowledgeable in the field, and such variations
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are within the scope of the application. For exanple, although a W‘Le#§§9%§5
mobi | e communi cation device is shown in Fig. 11 and descri bed as 'one™™
possi bl e system on which a nessaging client nmay operate, nessaging
settings selection systens and nmethods may al so be 5 inplenented in other
messagi ng clients, including those configured for operation on desktop,

| apt op, or aRwMtbinkbe seenmottbe applicatien. The use of numeric or al phabetic

label ling in the cl g f is . aurely f. i d.
eference. The Tabel o bRt el & uitsS Hob¥ eRBMUERREST Be08Rds o1 ai e

or mandat e spawhirckigat1 andiéescribegas bhe pbsyible ispgtemidromsich FuidsB8ging bienpr acti ce
10 limtations_as §et forth in hhe clai s can occur in ag% sui tabl e order,
can be redlPaRBEA S MEHAH W FEHOD SHEFIRTS 8YFIRIE Nk BEthAdsHBaY alrspbe ti ng
fromthe clippementana ottt restadhRRERS, iNNading mo%bebﬂﬁ@rééfora e@ummd of
sel ecting nessagi ng settings on a nessaging client, the et ho conpri sing
the steps d¢eskiph)lagiopepimeiveted qomyiersrystests.an out goi ng message; and (b)

retrieving a nessagi ' d . ased on.th det er mi ned
eci prent: whorer nothe 95t bl At C B BaiAiclaR e RIS sPRE el i age
format  chauealy for cotveniacemndesiergmes Fog labie/ling hamd aiteiderttb Gmit e s‘EBﬁe met hod
of claim1, .and, further copprising the step of (c) transmtting the

out goi ng @é@‘&&@'@éé’éﬁ'%ﬂ@%ﬁﬁw grienige Eléééﬂ"'g‘@'%'ét Furler, ig pragtige net hod
of claiw 1limvaes Bsihe BRASAARe! QAR cahYcaG! B baY IstithSle rdéf?.rgansl?]é/ le
message format characteristic. 4. The nethod of claiml, erein the
retrieved FedENgieAPrOmbingd or etherwise intagrateriwvitheut siepagingdrm yie cleim or an
indication5£85 digital signing. 5. The nmethod of claim1, further

conpri sing a,ﬁiurality of nmessaging settings wherein the plurality of
messagi ng settings including the retrieved nessaging setting of claim1lis
retrieved during the retrieving step; wherein a nessage is transforned into
a different nessage based upon at

34



| east one of the retrieved nessage settings; wherein the transformation is. .
i ndependent of the message delivery route or mechanism 6. The net hoiA8f 2000
claimb5, wherein each of the plurality of messaging settings is a nessage
format characteristic or a nmessage security characteristic. 7. The met hod

of claim1, and further conprising the step of displaying the retrieved
nmessagi ng setting in a nessaging settings portion of an outgoing nessage
conpose SRRk claifrdlis4 MAR PO60 8. The nmethod of claim7, wherein the
nmessagi ng settings portion for the outgoing nessage includes a field that
is nodified by a user to indicate a change in nessage setting for a first

nmessage, whereijn the r'fqgmopio?@efe%@@gr&fg%ﬂ ‘@sﬁﬁﬁ(%géﬁlg mé&%ﬁiﬁ&%ﬁéﬁ?ﬁtﬁe”m

nmodi fy nessage settings of a su conp outgorng® nes'sage. 9.
The net hofedtodgamprisdio thaatepaof.her conprising the step of providing a

nmessage conposityi on 4 C I . eader portion,
wherein the mgés)'saggb%té@{:rl}fa@ aSBetFF’ ?%‘%"?%’ﬁ:?%@é‘sﬁ ?&?%Pg and a SUBJECT
field, wherein(®he retiedagi@ meashgingeettingn frdmspl dats stdre besedagiongtheet t i ngs

portion. J:IQteHIﬂ%d’f@éiﬂnQ .of claim9, and further conprising the step of (c)

di spl aying the received nessagi ng setting in the nessagi ng settings portion

of the provi datdterais stheeratitaveds messagingtsettinge eomplsesTae nmasshgel fofmatl ai m 9,
uwher ei n t b e Kk iiad JTHESA0E SCATRPSI Aot e T ace i nol udes a text fiel d
i ntér a nessage. isj.

for allowng a user to e "The nmethod of claim1, wherein
t he nessaging client executes on a desktop conputer, a notebook conmputer,

or a mobile copputi AgedRUEA: of aifF BRENRANGI CSH%Fighé’thgngt{eéuéft gc%f
ponpr|5|n? the_steﬁ of storing nessaging settings ol the olUtyolng nmessage
i n the datrangniging.tha autgging nasishgel bagedolmanrthd Gtrievied negssaging setting.i ng st ep
conprises the step of storing messaging settings in association with one
or nore recipients of the outgoing message for use in determ ning which
messagi ng settPng i ghemdieodgfedtpimct, wherein thegoesapgade s eharacteristic is a

font style message format characteristic.

4, The method of claim 1, wherein the retrieved messaging setting
comprises an indication for encryption or an indication for digital signing.

5. The method of claim 1, further comprising a plurality of messaging
settings wherein the plurality of messaging settings including the retrieved messaging
setting of claim 1.is retrieved during the retrieving step;

wherein a message is transformed into a different message based upon at
least one of the retrieved message settings;

wherein the transformation is independent of the message delivery route or
mechanism.

6. The method of claim 5, wherein each of the plurality of messaging

settings is a message format characteristic or a message security characteristic.
7. The method of claim 1, and further comprising the step of displaying
the retrieved messaging setting in a messaging settings portion of an outgoing

message compose screen.
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15. The nmethod of claim1l, and further conprising the step of (c) s« 1AR 7008
repeating steps (a) through (b) for a plurality of recipients. 16.51%1(& o

nmet hod of claim 15, and further conprising the step (d) resolving

conflicts anong retrieved nessage settings. -36 14 MAR 2006 17. The net hod

of claim 16, wherein the step of resolving conflicts conprises the step of

sel ecting one or nore nessage settings fromthe retrieved nessage settings

based upon securit i - A f each
p 8l ity 196 mRaRky Bﬁélé:h\e?’,f;‘ﬂxoéf}‘&ﬁ%ﬁ&ﬁ;%%gﬂg‘%ttuﬁsgﬂéggﬁ%r the

retrieved nessage settl_n?, frequency of use o etr message
setting, PHYSMSVesTage drgiydesr fisld thatuh sredified by eveser te dwiiogte 8 shangegini s

assocl at e%&%ag&?@ﬁhg%i Qﬁfr,slt hesee, vat?éreixhﬁﬁermé@@% ﬂ%ldcf'oﬁ'tﬁg %ﬁl&o}gﬁer en

the step of resolving conflicts conprises t of pronmpti aut hor
of the oufMRSSAE ALES AGlMPUfy meswdoecatings orepapsetventistaompeser nuigsinge
‘settings. {dsade computer readable media storing instruction that upon
execution by @a conputer cause the conputer to allow selection of nessaging
settings within a nessaging client by performng all the steps of claim 1.

20. A system f@ sehlggatd i i . i , the
yst em sonpri sing: (15 TenedBrERR Bramehih Botriishg e SR Aoy, |
communi caim&ssage sompesiticminisrfges thabincludes armessage peadssippdisinewbgreimthend user ;
(0) o2 Jat nesbgie eanaha! iRARILNg 109 %Rl affPLCSIBIERT) Ay SRhLERTS
associated with one or nore nessage recipients; and (c) tHe system
processor ,m%e@%hﬁwctenéoglyet@ﬁl@@dgemsawwtﬂmpm. or nore processing
el enents, wherein the system processor is in conmunication wth the user
out put device and the data store and wherein the one or nore processing

el ements are pri@gr arfedmsthosidapiciaima®, |asdsturther comprigiag ethei pigpack €@ pi ent

of an out gRIHNGi q i j in ti a data
Store basooPEGHREIEE A thessdolnd SEing HEiR RS Ceihids' Scffor bPRe
provided message composition interface.

11. The method of claim 9, wherein the prqvided message composition

interface includes a text field for allowing a user to enter a message.

12. The method of claim 1, wherein the messaging client executes on a

desktop computer, a notebook computer, or a mobile computing device.

13. The method of claim 1, and further comprising the step of storing
messaging settings of the outgoing message in the data store.

14. The method of claim 13, wherein the storing step comprises the step
of storing messaging settings in association with one or more recipients of the
outgoing message for use in determining which messaging setting is to be used for
an outgoing message.

15. The method of claim 1, and further comprising the step of (c)
repeating steps (a) through (b) for a plurality of recipients.

16. The method of claim 15, and further comprising the step (d) resolving
conflicts among retrieved message settings.
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wherein the retrieved nmessaging setting conprises a nessage securi‘ﬁtgy MAR 7006
characteristic. -37

17.  The method of claim 16, wherein the step of resolving conflicts
comprises the step of selecting one or more message settings from the retrieved
message settings based upon security of each retrieved message setting, time used
of each retrieved message setting, frequenéy of use of each retrieved message

setting, priority of recipient with whom retrieved message setting is associated or
combinations thereof.

18. The method of claim 16, wherein the step of resolving conflicts
comprises the step of prompting an author of the outgoing message for a selection
among the retrieved message settings.

19. A computer readable media storing instruction that upon execution
by a computer cause the computer to allow selection of messaging settings within a
messaging client by performing all the steps of claim 1.

20. A system for selecting messaging settings on a messaging client, the
system comprising:
(a) a user output device capable of displaying data communicated by a
system processor in a manner perceivable by an end user:
(b} a data store capable of storing one or more messaging settings
associated with one or more message recipients; and
(c) the system processor, wherein the system processor comprises one
or more processing elements, wherein the system processor is in communication
with the user output device and the data store and wherein the one or more
processing elements are programmed or adapted at least to:
(i) determine a recipient of an outgoing message; and
(i) retrieve a messaging setting from a data store based upon the
determined recipient;

wherein the retrieved messaging setting comprises a message security
characteristic,
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