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computer networks and automatically compensating for changes in the network that impact
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Description of the Prior Art
Traditionally, securing sensitive systems and their information from being accessed
by unwanted parties over a public system meant just that - controlling access. Unfortunately,
25  the public nature of the Internet makes networks more easily vulnerable to attack by
malevolent external entities, such as computer hackers, who create programs that launch
computer attacks against networks, typically by attempting to circumvent or penetrate the
network’s firewall. Consequently, security is an issue of foremost concern for any
organization utilizing a publicly accessible network, such as the Internet to communicate.
30 More and more sophisticated methods have been created to address the weaknesses of the
systems before them. Access control is not enough. In response to the need for an added

level of control over access to information there has been a focus on monitoring the actual

content of the data, or payload, flowing into and out of systems. The purpose of this
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prowess to determine when an event of note has taken place. Many (if not most) times the

responsible party reviewing the data misinterprets it or is unable to respond in a timely
fashion. Clearly the prior art of intrusion detection is a useful tool, but a limited one.

20 Controlling access to information is not reacting to events after theyhave occurred,
but determining where systems and services are vulnerable before the access has taken place.
Armed with this information a solution can then become active in defending those
resources.

Network security hardware, software and/or firmware, such as firewalls and intrusion

25  detectors and the like, are typically employed to monitor traffic across the computer network
and to manage security. When an attack occurs, the event is generally logged and the
network administrator may be alerted by the network security system, although generally

after the damage to the network has occurred, if the network was vulnerable to the attack. In



network adm nistrator nmay be alerted by the network security system
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identify an attack that, due to the particular network's vulnerabilities,
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to timely respond to an attack type that can succeed against a particular network, d) the

security system cannot adjust to changes in the network without a network administrator’s

20 continuous review of a particular network’s systems, services and related attack

vulnerabilities, and subsequent continuous adjustment of the security system to reflect those

changes. These systems have the significant disadvantage that if the security system does not

properly identify an attack that, due to the particular network’s vulnerabilities, can be

successful, and, just as important, distinguish the attack from the multitude of attacks that

25  will not be successful, then critical portions of the network can be penetrated or damaged
before the administrator can recognize that a successful attack has occurred.

Accordingly, an intrusion detection system is needed that is capable of: a)adapting to

new types of computer attacks and storing information on known attacks and logging and

acting on relevant attacks against the network,, b)automatically identifying the vulnerabilities
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SUMMARY OF THE INVENTION
The present invention can be embodied in intrusion detection software that can,
among other ways, either be installed on a computer hardware device that contains security
20  gateway software, such as a firewall, or it can be installed on a separate computer hardware
device and operate as an independent detection sensor or integrated with security gateway
software.
Advantageously, the software can operate directly on the security gateway. Most
current devices are in-line, i.e. traffic passes through them either before or after the gateway,
25  or operate as a tap. . In-line devices generally operate in a redundant capacity providing
many of the same restrictions on communications that the security gateway already performs,
while ones that operate as a tap on the network wire usually do not inhibittraffic in the same
fashion. Rather than dropping, i.e. not responding to further attempts, they break the session

down, meaning that they communicate with the source and tell it to reset the session.



current devices are in-line, i.e. traffic passes through themeither before
or after the gateway, 25 or operate as a tap. . In-line devices generally
oper at e iwoasnemundant capacity providing many of the samPCTAsp3/1a19 ons on

co ni catio hat he. secur i e al r erforns, ile ones that
opmt e as a%fn apdlcr)nr?n{ Et%ef’bg%q?i qga%é??ﬁﬂ&? ‘?’fg“P t;‘?lﬁ’“ e’E"‘Pﬁ%f £ i n t he
sane fas Rat her. th i . not respondl ng.to further
at t enpt s™ q‘f‘ﬁ‘é%/ 5, SRl lf’h‘@%?éag’él}ﬁgg O?g’c?ﬁn‘P %n?%“f%?omwgcbrﬁ?ﬂﬁP]@ét e With
the source and tell it to reset the session. -4 WD 03/100617 PCT/US03/16119
5 EnbodiPfefY algsépf“ef"ﬁénf‘ AeraiGes tﬁrﬁ‘eteﬁemaﬁgr aspReifin weincipliliyiassessment ofi gwe PBb | ity
state, including the specific vulnerabilities of one or nore conputers
conpri si"ge &‘“B%}F‘?IF d%P%fformﬁ‘éf%ﬂﬁt%nes?%tvémmhlﬂiB’ gete of Ehespartioylay aelevork ned or a
specific vuI nerability assessnment of one or nore conputers is perforned to
det er mi 1389 {thystems sedl afvices apd sthat weeific vwacrpbititiescarisaen thecompitersafdisiis s
systenms and services and what specific vulnerabilities exist on the

conplit ergcomplished; ysing wessbity sihEumatitm ghay uis nertemitically updited.matiteek t hat i s
autorratl cally updated. Attack signatures, specific to globally known
vul ner alsignatuieasspagific éo elobillyt g vulnerdbdities kreeqoaislater twitsthe ivillnetabilitiedl i n t he
particul ar network and its systens and services. DESCRI PTION OF THE
DRAW NGSlentiied invizaparrtéolar getiyerktand itsl eysgensadd sarvicest he f ol | owi ng det ai | ed
description when read 15 with the acconpanying drawi ngs. Figure 1 depicts
t he opeDHISGRIPGIONOEJTHE PRAWINGSIsi on det ecti on system according to an
illustrative enbodi nent of the invention. Figure 2 depicts the operation of
an adaptive Th¢ myeitmn isldbs ahdestoslySom thafotiowitigndtailed desciptidnelieni deddist r ati ve
enbodi nent of the invention. 20 DETAI LED DESCRI PTI ON OF THE | NVENTI ON

15 with the accompanying drawings.
Figure 1 depicts the operation of an adaptive intrusion detection system according to
an illustrative embodiment of the invention.
Figure 2 depicts the operation of an adaptive intrusion detection system according to a
further illustrative embodiment of the invention.
20
DETAILED DESCRIPTION OF THE INVENTION
The present invention is directed to an intrusion detection system, which has the
ability to adapt over time, and is preferably used in conjunction with, or integrated into, a
network security system such as a firewall. One of ordinary skill in the art will appreciate
25  that the present invention may be implemented as any of a number of well-known platforms,
preferably in a client/server architecture, although not limited thereto.
The present invention can interact with the security system’s firewall, and can provide
a highly effective response that can either disconnect (or block) malicious communication

traffic or connections, or instruct a firewall to do so, without disrupting legitimate traffic.



The present invention is directed to an intrusion detection system which
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designated as potentially vulnerable to attack. The relevant equipment may be one or more

computers or hosts. The vulnerabilities of this equipment and its resident systems and
services are then determined and preferably loaded onto an intrusion detection management

20  server 108. The intrusion detection management server 108 then preferably correlates these
vulnerabilities with attack signatures. The intrusion detection management server 108 is then
preferably instructed to only identify these attack signatures. The intrusion detection
management server 108, preferably through an intrusion detection sensor 112, then instructs a
firewall 110 to block the specific sessions that have been identified.

25 In this way, vulnerability assessment tool 104 has enabled intrusion detection
management server 108 to properly identify exploits to which the equipment in computer
network 106 is vulnerable, classifying them as “valid attacks.” All other known attacks are
then characterized as “invalid attacks.” Because only a small percentage of traffic will be

improperly identified as matching a known attack pattern, and, of those patterns identified,
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embodiment of the invention. In step 1, vulnerability information, assessment procedures

and rules are retrieved from a central computer. Periodically, such as once every twenty-four

20  hours, the time of which can be determined by the operator, the intrusion detection system,

through a secure communication session to a central computer, transfers files to its local

operating system. These files contain Vulnerability information and Assessment (VA)

procedures and rules (referred to as signatures) updated with globally known data, and data

which directly relates, or correlates, these dissimilar sets of information. These files can be

25  continuously updated for the most recent known vulnerability and attack information by an
operator.

In step 2, a security gateway (firewall) is queried. The intrusion detection system,

through utilization of an interface such as an application interface (API), securely queries a

repository located within a security gateway, or a management station, for Internet Protocol
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The intrusion detection system then loads these attack signatures into a pattern
detection engine that has direct access to the communication streams between the protected
computer and the Internet. The detection engine examines all communication sessions that

20  pass through the security gateway. Armed with the attack signatures the detection engine can
identify specific traffic that is destined for a computer with a specific software defect. In
another embodiment, the intrusion detection system can instruct the security gateway to only
forward, to the pattern detection engine, communication destined for a computer or host that
was, in the prior step, determined to have vulnerabilities, thereby improving overall

25  efficiency.

In step 4, damaging content is identified and communications are inhibited. When the
intrusion detection system has determined that a specific communication session possesses
damaging content, the intrusion detection system inhibits, drops or discontinues further

communication with the offending source or, it utilizes a second API or interface to securely



exploit the identified defect. The intrusion detection systemthen | oads
these attack signatures into a pattern detection engine that has direct
access t owODha/1ewnTuni cati on streans between the protectedPCrarspsit@nd and the
I nternet. The detection engine _exam nes_all comruni cation sessions that 20
pass Y hr'BUgH ﬂlﬁée%le&yugﬁt%‘xﬁygaﬂ%way drop, qrgkiscoptinge drgher corarpnigstion At the t he
detection_engine can__identify specific traffic that is destined for a
conput er°Hfn¢iRe SOWpR ¢ dengsh Pﬁém@ {96 discentinning Hirber omnappcstiemath, the he
intrusion detection systemcan instruct the security gateway to only

f or war d, offeading sovses ¢adrbe pe-delemiagd adgeiley, an eprigion. cBhis orocesshenrmotestor a
conputer or host that was, in the prior step, determ ned to have

vul ner abbh¢ panimker fidye pethyupipgiion\segsipn® which WouldBe deénfidginigeindtyandion psavenss 4,
damagi ng content is identified and comruni cations are inhibited. Wen the
i nt rusi omagtberized aesasssy private nfamdéenearmésnedest hat a speci fi ¢ conmuni cati on
sessi on possesses dammging content, the intrusion detection system
inhiMWits, drdps: durthdr seahodimene soff thet imngentiopotheu niforatatiom discoverédhén athé endi ng
source or, it utilizes a second APl or interface to securely -8 WO

03/ 1006 Ivalne@biliysdaerhGihdtBnSori VAt is wmséd tohdetarminer a ttympattrevaliost Vulnmekubllity, dr op
or discontinue further communication with the offending source. The |length
of time Stae. Dhtsaiftivinbidystegs this ishet a corarticunsidedation Mid the sfzeem Wfsteatheng sour ce
can be pre-determ ned and set by an operator. This process then protects

t he conpaitessivé prooessippTHniY Ddogating@ach @0 of Whth ebntwied th Serdemaini@tibe |t

and/ or prevents unauthorized access to private information or resources.

10 In a skssfonhenll provatidedfiputefs drestt MAand e ofttherfid plsah Feroupn el meRuer ed in
the wvulnerability determnation or VA is used to determ ne a conputer or

host1sVul saena8isteht ¥ degh@dde - THIB ist dhakhed HRGSM ?f&’&ﬁsﬁ@ﬁné 3k Svhich defatfonGHE I ent
consideration and the system has to expen excessl ve processing tine
i nt er r ogafidWaseRRid S AlfteP thedRbwRalF HRLIA! 10 kdt ToLME pYopePSBMHY! 8&Lih#n and
service, it can make another check before the firewall/gateway or the intrusion detection
engine engages in the process-intensive operation of trying to compare its payload against
signatures - the destination's vulnerability state. Determining the vulnerability state of
20  computers or host, the software program knows ahead of time that the destination is not
vulnerable to a connection so the final in-depth signature based tests can be bypassed, and
therefore, the communication traffic rate would is more efficient. By having the detection
engine of the intrustion detection system or the firewall/gateway only examine
communications that need to have a signature analysis performed, the software's performance
25  can be improved.
The invention further includes a computer readable medium and a system comprising
one or more computers to carry out the methods described herein.

While the invention has been described by illustrative embodiments, additional

advantages and modifications will occur to those skilled in the art. Therefore, the invention in



session to all protected conputers or hosts and the rate of traffic passing
through the firewall 15 and/or systemis degraded. This is changed though
by consi dwpioagodeor whi ch destination the traffic was boumdT/Usbs/ef114 he

firewall. c cket for.t. roper,. sour ce, destination an servi ce,
it odn r%taskg%éﬁ%t AR B E‘%é%{gg P abesitico kels GRPERAFNd descHRed bereifsi on

det ecti .engi ne engages.in the process-intensive operation of trying to
conpar eq?}?cgﬁf)agﬁ‘m%ag)raﬁfg%fr}%et tog Hﬁng?lﬂ?‘@%r ha‘a}‘(éredégil‘?r ngk igsthad §iEPs @R ity
state. Determ ning the vulnerability state of 20 computers or host, the

sof t war €9 5%5%%02 OMRONSASANARe adavithaut deparingem; thaaping ngd scope ef the

vul nerahle to a connectiaon so the final in-depth signature based tests can
be bypadRiegtionndice Wé"rgi}‘f’ df & intended: ghainihs Ewention rat def limitedatos thgotpeeifit s nor e
efficienh. By having the detection engine of the intrustion detection
system & USFﬁéVGf smbagiments uchaiptemsetod withini the fullspinituand seape of thetappendaéed t o
have a signature analysis perfornmed, the software's performance 25 can be
i mpr B e flainmhand thgieeauivgdentsur t her i ncl udes a conputer readabl e nedi um and a
system conprising one or nore conmputers to carry out the nethods descri bed
herein. Wiile the invention has been described by illustrative enbodi nents,
addi tional advantages and nodifications will occur to those skilled in the
art. Therefore, the invention in -9 W 03/100617 PCT/US03/ 16119 5 its
broader aspects is not limted to specific details shown and descri bed
herein. Mdifications, for exanple, to the conputer hardware, order of

nmet hod steps and configuration of conponents, may be nade w t hout
departing fromthe spirit and scope of the invention. Accordingly, it is

i ntended that the invention not be limted to the specific illustrative
enbodi nents, but be interpreted within the full spirit and scope of the
appended 10 clains and their equival ents.
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5 WD 03/100617 Cained is: 1. An intrusion detection nethod conprising:
PCT/ US03/ 16119 retrieving vulnerability information; 10 identifying attack
si gnat ur e&Q opaodeoT M ng a vul nerability assessnent of one @CTmsPE1@i9 t he
follgw ng, conputers, hosts or conbination thereof to determ ne what
vulnerabilities exist on the aforenentioned; and correlating the attack
si gnat urgs: vgdt.h, the existing vulnerabilities to identify 15 exploited
vul nerabi FIti€%. 2. The intrusion detection method of claim1 further
conprising: distinguishing between traffic to the one or nore conputers
and/ or host _ having.vulnerabilities and those not having vulnerabilities;
and only per for ni A HU5i9P detpelion methpd sewpdsingint on the one or nore conputers
20 and/ or hosts having vug?er_a_bi,l ities. 3. The intrusion detection nethod
of claim1 furthefeymhgrPaeRbility Bioratine| udi ng attack signatures that are
specific to the identified vulnerabilities in the correlation step. 4. The
i nt r'dsi on det ect i WANtHENE Bk FiZRIEET 1 wherein the existence of 25
vul nerabilities on the comput er.s's) is determ ned by: querying a security
gateway for | P adepriosming aynlersbility astessoagnt efane oo mote afthe; foblewingsi ng t he
vul nerability informati on and the | P addresses and servi ces.

computers, hosts or combination thereof to determine what vulnerabilities exist on the

aforementioned; and
correlating the attack signatures with the existing vulnerabilities to identify
15 exploited vulnerabilities.
2. The intrusion detection method of claim 1 further comprising:
distinguishing between traffic to the one or more computers and/or host
having vulnerabilities and those not having vulnerabilities; and
only performing a vulnerability assessment on the one or more computeré
20  and/or hosts having vulnerabilities.
3. The intrusion detection method of claim 1 further comprising:
only including attack signatures that are specific to the identified
vulnerabilities in the correlation step.
4, The intrusion detection method of claim 1 wherein the existence of
25  vulnerabilities on the computer(s) is determined by:
querying a security gateway for IP addresses and services of the computers;
and
using the vulnerability information and the IP addresses and services.

5. The intrusion detection method of claim 1 further comprising:
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5. The intrusion detection nethod of claim21 further conprising: -11 WO
03/100617 PCT/US03/16119 5 inhibiting or disconnecting one or nore

desi gnat ewOloB/16®$Bi ons associ ated with attenpted vul ner abiPCirtgs03/16119
explaitation. 6. The.intrysion detection nethod claiml further

corrpr%: si ng: updal"?“ﬁ’étn{gr?é%i{?ﬁ?nﬁ% BBiore ?’S}“‘?rgﬁﬁ?g’r‘&?ﬁ%?esﬁﬂ‘lf FSGREAHR t he

st eps of i ntrusion detection nethod of claim11 further

cl ai ]18 %.7. Th
conpri siaﬁtﬁmpteg]& i lmyﬁéplf)ﬁ@l%‘onput er's vulnerability state, and if the
conputer is not | nerabl e, hypassing.the signature _correlation step. 8.
An i ntrusi on®det eﬁ‘]‘? HW%%@W‘%&P@P%“& W%h‘?ﬁé?lab‘ilﬂnil&:y det erni nati on
tool to identify deJ ects on one or nore 15 conputers, hosts, or
combi nati on t her eBRd2HNg&8e yelnerebility infepnationsand dat abase to correl ate the
defects with attack signatures to identify specific attack signatures that
relate to the spetePdtiagihgistses efiflaimilies identified; an intrusion detection
sensor to facilitate identifying and inhibiting or 20 dropping IP sessions
or ddmmuni cafli on Theinirpsiongetesiommettiodw daimHefuriher compriningsx pl oi t ati on of t he
specific vulnerabilities identified. 9. The intrusion detection system of
claim8 further césigminingige gomputeriswalnkrabilityestase, and i éhei computer Bmotlet ect i on
sensor instructs the firewall to inhibit or drop IP sessions or
communi ¢ainershlet byppising thesdignetuag erelatipinstefne at t enpt ed expl oi tation of the
specific 25 vulnerabilities identified.
8. An intrusion detection system comprising:
a vulnerability determination tool to identify defects on one or more
15 computers, hosts, or combination thereof
a correlation engine and database to correlate the defects with attack
signatures to identify specific attack signatures that relate to the specific vulnerabilities
identified;
an intrusion detection sensor to facilitate identifying and inhibiting or

20  dropping IP sessions or communication traffic associated with the attempted exploitation of
the specific vulnerabilities identified.

9. The intrusion detection system of claim 8 further comprising a
firewall, wherein the intrusion detection sensor instructs the firewall to inhibit or drop IP
sessions or communication traffic associated with the attempted exploitation of the specific

25  vulnerabilities identified.
10.  The intrusion detection system of claim 9 further comprising an

application programming interface to pull vulnerability information into a vulnerability

determination tool; and
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10. The intrusion detection systemof claim9 further conprising an
application programmng interface to pull vulnerability information into a
vul ner abiwptog/10et er mi nati on tool; and -12 WO 03/ 100617 PETTuUS031616419 5

wherejn the applicatio rogramm ng interface and firewall are integrated
i nt oeg a single coﬂ%%rﬁ]é‘:h‘ga 8?aﬂ9ﬂgrq%mn}r@§ggﬁer ‘F%‘@tt{‘ISWa Feiuegreed Wi m 8
further co]irlgiri Si ng: an application progranmng interface to pull

vul ner abt 2SS9 ati on into a vulnerability determination tool. 10 11.
The intrusi oqodet gﬁti on temof claim8 wherein a security gateway or
|

.S ! »
firewal | are ‘’nte %?@HSIP‘KE%C"&O%Fﬁmo%mémefﬁﬁﬂpféﬁm%n a single device

or conputer. 12. The intrusion detection systemof claim1l further
conprising an | nt & FRPLCHIO8 Prerapgping interfaca tocpull vy Inempbdity informstiomintbet ect i on
systemof claim1 further conprising a neans for 15 updating the
vul ner abfanerapilig determinasion éel.assessment tool . 14. A conputer readabl e nedi um
to carry out the nethod of claim1. 15. A system conprising one or nore
conptft er s t o ldar r Yhoinirugioredeiestinpeystst of claim’1whezein 26ecugity gatawaysr on det ect i on
met hod conprising: retrieving network and system configuration information;
ret ri evifrgwalliare éviegmied inte 4 siale ermpiopent andioramtaziiglesdeyivabricenputdres; anal yzi ng
potential vulnerabilities only for systens and services present in the

12.  The intrusion detection system of claim 1 further comprising an Internet-based

Web interface.
13. The intrusion detection system of claim 1 further comprising a means for
15 updating the vulnerability determination assessment tool.
14. A computer readable medium to carry out the method of claim 1.

15. A system comprising one or more computers to carry out the method of claim

16.  Anintrusion detection method comprising:
20 retrieving network and system configuration information;
retrieving vulnerability information and attack signature rules;
analyzing potential vulnerabilities only for systems and services present in the
network;
determining the presence of vulnerabilities or performing a vulnerability
25  assessment of one or more computers or hosts to determine if the computers or hosts are
vulnerable and what specific vulnerabilities exist on the computers;
retrieving vulnerability assessment information;

correlating the attack signatures with the specific vulnerabilities identified;
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network; determ ning the presence of vulnerabilities or performng a
vul nerability 25 assessnent of one or nore conputers or hosts to determ ne
i f the cowpusre®w1dr hosts are vul nerabl e and what speci fiPCTUsosIerabi lities
exi st.on the conputers; retrieving vulnerability assessnent information;
correl ati ng the aPPXERABIGESOHPROICHHqn T ﬁf&%‘ﬁ‘é&rW@eﬁﬁb’FﬁéﬁlﬁWﬂSPﬁ es
identifiﬁd' -&3 MQ 03/100617 PCT/US03/ 16119 5 only exam ni ng conmuni cati on
traffic BSHAYPLINLYCATRAILE FomuaBRicRiion fraffigito the gack sigmaturss thenrefatetertimar i ng
comunicatign traffjc tg the attack signatures that relate to the specific
vul ner ab%PF?lgF Bangspbilifies of Gresamppiers, hpststog systems pad sqrgicesidentifed byt | dentifi ed
by the jntrusion detection system and dropping or inhibiting traffic or
i nst r uct PHEsIesteslon sty gat eway to drop or 10 inhibit traffic identified
by the intrusion detection engine of the systemor the firewall as
mat chi ng t he at t adfepRingpainhibimettiafiic ardistrueiing the seeurpeatevidyco ddprer abi | i ti es
identified by the intrusion detection system 15

10 inhibit traffic identified by the intrusion detection engine of the system or the firewall as

matching the attack signatures that relate to the specific vulnerabilities identified by the

intrusion detection system.

15
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