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DI RECT, FLEXIBLE AND SCALABLE SW TCHI NG OF DATA PACKETS | N BROADBAND
NETWORKS WBAZKGROUND OF THE | NVENTI ON The field of the i npenusawmsi® t hat of
conmuni cation over a broadband network of data processing systens, for
exanple, a network using a SONET backhone and Hybrid Fi ber-Coax(i al

cable) ("HFC') access network to connect users to the 5 backbone. A packet
comuni cations standard for the HFC environment is DOCSIS (Data Over Cable
Service Interface Specification, Docunment No. SP-RFI-105-991105) of

Cabl eLabs. Fig. 1 shows a typical configuration of wide-area delivery of
data to HFC systens (each connected to 200-2000 10 househol ds passed
(HHP) ) . THESTRM AN PROSESISNFOR ONTCH AW LABEL LT ATRECT, 0 FAESCREE ANDg 4
via a multi et [ : 7 ﬂna?qnc to a

fi ber node ggby alﬁ??gg?&ggiﬁﬁs??egﬁgo%%ﬁn eéa‘#nbé\%a |b§?ﬁ9ﬁg{§$$eam
connection 8. The fiber node 9 has coax connectors 10 out to cable nodem
15 subscribers (i.e. honmes 11). These multiplexers currently cost sone
$50, 000 in addition to th -end terpination system and scaling up of
service to a community m%ﬁ%oﬁj@% REWHE| F&EW#@ and servers. The
failure of a Thepbhehd aoh thw iheattdod tier thaat bncoRBusisd €io avdrake an
entire "do ' - .t he - user ub- net-work -
(Figure % wgé%a%%q%o%‘ﬁ%%?& on%%\;%\n%t %Qgtc Egséwag’ﬁggeﬁ%t V\%)? SSXHRSitpts have
been madBefyorkt Bgtag & sYNENPadbengepndoEybeddcEibestCoantialo ease system
manageneahbl4) CYrREOt) 2-cddy ediiedt’ tdatandebivakyrsyss L0 is shown as
funct§ ongl “blocks in Fig. 2. Fig.. 2 shows a s%stem 20 having a reverse
pat h monPEGIPRES sy st RIS Ly ¢ANS45tandagtefonpthe | ators and
up- conveeheisofient ps MOGIIMI (Trtay Stvem 88blet gkephosyrpesta?, and a

pluralit : ' 4 em.30 r oy pat| st .- rhiis type of
system téggééﬁ/g§§0% %ﬁ%@%ﬂﬁ 88‘3?3%50%3?8%%5??@%%%% mul tiple
systens from RFugtipl shewsndortypilsad configuration of wide-area
- delivery of data to HFC systems (each connected to 200-2000
10  households passed (HHP)). The head-end termination system 2

is connected to a SONET ring 4 via a multiplexer drop on the
ring 6. The head-end 2 is connected to a fiber node 9 by a
fiber downstream connection 7 and a fiber upstream connection
8. The fiber node 9 has coax connectors 10 out to cable modem
15 subscribers (i.e. homes 11). These multiplexers currently.
cost some $50,000 in addition to the head-end termination
system, and scaling up of service to a community may require
new multiplexers and servers.
The failure of a component on the head-end termination
20 system can take an entire "downstream" (from the head-end to
the end-user) sub-network (Figure 7) out of communication with
the attached networks.
Attempts have been made to integrate systems in order to
reduce costs and to ease system management. A current
25 r"integrated" data delivery system 20 is shown as functional
blocks in Fig. 2. Fig. 2 shows a system 20 having a reverse
path monitoring system 22, an IP switch 24, a router 26,
modulators and up-converters 28, a provisioning system 30,
telephony parts 32, and a plurality of CMTS's 34 (cable modem
30 termination systems). This type of system typically is



di fferent managenent systens, a |large footprint, high power requirenents
and hi gh operating costs. A typical current network broadband cabl e network
for 5 devovesspsdf voice and data is shown in Fig. 3. TwoPQCUL®@/35packet
over SONET (POS) links 40, 42 are each connected to one of two backbone
routers 44, 46 which are in turn networked to two switches 48, 50. The
switches 48, 50 are networked to CMIS head-end routers 52, 54. The CMIS
head-end routers 52, 10 54 are connected to a plurality of optical nodes 56
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dat a and:wyéﬁ%&mSGM%bC@ifferent management systems, a large footprint,
high power reguirements and high operating costs. It remains
desirable to have a truly integrated solution to reduce the
size of the system, i1ts power needs, and its costs, as well as
20 to ensure greater consistency and increased reliability in |
data delivery .

- It is an object of the present invention to provide an
integrated system and a process for broadband delivery of high
quality voice, data, and video services. |

25 It is another object of the present invention to provide
a system and process for a cable-access platform having high
network reliability with the ability to reliably support life-
line telephony services and the ability to supply tiered voice
and data services.

30 It is another object of the present invention to provide

a system and process for a secure and scalable network switch.

SUMMARY OF THE INVENTION
The problems of providing an integrated network solution
35 for data processing in a broadband network environment are

solved by the present invention of a highly integrated



In the present invention, a process and systemare provided in which
swtching to the HFC conduits is performed 5 in the IP (Internet Protocol)
or Net worko hays983 (OSI Layer 3) using conbinati ons of W deP@&r@soodsgswor k
(WAN) interface cards, HFC interface (Cable Mbdem Term nation) cards, and
inter- chassis link (ICL) cards in a futly nmeshed common chassi s,
controlled by a cluster manager. The ICLs may stretch over 10 several

mles, but the cluster of chassises, controlled by the cluster nanager,
acts as a:ayini@reqllawlqr@ladbmd ehassb ssyabeni merdaldeariny dtilydr br oadband

access 2138 Weliloe ,f @fata%ampleabhoktal s Qubscri ber Line (DSL), fixed
wi reless Local =™ Multi-point Distribution Service (LI\/DS) and Multi-channel
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HFC data over bl e delivery .system Fig. shows a prior art data
del i g q&ngplnt Distribution Service (MMDS) as well as "fiber to

the curb" (FTTC).

The invention offers the flexibility of deployiﬁg a
variety of local and wide-area configurations, making it
suitable for smaller operators requiring a ready path for

20 scaling up. Different media cards may be used for different
modes of broadband communication, such as one-way cable with
telephone modem return. The invention also allows several
levels of redundancy for different network elements, allowing
an operator to provide higher availability by having

25 redundancy of particularly stressed elements. The invention
supports tilered voice and data systems. The invention
provides a reliable, scalable system with a small footprint
and low power requirements. '

The present invention together with the above and other

30 advantages may best be understood from the following detailed
description of the embodiments of the invention illustrated in

the drawings, wherein:

DESCRIPTION OF THE DRAWINGS
35 Fig. 1 shows a prior art network having an HFC head-end

server connected to a SONET ring through a multiplexer drop;



Fig. 4 is a block diagramof a chassis according to 5 principles of the
invention; Fig. 5 shows an integrated cable infrastructure having the
chassis o¥OPBi/gg9s3t; Fig. 6 shows a network using a pluralipgTOR00dta®si ses,
such as the one of Fig. 4, in aring topology; 10 Fig. 7 shows a first
hi erarchi cal network having a primary £hassis and a secondary chassis
operating according to principles of the present invention; Fig. 8 shows a
star network having a plurality of chassises such as the one of Fig. 4; 15
Fig. 9 shows &lisecehdhsivsr ar ohiiedl ahbt WBF kdakyi oitpa cgiile slsltiyesty chassi ses
such as thgwne of Fig. 4, Fig. 10 shows a nmeshed network having a
plurality of _chassises such as the one Fig. 4, Fig. 11 is a block diagram
of the applicdti%n SaRd Pr26Tbhalkpfahd PottTons MtiH & chassis of Fig.
4; Fig. 12 is migchenat iac Kdicalr aiugtaihher backipdadies dddriennest i ons,
i ncl ugli ngJ he 'S"fetscrgﬁj%hréefirﬁt;\fﬁﬂngnle’ is a block diagram of a BAS header

0

accordi ng o princi pl es e present invention; 25 Fig. 14 is a block

di agram of a Gigabi sHowsr met inpeeratefasshle | imkrartmyrtess hpplingati on

nodul e; Ry Jdndss a JH @cks dijagram of an ARP table; Fig. 16 is a block
di agram of a two egéess modules in a chassis; 30 Fig. 17 is a bl ock

di agram of a rfodi-e SENREE arngtweski 4sang| doRleakiamai heeRasses
control | educHedultgie Bing oEIFig .aabl o6Ka di- 284 ame@d1dfe net work managenent

ar chié'ectur e; 35 Figg. 20 is %.bl gcléidiragr amé){z A%O\giﬁgﬁ | ication
modut €, WO 0148983 BEPEsG0/ 35560 8T R Gt 2 BT VY bl i &gr am of the
backpl anemesiry iditserfiac endard sEcgudier@2chss ai bl quk-adiiagr amcof-dihg MEC t ag.
principles of the present invention;
Fig. 8 shows a star network having a plurality of
chassises such as the one of Fig. 4;
15 Fig. 9 shows a second hierarchical network having a
plurality of chassises such as the one of Fig. 4;
Fig. 10 shows a meshed network having a plurality of
chagsises such as the one Fig. 4;
Fig. 11 is a block diagram of the application cards and
20 backplane portions of the chassis of Fig. 4;
Fig. 12 is a schematic diagram of the backplane
interconnections, including the switching mesh;
Fig. 13 is a block diagram of a BAS header according to
principles of the present invention;
25 Fig. 14 is a block diagram of a Gigabit Ethernet inter-
chassis 1link or egress application module;
Fig. 15 is a block diagram of an ARP table;
Fig. 16 is a block diagram of a two egress modules in a
chassis;
30 Fig. 17 is a block diagram of a route server;
Fig. 18 is a block diagram of a chassis controller
module;
Fig. 19 is a block diagram of the network management
architecture;
35 Fig. 20 is a block diagram of the CMTS application

module;



5 DETAI LED DESCRI PTION Fig. 4 shows a chassis 200 operating according to
principles of the present invention. The chassis 200 integrates a
pluralitywobi/sssswork interfaces and applications into a BCVghe/aswiot ch
system The chassis of the invention is a 10 fully-nmeshed IP-switch with
hi gh performance packet forwarding, figtering and QoS/ CoS (Quality of
Service/C ass of Service) capabilities using | ow1|evel enbedded software
controlled by a cluster manager in a chassis controller. The packet

f or war di ng, fiEIitgenIim@ladﬁ QBLOoE dsagiat robutted eekpdsntsmaphl i cation
nmodul es (;3]5Q-€@ld.ed ggards”) inside the chassis. The operations are
performed i n each of tnhe nodul es by a fast | P processor. The chassis
control l er andiguFs &2 ﬁﬁn&g@ﬂocbo%%?ﬂalﬂk%fdﬁﬁ%qcoﬁa@nd configure each of
t he nodul es. Higher-level software resides in the cluster manager, 20

i ncludi ng router server functions ]gRI Pvl, RIPv2 OSPF, etc.), network
managenent (SNVP V1/V2), sec CPESOBEPTEAN renote access software

(VPNs, PPTP, Iz3FP ,4a@@lm%BP)a cBREsEaM B8 op@ading rgwofﬂd%i Ifcomograded- I'n
the present, e d| me the invention,, the chassis has fourteen
GRS g

(14) sl ot Gt FGESBE LRBER19ur téén C§13t§ts§sh ol 8 appl i cati on
modul es Z0freqantdsve llotalikel df chassosk chmdidels mdiubmlza;atl&agh

appllcatlo modul.e as an boa converter nd is, .

" hot Iugggb S S SWetgﬁasgl lgem[)crh%h FE TS 2%1 Pvl%gﬂlig%slﬁl@ are
for 130 n?eddndmﬂshsaﬁstl@ﬁswllcch/ wushahbih rmrmmaﬁw clhaksits al so has
redundantfmwdl%@pplﬂfﬁ%guhgl 3n25hgo§%§ ?@{%&%ﬂ@'s%%ﬂ%c%&%m

converters corrprl sSe a tributed ower supqﬁiy assl S.
Exanpl es VA %ﬂ%lﬂ:ﬁ&? HEyRBelovmt g htsPgacheodhaases are a CMIS
modul e 2pntan1BdERet 35usedul Rardfer al SQANEhI/RAW %021%501@@9! a tekephony

oDP! o2l 0200 AMocher, aBelL cal) on Ty, be e, L o Gass) Sl LAk L)
PCT/1500/a3549@ a th cohaesiud esTHelkCLcpbl ¢d i Scdiks 'Onlinsdgice shepohhissThe | CL
O L el I ETRALC LY BN 53{@5&@% &nr@auty £90. ELDernet,
IP processor. The chassis controller and cluster manager
control the operation and configure each of the modules.
Higher-level software resides in the cluster manager,

20 including router server functions (RIPvl, RIPv2, OSPF, etc.),
network management (SNMP V1/V2), security, DHCP, LDAP, and
remote access software (VPNg, PPTP, L2TP, and PPP), and can be
readily modified or upgraded.

In the present embodiment of the invention, the chassis

25 200 has fourteen (14) slots for modules. Twelve of those
fourteen slots hold application modules 205, and two slots
hold chassis controller modules 210. Each application module
has an on-board DC-DC converter 202 and ig "hot-pluggable™
into the chassis. The chassis controller modulesg 210 are for

30 redundant system clock/bus arbitration. The chassis also has
redundant power supply modules. The power supply modules and
the DC-DC converters comprise a fully distributed power supply
in the chassis. Examples of applications that may be
integrated in the chassis are a CMTS module 215, an Ethernet

35 module 220, a SONET module 225, and a telephony application
230. Another application may be an inter-chassis link (ICL)
port 235 through which the chassis may be linked to another



Fig. 5 shows an integrated cable infrastructure 260 5 having the chassis
200 of Fig. 4. The chassis 200 is part of a regional hub 262 for voice and
dat a del iwepny4898he hub 262 includes a video controller appriusarisenw 264, a
vi deo server 266, Web/cache servers 268, and an operation support system
(0sS) 270, all networked to the chassis6200 acting as an | P 10 access
switch. The chassis 200 is connected to a SONET ring 272, outside the hub
262, having an Internet connection 274 and a Public Sw tched Tel ephone

Net wor k (PSR sconfidet i16% PPEL iFhthehewssy se@0Fd adtso Ghené€ledoby an HFC
link 278 r&ag,awll@nplgﬂ&%@r 2s4nd QﬁQVéQPésé &ﬁ?ﬁéﬂ ReIV1 €99 /H el udi ng

voi ce, ta, video and fax services. ﬁ?—l i‘cation nodul e can
handl e upEtiI%?r’Z{ﬁTO b EEDPEas sépdi Eécg%ﬂbs%‘f@be?@] hH&oSogical limt to

t he lnun‘Eer OL ES:Lll@bS(HlstmeJKm& B8 8&929;]:;?@(1 @mﬁélﬁlﬁgmt&wwf gapl urali ty(of
HFC | knks_and a a, plurality chassi se e .netwar ked toget her (as
descrlsbe aé’omtrqel g'SE&SDEIQ%) 8£eFl%neEm If]?eo élkbaagoﬁ erh®s8BSEr Pber s.

By converﬁtmﬁgltcmdaely huche@te iEsromelwe dendadmica hdmnietery27 ThedBubbps) f or
transm ssjon (flowl %@e%g)co Q. U$eLs %&fﬁ‘%%aa % ;f@ desklop campyters,

facsimle machines or telep one sets ality of narrower channels
(320 Kbpsta6.1d'atsschoseryegpl 888 nghd Tal soper riswe SSEpAnf ENetBFC car ds

with dUpI@gsng o7at, an10hEthesdecdThe tREANIES £aly® SHSLMQr 2hoep is a
coa\ﬁg@ cabl e distri t|o ne%\ work with a drop to a cablée nodem Fig. 6

shows” a raﬁ"r‘g?sr?et%tlg 00 T8I AgagSpPuf Bl ity ety ehdsitsSOVEE Eigdre 4.
The pl uranz,y cﬂj‘ts}Mﬂ&e&uBOZEZSOHaV:LB@Gan 308 @neicomericedoas 2a4r i ng over

fuII-dupI iqn 1 1 The r|n .con uration
al | ows ChaSSI SL@BDZ-L ttéhass’ééllg 1(j)%’ln 1%?e ngl? \A@%N ﬁpcg? Wi th

chassi s 31069 aqmaa@ Q@@o@ﬁaﬁéé%abnleeﬁ@@d\dw(sarsﬁftqﬂrlamvgh 26I8a$s>| saB08é shoul d

chassi s r@eath%r%¥Qde§1¥P Bgégﬁegef$§ﬁgjEﬁﬂcld@@ﬂ%1&%§%§3
PCTH;J 00/ 3549 Fi g. shows a . first hierarchical network 328 having a
pri FedSsi yl@s@@ m 3% E6RYAFS chalBlF R T BPdrisatign acevrai fght o

princi pI asrefld h® eSOl cawvest nolem THErPIddBYbscribers. The

logical limit to the number of subscribers is 8192. The
chassis can support a plurality of HFC links and also a
plurality of chassises may be networked together (as described

20 below) to support over one million cable modem subscribers.

By convention today, there is one wide-band channel (27

- 40 Mbps) for transmission (downloading) to users (which may
be desktop computers, facsimile machines or telephone sets)
and a plurality of narrower channels (320 Kbps - 10 Mbps) for

25 uploading. This is processed by the HFC cards with duplexing
at an O/E node. The local HFC cable system or loop is a
coaxial cable distribution network with a drop to a cable
modem. \

Fig. 6 shows a ring network 300 using a plurality of

30 chassises of Figure 4. The plurality of chassises 302, 304,
306, 308 are connected as a ring over full-duplex inter-
chassis links 310, 312, 314, 316. The ring configuration
allows chassis 302 and its associated cable networks to
communicate with chassis 306 and its associated cable networks

35 through chassis 308 should chassis 304 or the ICLs 310, 312

between them fail.



chassis is connected to fiber optic communication lines (OC-n) 5 334, 336.
OC-12 lines are shown in the drawi ng, however OC-3 and OC-48 are al so
support edvO0he89gs i mary chassis 330 may al so be connect edP€CDUSOESSPBTN 338.
The primary 330 and secondary 332 chassises are linked by a full-duplex
link 340 that may be a Fast Ethernet (FE), G gabit Ethernet, or a 10
Packet - over - SONET (PoS) type connection. The secondary chassis 332 is
connected to a plurality of optical nodes 342. |In networks where there is
a primary chassis. ahdlone er fimsé hiderendhiyalhastsisds,3Xthéguimgmey chassi s
manages t it | us e igurations are
possi bl e,ﬁﬁr&% udlé%{asaélest I’EBO %n?o'r%f %géggta?gg é%%ééas j51%'\/v';ﬁ?oeq'ja | . 8 wth a
primry cHEESI&: %23 mré‘é@&@@apﬁ hasBrsesnB5nvears omms8 THE6Rrigezy or a
tiered ar&mel@rﬂs %ne%&eﬁ"@;\&nfllﬁe% Bt O Mbhrhudd &A@ dh 1%%%& (®c382 and
secong y%%ass%ées 384 and 386 at tg 0,secondary | ayer. and secondary

s> 488 PR

chass 0, %g2t2 ﬁleast arehe t t8r yPe o er%? MW EYSHT Pgurat i on
400 is showh 004 &isge elHd widpboehassi sEhe 402im#OA, cHdEiA080 4§ where
each ch as. indnt ch i n 0 every other Primry
and secon aéfoyg(; asosfllr}seeés,%egq; ézodg?%r %Slr];gdggé %s(%n?w%r&fnf @335% on. Each
chassi s ise®uENtIA IG}latS%S%rrélrasllekedybmtémefublh@&ﬂﬁx THek 340

above- desgid begh £ o i Qulatd mee»ﬁetempd gygébi@ﬁhé)}née | &3 using

| ong; auI fiber "optic_ links, | Ocat e n a single rack at the
samel RachdaPvata SNeE. @’G)Sli'l §Ypflc§]ﬁ’6%th<brbi i CHt§ dif r&s connect ed
to a bacdmisas’nes 424> (1fs Td?o@ln‘él&&%ﬁl $0280p0hr&l Pey 4o f EaSh @pldserls ga2 .modul e
422 inter acegz L}ih E‘ pl ane 420 through a Mesh nmuni cati on Chip
(MOC) 424"t KT -Wa TS SRS & eE&lefoF‘eprﬁ“?ﬁ R FESCOF2HKSs twel ve

(12) serlsaécdn&d«y mitersfices , 35h426r imheyenhdbat s mamdged thdadkplare 420.
The el ev%tsrf i@l clddks ?’tﬁé’r yn to the backplane on each application

nodul e are connecting t application nodule to every other WD
01/ 48283 PCT/ t%@mrsmxflgslraﬁpprléa@r@np%ambea matleidivess $stamd link is

for connedd mMigyudhe JdWe Wit Rnblwebh, rige. g wit0op-hacke - The-appki cation

352 and secondary chassises 354, 356, 358, 360, 362, or a
tiered arrangement 380, as shown in Fig. 9, with primary
chassis 382 and secondary chassises 384 and 386 at the

20 secondary layer and secondary chassises 388, 390, 392, 394 at
the tertiary layer. A mesh configuration 400 is shown in
Figure 10 with chassises 402, 404, 406, 408, 410 where each
chassis has in inter-chassis link to every other chassis.
Primary and secondary chassises are determined by system

25 configuration. Fach chassis is substantially the same as
every other chassis.

The above-described configurations can extend over tens
of miles using long-haul fiber optic links, or may be
collocated in a single rack at the same master head end site.

30 Fig. 11 shows application modules connected to a
backplane 420 of the chassis 200 of Fig. 4. Each application
module 422 interfaces with the backplane 420 through a Mesh
Communication Chip (MCC) 424 that will be described more fully
below. Each MCC 424 has twelve (12) serial link interfaces

35 426, eleven that run to the backplane 420. The eleven serial
links that run to the backplane on each application module are

for connecting the application module to every other



nodul es 422 are connected to chassis controllers 428, 430 over a chassis
managenent bus 432. The second chassis controller 5 430 is optionally used
for redunvdanoysdBh order to make the system nore reliabl ePCHUS@sH® chassi s
managenent bus (not shown) is provided in a preferred enbodi nent also for
redundancy/reliability purposes. The bagkplane is fully neshed neani ng that
every 10 application nodule has a direct point-to-point link to every

ot her application nodule in the chassis through the serial |inks. The nesh
threads iapnhiecatssin backgleade shehcbrevide aOneonininucusal ceahechangel for
communi callomely ol 3l 3 deake ok 1.8 9bgabll s PerniRbcond an gegal er

Only a portion of the conneétions’ 200 are shown in
exanpl e. MELladA a?ﬁ-”@ FesReCE eghs@nchas £ g . captrofhlers 42%andas oweth

serial |idkshfsithendMageticatr pugbased OThe slécoﬂ'd{l%ﬂhlﬂﬂl% do‘ﬁtﬁ:‘éﬁ@éked to as
t he cgann ID or w |l be descrlbed(%gge ul y be|OM/ The 20

.Cl D.. _.Channe|
sl ot s”on <ﬁaﬁ¥ﬁﬂ?l§?éUﬁﬁgo%ﬁﬁnﬁﬁgﬁﬂ FrOMm Tt t9 geke Breor sID).
The chas&u&ﬁsmsmenmdaeﬁimmﬂereqalsecohdmeha$slstm&ﬂaghmﬁm&nmﬁb ane wired to
a slot 0 gn, EEQ A nnected to any ‘slot. The
slot |Ds are dyna Vqﬁ%dkéﬁflgékg e%%%én ﬁﬁggﬁ§§§§ﬁén1?bpology This 25
al | ows fdﬁe@WHﬁﬂnﬂﬁ/nﬁﬂiﬁﬁqéﬂﬁwepurppﬁgswhlch reduces routing conplexity.

Returning to Fig phbikBach @@p&tﬁz@y ﬂ@sﬂ@&‘%@aﬂ |t§‘%t ted to a
chas bs managenent bus 432 that provides the ul es connectlon to the
chastVs R GIAEE OGRS D 9cﬁFﬁ§CEaE?%@%‘?RﬂR@&H¥ éﬁ§¥sﬁ§e§V§V¥r t he

i nter- cmm%ﬁﬁsdppﬂﬁtddﬁiﬁhw@ﬂdeL@h Smet@haﬁgﬂﬁaﬁﬁﬁﬁﬁﬂjQﬁkﬂ%ekﬂgl chasshses
over the lin t he.chassi as i nt er-chassi switchin The
i nt er - chasere smﬁ?%hlnghl5 Faﬁﬁe%nb§P8WWe?%gb?$;9 %L gYﬁg n&t wor k
| ayer) . Rapkeitnymocesgiang ﬁhaaﬁeﬂhéochaemm@nl@atw@mgﬁfthM.ahta rabet ypes

of traffigs un \A%q§tf l%@dgta&og gggg/ g 4%&&;& S%r?] 'an%o&f%agﬂggft Dee

i nter-chassis 4898 SW t Fayer I's acconpl i shed
usi ng t heE RGeS S09 Regdsnowpodn(Bige thldedn @wl@r cAassi s tag)

shown i n RHdkplbhe mesh is shown in Fig. 12.
The 12 channels with serial links of the MCC are
numbered 0 to 11. The number is referred to as the channel ID
or CID. Channels will be described more fully below. The

20 slots on the backplane are also numbered from 0 to 11 (slot
ID, or SID). The chassis system does not require, however,
that a channel 0 be wired to a slot 0 on the backplane. A
serial link may be connected to any slot. The slot IDs are
dynamically configured depending on system topology. This

25 allows for freedom in backplane wiring which reduces routing
complexity.

Returning to Fig. 11, each application module is also
connected to a chassis management bus 432 that provides the
modules a connection to the chassis controllers.

30 For switching packets between chassises over the inter-
chassis links (ICLs) and for switching packets inside the
chassises over the MCC links, the chassis has a inter-chassis
switching layer. The inter-chassis switching layer lies below
the IP layer 3 (L3, the network layer). Packet processing in

35 the chassis is broken down into two types of traffic: unicast

and broadcast/multicast. Switching through the inter-chassis



The Bas_Type field 502 has x bits and indicates the inter-chassis header
type. This field nay be used to indicate 5 that the fabric interface
address W0 A)/4498% | ogi cal ports, to indicate whether the parket/isgoa
broadcast or unicast packet and to indicate relevant fields in the BAS
header. The Bas_Type field 502 is for decodi ng the BAS header and to
assi st in packet forwarding. 10 The Keep field 504 has x bits and

determ nes whet her the packet may be dropped due to congestion. The
priority swidldhimas Levisit §s( potoshdiphed W g echks)intand chhetsermi hesdehe
packet prdqy ity N WL the dHede- &ﬂgssp@g%] ) R0 1910?95&&9“ 15 The

fragnment field 506 has x bits and indicate acket ragnent ati on and
whet her the pa&ietafodyst £16fdt @82 hpamesbiys J%Glaitéflsdtb% has a

pl urk al i t ﬁrﬁferbidk&s@l@_rlﬁﬁead%@d tyber n@pﬁ_? h@pew}‘n%ryraiéh@@saortol ﬂhﬂ?céFgSS' s
acket tr S ipactiv s e .Ba e fie
PR ot oo RS e ithdEREAACt, BESTRET oD | EroPRErd ERa
i ndi cat esmmeiah@r wie hgarc ke paeklstfustdnéordaﬂmsrs& o(rdamacalsaypackbel ow t he
| nter - chass §. SWLGRNG LYELLAPT PFESSL N, Al 2% Mhelher. L hepacket can be
e ype

forwarded w thout Tur processi ng eId 21is a
one- bi t fﬁaéﬂm%tflalﬁdﬁ@ét és hhst Aegodieg pdek &AS @e@ﬁ@@d@aﬁt tor nulticast.

The Dest HAbYpe a%l]@,thJ)rwgralﬁ@e bit field that 30 indicates whether
t he fi stination FI jn short form (<chassis/slot/port>) or

| ong" form (<crqlf1§s§(lesepsl ﬁﬁoﬁpﬁl B8P c&l PPt 13 g Qe Nh‘?ffﬁérf FBRd 516
is a onehidkdt elay thaldroppaiicatestwhethesstien source FIA field is provided

in short 35 formar. Ion for 1y YO 01/.48983 PCEI'/ LASOO/?i54 ?
Dat a_Type fi eITglengr fFar aI PES SFOBT s (id SO S8 8uFﬁd;[ gte t he
type of taral fdectelmumgsc&hel pdcknatt beiopayy catl where to queue the

packet due to congestion. ,

15 The fragment field 506 has x bits and indicates the
packet fragmentation and whether the packet consists of two
frames.

A next_Hop field 508 has a plurality of bits and is used
for next hop information for intra-chassis packet transfer.

20 This field is inactive unless the Bas_Type field indicates
otherwise.

The Encap_Type field 510 is a one-bit field that
indicates whether the packet needs further Layer 2 (data
layer, below the inter-chassis switching layer) processing or

25 whether the packet can be forwarded without further
processing.

The Mcast_Type field 512 is a one-bit field that
indicates whether the packet i1s broadcast or multicast.

The Dest_FIA Type field 514 is a one-bit field that

30 indicates whether the destination FIA is provided in short
form (<chassis/slot/port>) or long form
(<chassis/slot/port/logical port>).

The Src_FIA Type field 516 is a one-bit field that
indicates whether the source FIA field is provided in short

35 form or long form.



The TTL field (not shown) has a plurality of bits and is 5 a fail-safe
mechani smto prevent packets fromstaying in the systemindetermnately.
The TTL iwodeesehrented each tine it is received at an | CRCpoORe0/35kd40 t hi s
field is zero after decrenmenting, the packet is discarded. The Forwardi ng
Info field 520 has a plurality of bitsiand 10 contains the forwarding
table revision, the forward-table-entry key/id, and the next hop
information. The Destination FIA field 522 has a plurality of bits and

i ndi cat es t he Hiendlatdestviogatfiieadobl8hkaparketurdhity fdfeld tscentlaiiss t he

chassi s/ t; lLogi-¢al t kN i ‘ i Lue of zero
ULtd RY RN UieRl +PREL GENELL PREL %ﬁéﬁ@f@? lig\eégle

has a special neaning, denoting the chassis w t (to be
descri be@aé’éi%'. A port value of zero also has a special neaning,

denoting that nithe TIieGRIIEr (8btt BRopAFKeLs | $ ruappldcald @A tepdules sThe

| ogi cal 320{%ei r[ahgy %e used t.o igdi cate which stack entite/gﬁ/i,n the npdule 20
i s toreceiVe e IFalicst = APE SGgRTPYTEs RATieL STEYaN9t {8 &f6r e

1- based, dystent hededrtrmimetely . ar €hgr #al et s tdaorenzareed HaehStamel Acfi el d
524 has a Dl ! f. Qit n Lndi cat es. : rc f t cket. This
field i salusgggg%fﬁa,eﬁ %%; %Igu?g%sg%'ér’ tggi %%ln% ih‘fﬁly&?ﬁelsgoz%rrgeggfg?he i ncom ng
packet s. IREETHNG Yo tthe spskem afcitertded, all application cards that

plug into the GRaseir§50ANHg GANBDRIELQt s @ShadNe pRARI1IGRL icenpeaLdsnar e
al so ﬁal | ed data processors, ,data rocessi ng application nodule, and data

conmbifi ¢ AR5 e f%wﬁir&.in%t?ﬂgg‘é PEBER ¢t agr¥im of an Et her net

appl i cat ifenrwadultableb@niteyvt keyehassasd dhe wapl itcat iieiforedilieni. s connect ed
to both the pl ane 55 nd.to.t nagenent husses 554 and B
556. In the E?ﬁ%%n%%%&ﬁﬁ%&?i g%grrg%iﬁf% %%%nk? S?aas%el‘ﬁrﬁ‘q%yo%??b S(FI PP)
558 is comsecied-cedesothea fPGhlbdssEb0e aieh anft I toukes62. Thie ELPRA558
has an AQanGe6 R %‘é@%@%ggﬁ. BMhor PT QCESHQY: GOF 264 iglg%rﬁh)éion. .
mcrg-engalnnes 566. The FIPP 558 is” connected to a DRAM Tor storing
packk?s #hFharssmaVedre WO BErashss PCIPRSHD) IEINaL] Jesotiner the a

routing tabklssisAwikbher mektrdevhgenb72tbayé ngedr 8d Sdiswgonnachedet o the
F-bus SG%GI%E %ECZ%§% % s%lﬁgs a special meaning, denoting that the
receiver of the packet is an application module. The logical
port may be used to indicate which stack/entity in the module
20 is to receive the packet. 2All edge ports and ICL ports are
therefore l-based, i.e. the port numbers are greater than
Zero.
The Src FIA field 524 has a plurality of bits and
indicates the source of the packet. This field is used by a
25 route server to identify the source of the incoming packets.
According to the system architecture, all application
cards that plug into the chassis share common features. The
application cards are also called data processors,rdata
processing application module, and data communication module.
30 Fig. 14 is a block diagram of an Ethernet application module
550 in the chassis. The application module is connected to
both the mesh backplane 552 and to the management busses A 554
and B 556. In the Ethernet application module 550, a fast IP
processor (FIPP) 558 is connected to both a PCI bus 560 and an
35 F-bus 562. The FIPP 558 has an Advanced RISC Machines (ARM)
processor core 564 and six micro-engines 566. The FIPP 558 is
connected to a DRAM 568 for storing packets and an SRAM 570



connected to the F-bus. The MCC 574 provides the connections to the nesh
backpl ane 552. The Ethernet device 572 provides 5 connections to the

out si de o¥ovhesIshassis. Two MAC devi ces are connected ber¢®®R0wIFe90PCl bus
560 and the nanagenment buses. MAC A 576 is connected between the PCl bus
560 and managenent bus A 554. MAC B 578 is connected between the PCl bus
560 and managenent bus B 556. 10 \Wen a data packet comes into the Ethernet
device 572, it goes through the FIPP 558 and is stored in the DRAM 568.
The m crﬁprersg:qmslgs% noxdringe tebéedat AnpBthetrset dearcd 15812, Hilveng 8

m cro- engidias; 566 dppleAted Q% ltBeaﬁdbee%&;@ L %W%v@& . ntle%n | ook up

t he destination address in or war di store t he SRAM 570.

n
The f or weiHRS teshit® sy Fdé’élst heTheh%@glg%M SPERVEGRP gora agmaecthensacket

will go aig W Iﬁéy&ﬂbatdk@)llé@.@kgEZCOW@ﬁel Et@éﬁﬂieﬁ heeHherget Heviees the
packe% has __an Et her et header. .I.f t ﬁ oes out the sane sl ot
h

t hrough WG O FhSPEFSEASS8F £ not 4 ptiedeva6Sfhe FI PP
det er m nesce kce»rmmdjadg etmtecandthsee®ds bhe 561@kaa11d Othe nfdhmgementc. |f the

packet | Sl LXi bl 20 Hiel 118 eha8libe bbEyefh NALD G- GeTs dos JLmoved and

a BAS header 1s to the ata packe mim 1 it 6rmation in the
BAS headétariagensadt vt iPorrodat aMAEhBsBY 8, 18| eennegiepdratwashotingt PEA. The

25 packetpfdirdderaddeldRemn ! Bugegdg%and a payl oad. The FIPP has
tranfe(?t gueues where, t he pa kets are queued before transm ssion. The
S

pack are s&fteToeddtHe RS §69°Fo Phe CRECEETRIRRE FEeRdS /dat 4tout in
64- byt e cJuskkch\Meh ahpacker 66BeSndNishsooghd tie dWeC iRed afsst. heTh%O

Et her net e R0, ppli cati dul e 550 puts the ket
poi nt ers ngo% engaé]k %eqﬁte%aénlaﬁegﬂ |rT8 %??AW%%‘PS 1 Q%éilgfgket TP? to go
out one @flqrmare,mmrms portt dookhetFERP IB58dfoeks up ithee pdesteitnatidon in an

ARP t abl t 0 t Fl PP
fi ndﬁgt h?kiiséé1 clﬁskg :as%M tglléotd eg?}é*i%séﬁgn Qggf?:%is%?g&% dJﬁrb res wa%(? 1%? rti'-(l)a-lt!:g gg hange

unl eb3 t FEQFest iTmatiith SRR /0cl. Tha fREVRRSHGftalne aurviderasses, t he
appl i cat imamidyl e&lfdndnd @%rMC@héddtﬁéSpé@]Eeﬁ h@lw&l/&&%%.PCﬂ&HéﬁOO/ 35490

12 1P pac{'ﬁet an qcescerg:%%lelst 1(r)1Utover t£1 Egﬁgﬁgétlgew.cego tth p%réiet has
an Etherfiet header. If the packet goes out the same slot
through which it came, a inter-chassis header is not applied.

20 The FIPP determines the sending port and sends the packet out
that port. If the packet is to exit by a different slot, the
Ethernet header is removed. and a BAS header is added to the
data packet. The minimum information in the BAS header is
destination data, chassis, slot, and port information. The

25 packet further includes an IP header and a payload. The FIPP
has transmit gueues where the packets are queued before
transmission. The packets are sent over the F-bus 562 to the
MCC 574 which sends data out in 64-byte chunks.

When a packet comes in through the MCC 574 of the

30 Ethernet module 550, the application module 550 puts the
packet, or pointers to the packet, into a queue in DRAM 570.
If the packet is to go out one of the serial ports, the FIPP
558 looks up the destination in an ARP table in the SRAM 570.
The ARP table is shown in Fig. 15. The FIPP finds the

35 chassis, slot and port. The chassis address does not change
unless the destination is an ICL. In the case of the same

chassis, the application module finds the MCC address for the



ot her chassis, the application nodule asks if any port is an ICL. If it
is, then the application nodule sends the packet out that port. 5 Fig. 20
shows t haveMI®9appl i cation card, also referred to as a HFCI/DSDESBO
Interface card. HFC-on-PCl technology is currently used because of
currently avail abl e Broadcom technol oge, however, in the future other
types of interface technology may be used. 10 Fig. 16 shows two
application nodul es 600, 602 in a chassis. The application nodul es 600,
602 are cohmestked evst samgisagénent - bissklse 6HAckS06 A tdve tresbmeackpl ane

608. The ,5R60Nd,A0DId C%tteoapgq%@léﬁ%ng 18 40U & Serp 510 18! tached to

t he PCl bus 612. 1he route sérver assis_can resrd on any
appl i cat i moddfl &t %t k&Spr é@énﬁpé%ﬁﬂt:h%tm?ﬁu%%éieq%éﬁﬁ sackeke route
server I&nﬁ;%ﬁgﬂty&ﬂ@ processor Each chassis in a netmork of chassi ses

has a.route seryver one r seryer in the n t however,, may be
active at any ‘orfe ﬁQH§ tﬁ&ugﬁ&ge?gg 197 ohyt £ Ctﬁ@ fER&gehBnt bus
20 and aksaaDG§M3ﬂj&ESmGLinthaEabe card. r ol @ serRET tédhn@l@@yw@ek of a

plural'tytﬁieﬁ%ﬁﬁﬁkﬁﬁﬁtk%%%u Qui.e CEEE¥SElI%yﬂ§ &%gﬁgﬁgoa%c%% the primry

route server FGULE SErvers are secon NE router servers in
t he netﬁﬁ%ﬂﬂséﬁ®YbuﬂKW@Wﬁﬁnglhntbﬁnﬁvt@heeQ@¢®rSOHSEt@ﬁdsntEhéaZS primary

route serp@inyQRACastS Jd sicelassis, slot and port to all other route
seer@ Fi g. 17 shows conceptual |y the, updatin of the route servers by
ont

t he rol " 59 pridreiP ot &8P éFat%@@ oA 4P t &% 4k Aow where the

rout e seratedssirs .30 THheiappdiasstisni sodlbes pwamar@oz @txtee ciﬁlh\éelteﬂa§vb@gl cal
ports e uivalent Et her L, P n C sent out e
server i gn‘—’lonr‘t—’L th%uscshezfsgl%sés%%t \A%g\hgla ég)f #ear kp[ S0 F‘Sut er
receives sdnpnéb@@mduqaﬂh@mnmpduﬁeaé02hb@ghatrmuqﬂ|samvprr®aweatwasheéceiving
35 the pqgk@i : angnb pr'%ﬁéy bQHLeLhyLl ds,.a 1 J29 t able, o uggge

for di ng ta roa casts themout to al application no es and
al | b? herore (passiosed istine Recidek. WD bhe AR08 HCHUSOUMRE490E the

invention, the route server is a Pentium® processor. Each

chassis in a network of chassises has a route server. Only

one route server in the network, however, may be active at any

one time. The route server broadcasts over the management bus
20 and also over the ICLs that it is a route server.

In a network of a plurality of chassises, one route
server is designated to be the primary route server. All
other route servers are secondary. The router servers in the
network send out routing information every 30 seconds. The

25 primary route server broadcasts its chassis, slot and port to
all other route servers.

Fig. 17 shows conceptually the updating of the route
servers by the "control" or primary route server.

All forwarding tables know where the route server on

30 their chassis is. The primary route server has logical ports
equivalent to Ethernet ports.

When a packet is sent to a route server in one of the
chassises networked together, the primary router receives the
packet information as though the primary router was receiving

35 the packet itself. The primary router builds a routing table
and a forwarding table and broadcasts them out to all

application modules and all other chassises on the network.



The forwarding table is built frominformation in the routing table. The
forwardi ng table contains such information as chassis, slot and port of a
packet, Qo®od#sy CMIS information, multicast donmain infpenESIEI4ENd
next-hop ICL 5 information. Fig. 18 shows a chassis controller connected to
the managenent busses in a chassis. Fag redundancy, each chassis has two
chassis controllers. The chassis controller is not connected to the nesh
backpl ane. The chassis controller has 10 network nanagenent tasks and
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mangg rrerﬂetﬂl?rlg% AIEHETCc FRSEEr 2RENIERY L S hiriih disie - serT\]?lér chAastEr
agent) vwndntrdmﬂﬁnnynamm%swahhehhersubha@gﬂﬁShlugﬁﬁﬂ1ﬁ6naﬂp@akltbng t he

physi cal dlstrlbutl n of the s gents.. 30 Bath .the and secondary
chassi ses &ar & ¢ap: §ffe o1 suppggFlngaS%&?dﬁﬂlr%ﬂkﬂﬁg?l éﬁ 8r&§55Pbcusi ng
initiallymwha He@Imt enfaeesrbdtsupperfache dbnﬁﬂmima@sahtcambedmmdens to
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as rkgul SEIPSTRCSFIFEH H&sédneFWPékn%@n%@@%“st wﬂ;ﬁ/a@@gslglpmﬂ@sa)@psmgo

based Ethernet.

Logically, the clusters shown in Figs. 8-10.collectively
function as a single router, that is, an IP-Layer-3 switch,
with a number of external ports. Physically these external

20 ports would be distributed across multiple chassises, which
may be distributed across remote locations. The ICLs
"virtualize" the physical distribution of the external points.

Logically the cluster is managed as a single entity
(Figure 19). From the view of IP, each card in every chassis

25 would have a management subagent. The subagent local to each
card would represent the card for management purposes. The
cluster manager's management server (master agent) would
communicate with the sub agents, again "virtualizing" the
physical distribution of the subagents.

30 Both the primary and secondary chassises are capable of
supporting various transmission media, focusing initially on
HFC interfaces to support the connection of cable modems to
provide Internet access and IP telephony. The chassises can
support Telco-based return paths for some cable modem

35 infrastructures, as well as regular (PSTN) modem-based

Internet access.



The cluster manager 100 runs a general purpose operating system such as
Wndows NT. It is a set of nore specific entities, including: (1) a Mster
Agent ( MMWyOor/48981 wor k nmanager; (2) an application nodul ePCT/BoEs5R@®souUr ce
manager 5 (RM for providing a census of card resources; (4) a User

Manager (UM naintaining a dynam c view4of |IP end users served by the
cluster; (5) a Forwarding Tabl e Manager (FT) for creating/distributing the
f or war di ng table; (6) a Filter Manager (FM for generic IP filtering, (7)
a Bandwi dt h 10 YaheprpmagegeircaPPCruss af 9Seena kowmrsrecpexadting) a

Load ShaiyjdiedBiaaelad khaclikendyst em Manageoenis SEverg R itfe cluster
manager also re rese ts the clustered chassis as a S|ngle virtual entity.
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PCT/USOOQ%%éﬁgistrator.
General purpose functions like Web Server and Mail Server
can be run on the cluster manager. FTP and Telnet allows the
20 administrator to access the cluster manager remotely.

The invention allows resource sharing. For example, IP
traffic coming into an HFC interface on a secondary chassis
potentially has voice as its payload. This IP packet would be
switched to a VOIP/PSTN card, which may be on a different

25 chassis in a different location. The IP packet with the voice
payload is routed to the appropriate VOIP/PSTN card by the
distributed IP switch fabric. The originating chassis tags
the packet with the highest "class of service" priority,
allowing the route/switch decision to be performed with

30 minimal latency. The cluster manager keeps a centralized
resource map of all the resources (including the location of
DSO0s available) in the clustered system.

The chassis controller communicates with the application
modules in the chassis over the management busses. The

35 chassis controller and the application modules each have an
agent for communication purposes. The chassis controller has

a master agent and the application modules have subagents



15 (Figure 19). The subagents comuni cate their chassis, application
nodul e, and slot information to the naster agent in that chassis. Fig. 19
shows a pvapakdssy of chassises in a network. In 5 a nult PETaEEISE90
environment, the first chassis brought up is designated to be the primry
chassis. The primary chassis has an additional master agent, referred to
as the "master- master”. Al the chassises in the network communicate with
the master-master agent. Each application nodule in every 10 chassis
comuni cat®wuns YP addites supbapenthassinmusioatporheddr dhmdsdtsh t he mast er

agent fory O@;slsl&tm% SRR J, hentREl 8F - TRSLEHa £ BSh SOOWL @n{gt%g dr%@enlhe

nunmber "1 in the |P address signifies a private networ The
mast er - meist drhalg&iesfiistri butes its chassis ID over 15 the management bus.

The chassis | @rl@‘ tive MdwBRy pahassisy &hi EhsstDsaneiafd efethReKNr i FAIY

h at d th en a econ chassis is
brought b 'S e et or e HHoRHer SELFons B bt SETT= (LB T uded e
determ neieSthaﬁapIee%emcéDe Amel_mlmassaghasmsenwmutpmw |c|h|21]$sdfs hhe 20
current chassidecddnding,aa0nd chassi s, Lecelugss IelUD walangl, the chassis

controller i nt| I es t at as an ICL enabl es éach Chassis to
i denti fy HasstqrCl: | iAKs thehehagsiipapy lehbbe| e bioad commsirov@tel wd thCL | i nks

that it has thetdmsien s N%%htageﬂhchzéplglgc alon Sndnblock diagram of the
Nbsh¥&b ni cation Chip rOV|des connecti vi to al

ot he SHIF (LSS Svﬂ§shF§ha§ﬁE%ﬁsd *%r%ﬁﬁ%%ﬂs 6§FWsp§ﬁﬁmh as
fully duplexedisetialmddudes adtht Eaehideffrsenid alndaitie nepeat-assabr

reater t rs n ta 3 xhro h F-bus interface
905 conncy SRR Sl B TRESTRRERLES "Ry o) s AleRaRen " For
810 and Jﬁ@gnkﬁmﬁauﬁIﬁﬂmﬁﬁtglaeawerkondéceed to the F-bus interface 805.
Each transm t ﬂ&%&mm&%&@ﬂ gbehe a%’cﬁib@@éé FAMRGERR Tplé.data

conp{ ssors in all, 820 and each_receive FIFO has a 35 data expander (12
dat a § ditferenagement - Fhel GBassiri BPi 9krEha 3y v diResdst a

conpr esscgrslﬁ@ N GriAlE teoX RARABESME 2D, cBASs LOMY aESHigrRtd0Rg expander

for eaChprimary chassis. When a second chassis is brought up on the

network, link detection protocol (LDP) is used to determine
its presence. An LDP message is sent out every link of the

20 current chassis. If the send chassis receives a return
signal, the chassis controller identifies that as an ICL. The
LDP enables each chassis to identify its ICL links. The
primary chassis broadcasts over its ICL links that it has the
master master agent.

25 Fig. 21 1s a block diagram of the Mesh Communication Chip
(MCC) . The MCC ASIC provides connectivity to all other cards
in the chassis via high speed differential pairs shown as
fully duplexed serial links 215. Each differential pair
operates at greater than one gigabit per second data

30 throughput. An F-bus interface 805 connects the MCC 300 to
the FIFO bus (F-bus). Twelve transmit FIFOs 810 and 12
receive FIFOs 815 are connected to the F-bus interface 805.
Each transmit FIFO has a parallel to serial data compressor
(12 data compressors in all, 820), and each receive FIFO has a

35 data expander (12 data expanders in all, 825). Twelve
serializers 830 serve the data compressors 820 and data

expanders 825, one compressor and one expander for each



WO 01/ 48983 PCT/ US00/ 35490 16 serializer. A channel in the MCC is defined
as a serial link together with its encoding/decoding logic, transmt queue
and receovoel/pseuie. The serial lines running fromthe chare®lUSo0/3se9nect to
t he backpl ane mesh. All the channels can transmt 5 data at the sane tine.
A current inplenentation of the inventilen uses a Mesh Conmuni cation Chip
to interconnect up to thirteen F-buses in a full nesh using serial |ink

technol ogy. Each MCC has. two F-bus interfaces and twelve serial |ink
i nt er f aceXCTTRHE 20EC P0 dheansdi 68 Bhe Yeeel vedebaddas on serdalk- bisks in

progr anmedd s t1diZ Gyt rﬁ@@h%&&ﬁ@/@éc@ai@ i&g}ﬁt ITRRaekeBeubt a8@Nt ai NS
twelve virtual transmt ocessois %LVTPS c ackets fromthe

F- bus and SEnd’ S IR Gt S§&MP PAks u%ﬁ”rr&ﬁ\n VERHREYSi ng packet s
si nmul t anesuglact The tWEPYacsad ahbembER. 1541 Agtlon cthlrfel’J@’ltca@f tirhaspaeket and

dynansca_é]a\/taplancd d tée%eveﬁfn to the destination slot(s) indicated in the

header e car d/s ot-specitic processor, card/slot-specific MAC/ PHY pair
(Et hernet, SONEFUrHROt dmplemgndashovOet Chemmierdtieromsaesbie- Hesbet i onal

F- bus (orcfmaﬂlmaﬁ%@l ‘@Hl@ rt%“lh?@@!:ogngé'?sx?ﬁ)t Tﬂﬁx&%@ﬁ%—‘bﬁ@@é”&h ath is

from the PHY/ MAC to processor rom-t e processor to and

out the nésht maRd M%é@s%rlééeélEgyE?c@n%Wlaﬁ%cm cho@l@suﬁyol ﬁ }Pﬁé FI PP

toddeterrﬁ!xﬂféx:]ﬁzﬁzdd’éa%ﬁﬁi '‘tsved st bea&agnlﬁgﬁ i a4 de Of &N%%V!tm@e (QY), cot
nodai es the e er necessar an e e a e acke
ot ol 0°8 B el R YnekRnd rae TR s 1 BB r PR Bonn ¢ o

t he MCC amicze amdr@mdmtspm«ae\s§ér bythentéremite gaadeassor IttocoheabAE/ Phy

and out the %‘%‘tuaﬁn@r%@%&%sghﬁéééé’és Q‘PT?‘{” Wi a0 Delare send ng

t he packet on to the OWs a 'S0 ¢
tag. The I1qEC they FiPdus @@ﬁbﬁﬁnﬁagh@@e@ut otlﬁ%Lﬁ@Jaﬂpglcll(éﬁt St kldaghnghe

backpl ane-yesh oﬂt@;otﬁﬁ; lp&c&@@@,dsmuw@néé@m of he \ﬂ%k%feaeythéhﬁcél ot

procgssor_ before._se tag has 35 four fields
Cleat| ot IGHF FESIEH GrPTta Ot FOF| PooRFbl 260 S0 KB Aol i dPERFELEP e

field. Thﬁ)dﬂﬁdld&ﬁﬂﬂmaunmmksﬂbeNd) indicated in the header.

The card/slot-specific processor, card/slot-specific
MAC/PHY pair (Ethernet, SONET, HFC, etc.) and an MCC
communicate on a bi-directional F-bus (or multiple

20 unidirectional F-busses). The packet transmit path is from
the PHY/MAC to the procegsgsor, then from the processor to the
MCC and out the mesh. The processor does Layer 3 and Layer 4
loock-ups in the FIPP to determine the packet's destination and
Quality of Service (QoS), modifies the header as necessary,

25 and prepends the MCC tag to the packet before sending it to
the MCC.

The packet receive path is from the mesh to the MCC and
on to the précessor, then from the processor to the MAC/Phy
and out the channel. The processor strips off the MCC tag

30 Dbefore sending the packet on to the MaC.

Fig. 22 shows a packet tag, also called the MCC tag. The
MCC tag is a 32-bit tag used to route a packet through the
backplane mesh. The tag is added to the front of the packet by
the slot processor before sending it to the MCC. The tag has

35 four fields: a destination mask fieid, a priority field, a
keep field, and a reserved field. The destination mask field

is the field holding the mask of slots in the current chassis



is the field holding the mask of slots in the current chassis WO 01/ 48983
PCT/ US00/ 35490 17 to which the packet is destined, which may or may not be
the finavodestBhation in the system For a transmt packpCT/UBOESS4MCC uses
t he destination mask to determ ne which transmt queue(s) the packet is
destined for. For a receive packet thei1y MCC uses the priority and keep
fields to determ ne which packets to discard in an over-conmtted slot.
The reserved field is unused in the current enbodi nent of the invention.
The MCC Hass whissh idep@edéet tsadsatinaddevisitleoray sor meivomattobehaheel
mappi ng angha rddls ddigemil, BRdesybPes! OlrodQy tiO-Lhannel, nappi ngpthe MCC
transparently maps SIDS tqo Cl Ds and software does not, have to keep track of
the mappitfd: U49£° Vil (@STERahdRPt "ABleto t Frt e it i€l hyers®ast packet s
sem - transpss @t lohe ThekMECikakestansfngbe. F-inis Streamangacireehs it to
mul tigl e nnel S The t.ransmt Bo%ts iP' tj(}g 11:5 address_vi rtual

transhit processore  PFRS) “Fdt RBF (RER LT oS, CrHEEHNS MPefPace directs
t he packeatadkeitshesealiected in phualetraomsmittet oglessor THEhee¥EPvedves t he
Dest i nat i o ; ' f:ro h %? ag 308 h dat a

(1 ncl udi n%rbtlr%@%(cgﬂt%e)% tl(E:)1 Fﬁ% ggt 0 Etransc%’l{la_{%\gﬁ%:c Oq'lnﬁ%?llcégtggd in the
Desti nati on Migie M4] bseguéhtepangone tray 'maste tded og4OKet are sent

by the sldtotrQregseindsiBgpihheafangi PORL1 | Bradith Sl dithegtigd-to the
sane P. T‘Q:j"t VTP f orwar ds cﬁunks of the packet to the set of transmt

queubl i it S I PR BEst iThEt 1OR MERRSPREFE SavEPs SIS e SEDRCC t ag.
When a chaumk sarfriiwesse dickls thbe B&RPebtd ketp thecR/ Y wHeeatppihg.deshi nation

mask. |f .t X addr.ess t t rt i-s.not .the start of .a new
packet (i‘}lre}.ec,dg\;el\n %thr%t%%ﬁgaggd%i’t%g%t@srﬁ%ﬁéﬁ% ouel:tlr?o % 89\5%? *t R&™¢hunk to
any queue-ranFRPAVEO i -nt dhesMECseekes achiammed BHuwys' divesuwbindh it 30 uses
to preveni; aidd ple MTRRIfneMesendhng: packers ¢4he SyBLChR ¢

. e
Si mJL%aneousl y.. This conflict prevention nechanismis not int enl(]ed to

assi s? t RESI3GsssT ddddieiin thanageheRroets sy (\ERfngashesuthaat her to
prevent carmsete mwl :Fumﬁjsogn@ferﬁaglée&ﬁriétb t e %’,\rllaﬁﬂéett heat lth@esétL@Eted
processor__.accl enta .sends two packKe to the ane. sl qt .
sinultanéﬁﬁ%??% Gﬁéﬁm%ﬁg Qfﬁgeaggra %he 6§P saves the Destilnation

Mask field from the MCC tag and forwards the packet data

(including the MCC tag) to the set of transmit queues

20 indicated in the Destination Mask. All subsequent 64-byte
"chunks" of the packet are sent by the slot processor using
the same port ID, and so are directed to the same VIP. The
VTP forwards chunks of the packet to the set of transmit
gueues indicated in the Destination Mask field saved from the

25 MCC tag. When a chunk arrives with the EOP bit set, the VTP
clears its destination mask. If the next chunk addressed to
that port is not the start of a new packet (i.el, with the SOP
bit set), the VTP does not forward the chunk to any queue.

The MCC maintains a set of "channel busy" bits which it

30 uses to prevent multiple VIPs from sending packets to the same
CID simultaneously. This conflict prevention mechanism is not
intended to assist the slot processor in management of busy
channels, but rather to prevent complete corruption of packets
in the event that the slot processor accidentally sends two

35 packets to the same slot simultaneously. When the VIPs get a
new packet, they compare the destination CID mask with the
channel busy bits. If any channel is busy, it is removed from



new packet, they conpare the destination CID mask with the channel busy
bits. If any channel is busy, it is renoved from WD 01/48983 PCT/ US00/ 35490
18 the desoona9sdn nmask and an error is recorded for thatPCi/DSoo/35ke® VTP
then sets all the busy bits for all remaining destination channels and
transmts the packet. When the VIP seds8 ECP on the F-bus for the packet,
it clears the channel 5 busy bits for its destination ClDs. The F-bus
interface perforns the 1/0 functions between the MCC and the renaining
portion dihe Hedpplatdan awskodirean Fheorppti ceténtedhotul ehaddSI®.32- bit

packet taghd &% ta@h se'i;'%O\éﬂll' RnEl BUES BRestOofach dald, packet to be routed
t hr ough 0 the nesh. The data received or transmtted on the F-bus is up

to 64 bidSWEI9 ParRalFaReR SEPBATM ERetRe RACK St or SR Adgs VAP st at us

bits to tdwed rEOS R ’dlhﬂ a“—tbasrr&&@ ahé8p§)tkeﬂﬁt:at SRgHENtchel R@ahmbus
interface dr ogoslttsh it C.lda 5 into the appropriate transmt
FI FO as déter mned €S &8? OPaé fhe data froma transnit FIFOis
transferr ed t oChe Wéfbsvs%s omtazufédCdaparﬁonms eslor I ihefundtierts Heittvedat a

segrent s hRAUCEth el Rl 9 BYTBOEE o NSz dAla o an Rassedhba Lhe

associ at ed seriall zer where ai1s further Seri al
stream T selldicadtomamacslseatdsup Bhebserpagket Meg t@Athéalsackpl ane.

Dat a ar righdven firomilhe-backplaneacangsch hpougdt acsasd Aoudddenieuthe
asso eﬁqﬂachanﬁel The serializer for that channel expands the data to a

10-b nt and the 25 associ ated data expander expands the data to
a 68-bit data Thmgim nefiedirelds opassedsnht tedthe tied &taﬂld:IJE,Ou@ndot lBan from

the FIF f FIP ded
i th 32 G by ESE o i o e R Bhotls S B itures SFOR dh speed
30 synchrﬂﬁﬁdﬁ SRAM tand @ﬂfaﬂsmh dFhe PRI 8683-21161 tdaI@@I bus and a
64-bi t Fl&Qrhuss ( Frious)r- bL@elEkBEf55@n§£§¢§ ﬂ%k@é bld@t@attao sapghehrom al |

F- bUf connect eq devi ces. rovid orwarding In both unicast and
mul t } 2astitoye ?&Hﬁrﬁé’rﬁéﬁlee§ra%@l?;e€§?9eﬂs NS THO SR FEGEMERE bus from

t he chasgsckautitng. The data from a transmit FIFO is transferred to
the associated data compressor where the 68-bit data segment
is reduced to 10-bit segments. The data is then passed to the
associated serializer where the data is further reduced to a

20 serial stream.. The serial stream is sent out the serial link
to the backplane.

Data arriving from the backplane comes through a serial
link to the associated channel. The serializer for that
channel expands the data to a 10-bit data segment and the

25 associated data expander expands the data to a 68-bit data
segment which is passed on to the related FIFO and then from
the FIFO to the F-bus interface.

A Fast IP Processor (FIPP) is provided with 32/64 Mbytes
of high-speed synchronous SDRAM, 8 Mbytes of high-speed

30 synchronous SRAM, and boot flash. The FIPP has a 32—bi£ PCI
bus and a 64-bit FIFO bus (F-bug). The FIPP transfers packet
data to and from all F-bus-connected devices. It provides IP
forwarding in both unicast and multicast mode. Routing tables
are recelved over the management bus from the chassis route

35 server. The FIPP also provides higher layer functions such as
filtering, and CoS/QoS.



35 server. The FIPP al so provides higher |ayer functions such as

filtering, and CoS/ QS. WO 01/48983 PCT/ US00/ 35490 19 Each line card has a
cl ock sulyw@et/e8983 hat produces all the clocks necessary fpeT/@somsedr d. This
will lock to the reference clock provided by the System C ock and
Management Bus Arbitration Card. 5 Eaclp card has hot-plug, power-on reset
circuitry, and Sanity Tinmer functions. Al cards have on-board DC-to-DC
converters to go fromthe -48V rail in the backplane to whatever voltages
are required fRach Ndrepplarshtieena Sdrek sabdgs{eucthas diveluCESadar d)
likely widle hapgtae separate £10 andyi éQ#&t. edmgi@%ms 1R mze the
performance_of the _analog partions of the card. e above disclssion
descri best ¥ HF P sk eRsTdGRENPY Shet ABstanentodh(and Manvgemenie of
filing. Igushodidhe iJdreaard.hat equi val ent conponents and functions may be

subst tuted 15 wi,t hout. departing.fromthe substance of the invention(s).
Var i oEs nm xes C}hmgﬁsa:%’%%fl%rBOWﬁﬁT%’ﬁejﬁ?%ﬂ ST T ¥os &6l e whil e

r et ai ni ngBarhiecibéhefdnt Swofctilvasi.nvaili oafdy. haBecause e oowenicon i s

i nt ended i.ghl.y fl ex hl e d_ a ey it is t cooperation of the
modul es h%%‘bé;ﬁ%’lc ost)e6d gjfo)%txﬁgr\ t?% i %}%grlf%g%,irrlat[f eersf)at%q{gjnlat?heg%r?unber of
nmodul es aRtPmT JoMOFE 48983<RCETreS00rB5499 amdlicGtAldws Weae is cl ai ned

is: 5 1. ApRad atdier s GoRNewiricNgagat ag dicst §iputi %x?é'ttw&p%\b‘:&%‘eé%e_ sai d

appai tus conprising: (a) .at |l east one chassis with nulti nti cal
i nt et faced? 01%0:'1‘?&9% Stedh PRrERUESpHRGi RN Aty Gt ith§ous di r ect
channel faialcemuottdatisonfofthdatarbet ween each pair of said interfaces;

and (0) &t Teast one.daia uaeessl ndpdule VLN, Al 0Pt 05, qaL2 Port

of the invention(s) at the time of filing. It should be clear
that equivalent components and functions may be substituted

15 without departing from the substance of the invention(s).
Various mixes of hardware and software implementation are
possible while retaining the benefits of the invention(s).
Because the invention is intended to be highly flexible and
scalable, it is the cooperation of the modules here disclosed

20 that is important, rather than the number of modules and

1

ports.



di stribution sub-networks, said nodul e engagi ng one of said 15 interfaces
of said chassis and responsive to information in data received through one
of said podDE48983 route said data to selected ones of sai BCTvESO)/IS0eads to
whi ch said nodule is interfaced. 2. The apparatus of Claim1 wherein said
routing of said data 20 is determ ned2oy a tag appended to said data

i ndicating one or nore destination interfaces sel ected anong said
identical interfaces. 3. The apparatus of Claim1l further conprising a
process controller nodule logically connected to said data processor 25
nodul e. 4. The apparatus of Claim1l fu&iﬁfﬁméxwmwising: (c) at |east one
inter-chassis data link; (d) at |east one secondary chassis identical to
the chassis recited in daiml; and 30 (e) at | east one data processing
nodul e with gf.d east.ieRgdata.port adapted for connecting to data

di stributi on sub-networks, said nodul e engagi ng one of said interfaces of
sai d secondary chassis and responsive to information in data received from

sai d i nter-chassisogtatald %1:35:&1%6:6@&5%‘ gatd dade-ti,@ selegled data _
distributiégk%%rt. WO 01/ 48983 PCT/ US00Q/ 35490 21 5. The apparatus of O aim

4 wherei it St SFChAFEPE 2 HtacTPhkStd%pri ses: (cl) a data processing
modul e with at | eastapret dateast pord chdapt edwloh @ohtiBsle Ngldra a1

i nter-chassi |, i d . i |l e agi_ng..one of said
interfaces o_éégé%.&??h§$%EEﬁ%ggﬁéaggﬁgygggﬁﬁ%$g%g?6%Pﬁ€bFnation in data
recel Yed camtrigigivss sliigsat ehpaselt or ovemmeal b Wata afo dediad beivern chassi s

data portgadit Paian JNtRiChasshsadata Ligk nmedi um connected at 10 one end
to said inter-chass{s data port; and (c3) a data processing nodule with at

| east one data por tPadptEdSorrnCorRéet PRECESS RO i TRELL MBS ftdat a | i nk
medi um andceaconnrest ekit=0 goie ethetcendodf comebiMerechmesi s data |ink

medi um Sﬁﬁékfﬂﬁﬁﬁf%n?%%. E%%w%@ s?fsg?éQmé &fgfé§g§%ing one of said

15 interfaces of said chassis and responsive to information in
data received through one of said ports to route said data to
selected ones of said mesh threads to which said module is
interfaced.

2. The apparatus of Claim 1 wherein said routing of said data

20 is determined by a tag appended to said data indicating one or
more destination interfaces selected among said identical
interfaces.

3. The apparatus of Claim 1 further comprising a process
controller module logically connected to said data processor

25 module.

4. The apparatus of Claim 1 further comprising:

(c) at least one inter-chassis data link;

(d) at least one secondary chassis identical to the
chassis recited in Claim 1; and '

30 . (e) at least one data processing module with at
least one data port adapted for connecting to data
distribution sub-networks, said module engaging one of said
interfaces of said secondary chassis and responsive to
information in data received from said inter-chassis data link

35 to route said data to a selected data distribution port.



15 of said secondary chassis and responsive to information in data

recei ved through said inter-chassis data port to route said data to one of
said nesiwaha#sed s to which said nodule is interfaced. 6PCTS0ESpHEr at us of
Claim4 further conprising a process 20 controller nodule logically
connected to each data processing nodalle. 7. The apparatus of Claimb®6
wherein said process controller nodule is logically connected through said
inter-chassis data |ink to a data processing nodul e engagi ng said
secondar y? 25 Wrassicanasdd of §laAppardheseinrsaiohniedtdmghdsisa sdidstri but i on
sub- net work§s cc@drd @Rparatus conprising: (a) at least two chassises each
containing at |east one processor providing a rqute server; and 30 (b) an
i nter-chassis |ink;(CwhefePAteaPROCHaS % 0 PHG Mdéhpait depstsand data

di stri butpert =Rldpteet ok socanecdingsabd dah Ol €= Sefiey s aClds tas 1anmast er route
serveg aq&quﬂyquc es w.th each.other route §§¥§§{ such that said

O .
chassi ses act  ds §“S|ﬁldglfafggaglgaﬁ?%ﬁ.ogéﬁﬁ% Qs &6F16 ai m 8
wher ei n datianarec eihses itsheadg irespens dfe sad diphrtrsa i rorany daeaofregal gred
chassi sesi;5apsigned 1@ SWitehypnt I cify ropriate one
of said WO 01748983 PCH 655580 S‘régép%ér‘%g SFiegio m%ér&éf ﬁ&%fg% a
dest i nat GRS SsaledFed®CEtidi stri buti on sub-network. 10. The apparatus of

C ai m 8 wherein sai (cIRSEr T RHS@EY 8l 42BEOYE AR SnE@uld Not:akligsy far each
of daim$8 wherein at | east one of

othe{Oroute server. 5.11.. The apparatu | _
sai d* “chadt§ &¢ g@nﬁﬁ@&%ﬁ Fggésfﬁo BRFL wad%wi t chably  connected to
one.another and eacknlw(nqdﬁqu;pmmEeesingrﬁodﬁleSﬁiﬂhp@wtEEéHuidﬁﬂﬂaata
0ol m 11 R o s Pk TS AP Sug o S e o 1287 eaid
i nt er - chawestigm jamid connssited ol thel etheocesd orf cwishiisties-assisgned an
chassi s- g nalnk a@qailm, SREGH! ¥oa018PRA YR &) & Ne Ofs 8 dRarkgaf, or
saldlgntegf said secondary chassis and responsive to information in
data received through said inter-chassis data port to route
sald data to one of said mesh channels to which said module is
interfaced.
6. The apparatus of Claim 4 further comprising a process
20 controller module logically connected to each data processing
module. |
7. The apparatus of Claim 6 wherein said process controller
module is logically connected through said inter-chassis data
link to a data processing module engaging said secondary
25 chassis module.
8. Apparatus for connecting data distribution sub-networks,
said apparatus comprising:
(a) at least two chassises each containing at least one
procegsor providing a route server; and
30 (b) an inter-chassis link;
wherein said chassises provide ports to said data distribution
sub-networks and one said route server acts as a master route
server and communicates with each other route server such that
sald chassises act as a single Layer 3 switch.
35 9. The apparatus of Claim 8 wherein data received through one
of said ports in any one of said chassises is assigned a

switch-internal tag to specify an appropriate one of said



chassis link to, said multiple processor chassis for 15 forwarding. 13. A
chassis having nultiple identical slots for holding data processing

appl i cat ivomormusdsd es, each sl ot having identical interfacPeTUSNEBSBBCK- pl ane
mesh havi ng nesh threads each providing a continuous direct channel for
comuni cation 20 of data between each pair of said interfaces, said nesh

t hreads capabl e of throughput conmensurate with conmunication of digital
data packets at a rate of 1.5 gigabits per second or greater. 14. The
chassi s dforisaifprl Fuwarddngc Gepri deaginamboragemesrnid Z&mteont rol signal bus

and wher Qilrgt%kglﬂl(jﬁptslhﬁﬁlnelt%@’{f aces interface with said bus. 15. The
chassis of Claim13 furt her ggrl sing a telecomunication bus. 16. The

chassis of9-C dHR PPYHE ﬁﬁ@cgl%ejf%l%x%%]r%d‘llas’fﬂ FatukepSEEYSfor
sai d nodywesriated h:%th:d@ig“ Mawl%ssfée ehcBabtheehassis .sefrerlhe chassi s of

Clal 13 furt i [ L distributed ower s for said
m)dul 2s. 18 t?[ﬁj ssrlazwg’f %l &'ruLﬁ‘f%%S ?]éﬂ?t?fé ]rﬁﬁ%ce ?28%@'135
|dent|cahhﬂaﬁxs&%cgw3au568tmaﬁtﬁpme ph%béﬂ$@89&%dﬂjﬁwfmwmﬂﬂgﬁo 23 19. A
data processi 2P é;%@fel an, pdyl sgw ggcﬁt {@&-@ eonedaq&a@ %dapt ed for

connecting to stribution su net wo Rer adapt ed
for insertdich Bt @ndslesch Aogiepadyi §0%@C¢¢@r’@b)ﬁ@‘ﬁga‘l@t@ @hlalsﬁttérface
associ at e_l_q_rﬁc with said slot, wherein said interface includes nultiple

cha | s ea apabl e of co nication of digit data packets at_a rate
of T8 oiieani (T paPHeaeoHs GF bloater] HEESHAIGTH Ko AroaerEorsn
responS| vend @fi fedrdrgtarans iof , datraseedei vedr-dhaosigh Isiaikd wdgt @a@drt to route

sai d dat | ect e saLd e ch nnels 2 dul e of
C ai m 19%1 s }el %e%%%t%l (r%ag%gs {E% %g%l rEG?CE éB'let SIS B egnta ggg‘ﬁpended
by said rﬁﬁtﬂ@?ctlcfysafd agargrriiatecanengt osldroomwre of otor meedf acésri-n said

chassis t@adMiich i$Ad dHata bl hlMREglY hSodOshs raed.s s d nodul e

15 forwarding.
13. A chassis having multiple identical slots for holding
data processing application modules, each slot having
identical interféces to a back-plane mesh having mesh threads
each providing a continuous direct channel for communication
20 of data between each pair of said interfaces, said mesh
threads capable of throughput commensurate with communication
of digital data packets at a rate of 1.5 gigabits per second
or Jgreater.
14. The chassis of Claim 13 further comprising a management
25 control signal bus and wherein said identical interfaces
interface with said bus. .
15. The chassis of Claim 13 further comprising a
telecommunication bus.
16. The chassis of Claim 13 providing connection to external
30 data ports for said modules at the back-plane side of said
chassis.
17. The chassis of Claim 13 further comprising a fully
distributed DC power supply for said modules.
18. The chassis of Claim 13 wherein the number of said

35 identical slots is greater than four.



15 capabl e of selecting an alternate route if a first route fails and of
rerouting received data having an appended tag indicating an ultinmate

sl ot-intavéavesIss her than that of said nodule. 21. The nPADUSEHS49 ai m 19
wherein said nodul e responds to 20 said received data examned in parallel
bl ocks and transmits said data serialla on said channel. 22. The nodul e of
Claim 19 wherein said nodul e conprises a separate transceiver dedicated to
each said channel. 23. A data processing application nodule with at |east
one 25 ddta pordatadaptesgsisongceppéttihgon onadt e diistlr idiutlicsistsohe

net wor ks, | i \Y; @Q@%’t r C ni zati on
wth a nadsa?z% Cbrd(}ﬁfég {‘%J}%\gr &gﬁ?ﬁegﬁ%tg tggédl% nodu e(flgsogr%br%g)é\% '? E}lgan

i dent i cal“FRRIKE carigtmossily Sungher pdgered o tiemerddom infheanodul e of
dai m Zﬁ shed e.ﬂrfllad?ilﬁas{ﬁ@ia\h@d_t%'l@ﬁ:@bgheﬂ@ﬁgi@ta&@i ﬁiﬂ@%@cﬁ?%@%oh%a@%%{ gned
a switch-i.nterna 0_.Speci an appropriate por or forwarding to a
dest i Rat |“6]rqcth it cﬁqg}tr’i Sﬁnséﬁ}aef&g??ga%.lﬁé‘%ﬁ}u&tép\i% ai m 23
adapt ed fdrammint igegh repadileghbé c8hmuhasst somi dh Gidistzdnidaalal yac#tenti cal
data pro j S rei.n_.d pyed t h. one of . sai d _data
ports is%%ﬁs%n%%%?n%dﬁa s%sal?)ﬁ?e?%gl g%%gﬁ(gog%pﬁ%u%ran aggpwgﬁffleéfle WO
01/ 48983 F2dH WUKEBII35490 reppopsive tor inbewardiony i detdestsceaviedn dat a

di stri butdygreb-sdiet Walds:. 26+ AcPLeGesssiol &onNesy iy Jisels oﬂesdé}e?‘ .
di stijgbutl on, suh- networks, %ach connected to a data processing application

5 nodul e $ht AHIBLE §H@TGRFor e chassi ses, said process conprising the
steps of :20 A) Teceiodulg dat alafimalpodhbéecinsiald ecbitirgy fassis anda

connect ed. t o e _dat i.stri_bution syb-network: B).determ ni.ng.from header
i nf or mat idfoén qe(#]esrarﬁl e%iegaéfi Fed*916°H5E e%hn%’ he? ¢ H%gdd‘glset iecrg?atsl""&-ﬁ1 Q‘F‘rt@ai d
r ecei ved idalixatsingn cme dat aodiessilpbuinbarfabenetwoddd cheesiected to a

modul e st et d adl diehasskey bL) c5000SELGhA0 A PdufEnstalfed in
anotPgr %ﬂ§§§gf2\gglééTéJt@%%ré%hgfﬁéinggéaré&gg fé);%¥irst route fails
and of rerouting received data having an appended tag
indicating an ultimate slot-interface other than that of said
module.
21. The module of Claim 19 wherein said module responds to

20 said received data examined in parallel blocks and transmits
said data serially on said channel.

22. The module of Claim 19 wherein said module comprises a
separate transceiver dedicated to each said channel.
23. A data processing application module with at least one

25 data port adapted for connecting to data distribution sub-
networks, said module having a route server adapted for
synchronization with a master route server such that said
module combined with an identical module can act as a single
Layer 3 switch.

30 24. The module of Claim 23 wherein data received through one
of said data ports is assigned a switch-internal tag to
specify an appropriate port for forwarding to a destination
data distribution sub-network.

25. The module of Claim 23 adapted for mounting in a single

35 chassis with substantially identical data processing modules
wherein data received through one of said data ports is

assigned an chassis-internal tag to specify an appropriate



chassis, or iii) connected on the Internet or simlar network 15 accessible
t hrough a nodul e on said chassis or another chassis wth an inter-chassis
data | i ntwoo01/$8983 chassis; C) appending a header-tag to spCTOUS@siaved dat a
to route said data within said chassis; and D) transmtting said data

W thout said header-tag froma 20 nod@lde installed in said chassis. 27. A
process for switching data fl ow anong data conmuni cati on nodul es
interconnected within a chassis, said process conprising the steps of: A)
recei vi nP¥E it £4tvesidngaite podabbinasi@) dppt yWisFrsdugidat subrbits at
atime tgaydmbit-wide parallel bus in said nodule; C) storing said data
in mbit ral |l el queues; determ ning which_nodule is_the appropriate

D) . the
dest i nat iotr nuﬂdtﬂré’%% EPTaSFERErhdTE PEGTT O°3 fafF 1 &S g butdreafEPro whi ch
dest i nat imstwmdkd e esaitd cdbatecicedt acbe daud estoddsaipR} Horgd isaicdodata mbits
at a ki sai. iht - wi_d arallel bus:. & _gatin aid mbits of data
into gn [ nc%éhal-_eghlglsgéﬁag 1e§5wgh§ﬁ%efb%ar£sjé%i a ae%is%ﬁ%”( & agLa K585 d
desti nat ioWm@duing the) ssepisabifzing said mbits of data; WO 01/48983

PCT/ US00/ 35490y 25:.d4i-ARR) ¥he $A d s6&haki zed- M pid si,pf5 S:ﬁ’fa%sti% anly gh-

speed serial link dedicated to _said, channel associated w said path; J)
appl yi ng AMPUR%A GRS 95t 2 L pREL PRt Aen ns R tRsiiveekis paral l el bus in
sai d destinatimn qexhinginiy From Agasaididabamatk oa birt paralleleiqueues; L)
o o Yo TR O RS SRGCRPoEPARSRE LETHY N T A Porrsard® |
dest i nat idﬂtanﬂitﬂte:ibul:(iozssuk—pebwesk tprecomesndd ny datwdtilet ri bution
S, 1 O p o LB chesg! S5 csel ) 0PGRR SOTBLLEL L
in "another chassis with an inter-chassis data link to said
chassis, or iii) connected on the Internet or similar network
15 accessible through a module on said chassis or another chassis
with an inter-chassis data link to said chassis;
C) appending a header-tag to said received data to route
said data within said chassis; and
D) transmitting said data without said header-tag from a
20 module installed in said chassis.
27. A process for switching data flow among data
communication modules interconnected within a chassis, said
process comprising the steps of:
A) receiving said data at one said module;
25 B) applying said data m bits at a time to an m-bit-wide
parallel bus in said module;
C) storing said data in m-bit parallel queues;
D) determining which module is the appropriate
destination module;
30 E) appending a tag to said data to indicate to which
destination module said data is to be routed;
F) applyving said data m bits at a time to said m-bit-
wide parallel bus; i
G) gating said m bits of data into an intra-chassis
35 channel associated with a path to said destination module;

H) serializing said m bits of data;



chassi ses; 15 b) appending a tag to data received at a port of one of said
chassi ses designating a port for forwarding according to information in
sai d dat avand4®9B® synchroni zed route server for said chaBETAS00C35490
forwarding said data to said port designated by said 20 tag. 29. Apparatus
for connecting users on data distributi2én sub- networks conprising a data
processi ng application nodule adapted for installation in a chassis and to
be logically connected to one or nore substantially simlar nodules 25
installed in the 3Myigg ceHer seragdiiged, mshibs npdudiata donpy itsighy: A) neans

for receigd data-1B) ifRagedfiestdat 6 Mkl A9-h40mB headel: el gakhon in
said recei 'chd data whet her the destination of said received data is 30 on
a data ditYS BAS%n sub- net wor k i) connected to a nodule installed in said

chassis, ii) connestledrie sifbdidlia mndtakl ed ai pimdotdhein chassi-sriwd h an
interzch s, data link to.sai.d_ .chassis, or jil) connected on the Internet
or si ?n I jfasl}nae 1m%lr Ekbusaclcessgil%l geﬁﬁ%gﬁé 3 Iﬁ%‘?ﬁﬂ%’ on sai d chassis or another
chassi s 35 witHh ataminy -glisssiagadanamt-bhk parshlel chessis; C) neans for
appendi ng a headefs 1y stald gpecelyvedidata ot o;roule said faha witd n
sai d chassi s; aﬁd %%ﬁg?l8983 PéT/, US00/ 35490 a2 lD? rreaénagl#icr)[?%l%a\r@s}%@tti ng
sai d dat PRt BE drheader deesdrpEopnanpddle e 35t al l ed in said chassis.

?P. Appar at us Mp%a@rﬁsinlﬁg:tﬁ_r@a}s&iﬁoﬁgﬁlai @@bigogaﬂ@d&%&ifﬁti&wmh_dlr& data
0 non ubstantia simlar ul es i nterconnected within a
chasbls, 48 d ItISE SCorfSFi SCRE=CCATONEAHE P47 LT Lot Vit AP tHAEES B)
means f orp@appEditmg msditdpdat ahesbiibssat saidli peodesarcomndiding deacpar al | el
bus; © fgr. storing said data in mbit parallel queues; 10 D) neans

for determ ning which nodule is the appropriate destination rmodule; E)
means for appehdiSiehncay aigds oy tgasarversnébtatach of said multiple

chassises;

15 b) appending a tag to data received at a port of one of
said chassises designating a port for forwarding according to
information in said data and the synchronized route server for
said chassis;

c) forwarding said data to said port designated by said

20 tag.

29. DApparatus for connecting users on data distribution sub-~
networks comprising a data processing application module
adapted for installation in a chassis and to be logically
connected to one or more substantially similar modules

25 installed in the same or other chassises, said module
comprising:

A) means for receiving data;
B) means for determining from header information in said
received data whether the destination of said received data is

30 on a data distribution sub-network i) connected to a module
installed in said chassis, 1i) connected to a module installed
in another chassis with an inter-chassis data link to said
chassis, or iii) connected on the Internet or similar network
accessible through a module on said chassis or another chassis

35 with an inter-chassis data link to said chassis;

C) means for appending a header-tag to said received data

to route said data within said chassis; and



whi ch destination nodule said data is to be routed; F) neans for applying
said data mbits at atine to said 15 mbit-wde parallel bus; G neans
for gati mgosHIs¥ISI bits of data into an intra- chassis charOpUS@ssewi at ed
with a path to said destination nodule; H neans for serializing said m
bits of data; and 20 1) means for applyéng said serialized mbits of data
to a high-speed serial |link dedicated to said channel associated wth
said path. 31. Apparatus for connecting data distribution sub-networks
ported to nul tRpireaifassin dsansgiigtappapat dsdeonpri iows 25.daheadereast one

data procespaird aldedd nrerehiel sai daighassises; b) at |east one route
server at_ each of said chassi ses; means for synchronj zi ng each of said

G)
route serdfer SPPIFPIHE FOMS SdPFe AdARG2 aCPEEU RGP Mahilfed Ot a port 30
of one ofswiaidhichpskitee $1des agpnati Bgbatapol 41 Iwrsifimirwer didsglegccording to
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sai d tag. A) means for receiving said data;

B) means for applying said data m bits at a time to an
m-bit-wide parallel bus;

C) means for storing said data in m-bit parallel gueues;

10 D) means for determining which module is the appropriate
destination module;

E) means for appending a tag to said data to indicate to
which destination module said data is to be routed;

F) means for applying said data m bits at a time to said

15 m-bit-wide parallel bus;

G) means for gating said m bits of data into an intra-
chassis channel associated with a path to said destination
module;

H) means for seriaiizing said m bits of data; and

20 I) means for applying said serialized m bits of data to a
high-speed serial link dedicated to said channel associated
with said path.

31. Apparatus for connecting data distribution sub-networks
ported to multiple chassises, said apparatus comprising:

25 a) at least one data processor installed in each of said
chassises;

b) at least one route server at each of said chassises;

c¢) means for synchronizing each of said route servers;

d) means for appending a tag to data received at a port

30 of one of said chassises designating an port for forwarding
according to information in said data and the synchronized
route server for said chassis; and

e) means for forwarding said data to said port designated

by said tag.



