WD 02/ 15491 PCT/ SG00/ 00107 1 RECONFI GURABLE COMPUTER NETWORKS Field of
the Invention This invention relates to reconfigurable conputer networks.
It rel atewo @/panticul arly but not exclusively to nethods rafi/Scwfomari ng a
conputer network to allow addition, deletion and novenent of networked
objects within the network, nethods o{ networ k address translation for
communi cati ons between an internal conputer network and an external
network, and a nethod REGONFIGURABLE COMPHITER NEFWORKSnetwork to al |l ow
novenent of networked objects within the 10 network Background to the

I nventi on When I nternet-enabl ed devices nove froma network in one

adm ni st r atrivg SOfR! Iventidnot her, and even between networks in the same 15
adm ni strative domain, or between nodes within the same network, they

usual |y need reddis iigeerdionorelates o cesanfiguabde aggrhpyteniretwporkss dhaelates

t ' t , ti { f ffi t
of f1 ce, DusdATIGURIR: GERPERRGIISYRIY & nethors B ComialiiiggE compulst stk fo
confi gur at izHwCaHdities el RN ERE Mdvinritef nebwikel shjsiantn iRl wefork
environnments. 20 This problem often nanifests |tseI1‘J as a need to errpl oy

i nf or mat i omnethed$ abnetyvorkmddirasdoansiatiar fos soomauricationsdhetvesnancinternal

o I adagphiren behio°8k din Exflmal behut 2h B akatRE SERORMLER .0
net wor ks t Rrgieds esmpusiindtivoek td Bllew|rmevemanpebhétwiikedrabldcenaithin the den
on the owners and users of the 25 Internet infrastructure. Existing

appr oadBes "ebVetlle probl em such as Dynanic Host Configuration Protocol
(DHCP) and Internet Protocol version 6 (|IPv6) autoconfiguration help to
all eviate the problem somewhat, but fail to solve it conpletely. Firstly,
many of tBackgreuhddoaherlngehtienstill require user intervention (albeit
limted) in order 30 to operate correctly. Secondly, adoption of these

) Wlash s IRiG i oMnds,

techni ques has _ slRtgmgienahiaed u_ﬁ?’f"_@?% tBOfat @s, Neyory M nétor ks
st andar di Z%dﬂﬂni}s{‘rﬁﬁ\ve Lt&ﬁné’if\b{oggno%hséhﬂ‘ge\;ﬁ BRLAUST me%ﬂgr_k%hﬁr thd Safhdneed

to reconfigure I'nternet-ena devices to use one technique or another

(or nomh& atdalihistrative degnaim,ermmteden modesndthimdim samerativosk, doepiugually

anot her. need reconfiguration. As a concrete example, when personal computers

running contemporary operating systems move from office to office, user
intervention is often required to change the Internet configuration on these
machines in order to suit disparate network environments.

20 This problem often manifests itself as a need to employ 'information
technology and network professionals to perform such reconfiguration, or to
assist users of the Internet-enabled devices to do so. In addition, network
professionals may be needed to administer the networks themselves, resulting
in a local support and maintenance burden on the owners and users of the

25 Internet infrastructure.

Existing approaches to the problem such as Dynamic Host Configuration
Protocol (DHCP) and Internet Protocol version 6 (IPv6) autoconfiguration help
to alleviate the problem somewhat, but fail to solve it completely. Firstly, many
of the existing approaches still require user intervention (albeit limited) in order

30 to operate correctly. Secondly, adoption of these techniques has been slow and
non-uniform to date. Thus, not all networks standardize on their use of the
existing techniques, and there is a need to reconfigure Internet-enabled devices
to use one technique or another (or none at all) as they are moved from one

a‘dministrative domain to another.



WO 02/ 15491 PCT/ SG00/ 00107 2 An object of the present invention is to
provide a solution to sone or all of these problens. Summary of the

| nvent i onw® idasexidi ng to a first aspect of the invention, RdwsGoiosiopr ovi ded
a nmethod of configuring a conputer network to allow addition, deletion and
movenent of networked objects within $he network, which includes a
configurable router and a plurality of networked objects, each |ocated at
a networ k node iAnohiechef e kRresenhénventinods tanpreddeq selutien épsooie onell( a)
provi di ng Lt -10-n0int |ink between the configurable router and each
net work no efQR%‘t% pf’fi’ﬁrﬁﬁ ng a point-to-point link identifier to each of the
point-to-point links; (c) obtaining for each networked object a link | ayer
identifier; (d) receiving at the configurable router comunications from

t he net wor KRUMMIYRS thetlveptiensour ce of each conmuni cation being

the net vor (Remmay Yo urce of each comuni cat i
poi nt -t & poi nt IAGEREAP et BeReAt e Irtenlidn: wERTR GV Bibda rlbthed of i1

t he conmmunicoifigaring (e conmputen hegvak tbhallow rddiionaieteticvubad imovsment af i ons
i ntended for individual networked objects, the desti na}_i on for each
by Whigh,

communi cat i RAWBEfSHOLISEISAWIRIA PR 1ROy Whigh St CaRigerakls rauer aad
consi sti ”gyéDE)Iu?alR? 'oPhehiorRay mérﬁﬁg':edéﬁ@géé‘feb% @H&v%gk{/ﬂﬂ# the refRBi, T i er

obtained b ransfating a ne assocl at e
comuni cat itbe;methdd (fidludiag dio¢ stepstdfe addition or deleti on of a networked

b0l i~ €0 papht - IMRKATS ARstHEP-ooiat WK Bebisan g St EEs s ok Gt i BoF Bt or

di screpancigswBi Me@d 1 dentifier pairs associated with current
communi cati ons and identifier pai rs associated with previous
communi cat i(bhs, aasiyring bypaikitteepainiginkddentiftiesitpeach of trempaint-bo-poing Jinksis wi | |

be seen fr the follow ng descriptiqn,.the present..invention facilitates a
systemin m ch ‘%Ht?'gmgv\%%ﬁ&ﬁé’ﬁi‘”@ﬂ‘&gmw adg\yﬁaggr. '98%&%(3 printers 30 can
be added inHp a reeéivpigkat thaksdhfjipable eouteP \cothriiihiBatiors frehiVHeKnstWoikédir e
wi t hout any need for reconfiguration. Further, in preferred enbodi nents

cl i ent 19coghiedsstherspused of egehicosymyaisatiombeingt detervifjable bydafarercaiteess
to an " exi %H’?ded?fﬁ&%%h &H%?stﬁ'?g lb'f'ea bBﬁw‘?—W—ﬁBlnt link identifier and a link layer

identifier associated with the communication;
(e) receiving at the configurable router communications intended for
individual networked objects, the destination for each communication being
20 determinable by reference to an identifier pair consisting of a point-to-point link
identifier and a link layer identifier obtained by translating a network address
associated with the communication; and
(f) detecting the addition or deletion of a networked object from the network,
or the movement of a networked object from one point-to-point link to another
25 by detecting at the configurable router discrepancies between identifier pairs
associated with current communications and identifier pairs associated with
previous communications, and/or by detecting non-receipt of communications.
As will be seen from the following description, the present invention
facilitates a system in which client computers and other devices such as printers
30 can be added into a network, taken away, or moved within a network structure
without any need for reconfiguration. Further, in preferred embodiments client
computers and other devices can immediately enjoy seamless access to an
external network such as the Internet.
Preferably, the method includes the further step of:



Preferably, the nethod includes the further step of: WD 02/ 15491

PCT/ S&0/ 00107 3 (g) automatically resolving addressi ng of communi cations
i n accor dwece/15%i1t h t he det ect ed changes. The confi gur abl eaTmaoenorway be
any suitable router or conbination of routers. In sone preferred
arrangenents such as in larger networkg, the S5 configurable router
consists of a plurality of networked routers which operate together. In
preferred ag)angautemadicaliyheesmvingr Rddresbjngciof cimunmations singaecbrdance hem
network | ayer, i,dentifjers which may be non-uni que within the network,

wher ei n co%#%ﬁ?@ﬁ%i%%@?ﬁmked objects within the network are routed

10 using poi nt -tmé)@bﬁﬁ?(dn‘éblé rSlRBE inia\e be. alisuRGPIBURILEGE 0P BONMINAII e of S
external to the network are routed fromthe configurable router to the
ext ernal obpdtars. Uki sgmet piefereedvsirkangsgyeents dseh fased’ . lapgsrt Neverksmike ages

to and from¢ [ I r ' g | |l e
manner. 51 n G ipufatlt el skt bf ' Rtaitg or IR Ripis AN, SHb i,
routing taktbgetdeirch i ncludes, for each link layer identifier, a
correspondi ng network |layer identifier, a corresE)?ndi n? poi nt-to- poi nt
link identifier larmeﬁer@sﬁlaﬁgwﬁmﬁw@H@m@wrka@@ erde alspniavg Assigeed &R wor k
I nterface idj h I | ] ouyt: el¥lely) I ch
comuni cat itﬁ%gpglr[e?onrgd@y{a'gﬁﬁ{gﬂ%—es?\%tﬁ)?@egﬁ%gjbgcbggggﬁl{ea%tﬁ%&ﬁ eacﬂwﬁ’qi nk
20 | ayer i den¢riein eomnhunisatiensptd natveonket vabjkctsowithiguthat netveorkaarel reuted

conput er. or qt her .device , depends_for proper operation on,one or no

cer vor 30, e AU TR RS Swithlh O GRTaR 4o RBIGHIS KRl fo
movi ng the pbiriko %Efeooﬁ%rﬂttﬁékogﬁ@ﬂa%f‘e Fdutér tBEtWe’&Eé’m Ko nj%@ﬁ,tthé?ﬁlg
results in an error because the naned Server 25 cannot be found. As a
preferred fthatnatworklayemwidaoiiffieray i ncl ude the ability to circunvent such

di ffi [ ti by l | udi the furth t f: . i nt t.i Donmi
Nane. Syst em r oy RETG B SmeRsegas vpr red e db  SSHighPate s fitsh funbre "
requests; afgbohfplisHB@! B 2PPT 80KAIE EmarneRt I IpehdrRsdTad ik Ay drehieatthise i®f

successful Domain 30 Nanme Systemrequests and forwardi ng that information
t o t helbPequassoniishedtotigedoopj mstisg table which includes, for each link layer

identifier, a corresponding network layer identifier, a corresponding point-to-

point link identifier and a corresponding network interface, wherein the network

interface indicates the location associated with the router through which

communications are made to the networked object associated with each link
20 layer identifier. . .

In some private network configurations, a client computer or other device
depends for proper operation on one or more servers whose names are known
only within the private network, so that moving the client computer or other
device to a new network location results in an error because the named server

25 cannot be found. As a preferred feature the method may include the ability to
circumvent such difficulties by including the further steps of:
(a) intercepting Domain Name System requests from the networked objects;
(b)  analysing such requests; and
(c)  where appropriate, creating information indicative of successful Domain
30 Name System requests and forwarding that information to the requesting
networked objects. .
A “configurable router” preferably has the following characteristics:

(a) capable of conventional network layer routing;



A "configurable router” preferably has the follow ng characteristics: (a)
capabl e of conventional network |ayer routing; W 02/15491 PCT/ S&0/ 00107

4 (b) capwio ®@/16491r outi ng based on point-to-point |ink i demdrisaw/oedoone
(i.e. operating like a switch, except that even link |ayer identifiers are
ignored, and only point-to-point linkgidentifiers are used for forwarding
decisions; (c) may be capable of network address translation; 5 (d) nmay be
capabl e of (b@cowapiabip tdfergsing: basegopnt PoiNkfo-paisht lirk ddertifier salepei deed

to 5 second HeplE BT < R e ol HRERYS AHE IRER d06aREE e daporsfiefh oy
net wor k addsiig polnt-adrpoiitiliak identifiepsarsusad fop fisrwegtingatedigiond;nt er nal

conput er network and an external network, the method allowing 10 addition,
del eti on arl®) novBR¥RE GaPapla e nriwork addrassdmNSEtoONw t hin the i nternal

”e“"’orks""”i@:)‘ ha\ﬁg? BBF‘E%_B?‘BI@MQ? E@%ﬁingé?ﬁv\c}e gﬁ&ﬁﬁg&-@@w} .C"irlll{:"éYE?Htif?éreB?: (a)

providing a togic poi n 0-pol'n I gur e router and
each i nt er nadsociitew nternla) retworkdd obfsitgduring acivwwrktaddeessoiranslatiork

identifier to each of, the point-to-point Jinks; 15 (c¢) obtaining for each
|t er nal et vor A8 18 4 SRROMGFEPSRR 1hp Fresent Byetinse ATRgS Moy
configurabl g fLaHuar of HBIBHE AdR8Ss ftFéHEIéthﬁ'f&t che)ﬂgh%mesﬁw ‘be@wéﬁﬁtén

addressed to O%j ects in the external netwo ress of each external
net wor k objiatarnéleicompditgre netwaitid @ndy ame extercdl actveenkpritkel ayadinod i alwingi er

[ d wth th t | t bject, the |j | .pet k .20
oF *oae 1 o ARAiterh et RRY BYaPRabPkTBo! etk ety wilti 5, fntbthal " ©°
pai r consi sidtiigrievhrRhA S cbﬁi;i}@ﬂ*lame Foubésr, irﬁ';ﬁﬁil"\g% tGr)ﬂar ;o%ﬂlirig Liepl: | ayer

identifier associated with the conmmuni cati on; orwardi ng t hose

communi cat i(@)s tprovidingea iegieall pairt-teepdinblijleketecht thercordiguraiie sutenand
configurabl e routﬂt)a_r Foqq\r&uaﬁi)cat i gns fromexternal 25 network objects

i nt ended fo‘?aqm_f‘ 'ﬁ%!n_ P ?_138 'obj ects; (g) for each such communication
det er m ni ngpan 'é—b%_iﬁdiﬁg? 8pdiit-to-SEIRSHrK BatIRSr to @aRAidTthd BoRitdbolnit MKks;
identifier and a link Tayer identifier obtained by translating a network

addr ess!Sass6i ataaingfor kech dntenal aetwerk okieel 7 ipkuayer ieniifier;
RO R VRS i Rt s
network objects addressed to objects in the external network, the address of
each external network object being determinable by means of a network layer
identifier associated with the external network object, the internal network
20 source of each communication being determinable by reference to an identifier
pair consisting of a point-to-point link identifier and a link layer identifier
associated with the communication;
(e) forwarding those communications to the external network objects;
() receiving at the configurable router communications from external
25 network objects intended for internal networked objects;
(g) for each such communication determining an identifier pair consisting of
a point-to-point link identifier and a link layer identifier obtained by translating a
network address associated with the communication, and forwarding the
communication to the destination so determined; and
30 (h) detecting the addition or deletion of an internal network object from the
internal network, or the movement of an internal network object from one point-
to-point link to another by detecting at the configurable router discrepancies

between identifier pairs associated with current communications and identiﬁer



I nternal network, or the novenent of an internal network object from one
point- to-point link to another by detecting at the configurable router
di scr epangicap/ispat ween identifier pairs associated wth cuidmioonoto7
comuni cations and identifier WO 02/ 15491 PCT/ SG0/ 00107 5 pairs
associated wth previous conmuni cati ong, and/ or by detecting non-receipt
of communi cations. Wen the router sends conmuni cations to objects on the
external nedirgoassociatet vdth plevidust @melupicationsieandiooby detexcting tnoorteckipter
identifier in any 5 suitable manner. In one suitable arrangenent, a

net wor k Iay‘?—.fncqniﬂéHF'iCPf‘é'Fsl s assigned to comunications forwarded fromthe
conf i gurabl e roupgent thefrbafdiaten d@hﬁr‘ﬁuﬁ»@ﬁﬁ&r‘iss tot BBjeRES i Gk NSkBRTH

| ayer identifier belng the netmor | ayer entifier or one of a group of
net wor k | ayrmtvwode(&uoh as sthailstecm@tb atl nwayt provide amsiwerk layea igandifier ireany
enhance nmet hod I ncl ud I‘l%ort for 10 t ang rent

bet ween ™ nt%"r’ Fe H%?Wk b?'é%tsé“ Qpﬁﬁ]enﬁe?mﬂ? ¥8E éd%ﬁl#\%r'gous

different t éaftoS@éMhﬁﬁﬁcaﬂdhstfhwsafaeaefrorh hige &Bhﬁ@s#abraacwuﬂ&sm é)hérrfeﬂr t her
step of providing transparent routing services for one or nore of

Donai n Nanmawgfl@ﬁbmtsmbesassmgd sebrarkdayer iWentifiebeingebe neswods legye)r

servi cos. (1HORTIEHoRPeoEr e SELP REsnubiK, s e ifteterfSosidee ST oo
i nvention, rol&ireAd sa ppreYerded entimideatent2hefmetiid ghay ngcladeosppis@t foet wor k
to all ow addi t i on, deletion and nmovenent of networked objects within the

net wor K0 mﬁrfmsnafmtumlme@we%rlatetmdngsav@ht objestst @nd axiernalpnevarkt y of
t wor ked o t
navi 0 o notEcts Y yeRE0s {ARGEAH ybesfor RS AR blse, E MEMBRTARREs

(a) providithg fartmn@nstbptotﬁpp@mdihgltrarHSpbeémaeutmgleemfce‘srferbnanspwrem‘ routers
and each network node; §ﬂ assignin point-to-point link identifier to
each of thd@oi r@omélrb'@? e Pysira! Se’("g)esobt ai ning for each networked object

a link Iaye(ro 'deé]éd:tféﬁi&mé pgerg,%glw ng at one of the transparent routers
comuni cat i 0?15 fromt

15 (c) Hypertext Transfer Protocol services;

(d)  audio services;

—~

e) video services
() telephony services.
According to a further aspect of the invention, there is provided a method
20 of configuring a computer network to allow addition, deletion and movement of
networked objects within the network, which includes two or more transparent
routers and a plurality of networked objects, each located at a network node in
the network and having a network layer identifier, the method including the
steps of:
25 (a) providing a point-to-point link between one of the transparent routers and
each network node;
(b)  assigning a point-to-point link identifier to each of the point-to-point links;
(c)  obtaining for each networked object a link layer identifier;
(d) receiving at one of the transparent routers communications from the
30 networked objects, the source of each communication being determinable by
reference to an identifier pair consisting of a point-to-point link identifier and a
link layer identifier associated with the communication;
(e) receiving at one of the transparent routers communications intended for
individual networked objects, the destination for each communication being



30 networked objects, the source of each communi cati on being determ nable
by reference to an identifier pair consisting of a point-to-point |ink

i dentifiewoadsgpr |ink layer identifier associated wth themuguwmniocat i on;
(e) receiving at one of the transparent routers comuni cations intended for
i ndi vi dual networked objects, the destgnation for each communication being
WO 02/ 15491 PCT/ SG00/ 00107 6 determ nable by reference to an identifier
pai r consi stétagmiobble byireferenceptsi an identifier pdisraoinkisting axich aoiht-tdepbhﬂj?dink

i dentifier . bt | ned by transl at.in net wor res asso th the
cormuni cat i ROTERENG B [ Bl ST 2R DR 5 eGERUDE o MoPH o BE PR e
obj ect froragsb@,arf@y Withkthe donfthubiBatio®wgirent of a netvvorked obj ect from one
poi nt-to-point link to another by detecting at one of the transparent

routers di dér epaifipetingthawddition endplstien of ganetwosserbebigcklion tha nalwedht
communi Sat (e M BER, oF aCheBRikes ABRRF HBHFBre UM BiaitthC i 1o,R00thes

wher ei n t hepyt detestiag ettorfeoot ﬂfeStrém@arQanﬁﬁ@@ discriepantias rsutivesg idémtifierr chy,
and each transparent router is allocated a network layer identifier from

the |ocal |R%r?ba%%o%@f@ﬁ!ewrtho@urr@ltmmmmuay@monaeaﬂd rcieértlﬁer EB edSBOSIAIREI ng
1 I
ot o kol B SoUNCAIORY Clan I 1Y SURET o ph4lae, B °

network no e transparen Fout er prefera
char act er i stdnersunicajionsider st ands poi nt-to-point link identifiers for both

i ncom and out goi omruni cati ons b) capabl e of maki routin

deci si gﬁs based ‘@P‘P g? ﬁ‘ e JLanSPAEENt| f:FPéJt‘g Szie'ﬁ?r PP@P%CtﬁﬂdIQ)r%IgmnI@ |r8ygr‘9

i dentifier ) rd ) may
be- capabl e 47 R i oraHHERECNE BloC ARt 4 ool RhRF Sentfief) 1o

present i nfannitbe localdbophack sagmentisé neh/vd:rhelayén Eiedrtrﬁérsnmmer‘ebyca)AWtrg ng.
Accordi ng to,yet anot her as ct of&%& magﬁg% ere I S @50\“ ded
method of OIS WY 2nyVpL et FeTEiS SkrebaT olne ) Bupeliar

net wor ked qRjgacts within the network, which includes a transparent rout er
and a plurality of networked objects, each |ocated at a network node in
t he nefl®or k, t heA HEansRarentclouts ngrefﬁr@bgr lbas thef following characteristics:

(@) understands point-to-point link identifiers for both incoming and outgoing
communications; .
(b) capable of making routing decisions based on point-to-point link
identifiers and/or link layer identifiers;

20 (c) performs modified address resolution protocol;
(d)  may be capable of network address translation.

It will be appreciated that the present invention is of particular use in the
field of mobile computing. According to yet another aspect of the invention,
there is provided a method of configuring a wireless computer network to allow

25 movement of networked objects within the network, which includes a
transparent router and a plurality of networked objects, each located at a
network node in the network, the method including the steps of:

(a) providing a point-to-point link between the transparent router and each
network node;

30 (b) assigning a point-to-point link identifier to each of the point-to-point links;
(c)  obtaining for each networked object a link layer identifier;

(d) receiving at the transparent router communications from the networked

objects, the source of each communication being determinable by reference to



(a) providing a point-to-point [ink between the transparent router and each
networ k node; 30 (b) assigning a point-to-point link identifier to each of

t he poi ntwigopeidit |inks; (c) obtaining for each networ kagt®geeebioa | i nk
| ayer identifier; (d) receiving at the transparent router comrunications
fromthe networked objects, the sourcg of each comunication being
determ nable by reference to WD 02/ 15491 PCT/ S&0/ 00107 7 an identifier
pai r consi s idendffiea paii nonsistingiohta poitk-to-geinti inkeidentifien andn linky éaryer

identifier ,assqciated with t commruni cat.j on; (e) receiving at the

transpar ent'g‘?@ﬁteé_raséﬂMWQF%Eomm%%@W or individual networked

obj ects, thg)deskbeRing Naf Oﬂheeatﬁdhsﬁarémnlréatéfrora;ohﬁh@mcaﬁor@bet RiteAdeP! Rrby
of a

reference to an identifier pair consisting poi nt-to-point link
i denti fi er indididual inetwoekest objests, i thee deglinationefprbgach Hesmauniggtian feaingr k

o Ctier ofi ogrmanABiA Y PR AL A Rlobistind B S haRfid BEf ;' o
net wor ked qiémtifterfdmimaoisk RYeRtiddrifiepiobtaihéd Koyt Qaﬂ@l@tih?ra nébvdrk dddressi ng

at the transparent router discrepancies between identifier pairs associated
with cur r ergssesiaiethwithtthe eominenicetiat iander pairs associated with previous

communt catigne. Adltg i SFIAGH b9eR0 CeaSidivofod BEMHEALNEMRtvofS

i ndi cat ed evi ous erred- arrangermnen parent route

consi st s oforahbimbaetikyit of armetiverkedibisieet frorrohe mairiteto-paintalinlotatrdiher
network 15 layer identifier fromthe | ocal IooRb_ack segment . of _networ k
| ayer i18ent petagting: gk thayjransep@nt Joutsr| disseRangieshbaiweena [qentifier RaiR

| ayer ident 'sfsbefatéd”v(/iﬂpf‘du}‘reinp dé?ﬁnurtﬁﬁaﬁorﬁke'ﬁ‘g@r laeMefler p‘@fﬂ]%‘rﬁéébcﬁéiéél h&ftheach

router which connects directly to one o network "objects 1s a
t r anspar entpreviouerconiuBicaidnd)emdlority detecting hen{Peesiphgcorhmunivations.on wi | |

i mie ub ch: TR0 P AL BT GRHTARS 8 P PSS
under st 0od dpafsid b éDNéJéFdHy%f" folréts WhERSh URW :‘wﬁerdﬁeélldﬁzégecf; WPRE®RSIR t he

generality of the preceding’description of the invention. igure 1 is a
schematibc dayeyr mantifieustonatthedoeal laspbatk segmeanttafongtwailk dayen intgntifershe

Peroet of " ARRlRygRg BIRicn diu? R VB eSSk YR iueHid I i LBE"
by a network node; wherein further each router which connects directly to one

of the network objects is a transparent router.

20 Brief Description of the Drawings
The invention will hereafter be described in greater detail by reference to
the attached drawings which show an example form of the invention. It is fo be
understood that the particularity of those drawings does not supersede the
generality of the preceding description of the invention.
25 Figure 1 is a schematic diagram illustrating an aspect of a network
according to the present invention.
Figure 2 is a schematic diagram illustrating another aspect of a network
according to the present invention.
Figures 3a and 3b are schematic diagrams illustrating a network address
30 collision problem and solution according to the invention.
Figures 4-1 to 4-4 are schematic diagrams illustrating communications
between networked objects and a router in accordance with the invention.
Figures 5-1 to 5-4b are schematic diagrams illustrating adding and

removing networked objects to links in accordance with the invention.



according to the present invention. Figures 3a and 3b are schematic
diagrans illustrating a network address 30 collision problemand sol ution
accor di ngwoo2tile1i nvention. Figures 4-1 to 4-4 are schenatpca/sGoagonmns

il lustrating conmuni cati ons between networked objects and a router in
accordance with the invention. Figureg 5-1 to 5-4b are schematic diagrans
Illustrating addi ng and renovi ng networked objects to |inks in accordance

wi th the inventifdguregosoi2ta $480 areTiugBeo/ssbeurtic diggmme dliustrating &ddiRd ar e
further sche i lLagr LI ustrat | dding and renovi ng networ ked
objects to %‘WE%@O‘&‘?%P@@“F@ ngesctt,ﬁgdnﬁ@fsg il lustration of a transparent
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t he i nvent iangorgangerwith gn erakpdiment pf they ip¥etidfbant ess novenent of a
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net wor k. Fitpermevekitions a schematic illustration of various Internet services

operating through a transparent routin i erarchy according to an, .

ohbodi mont of . ¢ HaGuiesv el iba4 Bisliete soamiassrPuetent b Aaeiorkes) RRIRE Host
Confi gurati Béﬁtoilgéﬂen{ Bcatlohd RRhinCe h&KlorRf an enbodi ment of the

i nvention. Figure I's a schematic diagramillustrating the use of

periodi ¢ router Figdresr {0detoeh®<3 furtherdbusteateemoiement pf af retwedkéd abjact.

Fi gure h4 shgws the use of a "creative" Domain Nanme System forwarder in
accor ddfce IR NSOk, red feature of the invention. 20 Detail ed

Description The fipile dnth ANabNEhbkitis ANRLELIEh BFUESods RREMEt sEhIGES db&rating use
of point-to-point links in accordance 25 with the invention. Each is a

one-t o- one theaughc antransparenioreuting: Wisrkrahynkegarding than embheadiment, ofithgl e
net wor k. nOdlﬁ\'/en %%h poi nt-to-point |ink has a unique
Figure\12 illustrates the use of Dynamic Host Configuration Protocol in
15  the context of an embodiment of the invention.
Figure 13 is a schematic diagram illustrating the use of periodic router
advertisements in accordance with a preferred feature.
Figure 14 shows the use of a “creative” Domain Name System forwarder
in accordance with a preferred feature of the invention.
20

Detailed Description

The Link and Network Layers
Figures 1 and 2 illustrate the use of point-to-point links in accordance
25  with the invention. Each is a one-to-one data communications network link from
the router to a single network node. Each point-to-point link has a unique
identifier associated with it (a Point-to-Point Link Identifier, or PPLI). This may or
may not be manifest at the link layer. A prototype implementation of this design
employs the VLAN (Virtual Local Area Network) identifier for this purpose,
30 although this is only a particular manifestation of the general design.
The system illustrated in Figure 1 shows a router and three networked
objects or client computers, labelled A, B and C. Each of the clients is allocated
a unique link layer identifier (LLl), and each point-to-point link is allocated a
unique Point-to-Point Link Identifier (PPLI), as shown in Figure 2. Further, each



i dentifier associated with it (a Point-to-Point Link Identifier, or PPLI).
This may or may not be manifest at the link layer. A prototype

i mpl ementwio @nseft this design enploys the VLAN (Virtual raaz@Godoen7
Network) identifier for this purpose, 30 although this is only a
particul ar manifestation of the generay design. The systemillustrated in
Figure 1 shows a router and three networked objects or client conputers,
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represents a significant departure from the ways in which VLAN tags have been
20 used in the past.
All address resolution protocol (ARP) requests received from the
downstream point-to-point links are replied to by the transparent router. The
ARP replies issued downstream from the transparent router contain the same
invariant link layer identifier (LLI) in the source link layer address field of the
25 ARP reply, regardiess of the network interface through which the ARP reply is
transmitted. ARP replies are transmitted through the same network interface
(DEV) from which the corresponding ARP request was received, and using the
same point-to-point link identifier (PPLI) as the corresponding ARP request.
This is illustrated in Figure 4.
30 The transparent router routes any network traffic destined for the above-
mentioned invariant LLI.
The transparent router typically operates by use of a routing table. The
routing table is dynamically updated. Each routing entry has associated with it

the link layer identifier (LLI) of the network node for which the entry was



25 ARP reply, regardless of the network interface through which the ARP
reply is transmtted. ARP replies are transmtted through the sanme network
i nt erfacewd 2E¥)e1f rom whi ch the correspondi ng ARP request pasdoeesioved, and
using the sanme point-to-point link identifier (PPLI) as the correspondi ng
ARP request. This is illustrated in Fygure 4. 30 The transparent router
routes any network traffic destined for the above- nentioned invariant LLI.
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used to track the physical location of the downstream network nodes, in the
event that they move from one point-to-point link to another.

20 These associations are made based on all incoming link layer frames,
which are examined for any changes that would be necessary to the
corresponding routing table entry in order to continue routing future datagrams
to and from the network node in question, catering for any node migration from
one transparent router network ir;terface to another if necessary.

25 New routing entries are created whenever a hitherto unknown LLI is
observed in any incoming link layer frame, such that traffic destined for the
newly observed network nodes are routed to the correct point-to-point link via
the appropriate interface and PPLI on the transparent router.

In addition, whenever a datagram destined for an unknown LLI is

30 observed, the transparent router will transmit an ARP request for the NLI in
question. If no reply is forthcoming within a specified timeout, then the router will
treat the abovementioned novel destination LLI as its own, and accordingly
perform network layer routing of the network PDU contained within the

abovementioned link layer frame.



to and fromthe network node in question, catering for any node mgration
from one transparent router network interface to another if necessary. 25
New rout i W @nisfdies are created whenever a hitherto unknowgtddoeoios107
observed in any incomng |ink |layer frame, such that traffic destined for
the newy observed network nodes are jeuted to the correct point-to-point
link via the appropriate interface and PPLI on the transparent router. In
addi ti on, whenevEhnisaisdusigatec ieFiguredd.f by Figurankriovihel tautes is Shownsesved,
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router wllto theqaiterhéo RbRRARIRIAPARP ReYekt e NUIBRW, o5 shdwltn Figurewr, and
accordingly performnetwork |ayer routing of the network PDU cont ai ned
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routi ng entmgdd sogespondiogdeosthe existiogn roliting terdns fmistithtacoessible fiom tthe

event that ,no correspondi RP reply is received . wthin a specifi.ed
Cmeout | sBmnsRR et dd 66 <l forBrRsbo et AR sl Sereledsar y
cl eanup i s \pighiher s@sbifietMimebst,ISUCHH AGdE R deerhibdysd Bale &t B ReBrdrkshAys the
exi sting arrangenent and routing table. Figure 6-2 shows the discovery of

a new rdde Bae§salyrHesup isperformadesul ting change to the routing table.
ChoVT e, %53 ShoterE i NNkl oulo ASbRTACESHORE DY ofebio St
whi ch case aral foutihgetableh#gae GResHowtheediscovery of a new node B on link P1,
with a resulting change to the routing table. Figure 6-3 shows an enquiry made
to determine whether A is still present on link P1. Figure 6-4a shows the
20 response if A is still present, in which case no further changes are required.
Figure 6-4b and 6-5b show the action required if the ARP times out, with A
being removed from the routing table.
However, in the event that an ARP reply is received from the
abovementioned network node, but on a different interface, then updates to the
25 routing table are performed to reflect the network node's new location. The new
link layer frame is handled as above, as when a new link layer identifier is
observed.
Multiple routers can use the same invariant LLI on the interfaces that are
connected to network nodes that are not also transparent routers. In other
30 words, there can be a hierarchy of multiple transparent routers that coexist,
such that, from the other network nodes' point of view, the hierarchy appears to
have a single network interface (and may even appear to be a single machine),

such that each real interface that is using the invariant LLI is one end of a



Fi gure 6-4b and 6-5b show the action required if the ARP times out, with A
being renoved fromthe routing table. However, in the event that an ARP
reply is weoeigsed fromthe abovenentioned network node, kar/ssooaowifferent
interface, then updates to the 25 routing table are performed to reflect
the network node's new | ocation. The new |ink layer franme is handl ed as
above, as Wnen a new link |layer identifier is observed. Miultiple routers
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transparent o] hi erarchy, and therefore the dynam c network,
accordl t"@ Ft"?t':leI agﬁg'é%ent I nvention. The first vvay I s easier to deploy
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therefore the dynamic network, according to the present invention. The first way
is easier to deploy quickly without providing mobility support for the internal
networked objects. It is more difficult to provide mobility support later on with

20 this method, however. In the following discussion this is called Hierarchy
Method A. The second way provides seamless mobility support for clients
easily, but is slightly more difficult to implement at the outset. In the following

discussion this is called Hierarchy Method B.

25  Hierarchy Method A
The root of the hierarchy is a NAT-capable configurable router that performs
conventional NAT (or NAPT). The routers internal to the hierarchy are simply
conventional routers which neither need perform NAT nor need be PPLI-aware.
The routers at the leaf nodes of the hierarchy are transparent routers that
30 perform PPLI-aware NAT. They also provide modified ARP and related
mechanisms. '
Because each transparent router is also a NAT box, ongoing
communications sessions between internal and external networked objects
have state information stored in the relevant transparent router. If an internal



20 this nethod, however. In the follow ng discussion this is called

H erarchy Method A The second way provi des seanl ess nobility support for
clients wasi2lgg9ibut is slightly nore difficult to inplenear/stoonhmw7out set .
In the followng discussion this is called H erarchy Method B. 25

H erarchy Method A The root of the hieggqrchy is a NAT-capable configurable
router that perforns conventional NAT (or NAPT). The routers internal to

the hi er ar digjwarkedsobisry migmies fonovae susti ErRESRRTESH relet fieanathas, #ee or m
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transpagent; touper. If an internal WO 02/ 15491 PCT/ S&0/ 00107 13 networked
obj ect mgrat es fromone such transparent router to another, then either
\t/\ﬂe EAT state i) M/bmhatxeuoorﬁmae nbenaT@rmbecbrfﬁgumtﬂeeoBkTs hqnstrbarmfrotrﬂﬁ're
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upstream from t he nsparent routers sti have to get their routing
t abl es upddsiade th@ tctiant tHasy maevdd nosv)ablteit ooutdsayre onpdated adyramically
downstreamto tf g ﬁrect ransparent router (since the client has noved
now). THei A%°8 '?—)% AU Gptiat-ed dynamically 10 according to figure 10b.
H erarchy Method B This is essentially Hi erarchy Method A but with the
foll owi ng differences: 1) Transparent routers at the | eaf nodes of the
routing hi diigratthy Methed Boperform 15 NAT. They sinply route traffic

communi cat1 ons. TSI SoutRD ekt 2elE AraB Vi BlowhElitetoe e
i ncom ng ngt yWrdnsgardriesuferoat My lelf hbges ebtMBUBUAAY higrarery deset p@fory the
router, depend| ng on how the PPLI are assigned to links within the routing
hi er ar dﬁy AT. They simply route traffic upstream and downstream based on the point-to-
point link identifier of the communications. Such routing decisions may also
require knowledge of the incoming network devices from which the
communication was received by the router, depending on how the PPLI are
assigned to links within the routing hierarchy.

20 (2) Configurable routers internal to the transparent routing hierarchy must now
be able to handle PPLI for traffic'that they route. Such traffic is routed according
to PPLI (and possible incoming network device) of the communications, i.e. the
way the transparent routers do routing.

(3) The root router in the hierarchy is still a configurable router and it still

25 performs NAT, but this time it performs PPLI-aware NAT.

Seamiess mobility is provided by the transparent routing hierarchy
according to figures 10a and 10b, and NAT state information need no longer be
migrated from one router to another as internal network nodes migrate from a
point-to-point link at one transparent router to a point-to-point link on another.

30 The route update mechanism as in Method A now provides for this level of
mobility. Note, however, that the root router (i.e. the PPLI-aware NAT box)
needs to be able to update its NAT state information (namely, the PPLI field of
the NAT associations) if internal networked objects move substantially. Note



20 (2) Configurable routers internal to the transparent routing hierarchy
must now be able to handle PPLI for traffic that they route. Such traffic

i's rout edmgrsghlng to PPLI (and possible incom ng networgetgwoeep7of the
conmuni cations, i.e. the way the transparent routers do routing. (3) The

root router in the hierarchy is still gconfigurable router and it still
25 perfornms NAT, but this tine it perforns PPLI-aware NAT. Seam ess
mobi | ity i salge dvdtdrthbypdates doanaipdaage the lidhayichiref dhe INAT dselriditranly o
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technl ue above to pérformrouting for clients regardl ess of the NLI* (i.e.
" zer o- Teonttechnique @Noveftomar@msr)outlagdonf diartie regard)essoofshp it (i. seézraress

et er K ro B Bt AR e R S PR Sl
zer o- conf i @firglibh®) . prévides £ eryeitane@lvhdce over known techniques. The use of
NAT/NAPT alone is unable to provide zero-configuration, since conventionally,
clients must specifically use the NAT unit as their default gateway.
20 Figures 9 and 10 illustrate movement of a networked object such as a
client computer from one position to another across a network structure. Figure
9-1 shows that a message is sent from A to an external address via a first link to
the transparent router. Figure 9-2 shows movement of A from the first link to a
second link. Figure 3 shows a reply being received during the same session,
25 and correctly routed to A via the new link. Figure 9-4 shows A having moved to
yet another link, with the routing table having been updated accordingly.
Figure 10-1 shows a transparent routing hierarchy, with A sending a
communication to an external address via a first router in the transparent
routing hierarchy. Figure 10-2 shows movement of A from the first router to a
30 second router, with the routing table being updated accordingly. Figure 10-3
shows a response from the external address during the same session being
correctly routed to A via the second router.
All the above applies to the point-to-point links on the downstream side of
the transparent router. Upstream connections require no special handling apart



clients nust specifically use the NAT unit as their default gateway. 20
Figures 9 and 10 il lustrate novenent of a networked object such as a

client cowpui2Akedir om one position to another across a net wrks@bib@b ur e.
Figure 9-1 shows that a nessage is sent fromA to an external address via
a first link to the transparent routefs Figure 9-2 shows novenent of A
fromthe first link to a second link. Figure 3 shows a reply bein
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t ranspar entcorpiekctitigs.hi erarchy, with A sending a comrunication to an
external address via a first router in the transparent routing hierarchy.
Figure 10-2 shows nmovenment of A fromthe first router to a 30 second
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poi nt-to-pojnt links on the downstream side of the transparent router.
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PCT/ S0/ 00107 15 fromthe usual TCP/IP standards, with the exception that
a subset of the local |oopback address space may be used to route traffic
to and fronaj tﬁqunﬁ@debﬁwomo%mmons 5 The zero configuration feature of
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network needs to mset t he exp tvvor behavi or net wor k
obj ect s. MA:RIF!arequestsnssntéxyutheemeMQrkt ohjestsar €ne en:chtre:sultosraibpu@bm@ al |

ARP requests sent. b wor k. obj e n uIt a out goi ng
Communt cat OMTPBEALRR o bFc ek (gt Wieb dpfied o henlrapPiRERL, on
router. 15 bitdrhe transparent router does not respond to the ARP requests
fromthe network objects; the latter will "hang" waiting to resolve the
desti ndbi on 1i nKf tf@y{iansmante@y.temmgs nqb@spgndgetth@p‘\%%pmms digen therat

any | ocJaI rn%%%ﬁ?&éje&&?%ﬂé Eﬂep%ill "hang" waiting to resolve the destination link layer

address.
This idea is further expanded such that any local resources required by
the network objects should be provided by the dynamic network e.g. default
20 gateway router, DNS server, Primary Domain Controller. The purpose is that
any resource requests sent by the network object will be fulfilled by the dynamic
network in order to mimic the behaviour expected by the network object as if it

were in its original home network.

25 (b) Learned Forwarding Paths
When the dynamic network receives communication initiated by the
network objects, it must learn and record the forwarding path taken from the
start of the network node to its final exit out of the dynamic network into the
Internet. This is to allow the dynamic network to be able to forward the reply
30 from the Internet in the reverse of the recorded path to the original network
object.
The router learns the downstream network interface through which a
network object is situated implicitly from the PPLI of the incoming upstream
communication from the network objects. When the router receives



t he network objects should be provided by the dynam c network e.g. default
20 gateway router, DNS server, Primary Domain Controller. The purpose is
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recipients to reply to the network objects. Therefore, NAT must be done to allow

the dynamic network to assign a 'topologically correct IP address to the outgoing

traffic. The recipient will send any reply back to this topologically correct IP
20 address, allowing the dynamic network to receive the reply.

Transparent Routing Hierarchy

The NLI of downstream transparent router interfaces (and some

upstream interfaces as well) are preferably allocated from the local loopback
25 segment. This is to prevent collisions with any valid NLI which are in use by
network nodes that are not transparent routers.

Two or more transparent routers may be connected to form a routing
hierarchy, such that all routers in the hierarchy may associate addresses from
the abovementioned range with their network interfaces. Addresses used in this

30 way are unique within the transparent routing hierarchy, so that existing network
protocol stacks may be used on the transparent routers with minimal
modification, and without breaking existing network protocols.

Normal routing is thus used within the transparent routing hierarchy, and

all the internal links (that is, links between routers in the transparent router
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existing network communications sessions from terminating or halting. This has
important applications in wireless networking -- the user may move from one
wireless network to another without having to change his network layer

20 identifier, and therefore, without causing lengthy or permanent delays or errors
in his running network applications. Figures 9 and 10, as described above,
illustrate this.

Current network layer mobility solutions tend to approach this problem in
a different way. The most notable of these is Mobile IP (MIP) (RFC2002,

25 RFC2005, RFC2344), where additional functionality must be built into clients as
well as their correspondent nodes in the public Internet (although this is not
compulsory in the latter case) in order to support the protocol. The transparent
routing hierarchy solution provided by the present invention requires no
modification of client nodes nor their correspondent nodes in other networks,

30 e.g. the public Internet.

In addition, MIP makes no effort to depend on link layer identifiers of any
sort in order to solve the address collision problem, and instead relies on an
elaborate system of network layer tunnels to support address collision and client
mobility. Finally, where the transparent router solution performs routing updates
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node intelligence, the transparent router approach of the present

i nvention asieeliods al | additional functionality by enhancing the network

itself (i.e. rouyt. a li.nk. C l.ogy g- 1Lt ehlng) . nt
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Fi nal | §5 mdownstiaam ietitactiregdily 4§ thiss suitalleplee lganericotepleymsnk in the
e oL e ROaRRS (HSRAAARIOR! RIEHERIRRR Wi oEPLRESEof g e
generi ¢ depegifierdcenarid nehere downstream point-to-point links are appropriate.
This does not mean that the downstream point-to-point links need always
be physically separate along their entire length for the purposes of the present
20 invention. The use of unique PPLI allows traffic from multiple point-to-point links
to be aggregated along a single upstream link such that upstream traffic
belonging to distinct downstream links is still distinguishable.
Another attempted solution to the mobility problem is the IP Relocation
using Network Address Translation (RAT) protocol. The RAT protocol attempts
25 to provide generic network layer mobility on the public Internet without
modification of client nodes. However, no attempt is made to propagate routing
information between network nodes, and no reliance is placed on the link layer
information nor architecture. In addition, RAT provides for only limited network
layer mobility. No attempt is made to preserve ongoing transport and application
30 layer sessions between mobile network nodes and their correspondent network
nodes as the former move from one network location to another. In contrast, the
transparent router solution of the present invention preserves all network,
transport and application layer sessions as clients move from one point-to-point

link to another.
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t r ans pdBent Hymertaxh ThainsfesPsatonol((BNSP)mroxy semgr.be a st andard DNS

e o R RSP taleh b MO B . B o
3 :23 ; re (rj R &6 ProVighMER: ifmiotethat Thsir Ellehits BRs edvinawtdd 16 they pulsiic Interaet,
and allow them to complete their network transactions successfully, while
actually performing these network transactions with the public Internet on their

20 behalf.

Transparent proxies for other standard network application protocols can
also be created in order to support the full range of protocols that are in
common use on the Internet, for example, RTSP (Real Time Streaming
Protocol), VolP (Voice over Internet Protocol), etc.

25 Proxy servers are known. However, they conventionally require
configuration of the client computer. In the present invention, the intention
according to preferred arrangements is to provide additional services without
modification to the client software (and therefore without the knowledge of the
client software, but not necessarily without the knowledge of the end user that is

30 using the client).

Phantom DHCP Server
Dynamic Host Configuration Protocol (DHCP) requires a DHCP server

on its network to provide network configuration parameters.



15 Hypertext Transfer Protocol (HTTP) proxy server. Together with the
abovenenti oned deli berate incorrect routing, the |ocal servers provide the

i 11 usion Weadyisigir clients are connected to the public | nicgrgm@booroand
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reaching the cli ent may not necessar contain any I nformation about the
actual net wkrchltécaym Babrdt {fdecRFE2131e BH0213§¢raml waﬁtd@\xaimpem hyhdhe

network | ay e t wid | ond, to
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applied to the use of DHCP. The use of false information in the compulsory
'server identifier option of DHCP messages is expressly prohibited by
RFC2131, but can be used to implement the present invention.
20 Initially, the DHCP client does not have an associated NLI (e.g. in the
case of IPv4, this would be the IP address 0.0.0.0). The DHCP server has an
NLI of NS. The steps shown in Figure 12 are as follows:
(1) A DHCP client broadcasts a DHCP DISCOVER message.
(2) Phantom DHCP server replies with a DHCP OFFER message offering the
25 client, among other settings, the NLI NA. However, the server crafts the reply
such that it appears to originate from a DHCP server whose NLI is NT, even in
the network layer PDU. In addition, none of the fields in the DHCP messages
from the server (e.g. siaddr) reflect its true NLI NS (e.g. in this case, it reflects
NT instead). It is useful o generate NT such that it is on the same network layer
30 subnet as the client would be on if the latter accepted the host configuration
settings from the DHCP server.
(3) The client decides to accept the settings from the DHCP server and
transmits an appropriate DHCP REQUEST message to the server whose NLI is
NT. Note that such a server does not actually exist; the phantom DHCP server
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This problem is circumvented by the periodic downstream transmission
of routing advertisements by the transparent routing hierarchy. The advertised
routes need not be valid. These routing advertisements are used purely to

20 cause the downstream network nodes to automatically configure a default
router.

The routing advertisements alone do not cause such misconfigured
clients to be able to obtain Internet access. In combination with the rest of the
system described herein, however, such clients are able to obtain Internet

25 access.

In addition to not having a defauit gateway, misconfigured clients may
also lack a default DNS server. Where such clients support the NetBIOS
protocol (RFC1001, RFC1002) and subsequent generations of the NetBIOS
protocol (NetBEUI, NT LAN Manager, etc), it is well-known that they may

30 subsequently fall back to NetBIOS name lookups.

To provide DNS support for such clients, a NetBIOS/NetBEUI
nameserver is set up as a transparent DNS proxy.

A Windows NT LAN Manager Transparent Proxy is less of a transparent

proxy than an illegal server. It makes NT domain logons and NT PDC



network |l ayer identifier that was not assigned by DHCP or sone ot her

dynam ¢ configuration nechanism and in addition, does not have a default
gat eway, wo d¢2nemiconventionally, it will not be able to ohi@isGobab@rnet
access until these client settings are nodified. This problemis
circunvented by the periodic downstreagptransm ssion of routing
advertisenents by the transparent routing hierarchy. The advertised routes
need not ba&uhkgntigationsalways muicageddineprdesclgepduseackenisda nrmeas display2a cause

The routi n v BRErBRelte dromsttghor letnader FRbR g Bhr v s
to be abl e gags@btdidic) wtthersid @eeeo$ clidnt rodesi nation with the rest of the
system descri bed herein, however, such clients are able to obtain |Internet

25 access. |n adajaddiipn Enesyymas g shales ArptPrgdideda nd rAGEEsH fGOGH0E dS

i ent faul | t th
Net b1 020 p st lfed Bitofo 05’ B hioHT 16 MEnt nas Befdiich, Sdarishi seppet e
Net BI OS preohtroblmédiietrirhl , (e, &Adinidle agsmrnamiepassivord pail is- possiblet livat

t hey may 0 subsequently fall back to Net Bl n | ookups.. To prqQvi de DNS
Support f ol TN EHEBIRs SingergieB IOt kBt sarcaly Shty OIS s Pasa s

t ranspar ent, LN P ' Naiag a ' ess
of a transg)grent ‘B%Rré?)é}?/ﬁt ?ﬁ%ﬂﬂ@gsf‘ rega serveféf gﬁ@me{sﬁﬁpéjﬁﬁnﬁmbﬁr&%ons

and NT PDChigpathylibg@llathais $E00gHodaovent@habiilersharinganéchanidmays succeed, in
or der i@ cause clients to never display an error nessage (e.g. the network
I s unreachabl e, unable to log in, invalid password, etc) to the end users

of client NPgRSpatdhtFINIteMNetwBIR GBSt i1 € shares are provided, and
access control 1s 5 determined sinply by the LLI of the client node,

al t hough addi t i dnadlCraatives PDNSoRprwardesc maay sves Usedgin ecasjunsition with the
futur

user e PASEIRES By < oRERAE Srbrd Jh EerishAstl hbnushs St e
roanm ng shapafigliatibhs DoWnstiebht hefork! Foddahfiyt bé Wanfigdredtedapenyl for
installations through conventional file sharing nmechanrsns. 10 .

15 proper operation on servers whose names are known only within a private .
network which is not accessible via the public Internet. Where such networks
are not accessible directly or indirectly from the external interfaces of the
transparent routing hierarchy itself, these clients may not be able to function
without error.

20 To enable such clients to function without error, a creative DNS
forwarder is used in place of a standard DNS forwarder in the abovementioned
fransparent DNS.

The creative DNS forwarder is similar to a standard DNS forwarder with
one exception: it analyzes requests from a client resolver as well as replies from

25 one or more upstream servers in the DNS hierarchy in order to decide when to
depart from the DNS standard when replying to a client.

In particular, heuristics are used to decide whether or not to create false
information in order to provide the illusion that DNS queries from downstream
network nodes succeed. This process is initiated whenever necessary.

30 As an example of possible heuristics, if an NXDOMAIN or other error
indication is received from an upstream DNS server in reply to a forwarded
query from a downstream client, or if no reply is forthcoming from upstream
DNS servers within a specified timeout, then a reply is generated dynamically
and returned to the client in order to force the client's DNS lookup to succeed.



Transparent Private Network Support A "Creative DNS Forwarder” may be used
I n conjunction with the invention in order to overcone problens in

i mpl ement wigdy2tB1i nvention in some configurations. DownstpcgadGooetwer k
nodes may be configured to depend for 15 proper operation on servers whose
nanes are known only within a private getmork which is not accessible via
the public Internet. Were such networkS are not accessible directly or

i ndi rect |y Thehettistiosxisadnated td be ftaced tosuit ke atiuahsptwarktenvineniment in

hi erarchy itse|lf, these Lents not be aple to function wthout error.
20 To enabq\'éhlg{]éfheer%az?{?gﬂ'}'ng%aébﬁ %P? error, a creative DNS
forwarder is usqf hadiRbACWHEnedes P RM8AT aBBFPtO tYaIiRte | &) ddMmunications
abovenenti oned transparent DNS. The creative DNS forwarder is simlar to a

st andar d DN@ssmnnait¢he wetworkorsleewbepe inetworktlayeradtdgnidfierr was extusngd e a

client pesql Il _as replies from. 25.0n psir S rsin
the' Dsohi dritien DS orerly 46RGe cige SRR & B ey dn, R B8 aar o
when repl yiT@nkpaent! S@Port lfor Brandad Fervibss) igt ifcho atignsisrdnt proeciide
whet her or not to create false information in order to provide the,

i || usi on t reMailBhie, doen itds explisily sqiested Rihamapnepkaifotieyaling sehanign

process is {niti r kbl e
heuri sti cs,dpﬁrg!’ﬁé M@ﬁlﬁglﬁe (rt}? ﬁgég%rnﬁlgorlﬁgﬁgﬁﬁ?ca?l%wés%%cne]?@zlitf rom an
upstream DNS sermigurd ™ flieptritdsa SréstivaaDNSPProxyevith thedollewihgveteps:eam
client, or if nog reply is forthcom ng from ypstream

servers within a
speci f18d t(iTrddunternaldietyorkest gbipat (Gherty tr@?ﬁﬁ‘ﬁﬁ@aﬁ“& logKuWP MRSH29€d t o

the client g e 0 t ¥ ) I c

021 15401 P&7) SIS0 5E0Y “BSrRtE, Ifbefis N, IRALE bBGHCRRRSa0YCand, |
the actual trerismitka émrwardedrimukupro anDNShsearher locatedi upstelB.f or war der i's
communi cat i(@ha hes UBSFeAMPIS SPRYCR GHRBPRS DU ESRiRs: TR ARSI ey sponds

i dentifier tH§ltééhR3§dERRO falsified DNS reply above, the session is

ei ther handl ed as abo (see Transparent Support for Standard Services), or
i f no tibandgabrtcrpative/DNS peoxyi retibne the espantsei to themlieot, thgkingjchengasby an

?85{ ?ﬁgi ﬂ.;[ jpgb%%@%{”hg%sgsé%%?fe?m ;)t)-er ating either within the transparent
(5) The client transmits a DNS lookup message.
(6) The creative DNS proxy intercepts the client's lookup message and
transmits a forwarded lookup to a DNS server located upstream.

20 (7) The upstream DNS server replies with a non-existent domain (NXERROR)
message. .

(8) The creative DNS proxy determines, via the internal application of heuristics,
that a successful reply should be returned to the client.
(9) The creative DNS proxy dynamically generates appropriate information for a

25 successful reply (NOERROR) and forwards the constructed reply to the client.
(10) The client transmits a DNS lookup message.

(11) The creative DNS proxy intercepts the client's lookup message. Through
the internal application of heuristics, it determines that no lookup to upstream
servers is necessary.

30 (12) The creative DNS proxy constructs an appropriate DNS response and
forwards it to the client. Such a response may or may not contain dynamically
generated information as in step (9) above.

(13) The client transmits a DNS lookup message.



Figure 14 illustrates a Creative DNS Proxy with the follow ng steps: 10 (1)
An internal networked object (client node) transmts a DNS | ookup nessage.

(2) The cwepdi¥®1DNS proxy intercepts the client's | ookup pragssageoand
transmts a forwarded | ookup to a DNS server |ocated upstream (3) The
upstream DNS server successfully resol %{IS the query and responds wth the
result (NOERROR). 15 (4) The creative S proxy returns the response to the
client, nmakildy Tdleacrgative NS lproxatirierdepts theep pliendls wo&up (BesJdge. cThrengh

t it DNS, | k . 6),.Th ti, i.nt ts th
cl fent: s 1 QORUBHBSRIeERGN S hehiies Tk e mIRGR B o b e EP BN bUETAR vor
| ocat ed upsNXSOMAIR) fridssZe s%BﬁIdB@PétW%oGl%rtMérchéﬁﬂD' ies with a

non- exi st ent donai n nmessage. 0 (8) The creative DNS proxy

det er mi nes, (1) é[herweatmeeDh@ peqoqyl germraies arf NKQOMAINgesponsmeand feardssf ul
reply s ouI ﬁ]rci ned to the client. (9) The creative DNS proxy

dynam cal | J &rae appropriate information for a 25 successful reply

( NOERROR) 6(f16)frﬁé\&ﬁéﬂ&rérﬁ‘sﬁmfé)égms%cﬂ@prrﬂééya ) the client. (10) The
client transmts a ookug message. (11) e creative DNS proxy
p

i ntercepts ({Ife The @ﬁeat@/a dON pma@'sagercevtﬁ dbghcliante loekepnaesspppi 8adi on

of heuri sti (o) t ervers is
necessary. tg%‘ (ﬁ%g%@a@ﬁﬁ)&gsgﬁ%%h§ %}L}@%'I@?&ggtdsp%g?agf)pr opri ate DNS
response ands) iMtenar sisedified tinidowit Clheetreativ ONS presyp etilh érasayotoreceednat
cont ai n dynam cally generated i nformati on as in step (9) above, (13) The

cl i ent 10r arfeR o tbmsqp@&ﬁam RIS a3R5VerABNE DASSUES rﬂa:q’f/ aaspn oMb otoke ( 14)

Th t t I th
The creat MRl KSR Rl &l S8 oty el RoMPFAARBL AsRugh e
domai n  ( NADNBRE&verse dis agggieshoulinl d»mfatlal @nderhayordtrensmhit dDNS (ébmesrmo

creative DNS prox ener a INres seadforwards to the
ol Tant € TOPeanY sPEAT frh sAme: NR N o TReo Ry BV 1950 BFDRE | ve

DNS proxy idgriufimy gid.he client’s | ookup massage and
15 (19) Through the internal application of heuristics, the creative DNS proxy

determines that either a non-existent domain message (as in step 15 above), or
a successful DNS response (as in step 9 above) should be returned to the
client.

(20) The creative DNS proxy constructs an appropriate response as determined

20 in step 19 and forwards it to the client.

Transparent support for non-standard services
It will be appreciated that the present invention can be used to provide
transparent support for non-standard devices such as drag and drop printers,
25 faxes, etc. This can be implemented by way of an application server provider for
output devices
The invention can also be adapted to provide network access to output
devices which lack driver support for networked nodes; e.g.: network computer
e.g. palmtop, or embedded appliance e.g. scanner, web/browser based access
30 to network servér e.g. web server on print/fax server, or embedded in printer/fax
machine.
One problem with this is that it is necessary to install a device driver for any
output device to convert application native format to output device native format.
Changing the output device or using new features on output device requires



transmts a forwarded | ookup to a DNS server |ocated upstream (18) After a
specified tinmeout, the creative DNS proxy still has not received a 10
reply frowddhasuwastream DNS server and assunes that a replpetviddoon@t be
forthcom ng. Note that the creative DNS proxy may query nultiple upstream
DNS servers in series or in parallel, agd may retransmt DNS requests to
upstream servers until sone finite nunber of tinmeouts have occurred before
concl udi ng inktadatias of meyw drivessighhis ipgoblameearabe spplacchy aorintelligestinearks,

the creative DNS, praox et.ernj ne hat either.. n- exi st ent domgin
mssage. ( acasBesny SvertiBRTraE Sl i B e A SR A Rt ey o
above) shouagtdeeibleta/theefbrivert Tigis s @BtberefiPihatithefd RAho deivENRsRlIaKYN
constructs an appropriate response as determned 20 in step 19 and

forwards i tProblameFen foaming saRspaeEnis RUPEEH o fibsta shiversafinay devigrees |t
wil be ?pﬁheﬁ'\ﬁ%‘é‘e[% bgﬁr&oﬂ(h‘?o‘?rlglgy‘;engcéjevc?écﬁlbﬁﬂeﬁﬁ”thgf‘e 150 E%’ed”té"’:h&%n
andar evi g and drop

transparent suppor non- st es’ such as drag a

printers, @bdrafesall attovorkimogesdo use newp shamt delvibys. wall usérsaravepaddesat i on
server provider faqr out%ut devi ces The ipvention can al so be adapted to

provi de netiparlkavailablesshaged deyines Iqgiedaie!¥ani ch | ack driver support for
ked nodes: : Y
net wor ked Nodes; gGrsr tﬂﬁtﬁ’rﬁ):})r&ﬂa@ }rénegéé Jg)éntpe# %Qﬁten%hcéwgggrade.

appl i ance e.g. scannef, we owser ess to netwo ver e.g.
web server Drivgr sappdras salw eequited abhitezldedvernemd.i Atessst aantrotearid nsagéne
problem w th thig IS tg)g% | t ils mﬁessa&/ to,install a device driver for
any outhut 2CRAMNHRY Cah bgctrollgd Atithe SPYRT 8B ve format to output device
native format. Changi ng the output device or using new features on out put
devi ce requires WO 02/ 15491 PCT/ S0/ 00107 25 installation of new drivers.
Thi s probl em canAbexaoipledppljcationi ¢fttbis| is gecnmmenviiared dite eapsistiory @onsler t or

that t I i [ N t [ for.mat i bl t
the tor mor. Cthifes et PRUbBhPRcer BT, hEp @ ' FpLBHOR .4 FFERROMN° °
probl em F%oﬂ@%@@@ré@eﬁhéﬁkeﬁz%ﬁ% ASPNsHimee AP faxsischdveHiseteb§ theloddw

devices 5 in a visited networ or large scale deploynent, there is no
need td8 nsrawse @estasr $heousead] ysasethroliR-Treesas eptiee, Relrct RaMETkdASR es.

All users %3&9?5&5?05 print/fax the file. To specify a fax number, the ASP fax workgroup
has a predefined list of fax recipient directories e.g. ANT Labs company fax file
directory. To specifiy a new fax number, the user saves the document in the
Other fax recipients directory and document filename is the fax number.

20 For web based access, a pull down menu shows all the available output
device on the network, similar to the pull down menu selection of printers on MS
Windows. After selecting a specified output device, the web page is updated to
allow selection of the output device capabilities e.g. color/b&w, A3/A4, duplex,
fax numebr etc. The user can chose to preview the printout, which converts the

25 document to HTML or XML. The user submits the document for printing/fax via
HTTP POST MIME ENC/DATA type to a common file repository.

An intelligent convertor can identify the document type using the default
file extension or parsing the document file header. A dumb convertor can
depend on the user to select the appropriate document filter and force the user

30 to save-as a support document format e.g. postscript, HTML. The dumb
convertor can be used as a failsafe catch-all solution when the intelligent

convertor fails.

Movement Detection



to all available shared devices imedi ately. Further, this can provide a
single point of maintenance and upgrade. Driver support is only required
at the sewanepd. Access control and usage 10 accounti np@&EGIB0107
controlled at the server end. An exanple application of this is a commobn
shared file repository or web wurl to agcess output device For exported
file directories, a well-known workgroup (tradenarked . ASP printer,
ASP fax, is advehtdléedreipcoheandsalsas bstweer thedinkran n@tvm&rlamés(etgae
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docunent fo'ﬁ hg’?%ﬂtg Itﬁﬂ&é@th&&@%&%‘[ %%E éﬁ%ﬁ E)%’E re% t@stgégﬁ%n
file reposi SmtyanﬁkRPrreqUéstgsfmuldcbm(/mmmt toathelrtwworkf yoddﬂen doestiramtlf ngpe
usi ng t e def uIt I | e.extepsion or J th ument . fil e header

unb coliber Bab ssfprthsepuid viite b sBeehel St fhel REEAITS ssimeit & Bochorent
filter and o éﬁatrh@rnbé?bf%% hRHESKCarRS tiat HBRELS fremémfapé%aa*ds%ay
postscri pt, dunmb convertor can be used as a failsafe catch-all

sol ution \/\/rllamuodlﬁedraogbrdlg@lm convertor fails. Mvenent Det ectlon WO

02/ 15491 PCT/ SQ0PLA0L07 26 A e be used

and networ k| aydbBP Edgestinay RadFaRehel Forid B Tt sout o AR PR Tiom " Case

of TCP/I'P oygichEhBegRgits firat ARPereléMéBp%sOfedéf\féﬁeB?ethéeirﬁﬁépa@@nt RsRegnce

detection can be used in this way for usa nonitori nﬂﬁ’ urposes. 5 Wien an
e

ARP 1 edidest Alternativalyt #dmavementc detastiont isede estr@i,nmlw@ rowiast madebs | i nk
Layer and ngh\Ghiftel Wefbsd AR bt bl &t o faldiP B8RS eam SGhRR-pdht fnis by

the transparent router, even if the ARP request is itself not destined for a
broadcast link layer identifier.

Any protocol that serves a similar bridging function between link and

20 network layer protocols (e.g. ARP) may be used for presence detection, billing,
and movement detection in this manner.

Not all ARP requests are replied to by the transparent router. Instead,
only those ARP requests originating from the link layer identifiers of network
nodes which are known to reside at the remote end of a downstream point-to-

25 point link from the router, and which are not destined for the network layer
identifier of a network node also known to be at the remote end of the same
network link, will solicit replies from the transparent router, and only after a
specified timeout.

i.e. if there is more than one node at the same end of a point-to-point

30 link, and one of them is transmitting an ARP request for another, then the
transparent router will not reply. And if one node ARPs for another node whose
presence or absence at that end of the point-to-point link is unknown, then a

deliberate delay is introduced before the transparent router transmits an ARP

reply.



timestanp indicating the time of detection. Wthin a specified interval, an
ARP request is transmtted by the transparent router to solicit a reply
fromthe @lg @nk491 Such an ARP request shoul d be' unicast tpetidi@onetonor k
node in question. If no 10 reply is forthcomng within a specified tinmeout,
the client is deenmed to be no Ionger gynmenber of the network and that
client's resource usage records may be updated accordingly. ARP requests
may be transnittAn @hportentheopaequansientof t thipoisntthat rek Wroedcasihiliok tayer

client's first ARP request s.received by. the.transparen 0 .

Al tor nat i velgpPoring SRR neliidnsatiohs ey 8¥st AENE BREBRY ol tNED naifFse
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links by the transparent router, even if the ARP request is itself not

destined f dransparerideutan itsalinkel ARE stiliwerks betweeshpogesrcthe sheaed dekves a

Ceo. ngp) ey ButREARD REECERc e kY 4A0 GROTRAER! FelleruRhRCRY
det ection idttdriptsonanaepart Nftthabe morieauess to asemmenldatsl with Bynéterk

transparent router. Instead,  only those ARP requests origi nating fromthe
link |ayer nhasennelerile sameckintolayer weslks regmitdn igtesartippwith dhe dangeatantt he
renote end reﬂ[ﬁh_'_ p el d

whi ch are nrgptegeag:? I nedefor fﬁe&rr)llgt m@%sfgagfgbbédﬂ eﬁ%#ﬁg&é}ﬁfﬁgj{%gé%r ¢ node
al so known to bdnaadditien, astvark emutiesf thahenigeate fromat ooe kpdintato;point linlsdbi ci t
replies fromthe transparent rou ecifietdtirreout.

d I ft
%6, TR0 neanother haeuren-mosmerbaaterns e by e tensait e WakR: a0
link, and %sy%ftpd%tbe :c%rr]ﬁgpéfb‘-iﬁhtih'd}ﬂe@fb e&ﬁiiﬁ@k&ﬁﬁqgﬁémpmﬁb td B the

transparent router w reply. And if one node ARPs for another node
whose pr edeomesuch ragesneihaut ¢causingeaxistiig nebverdi ot applicptidmilevel skssions

unknown, then a deljberate delay is introduced before the tra rent
fouter i arenidng R thaRe TSRy o e s sleh PR Gl t RS BIRRRRES ¢ an
consequencey ph dddsprisSarefbtcfuldreasterss. | i nk layer supporting nul tiple

net wor k. nodes may exist at the renote end of a given point- to-point |ink

from tHé transpathintapplias segaidiessnefivhether thetrraspawst reder iméhis segiepar ent
router 'tserleFers'foea @Iﬁslestt;‘érlsp\épérhsro%ér\,’\%?nan&ﬂfé%ti% 5fhﬁaﬁt§85r%ﬂt 'blters

operating in tandem (see Transparent Routing Hierarchy above).

It is to be understood that various alterations, additions and/or
20 modifications may be made to the parts previously described without departing
from the ambit of the present invention.



5 layer without any active interference by the transparent router, while
any attenpt on the part of those network nodes to conmunicate with a
network wade/isett on the sanme link |ayer would result in iptdTeSsGobI®A Wi th
the transparent router across the point-to-point |link, as described in
Transparent Router above. In addition,2getwork nodes that mgrate from one
point-to-point link to 10 another have their novenent patterns detected by
t he transpdrl@i®s router, which may update its configuration in order to
continue routing network traffic to and from such nodes w thout causing
exi sting network or application |evel sessions residing on those nodes to
be interrupted pemehedtdfycorfiggrngleessmpliterhedtiverk ts allbwsadditiomsdeleton

stateful or stateless. 15 This appl|es,regardless of et her, the
t r anspar ent3Ndo RAfement; ﬁ?éﬂeéwemeéno jestse Mathin esPﬁE{YQ\gﬁt P’QH%‘?}&F‘%‘WG%& er,

or a cokl e%ﬁﬂguﬁblé rdlfheasdta lrg)‘ﬂj’r%\ Sof %?\Né‘ﬂ(ieﬂgo{)}%gfs‘?@:ﬁm {@fed at a
Transparent RoUting H erarchy above). It Is to be understood that various
al t er at i onmetaddk hodain thedietworll thernutihod itdludisg tiey stepsmdde to the parts

previ ously ,described. wi t hout, departi fromithe anbit of the present
Pnventi on. (8D 0BrOGRSD BORISGRTAUI baiex I eB e lfer BT Sacn
confi guri NG REGSr network to allow addition, deletion and novenent of

net wor ked objects within the network, which includes a 5 configurable
router and (b& pl wssigring af paieitiacrdieidinkbjientificr te gashlod 8 painkto-gointidnker k

de in,th t k. . th t hod, i nel yding .t 0f . i di
poi nt - 18- parht 1o e dRot Reted el g OB OBRIGELn” networ & node:
(b) assignigy a reeeling &t Bl ddnfigufdblé detter fdodimuicatens fibnt the networked
poi nt-to-point links; ~ 10 (c) obtaining for each networked object a |ink
| ayer i dentabfeads, thedgouree &if wiagh cemmueication ibgincadelerminabie by gafaianeate ons
¢ th : . h Lot i .
det or i nabit By PG PRI G0t of 3L RB Ry PRR e IR RHE bla U hyer

poi nt - t 0- padéxtificr Assodated witle theaosimamunicdtionayer identifier associated with
t he communication; 15 (e) receiving at the configurable router
communil@at i(Bhs iTREeNIEY Atorthe ganliguable reulesy ommypisatians ¢ inenfied i 94t i on

for each .C‘?H&‘iwah%ftrie‘ﬁﬂoh@d[‘@bj_e‘é‘é‘sﬁ Sl Béiﬂr?at#&\ﬁ foif BAGN B riRuARatice Bdihg e
pair consisting of a point-to-pornt Iin
determinable by reference to an identifier pair consisting of a point-to-point link
identifier and a link layer identifier obtained by translating a network address
associated with the communication; and
20 () detecting the addition or deletion of a networked object from the network,
or the movement of a networked object from one point-to-point link to another
by detecting at the configurable router discrepancies between identifier pairs
associated with current communications and identifier pairs associated with

previous communications, and/or by detecting non-receipt of communications.

25
2. A method of configuring a computer network according to claim 1
including the further step of:
(g) automatically resolving addressing of communications in accordance
with the detected changes.

30

3. A method of configuring a computer network according to claim 1 or
claim 2 wherein the configurable router consists of a plurality of networked

routers which operate together.



identifier and a link |ayer identifier obtained by translating a network
address associated with the communication; and 20 (f) detecting the

addi ti on gwip @aketii on of a networked object fromthe networgar/sa/obtee
novenent of a networked object fromone point-to-point Iink to another by
detecting at the configurable router dbgcrepanci es between identifier pairs
associated with current communi cations and identifier pairs associated with
previ ous cehmuniA anéthod, ofacatifiguring aemcmlpuutag nebrorkeaetqtingf ta amyuene afi ons.

25 2. A nethad of .canfiqur.in rk accarding tp claiml

nci udi ng. (M el WREHn retRpE abisis Alsth 19ve sap0rR o B BeMaor
communi cat i lifleifiePs dﬁ/ﬁﬁ;ﬁ by hbéhe]oﬁairﬁ&@@dmh@ﬂqraé n%@/v&k Anmietdigd of
configuring a conputer network according to claiml or clai m 2 wherein the

conf i gur ableemmubicaticns i Betwoskedopjagtawithin e nedwads &edrouteditising painkh

2 conpuber et NGBk, e SampINet T 1o ity BERAR.Fia AW Eor o

obj ects al sfehaydarsthane dohfiguirBBId reketbkthe lexighal slstisiisis thhhetwvorey be
non-uni que within the network, wherein conmunications to networked objects

wi thi n t he laanidenrtifi@re r out ed using point 5 to-point link identifiers, but
communi cations to objects external to the network are routed fronlthe
configurable router to the external objects using the network |ayer
identifiers. 5. A methoad obfcardigliriggr angompaterputvorkebeenrdirac ¢or claimy 4 o
claim4 10 wherein routing of nmessages to 3ﬁ$ fron1the conégpurable router
is  acdBnplwherelh pipulisg o NGS5a0PRg 10 aBNE WKANeh thercPorfigurablsy TosEas 1% nk

layer idends Bhgj:hﬁ?@?ctﬂf u@én@n?l ﬂ%ﬂf‘) thHl%f \A/ﬁi)fﬁrl bRBBEI ffrbre'{eacﬁl link la

corresponding p pol entifier an a correspondi ng n tmor
interface, ioatifiernat b@rremiomludg netwerl fyeriiddntifieres tbeespoatingrpaisisioei at ed

with the router,throu 15 co ni cat.i ons. made to.the net woy ked
o ot e R i RN b oS PaDaor T I o Viherai B Betwek
confi guri ngnRreREP I atES iR fockfienr @'s@&céféda'wuprtﬁeofouter through which

15  communications are made to the networked object associated with each link

layer identifier.

6. A method of configuring a computer network according to any one of
claims 1 to 5 including the further steps of:
20 (a) intercepting Domain Name System requests from the networked objects;
(b)  analysing such requests; and
(c)  where appropriate, creating information indicative of successful Domain
Name System requests and forwarding that information to the requesting
networked objects.
25 ,
7. A method of network address translation for communications between an
internal computer network and an external network, the method allowing
addition, deletion and movement of internal network objects within the internal
network which has a configurable router, including the following steps:
30 (a) providing a logical point-to-point link between the configurable router and
each internal network object;
(b)  assigning a point-to-point link identifier to each of the point-to-point links;

(c)  obtaining for each internal network object a link layer identifier;



claims 1 to 5 including the further steps of: 20 (a) intercepting Domain
Nanme System requests fromthe networked objects; (b) analysing such
request s; waygd/i6¢h Where appropriate, creating informtion ggrayaloniog of
successful Domain Nane Systemrequests and forwarding that information to
the requesting networked objects. 25 45 A nethod of network address
translation for comruni cati ons between an internal conputer network and an
ext ernal ngtijor keceilingmat el cmlriﬂgwa’aje rautert C@nmlmmatlphenfr@mdthﬂw’éﬁm of

i nternal networ
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| ogi cal poidycht ébzt@ﬁia'l‘hehhé\*k é’@b&@@@m@*’@etéﬂﬁfﬂaﬁw B?'rﬁeérwbﬁé wetdorie gs/er
i nternal network object; aé ta55| gning a point-to-point link identifier to
Wi

each of thddemtifier- assopcat ke e@tgrnalbmtwwrhgomct etieh intermal naetwesk wor k
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net wor k obj st sopdidting sef at pointiteqidint Mink hideatifi@r aad aetimkr layert hderstifidr ess
of each external network object being determ nable by nmeans of a network

layer i derdSsprigtechwb dheCRBMNIGAEME ext ernal network object, the internal
network 5 8;‘r0%&var8 @hthfigl fos 0 Gﬁi'cgﬁo @St ENE ﬁ%@cﬁ’é?ﬁﬁ .erence to

an identifi pair co a point-to-pol nt 'er and a
link |ayer (fdentretéieing st atatfiguirathlet heuteo ncamimumications ( &pnf cextarrdilng
t hose cgnmuni cations tq the e>%t er nal etworggqgahec s; (f) receiving at the

conf i gdPablretyalk ehieetsrinighdediPbinernabRewar network objects
i nt ended fgb?al nt en?‘#q QEENRbKFAURRLESH ﬂetéﬁlnlﬁgrane%%htlﬁé'ﬁaai?%%%'i@hﬁ@fdf0“

determnin ier pair consisting poi nt -t o- poi nt
identifier apdln&td—bnint Iliak(éderit'rﬂientahﬁiaaﬁnlolﬂwirri@httf@r obtaisédbyritprslatingt aor k

dd ted with th t d f ding, the
Commani cat | WD (EHEIERR ( FRRCTORE St Bol8 BN ERIORS ) ARKEEIondPE ne

addi tion Orcqﬁﬁrh%fcgﬁomo B djé’étﬁfa%h Mé”e@%m@@{(ﬁﬁ@ fromthe internal

net wor k, or novenent of an iInternal network object from one point-
t 0- poi 5 | i(hk t alededingethebgddition arri grjetion pﬁ@ndotﬁrn@lum@twwk opigat from the
di screpanci, internal network, or the movement of an internal network object from one point-
to-point link to another by detecting at the configurable router discrepancies
between identifier pairs associated with current communications and identifier
pairs associated with previous communications, and/or by detecting non-receipt

20 of communications.

8. A method of network address translation according to claim 7 wherein a
network layer identifier is assigned to communications forwarded from the
configurable router to external network objects, the assigned network layer
25 identifier being the network layer identifier or‘one of a group of network layer

identifiers associated with the router.

30 9. A method of network address translation according to claim 7 or 8
including the further step of automatically resolving addressing of

communications in accordance with the detected changes.



between identifier pairs associated with current conmuni cations and
identifier pairs associated with previous conmunications, and/or by

det ect i ngwgannseaei pt - 20 of communi cations. 8. A nethod afctgioe@iteyaddr ess
transl ation according to claim7 wherein a network |layer identifier is
assigned to communications forwarded fggmthe configurable router to
external network objects, the assigned network |ayer 25 identifier being
the net wor k10.ay ek netbad iofinetwork address teanglatiop asicondingde laryagre of claims
|dent|f|er éom at.ed Wlih t he rou od of networ gdd ess

Lrensl At on 50 ¢ Bk 68 8" BroviciBs JiarRgAtad Povie S RE ofPre

aut omat i caldpmeesst VI ng addressing of comunications in accordance with
the detected changes. WO 02/15491 PCT/ SG00/ 00107 31 10. A nethod of
net wor k addﬁéss Demak HamenSysgieny semigeso any one of claims 7 to 9

|nclud| viding transparent routing services for
one m)rg? %l%%f&&hﬁﬁh@%g@ggsyst em services; 5 (b) electronic nail
Ser Vi ces (@) FM-H’WérEéﬁ Tramgtsf ProtBeoltsesdteser vi ces; (d) audi o services;
(e) vi deo serw ce t el ephony services. 10 11. A nethod of conflgurl ng

a comput er ( Hd'Q §ea4'¢Q$w addi tion, deletion and novenent of networked
obj ect s vmt? \}1? % - Which incI udes two or nore transparent routers
and a pl ura of “"nefworkéd objects, each |ocated at a network node in

t he networ k(f)and telephogy sendtemr k | ayer identifier, the method 15 including
the steps of: (a) providing a point-to-point |ink between one of the
transpé‘ ent routers and each net wor k node; (b) assigning a point-to-point

link identif{fer 4e,8R68 c}(ﬂ?{@aﬂﬂprﬁ tp%?ér“ﬁeﬂdo’f’lk?e allo®) a8&itish NHeRtbAT

each networked object a recelving at one of
the transparehmovemntest of mﬁwurhedambjeds wltmmthemetwetk;mmed indjides byo tare
source of enalgrhe t?grg]g{)uaq'éﬁta rtolu enrsbaencp d p ura tg/nafrﬁ%?worke& objects, each located at a
network node in the network and having a network layer identifier, the method
15  including the steps of:
(a)  providing a point-to-point link between one of the transparent routers and
each network node;
(b)  assigning a point-to-point link identifier to each of the point-to-point links;
(c) obtaining for each networked object a link layer identifier;
20 (d) receiving at one of the transparent routers communications from the
networked objects, the source of each communication being determinable by
reference to an identifier pair consisting of a point-to-point link identifier and a
link layer identifier associated with the communication;
(e) receiving at one of the transparent routers communications intended for
25 individual networked objects, the destination for each communication being
determinable by reference to an identifier pair consisting of a point-to-point link
identifier and a link layer identifier obtained by translating a network address
associated with the communication; and
() detecting the addition or deletion of a networked object from the network,
30 or the movement of a networked object from one point-to-point link to another
by detecting at one of the transparent routers discrepancies between identifier
pairs associated with current communications and identifier pairs associated
with previous communications, and/or by detecting non-receipt of

communications;



reference to an identifier pair consisting of a point-to-point |ink
identifier and a link layer identifier associated with the comrunicati on;
(e) receiwo@ndieione of the transparent routers comuni catpcansgoopb@aded for
25 individual networked objects, the destination for each conmmunicati on
being determ nable by reference to an?i dentifier pair consisting of a
point-to-point link identifier and a link |ayer identifier obtained by
transl ati ng a nevherel dheér éapsparendcrauiers wire hcemeeaednimifoani én;routiag (f)

detecting the addition or | etion .of net abj r h rk,
20 or the HigaRR, ‘SR’ g3kn  FuRnatPubioler R Bitdite Fhmefborls’ BYE Moo,
anot her  byfraigttRE ibdHl 18bpIoack 8éginbAat bf ABSWAK dayer dehefisrsditisarebp aivoiding

bet ween identifier gal rs associated with current conmmuni cations and

i denti fi er opdisiansawiocanyt ¥alid wietworlr layebidentiiaigHireatly omdiseaiiporetwprk
detecti Bg gl%ra-er ecei pt of comunications; WO 02/ 15491 PCT/ S&0/ 00107 32
wherei n"the transparent routers are connected to forma routing hierarchy,
and each transparent router is allocated a network | ayer identifier from

the |l ocal | oopback segnent of network |ayer identifiers, thereby avoi ding
col I'i sions Wit h%ﬁ}ﬁtb%‘l’ 0fl cABlGHING aw@ﬂessor&mmﬁ%ﬂeé@miéﬁﬁ%w Woﬁ@g‘e&s a

network 5 q%q,.” ‘ e ; 1 Laork to
al | ow m)verggn Sg&rge?&ﬁﬁégg\ﬁtg@f éﬁ?swevm t I’ll(f %‘ﬁé‘%?%ﬁ %ﬁ?@%’%ﬂg ﬂfg‘gs a

t r anspar entandoat guraligyn df angivorlad objects, restcholokated b ec hetwalichodedatiee at a
network node_.in the 10 network, the method including the steps of: (a)
provi dilﬁﬂg é‘%‘ﬁ?ﬂ%%%ﬂffgm&'mﬁn% %@Hsﬂ?re transparent router and each
network noggy ( iPal biRt tikie bREVEEN khd krandgatdnit irBUter rkpeBcRT the
poi nt -t o- pglg)nt ﬁrgﬁgﬁigp?cwgﬁog?dgﬁfngﬁl?‘&ﬁﬂéééﬁcnh netKNorEed object a Iinﬁ | ayer
i denti fi er ;nebhfockd)odascei vi ng at the transparent router communications from

t he networ obj ects, the source of .each. communi cat,i on bein . 1 nabl e
by ref erengggt o] aslg}gr\lra%ﬁtqqar?tétp-qﬂqltrllné(dﬁgri\t&qrﬁ% e@f;hé)? ?R?'% ?)Q'§8ﬁ.'ﬁilﬁﬁpnk
identifier (@nd btailhd RY @ach indendikbl Objedt aarikabeer idehtifidrhe communi cati on;
(e) receiving at the transparent router communications intended for 20

i ndi vi d8al (dbt woereidingbplthes transrargst fouiar remmuiications temniie eeiwaskedei ng

objects, the source of each communication being determinable by reference to
an identifier pair consisting of a point-to-point link identifier and a link layer
identifier associated with the communication;
(e) receiving at the transparent router communications intended for
20 individual networked objects, the destination for each communication being
determinable by reference to an identifier pair consisting of a point-to-point link
identifier and a link layer identifjer obtained by translating a network address
associated with the communication; and
1)) detecting the addition or deletion of a networked object from the network,
25 or the movement of a networked object from one point-to-point link to another
by detecting at the transparent router discrepancies between identifier pairs
associated with current communications and identifier pairs associated with

previous communications, and/or by detecting non-receipt of communications.

30 13. A method of configuring a wireless computer network according to claim
12 including the further step of:
(g) automatically resolving addressing of communications in accordance

with the detected changes.



determ nable by reference to an identifier pair consisting of a,
point-to-point link identifier and a link |ayer identifier obtained by
transl at i wg @/15etiwor k address associ ated with the comunircatsemoomnd (f)
detecting the addition or deletion of a networked object fromthe network,
25 or the novenent of a networked objegs fromone point-to-point link to
anot her by detecting at the_transparent router discrepanci es between

i dentifier Yaird metbediofcanflighning 8 wyireless eompuiaraatwers agsrRIdingeio: ¢lainar
pairs associ?‘@?@la%% wﬂé@fﬁ%&%ﬂ%@é&% F%dtngonQQ@/ & a Rerd&hg S Beters
non-r ecei pt communi cat’i ons configurrng”a wrel ess
conput er netherein azautr doutgr tie alloaated B2 netwbridilayert identifiet feom sthep ladal ( g)

aut omati cal | ol vin ressi ni cations in, ccor ance th
P dat bt dedrtast seoman b nebish Tarer GR0RIG: S16rans apiding welRBESoMD
conf i gusi Nrfy %lfdﬁh@%&qagéﬁ ﬂbnﬂﬁéﬁ"&ﬁﬂ‘enﬁﬁﬁﬁf ds8% Byt rié't\ﬁ’r MR nédeOlvheldhm 13
wherei n the transparent ter consists of° a hierarchy o routers wherein
each rout erfuitbemkehbob abettr avirieh wonkedttaydiredtlyctot ori¢ of the meiwork dljeals is a

| oopback sei%ent of, nefwork layer identifiers, thereby avoiding collisions
with 5 any PArT Bt | ayer identifier currently in use by a network

node; wherein further each router which connects directly to one of the
network objects is a transparent router.



