COMMUNICATION METHOD AND APPARATUS

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to Chinese Patent Application No. 202110504785.6,
filed with the China National Intellectual Property Administration on May 10, 2021 and entitled
"COMMUNICATION METHOD AND APPARATUS", which is incorporated herein by reference

in its entirety.

TECHNICAL FIELD

[0002] This application relates to the field of communication technologies, and in particular,

to a communication method and apparatus.

BACKGROUND

[0003] In the field of wireless communication, for a low-throughput machine type
communication device, a battery efficient security solution is defined in a 4G technology, and is
referred to as battery efficient security for very low throughput machine type communication
devices (battery efficient security for very low throughput machine type communication devices,
BEST). A main objective of the BEST is to derive, by using a home public land mobile network
(home public land mobile network, HPLMN) security endpoint (HPLMN security endpoint, HSE)
and user equipment (user equipment, UE) in a 4G network architecture and based on a cipher key
(cipher key, CK) and an integrity key (integrity key, IK) of the UE respectively, a security key used
to protect UE data, to protect data security of the UE.

[0004] However, in a 5G architecture, the HSE cannot obtain the CK and the IK of the UE,
and cannot derive the security key based on the CK and the IK. As a result, a BEST authentication
manner in the 4G technology is not fully applicable to the 5G architecture, and consequently, a

data security risk of the UE increases.

SUMMARY

[0005] An objective of implementations of this application is to provide a communication

method and apparatus, to provide a security key obtaining manner applicable to a network
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architecture such as 5G, to reduce a data security risk of user equipment in the network architecture
such as 5G.

[0006] According to a first aspect, an embodiment of this application provides a
communication method. The method may be performed by a home network security endpoint, and
includes: The home network security endpoint receives a first request from user equipment, where
the first request includes a first identifier of the user equipment. The home network security
endpoint may further send a second request to a first network function. The second request includes
a second identifier of the user equipment, and the second identifier is determined based on the first
identifier, or the second identifier is the same as the first identifier. The home network security
endpoint receives a first key from the first network function. The first key is generated based on a
cipher key, an integrity key, and first information. The home network security endpoint may
generate a second key based on the first key. The second key includes an encryption protection
key and/or an integrity protection key between the user equipment and the home network security
endpoint. The first information includes at least one of a name of a serving network of the user
equipment, an identifier of the home network security endpoint, a SUPI of the user equipment, and
an identifier of a BEST service.

[0007] According to the foregoing method, the home network security endpoint may obtain
the first key, where the first key is generated based on the cipher key, the integrity key, and the
first information. Therefore, the home network security endpoint can obtain the first key without
obtaining the cipher key and the integrity key of the UE, and may subsequently generate, based on
the first key, a security key used to protect user equipment data. Therefore, this solution can
provide a security key obtaining manner applicable to 5G and another network architecture, and
can reduce a data security risk of the user equipment.

[0008] In a possible design, the first identifier of the user equipment includes a SUCI of the
user equipment, and the second identifier of the user equipment includes the SUPI of the user
equipment. Before that the home network security endpoint sends a second request to a first
network function, the method may further include: The home network security endpoint obtains
the SUPI of the user equipment based on the SUCI. Alternatively, the home network security
endpoint decrypts the SUCI based on a private key of the home network security endpoint, to
obtain the SUPI. The SUCI is obtained by encrypting the SUPI based on a public key of the home
network security endpoint.

[0009] In a possible design, the first identifier of the user equipment includes an identifier
allocated by the home network security endpoint to the user equipment, and the second identifier
of the user equipment includes the SUPI of the user equipment. Before that the home network
security endpoint sends a second request to a first network function, the method may further
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include: The home network security endpoint obtains the SUPI of the user equipment based on the
identifier allocated by the home network security node to the user equipment.

[0010] In a possible design, that the home network security endpoint obtains the SUPI of the
user equipment based on the SUCI may include: The home network security endpoint sends the
SUCI of the user equipment to the first network function; and receives the SUPI from the first
network function.

[0011] In a possible design, if the second identifier is the same as the first identifier, the first
identifier includes the SUCI and/or the SUPI of the user equipment.

[0012] According to the foregoing method, the user equipment and the home network security
endpoint communicate with each other based on the SUCI or the SUPI of the user equipment, or
the identifier allocated by the home network security endpoint to the UE, and may communicate
with each other without using an IMSI, so that the method is applicable to a communication
manner in a network architecture such as 5G. In addition, authentication and key derivation are
performed by using the SUCI, so that security can be further improved.

[0013] In a possible design, the second request is a request of obtaining user equipment
authentication. The request of obtaining user equipment authentication further includes indication
information, and the indication information indicates to generate the first key based on the cipher
key, the integrity key, and the first information.

[0014] In a possible design, the first request further includes the name of the serving network
of the user equipment, and the second request further includes the name of the serving network.
[0015] In a possible design, the first network function includes an authentication server
function or a unified data management function.

[0016] In a possible design, the home network security endpoint may send a random number
and/or an authentication token to the user equipment.

[0017] In a possible design, that the home network security endpoint generates a second key
based on the first key includes: The home network security endpoint generates the second key
based on the first key and second information. The second information includes at least one of the
following: the identifier of the home network security endpoint, an algorithm type identifier of the
BEST service of the user equipment, a sequence number that is in the user equipment and that is
for computing an authentication token, an anonymity key, the SUPI of the user equipment, the
random number, or an authentication token. The second information may be from the first network
function.

[0018] In a possible design, the first request further includes an encryption indication, and the
method may further include: The home network security endpoint starts an encryption service. If
the encryption service is started, the second key includes the encryption protection key.
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[0019] In a possible design, before the home network security endpoint generates a second key
based on the first key, the method may further include: The home network security endpoint
receives the encryption indication from the first network function; and determines, based on the
encryption indication, whether to start a user-plane encryption service of the user equipment.
[0020] According to a second aspect, a communication method is provided. The
communication method may be performed by a unified data management function, and includes:
The unified data management function receives a second request from a home network security
endpoint. The second request includes a second identifier of user equipment. The unified data
management function may generate a cipher key and an integrity key of the user equipment based
on the second identifier, and generate a first key based on the cipher key, the integrity key, and
first information. The unified data management function may send the first key to the home
network security endpoint. The first information includes at least one of a name of a serving
network of the user equipment, an identifier of the home network security endpoint, a SUPI of the
user equipment, and an identifier of a BEST service.

[0021] In a possible design, the method may further include: The unified data management
function receives an SUCI of the user equipment from the home network security endpoint;
determines the SUPI of the user equipment based on the SUCI; and sends the SUPI of the user
equipment to the home network security endpoint.

[0022] In a possible design, the second identifier may include the SUCI or the SUPI of the
user equipment.

[0023] In a possible design, the method may further include: The unified data management
function sends an encryption indication to the home network security endpoint.

[0024] In a possible design, the second request is a request of obtaining user equipment
authentication. The request of obtaining user equipment authentication further includes indication
information. That the unified data management function generates a first key based on the cipher
key, the integrity key, and first information may include: The unified data management function
generates the first key based on the cipher key, the integrity key, and the first information after
receiving the indication information.

[0025] In a possible design, the second request may further include the name of the serving
network of the user equipment.

[0026] Alternatively, the method may further include: The unified data management function
determines, based on the second identifier, a name of a serving network with which the user
equipment is registered, or a name of a serving network which is authenticated by the user
equipment, or a name of a serving network in which the user equipment is located.

[0027] In a possible design, the unified data management function may send second
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information to the home network security endpoint. The second information includes at least one
of the following: the identifier of the home network security endpoint, an algorithm type identifier
of the BEST service of the user equipment, a sequence number that is in the user equipment and
that is for computing an authentication token, an anonymity key, the SUPI of the user equipment,
a random number, or an authentication token.

[0028] According to a third aspect, a communication method is provided. The communication
method may be performed by user equipment, and includes: The user equipment sends a first
request to a home network security endpoint. The first request includes an identifier of the user
equipment. The user equipment may further receive a random number sent by the home network
security endpoint. The user equipment may generate a cipher key and an integrity key based on
the random number and a root key of the user equipment. The user equipment generates a first key
based on the cipher key, the integrity key, and first information, and generates a second key based
on the first key. The second key includes an encryption protection key and/or an integrity
protection key between the user equipment and the home network security endpoint. The first
information includes at least one of a name of a serving network of the user equipment, an
identifier of the home network security endpoint, a SUPI of the user equipment, and an identifier
of a BEST service.

[0029] In a possible design, that the user equipment generates a second key based on the first
key may include: generating the second key based on the first key and third information. The third
information includes at least one of the following: the identifier of the home network security
endpoint, an algorithm type identifier of the BEST service of the user equipment, a sequence
number that is in the user equipment and that is for computing an authentication token, an
anonymity key, the SUPI of the user equipment, the random number, or the authentication token.
[0030] In a possible design, the first request further includes the name of the serving network
of the user equipment; and/or the first request further includes an encryption indication. The
encryption indication indicates that the user equipment requests a user-plane encryption service.
[0031] In a possible design, the identifier of the user equipment includes an SUCI or the SUPI
of the user equipment, or an identifier allocated by the home network security endpoint to the user
equipment.

[0032] According to a fourth aspect, an embodiment of this application provides a
communication apparatus. The communication apparatus includes a processor, and the processor
is coupled to a memory. The memory is configured to store instructions, and the processor is
configured to execute the instructions stored in the memory, to perform the method in any one of
the first aspect to the third aspect or the possible designs of the foregoing aspects. Optionally, the

communication apparatus may further include the memory. Optionally, the communication
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apparatus may further include a transceiver, configured to support the communication apparatus
in sending and/or receiving information in the foregoing method. Optionally, the communication
apparatus may be a terminal device, or may be an apparatus in the terminal device, for example, a
chip or a chip system. The chip system includes at least one chip, and the chip system may further
include another circuit structure and/or a discrete device.

[0033] According to a fifth aspect, an embodiment of this application provides a
communication apparatus, configured to implement the method in any one of the first aspect to
the third aspect or the possible designs of the foregoing aspects, and including corresponding
function modules, for example, including a processing unit and a communication unit, which are
respectively configured to implement steps in the foregoing method.

[0034] According to a sixth aspect, an embodiment of this application provides a computer-
readable storage medium, where the computer-readable storage medium stores computer-readable
instructions. When a computer reads and executes the computer-readable instructions, a
communication apparatus is enabled to perform the method in any one of the first aspect to the
third aspect or the possible designs of the foregoing aspects.

[0035] According to a seventh aspect, an embodiment of this application provides a computer
program product. When a computer reads and executes the computer program product, a
communication apparatus is enabled to perform the method in any one of the first aspect to the
third aspect or the possible designs of the foregoing aspects.

[0036] According to an eighth aspect, an embodiment of this application provides a chip,
where the chip is connected to a memory, and is configured to read and execute a software program
stored in the memory, to perform the method in any one of the first aspect to the third aspect or the
possible designs of the foregoing aspects.

[0037] According to a ninth aspect, an embodiment of this application provides a
communication apparatus, including a processor. The processor is configured to be coupled to a
transceiver, and read and execute instructions in the memory, to perform the method in any one of
the first aspect to the third aspect or the possible designs of the foregoing aspects.

[0038] According to a tenth aspect, an embodiment of this application provides a
communication system, including an apparatus configured to perform the method in any one of
the first aspect or the possible designs of the first aspect, an apparatus configured to perform the
method in any one of the second aspect or the possible designs of the second aspect, and an
apparatus configured to perform the method in any one of the third aspect or the possible designs
of the third aspect.

[0039] For beneficial effects of the second aspect to the tenth aspect, refer to descriptions of
beneficial effects in the first aspect.



BRIEF DESCRIPTION OF DRAWINGS

[0040] FIG. 1 is a schematic diagram of an architecture of a communication system according
to an embodiment of this application;

[0041] FIG. 2 is a schematic diagram of a network architecture of a 4G BEST solution;
[0042] FIG. 3 is a schematic diagram of a key architecture in a 4G BEST solution;

[0043] FIG. 4 is a schematic diagram of an architecture of a communication system according
to an embodiment of this application;

[0044] FIG. 5 is a schematic flowchart of a communication method according to an
embodiment of this application;

[0045] FIG. 6 is a schematic flowchart of another communication method according to an
embodiment of this application;

[0046] FIG. 7 is a schematic flowchart of another communication method according to an
embodiment of this application;

[0047] FIG. 8 is a schematic flowchart of another communication method according to an
embodiment of this application; and

[0048] FIG. 9 is a schematic flowchart of another communication method according to an
embodiment of this application; and

[0049] FIG. 10 is a schematic flowchart of another communication method according to an
embodiment of this application; and

[0050] FIG. 11 is a schematic diagram of a structure of a communication apparatus according
to an embodiment of this application; and

[0051] FIG. 12 is a schematic diagram of a structure of another communication apparatus

according to an embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0052] To make the objectives, technical solutions, and advantages of this application clearer,
the following further describes this application in detail with reference to the accompanying
drawings. A specific operation method in a method embodiment may also be applied to an
apparatus embodiment or a system embodiment.

[0053] The following explains terms related in this application.

[0054] At least one means one or more, to be specific, includes one, two, three, or more.
[0055] "A plurality of" means two or more, to be specific, includes two, three, or more.
[0056] Carrying may mean that a message is used to carry information or data, or may mean

that the message includes the information.



[0057] Coupling means indirect coupling or acommunication connection between apparatuses,
units, or modules, may be in an electrical form, a mechanical form, or in another form, and is used
for information exchange between the apparatuses, the units, or the modules.

[0058] In embodiments of this application, the term "and/or" describes an association
relationship between associated objects and may indicate three relationships. For example, A
and/or B may indicate the following cases: Only A exists, both A and B exist, and only B exists,
where A and B may be singular or plural. The character "/" generally indicates an "or" relationship
between the associated objects. "At least one of the following" or similar expressions refer to any
combination of these items, including any combination of single items or a plurality of items. For
example, at least one of a, b, or ¢ may indicate a, b, ¢, aand b, a and ¢, b and c, or a, b, and c,
where a, b, and ¢ may be singular or plural.

[0059] The following describes embodiments of this application in detail with reference to the
accompanying drawings. First, a wireless communication system provided in embodiments of this
application is described. A communication method provided in this application may be applied to
the system. Then, the communication method provided in embodiments of this application is
described. Finally, a communication apparatus provided in embodiments of this application is
described.

[0060] As shown in FIG. 1, a wireless communication system 100 provided in an embodiment
of this application may include a terminal device 101 and a network device 102.

[0061] It should be understood that the wireless communication system 100 provided in this
embodiment of this application is applicable to both a low-frequency scenario (sub 6G) and a high-
frequency scenario (above 6G). An application scenario of the wireless communication system
100 provided in this embodiment of this application includes but is not limited to a wideband code
division multiple access (wideband code division multiple access, WCDMA) system, a general
packet radio service (general packet radio service, GPRS) system, a long term evolution (long term
evolution, LTE) system, an LTE frequency division duplex (frequency division duplex, FDD)
system, an LTE time division duplex (time division duplex, TDD) system, a universal mobile
telecommunications system (universal mobile telecommunications system, UMTS), a worldwide
interoperability for microwave access (worldwide interoperability for microwave access, WiMAX)
communication system, a fifth generation system, or a new radio (new radio, NR) communication
system.

[0062] The terminal device 101 shown above may be a device such as user equipment, a
terminal (terminal), a mobile station (mobile station, MS), or a mobile terminal (mobile terminal).
The terminal device 101 can communicate with one or more network devices of one or more

communication systems, and accepts a network service provided by a network device. The network
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device herein includes but is not limited to the network device 102 shown in the figure. For
example, in this embodiment of this application, the terminal device 101 may be a mobile phone
(which is alternatively referred to as a "cellular” phone) or a computer having a mobile terminal.
Alternatively, the terminal device 101 may be a portable, pocket-sized, handheld, computer built-
in, or vehicle-mounted mobile apparatus. Alternatively, the terminal device 101 may be a
communication chip having a communication module.

[0063] The network device 102 shown above may include an access network device (which is
alternatively referred to as an access network station) described in this application. Specifically,
the network device 102 may include the access network device. In this application, the access
network device refers to a device that provides a network access function, for example, a radio
access network (radio access network, RAN) base station. The network device 102 may
specifically include a base station (base station, BS), or include a base station, a radio resource
management device configured to control the base station, and the like. The network device 102
may be a relay station (relay device), an access point, a vehicle-mounted device, a wearable device,
a base station in a network such as future 5G, a base station in a future evolved public land mobile
network (public land mobile network, PLMN), an NR base station, or the like. This is not limited
in this embodiment of this application. Alternatively, the network device 102 may be a
communication chip having a communication module.

[0064] In a process of performing the method in this application, the network device 102 may
serve as the RAN base station to provide a wireless network connection for the terminal device
101. For example, the network device 102 may serve as an access network base station in a 4G
access network, namely, an evolved universal mobile telecommunications system (universal
mobile telecommunications system, UMTYS) terrestrial radio access network (evolved UMTS
terrestrial radio access network, E-UTRAN). Alternatively, the network device 102 may serve as
an access network base station in a 5G access network, namely, a 5G RAN. Alternatively, the
network device 102 may serve as an access network base station in a future wireless
communication system.

[0065] Currently, a solution of battery efficient security for very low throughput machine type
communication devices, which is referred to as BEST, is defined in 4G. FIG. 2 shows a network
architecture of the solution. A main objective is to complete authentication of UE and key
generation by using an HSE, to derive a security key used to protect UE data. An entire architecture
of the key is shown in FIG. 3.

[0066] In a 4G network architecture, there are two possibilities for interaction between the
HSE and a home subscriber server (home subscriber server, HSS). One is that the HSE interacts
with the HSS directly through an interface, and the other is that the HSE interacts with the HSS
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via an end to middle key server (end to middle key server, EMKS). For ease of expression,
subsequent procedures in this application are all based on the first manner. However, in an actual
application, the HSE may interact with the HSS via the EMKS.

[0067] Based on the architecture in FIG. 4, the UE and the HSE generate different keys based
on different data protection manners from the UE to an enterprise application server (enterprise
application server, EAS).

[0068] In a protection manner, the UE and the EAS perform end to end (end to end, E2E)
protection. In this case, the HSE needs to generate an intermediate key and an EAS specific pre-
shared key for the EAS, that is, Kintermediate and Keas psk in FIG. 3. Then, the EAS and the UE
generate an E2E security key based on Keas psk, that is, Ke2eenc and Kezgint in FIG. 3, which are
respectively an encryption protection key and an integrity protection key.

[0069] In another protection manner, the UE, the HSE, and the EAS perform hop-by-hop (hop-
by-hop) protection. In this case, the HSE needs to generate only a security key between the HSE
and the UE, that is, Keamenc and Keamint in FIG. 3.

[0070] In the key generation process in the foregoing manner, the UE may carry an IMSI to
request the HSE to establish a session, and the HSE determines whether UE needs to generate a
key, in other words, the HSE determines whether there is a valid key that is with a valid counter
value and that is for the UE. A determining manner is specifically as follows:

[0071] Case (1): If the HSE has a valid set of keys for an indicated session and a UE ID is
valid for the session, the HSE may start a BEST session without re-negotiating a key.

[0072] Case (2): Ifa UE ID is valid for the HSE, but the HSE does not have a valid set of keys
for an indicated session, or the HSE expects to update a key, the HSE needs to first renegotiate the
key with the UE and then initiate a BEST session.

[0073] Case (3): Ifa UE ID is invalid for a session ID, the UE does not support a service level
required by the HSE, or enterprise information is invalid for the HSE, the HSE may reject this
command.

[0074] For ease of expression, in this application, the foregoing process of determining
whether there is the valid key that is with the valid counter value and that is for the UE is
subsequently referred to as determining, by the HSE, whether the UE has a valid key. In addition,
the foregoing case (2) is referred to as determining, by the HSE, that the UE does not have a valid
key. If the UE does not have a valid key, the HSE obtains an authentication vector from the HSS.
The authentication vector includes a random number (RAND), an authentication token (AUTN),
a CK, and an IK. The HSE calculates an HSE key based on the authentication vector. The HSE
sends the RAND and the AUTN to the UE for authentication. After the UE successfully verifies
the AUTN, the UE may return validation data (RES) to the HSE for verification, or may not return
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the verification data. After the authentication succeeds, the UE and HSE may derive other keys
based on the CK and the IK, including but not limited to Ke2gene, Ke2gint, Keamene, and Keamint.
[0075] Currently, when a BEST service is applied to a 5G network architecture, there is an
incompatibility problem. The following provides descriptions with reference to the 5G network
architecture.

[0076] As shown in FIG. 4, the 5G network architecture may include three parts: the UE, a
data network (data network, DN), and a carrier network.

[0077] The carrier network may include network functions (network functions, NFs) such as
a network slice selection function (network slice selection function, NSSF), a network exposure
function (network exposure function, NEF), a network repository function (network repository
function, NRF), a policy control function (policy control function, PCF), a unified data
management (unified data management, UDM), an application function (application function, AF),
a network slice specific authentication and authorization function (network slice-specific
authentication and authorization function, NSSAAF), an authentication server function
(authentication server function, AUSF), an access and mobility management function (access and
mobility management function, AMF), a session management function (session management
function, SMF), a (radio) access network ((radio) access network, (R)AN), the HSE, the EAS, and
a user plane function (user plane function, UPF). In the foregoing carrier network, a part other than
a (radio) access network may be referred to as a core network (CN) part. For ease of description,
an example in which the (R)AN is referred to as a RAN is used below for description.

[0078] In this application, user equipment may include the UE shown in FIG. 4. The UE may
be a device having a wireless transceiver function. The UE may be deployed on land, for example,
in an indoor, outdoor, or vehicle-mounted manner, may be deployed on water (for example, on a
ship), and may also be deployed in the air (for example, on an airplane, a balloon, or a satellite).
The UE may be a mobile phone (mobile phone), a tablet computer (pad), a computer having a
wireless transceiver function, a virtual reality (virtual reality, VR) terminal, an augmented reality
(augmented reality, AR) terminal, a wireless terminal in industrial control (industrial control), a
wireless terminal in self driving (self driving), a wireless terminal in remote medical (remote
medical), a wireless terminal in a smart grid (smart grid), a wireless terminal in transportation
safety (transportation safety), a wireless terminal in a smart city (smart city), a wireless terminal
in a smart home (smart home), or the like. Alternatively, the UE may be the terminal device 101
shown in FIG. 1.

[0079] The UE may establish a connection to the carrier network by using an interface (for
example, N1) provided by the carrier network, and use services such as data and/or voice provided
by the carrier network. The UE may further access the DN through the carrier network, and use a
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carrier service deployed on the DN and/or a service provided by a third party. The third party may
be a service party other than the carrier network and the UE, and may provide services such as
data and/or voice for the UE. A specific representation form of the third party may be specifically
determined based on an actual application scenario, and is not limited herein.

[0080] In addition, a home network security endpoint in this application may include the HSE
shown in FIG. 4. In future communication such as 6G, the home network security endpoint may
still be the HSE or have another name. This is not limited in this application. An authentication
server function may include the AUSF shown in FIG. 4. In future communication such as the 6G,
the authentication server function may still be the AUSF or have another name. This is not limited
in this application. A unified data management function may include the UDM shown in FIG. 4.
In future communication such as the 6G, the unified data management function may still be the
UDM or have another name. This is not limited in this application.

[0081] In FIG. 4, Nnssf, Nnef, Nausf, Nnrf, Npcf, Nudm, Naf, Namf, Nssaaf, Nsmf, Nhse, N1,
N2, N3, N4, N6, BEST-C, BEST-U, EAS-C, and EAS-U are separately interface sequence
numbers. For meanings and usages of these interface sequence numbers, refer to meanings defined
in the 3GPP standard protocol. This is not limited herein.

[0082] In the 5G network architecture shown in FIG. 4, authentication and protection may still
be performed on UE data by using the HSE. However, in the 5G network architecture, the HSE
cannot obtain the CK and the IK. As a result, the HSE cannot generate a key based on the CK and
the IK in a manner of key generation in the 4G network architecture. Consequently, incompatibility
occurs when the BEST service in the 4G network architecture is applied to the 5G network
architecture.

[0083] To resolve this technical problem, so that the BEST service can be implemented in 5G,
an embodiment of this application provides a communication method. The method may be
implemented by the user equipment, the home network security endpoint, and a first network
function. The first network function may be the authentication server function and/or the unified
data management function. For ease of description, an example in which the user equipment is the
UE, the home network security endpoint is the HSE, the authentication server function is the AUSF,
and the unified data management function is the UDM is used below for description.

[0084] As shown in FIG. 5, the method may include the following steps.

[0085] S101: UE sends a first request to an HSE, where the first request includes a first
identifier of the UE.

[0086] Correspondingly, the HSE receives the first request from the UE, where the first request
includes the first identifier of the UE.

[0087] Optionally, the first request is a session establishment request or referred to as a session
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request. In this case, the method provided in this embodiment of this application may be
implemented with reference to a session establishment process, to provide data security protection
for a session of the UE.

[0088] S102: The HSE sends a second request to a first network function, where the second
request includes a second identifier of the UE. The first network function may be an AUSF and/or
a UDM. For example, the second request is a request of obtaining an authentication vector. The
authentication vector may be a set including a key or a parameter used to derive a key.

[0089] The second identifier may be determined based on the first identifier. For example, the
first identifier may be a subscription concealed identifier (subscription concealed identifier, SUCI)
of the UE, and the second identifier may be a subscription permanent identifier (subscription
permanent identifier, SUPI) of the UE determined based on the SUCI. For another example, the
first identifier may be an identifier allocated by the HSE to the UE, and the second identifier may
be the SUPI of the UE.

[0090] In addition, the second identifier may alternatively be the same as the first identifier.
For example, both the first identifier and the second identifier are the SUCI of the UE, or both are
the SUPI of the UE.

[0091] Correspondingly, the first network function receives the second request from the HSE,
where the second request includes the second identifier of the UE.

[0092] Optionally, if the first network function includes the UDM, the second request may be
sent by the HSE to the UDM. If the first network function is the AUSF, the second request may be
sent by the HSE to the AUSF. Then, the AUSF sends a new request to the UDM, where content of
the new request may be the same as that of the second request.

[0093] S103: The first network function generates a first key based on the second identifier of
the UE.

[0094] If the first network function is the UDM, the UDM may generate a CK and an IK of
the UE based on the second identifier of the UE, and generate the first key based on the CK, the
IK, and first information. The UDM may obtain a long term key of the UE based on the second
identifier of the UE, and then generate the CK and the IK of the UE based on the long term key.
Then, the UDM may generate the first key based on the CK, the IK, and the first information.
[0095] The first information includes at least one of a name of a serving network (serving
network, SN) of the UE, an identifier of the HSE, the SUPI of the user equipment, and an identifier
of a BEST service. For example, the first information may include the name of the serving network
(serving network, SN) of the UE. Alternatively, the first information may be the identifier (HSE
ID) of the HSE, the SUPI of the UE, and the identifier of the BEST service. Alternatively, the first
information may be the name of the serving network of the UE, the identifier of the HSE, the SUPI
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of the UE, and the identifier of the BEST service. In addition, the first information may
alternatively be other parameters shared by the UE and the HSE. These parameters need to be sent
by the HSE and/or the UE to the first network function. For example, the HSE carries these
parameters in the second request. Alternatively, the first information may be parameters
determined by the HSE, and the HSE may send these parameters to the UE and the first network
function.

[0096] For example, the first network function is the UDM, and the UDM may derive Kaust by
using the CK and the IK as keys and by using the name of the serving network of the UE and SQN
XOR AK as an input parameter. In this case, Kaust IS the first key. Alternatively, the UDM derives
Kbhest by using the CK and the IK as keys or by using Kausf as key, and by using the identifier of the
HSE, the SUPI, or the identifier of the BEST service of the UE as an input parameter. In this case,
Kbest is the first key.

[0097] If the first network function is the AUSF, after receiving the second request, the AUSF
sends a fourth request to the UDM, where the fourth request may carry the second identifier of the
UE. The UDM may obtain the long term key of the UE based on the second identifier of the UE,
and then generate the CK and the IK of the UE based on the long term key. Then, the UDM
generates the fourth key based on the CK, the IK, and the first information, where the first
information includes at least one of the name of the serving network of the UE, the identifier of
the HSE, the SUPI of the UE, or the identifier of the BEST service. The UDM returns the fourth
key to the AUSF. The AUSF generates the first key based on the fourth key and the first
information. The first information may further include at least one of the identifier of the HSE, the
SUPI of the UE, or the identifier of the BEST service, or include the other parameters shared by
the UE and the HSE, or include the parameters determined by the HSE.

[0098] For example, the first network function is the AUSF. The UDM may derive the fourth
key by using the CK and the IK as keys or by using Kausf as a key, and by using at least one of the
name of the serving network, the SQN XOR AK, the identifier of the HSE, the SUPI of the UE,
and/or the identifier of the BEST service as an input parameter. Then, the fourth key is sent to the
AUSF, and the AUSF generates Kpest based on the fourth key. In this case, Kpest is the first key.
[0099] If the first network function is the UDM, the second request may include indication
information. After receiving the indication information, the first network function may perform
S104, to be specific, the first network function generates the first key based on a cipher key, an
integrity key, and the first information. For example, the indication information may indicate to
request a security parameter of BEST, for example, to request a BEST authentication vector or to
request a BEST key. Alternatively, the indication information is used to request a 5G authentication
and key agreement (authentication and key agreement, AKA) authentication vector or a 5G AKA
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authentication key, or indicates that a requested authentication method is the 5G AKA or the BEST.
[00100] It should be noted that, in this application, the UDM may alternatively generate a
security parameter of the 5G AKA or the security parameter of the BEST based on the indication
information, and return the security parameter in a response, where the security parameter includes
the first key. The security parameter further includes a parameter such as an authentication
response. This is not limited. This explanation is applicable to all scenarios of this application, and
details are not described subsequently.

[00101] If the first network function is the AUSF, the fourth request may include the indication
information. After receiving the indication information, the UDM performs S103, to be specific,
the UDM generates the first key based on the cipher key, the integrity key, and the first information.
For example, the indication information may indicate to request the security parameter of the BEST,
for example, to request the BEST authentication vector or to request the BEST key. Alternatively,
the indication information is used to request the 5G AKA authentication vector or the 5G AKA
authentication key, or indicates that the requested authentication method is the 5G AKA or the
BEST.

[00102] If the first network function is the UDM, the HSE may use an existing service of the
UDM, for example, a UE authentication service. In this case, the second request is a request of
obtaining UE authentication (Nudm_UEAuthentication_Get), and the second request needs to
carry the indication information. The UDM generates and returns the first key based on the
indication information. This application further includes defining a new service in the UDM. In
this case, the second request is another request different from the request of obtaining UE
authentication, and is a service request dedicated to BEST authentication. In this case, the UDM
may generate and return the first key based on the dedicated service request, and the second request
does not need to carry the indication information.

[00103] If the first network function is the AUSF, the AUSF may use the existing service of the
UDM, for example, the UE authentication service. In this case, the fourth request is the request of
obtaining UE authentication, and the fourth request needs to carry the indication information. The
UDM generates Kaust based on the indication information and returns Kaust to the AUSF. This
application further includes defining a new service in the UDM. In this case, the fourth request is
another request different from the request of obtaining UE authentication, and is a service request
dedicated to the BEST authentication. In this case, the UDM may generate and return Kaust based
on the dedicated service request, and the fourth request does not need to carry the indication
information. The indication information may be carried by the AUSF, or may be obtained by the
AUSF from the second request of the HSE and then carried in the fourth request.

[00104] S104: The first network function sends the first key to the HSE.
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[00105] Correspondingly, the HSE receives the first key from the first network function.
[00106] Optionally, the first network function may send an authentication vector to the HSE,
and correspondingly, the HSE receives the authentication vector. The authentication vector
includes the first key. The authentication vector may further include a random number, an
authentication token, and an RES or an RES*. The RES* is generated by using a CK||IK as a key,
and by using the name of the serving network of the UE, a RAND, and the RES as input parameters.
[00107] S105: The HSE generates a second key based on the first key.

[00108] The second key includes an encryption protection key and/or an integrity protection
key between the UE and the HSE.

[00109] If the first request carries an encryption indication, the second key includes the
encryption protection key. For example, the second key includes the encryption protection key and
the integrity protection key. Alternatively, the HSE receives the encryption indication from the first
network function, and the second key includes the encryption protection key. If the first request
does not include the encryption indication, and the HSE does not receive the encryption indication
from the first network function, the second key may be the integrity protection key, or may include
the encryption protection key and the integrity protection key, provided that the confidentiality
protection service is not activated and the encryption protection key is not used.

[00110] Optionally, if the HSE receives the authentication vector, the HSE may generate the
second key based on the authentication vector.

[00111] Inaddition, optionally, after S101, the HSE determines whether the UE has a valid key.
If the UE has a valid key, S102 to S104 are skipped, and S105 is performed; if the HSE determines
that the UE does not have a valid key, S102 to S105 may be performed. Subsequently, in this
application, the valid key includes the first key or the second key.

[00112] Optionally, the valid key of the UE may be obtained by the HSE in a process in which
the UE establishes a session previously. The HSE may store a correspondence between the SUPI
and the valid key of the UE. After receiving the SUPI carried in the first request, the HSE may
query, based on the SUPI, whether the UE has the valid key. Alternatively, after receiving the SUCI
of the UE or the identifier allocated by the HSE to the UE that is carried in the first request, the
HSE may obtain the SUPI of the UE based on the SUCI of the UE or the identifier allocated by
the HSE to the UE, and query, based on the SUPI, whether the UE has the valid key.

[00113] S106: The UE receives the random number.

[00114] The random number may be sent by the HSE. For example, after S104, the HSE sends
the random number to the UE.

[00115] Optionally, the random number is carried in a session start message. The authentication

token may also be sent in the session start message.
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[00116] S107: The UE generates the cipher key and the integrity key based on the random
number and a root key of the UE.

[00117] Optionally, the CK is related to the RAND, or the CK is determined based on the RAND.
[00118] Optionally, the IK is related to the RAND, or the IK is determined based on the RAND.
[00119] S108. The UE generates the first key based on the cipher key, the integrity key, and the
first information.

[00120] For the first information and the first key, refer to the description in S103.

[00121] S109: The UE generates the second key based on the first key, where the second key
includes the encryption protection key and/or the integrity protection key between the UE and the
HSE.

[00122] Optionally, in S105 and S108, the UE and/or the HSE may generate the second key
based on the first key and second information. The second information may include at least one of
the identifier of the HSE, an algorithm type identifier of the BEST service of the UE, a sequence
number of the UE used for calculating the authentication token, an anonymity key (anonymity key,
AK), the SUPI of the UE, the random number, or the authentication token.

[00123] According to the foregoing method, the HSE may obtain the first key, where the first
key is generated based on the cipher key, the integrity key, and the first information. Therefore,
the HSE can obtain the first key without obtaining the cipher key and the integrity key of the UE,
and may subsequently generate, based on the first key, the security key used to protect user
equipment data. Therefore, this solution can provide a security key obtaining manner applicable
to a 5G network architecture, and can reduce a data security risk of the user equipment.

[00124] The following describes, by using an example, a manner of determining the first key in
S104 and/or S109. The first key may be Kaust, Koest, OF Kbest.

[00125] (1) If the first key is Kausf, Kaust may be determined based on the CK, the IK, and at
least one of the name of the serving network, or the sequence number (sequence number, SQN) or
the AK that are used to determine the authentication token of the UE. For example, Kaust may be
determined based on the CK and the IK, the name of the serving network, a length of the name of
the serving network, the SQN XOR the AK, and a length of the SQN XOR the AK and by using a
key derivation function (key derivation function, KDF). For example, the key derivation function
Is a secure hash algorithm 256 (secure hash algorithm 256, SHA-256) function, and the secure
hash algorithm 256 is one of hash-based message authentication code (hash-based message
authentication code, HMAC) algorithms.

[00126] In this application, the name of the serving network of the UE may be carried in the
first request and sent to the HSE, and is sent by the HSE to the UDM by using the second request
or by the AUSF to the UDM by using the fourth request. Alternatively, the UDM uses the stored
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name of the serving network with which the UE is authenticated or the stored name of the serving
network with which the UE is registered. If the HSE carries the name of the serving network of
the UE in the second request or the AUSF carries the name of the serving network of the UE in
the fourth request, the UDM may further determine, based on the name of the serving network
with which the UE is authenticated or the name of the serving network with which the UE is
registered, whether the name of the serving network carried in the HSE is correct.

[00127] Optionally, the AK may be related to the RAND. For example, the AK is determined
based on the RAND.

[00128] (2) If the first key is Kpest, and Kpest is a key derived from Kaust, @ derivation manner
may be that Kaysr is used as a key, an additional parameter is an input parameter, and a new key is
generated by using an HMAC algorithm. For example, the new key is determined based on formula
1. Optionally, the additional parameter may be the identifier of the HSE, the SUPI, the identifier
of the BEST service, or the like. This is not limited.

[00129] In this case, the HSE may directly obtain Kyest Or the authentication vector including
Kbpest from the UDM, or may obtain Kbest Or the authentication vector including Kpest from the UDM
via the AUSF. If the HSE obtains Kyest Or the authentication vector including Kpest from the UDM
via the AUSF, the authentication vector sent by the UDM to the AUSF includes at least one of
Kausf, the RAND, an AUTN, the RES, or the RES*, the AUSF further derives Kpest based on Kaust.
Alternatively, the UDM may derive Kbpest, and the AUSF forwards Kpest to the HSE, or forwards
the authentication vector including Kpest.

[00130] The AUTN may be derived based on the SQN, the AK, an AMF value, and a MAC
value. The AMF value is a 16-bit (bit) field, and may be set. The MAC value may be derived from
the SQN, the RAND, and the AMF value.

[00131] (3) If the first key is Kpest, Optionally, Kpest may be determined based on the CK, the
IK, and at least one of the name of the serving network of the UE, the identifier of the HSE, the
SUPI, or the identifier of the BEST service.

[00132] It should be understood that, in the procedure shown in FIG. 6, the CK may be replaced
with a CK', and the IK may be replaced with an IK'. In this case, the UE primary authentication
manner in the 5G system may be an extensible authentication protocol-authentication and key
agreement' (extensible authentication protocol-authentication and key agreement’, EAP-AKA).
The CK' and the IK' may be derived based on the CK and the IK.

[00133] The following describes a method for determining, by the HSE based on the first
identifier of the UE, the second identifier of the UE involved in S102.

[00134] Method 1: The first identifier may be the SUCI, the second identifier is the SUPI, and
the HSE may determine the second identifier by using the UDM.
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[00135] The UDM may decrypt the SUCI to obtain the SUPI. Therefore, when obtaining the
SUCI carried in the first request, the HSE may send the SUCI of the UE to the UDM, request the
SUPI of the UE, and then receive the SUPI returned by the UDM. The HSE may send a third
request to the UDM, where the third request carries the SUCI of the UE. The third request may be
a request of obtaining a UE identifier. After decrypting the SUPI, the UDM may send a response
message for obtaining the UE identifier to the HSE, where the response message for obtaining the
UE identifier carries the SUPI of the UE.

[00136] Method 2: The first identifier may be the SUCI, the second identifier is the SUPI, and
the HSE may locally process the first identifier to obtain the second identifier.

[00137] Because the SUCI may be obtained by encrypting the SUPI, the HSE may store a key
that can be used to decrypt the SUCI to obtain the SUPI. For example, the UE encrypts the SUPI
based on a public key of the HSE to obtain the SUCI, and the SUCI is carried in the first request.
After receiving the first request, the HSE may decrypt the SUCI in the first request based on a
private key of the HSE, to obtain the SUPI of the UE.

[00138] Method 3: The first identifier may be an identifier allocated by the HSE to the UE, the
second identifier is the SUPI, and the HSE may obtain the second identifier after locally processing
the first identifier.

[00139] The HSE may store a correspondence between the identifier allocated by the HSE to
the UE and the SUPI of the UE, to determine the SUPI of the UE corresponding to the identifier
in the first request.

[00140] For example, in a previous process in which the UE accesses a network or establishes
a session, the HSE allocates an identifier to the UE based on the SUPI of the UE. In this case, the
HSE may store a correspondence between the identifier of the UE and the SUPI of the UE, and
determine, based on the correspondence, the SUPI of the UE corresponding to the identifier of the
UE carried in the first request before sending the second request.

[00141] Optionally, before S102, if the HSE determines, based on the first identifier or the
second identifier of the user equipment, that the UE has the valid key, S102 to S104 may be skipped,
and S105 is performed.

[00142] As shown in FIG. 6, based on the procedure shown in FIG. 5, if the first information
includes the name of the serving network of the UE, an example communication method provided
in this embodiment of this application may include the following steps:

[00143] S201: The UE sends the session request to the HSE, where the session request carries
the first identifier of the UE.

[00144] Optionally, the session request may further include the name of the serving network
and/or the encryption indication of the UE. The encryption indication may be used to request an
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encryption service.

[00145] S202: The HSE determines whether the UE has the valid key, and if the UE does not
have the valid key, S203 is performed, or if the UE has the valid key, S206 is performed.

[00146] The first identifier is the SUPI of the UE. Alternatively, the first identifier is the SUCI
or an identifier allocated by the HSE, and the HSE determines the SUPI of the UE based on the
first identifier.

[00147] S203: The HSE sends the request of obtaining the authentication vector to the first
network function, where the request of obtaining the authentication vector carries the second
identifier of the UE. Optionally, if the session request includes the name of the serving network of
the UE, the request of obtaining the authentication vector may include the name of the serving
network of the UE.

[00148] The first network function may be the UDM or the AUSF. For a specific
implementation of the UDM or the AUSF, refer to the description in S103.

[00149] S204: The first network function generates the first key based on the second identifier
of the UE, where the first information needs to be used as an input parameter in a process of
generating the first key. The first information includes at least the name of the serving network of
the UE. The first information may further include at least one of the identifier of the HSE, the
SUPI of the UE, or the identifier of the BEST service. In other words, the first key is generated
based on at least the identifier of the name of the serving network of the UE.

[00150] Optionally, if the second request does not carry the name of the serving network of the
UE, the first network function may obtain the name of the serving network of the UE based on the
second identifier of the UE. For example, the first network function is the UDM, and the UDM
may obtain the name of the serving network of the UE based on the second identifier of the UE. If
the first network function is the AUSF, the AUSF may query the UDM for the name of the serving
network of the UE based on the second identifier of the UE.

[00151] S205: The first network function sends the response message for obtaining the
authentication vector to the HSE, where the response message for obtaining the authentication
vector carries the authentication vector, and the authentication vector includes at least the first key.
[00152] Optionally, the authentication vector may further include at least one of the RAND, the
AUTN, the RES, or the RES*.

[00153] Optionally, the response message for obtaining the authentication vector may further
include the encryption indication.

[00154] S206: The HSE generates the second key based on the authentication vector.

[00155] If the first request includes the encryption indication, and/or the HSE receives the

encryption indication (for example, carried in the response message for obtaining the
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authentication vector or another message) from the first network function, the HSE determines,
based on the encryption indication, whether to activate the confidentiality protection service with
the UE.

[00156] S207: The HSE sends the session start message to the UE.

[00157] The session start message may include the RAND, or the HSE sends the RAND to the
UE by using another message. For a manner of obtaining the RAND, refer to an existing standard.
This is not specifically limited in this application.

[00158] Optionally, the session start message carries the identifier allocated by the HSE to the
UE.

[00159] Optionally, after receiving the session start message, the UE may send a session start
acknowledgment message to the HSE.

[00160] S208: The UE generates the CK and the IK based on the random number and the root
key of the UE.

[00161] S209: The UE generates the first key based on the CK, the IK, and the first information.
[00162] The first information herein is the same as the first information used to generate the
first key in S204.

[00163] S210: The UE generates the second key based on the first key.

[00164] It should be understood that a time sequence of S207 to S210 and S206 is not strictly
limited. For example, S207 to S210 may be performed before or after S206.

[00165] Based on the procedure shown in FIG. 6, the UE and the HSE may separately obtain
the second key. At least the name of the serving network of the UE is introduced in a process of
generating the second key. Therefore, the HSE does not need to know the CK and the IK, and can
be applicable to the 5G network architecture. In addition, the method shown in FIG. 6 is initiated
based on the first identifier of the UE, and is performed between the HSE and the first network
function based on the second identifier of the UE, without introducing the IMSI of the UE.
Therefore, the method can be better applicable to the 5G network architecture to support 5G BEST.
If the first identifier is the SUCI, a requirement that the UE performs communication by using the
SUCI to protect SUPI transmission security is further met.

[00166] Based on the procedure shown in FIG. 6, if the encryption service needs to be enabled,
the UE may carry the encryption indication in the session request, and the HSE may generate the
encryption protection key based on the encryption indication.

[00167] As shown in FIG. 7, based on the procedure shown in FIG. 5, if the first information
does not include the name of the serving network of the UE, the communication method provided
in this embodiment of this application includes the following steps:

[00168] S301: The UE sends the session request to the HSE, where the session request carries
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the first identifier of the UE.

[00169] Optionally, the session request may further include the name of the serving network of
the UE. The name of the serving network of the UE may indicate to obtain the encryption service.
[00170] S302: The HSE determines whether the UE has the valid key, and if the UE does not
have the valid key, S303 is performed, or if the UE has the valid key, S306 is performed.

[00171] The first identifier is the SUPI of the UE. Alternatively, if the first identifier is the SUCI
or the identifier allocated by the HSE, the HSE determines the SUPI of the UE based on the first
identifier.

[00172] S303: The HSE sends the request of obtaining the authentication vector to the first
network function, where the request of obtaining the authentication vector carries the second
identifier of the UE.

[00173] The first network function may be the UDM or the AUSF. For the specific
implementation of the UDM or the AUSF, refer to the description in S103.

[00174] S304: The first network function generates the first key based on the second identifier
of the UE, where the first information needs to be used as the input parameter in the process of
generating the first key. The first information may include at least one of the identifier of the HSE,
the SUPI of the UE, or the identifier of the BEST service. In other words, the first key is generated
based on at least one of the identifier of the HSE, the SUPI of the UE, or the identifier of the BEST
service.

[00175] S305: The first network function sends a response message for obtaining the
authentication vector to the HSE, where the response message for obtaining the authentication
vector carries the authentication vector, and the authentication vector includes at least the first key.
[00176] Optionally, the authentication vector may further include at least one of the RAND, the
AUTN, the RES, or the RES*.

[00177] Optionally, the response message for obtaining the authentication vector may further
include the encryption indication.

[00178] S306: The HSE generates the second key based on the authentication vector.

[00179] If the first request includes the name of the serving network of the UE, and/or the HSE
receives the encryption indication (for example, carried in the response message for obtaining the
authentication vector or another message) from the first network function, the HSE determines,
based on the name of the serving network or the encryption indication, whether to activate the
confidentiality protection service with the UE.

[00180] S307: The HSE sends the session start message to the UE.

[00181] The session start message may include the RAND, or the HSE sends the RAND to the
UE by using another message. For the manner of obtaining the RAND, refer to the existing
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standard. This is not specifically limited in this application.

[00182] Optionally, after receiving the session start message, the UE may send the session start
acknowledgment message to the HSE.

[00183] S308: The UE generates the CK and the IK based on the random number and the root
key of the UE.

[00184] S309: The UE generates the first key based on the CK, the IK, and the first information.
[00185] The first information herein is the same as the first information used to generate the
first key in S204.

[00186] S310: The UE generates the second key based on the first key.

[00187] It should be understood that a time sequence of S307 to S310 and S306 is not strictly
limited. For example, S307 to S310 may be performed before or after S306.

[00188] Based on the procedure shown in FIG. 7, the UE and the HSE may separately obtain
the second key. At least one of the RAND, the AUTN, the RES, or the RES* is introduced in the
process of generating the second key. Therefore, the HSE does not need to know the CK and the
IK, and can be applicable to the 5G network architecture. In addition, the method shown in FIG.
7 is initiated based on the first identifier of the UE, and is performed between the HSE and the first
network function based on the second identifier of the UE, without introducing the IMSI of the
UE. Therefore, the method can be better applicable to the 5G network architecture to support the
5G BEST. If the first identifier is the SUCI, the requirement that the UE performs communication
by using the SUCI to protect the SUPI transmission security is further met.

[00189] Based on the procedure shown in FIG. 7, if the encryption service needs to be enabled,
the UE may carry the name of the serving network in the session request, and the HSE may
generate the encryption protection key based on the name of the serving network.

[00190] In another communication method provided in an embodiment of this application,
implicit authentication may be performed by using Kaust generated during primary authentication
between UE and a PLMN, and an explicit authentication manner in 4G BEST is not used. The
implicit authentication means that authentication of an AUTN and a RES does not need to be
performed between the UE and an HSE, and an explicit authentication means that authentication
of the AUTN and the RES needs to be performed between the UE and the HSE first, and then a
key is generated.

[00191] A prerequisite for this implementation is that the UE and a network have completed
primary authentication, and both the UE and the AUSF have obtained Kaust in the primary
authentication. If the UE has subscribed to a BEST service, a UDM also returns BEST indication
when returning an authentication vector to an AUSF during the primary authentication. The
authentication vector may include Kaust and at least one of a RAND, the AUTN, or the RES. The
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AUSF sends generated Kpest and a key 1D (key ID) to the HSE based on the indication.

[00192] Subsequently, the UE may generate Kyest and the key ID based on Kaust, and send a
session request carrying the key ID to the HSE. The HSE finds the corresponding Kyest based on
the key ID, in other words, the HSE obtains Kbpest Of the UE. In this case, the UE and the HSE can
also share the same Kyest. Then, Keest is used as a root key to derive a subsequent E2M or E2E key.
Code of the BEST service, a SUPI, an HSE ID, and other parameters can be used to generate Kpest.
The SUPI and a code of the key ID can be used to calculate the key ID. All derived keys can use
Kaust.

[00193] Optionally, in a process in which the AUSF and/or the UE generate/generates Kpest,
Kaust may be used as a key, and parameters such as the code of the BEST service, the SUPI, or an
identifier of the HSE may be used as an additional parameter. Similarly, in a process of generating
the key 1D, Kaust may be used as a key, and a parameter such as the SUPI or the code of the key 1D
may be used as an additional parameter.

[00194] For example, the code of the key ID is related to a BEST temporary UE identifier
(BEST temporary UE identifier, B-TID) or an authentication and key management for applications
(authentication and key management for applications, AKMA) temporary UE identifier (AKMA
temporary UE identifier, A-TID), for example, a character string such as a B-TID or an A-TID.
[00195] Asshown in FIG. 8, when implicit authentication is performed by using Kaust generated
during primary authentication between UE and a PLMN, the communication method provided in
an embodiment of this application may include the following steps:

[00196] S401: A UDM determines that UE subscribes to a BEST service.

[00197] The UDM may query subscription data of the UDM, to determine whether the UE
subscribes to the BEST service.

[00198] S402: An AUSF sends a request of obtaining UE authentication to the UDM.

[00199] Atime sequence of performing S401 and S402 is not strictly limited in this application.
[00200] S403: The UDM returns a response message for obtaining the UE authentication to the
AUSF, where the response message for obtaining the UE authentication carries a SUPI of the UE
and indication information.

[00201] The indication information may be BEST indication, in other words, the indication
information indicates that the UE needs to use a BEST service.

[00202] S404: After receiving the indication information, the AUSF generates Kpest and a key
ID based on Kaust.

[00203] Optionally, the AUSF stores a correspondence between Kyest and the key ID.

[00204] S405: The AUSF sends a key registration request to the HSE, where the key registration
request carries the SUPI of the UE, Kpest, and the key ID.
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[00205] S406: The HSE returns a key registration response to the AUSF.

[00206] S407: The UE generates Krest and the key 1D based on Kaust.

[00207] S407 may be performed before or after the UE sends a session request, or may be
performed after Kaust is generated. This is not specifically limited. For example, when the UE wants
to establish a session, the UE generates Kpest and the key ID.

[00208] S408: The UE sends the session request to the HSE, where the session request carries
the key ID.

[00209] S409: The HSE obtains Kyest corresponding to the key ID from the UE.

[00210] S410: The HSE generates a security key of the UE based on Kpest.

[00211] The security key of the UE includes an encryption protection key and/or an integrity
protection key.

[00212] S411: The HSE sends a session start message to the UE.

[00213] S412: The UE generates the security key based on Kpest.

[00214] The security key of the UE includes the encryption protection key and/or the integrity
protection key.

[00215] Based on the procedure shown in FIG. 8, the HSE may query Kpest based on the key ID
of the UE, to obtain the encryption protection key and/or the integrity protection key of the UE
based on Kiest. In this process, a result and key of a primary authentication of the UE are reused to
complete key sharing between the UE and the HSE, so that an independent authentication
procedure between the UE and the HSE is saved, and an energy saving requirement of BEST is
better met.

[00216] In another communication method provided in an embodiment of this application, a
manner of key generation in a 4G network architecture may be used. A UDM provides a CK and
an IK for an HSE, and UE and the HSE generate a BEST key based on the CK and the IK.
[00217] Optionally, the HSE may send a request of obtaining UE authentication to the UDM.
After receiving the request of obtaining UE authentication, the UDM may generate a third key, or
generate the third key by using a new service other than a UE authentication service. The third key
may include the CK and the IK.

[00218] For example, if the request of obtaining UE authentication carries indication
information, the UDM may generate the third key based on the indication information; otherwise,
the UDM may generate the third key by using another service other than the UE authentication
service. The indication information herein may indicate to request a security parameter of BEST,
for example, to request a BEST authentication vector or to request a BEST key. Alternatively, the
indication information is used to request a 5G authentication and key agreement authentication
vector or a 5G AKA authentication key, or indicates that a requested authentication method is 5G
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AKA or the BEST.

[00219] Then, the UDM may send an authentication vector to the HSE, where the authentication
vector includes the third key, and may further include at least one of a RAND, an AUTN, or an
RES. After receiving the authentication vector, the HSE generates a security key of UE.
Correspondingly, the UE generates the security key based on a same parameter. The security key
of the UE includes an encryption protection key and/or an integrity protection key.

[00220] Asshown in FIG. 9, a process in which the UE and the HSE generate an authentication
key based on the CK and the IK may include the following steps:

[00221] S501: The UE sends a session request to the HSE, where the session request carries a
SUPI of the UE.

[00222] S502: The HSE determines, based on the SUPI of the UE, whether the UE has a valid
key.

[00223] If the UE has the valid key, the authentication key of the UE may be generated based
on the valid key, and then S506 is performed. If the UE does not have the valid key, S503 is
performed.

[00224] S503: The HSE sends a request of obtaining a BEST authentication vector to the UDM,
where the request of obtaining the BEST authentication vector carries the SUPI of the UE.
[00225] S504: After receiving the request of obtaining the BEST authentication vector, the
UDM generates the third key.

[00226] S505: The UDM sends a response message for obtaining the BEST authentication
vector to the HSE, where the response message for obtaining the BEST authentication vector
carries the authentication vector, and the authentication vector includes the third key, and may
further include at least one of the RAND, the AUTN, or the RES.

[00227] Then, the HSE may generate the security key of the UE based on the third key.
[00228] The security key of the UE includes the encryption protection key and/or the integrity
protection key. Correspondingly, a same UE security key, in other words, the encryption protection
key and/or the integrity protection key, may be generated on the UE side.

[00229] S506: The HSE sends a session start message to the UE.

[00230] S507: Optionally, the UE returns a session start response message to the HSE.
[00231] According to the method in FIG. 9, an authentication vector consistent with a 4G BEST
authentication vector may be obtained from the UDM, so that the UE and the HSE can be better
compatible with an existing security design when completing authentication and key generation,
because a change on the UE side is small.

[00232] In another communication method provided in an embodiment of this application,
when UE accesses a 4G network, an HSE may obtain an authentication vector by using an HSS.
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In other words, the HSS requests a UDM to obtain the authentication vector, and then the HSS
sends the authentication vector to the HSE.

[00233] When the UE accesses the 4G network, a carried identifier of the UE is an IMSI.
[00234] Optionally, the HSS may send a request of obtaining UE authentication to the UDM.
After receiving the request of obtaining UE authentication, the UDM may generate a fourth key,
or generate the fourth key by using a new service other than a UE authentication service. For
example, if the request of obtaining UE authentication carries indication information, the UDM
may generate the fourth key based on the indication information; otherwise, the UDM may
generate the fourth key by using another service other than the UE authentication service. The
indication information herein may indicate to request a security parameter of BEST, for example,
to request a BEST authentication vector or to request a BEST key. Alternatively, the indication
information is used to request a 5G authentication and key agreement authentication vector or a
5G AKA authentication key, or indicates that a requested authentication method is 5G AKA or the
BEST. The fourth key may include a CK and an IK.

[00235] Then, the UDM may send an authentication vector to the HSS, where the authentication
vector includes the fourth key, and may further include at least one of a RAND, an AUTN, or an
RES. The HSS forwards the authentication vector to the HSE, and the HSE receives the
authentication vector and generates a security key for the UE. Correspondingly, the UE generates
the security key based on a same parameter. The security key of the UE includes an encryption
protection key and/or an integrity protection key.

[00236] As shown in FIG. 10, that the UE and the HSE generate an authentication key based
on the CK and the IK may include the following steps:

[00237] S601: The UE sends a session request to the HSE, where the session request carries an
IMSI of the UE.

[00238] S602: The HSE determines, based on the IMSI of the UE, whether the UE has a valid
key.

[00239] If the UE has the valid key, the authentication key of the UE may be generated based
on the valid key, and then S608 is performed. If the UE does not have the valid key, S603 is
performed.

[00240] S603: The HSE sends an authentication information request to the HSS, where the
authentication information request carries the IMSI of the UE.

[00241] S604: The HSS sends a request of obtaining a BEST authentication vector to the UDM,
where the request of obtaining the BEST authentication vector carries the IMSI of the UE.
[00242] S605: The UDM generates the fourth key after receiving the request of obtaining the
BEST authentication vector.
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[00243] S606: The UDM sends a response for obtaining the BEST authentication vector to the
HSS, where the response for obtaining the BEST authentication vector carries the authentication
vector, and the authentication vector includes the fourth key, and may further include at least one
of the RAND, the AUTN, or the RES.

[00244] S607: The HSS sends an authentication information response message to the HSE,
where the response message carries the authentication vector, and the authentication vector
includes the fourth key, and may further include at least one of the RAND, the AUTN, or the RES.
[00245] Then, the HSE may generate the security key of the UE based on the fourth key.
[00246] The security key of the UE includes the encryption protection key and/or the integrity
protection key. Correspondingly, a same encryption protection key and/or integrity protection key
may be generated on the UE side.

[00247] S608: The HSE sends a session start message to the UE.

[00248] Optionally, after receiving the session start message, the UE returns a session start
response message to the HSE.

[00249] According to the method in FIG. 10, when the UE accesses the 4G network, the
authentication vector may be obtained from the UDM by using the HSS, so that the UE can also
access a BEST service by using a 5G credential when accessing the 4G network.

[00250] In addition, similar to the procedure shown in FIG. 9, the HSE may also directly send
a request of obtaining an authentication service to the UDM. A difference lies in that the request
of obtaining the authentication service herein carries the IMSI of the UE.

[00251] Same as the foregoing concept, as shown in FIG. 11, an embodiment of this application
further provides an apparatus 1100, configured to implement the foregoing methods. For example,
the apparatus may be a software module or a chip system. In this embodiment of this application,
the chip system may include a chip, or may include a chip and another discrete component. The
apparatus 1100 may include a processing unit 1101 and a communication unit 1102.

[00252] It should be understood that the apparatus may include the HSE, the UDM, or the UE
shown in the foregoing method embodiments, or include an apparatus having a function of the
HSE, the UDM, or the UE shown in the foregoing method embodiments.

[00253] In this embodiment of this application, the communication unit may also be referred to
as a transceiver unit, and may include a sending unit and/or a receiving unit, which are respectively
configured to perform the steps of sending and receiving by the HSE, the UDM or the UE in the
foregoing method embodiments.

[00254] The following describes in detail a communication apparatus provided in embodiments
of this application with reference to FIG. 11 and FIG. 12. It should be understood that descriptions
of apparatus embodiments correspond to the descriptions of the method embodiments. Therefore,
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for content that is not described in detail, refer to the foregoing method embodiments. For brevity,
details are not described herein again.

[00255] The communication unit 1102 may also be referred to as a transceiver, a transceiver
machine, a transceiver apparatus, or the like. The processing unit 1101 may also be referred to as
a processor, a processing board, a processing module, a processing apparatus, or the like.
Optionally, a component that is in the communication unit 1102 and that is configured to
implement a receiving function may be considered as a receiving unit, and a component that is in
the communication unit 1102 and that is configured to implement a sending function may be
considered as a sending unit. In other words, the communication unit 1102 includes the receiving
unit and the sending unit. The communication unit 1102 sometimes may also be referred to as the
transceiver machine, the transceiver, a transceiver circuit, or the like. The receiving unit sometimes
may also be referred to as a receiver machine, a receiver, a receive circuit, or the like. The sending
unit sometimes may also be referred to as a transmitter machine, a transmitter, a transmit circuit,
or the like.

[00256] For example, if the apparatus 1100 is an HSE, the communication unit 1102 may be
configured to receive a first request from UE, where the first request includes a first identifier of
the UE. The communication unit 1102 may be further configured to send a second request to a first
network function. The second request includes a second identifier of the UE, and the second
identifier is determined based on the first identifier, or the second identifier is the same as the first
identifier. The communication unit 1102 may be further configured to receive a first key from the
first network function. The first key is generated based on a cipher key, an integrity key, and first
information. The processing unit 1101 may be configured to generate a second key based on the
first key. The second key includes an encryption protection key and/or an integrity protection key
between the UE and the HSE. The first information includes at least one of a name of a serving
network of the UE, an identifier of the HSE, a SUPI of the UE, and an identifier of a BEST service.
[00257]  Optionally, the communication unit and the processing unit may further perform other
operations. For example, the communication unit 1102 is configured to perform a sending
operation and a receiving operation of the HSE in the method embodiments shown in FIG. 5 to
FIG. 10, and the processing unit 1101 is configured to perform other operations of the HSE in the
method embodiments shown in FIG. 5 to FIG. 10 except the sending and receiving operations. For
details, refer to the foregoing descriptions. Details are not described herein again.

[00258] For another example, if the apparatus 1100 is a UDM, the communication unit 1102
may be configured to receive the second request from an HSE. The second request includes the
second identifier of the UE. The processing unit 1101 may be configured to generate the cipher
key and the integrity key of the UE based on the second identifier, and generate the first key based

29



on the cipher key, the integrity key, and the first information. The communication unit 1102 may
be further configured to send the first key to the HSE. The first information includes at least one
of the name of the serving network of the UE, the identifier of the HSE, the SUPI of the UE, and
the identifier of the BEST service.

[00259] Optionally, the communication unit and the processing unit may further perform other
operations. For example, the communication unit 1102 is configured to perform the sending
operation and the receiving operation of the UDM in the method embodiments shown in FIG. 5 to
FIG. 10, and the processing unit 1101 is configured to perform other operations of the UDM in the
method embodiments shown in FIG. 5 to FIG. 10 except the sending and receiving operations. For
details, refer to the foregoing descriptions. Details are not described herein again.

[00260] For another example, if the apparatus 1100 is the UE, the communication unit 1102
may be configured to send the first request to the HSE. The first request includes the identifier of
the UE, and receives a random number sent by the HSE. The processing unit 1101 may be
configured to generate the cipher key and the integrity key based on the random number and a root
key of the UE, generate the first key based on the cipher key, the integrity key, and the first
information, and generate the second key based on the first key. The second key includes the
encryption protection key and/or the integrity protection key between the UE and the HSE. The
first information includes at least one of the name of the serving network of the UE, the identifier
of the HSE, the SUPI of the UE, and the identifier of the BEST service.

[00261] Optionally, the communication unit and the processing unit may further perform other
operations. For example, the communication unit 1102 is configured to perform the sending
operation and the receiving operation of the UDM in the method embodiments shown in FIG. 5 to
FIG. 10, and the processing unit 1101 is configured to perform other operations of the UDM in the
method embodiments shown in FIG. 5 to FIG. 10 except the sending and receiving operations. For
details, refer to the foregoing descriptions. Details are not described herein again.

[00262] FIG. 12 shows another communication apparatus according to an embodiment of this
application. The apparatus shown in FIG. 12 may be an implementation of a hardware circuit of
the apparatus shown in FIG. 11. The communication apparatus is applicable to the foregoing
flowchart, and performs functions of the HSE, the UDM, or the UE in the foregoing method
embodiments. For ease of description, FIG. 12 merely shows main components of the
communication apparatus.

[00263] The apparatus 1200 may further include at least one memory 1230, configured to store
program instructions and/or data. The memory 1230 is coupled to a processor 1220. The coupling
in this embodiment of this application may be an indirect coupling or a communication connection

between apparatuses, units, or modules in an electrical form, a mechanical form, or another form,
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and is used for information exchange between the apparatuses, the units, or the modules. The
processor 1220 may operate in collaboration with the memory 1230. The processor 1220 may
execute the program instructions stored in the memory 1230. At least one of the at least one
memory may be included in the processor.

[00264] The apparatus 1200 shown in FIG. 12 includes at least one processor 1220 and a
communication interface 1210. The processor 1220 is configured to execute instructions or a
program stored in the memory 1230. When the instructions or the program stored in the memory
1230 is executed, the processor 1220 is configured to perform an operation performed by the
processing unit 1101 in the foregoing embodiment, and the communication interface 1210 is
configured to perform an operation performed by the communication unit 1102 in the foregoing
embodiment.

[00265] In this embodiment of this application, the communication interface may be a
transceiver, a circuit, a bus, a module, or a communication interface of another type. In this
embodiment of this application, when the communication interface is a transceiver, the transceiver
may include an independent receiver and an independent transmitter, or may be a transceiver or a
communication interface integrated with sending and receiving functions.

[00266] The apparatus 1200 may further include a communication line 1240. The
communication interface 1210, the processor 1220, and the memory 1230 may be connected to
each other through the communication line 1240. The communication line 1240 may be the
peripheral component interconnect (peripheral component interconnect, PCI for short) bus, the
extended industry standard architecture (extended industry standard architecture, EISA for short)
bus, or the like. The communication line 1240 may be classified into an address bus, a data bus, a
control bus, and the like. For ease of representation, only one bold line indicates the bus in FIG.
12, but this does not mean that there is only one bus or only one type of bus.

[00267]  This application further provides a communication system, configured to perform the
method provided in any one of the foregoing procedures, for example, perform any one of the
procedures in FIG. 5 to FIG. 10. The communication system may include the architecture shown
in FIG. 5.

[00268]  This application further provides a computer-readable storage medium, configured to
store a computer program. The computer program includes instructions used to perform the
method provided in any one of the foregoing procedures.

[00269]  This application further provides a computer program product. The computer program
product includes computer program code. When the computer program code is run on a computer,
the computer is enabled to perform the method provided in any one of the foregoing procedures.
[00270] This application further provides a chip, including a processor. The processor is
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coupled to a memory, and is configured to execute a computer program or instructions stored in
the memory. When the processor executes the computer program or the instructions, the method
provided in any one of the foregoing procedures is implemented.

[00271] A person skilled in the art should understand that embodiments of this application may
be provided as a method, a system, or a computer program product. Therefore, this application
may use a form of hardware only embodiments, software only embodiments, or embodiments with
a combination of software and hardware. Moreover, this application may use a form of a computer
program product that is implemented on one or more computer-usable storage media (including
but not limited to a disk memory, an optical memory, and the like) that include computer-usable
program code.

[00272] This application is described with reference to the flowcharts and/or block diagrams of
the method, the device (system), and the computer program product according to this application.
It should be understood that computer program instructions may be used to implement each
process and/or each block in the flowcharts and/or the block diagrams and a combination of a
process and/or a block in the flowcharts and/or the block diagrams. These computer program
instructions may be provided for a general-purpose computer, a dedicated computer, an embedded
processor, or a processor of any other programmable data processing device to generate a machine,
so that the instructions executed by a computer or a processor of any other programmable data
processing device generate an apparatus for implementing a specific function in one or more
processes in the flowcharts and/or in one or more blocks in the block diagrams.

[00273] These computer program instructions may be stored in a computer-readable memory
that can instruct the computer or any other programmable data processing device to work in a
specific manner, so that the instructions stored in the computer-readable memory generate an
artifact that includes an instruction apparatus. The instruction apparatus implements a specific
function in one or more processes in the flowcharts and/or in one or more blocks in the block
diagrams.

[00274] The computer program instructions may alternatively be loaded onto a computer or
another programmable data processing device, so that a series of operations and steps are
performed on the computer or the another programmable device, so that computer-implemented
processing is generated. Therefore, the instructions executed on the computer or the another
programmable device provide steps for implementing a specific function in one or more
procedures in the flowcharts and/or in one or more blocks in the block diagrams.

[00275] Itis clear that a person skilled in the art can make various modifications and variations
to this application without departing from the protection scope of this application. This application
is intended to cover these modifications and variations of this application provided that they fall
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within the scope of protection defined by the following claims and their equivalent technologies.
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CLAIMS

What is claimed is:

1. A communication method, comprising:

receiving, by a home network security endpoint, a first request from user equipment, wherein
the first request comprises a first identifier of the user equipment;

sending, by the home network security endpoint, a second request to a first network function,
wherein the second request comprises a second identifier of the user equipment, and the second
identifier is determined based on the first identifier, or the second identifier is the same as the first
identifier;

receiving, by the home network security endpoint, a first key from the first network function,
wherein the first key is generated based on a cipher key, an integrity key, and first information,
and the first information comprises at least one of a name of a serving network of the user
equipment, an identifier of the home network security endpoint, a subscription permanent
identifier SUPI of the user equipment, and an identifier of a battery efficient security for very low
throughput machine type communication devices BEST service; and

generating, by the home network security endpoint, a second key based on the first key and
third information, wherein the third information comprises the identifier of the home network
security endpoint, an algorithm type identifier of the BEST service of the user equipment, a
sequence number that is in the user equipment and that is for computing an authentication token,
an anonymity key, the SUPI of the user equipment, a random number, or an authentication token,
wherein

the second key comprises an encryption protection key and/or an integrity protection key
between the user equipment and the home network security endpoint.

2. The method according to claim 1, wherein the first identifier of the user equipment
comprises a subscription concealed identifier SUCI of the user equipment, the second identifier of
the user equipment comprises the SUPI of the user equipment, and before the sending, by the home
network security endpoint, the second request to the first network function, the method further
comprises:

obtaining, by the home network security endpoint, the SUPI of the user equipment based on
the SUCI.

3. The method according to claim 2, wherein the obtaining, by the home network security
endpoint, the SUPI of the user equipment based on the SUCI comprises:

decrypting, by the home network security endpoint, the SUCI based on a private key of the
home network security endpoint, to obtain the SUPI, wherein the SUCI is obtained by encrypting
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the SUPI based on a public key of the home network security endpoint; or

the obtaining, by the home network security endpoint, the SUPI of the user equipment based
on the SUCI comprises:

sending, by the home network security endpoint, the SUCI of the user equipment to the first
network function; and

receiving, by the home network security endpoint, the SUPI from the first network function.

4. The method according to any one of claims 1 to 3, wherein the second request is a request
of obtaining user equipment authentication, the request of obtaining user equipment authentication
further comprises indication information, and the indication information indicates to generate the
first key based on the cipher key, the integrity key, and the first information.

5. The method according to any one of claims 1 to 4, wherein the first request further
comprises the name of the serving network of the user equipment, and the second request further
comprises the name of the serving network.

6. The method according to any one of claims 1 to 5, wherein the first network function
comprises an authentication server function or a unified data management function.

7. The method according to any one of claims 1 to 6, wherein the first request further
comprises an encryption indication, and the encryption indication indicates that the user equipment
requests a user-plane encryption service.

8. A communication method, comprising:

receiving, by a unified data management function, a second request from a home network
security endpoint, wherein the second request comprises a second identifier of user equipment;

generating, by the unified data management function, a cipher key and an integrity key of the
user equipment based on the second identifier;

generating, by the unified data management function, a first key based on the cipher key, the
integrity key, and first information, wherein the first information comprises at least one of a name
of a serving network of the user equipment, an identifier of the home network security endpoint, a
subscription permanent identifier SUPI of the user equipment, and an identifier of a battery
efficient security for very low throughput machine type communication devices BEST service;
and

sending, by the unified data management function, the first key to the home network security
endpoint.

9. The method according to claim 8, further comprising:

receiving, by the unified data management function, a subscription concealed identifier SUCI
of the user equipment from the home network security endpoint;

determining, by the unified data management function, the SUPI of the user equipment based
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on the SUCI; and

sending, by the unified data management function, the SUPI of the user equipment to the
home network security endpoint.

10. The method according to claim 8 or 9, wherein the second request is a request of obtaining
user equipment authentication, the request of obtaining user equipment authentication further
comprises indication information, and the generating, by the unified data management function,
the first key based on the cipher key, the integrity key, and the first information comprises:

generating, by the unified data management function, the first key based on the cipher key,
the integrity key, and the first information after receiving the indication information.

11. The method according to any one of claims 8 to 10,

wherein the second request further comprises the name of the serving network of the user
equipment;

or

wherein the method further comprises:

determining, by the unified data management function based on the second identifier, a name
of a serving network with which the user equipment is registered, or a name of a serving network
which is authenticated by the user equipment, or a name of a serving network in which the user
equipment is located.

12. A communication method, comprising:

sending, by user equipment, a first request to a home network security endpoint, wherein the
first request comprises an identifier of the user equipment;

receiving, by the user equipment, a random number from the home network security endpoint;

generating, by the user equipment, a cipher key and an integrity key based on the random
number and a root key of the user equipment;

generating, by the user equipment, a first key based on the cipher key, the integrity key, and
first information, wherein the first information comprises at least one of a name of a serving
network of the user equipment, an identifier of the home network security endpoint, a subscription
permanent identifier SUPI of the user equipment, and an identifier of a battery efficient security
for very low throughput machine type communication devices BEST service; and

generating, by the user equipment, a second key based on the first key and third information,
wherein the third information comprises the identifier of the home network security endpoint, an
algorithm type identifier of the BEST service of the user equipment, a sequence number that is in
the user equipment and that is for computing an authentication token, an anonymity key, the SUPI
of the user equipment, the random number, or an authentication token, wherein

the second key comprises an encryption protection key and/or an integrity protection key
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between the user equipment and the home network security endpoint.

13. The method according to claim 12, wherein the first request further comprises the name
of the serving network of the user equipment; and/or

the first request further comprises an encryption indication, and the encryption indication
indicates that the user equipment requests a user-plane encryption service.

14. A communication apparatus, comprising a communication unit and a processing unit,
wherein

the communication unit is configured to receive a first request from user equipment, wherein
the first request comprises a first identifier of the user equipment;

the communication unit is further configured to send a second request to a first network
function, wherein the second request comprises a second identifier of the user equipment, and the
second identifier is determined based on the first identifier, or the second identifier is the same as
the first identifier;

the communication unit is further configured to receive a first key from the first network
function, wherein the first key is generated based on a cipher key, an integrity key, and first
information, and the first information comprises at least one of a name of a serving network of the
user equipment, an identifier of a home network security endpoint, a subscription permanent
identifier SUPI of the user equipment, and an identifier of a battery efficient security for very low
throughput machine type communication devices BEST service; and

the processing unit is configured to generate a second key based on the first key and third
information, wherein the third information comprises the identifier of the home network security
endpoint, an algorithm type identifier of the BEST service of the user equipment, a sequence
number that is in the user equipment and that is for computing an authentication token, an
anonymity key, the SUPI of the user equipment, a random number, or an authentication token,
wherein

the second key comprises an encryption protection key and/or an integrity protection key
between the user equipment and the home network security endpoint.

15. The communication apparatus according to claim 14, wherein the first identifier
comprises a subscription concealed identifier SUCI of the user equipment, and the processing unit
is further configured to:

obtain the SUPI of the user equipment based on the SUCI.

16. The communication apparatus according to claim 15,

wherein the processing unit is specifically configured to:

decrypt the SUCI based on a private key of the home network security endpoint, to obtain the
SUPI, wherein the SUCI is obtained by encrypting the SUPI based on a public key of the home
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network security endpoint;

or

wherein the communication unit is further configured to:

send the SUCI of the user equipment to the first network function; and

receive the SUPI from the first network function.

17. The communication apparatus according to any one of claims 14 to 16, wherein the second
request is a request of obtaining user equipment authentication, the request of obtaining user
equipment authentication further comprises indication information, and the indication information
indicates to generate the first key based on the cipher key, the integrity key, and the first
information.

18. The communication apparatus according to any one of claims 14 to 17, wherein the first
request further comprises the name of the serving network of the user equipment, and the second
request further comprises the name of the serving network.

19. The communication apparatus according to any one of claims 14 to 18, wherein the first
network function comprises an authentication server function or a unified data management
function.

20. The communication apparatus according to any one of claims 14 to 19, wherein the first
request further comprises an encryption indication, and the encryption indication indicates that the
user equipment requests a user-plane encryption service.

21. A communication apparatus, comprising a communication unit and a processing unit,
wherein

the communication unit is configured to receive a second request from a home network
security endpoint, wherein the second request comprises a second identifier of user equipment;

the processing unit is configured to generate a cipher key and an integrity key of the user
equipment based on the second identifier;

the processing unit is further configured to generate a first key based on the cipher key, the
integrity key, and first information, wherein the first information comprises at least one of a name
of a serving network of the user equipment, an identifier of the home network security endpoint, a
subscription permanent identifier SUPI of the user equipment, and an identifier of a battery
efficient security for very low throughput machine type communication devices BEST service;
and

the communication unit is further configured to send the first key to the home network
security endpoint.

22. The communication apparatus according to claim 21, wherein the communication unit is

further configured to:
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receive a subscription concealed identifier SUCI of the user equipment from the home
network security endpoint;

the processing unit is further configured to:

determine the SUPI of the user equipment based on the SUCI; and

the communication unit is further configured to:

send the SUPI of the user equipment to the home network security endpoint.

23. The communication apparatus according to claim 21 or 22, wherein the second request is
a request of obtaining user equipment authentication, the request of obtaining user equipment
authentication further comprises indication information, and the processing unit is specifically
configured to:

generate the first key based on the cipher key, the integrity key, and the first information after
receiving the indication information.

24. The communication apparatus according to any one of claims 21 to 23,

wherein the second request further comprises the name of the serving network of the user
equipment;

or

wherein the processing unit is further configured to:

determine, based on the second identifier, a name of a serving network with which the user
equipment is registered, or a name of a serving network which is authenticated by the user
equipment, or a name of a serving network in which the user equipment is located.

25. A communication apparatus, comprising a communication unit and a processing unit,
wherein

the communication unit is configured to send a first request to a home network security
endpoint, wherein the first request comprises an identifier of user equipment;

the communication unit is further configured to receive a random number from the home
network security endpoint;

the processing unit is configured to generate a cipher key and an integrity key based on the
random number and a root key of the user equipment;

the processing unit is further configured to generate a first key based on the cipher key, the
integrity key, and first information, wherein the first information comprises at least one of a name
of a serving network of the user equipment, an identifier of the home network security endpoint, a
subscription permanent identifier SUPI of the user equipment, and an identifier of a battery
efficient security for very low throughput machine type communication devices BEST service;
and

the processing unit is further configured to generate a second key based on the first key and
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third information, wherein the third information comprises the identifier of the home network
security endpoint, an algorithm type identifier of the BEST service of the user equipment, a
sequence number that is in the user equipment and that is for computing an authentication token,
an anonymity key, the SUPI of the user equipment, the random number, or an authentication token,
wherein

the second key comprises an encryption protection key and/or an integrity protection key
between the user equipment and the home network security endpoint.

26. The communication apparatus according to claim 25, wherein the first request further
comprises the name of the serving network of the user equipment; and/or the first request further
comprises an encryption indication, and the encryption indication indicates that the user equipment
requests a user-plane encryption service.

27. A computer-readable storage medium, wherein the computer-readable storage medium
stores a computer program or instructions, and when a computing device executes the computer
program or the instructions, the computing device is enabled to perform the method according to
any one of claims 1 to 7, the method according to any one of claims 8 to 11, or the method
according to claim 12 or 13.

28. A communication system, comprising the communication apparatus according to any one
of claims 14 to 20, the communication apparatus according to any one of claims 21 to 24, and the
communication apparatus according to claim 25 or 26.

29. A computer program product, wherein the computer program product comprises computer
instructions, and when the computer instructions are executed by a signaling protection apparatus,
the signaling protection apparatus is enabled to perform the method according to any one of claims
1 to 7, the method according to any one of claims 8 to 11, or the method according to claim 12 or
13.

40



