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1 I mage ggyea Encodi ng System and | mage | nputting Apparatus Backgr&RrI=o? S
«the Invention Field of the Invention: The present invention relates?d a

digital image processing systemand, in partic i mge data
encodi ng sy&( for enbedding identification d ”mﬂmwmwmQNHC|al
information (hefeinafter, referred to as electronic termark to a
digital image. In addition, the present invention - -+3L teshke-an |nage

inputting apparatus for use in, for exardpl-e, a personal conputer and, in

particular, to an inmage inputting apparatus equi pped with an illegal copy
prohi biting fwagei bataDEscrdpnigosysfemhenkellatge Anpu titi nge éepia rpgarss, the
act of illegally copying digital |nages causes a SOCIa| problem To

prevent digital imges frorBdeiong ) ) encryption system
has been proposed. In this system dlgltal |nage data is encrypted. Only a

reproduci ng system wigierd vaf i the dBcveiptiom: key can reproduce the.encrypted
digital imge data. However, in such a system once encrypted data is

decrypted, thermd sty H10v R eVt r & Ter dat go T4 om YeLAY LRPGEed any nore.
The purpose of a conventional illegal copy prohibiting nethod for an inage

i nputti Ny UM PG st@nPAEY et bhetibishancd ah oRpyd @Qtt'an@agéogﬁﬁé

Fig. 9 is a block diagram show ng an exanpl e of an i mge
system for embedding identification data with special
information (hereinafter, referred to as electronic watermark
data) to a digital image. In addition, the present invention
relates to an image inputting apparatus for use in, for example,
a personal computer and, in particular, to an image inputting
apparatus equipped with an illegal copy prohibiting functioﬁ.

Description of the Related Art:

In recent years, the act of illegally copying digital
images causes a social problem.

To prevent digital images from being illeéally copied, an
encryption system has been proposed. In this system, digital
image data is encrypted. Only a reproducing systemwith a valid
decryption key can reproduce the encrypted digital image data.
Howevef, in such a system, once encrypted data is decrypted,
there is no way to prevent the data from being copied any more.

The purpose of a conventional illegal copy prohibiting

method for an image inputtihg apparatus was to prevent the

instance of copying imége data. -
Fig. 9 is a block diagram showing an example of an image

inputting apparatus equipped with a conventional illegal copy
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i nput ti n-appar at us equi pped with a conventional illegal copy [I11I111I]
hitiht/ithttrf 1ttt *rnnnn~* 2 prohibiting function. An input
image is supplied to inmage pickup nmeans 901, anal og-to-digital converting
means 902, converting neans 903, quantizing neans 904, and vari abl e-1ength
encodi ng neans 905. After the input image is converted into conpressed

i mge data such as an MPEG data stream _the resultant data is supplied to
scranbl i ng means 906. Scranbling nmeans 906 scrambles the i nput data and
out puts conpressed and scranbled imge data. The conpressed and scranbl ed
i mge dat aPéahlbétipgpfoagééanonl §nbynant appagat us aiPhlacedetecimabki ng
function. As explained above, in the conventional system inages are
scranbl ed Péckeppregaat €41f r emaBeigngordiaddlaly coopiead.inion melaesc @H2ent i onal
system once scranbled i mrages were descranbled, it was inpossible to
prevent themnteomibginpnsg PPegaluan toiopirermebhnsddi,t a0d vao isbdle-d ength _
conventional system in order to prevent bills and securities from being
illegally eopbpddngamereth8d5t orA £rdoe dchengi ndentinfd gxatii oredmferrtat iigitd n

pi xel conponents of an i nmage has been proposed in, for exanple, Japanese
Pat ent Lai defdpensPBubl imadd dathosucH a354r] 6P EGHd 22062 r e atn)dt Be 221D .t it t he
nmet hod for enbedding identification information to

data is supplied to scrambling means 906. Scrambling means 906
scrambles the input data and outputs compressed and scrambled
image data. The compressed and scrambled image data can be
reproduced only by an apparatus with a de-scrambling function.

As explained above, in the conventional system, images are
scrambled to be prevented from being illegally copied.

In the conventional system, once scrambled images were
descrambled, it was impossible to prevent them from being
illegally copied.

In additioﬁ to such a conventional systeﬁ) in order to
prevent bills and securities from being illegally copied, a
method for embedding identification information in pixel
components of an image has been proposed in, for example,
Japanese Patent Laid-Open Publication Nos. 4-351164, 6-22062,
and 6-22119.

In the method for embedding identification information to
pixel components of an image, there was the disadvantage that
the identification information could be easiiyj%gigéd and

removed.

Therefore, a method for embedding electronic watermark
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pi xel conponents of an inmage, there was the di sadvantage that the
< identification information could be easily forged and renoved. Therefore,
a method for enbedding electronic watermark 3 data in a digital image has

been proposed to prevent digital .inmages frombeing illegally used and
copied. There are two types of electronic watermark data for digital
images, i.e. visible electronic watermark data and invisible electronic

wat ermark data. The visible electronic waternmark data i s conposed of
speci al characters or synbols so that it can be recogni zed by visual
sensati on. JWhouyghr g itiadi biregs detsr drien wabeosedk todptraveausasgital
deterioration of the image quality, the user of the digital inage can

di stingui shindgds oman flos Degl dDhbegahey ebyedi dh@€gabpcéacul ation of bills or
securities can be prevented. An exanple of a nethod for enbeddi ng visible

el ectronic wat eftmrk adad acvid aypes est ronéctiompe watdinskrsgdthnrdapanese
Pat ent Lai d- Qpen Publication No. 8-241403. In this nethod, when visible

el ectroni ¢ dnagieramrindad s, i S, @Oﬁ®i§§HlMﬂéhe@@ro@féQWQ@érmgPﬁedaQQ|Xn&he
bri ght ness of pixels corresponding to an opaque portion of the electronic

wat er mar k diatal 4 i Mard skt r S0t c God ©ErEOAPOALPLS. I n this method, scaling
val ues which vary the brightness conponents of the pixels are deternlned

correspondi ng t(Tﬁé”¢¥sfgﬂgxgﬁ%ﬁé%oﬁf%“%%@é%%g¥%Sda@éxfé ¥8$ﬂ§§edogf
el ectronic watermark data, or the lik
special characters or symbols so that it can be recognized by
visual sensation. Although the visible electronic watermark
data causes deterioration of the image quality, the user of the
digital image can distinguish it from a forged one, whereby
illegal circulation of bills or securities can be prevented.
An example of a method for embedding visible electronic
watermark data in an electronic image is disclosed in Japanese
Patent Laid-Open Publication No. 8-241403. 1In this method,
when visible electronic watermark data is coﬁﬁined with an
original image, only the.brightness of pixels corresponding to
an opaque portion of the electronic watermark data is varied,
not color components. inthisn@thod,scalingvalueswhichvary
the brightness components of the pixels are determined
corresponding to color components, random numbers, pixel values
of electronic watermark data, or the like.
On the other hand, the invisible electronic watermark data
is embedded in an image in such a manner that tﬂgmélectronlc

watermark data does not affect the image quality. Thus, since

the invisible electronic watermark faintly deteriorates the



On the other hand, the invisible electronic watermark data is enbedded in
- an image in such a manner that the electronic watermark data does not
affect the inmage quality. Thus, since the invisible electronic waternmark
faintly deteriorates the 4 image quality, the deterioration is not

per cei vabl e by visual sensation.Wen special information that identifies a
copyright holder of a original inmage is enbedded in the formof the

el ectroni c watermark data, even after tHe i mage has been illegally copied,
t he copyright holder of the inmage can be identified by detecting the

el ectroni c V% M idat-a thendehaaiprafionnl § et se asiataliief bynai soal
inhibiting duplication is enbedded in a inmage in the formof electric

wat er mar k ddESatigHer ken epegant ¥y ool ag thvitt i derhi fse VER-dpyetystt he
information, the unit can informthe user that the duplication of the

i mage is indmislardbra tdweliqinal chmegr evenemidkgdéed atn othe ofottheof nelge by
activating duplication inhibiting mechanism As one nethod for enbeddi ng

i nvi si bl e ellesttrmmiic waetteemeakk dita, | even difi¢nal theapeagspess abeen
information representing invisible electronic watermark is enbedded in a
portion wherldeddie y nfapimed, orhd atdryyi g eed Bddheo pi cheir emaal ¢4y s&ICh as
the least significant bits (LSBs) of pixel data. However, in this nethod,

it is easy itdergrigSieed hey edetddtome wed es n@ckrslat @ 4 oMniPe dapge. or
exanple, with a lowpass filter, the information of LSBs of the pixel data

can be renmemeiltiAddi tinopakl ¥asé tHdte inifReR ta@MPEBASHAE i RHOSES B & £dyRdant

data that faintly affects
is embedded in a image in the form of electric watermark data,
when a relevant reproducing unit such as VTR detects the
information, the unit can inform the usér that the duplication
of the image is inhibited or the unit can prevent duplication
of the image by activating duplication inhibiting mechanism.

Aéonen@thodforembeddinginvisibleelectronicwatermdrk

data in a digital image, special information representing
invisible electronic watermark is embedded in é'portion where
the information faintly affects the piéture quality such as the
least significant bits (LSBs) of pixel data. However, in this
method, it is easy to erase the eléctronic.watermark data from
the image. For example, with a low-pass filter, the information
of LSBs of the pixel data can be removed. Additionally, in the
image compressing process, redﬁndant data that faintly affects
the image quality is removed so as to reduce the data amount
and the electric watermark data is embedded iﬂ tgéfblébe where
redundant data exists. Thus, when the image compressing

process is performed, the electronic watermark data is lost.



the image quality is renoved so as to reduce the data amount and the

. electric watermark data is enbedded in the-place where redundant data

exi sts. Thus, when the inmage conpressing process is perfornmed, the

el ectronic watermark data is lost. 5 Consequently, it is difficult to
detect the electronic watermark data of an inmage that has been conpressed.
To solve this problem a nmethod for transformng an inage into frequency
conponents and enbeddi ng el ectronic watermark data in the frequency
spectrum h been proposed (N kkei  Electronics, p. 13, No. 660, April 22,
1996) . In ‘?ﬁ%e%%)rh%ﬁi,’f 5f e fé%%‘%%%h?ct%a@%F%Ekt}a%t%liz%té%éaded in
frequency conponents, even if an inmage process such as a conpressing
process or “REGTRAY ridp b7 0ebsan | 513 f orakdhasrbann | aegeresped. el ect roni c
watermark data is not lost. In addition, when random nunbers that follow a
normal di stributfosodive tbéd rsokl @rt romedhogafer nerdn et znindi heirate

pi eces of electronic watermark data do not interfere with each other.
Thus, it isimfid firaguenay afesarentishensl esbeddiinowet ectrapkidavatarnhoit

| argely deteriorating the inmage. Referring to Fig. 10, the nethod for
enbeddi ng elas rigni the wat equenky depec i numnha srelgeen sppepd sededNagkédl | ows.
First of all, a discrete cosine transform ng neans 1020 transforns an
original i mbgctirdmoids equenty Bonp&denttprilin2thel $9equernay theeMpetrals, n
conponents are selected as f (1) , f (2), f (n) according to anplitude
order. El eddirard e Medtefdmd K wt@mark data is embedded in frequency

components, even if an image process such as a compressing
process or a filtering process is performed for an image, the
electronicwatermark data isnot lost. Inaddition, when random
numbers that follow a normal distribution are used as electronic
watermark data, different pieces of electronic watermark data
do not interfere with each other. Thus, it is difficﬁlt to
destroy the electronic watermark data without largely
deteriorating the image. -

Referring to Fig. 10, the method for embedding electronic
watermark data in an image is performed as follows. First of
all, a discrete cosine traﬁsforming means 1020 transforms an
original image into frequency components. In the frequency
components, n components are selected as £(1), £(2), ..., £(n)
according to amplitude order. Electronic watermark.data

pieces w(l), w(2), ..., w(n) are extracted from random data

following a normal distribution with means = 0 and variance =
1. An electronic watermark data embedding means 1030

calculates the following equation for.each i:



pieces w(1), W(2), ..., w(n) are extracted fromrandomdata follow ng a

. normal distribution with neans = 0 an=d variance = 1. An electronic

wat er mar k data enbeddi ng neans 1030 cal culates the foll ow ng equation
for.each is 6 F(i) =f (i) +af (i) w(i) , where 1 1 n and where ais a
scaling factor. Finally, image data in which electronic watermark data has
been enbedded i's obtained by transformgng F(1) by inverse discrete cosine
transform The electronic watermark data .i-s detected in the foll ow ng
manner. In this case, it is assunmed that the original inmage. and el ectronic
wat er mar k dat a &drdi datfe(iset+ {alif(}) (whefe)i = 1, 2, ..., n) are known.
Wth reference to Fig. 11, a discrete cosine transformng neans 1120

t ransf or ns wlrerienhge 1 & whacd weleeet eonisca vabéimgricactdat a Wasahagn anbgedded

into frequency components F (1) , F(2) , ... , F(n). A discrete cosine
transform ngteeanswhith tnaeskenis wateghaak dAegehdat Bebnt OmbsegueNcy _
conponents f (1) , f (2), ... , f (n) . Wth f (i) and F (i) , electronic

wat er mar k ¢afra iesld Mt ad-ansddiesiny ip) (18 & al sl i et pner & raed s by the
following equation: Wi) = (F(i) - f(i)) / f (i) . Next, an inner product
cal cul ati ng " ®@@¥srkl40 cal cul ates the statistical simlarity of w(i) and
Wi) by the follow ng equation:

The electronic watermark data is detected in the following’_
manner. In this case, it is assumed that the original image*
and electronic watermark data candidate set {w(i)} (where i =
1, 2, ..., n) are known.

With reference to Fig. 11, a discrete cosine transforming
means 1120 transforms an image in which electronic watermark
data has been embedded into frequency components F(1), F(2), ...,
F(n). A discrete cosine transforming means 1110 transforms
original image data into frequency components £(1), £(2), ...,
f(n). With £(i) and F(i), electronic watermark_data estimated
values W(1) are calculated and extracted by the following
equation:

W(i) = (F(i) - £(1)) / f£(i).

Next, an inner product calculating means 1140 calculates the
statistical similarity of w(i) and W(i) by the following
equation:

C=WH*w/ (WD * wD),
where W= (W(1), W(2), ...; W(n)); w= (w(l), w(2);fl.;> w(n)):;

WD = absolute value of vector W; and wD = absolute value of vector

Ww. A statistical similarity determining means 1160 determines



C=W* w/ (W * wD), where W= (W1), W2), ..., Wn) ); w=(w1),
*W2)-..., w(n) ); W = absolute value of vector W and wD = absolute val ue
of vector w A statistical simlarity determ ning nmeans 1160 deterni nes 7
that relevant electronic watermark data has been embedded in a rel evant

i mge when the value of Cis equal to or larger than a predeterm ned
value. If the copyright holder of images enbeds electronic watermark data
in the i mges, the electronic watermark data is effective to check out

i mages that the holder doubts is illegally copied. Fig. 12 is a block

di agr am shoviidy =l ¢ vaige e ldattar eerico diarite yestlematiat hasubk ean egbeateani g

wat ermark data enbeddi ng nmeans according to a related art reference.
Discrete cogiedevandnsfiegri wigemeans vhadk ofthagoeauby t6ansherdg t Pean
original inmage data in tine domain into data in frequency domain.

El ect roni ¢ aagtee dntbecdi med neanse 1202 enbeds el ectronic waternark .data 1203
in the data infrequency domai-n. Quantizing neans 1204 quantizes the data

in which the el ext ram ccowy el gt kno asa HAasi b s_e@ﬂ%gﬁ@del@%?%{‘? means
1205 encodes the quantized data and outputs the resultant MPEG data. The

af or ement i onetk wenverEitenah Lef!ik@q(iﬂa@%SSY%BQ%?&H‘@Yéni@mn%ﬁqgh%%gi £s
wat ermark data in a relevant inmage. Although the inmage faintly

deter i or at e msdie electiant oyalaidpek dala cle gobeddeg i, eguency

conponents, it is not that the inmage ~does not at a eteriorate. E

Therefore, @anaidian J RS NCORRY 12 is a block diagram showing an image
data encoding system with such an electronic watermark daté
embedding means according to a related art reference. Discrete
cosine transforming means 1201 orthogonally transforms the
originalimagedataintimedomainintodatainfrequencydomain.
Electronic data embedding means 1202 embeds electronic
watermarkdata1203jj1thedatajj1frequencydomain. Quantizing
means 1204 quantizes the data in which the electronic watermark
data has been embedded. Encoding means 1205 encodes the
quantized data and outputs the resultant MPEG data.

The aforementioned conventional encoding system always -
embedselectronicwatermérkdatélearelevantimage. Although
the image faintly deteriorates as the electronic watermark data
is embedded in frequency components, it is not that the image
does not at all deteriorate. Therefore, another image encoding
sysfem having no means for embedding electriq Qéﬁermark data
is requifed when image éhould not be embedded QE%g électric

watermark data, especially when the quality of the image should

be wvalued.
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system havi ng no neans for enbedding electric watermark data is required
. when i mage shoul d not be enbedded with electric watermark data, especially
when the quality of the image should be valued. 8 Summary of the

I nvention An object of the present invention is to provide an encoding
systemthat generates not only encoded data of image in which electric
wat ermark data i s enbedded but al so encoded data of inage in which
electric watermark data i s not embedded8 Anot her obj ect of the present
invention is to provide an inage |nputt|ng apparatus that generates not
only encoded data of inmage laumé ] eat fomar k data i s enbedded
but also encoded data of image in which electrlc wat ermark data i s not
enbedded. Accohdi pglectornd adpeoiresfentthe rpreegdntn iinyanrt ipyvitdeergn s
provi ded an i mage data encodi ng system for enbedding electronic watermark
data to aneocpgunglsyaagm thdt cdeneoaps s Sest dﬂl@Céﬁtad@@Sdﬂ@ah5ﬁﬂﬁﬁé&éﬂ ng
nmeans for discrete- cosine transformng the original inage; electronic

wat er mar k idavhi embellt ngi oeatse frgd rlerdeaddiing ehBedakach s ©n £s Mad &FSHL K
data in the data that has been transfornmed by the discrete cosine

transform agtaeansmadyedidatia gelea@ldtid TRaRs rhgk k S8 € tiisNgo £ R H L
signal of the discrete cosine transform ng neans or the output signal of

the el ectronic wabenagr BbﬁléEﬁ &Fhadding SBANS nvlhe iiRge fata- SReeding

system further conprises:
image inputting apparatus that generates not only encoded data

of image inwhich electric watermark data is embedded but also
encoded data of image in which electric watermark data is not
embedded. -

According to one aspect of the present invention, there
is provided an image data encoding system for embedding
electronic watermark data to an original image, which
comprises: discrete cosine transforming means for discrete-
cosine transforming the original image; electrgnic watermark
data embedding means for embedding the electronic waterﬁark
data in the data that has been transformed by the discrete cosine
transforming means; and data selecting means for selecting the
output signal of the discrete cosine transforming means or the
output signal of the electronic watermark data embedding means.

The image data encoding system further comprises: a
flip-flop connected to the data selecting meané,'wherein the
data selecting'means.selécts the output signal onE%é-discrete
cosine transforming means or the output signal of the electronic

watermark data embedding means corresponding to information




flip-flop connected to the data sel ecting neans, wherein the data

. selecting neans selects the output signal of -t-he discrete cosine
transform ng neans or the output signal of the electronic watermark data
enbeddi ng neans corresponding to information 9 - stored in the flip-flop.
In the i mage data encodi ng system the data selecting neans selects the
out put signal of the discrete cosine transform ng neans or the output
signal of the electronic waternark data® enbeddi ng neans corresponding to
an external signal. According to another aspect of the present invention,
there is provimat an tihagel dat@l@ncodi ng system for encoding digital image
data in a predeterm ned encodi ng manner and outputting the resultant imge
data, which conprm sks:imaye @heataraidivptesmank wrdedding Raisid Rkans
enbeddi ng electronic watermark data selected froma plurality of types of

el ectroni c selaierdmahle datautosihrali gf ttale idTREe At @oswWher efandkckR2al one
of the plurality of types of electronic watermark data is predeterm ned

el ectroni ¢ rvadrey ey krdatauthiad dogsanadr affectiedbeo s @i hate+AROL data even
if enbedded in the digital image data. In the inmage data encodi ng system

the predet earnmeraﬁphngelneé:érwr&&rﬂ@éﬁcmmﬂf%d@é aajh Se £0POSEds 0, 9f her than
random nunbers generated by an al gorithm corresponding to a nor mal

di stribution. ThedJmagfdatd £NeQH PG SYSLEM Ui DL, COMPI T §€5ention,

there is provided an image data encoding system for encoding
digital image data in a predetermined encoding manner and
outputting the resultant image data, which comprises: an
electronic watermark embedding means for embedding electronic
watermark data selected from a plurality of types of electronic
watermark data to the digital image data, wherein at least one
of the plurality of types of electronic watermark data is

predetermined electronic watermark data that does not affect
the digital image data even if embedded in the.digital image
data.

In the image data encodingmsystem, the predetermined
electronic watermark data is composed of other than random
numbers generated by an algorithm corresponding to a normal
distribution.

The image data encoding system further comprises:

transforming means for‘transforming‘the(jigital image data into

frequency components and outputting the resultant data to the
electronic watermark data embedding means; quantizing means for

gquantizing the data in which eleétronic:watermark:data.has been




transform ng neans for transformng the digital inmage data into frequency
. conponents and outputting the resultant data to the electronic watermark
dat a enbeddi ng nmeans; quanti zing nmeans for quantizing the data in which

el ectronic watermark data has been OLL REP!. '-,ED 10 enbedded by the

el ectronic watermark data enbeddi ng neans; and a variable-1ength encodi ng
means for encodi ng out put data of the quantizing nmeans into -
vari abl e-1 ength code. According to stil{ another aspect of the present
invention, there is provided an imge data encodi ng system for encodi ng
digital i megbedateal bp hpradeitaoninedamaprar kaddt O Wipedd gy hBen sk esit t ant
data, conprising: a plurality of electronic watermark data tables having a

plurality af vaypesleflehneatr enicodwaiensank rdat antonihgdesttpyingathe s
digital inmage data; an electronic watermark data sel ecting neans for

sel ecting eme efuanta AIRCIILMNC Wale VI kathal-a dafliesoand an el ectronic
wat ermark data enbeddi ng neans for enbeddi ng the sel ected type of

el ectroni c wat emmide dai@eb Retihe Sh@it&t aispRee Jatkfe M&l@in?&nk%ﬁt one

of the electronic watermark data tables has a predeterm ned el ectronic

oLl s 8t e Lk HARLALLBL IO B e
predeterm ped; tahefhL Q01 & MRt AT A3 1% LONRRSEY Jlg 8LDSLLhan [andom
resultant data, comprising: aplurality of electronic watermark
data tables‘having51pluralityrof types of electronic watermark
data for identifying the digital image data; an electronic
watermark data selecting means for selecting one of the
electronic watermark data tables; and an electronic watermark
data embedding means for embedding the selected type of
electronic watermark data in the digital image data, wherein
at least one of the electronic watermark data tables has a
predetermined electronic watermark data that ddes not affect
the digital image data even if embedded in the digital image
data.
In the image data encoding system, the predetermined
electronic watermark data is composed of other than random
numbers generated by an algorithm corresponding to a normal

distribution.

The image data encoding system further comprises

transforming means for transforming the digital image data into
frequency components and outputting the resultant data to the

electronic watermark data embedding means; a quantizing means




nunbers generated by an al gorithm corresponding to a normal distribution.

- The i mage data encoding system further conprises transform ng neans for
transformng the digital inmge data into frequency conponents and _
outputting the resultant data to the electronic watermark data enbedding
means; a quantizing nmeans AGEE D 11 for quantizing the data in which
electronic watermark data has been embedded by the el ectronic watermark
dat a enbeddi ng neans; and a vari abl e- Iléngth encodi ng nmeans for encodi ng
out put data. of the quanti zi n%%rrea_ns into variable-|I ength_ code. In the _
i mage dat a ‘€Hc GRS iy e fh et drt prisdehéchi nbec eferi¢ ovd e rvaatlededskhdat a i s
conposed of other than random nunbers generated by an al gorithm

cor r espondidfft 6MRedoeRdrY tiese F¢durdone wateaTdimgda ba teb eddrirhene agpect  of
the present invention, there is provided an inmage inputting apparatus-,
whi ch  conplidésvarialé epilekgphnennsding roddms niog eacalidlooguicpagedashgnal ;
anal og-to-digital converting neans for converting the analog image signal
obtai ned by Herd magen tpi xkup means imto® vanegel dalength ansder m ng neans for
transform ng the image data into data in first frequency domain; storing

means for Irehberiavddeydatarémepditey dgts@enn the phricdst: o deeNeYe S0A%S N

identification data hol ding neans for holding identification data; neans

for addi ng wdterndank iddtcationed@dsd® dheddd@ ¢Hhn random numbers
generated by an algorithm corresponding to a normal
distribution.

According to the further aspect of the present invention,
there is provided an image inputﬁing apparatuss; which
comprises: image pickup means for obtaining an analog image
signal; analog-to-digital converting means for converting the
analog image signal obtained by the image pickup means into
image data; transforming means for transforming‘the image data
into data in first frequency domain; storing méans for
temporarily storing the data in the first frequency domain;
identification data holding means for holding identification -
data; means for adding the identification data to the data in
the first frequency domain and generating data in second
frequency domain; and selecting means for selecting either of
the data in the first frequency domain and the data in the second

frequency domain and outputting the selected data.

In the image inputting apparatus, the transforming means
is an orthogonal transforming means.

The image inputting apparatus further comprises:




the first frequency domain and generating data in second frequency domain;
- and selecting neans for selecting either of the data in the first
frequency domain and the data in the second frequency domain and
outputting the selected data. In the inmage inputting apparatus, the
transform ng neans is an orthogonal transform ng neans. The i nmage

i nputting apparatus further conprises: 12 conpressing neans for
conpressi ng and encodi ng the output si-gnal of the sel ecting neans.

According to still further aspect of the present invention, there is
provi ded amompages siinguiiciang dpgacamys,e scanpr issichg@ncddiage tpie kuppeans f or
obtai ning an anal og i mage signal; anal og-to-digital converting nmeans for

converti ngstiheadnalfoghel mrde ctiigralmealtsai ned by t he i nage pi ckup nmeans into
i mge data; transform ng nmeans for transformng the inmage data into data
in first frequenreyodaimign:o staniinguneens abpectanpenaddaserst ohi-agtt g, i mage
data; identification data holding neans for holding identification data;

means for addiregikhgrovderid faincamaer dalpd titd ddes réa it Rerfd ¥ 8t ing
frequency domain and generating data in second frequency domain; inverse-

transfor m ngageaps chkop mdwesseoy Uhanrsihamy ne e 193 andyd he grspcond
frequency domain into data in tine domain; and sel ecting ™ neans for

sel ecting ghkheg-06-UAgiQuhPEbnskgRahOhetRs rhPVESSEaLf ANGT QLI NG IRANS

and the output signal of the storing “neans.
imagesignalobtainedtn/theimagepickupnmansintoimagedata;
transforming means for transfofming the image data into data
in first frequency domain; storing means for temporarily
storing the image data; identification data hblding means for
holding identification data; means for adding the
identification data to the data in the first frequency domain
and generating data in second frequency domain; inverse-
transforming means for inversely tranéforming the data in the
second frequency domain intb data in time doméin;'and.selecting
means for selecting either of the output signal of the
inverse-transforming means and the output signal of the storing
means.

In the image inputting apparatus, the transforming means

is an orthogonal transforming means and the inverse-

transforming means is an inverse-transforming means.

The image inputting apparatus, further comprises:

compressing means for compressing and encoding the output
signal of the selecting means.

These and other objects, features and advantages of the

THIS SHEET 1
REPLACE
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.In the image inputting apparatus, the transform ng neans is an orthogonal
. transform ng neans and the inverse- transform ng neans is an

i nverse-transform ng means. The inmge inputting apparatus, further
conprises: conpressing nmeans for conpressing and encodi ng the out put
signal of the selecting neans. These and ot her objects, features and
advantages of the TH S REPLAHD 13 present invention wll becone nore
apparent in light of the follow ng detldi I-ed description of a best node
enbodi ment thereof, as illustrated in the acconpanyi ng draw ngs. Brief
Descri pti orPofSErawtngentign 1iis heppoekndragerpeshoni ng fhghst bdctuee of
an inmage data encoding system according of a first enbodi ment of the
present invEntlomingidetaiiedadesorkptiagram shbeshgmble shbuateatof an

i mge data encoding systemaccording to a first exanple of the present

i nvention; tIR¥eoB issalbleskratedr am shewaogonbengihyclueRigfsan i mage
data encodi ng system according to a second exanple of the present

invention; Fig. 4 is a bl oBki showbngofhprswingture of an i mage
data encodi ng system accordi ng of a second enbodi nent of the present
I nventi on; Fig. 1 is a block diagram showing the structure of an image

data encoding system according of a first embodiment of the
present invention:;

Fig. 2'is a block diagram showing the structure of an image
dataencodingsystemaccordingtx)afirstexampleoftﬂmepresent
invention; -

Fig. 3 is a block diagram showing the structure of an image
data encoding system according to a second example of the
present invention;

Fig. 4 is a block diagram showing the structure of an image
data encoding system according of a second embbdiment of the
present invention;

Fig. 5 is a block diagram sdeing the stru.cture of an image
inputting apparatus according to a third embodiment of the
present invention;

Fig. 6 is a block diagram showing the structure of an image
inputting apparatus according to a third example of the present
invention; |

Fig. 7 is a schematic diagram for explaining an embedment

L

of identification data in frequency domain according to the

third example of the present invention;



Fig. 5 is a block diagram showing the structure of an inege inputting

- apparatus according to a third enbodi nrent of the present invention; Fig. 6
is a block diagram showi ng the structure of an image inputting apparatus
according to a third exanple of the present invention; Fig. 7 1is a
schematic diagram for explaining an enbednent of identification data in
frequency domain according to the thi rﬂ. exanpl e of the present invention;
14 Fig. 8 is a block diagram show ng t fe structure of an i mage inputting
apparatus according to a fourth exanple of the present invention; Fig. 9
is a block di agrfaiti-sRow Ago beckddmsir@rosheengsihaistupetores tonvemdonal

i mage inputting apparatus; Fig. 10 is a block diagramfor explaining an

el ect r oni ¢ 1ngatterirer kpdaratestreddir methedfagcbhdixgrtle af tdleapeedsamt
reference; Fig. 11 is a block diagramfor explaining an electronic

wat er mar k datveerdeitcect i ng net hod according to a related art reference; and
Fig. 12 is a block diagramshowi ng the structure of an inmage data encodi ng
system accordi ngit. @ ried at edl et dief@rancehowDescan pétatpnd &f efies red
Enbodi ments Next, with reference to the acconpanying draw ngs, enbodi nents
and exanpl exrafctdre presendonvaeiidoal Wrhdgdeinputting apparatus;

Fig. 10 is a block diagram for explaining an electronic
watermark data embedding method according to a related art
reference; -

Fig. 11 is a block diagram for explaining an electronic
watermark data detecting method according to a related art
reference; and

Fig. 12 is a block diagram showing the structure of an image
data encoding system according to a related art reference.

ripti f Pr r imen

Next, with reference to the accompanying'drawings,
embodiments and examples of the present invention will be
explained.

. Enbod f I Iny .

With reference to Fig. 1, an image data encoding system
according to a first embodiment of the present invention
comprises discrete cosine transforming means 101, electronic
watermark data embedding means 102, electronic watermark data
103, data selecting means 106, quantizing meaﬁs:i04; and

encoding means 105. Discrete cosine transforming means 101

transforms.input original image data in time domain into data
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expl ai ned. First Enbodi mrent of Present Invention Wth reference to Fig. 1,
- an image data encodi ng system according to a first enbodi mrent of the
present invention conprises discrete cosine transform ng nmeans 101,

el ectronic watermark data enbeddi ng neans 102, el ectronic watermark data
103, data sel ecting neans 106, quantizing nmeans 104, and encodi ng nmeans
105. Discrete cosine transform ng neans. 101 transforns input original
imge data in tine domain into data 151 i n frequency donmmin. Electronic
wat er mar k data enbeddi ng neans 102 enbeds el ectronic waternmark data 103 in
the data inn firequency domsim. Datlecsebadtd mg treans k106G tal teetbeatd ive} v

sel ects output signal 107 of discrete cosine transform ng neans 101 or
out put si gmelank08 0af embedtr ehéct wah &t mas ke thas ak efdbeddi 0wy i mearsdi023. in
Quanti zi ng nmeans 104 quanti zes data selected by data selecting neans 106.

Encodi ng neans;kd eredeas t heaguaskilzed i ndahd ahec qioved 1fiteamauantiizi ng
means 104 and generates MPEG data. Next, the operation of the system shown

in Fig. 1 wdlede Qﬁﬁ?h@'ﬂ%alnlﬁf}r&ﬁ 816R%Re ¢&NNd QARG FRARY kddns
converts the original imge data in tinme domain into data in frequency

donai n.  Eheat sericciat engatk deg @fea@@egkagle&mser%m*a%gser%éf&&%gag?

wat ermark data 103 in the data in frequency domai n. Qutput signal

el ectroni ¢ ywat-er (/s k q%%ﬁaﬁﬂPﬁQthgnsmﬁﬁpauggglEés%ﬂﬂﬂJéggeE9e8Q§/HQ9gt

term nal of data sele

selecting means 106. Encoding means 105 encodes the quantized
datareceivédfromquantizingmeans104andgeneratesMPEGdata.

Next, the operation of the system shown in Fig. 1 will be
explained. )

Discrete cosine transforming means 101 converts the
original image data in time domain into data in frequency domain.
Electronic watermark data embedding means 102 embeds electronic
watermark data 103 in the data in frequency domain.

Output signal 108 of electronic watermark data embedding
means 102 is supplied to one input terminal of data selecting
means 106. Output signal 107 of discrete cosine transforming -
means 101 is supplied to an input terminal of electronic
watermark data embedding means 102. In addition, output signal
107 is supplied to the other input terminal of data selecting

means 106. When the electfonic watermark data 103should be

embedded in the original image data, data selecp}hg means 106

selects output signal 108. When the electronic watermark data
103 should not be embedded in the original image data, data

selecting means 106 selects output signal 107.



means 106. Qutput signal 107 of discrete cosine transformng neans 101 is
+ supplied to an input termnal of electronic watermark data enbeddi ng neans
102. In addition, output signal 107 is supplied to the other input

term nal of data selecting neans 106. Wen the el ectronic watermark data
103shoul d be enbedded in the original imge data, data selecting neans 106
sel ects out put signal 108. When the electronic watermark data 103 shoul d
not be enbedded in the original inage H%ta data selecting neans 106

sel ects output signal 107. 16 Quantizing nmeans 104 quantizes the data

sel ect ed by dat &useltetiing meeass 1 006quintdde sgtneatet al Gk lentedeb vt bgt a
quanti zed data and outputs MPEG data. First Exanple of Present I|nvention
Next, Wit h sedfeertémgemtanBi 062, Endddisty exanpl €0 8eeRidlidig thboqtder fhest
enbodi ment of the present invention will be explained. Wth reference to

Fig. 2, outdauta singhalutiutoMEiGHaiL. cosine transformng unit 101 or

out put signal 108 of electronic watermark data enbedding unit 102 is

al ternati veliysselreched D el g i dr k0 that operates corresponding
to information stored in flip-flop 111. Wen the el ectronic watermark data

shoul d not be empeddediitR tbeeioRge Wakay. a2|Q9EQr%%|H§a& lelSccs f%ﬁ

flip-flop 111. Wen the electronic wat ermark data shoul d be e dded

the original, ithRIeidatd erbd AUV A he ]élrés?eﬁé o &y 4d vallfl b 111
explained.

With reference to Fig. 2, output signal 107 of discrete
cosine transforming unit 101 or output signal 108 of electronic
watermark data embedding unit 102 is alternatively selected by
selecting unit 110 that operates corresponding to information
stored in flip-flop 111. When the eléctronic watermark data
should not be embedded in the image data, a logic value "0" is
stored in flip-flop 111. When the electronic watermark data
should be embedded in the original image data,'a logic value
"1" is stored in flip-flop 111.

Discrete cosine transformihg unit 101 orthogonally
transforms original image data in time domain into data in
frequency domain. Electronic watermark data embedding unit
102 embeds electronic watermark data 103 in the data in
frequency domain.

OQutput signal 108 of electronic Watermark aéta embedding
unit 102 is supplied to-oﬁe input terminal of ségééfing unit
110. Output signal 107 of discrete cosine transforming unit

101 is supplied to an input terminal of electronic watermark
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Di screte cosine transform ng unit 101 orthogonally transforns original

- image data in tine domain into data in frequency domain. Electronic
wat er mar k data enbeddi ng unit 102 enbeds el ectronic watermark data 103 in
the data in frequency domain. Qutput signal 108 of el ectronic watermrk
data enbedding wunit 102 is supplied to one input terninal of seTecting
unit 110. Qutput signal 107 of discrete cosine transformng unit 101 is
supplied to an input term nal of el ectfoni-c watermark 17 data enbeddi ng
unit 102. In addition, output signal 107 of discrete cosine transformng
unit 101 i sasupphbeddtagt heiat héL. | hputddet bnal cotpsel styhagy woirt 0%10.
When the information of flip-flop 111 represents the logical value "0,

sel ecting dhktret2Ocsel eetisr o fmisvignali t1001 Mhenpihe danter e icam of
flip-flop 111 represents the logical value "1', selecting unit 110 selects

out put si gnaputOBeriigal izf 3@ 1eRitt nt0dnatantd ZzesinchetHat 2n 58HRLE £6h RV
selecting unit 110. Encoding unit 105 encodes the quantized data and

out puts MPEG; dakaopSeconddeemiies ehePIogens1 avent ivgn '\Eéfiecwﬂ(? l{xﬁ‘eterence

to Fig. 3, a second exanple according to the first eﬁﬁodinent 0 _
present 'nY@@tB@Te@kglouQ%uteéﬁb%bﬂeqo7BEfﬁﬁéhnghéoigfgrm§tiQHtB?t si gnal

107 of discrete cosine transformng unit 101 and output signal 108 of
eIeCtroninlip—flqp 111 represents the logical value ‘1’, selecting unit
110 selects output signal 108.

Quantizing unit 104 quantizes the data selected by
selecting unit 110. Encoding unit 105 encodes the quantized
data and outputs MPEG data. )

m v ion

Next, with reference to Fig. 3, a second example according
to the first embodiment of the present invention will be
explained.

Referring to Fig. 3, output signal 107 of discrete cosine
transforming unit 101 and output signal 108 of electronic
watermark data embedding unit 102 is alternatively selected by -
selecting unit 110 corresponding to external signal 112. When
electronic watermark data 103 should not be embedded in image
data, a logical value ‘0’ is set to external signal 112. When
electronic watermark data should be embedded in image data, a
logical value ‘1’ is designated to external signal 112.

Discrete cosine trénsforming unit 101 ortﬂégéﬁélly

transforms original image data in time domain into data in

frequency domain. Electronic watermark data embedding unit



wat ermar k data enbedding unit 102 is alternatively selected by selecting
- unit 110 corresponding to external signal 112. When el ectronic watermark
data 103 should not be enbedded in inage data, a logical value "0 is set
to external signal 112. When electronic watermark data shoul d be enbedded
in imge data, a logical value "1' is designated to external signal 112.
Di screte cosine transformng unit 101 géthogonally transforns original
image data in tine domain into data in " frequency domain. Electronic
wat er mar k data enbedding unit z' 18 102 enbeds el ectronic watermark data
103 in the ¥ sempeds rebeehcyndonaiher@at putasagh@B 108the eheat tanic

wat ermark data enbedding wunit 102 is supplied to one input term nal of

sel ecting ubfequdn@y @utpim.signal 107 of discrete cosine transform ng unit
101 is supplied to an input termnal of electronic watermark data

enbeddi ng unit 102tphn sddidi ang odt Lécsiegnat Whie intaris WRRA ggbggdgg%
other input termnal of selecting unit 110. When external signal 112

represents uret | 0@t ciad stadplei el to 3@l Q@igulg tiénti nkl0 o¥ekedts tQUiyP UL 1§ gnal
107. When external signal 112 represents the logical value "1', "selecting

unit 110 skl @ct Duaghputs iggnall ot08r Qiabileziengodihk $04nq¥aphiizagsyhhe data
sel ected by selecting unit 110. Encoding unit 105 encodes the quanti zed
data and CHEGE“ﬁ%'@%%%E%Esto an input terminal of electronic watermark
data embedding unit 102. In addition, output signal 107 is
supplied to the other input terminal of selecting unit 110.
When external signal 112 represents the logical value ‘07,
selecting unit 110 selects output signal 107. -When external
signal 112 represents the logical value ‘1’, selecting unit 110
selects output signal 108.

Quantizing unit 104 quantizes the data selected by
selecting unit 110. Encoding unit 105 encodes the quantized
data and outputs MPEG data. |

| Embodi F T I .

Next, with reference to Fig. 4, an image data encoding -
system according to a second embodiment of the present invention
will be explained.

Fig. 4 is ablock diagram showing the structure of the image

data encoding system according to the second embodiment of the

present invention. 1In Fig. 4, the image data encoding system

comprises discrete cosine transforming means 402;—a piurality
of electronic watermark data tables 408(0), 408(1), 408(2)...

408 (n), electronic watermark data selecting unit 407,



Second Enbodi nment of Present Invention Next, with reference to Fig. 4, an

- image data encoding system according to a second enbodi nent of the present
invention wll be explained. Fig. 4 is a block diagram show ng the
structure of the image data encodi ng system according to the second

enbodi nent of the present invention. In Fig. 4, the inmage data encodi ng
system conprises discrete cosine transform ng neans 402,-a plurality of

el ectronic watermark data tables 408 (&Y ,- 408 (1) , 408 (2) ... 408(n),

el ectronic waternmark data selecting unit 407, 19 electronic watermark data

enbeddi ng rEans 4k c RHaBkhairRGIEABRbe45nganchrene odi g areainsi ddfeans
Di screte cosine transform ng neans 402 perfornms a discrete cosine

transform nghprogesed@ai N i 40mge sty dtod ihder enedeieening
El ectronic watermark data tables 408 (0), 408 (1), 408 (2), ... , 408 (n)

have respecid Mes &LELFRIrasNAL & SBF &kt datds i QGLIrN Grival P pride s4atd - |
selecting unit 407 selects one of electronic watermark data tables 408(0),

408(1), 40851129%inal Aima 8&9}eafrl @%fart%nbg e\@d &L drar e 1datia- giheddi-pgnaeans

404 enbeds eletctronic t er mar taIn the data that is received from

di screte cosi eta%&%gsjgé 'pg4§%gq5,4988%§9,th?n LeBRAY alddy rekpeed ikl
ant g means q

buf fer 410. iZin uanti1zes data received from electronic

wat er mar k dat a_enbeddi ng,_nmeans, 404. Encodi 40 0 dat a
recei ved fr%o %ﬁﬁﬁﬂ%%i% t%@%%§k4 %t?htgﬁivgg¥%§ﬁgﬁf%%%ﬁwgggdggg%d out put s
resul tant hg;(%é%§§b48§it 407 selects one of electronic watermark data

tables 408(0), 408(1), 408(2), ... , 408(n). Electronic
watermark data embedding means 404 embeds electronic watermark
data in the data that is received from discrete cosine
transforming means 402 and then temporarily stored in buffer
410. Quantizing means 405 quantizes data received from
electfonic:watermark.data embedding means 404. Encoding means
406 encodes data received from quantizing means 405 into
variable-length code and outputs resultant MPEG data 409.
Among the plurality of electronic watermark data tables
4Q8(0) to 408 (n), watermark data table 408(6) has electronic-
data that does not affect digital image data. 1In other words,
the electronic watermark data table 408 (0) does not have random
numbers generated by an algorithm of generating random numbers
in a normal distribution. On the other hand, electronic
watermark data tables 408(15 to 408 (n) haverré?dom numbers
generated by the algorithm. =

Next, the operation of the image data .encoding system

accordingfx;thesecondembodimentofthepuesentinventionwill
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Among the plurality of electronic watermark data tables 408(0) to 408(n),

- watermark data table 408(0) has electronic data that does not affect
digital image data. In other words, the electronic waternmark data table
408 (0) does not have random nunbers generated by an al gorithm of
generating random nunbers in a nornmal distribution. On the other hand,
electronic watermark data tables 408(1% to 408(n) have random nunbers
generated by the algorithm Next, the éperation of the i mage data encoding
system according to the second enbodi nent of the present invention will 20
be expl ai nede Fkpstipkdall, the case in which nornal el ectroni c wat er mar k
data is enbedded in image data will be explained. Original inage data 401

is extracted in Fhestnift adl, (thexc8spidtehhi bh @@kma 1Dk B6E €1 En CONMNL rmark
transform ng nmeans 402 perforns a discrete cosine transform ng process for

the extractedtdaia amndeliben 1hr§ﬂ§6@raﬁtth1Q§tBe'@k?lgﬁﬁgﬁenCMrESQggTents
El ectronic watermark data sel ecting neans 407 selects electronic er mar k

data from oneagé ddres eloact 508k €r ¥at 84 By “ch@aﬁﬁﬁa@% e §0§ )xelt) gﬂ%%k(.“)
except for electronic waternmark data table 408 ( and pu s the

sel ected el potepais M@&@ﬁ@atkaﬁéEérh9n8|ﬁ%éﬁgnhﬁz gt éggg 20818 ebeddi ng

nmeans 404. Electronic watermark data énbeddi ng ne

sel ect ed el gob1ai ¢ruRLEEPREkG B7bACLE P LRedugpEy gompgnent s, Quantizing

means 405 quantizes data recerv om electron

transforms the data into frequency components. Electronic
watermark data selectingmeans 407 selects electronic watermark
data from one of the electronic watermark data tables 408 (1)
to 408 (n) except for.electronic:watermark:data table 408 (0) and
outputs the selected electronic watermark data to electronic
watermark data embedding means 404. Electronic watermark data
embedding means 404 embeds the selected electronic watermark
data in the frequency components. Quantizing means 405
quantizes data received from electronic watermark data
embedding means 404. Encoding means 406 encodes quantized data
and outputs resultant MPEG data 409.

Next, the case in which enéoded data corresponding to
original data is required is explained. Similarly to the normal
case; original image data 401 is extracted in the unit of (8
X 8 pixei) block corresponding to the conventional MPEG
compressing process. Discrete cosine transforming means 402
performs a discrete cosine transformlng procesg:%br the

extracted data and then transforms the extracted data into

frequency components. Electronic watermark data selécting



enbeddi ng neans 404. Encodi ng nmeans 406 encodes quanti zed data and outputs
resul tant MPEG data 409. Next, the case in which encoded data correspondi ng
to original data is required is explained. Simlarly to the normal case,
original image data 401 is extracted in the unit of (8 x 8 pixel) block
correspondi ng to the conventional MPEG conpressing process. D screte cosine
transform ng neans 402 perforns a discrete cosine transform ng process-for
the extracted data and then transformdlthe extracted data into frequency
conponents. Electronic watermark data selecting 21 _ means 407 sel ects

eIectronicm@ﬁﬁgaan@ékﬂétéBabcﬂeéﬁi@%aﬁﬁﬁﬁ%%kdgk@ﬂﬁﬂtBBEQ%uﬂ?B?FEEQ”‘the
el ectronic watermark data table 408(0) and outputs the selected electronic

wat er mar k dat@i 0 QLR TO L pader IRk ke fat e abeddi pgrfEaRs 4 ?'etaable

El ectronic watermark data enbeddi ng nmeans 404 enbeds the selec

el ectroni ¢y @ maydy daldddy the eauensy e%@em%sWatgé%gtggaggﬁggans

405 quantizes the data received from electronic watermar di ng
reans, 404 608 el 406 atolea AR ENLERY Slla AL QU |
e e
e oa AL LGl SRtk Bacd 11 "fhd BOEGLORYY | LR SREREST 1O
Quantizing means 405 gquantizes the data received from
electronic 'w-a.termark data embedding means 404. Encoding means
406 encodes the quantized data and outputs resultant MPEG data
409. )
im v ion
Next, with reference to Fig. 5, the basic structure of an
image inputting apparatus according to a third embodiment of
the present inventionwill be explained. With reference to Fig.
5, the image inputting apparatus comprises imagé pickup means
501, analog—to—digitél converting means 502, transforming
means 503, storing means 507, ideﬁtifiéation data holding means
510, identification data embedding means 509, data selecting
means 508, quantizing means 504, and encoding means 505. Image
pickup means 501 picks up an external image. Analog-to-digital

converting means 502 converts an analog signal of the picked-up

image into digital image data. Transforming m@_énS'SOB

=~

transforms the image data in space domain i_nto_data".“in frequency
domain. Storing means 507 temporarily stores the image data

in frequency domain. Identification data holding means 510



501, anal og-to-digital converting neans 502, transform ng neans 503,
storing neans 507, identification data hol ding neans 510, identification
dat a enbeddi ng nmeans 509, data selecting means 508, quantizing nmeans 504,
and encodi ng neans 505. |Inage pickup nmeans 501 picks up an external imge.
Anal og-to-digital converting neans 502 converts an anal og signal of the

pi cked-up image into digital inage data. Transform ng neans 503
transforns the i mage data in space domgfn-into data in frequency domain.
Storing neans 507 tenporarily stores the inmage data in frequency domain.

| dent i f i cahbadsdadenttalfdicag ivearstsl0 2denboldsakdent dhircaki®r datay

I dentification data enbeddi ng neans 509 enbeds the identification data in

the i mge datasi BoSf sRgEEBCYh ORIt i Hada S %@tﬂanqnn%ﬁ@slégéesgéégtﬁan
out put signal of storing neans 507 or an output signal of identification

data enbeddiregueRansqaefldinQuanitZidy BNty AL IRt 2es L OBge #ﬁ%éﬁt _
b ength

Encodi ng neans 505 encodes the quantized 1mge data into varia

code. Next il 1089 8918 nEhe d %@edrnra&attavr%ﬁq;ﬁp%ﬁaws o@according to

the third enbodi ment of theé present invention explalned | mage

pi ckup nEa@éeﬁQ%f@E%%%o%ﬂd a%ﬁj g%HFgconvertlgiﬁHﬂﬁ' ng nal o {gnal

of the plcked up 1 mage. Anal og-t neans converts the
anal og |nag at.a_and out ) the d| taI i mag

Tr ansf or m ggk&éé%gs‘gﬁg% ogdnaﬁ]go?%%ﬂsnfeornr?sgp% emiorgaegse St%uqrht%?)%%e
domai n 'ntgmaggg%agat§nkg L%% u%&cyl n%h code.

Next, the operation of the image inputting apparatus

according to the third embodiment of the present invention will
be explained. Imagepickupn@ansSOlpdckSLHJanéxternalimage.
and outputs the analog signal of the picked-up image.
Analog-to-digital converting means 502 converts the analog
signal into digital image data and outputs the digital image
data. Transforming means 503 orthogonally transforms the
image datalin space domain into image data in fréquency domain
and outputs the resultant image data. Storing means 507
temporarily stores the image data in frequency domain.
Identification data holding means 510 holds and outputs
identification data. Identification data embedding means 509
embeds the identification data in the image data in frequency
domain and outputs the resultant data. Data selecting means

508 selects an output signal of storing means 507;or an output

signal of identification data embedding means 509-and outputs
the selected signal. The quantizing means 504 quantizes the

image data and outputs the resultant data. The encoding means



~

and outputs the resultant inmage data. Storing neans 507 tenporarily stores
- the image data in frequency donmain. Ildentification data hol ding neans 510
hol ds and outputs identification data. Identification data enbeddi ng neans
509 enbeds the identification data in the inmage data in frequency domain
and outputs the resultant data. Data selecting neans 508 selects an out put
signal of storing neans 507 or an output signal of identification data

embeddi ng neans 509--and outputs the?%elected signal. The quantizing means
504 ‘quanti zes the image data and outputs the resultant data. The encodi ng

nmeans 23 _ 5505ce06Q€e s Hdheuamantiezednbh BOE Hhatiad Hoyarvapi abh enhenathycode
and outputs conpressed i mage data. Third Exanple of Present |nvention Next,

wi th refereaneeocu@phitd. Bmpaddidd igyple@ccording to the third
enbodi ment of the present invention will be explained. Referring to Fig.

6, CCD '”aQE%Eﬁ?E2%_ﬁEELﬁg;%&kgﬁﬂﬂfﬁiuﬁggﬁguPXter”al i mage and outputs the
anal og signal of t pi cked-up 1 mage nal og-to-digital converting unit
e02  converts | Re.@nal,oonst@pal oh ol o LGl 3k, 1AmeE AL 2, ARd AU DULS: 1 the

digital inmage data. Discrete cosine transformng unit ogona

tranSfOr”Etbh%h%”%ﬂﬁfﬁa%%ﬂJ&ﬁ%§ﬁ?c)dg?{_é#%ééﬁ%uf%déhg %9 qﬁy egonaln

Buffer 607 tenporarily stores | mge requency

e oo 8 (L BRGS0
picks up an external image and outputs the analog signal of the
picked-up image. Analog-to-digital converting unit 602
converts the analog signal into digital image data and outputs
the digital image data. )

Discrete cosine transforming unit 603 erthogonally
transforms the image data in space domain into data in frequency
domain. Buffer 607 temporarily stores image data in frequeney
domain. Identification data table 610 holds end outputs
identification data. Identification data embedding unit 609
embeds the identification data in the image data in frequency
domain and outputs the resultanf data.

Selecting unit 608 alternatively selects an output signal
of buffer 607 or an output signal of identification data.
embedding unit 609. When the output signal of buffer 607 is

selected, the original image data is output. When the output

signal of identification data embedding unit 609 is selected,

image data in which the identification data is embedded is

output.

Quantizing unit 604 quantiies image data and outputs the



enbeds the identification data in the inmage data in frequency domain and
outputs the resultant data. Selecting unit 608 alternatively selects an

out put signal of buffer 607 or an output signal of identification data
enbeddi ng unit 609. Wien the output signal of buffer 607 is selected, the
original inmage data is output. Wien the output signal of identification
data enbeddi ng unit 609 is sel ected, '¥age data in which the
identification data is -enbedded is oUtput. Quantizing unit 604 quantizes
i mge data and outputs the 24 quantized inage data. Variable-|ength

encodi ng unitamsobze@ntoaies ddea qualel izddl ¢ negey datendaod vay iwabl te-6@hgt h code
and outputs the resultant MPEG data. The MPEG data is supplied to for
exanpl e a percodad Conptartisedtionage dedi Um paedaddierd endgtiht cosiéchnas an
optical magnetic nmedium, a network processing unit (that transmts the
data to a neivwiks [the)esoltantadbPbc d@eh a MMRCEPECNGatAits gl itdansm ts,
the data to a radio channel). Next, with reference to Fig. 7, an enbeddi ng

met hod of fslendstdnigns iDpdaichal ldorkrtem! ai @Q@ra@@emea@gepgagas%@napace

domain is orthogonally transfornmed into data in frequency domain by

discrete cosifie (uMsh9rdH BPLuBhl e @id HRAUSRGY ma%zeé showg 1N
Fig. 7 1s generated.-Identi?ication data table GIanutputs he © #e

i denti fi cation datigs wi il B FEIUSNE W2 PR U MAD ShaWR &) ) Bh9a fadio
Frequency spectrum 704 is simlar
media processing unit (that transmits the data to a radio
channel) .

Next, with refereﬁce to Fig. 7, an embedding method of
identificationdatawill be explained. When image data in space
domain is orthogonally transformed into data in frequency
domain by discrete cosine transforming unit 603, a frequency
spectrum 701 shown in Fig. 7 is generated. Identification data
table 610 outputs the identification data with a frequency

" spectrum 704 shown in Fig. 7. Frequencyspectrum704 is similar
to the spectrum 701. When adding unit 702 adds frequency
spectrum 704 of the identification data to frequency spectrum
701 of the original image, a frequency spectrum 703 in which
the identification data is embedded is obtained.

To extract the identification data, a subtracting unit
(not shown) extracts frequency spectrum 701 of the original
image from frequency spectrum.703 in which the igéntification
data is embedded and ob£éins frequency spectruﬁf;b4.of the

identification data. Thus, the identification data can be

easily extracted.



to the spectrum 701. When adding unit 702 adds frequency spectrum 704 of

- the identification data to frequency spectrum 701 of the original inage, a
frequency spectrum 703 in which the identification data is enbedded is
obt ai ned. To extract the identification data, a subtracting unit (not
shown) extracts frequency spectrum 701 of the original inmge from
frequency spectrum 703 in which the identification data is enbedded and
obt ai ns frequency spectrum 704 of the 2Pdentification data. Thus, the
identification data can be easily extracted. 25 Fourth Exanple of Present
| nvention W B renc fri 8engibaurth exanpl e according to
the third enbodi nent of the present invention will be explained. Referring

to Fig. 8, CCD inege, Witklpedeyeaeet riRi.cks Upoant BXd &l e bREE Jane
out puts the anal og signal of the picked-up image. Anal og-to-digital

converting i {nh602,i FN¥RbLS:HhBRL a0R! PHeSHIBaENENt AvEhELbAl (i ROE data and
outputs the inmage data. Buffer 807 tenporarily stores the digital imge

GoL2 D Serelp e Lanstor 1y 05 o el SRSt oy moe

oS et oLk PSR {HEathon Sk APLECOIC, las A UMLS of g,

Pdentification datg,in,Lhe I mage data,1gy £f emiensy, Sormiy and oo
converts the analog signal into digital image data and outputs
theimagedété. Buffer 807 temporarily stores thedigital image
data.

Discrete cosine transforming unit 603 orthogonally
transforms image data in space domain into data in frequency
domain and outputs the resultant data. Identification data
table 610 holds and outputs identification data.
Identification data embedding unit 609 embeds the
identification data in the image data in frequehcy domain and
outputs the resultant data. Inverse discrete cosine
transforming unit 811 transformé the image data in frequency
domain into data in space domain and outputs the resultant image
data. The image data in frequency domain may be converted into
the image data in space domain by fast Fourier transforming

method rather than the discrete cosine transforming method.

Selectingunit 808 alternatively selects the__,c_ﬁutput signal

of buffer 807 or the output signal of inverse discrete cosine
transforming unit 811. When the output signal of buffer 807

is selected, the original image data is output. When the output



outputs the resultant data. Inverse discrete cosine transformng unit 811
« transforns the inmage data in frequency domain into data in space domain
and outputs the resultant inage data. The image data in frequency donain
may be converted into the inmage data in space domain by fast Fourier
transform ng nethod rather than the discrete cosine transformng nethod.
Sel ecting unit 808 alternatively selects the output signal of buffer 807
or the output signal of inverse discrefe cosine transforming unit 811.
When the out put signal of buffer 807 is selected, the original inmge data

i's output. éﬂ@ﬁhlfbf(MﬂﬁéﬁsgadLsétQﬂ@|c@ilh@vﬁf§§s§b§ﬁ£§&euﬁ9§'@?1 is
transformng unit 811 is selected, the inmage data in which t

identificatdeandtadd ithe qrﬂm;(éd@féﬂas iQULRUlh %h@cgdhh%l%fi‘%%@%ﬁgd%%fah%

the identification data according to the fourth exanple is the sanme as
that of therdiddby exampl&yithe description thereof is omtted. To extract
the identification data, the discrete cosine transform ng neans

orthogonal |y tragﬁﬂgg¥%ére JﬁﬁﬁhékﬁékﬁghS@§C€h9°?3é€ti 38 %Qe égg e data

in frequency domain ter racting uni racts

spect rum i Ao eh heD, Gen i Skl S feladd ] ta@ﬁ%%ﬁ%‘;?ﬁﬁéd

(Tequency apggbrumel, Ui ddenlil] o fte e crplayed gbove,

wat er mar k d%f €?¥1c5¥“£n data, the discrete cosine transforming means
orthogonally transforms the image data in space domain into the
image data in frequency domain. Thereafter, a subtractingunit
(not shown) subtracts the frequency spectrum of the original
image data from the frequency spectrum in which the
identification data is embedded and obtains the frequency
spectrum of the identification data.

As explained above, according to the present invention,
since both image data with electronic watermark.data and image
data without electronic watermark data can be encoded by one
encoding system rather than two ancoding systems, the hardware
scale can be remarkably reduced.

According to the present invention, even if image data is
illegally copied, it can be identified. This is because
identification data has been embedded in the image«data. Thus,

by detecting the identification data, the route of the illegal

copy can be tracked.
In addition, when identification data is deleted or

destroyed and thereby original image data thereof is illegally




data without electronic watermark data can be encoded by one encoding
systemrather than two encodi ng systens, the hardware scale can be
remar kably reduced. According to the present invention, even if inmage data

is illegally copied, it can be identified. This is because .
identification data has been enbedded in the image data. Thus, by
detecting the identification data, the route of the illegal copy can be
tracked. In addition, when identificaffon-data is deleted or destroyed and
thereby original image data thereof is illegally 27 _ copied, the inage
qual i ty. of cbheetipagedaia geermrakally o feftey iidtajesa tthussnd e npge dat a
can be prevented frombeing illegally forged and copied. Although the

present i ndentir@Brh@ssheenhgBpWhanfagexph el Reeh Betdy JRSRRL riBnd, by node
enbodi ment thereof, it should be understood by those skilled in the art

that the ﬁ@qggghm? g gar iaeus Rfhelg changes, omi ssions, and additions in
the formand detail thereof may be nade therein wi thout departing fromthe

spirit and scopgiholigh RS phleddMeNtihe 2l MAlLdeh Chtlfipddp: 1. AN

i mage data encodi ng system for embedding el ectronic watermark to an
original | guges;pRCh, EATRELEES: cdl SCHELE O3 NGubSATRERE MG LBANS; { OF
di screte-cosine transform ng said original 1nage;
should be understood by those skilled in the art that the
foregoing and various other changes, omissions, and additions

in the form and detail thereof may be made therein without

departing from the spirit and scope of the present invention.

s



.el ectronic watermark data enbeddi ng nmeans for enbedding said electronic
watermark data in the data which has been transforned by said discrete
cosine transform ng nmeans; and data sel ecting nmeans for selecting the

out put signal of said discrete cosine transform ng neans or the out put
signal of said electronic watermark data enbeddi ng neans. 2. The i nmage
data encodi ng systemas set forth in c¢lgaim 1, which further conprises:. a
flip-flop connected to said data sel ecting neans, wherein said data

sel ecting neans selects the output signal of said discrete cosine
transform ng nedibsitorist lvd admtepliti s :si gnal of said el ectronic watermark data
enbeddi ng neans corresponding to information stored in said flip-flop. 3.

The inmage data éncoBhnignsystemhamsolifPeiRtieh € Abibeldi Wi £l o sai f. dat a
sel ecting neans selects the output signal of said discreté cosine

transf or m ng tRBAAS KOWthe tURpUriyianal fagal diel Etea g wat er merk data
enbeddi ng neans corresponding to an external signal. 4. An 1 mage data '

encodi g syst emdfi ic reReodicdd il Gitals 2% miTPUe Jat a&J &isoévﬁﬁedcgi—eéo”s"i“rfd
|

encodi ng manner and outputting the resultant i1 nage data, conp T ses:
an el ect r ORire nWFLSHARIK sekeddiing fRans,fqy,; enbeddi ng el ectronic watermark

data selected froma plurality of types "of electronic watermark data to
said.digital I mage 4abd watermark data embedding means for embedding
said electronic watermark data in the data which has been
transformed by said discrete cosine transforming means; and
data selecting means for selecting the output signal of
said discrete cosine transforming means or the output signal
of said electronic watermark data embedding means.
2. The image data encoding system as set forth in claim
1, which further comprises:
a flip-flop connected to said data selecping means,
wherein said data selecting means selects-the output
signal of said discrete cosine transforming means or the output
signal of said electronic waterﬁark data embedding means

corresponding to information stored in said flip-flop.

3. The image data encoding system as set forth in claim

wherein said data selecting means selects the output
signal of said discrete cosine transforming means or the output
signal of said electronic watermark data embedding means

corresponding to an external signal.

4. An image data encoding system for encoding digital



v

MWherein at | east one of the plurality of types of electronic watermark
 data is predetermned electronic watermark data which does not affect said
digital image data even if enbedded in said digital imge data. 5. The
i mge data encodi ng systemas set forth in claim 4, wherein said
predeterm ned el ectronic watermark data is conposed of other than random
nunbers generated by an al gorithm corrﬁgponding to a normal distribution.
6. The i mage data encodi ng systemas set”forth in claim 4, which further
conprises: transform ng neans for transformng said digital imge data

into frequehtygeodpionet s iedatdqutina) ditediesinaanter daldact®psditdng
el ectronic watermark data enbeddi ng neans; quantizi ng nmeans for quanti’zing

the data inciwhi €bsuBt &6t onh§e Wak €4 MRk i dat aohpsibegn enbedded by said
electronic watermark data enbeddi ng neans; and a vari abl e-1ength encodi ng

neans for encoding OupHiodat avaPérnald SMBBELZHHINERARS tbRt Qrubeddi g
vari abl e-1 ength code. 7. The i mge data encodi ng system as set Fortﬁ in

claim30 61uher&hi ther oredet %rﬁgﬂé%‘géjeglgén%éé g%icgny VLA GRS (9pes

conposed of other than random nu at al gor

correspondidig d 0. @ AOL MBI AL SHRLPHTLQP. B0 80:4MRYG: #3ta;80GRdL0g System
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for encoding digital
wherein at least one of the plurality of types of

electronic watermark data is predetermined electronic
watermark dafa which does not affect said digital image data
even if embedded in said digital image data.

5. The image data encoding system as set forth in claim

wherein said predetermined electronic watermark data is
composed of other than random numbers generated by an algorithm
corresponding to a normal distribution.

6. The image data encoding system as set forth in claim
4, which further comprises:

transforming means for traﬁsforming said digital image
data into frequency components and outputting the resultant
data to said electronic watermark data embedding means;

quantizing means for quantizing the data in which
electronic watermark data has been embedded by said electronic

watermark data embedding means; and

a variable-length encoding means for encoding output data
of said quantizing means into variable-length code.

7. The image data encoding system as set forth in claim



«

d'mage data in a predeterm ned manner and outputting the resultant data,
- conprising: a plurality of electronic watermark data tables having a
plurality of types of electronic waternmark data for identifying said
digital inmage data; an electronic watermark data sel ecting neans for
selecting one of said electronic watermark data tables; and an electronic
wat er mar k data enbeddi ng neans for enbedding the selected type of
el ectronic waternmark data in said digf¥bl- i mge data, wherein at |east one
of said electronic watermark data tables has a predeterm ned el ectronic
wat ermark dgta which does not affect said digital inmage data even if
enbedded in the digital inmage data. 9. The inmage data encodi ng system as

set forth in claimardin Wier ghieadl dhbredel o1 0t it 8 66k ORhCrpaLeEIRI K data
is conposed of other than random nunbers generated by an algorit

. correspon r e ystem
as set forﬁ?ﬂ?’#%é‘gf%"%%r%%h LR n%%.n%?%% A T

for transfyung sl diaigal éﬁg iﬁﬁﬁﬁ fequency conponents and
outputting the resultan data to sai e ectronic waternmark data enbeddi ng

means, a quant'%{ngAHeﬁRﬁg%oha%%a%Hde¥%&rE?é%@ﬁifJ}\gﬁéghlng digital
image data in a predetermined manner and outputting the
resultant data, comprising:

a plufaiity of electronic watermark data tables having a
plurality of types of electronic watermark data for identifying
said digital image data; -

an electronicwatermark data selectingmeans for selecting
one of said electronic watermark data tables; and

an electronic watermark data embedding means for embedding
the selected type of electronic watermark data in said digital
image data, |

wherein at least one of said electronic watermark data
tableshaseapredeterminedelectrenicwatermarkdatawhichdoes‘
not affect said digital image data even if embedded in the
digital image data.

9. The image data encoding system as set forth in claim

wherein said predetermined electronic watermark data is
compoaed of other than random numbers generated by‘—an algorithm

_corresponding to a normal distribution.

10. The image data encoding system as set forth in claim
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electronic watermark data has been enbedded by said electronic watermark
dat a enbeddi ng neans; and a vari abl e-l ength encodi ng neans for encodi ng
output data of said quantizing neans into variable-length code. 11. The

i mge data encodi ng systemas set forth in claim 10, wherein said
predeterm ned el ectronic watermark data is conposed of other than random
nunbers generated by an algorithm corpngsponding to a normal distribution.

_12. An image inputting apparatus, which conprises: inage pickup nmeans
for obtaining an anal og inmage signal; analog-to-digital converting neans
for convertd ng said AnaLRYyi r§gggal obt ai ned by said image pickup means

into inmage ‘dat a; transform ng nmeans for transformng said i nage data into

fhe--data in ”%‘ﬁ’f?@fg?g?ﬁ@ By EbRar RETP el b cRE PR bl iEhobirg

the--data in sai iITsS gquency domal on

for hol f d d
dont 11 cal o QR EC (o THGCHaL SCPRECL AR | e wﬁaﬁaﬁig}?dﬁhﬁgﬁeaHﬂtant

generat ng gale 10 SSESN Ly equency. fommin, and. seleciingormans for
In said second frequeg€¥21ng means for quantizing the data in which
electronic watermark data has been embedded by said electronic
watermark data embedding means; and

a Variable—length encoding means for encoding output data
of said quantizing means into variable-length code.

11. The image data encoding system as set forth in claim
10,

wherein said predetermined electronic watermark data is
composed of other than random numbers generated by an algorithm
corresponding to a normal distribution.

12. An image inputting apparatus, which comprises:

image pickup means for obtaining an analog image signal;

analog-to-digital convertiﬁg means for converting said
analog image signal obtained by said image pickup means into
image data;

transforming means for transforming said image data into

data in first frequency domain;

storing means for temporarily storing the-.data in said

first frequency domain;
identification data holding means for holding

identification data;
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domain and outputting the selected data. 13. The inmmge inputting apparatus
- as set forth in claim 12, wherein said transform ng neans is an orthogonal
transform ng nmeans. 14. The image inputting apparatus as set forth in claim
12," which further conprises: conpressing nmeans for conpressing and encodi ng
t he output signal of said selecting nmeans. 15. An inmage inputting
apparatus, conprising: inmage pickup neans for obtaining an anal og i nage
signal ; analog-to-digital converting n¥ans for converting said anal og
i mge signal obtained by said inage pickup neans into imge data;

transformng nmeaps Ol d aash A6 A4 SAl&h ¢ IBOE. HALA ddHLP todgh% L9k I8
frequency domain; storing neans for tenporarily storing said.. Inage data,;

i dentificatd i : i i i fi.cation_ data; neans
:‘or addi ng Jdth%g ﬁ|:'Lg|£tesflct ﬁ}!%ﬁoér?giabt%agﬁ) &{}ﬁ%c&dﬂ%ar%%q% Jéstg%dh? i Sr%cfo?cﬁ equency

?gcgige?P?é%§¥§%ﬁ¥%gqﬁg§%§14g?ﬁfﬁeggse{;e?$:22¥ogﬁgﬁbn;.the dat a fn sai d
second frequenc%é@%&ﬁhﬂm}Qk%n%a%%riQeiéggingqu%ﬁgr%ﬂgthe data in said

first frequency domain and the data in said second frequency
domain and outputting the selected data.

13. The image inputting apparatus as set forth in claim
12,

wherein said transforming means is an orthogonal
transforming means. )

14. The image inputting apparatus as set forth in claim
12, which further comprises:

compressing means for compressing and encoding the output
signal of said selecting means.

15. An image inputting apparatus, comprising:

image pickup means for obtaining an analog image signal;

analog-to-digital convertiﬁg means for converting said
analog image signal obtained by said image pickup means into
image data;

transforming means for transforming said image data into
data in firsf frequency domain;

storing means for temporarily storing sai@#}mage data;

identification data holding means for holdIhg

identification data;

means for adding the identification data to the data in
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.Selecting neans for selecting either of the output signal of said
* inverse-transform ng neans and the output signal of said storing neans.
16. The inmage inputting apparatus as set forth in claim 15, wherein said
transform ng neans is an orthogonal transform ng neans and said
inverse-transformng neans is an inverse-transform ng neans. 17. The inmage
i nputting apparatus as set forth in claim 15, which further conprises:
conpressi ng neans for conpressing and:@ncoding t he out put signal of said
selecting neans. 'I HS 1Y ~iu
: said first frequency domain and generating data in second
frequency domain;
inverse-transforming means for inversely transforming
- the data in said second frequency domain into data in time
domain; and
selecting means for selecting either of the output signal
of said inverse-transforming means and the output signal of said
storing means.
16. The image inputting apparatus as set forth in claim
15, .
wherein said transforming means is an orthogonal
transforming means and said inverse-transforming means is an
inverse-transforming means.
17. The image inputting apparatus as set forth in claim
15, which further comprises:

compressing means for compressing and encoding the output

signal of said selecting means.
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