10

20

25

REAL-TIME DATA PROTECTION METHOD AND DATA PROTECTION
DEVICE FOR IMPLEMENTING THE SAME  This invention relates to a
data protection method, particularly to a real-time data protection method_
5 As the information industry progresses, computers and the Internet,
through which computer information arelaccessed, have become
indispensable communication tools in our daily lives. This results in
proliferation of hackers who intentionally and maliciously intrude 10 into a
computer system and alter or destroy data or programs in the computer

Systﬁgﬂaﬂibﬁ%&}a%ses Fmal Qr s do.theseliability,gf.cchpriter infarmation.

Various tec ave been proposed to counter that threat. One
conveENiDnal teohnigue Wikzesr sempiter 38Mirewall. Unfortunately,

compuite firewalls have security loophales that may be exploited bya .o
hacker to get'through the computer firewall'and gain access to information

in a gamputer: ranother conveational technigue, nput dataiare 20echod.
manually inspected to determine whether the input data have been
modified *Fhis Bonvenfioiat techiiqut? holever i€ BmeConSuning =¥ Hat s
yet another.conventional technigue, arprogrank calswiates a hash valuefor
each packet of input data 25 using a hash function and stores the input
datadf a stefdgesd6vick 2 HiffereRt Fash valte tafctatéd &t aiafet ffte: °1

indicages, whether, or not the eqrresponding 2 packet.of the input datahas

been modified. The modified input data may be recovered using an

origindl copy'of the Wrput tatepreviouslyistoretdntihe storage deviea Thise

oo el AL D 8 e oo o

viruses @ngddhackershe computer system. Thisposes amajor threat
to the reliability of computer information. Various
technigues have been proposed to counter that threat.

Cne conventional teéchnigue utilizes a computer
firewall. Unfortunately, computer firewalls have
security loopholes that may be exploited by a hacksr
to get through the computer firewall and gain access
to information in a compuler.

In another conventional tTechnigue, input data are
manually inspected to determine whether the input data
have been modified. This conventional technique,
however, is time consuming.

In yet another conventional technigue, a program
calculates a hash value for each packet of input data
using a nhash function and stores the input data in a
storage device. A different hash value calculated at

2 later time indicates whether or not the corresponding



Embodiments of the present invention seek to provide a real-time data
protection method that can overcome the aforesaid drawbacks of the prior
art. Embodiments of the present invention also seek to provide a data
protection device that implements the real-time data protection method.
According to an aspect of the present invention, a real-time data
protection method is implemented by a data protection device coupled to
an input device and a computing device, the real-time data protection
method comprising: A) configuring the data protection device to receive
ippukdatasfronmthe input device; B)Lconfiguringdheidata proteetion devige
to store the input data received in step A); C) configuring the data
profettioR devide?ts sehd RENpatGatd storeddn step'BY ts'the Cohip(ting
device, thecomputing.devicg gepesating sesult data basad:gn theinput.,
data sent thereto by the data protection device; D) configuring the data

protection dsvice 5 reehcthetréstilt data frdntifa campating tevice:E)
configuing the data pratectign devige.to generate testdata thalyi ¢ i on,

correspond to the result data received in step D); F) configuring the data

profection deviteltd comperaahe o3 test data gerferated instéF £5-to the
inputdata stored in step-B);and C3) when it is determined in step F) that

the test data are not identical to the input data, configuring the data
rotection device 3o indicate thslt theoresut datarhaveeheers modifiedcan

Aceording to another aspect;of the present invention..a data, protegtion
evice comprises a comparing unit and a test data-generating unit. The
comparing unins adapied-tebeccespled to amdnpatdevicesandsaek  to
computing 10 - device, and is configured to receive input-data from the
oL deoe , (Fare the oL ma soCeiva i Cray i bend e

input datarte the tcomputingdevige. Adielcomputing device generates

result data t()iased on the ingut dai;ta sent thereto by tqleccqrxqeggg Anit.

The &5t 15 &%%—g‘eoneargtingsﬁr{?i%s ((:Doupife(f t0 tﬁ%sceompérlng unit, is’

adapted tanbe caupled to the-edmputing device, aniig tonfigured tby a

receive the result data from the coréwé)éjti g device, to %erler te test data
[

tHat Corrdspond to e FESUIE GataTakeNEd therdby, At to Sénd the 20
test data genarated dhereby totthe camparing tait. The gomparing-unitis
further configured to receive the test data sent thereto by the test |
dutA YR e RAgrdrit 16 tombale the B5F uafh rettived therRby t6 the ©
input-data stored-thereby, andte ingicate thatthe rasult dptachavedieen;

modified when it is determined thereby that the test data are not identical

16 theifipiit'data  Other feafes andPAdantigedof tHe présent 4 5-0re

the input data received in step A); C) configuring the
data protection device to send the input data stored in
step B} to the computing device, the computing
device generating result data based on the input data
sent thereto by the data protection device; D}
configuring the data protection device to receive the
result data from the computing device ; E) configuring the
data protection device to generate test data that
correspond to the result data received in step D); F)

" configuring the data protection device to compare the
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invention will become apparent in the following detailed description of the
preferred embodiment with reference to the accompanying drawings, of
which: Figure 1 is a circuit block diagram of the pref err d
5embodiment of a data protect ion device according to the present
invention; and  Figures 2 and 3 are flow charts of the preferred
embodiment of a real-time data protectian method according to the
present invention to be implemented 10using the data protection device
shown in Figure lo  Ref erring to Figure 1, the preferred embodiment of

a data protectjon device 3 according to this invention is show (0 inCJ'.,Jciegd
combaTy RIS SHE A e At GERTatng it 35, T5The S s e
unit 3% is eepnected: tosan input-device ias coapeting device:2s and &) that
storage device 5.  The input device 1 may be a computer keyboard, a

compiter mdtise TG Etodicl parfel. TIeEEomPiting device™2 i iRstallett =2

with ap operating. 20 system and:a word. pepcessing-application pragraiha«
24, e.g. , Microsoft Word, which resides in the operating system, and is

connebteditosaidispiy device s PTRE Sterdgé tevice 5 stores therein

first, second, ang.third.executable f nes..each of which bas an attribute; o,
25that is set to hidden.

a data protection device comprises a comparing unit and
a test data-generating unit. The comparing unit is
adapted to be coupled to an input device and a computing
- device, and is configured to receive input data Ifrom
the input device, tostoretheinputdata receivedthereby,
and to send the input data to the computing device. The
computingdevicegeneratesresultdaﬁabasedontheinppt
data sent thereto by the comparing unit. The test
data-generating unit is coupled to the comparing uniﬁ,
is adapted to be coupled to the computing device, and
is configured to recelve the result data from the
computing device, to generate test data that correspond
to the result data received thereby, and to send the
test data generated thereby to the comparing unit. The
comparing unit is further configured to receive the test
data sent thereto by the test data—-generating unit, to
compare the test data received thereby to the input data
stored thereby, and to indicate that the result datsa
have been modified when it is determined thersby that
the test data are not identical to the input data.

Other features and advantages of the present
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The test data-generating unit 32 is connected to the comparing unit 31
and the computing device 2.  The data protection device 3 further
includes a controlling unit 33 connected to and controlling operations of
the comparing unit 31 and the test data-generating unit 32. The
preferred embodiment of a real-time Lpata protection method to be
implemented by the aforementioned data protection device 3 according to
this invention will now be described with further reference to Figures 2 and
3. 10In ste, the comparing unit 31 sets the attributes of the first, second,
and third executable files stored | t levice 5 10 read-anly, A
sdﬁls"é“qrﬁ‘éﬁﬁ? iﬁégﬂsbt% eof?‘rsgt‘,5%1lgcgoltrllgol.?,@‘Etngcg{j;%ﬁldg?)ZC:)acut%lhtﬁeFl |I(§secil{:%%)/l t%gg
cemputing devicecZ, whereby: thefirst] second, 15 randvthird exécutatles
files serve as first, second, at&dﬂ th‘rjrgdna 5p|ic%t'%or1 ~1@rpgljla_ms 21, 22, 23 that
resite ihth8 Bperatig system respectively. - ‘Thstep 52, the comparing
unit 3% reqgi €s Inputdata-tram:the! input devige 4w 20 stepih3s ther rad
comparing unit 31 stores therein the input data received in step 52.
ARSRRHVEIS IR thisStep-thé Triput Bata iy be Storéd i the stérage - ¢
device S, + {n step-94,the comparing unit 31 sends the input data stored

in step 53 to the first application program 21.
Figures 2 and 3 are flow charts of the preferred

empbodiment of a real-time data proteciion method

acoording to the present invention toe be implemented

[te]

using the data protection device shown in Figure 1.

Referring to Figure 1, the preferred embodiment of
a data protection device 3 according to this invention
is shown to include a comparing unit 31 and a test
data~generating unit 3Z.

The comparing unit 31 is connected to an input device
1, a computing device 2, and & storage device 5.

The input device 1 may be a computer keyboard, a
computer mouse, or a touch panel.

The computing device 2 is installedwithan operating
systam, and a word processing application program 24,
e.g., Microsoft Word, which resides in the operating
system, and is connected to a display device 4.

The storage device 5 stores therein first, second,
andthirdexecutablefiles, eachofwhichhasanattribute
that is set to hidden.

The test data-generating unit 32 is connected to the

comparing unit 31 and the computing device 2.
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data sent thereto by the comparing unit 31, generates result data based
on the input data received thereby, and sends the result data to the word
processing application program 24.  The second application program
22 detects the resul.t data .generated by the first application program 21,
and sends the result data detected thereby to the third application
program 23. The third application progrém 23 receives the result 10 data
sent thereto by the second application program 22, and sends the result
data received thereby to the test data-generating unit 32. In step 55,
the test data-generating unit 32 receives the result data sent thereto by
the third ABPIICATGR 15 Program 23, 1N steb 56, the tobt dat-geferatinge
32 geperaies test data thiat correspengd:te the resulbdata.received-instep r o
55. For example, suppose that the first application 20 program 2lisa
Chirfés& irput théthdtf editor (IME Stipposé fultherthat thefinput data ©o5t
received.in step.52 are.in the form of pinyin. The result data generated by
the first appilcatlon program 21 are thus associated with Chinese
characters”éhd Friectest data generatednififiis 255tep aré thus inithé forn t 2
of piB¥i9_, ecdDStep 57, the test data- gepgrat|Q%gnlg%Z sends the test .
data generated in step 56 to the comparlng unit 31.
aforemantioned data vrotection device 3 agcording o
this dinvention will now be described with further

referernce to Figures 2 and 3.

[#3]
et
0]
it

In ep 51, the comparingunit 31 sets the attributes
of the first, second, and third executabie files stored
in the storage device 5 to rzad-only, and subseguantly
installs the first, second, and third executable files
into the computing device 2, whereby the first, second,
and third exscutable files serve as first, second, and
third application programs 21, 22, 23 that reside in
The pperating system, respectively.

In step 52, the comparingunit 21 receives input date
from the input device 1.

In step 53, the comparing unit 21 stores therelin the
input data received in step 52.

Alternatively, in this step, the input data may be

M
1]

stored in the storage devica 5.
In ster 54, the comparing unit 31 sends the input

data steored in step 23 to the first application program

The first applicaticon program 21 recelives the input
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In step 58,comparing unit 31 ccctest data sent thereto in step 57.  in
step 59, the comparing unit 31 compares the test data received in step 58
to the input data stored in step 53.  In step 60, when it is determined in
step 59 that the test data are not identical to the input data, the flow
proceeds to step 61. Otherwise, i.e., itis 10 determined in step 59 that
the test data are identical to the ianft data, the flow proceeds to step 62.
In step 61, the comparing unit 31 indicates that the result data have been
modified, prompts the third application program 23 to discard the result
dgtq_, 15 %er;era\te“sya yvgrgi\ng%messa e, and sends the wgarning message
t5'the thi rd appl'ication prograr 2°3 Thefeafer, the flow gods Badicto” ©
stepsh2.¢  JEhesthirdsapplication program: 23 seatrelsthe display,deviee, 4
to show the warning message sent to the third 20application program: 23 -
by tHe Comparingttinit 3854+ in stép-62, e cbrtpariii Gnit'319RERAfESY
that.the result-data have not been modified, stores the result data received
in step 55 in the storage device 5, and sets an attribute of the result data
stored thereby to 25tiddert: Theteafar theflodlgdes hack toisteps: L ¢
The resyl.tdata stared in fhis sten can be,ysed for dafa recovery when, ,
required in the future. i : S
sendg the result data detected thereby to the =hird

application prograem 23.

The third applicaticn program 23 receives the result
data sent thereto by the second application program 22,
and sends the result data received thereby to the test
37

data-generating uni

[

Inste

2]
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3, the test data—generatingunit 32 recelves

jat]

the result data sent thereto by the third spplication
program 23.

Inst

0

56, thetestdata-generatingunit 3Z generates
test data that correspond to the result data rsesceived
in step 55.

For example, suppose that the first application

the form of pinyin. The result data gensrated by the
first application program 21 are thus associated with
Chinese characters and the test data gsnerated in this
step are thus in the form of pinyin.

In step 57, the test data~generating unit 32 sends

the vest data generated in step 56 to the comparing unit
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8 From the above description, since the comparing unit 31 stores an
original copy of the input. data, based on which the computing device 2
generates the result data, since the test data-generating unit 32 generates
the 5 test data that correspond to the result data, and since the
comparing unit 31 compares the test data to the original, copy of the input
data stored thereby, the data protectiondevice 3 of this invention
determines in real-time whether the result data have been modified. 10
Furthermore, since attributes of the first, second, and third executable files
are set to read-only prior to installation thereof in the computing device 2
by the? comparing unit 31, the first, second, and third executable files are
prevented from bglng;qugfgq&g SCLAIMS: 1. Arealtimedata. . + -
protection method to be implemented by a data protectlon device coupled
to arfinpat dévice &R ascomputing'device! said real-time data protection
smethod comprising;; A),configuring fhe data protecfion device to, .
receive input data from the input device;

data recelved in step 58 to the input data stored in

[13)
e

N

(83

In step €0, when it is determined in step 5% that
the test data are not identical to the input data, the
flow proceeds to step 61. Otherwlise, i.e.
determined in step 59 that the test
to the input data, the flow proceeds to step 62.

In step 61, the comparing unit 31 indicates that the
result data have been modified, prompts the third
application program 23 to discard the result data,
generates a warning message, and sends the warning
message tothe thirdappllicationprogram23. Thereafter,
the flow goes back to step 52,

The thirdapplicationprogram23 controls thedisplay
device 4 to show the warning message sent to the third
application program 23 by the comparing unit 31.

in step 62, the comparing unit 21 indicates thart the

rasult data have not been modified, stores the resulft

N

data received in step 55 In the storage device 5, and
sets an attribute of the result data stored thereby to
hidden., Thereafter, the flow goss back te step 52.

The result data stored in this step can ba used for

dats recovery when reguired in the future.
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B) configuring the data protection device to store the input data received
in step A); 10C) configuring the data protection device to send the input
data stored in step B) to the computing device, the computing device
generating result data based on the input data sent thereto by the data
protect ion device ; 174 configuring the data protection device to receive
15the result data from the computing device;  E) configuring
thedataprotectiondevice to generate test data that correspond to the result
data received in step 0); F) configuring the data protection device to
compare ZOtEe test data generated in step E) to the input data stored in_
step BY: did " © Y Whar'it i detBimined in'sté El that tHE RSt data Gre™
not identicakta the.inpyt data, configuring the data protection devicedo, r,
indicate that the result 25data have been modified 2. The real-time data
prétection et as eramedin €laim3E fartier tdmprisigsult data,
since the test data-generating unit 32 gensratss the
test data that correspond to the result data, and gsince
the comparing unii 31 compares the test data to the
original copy of the input data stored thareby, the data
protection device 3 of this inveniion determines in
reat~-time whether the result data have been modified.
Furthermore, since the attributes of the first,

second, and third executable files are set 1o read-only

pricr to installation thereof in the computing device

o)

by the comparing unit 31, the first, second, and third

+

exaeclutable files are prevented from being modified.

b
I3
=3}



10 H)whenitis determined in step F) that the test data are identical to
the input data, configuring the data protection device to indicate that the
result data have not been modified. 3. The real-time data protection

method as claimed in Claim 2y the dataprotecti on device being fu rther
coupled to a. storage device, wherein step H) includes the sub-steps of:

hl) configuring the data protection device'to store 10the result data

received in step ID) in the storage device; and - h2) configuring the data
protection device to set an attribute of the result data stored in sub-step hl)
to hidden. 154. The real-time data protection method as claimed in claiml,
the dgfg“f‘ﬁ%éct ion device being further coupled to astorage device, .
wherein, instep B).ithe input datavisesstored-incenerefthe-data pretestion: t ed
device and the storage device. 905. The real-time data protection method
as clamhet FRAaiIM L tssdonputitigteiitebeitiytdtpletitd Adispiay-dé\ide,~
whereip step-G).iIncludes thesubssteps of: i) configuring the. data: -+ i on

protection device to prompt the computing device to discard the result
> data;™e (g Confiuring tiecdata protection device to generate a warning

'nessageﬁgpgonfiguxing'theijataiprotection<ﬂ@vica'to recelve
input data from the input device;
| B} configuring the date preotection device to store
the input data received in step Aj;

id C) configuring the data protection device to send
the input data stored in step B) to the computing device,
the computing device generating result data based on
the input datasent theretobythedataprotectiondevice;

Dy configuring thedataprotection device to receive
15 the result data from the computing device;
El configuringthedatapreotectiondevicetogenerate
test data that correspond to the result data recelived
in step D);
Fi configuring the data protection device to compars

20 the test data gensrated in step E) to the input dats
stored in step B); and

G} when it 1s detsrmined in step ) that fThe test
data are not identical to the input data, configuring
the data protection device to indicate that the result

25 data have been modified.

3]

The real-time data protection method as claimed in

Claim 1, further comprising:
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g3) configuring the data protection device to send the warning message
generated in sub-step g2) to the computing device, the computing device
controlling the display device to show the warning message sent thereto
by the data protection device. 6. The real-time data protection method as
claimed in Claim 1, the data protection device being further coupled to a
storage device, said real-time data EJr%tection method further comprising:
I) configuring the data protection device to set an 10attribute of an
executable file stored in the storage device to read-only; and  J)
configuring the data protection device to.install the exec taame ile i the
computing'd&vics “théreby permitting Cf{wel go%bﬁt?ng?ée\#ée fo ééﬁer}%%éq
thearesult-datadénthe-real-time datai protection methodragiclaimeddnthe
Claim 1, the data protecti on devi ce being furtQ r c;moupglled loa sitora%g B
dEViEs, Baid raalfime §&4 prétection ethod Turfher corprising:-20h~ =
configuringthe data protection device to set an attribute of an executable
file stored in the storage device to read-only; and  J) configuring the data
protedtioh devite &6 MatalFthe éxeeutble fild iftothe Cofputiiy diice,”

therehy permitting the computing device to send. the result data generated

thereby to the data protection device. 8. The real-time data protection

method as'claiped irdevice, wherein step H) includes the
sub-steps of:

1) configuring the data protection device to store
the result data receivedinstep D) inthe storagedevice;
and

hZ) configuring the data protechtlon device to sel
an attribute of the result data stored in sub-step hl)
¢ hidden. 7
4. The real~time data protection method as claimed in
Claiml,thedataproteétiondevicebeingfurthercoupled
to astorage device, wherein, in step B), the input data
is stored in one of the data protection device and the
storage device.
5. The real-time data protection method as claimed in
Claim l, the computing device being coupled to a display
device, wherein step G} includes the sub-steps of:

gl) configuring the data protectiondevice toprompt
the computing device to discard the result data;

g2) configuring the data protection device to
generate a warning message; and

g3) configuring the data protection device to send



12 Claim], the result data generated by the computing device being
associated with Chinese characters, wherein the test data generated

instep Ej are in the form of pinyin. 9. A data protection device, comprising:

a comparing unit adapted to be coupled to an input device and a

computing device, and configured to receive input data from the input
device, to store the input data receivedl’tﬁereby, and to send the input data
to the computing device, the computing device generating 10result data
based on the input data sent thereto by said comparing unit; and  a test
data-generating un it coupled to saidﬁcor‘gparin, uQit,bagapted to he
coupiedto'thé Contbuling Hetice’ aha ‘cohfigured (5 feceve the result data ©
from then}s computing:devicerto generate test data thateorrespond 10 the «
result data received thereby, and to send the test data generated thereby

to saftfcomparing Uhit® = wherdth safd Lomparifigtmitis $arther - Lhersro
configured;to receive the test data.sent thergto by said test 20
data-generating unit, to compare the test data received thereby to the

input datd Bforedaherebycafid 16 indiedte thatthetesdledatechave bees 11
modified when its determined thereby, that the et data.arenot jdential .
to the input data. 2510. The data protettion device as claimed in Claim 9,
wherein saidscomparngianit issfurther cornfigared-torstorésthe resultdataion

Vlece%%%R%gaygggker comprising:

10

20
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I} configuring the data protection device to set an
attribute of an executable file stored in the storage
device to read-only; and

J) configuring the dataprotection device to install

the executable file into the computing device, theraby
permitting the computing device to generate the result
data.
f. The real—-time data protection method as claimed in
Claiml, thedataprotectiondevicebeingfurther coupled
Lo a storage device, sald rezl-time data protectioen
mefhod further comprising:

I} configuring‘the data protection device to set an
attribute of an sxecutable file stecred in the storage
device to read-only; and

J) configuring the data protectiondevice toinstall
the executable filé into the computing device, thereby
permitting the compﬁting device to send the result data
generated thereby to the data protection device.

8. The real-time data protection method as claimed in
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13 data-generating uni.. t from the computing device when it is determined
thereby that the test data are identical to the input data. 11. The data
protection device as claimed in Claim 9, wherein said comparing unit is
further configured to generate a warning message, and to send the
warning message generated thereby to the computing device when it is
determined thereby that the test dat &re not identical to the input data,
the computing device 10controlling a display device to show thewarning
message sent to the computing device by said comparing unit. 12. The
data protection device as claimed in Claim 9, wherein said comparing unit
i YOG CorTiguTeE 18 prommpt (e COmpUE device 16 dfetard the T8diE
data {bwhensit isidaterminedrtherghy:that the:test-data are.not identical to
the input data. 13. The data protection device as claimed in Claim 9, the
reslt tata gertafettysthe Eotipiltify devite Betif assodidted ity - -
Chinege gharacters -whereinthedest-20data generated by said test
data-generating unit are in the form of pinyin.

a comparing unit adapted to be coupled to an input

device and a computingdevice, and configured to receive
input data from the input device. to store the input
data received thereby, and toc send the input data to
the computing device, the computing device generating
result data based on the input data sent thereto by sald
comparing unit; and
atestdata-generatingunitcoupledtosaildcomparing
unit, adapted to be coupled to the ceomputing device,
and configured to receive the result data from the
computing device, to generate test data that correspond
to the resﬁlt data recelved thereby, and to send the
test data generated thereby to said comparing unit;
wherein said comparing unit is further configured
to receilve the test data sent thereto by said test
data-generating unit, to compare thetest,data19céived
thereby to the input data stored thereby, and to indicate
that the result data have been modified -when it is
determined thereby that the test data are not identical
to the input data.
106. The data protection device as claimed in Claim 9,
wherein said comparing unit is further configured to

store the result data recelvéd by said test
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ABSTRACT REAL-TIME DATA PROTECTION METHOD AND DATA
PROTECTION DEVICE FOR IMPLEMENTING THE SAME A real-time
data protection method includes: receiving input data from an input device
(2); storing the input data; sending the input data to a computing device
(2), thereby permitting the computing device (2) to generate result data
based on the innut data; receiving the feult data from the computing
device (2); generating test data that correspond to the result data;
comparing the test data to the input data; and when it is determined that
the test data are not identical.to the inp Hjata indicajinﬁ tglagghe reﬁ?ult
a

data habe BaenThodified. A data’protection deviee (3) thatimplements the =

real-time;dataprotectiontaethed isralso diselosest: Figure kisssuggestedal

for publication.
to the input data.
11. The data protection device as claimed in Claim 9;
wherein sald comparing unit is further configured to
generate & warning message, and to send the warning
message generated thereby to the computing device when
it is determined thereby that the test data are noct
identical to the input data, the computing device
controlling adisplay device to show the warning message
sent to the computing device by sald comparing unit.
12. The data protection device as claimed in Claim 9,
wherein said comparing unit is further configured to
prompt the computing device to discard the result data
when it 1is determined thereby that the test data are
not identical to the input data.
13. The data protection device as claimed in Claim 9,
the result data generated by the computing device belng
associated with Chinese characters, wherein the test
data generated by said fest data~generating unit are

in the form ¢f pinyin.



