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WO 2004/ 089017 PCT/ KR2004/ 000739 MOBI LE COVMUNI CATI ON
TERM NAL HAVI NG A FUNCTI ON OF READI NG OQUT | NFORMATI ON

WO ROMOSONTACTLESS TYPE COVMUNI CATI ON TAG AND RMEITK@Z004/000739
FOR PROVI DI NG | NFORVATI ON OF WHETHER AN ARTICLE IS
"GENU NE OR NOT 5 Technical Field The present
invention relates to a nobile communi cati on term nal

MOBAVE (OMMUYICAEIQN TRRMINAL HAVING# FUNGTION &F BEAPING OUT

BEORBATIA PO CORTACRE SR RS e REIGM TAG AND

VERIoD EG‘F@PR \ﬁmnetmptgfmrmow Wﬁéﬁnﬁﬁm ICLE IS

product by reading out and displaying infornmation o
tag that is attached ‘tGENUNE®DR NOTvar i ous brands and
provi des informati on about the product, and a method
of providing genui ne product authentication service,
TechhﬁaV‘Plr—ﬁ@ i nformation about the genui neness of a
is provided to a user by decrypting
| ﬁ%@rm&senhlnyenmmdrelatea to agnabd:le oampuuricatipr tegminal having a tag

read (Bt waahod etfrovidine ginide PagkichautbeRRas e, service, and
more";'?elrtéﬂaﬁ?%%mo@ilé ‘E;bﬁﬁﬁuﬁ@ém f4RindIhat ﬂ%Rééﬁ é:&da“s% ible to

product 1nformation and carrying out purchasin
detergmel&hergaaglea:aass bfa psddiert dytregdingaaut keesl @Bplaymgcmfdrmatlon of a

tag i i ARe e B SRR iR OUR buands ShdProiied M RatEaBout the
prodd(ﬁ,gaﬁ@ arrﬁéﬂ% df'ﬁbvnﬂﬁ‘@d@rﬁﬂﬁe bFHdUc'F%htHTéhtlbgﬁ@ﬁ @éﬂné@ in which

ag. However, since these technlgues
mforrnam ahoubiﬂw@rgﬁnmermsoff a predyehisiprevided tofa tasq:rrlmhmryptmg

inforr il St . 456 AR Rlegh G 8 ARt led yoifhation.

Backgfitdeaftei ting the information or manipul ating
recording of the information. As another conventi onal

agppaaese Lris-epen PatemtPuhlisatieaiNasn Heb 1422057 48%5and Heisl4-209692

discl%%ﬂ@%%%a#ﬁg%h%@g%? rg&fﬁ%‘f&rﬁghg&ﬁg@%q %fepurchasmg and

good§ananagsrasat dfztusmg aita thmhasselécttﬁbauw%tdwéd Rh@@8L the product
information electrically recorded on contacti ess

mforra@mmnsa@cmﬂvet%gomr@m@%ﬂqrblraa mﬂ@@ssmﬁag@ﬁ@nﬂi a portable tag
read%attﬁé)taﬁ‘ dﬁ’t W%&ﬁt lle%ﬁrcfb% R ke | t|é§ thPlowever since these

ter ne rmnes the genul nenes

techm@msedotmdlcogc@hOdhtetmmHﬁm‘oélthe genumEnbb§ 03@ product, recording or
networ k-type systens, a tag reader shoul d be
readlﬁarqif"af@(rma aniis vepevylaerable anddhete spa nossibilits of seuntsrfeiting the

Rpgenent dat abase
infor D B R o A ot - o
déiscanother tcoavgstionaheppssadhi, KorpandRatent E’ublllcatlon No. 2002-85144
and Japanese Laid-open Patent Publication Nos. Hei 13-354310 and Hei 13-341810

disclose network-type genuineness determining systems that read out product

information electrically recorded on a contactless communication tag, refers to a
product management database via a communication network like the Internet, and
determines the genuineness of a corresponding product. However, to use the
network-type systems, a tag reader should be manufactured in the form of a desktop, in
the case of exchanging data With the product management database via wired

communication network. As a result, to determine the genuineness of a product, a
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WO 2004/ 089017 PCT/ KR2004/ 000739 visit to a specified

pl ace shoul d be made. Al so, in the case of exchangi ng
wa@l2a10a/0880th t he product managenent dat abase vi BCT/KR2004/000739

wi rel ess comruni cati on network, as the size of a tag

reader increases, the tag reader becones unhandy to

carry, a _cost price of the tag reader increases, and

visit fp arsfasdiad; plaggoshauld bet madas e Ao, dn the elasesof exchanging data with

o QPGSR FEARESJH FY4€ Ar h 8rk o tr oo
a tagresaderdhoreades nthehtagl wraep begorRskimiandy RC6afrfi€a cost price of the

genui neness of a product is onl deternmned in a
tag rapdey; incEapsssaged atwr@@rﬁnm@m@%oaﬁh@ Heemf adwirelesaragsomunication
] ri : as her
notwgf €955 Sherthe B Rade? 2 8560 Mipa/g, B M tise of the tag reader

mandfabturedtinotheNasm of @ tesktd@; sihdd4dheageniinbndss b#&PpPoduct is only
di sclgse techniques in which a tag reader determ nes

determiped dn & srerdied pfacy. froaeryingpeseatitheypmeuch cetnet be determined

priorit@kl%cf%iirﬁ‘ electrically recorded on a contactless
. CO nicati'on tag and conparing the read information

wAdwanmmbecenventdﬂtadzabprquh?Ua?am&&geaida@péiﬁ%t@ft Publication Nos.
. cture, r oduc nufacture brand nane,

Hei 322%33 ntand j’t‘%rﬂgr}f# t lﬁﬁ?lpsea feFoaiaues diss vhighi enfag reader
detergrﬁl]ﬁles 'HZe ?éﬁM?n%Hé%é/ o?b?{artsguét% Fé%rdﬁﬂg{;gvt'\;g@pgfe iné(?@&%}gﬁ]electrically

ype aut henti I on device
recordedtdrea aoataaiidsstoppemayisbtion tad ahd reompatringatd@cidad information with

i ncreases because the tag reader should previously
refergs 491 (@ RIRSUGE BUEET i dalerlimenUIRGlure, @ Pjodiidterufacture brand
r : e ,
namé R8nagémeRt h!ﬁ?or&@tgfor 8A98" a pkS@ldt g%%&ﬁ%%ﬁ')gtﬁ?{e Léu?rtevg%usly stored

genui neness of a’product and provi
thereirhe Heweverdstieh @nrafflinertypa autfentication dediceestiiVes thegsioblem of the

T e ———
previelsIPr stord &, tHeipPod i@ M RIMHIBBA! f&?&/é{fﬁ?ﬂu@l’?' %Aﬁltso, 4Since the tag

consi ders a position of product dist ors,
readerdiselimieierminesribe renuingnesd fta pradeichaad proviles ontyhagesult of the

sof SRRYFHARAEL s Bk FRES Mieul R BUbSSTe bty pthontcatin
procédille rAR{ sliaBility RF AHE Guthetica8vh Yorbebd@e ﬁqwnilﬁsot?er words, this

cannot be the subject of genuineness .25 determ nation
conveitigned dag readgropmitdopsidsrs al pesiign of produnitdistribatprs, but does not

d houl d. Al b .
meet! TN et REEH G, 3t P 5 Batengh trg roader has
probleie thad new BRIARIE thdtr S @ dibribRta vabr @gfbeﬁ?i@kbf«‘%é 9ad reader or

counterfeit product. To solve such pro , Korean
produysis eff PawiV ciginash ceMpanies- ®3pnet Ber dn subject t9f genuineness

cterWiBlor SR Fifiausd 50 Ae 107 ARBIAG 9L LEBRR shoui be
updageinui nepgss thietabole ongefiion 4t epprdedhds'dd WBE cBnsider a case where
contactl ess conmuni cation tag in which product

the tagyp siatagheshiram hersadue andpritarhed toa sewntededmoduct: ag
[ﬁgdgélxglﬁgquﬁﬂégﬁ[%;%iggﬁ TR PALHEN FERIP 'S 89216, Korean

Utility Model Registration No. 252202, and Japanese Laid-open Patent Publication No.
Hei 12-251164 disclose genuineness determining devices that include a contactless
communication tag in which product information attached to a product is stored and a

tag reader. The genuineness determining devices prevent the reuse of a tag by
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WO 2004/ 089017 PCT/ KR2004/ 000739 destroyi ng an
antenna if the tag is detached fromthe product.
wolonewga017 appl i cati on of these conventional PCT/KR2004/000739
genui neness determ ning devices is limted to special
products such as bottling products and a proactive
measure nmay be taken to prevent physical destroy of
destrioying am anmnig if hentag istdetached frem theiprodest r dlawdevesy application of

s B A BB et e A o b gt s

as bdtfiing sresiueands rﬂﬁb@ﬁk/é‘”#feb@ﬁidﬁmayfﬁeﬁfék@ﬁttbﬁ%r%i(/?ﬁéﬂ“&nysical destroy

I nvention The present invention provides a
of the dagrunflsas seettberipadiself fisdestiryad, iaventrpaputasturees cannot read tag

t e t. | ngness, of pyoduct decryptin .
readﬁﬁf oﬁ'%oﬁ%@%@%éd%fr i ath?on a%ct e@iﬁ%oﬁqﬁ}%&calp?quatlon for
custdragr-angntedtragiketing. t he decrypted information. The

present invention also provides a nethod of providing
genui ne product authentication service in which

canf ' ahout the genui nenes of a product is
Dlscléggr%ré%hbﬁﬂv%m? er by decrypting information stored in

a Tireg prssbne UhvaHtionngrovities 4 melsiy ¥etneslinicatyimesrnfifal that makes it
According to one aspect of the present invention

possibi i@ deierpiies ffer geRUINGHPSE Of adRdHEchY dearypéingilntormation received
v, [ .
rom g8 RS b B 185 RSN 6E) B PR i on,
i NtHeu gessentf invehtiors catseinprovitiesna unethodwot @Wrowdirg) g8alibhe product
exchanges data with the contactless 20 comruni cati on ]
authenficalinl §pmvigee 13| WhisBnipdormalione ebpeh ihe cgerwnenes of a product is
aont . . _ c nicat | _
ooV 8 Eabr, 69 TSR Mol SEEEN 58 BYTAARL bfputing e
decryptedinformatimmagenent server via a wrel ess
conmuni.cati on network storing, unit in which at

| e¥L0rdRe t@n@??pﬁq&?ﬁt i@éa_h?é?rﬁ?_%@ inYepHamt fhswe df gorovided a mobile
commbiRic8fon aterﬁﬁﬁ?%%bpnréé%h{es Wo?MaﬂSﬁrYé’éeﬁvg@;g’o% a contactless

received fromthe contactless comunication t
comrbasiedtiom dagr ypt The kmpbile! apetnumtatiomt iterminaht incdudes a first

oG SISELSOHRHAD Shor bt AL LN prctos
com|’hﬂﬁic_aﬁ(9r'i‘tf%a%fgtt | 5P \Wél@é,élzc%h@é‘ 4 3gowP l*é?fu%ﬂa%ro%g contactless

readi ng unit, which requests product infornation
commueicetion éag,| eesecashoommesmidasionturdt, suhicic tradsmiis alata to and receives
oduct and reads the . product.informtion recei.ved

data i, #etdige: BETPgEt TP LAl gn MIElEssaRamiptnigalin network, a

storirdP uhiti fn WHIEH tat OlebBUbRet BfcryBiich Ke9drthtedN 6@t are stored, a
ccordi ng to another aspect of the present invention,

decryptioneunit whiokidestyrts rata seceived franagha goptastiess communication tag
sl SR B A b RSS9 0 enyon e

related information by encryption key specifying information received from the

contactless communication tag, an information reading unit, which requests product
information to the contactless communication tag attached to a product and reads the
product information received from the contactless communication tag, and an output
unit, which outputs the read product information.

According to another aspect of the present invention, there is provided a method

of managing product authentication service in a product authentication service
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managenent server that comruni cates with a subscri ber
server of a nobile comunication conpany via a
wmeimosdo1and can conmuni cate with a nobile PCT/KR2004/000739
comuni cation termnal via a nobile conmunication
network. The nmethod involves receiving reading detail
information including a product identification nunber
manageinghle ds&Bven f@abhccpmamwmatmowdht &g subscobee semedr aokl a mobile
a rea tifi igQn n r as ned to the nobile
comByhEafith o EPEIbAY, Fhaf mEdREn THD HiATe. RURMHNGAE! ith” a moble
comrhahkfbﬂ@rh teAlaN Yid %emowbsﬁmr‘ﬁﬁhro‘éﬁbﬁ SethBA! Mh@method involves
subscri ber informati on based on an identification
receivingbeadistg detadl infaymasionoinaludingaa ipsadudridentificationl migeber assigned

e ma receiving the .
to edglBgePron WeElsode Rl 2 YeaBBt inebaRcela BumBer assigned to
the nésISIRE caEmRIRL RO teRBINa® frons tHRbbIBBBARABAIEation terminal, asking the
information including subscriber classification

substribefr saiveinaHiy of sHbacrtheriinfoonation based am any identificaion number of

e BRSRE, b UREBHL RS LTIy 5, rioaton and

recerO t g sulpsutibee TRformaltioh oFdrat thensufsori@ep ®epeer! @rédting and storing
ormation output request that is input from an

custqmerémmagemntdgform@tronBnpl@rdrngegumqﬂhe@rplaﬁsrfrqaéron information and

prod%tgfgflfj%r at &1 :{drﬁ a O%r\sg%%e% o‘?ﬁ@{:ear%ﬂgg?%&?ﬂgh%?matron and the

subspiilgsrenifarimation] oand Fréadidy | Ahdisbuiluttingd Benfdustsbi Omanagement
of a contactless conmmuni cation tag according to 20

mformﬁaowraagemonaw@n@n dformaiion QUF@JtJGG'é%rﬁS@I & iy from an external
devrde' agram of a configuration of a nmobile communication
térm nal according to the present invention; FIG 4A
| I I ustrates exerrpl ary encryption keys accordr ng to a
, rd errbo i.me o_f an encryption/decryption unit
Brref C” h "' trates exenplary encryption keys

dj h .
2?@%& P%n%decryptc?o%;zﬂl ﬁ'ﬁé;d%n&%fu&l% b 'rtb? ugtf uthelﬂtrcfa{tron system

accordihg & thet pregeat jpvedtion; i nf or mati on read- out procedure

| he . bi.l e co ni catign term pal accordr n
p?éf;%e?t'"lﬁr?é%% ANTBES o G1a GO PEles-cammuNatioBytag pocording fo
the p?e Infighi on procedure between a tag and 30 the

e conmuni cation terminal; FIG 7 is a flowhart
|IHIGst Bati$ ng mhamailentblmdtrd)agmceﬂuae coefiforatied of a mobile

bet ) i ti #1 and
comEHERER LRIRA BN 4F the Biespat PN 20041 089017

PETGKBRGRGRUAEE 3emplary encryption keys according to a third embodiment of

an encryption/decryption unit 210;

FIG. 4B illustrates exemplary encryption keys according to an eighth
embodiment of the encryption/decryption unit 210;

FIG. 5 is a flowchart illustrating a product information read-out procedure in the
mobile communication terminal according to the present invention;

FIG. 6 is a flowchart illustrating a communication procedure between a tag and
the mobile communication terminal;

FIG. 7 is a flowchart illustrating an authentication proCedure performed between

a mobile communication terminal #1 and a mobile communication terminal #2,
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according to an enbodi ment of the present invention;

and FIG 8 is a flowhart illustrating a nethod of
w@eaniogiony genui ne product authenticati on serRCTER2004/000739

according to a preferred enbodi nent of the present

invention. 5 Best node for carrying out the Invention

Herei nafter, preferred enbodinents of a nobile

accoabngﬁmaaaﬁmmdlmnﬁpﬁme peasientinvantiony anchd functi on and

B A A T

authé‘ﬁtﬁjé’tlbh%mae @%b@#dmg\/td a prefepeansibddiniett of #id pEXRMt invention.

drawings. 10 FIG 1 is a view for explaining

operations according to the present invention.

&e comuni cation termnals
20-1 and 20-2 according to

t n%r@imt ptdwmaa leirnbcsdaménwbp@rmbbw cOmre@nitatén @seninal having
comuni cation tags 10- 1, 2, and 10-3 and displ ay

a tag rrad &awtlpnmdmtm@thodmfeprqa@m@an@w peaduehiasdherdieation service

accobﬁﬂ@ ti)?fé‘ljelg sdeﬁt] @2&&’[?09} ﬁ\fllﬁé}% ?%%?r%é%f ﬁ%gi@[] gﬁfﬁs reference to the

attacheddraiingsl i quor, agriculture products & |ivestock
goods, drugs & nedications, electronics, machinery,
eE\A@ dgya wamfomxmglm%gpgraélans acesings to thenprespahinvention.
F?é‘fﬁ?r{%geﬁ)er: (':‘-f } Cﬁ{o%ﬁeac@%%gﬁfégﬁgn tSnihAg He?\ﬁra& a tag read function

Securities,

20- 1|amr2mat admrdlr@t@ théhpremnt davérdipm eoamanunformiation of contactless
tags 10-1, 10- and 10-3 are square-shaped 20 and

commHnwafan mpéoﬂasg?'\?e %ﬂé’g§0 N gisplgy dhe gadainfpapation.  The

conté‘& s@bdo‘?ﬁm Elcgf ?IJrQagﬁ g0 10- ? agnd 989€ Le %ftgcf?%&’\fb @Eﬂpus products
el n rfobi communi cat’i on

suchZQS ]cI@tthZO‘eéltwéaTd|Ieratdealp$od1mts niiqudre agwibultwre products & livestock

o T T AL b G, A, S0, o

repott8] %Hﬁﬁéél&ﬁ‘ iR, e |8z§‘t§g Stgfk%s ;&‘ tthé”ué&%f”?é%lh'tl@s money,
communi cation term na -1 an -2 by approachi ng
mar@l@le s2buritids, lagddowoutant documents: mi nal s 20-1 and 20-2

roduct I n ot her n i ndi vi I
L o 20hEcTass LeBimiucaBi e 0 baTe-2, rﬂ'}ﬁjaﬂ8£ ayp Sauare-shaped
and thadfiPh-tybd 95 QiddgsaE8ER of Whichtead Qﬁ\ﬁdtﬁrbr{ h%f 10 — 18mm.
genui n€, a genui né product code 7' is disp aye
di'ag eqadam are pfowvidhed withi haing btﬂih.lnltbatm@bllet eommmmlcahon terminals
vi dual

20-1 ZRC20080 e @ik B8 MG o BRI imlhRetBR deiiggls 20-1 and 20-2

can dédtetiimel tﬁétd%ﬁhlﬁéﬁe%g df e 5raRl HRREALSRT E)l%ldhcpantlonadlsplayed ona
counterfeit warning nessage (e.g., "Error" or

displpy emétadrthe maebileceommunicaiiondprmimata 29t andmé’oe%@ycﬁpptrhachmg their

mobifs BT SA erBids -4 b 2218 ol 08 » P o orcs, when an
lndlvm@PéKgg%ch@s fid @oBlIéE cOmmMiYEicH MR the tag of a foreign liquor, if
004/ 000739 reading. For exanple, if an

the fpreigry ligies is ggnuined e genwiae producisare &7 desiapiayed poithe display unit
of the mobile communication terminal. Also, when an individual approaches his

mobile communication terminal to the tag of a leather purse, if the leather purse is a
counterfeit product, a counterfeit warning message (e.g., “Error’ or a predetermined
certain sound) is output instead of the genuine product code ‘9. On the other hand, a

sound such as a beep sound or a voice message can be output according to a result of
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termnal repetitively outputs a short pul se tone a
nunber of tinmes. |If a product code is successfully

WO e@d/ 08902 nobi | e comuni cation term nal out puPGI/KR2004/000739
short readi ng sound while displaying the read product
code in an output unit. Also, the nobile 5

comruni cation term nal Y out put the read product
readipgde fRrxeyampley E @i Hegible t@%els getagled, Hheidnelile communication

om0 RN sp SR BB Sy LB B et cove s

succésgfally ryad,Fivet Fvbile acdmhumc@ﬁﬁn termmed cagpltea shbﬁd#éétimg sound
code. In this case, a color code that only shoul d be

whilergfiglaying dhejefaacheprogield fodei dnpannostputnunie  Also, the mobile

com%ﬁlglc%éﬁgx?rgﬂﬁn?[ﬁw 5utg Qﬁm@t F’(%e]cg §§°%?CF 88@?%%(?8 ‘t)rij| Ir\(/‘:’oice If the
prodimt’codenbilimites! tord nﬁfnb@f' ﬁhepimd)lam cbfysudh \)dl@éltia’@m fdtila@e and can

di odes (LED) havi ng, for exanmpl e
be stasedris memnnyi MayYinG & IR re@RRCitkol BHrtb@rdea qqlprca%ré ke used as the
prod3 S51d PERS BASE, 8lck KBS Bl ol i§peEg i @ genuine

prodlm*t i8 ;h'a'ded dg thg tagtaIWhedgpraducter Mive tees eeegierusady the color code
redet ermi ned col or ttern. 15 Al so, product codes
from dhe 3@ @nerdisaleys %f%ﬁﬁé&aam Py censbmlag anipit alra phisality of light
a t
emlttf@bﬁlbﬁgs ‘Egg@pbg@bf gg dé)%rrﬁBI? %Eﬁrﬁi B éé)(l)ér}]‘émr%&@g@f‘n% to the read
colort e:onhenal InTlcaser oﬂudeterctldgs pmmmt ictl lan dllegxb&yetdgpnthe mobile

f th bi t ter
comBaRIogUS AaTTIBBb ARPToSH B SRHTIBHOR 140 . potk 150 Bydautputiing an

error‘i’ﬁ‘@sééfge%sgﬁ@%frﬁ’éﬂé‘tre‘%i & 661 emndustry, a brand,

and a“product nane. T Ie t at product i nfor mati on

cHsesproddchgodes am:heaujemladi;d wlisplayers on dherdisplay uné of the mobile

are. provided ag:attac oducts | f. the )
comriusigfiSh ¢eistinat & FTEIG aRBRtRMes B oppoie feadlaof the mobile

comrh@nie8Ee BrhAhaly dhePhduast éotey Qétiué?lftlaﬂ Btsﬁﬁa\yeﬁ%n the dlsplay unit

exanpl e, a nobile communication erm nal ing a
of the emdbtleu@ommlmnlcatmp;bermnaledomespm‘rcbtcgrp@dtmtonfdnmatmg Iacludlng at

ta ttac t heret,o ac tg th sent
leastiGpf? SENGEFFS: SdVB LM R0 A ANoRS Z5Profysy name.  Tables
that p?raauéﬁﬁﬂﬁmainantda;aﬂesbbhémgrt@@a@h df?pr@éiué th%@ﬁs wﬁttéh %Qfe provided
based on itenms of a product type tab at iIs

to tag-attechedpredudiaxt If thtag remptes s pabio astag; gmlw%ty @ft product codes

R T B T T R ———

termihbERaVRIg @ R@ndadafmctioh!ie apsroachednet kekignall @or havm a ta
rint edgl n thgc::Jl product. Next, data 0017’ (gna i g 9

attached fhetrip ea¢raidiagt fonéhe mresent] @veahpn,eaofgﬁt zhsnlmd product code

7501 BEAEEE 1h L oI RIE0S AR e B o proc

type tablé eaipisoghectirst Tige mokekis da@an‘omx ahatois d@pmyéaleﬁ predetermined
20-1 and 20-2 according to the present
time jndewatisoan resaunizetigd 4 bEonamerRidhis awd@@h ig Mademine’ based on

itend Bf gr H%ﬁwdoﬁ‘arlhgatgbfégth%‘?ﬁ?'alnﬁtﬁe‘?atgbfer 8%{9gemt@]% E)r%dﬁct Next, data

gendi
‘0017 dlsplayed at predetermined time intervals can recognize that this product is

‘Aged 17 years’ based on items of an aging year table that is yet another table printed
in the product.
The mobile communication terminals 20-1 and 20-2 according to the present
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product authentication service managenent server 40
(hereinafter, referred to as a service nmanagenent
W@ 200¢/089040) via a nobil e comruni cati on networ KPCT/R&2004/000739
information reading details include a product
i dentification nunber assigned to each product whose 5
tag is to be read and a reader identification nunber
inveniion gaadtrapsmicinfeamation reasing dejaitsnraadafromnthe tag to a genuine

prodfd; Sf@ripaion sBled Tauaditie G rBEE AE fonEitat: reforred to as 2

servide hidnaddgmhont @i/ on4Guas aamoBild Y:@ﬁmfmmbé‘%ﬁihéﬁuorﬂ The information
manuf acturer, a brand, a product name, a grade,

readingdistaiiminglude @ psadust idernsdisatien numhestassigned to each product whose

g 302 A8 P e RAREHIa D, iR ot tne mobie

comréighigiation tBdminaR) 208 smd ebasi Mhe iHfemAtidr FeathiRy details also include
products that has been sold anong products whose

genugen predHels autkentiatient fetaile nforrnatiguravhsiasg a type of industry, a

manlBER L GRS L5 AP 288, 290884 A% g concer, o

date pf ptarRifasliirdeatsefial hanbdetaprlice, M Beddterdf éd@l@éhtlcatlon Also, the
recei pt of the reading detall i nformation fromthe

informgtien scadipghdatails mel inalude Surshasing informafian aboyt products that has
been( §Bﬂp§g%r@$6é¢%%tﬁ a\fvngs gj;e\ﬁ'u odrﬂé%(%?%e epz@é‘?/eﬁgi ﬂ'@we purchasing

informatiss madedude afpeirchiasing prcd Bhi chrite @nd timé@fgsetémmg‘ in addition
the nobile conmmuni cation termnals 20-1 and 2

to th‘? genyidedreduetruthepicatipe detaihmfernatianai | i nf or mat i on
i I
n%oarr:‘lyé’?éipf BF%%?%%&H%?%% érﬁfgﬁmgh#lﬁ ﬁ@’?‘%g Bp%é)'Eommumcatlon
termmarsvrzoiﬂ Emdage e (Stepe@eand @), 2thed ssitvided uidlizyep@dnt server 40 can
perform nore refined custoner managenent. | n other
obtainopersongkinfprmeationp &f sa egirespoodingt swbsaiben ks refering identification

infori o ooy R0 sEIMiERauTE BrBnale BT\ ANE sk hBlided in the

receif€d Y&4ding deYaiRinfardtien t6 NERLYCEiBEr 88r@PBPaTa mbBfle communication
servi ce nanagenent server 40 can anal yze a propensity

compsEnyp(stem 43).n By usiigr suets ai funatiepef ithe seagee management server 40,

ropensity of purchasj of 25 persons havin
distribyors AR HESOMMGNOR EiBRR ISIaeh MsNseaR. oft Aibier prds, detailed

perscgrrég ihRFFaY6H suchast 88x dRltRktion, nzg idrats %&%@sﬁttama‘nents job,

scriber I nformation. ese infdrmation can
and &ebbwr &kta myhsnﬂbemmﬂre ostofax imathef a;ubacmher sbater 30 by a mobile
enui neness is to

ro.du e products V\:h_E be
Comrﬁﬂ'ﬂ'ﬁ@ PR cSPRWaNYhe SRS \PEIGEa TBRRARSITCRE SRLYe s (G analyze a
prop]éﬁr}?tgr @)U?dk%@l gnBPEEPstannmaé s{p‘é% %”%%e ”5%8 tf’YeOf purchasing of

I on an es a repor ‘out pu
persorep biavingn ar epgrifis ¢oli, coraprefgrerse Of pnodusts flac gatlering the received

readitga{ac{%%ih uce qrﬂo grfu? h}ﬁs\ggﬂgﬁﬂsggh enea:'}s | Séllg\ese information can be
used”%%agﬁm%n%cﬁﬂ@@ﬁ‘ét% foF tRBRBtACHRLYs thBe ﬁ%ﬂﬁbg\oproducts whose

managenment Server 40 occasionally makes th
genulieose 8ie 0l 7b @ T ikRB Dated 0 01189 servigm maragtmerinsarves 40 stores the
gath%rgﬁnlﬂﬁcfgiét@tn\??g cglrs%n%ro%na%%g%%e\ﬁ rinf%cr)mtatc}gﬁ ahd makes a report and
outputs the report in response to a request from manufacturers that produce product
whose genuineness is to be authenticated or from authentication service management

companies. Alternatively, the service management server 40 occasionally makes the
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network (step (r)). Such a technique for nmeking a

mar keting report is well known in this field and w |
wWmoio4aig®eT i bed in detail. Such information gatPer/KRgo04/000739

can be regularly or irregularly performed manual |y by

5 mani pul ation of users after conpletion of purchasing

or genui ne_product authentication. By installing a
repod gneh frasmjip the parhtpadyandnownes sepwsr &) thatroani connimanicate via a

netwhff (219802 "Slrfln e R amaRRE b reareing deEag is el known in
this f%?&%hﬁ'vﬁll %g?bbgé’ﬁﬂéﬂ”ipﬂié%gﬁ.am moni tors the amount of

accumul at e I'nformati on and a conmuni cati on st at e, a

s @ infordetioncgatherhg ican desiegiotalyt or itdegulaplygisfirfricdl manually by

application proggram durjng voice ¢omunication or data
manl@ﬁ%ﬁl@ﬁg%{% ,aﬁgheomp log i RUrehasipg o I8DHEY Prgyshbakthentication.
oy HERANY L S4REAAIon AL 1F ol Lol BAon torminl, such
an uphaadtprotessc onanu et eerfonhed nwhileruserancanfott heticwmeuoh an upload
tion reaches a predeterm ned

of ac;t}HmJI at eg I nf rrrP g{g A
Proc&gfunt Net frREC! ‘bei‘}?Ff icg '%'bp“l’rPS&'%moH‘O&t%?at t PRIOSWE tQf accumulated
inforfBBoRCadTd 8bRINUMENSRISIAR, 1aNs ﬁﬁfié Yt Lhahnel 3s assigned to the

plaintext to a service server. e Sservice nmanagemen
specHier applicallomprofan leringnadical eopmnumicatidro omatsta coasmuhieation, and

the SHEC APRIRRGEnEROOTaB GaTELS Hesmyobe: srading detal information.
Also)] tﬂé%lygclfﬁsa ﬁﬁ?iﬁ:aﬁoﬁﬁﬁ'{éh@%ﬁfopﬁa@ theSshebist 6a é{tégigi’nformation,

pur chasi ng ‘i nf or ma e points are accumu
and f Hbe samountcofracagrantated 20focmatiamirescipeoai predetemided tamount, the
spectigi %@ic%ﬁsﬁgérbg%po%qﬁ%hi%t%%&%bs rt'@ﬁ? ibfc%r%a i%% ﬁ\a%/heed form of a
plain®tht td halepc6 BRI €s by making the points into

el_ectronic nmoney. Such saving up of points is carried

othepsernyicecmespggment saryen g0 may farther inekisienpointinformation as the

Cli rdi.ng to a kind and contents of readin
custGiiet eRe BERE: MRl oi bgfHhe SEEHS! the narhi&inagement
compETieersadl. upopoirkaaRl icehiMosP b Ss@dsdibkr RRaf 38Rt gathering

differently according to a price of a product that has

purchasitg Jofcsmadien. dys He qaintaganeo agewmblated: thersesyices management

comy 5 3 A AR e PSS o B SRS, S GBe % o saveo

pointdéblaﬁfodu&t punatidsiiy os coateng ibffiligbddedmphnicaf 9y Mikirthe points
. by checking if a product information jdentification )
into QleetHINC AMANQY. r SHirky SAViRAEP Of PRINtS IS Aafiigaroutiy praeessing saving up

for aiS gﬁg@g@&p&ri@%}%ﬁ)ﬁ%ﬁﬂg} %Cgl%ﬁﬁ%lrt% | uf:l{?ﬁcﬁmér{ao ir&ﬁngeg'lé% gﬁl reading detail

y recerve read

informafion matéioed blynthet seviceandsagéraent seeer 48. C Wir @x@ple, the points
fromattenpting to accunul ate points by re%eti tively
may pe $YRA P difeprntyresondingde & Pri¢epbaRipHuet thehbas been purchased

or acESFdYrgngo a fefa0RRE0GD bibdiict hemeD 04/ 000739
ranageme

nt server 40 authenticates purchasing detail
| Mlso,mite servicanaanagement seheer 40 can additionally check if received

product reading detail information is retransmitted detail information by checking if a
product information identification number and a reader identification number that are
included in the reading detail information are the same as previously received product

reading detail information. In other words, to prevent a customer from attempting to

. accumulate points by repetitively transmitting purchasing detail information, the service
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formof a full text. The nobile comuni cation
termnals 20-1 and 20-2 transmt an identification
woeovbesoof a tag reader and an identification PUCRE&R008#000739
a read tag when transmtting purchasing detail
i nformati on. The servi ce managenent server 40 bl ocks 5
repetitive reflection of the same purchasing detail _
managemerhseeri4ft auteniieatest puehasingpdetail dnfoymiatjanrtrangmitted in the

[ d i .. iWJ3f.0 i on_i.n ich th .
formP 4 & TP B8 % b %Pl BB ey 0c1 ang 292, transmit an
identificatibatnurbémef hagg reb&er and ldrurlehdfieation AOMbES OF 3 ¥l tag when

of a contact| ess comruni cation tag according to the

transspitinenpurichasingi datail informatians| | Bve sgrvire oranagiesignttsesver 40 blocks

renefie Titedbrial Mo FAE alikyGsecdl fhRERRPY, o pcumutaton o
pointeddyeignonag pardheSingdetail isfotrastio e P whibinthe igahtifatibA%umber of the .

10 according to a preferred enbodi ment of the present
tag readerri ithe same apthat 9F thataget | ess conmuni cati on neans

1 I ' ' it .. . Jhe .
- 970, 2A1590HE8ls Ay fin A0gclabAEkeBotlincfln Hifpccorang
the presentémastionl5 Inrtenfllowinddésdripgioheth@ecortdpt X hrtag réader includes
r conponents fromreceived radio signals, and

owe : ;
the rg%'& ¢amupication tapniagl Baviee the tagraast iingtion. power

S : t ' - r |

SR I, 21 BB oy HINERPR B H0bdccil o @ proerea
embadinten8 00 thepr@sant irwenﬁgrmir}ah{jdéw cantzlar?dewﬁbmrr]lﬁmﬁcation means 100,

encryption k to extern evi ces through the
aco@&ﬁﬁéﬁté&@”é&ﬁ@ﬁpgéﬂ'@%ans 100. The product

i . q . - . . _

LT RARACSE SRR Hitond 10T GERERDE0,B56 i 2 wirlss
manmemwitiniactagi readee 205 emécﬁsrmmmeeomppaﬂmterﬁmnlrbgeiveddradio signals,
and Ses FLBB o St e T ke ks o 1 e system

The EEHtRSI TRt 200 BACAPE pRIRICY oAt i X IdMhgl @t 300 into an
r!’]fﬁ v i

reader 20 in a "W rel ess manner. € power supp
encryygions kppl fed puoipeits sther essryption hkep Stoc xteronl ebvices through the

com BT AR=bD 300 B0 SRR BT ST b M pion hey

inforrhBfion ARE spEd AR 4tBEng Dhft 3b®3 denpdul ates  signal s

received fromthe tag Teader 20. The nodul ating unit
13heneenipgiiess sommunication meansat¥hindudes antdrdenisa 110, a power

0., Th ntenna 1 LS_.a print attern
supp A0 2 OFoRNEAAL oh B L el 184, e antenns
110 Bhnsmits haforeritiol Uicd bhangecelveshmfomsitiont Fraeh IRe Ltapt resd®r 20 in a
and the denodul ating unit 133 are well known to those

wirelesg |maanen t ABeaPovwgidsupply| upitt 1864 cupplidsogebwer sources to the

i L.nce t t I ication tag 10 .
contdif 8 conThOalE 169 HERY ARG fAE RS 805k el signals among
signai@nededndditieduyl the @fBhha sioved Taeddémoduldting! enit 93%Qemodulates

2004/ 089017 PCT/ KR2004/ 000739 desirable to

signalgrapeiediremithe tag readariads s Thewmedulesingamit 53p nwdadates signals to
be trAWIFIEE tOXRE tag lkiter 20. The antenna 110 is a printed pattern or a coil and
is formed along the circumference of a tag.  Since the configurations of the modulating
unit 135 and the demodulating unit 133 are well known to those skilled in the art and
will not be described in detail. Since the contactless communication tag 10 according

to the present invention should be manufactured to be small-sized and thin, it is
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the power supply unit 131 extracts power conponents
fromradio signals received from the tag reader 20
w@ea49890pt i es the extracted power conponents aBCHKROW000739
source of the entire system The operation and
configuration of the power supply unit 131 are 5 well

o S oSS B 1048 . T,
the pdvllé‘fesffipq’;‘éhhltelw eﬁfa%‘i@??@e%@ﬁf RERR forfeties als received from

menor da tals pres
the tagueadgr PBsandosuppliesr theTerrastent payeu nomm@ntaags a power source of
a read

the 'ﬂgémﬁyﬁ i y %&éjegpﬁ%@nﬁgmﬂgur%%fhe pRWEN suppK/ unit 131 are
well kﬁéﬁﬁ%nﬁqgrll'rﬁtmd%% i?betdpe present invention, the

storing unit 300 includes a single witabl e/readabl e
nbimey staxing enitr3A0rincludes duranviotdtibe samrmncﬂmoramemom like electrical
attached

erasa m%%r@mrg?bleprr%qdcgﬁtalysﬁ?e&p@@uﬁ.é%mﬂ ﬂ ltgr?égl\ﬁl and data is
prese%@ebuﬂg{jﬁosg il QQV@WQTI@@%@F in %rﬂ@%@Ooha?EHilﬁé Hf ﬁmlude two

a date delivery, and a serla nber | tore
mematigsai.et arreadianly memnsoryr antha wviite/read meshery,  tHeweve i |m@ preferred

emboffldny 8, i 255 SRERRG Y M S U GRS singe

writabfé)rEadabia hoAlolade Afenddly. t Prod@d inRAfRtioR B70AbBBut hhag-attached
storing unit 300 storeS encryption key specifying

produrhsunnas Rdyip® 0bincaiglryr @ mamufaciyesyi a;bragdrarer@mmemeam grade a

e 8 o bR B e P A b B bR and s

numbBrietoredl ihi d8S slaredindHel stofih@rurat BoO. 3A@scpfthbh§cormg unit 300
contactiess 20 comunication tag 10 is read b the ta
bﬁ%ween the

storesr aggrircrptionrkey s3I} reyines forewrmtjnrsptnc@mmnn@ahm .

conta B R 192518 BF (AP 98B B it so

stores era@rypﬂron kbeg srpfe@ﬁying infoatedt 310 r%ﬁ@rreadbe@peafyuh@the encryption
toring unit may be in the for roduct code
key 3%@& the tag raa@%fnﬁriﬁat FyAher, thar%%rm UH"‘&QQEM%QG@@ &punter area

for st‘bﬂh@rﬁre qurﬁberz%fcmn%nﬁré ?ﬂo&’u tl b @hstior,® ?fd)ddfcghe contactless
co made u

of a conbi nati‘on nunbers 1 s out
comrrmhiz:adibarﬂagymjm tead biyHbettag readdreQOZOThAI storing hmrt 300 may store

. roduct caode bi nary codes,  and
informRyo0, eyl d6 486 ERTP ) Jnal peIfREL BaRHg GPesRiigh and reading deta
din the storing unit 300,
lnforwgartQHQ&EloLérqgﬁntcjm? efr Jﬂ'ﬁ? codes may be stored in the
stlos pmg;jumumfoﬁ@@tlamramestereduarthe atdryng eaid 3@0dmay be in the form of

i spl d. h d 30 d
a profy RIS MacRoi s o GAMBNASD BNGDRISeh GOIIAIN O colors, or 2
combREAoH of fot ge Rf roHBSUIdeY, tég‘illpaofpé 89H1%¥nd%@ﬂ90f n-U?\"rﬁers is output

an 1 nai vi ving a CO e can obtaln rodu
on the nlfsm!amumbmfébehagseadaraﬁ@f aBlsoy éhe paoclucarmrdeanayrhe nrfade up of

binary 350 R b ooRI95 80Rs Mok ARtAIlh araani: ©hbed single product code
may eSS irpdHeystBtinglumnesbo, but a plurality of product codes may be stored in
the storing unit 300 and be sequentially read and displayed. At this time, the product
code may be previously determined according to a manufacturer, a brand, a type of
industry, and a product name. Thus, an individual having a code table can obtain

product information such as a manufacturer, a brand, a type of industry, and a product
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The control unit 200 that controls the entire system
of the contactless communication tag 10 according to
W b@4ps®sENt i nvention is inplenmented as har dWeCEKRRIWH00739
for digital logic designed as a state nmachine, e.g.,
an application specific integrated 5 circuit (ASIQ)
desi gned based on flip-fl oPs and gates. Such a circuit
name ghropgh dsedysf COd@ﬁﬁ@ﬁéQnW vdisrlayeki | 1 ed in the art

SRR S0 ETIRRL s 2 RS 1 e ontactiss

comranicatidedag rodetcortingTouthe [sreBest iaventisidig Irﬁ%l@hiéhted as hardware
stored main programis not used, it is possible to

only ey sligitas loghie SPEiGNEA\AS 3 Stade machiianecd., @ne@wl@aﬂ@r@ speeifig mtegrated
crou YRS HeErBEBEed S HKHon! Bud Mo Supl b ki be casiy

achigveyl bprifiose cakilididnin thle teﬂrl]whosaﬁé $0ppstted g5y icontmonly used various
nonvol atil e mam)r dat a. Counterpeasures for

compytesaidgd dasign ( X@P}ﬁ and wilt aebpe sassrbeg i deail. Thus, since an
addltﬂﬁsaﬂ{/ gﬁ'gdlrﬁ%ﬁr% ret \éﬁl )9'[ Egd If%f;?&%s@lgéﬁg\)ogd‘? @Hg%% involving

a temnrtbfr presenvatic?OMh rmmdrwoiatwé emembe;d ablowever, in this case, product
oprocess? Al so, the characteristic functi ons of
mformﬁBO'bPé@aﬁ'tm IR0 &y irelated miganationbrt sayvaly acserding tejags is also

storegﬁfaﬁég@éﬁ]olﬁﬁlﬁtrﬂéﬁow 9B dafa ?B§§5%ﬂﬂé§§?1ﬂ %ﬁﬂ%ﬂaﬁgﬁldﬂhe term of

e storing uni another &
presem/al]dsre V\ph‘ beedésdribedniatern, Hdwevet,othenpresent invddion is not limited to

harcie G8RNEPT HBARIGEIr DO 4 FapTRl nd: 298 ek e implemented as a
micrGift88E g, Al ytheTEI?ar‘é%erfsﬂé %Hbﬁow?ao%{ tAg! ?fé%%nf‘gravention can be

ncryption/ deé¢ryption unit an 1 nformation
achigvedvhydcorgral iyt sdfarea id hiaytinae taamalblpmognamg is addnt@ﬁﬁﬂy stored in

o RGBT SRR PS50 B e 2 e st
300 WsﬁcaﬂQ%cl@d@s e n1PROAYs 8hd é%rﬁér@%]d&ng‘ﬁhé et p%‘@lram may be

post managenent processing unit
Storedeh@(ﬁeipﬁéatﬁ maglogged in the control unit 200. The

tlo/dec nunlt 210 de S,. Si I . ,
RO il ehe TR BERENP ISk PBR 24 information
prowéﬂ@ %hlt2§59n(‘d }fébféyS'aﬁﬁékalb@klhg LARNSB0 ! 9@ @ Post management
outputs encrypted nal's to the contactless

processifiel Hni &7i0on E%zh*n@f e qorepenerts maay die pepalatiecdgrom the control

it 49, g 30 85 ABALOREHG o 2ETBRA e 343 et processing

unit 270 renedléctiveB/iBclueietng the ool urﬂf‘?@'@c r'yRé 'eﬂ@Bkah/decryptlon unit
210. Also, the information. providing unit 250 reads

210 deqrypls pignalscieceives: Waeuah iy costastlegs jaermunisatien mgeans 100 or

encrifl 53 180 MR TuAd Sl BERACEHEhy bl 6435 €\t Contactss
commgnripatieenieang 100ead command fromthe tag reader, 20.
The information providing unit 250 increases a 11

2ddwy vdyoetionammoniiog 4ni 02hEs eadsutiee progaich infermetien 370 stored in
the %fpgfn' ng.mlﬁn déoogogné’ypﬂo\){ﬁb%“et}’]‘ér 588 Proslist ibBERLER ' 3%0 to the

encryptlon/decryptlon unit 210. Also, the information providing unit 250 reads the
product information 370 stored in the storing unit 300 and outputs the read product
information 370 through the contactless communication means 100, in response to a

read command from the tag reader 20. The information providing unit 250 increases a
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and checks the counter value stored in the storing
unit 300 before the product information 370 is read.

wo oothggocount er value is nore than a predet er iPEEER2004/000739
value, the information providing unit 250 does not
respond to the read command fromthe tag 5 reader 20
or outputs, instead of the product information 370, a

counﬁ@s\éﬁé@% of the steringd!nin30G hwpwbpme\earéhe agoduettinformedian 370 is read

anct e, KB oblAT Ty F2"S4f i LA 00 B8R tho procuc

inforimatioa Byedisaead! eﬁdhé&tbunTé\evamelf‘é fiore BN & Qmuéﬂ@rmmed value, the
checked by _ a specific reader carried by a manager.

informatign ghroxiding wait heres grott Iespanediierther raadn@@manamig from the tag

read{arSQ()‘?ﬁdoutBﬁts' ﬁws?é;%czggltlﬁeybp lécgﬁrﬁ‘;o]érﬁ?{]] {%29% #}%gégé‘ indicating an

rnapmpdatmtay tithids read dimbkeadsivegnuibedeifaphes tidgwkoed in this case,
rfeit product or separating a disused tag from

i”ter'gglli’gégeg%?r‘tﬁtﬁ'e Vﬁrqﬁj@ctcoﬁﬁﬂu%ﬁhédﬂ?rﬁgseﬁ eAnfbtraepsied: aghe counter
valud Baft PEQUHRICRE Bl o B QCHeadefkaRied My S RN N
external I'y 1'nact

coun er va essi b area and

chHErblugh subh maiagegentofithe munabereof tIrtre$ 8 tagSi§ rae, it 1 possible to
reuse of a tag W thou

ffectivel revent
effecguglytnrgh%n y%%Qt from b%'?ﬂ)éﬁ%@@rhf geté‘cbﬁ‘)@sthééﬁgrf%@rﬁﬁnume product
S
and gltafhb 3k IAELREH g 16 F BRI pieTE of SRR BWdisused tag
fromld oséd rwnn&tehprlr]bdustrahd aEttdazbhmgh mde dgtaehpﬁttagrtodanboumedfeit product.
ant enna when t tag i s detached fromthe product
Also Byatiig P wutien Sdurdnet) PreTRAILERBPeYIBe APRGiNA checking the
store@lo%uﬁ@'r‘ ?&Uﬁgﬁt W gAgiblé ”tt)obﬁ@&‘ﬂr og&ﬁéﬁ@%&é@%ﬁ ?%ag without

for use o tag. Al'so, this cannot Tnitia
additihab cogtimt cczmpmqnnsta 2} prtarse:hhMe;asdee adh aatageaig ttamined to a product

using SRt g Bichits, ezl to' oG jPTimisal blagking method
suchra%e&’eéibbyﬁr@a rp%ﬁ@ﬁ{-ﬁrrﬁte@ltﬁméﬁné’f/vh@n'{ﬁé’ta Yﬁ‘&é‘tached from the product.

det er m nat1 on of e genur neness of the pro uct
HOVaQ,\taﬁalthl)% methied, makesmy impossihfsodei perdomno pﬂdmrlaggment of tag

o855 ab B P LN uod By IPLY Bes B B o Sannot ity
prevéntr dtesiapief tol digefufig de@aéH 8¢kg lfr%?rlr@' langrodlict. h%lsé athedé id Bedifficulty in
time of delivery. The cover filmmay be, for exanple,

masspragugiPAum thin film that bl ocks wirel ess

¢ 40 e G e e P B R e BiSiR piBer of times,

wherﬂdbﬁﬁrl"ﬁnﬁﬁtdrﬂﬁf e Jeauenessians prodoeeredctullly needed, it may be
urmber -of -reading restriction reference value of a

Imp0§§rbrﬁ &0 read actagenttachediite fibpeptaduchctorspiMg such a problem, it is

. C [ f f .
cosiBRROEL B o e AR Snel BB 507368 98380 o g orcing of e
tag agtiesisime of delivienef ETiebtevétfilin tnag be)dobexampte, @adaldehinum thin film

restrrctron reference val ue of the counter be limted

that blgcks witplessyeampiunicationdy goxerm they ereTndlrewtageob isptag. The
covepﬁﬁlﬁ iﬁdﬁétbeﬁecﬁ @[’r{ Heeta éWéfet{e?m 20N Ui YenbiMentsE%s needed.

i Ver our
A number—of—readrng restrrctron reference value of a counter can be set

differently according to products. For example, in the case of foods such as foreign
liquor and agriculture products & livestock goods, it is preferable that the

number-of-reading restriction reference value of the counter be limited to 3 — 5 times by
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at the tinme of use. In the case of clothing, since

genui ne product authentication nay be perforned a
waoeosbesoof tines at the tine of sale and aft erPCI/KR2004/000739

pur chasi ng, the nunber-of-reading restriction

reference value of the counter is preferably Iimted

53@ ral tens of tinmes. Inthis wa t he
Conswfﬁ%@ ? theotag Mgy hestead anceratrthe dires O%dehtmrg andswide— four times
at théﬂﬁﬁé’ h3ke! Yn $RL CQ%%? %ﬁcﬁﬂln?t IES, ocf@rﬁfu@é: Eﬁé(%i%'tq(\:@hgrgtication may

uct or the nu

be pelnmmmld aHowevsar, of Hines estetife Itim’@rtiﬂ efld %n@obfﬂe\" MireHasing, the
embodi nent where the counter val ue of

numbe Sreating Ehutirian folerass nela SEdhegaumter i Greferably fimited to
sevel%?f&l@ﬁé &f thASs."UPEis Wayt ‘tﬁ@?1uﬂ{berrtqgggealgghéétchl@aﬂﬁgence value

restricted wth respec
can tpe epprcqmatelytseq laesordmg ﬁDﬂieTﬂmactérBtlebﬁ aC@%Guci BEthe number of

" % Q}H provi di ng unit 250 reads the product
S epsi Rt & AistriRyiosr hanngle dHowevak theopriesgntiinventioo isnaot limited to an

embdtifiznt §vHe|P€ th& @BuRfe? Yafile 6NhR' %@glnls%r]l]qecﬁ(ggggﬂ@gﬁ&cg reading and,

cont act | ess conmmuni catl on neans
for examplee it nymbemoé tichesr ofmetting: may mea der re2fiaad with respect to a tag
the, counter. value of the storing unit

aﬁachﬁ@&@v&?ﬂs‘?% wa&ﬁcﬁﬁéﬂu%feﬁ HaeymANts7O | Pst%!I?s caee,dthe information
prowdﬂﬁgﬁ)dﬁg%@ Pehdd thet pRsuct nﬁor‘ng‘%t%rf@?d) I%mrgﬁqwtﬁé%g%ﬂ&gmt 300 and

s not restrict providing o Or nat
outpuis ﬂWer@@djrnreduofaImfermﬂhomrBMbmumnthe!\kwmaéﬂ&s communication

mearf it h PR B ao4tg HIAA T the 8 fravirad end incroases
the cBRtGTRIAIRS @F tHE stortld LAl 900 RhenBVAME! pfRARFR Information 370 is

time to the tag reader 20 or sequentially prow
read. of However, uinathis ycaxe, dhepinfenoationo pesvidinguohier280 doeseRot restrict

provifiig ¥ B fof RS R ot FOTHE Vb7 conant i ol y
plroehdenbbiengitolbsle SRABDRCt Waﬁﬁétlcg{ 3t70“i§59ec1uentlﬁlly displayed

measures for encryption/decryption and repla
usingpp gUreducloRode ethea gifpineatiaro peeniding aumit ZEOemay provide a plurallty of

PI’OdL@P S{D%fg%éfngitlﬂg tof g‘ge tguﬁ rgaae]r ﬁ gr ggﬁ@é&qﬁlgﬁogdga efac% of the plurality
of prcmmirwmdeata orunisnef thdesadustor@ifg Bt 8 reaﬁéétnﬁbl'nofhe tag reader 20.
ceived fromthe contactl ess conmuni cati on nmean

When §oe infosmation Riiys: Lo itseananiaiysprowdaotiie irodisct codes a
A B LB P 8RO O ol sG] M Breventon ar
applleiﬁi-tBE@di dgmmithmtriply applies a DES and takes vari ous

fﬂﬁms In thré/s enbodi nent, a cascaded 3-DES is adopted
i hGhERFYPlipR/derpipEion  Hnito2 %‘éq@@@WP@I ligforrmation Standee  transmitted

th rouésﬂ‘ AR c@h&%ﬂé%@ %nﬁﬁﬁlé’éﬁorﬁ & d(;% §ﬁ§ pc?ecg}cﬁtlgtr{apsrmattlon received

encryption key s use
from theccorpadtess osswmudicatioh oneamy ¢0®I OAdd-dERNER gﬁéﬁ’ standard (DES)

a'QOFi%dﬁi%%g%}Sgggt?&?t@@?ﬂjn?%Eéhgggs%?@ég&v?%f&%halgwthmns not limited
to thel HERSISRSHIN!, "I HRDEE Bt ABR 45Hds) 8% nd akes various
forms. In this embodiment, a cascaded 3-DES is adopted in which three keys are
sequentially used. Since these algorithms are all symmetric key algorithms, the same
encryption key is used for encryption and decryption.

According to conventional genuineness product authentication methods,
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a tag and determ ning whet her the inherent
aut hentication code is a code corresponding to a
w@endiosm1pr oduct by readi ng the inherent authePtT/BRR21081000739
code from the reader. On the other hand, according to
t he present invention, genuine product 5
aut henti cation depends on human judgnment on
genuingnasseRrodHctiadibeatieatiaminchugedisipting anunherestt autisentication code in

o GEA, BB AR P S5 ARG, RSB B s o code
corréspbatimgt tooa- gdrivide f ré@]ct%?oﬁéﬁdwthé)inﬁé?énpQﬂil"%‘h‘tlbéﬁ(ﬁ'\ code from

communi cation tag 10 according to the present
the readent i @A, thgrethat hands acerrdingnta thepeesantddvantibn, genuine product

autELSBEBE  BY ARt B Rl BT of e cisay

unit d&ﬂ th@&eaﬁep aadut enérypidmaecryptiof Iﬁ)‘iio@édlrrértﬁaﬁé‘lhéul&@% @hdergone to
t he contactl ess comunication tag 10. The tag reader

corregtly glisphaypEodiict infgmeation. que key, but it is p033| ble to
o ARITI S PR G B scrong

preséntf invemtiorgrprodastsinfdriedionds exiceyptell ARVHE6FPRM bY& unique master
information providing unit 250 using 15 the master key

key. 340 this %@ﬁ%rﬁr@ﬁtﬁbﬂﬁeb(e%o thateispa egamaeneHBiqypet ey for all kinds of

ool BBCHEE 1 50 SONRTVAR 808 951 556 Rae Mmupcaton tag 10

The IHgn\reahie?rQZOrmlsoZﬁk aSsingle pnigdeckey,claut Resi seuibléit®dread product
nformation that_is displayed on the tag

mformégg@ 2@ b%mgﬁeo PERAGHN Q;hetwécryptlon/decryptlon unit 210 encrypts
inforABH6N SHH%MIHS& tY Rbk&la Hé\’lcc%slgx th% mfo?m%ﬂﬁﬁ'p%ﬁg n%[ ynit 250 using

provi de genul neness |n or na nuner ous

the rRastehéey 330 astag eﬂﬁmphan kean iter@Epts aaObrtcvypteﬂemessage received
i nforrratl on of the

d t
from (Agh Sxemal AP o PAOTIdet (1 yPERIEd amesspg Bgiticsdnformation
prow&ﬁ\@d@ﬁlt 24p.2 QﬁEQVB}oSU&QdddFP% i%fenﬂﬁﬁd Ctﬁipég&ie@nt{(ﬁ%ﬁformatlon that is

conmmuni cation tag 10 accordin
displayacdan it taguemﬂréao kyemaefmeraﬁoa cfiting Ieacwpchoytﬁdeooypﬂwyumt 210, it

s poffjBle BrEridetdruiRens S ofBRaloN ot haerur g stec Bugher, if a tag
that &h BB éﬂiﬁie@‘%ﬁta’lﬁb{nﬁﬁr‘bdi&@ff@%\ﬂgtm ?&e@lo &‘Pﬁ@cﬁﬂi &Fthe tag can

usi ng]t e contact!ess  comtuni atioh tag 18
be repdrwishqut @ reed io wpgrade rappiistingdaggeateat. i s d| ffer ent |y

i i ScaE BRI Heh Cofine hiftast SPmisision ta 10 according to
the pi’éééiﬂ%@entiﬁ@lr EPMABTRr eyl 380 B@ 2CHREICENERHHEN R@V%d fe encryption

may be determined to uUse different enciyption
key speetlying ngformation pde for ther m@atﬁr§<e®(f33018resameduraﬂte stbnng unit 300

of tl'ge% %&ﬁaﬁ@? Oé‘ rﬁﬁ?‘lHn‘glFC%Itlgﬁ @mdb%gn%g%yusmgn?he contactless

comragsication etdgf o0 ér’@paﬁ@ﬂ@ﬁ@l gmralﬂyl oft Bﬁc@’pﬁbhpké@“ tl'&ﬁ)’% differently
required for readin gs of correspondi ng product

assigaed aqserdiaedo iertyp@® mxbis mllorza)mamfa@umctlegab?and and/or a

oo BFHTR0! BAOLFAH T 155258 mBef MHGR! by v cetermine t

use different encryption keys according to a type of products of the same brand. In
the case of companies that produce a small number of products, a single encryption
key may be designated for the companies. All the encryption keys required for reading
tags of corresponding products are included in the tag reader 20.
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encryption/decryption unit 210 transmts the
encryption key specifying information 310 to the tag

wo e@des9020 and causes the tag reader 20 to sel BCT/KRR@4/000739
same encryption key as the encryption key 330 stored

in the tag reader 20. The encryption key specifying 5
i ndi ces assi gned

informati on, 310 may be, for exanple, i
t QJBOW BFeiPt P% aofe%hféi ¥oi PEluctk jrformatian degmethe tegereader 20, the
i ] ' ' . ' tion .
enor AXIVRCroBIGIE GKPCE Bainks # SRREIBR Iy SETBIAE frrormation 310
to the tiag 'ree:c!rrrrﬁﬁ and c!au?asi thm’t@guebdeﬁﬁo t@lts'eldw;t tthe 8ame encryption key as
encr ion key, interprets an encr ed_nessage
the Guih KBy A sloTed by e togotadier Zhd T @Rcasionhisey specifying
i Rk t he, 4 f.0 ' i di nit ..
infort B ) ey R Te el TR P A B o Scryption keys.
Thesgafterf ythegenafyptiontleorypdiof, uait tIMQIencepite infOvenatiin hat is to be

keys ,are | eaked qut, .da is limted to a_ , )
transgaﬁ?gs oA8; ﬁﬁte( cdgyice ﬁgzmq ypf%maggprggywag ngnit 250 using this
encrypton| 1ast H’ftéﬁ)re% &PERESP & Sﬂg,ﬂgs%’q]é"[%gi\&{ij n@ot\‘,nva tyeaesxt?wgl device, and

Ccorrespondi ng product.
provides the mierprefedrraessageautol thednfoanntion peyvidingustid250.he

g T
encrfplioRvRys drb 1bake 8@, BAARIGR! S lihftedddid bGHééédnr}doiP%ReO%f industry, a

| ncor_por ate new tags st orl ng new pr oduct
correapgadingfmanufatiurer, entorraspoeadingf brandy gpaiconresppadimgeroduct.  Also,

0 S W b BSEEELE S o, e e
encryfieH ReyYis iyclagsd Sninbat a%detoqw‘g{réi@é ?‘P\"%)ﬁ%ﬁgod,sﬂilﬁ}tgg tag reader.
fac , by st

wor ds, when a new tag is manufacture ring one
Howeytereiids yalse poskible te edditiomaliy ingaperate arawtags skarjmgy new product

o R T N e —
it is pofssibleto ReFYdrated Aeledroduiiwith érrﬁ%ﬁ@\céﬂé e es%r@rvr\i/?y by assigning

encryption keys, as an encryption Key fo t
sparg ggcrypHon kewsr d Ire eiwari weists, sihenha rewtag tis esanufactured, by storing

' ' c [ to.th resent. .
one GEUTBAONER! ke b38ub8, LSO O i P 350 i corospondin
to the eperyttion ke thestagnehde? Jebsived tiod ivdex 8AAL cAN@pecify one of the

ferences anong a kind of industry, a manufacturer,” a

r
enCW@(ﬁﬁﬂdﬂeyﬁnthhb@rW%% agripare enenprigptkays, reyan encryption key for
the néR8syfying information 310 corresponding to the

encryption keys 330 are stored in the storing unit 300

otn atthird emibadiness of turotimtacéddsocormhaminiéation! fag fPaccording to the
illustrates an exenplary encrypti on key 410 and
presegt dpyRntion. ehieggt twenengypliety Keppe 330ythed arafsanarateshand assigned
' j e ' t t he
vasod G SOEREEN rbitod B o Byl ey poturer, a brend
and gpbeseintameend thenendrgbtion keg specifyitg irfékméatish 310 corresponding to

encryptiqn ke 10 stored i.n the contactless
the G JEY8n3P0g a1 ARG desthenSkarnG SN 308bpfodws 1gontactiess

comnital éﬂg%p%/ )0739 encryption keys 411, 413, and 415,
eacﬁ 0 ich is determ ned according to a type of

FIG. 4A illustrates an exemplary encryption key 410 and exemplary encryption
key specifying information 420 according to the third embodiment of the contactless
communication tag 10 according to the present invention. Referring to FIG. 4A, the

encryption key 410 stored in the contactless communication tag 10 includes three
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i ndustry, a manufacturer, and a brand. Al the

encryption keys 433, 453, and 473 and indices 431,
wazm4/08g007 471 as encryption key speci fyi ng i nf BECTER2@A/000739

corresponding to the encryption keys 433, 453, and

473 are stored in the tag reader 20. The encryption 5

keys of the tag reader 20 are classified into three

encryptionpkeysehth 4513, anidch$.seagh ofewbichis |d@|ﬁem@9ed§@pgmﬁng to a type of

Lo BB o SRS 038, ana 47 anc

|ndlcé§]4314]451 41 d@én%gﬁ@rﬁ @ %Kécwphlgoihfoﬂﬁﬁ?é/[ﬁ)difé@ﬁespondmg to

in each step of the 3 orlthm Upon rece

i
the engtypdion keys 4553 4adt an@ﬁ@ﬁrﬁiﬁlséweﬂrlbﬁhe Hi@ f %@iet’eﬁljerThe encryptlon

cors 28,0, e 401 HRHEGRIR 98 P FBRoS! S gt i s an

encrastiohniee\easdiyidd ebl&er $ cWhGQs iUl fstudkOand a brand. For
rﬁﬁ C}g O%rmand 04, tf)w)@he t ag tlr)Peader 20. The t t ag

examrgg,dﬂ}e Ebr&l&b@ ansrianekeisndi 11’94é?al,cflilwﬁ)t‘i’|(5inm€9e;’ybe éhlr%encryptlon
keysts?H]Iﬁ%?ﬁ @:Sfaﬁea?ﬂ) Eﬁ)&,gw@he sane encryption key

ryptlon tored in the

cparc réaspt obanaquest f@nplb@l!!ctlmfotm@non 144 thaélad.reader 20, the
and 2345, as encr t|on keys for 15 reading the

encryilon&rcryetiana dinite3 40 @fnthen |C@a§ﬁa§ﬂe$%§omnum¢éh@afhaér 10 transmits
indickd'8s thY %W)B{g)'tlgﬁ ‘?/Csrt@é%ffgﬂg |ﬁf?)'rrtna§89 dﬁ (fé) HGhHST to the tag

communr cat S an
readém20r néhé dag treadm'ni@ feukst wp @r:nifeep@@dinvigCiarfclr};bgfﬂctnhﬁe)lE &tbles from the

mdméﬁ%ﬁs ﬁ@?%p,f,ss Mggé'@;%ﬂm@?@{%r%quﬁh‘é%g@ key 410 stored in the
contagifﬂ% é','o‘?ﬁ’muﬁlEStl&"f‘g ué 93¢k, %éﬁa%ﬂc%c%%' 5(?4@ éé’ Eﬁgry%ﬂon keys for

act urér,
readingnethieo vxbrrehttben‘emﬂewﬁ lormlmdwmsatldml otag 1!0 ot h¥hereafter, the

encrioR s AU 210, B onCREFCHeth CORTICAUaIag4R enorypts and
decrypt® |ﬁﬁ%aﬁorﬁ”t%?ﬁltté<?’ WA rd e PFohf the tﬁ%tr@%@ﬁ b%/' sequentially

i'ncluded 1n a type of accessories, a manufatcturer
usmgﬂhle Qiu[aﬁt;cmfemry[ﬁmnmys.ndustry, and a brand nane of

Rﬁf? duct is PACCI ' . Thys thhe Br odgct .
e| %’P\C"ﬁ%or? ¥} gre §Petifiethethe 18pi TREIBRRP casbregegnize a type
of mddb@r)ﬁ%cﬁié%féﬁ?u&?ya HraRd f o Q%rbﬂué}rﬁ@hb% \ﬁlgrﬁh"tf\)é encryption keys

partially overlap with €ach other in practice
belongt. hdn (Wberjsvordhelnl hif5.c44, #xl fagipeadamzi0 capsradogmizel from received

er g2 S ERg SLSHSEL R 8 L o g 10 st
is incRIRAINE Aipefditaddi s6869 N nRIMeSLIRIOF ARG FeduQNS 286@-ah industry,

the degree of security by sequentially using the

and @lbjaad|rtqm©fofeth@r@rptdudn13kéy>s°/&®6l’ 30hyaf fhe:pmdu@ information 370
store 8 loBl st A <R BREEA S8 Ry BRARURE BlmstBn 310 may

partidlgbviedlaporieh 8hsll otier ik flﬁa@c{déseﬂﬁ dtlﬁé’rﬁﬁbr‘o%n thé fiRlices 421, 423, and
urality of encryption s 330 and the encrypt| on

[u
425 selees\map e pRYs1ef uaRoiofrnetion39 Thepdhird yemigodiment has

advah%g%m @Q@Pgﬁlﬁrggé%%gﬁégﬁhéﬂi {h CsstONE%E Gt Bgélment and can enhance

the degree of security by sequentially using the plurality of encryption keys and
sufficiently secure a margin for incorporation of new products.
In a fourth embodiment of the contactless communication tag 10 according to

the present invention, the plurality of encryption keys 330 and the encryption key
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tag reader 20 includes encryption keys required for

readi ng product information of all the correspondi ng
wWEe@diogts? | n this enbodi nent, upon recei pt of PEI/KR2004/000739

request of reading fromthe tag reader 20, the

contactl ess conmunication tag 10 sel ects one of the 5

pl ura I&y of encryption keys 330, transmits encryption
SPGCM%B MaficAgB ithaks: seredb R ﬂ'@o?@@@pﬂﬁﬂﬁ e@mmuni¢aion tag 10 and the

tag @SQSFQG‘%PSI@F!&%” t ‘ra'tyké ys Ilr%agftorgggg ing %rggﬂcg{rﬁgmatlon of all

the csaiespbndimgqﬁroaudencrlryms embaiiment,tujfon RARIFIGT £ RSquest of reading
communi cation tag 10.is performed using a rotary
from @'ﬁeh@ deader 2Rddhe aaniarHessTRaMAuieation: krg 10 selects one of the

oA EhETRAEATEM, S0, el OB A1 L AFFKHR, Sromaion

corresbendmlgekotm salectedtérmnytion kdheo thetad Feerozh, e nﬁsfkes mutual
ntact| ess comruni cation tag 10 according to the

encn{p:% ysi ieBtiealotp HRachs @ihef: ag%@ egtionodh anhencryption key of the
cor RS0 R, SIS VSRR P » ranns

schen"tead Hpereattegnthe cdmtasﬂaesmdomMcam tagmolsfﬁhlfcwms ahd decrypts
n a

it h terfeit d
inforRHon eYAhRASTR MO e TeRMREs g Bowsalnriodansivitian key. The
fourtlgr%n%cfd?ﬁf@n@%ftt etc%ﬁtad?lbggg% rhUHﬁ:thﬁria%tﬂﬁgg&&Eﬁ'\ld to’the present

encryption key sets encrypt
|nven§|pec ihegi agvamntages naf ibmth sties fiBst0 eantsoditmentd iSinédethe contactless

cont act| ess ,comruni ion ta ]1 and fhe tag reader
comrSG:ARbh a3 BRI ohdidl Kestibidt R ovess 9L oporation,
the sbféd BRIJoRImEeht Gdrl mﬁﬁ}%vé %rnréiﬁ '?9 'cB e vﬁﬂ‘P%i ‘éBhﬁteré?tcr}éader

of the encryption key sets of he C ntac
c danauifitle entodimengt mf)tlﬁ)ccbmtabﬂmCammmd:attomtag 10 according to the

presdiflifyaito: 155 HhrdifE ot BhGolioR kel ol 330 crceribryitinn ke specifying
inforrmaties se¥s 380 MR8 WaveUintthe ébrﬁééﬂ&;’s (‘I“Hi'f;irr@lni'-?fa\‘ﬁ%\’l‘:t%gy1S 0, and the tag

nanme, For exanple, the plurality of encryption
readerg0 insludaseenespiptiomkeymiokesas prodedt infornetion sf apthet corresponding

o6 S 758 8 ARR) 5l LRSS b hivagaton tag 1

includsyTat Nést &icoBnEgptide k'e9§|tH§te§re,acl%ls§ff@H' Aid Ysshpled 3<;5cord|ng to at
of the encryption keys 411, 415 showt in

least A\AOarﬁEeran@qesmmqngya Bfpesef l@dustry r%mamxfagtpteroa tirapd, and a product

”amiﬁgf‘?}jp ‘SnpP gécﬁéﬁfjtﬁ(ﬁﬂ/ §ﬁ]e[n g’fglbgegd 4f2'?533' F)-g thEeR engryption keys

used fforieath siepbdf BRCIDES amyofies. aMl ofHe? RGBS SinelMer ﬁfﬂi éﬁ{bodlment of
and decryption. Selection of the encryption key o

the Pf@ﬁ?“tt inyandiopetheosontactipsisrepramupication tag H@nrecbldea a plurahty of sets

ot SRASENH REIE 411N 15 A5V I8 EISUEIAEL bty of st of o

encryiphentm Bp@df;ﬁlngJMfﬁlgnéﬂm gl eﬂQBd afac43Mt i The léfr?r){:rﬁﬁtﬁ)ﬁ/decryptlon
e simlar way to the third enbodi ment of tH

unit %@rﬁ%ﬁ@@&v H%@ﬁﬁm RIHEaliBHO% %Crmtlon keshand fJI’QQGSSGS encryption and

decr PR, St 4 B EAEAR ) o QoL SR o B o rtary

scherﬁ@Tdrl@Zéhﬁ)dldrﬁ%ﬁéﬁea theeeafter, titk $dd Yeqaemtiiliyfareirysterand decrypts

a brand, or a product nanme, Thuys, In a varied form
|nformat|on exchanged with the tag reader using the selected encryption key sets. In

the similar way to the third embodiment of the contactless communication tag 10, in the

fifth embodiment, once the encryption key is specified, the tag reader 20 can recognize
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of the fifth enbodi nment, the product information 370
and the encryption key specifying information 310 of
w0 b@488017 ng unit 300 nmay partially overlap w PCT/EREIV4/000739
other. The fifth enbodinment of the contactless
conmuni cation tag 10 according to the present 5
i nvention has advantages of both the first enbodi nents
a typerofdoguistnhe mamufacturerba branchtas.a pmctmck haie. eMingi ireatvaried form

of th@fith SpBE0irRSHe, §i p e BieThaich 578 sna B Shirvpion Rey specifying
mforﬁl@:ﬁbb{ @1'00<5‘f t‘h@ystéﬁﬁ%h'nﬂ%dmfr@&@érh@lw @ma @ith d=R8 gther. The fifth

reader to create the sane entryption key as that
embm@m%n@ﬁdﬁeegenwmlanmnlqadjonagaglm Qarm:oomdlhgdw the present

e_contactless c a a
inverl i d e I GaHpRES | 825 BEBmR Qe oRmPay oG, dpiigh the fourth
embddiment! urality of encryption keys and assigns the
encryption keys differently according to, for exanple,
a lnygpsixty emb@dynelyt afecondactiess dommunisatian dé@ri Ozaccording to the
rod cts. The

preseiaeH, PneCahs B KBk P i Kl afeERdn edmation used for

the réa€@t® abhtd h\% %ﬁéYéﬂd dﬁek@ 88 G ST the (c®nldetfe88 Yohtmunication
of a tmguof a corres i ng product. The encryption

tag Hbare inchgdesh lmﬂmcem aﬂtlem ssminurisatigntae Oke Qngpa@es usmg the

con 85 ETHENLS 3 P b NI 45 g sssions

the drit@yp tHﬁﬁk@W’@ﬁfer@ﬁtly‘-‘@@édrﬂin fb flop \exahié, Qﬂpp@&‘)f industry and/or a
cr eat ed @%/ t he tag r eader usi ng one seed
y

val ue ma
manufaetprecard/er agrap a@d&rraa%@ecrf Rrafuetsof Thertgg ceader, 50 includes an

oplgh r e
enonfik ok cfed o LR WA o GRER8 AP SBEBIER B Rebessary o
readidigf bk metidg efca mtneeﬁoh@ng producynEThISnbrytida kéy Besdtion module
a need to upgrade the tag reader 20. Thus, theogenw ne

Creat&ﬁo%tﬁ“%ﬂ%hﬂ‘?&a‘ﬁ'% %ﬁ@ﬂﬁi AR Ai'ng plyralie ohrseesnyalues and

encryptihkd\P BrezAiBn! iRRARA0ANS é'lve&“ffg?ﬁrth fragewy ¥ rof encryption
r¥n ustr manufacturers, Brands ypES pro

keys \Whatheant becrexted bydhe ey peckizlr 120 msalgg beada@ed%hm/ ernay vary according
after iﬁ'e tag reader 20 IiAlg] strlbuted Such

to a iNAINEITYFIHE 9fsa FHACHLs Afauahya Jugited; ’Wg'j“%?rn%ﬁ/\ﬁeed values are
store%nfhIr k99 rE8Yet 202 iCR bSéQB%dtJ‘gies@;%?é‘%ff@r% £ encryption keys to

taching”a tag storing creation I nformation
nume:meatbrendsfwrthom aewedeiocuygradenthieetagt readee 20. Thus the genuine
[ r oduct

prod@%reﬁ@pggét?cgh sggtgeﬁgﬁcge gjtﬂgthtfegg engl,ne jon can incorporate a
numb v év@‘f‘y ye%' OGRIASIPH YRANIBERIEB! bPihdsS orl‘i‘)gfé@ éﬂﬁr‘?zdﬁﬁts without a

|sp unit as sentences, it IS poss
needp’@r tpgnadgethei tag rmadeuaﬂ ammaﬁtei_ethe teay femdeni20hisr @sumlted Such

% arious kinds roducts usin he S E r i on .
mcorpeegﬁ BhrRdnare el By Ryring ROl iy ReY & BecSiesponding
prodli@" aﬁdaﬁﬁé&ung & egigl Stpihg cR4Bon oS ¥Rl disatdh %‘P this new

Integral value as recelved encryption key creation
encrymonodﬁﬁyoagome Pcmrr&mmm@op at.nf oAlse, i om. thlaomremne product
resen |nvent|on |§ not rpted to this
auth WBPIS&? yaccordlng to the presen mventlon smce product information is
displayed on the display unit as sentences, it is pOSS|bIe to perform genuine product
authentication with respect to various kinds of products using the same encryption key.
The encryption key creation module may create, for example, a result of

involving a seed value by an integral value as received encryption key creation
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creation information, but the encryption key creation
i nformati on shoul d be understood to include
w0 ndoansmtT on for specifying and creating an enPCH/ERR2@A/000739
key in the tag reader 20. For exanple, the encryption
key creation informati on may be a successive code 5
sequence including a manufacturer code, a brand code,
information. piawevercdbe presesktinventivar isatiobrimited udi thds ancryption key

N T
to indWd@ IrFYEmAtBIE fdrapeclifig e debfhs ah %Q:rypﬁ?@alésé’ﬁgtr‘]@e 4y reader 20.

encryption key using a“seed val ue and at
For pexamplee rthe Teneryptigh  keypergatioat informationc mayg be a successive code

s ARSIt BT R BT S0 Wl ode o o
inforr@Ba6Y Md@ding &Y afufittifep Rafe SHRAIRIHE, Ak ﬁginrteﬂgﬁ Adie. Also,

{
the tag reader 20. Also, in the sixth enbodi
the engeyptiontkex creadion eigarihmeinctidesaymercuscondiions and dpeeations that

can QbERCH ehiBIhh KBy H4PRDR BRE Blus and 2l BHsEBhe pikameter.  Thus, by

apprepHtEInt SEdCHRCA \péatish Higotithdd &f Ahe ldh@riRibhaedy &%ation module, it is
comuni cation tag 10 15 transmts encryption key

possiple 4 iashallyf SReHIE| IHMarOUSheneipligiptiers even wpeoidng sged value is

' ' to the tag reader 20 to cause the ta
store 1 54 ARL : :

rea _ ate the same encryption key as the
eidsoy,nh itien sikely editddirnentesf the dongadtikes fc@ﬁﬁﬁﬂni%%on tag 10 according

Thereafter, the encryption/decryption unit _
to the REISAN dnverttionraipPBHeteipbel araauast foe@reduainformation from the tag

' ' i on: viding. unif, 250 using. ..
2458 A ALK PP R A aton ag 1
transmittss ageryptioai ey foreatidrhenforiretionl adethé eenanptibheRey specifying
, out puts the interpreted nessage to the informtion :
mforr}a%& dilAgiouthier tagsrader 2G0 spush teatiaaireader 8P tohereate the same

o _ e |
oneo RIS S5S SRRISAAL oD P L B g, Jporatr e
encrﬂpﬁdn&iec}g;}iptbnrmltmlﬁif 2d0uencrypts bn%f@mﬂation ib ﬂfmgtmisnﬁll_%ed to external
. nore suffjciently securin e encryption key. us,
devicgy &y RiRROEmEgBiareHaIS, 41260 Sain B4 §npaRieR KeHior iisTprets the
_ P vl
onefEHRERG e ST 1 A ST il SR ot
messagdi ta dhal infjornmationp pratidingeunit a250.t hht thavsixtthenstotiment of the

contafighy BB HEATY lagh P o WA MUerRU B ReCPSan e e assined
for a_r%gebf i sy, | rﬁQh@fa@ﬁﬁ’é’r‘?'M?Pd)ﬂg?tr‘a{jlgjraﬁl‘.’x\btpb9%6f'e sufficiently

i s desired to be incorporated, stores”a new
secur@ngthepenaypliay keynd Ehigs, ygyenovhdregncnyetion deys afe partidllgieaked out,
on of the tion K

used for 30 creat.i cry ey, the ta . I
damaigTinny % s BuRLmE” o Al b biih oo Testeamapdiment, it s
possiBleC® bagRPAGIhddrBorsts %waiaeqsowai th@baﬁneaeﬁcrgglﬁon key but

encryption key specifying information recelived tr
storetnew tpagducthnfgrmations Wihost lal eeed to npgrade aneexistirg mistributed tag
N At e O E R L S—

a tagnBtordianh®® én@stion key and encryption key creation information used for
creation of the encryption key, the tag reader can create the same encryption key as

that of a corresponding tag using a stored seed value and the encryption key specifying

information received from the tag. Thus, it is possible to incorporate more new
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security degree. In a seventh enbodi nent of the
contactl ess communi cation tag 10 according to the
w@e@smesno1T nvention, the storing unit 300 of t hBCT/KR2004/000739
contactl ess conmunication tag 10 5 stores at | east
two encryption keys 330 that are classified and
dassi%n d acg)or infg to at | east two references anong a
prodycisemyhe \shibis Sendingr Readuct rautbenficatien while amaintaining higher
secuBf be. Name and encryption key creation infornmation
as the encryption specifying information 310

cdnreeseeandh rgnbaditent af the eshtdctiess eommminieatide ¥y 38%4ccording to
ption/decryption unit

I [ di h
e A R R b s L P o e 1
storestal flé‘é’st't@oeélﬁfry@drpﬁe)kseﬁﬂ tﬂ_ﬁﬁc}réac%{sﬁ’ge%eé?g%%E@ﬁghvaec%ording to at

the encryption 'key creation 1 nforna
leastdwotrefareness aoomgna dypeé ohindagtri0a anahufacrires o Brnd2BRd a product
encrypt | on. kek/ setefg.s .tgbat tored in the contact]ess
hame g CORtoBh YL gregionrprIBiatian Asether ercryplien ispacifiringuinformation
310 EdtRssHd Cel : taia@N : ,
FHondthd &5 &t @ (648 R 5?%@@’(1&?%@ gg@. Vglﬁﬁ@.s empodiment, the

creation infor mation or an r nal
encrypéionfdeeryptiondunié 21 hasceptsidy aressgge dfy eafasntidly using the stored

encryaﬁﬁﬁg%q%yt gﬁ‘ggﬁgr S%a%td{erg léi&élv%rs]ﬁt%wsﬁ ikgg c{?ﬁ@tion information
from fexébhtagtiBredtdmmMunidaliofntag! Wé%@@#ﬁl&% Laldk értbﬁmtio& key set as

contact| ess communi cation“tag & storing
that stpeedcipntheceorigstiessmomnounication teg 10 thtourgbsa alpdetfiesfunction or an

operdifh SRSEYG U eS8l 5, BB 8 n d ol sees

valuet y Ttheotevdhthnemdbtime® RBS ’ d ,
roduct nane, encryp(tai on kg@gdggtﬁfagﬁaof)r@@%ﬂg?‘,@oﬁ&umy through

P . A : A
multiple renasypfiainsnysing a helueglity edsncrypdioankeystinocopyes@8Qo the sixth
embo@lﬂﬂeﬁt?di ces as identification information for

specitTying the encryption key creation information. In

thi an eghtbdembotimémeor i M@lﬁﬂa@ﬂé&e%mpﬁdrﬁ@atw tac?48, the storing

) c)gerforms mul tiple en_cr%{ptl ons on a nessage
unit of dye captagtiegs ¢omguniration dagd Ocstoramat lmask bys ergtioagkeys 330,
ikl [ I ndi t_encryprion ke
wict{ §8455ecid 588 S8R A0 GRR 00 et RRC 18IS hmon  type o
industpmaumaratiaciorert a@ Branandarey eatredidiensMee SRSy YR Wby creation

. n?lfagmet as that stored in the contactless
infor RPEasRing Jo1the pt deast twa paenfntionf keys 330, andaindices as

. . ti ' . ' .ndi ces and an . .

dontifeRicR: i OrRRER 1or Bt tfiing HEbHEhpio \EE-E T Rrgmation. in tis

embokisyent] Ghe esrmryptidrddedroption aaiii @m0 i péresRE ntipld%eAdYptions on a
and, an i ndex corresponding to the encryption key

message by SEAURHRIY HEING thesslored epeation kews.t hEhetagteader 20 receives

N i t t: . i i t 10, | ..
indioeS WU ek Stont 6 ERAEE R ARBA T 185 BN Bes tomMunication
tag 1€ amnd aseates. théAsambeencyptibhekeyanet a2OthvO S2ORA HB U Contactless

PCT/ L{(RZO 4/ O%O;%Q Leferenc,te nuneral . Referring to
communisatigR 1ag, d U fuioyighi 8nSReSiTio figneiian & AR eperation based on the

received indices and an internal seed value.

FIG. 4B illustrates an encryption key 410, encryption key creation information
420, and an index corresponding to the encryption key creation information 420
according to the eighth embodiment of the contactless communication tag 10. In FIG.

4B, a configuration that corresponds to or the same as FIG. 4A refers to the same
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contactl ess conmuni cation tag 10 i ncludes three
encryption keys 411, 413, and 415, each of which is
wa@ledogiostioned according to a type of industry, aPCT/KR2004/000739
manuf acturer, and a brand. For exanple, this
plurallty of encryption keys 411, 413, and 415 nay be
three encryption, keys used in each steP of the
IQl

refergp%%rnqmﬁ{al Parpﬁfﬁ[r@fgs QohlG.44B, thedenaystias lé%tr"y’& |S(§<Pfed in the
conté‘cﬁbcéfgrcﬁ%mﬁﬂlda%ﬁ ZE%QH(P%:fﬁ?an dnﬁ%%‘:eﬁ%rﬁgf@%s?@wgw 413, and 415,

eacht dxbvsdnicrbr mgetennine’ﬂ)@cchndmg o s typenof iMtReSs & Ynanlifigcturer, and a
the encryption key creation

iindiLces 420 for. s eC|[
brang it B raxa Rl Jus AAILP EEnErD o KeVs 41 Tnd 1 aand 906 9By be three
e A T e D ST DE b, SPRrametors 491, 493, and

495 29 enerypdish Isqgeaeh}aongnmmhen@tmmlo@h dredte these encryption keys

411, 835; 900 w38 ) be Ha6igd i he Blomngainit 209, butdhiars nateacessary. The
lndlcéé’ﬁzb%%béc}’ fﬂgg g{zé %rﬁr?ﬁ |8t9'kﬁgrbr5£¥orf3fn?&{ﬁéﬂ?3n 490 are stored in the

i nformation
storingnniy BOD @i tkeycontamd:ldss 4tBymemicatygn tagn1 (Beyldedreattfarmnltted to the tag

read%r2$<?g3€t {0 %?%Eﬂ’i@Oafﬁ%ﬁépgpﬁfd%f&igféﬁh@r%rméwrkw Encryption key
: :
croai iyl A/ BB YEGL 0 ORI and an e

for |danbflyh@thlé encyption &ay Icegailomflnfdrmatlag is é0el2120 harthie same way, an
ency

enc i@H &g 'ﬁp& {1\{5‘ rg:ryﬁ %X/\é@aglpn |ﬁfgjarg1ap9n ggg 493 and an index
‘01’ mnetﬁr?éépﬁr@f to @rﬁ@aﬁoﬁ{e‘i’nﬂnd L&PBn%@Bﬁbn@'keWZ@i@% encryption key

information fromthe tag reader
creatigne infptmalioni 6264/ p#9@nandi an 2ndext’ O#héZSomraespcrmis to one another.

e B3t 3 B8, Bl 25 b SRS s AL of i i an

encryplign key@&ksigniitfitabiéfor anWetéfgndt?ﬂ ﬁlﬁra rAantiRRiFerPaind a brand.

correspondi ng encryption key tab from these i ndi ces
aMPonextacgints @ncpigsiicbn "kf@yma’tl@lat |fm1m| rher rtagi oreatiler 20, The

oncr BRI, SARTRIZS B o e B a0 s

mdlceﬁ as ebe lemctymoﬂqm;agpé@ﬁm&mmwcﬁﬁsmméa%eil@ 02’; ®1', and ‘04".
‘133 256’ from each of "encryption

ere
The tﬁeye@@er&%lmkérun eRIERSRANdIRY enelyation By tatsgs froml thss indices and

oxafls 4106 SO BSOS RS A2 il B Bagptin ey st

i.e., hexedﬁzmg‘abcdf[ addt'2348'nad thevathptivR ke (csepdd Mthe contactless
gorithm based on the encryption keé creation
Commtiﬁ'%@ti%t tagh 18nke.. hareed3val ‘4eb’s @ndeRBE} fiana eackapbencryption key

creatlﬁﬂclwcﬂﬂa‘?%nkﬁéias 33 AHY ﬁatr{aoﬂﬂig:)fsdﬂ% O%%Jﬁ[?tg:}nn ﬂek gaess:gnlng tables.

ess cofmuni catl o
The tag ceaqhri 2ﬂ1ér@a0&symnresrpondlrig éﬂ&ypf&o@ﬂei@ By exBt@did 8pPedetermined
?m‘ri(nl cation ta g Z}ncr ypts and decrypts information
encryprai &Ry (rertianalagHinm Sased o thegnarwlianaey @r@@élpnszowatlon and

o oo RISy ek B PPy i i o

contaetlgée bomminadcatiomt tay 10he Therdaftar] &@enonmuan/@@bnfmnohamn 210 of

10, N
the contactless communication tag 10 encrypts and decrypts information transmitted to

and received from the tag reader 20 by sequentially using this plurality of encryption

keys.
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once the encryption key is specified, the tag reader

20 can recogni ze a type of industry, a manufacturer,
w@2@nasd17 or a brand nane of the encryption KeRCT/KR2004/000739

other words, referring to FIG 4B, based on the

encryptlon key 410, the encryption key creation 5
reader 20 can

g‘g‘%?é’ﬁ té‘lgotrf]’r@}%o?ﬁgﬂ? Qdélagnﬁhé:t@%ﬂtog_ qtlegs iqemmeRication tag 10,
once4Ré e ?ﬁtlﬁ%)ﬂfn%%deﬁﬁfedatl’% %gb m{at?\hrghggnilzg a type of industry,

contactless communi cat i on
a mamfactesr, ien baang;per of bmmleﬂame ef tha erompbtis wegr IrPbther words,
of

refer '{”Fé tﬁ gﬂc{‘B pa %ﬁ\gﬁ%g o @napﬁy é11\%;?tﬂgdgr?@n§nﬂm’f key creation
informbgo® 1480, NarRIriesliingst . theh@gP oIk to nQ el {@o:gﬂ%.fgzrgpﬁﬂge received

the to encryptl on key speC|fy| ng i nfornma
encrypiiens key |ln@ncaa|42*eo4)23;agndvzéz5 dpatviat prezach toolwhih tHe contactless

h d di 421, 423,
comrilyERiG¥ ad A0 SFeheH A miluifesk I ¢ vee dheesserios, Frmanuracturer
of th@lp}bﬂbcﬁ@%rﬁﬁﬁtm@usﬂ')hearfcp%t BFérideﬁém‘eogF‘fI‘?é gﬁbhﬁ& is ‘CAPACCI'.

ag 10 according to thHe present Inve
Thusaw\,an/[a,glgdsfoan ofcthe eighthsembhdisndritd i ptodutdnfoldation 370 and the

oncn TN RSB 58 e oA o BB e with cch

otherdegreeticd, Sacethief Words,cthBaRard
reg{jer 20 is facilitated as wi Isamglescrl begl é)% rﬁ:ﬂ‘rzbé%ns of the

produgh infggmatian s374. o crueight rﬁmbmymefﬂidn‘rth@Ocmtaciléssesommumcatlon

' r ion,. Kk request pr.oduct
tag 16 BESTAATH it BREGHPIVBhtot B aclbEDesirlat the soin embodiment
and thag;e!z@nth eftbditAsne 1A800MShet Sightie e hBRSRENL, %Elgce the indices are
%s t he received resgonse on t he display
transmftt%a fli rgeivednLadegresso §ﬁﬂlurﬁb'da;%rdmrtcag and |L¢>datlng of the tag
- tion/ decryption
e it AT
cohtaarghl théss praveone)i thet tagrebasr 20 speeifdCs 88RbEbondiRg encryption

t hus, ,correspondi ng_product information is
key, qauest frafy H?fgﬁl"%%!j geredhén dh%pq:cmﬁa@ﬂﬁas CDmmlhmcatlon tag 10,
r or
e N RO eyt st ol e egaE RpBrgRa the display

unit. t Hughendght rinésctle®s cofrpruvtativh tthgt 10s ldqﬁttdcﬁ%al% €a product,
unit or a counterfeit product warning

encryg@(qq/gegypﬁggp rg}pggureph@@ weenr (ibeotag readetci?éclandnthe contactless
comnﬂuﬁf&#tn@ﬁn@§31(§’faré té% &ggl‘:tand {h gggggﬁééé’ﬂ'éélﬁﬁ g)'gtg l[lCt m%ormatlon is

rea accor

succesafwayitdlspiay&rten\the dasndiaynuaitl t Jf the proddeicis @@d@ﬁterfelt product or a
uct information fromthe

forgec[: 8594;{%?? dbg%{%ﬁﬁgggh(jﬁlopaarogg dyras g/glqt{.—glntangl fhus, meaningless
lnfornféﬁbﬁuchét Ish%t%@@ﬂﬁfe Wﬂ?esdlsé%&ﬂﬁhlf ddo?.ll?l @r*%fﬁtoguct warning will

her wor S respect t UCt
be dlsafaygdodif dﬂuscad:astqnseman elmleolﬂhtar@mﬂrwnesg ofthé pB&ﬁJdt)f

Qntactiess co on tag 10 and the ag
IE§°J ’[IEB € tég“q gbr% the ; tﬁgalmdgrs%g g\)(agom@ to the present

inventmnoFeR@ 0 kG
inven pnpre R.;_\% 4/§ o%r?ggfdég% r?g{ct c%aﬁw?ll%n?&f t 7, i %rgnt Broduct information

from the sentactiess eommounjcatien tﬂgmalarﬁyseq‘uqmltlawyuommml&% pFoduct codes
on the display unit. In other words, with respect to one product, a plurality of product

codes is stored in the storing unit 300 of the contactiess communication tag 10 and the
tag reader 20 sequentially reads in and displays the stored product codes. For
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manuf acturer, the second displayed product code is a
brand, and the next displayed product code is a

wa rioggoopr oduct nunber for each product. Thus, PEI/HKR2604/000739
having a code table can recogni ze product information
froma displayed code sequence. In an 5 enbodi nment

\Apﬁer tge display unit has a plurality of color LED,

exampe, gl?d r%e‘?jﬁg'ﬁ&’@d Rragduelecedeiameng deeuiuratityt bhiproduct codes is a
[eafal of;; 0 . .The contactless

man e dhe e oibpRlel BB ok ¥l tanflo S5 hechext displayed

producintarist iseasuniquemprodaet hambleadod @aBhYprbauet. a(;l’flﬁ.é‘,(%duser having a

ncryption key updating unit 220. The | eake
COdejﬁé n B?PQ%‘%;Z%EU&WCEQ"fgﬁmitl%ﬁ‘oﬁsaailfmidmté condersegdence. In an

e3R8 3R 555 T RS LR, 428083 5%, iy soquencs
may ke arbiparysedusyseithat indloatesooh or dffefiRg dbRyrilEmDUNt ed
in . tags.that are newy  manufactured after | eaking of
t Qee‘%lf F?g?‘?sénc%mq“ig%ﬁ@dﬁgr%pf thecconrtsmainit 280 phthecontactless
ted j diLs i sting encryption
comniSoliP tag 0 thay TeleCneakad diibritch! R, GRS 220. The
leakedo eneryption ekeyo nipalating ssnit @AM catrhoedule aghol@itédn the contactless

directs the 9,15 reader 20 to use _a new encryption
comniication tag iﬁetq fqeécﬁ’%l@tet Fe cPHBlesteite oy yiptatoledstyone of agreed

encrypBeat ké;% %ilbaﬁg@-oﬁheeﬁfﬂ?kﬁgdﬁﬁcﬁé’ RhbQRelSEYh ﬁﬁg?ttihgg are newly

unit 2 applied to th rst enbodi ment “of
man%@tu&gﬁ a_ﬁ%rslea&mmﬁt thatem}t/ptm ey 'jsanwoii'ief‘?d.t O'L ﬁélibtarl](etd encryption
nt i ntion transmts a unjque master key tha
ey ufigfiid bl S50 o5 N Xt SagVPlislukey a0th rseottie the tag reader
20 theeagtempd t80redrl ﬁ{eE%ohfa;ctlew CORThERicKRIn qgg { @h?lrd?ﬁilrgcts the tag

received master key as new encryption K
reader j2geto Yye gppevpencryplign deyithahis spacifiedi pyrihddeaked ep@lyption key

he contactless conmunication tag 10 and the
updatﬁ?gﬁ‘ﬁgg%% 20, it is possible to reduce a danger
CAhG ¢shkddy ehasistiod kel wpdainbalniK i i
encr%én ion kgyk_)upplat ?nlgp uni ? Znéogg%aﬁbgga?ghﬁ%eﬁrge%rgr?ad'mem of
the ceitgelirsseremmunieatiartag: dAtaanordisg tootmeupiesaht iventign tansmits a

oo g5 R 1 BRSSP0 BRI, hagroacr 20

deletes ity otinchastbakey antitecsae® Areivd Paked K@ i .
.and transmts aycorrespondi ng encryption gg/g%)hgtw]?@ptlon key.

At thjs tipg, neaRPjoRritalytdefining agyrungiade pootoThkbetagenahdatontactiess

i St ighed. encryption key and
commPiciiBR LA PN 188 45 B 85 A0 o BB Fhal Y ¥ causec
by hadldyg of aan&6teckey.espondi ng type of industry, a

aﬂ%izs ondi ng manufacturer, a corresponding brand, or
a qaz@go‘ﬂ%ﬁ REIGHY ke, epdaiingHnit 228xarplieddeopbadiengnt embodiment

o ' B RORS BRI RATIN 6 30 8or 0 e e o ' o
in a tageyf aibet ofigdusiry, 2aradattuest, & brahe, dhb HoAR A8 Mhe same as
a Ieak%fd encryption key and transmits a corresponding encryption key that is to be
newly used to the tag reader 20. The tag reader 20 discards an existing assigned
encryption key and stores a new received encryption key as an encryption key of a
corresponding type of industry, a corresponding manufacturer, a corresponding brand,
or a corresponding product in an index corresponding to the contactless communication
tag 10.
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t he contactl ess communication tag 10 according to the

present invention is nounted in the contactless
weeommstgoeat i on tag 10 i ncluded in categories SPCIKR2008/000739

type of industry, a manufacturer,-a brand, and a

product that are the sane as the | eaked encryption key

5and transmts (,:orl'(es pondi ng encryption keys that are
¢ ot elsar enengetian ke epdiating HEE @20 2Rplierhs thegthidaaisbodiment of
tno AL CERRKELS R Tak YR ORARNATE ol AILER, rountos

the crmetaatlese |cmanlmemlca§r(m tagm@&rydudedtrrﬁcétegbﬁeé @Ucﬁ%ha type of industry,
eqgory. For in the case of the contactl éss

a eIk R BG40 FrAdVe Tt HEcihessam ao @Rdoaebanryption key
and tranSRiits 986, cﬁﬁjmé)esp m%ﬁSKe%ss tﬂjﬁée)[- 4 é%('}??rr%&gﬁ Uspd to the tag

encryption key cor g
reader Eiwevite tagereadeakzl wpuiateptanenydtion kegetdoresdpodinting to indices
direct the t reader 20 to update the
aSS@éW&%ﬁ?%%ﬁ% tlegs seiappiRatiers fag 10Twith mew greivachencryption keys

in aI ea18d &N adht | e uDﬁate&ﬁrHB |n22tRe"%¥a§r gtlhI contactless

transmt a new encryption the tag rea
comrunicatign &g 10i$h0\Mﬂ'ElW Fec ﬂfptal lrankdyddy isseesighated 83194°. 2345 s

of .indices of spare encryptjon ke i f a suffr ci ent
assioNgd, 25 abr SuTVRert Sey RauTespRPEIngnta, 15t PEAn However, the
leaketPEHESBLiON %eﬁﬁﬁcﬁﬁtt%ghft 20 ﬁ?ﬁ&frﬁk& ﬁag;reader ZQ to update the

correspondi ng encryption
encr;@rpnd@&aﬂ%@ \Mr&n 5678, To drlms rends thdt’éahedsetr&nybtﬁfn key updating unit

220 B P, SR ST 25 e A 5o 2R Ty o
new 8RéhypasH 48§ biyNRISEFIYHhE epirntfdes o4 %ipﬁgée )eﬁEB/Etion ey, if a sufficient

encryption kéy corrésponding to the
numberg)jmnass@gega&naremmmtloomdyeyare%cumd eslpomebsarhplet Ifaan existing

o .l der 20. The | eake
inde, ReheSionding 8" B6TR: g1 5initne 298kET Pty e faaing unit 220
transgiigotis MRl fof ‘56Es’ Cand asd t@s@aeemw@tcw r%&tlon key ‘5678’
according to the resent i nventi on updates
corregpengipg |t@n1fzefr@rreﬁwgvratqﬁler eaidi assigis Gm:reyrptyprblnnklegbs 5678 as an

oncn By O L U o T 2B et rpton ey

corre%oﬂrdﬁ@&h@%dr@é@@ﬂ@ﬁﬂ 19 i B fagaieadepnor yption key in
t he encr%gtlon key table with a  received new

. er®eypakeshereryption key swrlating woit B0 appliedytothe dourily embodiment of
the dé'ﬁ'téctl%gg @&ﬂtﬂu%ﬁjce&%nt f1'0{ ggcﬁr@tﬂﬁg ‘tge tngres)ertthlgventron updates

ntactless conmuni ca

Ieakenrmmtromkeyé embn.gOdqilafalrtW@f eRBlyptién me%aétbﬁéd # the contactless
ncryption key sets stored in the contactless
comrg nciag 4R t dgerieg maden 29 UP%@eSe@Ee@Iﬂ@'M@ﬂ%*ewrstored in the

o SinagERARDTAL 1EARPELARIETAE 37 ORTERCRY Wi i

receiesttngwieineryptien st s to the tag reader 20 and requests

t ta ader 20 to update the encryption key set
PSR PhghPGon et Geflatha W 280.anmled e thd fith embodiment of

the cé’rgtycllﬁ%sg%fnw Satior] % ordTngltB af rpﬁggéﬁteﬁtgeﬁ & Lpdates the

_ s encryption sets as
entire plurality of encryption key sets stored in the contactless communication tag 10.

Thus, the leaked encryption key updating unit 220 of the contactless communication tag
10 transmits a necessary new plurality of encryption key sets to the tag reader 20 and

requests the tag reader 20 to update the encryption key sets corresponding to the tag
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contactl ess conmunication tag 10 in the stored
encryption key table and then sequentially updates
W@ b@4e8m0iT e encryption key sets with recei ved PCT/KR2004/000739
encryption keys in the order of receipt of the
encryption keys. 5 The | eaked encryption key updating
unit 220 applied to the fifth enbodi ment of the
readep@A0act Thes dag oieadar 24 ifisst sperifies ancoypliongkey sdte assigned to the

nt, | ' ates.t entire plurality of
contBHERS Lo NGILAEE 84785 e, e cRbbEhKoflgbie and then
sequehtiibdusdatey Rhe @ntirk ebcryptiah kg sefd Witk 3Bceifvelifheryption keys in the
contactl| ess communi cati on tag O transmts a necessary

ordepefyeseipt &f the eaeryptien fg¥s.on key sets to the tag reader

s L R TR N p———

the cobitactiees toapnmaaidation &Q%HU atcsafty {d B pRSRGRYEHtidupdates the
sets assigned to the contactless comunication tag

. key se l .
entire ﬁYLtfﬂ'éiygf Gneryrtieprket a3 starpdtinhe taghd0updhuestheHeaked encryption

. . ) . L

ey GG, i 28 dfdfle Siohuadeds brbmpERFRE e IoBAlES & necessary

new plueality ok edcaptioh Kely etk &y thepdat ieader R0 tandPR quieBtd ®@ tag reader 20
t he sixth enbodi nent of 15 the contactl ess

to updgtariha engryBiion kgY setueesrenonging to the tackrader 20. The tag reader

: I n Pt reati I
20 S 4SEHBIYIS GRSTDAT, FIEEHARIAEY 58 sg gormunicatn o
in theestdesd 20cryftiont kéys tableeandrupeiatey phé cantit€Yencryption key sets with

.corresponding to new encryption key creation
receiye ShANPHON KEYS T {hsr ekder ot farelRicr e ereamtion keys.

c ' [ : . I i r .
COMBBaE e Sy T A AE2a 2R R Focimon o
the domtactiessi comasinicatiod tagp 10naecdrtimgktd ithé . pré8ehh inention transmits

case, if a ecific tag,r est s genuj neness
encryRioR Y GaeTam Mol that sheHIdke newly Werd tatha fegtrergier 20. At
this (%, ITLAE AR REY coitBsbRRING 17 nERHIIEIORY ke GrefioR thrommation is
storegrainutheec tcontactiehs sommunication siagl 40t o Tiet tagrireader 28gmay register

s A i R i R A58 0a bk i

In tlgtcRsef if@ﬁ;ﬁé@ﬁé YA réQuétts GRUNIRNESS lautkentidfioh &P thg reader 20
encryption key updating unit 220 applied to the

can rgefgearduratehodetesnine whethiee thtaghstd esuntedeittiag oanbbwith reference
0.accordi to.the present jnvention transmts ,

to th g i &, O &t Mo Paidim: 105 this PervElei b determine a tag

manufatiuyed Sestofe® 4 hepdoific 'RAEehf Zﬁan%ﬂéggqréz?dmﬂ)é'ﬁg%gwgg and a tag

assunmed that the encryption key 11 1s
manufaetusetbatier the spasiiiodate of mayfactrg-tabe sBuntrfaini s

t , : ion key " 1567..4sS storged,in a 3 .
BB SOERBIE o liBng P a2 ol feadbefh embociment
of the L3atkctlassl contmvmitation k&y 10r &ddr@fg tonfher priseff invention transmits
corresponding to the new encryption key "1567' is
encryplign' key areatipp iptseatiopethat shield beorglyiused by the tag reader 20.

[ Ng:.uni I g | Q N eation
For R 0o EReBR TN R HaB L 58 g amons e
encryption e&yeridi FiG. t4B t hat tHidewne, 02 newhahcihyptioh KedNaB6Y0is stored in a
the tag in the encryption kety
newly released tag instead of the encrypfion key 1324’ and encryption key creation
information corresponding to the new encryption key ‘1567’ is ‘138’. In this case, the

leaked encryption key updating unit 220 deletes encryption key creation information
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tabl e 430 of the tag and requests recordi ng of new
encryption key creation information 138 . Thus, the

wo aw4gmaer 20 extracts 138 as encrypti on KeRCT/KR2004/000739
creation information corresponding to the index '02
fromthe encryption key table 430 and creates the 5

Laaencryption key "1567' . As a result, product _
133’ ¢grspshandiig tatlirindsx ‘Peathaliis lmssignedcto the tag in the encryption key

i i i key. ' ' . .
e A S5 RIH5 SRS B P4 r ot
“138’exiThusnthalitag rehdére0 teadracts dE82rg8 8/cHybAoRN%Key creagon information

counterfeit. Al so, the contactless comunication tag
correspophingnto demiindex (B4 tfromothsr enreyptieankeic tallgs430 and creates the

I iren t [ O: pLesent .
encrfilDH R aeT: (A8 p 08 Aot b ek ol aitine, tsachyith respect to
a counferfet3key havipacthgpenergption ey fues4’ beRna¥xistitg Histributed tag and

nmeans attenpting to access a server by hackin

a
such a,gounierel 9598 axislingrdistribytas) tag ig sletermingd to b%cqqzm@iﬂeit.
: . : 1
ARG S PIRSSC BB g 100 el BftE d00 of e
contadiless esonemunicatisnithg 0 bogerding &l tes pregxif dgeeritibn 8an include the

client after includj a random nunber in the log-in
rep'aefeaﬁaelf %@E@B@e”%‘gd#&ﬂcr}'btﬁ?'?@yﬂ@oﬂ Hechgigues, reg@ysettack means
aﬁenﬁﬁ@gﬁeac&é%@ 4 Benel 'bgrPfac'kagl ) -gﬁagge_ﬁaﬁg AR by a user in an

rina response |0g-in server
encryjited kauthkaticatiodo provedaes avite metransraitting dhenbackdie message to the

received log-in ssage.and permts |log-in on]ly when
eIV |0ARRAMYL SHER ancatar. 1ae REIVES tEREMS & /g resiepy message to
» r. » . .
a cllétd?%f%?_lﬂﬁﬂdlng'wﬁﬁdﬁ? Pgﬁﬁ\%ﬁt i il %ﬂ%@??@é&gﬁ@‘é%nd encrypting

ime, it Is possible 0SSi
the logyraequest message,hand dhe dliegt iimclutes dige sa?2fe bpndoth alimber in a

oso i gkResbeshoR”  TBL4PPRTALRS ol R 36t e ithtcating
the raséibeMloGM nidssagt Ghd Béfrﬁi@é‘fdg-m‘oﬁ?%ﬁéﬁ etﬁé'r‘c’aﬁhbﬁm pumber is the
prevent a read request nessage of he tag reader 2

samepsdhat iposmitateby dbe sefvarhe Siet thet rarxkorn oramipercist clienged each
.t 10 fro bei ng hacked. cqpied and used.,K6 Thus, .
tlme,r@%l %cgﬁs&l?gélpr%\ﬁ as%sts |t¥fo?trﬁge§%g eH?'n_§§h?r§\"f’é’Fﬁ Jqghin message
by aiﬂ%f!sﬂ@l%éﬁlbyBIo%Rﬁwf@l@BHhiﬁ@@,@.S_S aut hentication can have

a_hi gher degree of reliability. The contactl ess

cdieupresant daventipnl ntieducas replayimileckhog te¢hnitjees in genuine

l e .cation .10 according to the
authdifiedih: "ROn IR ocil ek PECE Alfad risifest message of
the tay feRies 200rinidspdnfe niRRRAGBDdIeé BbhtdcaEss BBAInnibStion tag 10 from

stored in the storing 30 unit 300 of the contactless

being: hastied.c soPieH arg used. Evidiug, treplaYorttadadim@, system of the present
o S J S e h Ay
verk ST R0 S04 400250 B D 5 g, coore o

reliabdiftyr eadi ng of the tag reader 20 in an assigned area of
the storing 26 WD 2004/089017 PCT/ KR2004/ 000739 uni t
3die aomactass eramenicationitag 1§ emihe castral st 200 of the contactless

commlM¥éLEsh AagdY6t abBSAIP S Ohe present invention may include the post
management processing unit 270. Reading detail information is stored in the storing
unit 300 of the contactless communication tag 10. Every time of reading, the
information providing unit 250 stores the reading detail information such as a serial

number and a date of reading of the tag reader 20 in an assigned area of the storing
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when a value stored in a counter area that nanages the

nunber of reading is nore than a predeterm ned val ue.
wolonmewga017 t he post managenent processi ng unit PFOKR2004/000739

designed to provide not only product information but

al so the reading detail information 5 with respect to

gé bflctermnal that |ogs in with a specific
unit gf) % Polnfraiation. providing ril 60f d@emg@mgtde product information

f e f The rea [
whor SO S NS kB T, A in b o
than raepcmjretem'lmmeda/ralud heHowevier, tihapose aesige@ne Smc@s%g unit 270 is
a user that perforns genui neness authenti cat

demgmgi 9 Rravidegpot cgfg)hgfq%woan@h@mbutglspdhetfpadmd@f@ll information
with Yé‘%é’c'i“f&'é’%g@félfl? tEﬁﬂln A @’%pr A dw@pdé ﬁtggpﬁﬂggécr%“%n key, i.e., a

tag attac oare urne

readerefarienanagingf fegrardiess yof the riumber of psathldg.ONTRS r@Qéér is configured
cust oner, Management i nformation of customer-oriented

with hardware that Is gatiar tor cermmaR readsy. ¢ blewevetatheoieadeg cao recognize

o el decoo ey Al LORIRAREE byt 2 doto o

genuineines glitheénticatiem dyakading mfmmdn@hldfﬁa teyistardeiein a distributor or
or a period of available

| abl di
a ta%égb&ﬁﬂo F%%\V%Waﬂﬁdteefﬂ)%iwl% gr h%&?ré. e dpader car ea‘fmmely use the
mforr’hﬁﬁ’én 83t st SuBér B Yﬁ%ntflﬁ‘lror%%ﬁ gﬁ {J¥fo?ﬁ +oriented marketing.

However, 10 years is to pro
pédsmsthed cbotacdeissrrg;rmmunmﬂhonf tag Mo suctheasoalidl @itN200 of the

B A 10 o .
geneidl OiﬁQ‘RﬁiVBBatﬂbf‘hfengcgr? {He ﬁlﬁlﬁf)g Bf‘%@éﬂébﬁ"éﬁeé‘oq gﬁédﬁdﬂqof available

tag 10 for appli ion fie atalsre
reading é loited aftentpoonding 300 IEEd(I’}OWI‘I that aata mhlyg;res@ved for about 10

vears,¢ Heifauel! G T8RR10E sDP o aicdiicis MuatiRim p ssbsgaforghiong period
of tiseysuckr 9§U§&rveym@0rré'@éﬁt§nanﬁ&@e§°?‘étﬁfesva|a}€|83sgt?lbﬂfr@g If the

in the storing unit his c
contagtiess conynumieatiers dagn1Q Hacludes dizel efiestoprocessitg amit 290 in the

ot B bl SHE S0 SERRGA B, 499, B°HL LB in e

stonngpan@tIBGmE\ldﬂytthﬁe?@f P iR éHd)CrléﬁeQFi‘ bﬁ@eé?éé 4Re data Refresh
correspondl ng to capac:l:h%/@o the refresh fer.

proceggingcHiild be parmedson tiee deta, elscl:iuﬂngcmgpltlon keys, product
o el B AR TG, Bk, oo

bufferHsrlacIndéti dn th@cefhteictiess esivmslinEatich &iy ‘l@eaﬁ@*%é @é‘f‘ﬁ'&h processing
Qé%o\ be described. FIG 3 is a schematic

unit Bﬁﬁﬁf”(ﬁ rafr@%mrg@ﬁ%mgarbyorenetaémgargeadeaﬂ@rwm oBeratlons in the

unitof3A6GHE halind B SiAE oBERSHANG T Bhhly ITbB i bBgen  In the case

of prdtacisithattdve tefigsheadcésyeet, il desiedisle te det ﬂw@en@hﬁé?'@ﬁ available
i nvention jnc|lude a mani pulation unit 930,

reading) 499 85 et iopiil irenenbebolavrilable sgading.uni t 950 a
SHBF@né’ﬂ@erFefHHé& A bdiRehf bhy téa%a&g}%%ﬂll Be 48%cribed.

nmmuni cat
FIG. 3 is a schematic block diagram of a conflguratlon of the tag reader 20

according to the present invention.
Referring to FIG. 3, the mobile communication terminals 20-1 and 20-2 having
the tag read function according to the present invention include a manipulation unit 930,
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unit 500, a storing unit 910, an information reading
unit 750, and a control unit 700. The mani pul ati on
W@ 200t/09807 | ncl udes one or two buttons such as PEBRER2004/000739
start button and information transm ssion button in
addition to key buttons of a general nobile 5
tion termpnal. Alternatively, specific

muni ¢
a d'SB%b’tLHWs soud, outRUt Y 960 ekRitery fnet shewvn)ea tag communication

i RT3 41 oo 10 5 g b3 e 700

bl]'theonmaarpmlatm umit ©80anciaded bABTFIHBI BUtIHA S1th é‘@‘?é‘ad start button
e mobi | conmuyni ¢ation termnals 20-1 and 20-2

and Q,rr@@lqm apg@ls;sgga Bt inoAdditiencionkew| bustonsoof a general mobile
T el it 95 . .

comriibatan 1ALy Relely; 3BeliiR B Rbod Rrhond ey BitieRg included in

a mobile zomﬁhmlsaimdtemtrmhtmawfmc%ﬁ ASIRTy @tﬁﬁ%ﬂ*@@é’ce@fto d RRd function

h b[b mmnlctlontwnals 20-1 and -
such gs F’é@@ eaEANGht 'ﬂfor”!ﬁ?@nltéafiﬁrwsﬁ@nl buttcmawhen the mobile

f d
comngtgrgg%ﬁiﬁﬁté}rﬁﬁ?%}é @af %ﬂg %ﬁ%\ﬂﬁ tH€ ‘ié@ %‘a@q\"@&lﬁ%aﬁ%pon trolled fo
perfosmppmd soperatioles.di VTt odisplayt iuplite 9B0C eRes (aﬁDM‘@D of the mobile

conmmuni cation unit 50

°°m"0\';i"} &F Ec'gﬁ tmgl%é% éﬁgﬂeén?ﬁ 2322 wi e saund @Htmﬂtumts%m uses a speaker of
the n?dﬁﬂ'éuébrﬁﬁﬁjn%tlbﬁgte}l‘?nr?éig 24-1 Sl P ShY: tr;ﬁ%lﬂ%l%:g%d‘@mmunication unit

necessary power. The tag comunicd
970 is aalradééharprawdealaanﬁﬂ)me canpouvicati@mflinetion irid @%MSM group chip
nodul at nodul ating unit 535.

of Q qo‘mwaaaé?ﬁg vﬁl’J'PtqdeE‘gs 9'f°‘f'fj§?%tn$lir§00&ﬁ$da Qs de/ssl@latraultlple access

(CDMﬂgtdébnﬁthni@Qﬁér@Ctl ess conmuni cation tag 10. The antenna
may be formed in a pattern printed along the

ciThe (idg epemownioatiorhunitdfill wirclessiyumichahiges daes Withadh® contactless

comniicatB”, 130; 165540 P uiatessh FERSRIS < RpBamanioRhRL y The tag
comnﬁmlddl@ncgﬁtta&l)d)eméludégnﬁﬁnéﬁ@hhgn?ﬁggfl%gy% dggﬂgjhg unit 531, a

antenna 510. The denodul ating uni
demodigting veit 435 dand can mhdulating agnit €535. c ofihe namehnan5tl agwwelessly

vansrfls B4, D8R B GE e e PROH AR, % antomne

510 mapt betfoemedchnmalpat@in Otiritad ABngEaRfD dﬂfcuﬁf?@?é?f%%nb? the mobile
constituting the tag communicati 8n" Unit

commugiGatiop otedriinads (k1 a@ﬁd}rﬂ%ﬂl@llng Hbep@@ereazchrﬁpthgtlarnl tThe power

s Lunf S OSHAIRD WBbbl® pfl SOGSAeIRIULAD comactoss

commmamaﬂsloﬂlO@ag)HG hthrewdt el efgeMRIMEND. cati d&dodQl ﬁﬁe unit 533
not 30 described in detail. A main proram

demOMﬁﬁso@ Sighg! fmel\éaﬂ frem ﬂﬁ@@ﬁﬁ@ﬂ@ﬁ%@@nmmm@nﬁm 0 through the
antenfis 10 anerBBEYRING eSS BERERIRNY, o slaablo Baythemitted to the
contaciz®4/ @Bﬁﬁﬂﬂnlé‘ﬂﬁn(%@OMmOOE’ébtﬂbﬂ fé@nﬁid?%fnté‘ae&qstﬁ@t%g the tag

commﬁgkgggé l31 agbc? corresllgl)rl#cris‘?l Ith> ttf)lle %fntgnnncar %%I ?hne power supply unit 131,
the modulating unit 135, and the demodulating unit 133 included in the contactless
communication means 100 of the contactless communication tag 10 and will not
described in detail.

A main program for controlling the entire system and seed values for creating

encryption keys necessary to information exchange are stored in the storing unit 910.
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i nformati on exchange can be stored in the storing unit
910. The storing unit 910 may include a nonvolatile
WOoreomg901e. g., ROM and a tenporary nenory spaP€T/RR031000739
a single flash nenory. Al so, reading detail
i nformati on about tags read by the nobile 5
comuni cation termnals 20-1 and 20-2 having the tag
On the siheiuhand othel @aint pragramant@ pkrality e endryptdrokeys necessary to

or B 5hea8 (B0 oy T A LB oG unt 510 may
includeld henvolatienimeaidrgnelger ROM) an@Gr ﬂerﬁﬁ&a?@nﬁ’emog)/ space RAM or a
connected to their conputers, The control unit 700 may

singlg dlashpmemary e d Alse, deadingedetpihinferpation eboust dags read Tiyethe mobile

' i i i tonl 0 L .
comrphE5h. BER209, HFA2 7208 e te0 reag sstien, s gtored i the
storirgpfunita@e0j nMdrketemnicanl recoghiz€OMcimatichn of agistoerahyareading the

onent separated fromthe control_ unit 700, The

readi%%?@?ﬁ@ﬁt infermatian fremudhe mebile sgmvuBication dgeminals 20-1 and 20-2
Connge{ewtgqhgﬁ%oﬁfg@gshe contactl| ess comruni cation tag 10
[ a

n response command from the mani pul ati on unit

93thearcdntiok pihity 300 heay roed inplemdiedeas en coamaéncial microprocessor.
Ication tag 10 on

f | mu th )
The dRIgRTaYORrieRdGED Uk 250 cHEd yipei BRPNEUSYEEFBPti: #1610 may be
implePRERL4AT %s %ﬁfmpﬂ% bBﬁil%I”Hﬁﬂ ofhd ro?%?h&fa%ﬂn‘tea ggda component
e cont on tag 1

received fromt actl ess conmmuni cat'|
sepatatedufyont Hiee t @antwdromiti7@8t i oThe uinfdrn8ion feling unit 750 requests

infornmation reading unit 750 interacts with the .
produc BifORRAAN () HEnGONACHSSE FomipUBIcaliRR @enddcin desponse 1o a

comrﬁﬁﬁa‘fl‘@n‘? #d Aadifdatch ang Q?E%rﬁi”&i%é%yé Qﬁé g?&ddc&tiﬁﬁ?mation received

nit 710 1nteracts wth e encr I on/ decryption
fromuthe edattactlesshecaomunidations tagntiniarat then disglayl@nitTr@50.  The

enoryfeBidvelrt G88 Ty ehrhmiR ot 8erbis iGEhation transmitied to and
recei¢E&dTkEH GABI ﬁhté&ﬁas&%&ﬂnﬁlhﬁzaﬁﬁé ﬁﬂa?me o gh FougPOtHe tdd" gggmunication

_ formof texts or graphics. I splfay uni't
unit 80| udes 7-segnent or color LED, the information 25

P e PR Bk 388 SRRl HSlimg une 250
of theowoHiHcEiabs ObormAfinkatieR tde ™M @ YhanehcrYpllon/HBchtiSn unit 710
case, the information providing unit 750°receives a

intergats véih the emcryplirnidecryptiers unita2i@ pe thentoniastless communication tag

10, BRI B8, GERHG5.HERSCERIER! b8ireo from e
contzptides suminRicdition! @y 40i én IRE. dispRiyPUKIt D50 Yn ahe form of texts or
roduct codes is 30 %rouped i nto one nessage and

grapl%)ip%nswftqnef@efdi@Mav waIti990dnades i -gearoeal ergcalar LERs theinformation

o, SRELEE W53 SRR s S dbat rom e
contavtibbs ecompmuHicativhi ¢ag t €0 nbnathe Zﬁsg?&ndnii%go.ha\dhnmis case, the

. the tag read 29 WD 2004/089017 P R2004/ 000739 , _
informatien pERviding MNityedQ ieceivesta Birality of arodyalgpdes siom the information

provilRERMISSEsE B fhe’ &HiSctlest ' Mrhlifiication tag 10 and sequentially outputs the
received product codes on the display unit 950. The plurality of product codes is
grouped into one message and transmitted from the information providing unit 250 of
the contactless communication tag 10, or the plurality of product codes is sequentially

transmitted to the mobile communication terminals 20-1 and 20-2 having the tag read
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information reading unit 750 of the nobile
communi cation termnals 20-1 and 20-2. The
WO pdosnsmti on readi ng unit 750 extracts the pl uP@i/KRg008/000739
product codes froma received nessage and
sequentially displays the extracted product codes on
the display unit 950 5 at predeterm ned tine
funcion dropaitbe” infermatiosr praviding runii2RY iinrasppsse to a request from the

: [ t cei s on th

morSERHF iy WP P B 6L SARUG=FREBRReIL 2pet ana 202

The Infbonatisn meadirpdnit ¢ 50rextratidthet plarsliow 6f praguRd ol BS from a received
970 can output a beep sound. The information readin

message and gegHsBliallycdisaleys she exiracteawredeeicadascon the display unit 950
o 6B G e "Tos B FEA00 e Sty outputs

receigbd gprodadetotes ant thg Bleplay tnitte Aécordmg ftg at oslkEf FRling of the
time and serial_nunber stored as a_})art of reading

inforgatign readingrurdl 1 ¥h. theseusd ouitiuy Wl cgpaubputimbeep sound.  The
inforﬁw%ﬁ?h‘f??g@ VT addsls, Tbl%c??/ndfﬁtfé}lg 4 %ga{ ﬁ,fngr %]ﬁ{:l't( %gcyigréé) BAdifate current

cont ac cormmunicat i on rou
time.c ofihe imfoaniation weadingAhit 750 Gahemite tinee of ypadiag &y a serial number

fromthe recei ved encryptjon key creation information
of a rﬁ?@’@ét% t@@fﬂ/‘% ine %T{réﬁétﬂlgi te make thetimeyans serialimumher stored as
a pa@r&q:(tgaﬁ)gﬁg d%?é%fi}‘l%rh‘%ﬂioﬂ.nd/ or decryption wusing the '
e n

crea ncryptio ey. Al so, the
enldrey pncryplideflegptption unii 710 T€ceiees enes/ption keyptieation information

from 3t s cRse R RRiARIoD R0 "1 SBUEPHBe i semyBgoation unit 500,
create8MR BhERDLOA k%?f%&fﬁ’thé ¢b&&VSd ‘é‘ﬁ%@/lp‘tiﬁh%eﬁﬂ&rre%tia? information and a
y or a

currently read’tag from anong en pti o eys
seedpvalualstorngdoin thepstering tinitd@t@ mydaprdtessds andsypionaart/or decryption

. _products ich are stored, in. ,the storing,unit 910, .a .
using % cEeede iR Kelin  Alsch b priohadieyPaas Unit 710 recelves
encr}frgrm%)fgb%%fyllﬁggﬁéé%%% UE?%S theﬁlggl ect ed %y%. gﬂt(l:%n/decryptlon
unit 21¢ eitheicontaclesgresseniunisation Ithg bid, dredests beysinelated dbla currently

a3l o ERSnRE BB R TS A 0548 e sl h sty andor brancs
and/&roprogiaBRWRichGark REorRAGh XRE SRIHNGASHIY 01 0 Ofhd Brdced3ed Edmmunication
of the contactl ess comruni cation tag 10 and nay be

betweenf theureantacilassr cospaurication ttag dBowadddber mahile communication

e IRCDTERNS, AL2! Mo 350 BEHLESE KB SL6R Bk Ahidion procecure
will Behelegoabydlihofétad claknt | Theushérypdh/aberypiBAdIME M1 of the mobile
the mobil e communi cation termnals 20-1 and 20-2 are

comraygigationtegminalsed@ilcand 26-2 sewespendioréte eyceymsion/decryption unit

' dec [ oR. Nt t ' 30
210 GPE/EAGENSRELBEBI ARk o8 2, g 8 BE°RGRRA o Brospona to
the ateserddwetibed elebadimdres ef the eorithétidsscoboghurioatiod tad@0. Since
mobi | e conmmuni cation termnals 20-1 and 20-2 havi ng

encrypfieon{dagryrtinn preraduses Reterasa it thea wacpméioaftecryption unit 710 of
' [ 0B, L h Q 739 .
emod B O oo U ENELSRE T PET SEEDPITS e ossontly
identizat ty fHosenperdomygd by rtheleintry@tion@echyption unit 210 of the embodiments
of the contactless communication tag 10, they will not described in detail here.
In a first embodiment of the mobile communication terminals 20-1 and 20-2

having the tag read function according to the present invention, the
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first enbodi ment of the contactless comunication tag
10. In this enbodinent, the storing unit 910 only

WG @nes90a7 mast er key as a single encryption keRCT/KR2004/000739
encryption/decryption unit 710 encrypts and decrypts
information transmtted to and 5 received fromthe
contactl ess comuni cation tag 10 using the naster key.

encrypiion/degryplier Hﬁsoﬁ@emrreﬁponde todhe leacemiienideayption unit 210 of the
first Eﬁ{b pgﬁ%ﬁt 510 ’cli%?:eﬂta?c@g%? co [?if%ﬁgn tt%@ 1r 0e aoln t'ﬁ?sCtem%odlment the

acco e pre
storltﬁglcumptgwl/dﬂlg‘/r EmregnanﬂrhéstérlQ(égmdse%Poélﬂélet ‘éﬁc‘i‘ﬁatlon key. The
encryptlon/decryptlon unit 210 the secon

encriosdd ermRticsT ane%%rﬁrmpté@dcdﬁﬁmmt%mfpdnatnag ttansmitted to and

recelypl o R LoFRbte oo blsphio ey A0iustid 3 Pleterases.

Thﬁ a secondentydieeny pf tNmobile cOMMUARSLYAXerminals 20-1 and 20-2
pti on key specifying information, e.g., 1ndices,

haV"Teg?gr?K% 189, &prdi ffue§ty%lh &e6PIHRg orfokefhe armeeantr yjneention, the
e RN LA AT R8BS A REFLERORRLEEFSR ok 210 o e

secohdi erdbedipwatitnefntheo tottaet esdb comnaaiivatire adg A, t ¢h 'thRAkfmbodiment,
2 15 having the tag read function
19

the sg@'mwma%g Stongs applélggﬁy of poeypiiem keys gorresponding to indices. The

encr@g@wﬁqr@ﬂjﬁg{n&g?ﬂQnreléglvtes7él'r8crg?ﬁ rﬁ%@%ﬁ?éﬂlﬁg information, e.g.,

ion unit 2

mdlcesm‘ncdn nsetag setliiesamenatptors kepnamih enaiyipts) ahé HekPypts hformation
i ment nceptual ]l y shown in a | ower
sl Graed neakea RomaLaGAIN e SapbRechbbue bpec

i 'Tn ! tﬂﬁrfte‘?ﬁb&gm‘é?\'t torHhg P\?a ?éﬁ?nﬁaﬁfﬁggaﬁel%%}ynalé dﬁé‘l and 20-2

a type of 1ndustry, a nan urer rand
having odhuet tagnereathe femirqrpt |acnd>mﬂmg ydbi otheunigregdift  invention, the

encryPBIdEErYRY 7 T ccRisdbands B e GhauAl CHicRBrtial Wt 210 of the
third psbcdaeeht 'o?%hé%o?ﬁéétbé%%'&ﬂnﬂﬁﬁhc%ﬁ&nf@ ac(ﬂe In this embodiment, as

contactl ess communication tag 10 from
concepiualy sbawnny a dwer. pd’rﬂ!ene)id?l@ptéﬁﬁordrdencwptlonrkaynﬁaible is stored in

the sfocit 8P disel i BrCh fetasBk i1 8 4vRe hitustug uganufacturer, a
brandinéhd %Cﬁidd@@t ina@iB.t Nehe %ﬁc%ﬂbﬁﬂebﬁﬁ)zloﬁ 108 es indices as

tag 10 using encryption keys urth embodi nent
plurabenenyptiom key @pectﬁymgnlmfatmahron trom thal Qorﬂeeﬂesasrlcmematlon tag 10

and RO A En¢ fBIGEREy SHTRS 1 edRGRIcH Commulniday®n 8§ ™o from each
corre§ nERgoRalsie! O 'Th@ %@th%&%&ﬁbﬁptﬂnﬁn M0 tse%ﬂcfén%lly performs

e fourth enbodi nent 'of the contactl ess
mUltl@'@nﬁﬁW@B@n/dﬁCty@@OmOOnIlﬁfqrmaéloentﬁ@mmétﬂd ta 38l received from the

conefBeebiilc S5 M| St GyPebbiphgest. | he steris

g fay fiurtnARRIIAEhOBF td moblie écﬂﬁﬁiu‘ﬁﬁ%tlbﬂdte‘%ﬁ%% 20-1 and 20-2
encryptlon key specifying informati on and |ooks up an

havingnc gt itag t%ﬂﬁde fendlivaci AgcHmgy pte orthieey présantt hisvention, the

oneo BB 556, YLK OSIRAT ETLSSR0RSL 0001 i 210 ot o

fourtﬂbﬁ':tﬁmitm}ent of ainel ddﬁféf(ﬂl@ts§ communication tag 10. In this embodiment, a
plurality of encryption keys is stored in the storing unit 910 in the form of tables. The
encryption/decryption unit 710 receives indices as encryption key specifying information
and looks up an encryption table to specify encryption keys for the contactless
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information transmtted to and received formthe
contactl ess communication tag 10 using the specified
wepspgtoion keys. In a fifth enbodi nent of theP@DERR@4/000739
conmuni cation termnals 20-1 and 20-2 5 having the
tag read function according to the present invention,
the, encryption/decryption unit 710 corresponds to the
COMBHRIGAYON o é@ry&h%@n@mntlonmcafptpneunm?{)ﬁh encrypts and decrypts

iorFERGH F5Rkm e B RIS B W 25885 Ayt fidton tag 10
usingithe spedified enEryption kpys.on tables is stored in the
storing unit QS?‘%O. The encryption/ decryption unit 710
r Bef VY iaRRedment Anitey iabia sunmeyIcaten; tepmials 20-1 and 20-2
4 Nf t§ f t : Nt C i cat | . .
navihd! SHE R A8 AGHON SEELRo S TN SBRehEY fprion, the
encrgptiomygedryptideunit 6110f corrédpende b dleé keassyptionrdastystisn anit 210 of the
., tag 10. Theecrytlon{decrytlon unit 710 ] ]
fifth meat | of Bﬁf tegs| ?(Pfgnwn&?éwpi%n%echyﬂhiSoﬁmbodlment,
imi i t m d e ecelV I h .
s PSS BB S, LR i gRgat] 1ETEENS stored in o
storifgymit 980.1 nThe sinaryptmbdetryptidn ahitt 7D medeiles indices as encryption
con‘ariwni caijion, term n%s 20-1 and 20-2 ,hayi ng t he tag
key sReqiying{riargiatiop ferithe cpptactiess FemBminicatinthiach0 anddooks up the

encriistiony PPy YRS | Qﬁbd&‘lﬂ: Eang %%n%r?ﬁtﬁcﬁr?e pRgf')s( tSEP {1 the contactless

encrypti‘on/ decryption
commbicatiorntagof! Ot heTl e neraryptes¥demyption amii 0t 3gqdéntidlly performs

bl BB BRI S o PEOHEMT IS SRS 92 4Pt fom the

ta@leds coRfRSSRENON fag 1 ' creation nodul e
eon can be stored i% aédat@gga e%mbtrﬁgé@gsfori ng unit 910

orini asbthzmbedimand aft thee thabie acqmmgninationdterminals20-1 and 20-2

.encryption ke creation nodul e. The , ,
navirglc 481 | B A BRI BOrETG edbesthoncijpEPdn fapstion,  the
encriptionfIFWtidtouhin g 16NBnERhbAds ke éﬁé@bﬁ@nﬁiﬁ‘é@w\;ﬁioﬁhrﬂﬂzm of the

. the encryption key creation information recei'ved from
sixth tayabediment af dbe copharileiss xonynuniggtian tagd Oendnytpissemabddiment, the

: ' r i O ransm t .to,and received
enoryiighfdact bt Dol ZRL WEdesn Pl R it B prficy Fidrgute. A seed
valueenecogsanp fo kay encryptien %@g@éﬁi&i'ﬁ@@h@ﬁén ok $tBRedRPAldita area of

copmmuni cation termnals 20-1 and 20-2 having the tag
the sfaring ynih819 on incoserraited;and staied gsespragra & ofithet ercryption key
rypkian/ vt bon- unkt 710 correspan o the ..
crea@iE HEINET) GARL S Bl leonibri it 2706 2al S dlforvption keys by
execemf_ag)oﬂmeeh_cryfptibhek@prﬁraetid)resmpdmmsingatth@neh@gpﬂ@n kéy creation
t hi,s enbodi nent, the encryptlon/decryﬁtlon unit 710

informalipn Jeseiyadetiemy e Gantaciiass siwmpdnication teged0 and wencrypts and

decr)g)t?% ?@@ﬁf’nﬁtié‘ﬁ (}g gnﬁﬁég ¥§¥én%2§%%e§6ﬁ%@%0@%|cﬁe&a%oﬂﬁnunication
tag 1PUEIMRIROAA9PITEDkeys storing unit 910 or incorporated

ar?d stored as adprogram code of the encryption _ke?/
n a seventh embodiment of the mobile communication terminals 20-1 and 20-2

—1

having the tag read function according to the present invention, the
encryption/decryption unit 710 corresponds to the encryption/decryption unit 210 of the
seventh embodiment of the contactless communication tag 10. [n this embodiment,
the encryption/decryption unit 710 includes an encryption creation module. A seed

value necessary to the encryption key creation module can be stored in a data area of
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creation nodul e. The encryption/decryption unit 710
creates a sequence-of encryption keys by sequentially
we@x@angiony t he encryption key creation nodul e PGI/R§260A©600739
recei ved encryption key creation information and
sequentially perfornms nultiple 5 encryption/decryption
on information transmtted to and received fromthe
the stincaiénit 83Q or innerperated PBA stargd B3 aipragrarheods ef {he eweryption key

' j f .t ' .
cretff oqble, 1 BHGHpRGREL AR U0 MRl sommencagt enerypton
keys rt8asequantiallp exacatimd thw ehoryplien Megserehtibm vaddilerusihd he received

encryptlon/decryptlon unit 710 corresponds to the

encrypfiony ptiieyn/ s&eatigh i dafamatiop10 asd t reequentialhht hperforms  multiple

encrﬁﬂ@ﬂ é@@t&og{] 8@ Brﬁfggrl‘?l?{léﬁtthag'\%inlﬁgm 'Hgmféc%&%qagﬁﬁ&he contactless

comriificaidh tae 16 ushgpthiererichgptitindkdyag uni t 910 The
encryptlgn/decryptlon unit 710 extracts encryption key
cl@# 8ightheptaeRiment ot e mehile sommueisatien tergnatsne0-1 and 20-2

havi mti?ét't%gs %HT ﬁ&fd g‘be@r Wigh N fh%fe“? §§1tt om\%ﬁtlon the

ncrypti o encrypti on/ decr |on

encrybilﬁnﬂamypﬁmnaumeqweme’eebom toy thd encﬁypﬂQn/ﬂécmptlon unit 210 of the
ptjion creation podu

| t th l e
ot N oo me B on  gp snmiate
showh"iPrdabivel SooReBrHIE., a,!uhy FéerJt rfmljlé\nsm ngd unit 910. The

encryption/ decryption on orna ion
encryplionfdeceyptiot dnibil O bﬁtraohstmypﬁm keyneneatioatinformiadon ¥dm indices

recelyigh 61 dienmaRiatiens porab kAN’ 380 11w ae Srengsiaghe encryption
key t8Blel NEHeagnd ﬁ‘ﬁbﬁ/&f@?&b%h L) El%a?é’s hg'seeccﬁfe?\%grﬁf encryption keys

I nvention c speci l'east two
by seiquiotialiyt éxecudingribe ancyy@élonfcreatdlrsm;duleiusiag ihaextraeted encryption

ey Qeglidhdrorfitign s Rauedy el Ghikds erauehendeeryption on
mformétf &H RrisAilite@ ol AU Qééelﬁé@%orﬁ%by@éhtgﬁléﬁ cbhftRlniBStion tag 10

i nformati on and display the specified pro
using; thesneayption kayst he di splay unit 950. Such speci fy| ng

78 Sh BB A5 (58 e B cRef tokBBRls, 205t 5 -2 having
the %@Q@aﬂ”emhch@m%dcbﬁilﬁg bt fhee Inff8AYentih %Bﬁ\/\é‘péd?fy at least two
FI'GS. 4A and 4B, product ormati on correspondi ng t

produgdinfernaiin aamgo%tx@@o@fwnduswu&mmﬁa@smnaumgnd and a product

v 28y e e 5o P RSy crestor

mfomﬁailo?\(;) @ ifdicss dblout Seriepstion Reyocréﬁﬁ@mflhfcﬂhdu@ﬂsbné display the
portion of product information based on indices

Spe‘?'@%i’mlqtﬂ'?fﬁfmﬁféo't@ﬁttb@tdllsé%%y ugid 9h0ni Sschapeciyging@nd displaying

can J g SRTEAE 681 SSLOUER B, % g Senent. o sovnt

embBaMER? G (HeO&ighith iemisudliinent. sehseehbwal i FIGS UdA afd 4B, product
| east one of an information providing unit 760, a

informaafaky corresponding to indices for each category in which corresponding

encryption keys are included is stored in the storing unit 910 of the mobile

communication terminals 20-1 and 20-2. Thus, it is possible to specify at least a

portion of product information based on indices received from the contactless

communication tag 10.

The mobile communication terminals 20-1 and 20-2 according to the present
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encryption key updating unit 790, a replay attack
bl ocking unit 730, a reader authentication unit 770,
wa@pa4asef resh processing unit 720. These coOnPRCIERR2004/000739
may be incorporated in the control unit 700. 5 The
information providing unit 760 transmts information
read details read by the information reading unit 750
invertiont $slectiMely ineludenableashone of aer infymatiant previding: Lnik 60, a leaked

encrifom, Kefie ipRRui: briaro%n o rblia¥h FierE pREBFG M, /20, a reader

authérﬂ%@'ﬂﬂﬁ l}HIt l77(_9'59nd'a %fred@f Qﬂidféfssfn@ @hifF20NT ThEBE Yiponents may
i ncl udi ng | east one of a type of Industry, a

belnﬁ@m@tra’f@durléhecanw@unﬂﬂ@ﬁproduct nams a grade, a 1o

nﬂgwe in %rpwegpnn;gr @'ngiHalt %ﬁft datf ergg%mr%regg? (iqtplls fead by the

informBfion rrebtmy &HE 7505 t tll%ls@?v@é‘dnénéét;émeﬁf server 40 via the wireless
aut hentication. Purchasing informaltion about products

commuaicatien eunit & Opurldieadfarnaation ny@wdmgeuastsmo transmits information

read BV RETGRIARY RO pORTEY Tnciahllft FaRol o iog, ncluding at

leasttdife bfkotyFBt dfORdLSHEN SAArUTACctuRér a7§|%ndAaOk3ﬂﬁf c@fnah’ﬂse 2 grade, a
15 nobi |l € conmuni cation term nals 20-1 and 20-2 check

modeirainet & Rastueing 6anigH, ehdatedpt pranufasiure,980d g serial number and

s S T AT T p——

Purclﬁésm?&nmlmﬂdh adbowd product83Pat hapveeassdfl patdiRised after genuineness
etion of purchasing, a list of products whose

aUtth‘éWéF'ﬁ@né@%V i ke nedydad, inadbeeinfrenatien | tanemilted da the service
managegﬂ% %l‘(?e?'io [Ty ﬁ'@tmi%%ﬁ{ &h ecFaHé?m{tn}% gfggr'}@ ?‘1 |dwner of the

di spl ay e on |sp ay uni
mobllaaseormmhmcatson rtélmlniats Qﬁ-f ramn b2 Idhsbk@r}ﬂododitesﬁeﬁn@tlon on the

confir , a correspondi ng product is processed a
displgye i %5( %ewsxnmﬁe@w%mwﬁ FHiBPRiication Key and purchases a
prodfdt hﬁr&?ve 1 ﬂ‘?gr gé]@ @Qj{alyf Ofﬁﬂ'lt%h@gg u§at r@ﬂnlt 930 is pressed after

col | ect
completiors nok sparchksingi nat Htist nmmlmmblat:ﬁsngmlumsé §8fuineness |s recently

authar iRl St Tl Toagie Getal IRematian slafeqip dhastonng unit 910 and
d.spnésﬁéowemherd.sﬂég{mgm ﬁ@Mc@% hﬁ génﬁ&fse fd@étia% & Mhe list and

a sinple sh message. ever
presseisna eonfgar kpye:asecsrremmmg:rmedmrg isoppicessen askbpmg purchased.

The BifcBASRERArrBIAeBy sty the, g Lol esaé-gfthgﬁ%o.,ecﬁve.y

e r h 0
i TGP, ST, et 5

Information rteansmssonclerwﬁrfgmdl eakﬁrw vwifeleasccgmmtmmat@yn unit 970 or a

WIreI%s%gl:R}t hggﬁg&@ t 5 gfrpﬁ m S gaﬁgﬁtﬁcﬁ@ %eq”orm ol% a simple shot

messa@e! eTRPRE Beh& ANt tdvaiy Kife at @é{#%ﬁe@séé‘%étp‘éﬁféﬁb%mg completion
unit 910 and updates an encryption key by storing a

key, pisehasiagdnipiaationat yips fie ofdheipeshef teopurahasiag campletion key is

A e BTN T

desgan RRLiptiof encryption key update request information concerning a leaked

encryption key from the contactless communication tag 10, the leaked encryption key
updating unit 790 discards a corresponding encryption key stored in the storing unit 910

and updates an encryption key by storing a newly assigned encryption key in the storing
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relation to the | eaked encryption key updating unit

220 of the contactless communication tag 10 and w ||
woed4logoodescri bed. The replay attack bl ocki ng BEi/KRZ®3/000739

generates an one-tinme use random nunber, 5 adds the

random nunber to information to be transmtted, and

provides the information to the encrl%/ptl on/decryptl on

unit $0: Aefallacembediments rand apekatians theresf iareoakeadyodescribed in

relatiroflcethvemeasfeﬁ%éoes&? tl(Br‘P },(I_Ezrh%g{lr{@t hggn@i@d th gﬁe contactless

extr ed ra mnu

communglanah tagri@emdwitest baddsstribedt he i nformation to be
nsmtted t hereby bl ocking replay attack. The
ﬁv%fﬁpéw attacl plpgking;uiib VBOM%@tnese%b@naélmea usegangom number,

adds'rtﬁBI @Ahd8ii ﬁ&#\b@ff&% é&mn ozt?@t 9E8®Q?e§gm%&%§ the information

onmuni cat 1 on

to théeelacnyptldm}’elecwden it [0t Ie&t‘rhct@nthmréncﬂﬁ number from information
nicates with an external portable tag reader to

recelyad iRsrA FesranseoHhgH Rrmatian da chyeksif the exiraatedomndom number
is thd SaHld ad mé’bgﬁ?h?unc (r)wtr\] 'ﬁg B@rsa@c%\ﬁ t%ﬂnt'hé lﬁ%gg}aﬁ%q%%% transmitted,

aut henti cat | ag rea
therelblyebldﬁmgtreplaylathaokt alﬁhe replgyraeladkrbkbd(lm@mbmlﬂm ¢oresdponds to the

replal it iasing wnit 2 ofinerransectise manmunisatiag tag 10 and will not be

gm;,? ion unit 500. For authentication, a
deSCﬁBem Pg%gncryptl on key is predetermned. In the sane

vvdihe tda&ieermrtbmhaambdan”nyﬁm communic#d witkraxt esterval portable tag

read§ih by the st ach: oBek bl QURAIAG BHinerHiatom Fesciéamation on the
dlsplé‘VUhﬁn%@atSQéh =% Qbf?\‘é'ﬁtlcgtfbrhﬂ@rﬁtﬂﬂ ﬁl&v&s‘)m@%é‘ﬂaé‘@er 20 and the

communi cati on between tag rea an o
exterpal ponteblee fagyreadencto mmmlmghenktreﬁsﬂmw lof ﬂnem Authentlca‘uon
CeSSIn

betwS3 the RIS tad e Is 186 Peifolea bohuean 1K RoreamBialpation unit 500.
For ialithidiRication| & 8pebifit shtpyptiont kéyslsr&@ld@fe@‘ﬁilﬂé‘d MARAY Ak way, the

re-records the read i nformation. he mai n program
encryphign/dasnyptisins unite’ 1€b apestes in tauﬂwtm:atlohdae‘mbehdag readers. It is

protef EAEAH Ao 0Pk i) FuBRihe Tt il to ook
hacki@ ﬁ&mdtﬁhbb’lg&fcﬁﬁﬁi@lh%aﬂbﬁ%e@wg&ﬁﬂa rréﬁ@er%”' BSdEﬁ”é’r'i Yperation of
in which data is permanent a/ﬁ;store

the rqgnlmé aftpek bleking: unh7 k@ will ke geseribatt ior I all laieT
t
S A eRs g A 2ok e 6 e ifprpatin stores

in theietbrln@%rﬂt bagithat Fshlﬁbmmmatﬂ@ﬁtﬁbrﬁéﬂﬁéh@ﬁ’reirécél’d@tﬁé reBd information.
flash nmenory. In the case of flash 30 nenory, a term

The main r@oammhthaé@@mr@&s tha sopial waitr 88 ofsthe mahile t:@mmunlcatlon
termlﬁglsyﬁé‘ﬁsan@‘s‘z@Z ég\ﬁﬁbtthemanhetarlaefqic?@n lgego rﬁ%m'ol?){/u %o such as

l'ong perio

electﬁo@maﬂg drasallecpiogtraamatty reddvanl M@ndﬁ@ngEPROM) in which data is
nication termnals 20-1 and 20-2

permaBgAinEe0aY: pisoKksDdie DeyBLon kaviralgted infoagatiamadnformation that
shoul?:ié’t?k?tgtdg?%'ﬁ%ﬁgﬂﬂ&‘%cwﬁlr{ge{or BRmBBAS SRR idn {&hinals 20-1 and

20-2 having the tag read function is stored in flash memory. In the case of flash
memory, a term during which recorded data can be read is limited to 10 years. As a
result, when the flash memory is used for a long period of time, there is a possibility of
losing the encryption key. Thus, the mobile communication terminals 20-1 and 20-2
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data in the same address whenever reading the
encryption key related information, thereby solving
WG owh/0800pT obl em I n the present invention, tagPCEERK08/000739
are inplemented in the nobile 5 comunication
termnals 20-1 and 20-2. At this tine, the
.mani pulating unit 930 can use one or several keys
havirig the tqq)é@mg d4nctiee inshiding denrefreshapranessingnumih|7202@-ecord read

cata 1ty 8 Sy 58 PR 05 ROBh G BRT I EBA G drtormatin,
therebt,/@dlvgfjlgl; goeh aPkebpgl t he control unit 700 may be

basically nmounted in the nobile conmmunication .
t dRnithyl present dnvention, tagutreaders hake cie@emenated in the mobile

' [ : . 0 [ may be. | egked. .
com B 1GyelseA6 A 7228, ORENALIARG FYRRr Bl Gugt 030 can
use @loR8everabkeyy frohe elpads efithd mabile Yonmmahi¢ddon terminals 20-1 and
separately designed ASIC therein. The ASIC includes
20-2 gndaHEe mpggge dnebkilg commaunication terminals 20-1 and 20-2 as the
: ~ahEan/ Lati Qn:. 4-Cul f ag... .
cspiEBIHRSLT SRRl O S Uob e BORGAE 70 y bo basialy
mourstedr innthe! mdbikl Gonandnisatiore temhinaks 20r1 aghd 20-Z,0BUf, 6h this case,
. uni.t 700. The 15 ASIC and a m croprocessor_for ,
inforpglien Jelated 8 ssad apesatiange Mdbidies laakeck ni Consesently, the mobile
comiEh Srefide 2 Spa Gy MUBNE Bl RS ALl separately
desigmedniASH Corthgredn.| i rihiee dABICDiRCIUdiesC afmam@dsog | Wiréless circuit and a

ossihle to strictly, keep security. Thus, the npbhile .
mod fgienidpetiisione el of Abe1 taghdcapiminaTiong Uie 500agnon-volatile

¢ ; . . : :
BRSO, ST o 8 EOREBES KO RO SIEERY 700, The
AS|Caandna emiczopaicessor far eocioiiiegta myatens edfl tHeamgthileneommunication
termiels i catd 90-2EoRUCAS B ool (heir espRetng hest BfsTaces. Since
this c{égrgrﬁhgﬁlg:é‘g&g g_bgﬁ/ntéa @Tyg% Ilgﬂte’@:ngrﬁge@déérﬁp‘%&n@%;m@ gbs&Ble to strictly
keepi ddousity. at Thug, dherrodbite comfnounieaticom teradnale L20-pr anc @02 having the
indtpe .25 nobi l.e ¢ nicati _n.ter{n'nals éo-l anE?éj ,
tag rogd HURCHA I Bt e Uiy SLEREN FVERYPR AN Rer epmpified Py adding
sepafdiély desidried ASRS abli & ABAna PARENPIJ Q'&oh?énﬁcﬁ*a‘%ﬁfgﬁlaf ghone. At

~ infOormation corresponding to an encryption key t
this Hee, Ivasepamite asofivarst modale ébre convaunioation avitht yipe ABIC and user

et 49618 ARG e R 0B AR eshon Whinas 20-1

and Zepnuni cation termnals 20-1 and 20-2 having the tag
read 30 function. In step S510, the nobile _
chirufiis & flowchart iusiieding @ progivgt irfonajasc réadeeut procedure in the

.en [ . ‘ tion key.rel ated . .
mobif¥ ML REN S MIRAR 2 FRAIR AR 16 fuhESent ipyention.

eRTHiRingO o KRG, SBEah fitstostbpf 508 icpidryiionl kég felBY  information

the detected 36 WD 2004/ 089017 PCT/ KR2004/ 000739
corregpancing lte 88 enmmplianckay hat iss3pttmseddrsal leaskone eeference among a

type oP ﬁ%iufsjcrwa ?ﬂgﬁdﬁ%{u?gr, kae%ra%%, Wd a product name is stored in the storing

unit 910 of the mobile communication terminals 20-1 and 20-2 having the tag read

function. In step 8510, the mobile communication terminals 20-1 and 20-2 specifies
an encryption key among the encryption key related information stored in the storing

unit 910 based on encryption key specifying information received from the detected

36



10

15

20

25

30

encryption key for current communication. At this
time, the nobile communication termnals 20-1 and
wQ@o2/0kmvi ng the tag read function specifies aPCT/KR2004/000739
encryption key by creating the encryption key using
encryption key creation information received fromthe
5 tag 10 and encryption key seed information stored in
contagiiesst eemmyinieationotay 1th andepelest2the tspecifisd eecryptuon key as an

IR I R T P T e—

terminedi! 2611 @iﬁasm}e ldhah rtﬁatta?tr@aarfgﬁéﬁén shBEMERBAN @Ackption key by
the tag 1 In step 530 he nobil e comruni cati on

creafing ?h%ﬁM@YQUOfl ke @SIrmeizchQWm ey keeatioy infarmationceceived from the

g 1 SR aB TS oA PR G TERACR B BED oo, n step

S52@¢tHe an@irdeomaiuthichtiml Rymirdle 20P1 8fdc0-2 HeRirftHePthg read function
nmessage as visible informati on. The nobile

encryfdenanf c Hiansmitst énniinfargation1 r%bBSionEssagiBn@ath gequests product

lnforﬁ]%ﬂgnftb”t'l‘fé t%?ﬁﬂ;“ﬁ Qtlreg d%‘fn(]) nu%‘b &ﬂ{ ' S&H@?ﬁnﬁaﬁ)ﬂa@r@wals 20-1 and

20- 2rh9;wegstthma§argad fuectiomwtdechipts pesiiadt inforeaibhi P@ssage received
ssage recei ved fromthe contactl ess conmuni cati on

fromttaa tag inglydingsadiapl Nare + a Predudimendry aogradee and displays the

c f n is
prod 3 IEHESAT Sl 0L TSN ARG, HBE AT Bfmuricatn
terminatpu2841 MQﬂgﬁhavtrigeMmblsaga@ddtﬁmD@cM gnenptn thevrifbrmation request
epl a ét ack. once the mobil e conmuni cati on
mes&iad%r#%aﬁ ing &L ra F?EP QBm@eﬁH?/Fh?g'anf@act@@ regHash meesagm decrypts the
[
roa FHERISA A TSLEN SRS 1S cphRABSS RSN g 10,am
chechsndf MaamdrgnszVbeh ol thewdecrgpigqlt pmdulcbynfonnatlem) message is the
t he, nohi | e conmuni catlgafag m_nal s 20-
n

nd
saonasz trp]%\m%nq h@ndo (iupder, 4 o the é@f@gmgﬁog request message,
there%&céd’d?ﬁérf’éﬂ k&%}@%%ﬂf‘?&ﬂal%ﬁ’ aft c!%or)\%%p%ﬂﬁé He Ah8BIE Lommunication

a new en tion sel ect e new
termleabr%:{h and Rey2 laavmgrthertagypad dundtion feceivesreremyption key updating

s SRR Rel el TR0t b SuEUB: b g
with éqlevﬁéné’f%tlﬁﬁ%kﬁn %@éBTE@%aEHé)debﬂé 'Bo‘ﬁ%ﬁm%gtlén fié‘r‘ilnlnals 20-1 and

having the tag read function. Referring t
20- 26hawngs¢zhe rieguesad fnmiiknofreplaoesican i ahoyption ohey)yaSSIgned to a

cor ST sl o R 3 VG e ko
an endtysticPkSPRN- cu?@ﬁ@cohﬂnﬁ’ﬂ@éﬂo’iﬁﬂ%’ceé e 5e0bi | e

comuni cation termnals 20-1 and 20-2 having the tag
r dd&. Bup & flowchit duistrating & eoromupicatios pragedare IsetwieeBothe tag 10

o IGHAEHS uR oRinS 235 ghA 8 Rl 1 A Rhction

N fbRInOINBIG Rt 4 @Bek BSqUadtd Bhatk &f Eftﬂju%@nﬂfoﬁﬁéﬂlé}g by pressing a

the tag read functi on executes a pr ot ocol

SpeC§l§| kugttany ef Yhe perhile; egmarnieatiopptaratinae20- dmwd 2@ -3nbaving the tag
890 R2 ke

e AN AR, A0 asBBCHPLB0R bR torminai

20-1tafd20 saving the tag read function detects existence of the tag 10. Such

detection may be, but is not limited to, a detection method that complies with 1SO14443

standards. The mobile communication terminals 20-1 and 20-2 having the tag read

function executes a protocol that selectively specifies an encryption key. One
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20-1 and 20-2 having the tag read function or a

plurality of encryption keys one of which is used
w@bdoensdoel ng specified by the foll owi ng prot ocPCT/RR008600739

stored in the tag 10. To specify an encryption key,

the rmblle conmuni cation termnals 20-1 and 20-2

e tag read function transmts an encryption
encryp@ l%ey for gzﬁq&eag Uggmmg@w wﬂﬁﬁhem@@@sg@mmumcatlon terminals
20-1 %naczo‘ -2 ik ot 2868 XN o4 pluPailtP Bt LAGAflon iy one of which

step S61 O. s tinme conmu

is used aiften Aeingspecifigrhibp the fd:ihmwmg ptdsteccblagagﬁtmﬂstbm%n the tag 10. To
ey specifying

d
specf e ShorkBER BV o nolle ForSminication deg piaisn2ael, And 20-2 having
the tége@aﬂym?fﬁ;tlbﬁqﬂr'@r%mﬁ?%?ﬁ%ﬁﬁaﬂﬂﬁpoﬁ%%ﬁe&ﬁﬁﬂ 'nglcﬁ\??/t message that

encryption key to specifyi on ‘ne
requesie spegifiing of thmenenyptlgplkeyrto Ky tag 10, Inestepre®10.0 At {ifs time, the

mobll%néé%ﬂﬁp?t?aﬁ AT Aty ecu%w& &%ﬁsﬁ nessa%@taga\tre@cﬂnfgnctlon adds a
randdrhiumbéetd aa dfcrydtien ke %mgl%(?%ﬁ?ﬁéél %%8 éﬁg]transmlts the

the nobile conmunication
encrypHon nkeyt 1specifyjng eegueahméssagend Ther dnglov0 tramshets encryption key

Kk
SPeClgﬁlﬂiFﬁ%ﬁﬂ%‘l"ﬂ}sbggaésa%}{éot 2 t)rillggfq a}hé?ﬁtr{&?@q&y key as a response to
the eﬂmpﬂ@rﬁ lk@y slp@}tlf)‘ciﬁg%ﬁﬁ(ésﬂgn@?ssaiﬁg% TBHSnd&k of the encgptlon key, in

g l e protect not only a tranhsm ssion Mes
step §i5al ébthis ltlélﬁalfb@da@é@sa@@s farllamdoephambertracdnved\lﬁrom the mobile

comrﬁﬂﬁ%ééfb%l l rre%E%) H'Sg,id rég) ' J}qs%%ﬁawgﬁhnﬁgqpnagnd a random
numbencgeﬁlemted iketheatag 0 d@cmépém&gpﬁav kéy %de@ﬁylhpcﬁlesizg%@ and then

g can provjide encryption key creation
transrng dhe SheRyriion key @pec@ongmn@magppt iThwisk éyisagossible to protect not

h
oy &R SR LY 8y DIQLIRA RS oL, o,

encryptuml rhethodi ased Theredmds yat 3-MES ketHoE ahh® since th[;s method is a
mat |e?n is a paraneter used in an encryption

Sym"k?#"é%@%w LFbetalrb‘hnC"Vﬁt'O'i Ke¥ aﬂds?edef%mpmw)par&)tdelnﬁyal

TR AR S TSR B FPRATIR ek oo o

an elneryptlnal ske30- 4s arnicBptidnhakeyngsgseifyiey t RBorm®R®Hn to the mobile
f unc creag es an enczg)égtl on key using an encryption
COMMENG 'PB;?FBWa Zﬂ"ct?% &aving thedagdead|fuactioror ethe encryption
{
oy R BT TS O Yo B o, 1
this cmmmfequptwralk&y areatlanﬂfﬁﬁlontlbeTpmm@ﬁbdraéfaipl’@graﬂﬁ in the tag
ex fo of several encryption

readel, 35 i Sfosb 20, Lk ORIeorPrRUBHHAN AR PERISHS 2Act $8dd20-2 having
the ta‘galré@i f@?cﬂdhe c?éé’c@é A he P‘rﬁlﬁ)nggeg H@Ea% t%‘ﬁ&/ Rey creation

I'ndex for selecting one of 'nunmero
functiam hasedwnba se@dawaiueystcsredan’dhergoangiam& MU dnd the encryptlon key
Al's

Creat"#’ﬂﬂ*‘%ﬁf‘%% téligg S‘?ES ) b‘ért'gﬁe @r '?&ll tﬁxg'fa'p{bé;o\giﬁsnsa @ﬁed value is

1234561 thé Paksmbferafia |b%°éht X

R bt aflag a0 ik o seléod SRO TR  Fgyption keys
createdngorges getrauiadion rd chinhimatiorodf theosdes! vRagar @mthe other hand, the
parameter may be an index for selecting one of numerous encryption keys that can be
drawn by scrambling a data word indicating the seed value in the unit of blocks. Also,

the parameter may be a parameter related to division of blocks in an algorithm for
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creation of the encryption key, various nethods are
wel | known and descriptions thereof wll be omtted.
wo ooavogdour al ity of seed values is stored in theBCT/E§2004/000739
reader 20, encryption Kkey creation information stored
in the tag 10 includes an index for specifying the

cran B8 A PSRRI B o™ e
creati&?%ﬁfﬁeoéh&%tti%ﬁ& REF Varitus m&Foasaks Sl I@bbv*lﬁ hhy .dtegﬁripﬁt{'ons thereof

_ above-descfl _encryption Eey creation nction,
will be smitadsi bif @ pluralifyl of eeed vaheessisastoreshin thet fagnreasieg 0, encryption

ey ofgafiSy ripomatel Stdikeif ¢Bf tas TOAELIES aifteRiicr 2breBing the seed
valuesiz.gjgﬁgfsaé’@se_t, REndFdrhSorteHitEahd e 5amel &Y Wd%gﬂfsl%%\fﬁg a single

0 having the tag read function after a user
seed waluerodeseiptionsuthierael ovill tle nomidesl. 20By using £t Zabove-described

Vi the.tag read function, The encryption ke D
encryfL Rk bt APl &S e SBe e dnarassciitrsnticption target
produ@t%eh@\f'in? adiffbrerl éridfyﬁfo_ne'kégé( Rid Atbrkeys- eﬂ\&?/bflkbr? Ke8Cthat can be

a plurality of encryption keys (e.d., sevefa
createigh witheut acteashisr yipgrade theyegbilsocoraspmicttion teominals 20-1 and 20-2

naving 85 B8R AR ¢ ubRf nihe MeBiR Bk o fprminals 20-1
and 2043y tieathgl feaelfiufstion, | ndli ces for speci fying an

encryption key of the tag 10 and one of the plurality
ofhe gRefypon &eYIspesifing infosnation maybe targinuex fonepecifying one of

i uni io 1 pal - d 20-2 havin
a or R o SpERETHR, 645, °0h bR EaRELS ool AT TR oo sovora
hundregeof tlicyption keysy pdirespdirling taenElptios k@?scbffdhrthé tags is stored
current tag apong the plurality of encryption keys. %0

in the| mopje é:qmryynig;@tiggitﬁgnmés gOut @nidt Y0 havigyihe tag read function.

ook st P S 4, OE WA TRES o, g Pty of

encryptizyskeys hraistared dedhé dag a 0Js €Thd mobilpgt@amunieatiRbicr@inals 20-1
ngg\uni, cation term nals 20-1 and 20-2 having the tag )
and 20padiaviichdee da9 1eash funatiopheecsiver Ehesey indicem@ngheaarspecify one
| | . .
oncry AR ) 46 Bl ey LB TSR 8 b A7 eneption k.
In this vedy, dyacsifiy thﬁe pleaka)liily iof ynofypéion ket ibis pbesﬂblleStooamJl genuineness
t 1 10, T [ i cat ] t ] 20-1
authorfigiot 25k AIviG:CH Re Tasy ABANCH I kaver Wi Byed for a user to
et Fdshian u ks 0bnl4angj r '
upora (86 RbIEEofnd xRt tabhilscbol e S0 ARG o g reao
functiancryption key is specified. In this case, the nobile

oty e o 4 oo : e
A ¥ R GRibp el enenyoaderSnastiarcd i the 10 (i qigyption key
specifﬁiﬁg%‘feﬁﬂ‘éfi&ﬁ%é}ﬁ bK&Y plPalftg gpgiﬁ?)érgb?%%? tsES@i{)gfaté!g%Iiltysof encryption

rality indices receive
keys sieeddndbie dagri. siltveeniohilersoousurdcatigrptaroninalk3ds1 anduz)-2 having

the ‘cag{i1 ﬁ%&? gL'awn %%2{%38{)3@ %ﬂ@%@?@%ﬁ 8@@%}?9&%&5@ rgfi“q ilc:gsoI irggeived from
the tagggg/ag?@%oowag inTREAE 10 OAMERLABLIbAKeY 95 gpggi'ﬁéd.%rnlthis case,

\d 20-2 having the tag read function accor
the mobile communication terminals 20-1 and 20-2 having the tag read function specify

as a master key with the tag 10 an encryption key corresponding to one of the plurality
indices received from the tag 10 that is selected among stored numerous encryption

keys. Thus, a genuineness product authentication system including the tag 10 and the
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to the present invention can provide nore enhanced
security. In the above-described three enbodi nents,
w@edoeogdoon of an encryption key can be perf or PMEOKROI04800739

type of industry and/or a manufacturer and/or a brand
and/or a 5 product. Thus, the same encryption key can
be used for products of the sane type of industry or

mobiler cammuniertionhterginals 2Ppt antl 20:d wving theatagaread function according
manuf actured by the same nmanufacturer. .Thus, if

to th Bk intelion b M0 o B el R or the same
AR tha HdveLdesetibbd &hredTeribddimehts! REIETHON oF & erRn AR key can
products and the new products are read by the nobi'le

be pedarmed Jat ieotypeeohinsisyy 2and/onad mzawadidrarngnd/ne & hgand and/or a

proah,  18Hs) HEHRRR BRABR ey, CarkBE WRE3A PochisEiof ft same type of
industBdet preiiety Bt ke skime iypfe%mhhggy Qhat S ma@idff%tgrcetdaby the same

communi cation termnal's 20-1 and” 20-2 having,
manyfagireruncthus. if Anapufagigerarcfether gpmeotypeyofi industry or the same

mangiRGRRESL of 3Fe, a8t o tindlst BB el elERLB M the now
prodiicts Hraabad BYtHe amshilkQcomimavicationh termingls 2ad AnobLDAaving the tag
after 15 rel ease of the new products. Next, the

read fgpriien aseriding doi e peesamidnyention, pregugb-informatiag can be read

. et r f ' a 1s .Qdu [ nf ti I
w5, 188 52t S BB ok, ¢ 00T, CBfhmunication
termihBl 2@ Yl 20-2sh@pnPlitdtagiteddnuactionre, Alsbewiiehi dreencryption key is

communi cation termnals 20-1 and 20-2 having the ta

comrpeRly ysgsder errdiuds af thensrIne inth dnoficckev \Rsadveis [Gennh e gdded to the
. 2 el .
mobiff RortindSEafr PninalP0%D I 282 TR, f 5B e fyfoion after

releasead thie/newiprodtictst he product information request
sage and then encrypts the product information,
Fi\ﬁms&%&bgaecqmm@qaﬁ'@h tspeinels Q- it POeh baying; the tag read
functieRY -tral{nit 29 ﬂr%dpeﬁtinffﬁ%%iﬁﬁs réﬁl?es?rﬂf&é%ta?énffﬁgt"%dﬁéts product
request nessage fromthe nobile'communi cati on
information rtal the2@ad thdn 23e@ 8625.ng At Hbis2 Simieggthee atbbile communication

termingl, 3o e 2058 Mavbiuibe TBOeaR MO RN Adhua Sendsagaber received
from ieuffig ttbgem AHAOH SH @@gﬁf&t Faﬁrgjowﬁda?%éraaf #k ?ﬂ&biﬁé;%ﬁ%unication

extracted random nunber is the sanme as t
termipais2GdsAnd 20-2nkaviing the tagndech fundtidretq thehprogingt information request

messaes Spviien g 1 Paghits, infer i sfidstsmsssage using the
spec%doﬁltaisféffaérhdf%%{‘_iﬂlﬁ‘ ®BYI CTheN@gt he tRBPIrbEeiCOSMHA! SrBHLEN information

30 termnal s and 20-2 having the tag read
requésinvessage karhthe medile @onanunicationietmeinaso?diinandt20sa having the

tag r%%ﬁ Ewwg&{oigez)%@%@% %831 é{l] ?ﬁ{nﬂgq{ttggt Esgwq%aq%g{ng&%t }e%réived product
inforrhﬁﬁ@@'ﬂé@é‘&ﬁiﬁ@&%\%%oarﬁi BOgeViduslyCRaes MBEIAYE the tagg g% and checks if

transmtted 40 2004/ 089017 "PCT/ KR2004/00073 _
the exieadiedhi reedesmmumbeit isothe sameass the- prexiedishotmnsmitted random

numg]eafyjti{é(?ewghéagné ﬁaadrécléri\?etd glahaﬁ% replay attack. At this time, the tag 10

may further perform a process of optionally authenticating the mobile communication
terminals 20-1 and 20-2 having the tag read function. Authentication of the mobile
communication terminals 20-1 and 20-2 having the tag read function by the tag 10 may

be performed by receiving a response message to a specific code message transmitted
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menti oned above, a portion of product information nmay

be previously secured froman encryption key index or
w@poogigaypti on key creation information i ndex. PCTIKR2@P/000739

S635, the tag 10 extracts the counter value of the

storing unit 300 and 5 checks the extracted counter

value. If it is determ ned that reading is already
to the pighiletcammunisation terminalgedfl-¢ andn26-2 hawing the tey teladdiapction. As

mend e Sho 5 bORon APy, REdmAtBillugh bd PRdildfsbidse fom an
encr%gloﬁmggﬁﬁdéx oPhA@etyptidhdeyaireation frdinhaoriindekng uni t

0 and creates a product information nessage that is

a In SieR $E35milke dam 10j exteacky thes gounter valies of ithe: steringeunit 300 and

checf i eRur P PATeR S, TF 3 4 e6A” v, ing s areaoy

compl€ed rhors thaanallcwvdbie tintesy tied taglflofbméksoﬂurtﬁelﬁﬁ?eé@iﬂgloOn the other
encrypts the product i'nformation using a naster

hand; Héhewtr@pm wwtgr yalea i smales thasn a&qwal@gém thraéag 10 extracts
prodd&gln*grrﬁ:%tﬂﬂf’q}otrﬁ 1{1} eg&% eu‘?utp@@ g%ﬁdt e%i%tésopgedlict information

ormuni ca
message ﬂ&’cZishaVI‘esporﬁm negsageadn fatept 5640 NABtRE HPED. after adding a
After transm ssion 15 of the product information
randqragnumber decaived o B makiley spmsnenication dewninals aﬁri and 20-2
hj,st
havm%ot?e th tr?%ﬁ Wlillﬁg‘%g dﬁrlﬂez;rgﬁeﬁgt Héﬁ?mﬁ@% {h}e%rgy 10 ) engiypts, the product

mforraahomhsmgrdvmasmér kdye tlnmblbb/&:re@hin‘gml matluannf(ﬂrrfatlbm rdessage. The
havi ng .t he read function that

tag 165@;@@@ aqﬂaﬁ@d elf dg@telﬂfog;g‘@;lommegﬁqga toelte, mphile communication
termlﬁﬁI*%' IR 1 érﬁg;%@ Lﬁ%{"ﬁ‘%mé Féfcqrqéé?jl ﬁ:ﬂ%ﬁg%lr?gfégzg?% hagkBPtransmission

n receive
of the pfmﬂumﬁtnfonnnat&ms #gfﬁta‘g ‘b@nrtdneaseiagthla(bowwwme bfithe storing unit 300

in staroEBby ncLFEre Teade BRyY dfiontetiay ToudRergpierand tme of reading
and 4 %eﬁanhum@b%ﬁtnmdb%dﬁdnemh%a%ﬁftgﬁhm%mé%aaﬁ%'z% -2 having the -

he same as the original transmtted random nu
tag readenK:honieihet weaqeests readinge inestepv8655i gl step 8660,athe mobile

corlRLHOH YerrahREAE A Pk USRS WSl Yo, roceive the
proddcﬁl‘%ibﬁﬂgtléh‘ ReddsafediorR iRy tRy duabciyvpt ﬂ{éTPédeWéd ?ro?ih%?mformatlon

. An updat e processing procedure nay be perforned
messagea andlakkectkeifcayieceivadkeignabis wdaytattaai@gy 1®ea:kmgt ffea random
hi | nmuni cgt i on rmnals 2051 an .
numtgSthofig8 T er kS Pis és2RaR S e, 846 85 TnA “Pididalctransmitied
randdm hfimbBe nWbitlie qeRMiHeeRh&Nthd FEE-IDAY SSI§|QaI1|sarh@t an unfaithful
20-2 having the tag read function transm t
respasser Ry replay ledipcRothepmebilg icegmugigation ﬁe@wag@ 2@-1t ard 20-2 having

L T
2(nlupdetestogedeng E@ocetdmeehw beasricimeld o a |leaﬁé@%¢hcrypnon key

of the encryption key specifying nessage. Once the

betwegn thpotan 80 @Y themetrizooam ionnisimingls @8l and 20- arhavmg the
tag r%%@ Ejﬁgi (fmzolnlthfig]%aég %Shé’%\pﬁ Ehlglé a8, fo?% ino (flte' SSmmunication

terminals 20-1 and 20-2 having the tag read function transmit the encryption key
specifying request message to the tag 10, the tag 10 transmits an encryption key
update request message to the mobile communication terminals 20-1 and 20-2 having

the tag read function, instead of the encryption key specifying message. Once the
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encryption key update request nessage, an existing
encryption key that is internally assigned 'to a
weoronespondi ng tag i s discarded and i s repl acePCTHKRa004/000739
new encryption key. Also, the nobile conmunication
termnals 20-1 and 20-2 having the tag read function 5

specify a new updated encryption key as an encryption
mobu@yomur&@aﬁmhtafmn&bﬁ 2\@[1 ang 29- Zhagmgdhetag oeat funation receive the

onc R S L oI5 1 RSN AR ofd 5 SB35t s ety

aSSIQani e ctmiesben@mgﬁa?u@ dlsbal‘ddcﬁami F@P%)Iac?é& B %ﬂﬁ’e\ﬂ%r%ryptlon key.
uncti on Eerform 620 t hroug

Also 5@'@5%%’ %ecotyﬁmgavgggq)@m%@pgls. (p-ljsamcétzon@ haning the tag read function
SPeCﬁgtggEéW %eﬁ%@éﬁgﬁggg% #%f’% &8%{' :i]%?%r ﬁm?nd fiation with the

tag 1embdﬂ1mugh tb;ésé beodesessndnce theenewosheriistic kéyds Hesignated as the
ne of the two tag readers is designated as a

encrmtwekex FqEnMyNicAEAR; *&'&t@@n%ﬁad dbemeobikygammunication terminals

t I
20-1 5%} 22 e B e RreRh AR 828 yolBR R o
a Friﬁ‘st?els a dgwchad ditustrating teepaihefticdtionT prcedate petfdmed between

read [ vesé at es eX| stence of neighboring sl ave tag]
a tag éﬁa ‘?fs inak e?% tags7ggdentiee ACEA NG 40 can teappodimgst efnthe present

inveritiohve tag readers are determ ned, a procedure for
openi ng a conmuni cati on session between two terninal s

prRefeaige® FIG.sT eqme'saflﬂle twiheagmeestderrs sdesigngidd as a master in the
creat.es a sessi on ifier, transmts the session

authenficatiph;prpce rpheSugﬁ lgln@élopégag owacﬁgsgr to operate a tag reader
that ﬁ%@ﬂﬁié%‘s@@b‘n%tﬁ@ﬁﬂt%?@ntﬁéguééQ%Jt y rral E}jaeg[s1 eta{&%r in step $700.

samne session identif
Thecmaa’(m|tagureanlerse\$ast@a1t¢saem’@mceag‘ neagiutmrmg slﬁheﬁag eyaders in step
sane ra

S70i éﬁfgﬁﬁwrﬁ%s gbgg er @8 r %\fq gr% gagdess @%83‘@rmmed a procedure
for op@hiAga BEfnUniCEROAISSEsioMBERRAdrPiwo ?erﬁﬂﬁ&l@dd%ﬁré%fses in step S710.

assi gning an encryption key necessary t
The megtaniag seaday dr @atge e sgasiah dentifierh tremstrﬁa dlee session identifier to the

lovs S YBHEEE, 551 0o QR RSB e RSB S0 s th same

session igéstifer IhbbebnmaiabinhtShe @hﬁuﬂfc@%ﬁ@e@siaﬁ t%tWebﬁrtag readers.
to a procedure of specifying a master key between t

Thugagvandin ke eayrownery thatdshares s same dedior fl‘eqdency, a speCIflc

conn 4G e HE BB B B SRR e SFpcur of sssigning

an er\uﬁwdﬁon kaytrieressa§ tof cempiupigitiohais p@vsiied tHrol§h exchange of an
assunmed that the proper tag 30 reader may have a

encryptighekel fpegiying egugst mresagenaedtar enesyiont agec‘lfymg message

vetnd 7185 EBELIDYT S SHSTHTRONE SEIED, 1B Sipashre s smiar o &

proceuse af espeeifying & Agsterakia bétvetinetheXag5and e %@Y@ade&%nd will not
reader decrypts the received 42 WO 2004/08901

be desefiiprebIndeIad00739 check nessage, encrypts the
A9 R AtCARA o BES TS etRREN t0G Pedd o H Rty W3Bends on encryption.

In other words, in the case of a proper tag reader, it is assumed that the proper tag
reader may have a proper encryption key. Thus, once the master tag reader encrypts
a check message using its own encryption key and transmits the encrypted check

message to the tag reader in step S735, the slave tag reader decrypts the received
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encrypted check nessage, in step S745. At this tine,
the slave tag reader may display on the display unit
w0 p003ngg15740 that the check nmessage i s recei VBGI/KR2004/000739
Thereafter, the master tag reader decrypts the
recei ved nessage and checks if the 5 received nessage
is replay attack b% checki ng the random nunber of the
checkemsissage, wacaade. ther depryptad raheckdmessaage ang then transmits the

onc 388, k! b ARSI L8 THBBHE: 04503 rscer may

displaydoi egnée rdigsiay ngnit hia sfepgf374@16thdptth§nch@c)k Bsédtfe is received.
other hand, if the extracted nessage is different from

Thereaiger, dhe gnasier ttraHeaner dachpls A reesivedrmessageagnd checks if the

recel(/&?l %#aaee 6@@%%{%@%# cﬁleeg(lﬁp @%g'tﬁ?‘éjgg@qﬁ{ﬁ?é%ﬁ §C ghe received

messagees Uf theoéxtralstbd mesiaigeds the veeia s ghé rigidl tearishditted message,
reader in step S750. However, the present _invention

the mastgptag T%Q@cﬂqt@fm'ﬁé’é dhatethsosiaMe fag reagier ishe tag serder having the
right teﬁgryfp%ﬂ Ei{ey"HY%r{ ﬂ%ﬁ@fﬁr@g QEH@ gfg Qﬁ%gggagﬁgclﬁ%%ﬁes |sn&fferent from the

orlglrﬂﬂ etvarmmittxedag‘r%edge uthee inmagtée talgllr'eadér hwt@mlnés VthatllShe slave tag
after decrértln the receiyed 15 nessage. FIG 8 is a

reader dsvcahrinfaltiyl (iag: reagles: HeRger ﬁ?‘gvrQﬁd@gﬁ dishlaygea result of
deteﬂ?ﬁlﬂg gﬂﬁ%ﬁﬁ@hﬁ 'tﬁé‘télé% Yé&@eraﬁcgfeg) ?bo Blowever, the present
preferre ment of resent I fiven

inven%helsrmotglmmed:tcﬁth&e emboslenamtse andrthgesiavd taywadx-:& My respond
ceives reading.detail i nformtlﬁ?@nl ncl, ud| ng

throu'g oANGEBAPE FPFFTING | D TDRAPRINI JOsiNgnEaseivs eamsa%oﬁf&prdmg to a
prew%%sl? %@g Oﬁg@ ih" #® LAR WBWegengHécgﬁéP'ﬂe%@?ﬂn@a{% received

and a reader ification nu
messegs. gned to each of the nobile conmunication termnals

TR S TRy S —
authéﬂ’tﬁf’é‘ﬁén rs%ﬁﬁ&é bbc\!@rdirfg‘('ﬁysé"’bﬁe?éﬁéd AmBdHieRBbf ;%ésent wventlon

checking if the product "i1dentification nunber and
r é%ej‘errlngjml:l(ﬁl 8 atheoservigabreanagement seivind 4Qedceines hreadlng detail

inforigatof ftc g *a Prosud e Rd0n fihopE aiFiahdbapdon FRoduct to be
read | Foff MM QRobiat ccbrﬁnﬁ(n%élt@b\s'térrﬁlﬁa% famm Hhe p! %nd a reader
comuni cation termnals 20-1 and 20-2, in step 581

ldentrm@tl@@mnd@rre@ﬁmg@detme@érdéhe mtabl@mmmcatub@dermmels 20-1 and

20-2 R ¥icop A R BRI i ofH” SO0 The o8 management

serveroNUUshécKsi RpdtiEivgl thalsimigdioh 8nhfdimatiom XJ@ﬁécklﬁgtiﬁethe product
30 received reading detail information and receives

identifigatign bygnbee @ndnther readesnidenthication nymbesrthetrargdingliided in the

reacly el bBFmaGR pBF B sebER AL el BrBRENRTA aF g notuded in
readingc degiilnéhfsthation eat @ guevibusigt rexdl frbin ViBe2 BRHil8 88AnMmunication
PCT/ KR2004/ 000739 i nformati on and product information

terminalgd2@rdt and 20pdsiacstem SHE. r dd sefviset mANagamenigerei 40 asks the
subscriber server 30 inquiry of subscriber information based on the identification

number included in the mobile communication terminals 20-1 and 20-2 included in the
received reading detail information and receives the subscriber information from the
subscriber server 30, in step S820. Next, the service management server 40 creates

and stores customer management information including subscriber classification
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and the subscriber information, in step S830. The
subscri ber classification information includes at
wo e@gnsone of age, area, sex distinction, and PODK&R200a/000739
subscriber, and the reading detail information
i ncludes at |east one of a type of industry, a
manuf act urer grade, a nodel nane

. , 2 2 brand, ]
. informagian @ pr@ng&n?org{ﬁat@ngﬁgdtqq%llsobas,ﬂghgmghﬁ mad,ingdetail information

. i Lk ct i i.ge of . .
s S (RS PSR TR B B o
includey tueasieonenafl agke areacisasi digtination: rrid b bhel sdb&WitRr, and the

read g, delat M B ot fedtOasak SASEOB® of 2dbPe lyndsing fsranufacturer,
branc?‘!ﬁétgraﬂﬁ? aShbYeC RalfD %@m&:u@%% r,48%tgﬁ%§% g&%wﬁ Rhnufacture, a

e Subscriber 10 actording t e readi
productfseriahnuotberna prequciide, ahe astimeicfautivarbement Also, the reading

. 40 d do ts cystoner managenment
detaif {pigFalion,man THaGHo G PHFPhASHIC MHRNTIoNT WRuding a purchasing
prioe! S Tl SR, S WIS S8ncONd & plPURh b g, been already
purchassdiablNexio thes sien/icele: mmqnawrgerdas@rbge 40ead>a|isi ?@tmi tﬂe subscriber
T t €. rdin ia in IS, a
accofiig 38 Jh: g Agtelp BT BE0Eo T Fefh S8HOdat Bot sRvicgamanagement
servere40 e@ddBYard W%eéuﬁdﬁb?%%%?é@%ﬁf-ir}@'@%\i}?ﬁwu&%onse to an

i readabl e recording nedia are
informatiere output apeyestlinpylyiram sk, exiemhabdevice) indstep S350 age,

" et Buggert tRERuND iy bp L kRAEMeTTed R uler deadable codes in
compiter fBaidbld #eestdiry me@m&%oﬁﬁ&m%?&%@orp&gﬁgnedia include

_hetwork, and can be stored and 20 operated In
all kings ebigsarding epaaiusesindeBich\wath éhatreanpbe sead by a computer system

N e D
magnaticl thge Urfitppyt ek, Pund hepgcdll datdli seFage,Skind dafridh8vave (e.g.,

art .that various changes In formand details may tIJe
transpigpions afia thewintamet). - dEpRireamputer oeadables peeordirgnanedia can be

- €0 S LN ' ef i.ned by the
distriABAC B bIDp T At KaTPAT™® e BBk Fof an be stored and
operated im forngs dfocdrhputer eseizble oy@sd.i on, using a .
SWU -sized and thin npbile conmunication term nal, _
i White hesrrieseat inyentign hasg baan partnuancshowin sedidesatibed with
O, M Her 4 neludi t I ,
rford e R e Bt P o AL B RbrBRioe P thage of ordinary
skill in kree bitrthabofanpusaimsigeg in forrhans detaﬂtshhﬂ? befragdevdrein without
q | eat her Brodu@t S,, liquar, products & 1ivestock :
epaifingdEomdne §RITE, BRERCORE I Hae PEasERtt inyienéien agrfined by the following
claimgachi nery, 44 WD 2004/ 089017 PCT/ KR2004/ 000739 but

al so products that need continuous and | ong-term
genui ne product authentication, such as jewellery and

rt works, .appraisal reports, adm ssion tickets,
Industrial li and

According to the present invention, using a small-sized and thin mobile

communication terminal, it is possible to apply genuine product authentication to
wide-range of products, including not only products that need genuine product
authentication at the time of purchasing, such as clothing, footwear, leather products,

liquor, products &.livestock goods, drugs & medications, electronics, and machinery,
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tickets for the use of facilities, noney, marketable

securities, and inportant docunents. Also, by using a
worilgooconuni cati on termnal having a tag r eBdI/KR2004/000739

function 5 according to the present invention,

purchasers can easily and conveniently check the

enui n of a, product an wher e L
but alh Srodue dha Besth Rhber chp?mo Beaaf 0EnIDE JHBdurt autpentication,
such 8§ rﬂéWé”Eﬁ'z e\lvér EEFéISQ Hﬂﬁuéﬁnéﬁ ticRE{sO R rtificates and

cannot ow en rchase per f orm genui ne
ticketspfon diue tisa wf Ifmnlitlasamamy, Maerbetabfe $¢m|r|h|eb; ard lmportant documents.

AP By, ARnB: P STODUE HOMBHOICBHOREr T RS 1gad fead function

accorcﬁlﬁg%qﬁbeﬁregénﬂﬁ@é% Sptﬂﬁhgééf"sréé?ﬁbgélﬁl éﬁtﬁ' RRAVEAIAEY Yeheck the

reduced. since the nobil e communi cation

genuinenassnaf alipptugtsapy dioet amnfvdrerat andh mstnpumratmmt attempt to
i rectl gd e SI| chec

decei uhﬁ? Sesrﬁf’so an@lpgﬁqpé“%rf%l auge gﬂ%ﬂlset gutors cannot know
when 8 ipaRéHdseys will E@rfo#ﬁ%é’rﬂﬂlﬁkg deHddﬂ%u%ﬂc@tlon Also, if the mobile

comuni cation term nal™ according to the present 15
commumwt!t)ndarmmlahwedlghftbuiecétmcoﬂmewmerge gaantities, distribution and

purch 8 dengBriEs: & baEHRa S, OF EBrinSREs 1. PR el auced. - Also,
since 48& habiR idoRimumizatidie temHiRgl G)S?)Jayst pfotuRelinfoR®BESA &s plaintexts,
to additionally access to a network or to previously

purch@mrsmnedlmﬂﬂyar@r@sdymﬁueglg aaiesutiof gendimeaproddct authentication with
high tfl B gn, even in the case of the sane encryption
9 erkr&/a 'Q yproduct can be distingui shed by displ ayed

W@beﬁbéord'ﬂw& the midbile ZbneARIcRtoR tBErhipal keYording to the present
applied to a new product that is distributed or_ other

inventigmdsinge gpnuiec PEodudh eaythentisalinss defendsp opd eéfectiygness of an

encry;ﬁi géy gkg‘:c%n‘(@arttg% %&Qfo tah;go@é‘;&ég%@m{\%m%%%% gn determination

by theCraRBNE Yeti l@ mdt ﬁéﬁem t@@lddl‘tl@hawy hocddseto ﬁéﬁmrk or to previously
i nvention, possi ble to secure. numerou

estlmaiﬁ@qﬂpﬁmh wlayg.e atmulﬁl@ of data- ednrideitign, kﬁ)’einn'!?ltb& GRgeapf the same
encryi )2851 A iBYcE Eﬁﬁtho'ahéﬁPﬁHlsﬁle g}f a‘?ssﬂ O)?e%e%ﬂ?err?éjs Thus, if the

encryption Keys of ncrypti

same l@myptﬁnekleyaist appliédeto mobeWepmdnnuthat as lctn$tr|batdai orbther kinds of
i s.al ready, obtain is possible to incorp

produglsy &he ggRHINGESS @spmdqcﬁ&agtbweﬁpaneg vgth %’Scﬁj%?g to upgrade
the tdggrée{b‘aersums%“ac%ﬁrcg bntﬁepfag;déﬁa th@“ﬁﬁ%ﬂé'&ﬁ‘ﬁr‘ﬂ%lﬂlon terminal

ni hg new encryp ion key e 1 ncorporate
accorqhngctocﬂwe préksent inverton,vbhén passnbhactwpecme mayerfusachgryption keys

tr a, bran or a product eaked. out
using chrekGS: Mgy b o0 ) r%nrgﬁrmrﬁ ar, gy Grationgipdule that can
nume@%%ﬂglﬁ% flOlﬁ’ Cétssl%"rlﬁ B{l&lra‘ﬁfv of &ne tﬁ)‘ﬁcgéyé y I?\?éh after the

|ne an eng I on 'key |s out ,
mobileé £opwasnichton d)ernmnalelssalféady ebtainedyrieisepossikle fof lnaorporate more

counterf ei r wth res addi,t.i
nume (RS b0 8b IS BT 5 BTt T Tadcsipiernd @?nwe product
NEEW PEAQUPIRY Ke9stihe Redr drﬁf&‘i ducts. Also,
autheﬁ easeggpr od@wﬂﬁ Thus, &? reggnt | nvenél on s,o_a%C s 50
even wﬁeararagecwp’emn key of adypetdﬁamdttﬁtry, askerandt agarmade@t is leaked out,
encryption keys for the remaining types of industry, brands, or products are different,
thus security can be maintained. If an encryption key is leaked out, it is possible to

more sufficiently prevent use of a counterfeit reader with respect to an additionally
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for a new product by upgradi ng already distributed
numer ous tag readers. Also, according to the present
w0 pooggdoon, by limting the nunber of readi ng, PCT/KR2004500739
possible to prevent reuse of a tag w thout damagi ng
the tag. Also, it is possible to prevent tags that
shoul d not be reused from being used for a counterfeit
releaged ireduciityrassigrjng @ new easNption key te dhe addisionally released product.

Thuggﬁ-ﬁéeél%lsgﬂg @Q/%Hﬁ%n @I\:/aé ?H\ﬁ@ﬁégg ngﬂgﬁgr gﬁ'm%ﬁcan use a tag reader

for a pessprodect by ngf ameédymtstﬁbmt@d han®réds tag readers.
preservation of data in electric nmepory for a product

t Hdgo, mr@mgetoﬁésopre@enfamwen@on Pyplimiting e sumber Qutreadmg, it is

possf, LSR8 dr YLK Sy AR 5, O f possibe t

prevem\tags itioat, shduld mqotbﬁsrdnlsedtfmml Issikg iseli fog adc@@tBHBR product with
uct aut henticati ogn nessage and attenpting to co

highef feliabHiintn EQMP3HSQY 4P PhYSica dﬁ@hhﬁgSw Ahsoﬁém a9rfatm§vgka memory

refreﬁ{‘? oCed Cat%lv%ﬁ} ’uﬁﬁ%| of rte\édﬂ{ lg, #5&(% %VFE%O&H? a limit to a term of

presaérmation iobdata fin aslectric rmelnowl fisen p@dhetaﬂﬂi shduld theeheld for a long
3010? le 15 communj cati on rg}lerm nal is, upgraded in

periogof [fimfe SUShARANUAUSSNATHIVOFkS. FidaMd ?a@ ranggesof applicgble products.

e e
WSS 0 HEPGropdiRanTSRLRL 1L IPRLDRET, BRAEHecRRY o conuin
produnt Lauteehtiatiopr meéssage amd ditemptingita eﬁ)plyﬂélsta#tla@mw@mhgsystem by
e nvent i on ce mut ual aut henti cati on
copingeiBcrrEiG AEC AR A BaNte TelBHim Ahgenilie Broduct authentication.
f

Ao BREERIT o hé s Al § 88 SHERRRYCTTs bt guf fro moble

commupatian tesmimal s epglsactedanrufﬂmeltlemgbmnuwlyodzsirmwcam Thus, in
4§ MDf2004/0 017 PCT/.KR2004/ 0 O7ﬁ? VWhat is claine

a pofifon R kSa5piine eaHuIT LRTaNER HHHON 2roh AaTiEuBHgBsand damage

causéd b9 @ BHOENT FFCRIunEsH AT BRAduRLEMN Bétrhlﬁﬁﬁlzﬁe AR & %IdCBFng to the

tag, the nobile communication termnal conprising
presemitr nvendionunsioaei onutual t authenticatidn ebetasien emobdmgeemmumcatlon

h th con t ess onnunl atlon ta
termifh Sl b, PEnraY, i PSsiblk, 6 B Ve Of sittalieife portable tag
readets MM SERbicONith f8spet 56 EOMsteFBNTEBAtRABSS Bothinicib P thgs.

transmts data to and receives data froma service
managenent server via a wreless conmunication
network; a storing unit in which at |east one
encryption key related infornmation are stored; 10 a
decryption unit, which decrypts data received fromthe
contactiess comunication tag based on encryption key
related information that is selected from the
encryption key related information by encryption key
speci fying informati on received fromthe contactl ess
conmuni cation tag; an information reading unit, which
requests product information to the
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15 contactl ess communi cation tag attached to a product
and reads the product information received fromthe

W@ ontagIiess communi cation tag; and an out put PBEIi/KR2004/000739
whi ch out puts the read product information. 2. The
nobi | e conmuni cation termnal of claim1, wherein the

Whaﬁ%célé(ipﬁéd’?%: key 20 related information includes at
ncrypti on key and the decryption unit

defcr y ptA npohlilducommuinicationi terminat ¢hatedcéivesinfoemation received from
contact| ess comuni.catjon t by an _encrypti on ke o

a confgPlRSSRPBAVBIF BN AG: ERaPoBie SHmREINICHER tepmital comprising:
| of BrRRbhPRURESESY Bjt, WhRR W#&e%&?te%ﬁﬁﬁ%és data with the contactless
communi cation tag. 25 3. The nobife co ni cati on

commenicatiah tfg cared nwizelebslyt Isends oappbwiengrequileglafed the contactless
encrypti gqng_key updating unit that upon receipt ,of

CW'BHEP%@?'P 'key update request information concerning

a d 88kR SMWiéﬁlbr}éﬁﬁit,fW@Ehtt%sﬁﬁ%t @&t 8S8nd receives data from a

conmuni cation tag, i scards an encryption key

service sianagemendyserve \éa arwineless cemynunication netywoek;
information.frgmthe storing unit. and updates with,a
nPnaY Pt A st hne Ragtyplief ey tRlEted fyrplandtih are stored;
CMYBkypbRN un®! MvAfdh Ofe&/plsm data""_'}ééclﬁ\/gdt Hom the contactless

encryption key related information includes a
commupication yagfbasedr gtpeincryptionskayhealated inferswtionethadrisl selected from

assigned 47 2004/ 089017 PCT/ KR2004/ 000739 . . :
the eBEREAAN fgetoralen SR oIy SROmEHBn A SPRALY g pratgtion received
from kieRgdntaRfesd comimiification tagustry, a manufacturer, a

brand, and a product nanme; and the decryption unit

dedy yipfaymationprreadieg i uititor mhicho nreqeestsy qerotlbein infarmation to  the

cont S8t Bt 5 AR R REE4 ol normtion

receiPéd dnPthd EentadléssnddramunfiatioReadf andg i nformati on
received fromthe contactless comunication tag. 5.

Tie® erpHt enibovipighiotruts the egad pradust inforapation. wher ei n
the encryption key related information includes at
| east one seed value for creation of different

erxcr y ptih@mobite kepsnuriogtidrheeraieal Ypiclaim Unilierdst thepéseryption key
information received fromthe contactless

h d

relat%%ﬁﬂﬁﬁﬁ@ﬁg}lowdl&b%uﬁt nigagh oBgc ePEHIPERNK KGY L@dhthdhe deeiyption unit
t . 25

decryift RS ihesb R eRE Pin U MRS LoRRE P ag by an

encryptionuke\c atlected bgsed orb theleacryplioh ekeyospautiyiraj irformation received
termnal of claim?5, further conprising a |eaked seed

from {hg gentastiess somuMnicatiorktadupon recei pt of seed val ue
updat e request

3. The mobile communication terminal of claim 2, further comprising a
leaked encryption key updating unit that upon receipt of encryption key update request
information concerning a leaked encryption key from the contactless communication tag,
discards an encryption key designated by the encryption key update request

information from the storing unit and updates with a newly assigned encryption. key.

4. The mobile communication terminal of claim 1, wherein the encryption key

related information includes a plurality of encryption keys that is classified and assigned
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i nformation concerning a | eaked seed val ue fromthe

contactl ess communi cation tag, renoves a seed val ue
walemugsmted by the seed val ue update request PCT/KR2004/000739

information from 20 the storing unit and updates with

a newy assigned seed value. 7. The nobile

accoFcﬂggI{B'é:%ﬁé %ﬁlctaﬂ[)m férg% qg@kgingg atV\f%% o?ne 8Pa type of industry, a

ptlon rela onh Inc udes

mantwﬂaquﬂfér ta/br@hd$aﬁd avpriodast hdvab; apd cl assifi ed and
assi gned according to a classification reference

i iBeudiestyrion| dindk W@ﬁ dhe y peodsict | HHQ@T‘@‘}OH arecgived from the
contééﬁ{:ér‘éégﬁdg@ﬁhﬁa?oﬁr@ ﬁlﬁé‘%peegél&gﬁ@ﬁ Igégf%&le ﬁ’gr‘ﬁ the plurality of

encrystioei ke bassd bhethecemﬁri}\ptidrERéy SpBUIfIhG amﬁoﬂlnatlag reseived from the
an encryption key created based on a seed val ue

contactless commypisationtag.ural ity of seed val ues based on
the encryption key specifying information received
fromthe contactl ess communi cation tag. 30 8. The

m&hi | e 'ﬂmnmmle@bnnnumleammﬁrrrmhalcr}failamﬂ‘l Wwhetdhethe encryption key
cﬁﬁf” sing a aked encréé)tl on key updatl ng unit
relate forr% eﬁtatol@ag fle See Wfqrrﬁrgpﬁg@ jof ¢liffergnt encryption
keys%@oodf/ 089017 PCT/ KR2004/ 000739 concerni ng | eaked
encryption key related information fromthe
c dhé adekpgpsionc amiturdecaypten thagprcrc&m:bvﬁomm&qpt rezeivieely from the

ated infor tlon desi gnat ed by .t updat e request
contfieZs RATBHAICRHAN G G g i SUsPtia deyplilngca el value selected
baseae%yﬂﬁs%'ng on CK&Y we'cﬁ?gpein% t#d?\f ?éé@r\tréld’r\‘]{%r?t ﬁger contactless

mmuni cat I on m na clalm

~ comrounioatien tag.a replay attack bl ocking unit which

generates a one-tine use random nunber, adds the
one-tinme use random nunber to information to be

t reans ML dnbiiid %rﬁrﬁGnkﬁﬁé’ﬁrtermﬁfa‘PVchj%I%uﬁ]h% furt er comprising a
information to the decryption unit, and checks I

leakachiseeth valts eupdating unitcthed, Upom redeiptnet iserdr Ealaevendate request

inforingfis (PRGREERY % rekell parto R IR gaTE shyiaeiaet utiigieation tag,

remoVeBid 8e6@VENHY g@éupﬁatédebmﬁ@lseea valiipd Gbélaté"'l’@i@sﬂ ikfBAnation from
storlng unit i ncludes non-vol atil e nmenory,

the staringhanit aatrppraiesgvith adtavdy Bspignee seedyalie. t that 15
reads the product information fromthe storing unit
and re-records the read product information on the

StAQr i NI Hémbbild Eombhenioatiir RrenfaNol ickain Prwhérein t edryption key
claim1l1, wherein a radio frequency (RF) circuit, the

relatechinferraetio indiudnsg Rikrality pﬁéeédc\t%}lms Hietui elassitied emd assigned
accol;t}rlrgé :tﬁp g@s% f%%tlcgﬁ‘?gfeigpéégatrl Q%C%qgagf Sﬁ% og %#g;gé of industry, a
manufattmert, a brand, and a product name; and

the decryption unit decrypts the product information received from the
contactless communication tag using an encryption key created based on a seed value
selected from the plurality of seed values based on the encryption key specifying

information received from the contactless communication tag.

8. The mobile communication terminal of claim 1, further comprising a

leaked encryption key updating unit that, upon receipt of update request information
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(ASIC). 12. The nobile comrunication term nal of claim
1, wherein the information reading unit specifies a
wp@bkanmgdory of product information froma type BET/KR2004/000739
industry, a 25 manufacturer, a brand, and a product
name based on the éncryption key specifying
conclem m%"ﬁéé!@éh r el ”Q t'?&afe?ﬂt oI n  from  the contactless
nication tag an |des e speci
comrmematthytagf reroalest enmfyptmntkeyn relatetd"lmfon’natlbn udedignated by the

ut unit, out puts the Ci lurality
updageF r&ggaﬁc{n gm%’ql%tffqm Ostpglngm@?,ﬁmf |upga es with newly assigned
encrﬁﬁmﬁ‘#@; aliiee ﬁﬁflah nal of claim1, further conprising
reader aut ent| cation unit that authenticates an
external nobi | e conmuni cation term nal havi ng a tag

id| ; Ig@]Ctmi oﬁﬁflgéq%%ﬂ%@lg at It%%@%l&%gﬁ:%gﬂn ?X e her comprising a replay
attacECEfdéﬁ%%oﬁnﬁom JeerhRal 4 h%\ﬁ?”{ﬁné h@sd a3nkBAY number, adds the

funct and outputs a result aut henti cati on
one-tlmacesen ragldonhmmb@‘r tal infowtiatien c’mntnnntraasmﬂed donthealtag reader,

provBY B, G S T b 294 i T o mumber

extrabttd 6 FFGMhATIM Sedive® RohY Mhd ¢ H‘Qéﬁﬁelt 132(hcCBSTMEPAS the one-time
data to be transmtted to the co act| ess

use repodaomwabeniherely Wackiog seplayattgpk.i on key rel at ed
i nformati on selected fromthe encryption key related
i nformati on by encryption key specifying information

reeel vethd hgbilehGomAIMiGRIdneESrITBIEISRE 110NwA&@in ¥k storing unit
15. The nobile communication termnal of claim 1,

incluggs meinnvalaiilei mesnarst iaod furﬂmﬁmmpmsn@g Laﬂrefrasldsarocessmg unit that
resul t

a8 AFHS, GROAFATSY F o R i 4o s e rea procuc

informBfioih ohtheegdrirpuninf or mati on i nput neans included in
the nobile communication termnal and transmts the

result of determnation to the 15 service managenent

oo v ol ol L A FOT5RL) AT T MRkl s roauency

(RF) ichrctiibethe tinformationireagingronit, ithe debsypribadit, andfthegéimd unit of the
Is read; .and 20 the information transmitting unit

wirelegs pRmMuNiation yaiiare dmplnenternas peRlicationespedific integrated circuit
gjoring unit to the service nanagenent server if an

(ASIC}, . e st rent
rmformation transm ssion conmmand is input through an
information input nmeans included in the nobile

cQ ni ion means. 25 17. A nethod of managi
5“3 ﬁ%m@&l{ﬁ camnMuicatiop; teaminal Pfraiguds wher%m the information

reading unit specifies a plurality of product information from a type of industry, a

manufacturer, a brand, and a product name based on the encryption key specifying
information received from the contactless communication tag and provides the specified
plurality of product information to the output unit, and the output unit outputs the

specified plurality of product information.

13.  The mobile communication terminal of claim 1, further comprising a
reader authentication unit that authenticates an external mobile communication terminal

having a tag read function by communicating with the external mobile communication
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aut henti cation servi ce managenent server that
communi cates with a subscriber server of a nobile
W@ o0ostocat i on conmpany via a network and can PCT/KR2004/000739
communi cate with a nobile communication termnal via
a nobi |l e conmuni cati on network, the nethod conpri sing:
termirf ﬁhVin@Slhé%@'r’@gdq’@hé‘ﬂldn h Ei‘bfurfﬁith A rd Ut (gd%&ﬂeﬁti%ation concerning

product “identification nu 30 assli gne
the gxteraat maktileseomanyinication bemrrmhdhaam@ ther gdead function to the output
i dentification nunber assigned to the nobile
communi cation termnal fromthe nobile comrunication
term nal; 50 WO 2004/ 089017 PCT/ KR2004/ 000739 aski ng
the subscriber server i nquiry of subscriber
i ridor mathe imehite: Coprmunicatior efrhinehtafodaimnbe furtiert bemprising an

o i AP B B L B8 A cPiatd Bhomuricaion

tag baded OAt eABrYDLOM k& relbseE ﬁhﬁéﬁhaﬁ@ﬁ Vﬁlect@ﬂeﬁbgﬂgh@%cryptlon key

storing custonmer nmanagenent information inclu
related piséerntation x| ererypiierat keyn speciyimgt ilnformatiopr oehmved from the
detail s based on the reading )
conugg gé%%hﬁﬁ ?ﬁgﬁg%ﬁgﬁnd t he subscriber information; and
readi ng and outputting the customer managenent

i nforrmtl on in response to an information out put
r d@uest! henmoml@ corpmunicationaterainal rofatlaie vi, cehersin 1i8e information

T A

a pumgasmgrmflrme)orﬂmhdﬂglmpm thivdhj é?blr%rn@atﬁiﬂ'p ?Ut ﬁ%"ans included in
and t he readlng detai| information includes at |east
the rgpRile, cogmypisatien | tﬁamaai @ndatrapsmiis dbeuresult of detemaination to the
ade; Pr\@ﬁ ARlye, a producing center, date and tine
serw@% aﬁ% ac ure a product serial nunber, a product
price, and a time of authentication. 15 19. The net hod

of clai_rriq W&grelnthe readi ng detail information
f UPt herThej fePRItfe COMMERIELSToR tenminatast Shaigbriewhergjnaa result of
0] y u
detergﬁiﬁc i Ijstn gﬁ‘irr)craéli‘?@ tﬁ%?ﬁa@b%% de%f?ﬁr??ﬁe P Q@#tngkﬁg@%on is read:
and 20. The nethod of claim 17, further conprising adding
subs i ber. according to the readin

paints o g . .
e TToha (iSRG, Ui GameiTHG et resil af datermination stored in
eS| e n
the sftéah" r?é‘nqmlﬁg%gs g}%ﬂ/&%‘%ﬁﬁ%@eﬁéﬁgbf'\}e\f if %ﬁ ARRFhRoRN transmission
Commam:htlsf iinputi throughben anfdrméation 2iﬁpu’eadeans included in the mobile
entification nunber that are included in the reading
Comrﬂ"é'flg?tf & fati on are the same as those included in
readi ng detail information that is previously received
fromthe nobile conmunication termnal. 51
17. A method of managing product authentication service in a product

unit.

authentication service management server that communicates with a subscriber server
of a mobile communication company via a network and can communicate with a mobile
communication terminal via a mobile communication network, the method comprising:
receiving reading detail information including a product identification numbﬂer
assigned to each product whose tag is to be read and a reader identification number
assigned to the mobile communication terminal from the mobile communication

terminal;
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asking the subscriber server inquiry of subscriber information based on an
identification number of the mobile communication terminal included in the reading
detail information and receiving the subscriber information from the subscriber server;

creating and storing customer management information including subscriber
classification information and product information reading details based on the reading
detail information and the subscriber information; and

reading and outputting the customer manag'ement information in response to an

information output request that is input from an external device.

18.  The method of claim 17, wherein the subscriber classification information
includes at least one of age, area, sex distinction, and job of a subscriber; and

the reading detail information includes at least one of a type of industry, a
manufacturer, a brand, a grade, a model name, a producing center, date and time of

manufacture, a product serial number, a product price, and a time of authentication.

19.  The method of claim 18, wherein the reading detail information further
includes purchasing information concerning a product that has been already purchased,

including a purchasing price and date and time of purchasing.

20. The method of claim 17, further comprising adding points of the

subscriber according to the reading detail information.

21.  The method of claim 17, further comprising checking repetitive
transmission of information by checking if the product identification number and the
reader identification number that are included in the reading detail information are the
same as those included in reading detail information that is previously received from the

mobile communication terminal.
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