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[0022] FIG. 7A is a diagram generally illustrating a representation of an exemplary

client register file message in accordance with an embodiment of the invention;
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app cation assocl ate
A 101 to Host B 121. On Host B 121 an LWIO server 123 is executing. In accordance with

the LWIO protocol described herein, the LWIO client 103 communicates with the LWIO
server 123. The LWIO client 103 and the LWIO server 123 make use of posted buffers
107, 127, enabling file-associated data to be transferred directly by way of the RDMA
channel connection 117. By way of LWIO protocol messages, read and write tasks are
offloaded to Host B 121. The server 123 passes on I/O requests to the file system 129,
which serves as the interface to the hard disk 131.



application responsible for processing 1/0 tasks which

interacts with kernel-node 1/O read/wite services
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processing fromHost A 101 to Host B 121. On Host B

121 an LWO server 123 is executing. In accordance

wth the LWO protocol described herein, the LWO
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[OO PRE LW['O)LBt toto%gp&ﬁﬁlﬁ{sﬁgﬂ?f]o pieIEs] a diBccaereptbgeli tfdl&ﬂ\ted by an
invention descrj hed herei r.Q
Easas G R e ReE Bl e b e sizes are
asf@lﬂ,tﬁvb’s.as SMB or CIFS, in order to take advantage of
the existing security and authentication

infrastructure of the other protocol. This helps to
m ni mi zé8¥Me over head @mStllg@e@V\BGbﬂltotlé&ﬂgerAs

i1lustraked in FIG 1, gthe: hWQ@Senenka3 on Host B
121 operates above an SMB server +125. An SMB cli ent

(not  sHBWBLEsI mi | ar | y UNSASTER HesPik dmFegsy \

i nteractigrwidzh the LW Qrghiigeris @@plblctatmmeggis
[ 0058] The LW O pr ot ocol conprlses phases a

di scoverytPitdse fol | owdSByPTET O Sl&h T data
Sstruct urmerisssoci at ed wﬂgimeah 16rmndh mmie@lasscri bed

her ei n, sizes are 10 i gned
8-bit i nﬂ?%%r CHAR 8- bl%%ff 32 ar aﬁE rd [C,JI NT16
unsi gnedNIB4i t i nt egerSlSLlJIﬂdT@ﬁ—lmsh GrEEBZ bi t

i nteger 64 unsi gnad _GA-bit, i HRO&MadNELS- Si gned
16-bit integer [INT32 signed 32-bit integer |NT64

si gned GAMR33 nteger IACHAR BRI ni code character
PVO D32 @ZyMid4 poi nter g4-bit pointer

[0059]  FIG. 2 illustrates steps taken in the discovery phase of the LWIO protocol in an
embodiment of the invention. With respect to the host on which the LWIO server is
executing, at step 201 the LWIO server registers with the SMB/CIFS server running on that
host machine. In accordance with this registration, at step 203 the SMB/CIFS server
notifies a SMB/CIFS client running on a remote host that the LWIO server is available. At
step 205 the LWIO client requests a server request resume key. The resume key is an
authentication mechanism that has been disclosed in another application having the same
assignee as the present application, “Method and System for Accessing a File (Resume



PVO D64 64-bit pointer [0059] FIG 2 illustrates steps
taken in the discovery phase of the LWO protocol in
wa@rooseeaadi ment of the invention. Wth respectP€DUS1964/024026
host on which the LWO server is executing, at step
201 the LWO server registerg with the SMB/ Cl FS server
running on that host nmachine. In accordance with this
regi stration, at step 203 the SMB/ Cl FS server
KenGt Ui, @ateﬁt ﬁpﬁAﬁtﬁﬁseﬂmlem _runni ngfiled oa Qo 842313, which is

O serve step 205 the
hef%?%c ralt'\ﬁ’heéaﬁé%{,gelg% @Vt{yre%rreenﬁﬁest resune key. The
[006@su mzktkseqp 209 the LVEG deever ipesses the sayeheequeshrestiate Keadack to the
cliRE€ 1 & éﬁbgﬁﬁﬁ;n{ Br B0 ARG PR s BE Feqled? ?ééhﬂlg K ‘ﬁa§@1@?ollowmg

assignee as the present application,” "Method and
strug{Ee’em f or Accessing a File (Resume WO 2005/ 067430
PCT/ US2004/ 024026 8 Key)," U.S. Patent Application

ty}%@&é@l sPPuct fEkedreBUME! gBer (24, 2003, which is
coerratéd hergl s entirety by
refgf . [0060] At stg %ggIﬁée LW O server passes
the §§§é¥ request resuge ck to the client. In
nt of 0 he server request
ﬁgg th%gggkgggpﬁ RE%ructure t ypedef
struct SRV RESUME_KEY E UINT64 ResuneKey; U NT64
tyPAest ARBUCEU RRHARPOHEST_SRGUMESKVE KEY.
* PSPRV FESENEEKERY { tyPE)@dief struct SRV REQUEST RESUVE
KEYUERMRESUI\/E" KEY Key;Cowliegulee@ant ext Lengt h; BYTE
ConBEXE [ 1 ] ; } SRV_REQESt RESUVE KEY, * PSRV
} BEQUESHURESUNESKNY, KEY(G. *BSpVOREQEESEN RESUME! KaWi;ve
representation of the server request resunme key 219.

ResuneKey 221, Tinmestanp 223, and Pid 225 are
FIGy 8repvideslamilustretivsaepresentation of ehegysrin eequest resvenedkayerip.

Resg?rfégfeé/tﬂ% 2@1&1&’[2@'&) @‘ZS" ad BRIMBI il g&qe@a’c% RRRr/ehahd bR opaque to

i ént to contact the server

the chipnte @I@é% {2%9 m ATy CRBR S NGf nggye dhat {srhseh Ry dier L W10 client

to cdAfhct INetsumiek Cbseayefigth ROD&Ihe Mi@Bert dTdyedsii® Tontext 229.
‘2‘%& cation receives the server request resune key

Newyvegk DICOVELY: i eves the server UNC name fromthe

[006DNt eXWhén teatli22hppRedtion meavgyes theFdeGrer 2gquast resuame RgR19, it

retrﬁgl gﬂe Cf%wer ?_ﬁ@(?%ar%? @oﬂl d ?Jo‘h]['&t héﬁ?%Z%Dﬁﬁ{mmgqﬁ FRG, PE at step 209

| Scover
the @hvmtm@sns haipedo @edew apnver. i Thetmpe isarsobfar autqmaélcréamé@ry of

RDUER Cap 538 abHELNBEL are available in the network, in a manner described further
below. This is an important and useful feature of the present invention; address resolution
mechanisms like ARP are generally absent from VIA networks and similar networks.
[0062] The client next queries the server for a list of its RDMA-capable devices
(“providers”) that are available for use with the LWIO protocol. The querying is
accomplished by way of a negotiate request, which the client constructs and sends to the
server over the newly-opened pipe at step 211. In an embodiment of the invention, the
negotiate request has the following structure:

typedef struct {
LWIO CONTROL_HEADER;

WCHAR ClientName [LWIO MAX HOST NAME] ;
UUID Key;

UINT16 RegponseLength;

UINTL1l6 ProviderCount;

LwioAddressBlk t ProviderList [1];



bel ow. This is an inportant and useful feature of the
present invention; address resolution nechanisns |ike
WORPsa6R3general | y absent from VI A networ ks anPCHUS10048024026
networks. [0062] The client next queries the server
for alist of its RDVA-capablbe devices ("providers")
that are available for use with the LWO protocol. The
querying is acconplished by way of a negotiate
ke got hmreRegneseLFent constructs and sends to the
server over the new y-opened pipe at step 211. In an
tyeedeldi sentcof {t he i nvention, the negotiate request
hasCia®e f ol | ow ng Eitasttmmm[ét]ypedef struct {
LWELIEENT ROL HEADER:vI WCHAR
C i gmtrNagre[ LW O_ @&ﬁg NAME] ;  UUI D Key; Ul NT16
Respptsesengt h; Provi der Count; Lw oAddressBl k
] wa%oabﬁ@ﬁéLsﬁﬁngR 2005/ 067430 PCT/ US2004/ 024026 9
wrohb?otlateRequest t; typedef struct { CHAR
r 32 Revld U NT16 Opcode; Ul NT16
ty?e(% & ‘?Lﬁ _HEADER; typedef struct _GU D {
X tal; UI %a ata2; U NT16 Data3; BYTE
Dat‘éli %] : } UUID typedef struct { WCHAR
Nanef¥ ME] ; U NT16 | nstanceCount;
LW TRIET ADDRESS |%‘f%&%}rab| e[1]; }
} EWEDAJAYEBsBl k t; { typedef struct _LW O NET_ADDRESS

typedef struct {
WCHAR Name [LWIO MAX PROVIDER NAME] ;
UINT1le InstanceCount;
LWIO NET ADDRESS InstanceTable[l];

} LwioAddressBlk t;

typedef struct LWIO NET ADDRESS

UINT1l6 HostAddresslen;
UINT16 DiscriminatorlLen;
BYTE HostAddressFollowedByDiscriminator[1] ;

} LWIO NET ADDRESS;

[0063] FIG. 4A proirides an illustrative representation of the negotiate request packet
231 in an embodiment of the invention. The negotiate request includes a control header
233, a fixed-length Unicode client name field 235, a client UUID 237 used as a key, a local
buffer size 239 for receiving a response, and the list of providers 241. In the control header
233, the Protocolld 'LWIO' 243 is stored as the first four bytes of the header.

[0064] RevId 245 holds a currently defined value 0x1001, LWIO_REV_ID. Opcode
247 holds a currently defined value Oxfe, LWIO_CONTROL_OPCODE_NEGOTIATE.
Length 249 is the size in bytes of the complete packet to be sent to the server, including all
opcode-specific data.

[0065] ClientName 235 is used by the server to identify the client. Key 237 is usedin a
subsequent network-specific authentication procedure, as described below.
ResponseLength 239 is the size of the buffer for receiving a negotiate response from the
server, as described below. ProviderCount 251 is the number of providers associated with
the client machine and about which the client is informing the server. The provider list 241

contains the list of ProviderCount providers.



U NT16 Host AddressLen; U NT16 Di scrim natorlLen; BYTE
Host Addr essFol | owedByDi scrimnator[1]; } LWO NET
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[0069] Returning to FIG. 2, at this point the server and the client have shared
communication device information, and the minimal list of common providers has been
determined. At step 217 the client creates one or more RDMA connections to the LWIO
server over one or more of the shared devices. In an embodiment of the invention, as
described herein, the following opcodes are defined for client-to-server communication:




LW O_CONTROL_HEADER, WCHAR

SrvName[ LW O_MAX _HOST_NAME] ;  UUI D Key; U NT16
wee@siemsCount ;  Lwi oAddr essBl kt Provi der Li st [ B¢T/U$2004/024026

Lwi oNegot i at eResponse_t; [0068] FIG 4B provides an

illustrative representationqf the negotiate response

267 in an enbodi nent of the invention. The control

header 269 is as in the negotiate request, except
#detfliaie Lengtrio : Z)E:CIIIEWRTEED ects the sizeomb the response

ssage hol ds the n of the
L%g)? ﬁé’dﬂ?f@ server - gener at edegll D for use by

#detfhelecl | BAITO _APCOEpIVAIh&EADUr t her bel 62 the client
#de%%%s ther kR e kit & 18gf ver in apyiauthenticate

guest over- a newTtonnection using one of the common

eéé@@m AL PRISHEC €405 Py ovi der Count 92%7 is the
#adruRer ofyiy @H@EIE oAdems provi der |pgt 279. The
pr.ovi der I|§T 279 ins a list of providers conmon
#dgld nghe L&A T&'ﬁal ent. There iggﬁo guar ant ee
#ddffiate thuwm:j |Cem:tOD£a|REmtSHIH y connect 0kB@ t hese
ovi der Mg to FIG 2, at this point
#d servzquc[ %g%%% have shar ed XgomTuni cation
#dedidviece |W_@G®E_WRH@% nimal | PP of common
provi ders has been determned. At step 217 the client
creates one or nore RDMA connectiagnps to the LWO
Theﬁ@lﬂwmgévﬁnecbﬂ@gwe isH@s Grodilfras Ehelicab iRy g mupcation:
enbodi nent of the invention, as described herein, the
foll owi ng o odes re or client-to-server
#deddiifuni &gi %SIWI{DCT/ usz§6§P024026 11
#ddfdefd ne nmwm@mm #def i neok®O OPCODE

4R o T WL T er e Luf 02 Epocoe. GLORE

0x4 #define LWO OPCODE CANCEL 0x5 #define LWO
Qgﬁ% Seagbd PP CAERN G o bER R
The ke on B G AR iifact s #def1ne LW O OP cé%%nmon
headexpirretysT Khegomyaos 1aﬁaﬂ%rvl;+aﬁ gredeflpwang foragisngp emboggned of the
invdi@dhfiers in client-to-server conmunication: #define
LW O HDR FLAG | NTERRUPT 0x80 #define LW O HDR FLAG

CONTROL 0x40 _ #define LWO HDR FLAG COLLAPSE | O 0x20
typedef struct ({

UINT32 Length;

union {

UINT32 Status;

struct {
BYTE Opcode;
BYTE Flags;
BYTE Credits;
BYTE Marker;

Vi

Vi

struct {

UINT16 Fid;

UINT16 Sequence;

UINT32 Tid;

}i

UINT64 Offset;

// data buffer block
struct |



The corresponding client-to-server nessages in the

LW O protocol feature a common header structure. The
w@ower4beader has the following format in an PCT/US2004/024026

enbodi nent of the invention: typedef struct { Ul NT32

Length; union { U NT32 Statys; struct { BYTE Opcode;

BYTE Fl ags; BYTE Credits; BYTE Marker; struct {

U NT16 Fid; U NT16 Sequence; U NT32 Tid; U NT64

Of fB¥ID6Y ) data buffer bl ock st H@&VEMO 2005/ 067430

PCTYWS2004/ 024026 12 PVO D64 DataVa; uni on { UINT32

Dat avh; UBNTF3@t { U NT16 NunPagedataMiNT16 PageSi ze;

} Vec; /dtiwctst@tus block wunion { struct { U NT32

losMh; WPN@D64 1osVa;, }; struchNumEEIgeE32

I mredi ateQopks e; PageSize;
} Vec;
Vi
}i
// io status block
" union
struct {
UINT32 IosMh;
PVOIDe4 TosVa;
¥
struct {
UINT32 ImmediateCockie;
UINT64 Cookie;
}i

7

} LWIO COMMON HEADER;

Connection Authentication
[0070]  FIG. 5 illustrates steps taken by the client and the server in an embodiment of the
invention, during the remainder of the initial phase of the LWIO protocol. At step 601 the
client establishes a connection to the server over a shared communication device, as
explained above. The client and the server now mutually authenticate the new connection.
At step 603 the client sends an authentication request message (LWIO_OPCODE_AUTH)
to the server. Authentication is done in order to prevent server-side and client-side
spoofing. If the authentication is not timely completed, the connection is terminated.
[0071] FIG. 6A provides an illustrative representation of the client authenticate request
message in an embodiment of the invention. The authenticate message 617 comprises the
common header 619 followed by an LWIO_AUTH_PARAMS structure 621. In the header
619, Length 623 is set to the number of Bytes sent to the server (the size of the common
header 619 plus the size of the LWIO_AUTH_PARAMS 621). Opcode 625 is set to
LWIO_OPCODE_AUTH (0x6). Flags 627 is set to LWIO_HDR_FLAG_INTERRUPT
Cookie 629, in this and the other client protocol messages, is set to a value chosen by the
client and is sent back in the server reply. The Cookie value is typically used to match a
request with a server reply. DataVa 631 is set to the address to which the server should
RDMA the server authentication parameters. DataMh 633 holds the RDMA memory
handle associated with DataVa 631.
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header 619 pI S the size of the LWO AUTH PARANMS 621).
?Hes ]E‘SC‘FS set to LWOQ OPCODE AUTH (0x6). Fl ags
627U¢IéA%et to LW O HDRAGTHPFERRUPT.  Cookie 629, in
t hiSCEARY the ot her cli &mtismBidtiol nessages, is set to
a VBYT® chosen by the QutiemDawlllls sent back in the
} KRIOeAUTEpOYTIdKE, CobRLEIVaMUEHI 6PTYPNEal |y used to
match a request with a server reply. Datava 631 is
tyS&det osthecadfiress to which the server should RDVA

thec@gngver aut hent i cat |%Jp;a[r4qnet/g'r91,m'al\/h 633 hol ds
memory handl ;asgpciated with Datava 631. WO

,20 30 PCT/ USZOO4/E(_)E§{5 13 [0072] In an

Oéf gt of the mvergavaoaa%p% e LW O AUTH PARAMS
st r#ﬁi has the fol Ié) oer rrat #def i ne

OPTI ON-END O He 1 AUTH OPTI ON_KEY 1
#de‘f"?’}ﬁ?%wo AUTH_OPTI (ﬂ‘@ Ct‘ﬁ’ “S4def i ne LW O
AUTHXPTE ON S| GNATURE  1aXRfdt W%jﬁrrH
OPTVEIIKEY- LENGTH 16 AtpsrReryBuffersize;
LWEOIBOIE  OPTI ON_SESSIHRdardieMGTH 8 #define LWO
AUTHLICPTE ON S| GNATURE |BNGRHE =16t ypedef struct {
UCHARNTPS i onCode; UCHARI@ReasrhgporiBTE Opti onDat a
[1]LWIO AUTH OPTIONS Options([1];
} LWIO AUTH PARAMS, *LPLWIO_AUTH PARAMS;

[0073] In the authenticate message 617, an LWIO_AUTH_PARAMS 621 forms the
second part of the packet. Magic 635 is set to LWIO'. RevId 637 is set to LWIO_REV_ID.
Endian 639 is set to sizeof(ULONG_PTR). PageSize 641 is set to the CPU page size (4k on
32-bit machines and 8k on 64-bit machines). BaseSequence 643 is set to 0.
MaxRdmaWindowSize 645 is intended to be set to the maximum number of bytes that the
client can accept in an RDMA transfer; in the depicted embodiment it is set to 64k.
MaxSendBufferSize 647 is intended to be set to the number of bytes that the client can send
to the server in a single request; in the depicted embodiment it is set to 1k.
MaxRecvBufferSize 649 is intended to be set to the number of bytes that the client has
posted to receive data from the server; in the depicted embodiment it is set to 16 bytes.
HeaderSize 651 is set to the number of bytes in the LWIO control header 619. Credits 652



} LWO _AUTH OPTIONS, *LPLW O AUTH OPTI ONS; typedef

struct { CHAR Magic [4] ; // 'LWO U NT16 Revld;
wohNFA&74BNdi an; Ul NT16 PageSi ze; Ul NT16 BaseBerjus1w04024026

U NT32 MaxRdmaw ndowSi ze; U NT32 MaxSendBufferSi ze;

U NT32 MaxRecvBufferSize; UINT16 Header Size; U NT16

Credits; U NT16 RdnaReadSupported; LW QAUTHOPTI ONS

Options [1]; } LWO AUTH_PARAMS, *LPLW O AUTH_PARANS;
is sgOid 1R3¢ 11111Jialtn|nﬁ1baltJ¢ﬂ1ﬂlffe'r cxtigs thasthe gl efthwishasrto ¥ MéNkde of credits

s B0 t0er I Pl ser B G a9 n sl ARG ol
RdEﬁBpaiSueﬁ@’tq:dsﬁsZets s¢tdo §iifdotliehtONG RIRIPPREBOB Agelgperations
and ﬁéétect) 1 1@1:1{6'1:6?16&13&3693 ot f::l\/ﬂéﬂ‘eaen 32-bit machi nes

bi.t machi nes aseSequence 643 is set to

[00641 mmmM‘ graEe iR 156 ok gRe pignpygeoptions.
dﬁéfﬁke{‘ﬁﬁ‘é’@% nfake Wh?ﬁlcbh@ﬁ mlobReflexiblee ([Efacl@ aticiCieR Pk optlon code,
rans 1.Nn |
len%@l AR, RESERL R By P 8RR TBl% 1RE TR R AU bi e SPBLOSFRD, which

hastthe bpigomeodeenlyg berbjriges atruditoptibe tahieningtanlisefidptitns. In the

autB%]ljgt felnlRsage i c?1ththe§dJ i ng%%;ath ?oﬁog?;fxg Sﬁﬂé q<6 N9 is

(LWiDe ezﬁUé“ al_!.QP m@l\k_&EY)Cﬁnﬂlﬁ@lMﬁﬁ e I(LWIODMﬁ_t%TIQM IGNATURE).
Ke? b5 g’t sefl ﬁ)sthe REy rr% Ridusl rr@tﬁﬁie\ﬁ%ydcﬁ@ &Mﬂﬁ‘tﬁéﬁ& goBA¥@Espohd.

epl ct ed odi rre i S set
Slgné%f‘e 5 anaehs penisgohthe LI n AT RARAMSET! cicying the
control header 619. Credits 652 V\D 2005/ 067430

/ 04/024 1 h f
ouSH) CRISAOARE 51 BB I Lo BT s
awthemxedaey shat ings eetm}nad irethe fne gdst'hms reopdaeovditthe pipey e samyr
RO TRY LRl b el deGned b ERRT AUTH, PARAMS structur
mchmlungsa;p@glmtbmsmau topeRataomeddragsdnil gsspstatqdgDatalVih memory
haﬁdﬂ@%“olvi(ﬁ:ﬁ tbe’/%’eeale?lyﬂptﬁé Eutﬁ%afeexﬁgssaé@ Ogtzgteﬂo 601 thekervBEsends an

fructure 1Is set of oQne or nore

LGt NS STARESoREPBRYNSErte CG%’@@:Pt? gler?'&ﬂ’én%‘iﬁtlﬁént i cation

[oml e fhrexichl Iﬁow&@.ﬁzﬁl 10Réth BV e heFeRhtatiph bOthe ONED_AUFRYPARAMS
str%(rﬂrpl%%ﬁt tth%\ﬁ%?%e{g t1111e ﬁ%%ﬂ%ﬂ(@lﬁlgﬁf ?%thn b‘(tgfggtl% Wagw\%?ls set to
'TVEHD'V [RregIdaS63a15 lsetl tb L0 REV diDri Bratiamep3 deeet to stzeof ULONG_PTR).
Page%tlzeo&is/ 18 Isc?c £ Hl% CPU page size. BaseSequence 669 is intended to be set to (client
BaseSequence + 1). MaxRdmaWindowSize 671 is intended to be set to the maximum

number of bytes that the client can accept in an RDMA transfer; in the depicted
embodiment it is set to 512k. MaxSendBufferSize 673 is intended to be set to the number
of bytes that the server sends to the client in a single response; in the depicted embodiment
it is set to 16 bytes. MaxRecvBufferSize 675 is intended to be set to the number of bytes
that the server has pre-posted to receive data from the client; in the depicted embodiment it
is set to 8k. HeaderSize 677 is set to the number of bytes in the common header. Credits
679 is set to the initial number of credits that the server has available for the client.
RdmaReadSupported 681 is set to 0 if the server does not support RDMA read and is set to
1 if the server does support RDMA read. The server sends the following options: Key
(LWIO_AUTH_OPTION_KEY) 683, Sessionld (LWIO_AUTH_OPTION_SESSION_ID)
685, and a Signature (LWIO_AUTH_OPTION_SIGNATURE) 687. Key 683 is set to the
Key that the client had sent previously in the Negotiate Request. The Sessionld 685 value is



aut henti cate nessage, the client sends the server the

follow ng options: Key (LWO AUTH OPTION )T, EY) and a
wGer@rmc4se (LW O AUTH_OPTI ONSI GNATURE) . Key 6BGI/US2084024026

to the key previously returned by the server in the

negoti ate response. Signatuné 657 is an MD5 signing

of the LWO AUTH PARAMS 621 excl uding the signature.

[0075] Returning to FIG 5, at step 605, if the Key
useddiytthe plierh & regishesimgictiantdilnewihdlee semetr cisesplainedibelow. hignature
68 PRwNDYNfithd (b (hOE VPO A % A RARRIISRINRL (el

5726 server ) fre client as an authenticdte
[007¢k po e @ gAbpdipesnpefithe pyenfign.dbe LG MSGi HeA THSnBESRONSE
stnetgBhadegolfaest Gntht: t 0 t he Dat aVa address and
associ ated DataVh nenory handl e provided by the
client in the authenticate nessage. At step 607 the
th@@@ErS*&EH% ah"IPW e REATEPAPLSCKESPONSE to conpl ete
t heUANTR@nti cation. [0076] HToBRBewi des an
i | 1 UsNFA2i ve representati on @fattee; LW O AUTH PARANMS
} BYEQcTQr 8TBBYS BLOFKed*bYLIIAG 3or $FATUS &hOEHbodi ment
of the invention. Magic 661 is set to 'LWO . Revld
typ6defssseticto LW O REVY bEDATERdRaBPrOfSEi § set to
si zeofit6lONG PTR). PageSi zepc&6idids set to the CPU
pagewsbzeo BaseSequener 669 issintended to be set to
} {rkbentc BaaeSeqHREEENERT) « 1 MANRETRAENdoWS; sgé%gw%g;

i ntended™t o be set to the maxi nunT number o yt
that the client can accept in an RDVA transfer; in the

FIGI &0 gbefles aimdirabptreprosdntatatortiee BW2K. MSG STATUS_RESPONSE

oy,
e

S Buf f Si 673, t ded to.b 0 the.
63U R B ST S R e ERCloR 48 5p BRbal el Gt e
inventicsn. STavdieed A as pairis e donkichalcbept oy the chattad ieetdaden df the

i _ . iireintdei of
autheht RS s, BbARadHOBICUID LR ity B BybSof 1 eniod
LWiPe ASHH AR AMScRles vighidattes. f istote9é ie batentx0 (emifying success) or

Ox(ﬂﬁ]@b@i@?si | B s Hénied’§. set to 8k. HeaderSize 677
is set to the nunber of bytes in the conmobn header.

Credits 679 is set to the initial nunber of credits
that the server has avarilaRlegisfratiod he client.

L e R A RN e
autitmtisatsd Py dret cliRBEMAdrthaskrv i thesdientehegimnegisttting fitws favisegvith the
e 04 05 S AL L K0 8 AR e v
the filaffooupe FHh GRTHeONr.S| GNATURE) 687. Key 683 is set to

[00t9ye Kem 1A3tohNS aﬁhﬂ%@fati@@fép?%ﬁﬁtg@%ﬁﬂ tiﬂh‘ ?é@fsté{}%% hessage sent

Negoti ate Request. The Sessionld, _value s )
by BEShptdy Ssrereriseo Ben tha BVeRi byperrRgistegticarpessage 701
conﬁpiisé@@ﬂefcgﬁ%ﬂdlﬂlgldiﬂésr%?) fonbwed U%MLWI@_F 8D VIEAR ABSS strucfture 705.
e ne ow. .Si ture is_an si gni
Lerg D P AT Pl e et D & ghGtar e Bpogadpy 709 plus
the kize afitherlBFHD i PAR AVIS 705).eOpcale, 700hesdt W O MSG STATUS
Wﬁf % L[%f{_{e l..Qwi.ng format: typedef
L S ?@ct %\7%!("}‘1‘8 A@%?Bﬁ%j? 18%&[@32 I nf ormati on;
LWIO_HDR_FLAG INTERRUPT. In this client message and subsequent client
messages, Credits 713 is set to the number of pending I/O requests on the client. The
Credits field serves as a hint to the server to allocate more credits to the connection, thus
allowing additional outstanding I/O requests, as explained further below. The number of
outstanding client requests at any one time cannot exceed the “Credits” value. As before,

Cookie 715 is set to a client-specified value.



U NT32 Status; } LWO_| O STATUS BLOCK,
*LPLW O 10 STATUS BLOCK; typedef struct

WO MM WBG STATUS RESPONSE { Ul NT64 Cooki e;  PCT/US2004/024026
LW O _10_STATUS BLOCK los; } LWO MG STATUS_ RESPONSE,
*LPLW O_M5G STATUS_RESPONSE; &1 G 6C provi des an
illustrative representation of the LWO M5G STATUS
RESPONSE 689 returned by the server to conplete the

[0080Jt he i b€ Blb6dinicRt GNthe HI@HiTE Mle IOWIONEID IFWVRAM Déiructure has the
fOHBYVDgﬁ 691 is set to the cooki e val ue set by the

# the header of the authenticate nmessage.
Information 693 is set to the nunber of bytes of LWO
typedet PARAMB- pl us eight bytes. Status 695 is set to Ox0
(sigov fykoaysueaess) OReLbHAIAN022 (signifying
‘acgess, denied"). File s%e&lgl{ﬁl on [0078] Ret ur ni ng
to (FhéFsp, at step 609,p %eﬁ“fg ectlon has
u auth a ient and the
) g@f@eﬁ% ﬁ‘&wsént gglt%s%regljs( erl hg files for use
wth the server. File operations for a file are not

In tth% gqgsﬁgﬂ?wmé m:kopﬂﬁte tréglétaemelm@ ehm R@s@ﬁrﬁa‘l@"y@d7 is set to
i I or

he s er er. }?]1 gfl
the syeH 19ELEShEFSHRP 3@1’ rhg% Wa%r%a? QU iwﬁsss /Shannel.
Seskiegldstieris tétlte tlmagﬂdstﬁatttwasbytutﬂeé b@fl thepdrvéralulring the connection

ser.v in an he | t en h s
S St FRERSHHRRIb® TS e LTS R e Maspged nialy
to opedtifedileowed by an LWO FID PARAI\/B structure 705.

[OOk‘gngt IR 1ng§0 PR, § % %]tg?ﬁ g;g %%r&?(&ﬁﬁ wiff¥n tO the

i ze of eS|ze of

LthﬂeM_SW Tﬁ@&m&@ﬁﬁﬁ)to c Elﬁttethvﬁ ﬁeglsgé‘ftlort F1G. 7B provides an

illu$d¥Pe ﬁ@ﬁtaﬁgﬁoﬁﬁ&\w@ MSGstmsrﬂsl RESP@&SE t793 kM By the
HDR FLAG |

ERRUPT. . I n thi ‘l I ept
sertdy B ORI L st dnfosege 12 B to TBoFid EilpHR) to be
used wHeg rsemﬁl_lg)H@cteqlgssts/ Cswelq 7e3 isSseoto @)h)e(smddem) or aidiker NTSTATUS
codgoﬁg’%:iglf’rg.f R%lpgie?ﬁg & §e£ tgg Iﬁc‘@lﬂ% 8%1% | on chteﬁtr sse{ f) the header of the
regiater dild mgssagdeli t i onal out standing 1/0O requests, as
expl ai ned further bel ow. The nunber of outstanding

client requests at any one tinme cannot exceed the
"Credits" value. As bef o¥@Progssrge 715 is set to a

[0091(!1_9 ngg%ﬁi?ggﬂz @g%ﬁf %bM%cthQ 20 @ﬁé@ﬁ;ﬂé@w%d files have been registered,
and th@@hinrsﬁqssmﬁ@ St AR Ao el Sns e figure of
embaliments 0g tHedr WEO prdtyga dedn astynm&ttné I/GRYoRESoivEadeEad writes. Read
ope%%ﬁ)%g%r}é%&plerﬁé}ggcﬁ us%ng ﬁbeA Wwhile writes are implemented using send
operations. Writes are not implemented using RDMA in order to provide a better security
model. If the server exposes its address space over the NIC for RDMA it introduces a data
corruption vulnerability that can be exploited by a malicious client. In this scenario, the
malicious client issues, in a loop, RDMA write operations on a given server virtual address.
Because the server address space is finite and at some point server virtual addresses must be
reused, the malicious client eventually catches the server using the same virtual address for
a different connection, causing the data to be written into a server buffer that might be
associated with a different client. The asymmetric I/O model in the LWIO protocol guards
against this possibility. This feature is a principal difference between the LWIO protocol
and other RDMA-based file transfer protocols, such as DAFS.

[0083] Returning to FIG. 5, at step 613, the client begins posting I/O processing

requests. Server-to-client completions of I/O requests ate either in non-polling mode or



U NT32 Fl agsAndAttributes; } LW O _FI D_PARANS,
*LPLW O_FI D_PARAMS; I n the LW O FID PARANS 705 of the
WO e@s®6maB0 fil e message 701, ResuneKey 717 is SBECT/US2004/024026
the server request resunme key that was returned over
the initial file access chanpel. Sessionld 719 is set
to the Sessionld that was returned by the server
during the connection authentication stage.
polhu@64¥) %tmiﬂwE1@§m3&é UG c@rﬁlblehmstdnelrm!mﬁﬂ baseiatigng ordinary

Fl ags _used ini
senggé?cg}vmnhe&sqggs 113Mg g}ogg,ﬁ&g C%nf]i {%%4 125&15{/]219&} lé%dp%re 8°t interrupt-
based.t h an LW O MSG STATUS RESPONSE to conplete the file

[005@9' St_ﬁl@'ﬂb%la&hﬁ ofﬁGp\A%%&é'g%é/ ﬁlﬂstrdtéé %M %%lgéﬁeralgperspectwe of

esentati on
the wyvarheepssalienen apemhodinans af W@ﬁl@ve@fwv frathi tegReAt fogigmpleting
an ﬂ/@fr&fu@ﬁtlh PB11idx Qnéc& &Qfontpélliﬂg%&ldj A Elit IPreduestRpecifies whether

e eSS A, P TR o BB o BT B

stefCMIK L séRRr tlSteﬁﬁitnest whéther BOOWIO HEIRLI ELAGIINTHER RUP R flag is set in

the Isggltggllé)g ge%(ger [og gqgg‘]rheg{ I/{)Eg%ue rgéﬁ%%r 41? ﬂgﬁs %?%t sté{) 903 the
seres calppletdsdie elivit faquess biyaney dfe@rLWé@LMﬁﬁdFATTéﬁgREﬁ%ONSE
usu:g £ (?‘g &'nﬁg Im VRS HiR HVKE BUPERROPTOSM 8 %ot {@Bolling

re of odi ments—of the LWO, protocol is an
moé@yﬁhﬁ@theu SSTVieF @)fﬁB]&EqS theshoppreguesh iy RYIRES atRead

LWIPEIRISTONBUSIBLOMK RBOEgsht S iiffcdredVh, stay"edse wites
aré inplenmented using send operations. Wites are not

i mpl enmented using RDVA in order to provide a better
security nodel. MWakichp of€limerin Prjimgddodd s address

. the NI f
T L
cormetian foers thd sesver, Clom1:t1¢t1os1s sribirgasoaretshit bmay ef MA to the
clidnl, 1562 imdcBSHER is h&d@? lt@ﬁ@ke w WEhttS nBRS/ i@fHaPRS0:8PleBlon has

gi’ven_server virtua Because the server
occaiad- e dhes¢limb wishes folhg WolkgidiPaft Séléf}ﬁéndaieﬁiu%@ﬂk}"eﬁt

(LWIO tortcontd H@ERRUP:I:;tmé@@age & tieadivet, hecaiadd tsyhma Server at step 807
t he

o 3 Svennpat L catchoe e ser e e Sal o
requiése hatedompileted on Wid deiven (et 80%. The vempletibh & senhiwttherclydnt at step
o iy RUIER SIS, ARy 00 LB EHTTRLCIS oo
outplesding fdriat giverdlient tcemem@ is a principal difference

[00861 We?ZGt o8 Wl%s%qﬁ&&ltwe ?é%ges@ﬁﬁﬁén m}ﬁ@ﬁﬁﬂ bideBt message

trans ). such iurnln to
sentbz;the@he]attto@aeewrmsn ap FebedimeAt 0%@ fven iyt Thgmpysgge comprises

theRbRERNIeAder 3180 ebae 836l et to LW IGPCODBTRIBEBISTAR (0%9). Flags

s1668) BaLIBI SR bbb b BBER T Ll R 86 CRron)
(o;mm @fddits 891 fseeto thidnambial afpendiag &#Cereqnésty onifhie-chiersieahd Cookie
ot el S 15, TS0, PO
[0083k ed.The server responds to the interrupt request message after another I/O request
has been processed. FIG. 9B provides an illustrative representation of the
LWIO MSG _STATUS_RESPONSE message 825 sent by server in an embodiment of the
invention. Information 827 is set to 0. Status 829 is set to 0x0 (success) or another
NTSTATUS code on failure. Cookie 831 is set to the Cookie value in the header of the
interrupt request sent by the client.



[0084] The flow diagramof FIG 8 generally

illustrates, fromthe general perspective of the LWO
W@ 2008067436t eps taken in an enbodi nent of the | PWBEN$10041024026

with respect to conpleting an UO request in polling

node or non-polling node. A@ient I/O request

specifies whether the server should send back a

post-send (interrupting the CPU) or an RDVA nessage.

At step 801, the server d€t«ditsi nes whether an LWO

00 PGl BLRRSHAT i 1588t fég 1e<{L{%Stts R 8 H88Pheld in the
headset Thatreditefielddga hing to th@rsvmer mg g the numéelt;q)ﬁ @mtandmg /0
reqdegﬂgﬁ%%h@éﬁleﬂ@%ogﬁ 1@{? t&ggnq tN@% SHATUR 1 Rl sibH /i Bgthe server

an Inary_sen HDR FLAG | NTERRUPT.
to magagporrediés “(rpdits BrAYide sugayl solutien te Hie reblgmrof éBﬁBHnétbélgfefS If
the éli‘&lt thrk&fﬂly Ha8 BU@sditsH It 1 ENRr6d oAb SLWF@réc@l@'IB%Hd& Bl for the

0 the as .i ndi cat ed, at st
servef ofed P BT § GBS E0BBY THCTIO PRI R credi
requekt ﬁb‘lﬂig aejentcsimetBorshteay onbitie. WEredit nxg,ssfages &n alWa@s sent in
ion fromthe server. Conpletions in this case
mteg}lgp éﬁ by way of RDVMA to the client, so a nechanism '
[008Y neddeddit wansaitngonyirisess S@mr-mﬁlatﬂdtthlfey-wy handshake between

che ls@fv'e? an@‘Si 0 r%gﬁ&%lﬁ‘!j ﬁglstr!ﬂfes Hﬁestﬁyls 6 n!Yh Iﬂ%scrE&lt B8nsaction in

S an I nterrupt reques

an qrrphrpémmf th’?é@%‘f‘é@‘@nt otete 1981 @&S@ﬂfeé é%wdé Clteﬁg request
mes%@gevﬁéngﬁ& clgetnepmﬁgzﬁorpf FIG 8. A ser ver t hat receives

roofflo" "L p S Bt e R R AT W Gt e

meskigs 1ﬁ@1’m:hﬁ>bdmﬂenlt Sf ’éﬁmhvdnuon hé’hﬁlm@s&ge&&kastﬂmafon&bf aby

LW éMSﬁ_?ﬁ" lfg %9?(%@@19 ’IOigt %fré&igtdoﬂgﬁ}oﬁﬁ t<? {)bﬁ&js Il%hﬂatmn

-fedsage can
1013 i§ sshto ﬁmmnml‘)ter Qﬁprecptsdhﬁ]thﬂl@n‘t shoud givee @Eéa a@‘gatlve number) or the

nurﬂﬂek HP &feaﬁé gzﬁtrﬁ E{?ff&%ﬂ%taﬁlb Qvef hatsth%w'li‘ﬁlﬁfcﬁtéﬁtfof @EeRSkt's use (a

1 ent to erver_|
posiivBStmben: SEFuL Wi Siih ek LOW. W@%ﬁj}@o@ﬁﬁ Seokie 1017 s
set fole common header 815. QOcode 817 is set to

oo LR TR STEr L8 L AR e
clief¥ 8 déqlﬁreaidrdsporﬁb\tflth an LREIOWOREODEf CRERIT mgpski@e to the server on
the %afrg% ﬁcfsntn ct Oél flkh ﬁlleé gé sig?%%g %?l‘?# tfre reige%g’in?%f §§fn ieocrédlt or

erver resp
notifyiag ithret @r\rem pf theelqué)s;t ofits vaws/- diCtCé?ed ceasidts ieat ﬂﬁ Q}lent haS used. If

the fif# uu‘?ﬁ}on ARG iDBE YerRECGES P Bssald gbntz%ﬁs 95:5%&@ $uber, -N (step

100k hendn s VS0 OR Iy D oy oBh B et fat i

1eq1§ifedt tB @ive L[ﬁ) eipticated ab Bep 1 084.i MihShiommitisg ieldis Posifivatthian the

ciepepds pil ane G OBIDRS CRED TR cpglenist i e TR

[00921e h&a@er1Bproviies an iilustrativd repregerggionsdiithe by t he

LW‘iée@gFOﬁh(gIg&gﬁoggésig e & g@#%oﬁ%p&%%ﬁlboﬁﬁnéﬁt%?%{esmventlon

een no ent-to-serve
The leWios OP COTE \GRERI T mestiage 191 %¢ammprises fgommon header 1021. Opcode

1023 is set to LWIO_OPCODE_CREDIT (0x8). Flags 1025 is set to
LWIO HDR _FLAG INTERRUPT (0x80). Credits 1027 is set to the number of pending
/O requests on the client. Cookie 1031 is set to a client-specified value. If the client

received a positive delta credit message, the upper 32 bits of Offset 1029 are set to the
number of credits allocated by the server that the client did not use. Once the client returns



header. The credits field is a hint to the server
regardi ng the nunber of outstanding I/O requests that

wao b@sobisant woul d li ke to send to the server. PECT/US2004624026
responsibility of the server to manage credits.
Credits provide a novel solutg on to the problem of
flushing buffers. If the client currently has N
credits, it is required to post N+1 receive buffers in

a vaﬂfe%éatéﬂhaﬁ h&o is iy REld] e saRer Adimalll idesd na seiddliother positive

oA S P PS50 A bt er.
[0093]edi As mordabese, if the aliow yseberta Hegativentl) delft creditimessage, the
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Cancel
[0097] The cancel message is used to stop I/O processing for a particular Fid that was
exchanged during the registration stage. When the cancel is issued, the server completes the
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immediate data if the read is successful. The immediate data of the RDMA write is

accordingly set to the ImmediateCookie value of the read request. In the polling case,
TosVa 1431 is set to the location to which the server response status



20 request. However, UO requests that cannot be
canceled may still proceed on the server. FIG 13A
wWEe@3ioda30 an il lustrative representati on of thRCT/ERNES/024026
nmessage sent by the client in an enbodi nent of the
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pollinpeask, dd€Val b33 ioketti EneRBMMionat tvlichghe server response status
(LWIO_IO_STATUS_BLOCK) is RDMAed, and IosMh 1531 is set to the associated

memory handle.




accordingly set to the I medi at eCooki e val ue of the
read request. In the polling case, losVa 1431 is set
W eooshe74Bcat i on to which the server response BCHUSEOWD4026
2005/ 067430 PCT/ US2004/ 024026 21 (LWO I O STATUS
BLOCK) is RDMAed, and losMh %429 is set to the
associated nenory handle. [0102] In the non-polling
case, the server first RDMAs the read data. The server
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aﬁ%ﬂ,ﬁ@ffsm crxgo éa%tber. MT%AEH@om rﬁéﬁ?@g briluppeCookie 1537 is set to
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@dé"r a3 et tw@»en@eatmswmn or RDPhea INTSWATUS), sitaatiee failure.
BLOCK to the client. FIG 14D provides an illustrative
representation of the LWO | O STATUS BLOCK 1441

returned by the server i NCEAIAIBdi ment of the
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Wi¢1 :E)Itng @l‘@?&r\;fﬁfé%cﬁﬁ e &%r\;eli] %r e‘ﬁ@if‘re%é %g@ﬁ'&ﬁ d Thg ldﬁ‘far}gacf E@m disk is

ilTe registrati dat'a sent
cordigpita rﬁlese@mm@ pbdata resdds hmﬁed by ﬂ@ummmﬂmuaurab%qf dedmation

page Hak Bhd S‘tgdé%ﬁnﬁé}ﬁnsaesﬁﬂg% ré}ﬁéﬁeﬁﬁgﬁfnﬁﬁﬁ HZ&rver MR cvBufferSize

it PR V1L 0TMP BECTOR. e Sraeig i B KIOMA REGION i

giveh belsti at i ve representations of the wite nessage sent

oZh" T35 PR b 16 RGO S BB 2 palofed read
megrage sgut b ehepcdieht mgarrmas‘tmdlﬁimt oftlictinvertionageh FEG116A giving the
noxi ﬁ&l 1Hg ﬁ%se ?‘mg?ﬁgo{%es gg??]?%th{e éél?lig gl'é'see\rl]wglt tré%@é%sﬁgé kot %_}npnses a
corjuglon &padep 164 ol opreTEOCKMIO_RDM AT RESGION segments 1605,
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dat a. ags iS set to I N
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162308 k¢tdo HiBpBmpker §éL AeRﬁfﬂQéblthaté@llw Iﬂmscomrnom header
1603. PageSize 1625 is set to the local page size in bytes.

[0111] In the non-polling case, ImmediateCookie 1627 and Cookie 1629 are set to
client-specified values. The server can complete the vectored read request in this case with
an LWIO_MSG_STATUS_RESPONSE by way of a normal send, or with an RDMA with
immediate data if the read is successful. The immediate data of the RDMA write is
accordingly set to the ImmediateCookie 1627 value of the read request. In the polling case,




pol ling case, losVa 1533 is set to the |ocation at

whi ch the server response status (LWO_ | O STATUS
w@LOsKy74866 RDMAed, and |osMh 1531 is set to thBCT/Uszoo4/024026

associ ated nenory handle. WO 2005/ 067430

PCT/ US2004/ 024026 22 [0108]23 n the non-pol ling case,
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MSG STATUS RESPONSE. FI G 15B provides an illustrative
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invergiony the d WO tRieMs'e RELEIOM hasnthe dothodihginmaaf t he
i nvention. Information 1545 is set to the nunber of

St at us, 1547 t to 0, indicat
tye%%\%s%oi 5 °T% Sbirier NTSTATUS, i ndi cal i ng 1411 ure.

Qj-e%@t?ead [Olﬁ]taﬁf?e' vectored read is used to
obt@ Mt a from PPFAMicul ar Fid that was exchanged
durYHgTIhe regi st @B st age and to scatter the data
} ORIl RRlge BBCSIeNto multi ple segnents on the
requester All data read is sent to the requester by
of RDVA wites with one RDVA wite
Thes%qs%WngRDé\%hRE@s@Ns@mnds o dRit D eias Py i sarisihe second
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i Vi
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e rer g se P e A DO T L5 108 el ¢ e
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o R 0 A B 8 10
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0 oLl ¢ he
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emﬁdd%x%eﬁtrbf@fé f¥ention. Information 1653 is set to the number of bytes read. Status
1655 is set to 0, indicating success, or another NTSTATUS, indicating failure.

Vectored Write
[0115] The vectored write message is used to perform a gather write into a particular
Fid that was exchanged during the file registration. All write data is sent using ordinary
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Fldéé%rﬁosetLqm@momwmmeﬁwﬂ@ﬂ&ds to the second
[015819e Sirzgshyt €51 70¢ 21273816kt $90£0) signke \{@11!rfg31772780xs@§e fo0

R R R N

Lwset . HDR WMML&APSEdWEI of intitvateRastallepafeSin the emie bontain the

s 136 é @3, £0 f ]tﬁl phy Sllril o%déﬁa h]ag g?er{/ﬁ et %s Ese%&mﬁmzatbon intended

to ngimithize thebtirnsfn of rdden(@nhdatm PVl PR eF Ibé@lg@m can only be
used ?ﬁh@?ag}ﬁté@d f%hnﬂﬂdé PO EBRREE BU@FER]NG (0x8)
rver e read data. e server—then can

andrtb@; Besr$izgs exchenged fuongdts sﬁhqrwsamesﬁme egen pygiples of each
oth&e MM Bhe B8 0B & B&ilapbéﬂ‘@@' EhRPedsa 788 idsch ttﬁth@%béﬁ@icbages of data

LS MY s N AL %Fméeagwi‘éae odlfeefet pratepgpPagesice
17215r1@yetd@ﬂleaﬁcalIpbgtsﬁlzalhibyeas e fregedigdasgriodfa 178 kW@ the
ocl/BS STATUS BN 04, S ARSI BT 0P BBYBER e o be
RDMA@htlosvh 1789 o thaessoriated4Temerydandleo t he nunber of
[01% t es ¢ gdo n%o%f}? %@%ﬁ%};}%@ﬁ §Bﬁapged bifEARhk &QI/? the server

jccess, Or to a ndi cating fallure.
TGSKQ@éF{ tethgeue messae vith anHeWEgoMSG
[0180] entFIGnlm BrdveRd ah 1Mstraﬁ{?@re15@erséﬁaﬁ&l Pt rress age
Lw[llg %ﬁAﬁﬁ&%g&ﬁg@g} N 53 byt hhe SoTVer T an 6 Dwﬁ‘sdlment of the
invention. Information 1737 is set to the number of bytes written. Status 1739 is set to 0,
indicating success, or to another NTSTATUS, indicating failure. Cookie 1735 is set to the
Cookie value set by the client in the header of the write message.
[0121] In the polling case, for both non-collapsed and collapsed I/O, the server RDMAs
an LWIO_IO_STATUS_BLOCK. FIG. 17E provides an illustrative representation of the
LWIO IO _STATUS BILOCK 1741 returned by the server in an embodiment of the
invention. Information 1743 is set to the number of bytes written. Status 1745 is set to 0,
indicating success, or to another NTSTATUS, indicating failure.



RDVAs an LW O_| O STATUS BLOCK. FI G 16D provi des an

illustrative representation of the LWO | O STATUS
wW@EBROSKeU8H1 returned by the server in an enboPCTERL000624026

the invention. Information 1653 is set to the nunber

of bytes read. Status 1655 45 set to O, indicating

success, or another NTSTATUS, indicating failure.

Vectored Wite [0115] The vectored wite nessage is

used to perforn1a gat her @mmmﬂuhnto a particular Fid

01317 o PR P T by Bl R Bk el and

des@BEAUBR0D bt @RGRIBIed 2dat :venwsoqben@slcan be nde vathouhdepefting from
the ﬁgre%é%i{/ g‘irpﬁ g'p{:ﬂc %%t%\é ibed h¥eln may be 1nt%rchangeable with

I ent sends nhore data than

otherisieps in ﬁ@etmtqvp@w somerasulh h?a%@atwq eherigpstpatizg examples

desér?l:%d%BQVéZ@ BF BiYLiRd td bdiSdhhddtive@r EERMASRE Ir@%ht?@?to&ﬁe precise
Wi ent in an

fongﬁ%éég%g {)%&pe Pcpfgr%\;]éq]lgx?eg]ﬁonﬁ tpﬁoé?réqfepfgg}ﬁcatmns alfernative

conbtrldtiohs, ahd rquivhlenis dalipg Withingthe spinit and baps ef trseyenfibs.
17B illustrating the non-polling, collapse case, and
FIG 17Cillustrating the polling, collapse case.
[0117] The wite nmessage 1701 includes a common header
1703, imedi ately followed by the data to be witten
1705. In the common header 1703, Length 1707 is set to
the nunber of bytes of data being witten. Opcode
1709 is set to LWO OPCODE WRI TE (0x3). Offset 1719
is set to the byte location at which to begin witing
the file data. Marker 1715 is set to OxFF. Credits
1713 is set to the nunber of pending I/0O requests on
the client. Fid 1717 is set to the File Id on which
to issue the UO [0118] Flags 1711, 1721, 1727 is set
to OxO, signifying polling 1727, or else to LWO HDR
FLAG | NTERRUPT (0x80) 1711. In the latter case, flags
can al so include LWO HDR FLAG COLLAPSE 1721 to
indicate that all pages in the wite contain the sane
data, so that only a single page of data has been
sent. This is an optim zation intended to m nimze
the transfer of redundant data. LW O HDR FLAG COLLAPSE
can only be wused if the registered file flags include
FI LE NO | NTERMEDI ATE BUFFERI NG (Ox8) and the
PageSi zes exchanged during the authentication stage
are even nultiples of each other. In the case of a
col l apsed UO, NunPages 1723 is set to the nunber of
pages of data spanned by the UO The | ast page nay be
partial due to the Length paraneter. PageSize 1725 is
set to the local page size in bytes. In the polling
case, losVa 1731 is set to the |location at which the
server response status (LWO I O STATUS BLOCK) is to be
RDVAed. 1osMh 1729 is the associated nenory handl e.
[0119] In the non-polling case, for both non-coll apsed
and col | apsed UO, the server responds to the wite
nmessage with an LW O MSG STATUS- RESPONSE. [ 0120] FI G
17D provides an illustrative representation of the



LW O M5G STATUS RESPONSE 1733 returned by the server
in an enbodi nent of the invention. Information 1737
WO 200806748@ t he nunber of bytes witten. StatusPdlBS2004024026
set to O, indicating success, or to another NTSTATUS,
indicating failure. Cookie 1§35 is set to the Cookie
value set by the client in the header of the wite
nmessage. [0121] In the polling case, for both
WHRANISCOl Aayasedisand col | apsed 1/ O the server RDMAsS an
LWO | O STATUS BLOCK. FIG 17E provi des an
illustrative representation of the LWO IO STATUS
BLACK 17ddysteat fordlodiyng dreinperongputi(HOM task tsod i fiegi computer to a
e | L.on;..Jnformation 1743 is set to the nunber
Sea%@‘ﬁg#@éi%%h&?gngStatus 1745 is set to O, indicating
success 2 chentronsingrndke FSIMMYLES; i ndi cating fail ure.
IO AR e i o
ile 1llustrative odi 0 e inyentio
‘have beéhlepst %t%@ﬁﬂel?gg%rtﬂg g‘H& CORPHYef fmd;%le secon
conpRf Sehatiadhd Hat codpitetismdahangesd canpier canaunichiedn tecordance

..departi from the invention. .Sim]ar
it BitocalSerkpBihe haFuiht Fe G0 pReErbd I OB PLeEh R a
other steps in order to achieve the sane result. In
ad t|0 t | . t X | tions
v not PECURGE e REEET WA AT, 6T pOCS Sl s RAM Qperaic
are jrplemeitos using REMpr ad widte opgreHansaTe dpplsaignticdyispgsend operations.
contrary, the intention is to cover all nodifications,
alternative constructjons,. and equiyalents fall.in )
Wi thi - OHE PR QL P SEBTEITGhe PREPGoh PalRes. Bhassgirion with a
secORAWEOESH0t0PSIT/ US2004/ 024026 26 WHAT IS CLAIMED I S:
1. A systemfor offloading an input/output (1/0 task
froma first conputer to a second conputer,
comdr i siTig:systeml ofettinr Liwhémig thesedenad piatecol o er; a
server running on the second conputer; and at | east
one RDMA channel linking the first conputer 8” t he
second Wwmysiearof oigiey bvhereindhe pecopd prtipinl &y CHind t he
second computer communi cate in accordance wth a
protocol conprisin networ k di scover has nd .an..
1/ -pr ock §9PHEpTEEble Siedi SoyLE GHBRIEPisceple tnstittions and
confidraemtiabl g HdtdeorhhRifs o caspitagrppaseprodecdooyrerinnisgsiem for

| ted ; .
o RO, R B 0 b RO, s
conggriing: | wherein the protocol is used in association

ol ai m 3 SREr e TRSE SrBngh B 0 firg By 0 e socond
congyerewhereincthaifist Fowmetes R s second SAENPYIE CoRBIi@iedn pecordance

witR a pfotEUTRBES s ThE AdRBI QL MREb W Phadeiaf@ an I/O processing phase.
conput er - execut abl e i nstructi ons and

7. A method for offloading an input/output (I/O) task from a first computer to a
second computer, comprising:
discovering, by a client on the first computer and a server on the second
computer, one or more shared RDMA-capable providers; and
posting, by the client, an I/O processing request for completion by the server

on the second computer.

8. The method of claim 7 wherein the discovering one or more shared RDMA-

capable providers further comprises:



conput er -readabl e data conprising a conputer program
product for use in a systemfor offloading an

WO pansmed put (1/ 0 task froma first conput erP€DUS2004/024026
second conputer, the system conprising: at |east one
RDVA channel linking the firgt conputer and the second
conputer, wherein the first conputer and the second
comput er communi cate in accordance wth a protocol

conpri siobgiEngeiyaE Klidhtscoyes Yequeatsesuaakeynfrdh Che server;
ffloading an

processi ng .phase. 7.. A nmethod,for

input/oﬁpglﬂgg’?wté? dt‘%@ka?]f%%? glefs?ﬁygli’ conputer to a
second cempug,diy,the cliqut osérrbe pige scwagetiptegequeyt; and| i ent
on the fj v : .
onput er i SR LA, ARG Kbl RO udine o

mingnd lisbet ¢amgnobyproviders| i ent, an |/ O processing request

for conpletion by the server on the second conputer.
8. The t hod, o [ erei n the discovering one

lLaim?7

or Shor e dKaRERO alnb?xpf%mﬂ"écﬁm?%'rs further

conpr i sessati) BODBLREAZORPVIA t&2{30d:108402 Serverlover a shared
RD]?/fAtoai r%hgeghg b’é t_hedcl ient, a server request resune key

R 8V8r A% opening, by the client, a pipe to

t he ser \aathenSentidipnty; thoylititend theesetvenvibe RINE Agiopegctian.

negoti ate request; and sending, by the server over the

pi pe, a negotiate response including a mnimal |ist

of Wormulhepreihodiel daing?, fyrberppmpedngt claim 7, further

conpris !r@@éteﬁﬁ%,fﬁyi tBYclidY, dd®r eldr€ Ales f@NusBhh the server over the
connection to thé server over a shared RDMA-capable

RDMAGH8FUand aut henti cating, by the client and the
server, the RDVA connection. 10. The nmethod of claim

9, further ¢ Lsi,ng; ,feqgistering,. by t [ o) .
o Hor e FieragirLpRoilE: 1§ Fhopirebs B O GirbSRgptvrises
connect isemding, by thbelierstdthe sefves; laapgiste0filgnaessage; ahd

registergi A 1 i [

the ol | GeripG Rt PR SRaL ATRELRLRle conflcinetiey
sendi ng, by the server to the client, a register file

conpl. et IR ABESROLelaind & whEhen RtN8Rn8¢atiakahdRDMA LRI ion
he aut henticating the RDVA connection urt her

ﬁlﬁi?@rFﬁm%‘égsf sending, by the client, an authenticate
request ssRdsgds the clifif, @efmenticdth esquasttnesnigedatiee server, the

reguest message incl.uding.a key; if the key natches a
aut}ﬁngeaﬁgﬁe@uﬁszweg@%ﬁe "ﬂﬁ}u?lﬁ‘%%é(g ver to the client, _
sendi ng,if theg key matches a previous key sent by the server to the client, sending, by

the server, an authenticate response message to the client.

13.  The method of claim 12 wherein the previous key is a key contained in a

negotiate response message sent by the server to the client.

14.  The method of claim 12, further comprising:
sending, by the server to the client, a status response message to complete the

authenticating.

15.  The method of claim 7 wherein the posting the I/O processing request
comprises sending, by the client, one of (a) a close request, (b) a cancel request, () a read
request, (d) a write request, (€) a vectored read request, and (f) a vectored write request.



the server, an authenticate response nessage to the
client. 13. The nethod of claim 12 wherein the
WEe@3i0a1430 key is a key contained in a negoti aP@&I/US2004/024026
response nessage sent by the server to the client. 14.
The nmethod of claim 12, further conprising: sending,
by the server to the client, a status response nessage
to conplete the authenticating. 15. The nethod of
cl ailm 7 hhenethodtdfelamsiti ﬁgthbheori@x@mg*oces& ng request
?ggﬁ;'sfe@ @gﬁ %;5{ tﬁ% setrpe% ﬁl rgslatre?@e@?aﬁg t(l}g %ct@reﬁ ?:Ic’derequest by
Sef(d@)gféﬂfwé’m@@ gwite opel)atlansvend ored read request and
(f) a vegs tif SEAUERE wiDr2R0H/ 08 B3R ctored writ th
sy S20047D o%’ly 28 16 The A e o Hfesectorgd write request by

‘?’u%%%‘? sed apsrAbIoBs ng, by the server, the
read request and the vectored read request by sending

dat u5| erati.o in

the 1Zer vape Refsaire B G R R Bit Be BB Pabnefltes o
coltapgeifisg 1@heade1mﬁthgrmilaba usi ng normal send operations.

17. The method of claim 15 wherein the vectored wite

request includes a collapse flag in a header of the

reqh@st . Thgmethed ofslaied whereinaiontire thia iepiecersigiraguashrther
inclddes HdRGEas Wl‘lgttfe?ﬂié%%hlpﬁéﬁohwme 'sé?@ér%ﬁ@@ld 'b@‘i'h ﬁ@lth'nggnode

whet her the conpl etion by thé server should be in

pol i ng node. 19. The net hod of claim18 vvher ein the

i ndiigat i The ol clate 1GaMMreihitinindhdu Whé@er the completion

de ¢ rlsesm atin that
s b BheTRSE B R BisbTen i foais B decimag oar BPRiet B mpotting
mofde &y setting ah edelenptdlagtihe htddr pf ted43 progesrsarg.teqmest 20.
The met hod of claim 18, further conprising: if the

client indicates that the conpletion should not be in
pol PPng Haeimethod oirplaaniligiurthyr ¢tieprésdigier, the UO

processi [9hd Qe RIdidaVesIRAdhd\Ebniplsh él'x%uf@l' 1% ke liPpdNig mode,
RDMA transfer, 21. The

first co ut er of
complehng bhSIAYh t%s I)matoeﬁetngcrsmﬁst 8y srgdingra Stt«'ﬁes Blocls g the fist
cotnpiletisy #ay bhRDMA&ragsfep! eti on shoul d be in polling

node, and the «client has sent an interrupt request

nmessage to the server, sending, by the server to the
cli@hbt, Thmmeﬂlodrolfu]canmrlésﬁmmsecmm@ by way of an

or di nary;¢ ?1%‘{“1 e&gﬁldlc-m% tﬁ%@&nﬁ%&ﬁ&ﬁ&@@ ks :_:pgilfh& Jnode and the

pOStI ng rocessin
clig}h Bag wt aigméprﬂmtrmﬂleﬁﬁn@,sﬁmut@ g a@n@r,rsea@@g, yfthe gerver to the client,

an FREHES bespdide HRRBIBHES Wi PSSR BinaRlead St o i ng

conput er - execut abl e i nstructions for inplenenting a
nmet hod for offloading an input/output (UO task froma

firge. compinethotl@fdlairh FoolRdeia Poptitigethe IAOSrob®sIM@dequest further
inchieE gf)e%{tﬁ%g a number of credits in a header of the request.

23.  Computer-readable media storing computer-executable instructions for
implementing a method for offloading an input/output (I/O) task from a first computer to a
second computer, the method comprising:

discovering, by a client on the first computer and a server on the second
computer, one or more shared RDMA-capable providers; and
posting, by the client, an I/O processing request for completion by the server

on the second computer.



di scovering, by a client on the first conputer and a

server on the second conputer, one or nore shared
wOoDMBWeRp@Ebl e provi ders; and posting, by the cPCENS2008024026

I/ O processing request for conpletion by the server

on the second conputer. WO 2205/ 067430

PCT/ US2004/ 024026 29 24. A nethod for nanagi ng

buffers in an input/output offload protocol,

conpéi si Agmethed domyanagingrbudtersviarantiopud/ovtpué nffjoad pdetbta,
combfstht: message including an information field set to

a nunber of credits, wherein, if the nunber is a

negat i veSHfifife Py aNerver ipe dunyardetta gisditasessags insluding ano

infoghation N1 ERE b Bumbbr $tBediNBERY ifhE&HihBer i§ afﬁegatwe number -N,
ve.nu the client to th

the Sé’?‘(?éFequﬁeiﬂg&ﬁlﬁnﬁfﬁﬁtgﬁ&“%% ot herwi se sendi ng, by
the cli eiftth¢ nmhbﬁ oferadets jis a)ﬂ&gaﬁvedlhrhberﬁhls Sﬁgﬁng, @Iydhef élfent to the

sert@%g %chacgig rne 21%3 pt rv%lse yegd me, }(J{h%nixgxﬁtstﬁg rélg%ra ¢ credit
message; an

for each credit message sent by the client, sending, by the server to the client,
a status response message.



