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100 ~~~IHI ~l~l~~~l~1~11 1 159159* METHOD TO
CHAI N EVENTS IN A SYSTEM EVENT LOG TECHNI CAL FIELD OF
THE I NVENTION This invention relates to
system nmanagenent, and norqtparticuIarIﬂW“ﬂMWﬂNMWMan
event logs for conputer systens. 5 BACKGROUND,(F THE
I NVENTI ON For conputer systens, event | ogging provides
a standard, centralized nethod for recordi ng software
and hMETNGD €T@VERASN ENENTE NMWr & kasdwyr evaEntsafdavar e
10 conponents of the systemare "event generators”,
and generate and send event nessages to an "event
| ogger”™, which records the events in nenory. An
"event viewer" provides a user interface for view ng
TEQENE2UBNt BTEEReNF THaAt aNvaNTIeON urt her exposed and

parsed, usin 5 SO i cated application software

for g@%ﬁthX ﬁﬁﬁa%&h@% S E&y ﬁ%ﬁ%ﬁqﬁu§¥ﬁﬁﬁ%n] such
m@ﬁa@eﬁéﬁﬁ?ranahﬁokésbaQﬁlc@Q@%ry|ﬂa3§¥b¢ﬁﬁﬁﬁg|é&bﬁ§ logs

not an easy one - even one server can generate
feRotREPUESHf SEFERTMS-in a short time 20 interval. For

today's servers, events are logged in accordance with

an industry-w de standard known as Intelligent
BRCHECROUND MaRagERE INVENTE&ONace Specification (IPM).

| PM _defines the nessages and system.interface to 25

"int%@FlEQWPUtEFaFVéFﬁW§en§H@§t\M993¥Q969q3¥%ﬁ?% a

sE'QH&&P& Lbgrsysteals me*ayl%ac #lohealdd-Lhay asd 80 8LL CSna
such as processor and systemtenperatures, fan speed,

handwgoet agents. One or more hardware or software

components of the system are “event generators”, and
generate and send event messages to an “event logger”,
which records the events in memory. An “event viewer”
provides a user interface for viewing the events. Event
data can be further exposed and parsed, using
sophisticated application software for event log
management.

For an active system, such as a server, the task of
generating an event log is not an easy one - even one
server can generate thousands of events in a short time
interval. For today’s servers, events are logged in
accordance with an industry-wide standard known as
Intelligent Platform Management Interface Specification
(IPMI).

IPMI defines the messages and system interface to
“intelligent” platform sensors, which are used to monitor
the system’s physical health characteristics, such as
processor and system temperatures, fan speed, and voltage
levels. Events can also be generated by software. The

IPMI specification establishes standard guidelines for

A
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| evel s. Events can al so be generated by software. The
| PM specification establishes standard gui delines for
LrrErere e vk AVEV VL VL 1l 1l *@0002*
2 the inplementation of a nonitoring and alerting
subsystem that ains to atta2n "al ways avail abl e
manageabi lity" of server systens. 5 SUMVARY OF THE

I NVENTI ON I n accordance with teachi ngs of the present

i sclosure, systens and met hods, are descri bed for
B AP R ETE Rt ARG AR T EAe ol $Tiv R | SroF¥stem
tespeaiialsl ¥ suitiable whemtdhevebreadtssdM1ityr of
conprise 10 the event | og have a predeterm ned format
SR&VEAg SYIS¥SMed data space for data describing the
event. In accordance wth the invention, events are
either "primary" or "secondary". Prinmary events are
SEMaRYe OFugHRy INVENTIaN/ ent i onal event record format.
Any pri mar vent may 15 be chai ned_tq one or nore
secontafy Q\Jfgﬁlr%c.e HED SESHdISF Qferfths PTRMRE (i ed
338 c36eh eS| @gs%e%t arid Hdtndis e ea/eeégrd{%&féoﬂhe

data field of the secondary event recor contain
generaddingi emdl vdemwa o adesordarie 1dde ellentin@ént oones

i t of. .t i nyenti.on, the event | i.S )
PR aTEY AUl B T (e P A iRt ThPTise
thecendaty leve i viee @O it-dde tdasiGRat ethaga ts Uedy iy ONEmPfed
the IPM event record fields, such as in the event

dayBeSPRFE| §OTTRE toe dSiarP i h e VT el AR ort@PRdance
wE’DE%\ W%%g@%temwn,daet@ent%qa%% RESHRIP NN M

“secondary”. Primary events are recorded using the

conventional event record format. Any primary event may
be chained to one or more secondary events. The
secondary event is identified as such using a data field
of the event record. The data field of the secondary
event record(s) contain the additional data to describe
the event.

In one embodiment of the invention, the event log is
recorded in accordance with the IPMI standard. The
secondary event record is designated as such in one of
the IPMI event record fields, such as in the event type
field. The secondary event data field contains the

additional data.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the present
embodiments and advantages thereof may be acquired by
referring to the following description taken in
conjunction with the accompanying drawings, in which like

reference numbers indicate like features, and wherein:
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A-nore conpl ete understanding of the present
enbodi ments and advantages thereof may be acquired by
30 referring to the followi ng description taken in
conjunction with the acconpanying draw ngs, in which
like reference nunbers indigate |ike features, and
wherein: 3 FIGURE 1 illustrates a conputer system
havi ng an event |ogger in accordance with the
|nvent|on FI Rl illustrates an exanple of an event
| og Wi Gﬂdr‘ﬁfa"?%):ee%e%tc?‘é@b?% SBSFF@UREVgnghan
ebbb%sﬂbgg%%fﬂhE%@EH%é%ﬂgeEWH@We@ﬁelfﬁv g bot
pri mary and secondary event records. E%ﬁg¥EE
DESO@IGﬂREH2311m¥§ﬂnaﬁeﬂ1aMJéxamﬁEéloflaHSEVaheslag with
j yer system 10 which in the exanple
OB%ie) % m%‘ cr p |o¥1m?co dl erver system The concepts
desCFIceREN S &I UBrLie AR | @thd®le 305 ahNEGEAR! 1 88
handlln systent 100 that maintains an "event |og"
Ulnﬁht?@thi PLARAEY Ghd Ferandamer eyetlenreconpater 15
system 100 coul d be any "information handling systent
that is programmabl e using a high-1evel conputer
QﬁﬁadbﬁﬁnﬂﬁéiﬁﬂﬂﬂﬁﬁﬂaOFHEﬁExﬁﬁHEN&I@wsten1nay al so be

[ | 1
Spect APCRoT fose LI e 2 I EOHR Ul GRYSEEnPABbeT RO,

whE @BeS S0k hieS e&%ntpm@ A 18hits CRIEPRF G by - fyvaj | §Q£€er
processor, such as those available fromthe Intel

SEEFﬁ@ratF@ﬁ qgm¢eﬂﬂandﬁﬂﬂﬁhhﬁﬁ hﬁr¢kmon®YabeThpplled to
II t ste
SRS gRt XBALSy AL  SR e HELIE

“drenosabty”Caopor at i on, Apple Cbnputer 25 Sun

r stens, Pal Inc. or other UN X-based
Mc %g%s, q% addfylon to a server system, computer

system 100 could be any “information handling system”
that is programmable using a high-level computer
programming language. The computer system may also be
implemented using specially-programmed, special-purpose
hardware. In computer system 100, the processor is
typically a commercially-available processor, such as
those available from the Intel Corporation, Sun
Microsystems, or Motorola. The processor usually executes
an operating system which may be, for example, those
available from the Microsoft Corporation, Apple Computer,
Sun Microsystems, Palm, Inc. or other UNIX-based
operating systems available from various sources.

An “event log” 30 is defined as a data repository,
typically non-volatile memory, for recording system
events. It is assumed that the system 100 has an event
logging mechanism for recording events (here BMC 111),

and an event viewing mechanism (here part of system
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operating systens avail able from vari ous sources. An
"event |og" 30 is defined as a data repository,
typically non-volatile nmenory, for recording system
events. It is assuned that the system 100 has an event
30 | oggi ng mechani smfor recbhrding events (here BMC
111), and an event view ng nechani sm (here part of
system 4 nanagenent sof tware 122) for view ng or

thermns cessing . the VWher e conput er

s dPei1bo® waggr vgw fgjtre l%wtl%%é?ﬁnﬁﬁ}tealf"éjss% th
a@ﬁessnngotﬁecbw%m; gyst.ens (not shown) 5 for the

pur poses of exchanging information and perform ng

t r an¥YBEFPORSTPEGER &Y SaMapade itsr %m%sﬁﬁm@&f it

ate u 0

R Tk e, T I ey e A D80 sown)
fhypéhﬁepnrpbsaﬁsbérepm@@@gdmg(ﬁﬁﬁarmaﬂxaﬂ diditpésforming
tggnflggred to 10 perf tabase transactions. The

&SPFOnSHEFMSF fﬁ ShRTPSAGF 8 SN BAFRT net

spetvRskcomaghiBbRer ReLnel a idifturdiRe iofn [P o1 Wodler 2
area network (LAN or WAN), a point-to-point network

nRFBOTHedSBY VeS| &fRomaysdeyi dos, eeqamnite:?era thyree of ext
t 15 net wor
P Ror et PR aoncunerd Bnd Spray aore @ n e

penfohm databaselt&ﬁhsaﬁdlﬁabverI&Mﬁ&ﬁmﬂmunlcatlon network
respectlv? % connunlcate t hrough the network to
0y nFeYnRE

(BEhahge 6R. ELEGFDERe ISR @fasm G&Rennet or
o¥herec{pe éfsﬁggbgooQaMQW%r%r%%Oﬂé%ngﬁj or WAN), a
associated with a server system ar mare may

PoREE ude- n%n@cegwpréio@nr@@nei@dt (byortelcaphqrmr SStorage, Or
i sk.drive thro

h
R nres: oncABRCde3tity Keryopte rednmimanian of

networks. Information consumers and providers, also
referred to in the art as client and server systems,
respectively, communicate through the network to exchange
information.

For the example of FIGURE 1, where the system
hardware 110 is hardware associated with a server system,
the hardware may include a processor connected to one or
more storage devices, such as a disk drive, through a
communication device, such as a bus. The computer
hardware 110 may also include one or more output devices,
such as a monitor, printer, or graphic display, or
printing device and one or more input devices, such as a
keyboard, mouse or other device. The system 110 has
memory for storing programs and data during operation of
the computer system. In addition, the system 110 may
contain one or more communication devices that connect

the computer system 100 to a communication network.
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hardware 110 may al so i ncl ude one or nore out put
devi ces, 25 such as a nonitor, printer, or graphic
di splay, or printing device and one or nore input
devi ces, such as a keyboard, nouse or other device.
The system 110 has nenory fo®r storing prograns and
data during operation of the conputer system 1In
addition, the system 110 nay 30 contain one or nore

conmuni cation devi ces that connect _ the conputer
syst EmPEFEIRG Y CHIARATERG SIPTHAMWOISE BMA bbkbbodf d?

mABRaeeRRo10H AldemdBMds ke ﬂﬁ%é&fHéECEéE%éé&'§¥stem

t hat manages the interface between system nanagene
M3RoRALE t1 B2 fhvwh ey shddmanthayeatem tenapwment hardware.

[ v n | ves and | event nessages
SRS B, Sy " ALY A OO 2 S (P28
ieompei seenapildocad.ons progranms, systemutilities, a
cownagd shel |, system services, the operating system

and thE SYSt&m BIRAS VRS ()3 CATRIGHSAS ARt BEd fPns
p%%%&gEbb$s?@@%%ﬁ%%ﬁlﬂyfgggna(goﬁﬁ%%§‘%¥E¥ﬁ} system

rpor at | on. I'S an acrony asi| c
senputesut plie st irndyceten, mares tiwmtstdteensyBIem A

100 an do w t hout accessin rograns. froma disk.
CEBFO ARG (REHICE% ST 157 Jr i Sy X ddfeoduct of
M egbkbEd orpeRdiQin I hesgw@ydroard, o i s CfFSRMasic

.disk drives, serial 15 conmunications, and a nunber of
1IRPYEEPLARESUS YERRSi ordd dRfemlios W tbgdrat egstem 100

NjquUNct. i i : Q. | yst em.events,
c gelr#s%%Fgglu\ggtggg%%cl%ipr%&énst he "?‘-’I\ﬂ Cgsalﬁ'olar ©F
egaspil iehed hien BiTios &mﬂqyﬂnﬂubrogﬁﬂmmﬁﬂgxﬁ?de fé@?ﬁiéﬁk?o
enerates event nessages and sends 20 themto the B ,
BRFEOInERR. KEEbIas them i Sy S assy o8 dsyem serial

cBRRABEEFBRY ofef t Wale's IRy 2O dL 18{dBus functions.
The BIOS also operates in conjunction with the BMC
111 to log system events. Events are logged according to
the IPMI standard described in the Background.
Specifically, the BIOS generates event messages and sends
them to the BMC 111, which records them in event log 30.
“"System management software” 122 is a generic term
used herein to describe whatever software programming
provides the event log for viewing, by accessing the
event log 30 and parsing event data. The particular task
of the system management software 122 that reads the
event log and provides a viewable event display is
referred to herein as the “event viewer”. 1In the example
of FIGURE 1, the event viewer is shown low on the
software stack. However, event viewing may be
alternatively performed by high level software with

sophisticated event management features.



10

15

20

25

30

used herein to descri be whatever software progranmm ng
provi des the event |log for view ng, by accessing the
event |og 30 and parsing event data. The particul ar
task 25 of the system managenent software 122 that
reads the event |og and pro%ides a viewabl e event
display is referred to herein as the "event viewer".
In the exanple of FIGURE 1, the event viewer is shown
tware stack. However,_event_view ng

h f
R U BR A TR A TR At A PR R

pBtEBm &€PRhst kGRtied 18\l 1R edttd M €Farf sOECR.
hardware | evel interface, IPM 121 sits at the bottom

18MIt werkgpilodersysicayhivamdgdientoppfatvicne sysekm, vRMkh
[ d .V .0 e operating syste whi ch
R N

sYYSLRBS covaN 1iff thize cprar=Atimy Syiamis net respoending or
ar if the systemis powered down. In other
1énbbai FEREET 4F PAVSHEhwiRenent iGfeT KB OEHEENERanan

VBMt gaubdehentsubsidirded. o FHQURE 2, | Soih £X818! BeOf

a portionTof an event log 10 30 generated for view ng
sppsthéusednt vi ewer 122. Four events have been
reco ESGRPtEUS there_are .four. "event . records”.

. | h
exanprEoBE Fl &ORE™ S8 Yot & it C1¥e o7 Sa%r%"?{}f; Tog

3pr grBEYae¥Enttdr AGEHididIbyt @ HPMyuerdaGhi &¥&At 128, Four
recorded with a 15 predefined nunber of fields of
eHaraS TR¥Sf bekds rarerdech thie Hrieravale abperf devent

UASUND. 2 UL L0 Pl WS, 909188, Ben:
reapagenamnt fofrt pariemalk??2 eviantthe exanpl e of Fl GURE 2,

the 'Xic:g\éﬁgiiﬁ'ligelt%s I??rM% ,t Ié%c e_rg?\rreargtorisl E;‘ezé[c’)rded with a
predefined number of fields of data. The fields and data
that are available for viewing are determining by the
event logging and viewing software provided as part of
the system management software 122. In the example of
FIGURE 2, the viewed fields are the generator ID 21,
event type 22, reading type 23, and three data fields 24.

The generator ID field 21 describes the origin of
the event. Examples are ID’s for BIOS and BMC 111. If
the event was generated from software, this is the
software ID.

The event type field 22 contains data that describes
the type of trigger for the event. It can also indicate
the class of the event, such as “threshold going high”.
Examples are memory, processor, critical, OEM, etc.

The event reading type field 23 contains data that

indicates a sensor reading status. Examples are

threshold, discrete, generic, or OEM specified.
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20 event type 22, reading type 23, and three data
fields 24. The generator ID field 21 describes the
origin of the event. Exanples are IDs for BIOS and
BMC 111. If the event was generated from software,
this is the software I D. 25 The event type field 22
contains data that describes the type of trigger for
the event. It can also indicate the class of the

event, such_as J'thr oj ng_ hi gh" are
ooy SRR aat SN 0 Ak SR

ateddiipgatly pe forelat i2h c—ma@ nhdataerithat ﬁ@ré@dlby‘@égsof
a sensor readlng st at us. g@{es are threshold,
datecpete 21derdted it EMEpEaTd ed. The fﬁﬂés‘ev}em?e da®a

phre@le®S n2d , ane J4S! Q%kkﬁﬂ_ Qnge‘ i JBtiong

about the event. ree “bytes of dat re a Iocated
ekgepsvomt egdtsds Tife the stsehyties ilggrddet iaedan| @EM; nimn

Wﬁﬁl Egge"fE e" b*ges of data&“é%ﬂflﬁﬁ %&H%on exi sts

he “USér 1§ Ioggéﬁ i "85 % Th case,

t her Eotrayhabpgy rBeetav,aidiablerdiid Satore M@nys eyenise the
event data fields 24 are insufficient in size to

LRSEYEAE LGEET D ST it (RGP VASUMS el c\RRTMFRon about
£8%aERkar . an pevent, Jielial ed %J%& dx%\” s XrPcS €Site pCI

bus. shoul'd identify the bus unctlon
enprreers, buise sbloudd riefFrstichys thendude thad ubsvice t hoset ion
i ster i ndi cateed by Evenis .2 and 4 in, the
oLBRsPe EDEn e 0y o e ZPe (L (Rt ddraee
régebderg4 provide 15 only two "free" bytes of data,

there is roonronlﬁﬁ;or the bus and device function
numb®F. 1PRILEAteCo YRt Ve tdods anbtd aigsitdte | FREP g nesert

185 8:rPERRURE 2beCAUIE te WRRHYata fields 24 provide
only two “free” bytes of data, there is room only for the
bus and device function number. This information does
not assist in diagnosis of a problem, because it does not
provide information about registers and contents.

FIGURE 3 illustrates an example of an improved event
log 30 in accordance with the invention. FIGURE 3
illustrates both primary and secondary event records.
Conventional methods and formats are used to record
primary events. However, as illustrated, after a primary
event, one or more secondary event records may be
recorded. A secondary event record does not log a
“complete” event, but rather, logs additienal information
about a primary event.

In the example of FIGURE 3, Events 1, 2, 3, and 4
are primary events, and correspond to the events of the
event log of FIGURE 2. Events 2 and 4 have secondary

events.
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provi de information about registers and contents.
FIGURE 3 illustrates an exanple of an inproved event
20 log 30 in accordance with the invention. FIGURE 3
illustrates both prinmary and secondary event records.
Conventional nethods and for®mts are used to record
primary events. However, as illustrated, after a
primary event, one or nore secondary event records

ma 25 recorded. A secondary. event record dges, not
oy B By rde S ane ALY HRAT L BOge Lla rBhT

chlbeamMahieoR rraiQuiardl RIFATBIYL 18R by NohdeoexanpLe of
FIGURE 3, Events 1, 2, 3, and 4 are primary events,
SERATEBEYe S§YERE S0 the ferangtle ef BIGE&EN? /| Bgeof

. t ZEQQQ,- ; y nts .
Sgkgyggf%asg%ggéﬁ? ecofﬁ%pgégirlge aﬁﬁcﬁbﬁggi%erﬁgﬁgggr
thhe epnteinsnérarce fvelllmsedbystamiordatie secondary

events. In_the exanple of FIGURE 3, secondar
even%%gf’pﬁgyi&gﬁﬁ%%ﬁwﬁﬁ?Qﬁ1Qﬂ%nﬁezﬁ$ﬁ%ﬁ¥ﬁ r1% phgpence
boOBhal B Qb RIS f Staitls. daife T MMSpr 8RNy event,

rimary event may be followed in sequence by one or
tﬁfﬁr B8VEBE0ROIOR Yo OHRSs Sefarslary mvenlry wildntthet fame
gger _l.0ogs .S ry. e 1.t h t he sanme
SRS D S AR T W T o
det elni detelrenierd tdfe tdirl evferthd reardnt ttea£Venthe event

vi ewer 122 | ogks for another primary event with the
VIGHET Jerer8C5E ITOT BECHEF stV eventsthnlngesame

gkaagadorn rpan igd@rifaved, JBNS: SRNNEPH I BB Yogged in
event with a different generator |ID does no
apeéassalepyedamannes epdiotiBofpninarw esvent avi thThus,

d&@%eggggtg%%%¥a€3¥n¥ﬂ“ﬁéé)(ﬂ5£ necessarily mark the end
of the event trail. Thus, the event trail remains “open”
for logging of additional secondary events, until the
occurrence of a new primary event from the same event
generator.

A value in the event type field 22 identifies the
record as a secondary event record. This value is
referred to herein as the “secondary event record
designator”. 1In the example of this description, this
value is 0xCl which is from an OEM range of values in the
IPMI standard. Other values could be used.

For Events 2 and 4, the event logger 111 has logged
the secondary events using a event register pointer
(ERP). A value in the event reading type field 23
defines the ERP. In the example of this description, the
event reading type is Ox7E from the IPMI OEM range of
values, but other values could be used. The ERP maps a
12 bit register offset into the space provided by its

primary event. The register space may be of type PCI
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for 1 ogging of additional secondary events, until the
occurrence of a new primary event fromthe sane event
generator. A value in the event type field 22
identifies the 20 record as a secondary event record.
This value is referred to herein as the "secondary
event record designator”. In the exanple of this
description, this value is OxCO which is froman CEM

e8I ache MR R At F AR F Pt By

eyenthas | ogged the secondary events using a event

regi r_pointer ERP). A value in the event readin
[y AR Erh & Bt B et i e STt LSRR

etfeseki pti @herieh@a e RN IndBAHNDAINE, | Sy XIE. from the
| PM CEM range of 30 values, but other values could be
eYySBE. 1 PHe 3ERPERESs 3PPEEX Hint gagyiencs aftfeetthatprinhary

$Race oyi.ded [ i v . The r.eqister
espageaﬁgyﬁgg%ofg%yﬁé' Cﬁ{g féﬁﬁ%?g?,|é§ﬁ§%€rd?r}T%fy
egadti widet ehei satheb e gurd Ay maakentthAféefl @f the ERP
rimary,.event, there be .no secondary, events or .
t?ﬁéig ngglﬁeeﬁﬁHﬁegbégﬁééF§Je6¥?ﬁ%ﬂ AN e ereRlehen| g
ad0esERBS anppPeakwed STFYENER A dairdd i iRy ri RY Pt
and have the sane generator ID. Another prinary event

€¥FPR-t he same generator ID marks the end of the ERP
traibarggbé eusure ftgg; @{ G infarmaion is
accessed and Q?e\ﬁeg) after aﬁo?&%ﬁ{o%ﬁ“ﬁ%}%r%%%??dlo
Eggeht. p¥acioudatrypesuiftesedandahe emantst neycdedary event
| o d. Events particularly suited for the use of
rggggﬁaaﬁyeeggﬁpts that define an address space, such as
the events related to PCI and PCI Express busses
described above. These “address space” events may be
implemented with ERPs as described above. Secondary
events not related to address spaces, may use other data

in the reading type field 23.
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records are events that define an address space, such
as the events related to PCI and PCl Express busses
15 descri bed above. These "address space" events may
be inplenented with ERPs as descri bed above.
Secondary events not relatéd to address spaces, may
use other data in the reading type field 23. 20 10
WHAT IS CLAIMED IS: 1. A nethod of |ogging events in
weRreyentr hogef & . conputer system conprising:
—recargfﬁg—a—prrﬁa%y event record for each event; 5
wher éi-n edchetvodt afedorayiras eventsane far rmtemi thog of a
CEred?fined fields of dat.a; recording a secondary event

TREFGTt 57 SER8 oF B S B9t he events, the secondary

eventebeirdg nodentgdined-yasevientS QEMIRAT Y &Y e chYe WSh N g
a predeterm ned _secondary event 10 designhator witten

to oWBeERifth&EeMValdcdrafdhkihgs ththaiame ems wieh

p@e§e¢h akad Ay Lugntggenerators, each having an
generator | D, and wherein secondary events are

r ecordedrfidnda apsiavamgdagye velrit ite@mevi v ente hawi mgre
he. sane _eyvent generator.ID is detected. 15 2.. The
ok EREaTREREEL iE HRSTEATT: (i e e Mgk AP TR 7S 2
skBonaa el darnes tWbyh udied %wfﬁﬁdﬁﬂgyﬁinéﬂ st hpde @hnt

Caiml, wherein the secondary 20 event designator is
dgeilgRaRorovAR tE@ENt Y i dfeltdie evermthegraubdf bflds;

d a! %%rewﬂeEa@e%&tsh%rree%%rs%cg%tsetcﬁmi'éﬁ regpe% eréerflé)l[ators ’
addi t1 onal secondary events for the sane primry

eavbBnhaving an generator ID, and wherein secondary events
are recorded for a primary event until a new event having

the same event generator ID is detected.

2. The method of Claim 1, wherein the event record

format is in accordance with the IPMI standard.

3. The method of Claim 1, wherein the secondary

event designator is written to an event type field.

4. The method of Claim 1, wherein the recording
step is repeated for additional secondary events for the

same primary event.

5. The method of Claim 1, wherein the event is

associated with an address space.

6. The method of Claim 5, wherein the secondary

event record contains a pointer to the address space.
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25 5. The nmethod of Claim1, wherein the event is
associ ated with an address space. 6. The nethod of
Claimb5, wherein the secondary 30 event record
contains a pointer to the address space. 11 7. The
met hod of daim1, wherein tHe event is associated
wth a systembus. 8. The nethod of Caim1l1, wherein
the conputer 5 systemis a server system 9. A nethod
of | qQggi addr.ess-space events i.n an._event |og of a
conparerqg§%F§ﬁ$K5%ﬁ§$isi%kﬁ ed%?%?%bnatﬁ?iﬁﬁ?gte%Snt
akeorliG thedr wdath £\wBMtem Musherei n each event record
has the same format with predefined fields of data;
recording a secondary event record for one or nore of

the guentige WeRNHRID dheTLaRrdi nghstepn i snperbapiedr
such that 15 the secondary event is identified as a
syetERdany sevERvemn e temy edet er ni ned secondary event
designator witten to one of the event record fields;
and wherein the secondary event record further

cont @.ns a peRItHERY 4O layHdiy esddspasespssoceatadsWwihhan
20 the event. 10. The nethod of Caim9, wherein the
SYERSULOS Oy &t GATRIEE S TRy STPRT PB1A9: The net hod

of Clx%ic@r%’in\@p%[ %ﬂn@é’%pté/éﬂ@ r&SSLPE! %?de%hheggﬁet;
generators, €ach having an generator |ID, and wherein
secomnd@re ey edtch aventeoamraded Has thersameyfeveat with

plil.%tdi elf i%e%e% 1ee\ieé1st OI?VA. antqa ,t he same

recording a secondary event record for one or more
of the events;

wherein the recording step is performed such that
the secondary event is identified as a secondary event
with a predetermined secondary event designator written
to one of the event record fields;

and wherein the secondary event record further
contains a pointer to an address space associated with

the event.

10. The method of Claim 9, wherein the computer

system is a server system.

11. The method of Claim 9, wherein events are
associated with event generators, each having an
generator ID, and wherein secondary events are recorded
for a primary event until a new event having the same

event generator ID is detected.
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event generator IDis detected. 30 12 12. A nethod of
| oggi ng address-space events in an event |l og of a
comput er system conplying with the IPM standard,
conprising: recording a primary event record for each
event; 5 wherein each event 1l2ecord has the IPM format
wth predefined fields of data; recording a secondary
event record for one or nore of the events; wherein

the regcording,step d erf or med. such that 10 the
Secondars SUEHDT ©F Gome T ied S S Lty Beg 10 an

eweh aopr edetze cairet e codany angsity des et othe IPMI

witte to one of the event record fields; and

SWRBABER t FEO&ASHISy event record further contains a

POi Nt-ekoke il a0 8S® rSPRGRAS SALIHEL . WY tdhc Setbigt ;
event. 13. The nmethod of Caim 12, wherein the
secongryeineearh dosirgnatesronds had tithen IRME hkowvahtwith
t field..2Q 14. The nmethod of Claim 12, wherein the
pgég%FlF%d g&f@éﬁaﬁ%ﬁ‘%%%ﬁ1 an address space. 15. The

nmet heecefcd@ngi @ becoMiRist rewvdie seevirfor eyedtor more
record contains a pointer to the address space. 25
°t6tPPhEVRELFGd of Ol aim 15, wherein the pointer is

wri t e kq ot he o oG nPedd®l i Pet N RVENLLERCORSE
13 17. The nmethod of Claim12Z, wherein events are
theseeicanda iy eivestents deltartabtioies] amch secdmdann event
with a predetermined secondary event designator written
to one of the event record fields;

and wherein the secondary event record further

contains a pointer to an address space associated with

the event.

13. The method of Claim 12, wherein the secondary

event designator is written to the event type field.

14. The method of Claim 12, wherein the event is

associated with an address space.

15. The method of Claim 14, wherein the secondary

event record contains a pointer to the address space.

16. The method of Claim 15, wherein the pointer is

written to the reading type field of the event record.
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generator | D, and wherein secondary events are
recorded for a primary event until a new event having
the sane 5 event generator IDis detected. 18. An

i nformati on handling system conprising a hardware

pl atform having at |east a pPocessor and nenory for
executing instructions; 10 an event |ogger operable to
record events associated wth the hardware platform

wherepn t event 1o r..,records bqgth primry and
seco§ZaryE§$eWF§%°gag%e }@ﬁg}fg%véﬁFﬂ? r?%%h?ﬁ ahe
ag¥epiateacafidhf ieleththajdmeg aa qyfedefddiethd{eifmtan and

each 15 secondary event recorded as an event record
JEREERLAT PP maRy eherieifysaaarsia s s texarpriaapyded

£8¥ R pri WHSL LR e LNEAL o QUYL e JdH qﬂv{%ogﬁé same

secondary events by designating the event
eyepbndangretem IDn i® deteddtest.m ned data space of the

predefined format. 20 19. The system of C aim 18,

wherein the predefined format is the IPM standard

f or mag . f oAneveFori@ealods handl. i nE&syEtsdeM @msd 8& 1hd 8,
wherein the event 25 | ogger further records software
evenpshardware platform having at least a processor and
memory for executing instructions;
an event logger operable to record events associated
with the hardware platform;
wherein the event logger records both primary and
secondary events, each primary event recorded in an event
record field having a predefined format, and each
secondary event recorded as an event record after a
primary event but prior to any next primary event;
wherein the event logger further records secondary

events by designating the event as a secondary event in a

predetermined data space of the predefined format.

19. The system of Claim 18, wherein the predefined

format is the IPMI standard format for event records.

20. The system of Claim 18, wherein the event

logger further records software events.



