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With the development of the digital technology, there has been an explosion

10 in use of digital multimedia data. Analogue audio and video equipment is
gradually in the process of being replaced by its digital successors. With help
of the digital storage and Internet connections, the distribution of multimedia
data and applications is becoming much easier and faster, so copyright issues
are increasingly important to the owners of the digital content data, and for

15 this reason techniques are being developed for modifying digital data
(“‘watermarking” the data), in such a way that the fact that the data has been
modified can be detected. Digital watermarking technology makes it easier for
copyright to be enforced, because it makes it easier for the copyright owner to
prove that the data originates from him. However, digital watermarking is not

20 only used for copyright protection, but also for indexing, captlonlng data
hiding, etc.

A watermarking system usually has two stages: (i) watermark embedding and

(if) watermark detection/extraction. When it is required to protect the

25  ownership of the image, the embedded watermark is detected and extracted
from the modified image.

A first key issue in technology for embedding watermarks is the choice of the

domain (“workspace”) in which watermark embedding should be performed.

*G00002*




r exanple, existing:watermarking techniques operate in the spatia
gong?n, drgcrete cosine"transfo;nlEECT)kdon?ggheNFLILRéFgg{gggig;agff?Lg

[ wavel et domain, etc. A further key
8?22:2: bl ocks or transform coefficients where the maternark; shog!? Pﬁ
hi dden. 5 Desirably, a watermark is enbedded in a host image _%lnn Sugh g
the image so that the nodifications in the image are not visil e:na ¢
"inperceptibility" is one of the nost i Aport ant reqU|renePésb|nh;rdgto
wat er mar ki ng systems. Al so, desirably, the watermnmark shouk_ et rd.to
renove (to "attack"). 10 W now review some known wat er mar ki ng eﬁin qiS
inrelation to these two desiderata. (1) Spatial domain watermnar g

istingt wateaniarkiog Y6cHagisY aperatdth MAVEYAIG0Mait Ne
regar dl essmca#I <G s%‘?ﬁ'f& rapgg 8_&'@5( _Cﬁ_ .dqmain, M@dirrbﬁehrlerstratwbﬂ?m;n, - ihe
vator mar by be. SreanEee. A RheP RS % e Hinglich of BihikEiRablodks. ni'gh

e ! .
2’?}‘2%2? r Eagaé%it&a)e'ilsf?m@e%p%fﬁdenév\abenerrﬂmekwatbjmatksrmodwb@%i@d@?ﬁddecj nul tiple

times. Eyen if nost of these objects are lost due to attacks, a single
surviving watermark woul d be considered a success. LSB substitution,

however, dedjedirablyt a watepha fsYerRbeddsd & HASLt | aﬁ%ﬁ%&'”&tﬁgﬁ&% hoirt

: t formations such as cropping, an .
rggsiugghgfégéﬁgﬁthwmpdﬁeatmnwlnrtamagememt wisitie kSudin “impeicribhing” 35

. ; , ; Iy
' I : ts of each pixel, since this would fu

e | e TR AT o i e A

Fur t her nor e desinably, theevatehedel sigowlti @Rrhdramb rSmisle Wb “Ffekgmoedded wa

can be ?3sily

We now review some known watermarking techniques in relation to these two
desiderata.

(1) Spatial domain watermarking is the most straightforward watermarking

15 technique. An advantage of the spatial domain techniques is that they can be
easily applied to any image, regardless of subsequent processing. One
approach is called the Least-Significant-Bits modification method (LSB). In
this technique the watermark may be embedded anywhere in the host image,
s0 there is a high channel capacity and a small watermark object may be

20 embedded multiple times. Even if most of these objects are lost due to
attacks, a single surviving watermark would be considered a success. LSB
substitution, however, despite its simplicity brings a host of drawbacks.
Although it may survive transformations such as cropping, any addition of
noise or lossy compression will totally remove the watermark. An even better

25  attack is simply to set the LSB bits of each pixel, since this would fully remove
the watermark with negligible impact on the original data. Furthermore, once
the embedding algorithm is known, the embedded watermark can be easily
discovered. An improvement on basic LSB substitution is to use a pseudo-
random number generator to determine the pixels to be used for embedding

30 based on a given “seed” or key. More advanced spatial domain methods exist
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ranagi ng a g‘gﬁ é@dj@? Sheenpression, so the watermark can resist JPEG/MPEG
attacks more easily. Watermarking in DCT domain offers the possibility of
embedding watermarks directly in the compressed format, so as to minimise
the computation time. However, previous studies on visibility in DCT domain
compression predict the visible impact of the watermark on the watermarked
15 image. Usually, the watermark is embedded in the low-frequency AC
coefficients in the DCT domain.

(3) Wavelet domain techniques exploit the Wavelet analysis signal processing
method which has been popularly applied in image processing in recent

20 decades. Wavelet analysis is usually based on multi-resolution analysis
(MRA) which analyzes an image in detail in the frequency domain. The
wavelet transform consists of a multiscale spatial-frequency decomposition of
an image, e.g. into four bands such as an approximate image LL and three
detail images LH, HL and HH. The MRA is compatible with perception by

25  human eyes, therefore, it is helpful in managing a good selection of
watermark émbedding locations in the original image in terms of robustness
versus visibility. Wavelets are also key in the ongoing compression standard
JPEG2000, so wavelet domain watermarking also has the advantage of

robustness to JPEG2000 compression.
30
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complexity of watermarking very much so practical adoption of such
techniques may not be possible. Another disadvantage is that it may not be
easy to achieve imperceptibility of the watermarks.

The final judgement on the “imperceptibility” of watermarks relies on human

15  eyes. Therefore, the workspace and the techniques used within that
workspace should ideally be selected based on our Human Vision System
(HVS). However, none of the above-mentioned watermarking domains are
directly based on HVS, but instead are derived from frequency-based
mathematical functions. Although some known wavelet watermarking

20

techniques select the watermark embedding locations in accordance with
HVS by selecting certain frequency bands for watermark embedding, these

techniques do not fully satisfy the requirements of HVS and do not guarantee
the invisibility of the embedding.

25  Summary of the Invention

The invention aims to provide new and useful techniques for embedding

watermarks in data, such as image data, and to provide new and useful
devices for carrying out this process.



the invisibility of the enmbedding. 25 Summary of the Invention The

I nvention ains to provide new and useful techniques for enbeddi ng

wat ermarks in data, such as imge data, and to provide new and usefu
devices for carrying out this process. 5 The invention further ains to
provi de new and useful nethods and apparatus for recognising the
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filtersig of the watermark is found by applying the transform matrix again, and

examining the result for the presence of the watermark.

Thus, in contrast to the known watermarking techniques described above in
which the transform functions are fixed, and which are not flexible to various

15 types of images, the present technique is “image-adaptive”. This may make
the watermark hard to remove (to “attack”), and improves image

imperceptibility.

The transform process is the one commonly known as an Independent

20 Component Analysis (ICA), so that the transform matrix (the ICA analysis
filtters) performs transforms the original image data (the "host image") into the
ICA domain for the watermark embedding, and the inverse of the transform

matrix (the ICA synthesis filters) transforms it back into the space domain.

25 Particularly for 2D image processing, the ICA analysis and synthesis filters
have the properties of spatial-domain localization, orientation and frequency-
domain band-pass. it is well known that the primary cells of human visual
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"patches"”, large coefficients, implying that these large values are statistically significant.
Furthermore, since the watermarks are added in a way which is based on the
significant features of the image, this ICA-based watermarking technique is
robust against any image processing technique (e.g. compression) which
15 does not inflict significant damage to the image. For example, most
conventional image operations remove high-frequency components in images
because of they are not significant to the quality of the viewed image, but ICA
features are band-passed in the mid-band frequency.

20  Furthermore, in general, attacks which tend to remove or weaken watermarks
are designed not affect major image contents, and therefore do not affect the
present watermarks to a great extent. Therefore, in the present system, the
watermarks are robust under various attacks. If the attacks try to remove or

reduce WM, the image quality will also be affected significantly, which is not
25 desired.

The ICA transform is preferably found from analysis of a number of "patches",
that is sections of the host image. These patches may be obtained from the
host image at random. In general the ICA transform based on any given set of



that is sections of the host inage. These patches nmay be obtained fromthe
host inmage at random |In general the |ICA transform based on any given set
of 7 patches tends to be statistically very independent fromthose through
other 1CA transforns. Preferably, the present watermark enbeddi ng and
detection schene uses a 5 pseudo-random sequence with a private key to
spread the watermark bits to multiple Ig‘A features. The length of a WM
pattern is also preferably kept as |ong as possible to reduce m snatch
probl em due to the strong alternations frominage operations. 10 This
invention is not only applicable to original raw inages, but also
ext endabl e t g, any .co essed jmages. Optionally, the conpressed i nages can
be deconpr ebé@%ﬁﬁ”{}?ghg%éta&@'%@ Yeiydedeprrutent fragethoskehthraigjEother
wat er mar ki ngCAtEdrfdrpfN be applied to them then they can be conpressed
again. Alternatively, the nethod can be applied directly on the conpressed
15 i mages. The watermark detection nethod nay be perfornmed, in different
enbodi nment s e jnventiogn, either enploying the original host inage, or
not doi ng sgrggleﬁéeg]y'ethﬁé’(ﬁﬁ?% W@Fﬁaar'ﬁﬁ?‘b@dd%geﬁmbdeﬁen@om schémnetusek 4 hese
two apprdacpssuddra : ' t he watermark. As di scussed
L %rﬁgeegewg"tﬁqp%géstgﬁ‘%&ggﬁﬂ?ﬁ WaleEmaek bits tq he

in detail below, nmany variations are

i nvent i on afRRIe HgAtfeatunes.dife leogth oha iMWhitRliniis aiss grardis Nqﬁg}t aEor

exanpl e (i )an égr:éoi@&%géri n which i{ IS get erm ned which o? t encoded 25
val ues the Wwater nark 2RooIIeE QgiBatchgropleny dugip the stiang aiterratipast er ns
are gener afredh incagk ¢péralioh®w t he watermark is added (e.g. linearly, or
non-linearly such as by nodifying certain of the encoded val ues so that
differences between themfall into pre-sel ected ranges).

10 This invention is not only applicable to original raw images, but also
extendable to any compressed images. Optionally, the compressed images
can be decompressed and treated as the target host images, the same
watermarking system can be applied to them, then they can be compressed

again. Alternatively, the method can be applied directly on the compressed
15 images.

The watermark detection method may be performed, in different embodiments
of the invention, either employing the original host image, or not doing so. The

embedding method may vary according to which of these two approaches is
20 to be used for detecting the watermark.

As discussed in detail below, many variations are possible within the scope of
the invention according to the application in which it is to be used. For
example (i) in the manner in which it is determined which of the encoded

25  values the watermark should be added to, (ii) how the watermark patterns are
generated, and (jii) how the watermark is added (e.g. linearly, or non-linearly

such as by modifying certain of the encoded values so that differences
betvyeen them fall into pre-selected ranges).



8 Specifically, a first expression of the invention is a nethod for
enbedding a watermark in data, including the steps of: (i) perform ng an

i ndependent conponent analysis (I CA) using the data to derive a transform
matrix for extracting fromthe data the anplitudes of 5 statistically

nmut ual Iy i ndependent conponents of the data, (ii) encoding the data using
the transformmatrix, (iii) nodifying at, | east a portion of the encoded
data using a watermark pattern, and (iv % decodi ng the data using an

i nverse of the transformmatrix to obtain 10 waternmarked data in which the
wat ermark pattern is enbedded. Another expression of the invention is the
met hod used to detect the watermark imge fromthe watermarked data. 15

Al t er nat i veSeggifiealyy, @fysbexprgssionas the UWe&F'Qn Hamethad fenembgddiads f or
per form ng %Q?erﬁ’iﬁ??n ahtd & hﬁﬁ’dlﬂ'ﬁttﬁé’gfe gldp particular, the neans may be a
r

processi ng device (not nécessarfrly a single physical unit; optionally the
processor may be(ijpedommpingfaminidepehdentrodinvg aheslt analyeg;r(a@mj usingdbetdata 20

Brief Descrjption of The Fiqures, Preferred,fe r t he ention wll
o e deceld S 8 hansfori Bl for eXRLETY HoFohe Tate e AP Ghon to ¢ he
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1(e), illustrates sorre properties of an ICAimage; 25 Fig. 2 is the
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vent o, 0.yl oAk 8UENBAS aYlorin oFhe SRR dAENIRTaRIABRRSK ©F

Is part of the
pattern, and

(iv) decoding the data using an inverse of the transform matrix to obtain

10 watermarked data in which the watermark pattern is embedded.

Another expression of the invention is the method used to detect the

watermark image from the watermarked data.

15  Alternative expressions of the invention are apparatus having means for
performing the steps of these methods. In particular, the means may be a
processing device (not necessarily a single physical unit; optionally the

processor may be made up of multiple individual integrated circuits).

20 Brief Description of The Figqures

Preferred features of the invention will now be described, for the sake of
illustration only, with reference to the following figures in which:

Fig. 1, which is composed of Figs. 1(a) to 1(e), illustrates some
properties of an ICA image;

25 Fig. 2 is the flowchart of a ICA-based watermarking system which is an

embodiment of the invention;

Fig. 3 is a flowchart of an ICA feature learning process which is part of
the system of Fig. 2;
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i ' i sti . I'n imge
ndependent conpenents ip the conplete statistical sense !
:or ocgssi ng, the %nﬁ%gkté'sc%ﬁ?’wp@?%H%tréBﬂﬁlh@édthﬁr@nbedwng Prodesat off fEigs. 2,

(transform 3 and 4 can be applied to compressed Images;

Fig. 7 is a flowchart illustrating how the ICA-based WM Detection

10 process of Fig. 5 can be applied to the images obtained in the process of Fig.
6,

Fig. 8 illustrate multi-resolution wavelet coefficients produced in the
known JPEG2000 algorithm:

Fig. 9 illustrates ICA coefficients produced from the wavelet coefficients
15 shown in Fig. 8; and

Fig. 10, which is composed of Figs. 10(a) and 10(b), illustrates

encoding and decoding process in a further embodiment of the invention.

Detailed Description of the embodiments

20
Before describing in detail the embodiment of the present invention, the ICA
technique for processing data such as image data will be described briefly.
Note that this technique is not presently known in the present technical field:
watermarking of data.

25

The ICA technique is a signal processing method that transforms a signal to
mutually independent components in the complete statistical sense. In image
processing, the image coefficients obtained from one ICA feature (transform)
are statistically independent from those from other ICA features. In other

30 words, each ICA feature (transform), consisting of an analysis filter and a



are statistically independent fromthose fromother |CA features. ]Ic_nl ?grer
30 words, each ICA feature (transform, consisting of an anal ysis It' e ar
and a 10 synthesis filter, uni quelly andda_ccuratelg; \rMeﬂp(r:ﬁsiegt\s/e?ypgirf:cerent
common shape in the inmage very well, and in an wa 1s very differe
ther features. This kind of transformgives a set o ea
ILgml gast representation redundancy among them 5 As an exanpl g, ngg(r)se
that X is an observation matrix with eactr row x; as an observed v .
The ICAtries to find a transformmatri x Wby any neans, 'e.g. of the
dat a- adaptive learning, so that the transfornmed vectors y; on rﬁwst of the.
transforned data Y = WX are statistically independent fromeach o d
Mat hermat i calSVythesks tarndeigualicarstacnaately hepdresévets copartibalal 8maRdn secon
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function (p&FReRRNEYONSeduidancysyapRe thierst ri buti on, al so known as a

[ [ [ [ [ his probability
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| Ch ' ficant to 25 represent
coefficigent rge, val ues, very signi :
i mges; I'(g I gﬂr%@g'ﬁﬁﬁgée%’ h’ﬁs g’b%?ﬂﬁ”@?@ﬁ? g‘?%\ﬁet@ﬁﬁ'lq cersglgtion (attsesend
order or above) of any functions, fon any transformed data yiand y;in 'Y (i #j)
is equal to zero: fi(y) * K(y;) = 0.

In ICA-based image analysis, in addition to the components’ independence,

15 the amplitudes of each ICA-transformed component usually have a probability
density function (pdf) which is a very sparse distribution, also known as a
super-Gaussian distribution. The properties of this probability distribution are
1) a very high peak appearing at the mean value of the distribution, 2) a long |
tail appearing at the two sides. Figure 1(a) shows a typical super-Gaussian

20 distribution (shown as "line 1") compared to Gaussian distribution (shown as
"line 2"). Figure 1(b) shows an example of ICA coefficients and Fig. 1(c) is a
corresponding histogram with a super-Gaussian distribution. From Figure
1(c), we can notice two properties of the amplitudes of ICA coefficients: a
small number of coefficients have very large values, very significant to

25  represent images; a large number of coefficients have smalt values. These

would bring some benefits in watermark embedding and detection.

Although the ICA transform picks out many kinds of different ICA features

from each individual image, they all have in common that that the features are
30 spatially oriented, band-passed, and localized both in the spatial and



woul d bring sonme benefits in watermark enbeddi ng and detection. Although
the I CA transform pi cks out many kinds of different I1CA features from each
i ndi vidual image, they all have in conmon that that the features are 30
spatially oriented, band-passed, and |localized both in the spatial and 11
frequency domains [3][8]. In other words, they are sone edges and bars with
certain angles, wdths and | engths. These are actually the essenti al

el enents or significant shapes in 2D |nﬁges Interestingly, these are al so
mat ched with the primary neural cell patterns in the human visual cortex.
51t is now believed that the HVS splits visual stimuli fromthe retina of
the eye into many different conponents. These conponents pass by different
tuned chand@®ieney somains ]i8)alnt ethehwoods, tieey asasdmelsiyesl adebag winned t o

component 1 1AL 200¥ SERT RRTEndtE Thest] sreatunig e sampBRtmRmars i ¢
co- or di nat esrisigrtificarit shgpes MBDMNagek! mt@ﬂe%ﬁﬁ%lg h%%e(eﬁ'erél&s 51'{ wEtR a

‘phase in the Fourier domain A spatial frequ correspon

magni t ude i E he REMEsY Nerral gsthmatterns ingha henare pisuabcataanel can onI y be
stinul atgd by a signal whose characteristics are tuned to its own
characteristics. Different channels have different characteristics.

Mor eover, adtismtiwgelievednthaptieclaV's ssitsodahl ﬁfmﬁ'ﬁl%ﬁh ﬁHesﬂeﬂﬂa Jf te ezégnal S
t hat have SI | ar CQ acteristics use the sane channe fromthe e

the cort ex. HAPLFerenonapeeds ghkese Wméﬂa@mtsmsabwdlﬁatqmdzmned) non 20
i near effe t ski ng occurs
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signal cannot be seen because o

but at a hlrngtl&ﬁe)omde[Z][éﬁllﬁ]ﬁheéﬂaﬁd@@er@t@é@ﬁbﬂfdrﬁééﬁé\t‘?ﬁ tife CONponent

in the \{bsu%s IFeI% a(:rgosely mat ch t he

* lIts location (corresponding to its co-ordinates in the image domain)
* lts orientation (corresponding to a phase in the Fourier domain)

* A spatial frequency (corresponding to a magnitude in the Fourier domain).

15 A perceptive channel can only be stimulated by a signal whose characteristics
are tuned to its own characteristics. Different channels have different
characteristics. Moreover, according to the perceptive model of human vision
[5], signals that have similar characteristics use the same channels from the
eye to the cortex. It appears that such signals interact and are subject to non-

20 linear effects. Masking is one of those effects. Masking occurs when a signal

cannot be seen because of another signal with close characteristics but ata
higher energy level [6][7].

As the characteristics of a component in the visual field closely match the

25  properties of features in the ICA transform, most of ICA image features
obtained by ICA transform represent the edge-like or bar-like details that are
the most essential elements in images: perceptually significant components.
The features are shown in Fig. 1. Fig. 1(d) shows a part of the transform W for
a typical image, and Fig. 1(e) the Fourier transform of it. In both cases



[ of features in the ICA transform nost of |CA image features
ggtg{gggrgbefCA transformrepresent the edge-like or bar-like details that
are the nost essential elenents in images: perceptually significant f
conponents. The features are shown in Fig. 1. Fig. 1(d) shows a partfo
the transform Wfor a typical inmage, and Fig. 1(e) the Fourier translorm
of it. In both cases 12 anplitude values are represented as grey-Sﬁa ﬁ
values. Fig. 1(d) high anplitudes are wHi te, whereas in Fig. 1(e) igh
anplitudes are dark. Referring to Fig. 2, the nethod which is an <
enbodi ment of the invention of 5 enbedding and detection of watermarks in
images is illustrated schematically, acting on an | mge takgn froma
dat abase 1. aWpliude vetuestargeepresehtedeab grisli-senlonaessFig MG Kigat ur e
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10  and an ICA inverse transform (as described below in detail with reference to
Fig. 3).

In a second stage of the embedding process, "ICA-WM embedding", the ICA

transform is used together with the image from the database 1 to dgenerate
15 ICA-based coefficients (by a unit shown as 7). A watermark from a second

database 3 and a key from a third database 5 are used by a unit shown as 9

to produce a watermark pattern, which is combined by a unit shown as 11

with the ICA-based coefficients to form watermarked coefficients. The

watermarked coefficients are then transformed by a unit 13 using the inverse
20  ICA transform to produce the watermarked image.

Once this watermarked image has been generated it can be put into the
public domain, where it is typically subjected to compression/decompression
operations, attack, and noise.

25
In the detecting process, "ICA-WM detection", there is a first pre-processing
stage, performed by a unit 14, of compensating the image for any distortion it
may have received in the public domain (e.g. geometrical distortion, digital-to-
analogue or analogue-to-digital effects, luminance variation effects, etc).

30  Subsequently, a unit 15 uses the ICA transform to convert the watermarked



In the detecting process, "I CA-WM detection", there is a first _

pre- processing gsltoage, performed by a unit 14, of conpensating the image
for any distortion it may have received in the public domain (e.g.
geonetrical distortion, digital-to- analogue or anal ogue-to-digital

effects, lum nance variation effects, etc). 30 Subsequently, a unit 15 uses
the 1CA transformto convert the waternayked 13 inage into warped

wat er marked data. A unit 17 uses the warped waternarked data and the
watermark pattern to produce a result indicative of the presence of the
watermark in the watermarked image. 5 The procedure of adaptive |ICA feature
learning is.illustrated in Fig. 3, as follows, where the left of the
figure gi vedMPHE IRlosHaPedswatgEmar@dadataeAtunitt’? usesthd whtpef the figure

i ' e 1) 21, an imge, such as
mmge. 10, i vAReRRakERA Btk WS SAGE5AeHh o Brodiita & i lngieatie el
arrays rénd(bhehpr%rmetcﬂdhémmkiimwh@ermérﬂear%b%& such patches 20 are

shown in Fig. 3, but in fact nore preferably thousands of 8 x 8 image
pat ches aregrandon1y selected fromthe image in order to cover all Kkinds
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pat ches 20. TP@sg)patehes aie &8 pixtlkarrayesranidnuylsevttedfroirhberBidgex1X ar e

Fespect e el b BalcRRs 20 B n Hgant pedniacmare prederadlbt ract | on
from each othdusands of 8 x 8 image patches are randomly selected from the image in
order to cover all kinds of image shapes in the image (note that an alternative
to generating the patches randomly is to obtain the patches regularly block-
by-block, e.g. by selecting blocks in turn adjacently from left to right and top to

15 bottom).

2) In step 22, the 8x8 patches 20 are each vectorised into respective 64 x 1
column vectors, and the vectors are used as respective columns in a data
matrix X. Thus the matrix X is 64 elements high and has a number of
elements in the lateral direction equal to the number of patches 20.

20 3) In step 23, the rows and columns of the matrix X are processed by:
subtraction from each of the elements of each row of the respective mean of
that row, to form a modified matrix; then subtraction from each of the
elements of each column of the modified matrix of the respective mean of that
column. This results in a matrix of "preprocessed image patches" in which

25  each of the rows or columns have zero means.

4) In step 24, “PCA pre-whitening” is carried out, in which the data matrix X is
pre-whitened by performing a principal component analysis (PCA) to remove
the row-wise correlation. Specifically, we first obtain the covariance matrix

Cov=Xx* X", which is a 64x64 matrix. We then obtain its 64 eigenvectors, and

30 form a whitening matrix V which has these eigen-vectors as respective rows.
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pre-pr OceSSIang amr?vgrcs):tm;trrﬁ A given by A=W (or equivalently A=V xdWT) The

columns of the matrix A represent the corresponding 64 ICA synthesis

functions. Each of the matrices A and W is a 64x64 matrix. The synthesis

matrix (set of synthesis filters) A and analysis matrix (set of analysis filters) W

15 will be used later in the ICA watermark embedding and watermark detection
processes.

Turning to Fig. 4, the ICA-based watermark embedding procedure is shown. It
includes five stages: (31) pre-pro'cessing the host image in the spatial domain,
20  (32) ICA transforming the pre-processed host image into the ICA domain to
derive ICA coefficients, by making use of the analysis matrix W, (33)
watermark embedding onto the ICA coefficients, (34) an inverse ICA
transform from ICA coefficients back to image intensities by making use of the

synthesis matrix A, (35) post-processing in the spatial domain. We now
25  explain these stages in detail:

Pre-processing in spatial domain (stage 31) is performed by obtaining the

global mean value of the host image, subtracting it from each pixel value of

the image, and also recording it for image restoration later (step 36). The host
30 image is then divided into continuous blocks of 8 pixels by 8 pixels (step 37),



!

20 (32) ICA transform ng the pre-processed host inmage ﬂnto the | CA donmain
to derive I CA coefficients, by making use of the analysis matrix W (33)
wat er mar k enbeddi ng onto the | CA coefficients, (34) an inverse |ICA
transformfrom | CA coefficients back to inmage intensities by making use of
the synthesis matrix A, (35) post-processing in the spatial domain. W now
25 explain these stages in detail: Pre-pﬁgcessing in spatial donmain (stage
31) is performed by obtaining the global” mean val ue of the host inmage,
subtracting it fromeach pixel value of the inage, and also recording it
for image restoration later (step 36). The host 30 inage is then divided

into conti.nugu | ocks, of 8 pixels by 8 pixels (step 37), 15 illustrated
as 30. The H@Wz@?e@\as;?eﬁhﬁlW@eﬂ@fcﬁéﬁérmgckﬂﬁrdepleedsiupenohetsh% oftRet i mage
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each pi xel d@espedtp bl ocks, and recorded for image restoration |ater (step
38). The 8x8 pixel blocks are vectorized into N respective colum vectors,

each having 64 conponents (step 39), and the N colums vectors are put
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by applyi ng the weight (anal yseibgj%@rr%ter@awpog%%g&%é&r %}629')' PHel Bgm a

matrix C = W&blocksiapd mpordathéorjoragemestavation mtemistdp 36, TRErBEIORGI Ng Lo
) Pl HBINRE

each bl ock rb%lﬁgsaq’@ﬁcgo‘}' I gAtr%agffl Ci c?nts (f The 64 coefficient's ¢ of each

bl ock are nornalized to £erd e ehRFUYRioluBN ygetoss.ceaahi havingé4or i gi nal

mean and varcoapohents dof, @indl tAE&N ' 4d) . Ve tyrn now to

t he water na?#atﬁ)r(rbfddi %@ft a{;e (st agecggﬁﬁs\zén%&gn%orsélgﬁ?gé%er to at6ﬂ '\?

10

The ICA transform (stage 32) is performed by applying the weight (analysis)
matrix W to data matrix Z, to form a matrix C = W x Z (step 40). The portion
of the matrix C corresponding to each block represents 64 ICA coefficients c.

The 64 coefficients ¢ of each block are normalized to zero mean and unit

15 variance with the original mean and variance recorded for later restoration
(step 41).

We turn now to the watermark embedding stage (stage 33). Some important
issues here are the selection of ICA coefficients for WM embedding, the

20 formulation of WM patterns and their modulations with ICA coefficients.

In a first step (step 42) of the watermark embedding stage (stage 33), we
select which of the ICA coefficients in the image obtained in step 41 are
suitable to be used for embedding watermarks. In order to fully utilize the
25  masking effects for imperceptibility in this system, two schemes for selection
of ICA coefficients for embedding are described here as follows (although the
| invention is not limited to these schemes and many other schemes may be

developed for selecting the ICA coefficients to watermark embedding):



|
[ re the selection of |CA coefficients for WM enmbeddi ng, the 20
:‘zflrjrﬁisa{]?(r)ﬁ gf WM patterns and their nmodulations with I CA coefficients. In
a first step (step 42) of the watermark embeddi ng stage (stage 33), we
sel ect which of the I CA coefficients in the inmage obtained in step 41 areh
suitable to be used for enbedding watermarks. In order to fully utilize the
25 masking effects for inperceptibility gn this system two schenes f?lr
selection of |ICA coefficients for errbe(] ing are described here as foll ows
(although the invention is not limted to these schenes and many ot her y
schemes may be devel oped for selecting the ICA coefficients to waterhrrar
enbeddi ng): .16 One. possible strategy for the selection is based on the oA
ener gy of tﬁé‘el-@ﬁs'ﬁﬂ%&ﬁaf%%fﬁf the seleetipoisdharpd on theeepeig@hofiteatiGpe. The
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ener gi es argyrgbesiafundteons dregioneidnig thé ordier bfithbir chefRIGH!E ergg,g]; (h) | cA
shows a typjcal dis ibfution of ICA coefficients. W can clasSify the A
coeffici ent YAHRANERL t;ﬁ"&l YPEHINR FoResrRarsling tylarge enaegies asgyput atdée i nto t hree
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oper at i ons €qsfiicientsy ¥Vel carminssify théd ¢CAaoefididis P tig fidthsi s Secorfiever,
this may 0Cgy ected self- interference In

' . bi nex ] _
correl ation 3@%&@?"2" ?U%aﬂgzﬁga'@ﬁ%gc%éﬁ? i thepeafficients @f@llgd ﬁsalaﬁﬂ1 desired
d H 7 i ' [ . E e. those ..

Coel i oront s b vad e den Sifich RiERRS R hey e 1A AN Tnebr dheretons
usual |y ndiMABAIPrPeRESiNg opetations tyrtbeavaic rérapvingtthe ¢agkfical ents | abel | ed

Foatur o, RS Ko By e MR R Brearianaly s 4 Bigcknexaectant pefmore.
desirabl e fioterférenseireestrelanes HEtBBR! TRd)erald RBLERIIS T 8L8s EsE fgbust in
conpr essi Ondets?raeré tEJhbee used in this watermarking embodiment. For example, those
coefficients with values greater than 30% of maximum coefficients are usually
not modified, but their number is few. The coefficients labelled as class 2
15 have middle range magnitudes, but are still significant ICA features. Their-
correlation interference is much lower (which is more desirable for the spread-
spectrum method) although they are less robust in compression than the
class 1 coefficients. Class 2 coefficients also provide good imperceptabilty
based on the known “self-masking” effect that small changes to ICA
20  coefficients cannot be seen because the original ICA components have a
higher energy, and the “neighbour-masking” from the coefficients in class 1
with large magnitudes. Usually, 17-48" functions (i.e. class 2 coefficients) in
the energy-ordered list are selected for watermark embedding. The ICA
coefficients of class 3 are usually high-frequency features or noises, having
25 small magnitudes, close to zero. They are the least robust components, and
the embodiment does not perform watermarking of such coefficients. For
example, the ICA coefficients with values less than 1% of maximum

coefficients are preferably not used in the watermarking.
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arranged functions, and this set of coefficients is chosen such that all

the 15 coefhging Placcdadiacently. Ibe purpeserakitisngrrangemrot s toamaximise the appl i ed
here for masking effect between components with similar characteristics. The

watermark patterns will be embedded into a set of coefficients with adjacently
arranged functions, and this set of coefficients is chosen such that all the

15 coefficients are in class 2. A masking threshold can also be applied here for
guaranteeing imperceptibility [6][7]. Properly choosing a certain range in this
ordered function list could ensure the robustness under attacks. For example,
functions within the lower-to-middle frequency range survive relatively well
under image compressions. This technique provides good masking based on

20 the known "neighbour masking" effect: the small scale watermarks cannot be
seen because of other ICA components obtained through nearby ICA features
with similar characteristics at a higher energy level.

Another important part of the watermark embedding stage (33) is the

25 generation of the watermark patterns. For effective watermark embedding, it
is beneficial to perform some pre-processing to format the watermark bits (0
or 1), obtained from the database 3 of Fig. 2, to produce watermark patterns
with certain properties. The present embodiment employs a "spread
spectrum"” technique for generating the watermark patterns, which is

30 commonly used in the fields of signal coding and watermarking. A key point of
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Therefore, these watermark patterns are uncorrelated to ICA coefficients on
which the watermark patterns are to be embedded. This process is also
known as direct-sequence Code Division Muitiple Access (CDMA). This

15 scheme aiso has the benefit of ensuring that the ICA-based watermarking is a
secure system since only the party who has the private key is able to detect or
remove the watermarks. Note that the scheme for generating the watermark
patterns can be varied by optionally inserting some error-correcting codes
(ECC) into the watermark bits to improve the robustness and extraction

20  accuracy. Because of the CDMA, it is also possible to embed multiple
watermark patterns onto the same portion of the ICA coefficients as long as

the watermark patterns for different watermark bits are ail orthogonal so that
they do not interfere with each other.

25 Note that although the watermark bits are binary, the watermark patterns are
real valued (or, rather, are one of a large number of intensity values). The
total intensity of the watermark pattern is determined by a watermark strength

parameter « , which is used as a control variable to select a trade-off between
watermark imperceptibility and robustness.
30
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1/0) can also be used. Some such known series, suitable for use in the

embodiment, are referred to as ‘m-sequences, “hadamard sequences”, or
‘gold sequences”.

15 Although these techniques produce a limited number of purely orthogonal
patterns, Fig. 10(a) illustrates a technique for making it more secure. In this
technique an m-sequence is input to a unit 80 which also receives a random
sequence of +1/-1 bits (which may for example be produced by applying a
sign operation to a sequence of real-valued random numbers having a zero

20  means). The unit 80 performs an individual component-wise multiplication, to

generate an encoded binary sequence which can be used as a watermark
pattern.

In step 44 the watermark patterns obtained in step 43 are embedded in the
25 |CA coefficients selected in step 42 to obtain watermarked coefficients.

Assume the watermark pattern is a sequence of N numbers aw,, where i is
an integer in the range 1 ... N and each value w, is a binary value. The ICA

coefficients are denoted as f(n), where n is an integer running from 1 to N'

(where N' is the total number of ICA coefficients). The watermark pattern is to



“gol d sequences”. 15 Although these techniques produce a |imted number of
purely orthogonal patterns, Fig. 10(a) illustrates a technique for making
it nore secure. In this technique an msequence is input to a unit 80

whi ch al so receives a random sequence of +1/-1 bits (which may for exanple
be produced by applying a sign operation to a sequence of real-val ued
random nunbers having a zero 20 nmeans). The unit 80 performs an individual
conmponent-wi se nmultiplication, to genergte an encoded binary sequence
which can be used as a waternark pattern. In step 44 the waternmark
patterns obtained in step 43 are enbedded in the 25 |ICA coefficients
selected in step 42 to obtain watermarked coefficients. Assune t he

f N rs acop; ., vvherel an i nteger
' the r angLeadBetiled i SBERAICA S BERRE Sk at o rus tiem ictoyeh.
coef fi ci ent O pod@b@@dbé@duh@%rmwawﬁcﬁ‘ mdy B&us8§gger running froml to
N (where N is the total nunber of |CA coeffici ents). The watermark

pattern is to 20 be enbedded in selected | CA coefficients such that n runs
fromj +1 to j+N. 255|§I rzﬁeddl formul a which may be used is:

A (1+1) f(J)(1+a w) Al St eddi ng fornul a which may be(ldsed
st . f'(d+z)=.1(.1)+aa, (2) 10 In either case, conbining the watermarked
coefficients f(n) and those ICA coefficients f(n) which were unchanged
produce fi n#éndtid embeldiogdotrsula’ wifich mdiebe ugedi@f a matrix C) for each

bl ock of the watermarked i mage (step 45). Note that it is inportant that
the watermark pattern is | ong enough to have a 15 good enough correl ation

|l evel for robust det ec}‘j(?[ﬂ'i)%t(ijffgl-la% to enmbed a 2

10 In either case, combining the watermarked coefficients f(n) and those ICA
coefficients f(n) which were unchanged produce final ICA coefficients ¢ (in the

form of a matrix C’) for each block of the watermarked image (step 45).

Note that it is important that the watermark pattern is long enough to have a
15 good enough correlation level for robust detection. Optionally, to embed a
watermark into a particular image, a number of patch blocks (e.g. 8x8 blocks)
may be defined within the host dafa with the ICA analysis being performed
block-by-block, and in step (44) any given watermark bit (0/1) is encoded in
multiple blocks. The number of blocks used is selected based on the size of
20 the host image. Experiment shows that in the embodiment a suitable number
of blocks for one watermark bit is from 50 to 100. Sometimes, the number of
watermark bits is too large to keep large number of blocks for one watermark

bit, e.g. if there are less than 10 blocks per watermark bit.

25  Another way to increase the robustness is to cluster several watermark bits
together to share watermark patterns. For example, one watermark bit may be
embedded in two watermark patterns which respectively represent zero (0) or
one (1).Two watermark bits may be embedded in four watermark patterns ,
which respectively represent 00, 01, 10 and 11. In general, for n watermark

30 bits, 2" watermark patterns are needed to represent respective possibilities



watermark into a particular imge, a nunber of patch bl ocks (e.g. 8x8

bl ocks) may be defined within the host data with the I CA anal ysis being
performed bl ock-by-block, and in step (44) any given watermark bit (0/1)
is encoded in multiple blocks. The nunmber of blocks used is sel ected based
on the size of 20 the host image. Experinment shows that in the enbodi nent a
sui tabl e nunber of blocks for one watermark bit is from50 to 100.

Soneti mes, the nunber of waternmark bits is too |arge to keep | arge nunber
of blocks for one watermark bit, e.g. i4! there are less than 10 bl ocks per
watermark bit. 25 Another way to increase the robustness is to cluster
several watermark bits together to share watermark patterns. For exanpl e,
one watermark bit may be enbedded in two waternmark patterns which
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(e.g. in prBj55%33%h to 2"), and so the correlation is nore robust. In such
a way, the detection rate for each watermark bit is increased. 5 The | CA
conponents are not enbedded in the | CA conponents of very small energy

(e.g. thoseTbenPAmompomhents age adt EALRASE L | han 1 % of ~the
intensity of the conponents of maximumi E%{%\rt\“s% tfé]ye,cag{rp%?)‘f%ni/ses{/]vw&maéhergy
(e.g. these RSHYdRchBO$RGPMGORANisrhasing ap intensity iich3i8%esy tHaher drdfensi ty
of 10 the gp ' | N sity). .Stage 34, the inverse | CA
transform i ncl %%@?@%ngggmrseéﬁﬁﬁqﬁﬁ}m m‘:‘engﬁ)gphaﬁ ver¢dvighabergyr i ance
of each bl otkgdhesaeompianemts kavingeef ihteHsiPifiofd than 30% of the intensity of

10 the components of maximum intensity).

Stage 34, the inverse ICA transform, includes a step 46 of restoring the
original mean and variance of each block of the watermarked coefficients ¢’
using the values obtained in step 41. Then, in step 47, these are transformed

15 to an intensity data matrix Z' by applying the synthesis matrix A, which is the
inverse of analysis matrix W, such that Z' = A Xc'.

Stage 35, of post-processing in the spatial domain, includes a step 48 of
reshaping the vectors in the matrix Z to form 8 x 8 blocks, and then a step 49
20 in which each of the pixels of each block are increased by the respective local
mean of that block obtained in step 38. In step 50 the blocks are arranged to
form a complete image. Finally, in step 51, the global mean obtained in step

36 is added to each pixe! value to obtain a final watermarked image.

25  We now turn to the ICA watermark detection, which is illustrated in Fig. 5. ICA
watermark detection is the counterpart of the embedding process, and aims to
detect the embedded watermark from the watermarked image obtained in Fig.

4 (or a version of it which has been processed in the public domain by
unknown techniques).
30



using the values obtained in step 41. Then, in step 47, these are
transformed 15 to an intensity data matrix Z' by applying the synthesis
matrix A, which is the inverse of analysis matrix W such that Z° = A x
c'. Stage 35, of post-processing in the spatial domain, includes a step 48
of reshaping the vectors in the matrix Z to form8 x 8 blocks, and then a
step 49 20 in which each of the pixels of each block are increased by the
respective |local nmean of that block obtained in step 38. In step 50 the

bl ocks are arranged to forma conplete?2mge. Finally, in step 51, the

gl obal mean obtained in step 36 is added to each pixel value to obtain a
final waternmarked image. 25 W now turn to the | CA waternmark detection,

which is illustrated in Fig. 5. 1CA watermark detection is the counterpart
of the enbedderyopediress thauetetion ﬂr@ce@b@%oﬁﬂ?inefﬁipegwud% Lrark 1rom
rsfon of i i ch has

t he wat er nar image ohtained in Fig. 4 (or a ve
been procesgéﬁg{ar#gfl Sdﬁbpf%pm?ﬁﬁﬁ'ﬁg& compensate fartamyglisteytion 8hd2 The

procedur e ofmade wilkgokh PEESIR in Fig. 5 includes the
gener al stag,esdj%f: pre- p?@cg{sa ngﬁtdo&ﬁ%ﬁggﬁé?é:opﬁ”éﬁ? 9r geematon to the

i mage whi | eYiStorigs, digitalde-gnalbgee doanalog(16-t6-didital GRTBR ahﬁnihgﬁcgeorret ric
di stortign, 0 .C#Bf’ﬁt)hial rha%g_ﬁ or anal ogue-to-digital distortion,
| uni nance 5 nodi 1 cat | Bfﬁ rned Ry theryritdT4in Fige 2ustep 80): pre-Fi g. 2 (step
60); pre- ppooessingdnispatfleddrbi ' S an | transform (stage
62) and wat e%rar kgdet gg_ti on (sltnggfe%g?:?f)’ k@?gﬂaﬁﬁ?s“i"rﬁ?@ﬁ\ﬂ?ﬁgﬁ 3@des not
enpl oy any “RHSMaEk getastionstage G3)nNote ﬂmmiéﬁmembﬂwmdt%nﬁ’pﬁéggﬁg t hat
there is ac es 3,and, 5. 10 The pre-processin tage 61)
is exactly E’g‘ﬁ@egégt"ﬁ%gg@%gﬁhﬁq ;1@ gthougllw it assumed that there is access

to the databases 3 and 5.

10

The pre-processing (stage 61) is exactly same as the pre-processing

procedure 31 of Fig. 4, and results in is a data matrix Z", which may or may

not be the same as the watermarked data matrix Z’.

15 Inthe ICA transform (stage 62) the same analysis matrix W is used to

transform pre-processed image data, Z", to ICA coefficients ¢” = W X Z” with
Zzero mean and unit variance.

In watermark detection (stage 63), ICA coefficients are selected in step 64 by
20 the same method as in step 42 of Fig. 4. Watermark patterns are generated in
step 65 according to same key and ECC method as in step 43 of Fig. 4, but
not using the parameter ¢ . In step 66 we calculate the correlation o of the
watermark pattern o, directly with the selected components "

of ¢" according
to the formula:

25

DG+ e,
5 — i=l
v (3)




[ in i I x Z", which may or
re 31 of Fig. 4, and results in is a data natr!x ,
ﬁggceﬁgt be the sage as the waternarked data matrix Z'. 15 In thefICA
transform (stage 62) the sanme anal ysis n?;rlx V¥|s Hsng&g Zﬁrapfhorggro
- cessed inmmnge data, Z", to ICA coefficients c" = zel
g;gnp;gd uni t var?ance. I'n watermark detgction (stage 63), |1CA cgefflzlents
are selected in step 64 by 20 the sane neggod as hpnat?g ggngfke;génd'ECC
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[ [ the paraneter a. In step
method as in step 43 of Fig. 4, but not using § n step
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exanpl e, such that if we consider two different watermark patterns w, an

w,' then t hePRHIRsME diffsrantwatetroarveattarnard® paidt &F theh tRaYhBenblae aver age

i

value of the autocorrelation of w and the correlation of w and co;'.

' may be
, Valhe fon Watermiaek piatteshaJ,Odma@!b@thfeOévéfﬁgérvEﬁj oP@ktern w,
t(:ggv:\r/:«iée value of the autocorrelation of w '™ and teﬁe correlation of w

i it ' ' imlarity of one
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advant age of such a correl ation
of the autocorrelation of w,' and the correlation of o, and w,. This
technique relies on an assumption that the similarity of one watermark pattern

10 to itself in terms of correlation is always greater than that to the host image
patch and other watermark patterns.

An advantage of such a correlation-based WM embedding-detection
technique is that it can be performed very quickly by known processors.

15 Additionally, it can be performed without knowing the original host image 10. It
can be very accurate when detection is performed on the raw watermarked
image, because we adopt the CDMA scheme. Under various attacks, like
image compression, image distortion, we can normally use more coefficients
to embed and detect watermark patterns to increase the extraction accuracy

20 dramatically. It is true that the capacity of the watermark bits will be decreased
at the same time, but this is a minor issue in copyright protection since only a

small amount of copyright data usually has to be included in the watermark
data.

25 In the case that the watermark patterns were produced using the technique
shown in Fig. 10(a), the detection steps 65 and 66 are replaced by the
process shown in Fig. 10(b). In this case, the encoded binary sequence is
obtained fom the coefficients selected in step 64. This sequence is input to a

unit 80 performing the same function as the unit 80 of Fig. 10(a). Also input to
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F ﬁre uni t go coreFingshfextrantesibipagueruenceenith theriagdofé@duentee uni t 80
thus outputs the msequence used to produce the watermark data by cgoigi
correlating the extracted binary sequence with the random sequence. e
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i ma [ _ D
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the resul t anddilienst stepk ede neBgssarPCRIEPIRSSSHApessEl .rfépet.gdgle{)%e&esaed
conpr essed I rtléed hma with proper settings of Tmage size"an
quality. Thgﬁ‘%gr@?’e gR4 ‘?N&g‘%@%)ﬁm%d@ﬁﬁm@ms|camdthothb(rsltqj 32)1 G,
10 the resuitant watermarked image recompressed (step 73) to give a
compressed watermarked image with proper settings of image size and

quality. The compressed images may for example be in the formats JPEG,
JPEG2000 etc.

15 Similarly, the corresponding watermark detection process, illustrated in Fig. 7,
includes a step 75 of image de-compression, prior to a watermark detection
process (step 76) which is identical to the process shown in Fig. 5.

Apart from image compression, other operations conventionally performed on

20 images, such as geometric distortion, image recapturing, digital-to-analogue
(DA) and analogue-to-digital (AD) conversion, etc, may also intentionally or
accidentally alter the watermarked image. These operations usually can be
corrected by using some standard image restoration methods as a pre-
processing step before the watermark detection procedure. For example,

25 image normalization based on spatial moments can be used for removing
geometric distortion; digital filtering on different colour channels and pixel
luminance has been used to remove noise introduced in an DAJ/AD process.

These operations can be carried out according to conventional techniques.



JPE&000 etc. 15 Simlarly, the correspondi ng watermark detection process,
illustrated in Fig. 7, includes a step 75 of imge de-conpression, prior
to a waternmark detection process (step 76) which is identical to the
process shown in Fig. 5. Apart fromimage conpression, other operations
conventionally perforned on 20 inmages, such as geonetric distortion, inage
recapturing, digital-to-anal ogue (DA) anal ogue-to-digital (AD)
conversion, etc, may also intentionally accidentally alter the

wat er mar ked i nage. These operations usually can be corrected by using sone
standard i mage restoration nethods as a pre- processing step before the
wat er mar k det ection procedure. For exanple, 25 inmage nornalization based on
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present ed b&l,g\nma @ey%'?gective enbodi ment of the invention. However,

t hese variants ma?l e"freely conbined as desired. In 5 summary they are:

1. Instead of the database 1 storing data which is the original imge, it
may al t er nat, vel e transfor rreg irrgge data, e.g. the wavel et coefficients
of  an JPEGJ000 ﬁ%ﬁﬁ?gs e drtghasa  storing qdafatwhish isghenwigiealeimmage itet hod
descri be abongy altb i n‘{%\é I t i gipal host i nage.
Pref erably, tﬁ)ils nota(ﬁg%??%ﬁrgrqaﬁh%? ﬁe etgér%’%'t@gh\ﬁ%\ﬁﬁé{?%ﬁ%&cﬁn&%

i nvol ves an aa {RE@2068A comprassesbimagepondi ng

10

2. In contrast to the detection method describe above, the detection

method may employ the original host image. Preferably, this not only changes

the detection technique, but also involves an alteration in the corresponding
15 embedding technique.

3. The technique described above of adding the watermark data by a
linear additive process may be varied, for example by quantizing the ICA
coefficients based on the watermark data.

20
4. Using a key to select which ICA components are used for embedding
watermarks.
Embodiments employing these four variants will now be described in detail:

25

1. Watermarking compressed image data

As discussed above, in the embodiment shown in Fig. 2, the host images
contained in the database 1 are original images in the pixel domain, and in the

30 embodiments shown in Figs. 6 and 7 a de-compressed image in the pixel



15 enbeddi ng techni que. 3. The technique described above of adding the
watermark data by a linear additive process may be varied, for exanple by
quantizing the ICA coefficients based on the watermark data. 20 4. Using a
key to select which | CA conponents are used for embedding watermarks.
Enbodi ments enpl oyi ng these four variants will now be described in detail:
25 1. Watermarking conpressed i mage data As discussed above, in the

enbodi ment shown in Fig. 2, -the host i@ﬁges contained in the database 1
are original inmages in the pixel domain, and in the 30 enbodinments shown
in Figs. 6 and 7 a de-conpressed image in the pixel 26 domain is used as
the host image for | CA-watermarking, then conpressed again. By contrast,

in the enbodomain igiusedsas thé drost imiagkdfog HCAwataravankihg s thesc tompreSsdds
still as sh in Fig. 1, the data contained in the database 1 is
transforned%?%ﬁbressed image data itself, not de-conpressed inege data
obtained fromit. For exanple the data may be nmulti-resol uti on wavel et
coefficients in a JPEG000 ressed i mage. These coefficients are

avail abl e i IBVtCF%‘tEﬁSEGsz@el mfelnt discaased hetd, ldithdugbabeoveidill sthectamar e of

JPEG2000 fil e and restoring them
tlg t?ﬁgn PE O%Qr Fgf(ér@?’b ﬂg\/\%Ber rrﬂgk)?mné)g}e &entained Sipmthe hgﬁtag’ﬁ%e Twivel et
coefficient Haasﬁarmdlwmm@ssédtlh%g@aﬂaﬁaﬂ%ll nét %f&)rﬁ%ﬁgé‘?(tlﬁﬂ %aggganpl €

of multi-resolution wavelet coefficients produced 000
al gorithm ‘?EE"“&%‘gf frora; &nfor sexamples thevdata wiayh bsi zeultimesolution wavelet

coefficients in a JPEG2000 compressed image. These coefficients are
available in the JPEG2000 image file, and a skilled reader will be aware of

10  techniques for extracting them from the JPEG2000 file and restoring them to
the JPEG2000 file after watermarking. Let us assume that these wavelet
coefficients are contained in the database 1.

Figure 8 is a typical example of multi-resolution wavelet coefficients produced

15 by a known JPEG2000 aigorithm. The coefficients are in 6 levels with size in
4:1 ratio between adjacent levels. Each level has horizontal (H), vertical (V)
and diagonal (D) blocks. H1, V1 and D1 are respectively 1st-level horizontal,
vertical and diagonal biocks, and H2, V2 and D2 are respectively 2nd-level
horizontal, vertical and diagonal blocks.

20
In this embodiment, the stage of ICA feature learning is performed individually
for each block, e.g. H1 or V1, as the source to produce the corresponding
ICA analysis and synthesis filters (W and A). Figure 9 shows a typical
example for a set of 64 analysis filters, W.

25
In each of the embedding and detection stages, the steps 7 and 15 are
performed separately for each block. In these steps, the filters corresponding

to each block are used to transform or inverse-transform that block.

30



: [ n adj acent |evels. Each level has horizontal (H), vertical
?V)l r:;hodf):z}\gﬁ:l (DJ) bl ocks. Hl, V1 and D1 are respectively 1st-I|evel
horizontal, wvertical and diagonal blocks, and H2, V2 and D2 are 20 |
respectively 2nd-level horizontal, vertical and diagonal blocks. n
this enbodi nent, the stage of ICA feature learning is perforned .
individually for each block, e.g. Hl or V1, as the source to producg he
corresponding | CA anal ysis and synt heS|?s7_ filters (Wand A). Fi guLe f 1?hows
a typical exanple for a set of 64 analysis filters, W 25 In each o e
enbeddi ng and detection stages, the steps 7 and 15 are perforrreg_ o
separately for each block. In these steps, the filters correspoE |gg 50
each bl ock Ze udfetection using the host imageer se-transform that bl ock. 02 :
Detection using the host inmage As described above, the enbodinent o I gs.
2 to 5 does not use the original host inmage during the detection gggcsfzed
(so-cal | ed A destribetieniovenite eRbodimsANsf ARk, 248 &&@é"gég&{‘%m%ogqi%af
does use the original host image in the defection proc (o
"non-blind S‘@ﬁbdm?@ﬁ"?uﬂﬂmitbee tioenprosess I(sba&ll?dilE‘;t%iﬂﬁgd?ﬂscﬁ%rg}y?%eby

' ' s tection process o » - ed by
" opl aci g honiiash &pe ebitodEny BHTEs PR Hiioes, v the pagisabhost magsra ning
the | CA coetftié detention proessigosasiedi"ABEDIin@MtdAionsubt racting them fromthe
| CA coefficients obtained in step 64 to obtain WV'patterns close to he
original WV patterns. Because the host inege is available in delt :'fit l)gn,

i nterferencahig émbbﬁﬁgeﬂt%émoﬁés tHPGEnL ) SRUER e SREGH M igs. 205 but the
cal cul ation can be reduced to a

detection process of Fig. 5 is modified by replacing the use of Eqn. (3) in step

10 66 by the steps of: (1) obtaining the ICA coefficients from the host image, and
(2) subtracting them from the ICA coefficients obtained in step 64 to obtain
WM patterns close to original WM patterns.

Because the host image is available in detection, the interference from the

15 host image in spread spectrum’s correlation calculation can be reduced to a
minimum by subtracting the host image’s coefficients. Additionally, the more
significant functions are used in WM embedding, the less distortion may be
resulted due to any imaging operations.

20  In this embodiment, preferably not only the detection process but also the
embedding process is slightly different from the embodiment of Figs. 2 to 5. In
this case, it is desired to embed WM patterns into high-energy ICA
coefficients, which are modulated by small changes visually blocked by self-
masking effect. For example, 15t -10" functions are desired here. Whereas, in

25  detection methods which do not use the original host image in the detection
stage, we are usually careful to avoid using large ICA coefficients, because
this may occasionally cause a big interference in correlation detection, in
contrast, for method using host image, large coefficients are desired to be

used for watermarking. Interference is kept at minimum due to subtracting
30 hostimage's coefficients.



m ni mrum by subtracting the host inmage's coefficients. Additionally, the
nore significant functions are used in WM enbeddi ng, the less distortion
may be resulted due to any inmaging operations. 20 In this enbodi nent,
preferably not only the detection process but also the enbedding process
is slightly different fromthe enbodinent of Figs. 2 to 5. In this case,
it is desired to enbed WM patterns i ntos#i gh-energy I CA coefficients,

whi ch are nodul ated by snmall changes visually bl ocked by sel f- masking
effect. For exanple, 1St -10th functions are desired here. Wiereas, in 25
detecti on nmet hods which do not use the original host inmage in the detection
stage, we are usuglly careful to avoid using |large | CA coefficients,

because thiPs—mayValCemarking the, (A cesffigiants by Quarftizatione i n correl ati on
detection, in contrast for nmethod using host inmage, |arge coefficients
are desired to be wused for watermarking. Interference is kept at m ninum
due to subt AscliscisseBlatima in speds of 6d.f4 tHeeRbtorma®k patteMiy §fé‘§€id§éd‘ﬂ)the

| CA coeffi c ents béq?g/agtl zgtl on As d| scussed above, in step 44 of Fig. 4

t he wat erma rke Salec (COCHIHRIYS dy lnass additian. ekhe Qﬂe&ﬁméfemmctnmtmy

| i near agldi ¢ T e, tr u i n her
respects |de2??(a:sétl % ?h‘g%g? odi rrcg%.& nft'p’él Wﬁhqgge d'ﬁ’se gogr?? nf%ozatl on

nmethod to eﬁbelésetsh@ \mmrtlzahcbn paethedhdo éh@edemfwdwmmauﬁeﬁaﬂ@émsserr%:t ed
ents coefficients, and sets these

IpII:] gl \s“e?gglt eSW@SB qugﬁeﬂ'fess?le?@goH&'Y'GH@' HFA erfficignts, 2eic sets 9 ICA t he
vatermr k- dabefficlemtd Nangasats! kel BA-KEAUMA IEA Mol SRS Rion

nodi fied, this is referred to here as "sca uan I Zzat i on
that sets oPOINY)cargordiogetnt theaveatatrdark eidta t Im the asef #hvat dddividdzgriems

erbodi min - Cagy Byt e el s JPRa AR 51 e Saa b poeaet AuRntEaty In

nmappi ng t hethe case that sets of ICA coefficients are modified, this is referred to here as

"vector quantatization". Similarly, the detection process in this embodiment
detects the watermarks by modifying step 66 of Fig. 5 by mapping the
reconstruction points and determining what watermark bits are stored there.

15  This process is referred to here as a "quantize-and-replace" strategy.

First, we consider a scalar quantization scheme suitable for use in the
embodiment. In this technique, pairs of the ICA coefficients are chosen, and

their initial magnitudes are indicated here as f () and f (j). The absolute
20  difference between them is given by

A=lfOI-1f I
In order to embed one WM bit, denoted as w, which may be 0 or 1, the

coefficient pair f () and f (j) is modified such that the absolute distance
becomes

25 Ao <-Q, whenw, =0
2, whenw, =1
where Q is a parameter controlling the detection robustness or tolerance. The
changes are such that (i) the changes are as small as possible, and (2) they

use self-imperceptibility feature as much as possible. Specifically, the
changes are as follows:



reconstruction points and determ ning what watermark bits are stored there.
15 This process is referred to here as a "quanti ze-and-repl ace" strategy.
First, we consider a scalar quantization schene suitable for use in the
enbodiment. In this technique, pairs of the I CA coefficients are chosen,
and their initial magnitudes are indicated here as f (i) and f (j). The
absolute 20 difference between then1isﬁgiven by A=If(l1)1-1f(M In order
to enbed one WM bit, denoted as w' whict may be 0 or 1, the coefficient
pair f (,) and f U is nodified such that the absolute distance becones <
-Q25 whenw,, =0 0~ - - " > Q when wn =1 where Qis a paraneter
controlling the detection robustness or tolerance. The changes are such
that (i) the changes are as small as possible, and (2) they use

sel f-inperceptibili ty %as much as possi bl eéHSpem fically, the
changes arecﬁef: X L] )& f8 f (1) f (i) + f(j)
(1) _ ~~ - (|) 4f(f)(+1f(j[5h| S SCQ rﬁ %‘ bp(z;erqd)y extended to vector
guanti zat i on rret hod as 5 follows. Anbng the selected | CA coefficients

wi thin one block or nmultiple blocks, 2xm coefficients are chosen as f1(i)
.o (i) amdis Schdme: caﬁ”ﬁé) % tween t roups
is given by A =J Bolal é?@ smW eﬁ@n?&’ &V\,ﬁe%&ﬁ§ n%sz hvg)

(i) 1 +.5 +fallows, (Amongal

blocks, 2xm coefficients are chosen as fi()) ... fn() and £() ... fu(). The

selected ICA coefficients within one block or multlple

absolute difference between two groups is given by

A= Sooa D)= froa(F)
where Joa @D =1 AD+] L@ | +-+] £, | and
10 foadD=1LDI+1 LD ++] £,()|. In order to embed one WM bit,
denoted as w, which may be 0 or 1, the coefficients f 1) ... fa(i) and fi()) ...

fm(j) are modified such that the absolute distance becomes

A= <-0Q, whenw, =0
20, whenw, =1

where Q is, again, a parameter controlling the detection robustness or
15 tolerance. Specifically, the changes are:

5f;olal (l) = 'A N Ql % f ({;Of(fl:) (.]) '

Frua ) =[p 0O} (f)+(;) . anc

20 8,0) = &y (i) x 'ff' ("(); and &, () = &y () L for 121,

total total .]

Note that the coefficients’ modification in vector quantization can be smaller

than those in scalar quantization for the same robustness parameter value Q.



10 f,atal (1) =1 f (1)1 +1 f2 (1)1 + .+ 1 fm(1) | . In order to enbed
one WM bit, denoted as w, which may be 0 or 1, the coefficients f 1(i)
fm(i) and f1(,) ... fm(f) are nodified such that the absolute distance
becomes < -Q when W' =0 1> Q when W' =1 where Qis, again, a paraneter
controlling the detection robustness or 15 tolerance.

Specifically, ~the/changes are: Sf otal! (i) =10 - Q x / totat (0O ./rotor W
+ 0101 (1) Sfalal(1l)= 0-Qx { fotal(1) 30and (0101 (i)+,f10101 (1) 20
5f1(i)=8fto,al(i)x I f1(i)l and 8 x If1(1)! fort=1,..., m f.al (i) folal

(1) Note that the coefficients' nodification in vector quantization can be
smal l er than those in scalar quantization for the sane robustness

par amet er vallus, Qvestr Tuantization Oprelass | BattkPN iRpO et

i nper cepti bbjohé%/ and better robustpness In the det%gﬁé:egﬁ&ggggéeﬁ&tr?gﬁm bi t
W, is sinpl WEPRA by conparing the 5 coefficient pair or two
coefficient groups. Specifically, if I f (i) Isl f (j) I (in the case of
scal ar quanti zation) or (in the case of vector quantiztion) then this

i npl i es t hatlnvihe detgctiatostages ehg, WM bit #v,, (i sirBly detekled bUi i of
scal ar quantj ze?rti.or][) or fora, (i).> four (jﬁ) (?E\’I t he casggoébnb}g%tmgﬁg
quant i zati o°{HETRATSOR MR Feefficieat gupups. Spetiicatiy if egtnique (pyHlimimed
here can be easilg extended to enbedding multiple watermark bits in one
quant i ze- and#EpLhc¥FadTe SUaptizatiomingr e /.6 60 sifler(j} htirethe case of vector

quantiztion) then this implies thatw, =0. Conversely, if | £ @O1> £ ()] (in the

case of scalar quantization) or Joa () > fom(J) (in the case of vector
quantization) then this implies that w, =1,

10

The technique explained here can be easily extended to embedding multiple
watermark bits in one quantize-and-replace step. For example, consider three
of the selected ICA coefficients having respective intensities f(i), f() and f(k). -
These three intensities may be modified so that they are each at least Q
15 apart, and such that the order of the intensities encodes the watermark bit.
For example, if the highest modified intensity is written as H, the lowest
modified intensity is written as L, and the other modified intensity is written as

M, then the correspondence of the watermark bits to be encoded (w,,) may be
as given in Table 1.

20
Wa | (D) f() f (k)
00 H M L
01 M H L
10 H L M
11 L H M
XX M L H
XX L M H




lected | CA coefficients having respective intensities f(i), f(j)
ngtP?kié These three intensities may be nodified so that they age e?ﬁg at
l east Q 15 apart, and such that the order of the intensities enco es_tt ]
watermark bit. For exanple, if the highest nodified intensity is witte
as H the lowest nodified intensity is witten as L, and the ?tPﬁr
nodi fied intensity is witten as M then the correspondence o . e f(0)
watermark bits to be encoded (W') may be as given in Table 1. 0 nTH 9
f(l) f(kk 00O HML 01 MHL 10 HL M3M1 LHM XXML H xxI H S
Table 1 In Table 1, XX neans a pattern reserved for future use. nf?_ S
words, there never are occasion on which the value of the ICA COF. |;r
are quantized such that f(k) beconmes the highest. 5 Contrary TQ |Pe e
addi tive nmethods, these various quantizaffggr fet hods are no_n-_lnleai.mEl n ?s
can utilize the high-energy coefficients even though the origina g

' | treats both high and | ow magnitude coefficients
C‘ﬂ haZSLL?b'm'ﬁiTgﬁt'”% E’Sﬁﬁgg’éﬁ f Reugin Eﬁseé)ﬁ%ﬁ? &7 falyire ugg. inrotbeepods,itsemui t abl e
in this enbodiveeate ostadidh on which the value of the ICA coefficients are quantized
such that f(k) becomes the highest.

5
Contrary to linear additive methods, these various quantization methods are
non-linear. They can utilize the high-energy coefficients even though the
original image is not available. This scheme treats both high and low
magnitude coefficients with equal weight.

10

The strategy of energy sorting in step 42 is suitable in this embodiment, since
the quantization scheme suppresses the image self-noise (interference), so
that it is desirable to use the high-energy ICA coefficients. Significant features
imply good self-masking effect for quantization changes. Because of their
15 large magnitude, a large quantization tolerance is available to enlarge the
distance between reconstruction points but still keep the imperceptibility of the
watermarking. Additionally, these significant features have less distortion
under imaging operations, €.g. compression. The embodiment therefore
performs its equivalent of step 42 by sorting the ICA coefficients in order of
20  their average energy, and the watermark patters may be embedded in the ICA

coefficients of class 1 and the highest energy components in class 2 in Figure
7, e.g. 110" ICA coefficients.

4, Use of a private key to select [CA components for embedding
25

It is advantageous is to preserve the security of embedded watermark,
although the scheme of watermark embedding is usually required to be
disclosed to public. In order to do this, the above scheme needs to use a

private key to protect its security. In the present embodiment a private key is



the quantization schene suppresses the inmage self-noise (interference), so
that it is desirable to use the high-energy I CA coefficients. Significant
features inply good self-masking effect for quantization changes. Because
of their 15 large magnitude, a |large quantization tolerance is available to
enl arge the distance between reconstruction points but still keep the

i nperceptibility of the watermarking. Additionally, these significant
features have |ess distortion under inaging operations, e.g. conpression.
The enbodi nent therefore perforns its equivalent of step 42 by sorting the
| CA coefficients in order of 20 their average energy, and the watermark
patters may be enbedded in the |CA coefficients of class 1 and the highest
energy components in class 2 in Figure 7, e.g. 1St-10th | CA coefficients.
4. Use of a

H\¥AtL t I c onents for emhedding .25 It is
advant ageous&lglélsj\{t8 Elrég%tgr%géglﬁ%?s?eéﬁﬁ?%fa HHW%t'Br%ﬁ’P _,S'mé{P'E Kough
the schene dfie verireadespectnipeddchgique fisrugbhratingUiHee dvdterrhsrksdiastmsgd to
public. In order to do thi t he above schene needs to use a private key

to protect APSVEeMthis ?/mBIPa'”ﬂEHE peudmfandaro aumbers arenptaecessarilyi wsep

used to gen &SRS =T ] rs,, 4 away simjar to

t he spregd g%zf:iﬁ(r%ﬁg}é}m qurg Rég%gg%’g%g@?%gkwgﬂétwyo%gcﬁ%%’

above. |8 tiseecénfiodi tieetlCApseefficients) deteciedhiar stepr 42 nfe NEACESSFiLIeNtsISed

to make the terark patterns %g’lt alternatively or additionally are used
&sarpedd

to 5 sel ect VIFGHE P{‘@tg@@ BRI rednerepincs: Ripcass wilhplacesand
coef fi ci ent swhighelRstthe cHRHRISHRE ibe?dﬁgﬁﬂ'i!ég iq}@ﬂﬁk'#&'%ﬁlg?%ﬁﬁﬁ?&g LAy

wi Il place and which class the coefflicient s’_ bel ong 't 0, _
exanpl e, sufiptstOtled featuess imoenenmyyf oadarr kst are selety furdeis lgusihtizgtion

' ' ' ding. Based on a private
sel ected for, Qﬂﬁ%r%gae?ﬁﬂ)ezaac}ir'\go.n BT irmr K Sﬁyaetg Ikeg, two random. humber
key, two random n e
10 sequences with one odd number and another even number may be
generated, e.g. a group 1 whichis 1,5,9,3,5,7,7,1, ... and a group 2 which
is 8, 2, 8, 6, 2, 4, 10, 4, .... Corresponding items from these two series are
paired (e.g. 1 with 8, 5 with 2, etc.). Each pair of odd and even numbers is the
selected coefficients for quantization embedding in each block, where odd
15 number belongs to group i and even is group j. For a different private key, the

sequence is different, and therefore the watermarking is secure from attacks.

Although the above variants of the embodiment of Figs. 2 to 5 have been
described in detail, many other variants of the embodiments are possible

20 within the scope of the invention and their implementation will be clear to a
skilled reader.

As a first example, whereas the embodiments above derive the transforms W
and A constructively by a relatively complex set of standard ICA operations,
25  alternative embodiments of the invention may derive the transforms W and A
by less computationally intensive and time intensive techniques. As a first
step, the data may be analysed to make a selection from a library of
previously determined sets of transforms W and A. This selection is much
faster than deriving the transforms W and A constructively. In a second step,

30 the transforms W and A may be modified based on the image, e.g. making



d
with one odd nunber and another even nunber may be generated,
éogsegugpgﬁz 1 whichis 1, 5,9, 3 5, 7, 7, 1, ... and a group 2 which aLZ
8, 2, 8 6 2, 4, 10, 4, .... Corresponding itens fromthese two serlﬁ;
péiréd.’(eig. 1 with8 5 wth?2 etc.). Each pair of odd and evelr)llnuk ers
is the selected coefficients for quantization enbedding in each dpgférent
where odd 15 nunber belongs to group i gyd even is group j. For a L' en
rivate key, the sequence is different,:%nd_therefore the wat er mar |Pg
Eecure fromattacks. Al though the above variants of the enbodlnen$ ?he
Figs. 2 to 5 have been described in detail, many other va_rlantsdoth ne
enbodi ments are possible 20 within the scope of the |nveqplon an e
i npl emrent at i'GR Clg)%’b(?fefuﬁﬁwl’s,tsm@ thelproperties eda@eriCANreaqite Sbs8XQ Rl

| boye derive the transfornms W and A constructively
A ot AT TN B8 il e 3 T Conrmrem v
enbodi nent s "sémi-hdaptiven{N sta tAAYthELH b3bilityhds lﬂ@sftlﬂégp aW%gg%e ]t}'ll%été?ss

, : . step,
comput ationalélHé i ntensive and tine intensive techniques: p

; , . . i ousl y
the data may YBOHNEIGILEEd & Riske W asdl A fori use inrthendetédtionastitp Odinc@itay
determ ngd ahs ndteld qé\%{d}g &/raanoﬁ A, iTh| S S fcﬁcqtfltlgg IS rrlgsclg fasggrthgan
deriving the transforé;'r’g and' &' Consry (LEgeevy! I PER\GA tep, 92 e
t ransf or ns ﬂﬁ@fmiwedmynbﬁermmddléﬁe&dsém&&&ﬂat@ﬂnhh@it,'éﬂ’dgﬁowqhgy( \e/\/@%' ng

' [ [ e to those
r fu ns, since the properties of an I'CA are qui Clos
8; gggr fu%@%")%r@ Thus, the derivation of Wand A nay be considered as

' I ve" ' I bili he further advantage that
" -adaptive". (Note that this possibility has ti \
|Z§rsn mamlgry S r(equired to store Wand A for use in the detection step,

e vy T e e et e BTy W LR
previ oughy m%?%rﬁ{ﬂkﬂﬁddétgavr\}ﬁlc is audio data or video data, making use of known
were adapt ed. :

ICA techniques for these forms of data.

The present invention be applied to many areas. For example, it can be used
for copyright protection: embedding copyright information as a watermark into
15 the host image to be protected, so that the copyright information can be
extracted later to claim the ownership of the host image. Also it can be used
for image authentication: the embedded watermark information can also be
used to identify any alteration in the image itself and altered locations by
detecting the existence of ICA-based WM patterns. Also it can be used for
20  data hiding in image: information such as a description, related knowledge
about the image or indexing data can be embedded as a watermark so that
such information is protected and attached. Also, it can be used image
transaction tracking: the transaction path of the image' can be traced by

embedding a watermark into the image whenever it is transmitted, and
25 extracting this data later.

Two particularly useful applications of the present invention are:
- to provide a first watermark on muilti-media data such as a movie (i.e.

a watermark-based copyright protection scheme on commercial movies to
30 trace the unauthorized camera recording), and



As a second exanple, the techni ques descri bed above nmay be extended to 10
wat er mar ki ng data which is audio data or video data, maeking use of known

| CA techniques for these forns of data. The present invention be applied to
many areas. For exanple, it can be used for copyright protection:
enbeddi ng copyright information as a watermark into 15 the host inmage to
be protected, so that the copyright information can be extracted later to
claimthe ownership of the host image. Also it can be used for inmge

aut henti cation: the enbedded watermark i3# ormati on can al so be wused to
identify any alteration:in the image itself and altered | ocations by
detecting the existence of | CA-based WM patterns. Also it can be used for
20 data hiding in imge: information such as a description, related

know edge about -them i i iC ; as..a _wat er mar k
g HERDP e ddtAdasi A Itlgﬁ &aﬁg E(Zr d&?%e?glgﬁgn ﬁ@gméﬁ

so that such information is protecte a Mt 8Mused

i mage t r andEROSfasn tracking: the transaction path of the i mage can be
traced by enbedding a watermark into the inage whenever it is transmtted,
and 25 extracting this data later. Two particularly useful applications of
t he present Refegmmnicegn are: - to provide a first watermark on nulti-nedi a
data such as a novie (i.e. a waternmark-based copyright protection schene
on conmePcial novies to 30 trace the unauthorized camera recordi ng), and 34
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Claims 1. A nmethod for enbedding a watermark in data, including the steps
of: (i) perform ng an i ndependent conponent analysis (I CA) using the data
to derive a transformmatrix for extracting fromthe data the akpYDwstes of
5 statistically nutually independent conponents of the data, (ii) encoding
the data using the transformmatrix, (iii) nodifying at |east a portion of
the encoded data using a watermark patggrn, and (iv) decoding the data
using an inverse of the transformmatrix to obtain 10 waternarked data in
which the watermark pattern is enbedded. 2. A nethod according to claiml
in which the I1CAis performed using multiple patches of the data. 15 3. A
nmet hod accop i.ng to claim2 including performng a principal conponent
anal ysi s of W2t rix forned usi ng the patches of the data. 4. A method
according to any of clains 1 to 3 in which the nodified portion of the

encoded dat# i s Aghethoedfobgnbedeingg waterntarkiw aand, sndidinhahe stdpsrom! i t udes
and sel ecting co(rirgonent s. havi ng anplitudes within in one or nore anplitude
8

ranges. 5. A netHbeedeEwPdiafgnferendsnhoemrengit aRalvris (efbusiag thedatment s
are in a ”ﬁddk-%ﬁ’oeaérﬁlah%f&?ﬁ h?ﬂ’?ﬁfgr%ﬁrgctggdﬁ‘gmg.@a‘i?‘gfﬁhggﬂig%e@ im5 in

which the nodiftied portion o enco ata is ected based
on a corfponstatisticatlylruiuajly independent carnpievis 8 th8data, A net hod accor di ng

to any preceding,.cl aim,in igh the ta is.image, . data, and the
wat er mar ked dat a('ﬁgn\ﬁﬁg'é‘lg ?lf%ﬁa nggﬁaiﬁag?'m matrix
(iii) modifying at least a portion of the encoded data using a watermark
pattern, and
(iv) decoding the data using an inverse of the transform matrix to obtain

10  watermarked data in which the watermark pattern is embedded.

2. A method according to claim 1 in which the ICA is performed using
multiple patches of the data.

15 3. A method according to claim 2 including performing a principal

component analysis of a matrix formed using the patches of the data.

4. A method according to any of claims 1 to 3 in which the modified
portion of the encoded data is selected by ordering the components by their
20 amplitudes and selecting components having amplitudes within in one or

more amplitude ranges.

5. A method according to claim 4 in which the selected components are in
a medium amplitude range.

25
6. A method according to claim 5 in which the modified portion of the

encoded data is further selected based on a component similarity criterion.



8. A nethod according to claim7 in which the inage data is obtained by 5
deconpressi ng conpressed i mage data, the nethod further including a step

of conpressing the watermarked i nage data. 9. A nethod according to any of
clains 1 to 9 in which the data is conpressed i mage data. 10 LOOYRAWSHE hod
according to any preceding claimfurther conprising a step of generating
the watermark pattern using watermark dgya and a key for generating at

| east one pseudorandom pattern, the pseudorandom pattern being nodul at ed
with the watermark data. 15 11. A nmethod according to any preceding claim
in which the portion of the encoded data is nodified by adding the

wat ermark patterp |i rly. to it. 12. A nethod.according to any.of clains 1
to 11 in vvh?‘ch t’ﬁ@%@?’?i %%‘f'“bh%a" (9’%??@%%8%&'%"‘!@%@1&1 ‘??t@dgffaa%ke t he
val ues of gdatapandithé watermarkee dat£ Bwateimbi@dinfyéedatdat a differ by val ues
which are in predeterm ned ranges. 13. A nethod of detecting the presence
of the watermark pattern in waternmarked data derived froma nethod
according |8 anyaRhERBA MLofdiRl 1 clafm 7 MAiBh 3¢ iMiodBIPK GfdRELYo: (a)
encodi ng the wat er mar ke ata Using a transtorm nmatri X encodi hg properties
of the Vat edecorkpresdaigecorapresEbll imageglata,\the enethod furdhé¢rdnolutingex atepne at

| east a part, of the enqﬁded matq{narked(%ﬁta for the presence of the
wat er mar k p@t UPRrEssMY NeWatgragrkeddmage dataet hod according to clai m 13

further conprising a step before step

9. A method according to any of claims 1 to 9 in which the data is
compressed image data.

10
10. A method according to any preceding claim further comprising a step of
generating the watermark pattern using watermark data and a key for
generating at least one pseudorandom pattern, the pseudorandom pattern
being modulated with the watermark data.

15

11. A method according to any preceding claim in which the portion of the
encoded data is modified by adding the watermark pattern linearly to it.

12. A method according to any of claims 1 to 11 in which the portion of the
20 encoded data is modified to make the values of groups of two or more items

of the encoded data differ by values which are in predetermined ranges.

13. A method of detecting the presence of the watermark pattern in
watermarked data derived from a method according to any preceding claim,
25 the detecting method comprising:
(a) encoding the watermarked data using a transform matrix encoding
properties of the watermarked data, and
(b) using a watermark pattern to examine at least a part of the encoded
watermarked data for the presence of the watermark pattern.
30



(b) of generating the watermark pattern fromwatermark data and a key. 15.
A nethod according to claim13 or claim14 in which the part of the 5
encoded wat errmarked data is sel ected based on properties of the encoded
wat er mar ked data. 16. An method according to any of clains 15L9%0 MSEn
which step (b) includes calculating a correlation between the watermark
data and the part of 10 the encoded @rmar ked data, and determning if
the correlation is above a threshold. . A nethod according to any of
claims 13 to 15 in which step (b) includes conparing the val ues of
different ones of the predetermned itens of the 15 encoded wat er mar ked
data. 18. A nethod according to any of clains 13 to 17 in which step (b)
i ncl udes slbt r Axmethod aereidirg tnelaime d 3fdftbeheenetsing@asteprtelaisoHapP ng

et ot ((18egeeRthg O WGk batefR b WalintiRuBidandd k. o

apparatus f ernmark 1'n data, 1nc a processor
arranged to: (i) performan independent conponent analysis (1 CA) using the

data to derive a transformpatrix for extracting fromthe data the
anpl i tudes b¥ 2_5{*6’&#883&99@ g i elagala Qlplm L) @’E‘%é‘?i&%ﬁ?@hﬁy; ual ly

| ndepengentencodelwSBfifAfkdd Gatda Setéztdilbddby & PRICHIE BRiel encddeldi ) modi Ty
at least a portion of the encoded data using a waternmark pattern, and (iv)

decode t he wateamasiathdata. i nverse of the transformmatrix to obtain 30
wat er marked data in which the watermark pattern is enbedded. LLOYD WSE 39

16.  An method according to any of claims 13 to 15 in which step (b)
includes calculating a correlation between the watermark data and the part of

10 the encoded watermarked data, and determining if the correlation is above a
threshold.

17. A method according to any of claims 13 to 15 in which step (b) includes
comparing the values of different ones of the predetermined items of the

15 encoded watermarked data.

18. A method according to any of claims 13 to 17 in which step (b) includes
subtracting from the encoded watermarked data corresponding values of
encoded data obtained in step (ii) of claim 1.
20
19.  An apparatus for embedding a watermark in data, including a
processor arranged to:
(i) perform an independent component analysis (ICA) using the data to
derive a transform matrix for extracting from the data the amplitudes of
25 components of the data which are statistically mutually independent,
(ii) encode the data using the transform matrix,
(iii) modify at least a portion of the encoded data using a watermark
pattern, and
(iv) decode the data using an inverse of the transform matrix to obtain
30 watermarked data in which the watermark pattern is embedded.



20. An apparatus according to claim19 in which the processor is arranged
to performthe ICA using multiple patches of the data. 5 21. An apparat us
according to claim20 in which the processor is arranged to QEQ§Q5@$§
princi pal conmponent analysis of a matrix forned using the patc t he
data. 22. An apparatus according to any of clains 19 to 21 |n whi ch the 10
processor is arranged to order the conpgﬁents by their anplitudes, and

sel ect conponents having anplitudes within in one or nore anplitude
ranges. 23. An apparatus according to claim?22 in which the sel ected
components are in a nmedium anplitude range. 15 24. An apparatus accordi ng
to claim23 in which the processor is arranged to select the portion of
the encoded data based on a conponent similarity criterion. 20 25. An

appar at us aggor dAH%gg)%dﬁtw #fgogti ﬁ¢ fﬁsaléﬁnt@ ﬁdwﬂlgﬁ t é RIBRE &) |§%rr§r'{§gge dat a.

26. An apparatus a whi'ch 1'nclu ecorrpr essi means
for obtai ni togperferm ﬂml@NaSmgbyuhiptsopmcbssoﬁmeodntpr essed image 25 data,
and conpression neans for conpressing the waternmarked i mage data. 27. An
apparatus according to any of clains 19 to 26 further conprising database

for storg ngyyat eARRIppaf#l8 a%eemﬁngi?é é‘lBﬁrﬁ?Ohﬁ'vﬂhé}gt nFﬁ%esg&es ARFRYS "

bei ng arr anged to gener ate at | east one seu orando attern
nmodul ate t ht® ;peyécum)ammmqbaotrmonentsam@iyslh@faanatrndpkmde\mmg.ﬂh@YD W SE 40

28. An appa or g to any of clainms 19 to 27 in which the portion
of the encoé%&“gat ﬁ? g%@di fied by adding the watermark pattern linearly to

it.
22.  An apparatus according to any of claims 19 to 21 in which the
10  processor is arranged to order the components by their amplitudes, and select

components having amplitudes within in one or more amplitude ranges.

23.  An apparatus according to claim 22 in which the selected components
are in a medium amplitude range.

15
24.  An apparatus according to claim 23 in which the processor is arranged
to select the portion of the encoded data based on a component similarity

criterion.

20 25. An apparatus according to any of claims 19 to 24 for watermarking

image data.

26.  An apparatus according to claim 25 which includes decompression
means for obtaining the image data by decompressing compressed image

25 data, and compression means for compressing the watermarked image data.

27.  An apparatus according to any of claims 19 to 26 further comprising

database for storing watermark data and a database holding a key, the

processor being arranged to generate at least one pseudorandom pattern,
30 and modulate the pseudorandom pattern using the watermark data.



5 29. An apparatus according to any of clains 19 to 27 in which the portion
of the encoded data is nodified to nake the val ues of groups of two or nore
itens of the encoded data differ by values which are in predeterm ned
ranges. 30. An apparatus for detecting the presence of the VaO¥DrymiSk
pattern in 10 watermarked data derived froma nethod according to any of
clains 1 to 12, the apparatus conprisiQ@ a processor arranged to: (a)
encode the waternmarked data using a transform matri x encodi ng properties
of the waternmarked data, and (b) using a watermark pattern to exam ne at

| east a part of the encoded 15 watermarked data for the presence of the
wat ermark pattern. 31. An apparatus according to claim 30 in which the
processor is arranged, before performng step (b), to generate the

wat ermark pggt erﬂnfdg%’é‘rmtsedcﬁﬁfd:jﬂg ?025\6%?2 Ia?nl‘éqg-to%i Qhich tﬁ@@gg@hus

according to claim or clarm art of the ‘en

wat er mar kedoftheaencoded|data ésimvalifed mnagdiogdhe waderohark patient Goeatly to it.
wat er mar ked data. 25 33. An apparatus according to any of clainms 30 to 32
in which the processor is arranged to performstep (b) by calculating a

corr el atg ongbet WRRHppahgtusceb Al t@éh?oﬁ@l@irﬁ@q oRarA7 iAfwhibR tss peARA
wat er mar ked data, and determning if the correlation is above a threshol d.

LLOYD W SE ofthezncodgdaiaiainmedifiadcioraake theovalugs of graupsnf t8o arane® i n
val ues of clPMELI ehiedéd BAGSArLPLRERLBETITERBre Moigtefdtifid Rehdet”
wat er mar ked data. 5 35. An apparatus according to any of claims 30 to 31 in
whi ch the 30. An apparatus for detecting the presence of the watermark pattern in
10  watermarked data derived from a method according to any of claims 1 to 12,
the apparatus comprising a processor arranged to:
(a) encode the watermarked data using a transform matrix encoding
properties of the watermarked data, and
(b) using a watermark pattern to examine at least a part of the encoded

15  watermarked data for the presence of the watermark pattern.

31.  An apparatus according to claim 30 in which the processor is arranged,
before performing step (b), to generate the watermark pattern from watermark
data and a key.

20
32. An apparatus according to claim 30 or claim 31 in which the part of the
encoded watermarked data is selected based on properties of the encoded

watermarked data.

25 33. An apparatus according to any of claims 30 to 32 in which the
processor is arranged to perform step (b) by calculating a correlation between
the watermark data and the part of the encoded watermarked data, and

determining if the correlation is above a threshold.



processor is arranged in step (b) to subtract fromthe encoded water mar ked
data correspondi ng val ues of encoded data obtained in step (ii) of claim1l.
36. An apparatus according to any of clains 30 to 35 in whi CLFI' he part of
10 the encoded wat ermarked data is sel ected based on pr opert'LQ D 1SEhe
encoded wat er mar ked dat a.

41

34. An apparatus according to any of claims 30 to 33 in which the
processor is arranged to perform step (b) by comparing the values of different
ones of the predetermined items of the encoded watermarked data.

5 35. An apparatus according to any of claims 30 to 31 in which the
processor is arranged in step (b) to subtract from the encoded watermarked

data corresponding values of encoded data obtained in step (i) of claim 1.

36.  An apparatus according to any of claims 30 to 35 in which the part of
10 the encoded watermarked data is selected based on properties of the

encoded watermarked data.



