
establishing a BLE connection with a target IoT device

after establishing the BLE connection, sending a session key request message

to the target IoT device in one or more packets according to a preset

communication data protocol and a packetizing protocol, in which a data

structure of the communication data protocol comprises: an operation code, a

function point ID, and function point data

after receiving a session key returned by the target IoT device, generating

encrypted network configuration information based on the session key
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sending the encrypted network configuration information to the target IoT

device, so that the target IoT device performs network configuration binding

according to the encrypted network configuration information
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send a request for network configuration binding token information to a

server

after receiving the network configuration binding token information fed back

by the server, encrypting the network configuration binding token

information, a pre-determined service set identifier (SSID) and a connection

password of a router according to the session key, to generate the encrypted

network configuration information
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after determining that the target IoT device receives the encrypted network

configuration information, querying a server on whether the network

configuration binding is successful by poll

in response to receiving network configuration binding success information

fed back by the server, displaying first information indicating that the

network configuration binding is successful
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searching for a BLE broadcast frame, in which the BLE broadcast frame

carries a device ID, a MAC, and an APP ID

in response to detecting the BLE broadcast frame, determining whether the

BLE broadcast frame matches the APP terminal according to the APP ID

in response to determining that the BLE broadcast frame matches the APP

terminal, querying the server on detailed information of a corresponding

device according to the device ID, in which the detailed information at least

includes an initialization key
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after obtaining the detailed information, displaying a list of alternative

devices
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determining an IoT device in the list of alternative devices as the target IoT

device according to a selection input of a user, and establishing the BLE

connection
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establishing a BLE connection with an APP terminal

after establishing the BLE connection, receiving a session key request

message sent in one or more packets by the APP terminal according to a

preset communication data protocol and a packetizing protocol

assembling the session key request message according to the packetizing

protocol, and splitting an assembled message according to the communication

data protocol to obtain an initialization key of the IoT device
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verifying the initialization key, and feeding back a session key in response to

a successful verification
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after receiving encrypted network configuration information that is encrypted

according to the session key and sent by the APP terminal, performing

network configuration binding according to the encrypted network

configuration information
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decrypting the encrypted network configuration information according to the

session key, to obtain network configuration binding token information, a

SSID and a connection password of a router, and sending a reception success

signal to the APP terminal

sending a networking request to the corresponding router according to the

SSID and the connection password of the router

after successful networking, sending a registration or login request to a server

according to the network configuration binding token information
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after receiving a request for network configuration binding token information

sent by an APP terminal, sending the network configuration binding token

information to the APP terminal

in response to receiving a registration or login request sent by the IoT device

after successful networking, performing a verification according to the

network configuration binding token information carried in the registration or

login request

performing a registration or login process of the IoT device in response to a

successful verification, and binding the IoT device under a user name of the

APP terminal
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APP device platform

after entering a network
configuration state, initiate

broadcasting

after entering a network configuration process,
continuously input the SSID and the password of

the Wi-Fi router

search for a BLE broadcast frame

search is successful, obtain a device ID, a MAC, and an
APP ID in the BLE broadcast frame by parsing

query detailed information of the device

select the device, click it to perform network
configuration, and use the initialization key to initiate

the connection

verify the initialization key and return the session key

obtain network configuration binding token information
using the device ID and the user token

network configuration binding token information

send a network configuration information reception
success signal

query a device binding situation by poll using the
network configuration token

networking using the SSID and the
password of the Wi-Fi router

register or login, submit the network
configuration binding token

feed back a network configuration binding success
message

send the SSID and password of the router
encrypted with the session key, and the network

configuration binding token information

APP device platform
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first processing module 901

second processing module 902

third processing module 903

fourth processing module 904
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fifth processing module 1001

sixth processing module 1002

seventh processing module 1003

eighth processing module 1004

ninth processing module 1005
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tenth processing module 1101

eleventh processing module 1102

twelfth processing module
1103

FIG. 11
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