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WO pws2G0en [ 0001] The present invention rel at eBCT/US100€005472
field of comruni cations systens, and, nore
particularly, to client -server comuni cations and
rel ated nmet hods. Background of the Invention [0002]
One way in which applications comrunicate with one
another is to use a client -server relationship. In
such a relationship, one application functions as a
client and provides an interface to the user. The
ot her application is the server application, which
resides on an application server and is responsible
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functions as a clien and provgges an 1n{erface to the

user. The other application is the server application,
which resides on an application server and is
responsible for the majority of computation and/or data
processing.

[0003] This client-server relationship can be
extended to World Wide Web applications where the
client application (typically a Web browser) and the
server component (a Web or application server on the
Internet) will interact. One approach for Web-based
client-server applications to communicate with one
another is to use hypertext transfer protocol (HTTP) as
a request-response protocol. Traditionally, HTTP is

used on the World Wide Web for browser clients to



may have access to proprietary corporate databases

whil e using his desktop conputer in his office.
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(e.g., the user is on the road) , he may still require

access to such functionality. [0005]_ Modst conputing
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cor porvarenpenhi frastagtalaredl esenhapapesdndethee. In

particular, Se Ml is is typically accomplished through the

use of a firéwall, for example. Furthermore, some
computing environments further restrict outbound
network connections to access only HTTP services. This
makes it difficult, if not impossible, for a roaming
user to access important functionality or services from
his protected computing environment.

[0006] The problem is perhaps most prevalent for
home-based users. For example, it is difficult for
users to connect from their personal computer at their
home to their corporate servers at work. A dial-up or
high-speed Web-based connection often requires client
software on the home machine and/or a secure token for
authentication. Furthermore, most corporations may not
support corporate access using personal computers.
[0007] Various prior art approaches have been
developed for allowing users to access information from

outside a protected computing environment. By way of



nmessages that arrive in a user' corporate inbox are
encrypted and then delivered via the Sycmmetry Pro
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[0009] In view of the foregoing background, it is
therefore an object of the present invention to provide
a communications system which provides enhanced client-
server communication features and related methods.
[0010] This and other obje;ts, features, and
advantages in accordance with the present invention are
provided by a communications system which may include
an application server and at least one communications
device for processing requests from one another. The at
least one communications device may process requests
using a hypertext transfer protocol (HTTP) client
application, for example. Furthermore, the system may
also include an HTTP server for interfacing the HTTP
client application with the application server. The
HTTP server and the HTTP client application may format
requests to be communicated therebetween via the

Internet in an HTTP format, and each may provide



requests recogni zabl e by the other for authenticating
the application server and the HTTP client application
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state informati on may be a gl obal " uni que identifier

(GUt@ymunications device may be located within the
protected environment (e.g., a user’s desktop
computer). Since the HTTP client application and HTTP
server communicate using HTTP requests, the HTTP client
application and HTTP server may advantageously
communicate through a network port reserved for
Internet traffic (i.e., HTTP formatted requests and
responses). Thus, a user may access the communications
device and various applications or information (e.g.,
e-mail, calendars, contacts, etc.) which may otherwise
be blocked by a network firewall. Moreover, use of the
first and second URLs allows the HTTP server to more
readily distinguish and manage requests coming from or
going to the HTTP client application.
[0012] More particularly, the additional state
information may be a global unique identifier (GUID)
associated with the HTTP client application.
Additionally, the HTTP client application and the HTTP

server further provide sequencing information with the



associated with the HTTP client application.

Additionally, the HITP client application and the HTTP
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theHTTP formatted requests. The sequencing information

advant ageously allows a given response to be matched
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HTTP formatted requests communicated between the HTTP
server and the HTTP client application for
authenticating the application server and the HTTP
client application to one another. The respective
additional state information of the HTTP server and the
HTTP client application may be recognizable by the
other. Moreover, at the HTTP client application, a
first universal resource locator (URL) may be requested
from the HTTP server for accepting work requests from
the application server, and a second URL different from
the first URL may be requested from the HTTP server for
responding to work requests from the application
server.

Brief Description of the Drawings

[0014] FIG. 1 is a schematic block diagram of a
communications system in accordance with the present

invention.



respondi ng to work requests fromthe application

server. Brief Description of the Drawings [0014] FIG
wda2008/0z003themat i ¢ bl ock di agram of a comuni caPCDIS2004/005472

systemin accordance with the present invention.[0015]

FIG 2 is aflowdiagramillustrating a client -server
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[0017] Generally speaking, the present invention
allows an HTTP client to act in a server capacity while
still following accepted HTTP client behavior. The
invention thus advantageously allows a client
application in a user’s protected computing environment
(e.g., a corporate network) to establish a secure
connection with an Internet service and then respond to
requests from an authenticated user (e.g., the user’s
home computer or wireless communications device).
[0018] Referring initially to FIG. 1, a Web-based
client-server communications system 100 is first
described. The system 100 illustratively includes an
HTTP client or client application 104, located in a
protected computing environment 106. By way of example,
the protected computing environment may be a corporate
network 107 having a plurality of communications
devices 108a-108n (e.g., personal computers (PCs))
connected thereto, and a firewall 72 for limiting

external access to the network, as will be appreciated



client -server comunications system 100 is first

descri bed. The system 100 illustratively includes an
wOoiI0bRozdoBENt or client application 104, | ocat ePlCT/NSH04/005472

protected conputing environnent 106. By way of

exanpl e, the protected conputing environment nmay be a
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HTTPoG18Ent appéi BATPoal 14t capplncetes 104 communicates

bi-directionally with an HTTP_server 102 ich . in the
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environaRnt o 106p 141 85t 86t b 0LET ARE A0S cEOEd CXaHPhLing
The” HTTP server 102 illustratively conmunicates wth
an appircaméoh $8pveviaotheolneernevel®d?, pfotessampye. The
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computing environment 106. Accordingly, the application
server 101 may be for performing e-mail delivery or
aggregation services using the HTTP server 102 to
provide an interface to a user’s communications device
108 within the protected computing environment 106, as
will be described further below. Of course, other types
of data may be accessed as well, as will be appreciated
by those skilled in the art. A user could then access
the e-mail (or other) data collected by the application
server 101 via a home computer, wireless communications
device (e.g., a personal data assistant (PDA)), etc.,
as will also be appreciated by those skilled in the
art.
[0020] In accordance with the invention, the HTTP
server 102 and the HTTP client application 104
preferably follow accepted HTTP server-client behaviors

and/or relationships. This allows the two to



will be described further below. O course, other

types of data nay be accessed as well, as will be
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then access the e-mail (or other) data collected by

the application server 101 via a home conputer,
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This establishes a semi-permanent connection that is
available for the HTTP server 102 to use for accessing
the HTTP client application 104 without being blocked
by the firewall 72.

[0022] More specifically, the application(s) running
on the application server 101 is now able to access the
HTTP client 104 from outside the protected computing
environment 106 by making a request to the HTTP server
102. When an the application server 100 makes an
indirect request of the HTTP client application 104 via
the HTTP server 102, the HTTP server 102 in turn
formats that request into a valid HTTP request. This
request 1s then encapsulated into an HTTP response to
the HTTP client application 104. The response includes
a header section, which includes both data reguired by

the HTTP specification as well as additional state and



the HTTP client application 104 w t hout being bl ocked

by the firewall 72. [0022] More specifically, the
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is now able to access the HITP client 104 from outside

the protected conputing environnent 106 by making a
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includes a full HTTP response.
[0024] In accordance with one particularly
advantageous aspect of the invention, the
communications device 108a may function as a shared
interface allowing the application server 101 to also
access user accounts associlated with the communications
devices 108b-108n. That is, since the communications
devices 108a-108n are connected in a network
configuration (such as a local area network (LAN) or
wide area network (WAN), for example), these devices
may potentially access user account information stored
on the network 107 (e.g., on a network server), and/or
on one another, as well as other network data, as will
be appreciated by those skilled in the art. By way of
example, the user accounts may be e-mail accounts, but
numerous other types of information such as

address/contact data, calendar data, etc., may also be



includes a full HTTP response. [0024] In accordance
Wi th one particularly advantageous aspect of the
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provi de a "gateway" for the application server 101 to

accd992%der aleoning associianedlw e &fker 2, a flow

co [ [ [ 1 - .oas. wihl . he

o pP AR, T iR 8R! TRE b B ol 80 sonpgct, he
wi | HTalps @ lhenapppediated ohhd4a teephrcatie@ THT SBrokireAD2 is

application 104 could be installed on one or nore gf
flow

t he "Gth &le SEEHRAI- cXECORS dEGi désUEEEE toF0BROCPFS

desiyeed nd G@d2l-kTvo0ing taddigtrirenall ¥ nt0 abb®i cdtidnf oW is
diagramillustrating the decision path to connect the
HTTRnsltiadidtedappl ithat conmip4 cegicvhe HETRCsed P8R 102the

nom@%%&%kk%%dbo%%ﬁ%&%gt%%v&&%%%%%%ta%Gpr%%e%%th%Wbe noted
that in some embodiments the HTTP client application
104 may instead be installed on a network server, for
example, and provided the shared or common access
functionality for multiple communications devices as
described above. The software could advantageously be
downloaded from the service provider hosting the HTTP
server 102 and application server 101, for example. For
purposes of the present example, it will be assumed
that the HTTP client application 104 is installed on a
user’s desktop PC in the protected computing
environment 106 (i.e., on his desktop PC at work).
[0026] Upon installation, the HTTP client
application 104 is assigned a GUID, which is saved in a
knowledge base (not shown) accessible by the HTTP
server 102 and/or application server 101. The HTTP
client application 104 supplies this GUID in all

communications with the HTTP server 102. The decision
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begins (Bl ock 200) , the HTTP client application 104

is installed on the communi cations device 108a in the
w@e@seztad conmputing environnent 106. It shoul PCTD®S2004/005472

noted that in sone enbodi nents the HITP client

application 104 may instead be installed on a network

ser vépy Pegisgaifpitd, tAgd Usesvirdediile askgsed odr odoimen HTTP

acc ngt.i ity f ti-pl.e i i :
Sov RS el B U LB OGRS 200 1
adv ahageousicy cbe coopwnitdade énfriaonike ts 406, cetpBiwicde 201 .
hosting the HTTP server 102 and ap Ii% &ion servyer

101 FfFo P*EXRAFI e PO M S5 PEYed U5t ?‘ﬁe g Es &t SBkanpl e,

It widdiikatassuned uRah tikevhihtPreki et iapplficgathen evening
104 is installed on a user's deskto% PCin the _ .

pr oectied eanpEtiengeshvierdedentthe08IIP. €licpt Rpplication
des p t rk). 6]. Y i al_l.at he

T O B2 SR e A T B sy ahod "2 "6B1 B0 gn B1o°k
I s 282%¢dannl ddendilfédge ihasd f( notl gskdwn pyacopediving e
the HTTP server 10 d/ or application server 1Q1.

HTTE UG a0 e 20800 1064 TR B 6 AN EEPGHE i a0 ]
commpRinCaliRRs W th fihe tHEER isakwer ukd2toTh@dicate that it
deci si onfl ow begins with the user running a session of

t he IETTRaclyi &t aawisibitc acirdn rEQE S St keNdowgp dtrioRy the HTITP
devg%%v% 8305” the protected computing environment

106,” at Bl 6¢ck "201. For exanple, the user may run the
HTTROOI27¢nt applel catliPorek@4rupo2 tchavi peg rifloemsf fice

for the evening or for an extended periqQd. The HITP

cl i EMERERBIHCEALO8N TR0 £ NGPEISs 3a SEGRREST dn OGRS 1gFTPat

servwank02o0gat 1B Qtle 202heand dadebihi sheedds®s! fthe HTTP
uni quely by supplying the GU D, at Bl ock 206. The HTTP

cl i esrvagplid@atihem 164 tishdior @questonseli edt Bdedgikcailed If

EE:&.%%%ﬁb%%%hgc%ggk¥{#ghafgg%d%aggu%%Pee%sg%%kis provided
(Block 210), and the HTTP server 102 loops back to the
original starting point (Block 200). The HTTP server
102 does not proceed until a successful authentication
is registered.
[0028] As noted above, once a successful
authentication is accepted, the HTTP server 102 waits
for a response, at Block 212, and then determines
whether there is a timeout, at Block 214. If there is a
timeout, the HTTP server 102 then determines whether
the HTTP reply is received, at Block 218. If there is
no timeout, the connection is closed (Block 216), and
the system loops back to the step illustrated at Block
202.
[0029] If the HTTP reply is not received, the
process also loops back to the step illustrated at

Block 202. If a reply is received, the HTTP server 102
unpacks the embedded HTTP reguest, at Block 220, and
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server 102. [0027] The HITP server 102 then perforns
aut hentication to ensure a successful connection, at
w@Bk@sk2@88. |f the authentication succeeds, theCHUII04/005472
server 102 then waits for a response, at Block 212. If
the authentication fails, a failure nessage is
pr oPF@EE SEBFoERe2 TERUCSEndaEhBLPFFP238r vERC18PPL dERE 10N
baC eEQeEh§o§ %Qgﬂ?EsSEﬁBE'Eﬂepgbghe§§'9§kcéﬁ9%g f%Bﬁ a
server 10 oes not procee ntil a successfu
authaﬂhdcaﬂuentlappégcatébedby[@@2B}e#Asgnbhedaapoupriate
onc ccess% autg Btlc tion ig accepted, .t he HITP
cor GUTD1BEOTERE KPVAS g§p ASE: APepPBRKIS5ICHpgerver
thenodeka@&lﬁgﬁe@hatméqubeereolaT@ptbaee@k 16k, Bigekuding
214. If there is a tineout, the HITP server 102 t hen
detéhﬁlﬁ@éthghﬁeﬁTFﬁeSHITPrréB?ytp§nﬁeééﬁvéﬁPlaFatlon

Bl o¢. r n he n

ol odeattarotR 518 T2 iRa ke Ty dbastr 0308 Back-Fae, Raet

stemeqbbasttateﬁeaHTBPocklaﬁE app028pktlibnt kiR TRas the
ply is noﬁ recei ved, the process also | oops back to

thelQFgﬁlFP u§Pilted at Block 202. If areply is

recqioped) thetHITETser veh 402 4ppacksibheieabeddgdperforms
HTTP request, at Bl ock 220, andprocesses the request,

at Bh@cxegzzstEﬁewagbbugath@ﬁSSéheereﬁg@ténsaﬁdscrﬁates an
the &%%U%%gﬁ bRsEOMLRRA LA 3542l iloClingal apRhical i on

retri évi é approprla f rom t now edge
basappIheaanphlaaulonnSatVerth@lHﬂmenseake$ 302eqmeqUests
to HTTP server i ncl udi_ng the GUI D.

he
ser@eﬁef@?dtHﬁﬁsdﬂﬁéeéﬁﬁl|g59Poﬁh?e6&§§F tﬁt6n319§F?dthat

HTTR+r @quests, t@ngeﬁerB@EQSrEQﬁﬁtgegﬁgﬁgrt@hEHengEEng
client application which has t

work, and encapsulates the results as a valid HTTP
response within the body of an HTTP request.

[0031] The HTTP client application 104 then
determines whether an HTTP connection is open, at Block
226. If it is open, the HTTP client application 104
sends a request for the second URL, at Block 232.
However, if the HTTP connection is not opened, the HTTP
client application 104 opens another HTTP connection
(Block 228), authenticates the information (Block 230),
and then requests the revised URL (Block 232).

[0032] After the HTTP client application 104
requests the revised URL, the HTTP client application
sends the HTTP response as part of the HTTP request
body, at Block 234. The HTTP client application 104
then determines whether the HTTP connection is still
open, at Block 236. If it is opened, the HTTP client
application 104 loops back to the step illustrated at
Block 204 to request the URL. If the connection is not
open, the HTTP client application 104 loops back to the

12



identical GU D. [0030] The HTTP client application 104
then perforns the requested work, gathers the results,
w@ees02®at es an HTTP response, at Bl ock 224. TPeT/BR20P4/005472
client application 104 contacts the HITP server 102,
requests a second URL different fromthe first to

i ndisc&@Pe itldats tivg tRics Rds Ble cker@2p &6k CPesuIthe HETRer

th ' , | , |

L EAEREIG O N RRCRRNY BeBRatRe shemlns 2o @

r eqUeN33][ 003 ManTheddE R celtiients appl otatirornbdditleans of

det er m nes whet her , HTTP connectign is open, at, ,
Bl o238 VSRR 10D 1 T &I 8 IPFPTRCeRE SBR iR in
104 tsends-ta h%%%ﬁtthfeo hehke 13 eeNdnRke aa;hi%lc?%c ?ﬁ%%%-nted

However, if the HTTP connection is not opened,

HTTRIc [Ghentf ogggioiiest ides crosptépass aadother agFpriated
con I (Bl .. aythenti t infQrmati on
(Bl SR A R Faqdsets TheS Brred DAL (BFock
232)inven@032)] 1Af hert tdee bT TRmdieentt cafplel eaticdt 1804
requests the revjse UR%& the HTTP client applicatiaon
sen&é‘%toﬁ’é“ﬁﬁrs FeSi5017$E%as sy et TREHITFFR rogfesid
bodymlqiBleels 234 iThendEP &) ibent n2Rldeeatii@h 1104 he
t hen determ nes whether the HTTP connection is stil
opescome Blifodhe23@prended dlaipwened, the HTTP client
application 104 | oops back to the step illustrated at
Bl ock 204 to request the URL. If the connection is not
open, the HTTP client application 104 | oops back to
thestep illustrated at Bl ock 202 to open the HITP
connection, and the process repeats itself. [0033]
Many nodifications and ot her enbodi nents of the
invention will come to the m nd of one skilled in the
art having the benefit of the teachings presented
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in the foregoing descriptions and the associ ated
drawi ngs. Therefore, it is understood that the
WO pooéq2dodn is not to be limted to the specifiBCT/US2004/005472
enbodi nents di scl osed, and that nodifications and
enbodi nents are intended to be included within the

scope of the appendSth|VHIH FHRCHAMED |25 CLA MED | S:
1. A conmunications system conprising: an application
server and at | east one communications device for

processi ng request & fcoomeaneaariohizesy ssaimd catplréeashg:
one communi cations devi ce processi ng requests using a
hypertext trarsf &P &8% CRFTeY gpdeﬁg Zﬁﬁ?icﬁ?gon;

and mdhERa%80Her e dentreld 3eiore s3aing HELRegkiseRt-om one
application with said application server; said HITP
ser v tied s siad HEEP lelisénongp glonsaniicn tiensatevage

req ts .t e i_cat t he [
SOUSRER 00 SN AL IS ERRLISED. Yuab¥ee prococon
addi (HTOPal Stizne iapfdrinat-iion ;Wahlkl t he HTTP formatted
requests recogni zabl e by the other for authenthatin%

the applicati 6% SEiverSaNGts&icd ATEPILRCEne said HTT

appldicatiton g iene idpothen; ssaigd HFIR Gkiient server;
application requesting a first universal resource
| ocat or (URL) srieimbgdiEd sEHFTR s @ngesafigr HEEEepiliimg twor k

UR) riomSaTd T , |
o SBER R TR o s STy ¢F R PP ery s

HTTR heeterert wean respamnd ngtieanstr Knr equestTe foemasal énd
application server. .. .The communi catj ons system of

a aiefch BRGPaiH Peh @ B P eHaR SR & ATRFBR RO oL R the
COMYTTECF Amatted requests recognizable by the other for
authenticating the application server and said HTTP

client application to one another;

sald HTTP client application requesting a
first universal resource locator (URL) from said HTTP
server for accepting work requests from said
application server, and requesting a second URL
different from the first URL from said HTTP server for
responding to work requests from said application
server.

2. The communications system of Claim 1
wherein the additional state information comprises a
global unique identifier (GUID) associated with said
HTTP client application.

3. The communications system of Claim 1
wherein said HTTP client application and said HTTP
server further provide sequencing information with the
HTTP formatted requests.

4. The communications system of Claim 1

wherein said HTTP client application and said HTTP

14



gl obal unique identifier (GQU D) associated with said

HTTP client application. 3 . The comuni cati ons system
wo@RooShziosT 1 wherein said HTTP client applicatipCI/asmo4/005472

said HTTP server further provide sequencing

information with the HITP formatted requests. 4. The

conmif et i fongnasy sthematd i el stedreei i fsgimp ¥prp as  HITP
cli igaf i sal TP r
addiq{glaodaﬁi%lp;J sébg'{ elcgllsrﬁg‘%()]érjc n%?él g{n@s ]ﬁg‘?}é@#eiag er:%%egérjces )

respective HTTR foried tegumeguestisonss sysfwen of Claim 1
co ni cations, systemof Caim1l wherein said at, | east
one WEHHRMT CRIGIE VA Te T8 WERH & Prigtbe ey ice Lo
CONpHtdHIh N A mEd  &mphie i A Al ans, syst em of
Caim1 wherein said HTTP server and said HTTP client
appl i cation cdmunilde evraita e matsten Aidtloar 1
for Jhu.erfacing amapnld.qatl Oé}hgsesfa""?{ }fﬂ&dp 4, jlggst one
conmuni cat'i ons device using a yperjt ext” transter

pr otaqgol 1 (HE?) emwericdtee wappltireatiraresertver and t he
at | east one I ent coe(r}rrﬁm' cations device for

processi ng request £ & Undt&EE L amd S RS &PRldgstion

one LORFEMNILR IS Je o PrRHeaT NG tiRAle e iUl NG 13Ty a
HTTP client application, the nethod conprising:
f or rfetRs Mg ¥te questsf e Mo teormun(EERd Ssetwesen thite

HTTR, ser.ver, .and T l.i.ent lication vi, e
| nt erne lcieaﬁ:l}%l é%}%%%raﬁ% ;Ehpe:]oavt?gl'lpeﬁgsccaéﬁllet ic\gnlgﬁnttgt ate
I nf crovmaturarcar itdng e WHICEP o matded sieguesigiests from one

communi cat ed between the HITTP server and the HTTP. |
cl i ERCEPH 1 T I Gt dRaFEntGRESTPURE AT & Vare
servyaro @k ithe HERsts using an HTTP client application,

the method comprising:

formatting requests to be communicated
between the HTTP server and the HTTP client application
via the Internet in an HTTP format;

providing additional state information with
the HTTP formatted requests communicated between the
HTTP server and the HTTP client application for
authenticating the application server and the HTTP
client application to one another, the respective
additional state information of the HTTP server and the
HTTP client application being recognizable by the
other; and

at the HTTP client application, requesting a
first universal resource locator (URL) from the HTTP
server for accepting work requests from the application
server, and reqguesting a second URL different from the
first URL from the HTTP server for responding to work

requests from the application server.
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client application to one another, the respective
additional state information of the HITP server and

W b@s#l0DB7 cl i ent application being recogni zabl BCHYS100€005472
other; and at the HITP client application, requesting
a first universal resource |ocator ('URnl’_?w) fromthe HTTP
server for accepti hoglqeés (G afifomh tierein the
applj i er, , i n .
o RS TR P rom s T tp o gp gpiaue
r es potedimdg iter WEHKL DY) e Gusessics. aftreaimwtibdy dgbped IHEEH odient
server...., The method of Claim7 wherein the additional
st atPRISY ‘'on conprises a gl obal unique identifier
(GUID) associ at.ed Wreh rih@ TR ¢iieft 7aERirteatd @RmpPising
The nethod of Claim?7 further conprising providing
s e q URGRST - T oh fssravepri Ca i il orire tHIPTP TTP
req%%t%% r Jmthod of CGaim7 wherein formatting
conprises formatting the additional state infornation
as HITP headerl®.f orhree sppetiodv @ fHCIR ifor/maiteed in formatting
requests., 11. The nethod of daim.7 erein the HITP
Sor VEREEHF et he R pEI PG CoHEnPCLeEm A oD
t he dtarmethe b2 r sTHR MTelhed @fi v #iTTp7 rehekeiRdt he Rlests.
| east one comuni cations device is wwthin a protected
conput i ng envildlonngfte method of Claim 7 wherein the HTTP

server and the HTTP client application communicate via
the Internet.

12. The method of Claim 7 wherein the at
least one communications device is within a protected

computing environment.
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