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Specification M x-Net System Technical Field 5 The

present invention relates to a m x-net technol ogy of
causing a plurality of organizations to, in
cooperation with each other, shuffle and decrypt a
plurality of input ciphertexts and output data whose
correspondence with the i nput ciphertexts is 10

unnoti ceabl e and, nore particularly, to a techni que of

elimnating the limtatignomnriheigngth of an input

ci phertext and, if one of a plurality of organizations

has not executed the comrgelec@pgkatinn, allow ng even

a third party to specify it and prove that fact. 15

Background Art M x-net is an operation of substituting

and decrypting the elenents of an input ciphertext

setpentecakuEhelfdiat t he correspondence between the

el ements of an output decrypted text sequence and

t hose of theTheppre2enti phgensirnsegiates becemysix-net

unnoticeable. [Prior Art (1)] In a conventional

m eFHEoleoePhodrusing a Pprbalihppafabbiganngagions to,

verification ag aratus is used to make_it pqgssible to

speti FSPRAT BF fahi Yht T ofi2Ghi ehhREs 2BURbEceRBEUFEFTYRE 2

caorrect, operation and s ec%% he fact %e 9.,

SR ot oht SURp f- pBRCRbE5B032 24585t {PaFar whee

1) Thi s '# d ribed with - .reference

L Tes BLEh BEs P ERER or TpBbEPeRER 150r oves

ot iceable and, more particularly, to a technique of
eliminating the limitation on the length of an input
ciphertext and, if one of a plurality of organizations
has not executed the correct operation, allowing even a
third party to specify it and prove that fact.
Background Art

Mix-net is an operation of substituting and
decrypting the elements of an input ciphertext sequence
such that the correspondence between the elements of an
output decrypted text sequence and these of the input
ciphertext sequence becomes unnoticeable.

[Prior Art (1)]

In a conventional mix-net, a method using a
proof apparatus and a verification apparatus is used to
make 1t possible to specify an organization which has
not executed the correct operation and specify the fact

(e.g., Japanese Patent Laid-Open No. 2002-344445

(reference 1)). This method will be described with
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substitution and decryption are correctly done. The
verification apparatus of reference 1 verifies that
the 5 proof executed by the proof apparatus is
correct. Wth the functions of the two apparat uses,

if the proof apparatus does not execute the correct
operation (substitution and decryption), proof fails,
and the verification apparatus can determ ne that the

proot 19, app Eakﬂﬁ hgs not correctly operated. The
proof apparatus and vérification apparatus of

reference 1 ] f ) d
operated as gﬂh% ;%-%E)g)tfl %?%%ﬁyée%%&%s%@eﬂ)&r V& vkeesy that

906uh st deter Bhneddi ReeeyLesBANdSRce. (i :
substitut?on/decrypt?onygppara?ug gfg% %tgggpféékeyThe

90derisigenesat ggphrafukhe rpieyatenkey 1996384 es that the
distributed to all participant apparatuses 903. Each
pastdcf pawecuappabgt Use9PB06MCEYPLET st uShakt dRlraielteXt with
902 having a predetermned |l ength by using the public
keyh®0dun@0i&ashosubbti tuti appdeatypkison igppacabuscFl2
substitutes and decrypts an input ciphertext sequence
oIBrraR tyandfessnot esechbentke correct operation
substitution/decryption apparatus 912 (processing
oofgubathi subher attdndpsryPepert edprooti falifly, obng the

pl ai nf ext sequence 911. 25 The substitution/decryption

apPar et YA 9h9n prigRRE2bYS GaRngetREMBRGotthappabat B oGt

reference 1 that the substitution and decryption
(ﬂﬁﬁ%ﬁﬁ%%%se§%%u?%g B?rr§c£#YsﬁPFr§F§dcorrect

S Er ot L

referebeerdncihe QEQOBsgéeEHt%Heb¥oﬁﬁgwing way and
operated as a mix-net as a whole. First, a private key
906 is determined in correspondence with each
substitution/decryption apparatus 912. A public key 901

. 1s generated from the private key 906 and distributed to
all participant apparatuses 903. Each participant
apparatus 203 encrypts a short plaintext 902 having a
predetermined length by using the public key 901.

Each substitution/decryption apparatus 912
substitutes and decrypts an input ciphertext sequence
913 and transfers it to the next substitution/decryption
apparatus 912 (processing 907). This operation is
repeated to finally obtain a plaintext sequence 911.

The substitution/decryption apparatus 912 proves by
using the proof apparatus of reference 1 that the

substitution and decryption coperations executed by



substitution/decryption apparatus. Even a third party
5 can execute this verification when it can prepare
the wverification apparatus. In the above nethod, the
| ength of the plaintext 902 that the partici pant
apparatus 903 can encrypt is limted to alnost the
sane as the length of 10 the public key. Hence, a

| onger plaintext cannot be processed. [Prior Art (2)]

In, ' | x- , h by _.Juels .

and JSkoneEen L E ket (PEORaRE D pSlTi bl & (i3 et ion
[ . chayi ' I t e . g.,

R R e e

205hrarpualk AGM ' on +Rrij nci f o ASt k| d
Conphe oy o, 3005t L Earey ok 3) PRI TS Rethed A

ci phektextitienb8ctRppt ibs %@?%&%Qu@! eRSIPE G132 Party
pl ai ntext by arbitrary secret key cryptography. Hence,

t heaheagthuok thesphkarhfexkti®Smeheparitd cddidrtpare the
limted. Additionally, in this nethod, if one of a

pl vealftiygabfionongaarazaticons to decrypt and shuffle

ci phertexts has not correctly executed these

oper ations, it ¢ae bodovpevicftined, 2hdbyldrigch of the

organi zati ons which execute encryption and shuffle in

coopetBteBh. IPBwebek, thet nert ipdpeptnappiawatus 903 can

cooperation with the plurality of organizations cannot

- SCEYRE| Y LhBibPHaRPzalMmestwiiheh sRAS Ret ther Adesgity of

exegute Ehe &%Ehe%text ogeration. The above

rel'aTi BRBAFD PV BERGBscri hBBIRIt R\ BEERENEE NG LFRG.

9.pgggeggéapet of reference 2
[Prior Art (2)]

In another conventional mix-net, a method by

Juels and Jakobsson is used to make it possible to
process a ciphertext having an arbitrary length (e.g.,
"An Optimally Robust Hybrid Mix Network, Proc. of the
20th annual ACM Symposium on Principles of Distributed
Computation, 2001" (reference 2)). In this method, a
ciphertext to be input is created by encrypting a

- plaintext by arbitrary secret key cryptography. Hence,
the length of the plaintext is not particularly limited.
Additionally, in this method, if one of a plurality of
organizations to decrypt and shuffle ciphertexts has not
correctly executed these operations, it can be'specified
by the organizations which execute encryption and

~ shuffle in cooperation. However, a third party not in

-cooperation with the plurality of organizations cannot
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5 operates in alnost the sane way as the m x-net of
the prior art (1) except that a |long plaintext 1002
may be input. In addition, the
substitution/decryption apparatuses can verify each
ot her whet her substitution and decryption have been
done correctly (processing 10 1014). However, any
third party cannot verify it, unlike the prior art
(1 i SCI r f_lLnvention Problens tq be Sol ved b
nspeah B PN BrBtne E PN Gh R P s o S artly Shecute
p'Hﬁ@'éi%h@? e XP gpgggkéghions to decrypt and shuffle
cip ts ﬁa

erte s not correctly executed these

oper ati ons, @h%h%%@v%a&%ﬁé%ﬁbnéﬁg?”Jﬂﬁﬂtqé”&é&%ﬁ%ﬁ%ﬁ with

that the specified organization I unaut hori ze

t hee péhencoand, rihi sonet had has-etPIPl&PLRal-d he

processi ble length of a ciphertext is 20 limted. In

t heppraoesaih &2hosthenpr eeassible dLrBth midf-rdt of the
ci phertext is not |limted. However, there is a

preblem s¢hat (Lf ereept ahpkumallichy @fla@m@aritzatiodnsdy be
decrypt and shuffle ciphertexts has not correctly 25
exeepited theseddpeiani ohbe anpsthitod iparidecrgptipeci fy

it by itself. It is an object of the present invention

t APRAZA BRSO B2RhVedlprr egchoospeci fredh e subisdriitzed on
or gani zati on when decryption and shuffl e of

ci PHErdexI¥rtipe Bowe %9% grueareryest 1or dRriorasisoms

It if anotﬁer ob#sct of the present invention 5 to

el 1t Hat e FRECYRHT t ARY ob oAt RETFEnGRRNGE yerify it,

unlike the prior art (1).
Disclosure of Invention
Problems to be Solved by the Invention

In the prior art (1), if one of a plurality of
organizations to decrypt and shuffle ciphertexts has nét
correctly éxecuted these operations, a third party can
specify i1t and prove that the specified organization is
unauthorized. On the other hand, this method has a
problem that the processible length of a2 ciphertext is

~limited.

In the prior art (2), the processible length
of a ciphertext is not limited. However, there is a
problem that if one of a plurality of organizations to
decrypt and shuffle ciphertexts has not correctly
executed these operations,.any third party can specify
it by itself.

It is an object of the present ‘invention to
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ci phertext. Means of Solution to the Problens A
partici pant apparatus according to the present
invention is characterized by conprising: 10 key
encryption neans for encrypting one of a plurality of
secret keys of secret key cryptography by one public
key of a plurality of substitution/decryption

appar atuses; data encryption neans for encrypting

i 1 b f the plurali K
o Y Ehen 2 ALK 008 B PRy Bhc oSk HE T RE ot 1 o

of e secre graphy: ption

”P§P§a£95a8§bﬁUhﬁéh”SeéryﬁﬁigﬁVghﬁeﬁﬁﬁf%E% %%V%£§%%%%§xts

by uSing a cryptographic” ha uncti'on~and éen

th@r@aébnéaﬁyeabﬁl@ﬂﬁl%@yPB@'bgggﬁngﬁiggg'plurality

of substitution/decryptiOn apparatuses; repeat nmeans

for repeatingcphecessithe OfohidRuUldd RGhA JAARIdHEX N A tion
a first input to the data encryption neans and

| npot &1 hginase suhseliLntaitiput nt €hd51ERgtHaLE a
encryption nmeans, preceding outputs fromthe data
enciyhéirovaxtreans, the key encryption neans, and the
hash val ue encryption neans a nunber of times equal to
- MeannechubbbutobnsubstheuPirobldmer ypti on
apparatuses; and output neans for outputting data
obt ai ned by ApPBEEISIRGNGf apipe negpsarcesandnoAto the
consolidating agparatus according to the 5 present
i RERtFoh 1RVeRataRt &Fi FRATBFLEsABRAsPigeaRprising:
arr angement %hich rece%yes a plurality of data,
verifies ey encryption means for encrypting one of a
plurality of secret keys of secret key cryptography by
one public key of a plurality of substitution/decryption
apparatuses;
data encryption means for encrypting given
data by one of the plurality of secret keys of the
. secret key cryptography;
hash value encryption means for calculating a
hash value of the given data by using a cryptographic
hash function and encrypting the hash value by one
public key of the plurality of substitution/decryption
apparatuses;
repeat means for repeating processing of
inputting a plaintext as a first input to the data
encryption means and inputting, as subsequent inputs to
the data encryption means, preceding outputs from the

data encryption means, the key encryption means, and the

hash value encryption means a number of times equal to
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authenticity of each of the data, and outputs only
data which is determ ned as authentic. A
substitution/decryption apparatus according 10 to the
present invention is characterized by conpri sing:

data di vision nmeans for diving each el enent of an

i nput data sequence into a secret key of secret key
crypt ography, which is encrypted by public key

cr 0 , da ncrypt.ed secret ke

crgg%ogpgg %,o%Sggggtgt%§§ﬁan%ﬁ§¥8ﬁﬁ%ﬂn%§?ﬁﬁ?3ﬂﬁﬁﬁ&:and
key cryptogr : 10 ans .for.
decrypting tﬁgnxgﬁéﬁs%%g%:%g%re %%g%ﬁ.t e %é%?%ﬁl@%@ by

Crypbegsaphy BY &nePrikake kewnQf the public key
cryptography; data decryption neans for decrypting the

20 encrypt ed pdadch o iusitigd N Slecd M ek S flg k&%/ {0
or

generate out put data; hash val'ue decryption meahs

ouppesthngiavevalive obt ahaedcRyrde@dypli k&8 sing an
encrypted hash value by the private kéy of the public

keyrcaypengnaphiyiicBSrhashveal ue pleriafiiaat icgh dajans dediifies
comparing the decrypted hash value with a hash val ue
ofaiheengenétst ed earbuvfdahe, daftat hendalougputai neilde data
- 6  outputting hash value acceptance, and if the
varlukeh gbs Aetcewinepdes sutpantiieg hash val ue
unaccept ance; out put data sequence generati on means .
for gener at PnGURSHARtdoqdEIFEE Witiicm comatiatgls arcording
sequence 5 elepents, only the output data for which
ag'%%p@%\%c%r?éeﬂsgfbﬁ?é%bﬁ%t hE RASKaGaPhd 2¢6r PYi CRMPGH Sing:
nmeans and whij r.e.correspondi i n.a.,sense qof hein
gener at ed frg%Ethl%lglon AT diving eaéﬁ e emé%t of
an input data sequence into a secret key of secret key
cryptography, which is encrypted by public key
cryptography, data encrypted by secret key cryptography,
and a hash value encrypted by public key cryptography:;
secret key decryption means for decrypting the
- encrypted secret key of.the secret key cryptography by a
private key of the public key cryptography;
data decryption means for decrypting the
encrypted data by'using the decrypted secret key to
generate output data:;
hash value decryption means for outputting a
value cobtained by decrypting the encrypted hash value by
the private key of the public key cryptography;
hash value verification means for comparing

the decrypted hash value with a hash value of the

generated output data, if the values coincide,
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sanme el enent data of the input data sequence, and
uniformy shuffling the elenents at randomto form an
10 out put data sequence; hash val ue decryption
authenticity proof nmeans for generating a hash val ue
decryption authenticity proof text as a proof text

whi ch proves that the hash value of each el enent of

t he out put data sequence is 15 almays a val ue obt ai ned

Y O P e DR e erice g L Has 4o
hasdr: valh uesiaLe batgue §n§°hggﬁ LA e%gg%%%g%sn Qash

val ue unaccept ance ut Icit FOO

generating achaghtvakye %@a%%%%%a e ULl 1ﬂé§q$/for

proof text as a proof text ‘which proves,
h&%me%ﬂt&mgeélﬁhﬁatB@Qu@ﬁ@@swﬁﬂbﬁub§ntﬁﬂﬁ%ceﬁ%aggéuence
that the output of unacceptance is aut hentic; and 25

ot lenemeansohdy theabiibgudndavthesti ¢hlivh @&@@btbﬁ&b is
fromthe hash value decryption authenticity proof

t et fhenhbké hatbevahaeceprafteaatibhenkiaist ynd which
proof text and outputting the authenticity proof text
arftF & Hee i peendara seqaeperseutpubefingnueheretiefutrom the
data sequence generation means. A verification
ap‘paé‘}%tedse%%r%%@ 6 the imppiedaht BAUBADCER BB

'cha terlzed@ rising: hash val ue decr¥pt|on
resdted

tFRA FbERSNFEr abeFRRGPRgtPhAPTR an
ted‘Qgs val ue contained in a hash val ue
decr?ﬁ% -

I on aut%%%??%??y

hash value decryption authenticity proof means
for generating a hash value decryption authenticity
proof text as a proof text which proves that the hash
value of each element of the output data sequence is
always a value obtained by decrypting the encrypted hash
value contained in a certain element of the input data
éequence, and the hash values are in a one-to-one
correspondence;

hash value unacceptance authenticity proof
means for generating a hash value unacceptance
authenticity proof text as a proof text which proves,
when the hash value verification means outputs
unacceptance, that the output of unacceptance is
authentic; and

output means for creating an authenticity
proof text from the hash value decryption authenticity

proof text and the hash value unacceptance authenticity



proof text coincides with a hash val ue obtai ned by 10
decrypting an encrypted hash value of a certain

el ement of an input data sequence, and the hash

values are in a one-to-one correspondence, if the

hash val ues coincide and are in the one-to-one
correspondence, outputting acceptance, and if the

hash val ues are not in the 15 one-to-one

correspondence, outputting unacceptance; hash val ue
coPRECdehEE v &P PEAE T hshrid g GruthsfHekfitthie proof text
deg %ahgg coi hcides with a hash val ue of

h
ATt S B R SotRd S To U R data

eacﬁ el erent &

ac%gﬁpgggg, %%r%%i%@?nl%%%,values do not 20 coinci de,

out putting unacceptance; hash val ue unacceptance

aut henticity p ugrifdical, verifyin hash
1ff§g¢é§h:%§§EEééﬁs a co%a%éb o) gh?

val ue unaccept ance aut y proof~ Tt ex a proo

5t eptreseRicCAnREONESNt Rat fQh-21%
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. t..of .§. nts
. & (%%?'b (ﬂQ?
of the 25 input data sequence, NTh ¢ rf%sgoﬁ'g't a

hash val ue fersHviizaind hies dvaghe M@k ug, o hci denge
verification neans outputs ‘unacceptance, the “output

of vama¢éeptannemesn8 faut hertifyind trhe pr eRicty@ded Shash
authentic, outputting acceptance, and if the proof
texelie gpatehestli ¢p achbpht valgeumaeespitdreea@iknticity
authenticity determ nati on neans for 5 outputting
acEEpPantextf epinkédeseméh of hialsd ivmiute ddtttmined by
seguence i f the hash val ue decryption authenticity
Vel PFT¥BEIBE ABaRBCHUPHEHS haskepeanee ofhidl ecttiaimast ement
val ue coanige ce verification neans outputs

ogagﬁ

acBeptanceP PREVRRSR v alNGe tE6 hgisdlefeédues are in a

verjfi Lon n
e&hé—ggloge gg%r%spondence, if the hash values coincide

and are in the one-to-one correspondence, outputting
acceptance, and if the hash values are not in the
one-to-one correspondence, outputting unacceptance;

hash value coincidence verification means for,
when the decrypted hash value coincides with a hash
value of each element of an output data sequence,
outputting acceptance, and if the hash values do not
coincide, outputting unacceptance; |

hash value unacceptance authenticity
verification means for verifying a hash value
unacceptance authenticity proof text as a proof text
which proves that for an element of the elements of the
input data sequence, which corresponds to a hash value
for which the hash value coincidence verification means

outputs unacceptance, the output of unacceptance is
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10 out puts unacceptance while the hash val ue
unacceptance authenticity verification neans outputs
acceptance, and if the output data sequence contains
only data corresponding to the el enments accepted by

t he hash value coincidence verification nmeans and al
the data, and 15 otherw se, outputting unacceptance. A
m X-net system according to the present inventionis

yster ng he p Ly _
SQ%%%%%%%%%%%%XF%%HE%@%? ﬂsg%g i %ﬁ%&'@%@ Cgp FRLRMGE ing
t i ti d i t he .20
LefecHDELLEL] | ORACEET KR, BEoBRPREAY.SE0 unANi nent ity

Sebid Hge PLRGESTL APt 2 880EM ahiyng and  publishing a
safety variable, an area variable of the public key

cryptographyautRenéh ' '@é@ﬂ | nd an
encryption function }c')ﬁf@tt?ﬁg%g?g?nelt efnf gr%%tdsonfoxa
Cr@mﬁﬁmwf¢ﬁg;at@é%t@hcé??Eb@gtﬁéo%ﬁéﬁbﬁg efr gerenaliRddata
and publishing the public key of each of the
plag@henge pf if -tBe Sabst rhlULeoALERGHYRbhORUthenticity
appar atuses, participation processing of inputting, to
eachribicaheopantans pantpapparatepeancehehsaketre hash
variable, the area variable of the public key

criat by raphycidercs ceypfbgahphincmbash buhptitenacceetance,
encryption function of the secret key cryptography,

t K publfhe Kegshiveben epinehdeprer dprifioption means
substitution/ decryption apparatuses, a plurality of

sEH R IRy BT ReR r e key LRy BEslr dphyie uBAGCgPtance

.Eﬂéygﬁéggimmich is. different for eacgpgarticipant,
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Clty verification means ou ts acceptance% and
if the output data sequence contains only data
corresponding to the elements accepted by the hash value
coincidence verification means and all the data, and
otherwise, outputting unacceptance.

_A mix-net system according to the present
invention is characterized by comprising the plurality
of participant apparatuses, the consolidating apparatus,
the substitution/decryption apparatuses, and the
verification apparatus, the system executing

initial setting processing of generating and
publishing a safety variable, an area variable of the
public kéy cryptography, the cryptographic hash
function, and an encryption function of the secret key
cryptography,

initial setting processing of generating and

publishing the public key of each of the plurality of
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causi ng each of the participant apparatuses to output
data to be input to the substitution/decryption
appar at uses, consolidation processing of inputting al

the 15 data to be input to the

substitution/decryption apparatuses, which are

obt ai ned by the participation processing, to the
consol i dating apparatus and inputting an output from

th onsol i dati a ratus as the input data
se%ﬁéﬁgé?uEéogdggﬁﬁﬁﬁg%ﬁﬁ6@%@Vﬁﬁqﬁ?%nocessing of
nputting the t..data sequence and the private ke

of the publ %@%gy%l@?a?cpjtoongrpa %f/eﬁso”banemgf“??]‘éttmg' Yo each
supst LL Ut Lanidect i ratuses.an sing t.h
substitut?on%gecFé%%i%%p%%%g%gfﬁg ?g%bg¥b§#3{ﬁ%“%b%%53’ the

255dabayaegHBnee odNgna %@ﬂHﬁEP%%ﬁ:éﬁ§f&&%ﬁ%ﬁ%ﬁ?téhe

proof text, integrated substitutionfdecr

PreegpsbhgaphitOhach Frepeatied y teeeWdedile function of
substitution/decryption processing whil'é exchangi ng

t hehsubstiéut ke degbyplgirephydPRAALND 1@ he Mesd deh of
i nputting an input data sequence as an output of the

cohkel pdaradntpr ofessbegiastd ohi/tetryptipu gatsaratuses, a
sequence, in which an input data sequence in first
substralitpnpleseypeicokepsoods shrgsesran ikeputcryiatayraphy,
sequence output fromthe consolidation processing, an

i npUE YaPdh2bteheshcEDiRbsdbsedddrrent for each participant,
substitution/decryption processing is an output data
10*8%quence of imedi ately preceding

substitution/decn¥Ption processi ng, .an out put data
causing each of the participant apparatuses to

output data to be input to the substitution/decryption
apparatuses,

consolidation processing of inputting all the
data to be input to the substitution/decryption
apparatuses, which are obtained by the participation
processing, to the consolidatihg apparatus and inputting
an output from the consolidating apparatus as the input
.data sequence,

substitution/decryption processing of
inputting the input data sequence and the private key of
the public key cryptography to one of the
substitution/decryption apparatuses and causing the
substitution/decryption apparatus to output the output
data sequence and a sequence of an authenticity proof

text,

integrated substitution/decryption processing

_10_
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sequence output fromfinal substitution/decryption
processing is a decryption result, an output data
sequence output from each substitution/decryption 15
processi ng except the final substitution/decryption
processing is an in-progress decryption result, the
authenticity proof texts output fromall the
substitution/decryption processing operations are

f d th
R S T
r%@ﬂ$é§331 yﬁhfegEQBﬁggg gegklc L% R 1%%&de%&%ptlon

out put , I cation pr sep ar at| ng

lrﬁbﬁaﬁﬁﬂuQuiﬁuBeoﬁsgacﬁ SHHEEEEHEgo%/dgﬁgﬂQtH%%a sequence

apparatus fromthe decryption res i n-progre
degs yit | @Rt peb bﬁsﬂhéscoﬁB@lﬁaﬁtgb%b%Eo%%%gg%%'%@t$ first

"proof text, inputting the input data sequence, the

outmpatt ok sequence, andwhhehauhhenpbhgl W thr geljukext in
of each - 11 substitution/decryption processing to

-t hiel neetr | $ulosit i out iappdearypriandpgagsisedngheés an input

verification apparatus to output one of acceptance _

arfth i sxe@peaee e Ubpdt nf xomet hdetensoidtiaai opr preseissdng,

of collecting 5 outputs of the verification

pﬁHbé§§NH@ 2 aPpauenBSt Lnusbakdaenypt i on processing
perations, if all results indicate acceptance,
%‘ﬁ%H@tﬂa%é%%ﬁx@tlaﬂdpreﬁﬁéwgelSoanpemcpﬁ@ data

unacce t ance Effqg of _the Invention 10 In the
preseft $hveht TERE %%EﬁlﬁaPF?E?gaﬁﬁ apparatus

CTEIPL S & BBl BLExby Yo DN 8 RERLeL Koy, Ol onats
sequence output from final substitution/decryption
processing is a decryption result, an output data
'sequence output from each substitution/decryption
processing except the final substitution/decryption
processing is an in-progress decryption result, the
_authenticity proof texts output from all the
substitution/decryption processing operations are
defined as a global authenticity proof text, and the
decryption result, the in-progress decryption results,
and the global authenticity proof text are output,

verification processing of separating an input
and output of each substitution/decryptionrapparatus
from the decryption result, the in-progress decryption
results, and the global authenticity proof text,

inputting the input data sequence, the output data

sequence, and the authenticity proof text of each

- 131 -



10

15

20

25

a public key, and sends the plaintext and public key
to a substitution/decryption apparatus. Wth this 15
processing, the limtation on the length of a

ci phertext to be processed can be elimnated. In the
present invention, a verifiable proof text using a
public key by each substitution/decryption apparatus
is verified by a verification apparatus using 20 the

lic. k MRi f I lity of i zati t
pUBlLg: ke AR Sheachl Al o srogmlesiions. e,
[.0C hird 1t ify it
cxgELed e ORETPLLOT % L 4 B9 o SOECLILL o

UNBYEPOE | 8RM. orBLLEELPERELT DLt QL AU AS 23471 0- 1

I's a block diagram show ng overa arrangement of

a m x-net Sy%ﬁ%ah%Qc@%Q%Qﬁi%%tﬁnghgﬁﬁﬁﬁggsiﬂd“5¥“ééyfecting

- 12 Fig. 2 is a block diagram W ng an

ars@ngenent fexnaPkeroFidaPabhi pirbalk sapRaratkUs 11
according to the first enbodi nent of the present

| nvang £ bt Fog/d8ckgpaibhogkodbagham shewaRdoal, 5f all

arrangenent exanple of a substitution/decryption

appesai us acdbcdbagatoephentér sbuephodimentcekpthace, and

present invention; Fig. 4 is a block diagram show ng

arPthe¥angenenutenbhphe whaaceptihiceati on appar at us

10 according to the first enbodi nent of the present

i e $onof FFge Bnvsnhiefock di agram showi ng an

arr angenent exangle of a participant apparatus

accor di ng In the present invention, each participant
apparatus encrypts a plaintext by using a secret key of
secret key cryptography, encrypts the encryption key by
a public key, and sends the plaintext and public key to
a substitution/decryption apparatus. With this
processing, the limitation on the length of a ciphertext
to be processed can be eliminated.

In the present invention, a verifiable proof
text using a public key by each substitution/decryption
apparatus is verified by a verification apparatus using
the public key. 1If one of a plurality of organizations
to decrypt and shuffle ciphertexts has not correctly
executed the operation, a third party can specify it and
prove that the specified organization is unauthorized.
Brief Description of Drawings

Fig. 1 is a block diagram showing the overall

arrangement of a mix-net system according to the present

invention;

- 12 -
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to the second enbodi nent of the present invention; 15
Fig. 6 is a block diagramshowi ng an arrangenent
exanpl e of a substitution/decryption apparatus
according to the second enbodi nent of the present
invention; Fig. 7 is a block diagram showi ng an 20
arrangenent exanple of a verification apparatus
according to the second enbodi nent of the present

i nvention; is_a_block.diagram for expl aining
the prior ar?g(lf is %goﬁk d%%g;gm Sﬁ%&ﬁ?%ﬁﬂbran1

ke oblalatot o 1o o (2L B G
t he pres et v 4 VERL L QNmdh L] fbﬁhgeggéégﬁg Qﬁ%EnEEon,

detail with reference to the acconpanying draw ngs

First Embodi pegt 35id. 4 Qubloikne: bRg aquishing of &Jm
first enmbodinent will be describéd wth reference to

Figsradgdmer: &HsampDenof NaFigbstitatbx7/AeEr§¥etien
according to this enbodinent includes a plurality of

papgpxipar addowuppag atosese103rsa empsalindati Bg the
apparatus 104, a plurality to substitution/decryption
aﬁ&ﬁ%ﬁ&%éﬁ“&ﬂ@lO@md a verification apparatus 109.
[Participant_Apparatus] As shown in Fig. 2, the

part| Ci pant %b@arét y8 a block dlagram ShOWlng an

arrangement example of a verification apparatus
according to the first embodiment of the present
invention;

Fig. 5 is a block diagram showing an
-arrangement example of a participant apparatus according
to the second embodiment of the present invention;

Fig. 6 is a block diagram showing an

.arrangement example of a substitution/decryption

apparatus according to the second embodiment of the
present invention;

Fig. 7 is a block diagram showing an
arrangement example of a verification apparatus
according to the second embodiment of the present
invention;

Fig. 8 is a block diagram for explaining the
prior art {1); and

Fig. 9 is a block diagram for explaining the
prior art (2).

Best Mode for Carrying Out the Invention

._13__
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15 103 has a key encryption nmeans 205, data encryption
means 206, hash val ue encrypti on neans 207, know edge
concat enati on neans 208, repeat neans 213, random
nunber know edge proof neans 210, and out put neans
215. The key encryption nmeans 205 encrypts one of a

20 plurality of secret keys of secret key cryptography
by wusing one public key 101 of the plurality of

cncryit on AR SRS ARGE S 352 i esh Srnron il
T2 absH o BE G Mbane 1208 Bn AT BEE v ddica
Zlgchmﬁgé§@gpoagaggn§%e plurality of secret keys of

secret ypt ography. The hash val ue encryption

meansp204+- rhfoqs¢akayl ates the hash val ue of the given
data by using a cryptographic hash function and

encrypt suthenbBash value by using one public key of
the plurality of substitution/decryption apparatuses

112. The knowhedget 13 neorgatenati i TRas AR ANGHYPE He
the given data 214 by wusing the public key 101 of the

pldeatripedf withstefatreankdeer ¥pigison 1apparat uses 112.
The know edge concatenation neans 208 al so generates
a proof textAsf shkmowiedds of 13 seeriet-neandomteanbercording
used for encryption 10 at this time. The repeat neans
218°r Ebtat smppdémsstngnef udespat rilngadiplyaiodt eatctiedpant
as the first in&ut to the data _encryption neans 206
arftPPabaterag, 183- siibsensert drkpogs abparekasdatd, a
enc tio ansHéOG, rece%in outputs from 15 the
GAT S ERE? Ut FonS SRS 566 NG CENERYBEI BRPREARE 205 112,
and a verification apparatus 109,
[Participant Apparatus]

As shown in Fig. 2, the participant apparatus
103 has a key encryption means 205, data encryption
means 206, hash value encryption means 207, knowledge
concatenation means 208, repeat means 213, random number
knowledge proof means 210, and output means 215.

The key encryption means 205 encrypfs one of a
plurality of secret keys of secret key cryptography by
using one public key 101 of the plurality of
substitution/decryption apparatuses 112. The key
encryption means 205 also generates a proof text of
knowledge of the secret key encrypted at this time. The
data encryption means 206 encrypts given data 214 by

using one of the plurality of secret keys of secret key

cryptography. The hash value encryption means 207

._14....



hash val ue encryption nmeans 207, and know edge
concatenati on neans 208 a nunber of tines equal to the
nunber of substitution/decryption apparatuses 112. The
whol e random nunber know edge proof neans 210
generates 20 and outputs a proof text of know edge of
the sumof secret random nunbers used in all the
repeated processing operations for data finally

‘“%5&%5“5 s {ﬁgeﬁééﬂg%éfﬁ%ﬁéﬁcﬁ ggvgxngggigﬂ9mtsgﬁs a

conca ena Ion neans

f%? 35h§éﬂh§ﬁ53§£og1&nddéﬁérg tai pgd RYshhgalue
pro SS|ng _

repeat neans out put neans

3%@fﬂ§%hdﬂgﬁ%”§ubﬁﬁéaké9 @foyﬁetﬁﬁhramleytbgntic
participant apparatus -~ 15 has created the

ciphetiexit 2dd/deboppesobh dappaga fnpasat ug] ThBe knowledge
consol i dati ng apparatus 104 receives, from each of

t horplatreaald t yoofmpant i 20 pashcappasathsegitld, dattheld by
ci phertext 211 and the data to prove that an

autshiery ithepartlh Tipakey apparaf ushhapluoreateg bhie

ci phertext 211. The consolidating apparatus 104
veruldstaguthizan i decryipbioni phearekuses1lhds béba knowledge
generated by an authentic participant apparatus and 10

o PSSV B @ pRei b ext 48 det ep nipearakegauiherpPPE £ext of

0 f the substitution/de ption ap aratuses 112.

gﬁ’cﬁ%‘& O{ﬁ o‘?#l%c??ﬁ’f?%nr (g%‘%a%@‘?eﬁs SAEWAOF neRFgyPtion
bstitution/decryption apparatus 112 has a

déﬁlq%B l#ﬁ%ﬁon nmeans 322, secret key know edge

verificationg hdt8 §F§g7me§88r§E3r§%%%gk%“%9%kessing of

know edge ven
inputting a plaintext 102 as the first input to the data

encryption means 206.and inputting, as sﬁbsequent inputs
to the data encryption means 206, preceding outputs from
the data encryption means 206, key encryption means 205,
hash value encryption means 207, and knowledge
concatenation means 208 a number of times eqﬁal to the
number of substitution/decryption apparatuses 112. The
whole random number knowledge proof means 210 generates
and outputs a proof text of knowledge of the sum of
secret random numbers used in all the repeated
processing operations for data finally cbtained by
repeating the processing by the knowledge concatenation
means 208. The output means 215 outputs, as a
ciphertext 211, data obtained by the processing of the
repeat means 213. The output means 215 also outputs

data to prove that an authentic participant apparatus

- 15 ~
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key cryptography, a hash va

nmeans 308, secret key decryption neans 310, data
decryption neans 313, hash val ue decryption neans 312,
hash val ue verification nmeans 317, concatenated data
20 decryption neans 314, output data sequence
generation nmeans 311, hash val ue decryption
authenticity proof neans 315, concatenated data
decryption authenticity proof means 316, hash val ue

ungggeg%gggﬁgaghgeggbﬁgg¥exgr99& means 318, and out put

means. ata VI'Sion nmeans 322 divides each

e'?@EH509EQQBihapﬂbpgééﬁuéjqUence 105 input fromthe
consol i dating apparatus 104 or another - 16

substit uti onmeeC RSN RRRFANSHd QA FRCRcdi®¥%s, from
302 of secret key cryptography, which is encrypted by

pubkil okeyherpmb@gnaapyofdeatggip@&%rﬁ@?@gagﬁséegFQB,
ue encrypted by public

keyhe5ctppprograpby]l endcahenated dat 2r3Qe eharyphed
by public key cryptography, a proof text 301 of
knawt edgeiof peheicepenypepgasetuet hkey craaded pheof
text 306 of know edge of secret random nunbers used
t ccEPeeypexEontat endhedcodaraidad inlke apperat ukey 04
know edge verification means 307 verifies the
aufkehtiert {hat the prevE cérheztexst 2lkndbasebgenof
t he secretdkeg. | f the@groof text 301 is authentic,
acteptantedi BY 0B pAtthephéFwWPeE L LGAREREpARRAE RS and
ou ...dhe_secret. rapdomn nger .15 knomdﬁg e ..
Vet PHR R | SR Ho e 88B0kPI FF 66 “TYiBShatnat Gty SoF O one
tnﬁ%pgﬁgf LExL; 3064 @% g of re andom
A AL 01 ORI A8 L5 TRLCD 157
[Substitution/Decryption Apparatus] '

As shown in Fig. 3, the
substitution/decryption apparatus 112 has a data
division means 322, secret key knowledge verification
means 307, secret random number knowledge verification
means 308, secret key decryption means 310, data
decryption means 313, hash value decryption means 312,
hash value verification means 317, concatenated data
decryption means 314, output data sequence generation
means 311, hash value decryption authenticity proof
means 315, concatenated data decryption authenticity

- proof means 316, hash value unacceptance authenticity
proof means 318, and output means.

The data division means 322 divides each

element of an input data sequence 105 input from the

consolidating apparatus 104 or another

- 16 -
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aut hentic, acceptance is output. O herw se,

unacceptance is output. The secret key decryption

nmeans 20 310 decrypts the encrypted secret key of :
secret key cryptography by using a private key 106 of
public key cryptography. The data decrypti on neans

313 decrypts the encrypted data 303 by using the
decrypted secret key to generate output data. The

h r ' n 2 _out put h

var Y ST SR Bt 2R £20 TREPE r AL Bane St 8o RATRD. Kpve 302
304<b LNng e [ f spubli :
rot o aphy e RSP Ear Y . THaeR, 1B BhkEyPEka by public
3 G ORPRLES o F ec e a it h

valdg ofﬁ%hégggﬁggatgﬁgﬁu?ggtéﬂ%%?bggg B%hge%ggﬁegég
cotRgheegr e, val HgsrRcsephange4i snewlpdkd bl biBlic key
val ues do not coincide, hash val ue unacceptance 5 is

out pubt oFhepkopcabesat edatdatiadadacrypt eaarypass Bi4public
decrypts the encrypted concatenated data 305 by using

t heeprevapeoyeypbf, pabprookeyertyptidgodphyowIbdgeubfuthe

~data sequence generation nmeans 311 generates a data

serfuerret ofi shcront keyis, and seguenfetexd 8Pénefit Epowledge
only out put data and decrypted concatenated data for
Mﬁ%fﬁ%@%’ﬁtéﬁ%@Oman%nﬁ Epefh &Pl ebFryhE RaskRateapted
verification neans 317, secret key know edge

vétdfdcation means 307, and secret random number

know ed [ ficati 30 d whi ) 15
cor respondi nGnPnSa5ahs Bogt XBaiS endritcd PR Means
' d 05
Ul bt At & Shqun e Hhear SPY b FEanbEIEogR. SRy 20T of

SD%HF%GI%% %SBPf thessLlbeeel gt sTat (LANHRELECLLQEMBA is
authentic, acceptance is output. Otherwise,
unacceptance is output. The secret random number
knowledge verification means 308 verifies the
authenticity of the proef text 306 of knowledge of the
secret random number. If the proof text 306 is
authentic, acceptance 1s output. Otherwise,
unacceptance is output. The secret key decryption means

- 310 aecrypts the encrypted secret key of secret key

| cryptography by using a private key 106 of public key
cryptography. The data decryption means 313 decrypts
the encrypted data 303 by using the decrypted secret key
to generate output data. The hash value decryption
means 312 outputs a hash value obtained by decrypting

the encrypted hash value 304 by using the private key

106 of public key cryptography. The‘hash value

__1'7..
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sequence 107. 20 The hash val ue decryption

authenticity proof neans 315 generates a hash val ue

decryption authenticity proof text which proves that

the hash val ue of each elenent of the output data

sequence 107 is always a value obtained by decrypting

an encrypted hash value 25 contained in a certain

el enent of the input data sequence 105, and the hash

vq}euesf.aé in a one-to-one corresagnd nce. Th 21ue

T e et A e ey b T OTT S A ST TRT Y BRERr Y
6 e dat ecrypton

it R R e T S AR S

deqfyy RiLA, &ONG Al ed wWatg x‘?%ﬂ&é‘i chﬁ‘?e'{‘ax'?@&hisgbﬁﬂﬁﬁjc.

of the output data sequence 107 Is ysS data

obtrined Jn deCTIPANg EHERYPEEd goncalenal edndataptance
contained in a certain elenment of the input data

se@INapHDS, Bl ddicsoacat enalieta A Ardb€ibA Aeans 314
one-to0-one correspondence. The hash’ val ue unaccept ance

autdrentptad tyhegpreanir yeeas Sdifc geaesedesda: hashs vel uas1fg
unaccept ance authenticity proof text which proves that

outhpute wifvafrradogptangeuldt bon kde daght vataehy.

verification nmeans 317 is authentic. The output means

creates an athdeptiputydptaotequercelggneéramithemkasls 311

val ue decryption authenticity 15 proof text,

cHeRETRe R dite RIYPrIFONalehepenicains, prdofetguerpce

and hash val%ﬁéynagﬁgﬁtance authenticitg proof text

afd SR Pots The £i ity prdcfetexptapsconrgtepated

ou utégata sequence 107 output fromthe output _data

se&ﬁgh é”@éﬁ@ﬁ:i%ﬁF%% FACS 145 ou{put rom aff of %Re hash
value verification means 317, secret key knowledge
verification means 307, and secret random number
knowledge verification means 306 and which are
corresponding in a sense of being generated from the
same element data of the input data sequence 105. The
output data sequence generation means 311 also uniformly
shuffles the elements at random to form an output data
seqguence 107.

The hash value decryption authenticity proof
means 315 generates a hash value decryption authenticity
proof text which proves that the hash value of each
element of the output data sequence 107 is always a
value obtained by decrypting an encrypted hash value
contained in a certain element of the input data

sequence 105, and the hash values are in a one-to-one

corxespondence. The concatenated data decryption

- 18 -
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20 [Verification Apparatus) As shown in Fig. 4, the
verification apparatus 109 has a secret key know edge
verification neans 402, secret random nunber

know edge verification neans 404, hash val ue
decryption authenticity verification nmeans 25 406,
hash val ue coi nci dence verification neans 408,

concat enat ed data decryption authenticity verification
means, 40.7 . h e c an henticity. - 1
e ek SR HeRe P S e b st igRe
ME@REa 492 P8 SRCLEERKAY 1 KAO VeELLT At Lan

402 v%rif?gggtﬁe authentié?typgﬁggﬁg g%%&e%ﬁ&gg EQB@%§

knemb edgge PaeeEyhext 30Achebanginddgheseaeht8lerBNt nokach
the input data sequence 105 input fromthe

cofsohefat bAgthappatphdsdib4 9kguence 107 is always data
substitution/decryption apparatus 112. |f the proof

t ealbt 3Dded sbaudbenyptingcenptgpeedi soadbpuhated data

O herwi se, unacceptance is output. The secret 10

r ahaivhe hued einkaovkedginvet efienat bdntheanapd@4data
verifies the secret random nunber know edge pr oof

-t eS@UBUE-Del Ohgi agdt bheachnekeapatedf dehe Rmputindat a

sequence 105. If the proof text 306 is authentic,
acoRPptEhicene scopnepapndenter wi $be DaabcEplupcunpsceptance
out put. The hash 15 val ue decryption authenticity

ve?$%% 1 oht reBheohoBeaner PLEegeNRERRBF BhB28BCcVepLEd
hash val ue containped jn a__hash yal ue_decryption
AUTRATTRT U  pr 90F TPRKE CABY DEGPACFAES WithhaPRAYRS that
v t aj t] t ncrypted hash.,val ue.
o0 O [\ Qe BEERYE, FROn Dhe BRERLPLTLgqIER 4R on

10Rearddzife; hagheNahpes. are in a
The output means creates an authenticity proof

text 108 from the hash value decryption authenticity
proof text, concatenated data decryption authenticity
proof text, and hash value unacceptance authenticity
proof text and outputs the authenticity proof text 108
and the output data sequence 107 output from the output
data seguence generation means 311.
[Verification Apparatus]

| As shown in Fig. 4, the verification apparatus
102 has a secret key knowledge verification means 402,
secret random number knowliedge verification means 404,
hash value decryption authentiCity verification means
406, hash value coincidence verification means 408,
concatenated data decryption authenticity verification

means 407, hash value unacceptance authenticity
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one-to-one correspondence. |f the hash val ues coi ncide
and are in a one-to-one correspondence, acceptance is
out put. Ot herw se, unacceptance is output..The hash
val ue coi ncidence verification neans 25 408 outputs
accept ance when the decrypted hash value coincides
with the hash val ue of each el enent of the output
data sequence 107 fromthe - 20 ,
substLtution/de%%%ftion apparatus 112. O herw se,

undEEEFTETTE AT WUt O Frh 2 b reiat leprak bl Hat @etermination
de%k%%%iﬁq%ﬁuthenticity verification nmeans 407

veriftieés et her decrypted concat enated data
contained in h el enent of the output data_ .
sequence 107 ﬁ%%ﬁ%?cé%tmf?% g%%W egg?agﬁgagbﬁatlo” means

s e 107 e dat a_305
eanyPLENG AiG, SRS YRhs.cancal engt o, etk

contalned In a certaln elenen f

se@uengedhd p Rk heC %la}t]féﬁr%ji Iﬂit al fcf'lll gegeér{l%ntl Pt

one-to0-one correspondence. € concat enat e

cothel dapand @ite Idequdfi@s UYPNEGX M ESAPNASNCE 501 idating
accept ance 1s out put . O herw Se, unaccept ance 1 s

ouspparakos, 104 thre seibesEME iofn Adiec i Pt oCi e teds 112.
sequence 303, an el enment corresponding to a hash val ue

f of fwhheh poradc ¢épt@nSO 1 § soutpierfuiom thedipsdno@l ue

15 coincidence verification means 408, .the hash val ue

un@eEBptanc@tagtvése, c g overpitfarcat iion omanst 40Che secret

verifies a hash val ue unacceptance authenticity proof

t eXBNABT RHITER rpkeved edegt vielrd founaiuitorofmaaTae cEt ancel fies

is . authentic. If the proof text is authentic, :

act®pt BREE S50 TRLdGHt prbeg: kaonlssloq miadptite 346

0 .For, of the elenments of the input data
uﬁ@f&nglng to eac% eiement of the inp&% data sequence
105. If the proof text 306 is authentic, acceptance is
output. Otherwise, unacceptance is output. The hash
value decryption authenticity verification means 406
verifies whether the decrypted hash value contained in a
hash value decryption authenticity proof text 401
coincides with a hash value obtained by decrypting the
encrypted hash value of a certain element of the input
data sequence 105, and the hash values are in a
one-to-one correspondence. If the hash values coincide
and are in a one-to-one correspondence, acceptance is
output. Otherwise, unacceptance is output.

The hash value coincidence verification means

408 outputs acceptance when the decrypted hash value

coincides with the hash value of each element of the

output data sequence 107 from the
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sequence 105, all elenents for which both the secret
key know edge verification neans 402 and the secret
random nunber know edge verification neans 404 out put
25 acceptance, the authenticity determ nati on nmeans

- 405 outputs acceptance if all the foll ow ng

conditions are satisfied. O herw se, unacceptance is
output. - 21 (A Both the hash val ue decryption

?3%@%?%%§%é%oaéﬁééiééﬁiéﬁ?ﬁ%ﬁggéFﬁgﬁ%?Eft§g%herwis:f
AT ehal i
e etk e e GadkRuOe P e S PBRe RBEREed08® Bt put s

aQ§§§£9ﬁ€fonOéu%ﬁ@n@%%bg%?gg?iggkgghgﬁnﬁgans 407 vgﬁéfies

verification neans 4 S unacceptance whi'le
h%meﬂﬁéis'edéeég}ﬁ@%aBSﬁcQH&HQ%%B%éSaVSBhEbﬁﬂtekio'i‘ each

means 409 outputs acceptance. The out put data

seguenset 107 e€nat ghfsunbyrdataqueAEEe3poNEbRgct8ekn@ith
el ements accepted by the secret 'key know edge

vedafa cobt obnatang 482rypechagt thénéﬁﬂkﬁpﬂ’@@f concatenated
know edge verification neans 404, and hash val ue

coiantca deéhtecortrinedt innaneansadf8caadent| ofhese dapat
15 [Operation of M x-Net Systenm] First, initia
setatiagspueeessi hg>108ndsthexecntetenatali dhata saketiyp a
vari abl e, an area variable of public key

CrYpR oY Py, Careeypeodeaphi c hashheugenfatenaind data

encryptjon function, of secret key cryptography 20 are
géﬁ%¥ ?%%ea%%dpﬁﬁ?i%%eﬂ.OR@RF?‘PH?tFﬁFrgéPPPﬁancer

' 320 of th bstitution/d ti ,
ATt et o 80t | nOWAPER ERe BUDFFEPka)°6t “gach

(ﬁoﬁgﬁht. For, of the elements of the input ciphertext
sequence 303, an element corresponding to a hash value
for which unacceptance is outpuf from the hash wvalue
coincidence verification means 408, the hash wvalue
unacceptance authenticity verification means 409
verifies a hash value unacceptance authenticity proof
text 400 which proves that the output of unacceptance is
authentic. If the proof text is authentic, acceptance
is output. Otherwise, unacceptance is output.

For, of the elements of the input data
sequence 105, all elements for which both the secret key
knowledge verification means 402 and the secret random
number knowledge verification means 404 output
acceptance, the authenticity determination means 405
outputs acceptance if all the following conditions are-

satisfied. Otherwise, unacceptance is output.
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plurality of substitution/decryption apparatuses 112
is generated and published. 25 Participation
processing is executed then in which each of the
plurality of participant apparatuses 103 receives the
safety variable, the area variable of - 22 public
key cryptography, the cryptographic hash function,
the encryption function of secret key cryptography,

A S ET el B e AR R AT y

Ia I ntex erent or eac

QE@&?;% 151303, L OnePENEL 8 er?E@;LEQt?tS H&Qﬂ& h@?t B%tput

utlon/decryptlon ppar at uses

°fvez5 ﬁ?é@%ﬁ%ﬁéa% E§§r§£dk eCEXHE%% Fééd SQ@

‘cqg§@¢pg§ﬁ¢@g apparatus 104. Al the data obtalned by

10 participation processing are input to the

copspl Tiglat hAgh appRiat 86iA04dandeconsokidat dn hhens 408
result is output to one of the

subst pii s | D¢ elecayps ] odrappar akgaesali2 asintheéenaput
dat a sequence 105. Next, substitution/decryption
procesticgticen Méamxetd edutpubki chaeaeptaficehghile the
substitution/decryption apparatuses 112 receives the

i pash dea bus egfurerepl@Bcanduthhatpei bt vekeficesioh means
publi c key cryptography and generates the output data
setflR et A0S A EPerR@guence of the authenticity

prgﬁéﬁ@gxkﬁé%§ﬁ5p\a%QI%ﬁéhggpgt1872go£gag£sdg£?y data

b /d 112
SRS LU OB A5CT AL 0 FORERLUR LIZLS L P coct ey

Eﬂﬁﬁgﬁ&égge19Erlgb8a{f8Htmg§L§ ﬁﬁgyegggr%QSrhﬁa%%.%%mber
eac

knowledge verification means 404, and hash value
coincidence verification means 408 and all these data.
[Operation of Mix-Net System] |

First, initial setting processing 100 is
executed in which a safety variable, an area variable of
public key cryptography, a cryptographic hash function,
and an encryption function of secret key cryptography
are generated and published. Next, initial setting
processing 320 of the substitution/decryption apparatus
is executed in which the public key of each of the
plurality of substitution/decryption apparatuses 112 is
generated and published.

Participation processing is executed then in
which each of the plurality of participant apparatuses

103 receives the safety variable, the area variable of
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succeedi ng substitution/decryption apparatus 112 is
the 25 output data sequence 107 output fromthe

i mredi ately preceding substitution/decryption
apparatus 112. The output data sequence 107 out put
fromthe final - 23 substitution/decryption apparatus
112 is the decryption result. The output data
sequence 107 output from each substitution/decryption

?3@@%f{%f¥%%fa§§$§§%r%ﬁﬁaLLgﬁ%tsgvfiﬁgrépQAC_hésh
oreBOPLEE Tod eI b oot LEERLLALY

_rext | . ——
o B St RPAn T ENE, b RTRED PLiBachoRe e BbRdLscy of

11 PEUPL| d_the gl
gﬁfﬁéétltﬂtP&Hg&@§§¥g€95xpgbggrgﬁﬁgg%ﬁ%1%8 ot B uglahal, of

nticity proo xt “ar e out put'.

ahﬂ¥@x@€5§é§§egfp598§§§ingi§r9ﬁkbﬁg6bﬁ&egéﬁheg plaintext
substitution/decryption processing. erification

pracessi Ng bsrexeedtedokheachnpathiichpbie bppHiaald 103 to
out put of each substitution/decryption apparatus 112

argeisepatat @¢dtarom BS bhepdeceyppthen resul t,

I n-progress decryption results and the gl oba

aut st i cet yopr detryekiont hppanputisdat ahrseqgbente 105,

out put data sequence 107, and authenticity proof text
1080n o bhdat supsapparebnsdéfhypt Ron dppadatasobtaingdeby
input to the verification apparatus 109, and the 20
verd T tatPoRl appRFacessing suephnsuicEeptifcsoppolidating
unaccept ance rocessing.is

M x-net determ nation
eXGRA T Th WhE cAIEnEORSPLEPRAE on PRECESSIAG ASeGPERYT to
o0 gl Bt LR DERLYRLLOD L 06 8RL00 0RLEL 195
the input data sequence 105.

Next, substitution/decryption processing is
executed in which each of the substitution/decr?ption
apparatuses 112 receives the input data sequence 105 and
the private key 106 of public key cryptography and
generates the output data sequence 107 and the sequence
of the authenticity proof text 108. At this time, the
input data sequence 105 input to the first
substitution/decryption apparatus 112 is the input data
sequence 105 cutput from the consclidating apparatus
104. The input data sequence 105 input to each
succeeding substitution/decryption apparatus 112 is the
output data sequence 107 output from the immediately

- preceding substitution/decryption apparatus 112. The

output data sequence 107 output from the -final
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25 acceptance is output as the entire system and
ot herwi se, unacceptance is output as the entire
system The partici pant apparatus 103 can use, as the
24 first input to the hash value encryption neans
207, a random nunber, a date/tine, or a val ue uni que
to a mx-net session, or data which conbi nes these
values, in addition to the plaintext 102. 5 1.2
tation to be us e .descri bed

gﬁ%@%%giaﬁ iﬁ%ﬁﬁ?cﬁgpﬁl@PyﬁPF?F&ﬁHFc1Hgsﬁsf e rvgtion
orEEyPIL ™ AHEPEhp 08y nc?eghgt'C(ﬁ%@Z%E%F%ﬁc335W18ﬁch
ug&ﬁgeft&91gﬁéagg&g§t58¥ gpﬁegg%h@pﬁnz @%%¢¢ %%&klnal

f
be a decryptio i'sS caseé

o K1 a5 L pERSLURLON SV pcgrecs

f unst+opridAdrkshert herhaugbehepl iBiits @frcd Kk :Qfs @@8
encryption function of 15 secret key Cryptography. The

nusiesuof £bbhs a0l Qhéssubét@@&t&ﬁﬂ?décQ&p&h&ﬁﬁ%%@éiathses
is called a safety variable. Equation X = [X] G

reprzsent sdefidheX Bs anglxbhol dupbentiefit®@ @rddfe text.

elliptic curve. Wien the addition synbol "+" is used

f ofha ¢eénypbhonhzeehllipt in-2@oguess, decriypdiiont essaits

operation on the elliptic curve. The m x-net system

ofal’@%etfpﬁ egepbal neuhheshicini phoedntprscegs autput. The
phertext with an arbitrary length and allows a

t rﬁl?%‘f%a?ﬁf:%b%r PEGCPRELDEedSacplderd iy edgrted

S Bt ULeS  GPERYBraPRl PLyoBF SRPR-ner parti ol pants,
the Verification processing is executed then in
which the input and output of each
substitution/decryption apparatus 112 are separated from
the decryption result, in-progress decfyption results
and the global authenticity proof text, the input data
sequence 105, output data sequence 107, and authenticity
proof text 108 in each substitution/decryption apparatus
112 are input to the verification apparatus 109, and the
verification apparatus 109 outputs acceptance or
unacceptance. Mix-net determination processing is
executed in which the verification processing results
for all substitution/decryption processing operations
are collected, if all results indicate acceptance,
acceptance is output as the entire system, and

otherwise, unacceptance is output as the entire system.

The participant apparatus 103 can use, as the
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verification apparatus of a verification organization,
and the consolidating apparatus of a consolidating 25
organi zation. Let m be the nunber of
substitution/decrypti on apparatuses, n be the nunber
of participant apparatuses, 5(j) be the jth
substitution/decryption apparatus, and U, be the |th 5
participant apparatus. Let |IF be one-to-one mapping

fnwa [ nt egral value of L bits to a point on th%

1Pt ctébrvete, t%e BRSBuiPeEi F& CRUBHiRE Flfesmsaz 7.
p0|nt on the eII| to an in ral vaIu

o P uRagt poF | SERETEYT20 Rl NG CRORRIGNG PR Ean

b I a i cLen a|I d_exanple of iS .

S e S IR S ke /e a0 T TR

Fxéﬁﬁléééﬂdt8”9h8y§1&19£E§tfﬁgﬁ‘the x-coordinate of

the point E. In this case etailed exanple of 1F

I S1 @ veliot heibht sequence e of L bits, 15 sets e in

the L lower bits of the x-coordinate of the point on

the ellipticraurveradnenPads L edlErAINehe0 ded it d

remai ning bits. It is checked whether a point having

sushlan. X-Lebrdasial e be presgptoghaphitf haeh Eanatios, g

present, the padding is changed in accordance 20 with

przter epnimednpnibeedut ese andeflheppiocessivagwish an order

executed until such an x-coordinate is found on C. If

a d:pdf ee on ERint found, eucieldef brednasntEypelion function

Since the L lower bits of the x-coordinate of the .

pStSYARTe) FoV aF WAy SOEBAPRHueand Becdel$) vpe) a=dgcryption

ho ds_obvi ous 25 and | 1F i;s an identity mappi ng.
Qiﬁ%ﬁ?ed h%}@ case, e indicates a secret key to be

a

used for encryption or decryption. Let L be the number

- of bits in the range of the hash function, and L be the
number of bits of a key of an encryption function of
secret key cryptography. The number of bits of g is
larger than L by at least 5. L is called a safety
variable. Equaticn X = [x]G represents that X is an
x-fold point of G on the elliptic curve. When the
addition symbol "+" is used for a point on the_elliptic
curve, it indicates an operation on the elliptic curve.

The mix-net system of the present invention,

- which can process a ciphertext with an arbitrary length
and allows a third pa;ty to verify includes a plurality
of substitution/decryption apparatuses, the participant
apparatuses of a plurality of mix-net participants, the
verification apparatus of a verification organization,

and the consolidating apparatus of a consolidating
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The first enbodiment wll be described in 26 detai
wth reference to Figs. 1 to 4. [lInitial Setting] An
initial setting organization for initial setting
determ nes and publishes, by using the initial 5
setting processing 100 inplenented by a conputer, a
bit length A of a plaintext, the safety variable L,
the prinme nunber g whose bit length is larger than L

by 5, th [ 1ipti C . havi th d , th

oy Spagi S P Lo clr ve Chaving the order g the

hay] . 0 t t i.t | th L, t Kk

R ek kit g e o

en : | n 3 ecr) 1 on uncti on
$PkeBtunchiay #UeLe) (hiend, deeryption funct

de 3 y _ ction
and masa e OB () Ty B g poER T 167, B R n€ it

SeFH@E_@@iWahI‘E boBkik-8cukhe prinme nunber g, the
elliptic curve 8 with the order q, and the point G on

C are the amea MBnpki BRs-0b-bRe RWRLiGKeY¥om an integral

cryptography. [Initial Setting of

Subsiieubifon/ Betsypbi anpAppar anusheAldi ik ic curve ¢, @

substitution/decryption apparatuses 20 112 execute

t heenexrjentivel mgpptingg fpoocespioigt Bhe thienictildlbtic curve

setting neans 320 (Fig. 3) in each of

subSt pRuinbapdadr yplienodppabatesesns(j® unl'f bemigentity

selects a private _key 109 X(j) EZ/gZ at random and

saIRRPLAE- pr Bohhe &ednd n¥t ks disstdalnulet/atb @ §pidint Ly .

25, apparat us SW_ | adgition, the initial setting

ne%n@ggﬁbiaénéﬁa%geaﬂ Fubt§ SPRIRPANPUBR e kegt20e X @ (E)

_[éﬁégibegps Qg%gﬁag SSER%”E g%%n%m% gygnLe%%Qs from the
x-coordinate of the point E. 1In this case, a detailed
example of W is given the bit sequence e of L bits,
'sets e in the L lower bits of the x-coordinate of the
point on the elliptic curve, and pads predetermined 0 to
the remaining bits. It is checked whether a point
having such an x-coordinate is present on C. If no
point is present, the padding is changed in accordance
with predetermined procedures, and the processing is
executed until such an x-coordinate is found on C. 1If a
point on C is found, it is defined as W{(e). Since the
L lower bits of the x-coordinate of the point (¥ (e))
always continue to be e, ® *r T (e) = ¢ holds obviously,
and ® T is an identity mapping.
1.3 Detailed Example

The first embodiment will be described in

- 26 -
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- 27 substitution/decryption apparatus S(7) uniformy
selects ruVWE Z/gZ at random and cal cul ates y(7) =
Hash (G [r(j)]1X(7) ) (il (i) it tIl a=r -y r nod
g 5 and publishes (71 bl y and a as a zero- know edge
proof text 321 of know edge of x171. [C phertext
Ceneration of Participant Apparatus] For i =1,...,n,
a partici pant apparatus 103 Ul (Fig. 2) determ nes a
$|nt t 10% M haV|ng the hit 10 l ength A. As the
t%lE 4reE5ERp rFPcF&gﬁt thcP épparatus 103 U.

Il =M, m1) T;' G d
Eﬁ§ra}?ld§?gtggg ?ggtﬂgcgntalnlng En&lg (nwl( , (ﬁﬂ

| b K1
R e

adell £ Phky n?fekm ne%SaAd | publ sﬁeFeyb eﬂ%rﬁ%i% ”%%E%lal

204 uniformy se ects S r[1]

r[Heding ﬁ£éke¥é1ﬁ$d1Db5Lm§ZEm%Bteé/ﬂgt?ngoﬁ %' E bit

i 7 on Cat  random Then key encry ans 20

daleéngENCAY B o g 206, tRShsyslue @Qﬂamwﬂ the
nmeans 207, 20 know edge concatenati on means 8,

priooimd extmisek | gcthoseneans12088+hphieof aggaer @hla@lnL by 5,
means 210, and out put nmeans 215 execute the follow ng
pﬁﬁﬁéﬁﬂl@p@l@ cepeat @dhyving the order g, the point G on

C, a cryptographic hash function Hash() having the

output bit length L, secrét key cryptography using a key

with the length L, an encryption function encle]{) and
decrjption function decle] of the secret key

cryptography, a function T () from a bit sequence with L

bits to a point on C, and mapping ® () from a point on C

to a bit sequence with L bits. The prime number g, the

elliptic curve C with the order g, and the point G on C

are the area functions of the public key cryptography.

[Initial Setting of Substitution/Decryption Apparatus]

All the substitution/decryption apparatuses

112 execute the next initial sefting processing. The

‘initial setting means 320 (Fig. 3) in each of |

substitution/decryption apparatuses Sm (j = 1,...,m
~uniformly selects a private key 106 XU%EZ/qZ at random

and saves the private key in the substitution/decryption

apparatus Sm. In addition, the initial setting means
. 320 generates and publishes a public key 101 sz[xm]G.

The initial setting means 320 in each

- 27 -



the order of | = m (m1),..., and 1. As the arbitrary
character string, a random 25 nunber, a nunber uni que
to a session, or a date/tinme is sonetines sel ected.
When a random nunber is used, the participant 28
apparatus can confirmthe presence of its plaintext
from the final decrypted text set. \Wien a nunber
unique to a session or a date/tine is used, it can be
recognlzed zt a ci phertext used fom)another sessi on

i sSHOEtETPrELSR deEﬁé’Waﬂnoﬁpmaé@és@ g bDyniegrmly selects

Encn ans_ 20 To, e t a secret key eitji,

t hé fgg/qgngEyﬁﬁpéﬁmnégﬁsC?g§%g6F3|ns E. (j) which

SatISfI (En) (e 10 and calculates ) (Kiit
K.' ul) (Uﬁ%%q3ﬁmf qu](n]G+Exi)Tm

caIcqu;Woa &ééult i, _P'np éo t he out put means 215.

Secret Key KnomAed e roo Téxt Generation Processing

5 bya%@V §B§E¥HEBOQfW®§ﬁa %pgl%§ gjkeroH@F%F&F%g% F oof text

tie cl(i) S

anazalbflknowhéhgébeyxVWWV[I]VVt nmod g are
cal cul ated, and the results are input to the proof 20

. texclpnéteektoeeﬁaaaﬁlaa9ofD@thEe@bﬁﬂEI@@p@&@%%%%lng

10

15

20
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by Dat a Encryptlon Means 206
For i = 1,...,n, a participant apparatus 103

Ui(Fig. 2) determines a plaintext 102 Mihaving the bit

length A. As the first data 214, each participant

L. (m1}
apparatus 103 U, generates data containing cim+ = M,

(m+1)
Ty' = G, and arbitrary data 203 {each containing

arbitrary L-bit character strings K;mn’ Kiﬁmn, S;m”,
, () (m+l} \ C :
3, » and P ) (processing 200). In addition, for i

i,...,m, a key generation means 204 uniformly selects
elements r(1),”, r121,”, r(31,”, r(41,”, ana r(5)," of
Z/9Z2 and a point Egﬂ on C at random.

Then, the key encryption means 205, data
encryption means 206, hash value encryption means 207,
knowledge concatenation means 208, proof text collection
means 209, proof generation means 210, and output means
215 execute the following processing 213 repeatedly in
the order of j = m, (m-1}),..., and 1.

As the arbitrary character string, a random
number, a number unique to a session, or a date/time is

sometimes selected.

When a random number is used, the participant
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tie'i ei =(D(Ei ) and (i) iii ti+ii title ti+u

(i.1) (i+i) 25 ¢ci =enc [ei ] (Ki K" '"ci SSi"' 0+1)

" titu U+i) Ti Ti Pi are calculated, and ciai is

input to the output nmeans - 29 215. Hash Val ue

Encrypti on Processing by Hash Val ue Encrypti on Means

207 (S. (1 S'W ([r[2] (i) ]X||| [r[2].(") ]G+ IF

(Hash 5 lii+ii ||+u ~i+l 1 ( K , G , S r si

r-Ti r T' (j+]) ~1i.is calculatedtomput

Si f‘l??aréu 'us( JO)a &Opﬁérshtt&@t DRI I itanladdgext from
gﬁ gn |o% Proc s% n% by Know edge Concatenati on

VeaRS 208210 (CFIYPFFOTIREY P ([ AR gwRryher unique to a

[r akibl i.s calculated to_ input Til71,

i P2PUP e bt tilnd I Ak Rimiereodni 2<d

Kn9§%gdgec gg&tEQ{tug%@e%%tlon roceSS|nq¥b§ﬁtﬁqu]_

Know edge ncatenat|on MEans

, Keusefg i ) o G (i) , S 71, S " (i )r Ti Ar
Ti ot (i) 15 [r[5](i) 1XWAY and a° U =r[5] U - Y
(J rr[Bcr Pt ®8 Processing by Key Encryption Means 205

To encrypt a secret key e;”, the key

encryption means 205 obtains E;ﬂ which satisfies
Gl

e = @(EfH

1

and caléulates
(Ki(j)’Ki,(jl) - ([r[l}i(j)]X(j,, [r[l]i(j)]G n Ei(]'])
The calculation result is input to the output means 215.
Secret Key Knowledge Proof Text Generation Processing

by Key Encryption Means 205

4 {3 {3 (i G5t {3 b)) {3
v = Hash(XK ,K'’,c ,s ,s'", "%, 0"
i3 i)
[r[4]: 1X7)
and
o i3 i3 (3}
@, =rl4], - v, r{1},” mod q

1 1 1

are calculated, and the results are input to the proof

text collection means 209,

Data Encryption Processing by Data Encryption Means
206 |
e}ﬂ = Q(EfH
and
{3 (3

{3+1) (j+1) (341) {j+] j¥1
¢, = encle 1(k ", k", M, g gt

i i i L P~y ’

{4 1) (+1)
T, T”,P.’)
1

oo,
are calculated, and C, 1s ipput to the output means
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I i 1 g are calculated, and the results are input to
the proof text collection neans 209. 20 Collection
Processi ng of Secret Key Know edge Proof Text and
Random Nunmber Know edge Proof Text by Proof Text

Col I ecti on Means 209 The secret key know edge pr oof
texts Yi(j) and ai(j) and the random nunber know edge

proof texts y'i0O) 25 and a 'i are collected to
E? ate a proof text Pib = tii I (i) I (i) I 'y i,
i, ai ] Ifj =212(P (j)) , it is output as
Processi ng Pr oof

t f
ggaerg |€n€%£§%sﬁaiﬁyp h&"e ggﬁEﬁFSFPﬂl?ylﬁaép 7P42si s
unE g%?hxloﬁehg %%dzﬁ random The follow ng entire

que él]énowle ge proof is calculated, and P,

(0) IS t'put fil t he itext, 0

(1) (1)q? (ORP RGO R B R G Ahedh
S.' T T| [l Ty Og(] (‘3)” aC IJ*éjl Srt[ﬂll]é G 0)11 YD

(0)Zj=Imr[3].(j) de‘gij = [y %oy a’')0)

] . 10 ProceSS|ng by pup] ans 215 Data 214 Ki ,

Ki , ci , S , Si' , Ti Ti> ) i's generated fromthe

i npat saKcul pkedndoKinp(t) s pg) ther keyhe enet ¥t i Afans 215.
means 205, the input ¢, U 'fromthe data
. Knowledge Concatenation Processing by Knowledge

Concatenation Means 208

(31 (3 i, ) 3 ]

(Ti , TU ) = ([r[3]i]]X],[r[3]Jﬂ]G L T,Uﬂ”

. . ) (3

1s calculated to input Ti3,T; " to the output means 215.
* Random Number Knowledge Proof Text Generation

Processing by Knowledge Concatenation Means 208

@ H )] (1) (3) {3 i )
y'i = Hash(K. K.' ' C, ,Si ,Sf T ,TJ ;
m
{r[5] IX
and
Ll G) 5) 5
a'. " = r[5]i - 'y'i r[3]i mod g

are calculated, and the results are input to the proof
text collection means 2009.
Collection Processing of Secret Key Knowledge Proof
- Text and Random Number Knowledge Proof Text by Proof

Text Collection Means 209

The secret key knowledge proof texts vim and
aim and the random number knowledge proof texts v'.m
and.a'im are collected to generate a proof text Pgﬂ =
v v .ﬁh a'}ﬂ]. If 3 =1 (P;ﬂ), it is output as

part of a proof text 212.
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encryption nmeans 206, the inputs Si (j) and S." (j)
fromthe 15 hash val ue encryption neans 207, and the
inputs T. and T.'111 fromthe know edge concatenation
means 208. If j 1, the data 214" is fed back as the
data 214. if j =)11 " (10 111 111 " 111 t11 111 1,
(K, Kicl , Si "Si Ti , Tit is output as the

ci phertext 211. 20 That is, the participant apparatus
103 sends. the cipherte ~ 211 K j1l) K 11) 01 )1)
1 Olé#ﬁﬂf%SSIngeb¥]g % G%P?rat?Pn'h??nﬁn@19he pr oof

text Pill), P 1 49 t he consolu d apparatus 104
of the consolP’atlﬁﬁm%}gahﬂ@atlg 4%5 PF&?P 1y

¥@§éié€€éﬁoﬁtb¥agﬂe ol i dati ng Al A%ngag%% df éﬁﬁgkggnumber

e consol i dating appar

th%n@&@@aggeEEoEQr Eh@aggﬁﬁ e%at% %n%(m0$9f|5%%$%h%% part

5 = of, the[p@ooileékﬁ.llt + [ y ,1101] G holds. The
pr oof texO)for the entire data is sent to 5 the
VerIfIQatIOﬁ=aﬂﬂﬂf@{U 310@ Q#Pgs‘ﬂfsprqe@sTnQ”llo)
For only i for mhlcn it ‘can be cbnfirmedithat the
proof text hold§4] {i)GQl) (1) (1) (1) (1) (1) (1 (0
T K K,(D,C,S 0S- T T. " "Pi P. is sent
to theofirst Qfl,[kf@tllttrtl’)oh( dé)qr=y1prt|m[r8]a|?)pmba1tuls 10
(processmng 105)(mln th@,exanple shown in Flg 1, five
data ar® imput? 'and four ldata are output.. The nunber

of -
10 * Processing by Output Means 215
{3} ST I IO 51 G G, .
Data 214' (K~ ,K'’,c.",s°,8,' ,1.",7'") is
generated from the inputs K;n and KJ{ﬂ from the key
- encryption means 205, the input c;ﬂ from the data
encryption means 206, the inputs Ssﬂ and Si”ﬂ from the

15 hash value encryption means 207, and the inputs T;ﬂ and

i)
| T,' " from the knowledge concatenation means 208. If 3

# 1, the data 214' is fed back as the data 214. If =
g i

() (1} (1 {1
1, (Ki ,K; rC o r S ,Si' ,Ti ,TJ ) 1s output as the
ciphertext 211,
20 That is, the participant apparatus 103 U,

' {1
sends the ciphertext 211 (Ki),Kiﬂu,c;”,sgn,SiH”,T}”,TJHH
1

i
and the proof text P;”,Pﬁm to the consolidating
apparatus 104 of the consolidating organization.
[Ciphertext Verification by Consolidating Apparatus]

25 For i = 1,..., n, the consolidating apparatus

104 verifies the proof text for the entire data and

confirms that
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Ciphertexts decreases fromthis point. The nunber

after the decrease is also represented by n. The

ci phertexts are assigned nunbers i = 1 ton. In the
followi ng 15 description, lit , (j) (j) w, (j) (j) 81
(j) K ,K c. ,S ,S , Ti , it Pi is generally

different fromthe above-descri bed val ue except when
j = 1. [Shuffle and Decryption of Ciphertext by 20
Substi tutiton/ Decr on, Appar at yusi: eguent i al ky for |
= 1,..ffni tﬁgﬁ§ﬁ%§%it'iioﬁfﬁec 'pt?in apparatus 112 S
(j) executes t#qx.ﬂ% é@mﬁpg cahug% tion and
verification. The 5su Qtitutﬁ%nﬁd ypti on appar at us
118+86E) 25 receives the input data sequence 105
containing the encrypted secret key 302 (abbreviated

as a secret keyw Gidberdext #h- R S t.
crypt ogr aphy 32 RIE (e encrypt}gpa eé%’%%g%ocgﬂe? 1K®ent to

5 (abheeviati€dcas iandappaaispher beyd (diRy Fig. pﬁ:}oc(és)sin%t 110) .

10

- 15

20

25

5 the encrypted hash val ue 304 (hash "val ue "ci phertex

| NFoFi gnl§) iSifofj whSch (t) dae RNUHFIecheeDRIALEAMEL D rooE

data 305 (abbreviated as a concatenated data

ciphsttheiden Fig. 3) 10 T (j( T (j)
K;”,Ki”n,C;”,S;”,SiJH,T

i
is sent to the first substitution/decryption apparatus
(processing 105). In the example shown in Fig. 1, five
data are input, and four data are cutput. The number of

ciphertexts decreases from this point. The number after

the decrease is alsc represented by n. The ciphertexts

are assigned numbers i = 1 to n. In the following
description,
(3 V) ¢ I L Gy ) 9o G
Ki 'Ki r G ’Si 'Si' ’Ti ’Ti' ’Pi

is generally different from the above—described value
except when j = 1.

[Shuffle and Decryption of Ciphertext by
Substitution/Decryption Apparatus]

Sequentially for j =1,...,m, the
substitution/decryption apparatus 112 Sm executes the
following calculation and verification.

The substitution/decryption apparatus 112 5"
receives the input data sequence 105 containing the
encrypted secret key 302 (abbreviated as a secret key

ciphertext in Fig. 3) of secret key cryptography
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, It and the secret key know edge proof text 301
(abbreviated as a key know edge proof text in Fig. 3)
and the secret random nunber know edge proof text 306
(abbreviated as a random nunber know edge proof text
in Fig. 3) 15 P.171 The input data sequence 105 is
divided into the elenents 301 to 306 by the data

di vi si on nmeans 322. The substitution/decryption
apparatus 1121 S(j) executes the follow ng processing
for al ii’%ﬂ =20 1,...,n). The secret key know edge
{f;h%j §ﬁ{:}:§%[%t§%?%§atﬁggﬁ 3 &’iéfb',b&%% e Ja?s @ latld Hdrereext
v Th FiglashilIX(i) + ["Yi(j)IK (i)) 25 The secret
randon1%un%er knowl edge verification nmeans 308
confirmgj) (i) (j) (il Wh) (j) Ul = Hash(Ki ,Ki
"CSrsi 3SI" Ti "iTi'r - 33 [a, 1(j)IX(i) +[ v Ti

5 (j rhdi edbd)pten hakar vahieh shhe @guat iQl UQPQ§¥iﬁ§%£§%§ in

10

15

20

25

hold, the data is not added to the final out

segugnce) The nunber of ciphertexts decreases here,

too. 5 The anber after the decrease .is al so
represefteds, by n. The ciphertexts are assigned

nunbers 1 =1 to n. The secret key decryption neans
310h¢ npesypERd=cnbatenak&iXdhKb 305 (abbreviated as a

concatenated data ciphertext in Fig. 3)

Tiu)’Ti'tﬂ
and the secret key knowledge proof text 301 (abbreviated
as a key knowledge proof text in Fig. 3) and the secret
random number knowledge proof text 306 (abbreviated as a

random number knowledge proof text in Fig. 3}
p Ot '

1

The input data sequence 105 is divided into the elements
301 to 306 by the data division means 322.

The substitution/decryption apparatus 112 g™
executes the following processing for all i (i =
1,..:,n).

The secret key knowledge verification means

307 confirms
y _ Hash(K(ﬂ O P R YT S’
i g G 5,5 T, T
GG
la 1X°

1

) G )
+ [viEJKf)
The secret random number knowledge

verification means 308 confirms

i 4} 9) O} il 91 (11 j
' - ) ) 3 )
v Hash(Ki ,Ki r G ,Si ;
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to the data decryption neans 313. 10 The data _
decryption nmeans 313 calculates e. (j) _c (E(j)) (K
)i+1) K)j+1) (j+) 11+1) , )j+1) T, , (j+) p 0+1)

G Si Si I i dec [ei(j) ] (c (j) The hash val ue
decryption neans 312 calculates M15 H (i) =S, |

(j) - [1/X(j)] S. The concatenated data decryption
nmeans 314 «calculates T (j+1) T, () - [WUx(j)ITi(j)
i The obtalned Qatausequence |sU20 Gﬂ+l) , 0+1) (i +1)

+1) , (j+ YAy ETY) L1 Ko, K
(1) () ) The substitution neans 311

ﬁL? ISE §O§e é géﬁbgﬂuﬁﬁﬁﬂﬁwdﬂ?ﬁjqoqf“¥ ldgmthe data is
[1not a@lﬂe&otglthe fglla_aLn%J eX%Clét ecic’a ts%%ufe%:gleovm n;g

substitution procesSing

élaL?|22 g ?Fh%fn%ﬁ%e%l%h 4gt%§%§)4ﬁcre%§eéj%?éﬁ too.

5 (h&ddmber after the decrease is also represented by n.

10

15

20

25

The ciphertexts are assigned numbers i = 1 to n.

The secret key decryption means 310 inputs

1 (3 (it o)
B =K', - [1/x" 1k

13

to the data decryption means 313.

The data decryption means 313 calculates

(Ki ’Ki ’Ci ’Si ’Si' ry ri
1) )
= dec[ei]](c})

1

(1) sV VIS T (513 VIR L VR
! T’ P." )

The hash value decryption means 312 calculates

) . . .
H.] _ Sfi(]) _ [l/Xm]Sim

i
The concatenated data decryption means 314

calculates
T _ Tli _ [1/xm]T;ﬂ

The obtained data sequence is

{j+} , (Gt (3+1) {31) (it} (31) {j#1) a)

[j+1)
(K K e s s e Y,

T 7 ).

1

The substitution means 311 uniformly selects
~substitution = [j]() from {l,...,n] to [1,...,n] and

executes the following substitution processing.

i+ = Kx [j] (i)(j+1]

[j+1) (3+1)

i
K'.
i

{1#1) . .,
| 1

I
4
CT

i
(J+1) i+l

S, Sn[j] (1)
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i Ti 0+1) =T rz [j ] (i) 0+1) 1 7P . " | i =Pit
[j ] (i)ii+l) H (i) =Ht [j] (i)(j) 5Ti. g+l) =
T it [j ] (i) O0+1) The hash val ue decryption

aut henticity proof mneans 315 generates a proof (hash
val ue decryption authenticity roof text to 171 P )
prove that H is generated correctly. 10 The
concatenated data decryption authenticity proof neans
316 gen%names a_proof {canﬁatenated data decryption
aut hent iciit y Eréoftﬁék 3 'to prove that T i is
generat%q @nrregtl ..The iprnoof can be done by using,
e.g., a nethod 1§y5%] erence "An | npl enentation of
a Universdlly pYe 'fz. bi#e El ectronic Voting Schene
based oniShuffF' gj Jginancial Crypt ography 2002". For

all i (g% 1,4 . {Ae hash value verification
nmeans 317[98n f?%g?{h%t g%&»(J|I) (j +1) g!+lé (7T1)
17+1 0 ‘0" (Hi7) = Has; i, Ki' , ci S 'Si"
)j+1§ 0%1)'- Gl FHH ) ., Pl holds. If i for which

the equation "eehau Olb idecPFESER » abffe st ¥Rl Yoo
unaccept ance aut henticity proof
means 315 generates a proof (hash value decryption
authenticity proof text) to prove that H;ﬂ is generated

correctly.

The concatenated data decryption authenticity
proof means 316 generates a proof ({(concatenated data
decryption authenticity proof text) tQ prove that T';F”
is generated correctly.

The proof can be done by using, e.g., a method
of reference "An Implementation of a Universally
Verifiable Electronic Voting Scheme based on Shuffling,
Financial Cryptography 2002".

For all 1 (i = 1,...,m}), the hash value
verification means 317 confirms that

G §41) G4 G (3 (3#1)
fI)(I-Ii ) = Hash(K~ ,K' 'S #8,S)!

i r
(41 - 3+ (3
LTV P

i

T,

i i i

holds. If i for which the equation does not hold is
present, the hash value unacceptance authenticity prootf
means 318 clarifies x[j](i),E;ﬂ for i and generates a
zero~-knowledge proof (hash value unacceptance
authenticity proof text) to prove that Eﬁﬂ is correctly

generated. The number of ciphertexts decreases here,
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means 318 clarifies (7) [j](i),E for i and generates

a 25 zero-know edge proof (hash val ue unacceptance
authenticity proof text) to prove that E (1) is

correctly generated. The nunmber of ciphertexts

decreases here, 35 too (processing 319). The nunber

after the decrease is also represented by n. The

ci phertexts are assigned nunbers i = 1 to n. Finally,

th ut data_se nce 107 ( 17411 5 1 O+1) (j +1)
0178 1BRYeted R WRILT, Wk Porerr rethar W dicimdse is
, Ti [ is,.sent t t he next _

su %%?tﬁ?E%EFEQ%FQpFWbR'apgthfﬂ§’ TLENE STIRE S &5¥$ Lgned
vahigndegr ypti gn.authenticity proof text,

concat enat ed data decryption authenticity proof text,

and the hash I nagee enticit r 10
text are sentm?lgli?r% ver | legcgtl oﬁéga%pasreaqlﬁesgﬁ% as the
auth@hiﬁchPV,@ﬂBBfSﬂ@XQilﬁﬁ.TWﬁénTtH@’Qr@@eﬁgﬂ gy

ended for all the ‘substitutién/decryptiion’app ya%
Sltiie phaktit exbst1tubWbh /bekryptQ on 2Mpach Jat &8 e
shuffled is 15 obtained. [Processing by Verification
Appar at us] THeeverishi vatliven cappafative: HEndh8 ty proor
verifier receives the authenticity proof text 10§r

cofft 3l ni PenEhbenabetadhtuativergetiypt kanhauthentiCidisof
proof text 401 (abbreviated as a hash val ue proof

t 8X%n ¢m%_th§’hash value unacceptance authenticity proof

Ssent to
uses

text are sent to the verification apparatus 109 as the
lauthenticity proof text 108,

When the processing is ended for all the
substitution/decryption apparatuses s? (3 =1,...,m), a
plaintext 111 [Mi]Hwn in which data are shuffled is
obtained.

[Processing by Verification Apparatus]

The verification apparatus 109 of the verifier
receives

the authenticity proof text 108 containing the
hash value decryption authenticity proof text 401
(abbreviated as a hash value proof text in Fig. 4),

concatenated data decryption authenticity proof text 403
(abbreviated as a concatenation proof text in Fig. 4),
and hash value unacceptance authenticity proof text 400
(abbreviated as an unacceptance proof text in Fig. 4),

. the input data sequence 105,

the output data sequence 107, and
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concat enated data decryption authenticity proof text
403 (abbreviated as a concatenation proof text in
Fig. 4), and hash val ue unacceptance authenticity
proof text 400 25 (abbreviated as an unacceptance
proof text in Fig. 4), the input data sequence 105,

t he out put data sequence 107, and - 36 the entire
random nunber know edge proof text 110. For all i, a

verification a Q for .verifying.the entire

random nun‘oert%%n%\%ltgL Je SHEHT t%‘%?%i)elg Wlﬁéﬁ? oot text
thatg(0) (1) 11) 11) 11) 11) 11) 111 Y i = Hash(K K

, ', ¢ci , S ,S" , T, Ti'" [a'llolJGlul +
[Y(0)) O hol ggr Ban all d vordificatPord Be A 149 N,
calculation 10 and verification are done
seqeentiyahbythEOendkkel rbhdom humperNknol®dge proor text
verification neans 402 for executing secret “key
kndwedgafyvenisf trati on processing confirnms 61 = tll|

il well G it tit,, it Y, [ Uash ?Ki( Ki . a ,
s, or W FomesH@ K X &Y, 601,6) i ) 728" The

“verification neans 404 f0r execyting sectet random

10

15

20

.25

nunber know edgéavgrilfd;cati drv pr oe®ssing confirns |,

171 ti! , Mwqgllit A , (i) y i = Hash(Ki , Ki , G
CRlds i T Tio[a, 0 (i) IX () +['Y ', 1i1]
Thit

) For all j = 1,...,m, the following calculation

~and verification are done sequentially. For all i (i =
1,...,n), the verification means 402 for executing

secret key knowledge verification processing confirms
) tl ) '
¥, = I—Iash(Ki ,K; ],cf)

4 G G )
i ’Si ’Sil ’Ti ’Ti' ’
S BGH o
Lo, 1X7 + [y 1K)
1
The verification means 404 for executing

- Secret random number knowledge verification processing

confirms

) i) (1) (i) i 1) ) tj)
' = L} ] ]

v, Hash(Ki ,Ki 1 C ,Si ,Si $ T, ;

j} i)

1T,

~For only i for which the equation does not hold, the

(it H
T
o' 71X + [y,

subseguent processing is not executed.

The verification means 406 for executing hash
value decryption authenticity verification processing
verifies that [H;ﬂ]FL“m is correctly generated (a method
corresponding to proof and, for example, the method of
the above-described reference is used).

The verification means 407 for concatenated
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20 For only i for which the equation does not hol d,
the subsequent processing is not executed. The
verification neans 406 for executing hash val ue
decryption authenticity verification processing
verifies that [H | ] i=1.... nis correctly generated
(a nmethod 25 corresponding to proof and, for exanple,
the nethod of the above-described reference is used).

Th@a¥§rhgb92gkggnn5§@ Q?cJQJ CGa gégggﬁaéce551ng

decryption ent |C|11 VeriTilcation
vegbliesethahal' (€i#1
generateg (a arret{hod cdﬁreSpormforredﬁiapgﬁ¥£%géfe?cﬁa

exagphed tb@reﬂ?bh@@_ﬁ@z t@%r@&v%rﬁs‘fro'rb%‘%ar & eNnGfe

Is used). 5 For all i , the conparison

nemeshOQOSffeheexbsuéF@@§@¥ﬂbé&ﬂﬂéié¥@n@%'Q%n d)_.
verification processing confirms that ((j) LHI) ' 7+1)

(J+1) 0+1) (Fel)alBi i) & Hash (K, n) Kithe ddmpaSison $heans
~, 0+41) (j+1) (i+l) Ti , Ti ", P 10 holds [f i

f of Ofhfeh ehecegingi bastHoesluet dedhndidencer @gemntf,iddid on
verification nmeans 409 for executing hash val ue
unaEeepeatee aeRhgAnEckhyptverification processing

verifies that it ul ki ) , Eh“fon+ﬂ I 8 clar5f| ed, and
equatlg)fﬁldl & éthﬁcgeneﬁa%ed3aﬁd p&nf}rns t hat

c 15 7C[j](|) (| (k18 thnBct$M decrypted. The
verification nmean$: 405f or &xec ting

helds. 1If i for which the equation does not hold is
present, the verification means 409 for executing hash
- value unacceptance authenticity verification processing
verifies that = [3](i),E"” for i is clarified, and
equation E;ﬂ is correctly generated and confirms that ¢
x{j](i)m is correctly decrypted.

The verification means 405 for executing
authenticity determination outputs acceptance when, for
all data for which both the verification means 402 for
executing secret key knowledge verification processing
and the verification means 404 for executing secret
random number knowledge verification processing output
acceptance, both the verification means 406 for
executing hash value decryption authenticity
verification processing and the verification means 407
for executing concatenated data decryption authenticity
processing means 407 output acceptance, and the

comparison means 408 for executing hash value
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authenticity determ nati on out puts acceptance when,
for all data for which both the verification neans
402 for executing secret key know edge verification
processing 20 and the verification nmeans 404 for
executing secret random nunber know edge verification
processi ng output acceptance, both the verification
nmeans 406 for executing hash val ue decryption

autBenth Gih¥e ¥§Eh%gggkgg%f%%%%%%%ﬁg% %ﬂ%gh@% secepkance,

verification nmeans r executrrng concat enat

daba GﬁéfMBhFQBiéHhhﬁeghgiQMB RLACESELNG 3 a%§8§0%§}ue

out put acceptance, and the conparison meards

exectihtngechaghvyal 6ec38 i 0aobRel-dgRe gV elibledt ¥R cceptance
processi ng out puts acceptance, or the conpari son

nmeah$1408héoveex€cubtAgnhashnkalio® re@l Bged@RGRy hash
verification processing outputs unacceptance while
t heaveei bheatephaneansud@8ntaciexyeeui-i fig chasbnd pralkceesing
unaccept ance authenticity verification processing
oubpbiP8tacseperhseceandntheéheubpuputatiataegueneace
contains only data corresponding to the el enents
acceptednpycihg detperoksgskaodiadgeovehef edameons
processing, secret random nunber know edge
VR FFEREENORY 100 pr SREESF oY aRAOHASH IR araE L EorAsidance
verification géocessingdand al| the data. O herw se,

[ .

uraceepr aht® i 3°but phit"IomSBEBRET EkBBUI REAE verifisation
o UL TG, oL b %, 00, SIDOCLTEDL ML L BB e pn
shovged 8 Fig- arda §1f1%ﬁgeﬁa§¥§teakﬁgggﬁggpgunacceptance is

output.

2 Second Embodiment

2.1

The outline of the second embodiment will be
described with reference to Figs. 1, 5, 6, and 7.

As shown in Fig. 1, a mix-net system according'
to this embodiment includes a plurality of participant
apparatuses 103, a consolidating apparatus 104, a
plurality to substitution/decryption appafatuses 112,
and a verification apparatus 109. The participant
apparatus 103 has an arrangement shown in Fig. 5, which
is the same as the participant apparatus of the first
embodiment except that the apparatus of the second
embodiment has neither knowledge concatenation means 208

nor random number knowledge proof means 210. The

consolidating apparatus 104 is also the same as that of
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to this enbodi nent includes a plurality of participant
appar atuses 103, a consolidating apparatus 104, a 20
plurality to substitution/decryption apparatuses 112,
and a verification apparatus 109. The parti ci pant
apparatus 103 has an arrangenent shown in Fig. 5,
which is the same as the partici pant apparatus of the
first enbodi nent except that the apparatus of the

Se%ﬂ%df%§5%w%8§%ﬂ§§&ﬁggs nei t her know edge

concat enat'i on nean nor random nunber know edge
pr ogf,pagans 310, D%g; ol dat i pparatus 104 is
algo t he sane aéft a9¥%$$%1ﬁ§g%ﬁé¥ﬁﬁist enbodi nent .
[ Substituti ondDegtypt i0n fﬂfar t As shown in Fig.
6, the substitution/decryp TJ% g%%%ratus 112 has a

dasapstdivitsioery 523 a%:%%&%tél;egl KNG L0y ¢ o

verification means 707, secret ecrypti on neans

571@ivdatan deenyptiioon meanet’kdy Nashnelde Hacraptdan

10

15

20

25

means 712, hash value verification neans 717, output
dateaseqiiéiice segerer Xeiyodeargns i thl md=efundant fata

del ete confirmation 10 neans 720, hash val ue
de€pGpYPBhcRUMEENS (ilBy probf vateensieZkSptiash mealnse 712,
unaccept ance authenticity proof means 718, and out put
memeD TRéUgavgrdivcsténnnmanss723 7di videsiteakita sequence
el ement of an ingut data sequence 105 input fromthe

157 ¢onsdt + 03t PR§EpPat at G§9Epdast dasehelelete confirmation

70855 1281 HEREY Ve 05 BBPRkRY Lonn PR es tand i ypretosy
PUds K2Y, CHYBRORLIRYundba 103 S YRLET Y SPE el
means 718, and output means.

The data division means 723 divides each
element of an input data sequence 105 input from the
consclidating apparatus 104 or another
substitution/decryption apparatus into a secret key 702
of secret key cryptography, which is encrypted by public
key cryptography, data 703 encrypted by secret key
cryptography, a hash value 704 encrypted by public key
cryptography, and a proof text 701 of knowledge of the
encrypted secret key.

The output data sequence generation means 711
generates a data sequence which contains, as sequence
elements, only output data for which acceptance is
output from all of the hash value verification means 717
and secret key knowledge verification means 707 and

which are corresponding in a sense of being generated
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crypt ography, a hash value 704 encrypted by public key
20 cryptography, and a proof text 701 of know edge of
the encrypted secret key. The output data sequence
generation nmeans 711 generates a data sequence which
contains, as sequence elenents, only output data for
whi ch acceptance is 25 output fromall of the hash

val ue verification neans 717 and secret key know edge

vegifihcatk ogamsa@%%%taegtawefclapar € NSRS %%E%n% gehEe

a sense of being generated - romthe sane el

daias of the baeggtdab@aseaga@ﬁee %@ﬁerﬁ%&o%uhﬁﬁhsdaﬁﬁ also
sequence generation nmeans 711 als0 wuniformy shuff

't hen ef epRDY SsRl fFaBdomhkocfiefnBhaR a@uUi-pudodata form an

sequence 107. Wien the elenents of the 5 output data
sequepee d87aasequeduardant/, amdent the eleficnteedfrt hat
the redundant data is del eted by subsequent

proeesst ndatbheepedogdad’/datra delendantconfincmati as
means 720 outEUts acceptance. O herw se, unacceptance

i scont pumed10hphenhehgedendpptedatendat dedeseddava
contained in each elenment of the output data sequence
10-psedashayBra6EaSabTai fBE ByduBerpst ARgaeRelfpeed
concatenat ed data conhglned in a certain elenment of

t hePn hﬁﬁ?tﬂﬁPamgéaﬁe 8 PY5PULRJACREPKASR val GEherwise,

verifi cat% n _15. nmean 7 out puts unacceptance, the

hash™Vafh anﬁ%a&@eﬁ?iﬁg "authenticity proof means 715
gener.at es a ?]ﬁh t“ﬁ%l U d cf:%%p %Qlceataefl'fltahcenc} 'acatltay contalned

proof text proves that —output unaccepta

'Slﬁuégéﬂtéfemgh€ QUEBQt8gﬁppgn§5%§t%%qﬁ%nce 107 is

authenticity proof text 1
always data obtailned by decrypting encrypted

concatenated data contained in a certain element of the
input data sequence 105, and the hash value verification
means 717 outputs unacceptance, the hash value
unacceptance authenticity proof means 715 generates a
hash value unacceptance authenticity proof text which
proves that output of unacceptance is authentic. The
output means creates an authenticity proof text 108 from
the hash value decryption authenticity proof text and
hash value unacceptance authenticity proof text and
outputs the authenticity proof text 108 and the cutput
data sequence 107 output from the output data sequence
generation means 711. The remaining components are the
same as in the substitution/decryption apparatus of the
first embodiment.

[Verification Apparatus]
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20 the hash val ue decryption authenticity proof text

and hash val ue unacceptance authenticity proof text

and outputs the authenticity proof text 108 and the

out put data sequence 107 output fromthe output data
sequence generation neans 711. The renai ni ng

conponents are the 25 sane as in the
substitution/decryption apparatus of the first

embodi ment . [AerdHdweationg Appar at sl é%r'f?cépP&H dfparatus
Fig. 7, the verification apparatus 10 ﬁas a secre

key Olenoalse dgeseveieit! keat ifbWRaNFe 8021 rhash dalieins 502,
decryption authenticity verification means 806, hash
vahae hc oizigied elece yperiiohi catt i teeains, 8281 hash Ry dhdbehs
unacceptance authenticity verification nmeans 809, and
auBRént heisty vdduer wonatiice means: 806G, cdfaran afedrd¥e 808, hash
el enents of the input data sequence 105, all elenents
ac¥8pied Upp cckp tsasee B ultdyen tkinoiil \e doper iverdaftiicat inerens 809,
means 402, the authenticity 10 determ nation means 805
oufpGt §uikbespishts. Petarmimed idromesmianddondi t i ons

are satisfie%, QG herw se, ~unacceptance is output. (A)

The hash val d€Tdefly fticore Laitdet | oF tihe maute daton

. 15 (B) The hash I
ke T W RU LY U
- Qe h I i nci .
i e i N e

-haéétééhyﬁaeméﬁcﬁgéﬁgc§o§“%ﬂ%%h%%i%%f%$%EEE%aEi %1, fhe

means 809 outputs acceptance he out pat
SefjiieneRihg7c60AL AL H8sORLY dakd sried. Otherwise,

unacceptance is output.
(A) The hash value decryption authenticity verification
means 806 outputs acceptance.
(B) The hash value coincidence verification means 808
outputs acceptance, or the hash value coincidence
verification means 808 outputs unacceptance while the
hash value unacceptance authenticity verification means
809 outputs acceptance.
(C) The output data sequence 107 contains only data
corresponding to the elements accepted by the secret key
knowledge verification means 802 and hash value
coincidence verification means 808 and all these data.
The remaining components are the same as in
the verification apparatus of the first embodiment.
The operation of the mix-net system is the

same as in the first embodiment, and a description
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corresponding to the el enments accepted by the secret
key know edge verification neans 802 and hash val ue
coi nci dence verification neans 808 and all these data.
The remai ni ng conponents are the same as in 25 the
verification apparatus of the first enbodinent. The
operation of the m x-net systemis the sane as in the
first enbodi nent, and a description - 42 thereof

W theB8opMit t €dpe dm2rPetiai | ed Exanpl e The second
enbodi nent will be described in detail with reference

t 02 F2 gsbeflai bedbExamngié. 5 [Initial Setting] An
initial setting apparatus 100 determ nes and

publ i shes a Bhe kenghll Amfoddrdral RiEXE bed Gaf@tibed in
variable L, a prine nunber g whose bit length is

| adgfeailtwabhlLrbyebenar €bl Fptisc ayr e @,hawidng.t he
order g, a 10 point Gon C, a cryptographic hash

f uht2iohaHa8ftblhavi ng the output bit length L, secret
key cryptography using a key with the length L, an
encryption f8ActiéfladnCrétincandrdasyst 16K fdatettirgmes
dec[e] of_ the secret key cryptography, a function T()

f ri B 1L 3ReTehcBl E5LGRERRL i 5 @ oPha Pt ekt ona coatety

SN RERL 0 (5 QLo B RO LR 192011 RE940S8 o

ST b gnd Cogr VR R LBPB AL oAl orde o o

EREASE 4000 Db by A0S R LS
having the output bit length 1, secret key cryptography
using a key with the length L, an encryption function
enci{e] () and decryption function dec[e] of the secret
key cryptography, a function W () from a bit sequence
with L bits to a point on C, and mapping'@() from a
point on C to a bit sequence with L bits.
[Initial Setting of Substitution/Decryption Apparatus]

All the substitution/decryption apparatuses

Sm (J = 1,...,m) execute the next initial setting
processing. An initial setting means 721 (Fig. 6) in
each of substitution/decryption apparatuses s uniformly
selects a private key 106 xﬁuEZ/qZ at random and saves
the private key in the substitution/decryption apparatus

3l e C .
s’. In addition, the initial setting means 721

generates and publishes a public key 101 Xm=[xm]G. The
initial setting means 721 in each

Substitution/decryption apparatus 5" uniformly selects
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each of substitution/decryption apparatuses 5(j)
uniformy selects a private key 106 xWW\EZ/ qZ at
random and saves the private key in the
substitution/decryption apparatus S . In addition,
the initial setting nmeans 721 25 generates and
publishes a public key 101 X =[x ]G The initia
settlng means 721 in each substitution/decryption

at S i r eZ/ qZ at
ra%ﬁongﬁlc% al:é?l g&ln%@éﬁofﬁaq%ﬁyags s)h)(c;q[r 1X(i i)

and Clhfllklﬂdsﬂl@ z}ujx y ¥Mng Mod g and publishes
y and a ag a z ;o knomAedge proof text 5 722 of

know edge o= ) [ﬁ)p&@rm@athEneratlon of

Parti ci pant Apparat.us] For J =1,...,n, a parti ci pant

appadaud1icGhesU « Fi gnd)a deta%rm &%S:oa]moajlrﬁcﬁj@ pbbf text

M _having the bit length A As first data 614, each
5paﬂ?ﬁcpéaﬁmOEGedgﬁamdtus U 103 I (mn  generates data

cont ai ni-ng c. and arbitrary data 603 (each

confaPhER eéffﬂbﬁteﬂ@rr@twm tof) ek iohppn o Aepa (atrly)

(mtl) character strlngs K , K S, 8" , and P) )

In  additi &Pt flor~ jl= 1.1/, anpaeruéeylxgeerﬁ@r%pp@mtus 103

A AN N Lo b bl e

raTQBHEh A. As first data 614, each participant
10 - " apparatus U, 103 generates data containing c;m” = M, and
arbitrary data 603 (each containing arbitrary L-bit

[mt1} (m+1} (m+1) {mt1) (m$1)
, K", 8, 8. and P. ). 1In
i i ’ i

i

character strings K,
addition, for j = 1,...,m, a key generation means 604
uniformly selects elements r[l];ﬂ, r[Z]Jﬂ, and r[3];ﬂ
.15 %/gZ and a point Eﬁﬂ on C at random.
Then, a key encryption means 605, data
encryption means 606, hash value encryption means 607,
and output means 615 execute following processing 613
repeatedly in the order of 3 = m, (m-1),..., and 1.

20 As in the first embodiment, as the arbitrary
character string, a random number, a number unique to a
session, or a date/time is sometimes selected. When a
random number is used, the participant apparatus can
confirm the presence of its plaintext from the final

25 decrypted text set. When a number unique. to a session

or a date/time is used, it can be recognized that a

ciphertext used for another session is not reused.
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Then, a key encryption neans 605, data encryption
means 606, hash val ue encrypti on neans 607, and

out put neans 615 execute followi ng processing 613
repeatedly in the order of | = m and 1. 20 As in the
first enbodinment, as the arbitrary character string,
a random nunber, a nunber unique to a session, or a
date/time is sonetinmes selected. Wien a random nunber
i s usedcrthekpar EneirhaRt cAP R - firmthe. .
presence of itg p|aig?extﬁf?%ﬁ?%ﬁé”?ﬁﬂg?ﬁ%%YG§€F§5P§&OH
t eleaset 60hen a nunber unigue to a session or a
date/tinme is used, it can be recognized that a

ci phertext uskd drorrgmothiesesessi payi s "hotryeysad. 44
Secret Key Encryption Processing hy Key Encryption
MeSRSTEOS 1P @eemgptts sitmemkay eivhlbn the 1key s
encryptiap nmeans GO5 obtains El 11 which satisfies 5
ei (i) _& (Ei%iﬂﬂ))and calculates (Kili)r Ki ' tii

R X 0 . (i G+ Ei(i
Habilckarebet U T D0 5B ) 0 )
t put ans ,G15. 10 S i Knowl.ed P f Text

oot at (B R OCEaaT nbl ™ Bol e EnEF I bl 4 o Mo 20605 1 i

= i Ki | (i ] 3), Si ' , St
Y ?MT §QFQéE%£%bn %efuﬁkx s?f?UG%?ﬁsti§é¥%)Z¢i¢h%j0utput
rlddns ¥isr[1]i nod g, and

- Secret Key Knowledge Proof Text Generation Processing

by Key Encryption Means 605
)

_ ) i) 4 () ) i) j

v = Hasn(K' K'",c”,s", 5", [r13,"1xY),
G 3 4) )

@, = r[3]i - Yy r[l]i mod q, and
W &) i)

(1 {0)
are calculated, and P, and P, are sent to the

consolidating apparatus 104 as a secret key knowledge

procf text 612.

Data Encryption Processing by Data Encryption Means

606

ei{JJ _ (I)(Eim)
and
U enc[e}ﬂ](K}?” g o g o, 6
i i i r i I i r i r i r
p (j+1))

i
gy,
are calculated, and C; 1s 1nput to the output means

215.

.

Hash Value Encryption Processing by Hash Value

Encryption Means 607
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a) (j) (j)] Pi =[vi , ai 15 are calculate
Pi(l) and Pi(0) are sent to the consoli dat
apparatus 104 as a secret key know edge pr
612. Data Encryption Processing by Data Enc

Means 606 20 eilii _ (E(i)) and C. 'i) = .

(j+1) (i+1) (i+1) (I+1) i enCJlei ] (K Ki
Pi Gt1l) are calculated, and ci(l) is input

out put nedhsg 5 215, Efi@@p‘l\@gmegggﬁ)mté on

by Hash Val ue! Encryption Means

d, and

i ng

oof text

ryption

b) (i+i)

ci Si ,Si

to the

Frogessi ng
i

(i) (Si rS.' ([r[2l; ‘X“[K (1213 § G g (.Pia’sh K |

(3+1) (i+l) (J+1)||+1} , ¢l S8 1St
) ) ) is calculated o’ |nppt 5 ( 35 , 5,
input to the output 5 means 615 Processin

"Pi 1j +1j

) ) ) is
g by Qutput

NbaBSCGlﬁuﬁaﬁedlﬁOIuhp@m)S(ﬁ)SDﬁ¥a1§lﬁnpﬁﬁﬂto #he oufput

f S, Si' ) is generated fromthe inputs
K. meghy HLOm t he key encryption neans 205,
c.(j) fromthe data encryption neans 10 206,
i nputBr Sresyarg sy OWﬂyutr%ﬁﬁmheGhésh val ue

5w o ~
pata 614' (k" k'", ", s, 5"

from the inputs K;ﬂ and KJ(ﬂ from the key

. |
means 205, the input ciﬁ from the data en

206, and the inputs S;ﬂ and Si”ﬂ from the

K.1 5 and
t he i nput
and the
) is generated
encryption

cryption means

hash wvalue

encryption means 207. If § # i, the data 614' is fed

1y m {1} n n

back as the data 614. If J =1, (K ,KJ

i

is output as a ciphertext 211.

That is, the participant apparatus 103 SH

sends the ciphertext 611 (K;”,K;(”,c . S

,Si“n) and the

(1) (0}
proof text P, ,P, to the consolidating apparatus 104.

[Ciphertext Verification by Consolidating Apparatus]

The consolidating apparatus 104 consolidates

data collected from the participant apparatuses and

- sends them to the first substitution/decryption

{3 i i 03t

hh ) .
apparatus. K, ,K’ PGS L8, P.” is generally

different from the above-described value

1.

[Shuffle and Decryption of Ciphertext by

Substitution/Decryption Apparatus]

except when i

Sequentially for j = 1,...,m, the

substitution/decryption apparatus 112 Sm

- 46 -
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encryption neans 207. If j] =1, the data 614' is fed
back as the data 614. If =1 115 m (1) uJr (K r

Ki'* ' cl r Si r Si' is output as-a ciphertext 211. That
is, the participant apparatus 103 UL 15 sends the ci
hertext 611 K K 11 111 n) P( ~~ , cl , S '"Si '

and the proof text P,(1),P.(O to the consolidating
apparatus 104. [Ci phertext Verification by

Co ki Wy . he .cansal i dati ng apparat us
10%82%352[1%%??2%%2%%%0o-Hqgcvteer lrcé:“?hjt%‘ parti ci pant
appar at uses e e figs C
substitution?g§E§3%t|ogﬁﬂég %%#&%%{%Ljé§F§??¥alnlng the
appatalpsedKsecrkt' keyCl702 Sabbrdviatdd 45 HeN&S g3&ey
different fromthe abdve-described val ue except en |

= ciphpbhukt!| enardgDeenyptd e Gfe+C &t a
Substitqgion%FEcryption Appar at us] equéentially for |

= the Ky%sKytution/decryption apparatus 112 S 0O
executes the 46 follow ng calculation and

vethei eatipntedhdatapipdatdeegieneel 35 cehitai Mifthertext
the encrypted secret key 702 (abbreviated as a secret
keyn EiphefPtext in Fig. 6) of secret key cryptography

5 Ki KTlii the encrypted data 703 (abbreviated as a
data ciphertext in Fig. 6) (i

the encrypted hash wvalue 704 (abbreviated as a hash

value ciphertext in Fig. 6)
W gt
1 1
and the secret key knowledge proof text 701 (abbreviated

as a key knowledge proof text in Fig. 6)
(it

1

P
and
private key 106

i3

b4
is input. The input data sequence 105 is divided into
the elements 701 to 704 by the data division means 723.

The following processing is executed for all i
(i =1,...,n).
The secret key knowledge verification means
707 confirms
Gt i) (3) {ji (G}

i
¥, = Hash(KiJ,Ki”],c. PS8,

i i 1 1
(3} ij {) {3
[a, 71X + [v 1K)

1 i

For i for which the equation does not hold, the data is

not added to the final output data sequence (processing
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secre

c. the encrypted hash value 704 (abbreviated as a hash

10 val ue ciphertext in Fig. 6) iii S iii, Si' and

the secret key know edge proof text 701 (abbreviated
as a key know edge proof text in Fig. 6) P. iii 15
and private key 106 (i) x is input. The input data
sequence 105 is divided into the elenents 701 to 704

by the data division nmeans 723. 20 The foll ow ng
pr@ggfsing is executed for all i (i =1,...,n). The

“key knowl edge verification means 707 confirmns
i (i) ti) I Y ( | i
25 [al (i) )x.efu)e F“\ﬂ(el o h@%}%ﬁrﬁdére%ne{ ped. e
eghghbon Qﬁﬁérnﬁheheégreggg qgt@l @BE@@@Q%%S)% t%e The

final output data sequence (proceSS|n

nuobgheptegt phertexksidaeneasmpaher ¢ —The¢nyber
after the decrease is also represented by n. The

ci phertexts ahe astirgretejurReSptisnl de@nd B oTh&iculates
secret key,decryption peans 710 cal cul ates
Ei = K' - [1/x

The data decryption means 313 calculates

e, = P (Ei(j))

(3+1) G g G
(K.~ ,K'" ,c S, ,8." P

i i i r=i i rey )
)] )
= dec[ei }(ci )

The obtained data sequence is

(j+1) , G4 (341} {3+1) {3+1} (3+1)
1
(Ki ' K r Gy 4S5 ,Si ' Py

The substitution means 711 uniformly selects
substitution = {j]() from [l1,...,n] to [1,...,n] and

executes the following substitution processing.
(#1) {ﬂh

&_ = Kn{j]{

Y . A B¢
K' = K'n[j](i)

{3+1) . \ {j+1}
c,” = cm[jI(i)]

(i1} (3+1)
S, = Sw[jl(i)

, G . AR )
S', = S'xm[§)(i)"

{i+t) 13+
P = Prlg)(i)"

1

The hash value decryption means 712 and
substitution means 711 execute operation given by
G cq gy 4 51 cq ey
H" = S8"=m[j]1{(1)" - [1/271S= [j]1(1)
The hash value decryption authenticity proof

means 715 generates a proof (hash value decryption

authenticity proof text) to prove that HJﬂ 1s generated

_48._
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(i (i) (i) (i) BB =Ki - [1/x ]Ki The data
decryption neans 313 calculates e.(i) _cJ (Elii)
i+1l) (K (j+1) , K 0+1) , ci (i+l) , Si 0+1), Si
0+1), Pi 10 = decf[ei (i)l (cl(i)) The obtained data
sequence is (K Ili+ll , K" li+4l) c. (i+1) , S 0+1) S
Il (j+1) , P 1li+11l) . i The substitution neans 711
uniformy selects substitution It [j] () from

[1corre9ngo [%or thqg %@%oﬁ +|%%e%ﬁt$§c% Iom@ng

substitution processing (j+)

K 1) = L
(i ?bggf déusffl)lbehi})e]fege)“gg ;LE) "1'5]%%14 (i) 20 S [ E)+11)]

S 7c )] (idodil) 1 1P dixd) =8 7ol hdsk iYatie
The hash val ue decryptlon neans 71 'and ~ substitutio
neaes:.fia:aexe@utn@a@rgenatvl QBngiiveiz RhatH7) = S it []
(i)ti) - §(I(]S7c [j]]KI)(|) 25 The hash val ue

decr ypt KIDhHaLDt rerid i (& pr,eof " pedis, 715, geanat es a
pr oof (hash val ue qggryptlon authent|0|ty proof text)
to prove that H (P) is generated - 48 correctly. For

this proof, the method of the
holds.

I (
n
]

*

If i for which the equation does not hold is

present, the hash value unacceptance authenticity proof

means 718 clarifies n{j](i),EJ” for i and generates a

zero-knowledge proof (hash value unacceptance
authenticity proof text) to prove that E;” is correctly

generated.

The number of ciphertexts decreases here, too
(processing 719). The number after the decrease is also
represented by n. The ciphertexts are assigned numbers
i =1 to n.

The redundant data delete confirmation means

720 confirms that, for i = 1,...n, the sets of

1) GG G (VR
St P

.(Ki ,Ki' r G ,Si 'S, P B } are not redundant. If

redundant sets are present, sets except one are erased.
‘The number of ciphertexts decreases here, too. The
numbe: after the decrease is also represented by n. The

ciphertexts are assigned numbers i = 1 to n.

Finally, the output data sequence 107

{j#) SR SR G )
[}
Ki ’Ki ’Ci ’Si ’Sil ’Pi ’Hi

- is sent to the next substitution/decryption apparatus
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above-descri bed reference is used. For all i (i =

1,...,nm, the hash value verification neans 717
confirms that 5 $ ($, U) = Hash (K (1+1) K ' 0+1)
0+1) O0+1) ' (j+1) i i G r S , S j+1) ) Pi holds.

If i for which the equation does not hold is present,

t he hash val ue unacceptance aut henticity proof 10

neans 718 clarifies it (" [j](i),EB for i and

gegélates a zero-know edge proof (hash val ue
unacceptance authenticity proof text) to prove that

Ei (v is cormeet hashoeRaral ebc s MMMt Rnticity proof
ci phertexts decreases here, too 15 (processing 7 f
Theexunbed ahtehathevdgaeeasadeeptlasee &@l@h@&@mb%ybproof

n. The ciphertexts are assigned nunbers i =1 to n.
Theexedandamentata tbketerdddtiatien epparanss 7120 as the
confirms that, for i = 1,...n, the sets of |j+1) ] +1)
(jaayhentigity+pyobf+tex2010K. , Ki' , ci , Si 'Si '

, Pi ) are not redundant. If redundant sets are
present set ¥hexcépe orecass iormsied.endrte fimuntedrl dthe

qgrtexts de reases here, too. The nypber after the
g %EJetPElaP deFEgPEEERt BBPBY 2 LSPRe S cugahenlexts,rm) a
=,1to,n, 25 Finally, the

cnR %fs ngdéggngﬁg;miﬁ7ln which d3ta ace Yhuffled is

obtained.
[Processing by Verification Apparatus]

The verification apparatus 109 receives the
authenticity proof text 108 containing a hash wvalue
decryption authenticity proof text 801 (abbreviated as a
hash value proof text in Fig. 7) and a hash value
unacceptance authenticity proof text 800 (abbreviated as
an unacceptance proof text in Fig. 7), the input data
sequence 105, and the output data sequence 107.

For all j = 1,...,m, the following calculation
‘and verification are done sequentially. For all i (i =
l,...,n), the secret key knowledge verification means
802 confirms

v}ﬂ _ Hash(K;ﬂ,KJ(ﬂ,c;ﬂ,S(ﬂ,SJ”h
o, 1x7 + [y, "1x”)
For only i for which the equation does not hold, the
subsequent processing is not executed.
The hash value decryption authenticity

{3

- verification means 806 verifies that (H,"1,, |, is
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(j +1) 0+|) (j+1) (1+1) Ij+1) (1+1) (j) K ,K' rC

rSi ,Si' ,P1L H is sent to the next
substltutlon/decryptlon apparatus - 49 S (j +1) The
hash val ue decryption authenticity proof text and the
hash val ue unacceptance authenticity proof text are
sent to the verification apparatus 109 as the 5
authenticity proof text 108. Wen the processing is

d QI‘ | = bst
crdegion 5 e ST e el e L

shlahf:ll edoirs exabpaknedhel QdtIRL eSS It By NRYIdd Latiy
Appar atus] The verification apparatus 109 recelves the
aurhénteocey ipr agkdyext 108 contai ning a hash val ue
decryption authenticity proof text 801 (abbreviated as

a hash val ud'opr @dfl tiexti i=n Fi g..,4)) antha hagha vedde means
15 unacceptance authenticity proof text 800

(aBBPefpat edeasting baatceptlanc egimediienext vier ifiigation
7), the input data sequence 105, and the output data
segtierees109. cpBfiamp thatl, ... m the follow ng
calcula&)ﬂgu)and verléégatlonﬁﬂreUQpnem§eqUQﬁ§|aIIé

For all nf' theCseorSet k& know edge
verification neansPu&DZ confirms iii (j) tji (j) (j)
iii | = Hash (K, TiKi* , ci , S, Si', [ai(j)]

X( [y ,I") ] K" ) For only i for which the
eq%%%ﬁ%n does not hold, the

If i for which the equation does not hold is
‘present, the hash wvalue unacceptance authenticity
verification means 809 verifies that n{j}(i),E;ﬂ for i
is clarified, and equation Eﬁﬂ is correctly generated
and confirms that cyt{j](i)m is correctly decrypted.

The verification means 805 for executing
authenticity determination outputs acceptance when, for
all data for which both secret key knowledge
verification processing and secret random number

knowledge verification processing cutput acceptance,

both hash value decryption authenticity verification

. processing outputs acceptance while hash value

coincidence verification processing outputs acceptance,
or hash value coincidence verification processing
outputs unacceptance while hash value unacceptance
authenticity verification processing outputs acceptance,
and the output data sequence contains only data

corresponding to the elements accepted by the secret key
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25 subsequent processing is not executed. The hash

val ue decryption authenticity verification neans 806
verifies that [Hj]. 1 is - 50 correctly generated
(a nethod corresponding to proof and, for exanple,

t he nmet hod of the above-described reference is used).
For all i (i =1,...,n), the conparison neans 5 808
for executing hash val ue coi nci dence verification

RS OOE EEE bRl T figh) e

10kﬁ$wie&?é woi-chi bhe i sauatiher ;49 ngkdhggghi§a%ue

present, the hash val ue unacceptancé authenticit

vetdiheadénse reans£809tvehi biregeklahgn WAl bh 1(itheEliata
for i is clarified, and equation E. (1) is correcth%

gemecapedreanddsnnf sers thatrre’ Toxuf ™ jd " i . 5%, s 1
corrgctly decrypted. 15 The Verification nmeans 805

f oF, "eXecutdtig rwalgehentn &t ¢yp et es ni adhopuUt put s
acceptance when, for all data for which both secret
kelRemow ddige PyvesehicaniventpooceéssEndeandvadcr et

random nunber know edge verification processing

out put accepT@nB&OVe0 thetth thes Keralypd idec myst isopstitution
aut hentisci ty verifigation processing outputs
aé%@bk%n&e“%ﬁﬂﬂé(ﬁésﬁ vaf véatedenctllence verification

rocessing out puts acceptance, ,
psu stltéklon}ﬁgcryptlgn apparatus is authentic, that the

hash wvalue, dec{e;ﬂj(c1t{j](i)m), and the decryption
result of the ciphertext by the public key generated by
the participant apparatus 103 equal is proved. This
- proof processing is hash value decryption probf,
processing. That the proof processing is executed in an
bpen verification enable form is the main reason why the
‘present invention allows open verification.

However, the effect of the above-described
proof is obtained only when the participant apparatus
correctly generates a hash value ciphertext. The
substitution/decryption apparatus must prove the
‘authenticity of its operation without the above
generation.

First, it is confirmed by hash value
verification processing whether the participant
‘apparatus has generated a hash value ciphertext by

authentic processing. If no authentic processing is

executed, it is proved by hash value unacceptance
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or hash val ue coincidence verification processing

out puts unacceptance whil e hash val ue unacceptance 25
authenticity verification processing outputs
acceptance, and the output data sequence contains
only data corresponding to the el enents accepted by
the secret key 51 know edge verification processing,
secret random nunber know edge verification

processhBgciandphash psabegssgﬁbn%hgﬁn%ﬁeV%ﬁir%ii%a 208
processing and all the data (j+1) |j+11 0+1) (j+1)
(jadparexaeptsr edundastisets | mikK thik processidy,” $he

i " 5 P 0+11 I. Otherw se, unacceptance is output.

[ ReasloenWhyiPyesénprbngenthgnoifs thef ecti ve] To prove

that the decryption and substitution dec[elljl] (C 7C

[j§ulsyivafioh/dataybyitheappabatizsutisophdeedypt i on

apparatus is authentic, that the 10 hash val ue,

dec[el171] (E@OPEVE{r] (ihelrrpcessd nche fdddreymamnicipant

result of the ciphertext by the public key generated

by2PR#HEApAFt £ Ei pafEtappar ahavtrozisgdabyi é‘rlaliQ\JLéd.

Thi s groof prgcesstﬂ i s hash val ue decryption proof .

prSCRESPRENT TR SERENRF OBRE piELBESFngPPS ExEEut cd PR 15

an open_verification enable formis the,mainp reas

o T o e LR P EreaP B Re Bpt GBI FRCAY, BRoCher

AT Qﬁteé% Shoplsthe; ahove-descri bed roof .i.s

ot Lt by TpERk e ps U PR HER PR R R, B Bbotar e daca

Cald aald Yo 808r 8keena Bashoyalie Ci pheLhex! o Ihe 2.

substitution/decryption apparatus nust prove t é

auent i et YoRf dbt sy PPEbAt hgPavht QUL EREpRROY .
ciphertext of the participant apparatus and proves the
authenticity of the decryption because the participant
apparatus is unauthentic. This proof may be an attack
on the ciphertext of the participant apparatus.

If a participant apparatus i1llicitly processes
its ciphertext, the attack occurs as a natural result.
However, if the data is copied by a third party, this
attack must be prevented. As a defensive measure,
secret key knowledge proof processing is executed. With
this processing, when an illicit ciphertext is created
‘from the ciphertext of another person, processing is
rejected first by substitution/decryption processing.

When the ciphertext of another person is
copied and illicitly processed, processing is rejected

by the substitution/decryption apparatus, as described

above. However, if the ciphertext is simply copied and
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generation. First, it is confirmed by hash val ue
verification processing whether the participant 25
apparatus has generated a hash val ue ci phertext by

aut hentic processing. If no authentic processing is
executed, it is proved by hash val ue unacceptance - 52
authenticity proof processing that the partici pant
apparatus is unauthorized. Wth this processing, the

au ti,cl f _pK Iy f the : , ,
su%gggtﬁ??gﬁfgegrgg%%%%lggﬁgfé USG5 Hritred T Hessing 1s
HomeyYetre- LR r =N ot £ CJ t. . app t.us .
i s sonet ?ﬁegegngﬁzteﬁglre i %(le) By i Isﬁ:l%gbtecd gz%gtcheoscg‘i ngf%ft%ls +S
anpeheitpaay i ehBaRbpARRRIALHE: ThAt 1S qedatd of one
partici pant apparatus is copi ed by another

papticapany appauabes W Ghpgener i c,ﬂ:?etréu |
10 on the basis of the ciphertext?gﬁﬁl?ﬁﬁgpggég#ﬁi e o0
substurst i bhédecnyphican odppacaicdd ideCiyiRre At can be
ci phertext of the participant apparatus and proves the
aukhere i ey t fiofinbeadednyplioy be&cadse ttike Ipyitd iGideants
apparatus i s unauthentic. This proof may be an attack
1586H“t%%ecfbﬂélﬂ¥xﬁe§typhedpaﬂaﬁotpamm.apmmmﬁeﬂsidj of
a participant apparatus illicitly processes its
cifpherte ?gtﬁgcgtﬁacﬁtéééﬁrgna§révﬁ§wuﬂalthesmnnof
However, if the data is copied by a third party, this
atFAE TSEY beC br E0BAREANE dadégﬁeﬁ§i@éew§a§@¢eﬁm@@diment

se Si [ d.
wn i Pt P RLAPRS FRutResBrphetrenn e

creat gy Ih0omihesgi phertext of another person,

processing is
If concatenated data is not generated by the

apparatus, procf cannot be created finally. Hence,
simple copy can be prevented. Deleting redundant data
corresponds to processing of directly deleting copied
data.
The participant apparatus sometimes inputs a

.character string such as a random number, a number
unique to a session, or a date/time in addition to a
plaintext. These values are decrypted finally. Various
things can be confirmed by using the decrypted character
strings. For example, when a random number is used, the
participant apparatus can confirm the presence of its
plaintext from the final decrypted text set. When a
number unique to a session or a date/time is input, it
can be recognized that a ciphertext used for another.

session 1s not reused.
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rejected first by substitution/decryption processing.
When the ci phertext of another person is 25 copied and
illicitly processed, processing is rejected by the
substitution/decryption apparatus, as descri bed

above. However, if the ciphertext is sinply copied and
53 wused w thout any particul ar processing, processing
is not rejected by the above-described nethod. If

this is permtted, the cgpjed gi@ﬂgrtext is decrypted
a plurality of nunber of tines. en such a

phenonenon 5 10CCW $harthie: GUHE M SH Plad &{}Tq'i; —
ci phertext can be known by fin ingE% pl ura |t§%%ﬁlzed by
i denthpcakipbai ntexts fromthe finally decrypted

pl ai ntexts. Processing of preventing such an attack

on privacy i seyhenmoaftiqr eeessd b Wncopsatepaled of a
data in_the first enbodinent 10 or the processing of
dePébragirEdafdancrest &eiys oife seseeanteoniogipt@traphfy by
concatenated data is not generated by the apparatus,
prodf BHRALE beYcPéakepltirmdlity. oflescbst isimnyilon /depyyption
can be evented. Del eting redundant data 15
co??%@ﬁgﬁﬂ§er processing of directly deleting copied
data. The participant apparatus sonetines inputs a
character stfPhg gﬁEHYE§l§nr§ﬁ@@ﬁlﬁ@%b@ﬁ?raﬁﬁuﬁﬂb@lven
uni essi or a date/time in addition to a
Zgap %i% eg?é %ﬁeggévgﬁﬁgggé%g BEcPGHEEH KFPHSl P§. the

Vad d QLS i, N nfirmed by using the
dZ%%yptedEc a?g ?gggngﬁghgs. For exanple, when a

random nunbephaks Yaede LRErRALHCLRANL FRRArAY 2180 ng a
confirmthe presence of iIts
hash value of the given data by using a cryptographic
hash function and encrypting the hash value by one
public key of the plurality of substitutioﬁ/decryption
apparatuses;
repeat means for repeating processing of
inputting a plaintext as a first input to said data
encryption means and inputting, as subsequent inputs to
sald data encryption means, preceding outputs from said
data encryption means, said key encryption means, and
said hash value encryption means a number of times equal
to the number of substitution/decryption apparatuses;
and
output means for outputting data obtained by
processing of said repeat means.
2. A participant apparatus according to claim’

1, characterized in that said key encryption means
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3

4

2
3
4
5
6

pl aintext fromthe final decrypted text set. Wen a 25
nunber unique to a session or a date/time is input, it
can be recogni zed that a ciphertext used for another
session is not reused. 54 CL AI MS 1. A '
partici pant apparatus characterized by 2 conprising:
3 key encryption neans for encrypting one of a 4
plurality of secret keys of secret key cryptography by

5 | f |4 ¥, O
@@%ﬂ¥ﬂ§é§3ﬂ%%hé)fd?Egé%g%ééfhgt%s%g?o% ety of knowledge

substitution/decryptio ppar
engﬁymHéNéﬂﬁyyﬁtgdngéggmygﬁ%@g given 8 data by one

of the plurality of secret s of the 9 secret key

crypt ogr aphy; 310 #& vk 146x £ C ' .
calculating a 11 ﬁi?% véﬁﬁe gf£¥ﬁékg?35ﬁ§g§?g8%§g to claim
usEng chaaraypteogrzaphiby £l thash é&ﬁk&‘ﬁiﬁhcﬂ%cﬁpﬁé&’é&' ng

the hash val ue by one 13 public key of the plurality

of conbsttienatiion deamygptiican enkd BRPH A USESG 1 vih r@RGALY one
means _for repeating processing of 16 inputting a

pl BRRtést key & ithst pilmpatl ity sof dsudadtai thit iencfdeid @t ion
means and i nputting, as subsequent inputs to 18 said
dafBPBREISESoR R SFae rpitdoadian ot hutesttf radmisaivdeddk of
data_encrypti on neans, said key encryption neans, and
20as§?8rﬁ§sﬁa@ Plle NERERYPESER Msandle mnsbamtdfont,i mes

equal 21 to %gf nunber, of substitution/decryption

! appar at uses; "22T&Ad F3GurFReHe MR T DICBRIBRAYS Mepans for

g
9

10

11
12
13
14
15
16
17
18
18
20

21

daf@p@QE?hBegrB¥essing of inputting the plaintext as the

first input to said data encryption means and inputting,
as the subseqguent inputs to said data encryption means,
preceding outputs from said data encryption means, said
key encryption means, said hash value encryption means,
and said knowledge concatenation means a number of times
equal to the number of substitution/decryption
apparatuses, and

the apparatus further comprises total random
number knowledge proof means for generating a proof text
of knowledge of a sum of secret random numbers used in
all the repeated processing operations for data finally
obtained by repeating the processing by said knowledge
‘concatenation means.

4. A participant apparatus according to claim
1, characterized in that said ocutput means comprises
means for outputting, together with the data_obtainea by

the processing of said repeat means, data to prove that
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24 processing of said repeat neans. 2. A participant
apparatus according to claim 2 1, characterized in
that said key encryption nmeans 55 3 conprises means
for generating a proof text of know edge 4 of the
encrypted secret key. 3. A participant apparatus
accoLdinﬂato claim 2 2, characterized by further

conprfsPFRE kMo edyets hesn caearredi Ghendaks feran authentic
enc ing the given data by one 4 public key of the
PAPHL DS s

pl u ton/ decryption 5 apparat uses and
generating a Rproo dge of. 6_a _secret
randon1nunberBUse%_%§§gF£éu§§§¥%é%|(ﬁé%l?nmﬁgP%Fﬁgg%id

I epenkr SBEASI LYY $efpeanagfor 8 repeating _
processing of inputting the plaintext as the 9 first. .

I nput to sai ddaled adiericriypt meAnEeans AN RUIH RUemeh® of
as the subsequent inputs to said data encryption

mead’s, 1nAUt pledeediengeoaepihsof ropesadd kat aofeneiomit ey
means, said 12 key encryption neans, said hash val ue
enct it F I ARdehs "hich dAdesardrkadwbedee Ciondatwenat i on
means nunbff of times 14 equal to the number of
substYR 9" a’ecfiﬁ%ﬁ BREUBP LGP GITREEL /Y E6YPREIraphy,
ap t fur Cc rises.total randam 17 nynber .
kno ‘2&%2“%#50 %%ga%QBFXPgﬁgn ¥ & Phgta oot YR raf§y’
of know edge §gcﬁé€“H@yoEE§§_ et ohapdopyL nH g@é%é§§¥ﬁﬂé1the

19 all the repeated processing operations

Firaldnypt2Q ebtabbedePyot epgat isegzé@-ek@ygéﬁzﬁc@:a%y by a

said knowl edge 21 concatenati on neans.
pamtiiciggankegppér she spdcicior dieng drertloairaph; 1,

characterized in that said output neans conprises

data decryption means for decrypting the
encrypted data by using the decrypted secret key to
generate output data;

hash value decryption means for outputting a
value obtained by decrypting the encrypted hash value by
the private key of the public key cryptography;

hash value verification means for comparing
the decrypted hash value with a hash value of the
generated output data, 1if the‘values coincide,
outputting hash value acceptance, and if the values do
not coincide, outputting hash value unacceptance;

output data sequence generation means for

generating a data sequence which contains, as sequence
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3 nmeans for outputting, together with the data

obtai ned by 4 the processing of said repeat neans,

data to prove that 56 the apparatus which has

created the data is an authentic participant

apparatus. 5. A substitution/decryption apparatus
characterized by conprising: data division neans for

di vEA§TEaEH éPfé')r/h'srﬁh%fOUt@mlti Aptie fatravketjueamentdaneeais
secret key_of secret key cryptography, which is _
encP?%?%B %ﬁpﬁnﬁﬁlﬁckﬁéy YR PR ot Eidyratdataneaes yprd aihich

b t h d hash I

OB Sl kTR Fh R e e I gl g rom che
decLypti Qferﬁ'@@{‘."sdaf% SHEARPLIAG it Bgtsngééwé&gese&&&t

key of the secret key cryptography by a ~“private key

of therpunly Cskeys IGMPteer anRhendat acdeghibhi 00 ABANS
for decrypting the encrypted data by using the

decrypred ducr efeckieyick@®@ generate output data; hash

val ue decryption neans for outputting a value

obt ai ned by dexslyptdlvg tdeergptippt adtihasti aidyueropf means
the_private key of the public key cryptography; hash

val W \VIENFEatT%0R Reahs VR OFe cOnpaYRhgrn (e headriited
hash_ v e wth a hash_val ue of . the ener at ed out put
oo G 53 BB R6r nErt, VR bek g eI 4Ty Hitn WA Deoh

acceplanGes eggg Lh hAgvakues dgu%&%o y agc"uap%igéﬁ%gnce is

out putting h val ue ‘'unaccept ance;

- SEQUBNGR GERalaki OB MBS iPlde GSRRL AL Blle @ Fted hash
seguence which contains, as sequénce 5
value contained in a certain element of the input data
sequence, and the hash values are in a one-to-one
correspondence;

hash value unacceptance authenticity proof
means for generating a hash value unacceptance
authenticity proof text as a proof text which proves,
when said hash wvalue verifiéation means outputs
unacceptance, that the output of unacceptance is
authentic; and |

output means for creating an authenticity
proof text from the hash value decryption authenticity
proof text and- the hash value unacceptance authenticity
proof text and outputting the authenticity proof text
and the output data sequence output from said output

data sequence generation means.

6. A substitution/decryption apparatus
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el enents, only the output data for which acceptance is
out put from said hash val ue verification neans and
which are corresponding in a sense of being generated
fromthe sanme elenent data of the input data
sequence, and uniformy shuffling the el enents at
randomto forman output data sequence; hash val ue
decAFpPreandutneft aERty, prioofagheaisedf n gbmérating a
hash val ue decryption authenticity proof text as a
proof text whis ﬁdpﬁa*e%sd%%la%lqrh@eﬁ%hfu%h%re FRIA S S

I t put,.dat [ I val
o SHERhOFc! I, UL SR SN L S5 1L
ConiaLacheyo£TAal SLOT 0k oy bORULHB1 B che

cor eREpPRERNGRicrhasieyal ue unaccept ance authenticity
proof neans for generating a hash val ue unacceptance

authenticity pheofppexstas Bupreof doaxiriwkisClcpiovYegey
when sai d hash val ue verification nmeans outputs
unaeapiatiuse veridt cehéoputans oforuvacdéptiagceutsenticity
aut hentic; and output means for creating an

aut et cit8FTsdr &6 kel ledam PReohaserval e the proof
decrypti.on aythent.icit oof text and- the hash
vafﬁ%ﬁhﬁé%é%ﬁﬁgwg&cau %EHE%E??? APTOFEREt My 1T the
out i he _a LC p t and the_output
dar i bt R LM ARhLAL LY, PO i fBPE-bESaieh tne
-generation meansd &atpghhSURS heRLHeGEYRLLP s means

apparatus - 58 according to claimb, "characterize
I n dorises means for generating a data sequence which
contains, as the sequence elements, only the output data
for which acceptance is output from all of said hash
value verification means and said secret key knowledge
verification means and which are corresponding in the
sense of being generated from the same element data of
the input data sequence, and uniformly shuffling the
elements at random to form the output data sequence.
7. A substitution/decryption apparatus
according to claim 6, characterized in that
said data division means further comprises
means for further dividing each element of the input
data sequence into concatenated data encrypted by public
key cryptography and a proof text of knowledge of a
secret random number used to encrypt the concatenated

data,
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said data division neans further conprises neans for
further dividing each el enent of the input data
sequence into a proof text of know edge of the
encrypted secret key, the apparatus further conprises
secret key know edge verification nmeans for verifying
authenticity of the secret key know edge proof text,
if the proof text is authentic, outputting

sacoeptance, andhifadhe aPLoOfohexlahe HRBMEDENLiEy oo

out put ti ng unaccept ance, and sa

4 genehali §o MBS HLONMPY SES f rating a
dat a sequence which coﬁﬁ% s, asiéESééﬁﬁé%%é%% input

5 el eseat $eq@rined RetQUtdIHcAatd + ST é!g(%h§#¥é§§?b public

is output fromall of said hash value ver
6 meary an¢psaiodagear elindkey geyd adae YeniddeRldRD of 2
nmeans and which are corresponding in the sense of
7 bebrgrgéneratiet fuomarhe:ssame elamnipidatie dondd&nated
I nput data sequence, and uniformy shuffling the
8 o] éfbAts at randomto formthe output data sequence.
7. A substitution/decryption apparatus according to
®claim6, chartd@ erpasitivs thatthe damai skyi si on
means further conprises neans for further dividing

10 each el enent S6CTate Hafpslam rawthe s dqpnkedgateerification

11 CopscaLen t ed dat% encrypted by public key
cryptogr aphy VEhd Y1 PPosP St ERETEE KRdRIoBY gaimbfery knowledge

s S r mn r used_to encrypt the concatenated -‘
12 oL Sbe A BT R O e e e

sai d
13 g?gfﬁéﬁfﬁgaé,nﬁﬁﬁsiEOEhEUEBH%BlQB%EQE%g5%%g}5%6gn¥g
14 uvnauthentic, outputting unacceptance; and
15 concatenated data decryption means for
16 decrypting the encrypted concatenated data by the
17 private key of the public key cryptography,
18 said output data sequence generation means
19 comprises means for generating a data sequence which
20 contains, as the sequence elements, only the output data
21 and the decrypted concatenated data for which acceptance
22 is output from all of said hash value verification
23 means, said secret key knowledge verification means, and
.24  said secret random number knowledge verification means
25> and which are corresponding in the sense of being
26 generated from the same element data of the input data
27 sequence, and uniformly shuffling the elements at random

- 28 to form the output data sequence,

29 the apparatus further comprises concatenated

- 60 -



5 data sequence into concatenated data encrypted by
public 6 key cryptography and a proof text of

knowl edge of a 7 secret random nunber used to encrypt
the concatenated 8 data, 9 the apparatus further
conprises: 10 secret random nunber know edge
verification 11 neans for verifyi the secret random

( / n
nunBeFSkhdwt edibEen? G doF tieput idﬁ%ﬁhéeﬁld%@ﬁert ead e
aut hentic ut put.tin 13 acceptance, and if the
C onS T HEE T DR RE 18 P THAICRERE GO BEPHALSIRE

unagggpt ance; and 15 concatenated data decryption
nmeans for 16 decrypting the encrypted concatenated

data by the 3Z;griyahs kunef bherPLbl G XEY ror creating
cryptography, 18 said output data sequence generation

mearise b horgirdises preanst&et geserald Nghsh daliae
sequence which 20 contains, as the sequence el enents,
onldeatwptowrpwutdenaic2tyapdodheteecy ypgiedoncatenated
concatenated data for which acceptance 22 is output

f r St |9 YR4ii@rhashhoat bel verproeht toft 23nvedhs, hash

sai d secret key know edge verification nmeans, and 24
sai ‘i rué]tacf:%’&&ﬁwcﬁ uﬁ’dgpe‘%bﬁ}’éﬂg@?ﬁ%ﬁ if9%tatn neans

20 Dby BS FRRREIERETLY Skt dSed R Roel fpae et
datc?atazéegfa%%%@:(:%utﬁﬁg PP&? Oéﬂahcgﬁ‘%ﬁfé icﬂtgcgt & quence

el enent s random 28 to tormt tput data

- sequeRreeridl hbenapparatus further conprises
concatenated - 60 a certain elenent of the input

data sequence, andubbeitcoheatenatgstidat appeeaitnsa

one-to-one correspondence, and
according to claim 6, characterized by further
comprising redundant data delete means for, when the
output data sequence contains identical elements,
deleting a redundant element by subsequent processing
while leaving one element to form new output data,

wherein said hash value unacceptance

authenticity proof means comprises mans for generating a
hash value unacceptance authenticity proof text as é
proof text which proves that the decrypted concatenated
data contained in each element of the output data
sequence is always data obtained by decrypting the
encrypted concatenated data contained in a certain
element of the input data sequence, and when said hash

value verification means outputs unacceptance, the

output of the unacceptance is authentic.

- 51 -



sai d out put neans conprises neans for creating the
authenticity proof text fromthe hash val ue

decryption authenticity proof text, the concatenated
data decryption authenticity proof text, and the hash
val ue unacceptance authenticity proof text and
outputting the authenticity proof text and the output
dat a sequence: out PR fGRTd8Nd 2 BRe bR L fhp resfeeneed by

genggg%££g}ﬂweans. 8. A substitution/decryption
apparat us é%cording to claim6, characterized by

further conmpgjsi %I&@Wg&%%%%‘h%&%&@?% s for,

when the output data s e contains identrca

el ep@r icatdeehicRg sarbedyadany i gl epeit DY RURRRAERL sh
processing while | eaving one el enent to formnew

outyaludatamtadhedein sahashasdlusaldeerypacesph@ficenticity
aut henticity proof means conprises nmans for generating
a hesht Ve apiacdepsamdéehaat henhi cal ye prloofitektbas

a roof text which proves that the decrypted
corftt'eitied 2BaPRCEDRERR feabh (Vadaieh oél eneprtain tefement

out put_dat a seguence i s always, data_ obtai ned by _
deé%p%ﬂ g PHe ﬁﬁc?w%ﬁ%%ﬁi &hat Basharaliehtdsdd 2
in ertaj f the i t data sequence, .and
whé%ugg%ﬁ%ﬁ%%ﬁgkga EénggP%?[cﬁ.F%%Frnﬁf Y Uﬁﬁt§OlHClde

Un%ﬁﬁﬁ%ﬁ%ﬂﬁ%;g%@gon%HEBUBngfcgpfeHﬂ@ﬁ&@ﬁ%éﬁ"ﬁhﬂﬁhtting

authentic. - verification apparatus _
Chatandfbnzed Byid €8NPheShAgh Hasheyad e AACTHPURN one-

authenticity verification neans for verifying that a
dedrorpired clhaskspondence, outputting unacceptance;
hash value coincidence verification means for,
when the decrypted hash value coincides with a hash
vaiue of each element of an output data sequence,
outputting acceptance, and if the hash values do not
‘coincide, outputting unacceptance;
hash value unacceptance authenticity
verification means for verifying a hash value
unacceptance authenticity proof text as a proof text
‘which proves that for an element of the elements of the
input data sequence, which corresponds to a hash value
for which said hash value coincidence verification means
outputs unacceptance, the output of unacceptance is
authentic, if the proof text is authentic, outputting
acceptance, and if the proof text is unauthentic,

outputting unacceptance; and
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val ue contained in a hash val ue decryption
authenticity proof text coincides with a hash val ue
obtai ned by decrypting an encrypted hash val ue of a
certain element of an input data sequence, and the
hash values are in a one-to-one correspondence, if
t he hash val ues coincide and are in the one-to-one

cor r espondenc @1 BERpUEL FHgle RN meeds f£oEhe

h I in th - tQ-on Lr dence,

T e iR e
kLA i : f t vyt . ue

bo net o (e S plsn PSR AL, SLARL LY

out Pt i fiadan: ISR URGR: ou@BliRYt HERELALSEPtANCR ANy iHash
t he hash val ues do not coincide, outputting

unaczlept andecibashevatter inacGeephanas authend ifddaptance,
verification neans for verifying a hash val ue

una®eeb? frcial ddtstheveileiet gopnoofietext versi i qutoiafn tresdns

whi ch proves that for an el ement of the elenents of

t he®UiRiit UBRCEepEqueaceniihi ehli ¢ diads padds toagchRsAnce
val ue . far. w@#gh sai_d hash val ue coi nci dence

ver TR S e dnE L ToGepars TRaRE eptihite FFRERARSRr and
of e [ authentic, .if. the proof Xt iIs
aut eﬁ%ﬁ%?ﬁgﬁﬁﬁupéfﬁggggggéﬁ a%%%fa%ﬁﬁi?#ixrég%ﬁoof

t exdodife dPARMt RGN tiC theoe&eﬂéﬁwgaé‘f%%&fc%cftkﬁﬁ%%ma%%sh

62 authenticity determ nation nea out putting

-accefihrnedintatichbe ebeienta®fon hdn¥Puhadalia the data,
sequence, if said hash val ue decryption authenticity

verarfd cdthieawigeansubptipulsg accepicaneacehi | e sai d hash

val ue coi nci dence verification neans outputs

acceptance,lG- A verification apparatus according to
claim 9, characterized by further comprising secret key
knowledge verification means for verifying authenticity
of a secret key knowledge proof text belonging to each
element of the input data sequence, if the proof text is
authentic, outputting acceptance, and if the proof text
is unauthentic, outputting unacceptance,

wherein said authenticity determination means

comprises means for outputting acceptance, for elements
bf the input data sequence which are accepted by said
secret key knowledge verification means, if said hash
value decryption authenticity verification means outputs
acceptance while said hash value coincidence

verification means outputs acceptance, or if said hash

value coincidence verification means outputs
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or if said hash val ue coincidence verification neans
out puts unacceptance whil e said hash val ue
unacceptance authenticity verification neans outputs
acceptance, and if the output data sequence contains
only data corresponding to the el enents accepted by
sai d hash val ue coincidence verification neans and
“al | UPﬁ‘éCaat*-%nce aWb&Jcﬁ r?@rw déshoyepuet PRCORAERRER ance.
10. _A veri fication aratus according to claim9,

chaP RSP het Flesnla??%? PG ogeytance, and
s g 15044 AR ARy

authenticity a Secre ge pr

bel epgi88pdRd 8¢ o edlféf@item%t%hscbgg%dd%aséﬂ%é&%t

if the proof text is authentic, outputting

accepy ancewl amgk ifediltd raoh hexhs hAAUBAVE NEMH Gralue
out putting unacceptance, wherein said authenticity

det ep i pbdi¢re mearist i onpm sesinseans! Bal obepdhtépgand
acceptance, for elenents of the input data sequence
whi € %ﬁ%#%&mébﬂ§wtﬁyn§apﬁac§@@t@mcﬁey know edge
verification ans, if sald hash val ue decrypt.ion

aut hent i ci t y*ver i i Gl &ﬁaﬁéﬁﬂsaﬁﬂ%fﬁﬁ%ﬁ AR aaCc &0

whi Le, sai th hash value; going| dence, verification means

out put’s acdeptance

verification geans: oltgrm&ls %ﬁnbe%@%%%@%ﬂggevg\@%%fca‘?ﬂc%

hash val ue unacceptance authenticity verifica

- reaf Ut S;eaGEgAhaNeethandichtyt Be ngeékegaiséndom
sequence contains only data corresponding to the

el emeiies &ooepbddebyrsaf desecnet] orkgngkRowkadgeeiement of
verification means and said hash value coincidence
vertitfs dapusndabanseavrned | itthéhgapapofintext is authentic,

outputting acceptance, and if the procof text is
unauthentic, outputting unacceptance; and
concatenated data decryption authenticity

verification means for verifying that decrypted
concatenated data contained in each element of the
output data sequence coincides with data obtained by
decrypting encrypted concatenated data contained in a
~certain element of the input data sequence, and the
concatenated data are in a one-to-one correspondence, if
the concatenated data coincide and are in the one-to-one
correspondence, outputting acceptance, and if the
concatenated data are not in the one-to-one
correspondence, outputting unacceptance,

wherein said authenticity determination means
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ot herwi se, outputting unacceptance. 11. A verification
apparatus according to claim 10, characterized by
further conprising: secret random nunmber know edge
verification nmeans for verifying authenticity of a
secret random nunber know edge proof text bel onging

to each elenent of the input data sequence, if the

pr oGPTPEXFEPsMEaR Reht T Ut HUY iafgenteapeanter ahements
i f 5Pq: raof text is unauthentic, outputtin

unatcept ant@tafd teoAE AL EHGT ettt £ TR ASRAGH by Poth
accepta _toncal ectypiTon B >0
oty o s MEy MGl LAk TPaNEe L LS HllD L ke e

of ddieretOUtpondALALESAKEPE & én&é,#p@ia@éﬂbndgkgns, if
obt ai ned by decrypting encrypted concatenate ata

cordatimedh iidn ha shceal akndeteppnt o®f adtheeri vt ydat a
sequence, and the concatenated data are in a
onerqri-fdwetdonr mspondent esaiid corbeteoncat edat e detatytion
coincide and are in the one-to-one correspondence,
outPUE g CaddvepeahEecahien i feame owdntataerapsdndat shile
are not .in_the.one-to-on correspondence, outputting

un@ECEpt Ale Y SMHEr EP AP S AT TN Gt FRIME TGy e RPN AP FBHE S
nE%Q%EgEa%%e COOPLESES: § agshzfégééﬁ)l&ﬁ%ﬁ&%nggquence

accept ance, for efenents 0

WmRﬁﬁjﬁﬁ%ﬁ%@%ﬁpﬁ@gngyoggﬁatsS@ﬁgcégﬁf§ﬁc QMﬁ.E%é%ﬁgg%ash

verification neans and sai d secret” random nu
~knewlledgenuerkbt 6ate Onu fRANS: cify JRAliFisaird RagBaMal ue

decryption authenticity verification neans and said

comudipenat edcdptandecrampd i of tleutdiepdiCidaya sequence

verification neans output acceptance while
contains only data corresponding to the elements
accepted by said secret key knowledge verification
-means, said secret random number knowledge verification
means, and said hash value coincidence verification
means and all the data, and otherwise, outputting
unacceptance.

12. A verification apparatus according to
claim 10, characterized by further comprising
redundant data delete confirmation means for,

when elements of the output data sequence are redundant,
and it is confirmed that the redundant element is
deleted by subsequent processing, outputting acceptance,
and otherwise, outputting unacceptance,

wherein said authenticity determination means

comprises means for outputting acceptance, for elements
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sai d hash val ue coi nci dence verification neans outputs
acceptance, or if said hash val ue coi nci dence
verification neans out puts unacceptance while said
hash val ue unacceptance authenticity verification
means outputs acceptance, and if the output data
sequence contains only data corresponding to the .
el efentie MRYpCEF DY esHrPACseRReEh koYe kiRFfRIcRfE PY said
verjfication .neans, said secret.random numher
knO\S/\?Cerd%te e iFP gfeldgﬁ vﬁﬁéﬁ%‘?a%ﬁ%“ U hadft Fafdenash
COl Dl (ENFE MR ALk Al UBEDS 900; A Lo N1% dRlihs AN
ot herw se, outputting unacceptance. R

veridjgatd AhRPRAGALYS 48¢eeEdLplrt Pna i@ Mekhs output
characterized by further conprising redundant dat

del ateemonfde ratilen savdniabar vaWiencl edeidricof the
out put data sequence are redundant, and it is
conferifadathat néens ediipdarst aebepeatcé,s ordelfetseddbiash
subsequent processing, outputting acceptance, and

ot HEF WS €O IRRIFENEENYethAE Eepi anceeavherdinvtsai d

aut henticity determ natign neans _conpri ses neans for
oUt BRI TR RSEeptaAEE o2 8y haPengmt 4 Unasergndine

in u e-.wWhich are accepted by _said secret
key Eﬁ%ﬂﬁgggggvggg%F%%.%%ﬁprﬁﬁﬁﬂi SFPELP P Rt At uend

deqrﬁ/nmeorbu%%hf&easicgi Lyquentli cation deans, and , said

redundant data delete confirmation neans out put

- accepimygendinhe tsat He hasbnyat €a CAAMNE AL ]aid secret

verification nmeans outputs acceptance, or if said hash
valksy doiondiedgrceevefifathdh aneamparnmdWiu hash value
unaccept ance whil e said hash val ue unacceptance
coincidence verification means and ail the data, and
otherwise, outputting unacceptance.
13. A mix-net system characterized by
comprising a plurality of participant apparatuses, a
consolidating apparatus, a plurality of
substitution/decryption apparatuses, and a verification
apparatus,
each of said participant apparatuses
comprising:
key encryption means for encrypting one of a
plurality of secret keys of secret key cryptography by
one public key of said plurality of
substitution/decryption apparatuses;

data encryption means for encrypting given

data by one of the plurality of secret keys of the
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authenticity verification nmeans outputs acceptance,
and if the output data sequence contains only data
corresponding to the el ements accepted by said secret
key know edge verification nmeans and said hash val ue
coi nci dence verification neans and all the data, and
ot herwi se, outputting unacceptance. 13. A m x-net
system characterized by conprising a plurality of

g participant gppacay ioh pEARSOlhdating BRAALYS &F 4

plurality of Substitution/decryption appdratuses, an
9 a peaiditeyi N sappatrakuss S@CEe@Ee%_akgypéEE/g‘E'fcag?ﬁbhy by

appar atuses conprising:  key encryption” mean
10 encny phihi ®neepf o8 sphdr phiky10fyseeret keys of
secret key cryptography by one public key of said
11 pl smiad i tyutoforsidbstirtyption/ dppayptiossappar at uses; data
encryption neans for encrypting given data by one of
12 the pluralitgabd secreptiensmebnthéor- c6G&rydtheryy given
encryption nmeans for encrypting one of a 9 plurality
13 ofdalee iyt Ky schftbecpeurkeytyrgpt ographykbys 26 the
14 public key of said plurality of 11 :
sUBRT R uthon/Jedr yper 8RN Eppar at uses; 12 data :
encryption ans for encrypting given 13 data _by one
15 of the plurgﬁ?§9 BFEEECFQFQNB§éOBmeH§S farssedeledying a
16 CryPLography; 15 hash.val ue encryption neans for ,
cATRUl AT ffll%h%a%h"% GETHIOY N GRGen AaYRCBgraphic
1 u%hﬂﬂa%dﬁéﬁ%éﬁ”éﬁ@'gncryptinq the hash value by one
18 public key of said plurality of substitution/decryption
1% apparatuses;
20 repeat means for repeating processing of
2l inputting a plaintext as a first input to said data
22 encryption means and inputting, as subsequent inputs to
23 said data encryption means, preceding outputs from said
24 data encryption means, said key encryption means, and
25 saild hash value encryption means a number of times equal
26 to the number of substitution/decryption apparatuses;
27 and
28 output means for outputting data obtained by
29 processing of said repeat means to said consolidating
30 apparatus,
31 said consolidating apparatus receiving a
32  plurality of data from said plurality of participant

33 apparatuses, verifying authenticity of each of the data,

34 and outputting only data which is determined as
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35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60

61

17 hash function and encrypting the hash val ue by one
18 public key of said plurality of
substitution/decryption 19 apparatuses; 20 repeat
means for repeating processing of 21 inputting a
plaintext as a first input to said data 22 encryption
means and inputting, as subsequent inputs to 23 said
data encrypti on neans, preceding outputs fromsaid 24
da ti-gn ans, [ LY.pL i neans, _and
25 e T B A s N B B s
eqdphbard@ut@st he nunber of substitution/decryption
appar at uses; 27 and 28 out put neans for outputting

data obtai nedabh o9 riegeasdit it S3H hdSRRA; Spans
to said consolidating 30 apparatus, 31 sa

coapphirdatisag appprakusgreceiving a 32 plurality of

data fromsaid plurality of participant 33

appar at uses, deeri thiivig iaut hesdriciftor afiwach &fch helement of
data, 34 and outputting only data which is determ ned
as@B7ingBtadehensequencenanghitsdiod one of said
substitution/decryption 36 apparatuses, 37 each of
safensobspt ikg oaPHaERFpSI end 38 igppabatisesion/decryption
conprising: 39 data division neans for diving each

el BrRAT2bFSe201RR0; Apaecdstakerqednsecrutieior one of

said 41 consolidatin agparatus and_said _ .
subsYR TOeT PR decy b?ﬁoﬁ £DCIYPpAFSt BY¥eBPUPAES &<Yecr et

e sSSPl e DAL EPRY JHACED 2, AR oy,
Segh@la KeYs e ¥R1 Q8" 8RhY ypted by public key cryptography;
secret key decryption means for decrypting the
encrypted secret key of the secret key cryptography by a
private key of the public key cryptography;
data decryption means for decrypting the
encrypted data by using the decrypted secret key to
generate output data;
hash value decryption means for outputting a
value obtained by decrypting the encrypted hash value by
the private key of the public key cryptography;
hash value verification means for comparing
the decrypted hash value with a hash value of the
generated output data, if the values cbincide,
~outputting hash value acceptance, and if the values do
not coincide, outputting hash value unacceptance;
-output data sequence generation means for

generating a data sequence which contains, as seguence
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63
64
65
66

67

68
69
70

72
73
74
75
76
77
78
79
80

- 81

82
83
84
85
86
87
88

45 and a hash val ue encrypted by public key

crypt ography; 46 secret key decryption neans for
decrypting the 47 encrypted secret key of the secret

key cryptography by a 48 private key of the public

key cryptography; 49 data decryption neans for
decrypting the 50 encrypted data by using the

decrypted secret key to 51 generate output dat a;
hashewahue , deenypihan fn I e ;
obt ai ned by dec?yg??ngqﬁ g%eﬁ%?ypt lﬁ% %F&%%Eg%%$ is

t heupplutatte ce¥ 208 hhshpwhhie %%Muﬁﬁ%ﬁhﬁ&%@ﬁﬁﬁns5%nd which
hash val ue verification neans for conparing 56 the

deargptedrkapbndahyeiw thsankash valdieOfgehlRea®éd from the

generated output data, if the values coincide, 58

ouspm&teﬁgmba$hdaahuefathepha@m& daitd iskequlkeceal wesi do

59 not coincide, outputting hash val ue unacceptance;

6OuﬁmfﬁﬁwldaﬁéU§ééuegcehgeaéemBHME reansndom t6l form an

generating a data sequence which contains, as sequence

gatres %ﬁéﬁeﬁ?gueaﬁﬁy the output data for which

accept ance i 63 out put. from said hash val ue

veri ficati on%ﬁéé‘ngaéﬁﬁ Hsicay Ptepmra idwmmdsidndinye i means
fegse of bg. a ge erated fromthe 65 sane el enent

dat 3 o *PREAT APHL < dBRED s‘éa&Bﬁc@ecgﬁ@teenuﬁﬂlﬁaﬁﬁwmty

I f
STyt ”ﬁgéafag% el
d t
orogluFsseald Locaprrchet LOR B Bash talue doppvel

i e S
decsypei ogntBeneaciypiedePashn element of the input data
sequence, and the hash wvalues are in a one-to-one
correspondence;
hash value unacceptance authenticity proof
means for generating a hash value unacceptance
authenticity proof text as a proof text which proves,
when said hash value verification means outputs
unacceptance, that the output of unacceptance is
authentic; and
output means for creating an authenticity
proof text from the hash value decryption authenticity
proof text and the hash value unacceptance authenticity
proof text and 6utputting the authenticity procof text
and the output data sequence output from said output

data sequence generation means, and

sald verification apparatus comprising:
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73 value contained in a certain elenment of the input
data 74 sequence, and the hash values are in a
one-to-one 75 correspondence; 76 hash val ue

unaccept ance authenticity proof 77 neans for
generating a hash val ue unacceptance 78 authenticity
proof text as a proof text which proves, 79 when said
hash val ue verification neans outputs 80 unacceptance,

that the out pllétshofvalm%c c%g%aﬁogﬁt%%%%tj?%@i}m and

82 out put neans for creati 83 proof

ot Boive hent. ci
te%érif?@b%ﬁ@a ﬁégnﬁggﬁgvg?3é¥§%gg2t%%E %n%%%gyﬁté%4hash

proof text and the eptance

auF HERs | @bhyaiﬁédp&aoﬁheeﬁgsﬁncéfa(itatepﬁ%t:irna,%tg%%
f d at a

authenticity proof text 86 and the outp

seguenset 08t pyit pkpem sakd evtpeli 8% datd FCHAUSPC&alue
generation nmeans, and 88 said verification apparatus

cosipt & Bhag: by68ecB9pbash wal vacdeptypt haRnhawkhert iod Ly
90 verification neans for verifying that a decrypted
hastrt@invalemenbnbéi hked inptihedhash seakie céderty plion
92 authenticity proof text coincides with a hash val ue
93 ghttl hetlipy/decrypting appenetypt ednkdashevalasé oflmes
94 certain elenent of the input data sequence of said
9FBRIbSR | R UPRBNFEEeR§ pEPbAcappadangs, andthkehhsthvalues
values .96 are in a, one-to-one correspondence, if the
hdsh Vat ¢es®"972£8i Hei HecafBcaFe-PRet Rersrerosdsnse .
correggondence 98 out putti g_%cceptgnce, and if the

0

hash R W%%%ga?%cﬁBFa?ﬁgf9§n hefohBSt Baghevalues are not in
COU ESRIEOT S DU BULL A9 MBREORLBNERL o100, 02 ance
hash value coincidence verification means for,
when the decrypted hash value coincides with a hash
value of each element of the output data sequence of
sald substitution/decryption apparatus, ocutputting
acceptance, and if the hash values do not coincide,
cutputting unacceptance;
hash value unacceptance authenticity
verification means for verifying a hash value
unacceptance authenticity proof text as a proof text
which proves that for an element of the elements of the
input data sequence, which corresponds to a hash value
for which said hash value coincidence verification means
outputs unacceptance, the output of unacceptance is
authentic, if the proof text is authentic, outputting

acceptance, and 1f the proof text is unauthentic,

cutputting unacceptance; and
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142

101 when the decrypted hash value coincides with a
hash 102 val ue of each el enent of the output data
sequence of 103 said substitution/decryption
apparatus, outputting 104 acceptance, and if the hash
val ues do not coincide, 105 outputting unacceptance;
106 hash val ue unacceptance authenticity 107
verification neans for verifying a hash val ue 108

unaccept ance, auhBeRt gl Y aRE 82 heXt oAS @ aR0Fh L ext
109 which proves that for an elenent of the elenents

of ot st dildly | AMpsbpeahaeseadencee YWhifbn£0ohEesRRNYEHe data
a hash value ill for which said hash val ue

casgicienee VErsdidahhon tBAAS ddd2yPriPHt Suthenticity
unaccept ance, the output of unacceptance is 113
auwtdrenficatidn tiheapsoolitpert bdscaptientdi ehidut putiti hgsh
114 acceptance, and if the proof text is unauthentic,

116 bee peeinapdemaeceprafiteat aod med@s dtBputs acceptance,
authentici;g determ nation neans for 117 outputting
actlepthneeid florsh headteneainotdenes | npui fdasfiionlBeans
sequence, if said hash val ue decryption authenticity

119 RS (ERATOPP RRARS Bt pat sadd ceptlantelwhi pRaggRAtaNCe
has 120. val ue cojncidence verificati on nmeans outputs

actEPtNCEE L T M bt L1 Fa k4P RERS vl kUS| AEFBBRERCS, and

vg{fflcatl n neans, 122 outggt unaccept ile

S ance
saty ST TE RER cERTARRES G93 TtRReREI & 502
PG EHLON TIPS OHE UL ndGOEN80ES: c8 T8y 3414 halh®

out put ata seguence contal NS oOn

COF REP AW s dOnLdey L SFPOL 51 3G GRPLEY QMdsghgl Fﬂ%ﬂceiata,

126 val ue CO|nC|dence_ver|f|cat|on means an
dadred otheraik Ot Bet ph6€in§UERMELE P MR@cCept ance, 128

wherein the system executes

wherein the system executes

initial setting processing of generating and
publishing a safety wvariable, an area variable of the
public key cryptography, the cryptographic hash
function, and an encryption function of the secret key
cryptography,

initial setting processing of generating and
publishing the public key of each of said plurality of
substitution/decryption apparatuses,

participation processing of inputting, to each
of said participant apparatuses, the safety variable,
the area varilable of the public key cryptography, the
cryptographic hash function, the encrypticn function of

the secret key cryptography, the public key of each of

said plurality of substitution/decryption apparatuses, a
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143 ¢
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
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162
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- 164
165
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129 initial setting processing of generating and 130
publishing a safety variable, an area variable of the
131 public key cryptography, the cryptographic hash
132 function, and an encryption function of the secret
key 133 cryptography, 134 initial setting processing
of generating and 135 publishing the public key of
each of said plurality of 136 substitution/decryption

%ﬁ??%%%?yto eSE &3% gatlgn&%ﬁggffgkﬁa#ﬁy cryptography,

appa a S ri,abl 32 the _area
var?%b%e ggl?kggguaﬁﬁ%xkés 8?35§5§P§p%y, tRe ff&thlpant
crypyographi c hash function, the encryption function

of 141 the secret key cryptography, the public key_of
each of  142.-5@isd Rl Wadlh %%fﬂ”ﬁﬁfﬂfglﬁﬁi dﬁybes

apparatuses, a 71 7143 plurality of secre

secs ebukeyt ca¥phogbaphy inphddtandaadpl ai nt ext whl ch is
di fferent for each part|C|pant 145 and 146 causing

easlbof i sat lopadeceypahbnapppaabisess,147 to out put

data to be input to said 148 substitution/decryption
appar at uses, ctagodddstliicdapiron eprsdces sifd nefutitipuy taINg the
all the 150 data to be input to said

sulRsta tie ilom/ HeRwy ptponaiglsappartantses/dehicybtaoe

obtai ned by the participation 152 processing, to said
cHRIHI AP 7Yy apphfat @5 aflita63ernpuit thagrantégdpat ion

from sai d. consolldatln ratus as 154 the input -
dd S e, RS%a%ﬁbg??EQ?FGﬁFaQErﬁﬁpﬁéﬁtﬁﬁoé§§3|ng

p“éﬁﬁ%ﬁig%téénguéggtl998& ggg Ecgaglng apparatus as
the input data seguence,
substitution/decryption processing of
inputting the input data sequence and the private key of
the public key cryptography to one of said
substitution/decryption apparatuses and causing said
substitution/decryption apparatus to output the output
data sequence and a sequence of an authenticity proof
text,
integrated substitution/decryption processing
of repeatedly executing the substitution/decryption
processing while exchanging the substitution/decryption
apparatus to be used by inputting an input data sequence
as an output of the consolidation processing as a first
-input data sequence, in which an input data sequence in
first substitution/decryption processing is an input

data sequence output from the consclidation processing,

- 72 -



157 the public key cryptography to one of said 158
substitution/ decryption apparatuses and causi ng said
159 substitution/decryption apparatus to output the
out put 160 data sequence and a sequence of an
authenticity proof 161 text, 162 integrated
substitution/decryption processing 163 of repeatedly
exeEBEPARCE el Ribs thnam iesiwhd sdbypi fohleBideroresisimg

whi |l e exchangi%g the substitution/decryption 165
appBF 3t TS° 1?9 b Usdd WY ittt i S&n tinpap/ dacayption

out put _of th | i dat
sequense.. 100 £ an Supi ALl comoloslion. ..
whi Qﬂtﬁ@nt{‘@i‘%y dal & SQQUANCE, il + 168 i LS tpe

substitution/decryption processing is an input 169
dat suseguencEorHqutyfiom bheceansnli §ptifhions are
processing, - 72 sequence output from each
subséfinkd ond decylypidlomutpreotdsditpgpexeceptekhe fhdathe
substitution/decryption processing is an in-progress
decR§pE Yl Qre igisiil ty hehe alm tierrd s sy decogbtient sesults,
output fromall the _substitution/decryption

pr ot®d sty Ddidt ivoitdeatd c18¥f Preat akest b autput,

thenticit . text, d the, d ti ) lt, .
The - pr ogr LS eIy RO R EPEEarEad Ohr R Gghar tnpu
auteptd gl %&o%%cheéﬁng§t89%§#9d3%§§é£&éﬁﬁééﬁhxat s

processing of Separating an in eac

- Substdnl WHOWLRGLYREhOR8RPAY AL HS iﬁﬁﬁﬁ&%ﬁ%kgséj‘%fééé@ﬂtq%n

result, the in-progress decryption resu and the
gl abdulaugt, hemtd ehkygpovel dexhentipul time it hexitnput

data sequence, the output data sequence, and the
autlmentiitgingy tpreodahptiextiabh saghence, the output data
substitution/decrﬁption processing to said
verg9queitGeon and the authenticity proof text of each
substitution/decryption processing to said verification
apparatus, and causing sald verification apparatus to
output one of acceptance and unacceptance, and
mix-net determination processing of collecting
outputs of the verification processing for all
substitution/decryption processing operations, if all
results indicate acceptance, outputting acceptance, and
otherwise, outputting unacceptance.
14. A mix-net system according to claim 13,
characterized in that
in said participant apparatus,

said key encryption means comprises means for

generating a proof text of knowledge of the encrypted

- 73 -



197

W

W

10
11
12
13
14
15
16
17

18

19
20
21
22
23
24
25
26

apparatus, and causing said verification apparatus to
out put one of acceptance and unacceptance, and m x- net
determi nati on processing of collecting outputs of the
verification processing for al
substitution/decryption processing operations, if al
results indicate acceptance, outputting acceptance,
and otherw se, outputting unacceptance. 14. A m x-net
sygEgg}%EggrQin t?tclain113, haracterized in that
flnggH apParfGSePSa ¢ key encrypti on

i n"Ssard par

means conpr#ges ﬂeﬁﬁ%"gg%dS%%%%%P%%g%rgéﬁéo f t%ﬁiﬁﬁls,

know edge of fhe encrypte rios &

OUtRNLL PG YnagCcept . 16. A mx-net system
accordi ng fo c?a?ﬁ1?g%€ 2 characterized in that 3 in

sal d parti c ANGa3BPRLAS,: ghitalfl deen @fier YPLi on
r

means conprises nmeans fo generating a proof text

of know edgesafidt e yereiRARd b mﬁe%%etcdﬁg%igeé mead for

substitution/decryption apparatus, 8 said data

di gésépat ieans probhetcgenpri %x@sw1846eaBs ok fWdmgfed

di vi di ng each el enment of the input 10 data sequence

i nteceepribey, text of know edge of the 11 encrypted

secret key, 12 said apparatus further conprises secret

key 13 knowitadgeidesibistattiudn ome'aes: rfyprt iver idpganptus,

authenticity 14 of the secret key know edge proof

text, if theSpigoflatasdiaision asementiuethew mempmiges

acc%gtaqge, gnd i f the .
means for further dividing each element of the input
data sequence into a proof text of knowledge of the
encrypted secret key,

said apparatus further comprises secret key
knowledge verification means for verifying authenticity
of the secret key knowledge proof text, if the proof
text is authentic, outputting acceptance, and if the
proof text is unauthentic, outputting unacceptance, and
said output data sequence generation means

comprises means for generating a data sequence which
contains, as the sequence elements, only the outpuf data
for which acceptance is output from all of said hash
value verification means and said secret key knowledge
verification means and which are corresponding in the
sense of being generated from the same element data of
the input data sequence, and uniformly shuffiing the

elements at random to form the output data sequence, and

in said verification apparatus,
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16 proof text is unauthentic, outputting unacceptance,
and 17 said output data sequence generation neans 18
conprises neans for generating a data sequence which
19 contains, as the sequence elenents, only the output
data 20 for which acceptance is output fromall of
said hash 21 value verification nmeans and sai d secret
key know edges22d gBEhentheion dadmrsniaed inhi ohaase
corresponding in the 23 sense of being generated from
t he® WeiEanydfor optrikting prpeptaate skuen@ments
and_pniformy shuffling the 25 elenents at randomto .
for%#t%éedﬂﬁ%b Ata SSSHGEREe " RARR 5% ??F%ﬁﬁ?ﬁkky said
versiieal oty AMRANAMR. ver(ticaRl g HLAEH! I 1 iq hash
determ nati on nmeans ~conprisSes neans for ou%pu %lng

accephan @i ieheaBrhent Pf: the,dMRU--¢aba 5694
whi ch are gégggﬁed by sai d éé%ret keyaknomAedgegn&&%puts

veradiaatdrore medns, siafidsabghhasbue vabuec desiapt i on
authenticity verification nmeans outputs acceptance

whi Ve isfaii ah tiagh meainge cospnt sdenceptamee f i cati Drsaiehms sh
out puts acceptance, or if said hash value coincidence
verY#HuatsonaisisRscovepifs catinge ceprahceutiile said

hash val u unaccgp ance, authenticity verification
neany out Cad éé?aﬁéé,d 5AgR Y3y ARt S

SPUAES AN 9290010508 nOL BRINHLG LS Bce, and

el enents acce sal secre

- verd f ivgal io%pﬁﬁ%a%tgngeala{egcgaé%l%/%ir&ggnoﬁq} jidence

verification means and a t he a ot herw se,
outquirdsp@ndiacgC ept aReCeldRends MXcdile SUS! &Bid secret

according to claim 13, characterized in that
key kncowledge verification means and said hash value
coincidence verification means and all the data, and
otherwise, outputting unacceptance.
15. A mix-net system according to claim 13,
characterized in that
said participant apparatus further comprises
knowledge concatenation means for encrypting the given
data by one public key of said plurality of
substitution/decryption apparatuses and generating a
proof text of knowledge of a secret random number used
for the encryption,
said repeat means comprises means for
repeating processing of inputting the plaintext as the
first input to said data encryption means and inputting,

as the subsequent inputs to said data encryption means,

- 75 -



said participant apparatus further conprises

know edge concatenati on neans for encrypting the given
data by one public key of said plurality of
substitution/decrypti on apparatuses and generating a
proof text of know edge of a secret random nunber used
for the encryption, said repeat nmeans conprises neans
for repeating processing of inputting the plaintext

as_th first input to said_data encryption nmeans and
T B P T ng e et RECIBSERUGH A ALY MR gt used
en pti.an g@qgg,-? 7 proof text of know edge of a
SSegéétEPgngon1 ﬁﬁé&’used 8 for the encryption, 9
sai d repeat | fgﬁgg' t4
’ processing Q;Ee%ln@%utti ngﬂ t eﬂpﬁeﬁ?ég{se’g_rﬁﬁ%ﬁ&gi rst
10 1 NpeHehOipdl ¢rdrla angr ¥t 'i%@uﬁ%ﬁgﬁ% A INRULLAG 2sl%he

as the subsequent inplts to sai ata encryption

11 meansst 1dppiecedisigdodbput enfrgPisaif ndata el ¥RigW R ing,

nmeans, said 14 key encryption neans, said hash value

12 engsypheosubeersentl5npndssaiod sknewWedge £IGARM idans,
nmeans a nunber of tines 16 equal to the nunber of

13 supsecedingnbuepuypst fooml Fadgpdeatauses;ryand och8 meaind, said
partici pant apparatus further conprises 19 total ‘

14 1 ak@lvnenORtet lkhowecedge prodf hasanyafloe gamevattiion m@@ns,
a proof text of know edge of a sum of secret random 21

15 huibérsaddenpilgipet ReNFapearEd opr Cessi ag nopleat iogng imes

16 22 for dﬁta ;inall obt ai ned by repeating the
prodedli hg bie 28MBsF(CknsiPeds s uedredCeratiPdi ofeans,
17 24aéga§g{gsgg?sghhution/decryption appar at us,

18 said participant apparatus further comprises

19  total random number knowledge proof means for generating

20 a proof text of knowledge of a sum of secret random

21 numbers used in all the repeated processing operations

22 for data finally obtained by repeating the processing by

.23 said knowledge concatenation means,
24 in said substitution/decryption apparatus,
25 said data division means further comprises

26 means for further dividing each element of the input

27 data sequence into concatenated data encrypted by public

28 key cryptography and a proof text of knowledge of a
29  secret random number used to encrypt the concatenated

30 data,

31 said substitution/decryption apparatus further

32 comprises:

33 . secret random number knowledge verification
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25 said data division neans further conprises 26
nmeans for further dividing each el enent of the input
27 data sequence into concatenated data encrypted by
public 28 key cryptography and a proof text of

knowl edge of a 29 secret random nunber used to encrypt
the concatenated 30 data, 31 said
substitution/decryption apparatus further 32

ri se 33 secret rapdom nunber know edge

ver ??%af?ﬁnverl gingst aﬁ?CFSF FEPERY @@Hﬁﬁé saerdedge
K d 5 t ext f th

t ST SR Rent ot rBuBRaeE iE %3ésa§§§b@'aﬁ&§regﬁﬁmufmng

th t t t hent i

ot BatE g Ghathdptnea? 5%85%188‘%33&@35&6&&%18

degs ¥pthORt feang £ ﬁtt%ggdgggxggb@gncge %ncrypted

concat enat ed data
key cryptogr @Bh}éaté%a%@dd a%%tapl&e

generati on neans 42 conprises or generatlng a
(kﬂétfﬁpﬁ&ﬁ@etméléﬁcﬂ?pﬁ@atébﬂéatéﬁaEQ% SBAHCRGE t he

el enents, only the output data 44 and the decfypted
cancatanatleely daf at her publ &b Regeptapesgraphiys out put
fromall of said hash value verification 46 neans,

sai d secret keydknuwpedgdatarB%quywamwq@ﬁmratymmimeﬁhs
said secret random nunber know edge verification neans
4§QﬂR¥%ﬁﬁ%ﬁm%ﬁ@ﬁcﬁ@re@@nﬁdahgngnathetaeasquehcbewhgch

pri e kéy o the public

(gfnerated fromthe sane el enent data of the input
LENSeentle apdUEREEorhbpeshaf f Phay the output data

eIe s at random 51 to formthe output data
d{gnté“é éﬁ%%ﬁ’ﬁegu%%???%?%ﬁ?ﬁe@?%t O abﬁﬁhaﬁs@ep‘came
flﬁgtgﬂfput from all of said hash value verification

means, sald secret key knowledge verification means, and
said secret random number knowledge verification means
and which are corresponding in the sense of being
generated from the same element data of the input data
sequence, and uniformly shuffling the elements at random
to form the output data sequence,

said substitution/decryption apparatus further
comprises concatenated data decryption authenticity
proof means for outputting a concatenated data
decryption authenticity proof text as a proof text which
proves that the decrypted concatenated data contained in
each element of the output data sequence is always data
obtained by decrypting the encrypted concatenated data
contained in a certain element of the input data

sequence, and the concatenated data are in a one-to-one
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53 conprises concatenated data decryption authenticity
54 proof neans for outputting a concatenated data 55
decryption authenticity proof text as a proof text

whi ch 56 proves that the decrypted concatenated data
contained in 57 each el enent of the output data
sequence is always data 58 obtained by decrypting the
encrypted concatenated data 59 contained in a certain

el ement _of the input data 60 sequence, and the

conCat 8RRPBHSG5Ea aPE in a one-to-one 77 61
correspondence,. and .62 sai d out put neans conprises .
nmeans for cr%%?fﬁ&uﬁﬁyﬁIW?%ﬁﬁté&W?%ﬁﬁ%ﬁrﬂ Sté%& creating

T

ext, the conca ecryp

aUHE@E&FGEB% BEQHEHEEEEtyag}C; $2ash t%%G lﬂ@%teqated

unaccept ance aut henti cit oof text 'an out putting

thgaadt BeBtipit ¥nPhAGheh@Xlciand e OUlRYL dﬁé‘ﬁﬁ?ihash

sequence out put from said output data sequence

genelati onageapsanaBdak@heaitd cveri ieatd @R @pRAAL US
further conprises: 71 secret random nunber know edge

veputpohting tE2 aeahsntdeciver ipfriiofg tawtcthent eihly caftput
secret random 73 nunber know edge proof text bel onging

t odehehsetearne ohtpUd fhen spuid datputequenceediferidee
proof text is authentic, 75 outputting acceptance,
angenNerfhecprvednsexdnfls 76 unaut hentic, outputting
unaccept ance; and 77 concatenated data decryption

aut hent i ci t yS328 Verificatiion memarators Vernithfmganmises:
decrypted 79 concatenated data contained in each

el enent of tRESTEG SAPHGM Feditele s H&ddst 4@ trn
daﬁ@ERQt%bPegepyfying authenticity of a secret random

number knowledge proof text belonging to each element of
- the input data sequence, if the proof text is authentic,
outputting acceptance, and if the proof text is
unauthentic, outputting unacceptance; and
concatenated data decryption authenticity
verification means for verifying that decrypted
concatenated data contained in each element of the
output data sequence coincides with data obtained by
.decrypting encrypted concatenated data contained in a
certain element of the input data sequence, and the
concatenated data are in a one-to-one correspondence, if
the concatenated data coincide and are in the one-to-one
correspondence, outputting acceptance, and if the
concatenated data are not in the one-to-one

correspondence, outputting unacceptance, and
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81 decrypting encrypted concatenated data contained in
a 82 certain elenent of the input data sequence, and
the 83 concatenated data are in a one-to-one
correspondence, if 84 the concatenated data coi ncide
and are in the one-to-one 85 correspondence,

out put.t.i =cep, ,,ahd if. the 86 concatenated data.
are et TR PRERThENE RS frdlaiRtence e detiption
out RUHSAG 1WARGC 5 if Lcatl ang;
and said concg?eﬁg%gg§§%%ga%é%??%%f%ﬁﬁ&QUP%g% ?ngg Wiile
ver ifdicatiaeh reans oulpuidaceepiancd ddtiile nsand basputs
val ue coi ncidence verification neans outputs
acceapterieaicor dff ifaisd iHabhshavakue o aigicieroee
verification means outputs unacceptance while said

hasher ¥t A {fadeepeaREErate namseartanger whiiéat aad hash

nmeans,.. out puts acceptance, and.if the, output data
SeqUehse LT TRy (hEPh T COF ¥ L PBHE T 19 (HRens

ele i.d.se t k kn edge
ver?§$%§ﬁ?gﬁﬁﬁﬁ%%ﬁggxs§?g %gc?ég ?%E %%f%%%be quence
knoybedaimaefitly GathoBorEaPSnaA salithhashKakue

coi nci dence verification neans and all the data, and

ot hecadsiesd Gt patitl B@creRageePkantBeddd. vk R M-d18lon
system according to claim 14, characterized in that
sailteaubstiativt isenkdecryptonmappsr atrusylfediieheerification
conpri ses redundant data delete nmeans for, when the

. outTRANatR S SqdendasbofiedAsch dent derde ateanighitantion

del eti ng a redundant el ement by subsequent processing
mfveear}sgaﬂﬂ%@q&néha gRefAt 889 BFRFHEW DUIPLRPUERIAI and

sahﬂmQ%%gtggEg? unaccept ance authenticity

16. A mix-net system according to claim 14,
characterized in that

said substitution/decryption apparatus further
comprises redundant data delete means for, when the
output data sequence contains identical elements,
‘deleting a redundant element by subsequent processing
while leaving one element to form new output data, and

said hash value unacceptance authenticity
proof means comprises mans for generating a hash value
unacceptance authenticity proof text as a proof text
which proves that the decrypted concatenated data
contained in each element of the output data seguence is
always data obtained by decrypting the encrypted

concatenated data contained in a certain element of the
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proof means conprises mans for generating a hash val ue
unaccept ance authenticity proof text as a proof text
whi ch proves that the decrypted concatenated data
contai ned in each el enent of the output data sequence
is always data obtained by decrypting the encrypted
concatenated data contained in a certain el enent of

t he NP7y dphpuiedigncseduehcdierand ivhéasbaivdlhash

val ue ,%erifjcation means out puts unacceptance, the

out BEELOFCAHHY RCe MUAREE Si NACEPRIMNGE, dh¢ sutgut of
verificati ratus further, compr,i ses redundant
datgkgeﬁé%ég%éﬁﬁﬁ#?nﬁ%(ﬁ#ﬁ%ﬁﬁ%&cﬁoggdmhen el ements of
the output dafg;sequence.are.f it is.__.
confirnmed tha%g% ere Jﬁﬁgﬁgxéﬁg#ggggﬁg g@ %R%ﬁiﬁ%?prlses
| subﬁéﬁlﬂﬁﬁntprd&%sﬁeﬁgeteo%bﬁlﬂﬂnggi%Q@é’ér@é‘?ﬁor,a%en

ot herwi se, outputting unacceptance, and sa
autdbmierdis o fdeher putdbicodaBaBsquUENIP 4 158 Srd ARG IOl and
out putting acceptance, for elenents of the input data
seqienice ammifdrmgdethetephedrdjurshind edemeat keydeleted by
know edge verification neans, if said hash value
de YT B HUPHFOREISSILnY v SMiEPRERL PBNA peapsa RERl & d
redundant. dat a %ézEg confirmation neans out put

[

acceptancd Sunia dHadHEGSFRE2ROF ncifMénce
i ficati t .S . i f i d hash
veriticatlon Q{‘Sau%%e%%tl% %gﬁgﬁ{éggéle%%g%?é Smesa?ﬂs as

val ue coi nci dence verificd

- UNABREPI 3OE ndMHd &3aigRashi vl é’@cépﬁpacrfteeot HGC o1 ement s

authenticity verification means outputs acdcept ance,
andf thet hepot!t @ita dod QuSOHIGNGRIC QRS PR 83t 8aig

corresponding to the el enments accepted by said secret
secret key knowledge verification means, if said hash
value decryption authenticity verification means and
said redundant data delete confirmation means output
acceptance while said hash value coincidence
verification means outputs acceptance, or if said hash
value coincidence verification means outputs
unacceptance while said hash value unacceptance
authenticity verification means outputs acceptance, and
if the output data sequence contains only data
corresponding to the elements accepted by said secret
key knowledge verification means and said hash value
coincidence verification means and all the data, and
otherwise, outputting unacceptance.

17. A mix-net system according to claim 13,

characterized in that
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key know edge verification nmeans and said hash val ue
coi nci dence verification neans and all the data, and
ot herwi se, outputting unacceptance. 17. A m Xx-net
system according to claim 13, characterized in that
-80 in said participant apparatus, said output neans
conprises neans for outputting, together with the
dat a obt ai nedibys#hé pridcdgsirngapbasatdsr epeat neans,
data to prove that the apparatus which has created
the data is af2aft ABRAPTE MeHKY iCOMpARESEpPaRat uUSOT and

sai nsol i datin ara% S gurther conpris an

arrgﬁ{.E ?re%ltn%l%?é%;gﬁ) K gtﬁ £ ?ﬁ%ai?fﬁ - Cfgblfl' ghe

gengrated g Ak ALREDLLE PARLLGL PAIL ARDALAINS (18, Ay

m x-net system'according 16 claim 13, characterize

in bppirsaid RardH HRARM-ARRAr BLHESANELS s &5 L1118 hithist

i nput to said hash val ue encryption nmeans, one of a

r andent hoigrett;, sprtataa/dd,manda val ue unique to a

m x- net session, and data which conbi nes the val ues,

in addition seltheops@lidaing apBdratus further comprises
an arrangement which verifies that the input data is
generated by an authentic participant apparatus.

18. A mix-net system according to claim 13,
“characterized in that said participant apparatus uses,

as the first input to said hash value encryption means,
one of a random number, a date/time, a wvalue unique to a

mix-net session, and data which combines the values, in

addition to the plaintext.
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