1 Description METHOD AND APPARATUS FOR ACQUI RI NG AND REMOVI NG

| NFORVATI ON REGARDI NG DI G TAL RI GHTS OBJECTS Technical Field [1]
Appar atuses and net hods consi stent with the present invention relate
to acquiring and renoving information regarding digital rights
objects, and nore particularly, to acquiring and renoving
information regarding digital rights objects, in which a device
requests information regarding a digital, ri ghts object froma
portabl e storage device, recei escmptmnr mati on regardi ng the
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enthusiasm for creation may be discouraged. As a result, development of digital

(‘ content business may be hampered.

’ [3] There have been several efforts to protect digital content. Conventionally, digital
content protection has been concentrated on preventing non-permitted access to digital
content, permitting only people paid charges to access the digital content. Thus, people
who paid charges for the digital content are allowed to access unencrypted digital
content while people who did not pay charges are not allowed access. However, when
a person who paid charges intentionally distributes the digital content to other people,
the digital content can be used by the other people which did not pay charges. To solve
this program, DRM was introduced. In DRM, anyone is allowed to freely access
encoded digital content, but a license referred to as a rights object is needed to decode
and execute the digital content. Accordingly, the digital content can be more ef-
fectively protected by using DRM.

Disclosure of Invention



Techni cal Problem[4] The conception of DRMis illustrated in FIG 1
DRM rel ates to managenent of contents (hereafter, referred to as
encrypted contents) protected using aZnmethod such as encryption or
scranbling and rights objects allow ng access to the encrypted
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obj ect. 3 rights object's information, in which a device requests information regarding a rights
object from a portable storage device, receives the information regarding the rights
object transmitted from the portable storage device in response to the request, and
manages the information regarding the digital rights object so that DRM is safely and
efficiently performed between the device and the portable storage device.

[9] The present invention also provides a method and apparatus for removing a digital
rights object, by which an unnecessary rights object is removed based on information
regarding the rights object, thereby reducing a load of a device or a portable storage
device and preventing content from being consumed by an unauthorized rights object.



[ 10] According to an aspect of the present invention, there is

provi ded a nmethod of acquiring information regarding a digital rights
object, including receiving a request3 for data on a stored rights
object froma device, accessing the rights object in response to the
request of the device, processing the data on the rights object, and
providing the processed data to the device. [11] According to
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removal information using a common encryption key, accessing a rights object cor-
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accessed rights object.
Description of Drawings

[16] The above and other aspects of the present invention will become more apparent by
describing in detail exemplary embodiments thereof with reference to the attached
drawings in which:

[17] FIG. 1 is a schematic diagram illustrating the concept of DRM;



4 [18] FIG 2 is a schematic diagramillustrating the concept of DRM
using a secure nultinedia card (M); [19] FIG 3 is a block diagram
of a device according to an exenpl ary4enbodi nent of the present
invention; [20] FIG 4 is a block diagramof a secure MMC according
to an exenplary enbodi nent of the present invention; [21] FIG 5 is
a table illustrating the format of a rights object according to an
exenpl ar}/s embogdTen! ; Qhehitf dMeERE HustARH ﬁlte'cBﬁbe {d LG ?se’c&e
table il'lustratl ng, constr ts given to ermss on s ovvn n FIG 5;
[23] FIG 7 iPH{gfdiacy M@i enticati on between a device and a secure
MVC, [ 24191FI G BIG.S ima blodwihgrarh obd deviqeracdooding tobiy ewdritliry ambediinee of
acqui res i nf og Ee%f‘mvafxﬁgﬁrd' ng a specified rights object froma
secure in an_exe enbodi ment _of the é)resent i nvention; [25]
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illustrated in FIG. 8 in an exemplary embodiment of the present invention; and

[29] FIGS. 21, 22 and 23 illustrate examples of the format of information regarding a
rights object provided by a secure MMC in the protocol illustrated in FIG. 8;
30] FIGS. 24 through 28 illustrate examples of formats of an instruction, instruction

parameters, and an output response which are used when a device requests information
regarding all available rights objects in the protocol illustrated in FIG. 9 in an
exemplary embodiment of the present invention; and

[31] FIGS. 29 through 33 illustrate examples of formats of an instruction, instruction
parameters, and an output response, which are used when a device requests a secure
MMC to remove a particular rights object in the protocol illustrated in FIG. 10 in an
exemplary embodiment of the present invention,

Mode for Invention
[32] The present invention and methods of accomplishing the same may be understood



[32] The present invention and net hods of acconplishing the sane may
be understood 5 nore readily by reference to the follow ng detailed
description of exenplary em bodi nent$ and t he acconpanyi ng draw ngs.
The present invention may, however, be enbodied in nany different
forms and should not be construed as being limted to the exenplary
enbodi nents set forth herein. Rather, these exenplary enbodi nents are
provided so t and
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[39] - Certificate
[40] A certification authority certifies users of a public key with respect to a public-key

cipher. A certificate is a message containing a public key and a person's identity in-
formation which are signed by the certification authority using a private key. Ac-
cordingly, the integrity of the certificate can be easily considered by applying the
public key of the certification authority to the certificate, and therefore, attackers are
prevented from modulating a user's public key.

[41] - Digital Signature

[42] A digital signature is generated by a signer to indicate that a document has been
written. Examples of a digital signature are an RSA digital signature, an ElGamal



[42] A digital signature is generated by a signer to indicate that a
docunent has been witten. Exanples of a digital signature are an
RSA digital signature, an ElGanal 6 B8igital signature, a DSA digital
signature, and a Schnorr digital signature. Wien the RSA digital
signature is used, a sender encrypts a nessage with his/her private
key and sends the encrypted message to a recipient. The recipient
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[49] After obtaining the encrypted content, the user device 210 may request a rights
object (RO) from a rights issuer 230 to obtain a right to play. When the user device 210
receives the RO together with an RO response from the rights issuer 230, the user
device 210 can play the encrypted content using the RO. Meanwhile, the user device
210 may transfer the RO to a user device 250 having a corresponding encrypted object
through a portable storage device. The portable storage device may be a secure MMC
260 having a DRM function. In this case, the user device 210 performs mutual au-
thentication with the secure MMC 260 and then moves the RO to the secure MMC
260. To play the encrypted content, the user device 210 requests a right to play from



260 having a DRM function. In this case, the user device 210 perforns
mutual au- thentication with the secure MMC 260 and then noves the RO
to the secure MMC 260. To play the eAcrypted content, the user
device 210 requests a right to play from7 the secure MMC 260 and
receives the right to play, i.e., a content encryption key, from the
secure MMC 260. The user device 210 can play the encrypted content
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gunctl on. To p ormt unct i ons evi.ce O1In des an
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330 V\/lthastor unction, an
port e storage device'or multlmedla dcv1ce PDA, cellular phone., a data transmit/

receive function allowing communication with a content provider or an RO issuer, and
a DRM function. To perform these functions, the device 300 includes an encryption
module 365 having an RSA module 340, an encryption key generation module 350,
and an advanced encryption standard (AES) module 360 for the security function, a
content/RO storage module 330 with a storage function, an MMC interface module
310 allowing data exchange with a secure MMC, and a DRM agent 320 controlling
each module to perform a DRM procedure. In addition, the device 300 includes a
transceiver module 370 for the data transmit/receive function and a display module 380
displaying content during playback. An encryption key generated by the an encryption



310 all owi ng data exchange with a secure MMC, and a DRM agent 320
controlling each nodule to performa DRM procedure. In addition, the
devi ce 300 includes a transceiver noflule 370 for the data
transmt/receive function and a display nodul e 380 displaying
content during playback. An encryption key generated by the an
encryption 8 key generation nodul e 350 i ncludes a session key used

for encrypti 2(3 gé}{éra%ﬁ&béﬁﬁlh Eall 1389&«1] s%&‘?dr%‘crﬁﬁfo cpdetcﬂgtmn

devi ce 300 a secure used ener at
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nodi fi ed. [ 54kedlihgeteransbahwelne ndduing vhétheainfamatidnregasing aeRGR0 t o
conmmuni cat e \/M'l(;dg-ga content provider or an RO issuer. The device 300
can acquire an or encrypted _content from_an outside through the

transcelA#ér nodlitedraggive 1931111%7@ 3Rxes thi ferigeatVl eRmmanicseovit) § GRE™ he
devi ce 300 t @rdeder onameRD ésgueni THhe debviee 300eanisaquidin RWbeechipedaonteeérodN0

i's connected i, h&d@ﬂﬁ“&@g‘ﬂ&@e%mv@ ndaneieal |y, the MMC int erface
e dev

nodul e 310 of t elecirically connected with a
i nt er f ab®! nodul EhedYMngtegface peduiavl alleiichiedevieeRa0 i Recopresisd with the
connection i sequisMM® Whenahpdesice 40(lis thmectenwle b kenreMyId, fdliaadnenlly,

state in whi G {RR- B8V, Seem§&1(i’%§1%%fﬁf3r&%9é Soti€ 1%&{1&]'1% '8&%%9&%@:} {1\4\@3 40

t hrough a wrel ess rre out contact.
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d%ener ates a session ashi ng
key using thém@@wéﬂ%%af%ﬁﬂmﬁ Briyaber feeh é“%eé’ﬁé’éﬁﬁlﬁwﬁ%ﬁe Hekeeyed

from the secuneR$AErcrien isjasdo axanypi) end qen euldicday bycryhien eng by piedon
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tte rou

then transm e Sse Intertace

310. | nst ead "BPSYHFEPASFTEE Mﬁ@c ?%8%’%%@%““} kfY@Rd2 Basbing sey wglz%fy
gener ati on npdodraeBifdor hmnhfmnmlbmmwmbmmhm;echeec‘sfedne&teebuferMMCaThe

gggr al i ]E y of rd@RdRmy Sraied BY 91‘é'te9&9'pdoﬁ k@;ﬁy&%ﬁon &a@%e ifgﬁ Rpfdul e
coy. Nor o parb i itsh i el REaidhrirutah e crart @?eﬁﬁwicﬁ“
encrypt a comteae nexdgledpd.ilosteakd @f gdnewtimgthe Fﬂ@dmmhmbéml Ehesmrmmokktyy and

to encrypt OtgiaﬁéradoEQﬁHdhﬁ%o ﬂmé‘xfa{?&dﬁ{iﬁdn?d’ér Hl'elj? b1 R &ﬁﬁx‘aﬁ’@ o t h,
anot her device..  In an exec@ aﬁwﬁno dinment” of the present invention,

the session K&fomdugbery pf “%Gn RO during nove of the RO The
AES enciigpti on Tie AkSmoduie 86(arpfoens samethenichey csyypivh ukiog the gerendedy pt i on

such as DES s@é@fb’hi@;‘}.il\@&e B&Mc@ﬁw&%%gs module 360 uses AES encryption to encrypt a
content encryption key from an RO with the session key and to encrypt other important
information during communication with another device. In an exemplary embodiment
of the present invention, the session key is used to encrypt an RO during move of the
RO. The AES encryption is just an example, and other symmetric-key encryption such
as DES encryption may be used.

[59] The content/RO storage module 330 stores encrypted contents and ROs. The
device 300 encrypts an RO according to the AES encryption using a unique key that
cannot be read by another device or a secure MMC and decrypts the RO using the
unique key to move or copy the RO to another device or a secure MMC., The
encrypting of an RO using the unique key according to the symmetric-key encryption



[ 59] The content/ RO storage nodul e 330 stores encrypted contents and
RGs. The device 300 encrypts an RO according to the AES encryption
using a uni que key that cannot be red@d by another device or a secure
MMC and decrypts the RO using the unique key to nove or copy the RO
to anot her device or a secure MMC. The encrypting of an RO using the
uni que key according to the symetric-key encryption 9 is just an
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Th t b
{he sectd Wi °“‘friﬁﬁ}¥*”§8ﬁ P‘&é“ﬁf‘% A8 Ao A Hho BENEL AR DY
generated by R ¥EypRedh yerisptionicamb "fﬁfﬂ@ﬂ@edﬁﬁﬁd&ﬁﬁ’éﬂ’p‘@mel shed
hash al gori tdenerated gy meSequMMC Has hasAIv@l@é istdbtitine ST hashieg keyhen

requesting i rg éﬁ?& g%&e eﬁ%?%tﬂ;h&g E&eﬁ@o&&o&uﬁé@éﬂnd‘&f B Ras? Sgnd

sequence coun transm ssion sequence may
gener at ed anoﬁg%ﬁ%cfd’eacﬁeic‘ﬁf%}lés}’r Bré%’cn &¥fEnd to prevent the request
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nserted bet Vﬁ&%ﬁﬁﬁe&%& %gg]ﬁﬁene rgbaytra%ElmsH&%éE} td At é%k‘é%é& and 63]

Meanwhi | e, the agent tes a reno condi

identifier (U8 1%‘ﬁ 2Rggupst C%lenﬁ%d( to grevepheequRBkompIand; oM Ogifg %%1 Qit ed
with right i nefrnnmﬂtenm\canimﬂﬂ froR(eing ibericdbhmoved reqhes oodintgls by ah he DRM
agent 320 hasu retrieving right information froma
recei ved RO FI G |s a bl ock di agtr am of a secure MMC 400
accor di 8lt o an s ea‘ihszRM'rﬁ%’Hf Tregenssfies iemprad semitionnivie i iidsRtiligr 6 5

To inpl enent DR\ ah RO &adurefﬂWﬁfROQonaexﬂanaaiambmﬁmghtfmntahmmfaa
function of bImGOR! RBlordife1 At hnhebidnsh bk

wi t h anot her iﬁé\(’%ce,m 9&3 [ (iunctl ong To perforrﬁutgﬁese&% gt ons
the secure "E‘B?}‘anf@“h%@gm ncryption modul e 465 having an RSA
nodul e 46H), an EHEryipi block degrag ehe seatie MMOWBA uterdigp aaatngpiarAES

modul e 460 fogmgoggneipgg{ﬁéﬁrgseggm@gﬂh&p a content/RO storage nodule
430 w tgs? stor modul e 410 al l owing data

funct an i nterf
exchang&3lwi t h 10 Gawpen DR e ﬁf‘gﬁwd%mr&y ﬁm@orbaéwc%mﬂ e
to perform a $BRMg cpntegedar RO, z{ﬁﬁ§cno‘n‘rwéexcm@nfm witicimbteAde@icaldndas t he

secure MMC 4019RWL19§10§ H’lqth\é’setfﬂnéhonéj %‘é's@&nre Mﬂ@4ddlﬁcl§@e§ yre MMC
00 is connected Wt VI ce, Egg g
encryption mo 65 having an le 44 an encryptlon key generation

module 450, and an AES module 460 for the security function, a content/RO storage
module 430 with a storage function, an interface module 410 allowing data exchange
with a device, and a DRM agent 420 controlling each module to perform a DRM
procedure.

[66] The interface module 410 allows the secure MMC 400 to be connected with a
device. When the secure MMC 400 is connected with a device, fundamentally, the
interface module 410 of the secure MMC 400 is electrically connected with an
interface module of the device. However, the electrical connection is just an example,
and the connection may indicate a state in which the secure MMC 400 can
communicate with the device through a wireless medium without contact,

[671 The RSA module 440 performs public-key encryption. More particularly, the RSA
module 440 performs RSA encryption according to a request from the DRM agent 420.



interface nmodul e 410 of the secure MMC 400 is electrically connected
with an interface nodule of the device. However, the electrical
connection is just an exanple, and tWe connection may indicate a
state in which the secure MMC 400 can comrunicate with the device
through a wirel ess nediumw thout contact. [67] The RSA nodul e 440
perfornms public-key encryption. Mre particularly, the RSA nodul e

440 perforns RB3ek %E%b&ﬁe%ﬁﬂh@bx@&n% RvéntibfARE adieamatibe didid agent
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i nt erfa
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retrieves an jhleadea affshaflod @ the CeORE vialtR inRffaid inddcl420 PgniceR@wRd, such

as an described in detail with reference to FIG. 8 later.

[72] In addition, the DRM agent 420 retrieves an RO to be removed. In detail, the DRM
agent 420 retrieves an RO according to a condition of an RO to be removed, such as an
RO ID or an ID list, transmitted from a device. The retrieved RO is removed. The
removing of an RO may indicate physically removing the RO or informing that the RO
is unnecessary by changing particular information of the RO. In addition, the DRM
agent 420 has a function of physically removing an unnecessary RO in response to a
request.

[73] F1G. 5 is a table iHlustrating the format of an RO according to an exemplary

embodiment of the present invention.



ROIDor an IDIlist, transmtted froma device. The retrieved ROis
renoved. The renoving of an RO may indicate physically renoving the
RO or informng that the RO is unnectssary by changi ng particul ar
information of the RO In addition, the DRM agent 420 has a function
of physically renmpoving an unnecessary RO in response to a request.
[73] FIG 5 is atable illustrating the format of an RO according to
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hh:mm:ss denotes hour:minute:second, respectively.

[96] An Interval constraint 620 specifies a duration for which a right is effective on
DRM content and optionally includes a start item and an end item. When the start item
is specified, consumption of DRM content is permitted during a period of time
specified by the Interval constraint after a particular time on a particular date. When
the end item is specified, consumption of DRM content is permitted during a period of
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issues all commands for the authentication and the secure MMC 720 performs
operations needed to execute the command. For example, the device 710 may send a
command such as an authentication response to the secure MMC 720. Then, the secure
MMC 720 sends a certificateM and an encrypted random numberM to the device 710 in
response to the authentication response. In another exemplary embodiment of the
present invention, both of the device 710 and the secure MMC 720 may issue
commands. For example, the secure MMC 720 may send the authentication response
together with the certiﬁcateM and the encrypted random numberM to the device 710.
Detailed descriptions of the authentication procedure will be set forth below.

[102] In operation S10, the device 710 sends an authentication request to the secure
MMC 720. When requesting authentication, the device 710 sends a device public keyD



operations needed to execute the command. For exanple, the device 710
may send a command such as an authentication response to the secure
MMC 720. Then, the secure MWC 720 seHds a certificateM and an
encrypted random nunberMto the device 710 in response to the

aut henti cation response. In another exenplary enbodi mrent of the
present invention, both of the device 710 and the secure MMC 720 may
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obt ai ns t he rramﬂmmumbern is encrypted using the secure MMC public keyM. Thereafter, an au-
thentication end procedure is performed in operation S90 where the device 710 sends
the encrypted random numberD to the secure MMC 720. In an exemplary embodiment
of the present invention, the device 710 may send its digital signatureD to the secure
MMC 720 together with the encrypted random numberD.

[106] In operation S100, the secure MMC 720 receives and decrypts the encrypted
random numberD. As a result, the device 710 and the secure MMC 720 are provided
with a random number generated by each other. Here, since both the device 710 and
the secure MMC 720 generate their own random numbers and use each other's random
numbers, randomness can greatly increase and secure mufual authentication is
possible. In other words, even if one of the device 710 and the secure MMC 720 has
weak randomness, the other of them can supplement randomness.
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public keyD 1In operation 570, the device 710 generates a random
nunber . In operation 380, the D rand®m nunberD is encrypted using
the secure MMC public keys Thereafter, an au- thentication end
procedure is perfornmed in operation S90 where the device 710 sends

t he encrypted random nunber D to the secure MMC 720. In an exenplary
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he device 710 ¥ send. a cont ent or an ) ] evice 710
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i nformation the content itself but refers to its child RO. When access to the content is permitted
according to permission information regarding the child or parent RO, a DRM agent
considers a constraint on the permission granting the access and all upper level
constraints on the parent and child ROs. As a result, a rights issuer can support a sub-
scription business model.

[112] Alternatively, an ID of an RO the information of which is to be acquired may be
included.
[113] Information specifying an RO may be sent when the device 710 requests the in-

formation in operation S300 or may be sent through a special instruction before the
device 710 requests the information. The special instruction will be described later
with reference to FIG. 11,

[114] In response to the request by the device 710, the secure MMC 720 retrieves and



regarding a child RO corresponding to the parent RO [1111 Here, the
parent RO and the child RO are in a relationship in which one ROis

defined by inheriting a perm ssion ant¥ a constraint from another RO
The parent RO defines a perm ssion and a constraint for DRM content
and the child ROinherits them The child ROrefers to the content.
However, the parent RO does not directly refer to the content itself

but refers toyhle3cet Hbithaff e @1‘3 Qx?ﬁé%ﬁm’é cﬁﬁ'%t& tﬁ)ﬁ'{egﬂlﬁ R RS f8d

according to %erm ssion In Fon regar arent RO,
a DRM agent @Beﬁ‘é‘%dcf’é’inéﬂlﬁd%"é??sﬁlpéﬂ PReragAu ﬁﬂ@ﬁﬁ' F?ﬁdégieé’FPC&WS%le%att%e
access and al ﬂegarmpgthelmmthem[wﬂn(ammp&aﬁmn$3?9 parent and child RGCs.

el | iy A fLEEnb B EoR ARG P it B R B BEPRR
is to be acquic® &Hg?%%se scHyaly elydesisehenyatic mforpuen BEdipgEelityibng an
RO may be senformftien répiasetied/bicibe ROGinoag ifetmtidhigensiaclden ﬁmmleﬁm For
operation S3 ‘%@L& leMRY %b%eéﬁﬂhfo}#?e{tﬁﬂ% ?nc%ﬂg%ﬁbofébﬁe f e

the device 7 eque ESTY ormatl he s eC|a |nstru ion
will be describd hagh wlue fjdieaing shefheripecopsnids eodlflfd ang pormissien igsponse
to the requesformgtiohhi@owdevet, de prdlssed nbormatanrregadifiy ihe ROrdves heietidand 16

processes i nfgeggaldqn géé?ﬁﬁ‘ Egdrﬂﬂeo?e&n@@ b%%l%@t?lﬁ 8&(}9&.3”7@10 E&HE%%& 81{“ ent

or the ROID _recelve rom t

sends the pr olosuation rea3rdne Rt Rero "‘F@jé’hﬁﬁ’?{d}’eﬁ %@TRMM% Tehkasgaigncla “’?elo
in operation tG326htent dkipd byna aser andeojplentify teniphdparenteddl tiesecyps BAANt
invention, thggprocessed information regardi ng the RO selectively

i ncl udes scherratl c i.nformation regardi % in- formation
represent®d py {HEORer SBRED SROARRDE o wréwgt IPYFRHER &b ATeFessHie oRBe For
exanpl e, the mfmme-elgardaﬁg)merﬂﬂmxy ingydel cogvenitig adatd Dmadt itondanformat
dom nated by éuﬂgoneﬁ'bgl I deélcé]?ﬁﬂ?vl?/ ﬂ'ﬂ&éedata'}gfn%E &@@Wtﬁ@&cﬁr@ﬁdl\ﬁéaﬁ@m

is nodified sion in orna I on. ver e processed

i nf or mat i on ri$gaks EPHP&C?H@I’R@H%@ not i ncl ude a CEK used to decrypt
encr ypt ¢tll7¢ont e Ohe bewaeROstimy cdewdpor 6 Ja@anenﬁﬂasmem, el therefofep twoadri on

regarding t hemgig t dﬁg 23 ee(ﬁﬁ%sﬂ%ﬁ%&?ﬁﬁtl&nhga en%z ortafo eéalr@l?é thk O

use the contﬁﬁ user an e right
possessed by e secure I\/I\/C 720. [116] In anot her exenpl ary
enbodi mght8] of t heanxesplaty dobedintenioof ﬂaet;in&equrimmaﬁmi pigcecthe hlh:emauon

i nformation rﬁgﬁ&ﬂgﬁﬁﬁ@ﬁamﬁ% &Qﬁéx}f&eilﬁ%éé%t inBiddéta E

into a data fft%r mat é1port gew c ) en t %ata forrrat
supported by HB“@E&H‘FS M@ﬁﬁ?ﬁenﬁé@ﬁ Ps%gﬁéﬁsﬁ@a Byeeperaee; dqugh 1 0.
[117] One or amtheetidd@sn bayeanche degipo il and the ypeurt MMCJR0.dordlewthe denide

therefore, twWoQh derlBfife WARARS ﬂﬁﬁnf@ﬁﬁaﬁ%%&’;& TR He BF-

i ncluded in the informt regar
ormaurc]m mag?'nc ude a hash value nﬂjethas% ue may be generated using the

hashing key generated through the authentication and a known hash algorithm, e.g.,
SHAI.

[119] The device 710 recognizes the current status of possession of ROs needed to
consume the particular content through a procedure for acquiring the information
regarding the RO and requests a right to play, display, execute, print, or export the
particular content from the secure MMC 720 according to the ROs that the secure
MMC 720 possesses. When the secure MMC 720 possesses an RO corresponding to a
requested permission, the secure MMC 720 encrypts the CEK using the session key
and transmits the encrypted CEK to the device 710 to enable the device 710 to decrypt
the particular content that has been encrypted.

[120] FIG. 9 is a flowchart of a protocol by which the device 710 acquires information
regarding all available ROs from the secure MMC 720 in an exemplary embodiment of



[118] In an exenpl ary enbodi nent of the present invention, since the
information regarding the ROtransmtted to the device 710 does not
include a CEK, the in- formation doesihot need to be encrypted using
t he session key generated through the authentication between the
device 710 and the secure MMC 720. To allow the device 710 to
determ ne whether the information regarding the ROis nodified, the
in- formation,may. incl a hash val ue. The hash val ue may be

gener at ed usi%ﬁp%ﬁ%tivﬁgﬁﬁhg key generated through the authentication
and a ki&dh has#h wErthadeice d1Qcan idegifXROY starg] inThreseetae MMC 72@to then
recogni zes t hgnguhd fétbd Sdnddnbisr t6 thep @RSk oy tBE cdnfent BeRERE defce CONSUME

t he particula&mgﬁglggﬁmﬁ%ﬁg Iké%pwocedure for acquiring the
information Ttégardihg the and requests a right to play, display,

execut e,[133di nt , Beforethp device 1 8 regpests ipkogmation gegarding alfavailableROssfeanthe  MVC
720 accor di ngsetre MMECREB, dutharitichli e6eeh ehe dWMEe 71%@%%@&@@@34@Mﬂ he
secure MMC 72 r j £ r st.e

per m ssi on, tEgﬁgg%ﬁﬁ?s%ﬁ%g%gﬁhgﬁ8#%%R§Q€%QQEE§4usF%:%¥§%§§8§§P8ﬁmkey
and transm t sthe preusAdMEHT20 gersrpes asetsina kgi far cacryptipnaad dasaiplion atda
device 710 tohssigg k@t the particular content that has been

encrypt [120 I i.s.a fl.owchart r col whi ch the
devi ce ?%g]acqukfggg%% 5?%%??%H%CP@%E?%&%%ﬁEEF93@%9F3§%§“ﬁ&@0?ron1the
secure MVC 720g3dinaall availahie BPy fiemgbrisesn MME 720 in qprmatipn 850nThen, the
' Event ion. [ ls2djre MMEERO BhridvBeal el b ROOst6rad thent hyockess infofhi@@ni N
he secure ! t. c ent_.or t.o n, export
o copy t he coeiane el SR RIS RE R SRS Ol GRS
ROs. [1221 Betnsration fig20devi ce 710 requests information regarding al
gvai | abl[g24RCs f oan dthplageemb&inmbfmresa?ﬁiﬂmﬁm aeipgdtedted Mﬁﬁﬂﬂaﬁdge |
evice 710 an . - ; 0.5, r .' r o . In
oper ati ons S}%ﬁhgﬁgﬁﬁﬁﬂﬁﬁng%%ﬁ%égﬁﬁ-%M§§§¥%g&$%ﬁhQﬁga%pﬁgbgggﬁfgxwwc
720 gener at est*amglesBf piocessss ipfgrmation may dacile an &P gbeeely B aiDagfortent
hashi ng key. dch2@dtecRegackiROssmdale xﬁmteﬁmcomembss.a{m&u&egle piob&selieinl ce
710 requests }§ i : i i secure
WE 720 i n oporaficdbudPyinbGAA EERsd o o et ie el RO 0e 2
avai | abl e Rosdedicsr Hyreapgsisdheintorpation separdingsthe alf wiapehle BAs toridepsifyarighés to
them i n oper aton@ats poskOssedisl the sderetMieCor0cessed i nformation to the
devi ce | oper at i : i . Of e
pr esent (ahent1 Shubfeceelpia atbab it G RN AN O AR Bbhor
regardi ng al |inEpEptoRgeserdiassthe alhpwdable ROp gay inclide copverting @ datgfgrmat into
exanpl e, the pdaclasaduppoitied bothe devicwent0 wheh thel data forinkt sappe@a by RS, an
| D of cont entsecuﬂ@ﬁﬂl\@éz%lis%% %?ﬁ%%e.ﬁ?% ﬂ%’]ﬂvi%@?ldwnber of content |Ds.

wever, the processed. In- oes not include a CEK used to
ecrypt [grﬂ; rypt &4 ag@ﬁp@rﬁo%gg%éhqqggne MMC 720 may be two or more in number.

In an exemplary embodiment of the present invention, when two or more available
ROs are stored in the secure MMC 720, templates individually containing information
regarding the ROs may be linked to a single list and transmitted to the device 710 at
one time.

[127] After receiving the information regarding all available ROs, the device 710 can
manage the ROs by removes unnecessary rights, purchasing needed rights, and move
some rights to another device.

[128] In an exemplary embodiment of the present invention, since the information
regarding all available ROs transmitted to the device 710 does not include a CEK, the
information does not need to be encrypted using the session key generated through the
authentication between the device 710 and the secure MMC 720. To allow the device
710 to determine whether the information regarding the RO is modified, the in-



device 710 requests the information regarding the all avail able RGCs
to identify rights to contents possessed by the secure MMC 720.

[125] In another exenplary enbodi nent!of the present invention, the
processing of the information regarding the all available ROs nay

i nclude converting a data format into a data format supported by the
device 710 when the data format supported by the secure MMC 720 is

not SUpporte@oﬁﬂan%ﬂ%agﬁ}éiu‘fi@aﬁs@ vaﬂlgzl%hﬁhlvan%ﬁiay%p%&eﬁ%ﬁﬁﬁp din

t he secure in nu n an exehplary
enbodi ment oNEHHES W&%@e# ditpush (G AL eiERIoRABT b Koy S hy BB - ROs
are stored i rBHAE secure MMC 720, tenplates individually containing

| nfor marjon ! eBRY 4o G AdIRLEES JTNRR rdildl h@ﬁf@ iﬂe@%@b' g e A

transmtted tgQ the ﬁew ce /10 recel vi ng the

i nformati on rﬁaé?oﬁﬁ Goeqre MNGi RS i a0 sgemplagysabgdipiepted! fhepresspt Invsalige
t he RGOs[BY] r enpBefsretmésizs § Y sequasgteseeypa MMA Z20Nig rﬂﬂ@dad;pm@ﬂmi) and

move  SOme I ighkiSadoR befRLIYRE déi@éé'ﬁ@ and %@?Jcm’e'Mﬁ@: ﬁé?sgﬁ%d@ﬁ%{ odi ment

of the present i1nventio ormation reg
aval | abl e ROSPEFANCOD: Biopation 6ot 62t perhet e dsie 7 Miand i ssevesc
t he i nfor matMBiC tfesnaats nessibntley e ceagptiontaeddacsyphion pdrformabdirian key

h
gener at ed tNretialinichon RHIAEBEIEAL 1D DB HREN SR 8 A, e

secure MMC 720. 1o evi ce
i nformati on reyHbaghingerrihnErat gensrns pivalie Indirating vhegher inbormaticnds may
i ncl ude a hashediidddue. The hash val ue may be generated using the

hashi ng H‘S‘?}’ gengs ahed: tfo'}fr%%%et JraScxﬁééitIE@ hd &&f& 9'1‘%31'&& k’f}?»h AR NRS D

al gorit pr ot ocol

for removing SHFFUfES ROy ekist T@i‘]nﬁ‘s‘/ ﬂieﬁélsﬁé?ﬁ’rf? -exiptepce Gl G SPF%f“’éié%ﬁ’é MVC
720 in an exewplatens S&0Hhhdiugk AZ0, dfe dehiee Pllesquites inforentiororgarding 8]

Before the dgy é&i‘fed@@t&tﬁ%ﬁ&k&u&xﬂ aZaﬁQn Bs.genove a

o1 i
speci fi t henti gﬁ Eﬁﬁf? evice (10 and the secure
MMVC 720F]I%§Foer ?ﬁr%raﬂ%&%@ﬁﬁ? dgvicsi LagiserPs 99 Ihysd ther R psbeserneved ave 5620,
each of the dew guenddcomnidr SRE) Bdiceting ati\mm'sz& gematanels ars|ssi on
key for encrypihQpugd Qgégglxﬁeyqareaﬁésmwg of Hie! Thﬁgz;ﬁw \&E\fe' on
MMC 72 % trzll

bet ween t he devi ce cure
ﬁ@xlnmand

2 hashi ng I BT AR BRI LAk 8 S e LSS
i nf ormati on ipsckehpaishited fromliBd fevice 71@ guess br mmipdaredley csheasheced | ed

RO, the devi Gg,ddQnaHs &aﬂgﬂﬁwomﬁbp&éuo&mzxo $PRSAdnbEd n%%ﬁkém& RmolO
know t he exi St%eglg(s ti“non eﬁ@ée}gﬁg eC| fliﬁﬁ? per at 1 ons
5700 t hrough hEEcys ) f%‘ﬁmﬁ‘é‘?&i S Hg t he
speci fi ed ROdevichel rusmgvimcbessginrkgy arlrdereppmsdmdio cérraspindangeclthe ROADG. 8.
[132] | [‘ISQPer at lnchﬂotﬁgr?eg!emﬁlﬁﬁ e%ﬁ&ﬁﬁnt?o%%e‘(%%éﬁf@ﬁvﬁn% J_hpdé\fmet’hg 3P to
be renmoved g ﬂ@ Ct@unterdlu C? lILEI élcat I71(9
transm ssi on ‘&ﬁ‘é’éﬁ’ B”q BiF R fpmove etall, the device 71{f generates and
encrypts a list of RO IDs and transmits the encrypted list. Upon receiving the list, the
secure MMC 720 decrypts the list and removes ROs corresponding to the RO IDs in
the list. Here, an operation of removing a plurality of ROs is needed.

[134] In still another exemplary embodiment of the present invention, instead of
transmitting an ID of an RO to be removed, conditions of an RO to be removed may be
set and transmitted. Here, an operation in which the secure MMC 720 retrieves an RO
satisfying the conditions and removes it is needed. Accordingly, operations S700
through S720 for acquiring information regarding the RO stored in the secure MMC
720 illustrated in FIG. 10 are optional because even though the device 710 does not
know the information regarding the RO stored in the secure MMC 720, the device 710
can send a request to remove an RO not having a Copy or Execute right to the secure
MMC 720. The conditions may relate to a right such as Read, Copy, Move, Output, or



protocol using the session key to request renoval of the RO The SSC
is a value increasing whenever a command packet is transmtted to
detect whether a command packet tranmmtted fromthe device 710 is
| ost or mani pul ated by an unauthorized invader during transm ssion.
In operation 5740, in response to the request to renmove the RO the
secure MMC 720 decrypts the encrypted ROID transm’tted fromthe

devi ce 710 us session ke nd renove responding to
Che RO 1D, [ 189Hutp e RORHLS e R o SRR R P S8 o Bl e

i nventi on, th@swetm e gdt0imrey forgemovibdm RP ferwontont timb dees RGsexisbinkiee

RO | Do and |t 1 ny s Qsitfe Wit AMC 130,19 S0t e e A1 R chnitulb o D1 e
secure MVC 72 eEﬁSB‘iﬂWtzﬁ'relﬁl %’g e%?ﬁﬂemgyggreﬁ&y%ﬁ’rl%‘@g ’(ﬁﬂgﬁﬂ to the
RO I Ds in thentitigts anBlegreqvesit. oper ati on of renoving a pI urality of
R?Zs iarsu lﬂfﬁgggt | Ri24ing br a'ilth) lna;’il Hﬂ%ﬁg&ﬁ&@ﬁg}h@m b PaviRRLd 8o hiliBate
Penoved, | condniBsdrO SEemByany Ha0F b bistrindlp digeRuafbR sig. Whe®
transmitted. ieewepgahanofe isgeifonmddin abdcote NIHE a8 eeny mqidvClime Gorrerhoviingy e s
an RO sati Sfé&id%cteé%ﬁlg(i@r&% g’lﬁ&@%él%c&% gﬁﬁlf drinatich 18888REan RO may be
Accordingly, %g (ﬁ)nsn 57 throu? " Wérl nfqJ nf or matl on
regardi ng t he® o§ ’|°H SR SWORASF SPARA/R thersspuip ¢RIy B 10
are optional Irecaus&Comenbehoayrdd. nnthed weidsean RO mdp bsstorod in dauoiient he
grlﬁ or mat i onn;@g@é?ﬁ}ge@@@g@g%we@gﬁbﬁdt he Sﬁ;\tjlre MVC 720, thcéxgg\lﬂ ge
(i oht o Bfe. soAGatERN i S5, EmBEHRY it HE YR A Y gy
such as Read, inGoge (Noveihod@ftcpupletebyrelitgnatify st dronThgorgbln diotago deviaray
be f Ort r termw 44 @)rhrﬁ@ﬁchﬁtchﬂ%ﬁ% p@ﬁfcul'ﬂﬁ"&ﬁﬁ)rﬁ?ﬁdn%hn ko, fb?@xan{mts@l@ 1@rbfa
current tine nt e not e in
SRR TR TN e SR e S

and transmi t t @ereafter rantpying dlea R @. AMROT2a0ked Bl wpneceshary §@@@pbtekw\@nmd

retrieves an fRh saddusf MMIGwhditorRRgHck isORGIBdMcht HENRMAS ekibmal rdqiedt for
Renovi ng of an RO nmay indicate renoving the RO froma device and al so
i ndi cate narli?m&n%ﬁée% g\s renovabl e at any tinme because the RO
cannot BE7ised. Fillfer] threygbi iidpstyte axpnmRisios fomat of snddstivation, Befzuskien MVC

at every req Uﬁhﬁmetérk ABd ﬁrpéut;ﬁlﬁ E’@%}dd»ﬂ‘sl@ whi%H @re&%&pﬁ&ﬁla%wbé s RRY in-
i ncrease. ACCPI’ di.n {graltde

di.n ged
and then, onlly V\%né’gréséiardm Céms ac%Hedby f]ilerst %ﬁercgrem%?émleﬁmt?cfo?gl ent,
un- necessar yluRotadiy Fia Sriéﬁib@@ﬁiplalrher@hmmmﬁthgpfe@ntmnﬁaly be stored
in a pontigen r m@rme@mmmmm B@@%gei&&ﬁﬂxp&ﬁddro@dhee&i&ﬁﬁ]d and

Accordi ngly, .al:a é&? }))&r ¥ ﬁgﬁ%%r?tal()% n% rfrlapc;nl et n%%nz}/nemsttrugﬁg a1nr om

enovi ng i nc
é portabl e st@@ ég@ﬁ@léwws lafﬂametzqn raganﬁb{im@a H@F“‘Té’ﬁ@cn‘“gl)hﬁl riteidcin iher

i nformation Ofieaddt B hat @hal@XABRAEE mehﬁstrubdon Sta‘T CONENES. ST -fleidgh theshown
in FIG 5 | n&a?aflqular tl Opag)&i@% Al Q édrauemdwatm emsfillpcysabl e and

thereafter renovin unnecessary 1S conpletely
el i m nat ed SET_ CO INFO An L-field in the data field has a value mdlcatmgalength ofa V-

field in the data field. The V-field has a value of a content ID. The V-field may have a
value of an RO ID.

[139] The instruction SET_CO_INFO simply transmits a content ID to a secure MMC,
and therefore, an output response (1140) to this instruction has no values in its T-, L-

and V-fields. A status word in the output response (1140) includes information on a
result of executing the instruction SET_CO_INFO. The status word is expressed by a
combination of SW1 and SW2 indicating one of 'successful execution of the in-
struction’, 'unknown tag', 'wrong parameter in the V-field', 'general authentication
needed’, 'authentication needed', 'verification failure’, and 'number of attempts’, as



froma secure MMC when storage space is insufficient or when an
external request for renoving is received. [137] FIGS. 11 through 15
illustrate exanples of formats of an 4nstruction, instruction
paranmeters, and an output response which are used when a devi ce
transmts in- formation regarding content desired by a user to a
secure MMC in the protocol il- lustrated in FIG 8 in an exenplary
enbodi ment ofgbhgifesent i nvention. [138] Here, the instruction is

SET_CO | I hd |d and. data field
(1150) - KOG T ipgapiipg, asfruction

i nstruction gadmetdns agthineoukpiuetedpanenyisicingre usedorhea i idovica reguestsl inhigrmatien
instruction. Q. Rdn irﬂ-ﬂ@)corfrésg&ghdé%ot:&ﬁent ﬁaﬁ%%ec&wiwbmﬁeﬁ

%BoIUE
|nd|cat|ngt eln he data field
(1320) i o7a" hgranan HChiF M amplay PG e bSRrsg PR Pt r et | on
SET_CO_I[MED. AnHtref the indtriction eGEIARY_INED d200eewd hasadimBarifordiat@tthengr- a
length of a \gnkddglskT ﬂotﬁ@(ﬁata field. The V-field has a value of a

cont ent The fli al ue _of 139] The
Controe D Ay i B B8 (Broiit £ at it bt cur o
MVC, and t heGBT &t INEQ. ButipuucticadFoh &&_(NAQ Gquests thhsesure MMIEWet i on
has no val Ues(:rdnﬁln}tin%r]ﬁauod-re aﬁfl‘i@lg%ﬁb%bg&porﬁlzlﬁtt@'fcﬂﬁeﬁ’é@ﬁéaﬁe@b?h)% jgut put
response (1140 {?’ﬂf

res ti.n t he
i nstruction Erg %F&atﬁ§e@){ﬁ?@§ glgldlgﬂﬁ e instruction
conbi nati on dﬁEBlM)ﬁHO$V!2nqwlhe&atl ng one of 'successful execution of

the in- giyucti gy, ouqﬂmé%\ﬁ& 1230, & dataWeQNEcIR@: MIBIBKioh ReokBBie Wreld (B lafla -
general aut henti cati.o neede '

aut henti.cati on
verificati o $aHY o fewﬁ%wcwgﬁwa%wn CEE R E TNER Tl
FIG 15. [ 140h treldas.fiekois b kagdishhha? dg altdgustue andicabrgpaes paisob teanstmtigonof
an instructi qggr 'NT@VEUl@@' SN1- fﬁﬁﬂﬁg@tlﬁﬁ&nd@% aa"ler%ﬁ‘l Futv-EeaPARSER¥RI ch

are used when a _.devi ce reque matj on

o oan e ol g et AN A o E R %gﬁfde%é%#@%é@sﬁ%ld may be

| ustrat ed i n Rio@bimdtipmofanfonnatiop ragaydingrpoudssienior & RCwmd phegienlue

i nvention. [Jiﬂéﬂladﬁ?wemame inﬁfrﬁiﬁﬁ&trh%ridlhgs %&a%r%(ﬂd%%qu m»s a

simlar format_ to fhe in- structio I.NFO. [ 142]

in
o header 11 o1 B8 el RS P BERE TP e AR ool M erietce
GET_RO | NFO. Hipe. Zlnstongic®3.on GET_RO | NFO requests the secure MMC to

transm T[ltMEf or MRtshAR vfo%g@regﬂ)reﬁe@% ﬂanﬁﬂ{ah%m i BgH $¥02 &R one of
speci fied and, therefore, .

PPer (1920) TietisRiof hL O St ot Ry PR e S Y e
[ 143] In an dig@lgenerbpdeseécationazeded, dad ‘auth¢nsicalionmetdedes i nf or mati on

regardi pgisi he REg. @'Pﬁlus@a@ﬁ@é)ddﬁl Mmelfmf@ﬁn@nﬁﬁﬁmé aﬁl éememtl ng

e h”ﬁéﬂ.“ﬁé,' Sy W&S?Mf?amﬁ%gf&%@b% ElA VI 25 B

GET_MOVE_RO. iMmstiateflieFI§. Ras a val ue indicating a length of a V-field.
The V-figlsg The RO information fundamentally includes basic information for identifying an

RO and permission information for the RO. Such data format is referred to as a current

permission status fonmat (CPSF). As described above, a CEK is excluded from the
permission information. A permission status format specifies all types of permission
requested for an RO and basic information regarding the RO. In an exemplary
embodiment of the present invention, an RO is not directly transmitted, but a CPSF is
transmitted, thereby reducing unnecessary overhead between a device and a secure
MMC.

[147] Referring to FIGS. 21 through 23 , a CPSF according to an exemplary embodiment
of the present invention includes a content ID field 1310, 1410, or 1510, a message
digest index+message digest value field 1330, 1430, or 1530, and a permission in-



has the encrypted value of the RO Information regarding the RO of
the V-field may be a conbination of information regardi ng perm ssion
for the RO and a hash value indicati®&ig whether the information
regardi ng pernmission for the ROis nodified. The information
regarding perm ssion for the ROwi Il be described in detail with
reference FIGS. 21 through 23. [144] A status word is expressed by a
conbi nati on olt p%oﬁféfﬁ 1%% 1|4Q@|09%40ng one of 'successful execution

of thelnstruc (ﬁ wrong paraneter in the V-
field , [14fdneraln @epw@wmﬁﬁlﬁdal déHber 1518 mroatentiBier Wantifng ptienday’ |
[ 145] FIG Zhdntdnuﬁﬁtroaﬁﬁc@d@d@?éalﬁa].:k@lﬁfet the format of infornation

r egar di Egﬁbﬁn RO, &Qg{e%a&%gg ,Hdg,s, %%sa O?léest ?zﬁue@old [‘3@,@“&% @30 a

provi ded” by a sécure
[146] The RO mﬁ%@ﬁemeﬁtdﬁlummbf@énﬁeanrwrptﬁelowésarea@qsen dptp.Grhemessee f or

:c denti fying ?mgesmwawg@asm@mmgﬁ SubliEtel @fshfaQiorithie(elROSHAGh dg}: a
ormat | erer t .
r[fjb(ll 'h?ﬁ{e E&r@gﬁ ﬁMa%erl f&elg%?m %ét’[(}ﬁ O 1%t48 'é?nufss%nrggltonﬁz%g )

As described above, IS exc
i nfoormation. PosgreseRiby diediO issak us f or mat speci fi es aI I types of
per mI SSi[01) r eqUest®tbnt 6fa GIPSERGhaREy VRS b 6/pk bf RONMAtekOApliG @AbOdiRENt e
n an exe i . S ion,
not directly @Qh%é%]t ge%%g’bt egé?_f %éé@%sﬁ&%%r%ﬂéedew ﬁg)t YR Chqg RB% pes,
reduci ng unn ﬁ@ﬂ%@@@ﬁh@dﬂelbeﬂlmer@ g&neTahR@. éfya%mﬁlcste?caﬁhéd%ﬂvc
47] Ref errin@egmdﬁa%ap&&ntm ough 23, a CPSF according to an

xenpl ap {5&?”1300'?3[?&}51 R_L(gslaﬁé ﬁésﬁq ﬁ?a%@ho %e(ij‘a\ﬁ‘&l?st Jvﬂ‘pa %Iﬂgérf#]ﬁl?mgde‘fgo?taes% 'D

field 1 141 ssage
val ue field 15gptiombysigess erodq_lséecrl dn apeﬁe%qwg slﬂleﬁ:e digitalrig fsemmem@nt
field 1340, 1@MNA DRM)LBIOrightslk@)esdioh mﬁ@ag@mm ID field 1310, 1410,

or 1510, éls‘%ﬁcom R bx%s{:&[dfifgﬁﬁﬁte'stxl? hlgﬁmﬁl%{od%fdé dp"?fb 4 fr i gﬂfA ﬁﬂﬁfvz‘ba” be

used vi e ROT1s %@ ex+nessag
di gest val ue RFleray badiyided srgpchildROsming pargnt Riss 4 £hid Bpg@,@tdﬁ%%@ ﬂilaé
set for i ntegkitighft ateaitiypad odntént.ax fart8 RODNcldadsa.perhii&idHESRHE a

digest val ue ghy g f&%ﬁemgoyﬁé DRl Shery Bt ALAs kbOmE( o 9.

SHA1) . [ 150] I on |n ormat i on
per ni ssi on i nfesFiREE Ffthe ONbs DBYs w40 B{iLt His deiails of thePMA4 BBY Caﬂ‘i‘?é"'&‘@ﬁ%‘ent
of a CPSF nayathapywwiwtdpeambbipellinicely/. | n exenpl ary enbodi nents of

the pr eZﬁﬁ'ﬁ dl nVeRs. '2?r‘lius&é(t@s(e;assn%fztu@%&g}%P%TX'gg'%g%![é%ta%c anajn RO

types, RO t ar ent P tes a
general RO TSAsEPRpfaRRedingat of eappyniReyentiqyne3” i ndi cat es a parent RO
[152] Ggrteal ROse @PSF 6ilsgehérall RO aag iminde el laist arepenitdiortinforthanifipld on

model (or a Siﬁl{) éﬁ&%ﬂ&l\;@é& sl%f?e'lc{éeé@p ghiad éﬁg' g&’e? fie 1@@? 0o BR0i e
l.l'i ance digital t s managemnent t'S expression
anguage ( RELI)ndex flel 1343, a perrmssmn index field 1344, a number-of- constramts field 1345,

and a constraint information field 1346.
[156] The type field 1341 includes information for identifying a type of the RO. Table 1
shows types of ROs.

[157]
Table 1
Type of RO Identification information (1 byte)
General RO 0x01
Child RO 0x02
Parent RO 0x03

[158] The RO index field 1342 and the asset index field 1343 include an internal RO ID



[ 153) RGCs corresponding to the subscription nodel described in the
OVA DRMv2.0 REL may be divided into child RGs and parent RGCs. A
child ROincludes a CEK that is a ri%ght to use encrypted content. A
parent RO includes a perm ssion itemand a constraint for the

perm ssion item QOher details of child ROs and parent ROs are
described in the OVA DRMv2.0 REL. The details of the OVA DRM can be
obtal ned  at Jibfidd s BNl AR, bl ARE G IIAC, THelihafREID 2 e

illustrates a structure of c ng to an
exenpl ary errb‘BGWrb"ﬁfet Iy ge beﬁlécg%w?y ﬁ*%%@%ﬁwnqw “I‘L@l RSERIORSA Iy

gener aI RO matye senukdMfdCat | east one permi ssion information field

1340, i Hﬂ%ﬁné d
1342, an assle'? chI ex #{ gémdd 934t4¥1&%deé %Eﬁb%%d%%ﬂ?ﬁgp 5&?&%’4&%
nunber - of - cor?s‘ﬁfPf‘a‘?fﬁ’F@“F%l‘éﬁ dhe types. °f P4 %’éFs’é?n«%W?lh‘ikﬁ?nqeﬂfV&Pﬁﬁﬁlﬁ’&Pﬁ %ield

1346. [156] THG6.s.ype field 1341 includes information for identifying

a type ‘{)f 5 he Hﬁne Jﬁ@epoﬁcon ﬂ%&' ﬁ)ﬁ? 195111 n[.u]-lﬁgr]of I&Q{éﬁn Type of

RO | denti f| cation I nformtion Cener al RO 0x02

Parent RO 0xof§mpai'88]ﬁelﬁlﬁé34écﬁficha@séﬁﬁwp@f@w §Wd13€'ﬁ§1‘%‘§1§5eat copsiERY
field 1343 i nedaxdieldrB4V htdesaiied a R 4{[2 cBEstraimn andonconsttadtt field 184S imtlichting
respectively, tBé SontenBSIGHE @ODPQ&USefg%@e%péoﬂé&a%ﬁ%vpb@me&% od Lt ernal

asset ID may be respec%iﬂl\ﬁ\ft rdentifying an an asset
stored in tHECEBEPET [ 159] The permission index field 1344

i ncl udesglaldlent i Fik at ilbmatratesf antroettiie @i a COBF bilecitilid RO sgordmg iy peexeiplary
perm ssion. Téﬁ%ohﬁ‘rfé%of‘?ﬂeeﬂ}fs’eﬁ@ﬁﬁehﬁ have been described with

reference to he nunber-of-constraints fjeld 1345
i ncl ude$!®he nuRiBET Oy 011?6111&@ REicap bs pred o5 pastic g Fopict ge CPsH srclvdessh
constraint i nfirglamtmssiol indlrdati@d®ld. ncl udes a constraint index field

1347 i ngjqapt | ”gvéluésYrQﬁne& vel%r SEQR FelcBh At Iﬁ@glda]ﬁ(f@%ﬁﬁlé‘fn@%sage' cﬁése‘é't 1348

i ndicating” the conte e cons%@al nt (ges of ctonstraints
have been des‘&ﬁkixb@ﬂss%ﬁetd‘geﬁ%‘iﬁ digtdel 49 have Beengdesqripgd gbope. 22
illustrétds a sThustmisgonihfam@REFiedd 1440 dividdds REfiddc atypefigldld4hn

exenplary enbadi gBAb id 1428 Rk %%ﬁiﬂith) Eh\é&%h]?c{}ﬁ rbshBeh 1@%&1&{8&@ Yel@ne

child RO can used for particular content CPSF inclu
single perms *&n information field. [ 163] Val ues respectively set in
the con{EM | D Thedypk fleld 044dnokitdeeidmsiadmn idfogeasion for identifying a type of the

rights object and has a value of '0x02'. The parent RO ID field 1442 includes iden-
tification information for identifying a parent rights object. The child RO issuer URL
field 1443 includes a URL of a child RO issuer.

[166] FIG. 23 illustrates a structure of a CPSF of a parent RO according to an exemplary
embodiment of the present invention.
[167] The content ID field 1510 has been described above. However, the parent RO

complying with the subscription model described in the OMA DRM v2.0 REL does
not have a CEK and a message digest value, and therefore, the message digest
index+message digest value field 1530 may be set to null.

[168] Since there is only one parent RO allowing particular DRM content to be used, the
CPSF includes a single permission information field 1540.

[169] The permission information field 1540 includes subfields: a type field 1541, a
parent RO ID field 1542, a permission index 1543, a number-of-constraints field 1544,
and a constraint information field 1545. The type field 1541 includes identification in-
formation for identifying a type of the rights object and has a value of '0x03".

[170] The parent RO ID field 1542 includes identification information for identifying the
parent rights object,



i ndex+nmessage di gest value field 1430 have been descri bed above.
[ 164] The perm ssion information field 1440 includes subfields: a
type field 1441, a parent ROID fiel? 1442, and a child RO issuer
uniformresource location (URL) field 1443. [165] The type field
1441 includes identification infornation for identifying a type of
the rights object and has a value of '0x02'. The parent ROID field
1442 in es | i r f i ent
gl 1 @ﬁ@peﬁ %gﬁﬂ:tdbspﬁelh 158 LA e og ot SRl L1 58, &y

rights j ect. RO_1.ssuer udeé a L of
a child RO | sopgft goatien deld 2245 ipglds thegame typef e e CPSF of

a parent RO ameoisdommdéofidd ] Bxetp harler-obohgdaineiidld 0345 el (s e@aeriint

i nvention. [%ﬁiﬂmgﬂb‘ﬁ fféﬂinfﬁ@E o'wBJﬂEﬁf} 671510 has been described above.

However, the parent @X wi.th the subscription nodel
descri b&f%n t hhﬂe@»&um\/fwe W itay gacdide hah oh ageness REKENdAShAI Redshge
di gest val ue,allawgatticelaedanreal tothh @lag@badgth ofiagestal ROnahebaparasRQehadi gest

value field Lfﬂ%@ Becht foPe [168] Since there is only one
par ent art i fnr D%I\/#content to be used, the . CPSF

| t
Phch uded Al si ﬁﬁhs%p% Fireu G i1t TRl Of foBPelS pEMOnStp gy infiistion
perm ssi on i nfacmresdrs, ond fni @igoht deSddhsé whikh aie Bsesiifen alddeice @qieg énférinmeatich
1541,
a par er@%ar%élPaJaﬂ%l@Ré?% ﬁrof% ST i ﬁ@eglr&?ﬁ%ﬁemfla%n field

numnber - of - cons QJ&el , a constraint or ne
1545. The typ&e ]éfieat‘ﬂf PrFﬁ?EtI‘BYF@gO‘? dentl fication in- formation for

{dent i fYIHY a tHpe, tbé instnection GHEET_®I6) e43T aunthobmisof a hewlket ield ind diwG]d
170] The par(‘?ﬁﬁog R%e lhpadcef ﬁél@c ;ﬁgs lh grhﬂgﬁ%elng 13{91 Il’_lil_ﬂlﬂ)lﬂ ah@thg rdg@t I on

for identi fylfn ect per m SSI on

i ndex field 15 OHIHF% %W&an&ﬂ%ﬁélﬁ%laﬂﬂ’gﬂ?q d ekdyin thehrgdar fgld has 2
constraint i mfahnemahcaumg fhe ddstudivd GHINBOUDE T tike marmetidyGET AHO_LIST

i nfornation %%Jeaem tpa%glmtﬁﬁsraﬁtlbln&eeqlsi Jﬁ]ﬂll%v&xﬁﬁfé Rém‘mal a secure MMC,

numnber - of - cons e constralnt ornatl on

rail e
el 1345 SHBMHEISIOrEIBE <913 3t5F mesaian{ Fa. RQ RIS AES 0
i ncl ude[¥61 h of Aalagdiskrallan R@patnespanse 164 @inB@ids hieformagibh cagadg tRQsydndra

content to beplayedilsmRAbuRbe a{eaﬁ&g&@ - @Hd AL ﬂé& %h&aha
all ow particul a égntent to be i./{ﬂ& ﬁ‘né{f FI'GS rou
illustrate eié#psff V32 5 elveinge o PG Eepse (1 tl%wﬁﬁoaw to the
par anet ers, adnsdrualiiondsi D IRO_1ESD onsle fivldiic the dnte fiakdds avhadwe iadideing adength

request s i nf QiERLEQR in HEEGAk ﬁaagnﬁlv f@\ﬂ%&hﬂﬁeé ﬁfmldnrbffﬂ{@qm%mlocol
illustrated i nz;'}:alb | n an exenpl ary enbodi nent he present

i nvention. [ , the instruction is GET_RO_LI ST conposed of a
header {i76l d and stitsavord isleaipregsddin0g combitine el 1 hnd$ W2 dulitatingisne of

i n][ or ma: i on igeadiiexBGiah of tﬂf In@t&'ﬁ&lbﬁ) nut%&gwﬁ bg', l@g& aian?étéil lmgt\al ns
nformation rge . nstruc I e \ ea
™ e T At A LB T i e SR oo e
GET_RO_LI78T FIGS. 29 through 33 illustrate examples of formats of an instruction, instruction
parameters, and an output response, which are used when a device requests a secure

=

MMC to remove a particular RO in the protocol illustrated in FIG. 10 in an exemplary
embodiment of the present invention.

[178] Here, the instruction is SET_DELETE_RO including a CLA field and an INS field
which indicate a group of instructions. Accordingly, instructions relating to removing
have the same values in the CLA field and the INS field. Various instructions relating
to removing are distinguished from one another by a P1 field and a P2 field. A data
field of the instruction includes an encrypted ID of an RO to be removed. The data
field includes a tag (T) field, a length (L) field, and a value (V) ficld. The T-field
includes a category of the instruction. The L-field includes a length of data included in
the V-field. The V-field includes the encrypted ID of the RO to be removed.



requests to transmt information of a list of all available RGs
stored in a secure MMC, and therefore, the data field of the
instruction GET_RO LI ST has no value§4(1620). [175] A data field of
an out put response, 1640 includes information regarding RCs, and a
status word informs a result of executing the instruction. A T-field
inthe data field is a tag field having a tag value indicating the

out put [&9PONSeln(ahfht fep oﬁse&@rﬁ@;?'ﬂ%%eé@eMMCrécéﬁin@%tlthﬂﬂctﬁT RO LI ST.

An L-field | | t
Viieldin &@ﬂ@ﬁﬂﬁﬁﬁﬁae o R P b oA g D8 T e
list of all vehetliel mbloginRes sufck7d}, whetheatiats inshwded ingheek-field ssambnenpsa
conbi nati on Qfne@¥¥ dn SR ls%’seﬁt@me L4019, 2880 S hOther aufeMEBESH ifhecB¥LCUL T ON

of the |nstruct|on , " unknown t% Mﬁgk neter in the V-

field , 'general authentication ﬁggﬂ@@ F%H&%Qﬁﬂhentlcatlon needed' ,
as showfison Fl GAcddBling tbThe] préseidSnveR@ort, h dougihre@@sts inforaiatiat regediagm RS  of
formats of arf dhn{'é]bérté%fe' g:%\%'dgﬁéer Eke&b&r{he B?Jrﬁﬁf??&n%g%mlﬁ%ﬂe ﬁ@l\% Byt

response, use en a VI Cce request S a
remove a par tnoatarrl%ﬁw@@ feyicerrad srrvet 8 vnnpqesian BY dherely egpily and efﬁicwn%m
exenpl ary enhnﬂgngROsof the present invention. [178] Here, the

| nstr “CL g‘ﬁc‘a' S ffcbadiliy eﬁ%%deﬁ%laéﬁﬂhﬁ‘cﬂ; &x%l%hﬁl tfﬂe Qx@@ﬂ%rpl‘e%@tefthaq ld

whi ch i te a group 0 tructi uct i
relating to rERBVATRONHENaeaeNTEa, b S tp HeeRanRA CPRfiBcad ¢ he
INS field. Vavithoussubsnisitiailicddpartiag freinakd principles of &mpresmgnﬁe:&mn Therefore,

di stingui sheqf &1%39@&eﬂfﬁﬂ})h§'ﬁl§gﬂn&ts%f el ﬂeﬂtxﬂ’pg%ﬂseﬁ ée%%q% arﬁ éjeat a

field of the insfruction’in es an encr.

renoved. TheS&&ﬁgeS?F%PﬂyPﬁ@Fﬁ&E@wéoﬁéﬁfkmﬁmFPeld a length (L)
field, and a value (V) field. The T-field includes a category of the
instruction. The L-field includes a |l ength of data included in the
V-field. The V-field includes the encrypted ID of the ROto be
removed. 24 [179] In an output response sent by the secure MMC
receiving the instruction SET_DELETE RO, a status word is expressed
by values of SW. and SW2 to indicate whether renoving has succeeded,
whet her data included in the T-field is erroneous, whether an error
is present in the V-field, and whether authentication is needed.

I ndustrial Applicability [180] According to the present invention, a
devi ce requests information regarding an RO from a portable storage
device, receives the information regarding the RO fromthe portable
storage device, and renoves an unnecessary RO thereby easily and
efficiently managing ROs. [181] In concluding the detailed
description, those skilled in the art will appreciate that many

vari ations and nodifications can be made to the exenplary enbodi nents
Wi t hout substantially departing fromthe principles of the present

i nvention. Therefore, the disclosed exenplary enbodi nents of the
invention are used in a generic and de- scriptive sense only and not
for purposes of limtation.



25 Caims [1] A nethod of acquiring information regarding a digital
rtght object, the nethod conprising: receiving a request for data on
a right object froma device; processing the data on the right object
in response to the request to gener atg processed data; and providing
the processed data to the device, whérein the right object contains a
definitionof a right to content, constraints to the right to content
which allows at |east partial acce to content and a right to the,
right object itself. [2] The netho MMPaim 1, further conpri si ng,
bef ore {lje pr ocemssthad obicquiniag diefdaatiop edghling ¢ gitdl Higkribijceatheanetiéd h
the device and.gg §iﬁ’%:i ng an encryption key. [3] The nmethod of claim
2, wherein the encr ion kﬁ%/ coaﬁris S.a sgssi on key and a hashing
key. [4] The nEtf regyest foF 9ata g 2 FightPHIYEI R 348¥EPng of the data
conprises: acowssising the ddtgydn the bighidbjebmrrespposedd tig requesirie soferate
content identibiREsse@ata shight object identifier, which is provided
by the device; _progessing the t n.the right object which is
accessed. [5] ?%glﬁﬁﬁaa%ﬁfﬁquﬁqﬂﬁf,e@ﬁ}’é‘fei n the processed data
conpri ses i nf omhaeinghe righicbirgbepnianstadetinitighio e bgkide cortel, cPheiraints hod
of claimb5, whey#thght1e cpitoeessehiidos at e Partisletcas ©UhRAt and a right
identifier, i n{o%ﬁg%%htoo%'é p(?é fating whet her content is nodified,
. . . jeCL 1 g . . . . .
perm ssion inforfation; and information indicating whether other
i nf or mel@il on i s Thermgthed eficlamy], fymker gemprdns belorethppBeesying pEiba dethe
i nformation i npérfaingautteatidaion Wil ded dwice ahd feierdiih g anercypios kéy. ed
conpris i nf e L PALCoS i i 1.5S] : e
equest ot om t ha eﬁfgé B e SRR 8D coBBUIEREEAR K
perm ssion inf BBRELSpri ses at | east two types of perm ssion
I nf or mei#] on. [ The Mhdodef Haith biwheten the brocedsergaif thetdata prpciessed data is
converted int Oaeds@eBight ésjea%ﬁézgomn% 3&nd 8Y b EGhnterk dthii Ay AR Qﬁghtof
acquiring i nforrraCttL N .ﬁggahphng%ra glcﬁg | ,ri.ght object, the nelChod
conpri sing: pefPorH g at' RER{S L&Y Wl”?ﬂe"é ortabl e storage device
and gener at i ngpragessiag grodata arihkBght obisguelkieh isgcepssed on a right obj ect
from t g] por t abheemethod apdaide) intRiciitdhe prdcesed ¥tNenirReciasetatat a on
the right obj %Eiuﬁé@ﬁ'tﬁgﬁg}{?%ﬁé@l e storage device,
[6] The method of claim 5, wherein the processed data comprises a content
identifier, information indicating whether content is modified, permission
information, and information indicating whether other information is
modified.
(7] The method of claim 6, wherein the information indicating whether the other
information is modified comprises information indicating a transmission
sequence of the request from the device.
[8] The method of claim 6, wherein the permission information comprises at least
two types of permission information.
[9] The method of claim 1, wherein the processed data is converted into a format
supported by the device.
{10] A method of acquiring information regarding a digital right object, the method
comprising:
performing authentication with a portable storage device and generating an
encryption key;
requesting data on a right object from the portable storage device; and
receiving processed data on the right object from the portable storage device,
wherein the right object contains a definition of a right to content, constraints
to the right to content which allows at least partial access to content and a right
to the right object itself.



wherein the right object contains a definition of a right to content,
constraints to the right to content which allows at |east partial
access to content and a right to the right object itself. 26 [11]
The net hod of claim 10, wherein the gg&ryption key conprises a
session key and a hashing key. [12] “The nethod of claim 10, further
conprising converting the processed data. [13] The nethod of claim

12, mhe n the,con ertln of t cessed.data conprises rifying
whet her* ]ﬁilue prﬁrclzless S}O%% ‘%)ng‘ﬁenfrﬁto gc%{’lﬁsﬁﬁaﬁ?ﬂﬂ%}fﬂ 12,
wherein the coﬁi)‘éﬁﬂiﬂ-ﬂ?@‘l&iﬁw he processed data conprises converting

the profeysed daemettiidofalainnopfurthaRpaplias vétit theytoeessed §ad] The

method pigpc a ?gé%eﬂ%e&fgﬁd}%@%ﬁé ﬁﬁg@%ﬁ&eﬁﬁwg@% e§s%a abi-BEBRLL O

in therght erelnt

processed dataVi eéﬂ??dﬁ?‘i?ﬁﬁe dpigetedifiegh | i nf or mati on
i ndi cat [14y V\,heﬂhemedmitoéntaunsz nwiﬁrdm&ﬂeomrtmgﬁﬂmrprodesﬁed)ﬂmti on, and

information i ngbﬁﬁﬁéc@QoW&ﬁH@Qﬁe ﬂ%%&d‘d@ﬁ%ﬁ%@nﬂﬁt b\%;po 17]

The et e | nformation I n catlg‘f}

the ot h@?’ |nf %ﬁ of i S{)’f"i’f%ﬁ%@ﬁﬁqc&%@i ek SPRIEFORT gﬁaﬁ“&’dﬂ ng a
transm ssion $wgighhokiestr om t he request fromthe device. [18] A

met hod gk acquirké ﬁﬁtﬂoﬁfo%l&ﬁﬁ'is)ﬁmfe%@ﬂl@ ﬂﬁe@edi&a@a écﬁillprfsé%n% ect, the

met hod ~ conpri . el V. u avai | abl e

i ght b ects FEBRIST Burouovindich Gl ner oot @bl perdidion g
objects in respéemetion andénfpeepties indigsting phebeodienipformationisa on al | of
t he avail abl e miog@iitedobj ects to generate processed data; and

provi di t he r t j ect
D ont i n@?g det %9@%@%&%{ 9%%;{;%%%{% fﬂgYﬂtf&%}anm%dﬁ Ehaé »@ﬁetﬁér%& c{ﬁg&!
right to cont eHtoratien sanodiied somprisgssp Oﬁﬁ?ttqﬂamdl%éééga’ﬁ%“éséﬁﬂ ent and
a right to thsequemghtironbihectquestdeinf the fd8de. The nmet hod of cl ai m 18,
furtherrigpnpri gi rﬁ'&hocp@tf a‘?ﬁgﬁnhﬁ' SEHLREES ReRdingla dH81 Halidn; ectPﬂféfn%‘ﬂ{Hdng
aut hentl cation wt evi Ce and genérating an encrypt| on

[20] The net ho‘éf’r’&?nsé‘?gal m 19, wherein the encryption key corrprl ses a
session key aredeisingashquest ﬂae@ata{nzal] avRtleblerighti ollieots fiolnad ¢avicE; wher ei n
the processed ghbaipQMsTitsesailitof gRbbetts i R§jodsa thdteqire: dlight

obj ect. [ 22] Tg% Oi%‘?%’e c%fta i @@&ava%ﬁéﬁ rET{[%&s B & g@%ﬁ&g}?oc‘%@eé

conprises a ri |f|er
i nf or mati on i néA®AANg V\/net her cont ent |s
providing the processed data to the device,

wherein the right object contains a definition of a right to content, constraints
to the right to content which allows at least partial access to content and a right

to the right object itself.

[19] The method of claim 18, further comprising, before the processing of the data,
performing authentication with the device and generating an eneryption key.

[20] The method of claim 19, wherein the encryption key comprises a session key
and a hashing key. A

[21] The method of claim 18, wherein the processed data comprises information
included in the right object.

[22] The method of claim 21, wherein the processed data comprises a right object

identifier, a content identifier, information indicating whether content is
modified, permission information, and information indicating whether other
information is modified.

{23] The method of claim 22, wherein the information indicating whether the other
information is modified comprises information indicating a.transmission
sequence of the request from the device,

[24] The method of claim 18, wherein the processed data is converted into a format
supported by the device.



nodi fied, perm ssion information, and information indicating whether
other information is nodified. [23] The nethod of claim 22, wherein
the information indicating whether the other information is nodified
conprises information indicating a trﬁnsm' ssion sequence of the
request fromthe device. [24] The method of claim 18, wherein the
processed data is converted into a format supported by the device.
27 [25],.The hod of, ¢l ai 1, wherein the perm ssion inforpmation
compr 1 9881 at | SHE e of SR GV iSRS SRBH AP TRA RBAOTPRT S rret hod
of acquiring i fReitwatypse of pgasdiondnfarmditigint al ri ght obj ect, the nethod
conpri sizgg:  penfasRbder Athiies tifealationreshiihea k! At abREONBGRIdRVI ce
and generati ng Al §neryption key; requesting data on al [ available
ri ght objects Fe Strl% portabl e storage device; and receiVving
processed dat aP@fPraNng Bthenteatiay Hithapoaatls gatese tyvicetasd gensrmting an

portabl e storageyseuikeg. [27] The nethod of claim 26, wherein the
encryption key I 1 : i . The
mot hod of cl a) FERng I7F o 2 S50 efoni @ RGN (hkee 168 dara,
[29] The net ho#'%bf clai m 28, wherein the converti ng of the processed
data conpri sescsieinigiysccesgsediiat e rll bhthe praeks sight abiicts fron theghoftaldel .

[ 30] The net ho&oﬁgeﬁéﬁ&{n 28, wherein the converting of the processed
dat a c[ggﬂrise%hc nyert | rl%e{%g&ﬁ%oce sed data.into a format slgegported
by the [déice. T@E‘}(‘Oérﬂ © FEITHe PREAEON KEEGORSe et e s ed
dat a conpri sesaiddlmshmgkenn included in the right object. [32] The
met hod 19§47 cl ai Mhe3hehWi8F Qhith 16) SuriePERSHRMeUBHRERNRE hroSsd dataght

obj ect 0 enti i.ﬁer ethd chtiegﬁg [ gierrégnltg!cer ver .nf o#glatll_oogssé(p j.cating

whet her?€bnt enf 2 @EBAG AT ¢ES SEFTHET SHVFNFS PHEE PETTSShd ™ nf or mat i on
i ndi cati ng whetdmenriset YReiying whewethe piocessedist if medifie33] The met hod of
cl ?i m 339] wher Bhdimbhed bAElai2e, woBreln i caivemigy vhihe Picedsbiedand her
information is i L ' j ' i-ndi ' :
transm ssj on %ﬁ%‘s&%?g%% Eﬂei’gl%&%%gﬁ%*??&é PRonCh A _fé4 @ dgvice:

por t abllélkt or afes Bethrd ef deimptd ShRgm ¢ eg@&?ﬁéﬁ‘&ﬁ%&mp&sw Whres a
ri ght object fmcludedinght sighebjent er f ace nodul e whi ch receives a
requestrshpr thepd fngibd 8PUSE 31, WdBlefh thélBb&esd APtomprises a right object

identifier, a coutent identifier, information indicating whether content is

modified, permission information, and information indicating whether other
information is modified.

{33] The method of claim 32, wherein the information indicating whether the other
information is modified comprises information indicating a transmission
sequence of the request from the device.

[34] A portable storage device comprising:

a storage module which stores a right object for content;

an interface module which receives a request for the right object from a
device; and

a digital rights management (DRM) agent which accesses the right object in
response to the request, processes data on the right object, and provides the
data which is processed to the device through the interface module.



a digital rights managenent (DRM agent which accesses the right
object in response to the request, processes data on the right

obj ect, and provides the data which is processed to the device
through the interface nodule. 28 [35] A device conprising: an
interface nmodul e communicably |inked4tith a portabl e storage device;
a public-key encryption nodul e which perforns authentication with the
portabl e storage device connected via the interface nodul e; an
encryption key generation nodul e which generates a session key and a
hashi ngl36¢y whifcfeviseaoniprsiegt Wit h t he portabl e storage device; and a

digital rightsAanaeRepdulLoMnatent it LHeSleSidaleqePRea i ght
obj ect fromthe Bgﬁggblgl§tﬁra e qevth agd rec |ves.£r0@g sed data
on the right 8B &t ProOMPHE %‘8?? BB SPOTH S HEHRRO FRB e A
recordi ng nedi GmtAdsstagsadeimepeneacteddiedhpintsrpeogeduier ecor ded therein
t hedpr ogr th f oan excepitionkgy gerivedtion thadhleaffieh gehirbtel AEQEBRkEOMdEgar di ng
a digital rightsah : C, e i a request
for data on a r irmél‘ o ngtwehclz({hhd?? %}%ﬂtehvﬁgg&%i{%gderaséﬁ ﬂ(r%gfc%'(’hagg data on the
right object i Addalesidemannsement{BRYDegent whighiequgsta datpppaagiled dat a;
and provi di ng bthiectgrone s perlaiatiarapedévtine «lé vdcei@es processed data on the

right object from the portable storage device.

[36] A recording medium having a computer readable program recorded therein,
the program for executing a method of acquiring information regarding a
digital right object, the method comprising;

— 1=

receiving a request for data on a right object from a device;

processing the data on the right object in response to the request to generate
processed data; and

providing the processed data to the device.



