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COUNTERMEASURE METHOD IN AN ELECTRONIC COMPONENT

USING A SECRET KEY CRYPTOGRAPHIC ALGORITHM

The present invention relates to a countermeasure
method in an electronic component using a secret key
cryptography algorithm. They are used in applications
where access ~ to services or data is strictly
controlled. They have an architecture formed around a
microprocessor and memories, including a program memory
which contains the secret key.

These compohents are notably used in chip cards,
for certain applications thereof. These are for
example applications involving access to certain data
banks, banking applications, remote payment
applications, for example for television, petrol
dispensing or passing through motorway tolls.

These components or cards therefore use a secret

~ key cryptography algorithm, the best known of which is

the DES (standing for Data Encryption Standard in the

British and American literature) algorithm. Other
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secret key algorithms exist, such as the RC5 algorithm
or the COMP128 algorithm. This list is of course not
exhaustive. '

In general terms and briefly, the function of
these algorithms is to calculate an encoded méssage
from a message applied as an input (to the card) by'a
host system (server, banking dispenser etc) and the
secret key contained in the card, and to supply this
encoded message in return tb_the host system, which for
example enables the host system toi authenticate the
component or card, to exchange data, etc.

Howéver, it has become clear that these components
or cards are vulnerable to attacks consisting of a
differential analysis of the current consumptioﬁ ‘and
which enable illjintentioned third parties to find the
secret key. These attacks are referred to as DPA
attacks, fhe English acronym for Differential Power
Analysis. '

The principle of these DPA attacks is based on the
fact that the currenﬁ consumption of the microprocessor
executing the instructions varies according to the data
being manipulated. .

Notably, an instruction from the microprocessor
manipulating a data bit generates two different current
profiles depending on whether this bit is “1” or ™0~”.
Typically, if the instrucf:ion is manipulating a ™“0”,
there is at this timé of execution a first amplitudé of
the current consumed and if the instruction is
manipulating a “1”, there is a second amplitude of the

consumed current, different from the first.
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The characteristics of the cryptography algorithﬁs
are known: the calculations made, the parameters used.
The only unknown is the secret key contained in the
program memory. This cannot be derived solely' from
knowledge of the message applied as an input and the
encoded'message supplied in return.

However," in a- - cryptography algorithm, some
calculated data depend only on the message applied in
clear to the input of the card and the secret key
contained in the card. Other data calculated in the
algorithm can ‘also be recalculated solely from the
encoded message (generally supplied in clear at the
output of the card to the host system) and the secret
key contained in the card. More precisely, each bit of
these particular data can be determined from the inpht
or output message, and a limited number of particular
bits qf the key.

' Thus, to each bit of a particulér data item, there
corresponds a sub-key formed by a particular group of
bits of the key. '

The bits_of these particular data which can be
predicted are hereinafter referred to as target bits.

The basic idea of the DPA attack is thus to use
the difference in current consumption profile of an
instruction depending on whether it is manipulating a
%17 or a “0” and the possibility of calculating a
target bit by means of the instructions of the
algorithm using a known input or output message and a

hypothesis on thé corresponding sﬁb-key.
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The principle of the DPA attack is therefore to
test a given sub-key hypothesis, applying, to a large

number of current measurement curves, each relating to

'a known input message of the attacker, a Boolean

selection function, a function of the sub-key
hypothesis, and defined for each curve by the value
predicted for a target bit.

By making an assumption on the sub-key concerned,
it is in fact possible to predict the value “0¥ or ™17
which this target bit will take for a given input or
output message. ' |

It is then possible to apply, as a  Boolean
selection functiQn, the value, “0” or “1”, predicted by
the target bit for the sub-key hypothesis in question,
in order to sort these curves into two packets: a first
packet contains the curves which have seen the
manipulation of the target bit at “0” and a second
packet contains the curves which have seen the
manipulation of the target bit at “1” according to the
sub-key hypothesis. By taking the mean of the current
consumption in each packet, a mean consumption curve
MO(t) is obtained for the first packet aﬁd a mean
consumption curve Ml(t) for the second packet.

If the sub-key hypothesis is correct, the first
packet actually contains all the curves amongst the N
curves which have seen the manipulation of the target
bit at “0” and the second packet actually contains all
the curves amongst the N curves which have seen the
manipulation of the target bit at “1”. The mean

consumption curve MO(t) of the first packet will then
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have a mean consumption everywhere except at the times
of execution of the critical instructions, with a
current'_consumption profile characteristic of the
manipulation of the target bit at ™“0” (profileo). In

other words, for all these curvés, all the manipulafed
bits have had as many chances of equalling “0” as of
equalling “1”, except the target bit, which has always

had the value “0”. Which can be written:

MO (t)=[profilegtprofile;) /2] trtci + [profilegltci

that is to say

MO(t)=[Vm¢]ietes + [profileg]tci

where tci represents the critical instants, at
which a critical instruction has been executed. _

Likewise, the mean consumption.curve M1l (t) of the
second packet corresponds to a mean consumption
everywhere except at the times of execution of the
critical ‘instructions, with a current consumption
profile characteristic of the manipulation of the

target bit at “1” (profile;). It is possible to write:

M1(t)=[profilec+tprofile;)/2)wet +  [profilei]tci
that is to say

M1(t)=[Vm¢]tete:s + [profile;ltci
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It has been seen that the two profiles, profileg
and profile;, are not equal.' The difference between the
curves MO(t) and MO(l) then gives a signal DPA(t),'
whose amplitude is equal to profilégéprofilei at the
critical instants tci of execution of the critical
instructions manipulating this bit, that is to say, in
the example depicted in Figure 1, at the places tc0 to
tcé, and whosé amplitude is approximately equal to zero
outside the critical instants.

If the sub-key hypothesis is false, the sorting

does not correspond to reality. Statistically, there

is then in each packet as many curves which have
actuaily seen the manipulation of the target bit at “0”
as there are curves which have seen the manipulation of
the target bit at “1”. The resulting mean curve MO(t) .
is then situated around a mean value given by
(profileptprofile;) /2=Vm, since, for each of the curves,
all the bits manipulated, ' including the target bit;
have as many chances of equalling “0” as of equalling
N1,

The same reasoning on the second packet leads to a

mean current consumption curve M1 (t) whose amplitude is

~situated around a mean value given by

(profileg+profile;) /2=Vm.

The signal DP (t) supplied by the difference MO(t)-
Ml(t) is in this case substantially equal to zero. The
signal DPA(t) in the case of a false sub-key hypofhesis
is shown in, Figure 2.

Thus the DPA attack exploits the difference in the

current consumption profile during the execution of an
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instruction depending on the value of the bit
manipulated, in order to effect a sorting.of current
consumption curves according to a Boolean selection
function for a given sub-key hypothesis. By effecting
a differential'analysis of the mean current consumption
between the two packets of curves obtained, an
information signal DPA(t) is obtained.

A DPA attack thén consists overall in:

a- drawing N random messages (for exémple N equal
to 1000); o |

b- having the algorithm executed by the card for
each of the N fandom messages, reading the current
consumption curve each time (measured on the suppiy
terminal of the component); -

c- making an assumptidn on a sub—key}

d~- predicting, for each of the random messageé,

-the value taken by one of the ta:get bits whose wvalue

depends only the bits of the message (input or output)
and on the sub-key taken as a hypotheSis, in order to
obtain the Boolean selection function;

e- sorting the curves according to this Boolean
selection function (that is to say according to the
value “0” or “1” predicted for this target bit for each
curve undei the sub-key hypothesis);

f- calculating, in each packet, the resulting mean
current consumption curve;

g- taking the difference betweén these mean
curves, in order to obtain the signal DPA(t).

If the hypothesis on the sub-key is correct, the

Boolean selection function is correct and the curves of
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the first packet actually correspond to the curves for
which the message supplied as an input or output gave a

target bit at “0” in the card and the curves in the

~second packet actually correspond to the curves for

which the message applied as an input or output gave a
target bit at “1” in the card.

Take the case in Figure 1: the signal DPA(t) is
therefore not zero at times tcO to th_corresponding‘to
the execution of the critical instructions (those which
manipulate the target bit).

It should be noted that the attacker does not need
to know precisely the critical instants. It suffices
for there to have been at least one critical instant in
the period of acquisition. _

If the sub-key hypothesis 1is not correct, the
sorting does not correspond to reality and there are
then in each packet as many curves corresponding in
reality to a target bit at ™“0” as there are curvés'
corresponding to a target bit at ™“1”. The signal
DPA(t) is substantially zero everywhere . (the case shown
in Figure 2). It is necessary to return to step c- and
to make a new assumption on the éub—key.

If the hypothesis proves correct, it is possible
to pass to the evaluation of other sub-keys, until the
key has been reconstituted to the maximum possible
extent. For.example, with a DES algorithm, a key of 64
bits is used, of which only 56 are useful bits. With a
DPA attack, it is possible to reconstitute at léast 48
bits of the 56 useful bits.



10

15

20

25

30

The purpose of the present invention is to use, in

an electronic component, a countermeasure method which

'gives rise to a zero signal DPA(t), even where the sub-

key hypothesis is correct.

In this way, nothing makes - it possible to
distinguish the case of the correct sub-key hypothesis
from the false sub-key hYpotheses. By means of this
countermeasure, the electronic component is proteéted
against DPA attacks.

'However, in the_invention, it was realised that it
did not suffice to take steps so that the signal DPA(t)
is zero relative to a given target bit. .

This is because, if the value taken by several
target bits of the same data item manipulated by_the
critical instructions is considered, it will be
necessary to sort the curves nét into two packets, but
into several packets. There is no 1longer a binary
selection function. It can be shown' that, by next
grouping these packets in one way or another, it 1is
possible to obtain a non-zero signal DPA(t) in the case
of a correct sub-key hypothesis, whereas it would have
been zero if it had been sorted according to a binary
selection function on a single target bit.

Take for exampie two target bits of the same data
item. These two target bits can take the following 22
values: “007, “01”, *10” and “11”.

By applying the selection function to the N=1000
current consumption curves measﬁred, four packets of
curves are obtained. If the sorting is correct, a

first packet of approximately 250 curves corresponds to
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the value “00”, a second packet of approximately 250
curves corresponds to the wvalue “01”, a third packet of
approximatéely 250 curves corresponds to the wvalue “107
and a fourth packet of approximately 250 curves
corresponds to the value “11”. | |

If the first and fourth packets are grouped
together in a first group and the second and third
packets 1in a second group, two groups are obtained
which are not equivalent. )

In the first group, the two bits have as many
chances of equalling “00” as of equalling ™“11”. The
mean value at the critical instants of all the
consumption curves of this group can be written: '

M1l (tei) =[consumption (*007) + consumption
(“117)]/2 _

In the second group, .the two bits have as many
chances of equalling “01” as of equalling “10”. The
mean value at the «critical instants of all the
consumption curves of this group can be written:

M2 (tei)=[consumption (“01%) + consumption
(*107)1/2 _

If the difference is taken between these two
averages, a non-zero signal DPA(t) is obtained. In
other words, the two groups.  whose mean consumptions aré
compared do not have equivalent contents.

In the invention, it has therefore been sought to
prevent the obtaining of any significant signal within
the meaning of the DPA attack. Whatever the ﬁumber of
target bits taken, whatevei the combination of packets

made to effect a comparison of the mean consumptions,
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the signal DPA(t) will'always be zero. It is therefore
necessary to obtain equivalent packets, whatever the
number of target bits considered. '

One solution to these different technical problems

‘has been found in the use o©of a random value in an-

exclusive OR operation with one or other or both of the
input and output data of means used in.the algorithm.

With a use according to the invention of such a
random value, the data manipulated by the critical
instructions Dbecomes unpredictable whilst having a
correct result at the output of the algorithm.

As characterised, the invention therefore concerns
a countermeasure method in an electronic component
using a secret key cryptographic algorithm, the use of
the algorithm comprising the utilisation of first means
for supplying an output data item from an input data
item, the outpﬁt data item énd/or derived data being
manipulated by means of critical instructions.
According to the invention, the countermeasure method
provides for the use of other means, so that the output
data ‘item and the derived data are unpredictable, these
other means beéing obtained from the said first means by
an exclusive OR operation with a random value or a -
random value derived from one or other or both of the
input and output data of the said first means.

Other characteristics and ‘advantages of the
invention are detailed in the following description
given for information and in no way limitatively, and

with reference to the accompanying drawings, in which:
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- Figures 1 and 2, already described, depict the
signal DPA(t) which can be obtained as a function of a
hypothesis on a sub-key of the secret key K, aécording
to a DPA attack;

~ Figures 3 and 4 are flow diagrams depicting the
first rounds and the last rounds of the DES algorithm;

- Figure 5 is a block diagram of the'operation
SBOX used in the DES aigorithm;

- Figure 6 shows an example of an elementary table
of constants with one input and one output used in the
operation SBOX;

- Figure 7 shows a first example of a flow diagram
for executing the DES with a countermeasure method
according to the invention;

~ Figure 8 is a flow diagram of the first rounds
of the corresponding DES; '

- Figures 9 and 10 depict respectively a flow
diagram for execution of the DES and a detailed flow
diagram of the first rounds, in a second mode of

application of the countermeasure method according to

" the invention:;

- Figures 11 and 12 correspond to a third mode of.
application of the coﬁntermeasure method according to
the inventioh;

- Figqgure 13 depicts a flow diagram for execution
of the DES in a " variant of the third mode of
application;

- Figure 14 depicts a simplified block diagram of

~a chip card containing an electronic component in which
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the countermeasure method according to the invention is
implemented.

The DES secret key cryptographic algorithm
(hereinafter the term DES or DES algorithm will more
simply be used) contains 16 calculation rounds, denotéd
Tl to T1l6, as depicted in Figures 3 and 4.

The DES begins with an initial permutation IP~on
the input message M (Figure 3). The input message M is
a word £ of 64 bits; After permutation, a word e of 64
bits is obtained, which is divided into two in order to
form the input parameters L0 and RO of the first round
(Tl). L0 is a word d of 32 bits containing the 32 most
significant bits of the word e. RO is a word h of 32
bits containing the 32 least significant bits of the
word e. .

The secret key K, which is a word g of 64 bits,
itself undergoes a permutation and cbmpression in order
to supply a word r of 56 bits.

- The first round comprises an operation EXP PERM on
the parameter RO, consisting of an .expansion and a
permutation, in order to suppiy a word 1 of 48 bits as
an output. _

This word 1 is combined with a parameter K1, in an
operation of the exclusive OR type denoted 'XOR, in
order to supply a word b of 48 bits. The parameter KI1,
which is a word m of 48 bits, is obtained from the word
r by a shift by one position (the. operation denoted
SHIFT in Figures 3 and 4) followed by a permutation and
a compression (the operation denoted COMP PERM).
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The word b is applied to an operation denoted
SBOX,'at the output of which a word a of 32 bits is
obtained. This particular operation will be explained
in more detail in relation to Figures 5 and 6.

The word a undergoes a permutation P PERM, giving
as an output the word c of 32 bits.

| This word ¢ is combined with the input parameter
L0 of the first round Tl, in a logic operation of the
exclusive OR type, denoted XOR, which supplies the word
g of 32 bits as an dutput.

‘The word h (=R0) of the first round supplies the
input parameter L1 of the following round (T2) and the
word g of the first round supplies the input parameter
Rl of the following round. The word p of the first
round supplies the input r of the following round.

" Other rounds T2 to T16 take place in a similar
fashion, except with regard to the shift operation
SHIFT, which takes place on one or two positions
according to the rounds in guestion. ' '

Each round Ti thus receives as an input the
parameters Li-1, Ri-1 and r and supplies as an output
the parameters Li and Ri and r for the following round
Ti+l,

‘At the end of the DES algorithm (Figure 4), the
encoded message is calculated from the parameters L16
and R16 supplied by the last round T16.

This . calculation of the encoded message C

comprises in practice the following operations:
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- formation of a word e’ of 64 bits by reversing
the position of the words L16 and R16, and then
conbatenéting them;

- application of the permutation IP! which is the
reverse of that of the start of ﬁhe DES, in order to
obtain. the word £’ of 64 bits forming the encoded
message C,

The operation SBOX is detailed in Figures 5 and 6.
It comprises a table of constants TCo for supplying an
output data item a as a function of an input data item
b.

In .practice, this table of constants TCy is in the
form of eight elementary tables of constants TCol to
TCo8, each receiving as an input only 6 bits of the word
b, in order to'supply only 4 bits of the word a as an
output.

Thus the elementary table of ' constants TCol
depicted in Figure 6 receives, as an input data item,
the bits bl to b6 of the word b and supplies as an
output data item the bits al to a4 of the word a.

In practice these eight elementary tables of
constants TCpl to TCDS are stored in the program memory
of the electronic component.

In the dperation SBOX of the first round T1, a
particular bit of the output data item a of the table
of constants TCo, depends on only 6 bits of the data item
b applied as an input, that is to say only 6 bits of
the secret key K and the input message (M).

In the operation SBOX of the last round T16, a.
particular bit of the data item a output from the table
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of constants TCy can be recalculated from only six bits
of the secret key K and the encoded message (C).

However, if the principle of the DPA attack is
repeated, if a bit of the output data item a is chosen
as the target bit, it suffices to make an assumption on
6 bits of the key K, in order to predict the value of a
target bit for a given input (M) or output (C) message.
In other words, for the DES, it suffices to make an
assumption on a sub-key of 6 bits.

In a DPA attack on such an algorithm for a given
set of target bits issuing from a given elementary
table of constants, it is therefore - necessary to

distinguish one correct sub-key hypothesis amongst 64

possible ones.

Thus, from the output bits of the eight elementary
tables of cdnstants TCol to TCoe8, it is possible to
discover up to 8x6=48 bits of the secret key, by making
DPA attacks on corresponding target bits.

In the DES, critical instructions in the sense of
DPA attacks are therefore found at the start of the
algorithm and at the end. _

At the start of the DES algorithm, the data which
can be predicted from an input message M ahd from a
sub-key hypothesis are the data a and g calculated in
the first round (T1l). B

The data item a from the second round Tl (Figure
3) is the output data item  from the operation SBOX of
the round in question. The data item g is calculated
from the data item a, by permutation (P PERM) and

exclusive OR operation with the input parameter LO.
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In fact, the data item ¢ of the first round is a
data item derived from the data item a of the first
round. The derived data item ¢ corresponds to a simple
permutation of bits of the data item a.

The data item 1 of the first round is a data item
derived from the data item g of the first round, since
it corresponds to a permutation of the bits of the word
g, certain bits of the word g also being duplicated.

Knowing a and g, it is also possible to know these
derived data.

The critical instructions of the start of the
algorithm are the critical instructions which
manipulate either the data item which can be predicted,
such as the data item a or the data item g of the first
round, or a derived data item. _ |

The critical instructions manipulating the data
item a of the first round Tl or the derived data item c
are thus the instructions for the end of the operation
SBOX, of the operation P PERM and the start of the
operation XOR of the first round T1.

The critical instructions manipulating the data
item g or the derived data are all the instructions of
the end of the operation XOR of the end of the first
round Tl as far as the instructions for the start of
the operation SBOX of the second round T2, and the
instructions for the start of the XOR operation at the
end of the third round T3 (L2 = h(T2) = g(T1)).

At the end of the DES algorithm, the data which
can be predicted from an encoded message C and a sub-

key hypothesis are the data item a of the sixteenth
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round T16 and the data item L15 equal to the word h of
the fdurteenth round T14. .

The critical instructions manipulating the data
item a of the sixteenth round or derived data are the
instructions of the sixteenth round of the end of the
operation SBOX, of the permutation operation P PERM and
of the start of the operation XOR.

For the data item L15, the critical instructions

manipulating this data item or derived data are all the
instructions from the instiuctions of the end of the
operation XOR of the fourteenth round T14, up to the
instructions for the start of the operation SBOX of the
fifteenth round T15, plus the instructions for the
start of the‘operation XOR of the sixteenth round Tl6.
' The countermeasure method according to the
invention applied to this DES algorithm consists in
making each of the data manipulated by the critical
instructions unpredictable. Thus, whatever the target
bit or bits used, the signal DPA(t) will always be
Zero. _

With regard to the application of the
countermeasure method according to the invention to the
DES algorithm, it is therefore necessary to apply the
counterméasure to the critical instructions for the
start of the DES and to the critical instructions for

the end of the DES, in order to ‘be completely

‘protected.

In the DES, all the data manipulated by critical
instructions are an output item or data derived from an

output data item from an operation SBOX.
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This is because, at the start of the DES, the data
which can be predicted are the data a and g of the
first round T1. The data item a is the output data
item of the operation SBOX of the first round. The
data item g is calculated from the data item a, since g
= P PERM(a) XOR LO. g is therefore a data item derived
from the output data item a of the 6peration SBOX of
the first round. Thus all the data manipulated by the
critical instructions of the start of the DES result
directly or indirectly from the output data item a of
the operation SBOX of the first round.

With regard to the end of DES, the data which can
be predicted are the data item a of the sixteenth round
T1l6 and the data item g of the fourteenth rohnd Tl4, g
being equal to L15.

The data item a is the output data item of the
operation SBOX of the sixteenth réund Tl6.

As for the data item L15, this is calculated, in

- the normal execution of the DES algorithm, from the

output data item a of the operation SBOX of the
fourteenth round T14: L15 = P PERM(a) XOR L14.

If the output. data a of these particular
operations SBOX are made unpredictable, all the derived
data are also made unpredictable: all the data
manipulated by the critical instructions of the DES
algorithmfare therefore made unpredictable. .If it is
considered that these operations SBOX constitute first
means for supplying an output data item S=a from an
input data item E=b, the countermeasure method applied

to the DES algorithm consists in using other means for
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making the output data item unpredictable, so that this
output data item and/or derived data manipulated by the
critical instructions are all unpredictable.

These other means can include different means.
They are calculated from the first means by applying an
exclusive OR with .a random value or a random value
derived from one or other or both of the input and
output data items of the first means.

The use of this random value is such that the
result output, that is to say the encoded message,
remains correct.

Figure 7 depicts a first embodiment of the
invention. In this embodiment, the sixteen rounds of
the DES algorithm are divided into four groups Gl to G4
of four successive rounds. The group Gl thus compriseé
the rounds Tl to T4, the group G2 the rounds T5 to T8,
the group G3 the rounds T9 to T12 and the group G4 the
rounds T13 to T16. o

In a conventional execution of the DES algorithm,
it has been seen that each round cdmprises the use.of
first means TCy in an operation SBOX.

In the first mode of application of the
countermeasure method, other means are calculated by
doing an exclusive OR with a random value u and/or with
a derived value e(p{u)) on one 6r other or both of the
input and output data of the first means TCq. Then an
identical execution sequence SEQA is applied to each
group, which consists of using these other calculated

means.
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According to the invention, a random value u is
used which is a data item of 32 bits. It is for
example possible to draw a random value of 32 bits, or
else draw a random value of 4 bits and copy them 8
times in order to obtain the random value u in 32 bits.

The derived variable egqual to e(pfu)) is then
calculated, where p({u) corresponds to the result of the
operation P PERM applied to the value u and where
e(p(u)) is the result of the operation EXP PERM applied
to the value p(u).

It is then possible to calculate the other means
used in the invention.

In the example depicted with reference to Figure
7, these other means comprise second means TC; and third
means TC;.

The second means TC, are ﬁsed in the second round
and the penultimate round of each group; that is to say
in T2, T3 of Gl, T6, T7 of G2, T10, Tl1ll of G3 and T1l4
and T15 of G4. _

.The second means TC, are used in the second round
and the penultimate round of each group: that is to say
in T2, T3 of G1, T6, T7 of G2, T10, Tll of G3 and T1l4
and T15 of G4.

The second means TC, are calculated by.applying an
exclusive OR with the derived random variable e(p(u))
to the input data item E and by applying an exclusive
OR with the random value u to the output data item S of

the first means TCo, which can be written:

TCo=(EPe(p(u)), S®u).
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The third means TC; are used in the first round
and the last round of each group. That is to say in
Tl, T4 of G1, T5, T8 of G2, T9, T12 of G3 and T13, T16
of G4.

The third means TC; ére calculated by applying an
exclusive OR with the random variable u to the output
data item S of the first means TCO, which can be
written; TCy=(E, S®u).

The calculation program then consists, at the
start of execution of the algorithm, in drawing a
random value u, in the example in 4 bits,'calculating
the derived random variable e(p(u));, and then
calculating the différént means used in the execution
sequence SEQA. In the example, it 1is necessary to
calculate the second and third means TC; and TC;.

The correct result for the output parameters is
obtained at the output of each gfoup. Thus the output
parameters L4 and R4 of the first group Gl, L8 and RS8
of the second group G2, L1l2 and R12 of the third group
G3, Lleé ‘and R16 of the fourth group G4 are correct
whatever the random variable drawn. _

When all the rounds have been effected, the
correct parameters L16 and R16 are obtained, which will
make it pdssible to calculate the correct encoded
message C.

On the .other hand, within the groups, certain
intermediate results do not have the same values
according to the sequence used, but lvalues
corresponding to the exclusive OR operation with the

random value u or with the derived random wvalue
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e(p(u)), as will be shown with reference to Figures 3
and 8. |
Figure 8 shows the detailed flow diagram of the
four rounds T1, T2, T3 and T4 of the first group G1l, in
the execution sequence SEQA according to the invention.
In this sequence, the round Tl uses the third

means TC;. At the output of the operation SBOX, the

randomly modified data item a®u (Figure 8) is therefore

obtained, in spite of the data item a according to the

normal sequence of the DES, that is to say without
countermeasure (Figure 3).

With the execution sequence SEQA according to the
invention, the operatibn P PERM of the first round T1,
which is a simple .permutation, will therefore also-
supply as an output a randomly modified dafa item equal
to c®p(u).

The data item which is obtained by the XOR
operation between a data item c®p(u) and the data item
L0 will also 'sﬁpply as an output a randomly modified
data item g®p(u). This data item applied to the
operation EXP PERM will supply as an output the
randomly modified data item denoted 1®e(p(u)).

Thus, with the third means TC, of the round T1,
all the following randomly modified data are obtained:

~ in round Tl: a®u, c®p(u), g®plu);

- in round T2: R1®p(u), h@p(u), 1®e(p(u),
b®e (p (u) ;

- in round T3: L2®p(u).
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The second means TC, used in the round T2 are then
arrived at. According to their definition: E®e(p(u),
S®u, by applying as an input the randomly modified data

item b®e(p(u), the randomly modified data item a®u is
obtained as an output. By taking this reasoning as far

as the end of the round T4, and by noting that

pl{u)®p(u)=0, the non-modified data L4, R4 are obtained
at the output of the round T4.

In addition, it is found that, for all the
critical instructioné for the start of the DES, the
critical instructions will manipulated data modified in
a random fashion.

With such a countermeasure method, it is necessary
to provide, at the start of the DES, the drawing qf the
random value u and the calculation of the means used in
the execution sequence SEQA. These means, calculated
at each execution of the DES, are stored, for the
execution time, in the working memory, the first means
TCo which serve for the calculation being for their part
stored in the program memory. |

Returning to Figure 7, it can be noted that there
is no need for a countermeasure in the middle groups G2
and G3, since they do not contain any critical
instructions within the meaning of a DPA attack. It
would therefore be possible to apply the execution
sequence SEQA of thé countermeasure method only to the
first and last group Gl and G4. It would then suffice
to use the first means (TCp) in the groups G2 and G3.
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However, applying the countermeasure method. to all
the groups gives coherence to the whole.

Thus the sequence SEQA is applied to each of the
groups Gl . to G4. . A second'.embodiment of the
countermeasure method is depicted in Figure 9. This
second embodiment is in fact a variant of the first.

The advantage of this variant is that it uses, as
other means in the sequence SEQA, only the second means
TCZ. This is because it has been seen that the
different means TCp, TCi, TC, correspond in practice to
tables of constants each comprising eight elementary

tables of ~constants, which it is  necessary to

recalculate with regard to the means TC; and TC; at each

new execution of the DES, and to keep in working
memory. |

This variant therefore consists in using only the
second means TC, in the sequence SEQA. For this
purpose, in the program for calculating the first and
second rounds of each group, an additional exclusive OR
operation CP with the derived random variable e(p(u))
is provided, in order to obtain, at the input 6f the
second means, the data item b®e (p(u)) . This operation
is denoted CP(e(p(u))) in the figures. If Figure 10 is
referred to, depicting the detailed flow diagram of the
sequence SEQA of execution of the four rounds Tl to T4
of the first group Gl1, it is therefore a case of

applying, at the input of the operation SBOX of the
rounds Tl and T4, a variable b®e(p(u)). The additional

operation CP plus the second means TC; are equivalent to
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the third means TC; uséd in thé first embodiment of the
invention.

Calculation time is saved there, sincg the
operation CP is executed only twice in one group, that
is to say eight times for a compléte SEQA sequence on

the four groups, whilst the calculation of a table

requires carrying out this information b®e(p(u)) for
all the input data of this table..

It will be noted that the additional exclusive OR
operation CP with the variable e(p(u)) cah be
positioned at various places in the first and last
rounds, that is to say between the operation EXP PERM

and the operation XOR or between the operation XOR and

the operation SBOX.

It can also be remarked that it is possible to use
an additional exclusive OR operation CP with the
derived random variable p{(u) .placing this additional
operation CP(p(u)) before the operation EXP PERM.
1®e(p(u)) is obtained as an output, and therefore there
will next be b®e(p(u)).

In all cases, the data item b®e(p(u)) is obtained
at the input of the operation SBOX.

Figure 11 depicts a third example embodiment of a
countermeasure method according to the invention.

In this embodiment, a first group Gl is formed
with the. first three rounds T1, T2, T3 and another
group G4 with the last three rounds T14, T15; T16. The
execution sequence'SEQA is applied to each group with

the other means for at least some rounds.
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For the other rounds not included in the groups,
that is to say for rounds T4 to T13, the first means TCp
are applied.

At the output of each group G1l, G4, the cofrect
result is obtained at the output L3, R3 and.L16, R16,
whatever the random variable u drawn.

The other means are, in the example, the third
means TC; already séen in relation  to the first
embodiment and fourth means TCj. ’

These fourth means are calculated with respect to
the first means TCyp by applying én exclusive OR to the
input data item E, with the derived random variable
e(p(u)). ,

Thus, after'having drawn the random variable u,
and having calculated the derived random variable, the
different means used in the execution sequence SEQA are
calculated. Then this sequence SEQA is applied to the
first group. The parameters L3, R3 are obtained as an
output. The following rounds T4 to T3 are executed
with the first means TCo. At the end of the round T13,
the sequence SEQA is applied to the group G4. The
parameters L16, R16 are obtained, which will serve to
calculate the encoded message C. _

Figure 12 is a corresponding detailed flow
diagram.

It is clear in this flow diagram that randomly
modified data are obtained for all the «critical
instructions of these rounds. The data L3 and R3 of
the output of the third round are not modified, which

makes it possible to continue the execution of the
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algorithm, passing to the round T4, at which the first
means TCo are applied according to the normal execution
of the algorithm.

In this figure, it can be remarked that, in the
operation SBOX of the third round T3, it would be
possible to use the first means TCo in place of the
third calculated means TC;, by providing an additional
exclusive OR operation CP at the output of the
operation SBOX, in order to make an excluéive OR of the

output with the random variable u, in order to obtain

the data item a®u at the input of fhe operation XOR.
This is an equivalent solution.

Figure 13 shows an execution flow diagram using
this variant. For the third round in the two groups Gl
and G4, use is made, in the execution sequence SEQA, of
the first means TC, followed at tﬁe output of the
additional exclusive OR instruction with the variable
u, which is denoted T3(TCq, CP(u)).

In general terms, in the countermeasure method
according to the invention, it is therefore possible to
provide, in the execution sequence SEQA and for one or
more rounds, an additional exclusive OR instructiqn Ccp
at the inpﬁt or output of the means used with the
variable u or a derived random variable p(u) or e(p(u))
according to circumstances.

The present invention applies to the DES secret
key cryptography algorithm, for which several examples
of non-limitative application have been described. It
applies more generally to a secret key cryptography

algorithm with sixteen calculation rounds, whose
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critical instructions are situated amongst the
instructions of the first three or last three rounds.

An electronic component 1 implementing a
countermeasure method according to the invention in a
DES secret key cryptography algorithm typically
comprises, as shown in Figure 10, a microprocessor uP,
a program memory 2 and a working memory 3. In order to
be able to manage the use of the different means TCg,
TC;, TC; according to the invention, which are, in
practice, tables of constants stored in program memory,
means 4 of genefating a random value between 0 and 1
are provided which, if reference is made to'the flow
diagrams in Figures 7 and 11, will supply the random
value u at each execution of the DES. Such a component
can in particular be used in a chip card 5, in order to

improve its resistance to tampering.



10

15

20

25

30

30

CLAIMS

1. A countermeasure method in an electronic
component using a cryptographic algorithm with a secret
key (K), the use of the algorithm comprising the
utilisation of first means (TCo) for supplying an output
data item (S) from an input data item (E), the output
data item and/or derived data being manipulated by
means of critical instructions, characterised in that
the countermeasure method provides for the use of other
means (TC,;), so that the output data item and the
derived data are unpredictable, these other means being
obtained from the said first means by an exclusive OR
operation with a random value (u) or a random value
(e(p(u))) derived from one or other or both of the
input_and output data of the said first means.

2. A countermeasure method according to Claim 1,
the implementation of the algorithm comprising sixteen
calculation rounds (Tl1l, .., T1l6), each round uéing first
means (TCp) for supplying .an output data item from an
input data item, the output data item and/or derived
data being manipulated by critical instructions in the
first three (T1, T2, T3) and the last three rounds
(T14, T15, T16), characterised in that a group (Gl) is
formed comprising at least the first three rounds and
another group (G4) comprising at least the last three
rounds, and in that there is associated with the first
group (Gl) and with the last group (G4) an execution
sequence (SEQA) using the other means_(TC1, TCz) in at

least some rounds.
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3. A countefmeasure method according to Claim 2,
characterised in that four groups (Gl, .. G4) éach of
four successive rounds (T1l, .. T4) are formed/ and in
that the said execﬁtion sequence'(SEQA) is applied at
least to the first group (Gl) and to the last group
(G4) .

4. A countermeasure method according to Claim 3,
characterised in that the said sequence (SEQA) 1is
executed in each of the groups (Gl, .. G4).

5. A counterméasure method according to Claim 2,
characterised in that the said execution sequence
(SEQA) is applied to a first group (Gl) formed from the
first three rounds (T1, T2, T3) and to a 1last group
formed by the last three rounds (T14, T15, Tle).

6. A countermeasure method according to any one
of the preceding claims, characterised in that each
execution of the algorithm comprises the drawing of a
random value (u), and the calculation of the other
means. _

7. A éountermeasure method according to any one
of the preceding claims, characterised in that the
different means are tables of constants.

8. A countermeasure method according to any one
of the preceding claims, characterised in that the
different means are used in . combination with an
additional exclusive OR operation (CP) with the random
value or a derived wvalue (p(u), e(p(u))).

9. An electronic security component implementing
the countermeasure method according to any one of the

preceding claims, characterised in that the first means

sz (TR
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(TCo), for supplying an output data item from an input
data item, are fixed in the program memory (1) of the
said component, the other means (TC;, TCz) being
calculated at each new execution of the algorithm and
stored in the working memory (3), and in that it
comprises means (4) for generating a random value (u)
for calculating the said other means.

~ 10. A chip card comprising an electronic éecurity

component according to Claim 9.
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