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OF THE | NVENT . Field of the invention This invention relates generally
to computer peripheral devices, and nore particularly to devices for
selectively enabling "smart" cards to performcertain functions when pl aced
in comrunication with a conputer. The device accepts and retai ns enabling

data; thereby, replacing enabling hardware bearing el ectronically encoded
al gorithnms for enaMARTGARP READERHAVSNG MWBTIBLE RA ABLINGSTOR AP £ S

smart card, for opening path%ﬁﬁkdﬁﬁ?ﬁﬂ“d?“féﬁ“§ﬁ¢ﬁﬁfngtO sel ected types

of transactions, and for securing e conputer from unauthorized access. 2.
Descri ption of tlhe Rirelot af tthibdenversbtdmty i s novi ng towards ever greater

reliance upon el ectronic trans i O r j 041N LQN isRance.
Conput er s connu%%ﬁﬁe?%ﬁ??F%ﬁﬁf%é%ﬁéE% %@%ﬁ%?%§o3ﬁe§8ﬁgﬁgﬁ3 P%g% %ggﬁbns
conduct ed Rpevingis,i dired smoddgser aiomolant by abd deuhseast fons sphectigedander ed

safe from unauthorized interference an S nat,l ndi ng
g S R T o
accessed bylddeddidti t¢amntmicanpen ewiter ai cahsutqui.pfbe tevdees@ccsmfsut er s

working in tapdemw th snal ort abl e_enabl j ng . Preyi I nost
such cardsQﬂélﬁfqﬁtﬁ%t?ﬁggi%?g %ﬁ?%h E%ﬁf%bgé Féggg§§n§ %éﬁ%é?g%i However
t hese car dnFBvAls tigedi hi esl eéct tdwi cahby| ehcededVedgoariéhasplfored as
enabl i ng devi ces, openj aths_of, commupi cation,to_e c ter

accept co ¥%$d£+ﬁge€%n r%%é%%??%ng9 RBGH%FFCas???%%§§nggggg&%§%%§t
super seded dyr$Bfdr Capesingvbaghs nder oahmurioeyiand éxipdneed toapslidditades.

| ndeed, there is ap ever increasing trend to utilization of smart.cards to
interact\MEYP??WP%aE¥%ﬂ§FCB+?H§'Agn ngPF 85F8§l§€p§% Ca%%§%§r'fr°

magneti c stydprenep] 88 sa8€dss. new needs for expanded ghif?tiegt:gngne card
SUBSTI TUTE SHEEEZF%%%EE%?%tion of the prior art

Modern society is moving towards ever greater reliance
upon electronic transactions relating to information and
finance. Computers communicate with and process accounts owned
by and transactions conducted by individuals. These accounts
and transactions must be rendered safe from unauthorized
interference and access. The nationally extending system of
computers, or national grid, conducting this activity may be
acceésed by, in addition to computer terminals equipped to do
so, computers working in tandem with small, portable enabling

* cards.

Previously, most such cards had a magnetic strip which
could be read by a computer. However, these cards are quite
limited in their abilities. Most are employed as enabling
devices opening paths of communication to enable a computer to
accept commands relating to transactions. Magnetic strip cards
are being superseded by smart cards having internal memory and
expanded capabilities. Indeed, there is an ever increasing
trend to utilization of smart cards to interact with the
national grid.

As smart cards supplant conventional magnetic strip

enabling cards, new needs for expanded abilities in one card
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security ari S of¥eWosbi lities or functions include ability to Whﬁ%&:r

with different conputers and also to be conpatible with differ
operating software. This versatility is lacking in magnetic strip cards.
However, as abilities increase, so does the potential for abuse of

el ectronic transacti ons due to unauthorized access to conputer prograns
whi ch control bank and ot her financial accounts, and other sensitive
matt ers. Siamce foaf tawarer ity dimitss .bdtead adi tirtbresport ablrechkons, isathdas

di skettes t di ; u ' | ' i rformed b
i vi dusl SoRATRG By SRR R Ak A R oS ol a2 dc Cgr e
conmer ci al cpimpattdd lsofivdr aiififer®9i picagart d wsyesratiny esofti@anel | This
Security o t,ar, : r ) d SUC | hancial accounts and
ot her sensi(’tei%\%gmr%tq't%r sl%g%c?g% t%gl g%é‘?\ecfluéjpo%lgl cuérelhfys'sy et onBPni ng
bot h har dwakeé ldrd esofitnmaremse.ocos doms érfablpatereniay pfovnalofisead

processors r ' it h .data procesi | ps. (ak so_known_as keys),
whi ch nust El%%cgg%%relger{ n\(l)gat%el ?’osrrpu Ser %o%ueqqcﬁrzléc% %?%‘?s%rtgo??ﬁé}%er
will run. Pregeamsninmiati aoystlemnk andieotinat Sataieiabuicabsntal eand

expensi ve, o m%ersoma and Ii;{:t t he nunber of software prograns which can
be used at x‘g? of e VB §&%6f these si gni ficant problens, the use of
this type of systiemehas fimare dst rdicttad Hut ek @an st nen Sof  v\els Be packages; it

I's not economical far .large volune, |ow pr.ice software publishers, and is
pri ce- prohiPbiti ¥& f{c)}rs}cl%d%ﬁ M&W@%\éﬁ%’gé‘%‘? 129 SOPPYARE 1S
packages i esatsdlllyegearf drveid byorpidierisiuaAld heighhasebvareisof éxneee systens
are expensive, .cunmbersope, and |im plications, they do hayve several
advant ages .So?ﬁlé#&ﬁaetre‘gee\ﬂérypn}‘ﬁ é@%ﬁggtﬁs ft t%%%‘fl?%e@lﬁi’}:b% t he
user to nake fimaine tied ISk pleseaf ldwssofdtwarwemnsl dlainllidey al so have

t he advant age of, bei nl%for abl e, ttransferrabl e fro c%n‘}r)uter to computer;
and they are i n?EGHIEY & WTEIETSe RO RAPT s 31 tRd FHCR 88nput er .
SUBSTI TUTE£SHBREi@RUACcints and other sensitive matters has come to

depend upon security systems combining both hardware and
software. Locks, or enabling encryption of data processors,
are combined with data procesing chips {(also known as keys),
which must be connected to the computer before the computer or
software will run. These combination systems are the most
secure, but also are expensive, cumbersome and limit the
numbér of software programs which can be used at any one time.
Because of these significant problems, the use of this type of
system has been restricted to expensive software packages; it
is not economical for large volume, low price software
publishers, and is price-prohibitive for individuals who have
large numbers of software packages installed on their
computers. Although hardware/software systems are expensive,
cumbersome, and limit applications, they do have several
advantages. They offer a very high degree of protection; they
allow the user to make unlimited back-ups of the software and
data; they also have the advantage of being portable,
transferrable from computer to computer; and they are

invisible to a user once the key is installed in a computer.
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readi |y usablg,fonfgef key is the smart card. Smart cards are $ighiseridlkd
substrates having nmenory for storing encryption or operation enabling
prograns, or both, as well as interface hardware for conmmuni cable
connection to a conputer or peripheral device. Smart cards are |imted,
however, in that once the encryption or ehabling programis witten onto
the card, the card is then limted to the abilities conferred by the
witten program” Aeseilyaysdelecforneaft SeyodsedhadBasherardariLard

enabl e one Cmplel. {go0Pf Al en0h BERERLTNESY Ay HerdiskStoSUMERIGEF THE

I NVENTI ON The pr esent |nveht|on_ena es conputer users to use nultiple
smart car dendurypiyi eheonoepatrabperacheblénat PEOIraRpHuter .LPae, samrvethrals

may, for ex r%.l[refacpg L ey L ed %ﬁgaESﬁﬁﬁnﬁgﬁbQ%ﬂm&rﬁ{ec@i%ht%déoc ter

protect valUabl'e software, another To access the Internet, and stilf
anot her to qurpdmigshgoalisdavidicser §ingds ceedst Frd ntigriteed wihdweaver edin

card. Each qf these agtions o LLequir |nsert a. diffe

smart card t—ﬁmto M= o&‘ﬁe?nﬁﬁ%g% érﬁ Bbut% gla%{lgn%ﬁé%aarlgsl%r%ﬁsﬁ%ée{l séelggéi by
virtual tokaens ciedt ethbycahé invehenod ifhdéent dsenthe miehtitie proonflesred
apparatus for conpilli virtual _token ored i - VO i (\NV]
associ at ed Wtﬁ‘% "é’é}gg?]éaag?grﬂé %V%Is%é:v:in@g r?%yr}ge[]q\f\:le%g%e&gogsé?%%ﬁ ma%
within a camhriaserdshtohensbtenoret ablputera wonertare or métEomatavel y,
may be int eara] W th_a cogguter. In the latter case, the invention includes
apparatus e ?% Qonhiflftati on between the card reader and the conput er.

Enabling data is | oaded i nto NVM SUMMABRYhOSMEHE dMNVENTIEAY by the card
reader. The NVM j.s segnent

t oken bearing enabfiR eﬁﬁflgd?géefgﬁgé%%?g%%%&%fg g%ﬁé‘%éft%%?%? %g‘égé:\;g?! ng
data is |loagleltiplei smaet abrdsabheilby tdhe cmpudkropertdit i chfi thesr
oo e e Un S STRALE 226 SRSE! U Lyl PR Lectpd iy Lhe
SHEET (RULEi@&dss the computer, another to copy protect valuable
software, another to access the Internet, and still another to
purchase goods and services over the Internet with a credit
card. Each of these actions once required the user to insert a
different smart card into his or her computer. Mutilple smart
cards are superseded by virtual tckens created by the
invention
LThe present invention provides apparatus for compiling
virtual tokens stored in non-volatile memory (NVM} associated
with a card reader. The NVM device may either be contained
within a card reader which is connectable to a computer, or
alternatively, may be integral with a computer. In the latter
case, the invention includes apparatus enabling communication
between the card reader and the computer.

Enabling data is loaded into NVM. through smart cards read
by the card reader. The NVM is segmented, each segment being
dedicated to one virtual token bearing enabling data received
from any one smart card. Once enabling data is loaded, it is
not alterable by the computer with which it is associated, nor
by any computer not specifically equipped to modify the NVM.

The NVM is contained within a control module having plural
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interface appﬁbggtsﬁ(gg;eenabl I ng conmuni cati ng connection to thefeﬁ@g#’ﬁhg I n

use in a conp cution of protected software is dependen

presence or detection and verification of encryption data or keys contai ned
in the virtual token or installed smart card. I'f a key is not present, the
software will not operate. The card reader, therefore, can perform many

i ndi vidual functions due to having a plurality of virtual tokens. Al so,

si mul t aneousneperfaticoappfaratreresl el liicat icomunursi eafabi@dcomue cheenpte, thae
card reader can enabl e any of many conputers, due to having a variety of

I nterface aBBQP8$S§és. Control is retained by the possessor within the card
reader. Firstly, Ihhesgossessaonpartdmacxssiwriead dbtproteotenyseoftvane is

t oken. Secondl| t he card reader ca%lbed

4 r f
enabl i ng a AGBERESASULECT &FEF S mYel eegﬁgg%dc\ﬁc%%ﬁgegfffﬁﬁgé%t|8%ns
control | ed byctrihgtiion watd akerkeysThmrareibiadgin uriee | vhr eyl opekat eornt
different |levels.of sophisticatjo r_performance, dependi ng upon.its
bt ogr anmi ng S RGE LISShIEE Gy KON Vo RS TAA] oCat coghruare
Al ternativelyliphegr aperdtglata may be automatically encrypted while

ing, t | t , le, fi Lal t tiogns.
[ ansmyssi on of  SBRSFEAE REAGET SO 3 TSt L RO TRl §° Bhoh ey AP AP

| evel s of emabler®nts, Gitcht@hdway rd nolwr pastsyos £l vihr adal t tokehs. Also,
sati sfying other predeterm neq}ﬁite{]i a. Part of )tehe ecurit% fea}tggr S may
be i nstal | e§*BLHRES T BTHTRH AR UrE TSR 2RP h%?éb??%nl f<pa rds
and al gori t lFg.thSueld fecat thee Scavati| xk drde t azatedernaib be aany r ¢ fiahahgkeompiteps,

the control nodul e, |L wi |l therefore be apparent_that §eggrit§ fgat?res
may be obtaPH&d T8t PRAVHITHRI2 SHEE e The hattiver 22 1o cRRRAF§TEE Pr abPPEECEhES
i nvention i gewalindanawn. tHenosoqsd 8o andi tei yite opaatieréadient seiwekLyknens.

T e e o hogs SSgsaT o e agime e ad AR £ Ao L IS, POLRELE DO BRS
Secondly, the card reader can be a hardware key necessary for
enabling a host computer to perform selected functions or
transactions controlled by the virtual tokens.

The enabling function may operate at different levels of
sophistication or performance, depending upon its programming.
For example, programs may run while copying is prevented.
Alternatively, programs or data may be automatically encrypted
while running, to assure security of, for example, financial
transactions or transmission of sensitive data. Security
measures may rely upon several levels of enéblement, such as
requiring a passWord in addition to satisfying other
predetermined criteria.

Part of the security features may be installed at the
time of manufacture, such as encryption of passwords and
algorithms. Such features would be loaded into a virtual token
witin the control module.

It will therefore be apparent that security features may
be obtained at minimal cost. The hardware necessary to
practice the invention is well known. Encryption and
decryption are likewise well known. Therefore, production

costs will be minimized to the point that mass distribution of
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novel . securi two9ysfetn may be acconplished at nom nal cost to i pdraseotisshse
consuners. The omni potent nature of the enabling device, after creation of
many virtual tokens, is such that refusal of requests for |oaning the
enabling device will be accepted. For exanple, close acquai ntances nmay
request software or the |like for copyingspurposes. I n many cases,

i ndi viduals are reluctant to refuse such requests despite potential for
11T o 1 e oEpPngoNRe SEChEL IHSWSEER TV 150 SRl LoBet ABCReRARaL, COst

I ncl ude acegssnhevalduaar eansemalsed by the novel device, such refusal
becones psycholo% It aobj ect of

ically easier. Accordingly, it is,a principal
the invention t38Rgr W%%%W%ﬁ{]g}ﬂyq YL | AV LSRpuBEFETwhi ch
provi des bgt-Ra2iBRy S Hdny rarruahl aanand £l secrnteacr ypEadasobtewar e key
for successful operation of the conputer. It is another_object of the

i nventi on E8IYEEFSIE N JorndmaddedShake W GE6He? bt 4L cBRmafrerted. For

bet ween sMailnpdkds ARLA LU andds iffay? Fdtidef &b enbref okhenkenvenki on
to provide a segnented nmenory which serves the function of a plurality of
smart car d§OFoCOPYENG EAVPLSeSti 1IN [Tt ecindivifeaiavanei sflistaat

prevent COREURGRLONL R WekTh DS 1ML SRATRIY Serdf 1 AENBSH ¥ b@ﬂ%rﬂ?hgawih@g

data fromsnmart cards for smart cards. An additional object o ]
i nventi on B&dt 6CEREs e Hoovaiedti dif tthaoaIyRTt WestonpeesFaRldgnfingdiugei ons

enpl oyed Wit GQMRY €18 diedss AAPARIEYy Ahd Mot dY et PBet OsAERY e usal

i nproved el enments and arrangenents thereof in an apparatus for the purposes
descri bed wiicomeiss psyshrdiegiaal ldepatdian € and fully effective in

acconpli shi ng 1 e dJiandad pupases Jhassiand olhge: 0Bkeehs hykhe phesa!
invention will Dbeconme readily apparent upon further review of the follow ng
speci fi cat PFRVARE @ HANVS.tBRIYEL ESCR PR N O T HECTIRARE KESWBWBSTI TUTE

SHEET (RULEr%@Edes both a physically removable key and also an encrypted
software key for successful operation of the computer.

It is another object of the invention to provide an
interface device which operably communicates between smart
cards and a computer.

It is a further cbject of the invention to provide a
segmented memory which serves the function of a plurality of
smart cards for smart cards.

'still another object of the invention is to prevent
communication between any two segments of memory bearing

- enabling data from smart cards for smart cards.

An additional object of the invention is to enable
connection to most port or connection configurations employed
with computers.

It is an object of the invention to provide improved
elements and arrangements thereof in an apparatus for the
purposes described which is inexpensive, dependable and fully
effective in accomplishing its intended purposes.

These and other objects of the present invention will
become readily apparent upon further review of the following
specification and drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

SUBSTITUTE SHEET (RULE 26)

T et e egerg e AT 8 et



WD 98/ 07092 PCT/ US97/ 15289 6 Vari ous
- ot her obj ectygo sk@jobr €s, and attendant advantages of the presgiiydsANeghi on
wi |l becone nore fully appreciated as the sane becones better understood
when considered in conjunction with the acconpanyi ng draw ngs, in which
| i ke reference characters designate the sane or simlar parts throughout
the several views, and wherein: Fig. 1%s an environnental, expl oded,

di agrammatic view of the invention. Fig. 2 is a cross section view of a
smart card seeNa&toyse oHeL OPRECEHS Fif%.atP.r%Tﬁq_dE@tﬁmrFtTI@Y@tW

PREFERRED EVBEI MENERAS 190 tiRnFid 111 rfcdmte M Ras,y tAp i eastdd as
i nvention is an internedi ate peripheral device for a conputer 2 as an

i nt er f ace ther samel PAGResH et expradeFstoogamiery confd derachti™mn conpri ses
har d : ' 6cdd vl 51
ar dwar e g%ﬁe%%%%naaﬁtgég@@ %%@n%%f?ggaﬁ&%ﬁpg@qumrm{'fiw a

security device genera esi gnat e he invention is a security
devi ce foredeaieniory charasited st dectlionas e dhise spae ermmedmiskagh Rattaiccessi ng

oper at | ngtﬁ‘%foké‘?{o%tt UL G 200RALRT, 2 bW ¥l programs or data
contained In nory in conputers. \Wen utilized wth conputer 2 connected

to security deViige 1045 $&c @iy cgdenta l10Gxanasiad e Eamat ee Corput er

2 to accegy RLQ §GtRGHAPYrams or data directly or to perform other
funtions in connection wth other renote conputers (not shown). For

exanpl e, connediad oriutéecr® s esdiductvievamsha iser thvigard seeylat renot e

computer @i .a leqlrjﬁtaloﬁrttiigt_y,l.or a larger network of conputers such as
the Internet. For purposes of” explanation, then, connected conputer 2 wll

be understood toDEASIAPERs DESKRIEGHPNT OF GiHEa PRETFRRERe EMHODIMEAY Hur pose of
security devi cg 1QQ d;s i*n"“t}%'.d-l Qe tre i%‘édnsde Hb 'rﬁ}teeéérf‘cﬁei@&éﬁf‘@f&
T 0 y au

conputer 2 and smart card 4.” The other is dble o orized ‘access
to the cordputer ingrogreaisteacenipberadndiestiitn fung tdompukan dyasomput er.

As an 1Nt arlacha Rea Wt 4avieh 1N UPHdoe QANITANS ap! 14y of a
single smart” card 4 to be connected to a variety o
invention comprises hardware components and associated
software collectively comprising a security device generally
designated 100. The invention is a security device for
enabling selected functions to be performed, such as,
accessing operating software to run the computer, or to
protect programs or data contained in memory in computers.
When utilized with computer 2 connected to security device
IOO,Lsecurity device 100 enables the connected computer 2 to
access protected programs or data directly or to perform other
- funtions in connection with other remote computers (not
shown) . For example, connected computer 2 may conduct
transactions with a singlg remote computer of a commercial
entity, or a larger network of computers such as the Internet.
For purposes of explanation, then, connected computer 2 will
be understood to encompass one computer or a larger network.
The purpose of security device 100 is twofold. One is to
provide an interface between computer 2 and smart card 4. The
other is to enable only authorized access to the computer,
programs, accounts, and other sensitive data by computer. As
an interface, security device 100 greatly expands the ability

of a single smart card 4 to be connected to a variety of

SUBSTITUTE SHEET (RULE 26)
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- PCT/ US97/ 15268 ogio s f erent type conputers. Additionally, a sipeigseassemay
be quite limted inits abilities to control conputer 2. For exanple, snart

card 4 has an integral nenory chip for storing encrypted authorization

passwords, algorithnms, and other software enabling a conputer to operate or

comuni cate with protected or restrictéed programs. These passwords,

algorithqg, gnd of her software will enabl i ng data" hereinafter
edth

T heo B ent "B ipa hPBBHERY o oPOSE LOOBRIS Vond IS o DA ot o

data. Futgeitet Deheteamannstkhappleblied thatontrd14 utdear alpdenory
chip 10 nust be provided, stored and regeatedly handl ed in order to use the

conput er, eb?%ﬁ}%nssmBFtdéﬁéd hheschar & F@BF@tqum9£¥SQF}Hrﬁ?%%ﬁﬁﬁFkREt

and tr0Ubé§cr§$€e8rSﬁ@ﬂbrhﬂ!@ﬂbhOBaQEWGkHQEe%l@%&@%%hky fa¥{d BHHd P! € smart
cards 4 by creating virtual tokens in non-volatile nmenory 114 in the

control ndAfifwanegenzblangoApFPERULETs tosePeriate @aviceamud Grprisids a
card readsfoégatQQVbegraskgseegacbgogQémgpdT%@@%a%h%suy%délﬂg f&%ﬁ@ 2.

correspond to contacts 14 [ocated on the face of smart card See
Wen ful | 3ndngehesdspAtyareceptacbe teamedoneaebd igdadagn” rhﬁmgm@ﬁﬁtgm

el ectri caéugognggécghhg@l%t Rasantaet 6nlg'6 forahtdetadely e %t%}?ﬁﬁ

with a control nodule 108, "as represented by connunlcatlons
Cont rol nﬁaggéamoerudémades processi ng nmeans 112 for executing comands and

moni toring forgguhheri %?Je%@”re aiﬁgn%%egrwmehl%h 2 Ay idi

%HHV|rtum
tokens, and an optional special purpose math coprocessor 116 Tor
acceleratlmge@nélyE?M@ﬁYaﬁtheéByEUSﬁanfPG@N&dQqu&QQna@;anﬁuw 112 has an

aut omatic 18t ek e t nte

T T rom Soaceoary fRpRTel fn B:GR:CECNAR SRS Manbiedy SodTor
ProceSS|n@ah%an§h1$ZChﬁcaaﬁegiéthcsﬂgnéssFOp@wmneaﬁaﬂ[mqﬂtxandrmxpubbm for
a Connect@gecggggéﬁg §RvRREE3R @lxhﬁhg%gs necessity for multiple smart

cards 4 by creating virtual tokens in non-volatile memory 114
in the control module 108.

To accomplish this, security device 100 comprises a card
reader 102 having a receptacle 104 and contacts 106. Contacts
106 correspond to contacts 14 located on the face of smart
card 4 (see Fig. 2). When fully inserted into receptacle 104,
contacts 8 align and establish electrical communication with
contacts 106.

Card reader 102 communicates with a control module 108,

- as represented by communications conductor 110. Control module
108 includes processing means 112 for executing commands and
monitoring for authorization, a segmented NVM 114 for
providing virtual tokens, and an opticnal special purpose math
coprocessor 116 for accelerating encryption and decryption of
data. Processing means 112 has an automatic recording means
118 to enter enabling data into the segmented NVM 114 from
smart card 4 through card reader 102 without aid of computer
2.

Processing means 112 includes all signals, power, and
protocol required for a connected computer to access a virtual

token. Processing means 112 enables execution commands to be

SUBSTITUTE SHEET (RULE 26)
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t oken. Processing nmeans 112 enabl es executi on commands to be SUBSTI TUTE

- SHEET ( RULE W28 )e 470920 98/ 07092 PC .
PCT/U897/15§§8 % operably communi cated, if detected by recognigwg% ﬁ%%%s

120, to selected protected prograns contained in the nenory of conputer 2
connected to security device 100, or, of course, contained in a greater
networ k as di scussed prior. RecognitiorB neans 120 detects and verifies
appropriate enabling data entered into segnented NVM 114. Processi ng neans
112 i ncl uresrablly sedrwlcatedi t of dopettrd gpeveacPagliskesurmeanscd@dands
originati t b LZ p | means
112 i f re%%g%%%%ﬁ%%%@%aﬁ%%%g? e%?ﬂgﬁggggr?gygggpﬁggﬁ?z gq:enabl I ng
dat a i nt ccoagutesrt €2 dbhddtded Faehseterity dekeaei $00y obsct of foumse,

unaut hori z ess. thro pass t rypti .Qr; ot her
security'?éé#égﬁg&c%ét%o#gg%%gféﬂ%gggéﬁﬁgil*%%gégfgang§ggg'eﬁ%F§gpé ﬁgﬁ(n
t 0 st or ageeams skE20redd eelc tb/Naid 4ve Enhbé s ngpplatprbatet kerbdang wayabe
decrypted for_recognition an L AeN [ X gn riginating
2t connectEEShprer 2o vnoaceddtiEohot: orr 82 Ee 8t bat BEA R o0 ama "o A
responsi v& disdlerigni inkwibbfoent2¥ pfed enebénhindataecentévead commaegizent ed
rocessor. 112 in

NVM 114. These fgnctio S\ bgegerfornfd b% xe§utionO§ Ce
conjuncti?ﬁﬂ%&?% ﬁ%%r?ﬁt?%% & e%?@%? oh og?o Es&6r°F 16! Fn Addi ti on,
encrypt i asroeysdinenméayedlln sEndécggdat bowveeanent@n cannbeér deites, such
as, the national.tel ephone grid. | he latter.case,_ it i 0 l.at ed
Chat 1 ecctRAd et by \ROF SRR Bhe 1 TBTRE BAERbGI 40T BqiF PEeREER) B For
render it usefRdch ovipotpal etoRen Therpfotectadnfvohabnbethemirzydl b4 csd mat h
coprocesgﬁg 11qﬁg@¥ealso gf englo%egsfora%hisnfunc%Lgn. gncr¥ %&on and
decrypti o B %IRer Te KADHnC T URRT T ERESS and? hRed by Ph& 86t OFoPth S det ai
herein. Goasuglety ngedhe byecahtrednaddutsi 08 of Eaabliny ddew eayvi®d it is
obvi ous that co nicatiog-signal conduct ors %Zé’§§ﬁ§a 28, 130, 132, 134,
136, and FSErEPEE G BT OB gt AnBT R REEGER PROBRABF Wcati on among the
vari ous conporewdisldhg data or other data may be decrypted for
recognition and for enabling execution commands originating at
connected computer 2 to access computer 2 protected programs
or data responsive to recognition of encrypted enabling data
entered in segmented NVM 114. These functions may be performed
by execution processor 112 in conjunction with encryption and
decryption coprocessor 116. In addition, encryption may be
employed in sending data over common carrier lines, such as,
the national telephone grid. In the latter case, it is
‘ contemplated that received data would be encrypted and would
require decryption to render it useful to computer 2.
Therefore, non-volatile memory 114 and math coprocessor 116
may also be employed for this function. Encryption and
decryption are well known funcitons, and need not be set forth
in detail herein.
Considering the overall construction of security device
100, it is obvious that communication -signal conductors 124,
126, 128, 130, 132, 134, 136, and 138 are provided where
needed to enable communication among the various components of
security device 100. These conductors 124, 126, 128, 130, 132,

134, 136, 138 are shown representatively only, and will be
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security device 100. These conductors 124, 126, 128, 130, 132, 134, 136,

- 138 are showgohgpfgsentatively only, and will be SUBSTI TUTE Spleftiséfidhds 26)
WD 98/ 07092 PCT/ US97/ 15289 9
understood to extend to each conmponent even if not specifically shown.
Il'lustratively, conductor 110 extends to and includes sufficient individual
conductive paths to communi cate with i ndi vi dual contacts 106 of card reader
102. Security device 100 includes a plurality of interface apparatuses for

connect i oMPESTESANH 1% eI 1S . exP yCORRONRREr £YEB € PO&uUired for

connect i 0Bple@ i ¥ ICAMURI HE®N POT s §a 0 vEDYPULBRABCESINEQ of RE LG fie
type of connection provided at any one conputer may not be predicted,

security @df deciomarasSHIMGLen: ckrdteldual seppuFtpye: Priher ftace 142,
paral | el pepkuniic@itaGe thitdn BN ik VeESata8eEi abgbyg gatggr Lr%%%elﬁl@ozo.f

course, the nunber of types of interfaces may be varie lesired, and may
extend to stil Sequfaity ¢t 100 ekpatedesnti phraaldsy. ofhdndesifeseof

interface apRALALUSAS FYOVEAGH L ST bl d’oM%:ﬁEe%gC%%}lE%a‘iq‘&i.c%n | é:in%

sufficiently great to assure that alnost all comrercially availa
conput er s ingpriecsonipati el 184 e ceenR§CHEORcEC180 compung cad llpm port

under st 00q ¢l B3 JABAESN! JIMEDNLOD Spe8PE; LT EYBRd ol b aiad ment s
descri bed above, t enconpasses any and all enbodi nents w thin the scope
of the fobrewidgcclat Ry SUBSTIOIUTEL SHEETY (ROLEb26predivpeds/ GROIZ ity
PCT/ US97/ 1 iFEM Ly, devi : QR | i t
functions%?§§%§ géﬁfgg#i t6%%r€§€§%g%&%r%g?énéggégéa?§§go%ngﬁgé%%h%%gﬁnry
i n conput pegaldelotdrrt figreed e pkéforard bBpiyerwathiseraal bus

interface 14%. Of course, the number of types of ianterfaces

may be varied as desired, and may extend to still other types
of interface configurations. The choice of interface
apparatuses provided integrally with security device 100 is
sufficiently great to assure that almost all commercially
available computers may be compatible with security device
100.

It is to be understood that the present invention is not
limited to the embodiments described above, but encompasses
any and all embodiments within the scope of the following

claims.
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conput er connected to said securit i said security device
-conpri sing: woygaFsecar d r\ﬁﬂ‘ﬂ“ﬂjﬂﬂﬁﬁﬁts for communi cating WSPW?&W”
card having nenory; a contink [ a segnent ed non-voFat| e
menory, means for entering enébling data into said segnented non- volatile
menory fromsaid smart card through said smart card reader, recognition
means for detecting enabling data enteredQinto said segnented non-vol atile
menory, processing means for enabling execution commands to be operably
communi cat ed t o¥8eFéaiBd protected prograns or data contained in the nenory

of a conmputer conngcked;tQt+$abdviBeUEbLY eH8W1GR ¢ SIAURINE é&@@f%ﬁé 'ntgé‘ of

enabling data by said recoghition neans, processing nmeans for enabli
execut i on RdrpeREerredaFPoRreperaePoRTe8ransoRputat aocasadirfed Frumuénang

of the co t t ed .t i-d : | i i 4.n0. neans for
MYt ESmSQPBEeSt ed gtﬁ@b £58EHE bhY% g@ff%%meaﬁgeg ggﬁ%&%n 2

preventing execution comrands originating at the conn conputer to be

recogni zedcepehed pebeesseAgtaesaddalbsesur ifat denviior, ofsadnhtdequrdag a by

sai d recoghid{on g@@ﬁ§i=§ g.interface means for enabling comunication
bet ween said contro nnaup . said interface means, and a conputer connected

to said interfagesmeuhscazdi derdesr havéngemesgnisndloudicoguraurdlaatainid with a
differentdﬁmggé ggr&nggggﬁ en ﬁgg%?tuses connectable to conputers. 2. The
arm1,

security device according to C said recognition nmeans further
conpri si ng encr§yptbohrahdnddul gphryangeansebmendecr yoni-vep letalile ngenttaty,
prior to e | bL agLp.said_ s nted non-vol atile
Terory and Ter Soe et Ehe bl 18h0daEa The ot BATH Bt e it
segnent ed vokevbl atheémorpnbrgn aaddf smazhabkirdg téxecgh ez icommnds card

ort g nat! ng. Ahe £, COUDEELEH: 6ATRULAL F6r36ERRRLRNY 2RL3T AP IVIE SIEET |

(RULE 26)
prograns orniatsaidspegsentetionprcyghntior mEmemyry predeasdlg ngealed afor

ent er S?nigr%%% x Iﬁﬁ]g%gé‘g? aBR“&X%S‘EhEetQEHBr YpePablh® ARG 10 A8y e
selected protected programs or data contained in the memory of
a computer connected to said security device responsive to
detection of enabling data by said recognition means,
processing means for enabling execution commands to allow
operation of a computer or specific functions of the computer
connected to said security device, and disabling means for
preventing execution commands originating at the connected
compﬁter to be recognized by said processing means absent
detection of enabling data by said recognition means; and

interface means for enabling communication between said
control module, said interface means, and a computer connected
to said interface means, said interface means including a
plurality of different types of interface apparatuses
connectable to computers.

2. The security device according .to claim 1, said
recognition means further comprising encryption and decryption

--means for encrypting enabling data prior to storage of said

enabling data in said segmented non-volatile memory and for
recognizing encrypted enabling data entered in said segmented
non-volatile memory, and for enabling execution commands

originating at a connected computer to access protected
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segnented non-vol atile Hmuﬂﬂﬁmmﬂl Hﬁt hprising a plurality of segments of

non-vol ati | gugegfoyz and Fea i ng conmmuni cation bepwpRReA{LYgd WO
sai d segnents of non-volatile nenory responsive to commands orlglnatlng at
a connected conputer. 4. The security device according to claim1, said
control - nodul e further conprising automatic recording neans to enter
enabling data into said segnented non-volatile nenory fromsaid smart card
t hrough said smart card reader. 5. The security device of claiml, said

i nt er f acePre@Rams UPT hErL8ORRFPSNAGVE @@nﬁﬁ&oqﬁﬁﬁﬁpﬁcﬁfs@aﬁﬁym@eéald

plural ity Qfygiffesgah LXPESeAT ; h“%‘é i (R GR ARRA A URSS-$1 Sef ££ DR Wi ch

interface Is 1 n Communi cati on MA sald conputer and for translating from
one interface brorbeosepurahwtﬁerce atifer: |ﬁq/Qkﬁ4%elofS%i@|n11 sai d

t f
ot whi cROTREStE, pinsBalak 118, BRB -y aNS cH S P R RTRE
claimi1, eﬁlde@mﬁpusepfcunneupédtndeswﬁmqnﬁeaﬁdumﬁanﬁuﬁprLpreeeptmnprising
a paral | oloRih; LOLeChaBe:, Ben THE, SROM LY 19U ifeils U8! M. o5BLH: sgTPULer

connected 0 sai ace neans further conp seri a
i nt er f acemeBor¥heesponsivy uevcommahdelmnngmnanmmbcﬁﬂnnnemnmeubedted to

sai d integgﬁééﬁggans further conprising a universal serial bus interface.
SUBSTI T (RULE 26)
The security device according to claim 1, said control

module further comprising automatic recording means to enter
enabling data into said segmented non-volatile memory from
sai? smart card through said smart card rczader.

5. The security device of claim 1, said interface means
further comprising a control means for scanning said plurality
of different types of interface apparatuses to determine which
interface is in communication with said computer and for
translating from one interface protocol to another.

6. The security device of claim 1, said computer
connected to said interface means further comprising a
computer port which is a PCMCIA card socket interface.

7. The security device of claim 1, said computer
connected to said interface means further comprising a
parallel port interface.

8. The security device of claim 1, said computer
connected to said interface means further comprising a serial
port interface.

9. The security device of claim 1, said computer
connected to said interface means further comprising a

universal serial bus interface.
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