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constraints in the architectures of common I/O networks, such as the Peripheral
10 Component Interface (PCI) bus, limit the overall performance of computers. Therefore,
new types of /O networks have been proposed.
One new type of I/O network is known and referred to as the InfiniBand network.
The InfiniBand network replaces the PCI or other bus currently found in computers with a
packet-switched network, complete with one or more routers. A host channel adapter
15 (HCA) couples the processor to a subnet, whereas target channel adapters (TCAs) couple
the peripherals to the subnet. The subnet includes at least one switch, and links that
connect the HCA and the TCAs to the switches. For example, a simple InfiniBand
network may have one switch, to which the HCA and the TCAs connect through links.
Topologies that are more complex are also possible and contemplated.
20 Each end node of an Infiniband network contains one or more channel adapters
(CAs) and each CA contains one or more ports. Bach port has a local identifier (LID)
assigned by a local subnet manager (SM). Within the subnet, LIDs are unique. Switches

use the LIDs to route packets within the subnet. Each packet of data contains a source
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port usually already has a LID assigned to it. Therefore, the onl way an
addi ti onal %’I Dacress thedabiics gned is to expand the LMC range on the );;ort,yand

then to ensure that the new,LID falls wthin at r . i.ng LMC
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. usually required. Communication endpoints in the context of an Infiniband network are

associated with CA ports. The applications use the endpoints to communicate over the
15 Infiniband network, such as with other applications and so on. Transparent failover of an
endpoint can mean that another endpoint takes over the responsibilities of the failed
endpoint, in a manner that does not disrupt communications within network itself.
Transparent failover of endpoints and other nodes within an Iﬁﬁnibéﬁfl network,
.however, is difficult to achieve because of the way in which the endpoints are addressed.
20 Failover requires that the LID be reassigned to a new port that is taking over for the failed
port. However, the new port usually already ha.s a LID assigned to it. Therefore, the only
way an additional LID can be assigned is to expand the LMC range on the port, and then
to ensure that the new LID falls within that range.
Expanding LMC ranges on ports is difficult in practice, however, and sometimes

25  requires significant overhead to ensure that takeover ports can have the LIDs of failed
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communication thereto is directed to the first node through the network. Third, a multicast

port on a switch of the network may be mapped to a port on the first node.
Communication to the multicast address is directed to the port on the first node from the
15 multicast port on the switch.
Upon failure of the first node, one of three actions is performed, corresponding to
_ the manner by which the first node joined the network. If the joining associated the
failover address with the first node, the failover address is associated with a second node,
such that the second node effectively joins the multicast group, and communication thereto
20 is handled by the second node. If the joining associated the multicast address with the first
node, the second node joins the multicast group, such that the multicast address is
associated with the second node, and communication to the multicast address is handled

by the second node. If the joining mapped the multicast port on the switch to the port on
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FIG. 1 is a flowchart of a method according to a preferred embodiment of the
invention, and is suggested for printing on the first page of the issued patent.
FIG. 2 is a diagram of an InfiniBand network in conjunction with which

embodiments of the invention may be implemented.

FIG. 3 is a diagram of an example Infiniband system area network (SAN) in
15 conjunction with which embodiments of the invention may be implemented.
FIG. 4 is a diagram of a communication interface of an example end node of an

Infiniband network.

FIGs. 5 and 6 are diagrams of Infiniband networks showing how Infiniband
addressing occurs.
20 FIG. 7 is a flowchart of a method showing how an embodiment of the invention
can achieve network node failover by association of the failover address of a multicast
group and/or the multicast address of the multicast group to another node.

FIG. 8 is a diagram showing diagrammatically the performance of the embodiment

of FIG. 7.
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first node.”Cd W\é\?ﬁf%ﬁé%o the multicast address nay then be directed to
the port on the first node fromthe nulticast port on the switch, where
the switch does not su ' | ' he failover
address i s assigned to%ﬂﬁé@N?mgng@ﬁﬁfﬁohm al lg\i/‘er address is
then automatically directed to the first node, where the network may have
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The network is preferably an |nfiniband network. The first and the second
nodes may be host s FEh Istews amabedii0eccasding iog pesferdembadimsnta the invagtjong nd
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10 group has a multicast address, or a failover address. At least one of three actions is

performed (104). In a first mode, the multicast address is assigned to the first node.

_ Communication to the multicast address may then be automatically directed to the first
node, where the network may have been previously manually or automatically set up t.o
achieve such communication. In a second mode, a multicast port on a switch of the

15 network is mapped to, or associated with, a port on the first node. Communication to the
multicast address may then be directed to the port on the first node from the multicast port
on the switch, where the switch does not support multicasting. In a third mode, the
failover address is assigned to the node. Communication to the failover address is then
automatically directed to the first node, where the network may have been previously or

20 automatically set up to achieve such communication. The network is preferably an
Infiniband network. The first and the second nodes may be hosts on such a network
having channel adapters (CAs) and ports.

The first node then fails (108), such that preferably transparent failox;er of the first

node by a second node of the network occurs. This can involve the performance of one of

5
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are allowed to be associated 6 . :
subnet, may perform ane assignment of the multicast address of the multicast group that

was initially assigned to the first node to the second node. The management component

15 may also perform the remapping of the multicast port on the switch that was initially
mapped to the port on the first node to the port on the second node. Means in a computer-
readable medium of an article of manufacture may perform this functionality, too. The
means may be a recordable data storage medium, a modulated carrier signal, or another
type of medium or signal.

20 In the first mode, therefo_re, multicast addresses are used for unicast
communications. The multicast addresses allow the failover of local identifiers (LIDs) to
oceur, since only multicast LIDs can be shared by more than one port. In the second
mode, the node in question is connected to a switch’s primary multicast port. At failover,
the switch configuration is modified by reassigning the primary port such that the packets

75  travel to the failover node. In the third mode, failover LIDs are allowed to be associated

6
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system nmenory : e nory controller 206 is also connected to a host

channel adapter (HCA) 210. The HCA,210.10_ all ows .t he processor and nenory
sub-system whi ch enconpasses the Blzﬁfl)lﬂ‘é?gg?c(kgyouﬂb, t he host interconnect
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adapter 220 it %gllufnur?ilcaltg gxllser the InfiniBand network.

The InfiniBand network in FIG. 2 is particularly whét is referred to as a subnet
236, where the subnet 236 encompasses InfiniBand links 212, 216, 224, and 230, and an
15 InfiniBand switch 214. There may be more than one InfiniBand switch, but only the
switch 214 is shown in FIG. 2. The links 212, 216, 224, and 230 enable the HCA and the
target channel adapters (TCAs) 218 and 226 to communicate with one another, and also
enables the InfiniBand network to communiclate with other InﬁniB and networks, througﬁ
the router 232. Speciﬁcglly, the link 212 connects the HCA 210 to the switch 214. The
20 links 216 and 224 connect the TCAs 218 and 226, respectively, to the switch 224. The
link 230 connects the router 232 to the switch 214,
The TCA 218 is the target channel adapter for a specific peripheral, in this case an
Ethernet network adapter 220. A TCA may house multiple peripherals, such as multiple
network adapters, SCSI adapters, and so on. The TCA 218 enables the network adapter

25 220 to send and receive data over the InfiniBand network. The adapter 220 itself allows
7
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particul ar HCA . TC@ and so on, that t hey connect to the switch 214. 15
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transport connects the switch 214 to other InfiniBand networks. The links 212, 216, 224, and 230

may have varying capacity, depending on the bandwidth needed for the particular HCA,
TCA, and so on, that they connect to the switch 214. ‘

15 InfiniBand networks provide for communication between TCAs and HCAs in a
variety of different manners, which are briefly described here for summary purposes only.
Like other types of networks, InfiniBand networks have a physical layer, a link layer, a
network layer, a transport layer, and upper-level protocols, As in other types of packet-
switching networks, in InfiniBand networks particular transactions are divided into

20 messages, which themselves are divided into packets for delivery over an InfiniBand
network., When received by the intended recipient, the packets are reordered into the
constituent messages of a given transaction. InfiniBand networks provide for queues and
channels at which the packets are received and sent.

Furthermore, InfiniBand networks allow for a number of different transport

25  services, including reliable and unreliable connections, reliable and unreliable datagrams,
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Protocol (IP)-friendly nature of Infiniband networks allows bridging to the Internet, an

intranet, or connection to remote computer systems.

15 The SAN 300 has a switched communications fabric 301, or subnet, that allows
many devices to concurrently communicate with high bandwidth and low latency in a
protected, remotely managed environment. An end node can communicate over multiple
Infiniband ports and can utilize multiple paths through the fabric 301. The multiplicity of
ports and paths through the network 300 are exploited for both fault tolefance and

20 increaseci data transfer bandwidth. Infiniband hardware off-loads much of the processor
and /O communications operation. This allows multiple concurrent communications
without the traditional overhead associated with communicating protocols. |

The fabric 301 specifically includes a number of switches 302, 304, 306, 310, and
312, and a router 308 that allows the fabric 301 to be linked with other Infiniband' subnets,

25 wide-area networks (WANS), local-area networks (LANS), and hosts, as indicated by the
9



312, and a router 308 that allows the fabric 301 to be linked with other

I nfiniband subnets, 25 wide-area networks (WANs), |ocal -area network@7 JAN 2006
{LANs), and hosts, as indicated by the 9 27 AN 2006,, WD 03/013059 a
PCT/ US02/ 23633OB040E 303. The fabric 301 allows for a nuntfdfU¥¥23¥sts 318,
320, and 322 to communicate with each other, as well as with different

subsystens, managepent.. cansole. dr.ives,.and, 1 S ese different
subsyst ens, nﬁﬁagéﬁ@nﬁrhegﬁ?%%@@b&? F?f@é‘}lmg?f(fgh‘f%gng’rﬁ%é’s%é3%%@ indi cated in
FIG 3 as the redundant ,array of informat.i di.sks I 324,
t he nmanagementCOBBHEGHE W 6?"%1 T §3 Uelg?favélg’ecgg?:’%s%@%o&?%gﬁ%??%%éﬁ 32,
and the storage subsystem 334, Fl 4 shows the conmmuni catJdon.interface of
an exanpl e endinﬁﬁ%i@‘dﬁ%@)cwseénTheﬁﬁﬁffﬂFﬁéﬂ YIRS DPRAECREL °%rﬁ8f°%§8%"gr§’9 be one
of the hosts 318, 320, and 322 of FlI 3,, for inst.ance.. The e ode 400
has running t H& eisepirs indicaied infys. éﬁghﬁf?ﬂ?“dé%f@ﬁ%?%%gggauquﬁwﬁm}a

associ ated therewith one or nore queu irs S er h

comuni cat e3 vﬁP?ﬂﬂStPfﬁézﬁﬂ%ﬁfH@ag%&b‘foéF&(%%)thﬁYé%?s)sétsﬁé@ m@é&%ﬁ}é@d&gs Pk to
the Infiniband fabric, as indicated by the arrow 420. For exanple, the
process 402 spagiiEisioggeyubsssdenepdd. 406 and 408, whereas the process 404 has

a QP 410. @QPs are defined between an HCA and TCA. Each e f.a link has
a queue of 15 mesﬂﬁ)ésm?%s‘E@CH@WI\%‘@F‘%‘H‘DF%Q‘EWZ%?WEW.“ d ‘%R@Pmes a send

wor k queue and a receive work queue that are pair et . ener al ,
the send wor k Jgfivibandpetwek. i Theepd pade iy be P‘P‘Faﬂfﬂl?ﬁ‘ﬁ%gﬁa{;@??ﬁg °d'7@ingf erred

between the client's nenory and another, process's rrg@r%{ {ir}? 1[lhe receive
wor k queue hol fasingtanse. {ba sngnedeA00 bas spping.thergonpracesseydioang 403 Hach progess \ o g
from anot her process. 20 The QP represents the.%é rtua j cation

W

i nterface Wt Hahavnisoriadhereyiteone or pPEaEEs Pt PrbY Efggac i rtual
AN AR A S 8 TR T L e
fabric, as indicated by the arrow 420. For example, the process 402 specifically has QPs
406 and 408, whereas the process 404 has a QP 410.
QPs are defined between an HCA and a TCA. Each end of a link has a queue of
15 mess.ages to be delivered to the other. A QP includes a send work queue and a receive
work queue that are paired together. In general, the send work queue holds instructions
that cause data to be transferred between the client’s memory and another process’s
memory, and the receive work queue holds instructions about where to place data that is
received from another process.
20 The QP represents the virtual communication interface with an Infiniband client
process and provides a virtual communication port for the client. A CA may supply up to
2%4 QPs and the operation on each QP is independent from the others. The client creates a
virtual communica;tion port by allocating a QP. The client initiates any communication

establishment necessary to bind the QP with another QP and configures the QP context

10



virtual communication port by allocating a Q°. The client initiates any

comuni cati on establishnment necessary to bind the QP wi th anot her Qg’ a%ci{ 006
configures the 83‘ context 10 WD 03/013059 2 7 JAN 2006 PCT/ US02/ 236 g %1
certain inforn%BA3&ch as destination address, service | R&E(USO2RE¢t i at ed
operating limts, and so on. FIGs. 5 and 6 show how addressi ng occurs '

wthin an Infiniband. network. |In FEl ) si npl £ | nf.ini band, net work 500
L Chount hat | Paih R ARASn sheh as desthpsion adhecih TBvEG Jets gt dREtaliRg < 00
502 has runni ng ther(gon rgrocesses 504 havi ng associ ated QPs 506, 508, and
510. The end nBtES#ESS%% 0 i ncl udes one or more CAs, such as the. CA 512.

The CA 512 i | ud i,cati yt h t ts 514
T A D12 | el U B0 R hSRLEL Ry B SR S
Pt o packet s ofifbe: #RERend bt pe i soh s SR tindoiEs S5 g oderma AT nat | on

k . \When, 51 i ) ket, it th t . of th
Gost i nat 1 on SRV o i e S BRommips RO tiecersst St heyibe PRSP RP T ager
S assi gns each _port | ocal jdentjfier ID). An SM | t
(o oot 975 S350 b, Sk ML bbbt oS s e BRI

i it t , d CAs. An SM, b nmbedded with

dovi ces” such 18G4 5T aaludfs 3 G 0R omABRoN R PR CSh F10° B3R A4y 90 b dde
s o B 0 G5 o B Bk Bt

i . Switch h .Ih it 5Q4 t LIDt t ket
MR he. Sub A A e aHa enGies sy e e g0 Dt kel OB g
identifies the. t that.ipj t ) ket .int bpet d.
5 ool B GEER EBOE hl k MhebR B« 1
deliver th ket.. Switch h th itch 504, al .h
et b1 ekl R S o B e me B o
On_ the end node 502A lolzglrsuimrg Itng.lnrgt(éeer’(SIE/I})‘| gsspggsr éacl?%c?rt é)]];caﬁ ?d%nt?fxllgrt(flg)?% SMS is

a management component attached to a subnet that is responsible for configuring and

managing switches, routers, and CAs. An SM can be embedded with other devices, such
15 as a CA or a switch, For instance, the SM may be embedded within the CA 512 of the end
node 502. As another example, the SM may be embedded within the switch 504.
Within an Infiniband subnet, LIDs are unique. Switches, such as the switch 504,
use the LID to route packets within the subnet. Each .packet contains a source LID (SLID)
that identifies the port that injected the packet into the subnet and a destination LID
20 (DLID) that identifies the port where the fabric is to deliver the packet. Switches, such as
the switch 504, also each have a number of ﬁorts. Bach port on the switch 504 can be
associated with a port on the end node 502. For instance, the port 518 of the switch 504 is
associated with the port 516 of the end node 502, as indicated by the arrow 520, Data
packets received by the switch 504 that are intended for the port 516 of the node 502 are

25 thus sent to the port 516 from the port 518. More particularly, when the switch 504
11 '



“associated with the port 516 of the end node 502, as indicated by the arrow
520. ‘Data packets received by the switch 504 that are intended for ZpeJAN 2006
port 516 of the node 502 are 25 thus sent to the port 516 fromthe '
518. More par YRWOX%Y, when the switch 504 11 2 7 JAN 200@%031@,6%?13059
PCT/ US02/ 23633 recei ves a packet having a DLI D, the switch only checks that
the DLID is non-zero.

t abl es progr anffed’ °5§9P?°Ilf8t @Mﬂg@iﬂ‘aﬁg"ﬁﬂ Q%Et%tﬁgtﬁﬁ{@éﬁfslﬁgﬁ ?%gg?][ f“cng te

ports within a

addr esses, 8@%&%&2 e § el rf’\’tﬁst)‘hé P*}‘fﬁ% é?ﬁgfc@'fg to %Leggmg‘%&’&%lb ghc mes nay

JOInam.l|tIC8.St grouy h that t eSMa ..or o) ode with a
mul ti cast DLI D of tﬁ?@ﬁ?ﬁﬁlf%ég?f“ﬁﬂﬁ{%ﬁ‘fyﬁpeﬂ ]t@ﬁf“g ﬂ'@prml ti cast
DLID is sent to  .each node that oi ned the rrul cast

switch, such aBvlitipast RIGLscor %‘éﬁcasﬁ‘gé' es, ey é]ﬁ‘? be @F?‘ér"é’r ﬁﬁgfareé%ttolf;ﬁﬁft and a
def ault non-primary nulticast port. ger@ /non- B % {mﬁ ({Sru cast
ports are fér 10des By jpinafaplticasigraipssuch %%ﬂ?iaé’f’ gt «° W%ﬁartlcul ar

10 DLID. One port of_each node that has, j oi ned t he | ticast

associ ated W tIHUIé‘F%ShBI“D efithe mpitipash grow A fate pAGke: BT (o mH]HF”tsf s 8‘3‘? fo of

the switch. Wen a data packet that, has a rrultlca(it DLI Dis rg%@{aéﬁcﬁ t he
o)

mul ti cast DLI U@%“Odéi%‘rf’ﬁéﬂlmdathﬂm!ﬂr‘ﬂ@asﬂ&f"ép - Bech syitahgsueh, ps the %H n the
t abl es program*red by the SM If the nulticast DLID,i s not n the table, or

the switch doed® WPT’HEFWEIPPPSE%P&%Q a defgulfnqnrprimary mplieastRort Rr t“g “on
either the primary and non-primary default pulticast ports. |ved on
primary port tPERArY Fulticast pets %@galb@fﬂugqﬁgpqqlgqt‘s_, HFl“ﬁ‘H’}SVCW[?FtW‘@&EYP )
wher eas |f recel ved on any other port, of the fvmtch en it out the |
primary mull0i cBLID- fdperportsheach nB‘&‘c‘k@thés ipinedthe ayyltigest group Mstoﬁ'ﬁteg

specify the rrultlcast DLID are thus_sent frgta one., of these rrultlcast ports
to the associ a‘ﬂ‘%amﬁb‘ﬁtoé"hGFm’t‘"H’émﬁ‘é(I“%“iltEf’é%tﬁ’c”@P H5Hles. The switch 20 504 can

e conti gured w1 (Ruld B8 A o0 R, TULLACR M, AdRLL LD
examined, and the data packet is forwarded, based on the tables programmed by the SM.,
If the multicast DLID is not in the table, or the switch does not maintain tables, theq it
15 forwards the packets on either the primary and non-primary default multicast ports. If
received on priﬁary port then the packet goes out the non-primary multicast port, whereas
if received on any other port of the switch then it goes out the primary multicast port. Data
packets received by the switch 504 that specify the multicast DLID are thus sent from one
of these multicast ports to the associated ports of the multicast group nodes. The switch
20 504 can be configured with routing information for the multicast traffic that specifies the
ports where the packet should travel.
Furthermore, although any Infiniband node can transmit to any multicast group,
data packets are not guaranteed to be received by the group members correctly if the

switches, such as the switch 504, do not forward the packets correctly. Therefore, the

25 switches should be set up so that multicast data packets are received by the group
12



Furthernore, although any Infiniband node can transmt to any multicast
group, data packets are not guaranteed to be received by the group @ﬂ]ﬁﬁ ?UUB
correctly if the swtches, such as the switch 504, do not fprward t

packets correcYPP ¥ efore, the 25 switches shoul d be sefCHYSEF3GHat
mul ti cast data packets are received by the group 12 WO 03/013059 2 7 JAN

2006 PCT/ USD2(,g633 FROIAEYS ol A0y AR R e RBSUEL A

mul ti cast data"} pac Bts are awa a pafticular one or

mor e swi t ches 1?.9;15@1? gg@&gggk@&t%&a s Dk I AR B0, O

ensure that nu elrr roper t1ons.

Alternatively, OPF %rg}! f)rolg}a%{}n%ﬁég%%{sn re tHAt &nﬁtﬁ%&?ﬁ&kﬂt{ ?éaclﬂﬂeﬂ' b{tﬁéﬁd ati&{g.en the

Jﬁlnlng oLSnﬁTh d oups k to program
t t t ts nmb

of the mi ??cié?wrgwbv%fa e nebAes e &Jiwﬁgfo%#érerﬁ%Fgasﬁ%geﬁlséfnﬁa%ﬁu In FIG 6,
s The St s A i gmes%ﬂg%@a BB W RaF b
variously 10 con ected to svmtc

has end nodes B3%°t Blféonﬁ’iﬁr“&‘ﬁ c?Ff 021?}{5 Wfitﬁa&g‘?"‘y Qéﬁ?gg@?%ghn g, o

swi tches 622 and 6 4 Thﬁ i t ches 610 and 612 of the subnet 602 are
variously conn®¥ &8 PePERENEi t ches 622 and 624 of the subnet 604 through

EEEE %?g I :giiigﬁsfgd@%ﬁﬁeﬁc%&?ﬁg@iﬁr f"gﬁgﬁ&t& 8 ‘%53‘:@?’%: Hev g’o‘:‘}%ié:e“%“trt'. i %:Lje
gﬁgfhg?4ag§ycrat Edrtd\)é(}fﬁ'gl?et%&e?g aéglédgr gﬁn@éhﬁétﬁq hé' htaé%v%'?. and
Associ at i on 0[0 e °I§R§%§g’°f gw %ﬁgéfjﬁﬁ’ﬂg?ﬁgﬁe et{}’géwl I%]gshéﬁ;%gg%ﬁg‘t he
s oss of . narbaedd NEieBas elORR PR SR BOGERU An icBirlsB' 706" 20

?ggg; Idlngg tos uc(p 613 sgtgne tareO\]:arltous?y CO?IXG%%E té) e sw1tc%ese 5990 dél 8‘2{' Of e eferably

subnet 604 through the routers 626 and 628, which enable inter-subnet communication. In
this context, variously connected means that one or more ports of one entity are associated
15 with one or more ports of another entity. For example, the node 604 may have two ports,

one associated with the switch 610, and another associated with the switch 612,

Failover (Multicast) Address Association to Second Node for First Node Failover
Embodiments of the invention can achieve network node failover by association of
a failover address of a multicast group to another node. FIG. 7 shows a method 700
20 according to such an embodiment of the in\./ention. The embodiment preferably redefines

the Infiniband specification for location identifiers (LIDs) to the following:

LID address or address range Utilization

0x0000 Invalid

0x0001 through ThLID minus one | Unicast port

ThLID through OxFFFE Failover LIDs

OxFFFEF Permissive (management packets
only)

13



the Infiniband specification for location identifiers (LIDs) to the
follow ng: LID address or address rangeUtilization Ox0000l nvalid Q(OO?

t hrough ThLI D m nus oneUni cast port ThLID t hrough OxFFFEFaj | over LI Ds } JAN 2005 -

OxFFFFPer ni ssiWRYHMitgenent packets only) 13 WO 03/ 013059PS"#H¥AR2006
PCT/ US02/ 23633 ThLID is .an adm ni strator-specified threshold val ue, such

that preferably only LIDs over the,ThL be, f.ai
al so e]1:fec'lt3 : v h}';]?riﬂ Bf“id"ég’é"t‘St@F"BéPecg’ﬁflf @L??B(P:' ‘,r]]e’t“%g t@#rg%%%wﬁﬁ%ggg?ﬂgt i on
is preferably enhanced to_allow failo LI.Ds. to be. aﬁﬁ‘i '
lrJnSJI E:I i cats:] gr ogb‘3 T@éptt e R g%f;sélo eﬁ:&"} 5nd§ﬁve§%sqe£$?stgl\9@ptﬁq%§ti§lr5% a %r\ri\‘iecﬁ P’S be
ed w or w t hout ) he ThL '
£ Ut the e A PRy DR it Bl el
specification, then thi dj t ] ' |
tSEECi I ihcap i on:WiFl}ﬂnEWéﬁle\;fP‘?Ié}?%H' o ﬁgﬁgﬁgﬂ%.gﬁﬁﬂj]ﬁ% ?V%%?‘1°§$?9??/§u“.rs%“eﬁ“b?r ot her
an e permssive LID b I at A '
hence can eff ewithopeGiDs; u%gﬁaegt}? ’@&ﬁiss%gﬁa? Eﬂewgb’ th?t#‘}é% @%ﬁ@?%ﬁ%e?n?SM
is enhanced to so allow any such valid LID, other., than the perm ssi.ye LID
to be associ attengasars imthagdrant nfipibgdsagsifioption, thew this gmbogipent s g"é‘ﬁ'&m with ’

specification is nodified so that the SMcan allow any valid LID, other
than the per nthegymeat spegificationbe associated with a rulticast group, to allow

node failover. Finally, 1in an alternative enbodj t of the i '
changes are made _tdﬂN*féhqfﬁmb?ﬁiﬁﬁﬁﬁftPBi“é’ﬁéj@P’fai“&’\gidgﬁﬁ’%tg?ltpaf‘ﬁﬁltpg%/‘ﬁgsweom "
fol l ow ng discussion as to the method 700 of FIG 7 is |n 1{1el.ation to a
nul ti cast gr oubID. rEn kerfissociatpd withadadeast groppy “&PEW& Fa‘ﬁﬁsﬁcqvﬁg't jeon, psd,

effectively a nulticast group LID. :
10 failover LID. A subnet manager (SM) is enhanced to so allow any such valid LID, other

than the permissive LID, to be associated with a multicast group. That is, the Infiniband
specification is modified so that the SM can allow any valid LID, other than the
permissive LID, to be associated with a multicast group, to allow node failover. Finally,
in an alternative embodiment of the invention, no changes are made to the Infiniband
15 specification, such that the following discussion as to the method 700 of FIG. 7 is in
relation to a multicast group LID only, as opposed to a failover LID that is also effectively
a multicast group LID.
Referring now to the method 700 of FIG. 7, a first node of an Infiniband network is
associated with a failover LID (or a multicast LID), which is effectively a multicast group
20 LID, such that the first node effectively joins the multicast group (702). The SM of the
subnet of which the first node is a part associates the failover LID to the multicast group,
such as in response to & join request to the multicast group by the first node. The first
node may be a channel adapter (CA) of a host on the subnet of the Infiniband network.

The first node then fails (704), which is typically detected by another node of the subnet.
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Referring now to the nethod 700 of FIG 7, a first node of an Infini band
network is associated with a failover LID (or a multicast LID), Wnicjt‘u 006
c |vewj

-effectlvely a ly t group 20 LID, such that the first ffe
joins the nultﬂ@aékggéoup (702). The SM of the subnet of mﬁ?@ﬂap @m?lrst

node is a part associates the failover LID to tthe nulticast group, such as

| response t ong 4alha £ ondl IAE LR AR TP R b0l Bimblel Seosiple, The

first node may ost het of the

et ect e by anrRer s AUEsphila PBHE ST Rt ol O o 2006

PCT/ US02/ 23633 The rs§£onﬁ?19&*e tHﬂ%oﬁl?%ﬂ@ﬁlc?% éloﬁﬁva‘ﬁd %&‘\‘311 éeﬁde‘b@éi{ets%ﬁ'ﬂ&

. (706), by, for exanp secon bne sen eave

request 1o t heth§%189er%g%r o B el L5769 5 eTJBQC1f1?aﬁ§,gﬂg§rﬂoq?esH}ﬁQ td 01 s

the nul ticast group recel sen over LID

5 he joi n pecllEet FABS %%éz@gegﬁ%@%ﬁgﬁw ¥ Budeben EE Aok LESRRELC, 1 ©

f ans €es ‘suc hat

packet's sent. { g 46 I del:EARka B bk sfiEnd REE y@dsep&sg%gf ﬁ% ?s{gs%e ALCorae

second node may a e su

network. The hﬁ)os on ti'le %u}ﬂ)get%?’&t% i §d€ ndt® %’r b toﬁﬁen% %Edearﬁ (j b&qﬁe of the

first node. Comuni Ca over ed by the

10 fails over PHECRER @%pﬁahe%%&@%?&ggﬁe%& éﬂﬁgmf %%@Wﬁpﬂ@ TR
fai | back (710) nanaeasfa,atz&%ﬁa%yeuggeaq T6e b8y gcht;ré,?%fﬁgmwetsﬁ;}gi {past

LID) is then assom agal n e first

node can- a ggga ion intended for the failover LID The
second ﬂ%L§J%9 na%aénltlally | eave the nulticast group before

the first node rej S4t@§m5§'ﬁmlw Eléd%qéa&fﬁfb fHlty oThc%ngr? R d,gﬂgerﬁsafxﬂ&}ays

send a | eave reque ore ajoln request
Lo e e LB eSS TS| T Al e Bl e B
S ?C ond first node can again handle communication intended fo; the failover LID. The second
node of the subnet may initially leave the multicast group before the first node rejoins the
15 multicast group. The second node may thus send a leave request to the SM before the first
node sends a join request to the SM so that the SM associates the failover LID with the
first node. Failback may also include the first node taking a state dump from the second
node, where the second node freezes all connections until the failback has been completed.
The second node may additionally not leave the multicast group until existing connections
20 to the second node have expired.
Thus, a third node communicating originally with the first node, will be unaware
that failover has been made to the second node. That is, it will continue communicating to
the failover address, without having to know whether the failover address is associated

with the first node, or the second node. In general, communication between the third

25 node, and either the first or the second node, is unicast in nature, even though a multicast
15



node, where the second node freezes all connections until the failback has-
been:conpl eted. The second node may additionally not |eave the nmul tiZAIAN 2006
group until existing connections 20 to the second node haye exPired. Thus, ’
a third node P& ating originally with the first node, PRSP BE3unawar e
that failover has been nmade to the second node. That is, it will continue
conmuni cat i ng

lover"aocy b GBS PROTIRE U SRR T
T e e
ol over oot el RIT Dot LDl A
oot andiftesf i oo P G Bl R BTHRR |,
then [0 Tt tnblcormmiieatiol Dt cocom! | shed w1 A mit) cast”
T A A A B L SR AT
e
11310 B Rl il R
arrow 808. Thewofe 8% Theqwltsest sporp igflnoted a5,ihe %'gﬁs%‘?%’@%ﬁ ?%%é:ﬁ%getp%gtbége )

IZ EanﬁLL E 2%? gt ?fgéfgﬁ ?ﬁ%ﬂﬁgéq%%b&sﬁﬁ%h% ?@@oﬁ*ﬁ;ﬁgig Rt B e8u St ° o
) ave \ .

'é Bir ef g\rM _et 1ﬁer§]U6\?‘fr§8¢fSe f‘fﬁt ?ﬁ@gélgggwgg %@y %%%Q%SO-aggg]h?ﬁ%ﬁ&%dg Sgﬂgt i (rast node
" C ti Port R I I

Node Fai |l over gr@fplo@gﬁ i Sg?e%gﬁglgﬁll%étn‘?fit%%réugﬁagﬁgogﬁgﬁgﬁ%\%@%e;2 ?I\I%I’ iﬁtn-ode

failover by

node 810 as joined the multicast group 802B. The first node 804’ is indicated as in the
group 802B, but may have left.the group 802B already. The packets 806 are therefore
15 now sent to the second node 810 in addition to the first node 804"
Switch Multicast Port Remapping to Port on Second Node for First Node Failover
Embodiments of the invention can also achieve network node failover by
remapping a switch multicast port to a port on another node. FIG. 9 shows a method 900
according to such an embodiment of the invention. A first node of an Infiniband network
20 joins a multicast group, where the primary multicast port on a switch is mapped to a port
on the first node (902). The subnet manager (SM) of the subnet of which the first node
and the switch are a part performs this mapping, in response to a join request by the first
node. The first node may be a channel adapter (CA) of a host on the subnet of the |

network.
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remapping a switch nmulticast port to a port on another node. FIG 9 shows a
met hod 900 according to such an embodi ment of the invention. A firsg mahens
of an Infini b%'(goﬂogg rk 20 joins a multicast group, where % rimary
nul ti cast port %% tch is mapped to a port on the fir&ETH é36€:§02)

The subnet manager (SM of the subnet of which the first node and the

switch are a part pfgf, Txﬂét;ﬁtﬁdeﬁltg@amﬁﬁgpﬂhicﬂ t rﬁc@ﬁ?ﬂ&@ctéd%y%?btﬁir'ﬂo&eedi‘ﬂ?est by

the first node. The adapt er a host on

Fi7st noge ?Leé,%ﬁat.”f‘féwﬁéﬁwsé%%@eﬁ Y B el et oy KSR e or
Do g o o1 Stold dodk of B8 SuriBe e ORE v ey e%ﬁ%nma]ifo?ﬁfetmmdw (906),
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remapped back f

remppe:
may be a il G at RO s SEEH $ SRRy GG node.

of the subnet may, ge toinitially leave the nulticast group, and thus
may send a | ead&° ‘hogst to the SM before the primary multicast port is

remapped back to t h&' Rl tpm%p tﬁer}ﬁs 'oﬁesﬁiam%eack (910), coming back online, The primary

multicast port on the switch is then remapped back to the port on the first node (912), so

5

that the firsf node can again handle communication intended for the multicast address,

15 which may be a multicast destination location identifier (DLﬁ)). The second node of the
subnet may have to in_itially leave the multicast group, and thus may send a leave request
to the SM before the primary multicast port is remapped back to the port on the first node.
Failback may also include the first node taking a state dump from the second node, where
the second node freezes all connections until the failback has been completed. The second

20 node may additionally not leave the multicast group until existing connections to the
second node have expired.

FIG. 10 shows the failover of the first node to the second node diagrammatically.
A part of the subnet is denoted as the part 1002A to signify the pre-failure state of the first
node 1004. The first node 1004 has a port 1006. A switch 1008 has a primary multicast

25 port 1010. The primary multicast port 1010 of the switch 1008 is mapped to the port 1006
17



Fai | back may al so include the first node taking a state dunp fromthe '
second node, where the second node freezes all connections until theZ7 JAN 2005 .

fail back has been conpl eted. The second 20 node nay additionally not |eave
the mul ticast “é‘?%’ﬂ’d”ggti | existing connections to the sec%‘?i’iﬂuﬁqéaaé”nave
expired. FIG 10 shows the failover of the first node to the second node

di tically, .A fth - .
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| ndi cat ed by tﬁ%d%Bitﬂéig%’/@i S DAL o it ek 1000 St hRlne Bl 0d A L B0,
is thus sent to t 006, '

the part tlgozseqogw%gg 2% @i&ﬁ@%&g@ﬁ? e ol TRARR ol B 9888, %100,

sSuc a e i i

node 1004, 26 Nk cotsaeragpdt OO SRR e PRTGA ane N o TAT 1008 L or

1018. The multicast port 1030 of the swtch 1008 is de the primr
rru:jti cast por t D aadeiie simey MyiEeaseptt al\ﬁﬂgvpg t°8‘?'?ep°§t61@g¥:lﬁ%s§8°an8§ , asy
indicated by the line 1020. M ti t. comuni cation di.rected thro t he

owi toh 1008 | 30k BonEHREaHbe ks 1075 MOREeL O pisaRuret Forpb b Yy

Dat agram and Connect ed Service, Types,. 10 I nfini band networks enpl oy swtches
that typicall ylg%éfé‘uﬁ)ﬂ?‘?sqnﬁﬁ’tth?%gt @éé’t“?t %{i on location identifier (DLID)
is not zero, and route datc:i packets based on the tables programed by the
subnet manager (SM) . Eac8wiehesomdDatagramendbpynectoflSerfiteddPeli th routing
information for nulticast traffic that specifies all of the ports where a
nul ticast tta packénibalenttwarks ampiayesivitchps that wpistlycheckealy t‘i*ﬁEF idestigptiffacket s
are routed to their correct 15 destination. Furthernore, |nfiniband

net wor ks can edqsaion identifier @RID) iy petFerer and aquigiatiRecketpased on the tables

programmed by the subnet manager (SM). Each switch is preferably configured with

routing information for multicast traffic that specifies all of the ports where a multicast
data packet needs to travel. This ensures that multicast packets are routed to their correct
15 destination.

Furthermore, Infiniband networks can employ different types of datagrams and
connected services. Datagrams are used where the order in which packets are received, as
compared to the order in which they are sent, does not matter. Datagram packets may be
received out-of-order as compared to the order in which they were sent. Datagrams may

20 be raw, which generally means they are in accordance with a non-Infiniband specification,
such as Ethertype, Int_ernet Protocol (IP) version 6, and so on. Conversely, connected
services are used where the order in which packets are received, as compz;red to the order
in which they are sent, does matter. Connected .service paékets are received in the same in

order in which they are sent.
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connected services. Datagrans are used where the order in which packets are
received, as corrpar ed to the order in which they are sent, does not 27 JAN 2006
matter. Datagy, gts may be received out-of-order as conpared to t

order in which ey vvere sent. Datagrans may 20 be raw, mf’%ﬁp’ﬂ’é/ﬁ@f’%ny

means they are in accordance with a non-Infiniband specification, such as
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acknow edgem&*nf’e recerve et her
th f [f d.t hat
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I t ed d f h ,
Whereas rel | abPEr g EBCAR e BT B %ﬂ?@&ﬁvrr?séaé%ers ARIAEAR o
such verification vqn&%%{ogect to unreliable and raw datagrans, a

first no\(m use® YRS ﬁﬁﬁf?lgjaé‘f St i fier (LID) as its source LID
SLID d bl
é o tebeive such Ziﬁﬁﬁﬁg@B%E%)amgeéh@wfﬁravﬁ%ﬁw 3 Feoente RS ' 200 ©
t he SL| D of ts d
g’aEZ& y to tRen depBRBTERD s i FpRRLIS (ST Spor Aokt ogt B faﬁw%*é’f?éﬁt
t h h i :
ThL 15 o i G e SRR o
unrel i abl e dat nd/ or, t ond . node m p e rrul ast LID
from the recel DL AR o3P R R R R aal peaD aftnd ndehfs Bipodd
unreliabl e dat %%fquthmﬁ no@e éﬁl&uka@{ Lﬂi I%%Pﬁius%) ggch;, 'th%% u!:nQ r1]riay be sent a multicast

LID association, which is recorded by the client. The third node may be sent a multicast

LID in the SIDR protocol case of unreliable datagram, and/or the second node might pick

15 the multicast LID from the received packet. There are no validity checks specified for
unreliable datagram mode in the InfiniBand specification.

If the third node determines the LID from a path record maintained by the SM,
then the appropriate value for the LID may be placed in the path record prior to initiating
communication with the third node. When the first node, or the failover second node,

20 receives the reply paéicet from the client, the packet has a non-multicast queue pair (QP)
but a multicast DLID. In the case of reliable datagram and connection mode transports
the connection manager exchanges the LIDs to be used for communication. The multica;t
or failover LID may be exchanged at this stage. This LID will be recorded by the second

node without any validity checks and used as a unicast LID in all communication.
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| f the third node determines the LID froma path record maintained by the
SM ‘then the appropriate value for the LID nmay be placed in the patlzy JAN 2006
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considered t Lti t acket such that the presence of a

nul ticast gl obg? Q?rc@t{@] g‘%’@ is not checked. However, in one
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In another embodiment of the invention, node failover is alternatively provided for

by denoting multicast traffic by setting the QP as a particular value, such as OXFFFFFFE.
15 This embodiment of the invention is operable for unreliable connected services only. The
particular QP value may be configurable, and can be maintained by the SM.

With respect to reliable datagrams and reliable and unreliable connected services,
multicasting is not allowed, in that it is not cteﬁned. However, this restriction can be
overcome if the two end nodes otherwise function in a unicast manner. The server sends

20 packets to the clients using a multicast LID. The remote client may check whether the
SLID is a multicast LID. If so, then the client’s host channel adapter (HCA) may be
modified to receive multicast SLIDs, or the SM can be modified to associate a unicast LID
with the multicast group.

That is, the unmodified receiver concludes the SLID is multicast only if it is above

25 0xCO00 hexadecimal. Therefore, the SM is modified so that it assigns a value below
20



Wth respect to reliable datagrans and reliable and unreliable connected
services, nmulticasting is not allowed, in that it is not defined. HIWEVAN 200
this restricti e overcone if the two end nodes oth i nction

in a unicast rr\gﬁrqggﬁoﬁhe server sends 20 packets to the cl ?«@%ﬁﬁﬁggﬂg a

mul ticast LID. The renote client may check whether the SLIDis a nulticast
LID. If so, th ' ] : : { Sl odiBYt Reclud®ds f i ed

to receive mul '? ?ggd;ﬁf’rlegﬁegsﬂ{,al %rtﬁkﬁﬁaelt%%éﬁ’ %&ﬁ]ﬁlgdtﬁ§ ¥ é © ficls
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replies to t he €&V rves a pa speci e

server may check whether.t BDis a. jcast LID. If so, then the
server's HCA{] r’rﬁ@sof)lgte&%d’}nfclagg‘rﬁlgjlgedéeelfl@telmﬂnjr lﬁ’éast DLI Ds, or the SM can be
nodified to 5 associate the unicast LID with the nulticast group.

Advant ages over the Prior Art EnBedpmasesevesthe PronArtention al | ow for

advant ages over the_prigr art. By takin advant age of the mul ;icyc st

addr esses and portsE@PoqlﬁFWhP%ﬁ@V%‘Pﬂé‘?%fm pryariages pepthe pripiart. Byifakdng g
Even if a given Infiniband fabric does not allqw nulticasting, enbodi ments
of 10 the i nverfyasage aithe multicashaddressey apgearis of Inainibgd nely d’épdgéaé]\%%r 1% he
mul ticast group before another_node joins the group, so that there is only
one node in thékpedpEyenif &g{va_ﬂmbprg{ fabgipdoesgrot ngdP‘I‘IE‘EPSWd@nQPSB’%“ﬁcﬁf
require invol verent of the renote node with which the failed node had been
conmuni cat i HY. theineentipmeansstll beysed whewdhefalednpde leayes the THILRRS BOVR BSI¥E of t he

fail node transparently, 15 and typically vin t hout know edge of the renote
node. Any host aggherrypgq J@}négreygrqugk@t &here is only one node in the group-at a time.

Failover of a failed node does not require involvement of the remote node with which the

failed node had been communicating.
Thus, the takeover node assumes the responsibilities of the fail node transparently,

15 and typically without knowledge of the remote node. Any host can preferably take over
the responsibilities of a failed host. Embodiments of the invention are also applicable to
all Infiniband transport types. Non-proprietary extensions to the Infiniband specification
are generally unnecessary to implement embodiments of the invention, such that the
embodiments work within the auspices of the specification.

20 Furthermore, in other embodiments of the invention, by taking advantage of
inventively specified failover addresses of Infiniband networks, node failover is achieved.
Failover of a failed node does not require involvement of the remote node with which the
failed node had been communicating. Rather, the takeover node assumes the

responsibilities of the' fail node transparently, and typically without knowledge of the
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the responsibilities of a failed host. Enbodi nents of the invention are

al so*applicable to all Infiniband transport types. Non-proprietary 27 JAN 2006
ext ensi ons togwe l;{ags:' ni band specification are generally unnecessary to -

i mpl ement  enbSd WOMY of the invention, such that the enbtdi¥ReHE33nor k

wi thin the auspices of the specification. 20 Furthernore, in other
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node assunmes the responsibilities of the fail_ node transparently, and
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PCT/ US02/ 23633 renote node. Any host can preferably take over the
responsi bilities ofltwilfegiappracipfed that, althepghspepilin anbediments of the dyention bare al so

applicable to all Infiniband transport types. Alternative Enbodinments It
wi || be apprSecbesndescribegtherein fonpiupgessqs dldiisirationciariensimadificgtions magde medent i on
have 5 been described herein for purposes of illustration, various

modi fi cations withoubdepaiing frow thewpirit ancbisape of g investion. For exsmple, whereithsc ope of
the invention. For exanple, where the invention has been |argely described
in relation toinvertionhtseheen laegeliciesczibed in eclation eninfipihandnetwosks, the inyprtionds ot her
types of networks as well. Accordingly, the scope of protection .of this
i nvention is | ppolieable tonthpr typestof petworks aniwelly Acreriingly dheiscopeefpretetion af @ist s. |
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invention is limited only by the following claims and their equivalents.
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| claim 1. A nethod conprising: joining by a first node of a network to a
mul ticast group having a nulticast address, where the joining is selected
fromthe group essentially consisting of: associating a failover ad@ressN 2006
with the first node, such that the first node effectively joins the

mul ticast group having as the nulticast address the fail over address,
comuni cation to the failover address2directed to the first node through
the network; associating the nmulticast address with the first node, such

t hat comunication to the nulticastChddMSss is directed to the first node
t hrough the network; and mapping a nulticast port on a switch of the

net wor k folaamport on the first node, such that communication to the
nmul ti cast address is directed to the port on the first node fromthe
mul ti cast port on the switch; and upon failure of the first node, if the

j oi ni ng associrah@flod Bsinpritidgover address with the first node, associating
the failover address with a second node, such that the second node
effectively jisiHagbhia st nodeaafta netwark tosmmulticest aserpultdving & onlticast dddress,

fail over r s h node.. .if the joining associated
t he nu|tF@%%ﬁﬁgﬁﬁ?éé§%§ﬁ%§9?ﬁgx?%Fg?sﬁ%%Q&”Pégﬁ?%5@6§'the second node of
t he network t essbéietinpua fiiloast adgitess vithsthe Hirsthmkde t dveh nhudt tthe st nadid essively
associated with _the secopd . node, and.the co nic?tion(%o the nulticast

addr ess 1UNShF APuticast sropR having athe mtiicastaddress therfatlovst addigssneqspraenieation

mul ti casto e tiloesr 4dafess Wrdcedd th thd MGt RRALkhrofoH e nfiwost, node, remapping the
mul ticast port on the swtch to a port on the second node, such that the

communi cat i onassecigting thaineyltcest addyess ewith ths fitstradeetich ghat isempomication tchthe
secon, gk ol 9H008 ek Mk UGN BRI 1 o ane
sel ected frommappingapmmuldeasepoit ahlayswirhsifshd mgwork ta o girt on éte fiwcaddepsuch
| dent 11 ot (OLRLhaNNg 2 vahue, | os han 2 {00 GaN0L L Bl @YShoak m Y2 1O
multicast port on the switch; and
upon failure of the first node, if the joining associated the failover address with the first
node, associating the failover address with a second node, such that the second node
effectively joins the multicast group, and the communication to the failover address is handled
by the second node;
if the joining associated the multicast address with the first node, joining by the second
node of the network to the multicast group, such that the multicast address is associated with
the second node, and the communication to the multicast address is handled by the second
node; and
if the joining mapped the multicast port on the switch to the port on the first node,
remapping the multicast port on the switch to a port on the second node, such that the

communication to the multicast address is directed to the port on the second node.
2. The method of claim 1, wherein the network is an Infiniband network.

3. The method of claim 1, wherein in the failover address is selected from a group
essentially consisting of:
a failover location identifier (LID) having a value less than a threshold failover LID

value, the network comprising an Infiniband network;

[RALIBOO]7216.doc:AVC



[R\L.1BOO ]7216.doc: AVC 2 7 JAN 2006 -24 a failover location identifier
(LID) within a range of valid LIDs, the network conprising an Infi n?%ap@, 2006
network; and a failover location identifier (LID) that as a source L

not checked for any nethod of transport through the network, and as a
mul ti cast destination LID (DLID) is accepted on any nethod of transport

t hrough the network, and wherein the nétwor k conprises an Infiniband
network. 4. The nethod of claim1, 2, or 3, further conprising, if the

j oi ni ng assocpafadaverhlecatipgl ideptifier o) ewishior a ttangd of | \@lidr LErtbs snetworks t he

first noggmp&rdggn f’% qgﬁd ﬁ&%%rl{jﬁn&)de of the network joining the nmulticast
e ng

group, eavi e nulticast group by the second node

sending a |eauéalroeqlubsatmmdanmb(lab)mnasgssox(r&mwm ok biadckedfor tahig nfettodt
node. 5. The nethod of claim4, gngi”t er conprising, if the jaining

associ at 4 TARPOTh fiopgh the networkeand gy 2 hltiqast destiaation dedPeddl )t‘*ha%or?étefllopst
node, upqpy fralhORGK @sﬁsﬁ&@ tﬁﬂohgﬁ RO Rw AR S Bfd a&ﬂem @%&%&08 rAdgrRSS

with the first node, such th communi cation to over ress 'S
agai n haMr@@n@wew@kfu rst node. 6. The nmethod of claim4, wherein, if the
joining associated the nulticast address or the failover address with the
first node, the joining by the first node of the network to the nulticast
group coHpri s&he tnghdd obiclaimade 2, esugsfuirther b@nﬂn@dnﬁg, t1hehmyd1ﬁ1hgaﬁsocgﬂt@llmet o a

bnet SM. 7. t hod of f th
jsgi 2i6ng mﬁﬁ@%@% %@&%r fhecfaﬂfgveggf‘@rgﬁn&ﬂe ﬂ@ it %1? pgor Wéﬁﬁa?%ogéﬁbﬁﬁ @}‘ fher st
node, theeiisrit jorRg RGNt gﬂﬁ"l pSWe it ode ﬂ&%@gﬁéjnﬁlﬁlcraae%rw by tRedd2

second node by the second node requesting to renm ti'cast port on
the swit &pdg fwndmaelwemem@iesu@emmmswmalf o8I firstmedSM r emappi ng
the nulticast port on the switch to the port on the second node. 8. The
nmet hod of claim 7, further conprising, if the joining napped the nulticast
port on 5t he Thé medthddoof blairpal; tfumirer tdoeptising) ifnthd goinitposssdaatkd alok majticadie

first nod
gdress onel?éa %aﬂgver aﬁdress with the first node, upon failback by the first node, associating
the failover address with the first node, such that communication to the failover address is

again handled by the first node.

6. The method of claim 4, wherein, if the joining associated the multicast address or the
failover address with the first node, the joining by the first node of the network to the multicast
group comprises the first node requesting to join the multicast group to a subnet manager
(SM).

7. The method of any of claims 1-3, wherein, if the joining mapped the multicast port on
the switch to the port on the first node, the multicast port on the switch is remapped to the port
on the second node by the second node requesting to remap the multicast port on the switch to
the second node to a subnet manager (SM), the SM remapping the multicast port on the switch

to the port on the second node.

8. The method of claim 7, further comprising, if the joining mapped the multicast port on
the switch to the port on the first node, upon failback by the first node, remapping the
multicast port on the switch to the port on the first node, such that communication to the

multicast address is again directed to the port on the first node.

[RALIBOO]7216.doc:AVC



mul ti cast port on the switch to the port on the first node, such that

communi cation to the mnulticast address is again directed to the port on
the first node. [R\LIBQOO]7216.doc: AVC 2 7 JAN 2006 - 25 9. A failDVeAN 2006
node for the nmethod of any of clainms 1-3. 10. An article conprising: a
conput er -readabl e nedi um and neans in the nediumfor perform ng the nethod
of any of claims 1-3. [R\LIBOQ 7216.d@é-A V C

9. A failover node for the method of any of claims 1-3.
10.  An article comprising:

a computer-readable medium; and

means in the medium for performing the method of any of claims 1-3.
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