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WD 2004/ 061771 PCT/ SG2003/ 000287 | NTELLI GENT VEHI CLE
ACCESS CONTROL SYSTEM FI ELD OF THE | NVENTI ON The

wEemsesi77i nvention relates to nonitoring and/ oPCT/SG2003/000287

controlling vehicular access to 5 sites, and in

particul ar providi ng vehi cul ar undercarri age scanni ng

and/ or driver recognition prior to a vehicle entering

such si t dNTHAGCGRODNVERDICLEA CRYSNITONTROLSYSTEM
necessary to control access of personnel and vehicles

to all sites, both 10 civilian and mlitary. In
FEEEDIOF9fE ¢S VEREION VEDi cl es have been used in the

type of terrorist activities that have cone to be

k nown Thg present roehtiomgselatddbtoanoniteming laed/oh aemralbmg vetdcular access to

expl osi,ves nd, detonated ipn. a partjcular |ocatjon t )
SK8 s ittt pat g PRt vehisSlsf Syteepntbis’ Petpuinpador driver
tdegmiASeplifiab adehRlednterflp satipsitddat can legitimately be

brought onto a site can be stolen or hijacked by a
terrorist group, |oaded with expl osives and brought

| [ r brought in unawares by

BACKEROUSE G Tt STVENRON ' 71| et o
Accor Hiisthecessaryetoasqant] detess e parscamkl and viehRle® toSall sites, both
&&ﬁyideg agparatus for the automatic inspection of

1apapg MIRARGY driven into a first area. The apparatus
conprises: imagi ng nmeans, database neans and neans
for conparing. The imaging nmeans is for 25 capturing
an i nhgecat dedades mgorcehidlesgmvebean weliic the tase of teirsrist activities

e{' driven.into the first .area.. The dat ahase neans .
el omsr 0. & G oMbt YIEHH reigles Tgpe canied explosives
MR Fbrafedh a Partical 1Ra1oR tol @bsd dinPagkthe Réﬂséﬁiel R EFrop e

means for conparing is for conparing the captured

i mage of the undercarriage of the vehicle being driven

into fhe first..ar .th one or, nore of t tore .
i mag efst rllsg?'lg(i {%% CaRd g?tc%\’lﬂo Poar@’ Sglc%fth@ecﬁf’ j?%éms&?%i ﬁeegmught onto a site
chattatsacien oEkijskeBBy b ertdiss g@apelohded With BX§1861%és and brought onto a
i.nvention all gvvs for the scanning of the undercarriage

e by a/leHprstor Prughtin unapgres by driyeypassangeisci t nmateri al ,
verification of both the identity of the

SUMMARY OF THE INVENTION

According to one aspect of the invention, there is provided apparatus for the
automatic inspection of vehicles being driven into a first area. The apparatus comprises:
imaging means, database means and means for comparing. The imaging means is for
capturing an image of the undercarriage of a vehicle as it is being driven into the first
area. The database means is for storing images of the undercarriages of vehicles which
are permitted into the first area. The means for comparing is for comparing the captured
image of the undercarriage of the vehicle being driven into the first area with one or

more of the stored images of the undercarriages of vehicles on the database means.

In this aspect, the present invention allows for the scanning of the undercarriage
of a vehicle for explosives or other illicit material, verification of both the identity of the

driver and the identity of the vehicle, to establish that the particular vehicle is permitted
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driver and the identity of the vehicle, to establish
that the particular vehicle is permtted WO

wQoe@ad/netiy 71 PCT/ SG2003/ 000287 2 into a sensi PCT/OGHI03/000287

and that it is currently being driven by a driver who

Is permtted to drive it into that site. According to

anot her aspect of the invention, there is provided
apparsahditvd site drldethatSt RUGRRBLY GeingSRReh b9 @fivey &FtoCik §ermitted to
gein%_driven,into a first area. The apparatus
B¥plintadhat st abase neans, neans for capturing,

nunber plate recognition neans and neans for

i nterrogating. The database nmeans contains: driver

i dent Akcadinigao adather aspln bt fhy iim@ntomn,\BErs is p¥ovidad epparatus for the
Eernitted to. driv%yvehicleﬁ_into thg first _area; .
Himatic fisaiction &f xehiglenbsing fdriven iptad Biskarepn Thhappagatus comprises:
BREEKE o, Mol BE ke BLRer AR e AR, Kb Bhoans for
interoogating f Thedatahasamedisecontaanss dfiver identifieationgdatsidentifying drivers

B ot ke s EhoiREint ol et dgees Puiber e 438 isiine
péiaties WRRAGR! drRfttddBARIhd first Bea CARdAN iﬁgntﬁ?fﬁ‘ig%?hi&{ &ier is

data about the vehicle being driven into I rst
perenttedriedripgavhicl vehidleringe thedasti arep. | Ehefraganis fioravaptugiag iinfypr
{. he .basis of. t he captured
L B0 00 Al ARy R RO e st ara
The numbertpite veebpition mehuts it ier dapfusing atmbeplate Aatal bBut the vehicle
amasi a .of the c%pt ured_nunber PI ate data .to determ ne
B3 fAyerginta {he firsh greay Ihg geansiop antaregatiae ivion ntesogating the

JRMASE fhehid $h tlthlg 2\2}51% 6the c@t&x@d 1@&1@1@&}0‘% %atéah?ooﬁpﬂl\é%nver who is

aspects nay a or the scanning o
dnidag teervehidmeinaf tha fir@ @reaeind ohehd basisefpheoeipiesd oumbdriptate data

S B e Bl 030 B 0L L0
@asiablish that the particular vehicle is permtted

into a sensitive site and that it is currently being
driven by a driver who is permtted to drive it into

that si ) r.di fur [ ect th .
o i or . AGSILADE b, DV ILRE sO95 fhe Wifarringe o o
edhiiderdon explosipscdri @heroilliolehiacdrial Vegifiagidl b Béthi tht Qdéhtity of the

Lrst . Th thod, conprises the steps of: = .
‘3'5‘{??&? hgealéﬁmﬁ?r@ggwa %%sﬂawwth@ té‘ép@ﬁ%ﬁ Vehigle is permitted

ingea GﬁﬁitWef‘s‘i’te |28 Wt liSis cﬁﬂeﬁtf?gﬁng fariV 8 by Qﬁgf\@?ﬁz@t&) 39 Bermitted to

a vehicle as it is beingdriven into't

drtvedt infhthat site.

According to a further aspect of the invention, there is provided a method for the
automatic inspection of vehicles being driven into a first area. The method comprises the
steps of: capturing an image and comparing the captured image. The captured image is
an image of the undercarriage of a vehicle as it is being driven into the first area. The
captured image of the undercarriage of the vehicle being driven into the first area is
compared with one or more stored images of the undercarriages of vehicles which are

permitted into the first area.



captured i mage of the undercarriage of the vehicle

being driven into the first area is 30 conpared with
wor®40617nDr € stored i mages of the undercarri agest/e62003/000287

vehicles which are permtted into the first area. WO

2004/ 061771 PCT/ SG2003/ 000287 3 According to again

anot her aspect of the invention, there is provided a

met hod cedrdingttd egaitl bauthéri aSpdon 5 PG tihvntiof, tNabispreside@h Rikthod

riven into a first area. The nethod conprises:

phesuteatitingpectionel Yrgidesheingedrivendnigéiastared. nbhe method

her. j i .Ner.n i [ 1 0t
IS Gofb o, BaaBELTMARSEl ol NELED Bl
patnittéd tahibvive aveblicledato thé €irst aredr E‘hb ﬁ@égﬂ&d ddens iﬂﬁﬁtiﬁwﬁ@n data
the first a.. The er. i.s the_nunber_on the.
SR & E VTR dﬁvgigéﬂ%?gfﬂé inf@ TSt HEd nEheRynyess is e gumber on
{hR & chicleStune? Blatd WHiRe FAHAIL gcin?’fd?ﬁ/@xﬁnt(; E;g tggt' & Dermining

permtted to drive that vehiclfe into t Irst area I's
Whetber the driverps persdttéddorndtrive itira tvelninledatioahaficstitret heebased on

driver. i s drjvi the vehicle intp the first are

SRS idiPRe Fiohital rune autver vy oBigrhe ushicid i st area,
brledpiirbd Gamberpistaidatal ARINVH drivel HedtifivRion dRAdIRUFHLE drivers who
permtted to drive vehicles into the first area.

e pergittad ta drive yebiclesintorbe figsspisat of t he i nventi on,

there is provided a nethod of <controlling vehicular
access to a secure site having at | east one entrance

Wi t h Acgirdinglts & yet fofthérnspee bf (e idventon, tkas s provided h hidthod of
zone pei ng. contiguous with at_ | east one other 15 i
sqntsoling ‘@ﬁl% aCCetioserwg sile Baung aldpast pRoentagee Wi apjurality
SHAS BN Sorkth (e [HpRBEH LEnchdifls conlidBoutahiiPR 1LAE bitGher

the 'steps of. pern1?t|ng a driver t %rlng a vehicle
inspestion Zonesandah eastfone tispeitivapeat being zomemious with ot sengye site.

t | . [ tian process .an the wvehicle i.n th
Tl BES 0 G R A5 S BB e B s ot onc of
18 inspEctiod 2ohéd)GorduBtinEati16dsEohd HinSpedtiSE pRIEssAN]he PEhid1B & the first
inspection zones and conducting at |east one

nprasten rene gad pessibly parmiing the daver tp hring theheshisériotula second one
' i O . ' ich.the.driver is .
SRR 5 ol AU st e vt
the sgead ispectdnezons Thoradhicle evhivhttherpiiverds pereifsal todrinp@ vehicle
first .area. The all O\A/ali;]:,LF out cores of the at | east

1510t Fﬁé%é@???ﬂ?np%"é}% savehirle piemptingraceess fpthe ifisH apesndhe

ARWAbIeSRitcdmas of iR af %gtcér% iflﬁ{ehﬂé&g%lhgééf M tl"l%tﬁrét‘?ﬁsi)gat%ezone

I nspection process and: (a) e not bern

qempristt @dthe vehivle daibing thefor tahkeastions inspectjipaqirocss zei ) the vehicle
Igomvellng %el\'{%j?tieg ltoem%%i: Ot of the first inspection zone; or (b) the vehicle being
allowed to leave without proceeding into the first area; and (ii) the vehicle passing the or
all the inspection processes and being permitted to move out of the first inspection zone
into the second inspection zone. If the vehicle has entered the second inspection zone the
at least one inspection process on the vehicle in the second inspection zone is conducted.
The allowable outcomes of the at least one inspection process in the second inspection
zone comprise: (iii) the vehicle failing the or at least one inspection process and: (c) the
vehicle not being permitted to move out of the second inspection zone; or (d) the vehicle

being allowed to leave without proceeding into the first area; and (iv) the vehicle passing
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25 allowed to | eave without proceeding into the first
area; and (ii) the vehicle passing the or all the

WO pepe6t77on processes and being permtted to nPEESGR03/000287

of the first inspection zore into the second
I nspection zone. If the vehicle has entered the second
i nspection zone the at |east one inspection process

e ot bk thedhipekeon probbsesarRbrthg pEsRaaidi t6 AR AL bSthe second
conducted. The allowable outcones of the at |east one
IDARISEER - process in the second inspection 30 zone
conprise: (iii) the vehicle failing the or at | east
one i nspection process and: (c) the vehicle not being
BRIFF DESCRIPTHON K THE DRAWINGd | nspecti on zone;

or (d) the vehicle being allowed to | eave w t hout
proceeding into the first area; and (iv) the vehicle

passiTig ¥R4004/iQ6A:fRdr %S;Ur LAJO8L fondi 1%1@ r e)fé.lrﬂple with

the i nspectl on processes an e| ng perm tte to nov
fﬂrero:f: to the a@etunpmlymgrkpwmgs,on whicle- BRI EF DESCRI PTI ON

5 The.invention is fu ther descr,i
by welIEBF WORO) AF CXPT iR BF AP o4 dipaio oR egrhogiment of the
inkentd@conpanyi ng draw ngs, in Whl ch: Figure 1 shows an
overview of apparatus according to one enbodi ment of
t he Elavr@r%liséri{) owphartiilfjistrating the opemtiomefithe apparatus of Figure 1;

| I I u rat us. o i gure

P e b InRElcRt Ol R RRRETNG Bt e
enbodF 1gm'et 4ahd BiagtiblecK diaglranglof e6b-4y 4ils 5f Figtre!d; @ﬁdl(
di ag;@ sub- sy ste&rs of Figure 3; and Figure 6
an_ SXIBR® isn exatpleaf tienserniecwp! e embriieanheRigare 1
Figure 1. * 15 DESCRI PTI ON OF PREFERRED EMBODI MENT The
apparatus of the invention A preferred enbodi nent of
DESCRIBETEON OR\RREFBERRED EMBODIMENT general |y at item
1 20 in Figure 1. The arrangenent of apparatus
according to the enbodinent of Figure 1 is in three

EROSsparatusi o Ehd 1&%5@5,5 on and psychol ogi cal profiling
zone 2, an automatic inspection zone
A preferred embodiment of the present invention is illustrated generally at item 1

in Figure 1.

The arrangement of apparatus according to the embodiment of Figure 1 is in three
zones, an identification and psychological profiling zone 2, an automatic inspection zone

3 and a manual inspection zone 4.

The apparatus of the present invention includes a control centre 13. Control
and/or signal paths connect components of the system to the control centre 13. Those
components include biometric and heart rafe detection station 8 with an attached console
7, a traffic light 9, an explosives detection portal 11, undercarriage scanning apparatus
12, one or more fixed cameras 17, an alarm 18 and a physical barrier 19. The apparatus
of the present invention can be placed in multiple locations with each installation
networked so as to be controlled by a centralised management system. The benefits of a

centralised control include more efficient administration, timely maintenance and a
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3 and a manual inspection zone 4. 25 The apparatus of
the present invention includes a control centre 13.

w@ooinel771 and/ or signal pat hs connect conponeneeT/e6G20051000287

systemto the control centr® 13. Those conponents

i nclude bionetric and heart rate detection station 8

W th an attached ponsol e 7, atraffic li ght 9, an

RUR R M 88 iRy g@ﬂsbﬂ}fél RRuirad tolshippbit @y malipl@saBARME] Marther for
apparatus 30 12, one or nore fixed caneras 17, an '
flcditins ha/ingrohultinh pasiscand dxatpoints further Tete capparesoudsd asto the time
$ESP GO o LD RS PR St Bl g vieas

HAoRAR! sPrbRH BYsedub§Nvith! ih&@ehtsran age B tillabyst Bethg Ti@aged and
benefits of a_ centralised control include nore

edntrioHed plong avitbrether sgevry measyres gndeg avaidiag dee petentipl Y errors or
2904{,96] 771 PCT/ SG2003/ 000287 5 reduction in security
personmel required to support the nmultiple

installations. Further for facilities having nultiple

entry and exit points further data can he recorded as
to theceardipg typltgmafiye BTt mgRte of s {eRgPn which are not

%rw{i\t 'hQH% a ag&fi{i%f ¥hiRE br offleA&hiR81CHRRMiER kS 8o CRBEMG either or both

i
yi el ds I'C approach to security wth incidents

aff the trensitiert miloas betmeemwei ng managed and 5 control |l ed

al ong,wWi.t h .at her security measures d so avoiding the

ot oubF ideRBEA T, i pohiolaeli e by He AN gk o Bhes and
al t er (hahinothalit BAspeétRm RRBag e Mmual intgeetibmyamrt i on

which are not shown in the draw ngs, spi ke or other

suitable barriers are also |ocated at either or both

10 of bl r£0] = they :o -

10 o TH Bl A P08 SRl gy s n g
Thd o¢mital Gervars P2 dd inomimon@nbanslatet leeogmiticnn@icence plate recognition -
i nspection zone and the, manual inspection ne. Th

LB%f saffwaie % Hadergiraiags irptect Haces5ioe s dftaggse software
58! Ufer @] gavéll 9y réﬁes%ms 4 skt G RI0E 13! tSENKEF. 2% nufber plate

runni ng nunber p recognition (licence plate
reecgiytion system 3l PRYiveroiinagarsgsia®, 3 auik podaredrtigee soamgiog system 33
@éo essin §§p tware. 27 a dat abase software 28. The

e

Sl o (™ ¢ Sontfyl SUNF 44 a user interface 23 to a

user. A nunber plate recognition system 31, driver

i mge_system 32 and undercarri age scanni ng system 33 .
Figure 4 is a representation of the architecture of the number plate recognition

system, the software 26 of which runs on the central server 22. The LPR software 26 is
used to recognise the number on the vehicle number plate (which, according to the
country, may be the registration or licence plate, etc.). This system includes a central
computer 37 (which may or may not be the same computer as the central server 22 of
Figure 3). The central computer 37 interfaces by way of suitable hardware such as frame
grabber 38, communications port 39 and digital I/O card 41 with cameras and sensors 42
and 43. It will be appreciated that, although these cameras and sensors are numbered as
items 42 and 43 in Figure 4, their physical implementations include the LPR camera 17

of Figure 1.

Figure 5 is a representation of the architecture of the undercarriage scanning and

driver verification systems. The central computer 37 interfaces by way of a frame
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al so have inputs to the central server 22. 20 Figure 4

is a representation of the architecture of the nunber
w@baumcrrecogni ti on system the software 26 of padysG003/000287

runs on the central server 2. The LPR software 26 is

used to recogni se the nunber on the vehicle nunber

pl ate (which, according to the country, may be the

reqi strat.i,on or .licence plate tc .This.. tem
rber absvidebatshar? 9! Rolliliogs ST riveh RJUSIeT ragpores 4 and
dfﬁ&rcgﬁiag? QeHIR; CANBL s, as willebs apprediated ethugralthdugf the driver

1

Figure The central conputer 37 interfaces b vvagf )

vefifisatidnadaimerdscand wadercamiape aeanfoagese arg mupihered3ss ifems 54 and 56 in
0 i,cati.ons port 39 and digita '

e e S S Girteric g Hhdideanlerd FRAMY HFobblelre 1 and the
dnldgicarritbt Bamaihgteq GipmentilE@aedunciteaen3 i Bigareel.nunber ed

as itens 42 and 43 in Figure 4, their physical

i mpl ement ati ons include the LPR canera 17 30 of

Fi gur We[V]s bS8 " e ' tdr NBspl

ar chi Pfel%%izteuér:ésg%fr &%rgsghﬁaﬁlggroggaém r ié%g S ?%ﬁﬁ’tﬁlg an%F ayd r(_)?vae?creen =
meiitdred By sanrisysiremmel. The cerhiadludsmpurent @rdercarriage image 70,

i nterfaces by way of a frame WD .2004/

. y 1771
theypidelsgugteDpR e uTEPY AaB BEVIIEH!, G _é?g the e 63 msayggh as 2 post
LA R luﬁ&@rﬁm‘ﬁ%gé"ﬁﬁ c@0IaE % pASY IcltdreRde! Ve AEea3. IderitiTitation of

undercarriage Scanning canera 56. It wll be

thpprebitieptasdit tib atrivem| inteothghinspestidn j system, vie rinitiatedt theppgh cameras
caner as, and .under carrj age scan .canera ar. S:

pIp g,stge b cgém er 'a ket \YkH% Pppp ysllg (@{UB%&%%& image 60,

WhRh 88 i AdeQ fise NRIC Hel@b&TRRAEr i vied and grelibus enfri giud exifltimes and
and the 5 undercarriage scanni ng, equi pnent ..
dat¢sus Thecadentsdriver image 62 iFcgupacd with ther gorgd; drivgr image 65 for

iglgé)eré:glﬁl? ;gg'a Eﬂeoﬁ eiqgtofm XGAP| 3y GRIPYE ei{CtLgF iﬁld@%aﬂﬁlg@ image 70

no ored by security personn The screen
tsfiedhedresogatheti ta shoty 4ookapaositer viewy @ni svegga i¥ Ghen ¢omepared to the stored

iﬁ%é 1886)% %@ggbﬁe?&@gg%t W@%r urglgngéﬂ{pgls P95t q]aer}n}}ﬁ:d, these

Het BQEnEAPGE cBr¥thiled R3potioh Byhehseatdt.i ver
#ﬁggé%e A N S R S N A S
driven into the inspection system is initiated

vid] t | r plate
ORHLRTIRTRF T RRPAMA TS QLR R YEPIHRIE . 65
whi ch al so i ncludes the NRIC nunber of the driver and
previous entry and exit tines and, . .
The following description of the operation of the apparatus of the invention
should be read in conjunction with the top-level flow-chart of Figure 2, which gives an

overall view of that operation.

As a vehicle such as that illustrated at 6 in Figure 1 is driven into the inspection
system 1, the driver of the vehicle is presented with a red light by traffic light 9 (action
201 of Figure 2).

When the vehicle 6 enters the identification and psychological profiling zone 2, it
is detected by the camera 17, or other detection means. This detection of the vehicle
triggers the number plate recognition system. The number plate recognition functions

are then assigned to the camera 17.
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dates. The current driver image 62 is conpared wth
the stored driver image 65 for 15 inspection by the

woperatort At the same tinme the actual under cap€T/8GE03/000287

image 70 "stitched" together to show a conposite view

on screen is then conpared to the stored inmges 80 of

the vehicle undercarriage. Were abnornalities 75 are
identified, these may be further enhanced for closer
detail ed i nspection by the operator. 20 OPERATI ON OF

THE APWdﬂSn@tﬂ'd—EhldWEmffggm fibhauwmbérd pate nrgcogmtlon system and at

escription of .the operation t a paratus
iR veel el griYel @rPmRRd h %laﬂj et PBAv PR, fapk' R the facial
[RRafi&Yieh chhoaDRELt 19 hdVBIE add g%é ﬁﬂ d#héEBarfon a sensor in the
overal |l view of That operatlon As a vehicl e such
biwmtekrint recognitian mdebbaat rag dateqtionwonsole 7.s Theiplasamient of the driver’s

b ?@Sﬁﬁﬁgcﬂtﬁ@g aés %c&s 12 g%f&g%gr ?r |§¥t${a eo hegﬁi%l%‘w élgltfi%%ﬂhosh or eye
dQdnidk sidtadr e 2) . 30 Wien the vehicle 6 enters the

identification and psychol ogical profiling zone 2, it
i s det ect ed by the canera 17, or other detection
nmeans e
G nbeIn ?%ﬂrg{é ;%gﬁﬂr??[}“éé& él{és r\f@é? 1‘%?2 alan%eg? t&p?o speak so as
REQEE Iat vome fchmétbﬁﬂﬁ: a’(deoxtdlingﬁ toa Sudtlgpn qﬂeﬁeuedl remk[o&irmems of the
17. WD 2004/ 06177 / SG2003/ 000287 e detection
Byvertien, hsheartaaty g b Sscape ﬁrPBE}Pafﬂda‘f’Eh baEdi plgsfate data
§B((ﬁlg etgé "H}Rfe bo ihfaf WiddEer! biMRof AR QFl’vé’refs h)ﬂn&"tlﬁgp&ﬁdnéﬁousness
own evmndow ook into the faci al
Soheitetrlyf the azmco rhamnteristiaisj compatedt to axinéing efeiceldata abput the driver to
|.ace hi r her d on a se sor n the bi 0

e Sgine 1o B AR VPR pEroBRE Sl bl Spede TP i sSvous.
pl acenment of the driver's hand on this sensor also
acts as a trigger to activate the facial
i dent iThe Edlovire decisigns arg thgAmiadg- system In a preferred
enbod t :

s P o BBl o Fhe AR P18 RERAABRLRerh 3 GIRRR i made a5
fdlwlhbﬁhEr pr ebtethe edheldzdiutiporised of enhtee thel seceretlizong (ddrm'sion 203 of

%}egapréﬁt mr ﬁ etb% ?tg}gc]feg? téo{qutgarp steH rtg %n‘ée? the s%ggrregdzorvl\é tan alarm is raised

(204 of Figure 2) or other alerting mechanism.

Based on the output of the biometric recognition system, a decision is made

“whether or not the driver is a person who is authorised to enter the secured zone

(decision 207 of Figure 2). If the driver is not authorised to enter the secure zone, an

alarm is raised (208 of Figure 2) or other alerting mechanism.

Based on the output of a heartbeat detector, a decision is made whether or not the
driver is exhibiting nervousness at entering the secured zone (decision 212 of Figure 2).
If the driver is exhibiting such nervousness, an alarm is raised (213 of Figure 2) or other

alerting mechanism.
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about the driver to infer whether or not the driver is

exhi biting any nervousness. Simlarly the voice
w@b@nact7eri stic is conpared to existing voi ce P@rL/8G2003/000287

about the driver to determine the identity of the

driver, or to infer whether or not the driver is

nervous. 15 The follow ng decisions are then nade. :

Basedf awont hoé thesepatarnad it hesedyttie dripératse preseroghivtithom green light

syste a.deci sion js.mde as. ,to whether or. not the.
GRRF 51209708 P, o ity thereBicls A aiah e g¥lgfiges detection portal
10958d $Ve thedldeRbrridst 9nRinglequipinehfie vehi cl e is not

authorised to enter the seécuréd zone, an alarmis
raised 20 (204 of Figure 2) or other alerting

mechgpi sm . Based on.the. ou t of the biLonetrjc

rec ogﬂgaf‘?/oﬂlf%é fpaigRal alsd%eg'ci%(; 11 B5iTe of &h’?etvﬁ‘é’lpleop fhgqueh the
kPR sV Mefectich oA BIORnWI&NI $ AdidedonRil $ &t Fi?m@ni)edir 6thér alerting
secured zone deci sion 207 of Figure 2). I'f the

mkchgwipmi s not authorised to enter the secure zone, an

25 alarmis raised (208 of Figure 2) or other alerting
nmechani sm Based on the output of a heartbeat

det ecliherundarcaezigs iscannirg dfiienariéd eatedrwithih athd@sing, either above
driver is exhibifing nervousness at. entering.the .
SAEGy @dbeﬂ%Wegrwecf: leé{gl@ ﬁvgrmﬁ'&h the yghiglepyvill trayel; hEhe undercarriage
i R crdafe S OH dof élg}t’ln{é s/ ' i
B R DRSS ches it e
vebickarsi saverdiviy 280 4¢aD6ing 7dquiB@i¢rBGRill) 3hd 00@8Pping Irhagasfstitched”
of these alarns is raised, the.driver. . is presented

tGgethet 40 o g Foelete (RBERRES gags  Egiipaieshat s faptured of the
véhickesndeRQAryQRI i§ 6mpParkh MAOR e 108s BXMrOfHYES intiRles HohPA database
gortal_ 11, and over the undercarriage scanning.

(eHuphhigtre 2pand ifghgreiis pidiscrepaneyeps de¢teted dereignt abjecenbetween the

. e . | G/ hr. t ' .
RS BT 1L el P Do LR GPhASIAER.  forie
oBjectrmay then balheghlighgd amd claasd snhigh Beolutidaonahe s@&eh enabling the
scanni ng equi pnent is | gcated within a housing, either
ORBIALNS to TePIp iRy a%?re@étaaeea@ﬁmn-| evel , over which the
vehicle will travel. The undercarriage inage is

created froma conposite of inages captured by the

ar ea Is cach caaetheaalavm bsothertaderting mechanism extends to audible and visual

alarm means, while also activates engagable physical barriers such as retractable
bollards, raised kerbs or spikes each capable of preventing the vehicle from proceeding
or retreating. Further the installation may include physical protection means so that in
the case of an explosion, the extent of the damage is limited, protecting life and property.
The protection means may further minimise damage to the security apparatus from the

explosion.

The apparatus of the invention is further applicable to both fixed installations and
portable installations so as to establish an installation at a temporary site for a given

event.



vehicle is traversing the scanning equi pment with the

over | apping i nages "stitched" together to formthe
w@oomloet7el under carri age i mage. The i nmage that PGI/SG2003/000287

captured of the vehicle umdercarriage is conpared

wi th previous undercarriage i mages from a database 15

(215 of Figure 2) and if there is a discrepancy or

det ec forel obj ect e ]

ool R S RGPS AR, eI et 215
HEgRibar Hnthe bheire 10 a4 epagied aabjtiectchictays frieet preceed into the secured
hi&hlighted and traced in high resolution on the

Beliben enabling the operator to zoomin for a nore
detail ed i nspection. 20 In each case the alarm or

ot her al erting nechani smextends to audi bl e and vi sua

al ar nVasaussamendireatsahd altembfi watfating mgthgeathe scqpleyditleaihvention are
barriers such as retractable bollards, raised kerbs
6?dé%ﬂ%@§ﬂ%5bﬁwéﬁﬁﬁ fM8%9f preventing the vehicle from
proceeding or retreating. Further the installation

may i nclude physical protection neans so that in the

case of an explosion, the extent of the damage is

limted, protecting |ife and property. 25 The

protection neans may further mnimse damage to the
security apparatus fromthe explosion. The apparatus

of the invention is further applicable to both fixed
installations and portable installations so as to
establish an installation at a tenporary site for a

given 30 event. WD 2004/061771 PCT/ S&003/000287 9

If neither of these alarns is raised, an inmge of the
vehicle interior is saved (218 in Figure 2) the

barrier 19 is opened and the vehicle is free to

proceed into the secured facility. 5 Various

amendnents and alternatives falling within the scope

of the invention are readily apparent to the skilled

man. WO 2004/ 061771 PCT/ SG2003/ 000287 10 CLAIMS 1
Apparatus for the automatic inspection of vehicles

being driven into a first area,
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the apparatus conprising: 5 imaging neans for
capturing an image of the undercarriage of a vehicle

W@2004061731 being driven into the first area; detBRE@X®3/000287

means for storing i mages oftot he undercarri ages of
vehicles which are permtted into the first area; and
nmeans for conparing the captured i mage of the
undercarri age of the vehiclg Agieg 10 driven into the
first area with one or nore of the stored i nages of

t he undercarriages of vehicles on the database neans.

. Ap ording.t.o claim ere.n the i.maqi
o ano RS LR TRORRRRC Rl ven NS Aot iR area,
theapepat0d copipnsg: of different areas of the

undercarri age of the 15 vehicle; and nmeans for

st i t cHI3gH&TARANS £o1j captuping japdgess afftheipndesasiiagesnfaashisie as it is

1S gadern car o forma conposite undercarriage
?ﬁﬁ%e. g}&%ﬁgaﬁgfﬁgﬁhccording to claim2, wherein the

i ndi vdathbabe maEGdsr stbrifgdhienagyes bfthe ahder@OribgRIFIeBicRs which are
[ . 4. Apparatus according to claim2

overl appi ng i.mages
Rﬁmﬁe%dﬁt@rtg? hrs{ a;_cad’ﬁl'po_si te undercarriage inage is a
conpl Btis YRAnGArihL ﬂgaecabfw&ﬁmaéé 0?&6%8%%&%6 %gl? é,ie}rllide being

according to any one of the précedi ng clalns,

driven datp slivalist arnewith oha ot ere ofttbe storeddtmagéseof the undercarriages of
i%fntifitgahito'g} data of vehicles permtted into the

Yefelgs ony g dptabasE MERNS 2t on with the i mages of the
undercarri ages of those vehicles. 6. Apparatus

according to claim5, further conprising: 30 neans for

3 nputAPRptanaceering foi cdaimi bivhsreimthpdmiaging nhrsing goripiises an area-

[ ' . o I @i et neans .f or .

e ot £ calurBh & Rpries Ml T ulbsr S ARBR T s Yndargarigue of e
vehele;andler carri age of the vehicle with one or nore of

the stored i nages associated with the WD 2004/ 061771
PCT/ g@@@%@@@%@z t%f’i geriegohimages af fiierant argas of, bsjusdercarriage, to

{8fth AQoMbbiRNirldBicAr g€ ihhgeSt area and to highlight
di screpanci es
3. Apparatus according to claim 2, wherein the individual images of the series of

images are overlapping images.

4. Apparatus according to claim 2 or 3, wherein the composite undercarriage image

is a complete undercarriage image.

5. Apparatus according to any one of the preceding claims, wherein the database
means further stores vehicle identification data of vehicles permitted into the first area in

association with the images of the undercarriages of those vehicles.

6. Apparatus according to claim 5, further comprising:

means for inputting an identification of a vehicle being driven into the first area;
and wherein

the means for comparing is operable to compare the captured image of the

undercarriage of the vehicle with one or more of the stored images associated with the
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t herebet ween. 7. Apparatus according to claim6,
further conprising neans for triggering an 5 alerting
wore@haci’sm when t he means for conparing hi ghliedit/sG2003/000287

di screpanci es. 8. Apparatudiaccording to claim®6 or 7,
wherein the neans for inputting an identification of
a vehicle conprises neans for readi ng an
G LA he Uflﬂb'l@*ﬂgfng%iv&b fhto MR 6! Fea A 8 -hig‘?mgﬁtrc%dﬁépancies
according to clarmag, erein the nmeans for readi ng
thaspdtwve@s nunber plate recognition neans for reading
t he nunber on the vehicle nunber plate. 10. Apparatus
according to any one of the preceding clains, wherein

he d AT ik cf 0B pH Sifig fHehfor triggering an
A{' dent‘?épi%gag??%%érdat a o%ilgﬁrq’\?lg?g per ?n ?tﬁged to dri vgeg &
aleting ineshanisy wheh thefeans ferrcompaning highpglta diserepanctnsdi ng
to claim 10, wherein the database neans associ ates the
driver identification data with one or nore vehicles
g.hat A}?‘]&&a&ﬂy@bnﬂﬁg 1 EmeE 6r etk €t mes fer ipitiigs an
into the first area. 12. Apparatus according to clajm
identificatian of aivehiele cemppies s1eaps forEeading asyidenificatiompumber on the
déi er identification data of the driver of a vehicle
Y819y driven into the first area; and wherein 25 the
nmeans for conparing is operable to conpare input
driver identification data wth driver .ident.ification

Yat a denrraipnasording oelam hdsacip fiegeans freadipe eHaprises
rkgl‘gger [at/REogdiforP b MsiheRallink Td Aifinter :Ql)ﬁtthea\l:e%?elc; Adnber plate.

aratus actording to clarns 11 and 12, wherein the
means for conparing is 30 further operable to compare

jdentification data of the hi cl e ‘bei driven. int

{he s dpravatus pebardipg o 2w g ot Pifceser MBI Wi (A Batabase
HOMHsFARS chRtatlAridat iabmFRation 824 6F diivas phratifiat totdriat vehicles
driver is permtted to drive the current vehicle into

intethe firsftarear ea. WO 2004/ 061771 PCT/ SG2003/ 000287 12

14. Apparatus for the automatic inspection of vehicles
being driven into a first area,

11.  Apparatus according to claim 10, wherein the database means associates the

driver identification data with one or more vehicles that individual drivers are permitted

to drive into the first area.

12.  Apparatus according to claim 10 or 11, further comprising:

means for inputting driver identification data of the driver of a vehicle being
driven into the first area; and wherein

the means for comparing is operable to compare input driver identification data
with driver identification data contained in the database to determine whether that driver

is permitted into the first area.

13.  Apparatus according to claims 11 and 12, wherein the means for comparing is
further operable to compare identification data of the vehicle being driven into the first
area with driver identification data contained in the database to determine whether that

driver is permitted to drive the current vehicle into the first area.
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t he apparatus conprising: database neans contai ni ng:
driver identification data identifying drivers who are

w@eooastred to drive 5 vehicles into the firstrPar/ee2003/000287

nunber plate data identifyildg vehicles which are

permtted into the first area; and data identifying
which driver is permtted to bring which vehicle into

iNe  AppitudfB e lbolBA Rsellion 8P AIdIAD itedtehiifBta 5 area,
data about a driver who is driving the vehicle 1into
thhepfarates campésingaunber pl ate recognition nmeans for

capt u#t%ﬁ nunber Fll ate data about the vehicle being

dri veR4oRIGEHE PPN S ea: and reans for

i nt er r ogatdri@r idestif@kdhAse iﬂ&ﬁlﬂy"ing Arit&re WhRHré p&tmitidiero drive
captured 15 identification data about the driver who

i s dryehiclgy intedhe/Brst atea; i nto the first area and on the
basi ft | . t i
ahet her orSRER Bl &5 RUEBEInBlches it b LR RET R ghe first

vehi cdrea;iand 0 the first area. 15. Apparatus accordi ng

to claim12 or, 13, wherein the neans for inputting, .
driver 20latajgpntifyingavhiehdidvards pomiftsdiedring arch U’&ncle into the
capt ugifge.4.dentification data about the driver. 16.
Apparat us dccording to any one of clainms 10 to 16,

wher enears fier cptuviag idantidiostidni daget aboot a@ldtiverfwiio ia ddivingehe vehicle
conpri.ses information froma personal identification

1 E’rrrtg?ﬁigarf‘?z Appar atus according to claim16, when

depeng@ier pRtccledddRitich PeankTor YpaIrRhubdiRr pARARSa 4t the vehicle
capturing identification data about a driver is

by drivea into thepstiarea;da from a  driver's personal
identjficati. r.d. . ratus agccaording.,to_an

one. ottt BBt ¥ pRRRHRLF o B Ry, BPyf tabllea
idexgtificafibreddta aloud deadriver who ds drivihg tHerehicieintdoihe fét atedsind on
data of the driver._ 19. Apparatus according to claim .
the basihef ths prntyed Brgher plate datade deteaaine hethes opmetsbat griver is
Iygﬁg- ] 40 dr | Lcles into the first

ar eﬁggﬁgﬁ?i@? g%“‘flgggé e A 2004/ 061771

PCT/ S&G2003/ 000287

15.  Apparatus according to claim 12 or 13, wherein the means for inputting driver

identification data comprises means for capturing identification data about the driver.

16.  Apparatus according to any one of claims 10 to 16, wherein the driver

identification data for a driver comprises information from a personal identification card.

17.  Apparatus according to claim 16, when dependent on claim 14 or 15, wherein the
means for capturing identification data about a driver is operable to capture data from a

driver’s personal identification card.

18.  Apparatus according to any one of claims 10 to 17, wherein the driver

identification data for a driver comprises biometrics data of the driver.

19.  Apparatus accordfng to claim 18, wherein the biometrics data identifying drivers

who are permitted to drive vehicles into the first area comprises at least one of:
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13 an image of the face of each such driver; a print
of at least a portion of a hand of each such driver;

w@pooawer7scan of each such driver; and voi ce daper/e62003/000287

each such driver. 5 20. Apparatus according to claim
18 or 19, when dependent on at |east claim14 or 15,
wherein the neans for capturing identification data

about , i lek b€ khd fAcOPELRR Gkl divepapt ur e driver
bi ometrics data. 10 21. Apparatus according to any one

of cl aprist f4t wastikBpation df7a bandadgadnsichdrivkmi s 16 and
18 to 20 v\,henﬂg%{gf nd@r&.on, at, l east claim14 or 15,
wher efth®Y& %" SHE drvet 43 ng i dentification data
conprisiesdaksnsach@ucklghivgt i ng physi ol ogi cal data
about the driver who is driving the vehicle; and

further conprising: neans for inferring, fromthe

tected physiol eqi cal, da | of, ' Qu ;
2 £ ehBPBN bk i g h Fpe SRR RO BPO L 1 a4 or
i §rwlerdif @& héths @6r @lpirinigh@entificitioni dam a¥urin a dFieer inbpéraisld to
current. psycho] ogical profile of the driver matches
eapaue driser bipmetsics datagy  Apparatus as claimed in claim
21, in which the specified criteria include the 20
stress level of the driver. 23. Apparatus as clai ned
2h cl Appar2tiis acco2ding tmamhoretofickeémp iy o b5 and tAbr aigt ane of claims

includes  data about either or. both of _.the pul se rate

1 B B ERth Sperdeaf ph atiaed claim i ards; WEBIRDS oy

Appar ffeYSead$ ! apiRdg idnfifiddtiOn4ata dohpMikSeadsTor detecting
apparatus further includes neans for 'storing either or
pltstolegica) sleta-adbontethp diiser whais drigringeatheviehiclej and further comprising:
characteristi ¢ data.about .th river: .and th

For | MEGH P EhTh Ot el Eoa R Splbr RrRaRSy ghout te
Buiirkene psylchelpichEprotits &thedrivhyfidol ogi cal data incl udes
means for conparing either or both of the detected 30

pul semearsdopirggrengan glertingmechapjsmyshen.the iderrd Qwrephy e

Call 161V HEdrived [0l ce
gﬂfgf;i‘%lé lg?llﬂs}tgflig ofI e?{]rév d?lﬁ\t/éehlra?\slﬁt%t]ﬁ?ﬁe srt ored voice
characteristic data for that driver.
22.  Apparatus as claimed in claim 21, in which the specified criteria include the

stress level of the driver.

23.  Apparatus as claimed in claim 21 or 22, in which the physiological data includes

data about either or both of the pulse rate and voice characteristic data of the driver.

24.  Apparatus as claimed in claim 23, in which:

the apparatus further includes means for storing either or both of base-line pulse
rate data and voice characteristic data about the driver; and

the means for inferring the current psychological profile of the driver from the
detected physiological data includes means for comparing either or both of the detected
pulse rate of the driver with the base-line pulse rate data for that driver, and the detected

voice characteristic of the driver with the stored voice characteristic data for that driver.
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WD 2004/ 061771 PCT/ S&003/ 000287 14 25. Apparatus as
clainmed in claim15 or any one of clains 16 to 24,
wob@a/osependent on at least clains 1 and 15, POI/®6G2005000287
the apparatus is arranged ith three zones, being: an
identification and psychol ogical profiling zone, in
whi ch zone is |ocated the neans for capturing
identjfication data.about the driver, 5 a u tic
A eGSR et 13 8 4L eifd T REA L TR spenden
JFeANS:sf QiimsaaRiursi HowRiCh tHBGPatustiherranpee i tirdd R@es, dking:
the vehicle, and a manual inspection zone. 26.
Apparaatidentificattgreandensyehelegiedl profdingrzone. e whichaene 45 legated the

nmean under the.contraol . of t.he apparatus, for

Teeqns i?ri RV v r‘cge\l?gﬁf %hrﬁ)él Aa?ﬁaaabé) Pﬂ%\?ﬁdﬁlgelﬁ he novenent of

t he vghivedaticrifdpectidiezondgintwititlc adreds leadd psyiataginpgheais for
profiling zone into the automatic inspection zone.

qapturing gaimegesofdbe vnderopstiagerpidhayshids 888 26, furt her

conpr !g?] . r the control of the apparatus,

for serec |\{/{:§$é}%8flg§g§ti ng and al |l ow ng the novenent

of the 15 vehicle fromthe automatic inspection zone

i nto the manual .inspection_zone. 28. aratus as

U B HORIGTEIgF iR e SR ST Py wnder the control of

t?AQ %’;Ea!rfrhé} QOII'Q%FSﬁ%ely B%@ﬁtiﬁg"zﬁad‘é@l@%@ the indveReaidTahatdticle from

or selective reventing and allow ng the novenent
thé identifivationainé psychniogivel pmfiliag zonesiptacthe awfomeHe inspegsion zone.
the first area. 20 29. Apparatus as clainmed in any one
of clains 25 to 28 in which conponents of the
BPpar gppttatha clanRdlif sRifdSion 26} futthérsdontprigingfmednbaunder the
identiftication and psychol ogical profiling zone; the
comtroheff the apprsgses forotsleetively Pegyanting andallouingihe movement of the
| A ' ne, . r : ' 65 SheOf
S S e L e
14 or any one of clains 9 to 13 when dependent on at
| east claim8 and cl.ains 15 .29 en.dependent on at
#oast AppaniHs auclapedinppy ool JRatar pRare Comprising means,
TREPHRIbhQN TR pPafiflsU B5 SRR SlevEi iRz nd @68 g th®hovement
caner a.
of the vehicle from the manual inspection zone into the first area.

29.  Apparatus as claimed in any one of claims 25 to 28 in which components of the
apparatus that are located in at least one of:

the identification and psychological profiling zone;

the automatic inspection zone; and

the manual inspection zone,

are hardened against the effects of explosive blast.
30.  Apparatus as claimed in claim 8, 14 or any one of claims 9 to 13 when dependent
on at least claim 8 and claims 15 to 29 when dependent on at least claim 14, wherein the

number plate recognition means includes a number plate recognition camera.

31.  Apparatus as claimed in claim 30 when dependent on at least claim 25, in which:
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31. Apparatus as clainmed in claim30 when dependent on
at least claim25, in which: WO 2004/ 061771

weEOUSa2003/ 000287 15 a vehicle is visible torPth®G2003/000287

nunber plate recognition cafera on entry of the

vehicle into the identification and psychol ogi ca

profiling zone; and on detection by the nunber plate

rec ogygéﬁlae 150@5&%&%% ﬁﬁ%ﬂféﬂ fdt@reeagrﬁﬁwgam&a BnehBy of the vehicle
identification and psyc Elca profiling zone, ¥ he
nltmﬁrendqmﬂtlﬁt:alansmdg]sycthomglm ardiling z6ng; rangger ed to

capture out .t.he ve

Appar $t 9@ ‘gb EHYEL?TQ@TH o pgfﬁg rt’(fﬁgnlgfbn {;zﬂger&og 8 é/aﬁ"ﬁb:’ entering into the

fdefifi®atioh H.ﬁ(! B@ﬁ:h@l@@ﬁﬁl profifing ﬁﬁﬁnﬂ&e fnﬁﬁib@leﬁlﬁfétrh&%nhfb% means is
presence of explosives associated with a vehicle that

iriggbusidtgcapturicvembenplotetdats ghonsthe aeldgle. 10 33. Appar at us
according to claim32 when dependent on at |east claim
25, in which the neans for detecting the presence of

8xpl ogbyfatuaasflginaddeid ank bhe af the Bieebding cRithdattiRe comprising

the autonmatic inspection zone or the manual | nspection

2’@?@ foqéetg%mgAmoﬁqeaﬁr@g obexplosiyasassociated) withyp 3ohigle theg is being
Lehnd RestgRgns for detecting the presence of

exp osives 1 nclude portable expl osives detection

devices or a detectlng portal through mhlch t he

hicle is drive ordi n n '
&F. t nAPpAraws amgﬂeg 5 e ok 5 Pen Ferindeny onatia ity S35 which
WRENS for %@tectéﬁ’é)ﬁi% HrdbSn AT PHloSded BsGiite@REhA veh¥e are located
preceding clainms, wherein the first area is a secure
gi the autpmaty inspectiehizoheortbe swsud angpedionszoneem
conprising a plurality of apparatuses for the
automatic inspection of vehicles being driven into

dd.f f enppdrafuk bStlaih@Pin cladAe2&Ir3 3 CiaGkhiciafieahédnt $orl déteRfing the
defined in any of the precedl ng. clains_and the

Bisprica oliadodyes indudiopqrtagle axplpsiveedeteddpnaievicas pit dierting portal
ﬁ,?ét; (ﬁthh@}lé‘lﬁh%%mcfe LAspgstion of vehicles being driven
rnto a

rst area the met hod conpri sing:

35.  Apparatus according to any one of the preceding claims, wherein the vehicle is a

vehicle.

36.  Apparatus according to any one of the preceding claims, wherein the first area is

a secure site,

37. A vehicle access control system comprising a plurality of apparatuses for the
automatic inspection of vehicles being driven into different first areas, wherein each
apparatus is as defined in any of the preceding claims and the apparatuses are networked

together.

38. A method for the automatic inspection of vehicles being driven into a first area,
the method comprising:
capturing an image of the undercarriage of a vehicle as it is being driven into the

first area; and
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capturing an i nage of the undercarriage of a vehicle
as it is being driven into the first area; and WO

waea/egiv71 PCT/ SG2003/ 000287 16 conpari ng tPeT/SG2003/000287

captured i mage of the underigarri age of the vehicle

being driven into the first area wth one or nore

stored i nages of the undercarriages of vehicles which

are pesmpdringdhd edpturédigndgeraf theaureidrcafriad8 of ﬂqemehimidbemg driven

acc rQJng to claim38, wherejn the_capturing ste
@%%F wggreacuith ORg ergnarestarsdunages gl e |uaéifpﬁgag%ag°é§hlékes which

%Eﬁﬁ,ﬁ@& hr@tfar&{‘e undercarriage of the vehicle;

stltc ing the series of images of different areas
of the undercarrlage to forn1a conp05|te conplete

age ég 4 od accordlng

g MR et i cpptioe e Camprises:

' dent édphiratsl 200 ried oiaov\éﬁg;{)ﬁih§ iR&leR9f QTfer&ﬁ afe% &t tﬁ@ @indercarriage of
first area;, conparing the cap ured i nage of the

thaoekigler aichge of t he vehlcle with one or nore stored

{/gﬁ?gasuta‘gsoﬁaléaséﬁ? \g‘ﬁmaﬁs eerg i fr%a% ?’g ggrcarrgleage to form a
¢Ungidsitg Béhpigtel Lfnd‘eﬂa@[&ﬁga[rﬁagy screpanci es between the
conpared captured image and one or nore stored

i mges; and triggering an alert mhen a discrepancy is

ey oRifiod &Qor”aﬁg OCES}“ titi ca [ o él)m%e%i“ e

ereln |nputt|ng an 1 icle
conprinpeting aadidentfieationdé atvneﬁlcteaﬁelm:gldmn‘d@lb tfiisharea;
vehi cl e nunber plate, . 42. A _nethod accorﬁl ng 1.0 any

one ctortERgdheRepRsedimage of Hiraindeisamtags Phije Vebisleapiingne or
lﬁﬁfevs%redi gAYk faés‘é@’(a{eﬁ '%vﬂf"tth@ 1&gntlﬁgﬁldiilrdf\fﬁer Véi’lficl@‘bé’iﬁ%~I hﬁl’&’l into the

being driven into the first area; conparing Tnput
finst area; i dentification data with driver identification

fo o ik T e BRI SRkl Dol i Scuied AbRred nage and
one or more stored images; and

triggering an alert when a discrepancy is determined.

41. A method according to claim 40, wherein inputting an identification of a vehicle

comprises reading an identification number on the vehicle number plate.

42. A method according to any one of claims 38 to 41, further comprising:

capturing driver identification data of the driver of a vehicle being driven into the
first area;

comparing input driver identification data with driver identification data of
drivers permitted to drive vehicles into the first area to determine whether that driver is
permitted into the first area; and

comparing identification data of the vehicle being driven into the first area with
driver identification data to determine whether that driver is permitted to drive the

current vehicle into the first area.
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permtted into the first area; and conparing _
identification data of the vehicle being driven into

wo bm406178t area with 30 driver identificati onPCBESGE208000287

determ ne whether that drivwer is permtted to drive

the current vehicle into the first area. WO

2004/ 061771 PCT/ SG2003/ 000287 17 43. A nethod for the

4ét omét methpeh §g5ele ausemetic insprctibe of beiicles iy drivéming Afirst area,

[of Lhe nmethod conprising: capturing
Fﬂéelﬁ%tpﬁg(g{l?%sﬁﬁ%ata about a driver who is driving the

vehi ckaptiritgoidedttficatibh 8ita abiRia RiveLRRd Ehgdrfﬁl?%ﬂllégiéﬁfcle(%ﬂto the
he vehi cl e nunber plate of the vehicle beihg driven

It @8 he first area; and based on captured

' bebal ' the dri is, driving, . .
oL RAEBEAM s 3 R f Ee B o
thedirst ades, and and on driver identification data

i | fyi drivers who are pernmtted to drive _
{,gﬁ,nf: Je%a Bﬁ% P%I{t{"‘l\’/?g E‘fqnflgﬁat&}nékl?a Fhoubthaidpivegvho iswhistitgethe vehicle
' [ ' [ hicle. .i.nto t

P Tt atee, o BRI PSR CIAE i, A0 SR Ry it
ifleetifying dsivprsuvlionge ipdemittied kccdriveorehittdsdntoahe st ared,:r de{&@mining

' . turin ata. froma driver's _persona
R BF BB bl 5 v 45T pEie e ot aeng o any
one of clains 43 to 44, wherein capturing

| dentification data about a driver conprises capt uring
‘iﬂ- onmeft msthodpeeerdingdmeldim 42rardids whereimmapsiring iddntifiestsdn data

. j . face of .each such driver; a
435, Pty Sy RS Sl AT g b S o
driver; 20 an eye scan of each such drlver;dand voi ce
ta pf each such driver. 46. A nethod according to
A%Enly d&éne od aceerding g apy ongsof clpigpeidrio 4&a‘f§h¢1mnn@f)turlng |
. vy - ' t, . hysi.ol.ogi cal, .
ARk 00 B0 SRR L P U B e
erprisingahkastoonpfi si ng:
an image of the face of each such driver;
a print of at least a portion of a hand of each such driver;
an eye scan of each such driver; and

voice data of each such driver.

46. A method according to any one of claims 43 to 45, wherein:

capturing identification data comprises detecting physiological data about the
driver who is driving the vehicle; and further comprising:

inferring, from the detected physiological data, information about the current
psychological profile of the driver; and

triggering an alerting mechanism when the inferred current psychological profile

of the driver matches specified criteria.

47. A method as claimed in claim 46, in which the specified criteria include the stress

level of the driver.
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inferring, fromthe detected physiol ogi cal data,
i nformati on about the current psychol ogical profile

woboother7dr i ver; and triggering an alerting mech@mnscrnni/000287

when the inferred current p8ychol ogical profile of
the driver matches specified criteria. 30 47. A nethod
as clainmed in claim46, in which the specified

48.i t eAindethChsusl@inielign I8 46 or #BMGher@h the driver. WO
2004/ 061771 PCT/ SG2003/ 000287 18 48. A nethod as

cl ai n@ Physielogical dpga iweludes daimabaait pithdior phihsif theoyilssaate and

%%&ﬂap%wgggdggt l%bcﬁl{/ter her or both of the pul se
rate an VoI ce charact erls ic data of the driver; and

wher ewhereinfieferiimgthe faerrerurp@wioldgsw pRIfiROb e dﬂ{ré}fﬂdrﬁ’ tif detected
the, driv ?r fromthe detected 5 gpgm ol gigl cal data
Ii’fﬁ’él"g?fé%a datapagindes cempprang ¢ihep et both of thealetrsted pulsq rate of the
%uWez gmrhg({ sgo g tbg!é?lg} Ci{d% G5t \r’&laye}“ro?thsa{ grr feg,eei?@“;tﬁee {i:&%tgc ed voice
charasteristib af the deiveswitle a sforéchﬂnd:r ¢haeactenistitdata Sérah@diriver.

voi ce characteristic data for that driver. 49. A
nmet hod as clainmed in any one of clainms 46 to 48, when

4t pensl efithQasllailR8 3 anylChedfRldind 6 19 rv@ﬂeﬁ degl %&Pﬂ least

i dentification data about the driver takes pl
qlgien I hvhsraini s in an identification and psychol ogi cal

prof i ne in [ e of the C e
o i BB oL TS B iuaghen e vtice s n
idedtifttation snd pbyahblagﬁbalﬁ&ﬂlﬁng #mpection zone; and 15

wherei n the nunber on the vehi cl e nunber plate is read

when @pGEEgandmage ofthe npdeseprapgef] theyvehigle takeplace when the
\]&%is ih ﬁﬂ%ﬁt‘aﬁlaﬂ@ﬂlsgé&f&ﬁ%ﬁ@'aﬁgl profiling zone; and

er conprising détecting a vehicle entering into
t he iwleartinfthemimber oarthe veisgle hmlnbg:n ;ﬂaie 1Sp1reﬁ<ﬂ whemg velite.is

t.hod l. d th
el ecforteaaipdne Rar§iappa sndprisholmaisal moflo foper snd
oV e niafthertoniprRing&iteetify h VOt RlenlefRs intd MR i@Entification and

psychological profiling zone.

50. A method as claimed in claim 49, further comprising selectively preventing and
allowing the movement of the vehicle from at least one of*

the identification and psychological profiling zone into the automatic inspection
zone;

the automatic inspection zone into a manual inspection zone; and

the manual inspection zone into the first area.

51. A method as claimed in any one of claims 38 to 50, further comprising detecting
the presence of explosives associated with a vehicle that is being driven into the first

area.

52. A method of controlling vehicular access to a secure site having at least one

entrance with a plurality of inspection zones, each inspection zone being contiguous with
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the identification and psychol ogical profiling zone
into the automatic i nspection zone; the automatic

WO p@pe6ct77DN zone into a manual inspection zonePCERG2002600287

the manual inspection zonelpnto the first area. 51. A
nmet hod as clained in any one of clains 38 to 50,
further conprising detecting the presence of

£XPADBHY OeriAAREAGH Afhcthi it Ray AL HlspedifdRlzohs bBIRE Behtiguous with
(e}

driven into the first area. 30 52. A met ho
thersequnt bitey gvhicbithethodinchdesss to a secure site having
at | east .on entra

o with Ui ¢ :
zonesP'Ed e AERECP) g‘??g\é}ﬁo‘}r? Emgeeﬁ?g{ gy :af\“/cgeg%fflstﬂgm%t?ﬁ talf/‘%qo enter
RIO4£06 bR 81 BEHPERANATOAAY287 19 at | east one ot her

I nspecti on zone and at | east one inspection zone being .
cont i gRnslysting at feast one insneptien Bioeess opfliecyehie Hohe first inspection
kp&ludes: permtting a driver to bring a vehicle
attenpting access to the first area to enter into a

first waaeimthe hievibis pgcomeofahe aisleash onoindpextion gpratiess in the first
| east, one inspection process on the vehicle in the

HISPECion gRmFeCOMEIC: zone; wherein the al | owabl e out cones

of the at [ i i by ' .
I nspect onh);%?ltge}ggﬁ'pf?@ég?%?r%@%e%g%ﬁﬁsge gl(%d;ﬁ)léér?gﬁ{l?ie
or at | east one(a)tiepebiclamtpeingeesmited to mb@e (af) oftthefirst
vehi cl e not begng ermtted to nove out of the first
i nspect i on"2RHEOMEPI%BY) the vehicle being allowed to

| eave without py@Rathide béth@alldied hiléask vattRat pRBEEding into the
(ii) the vehicle passing the or all the inspection

processes Hrstlalgaiang 15 pernmitted to nove out of the
}C In;;teclt ingﬁ&l?téli}]egg%h%cgggasisfﬁtgQheaorsaeff:tgg gns%@c“atiogfpﬁ&gses and being
permitted to move out of the first inspection zone into a second one of the
inspection zones; and
if the vehicle has entered the second inspection zone conducting at least one
inspection process on the vehicle in the second inspection zone;
wherein the allowable outcomes of the at least one inspection process in the
second inspection zone comprise:
(iii) the vehicle failing the or at least one inspection process and:
(c) the vehicle not being permitted to move out of the second
inspection zone; or
(d) the vehicle being allowed to leave without proceeding into the
first area; and

(iv) the vehicle passing the or all the inspection processes and being

permitted to move out of the second inspection zone.

53. A method as claimed in claim 52, in which one of the first and second inspection
zones is an identification and psychological profiling zone in which at least one of the
following categories of data is captured:

biometric data about the driver;

image data about the driver; and



if the vehicle has entered the second inspection zone

conducting at |east one inspection process on the
woeluobeE7i n the second i nspection zone; wher ei PCT/RE2003/000287

al | onabl e outconmes of the ab | east one inspection

process in the 20 second inspection zone conpri se:

(iii) the vehicle failing the or at | east one

| NSPefl doR AR BEESSn @Rk ia?%oittﬂgvglﬁgl'e.c! e not being

pernlttgd fo nove out of the secon i nspecti on zone;

or (d) the vehicle being allowed to | eave w t hout

oceedi jntq the. 25 first area, and (iv)_ the
S ok fiad gy eipned in i 55 HicTeipe ffcoing b d gnd second
PAoRoh s BEATAIGRAl rftRn O Sl SRR sentggacion and
psychilpgibal prefilidg 2dme, Whick autandtedduspactiomzme éodlades aBRast one of:

; 8 2 gs?r}l,'es (?nsb\lﬁcsl gi?ttelf:tiéégl?gﬁ g)r glirx]ed?lﬁa}fga? g}.aq%ggl}é:qﬁ(léf &B%fsfvleé Qs%ociated
with agehicksaf data is captured: bionetric data about
the driver; image_ data about the driver; and WO

2004/ Geaaws fPompSeimosy iopee si7the Podérpariecsief avaiidet a
nunber plate of the vehicle. 54. A nethod as cl ai ned
in claim53, in which the other one of the first and
second inspection zones is an autonated inspection
zone contiguous with the identification and 5
psychol ogi cal profiling zone, which autonated

I nspection zone includes at |east one of: an
expl osi ves detection portal for the chem cal detection
of expl osives associated wth a vehicle; and
apparatus for capturing an i mage of the undercarriage
of a vehicle.



