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METHODS, SYSTEMSAND EQUIPMENT FORACQUIRING AND EXTRACTING
INFORMATION BY UTILIZING BIOLOGICAL FEATURES

CROSS-REFERENCE TO RELATED APPLICATION

This application claims priority to and benefits of Chinese Patent Application Serial No.
201510917162.6, titled “Methods, systems and equipment for acquiring and extracting information
by utilizing biological features’, filed with the State Intellectual Property Office of P. R. China on
December 10, 2015 by TENDY RON CORPORATION, the entire content of which is incorporated

herein by reference.

FIELD
The present disclosure generaly relates to a technology field of transferring information by
utilizing a biological feature, and more particularly, to a method, a system and an apparatus for

acquiring and extracting information by utilizing abiological feature.

BACKGROUND

With a development of Internet technology, electronic commerce trade is wildly applied in
human’s lives. At present, when a user confirms content of atrade activity, the manner of inputting
apassword has arisk of being stolen for the user, such that a convenient method without inputting
the trade in other devices by the user isrequired.

As an eectronic trading process is performed via an open media, when the electronic
commerce trade is performed, especially when price information such as an order form and an
electronic check is sent via Internet, two parties of the trade may deny the content (such as amount
and/or quantity) of the trade. Thus, a method for preventing the two parties of the trade from
denying the trade content is required.

Moreover, in the eectronic trading process, denying of a behavior by the two parties
themselves (such as signing for something) may be unavoidable. For example, when signing for a
package, it should be guaranteed that a signer cannot deny the behavior of signing for the package.
Thus, a method for preventing the two parties of the trade from denying their own behaviors is
required.

With an intensive study of an eye iris, it iswell known that a human’s eye consists of a sclera,
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an iris, a pupil and aretina. The irisis acircular part between the pupil and the sclera, including
detail features such as interlaced spots, thread lets, coronary, stripes recesses and the like.
Moreover, the iris formed after a feta development stage will remain unchanged in a whole life
period. These features cause a uniqueness of the iris. Meanwhile, irises having different features
may be contracted when alight stimulation occurs. The light stimulation with a specific frequency
will cause a regular contraction for the iris. Therefore, how to use a biological feature to prevent
the two parties from denying the trade content or the trade behavior is atechnical problem required

to be solved at present.

SUMMARY

The present disclosure aims to solve at least one of the above problems.

A main objective of the present disclosure is to provide a method for acquiring information
using abiological feature.

Another objective of the present disclosure is to provide a method for extracting information
using abiological feature.

Another objective of the present disclosureisto provide aterminal.

Another objective of the present disclosureisto provide a background server.

Another objective of the present disclosure is to provide a system for extracting information
using abiological feature.

In order to achieve the above objectives, technical solutions of the present disclosure are
achieved as follows.

An aspect of the present disclosure provides a method for acquiring information using a
biological feature, including: acquiring first data by aterminal; controlling, by the terminal, alight
source to generate an intensity-variable light signal according to the first data, and projecting the
intensity-variable light signal on an iris; acquiring, by the terminal, first iris information at least
including first iris contraction information, in which the first iris contraction information is
generated by the iris according to the intensity-variable light signal and includes a first iris
contraction activity; acquiring, by the terminal, second iris information at least including second
iris contraction information; and extracting, by the terminal, second data from the second iris
contraction information according to a preset rule.

In addition, acquiring by the terminal the first irisinformation includes: acquiring and storing,
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by the terminal, image information generated by performing an image collection on the first iris
contraction activity via an image collecting component.

Furthermore, controlling, by the terminal, a light source to generate an intensity-variable light
signal according to the first data may include at least one of: modulating, by the terminal, the first
data on the light source in a preset modulation mode, so as to generate the intensity-variable light
signal; and encoding, by the terminal, the first data to generate an encoded signa of the first data,
and modulating the encoded signal on the light source in the preset modulation mode, so as to
generate the intensity-variable light signal.

Moreover, the preset modulation mode refers to an intensity modulation mode.

Moreover, the first data may include at least one of: a time, a site, a character, order
information, trade information, signature data and/or a characteristic value acquired by performing
computation on at least one of the time, the site, the character, the order information, the trade
information and the signature data.

Moreover, acquiring the first data by the termina may include at least one of: generating the
first data by the terminal itself; and receiving, by the terminal, the first data sent by a background
server.

Moreover, before controlling by the terminal the light source to generate the
intensity-variable light signal according to the first data, the method may further include:
controlling, by the terminal, the light source to generate a reference light signal according to
reference data; projecting, by the terminal, the reference light signal on the iris after the termina
controls the light source to generate the reference light signal according to the reference data; and
acquiring, by the terminal, reference iris contraction information, in which the reference iris
contraction information is generated by the iris according to reference light signal and includes a
reference iris contraction activity.

Another aspect of the present disclosure provides a method for extracting information using a
biological feature, including: receiving, by a background server, first iris information sent by a
terminal, in which the first irisinformation is acquired by the termina using the method mentioned
above; and extracting, by the background server, the first data from the first iris contraction
information according to the preset rule.

In addition, thefirst irisinformation may further include: first iris feature information; and the

method includes: verifying by background server legality of the first iris feature information after
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the background server receives thefirst iris feature information sent by the terminal.

Furthermore, before extracting by the background server the first data from the first iris
contraction information according to the preset rule, the method may further include: receiving, by
the background server, the reference iris contraction information sent by the terminal; computing,
by the background server, a correspondence between the reference data and the reference iris
contraction activity according to the reference data and the reference iris contraction information.
Extracting, by the background server, the first data from the first iris contraction information
according to the preset rule may include: extracting, by the background server, the first data from
the first iris contraction information according to the correspondence between the reference data
and the reference iris contraction activity.

Moreover, the correspondence between the reference data and the reference iris contraction
activity may include a correspondence between the reference data and an activity range of the
reference iris contraction activity.

Another aspect of the present disclosure provides a terminal, including: a first acquiring
component, configured to acquire first data; a light source generating component, configured to
generate a light source; a controlling component, configured to control the light source to generate
an intensity-variable light signal according to the first data; an output component, configured to
project the intensity-variable light signal on an iris, in which the first acquiring component is
further configured to acquire first iris information at least including first iris contraction
information, and the first iris contraction information is generated by the iris according to the
intensity-variable light signal and includes a first iris contraction activity. The terminal further
includes a second acquiring component, configured to acquire second iris information at least
including second iris contraction information; and an extracting component, configured to extract
second data from the second iris contraction information according to a preset rule.

In addition, the terminal may further include: a storage component, in which, the first
acquiring component is further configured to acquire image information generated by performing
an image collection on the first iris contraction activity via an image collecting component; and the
storage component is configured to store the image information.

Furthermore, the terminal may further include: afirst data generating component, configured
to generate the first data; and/or a receiving component, configured to receive the first data sent by

abackground server.
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Moreover, the controlling component is further configured to control the light source to
generate a reference light signal according to reference data; the output component is further
configured to project the reference light signal on the iris; and the first acquiring component is
further configured to acquire reference iris information at least including reference iris contraction
information.

Another aspect of the present disclosure provides a background server. The background
server may include: a receiving component, configured to receive first iris information sent by a
terminal, in which the first iris information at least includes first iris contraction information; and
an extracting component, configured to extract first data from the first iris contraction information
according to apreset rule.

In addition, the background server may further include a verifying component configured to
verify legality of first iris feature information after the first iris feature information sent by the
terminal is received.

Furthermore, the background server may further include a computing component, in which,
the receiving component is further configured to receive reference iris contraction information sent
by the terminal; the computing component is configured to compute a correspondence between the
reference data and a reference iris contraction activity according to the reference data and the
reference iris contraction information; and the extracting component is further configured to
extract the first data from the first iris contraction information according to the correspondence
between the reference data and the reference iris contraction activity.

Moreover, the correspondence between the reference data and the reference iris contraction
activity includes a correspondence between the reference data and an activity range of the
reference iris contraction activity.

Another aspect of the present disclosure also provides a system for extracting information
using a biological feature. The system includes the terminal mentioned above and the background
server mentioned above.

It can be seen from the above technical solution provided by the present disclosure that, with
the method for acquiring information using a biological feature, data may be represented by using
the biological feature, and the data may be embedded into the biological feature. The user may
complete operations including confirming and signing for data information by only receiving an

intensity-variable light signal to be irradiated on the iris. Moreover, the data embedded in the
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biological feature may be stored as evidence. In other words, an executive subject (the user) of the
operations including confirming, signing for and the content confirmed and signed-for are stored
In an association manner, thereby preventing the user from denying the confirmed and signed-for
content.

With the method for extracting information using a biological feature, data may be extracted
and recovered from the biological feature in which the data is embedded. In other words, the
confirmed and signed-for content obtained by confirming and signing-for operations may be
extracted from the biologica feature in which the data is embedded, thereby preventing the user
from denying the confirmed and signed-for content.

With the provided terminal, the data represented by a biological feature may be acquired,
thereby preventing the user from denying the confirmed and signed-for content.

With the provided background server, the data may be extracted and recovered from the
biological feature in which the data is embedded, thereby preventing the user from denying the
confirmed and signed-for content.

With the system for extracting information using a biological feature, not only the data may
be represented using the biological feature, but aso the data may be extracted and recovered from
the biological feature in which the datais embedded, thereby preventing the user from denying the

confirmed and signed-for content.

BRIEF DESCRIPTION OF THE DRAWINGS

To describe the technical solutions in the embodiments of the present disclosure more clearly,
the accompanying drawings required for describing the embodiments are introduced briefly in the
following. Obvioudly, the accompanying drawings in the following description are only some
embodiments of the present disclosure, and persons of ordinary skill in the art may also derive
other drawings from these accompanying drawings without creative efforts.

Fig. | isaflow chart of amethod for acquiring information using a biological feature provided
by afirst Embodiment of the present disclosure;

Fig. 2 is a schematic diagram of NRZI coding method provided by the first Embodiment of
the present disclosure;

Fig. 3 is a flow chart of a method for extracting information using a biological feature

provided by a second Embodiment of the present disclosure;
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Fig. 4 is a structure diagram of a termina provided by a third Embodiment of the present
disclosure;

Fig. 5 is a structure diagram of another terminal provided by the third Embodiment of the
present disclosure;

Fig. 6 is a structure diagram of a background server provided by a fourth Embodiment of the
present disclosure;

Fig. 7 is a structure diagram of another background server provided by the fourth
Embodiment of the present disclosure; and

Fig. 8 is a block diagram of a system for extracting information using a biological feature

provided by afifth Embodiment of the present disclosure.

DETAILED DESCRIPTION

The technical solutions in the embodiments of the present disclosure are clearly and
completely described in the following with reference to the accompanying drawings in the
embodiments of the present disclosure. Obviously, the embodiments in the following description
are merely a part rather than all of the embodiments of the present disclosure. Based on the
embodiments of the present disclosure, all other embodiments obtained by persons of ordinary
skill in the art without creative efforts shall fall within the protection scope of the present
disclosure.

In the following, embodiments of the present disclosure will be described in detail with

reference to the accompanying drawings.

First Embodiment

Fig. | isaflow chart of amethod for acquiring information using a biological feature provided
by the present embodiment. As shown in Fig. 1, the method includes following acts (S101-S103).

At block S101, aterminal acquiresfirst data.

In this embodiment, the terminal may include any of: a smart phone, a tablet, a laptop, a PC,
an electronic signature token (such as USB-keys developed by Industrial and Commercia Bank of
Chinaor Agricultural Bank of China), or a wearable device and the like.

In this embodiment, the first data is data required to be represented by an iris contraction
activity. The first data may be any one of a time, a site, a character (such as a name), order

information, trade information, signature data and any combination thereof, or may be a
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characteristic value acquired by performing computation on any one of the time, the site, the
character, the order information, the trade information, the signature data and any combination
thereof, or may be data generated by combining the characteristic value with any one of the time,
the site, the character, the order information, the trade information, the signature data and any
combination thereof. Any data represented by the iris contraction activity may be determined as
the first data, which will not be limited in this embodiment. Various methods may be used to
compute the characteristic value. For example, N-digit data is to be computed in the present
disclosure, first X digits in the data may be selected as the characteristic value, where 1< X<N.
Alternatively, Y digits may be computed as the characteristic value by hash agorithm or MAC
agorithm, where 1<Y <N. Efficiency may be improved by selecting the characteristic value as
the first data, such that a light stimulation to the iris may be reduced when there are too many
digitsin thefirst data.

As an dternative implementation, the first data may also be numbers of different events. For
example, in an event of fetching an express delivery, the first data may be 1; in an event of
shopping, the first data may be 2; in an event of hailing a cab, the first data may be 3. Of course,
the first data may be numbers of application scenes of different events, in which the number may
be represented by a number corresponding to event plus a number corresponding to application
scene. For example, in an application scene of fetching an SF express delivery, the first data may
be 11; in an application scene of fetching a YTO express delivery, the first data may be 12; in an
application scene of fetching a ZTO express delivery, the first data may be 13; in an application
scene of shopping at CapitaMall, the first data may be 21; in an application scene of shopping at
Wu-Mart, the first data may be 22; in an application scene of shopping at Wal-Mart, the first data
may be 23. In a case of numbering different events and/or application scenes with digits, it is
convenient to confirm the kind of event on which operations including confirming, signing-for and
the like are performed by using the first data.

In this embodiment, the termina may generate the first data by the terminal itself. For
example, the first data may be generated by an input of the terminal. Of course, the terminal may
acquire the first data by scanning a QR code or a bar code. Acquiring the first data in a manner of
scanning may reduce complexity of inputting operations. Preferably, the terminal may acquire the
first data by receiving data sent by the background server. Acquiring the first data by receiving
data sent by the background server may avoid malicious tempering with the first data.

At block S102, the terminal controls a light source to generate an intensity-variable light



10

15

20

25

30

signal according to the first data, and projects the intensity-variable light signal on aniiris.

In this embodiment, the light source may be infrared light, visible light or white light. The
light source causing an iris contraction and dilation falls within the protection scope of the present
disclosure. Preferably, a flashlight configured on a termina such as a mobile phone may be
regarded as the light source, in this case no additional light source generating device is needed for
the terminal such as the mobile phone.

The terminal may control the light source to generate the intensity-variable light signal
according to the first data by at least one of following manners.

In a first manner, the terminal modulates the first data on the light source in a preset
modulation mode, so as to generate the intensity-variable light signal.

Specificaly, the first data may be represented as a modulation signal by binary data including
“0” and “1”. The light source may be regarded as a carrier signal. The modulation signal (the first
data) may be modulated on the carrier signa in an intensity modulation mode to generate a
modulated signal. An intensity of the carrier signal varies with the modulation signal. For example,
the preset modulation mode may be represented as follows. “0” is represented by no light, “1” is
represented by light. When the first data is “1001011010”, a state of the modulated signal may be
represented as “light, no light, no light, light, no light, light, light, no light, light, no light”, and the
modulated signal is the intensity-variable light signal. In addition, other modulation mode, for
example, an amplitude modulation mode can be used as the preset modulation mode. Modulation
modes allowing generating the intensity-variable light signal causing the iris contraction activity
fall within the protection scope of the present disclosure. The intensity-variable light signal may be
generated by modulating the first data on the light source, such that the iris may be stimulated.
Furthermore, it is easy to generate the intensity-variable light signal by using the intensity
modulation mode.

In a second manner, the terminal encodes the first data to generate an encoded signal of the
first data, and modul ates the encoded signal on the light source in a preset modulation mode, so as
to generate the intensity-variable light signal.

In this embodiment, the terminal may encode the first data via NRZI coding method.
Specificaly, an encoding principle of NRZI coding method may be described as follows. Logic
“1” in the first data may be represented by an unchanged level, logic “0” in the first data may be
represented by a flipped level. After the first data “1001011010” is encoded by using the NRZI
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coding method, an encoded signal “1011000110” may be generated, as shown in Fig. 2. It should
be noted that, “1dle” illustrated in Fig. 2 represents a preset reference level signal. By encoding the
first data via the NRZI coding method and controlling the light source to generate the
intensity-variable light signal according to the encoded signal, the first data may be represented
according to whether an iris state is changed. In addition, the encoding manner using which the
terminal encodes the first data may be a ternary encoding method. When the first data is
“1001011010", the encoded signal generated by encoding the first data using the ternary coding
method may be “211022”. The encoded signal represented by ternary data may be a numeric string
containing “0”, “1” and “2”, which is regarded as a modulation signal, and the light source may be
configured as a carrier signal. The encoded signal may be modulated on the carrier signal by an
intensity modulation mode to generate a modulated signal. An intensity of the carrier signal may
vary with the modulation signal. For example, the preset modulation mode may be represented as
follows. “0” is represented by no light, “1” is represented by low light, and “2” is represented by
high light. Light signals having different intensities may cause different contraction degrees of the
iris. The first data may be represented by various iris states. Of course, other coding methods are
also alowable, which is not limited in the present disclosure.

As an aternative implementation of the present embodiment, before the terminal controls the
light source to generate the intensity-variable light signal according to the first data, the method
further includes: controlling, by the terminal, the light source to generate a reference light signal
according to reference data. The reference data may be pre-stored in the terminal, or may be
generated after a negotiation between the termina and the background server, which is not limited
in the present embodiment. Any data having the function of reference data in the present
embodiment falls within the protection scope of the present disclosure. The implementation that
the terminal controls the light source to generate a reference light signal according to reference
data is the same as the implementation that the terminal controls the light source to generate the
intensity-variable light signal according to the first data, which will not be described in detail
herein. The reference light signal generated by the light source according to the reference data may
also be a flashing light signal. After the reference light signal is generated, the reference light
signal is projected on the iris. Theirisis stimulated by the reference light signal and reference iris
contraction information may be generated, in which the reference iris contraction information
includes a reference iris contraction activity. Specifically, the reference light signal is a flashing

light signal. When there are lights, the irisis in a contraction state, and when there is no light, the

10
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irisisin adilation state. With a constant flashing of the reference light signal, the iris contracts or
dilates continuously such that the reference iris contraction activity is generated. The reference
light signal generated by the light source controlled according to the reference data may stimulate
iris to generate the reference iris contraction activity, and the reference iris contraction activity
may be regarded as areference to calibrate the iris contraction activity.

At block S103, the termina acquires first iris information at least including first iris
contraction information, in which the first iris contraction information is generated by the iris
according to the intensity-variable light signal and includes afirst iris contraction activity.

In this embodiment, the terminal acquires the first iris information at least including the first
iris contraction information. A specific implementation of acquiring the first iris contraction
information is described as follows. After the intensity-variable light signal generated at block
S102 is projected on theiris, the irisis stimulated by the intensity-variable light signal. When there
are lights, the irisisin a contraction state, and when there is no light, the irisis in a dilation state.
With a constant flashing of the intensity-variable light signal, the iris contracts or dilates
continuously and the first iris contraction information is generated, in which first iris contraction
information includes the first iris contraction activity. In this embodiment, data to be signed-for
and confirmed and other data are represented by the first iris contraction information, thereby
providing a brand-new method for representing data using changes of a biological feature.

As an alternative implementation of the present embodiment, image information generated by
performing an image collection on the first iris contraction activity via an image collecting
component is acquired and stored by the terminal. The image collecting component may be
configured inside of the terminal, or connected to the terminal externally, which will not be limited
in the present embodiment. Any component having functions of the image collecting component of
the present embodiment falls within the protection scope of the present disclosure. Preferably, the
image collecting component may be set inside of the terminal. For example, a camera configured
on a mobile phone may be regarded as the image collecting component. By regarding the camera
on the mobile phone as the image collecting component, no additional image collecting component
will be needed, such that it may reduce the cost have advantages of convenience and efficiency by
setting the image collecting component in the terminal. In addition, the image information of the
first iris contraction activity acquired by the terminal may be a video or an image, which will not

be limited herein. Since theirisis regarded as a unique and constant biological feature of a human,
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by using the image collecting component to acquire and store the iris contraction activity, the
collected iris contraction activity may be stored as an evidence. Thus, on one hand the data may be
represented by the iris contraction and stored, and on the other hand it may be prevented the user
from denying a signing for, a confirming operation or the like.

As an aternative implementation of the present embodiment, the terminal may further acquire
second iris information at least including second iris contraction information. The second iris
information may be the same as or different from the first iris information. When the second iris
information is different from the first iris information, the second iris information may be acquired
from other terminals via wireless transmission (such as, Bluetooth, wifi, 2G 3G 4G NFC or
optical communication) or wired transmission (such as, USB transmission or audio interface
transmission). After the terminal acquires the second iris information, second data may be
extracted from the second iris contraction information according to a preset rule. Regarding the
specific implementation, reference can be made to the implementation of the termina extracting
the first data from the first iris contraction information according to a preset rule described in a
second embodiment. In addition, the second iris information may further include second iris
feature information. After the termina acquires the second iris feature information, legality of the
second iris feature information may be verified. The terminal in this embodiment not only acquires
iris information, but also performs a processing on the iris information to extract data and/or to
verify legality of the iris feature information.

With the method for acquiring information using a biological feature, data may be represented
by using the biological feature, and the data may be embedded into the biological feature. The user
may complete operations including confirming and signing-for data information by receiving an
intensity-variable light signal to be irradiated on the iris. Moreover, the data embedded in the
biological feature may be stored as evidence. In other words, an executive subject (the user) of the
operations including confirming, signing-for and the like and the confirmed and signed-for content
are stored in association manner, thereby preventing the user from denying the confirmed and

signed-for content.

Second Embodiment
Fig. 3 is a flow chart of a method for extracting information using a biological feature

provided by the present embodiment. As shown in Fig. 3, the method includes following acts
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(S201-S202).

At block S201, a background server receivesfirst irisinformation sent by aterminal.

In this embodiment, the terminal may acquire the first iris information by implementation
described in the first Embodiment. The first iris information at least includes first iris contraction
information. After the terminal acquires the first iris information, the terminal sends the first iris
information to the background server via wireless transmission or wired transmission, and the
background server receives the first irisinformation sent by the terminal.

At block S202, the background server extracts the first data from the first iris contraction
information according to the preset rule.

In a specific application, after the background server receives the first iris contraction
information, the background server may identify an iris state by an image identification agorithm.
The image identification algorithm is not limited in the present embodiment. Any image
identification agorithm able to identify the iris state falls within the protection scope of the present
disclosure. When the background server identifies that the iris state is “contraction, dilating,
dilation, contraction, dilation, contraction, contraction, dilation, contraction, dilation”, and the
preset rule in the background server is that “dilation” represents logic “0”, and “contraction”
represents logic “1”, the first data “1001011010" may be extracted from the iris state “contraction,
dilation, dilation, contraction, dilation, contraction, contraction, dilation, contraction, dilation”.
When the background server identifies that the iris state is “contraction, dilation, contraction,
contraction, dilation, dilation, dilation, contraction, contraction, dilation”, and the preset rule in the
background server is that “the iris remaining contraction or dilation” represents logic “1”, “theiris
state turning from dilation to contraction or from contraction to dilation” represents logic “0”, if a
preset initia iris state is “contraction”, a first identified iris state is “contraction”, which indicates
“the iris remaining contraction” with respect to the initial iris state, thusit representslogic “1”, if a
second identified iris state is “dilation”, which indicates “the iris state turning from contraction to
dilation” with respect to the first iris state “contraction”, thus it represents logic “0”, and so on.
Therefore, the first data “1001011010" may be extracted from the iris state “contraction, dilation,
contraction, contraction, dilation, dilation, dilation, contraction, contraction, dilation”. In addition,
when the background server identifies the iris state as “sharply contraction, partly contraction,
partly contraction, dilation, sharply contraction, sharply contraction”, and the preset rule in the

background server is that “sharply contraction” represents logic “2”, “partly contraction”
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represents logic “1”, and “dilation” represents logic “0”, the ternary-encoded first data “211022”
may be acquired by the background server. Alternatively, the background server may transform the
ternary-encoded first data to a binary representation, i.e., the first data “1001011010” may be
extracted. By extracting the first data from the iris contraction information, a brand-new method
for acquiring data from changes of a biological feature is provided. In other words, the content
confirmed and signed-for by the operations including confirming, signing-for and the like can be
extracted from the biological feature that data is embedded in, thereby preventing the user from
denying the confirmed and signed-for content.

As an dternative implementation of the present embodiment, the first iris information further
includes the iris feature information. The iris feature information is formed at a fetal development
stage and remains unchanged in awhole life period. Everyone'siris feature information is distinct.
Therefore, the iris feature information is unique. After the background server receives the iris
feature information sent by the terminal, legality of the iris feature information is verified. The
specific implementation is described below. The background server may compare the iris feature
information with pre-stored iris feature information and determine whether they are the same, if
yes, it indicates that the iris feature information is legal, otherwise, the iris feature information is
illegal. By verifying whether the iris feature information is legal, operations such as confirming or
signing-for performed by lawbreakers may be prevented. In addition, the iris feature information
received by the background server may be stored as evidence, thereby avoiding denying of the
operational behaviors such as confirming and signing-for which are aready done.

As an dternative implementation of the present embodiment, after the background server
verifies the legality of theiris feature information, the verification result is sent to the terminal. For
example, after the background server verifies that the iris feature information is illegal, the
background server may send the verification result to the terminal in a wired or wireless manner.
After the termina receives the result indicating that the iris feature information is illegal, the user
of the termina is reminded in an alarming or displaying manner. By returning the verification
result to the terminal, it is convenient for the user of the terminal to confirm whether the owner of
theirisislega intime.

As an dternative implementation of the present embodiment, before the background server
extracts the first data from the first iris contraction information according to the preset rule, the

background server receives the reference iris contraction information sent by the terminal, and the
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background server computes a correspondence between the reference data and the reference iris
contraction activity according to the reference data and the reference iris contraction information.
The reference data may be pre-stored in the background server, or may be generated after a
negotiation between the terminal and the background server, which is not be limited in the present
embodiment. In order to ensure an accuracy of extracting data, the reference data used by the
background server are the same as that used by the terminal. The implementation of generating the
correspondence between the reference data and the reference iris contraction activity will be
illustrated below. A ternary representation of the reference data generated after the negotiation
between the background server and the terminal is “012012". Before the terminal controls the light
source to generate the intensity-variable light signal according to the first data, the terminal may
control the light source to generate the reference light signal according to the reference data
“012012". The reference light signa is an intensity-variable signal. The reference light signal
stimulates the iris to generate the reference iris contraction information. The terminal acquires the
reference iris contraction information and sends it to the background server. After the background
server receives the reference iris contraction information sent by the terminal, a diameter of a pupil
in the received reference iris contraction activity can be identified by the image identification
algorithm, which may be “4mm, 3mm, 2mm, 4mm, 3mm, 2mm”. The reference data in the
background server and the reference data in the termina are both “012012”. Therefore, the
correspondence between the reference data and the iris contraction activities established according
to the identified diameter of the pupil and the reference data may be described as follows. When
the diameter of the pupil is 4mm, the reference datais logic “0”; when the diameter of the pupil is
3mm, the reference datais logic “1”; when the diameter of the pupil is 2mm, the reference datais
logic “2". By establishing the correspondence between the reference data and the iris contraction
activity, it is convenient for the background server to determine the logic data represented by
different iris contraction degrees and different iris dilation degrees. In addition, the correspondence
between the reference data and the iris contraction activity further includes a correspondence
between the reference data and an activity range of the iris contraction activity. In detal, the
activity range of the iris contraction activity may be a value range of diameter of the pupil of the
user. For example, when the diameter of the pupil of the user falls within a value range [4.2mm,
3.8mm), the reference data is logic “0”, when the diameter of the pupil of the user fals within a

value range [3.4mm, 3.2mm), the reference dataislogic “1”, when the diameter of the pupil of the
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user falls within avalue range [2.5mm, 2.3mm), the reference dataislogic “2”. By establishing the
correspondence between the reference data and the activity range of the iris contraction activity, it
may be prevented that some iris contraction degrees may be not identified under a precise
identification.

As an dternative implementation of the present embodiment, different users may set different
correspondences between the reference data and the iris contraction activities. Specificaly, theiris
contraction activity may be represented by a size of the user’'s pupil. For example, the
correspondence between the reference data and the iris contraction activity of the user A may be
set as follows. When the diameter of the pupil is 4mm, the reference data is logic “0”; when the
diameter of the pupil is 3mm, the reference data is logic “1”; when the diameter of the pupil is
2mm, the reference data is logic “2”. The correspondence between the reference data and the iris
contraction activity of the user B may be set as follows. When the diameter of the pupil is 3.6mm,
the reference dataislogic “0”; when the diameter of the pupil is 2.8mm, the reference dataislogic
“1"; when the diameter of the pupil is 2.2mm, the reference data is logic “2". Of course, the
correspondence between the reference data and the iris contraction activity may further include a
correspondence between the reference data and an activity range of the iris contraction activity.
Different users may set different correspondences between the reference data and the activity
ranges of the iris contraction activities. Specifically, the activity range of the iris contraction
activity may be a value range of the diameter of the pupil of the user. For example, the
correspondence between the reference data and the activity range of the iris contraction activity of
the user A may be set as follows. When the diameter of the pupil iswithin avalue range of [4.2mm,
3.8mm), the reference data is logic “0”; when the diameter of the pupil is within a value range of
[3.4mm, 3.2mm), the reference data is logic “1”; when the diameter of the pupil is within a value
range of [2.5mm, 2.3mm), the reference data is logic “2”. The correspondence between the
reference data and the activity range of the iris contraction activity of the user B may be set as
follows. When the diameter of the pupil is within a value range of [3.7mm, 3.5mm), the reference
datais logic “0”; when the diameter of the pupil is within a value range of [2.9mm, 2.7mm), the
reference data is logic “1”; when the diameter of the pupil is within a value range of [2.3mm,
2.1mm), the reference data is logic “2". Preferably, the iris feature information and the
correspondence between the reference data and the iris contraction activity may be stored

correspondingly. The background server may search for the correspondence between the reference
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data and the iris contraction activity according to the iris feature information. By storing the iris
feature information and the correspondence in an association manner, different users may set
different correspondences between the reference data and the iris contraction activities. Of course,
other methods may be used to set different correspondences between the reference data and theiris
contraction activities by different users, which will not be limited herein. By setting different
correspondences between the reference data and the iris contraction activities by different users, an
extracting error caused by different users using same reference data may be avoided.

With the method for acquiring information using a biological feature provided by the present
embodiment, data may be extracted and recovered from the biological feature that the data is
embedded in. In other words, the content confirmed and signed-for by confirming and signing-for
operations may be extracted from the biological feature that the data is embedded in, thereby

preventing the user from denying the confirmed and signed-for content.

Third Embodiment

Fig. 4 is a structure diagram of aterminal provided by the present embodiment. As shown in
Fig. 4, the terminal 40 may include: a first acquiring component 401, a light source generating
component 402, a controlling component 403 and an output component 404.

The first acquiring component 401 is configured to acquire first data. The light source
generating component 402 is configured to generate alight source. The controlling component 403
is configured to control the light source to generate an intensity-variable light signal according to
the first data. The output component is configured to project the intensity-variable light signal on
an iris. The first acquiring component 401 is further configured to acquire first iris information at
least including first iris contraction information, in which the first iris contraction information is
generated by the iris according to the intensity-variable light signal and includes a first iris
contraction activity.

In this embodiment, the first data acquired by the first acquiring component 401 is datato be
represented by an iris contraction activity. The first data may be any one of atime, a site, character
(such as aname), order information, trade information, signature data and any combination thereof,
or may be a characteristic value acquired by performing computation on any one of the time, the
site, the character, the order information, the trade information, the signature data and any

combination thereof, or may be data generated by combining the characteristic value with any one
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of the time, the site, the character, the order information, the trade information, the signature data
and any combination thereof. Any data represented by the iris contraction activity may be
determined as the first data, which will not be limited in this embodiment. Various methods may
be used to compute the characteristic value. For example, N-digit data is to be computed in the
present disclosure, first X digits in the data may be selected as the characteristic value, where 1<
X<<N. Alternatively, Y digits in the data may be computed as the characteristic value by hash
algorithm or MAC agorithm, where 1<Y <N. Efficiency may be improved by selecting the
characteristic value as the first data, such that a light simulation to the iris may be reduced when
there are too many digitsin thefirst data.

As an dternative implementation, the first data may also be numbers of different events. For
example, in an event of fetching an express delivery, the first data may be 1; in an event of
shopping, the first data may be 2; in an event of hailing a cab, the first data may be 3. Of course,
the first data may be numbers of application scenes of different events, in which the number may
be represented by a number corresponding to event plus a number corresponding to application
scene. For example, in an application scene of fetching an SF express delivery, the first data may
be 11; in an application scene of fetching a YTO express delivery, the first data may be 12; in an
application scene of fetching a ZTO express delivery, the first data may be 13; in an application
scene of shopping at Kade Mall, the first data may be 21; in an application scene of shopping at
Wu-Mart, the first data may be 22; in an application scene of shopping at Wal-Mart, the first data
may be 23. In a case of numbering different events and/or application scenes with digits, it is
convenient to confirm the kind of event on which operations including confirming, signing-for and
the like are performed by using the first data.

In this embodiment, the light source generated by the light source generating component 402
may be infrared light, visible light or white light. The light source generating component 402 may
be an infrared lamp or a flashlight, which is not limited herein. Any light source generating
component 402 which generates light source causing an iris contraction and dilation falls within
the protection scope of the present disclosure. Preferably, a flashlight configured on a terminal
such as a mobile phone may be regarded as the light source generating component 402, in this case,
no additional light generating source device is needed for the terminal such as the mobile phone,
thereby reducing the cost.

In this embodiment, the controlling component 403 may generate the intensity-variable light

signa by modulating the first data on the light source. Of course, the controlling component 403
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may encode the first data firstly and modulate the encoded first data on the light source to generate
the intensity-variable light signal. After the controlling component 403 generates the
intensity-variable light signal, the intensity-variable light signal may be projected on the iris by the
output component 404. The iris is stimulated by the intensity-variable light signal and the first iris
contraction information is generated. The first acquiring component 401 is further configured to
acquire the first irisinformation. The first irisinformation at least includes the first iris contraction
information. With the terminal provided by the present embodiment, the iris may be stimulated and
changed, and data information represented by the iris contraction information may be acquired.

As an dternative implementation of this embodiment, the first acquiring component 401
acquires the first iris information according to image information generated by performing an
image collection on the first iris contraction activity by an image collecting component 405. As
shown in Fig. 5, the image collecting component 405 may be set inside of the terminal. After the
image collecting component 405 performs the image collection on the first iris contraction activity
to generate the image information, a storage component 406 may store the image information
collected by the image collecting component 405. The first acquiring component 401 acquires the
image information of the first iris contraction activity from the image collecting component 405.
Of course, the image collecting component 405 may be set outside of the terminal. The image
collecting component 405 may be connected to the terminal 40 in awired or wireless manner. The
image collecting component 405 sends the collected image information of the first iris contraction
activity to the first acquiring component 401 in a wired or wireless transmission manner, and the
first acquiring component 401 acquires the image information of the first iris contraction activity.
By acquiring and storing the image information of the first iris contraction activity by the first
acquiring component 401, on one hand the data may be represented by the iris contraction and
stored, and on the other hand it may be prevented the user from denying the operationa behaviors
such as signing-for, confirming or the like which are aready done.

As an dternative implementation of the present embodiment, as shown in Fig. 5, the terminal
40 may further include a second acquiring component 407 and an extracting component 408. The
second acquiring component 407 is configured to acquire second iris information at least including
second iris contraction information. The extracting component 408 is configured to extract second
data from the second iris contraction information according to a preset rule. In a specific

implementation, the second iris contraction information may be the same as or different from the
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first iris contraction information. The second acquiring component 407 may acquire the second iris
information in the same manner as the first acquiring component 401 acquiring the first iris
information. Alternatively, the second iris information may be acquired by other terminals and sent
to the second acquiring component 407, and the second acquiring component 407 acquires the
second iris information sent by other terminals. After the second acquiring component 407
acquires the second iris information, the extracting component 408 extracts second data from the
second iris contraction information according to the preset rule, regarding the implementation of
extracting component 408, reference may be made to the implementation of the extracting
component 502 extracting the first data from the first iris contraction information according to a
preset rule described in a fourth embodiment. Further, the first iris information may further include
second iris feature information. After the second acquiring component 407 acquires the second iris
feature information, legality of the second iris feature information may be verified. With the
extracting component 408 set in the terminal, the terminal may be used to process the iris
information, so as to extract data and/or to verify the legality of theiris feature information.

As an aternative implementation of the present embodiment, as shown in Fig. 5, the first data
may be generated by afirst data generating component 409, and the first acquiring component 401
acquires the first data from the first data generating component 409. Preferably, a receiving
component 410 may be used to receive the first data sent by a background server, and the first
acquiring component 401 acquires the first data from the receiving component 410. By receiving
the first data sent by the background server with the receiving component 410, malicious
tempering with the first data can be avoided.

As an alternative implementation of the present embodiment, the controlling component 403
is further configured to control the light source to generate a reference light signal according to
reference data. The reference data may be data generated by a negotiation between the first
acquiring component 401 and the background server, or may be data stored in the storage
component 406, but the above reference data is the same as the reference data in the background
server. The implementation of the controlling component 403 controlling the light source to
generate the reference light signal according to the reference data is the same as that of the
controlling component 403 controlling the light source to generate the intensity-variable light
signa according to the first data, which is not described herein. It should be understood that the

reference light signal is an intensity-variable light signal. After the controlling component 403
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controls the light source to generate the reference light signal, the output component 404 projects
the reference light signal on the iris. The first acquiring component 401 is further configured to
acquire the reference iris information, the reference iris information at least includes the reference
iris contraction information. The reference iris contraction information acquired by the terminal 40
may be regarded as reference information to calibrate the iris contraction activity in a process of
identifying the first iris contraction information.

With the termina provided by the present embodiment, data represented by a biological
feature may be acquired, thereby preventing the user from denying the confirmed or signed-for

content.

Fourth Embodiment

Fig. 6 is astructure diagram of a background server provided by the present embodiment. As
shown in Fig. 6, the background server 50 includes a receiving component 501 and an extracting
component 502. The receiving component 501 is configured to receive first iris information sent
by a terminal 40, in which the first iris information at least includes first iris contraction
information. The extracting component 502 is configured to extract first data from the first iris
contraction information according to a preset rule.

In this embodiment, the terminal 40 may acquire the first iris information in a manner
described in the first embodiment. The terminal 40 sends the first iris information to the
background server 50 after the first iris information is acquired. The receiving component 501 in
the background server 50 receives the first iris information sent by the termina 40. The first iris
information at least includes the first iris contraction information. The implementation of the
extracting component 502 extracting the first data from the first iris contraction information
according to a preset rule may be described as follows. Firstly, the extracting component 502
identifies an iris state (for example, a dilation state or a contraction state of the iris) from the iris
contraction information using an algorithm such as an image identification algorithm. A specific
image identification algorithm is not limited herein, as long as the iris state can be identified.
When the iris state identified by the extracting component 502 is “contraction, dilation, dilation,
contraction, dilation, contraction, contraction, dilation, contraction, dilation”, and the preset rule is
that “dilation” represents logic “0”, and “contraction” represents logic “1”, the first data

“1001011010" may be extracted. When the iris state identified by the extracting component 502 is
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“contraction, dilation, contraction, contraction, dilation, dilation, dilation, contraction, contraction,
dilation”, and the preset rule is that “the iris remaining contraction or dilation” representslogic “1”,
“the iris state turning from dilation to contraction or from contraction to dilation” represents logic
“0", if a preset initia iris state is “contraction”, a first iris state extracted by the extracting
component 502 is “contraction”, which indicates “the iris remaining contraction” with respect to
the initial iris state, thus it represents logic “1”, if a second iris state extracted by the extracting
component 502 is “dilation”, which indicates “the iris state turning from contraction to dilation”
with respect to the first iris state “contraction”, thus it represents logic “0”, and so on. Therefore,
the first data “1001011010" may be extracted. When the iris state identified by the extracting
component 502 is “sharply contraction, partly contraction, partly contraction, dilation, sharply
contraction, sharply contraction”, and the preset rule is that “sharply contraction” represents logic
“2", “partly contraction” represents logic “1”, and “dilation” represents logic “0”, the
ternary-represented first data “211022” is extracted. Alternatively, the extracting component 502
may transform the ternary datato a binary data, and the first data “1001011010" may be extracted.
With the background server 60 provided by the present embodiment, the first data may be
extracted from the iris contraction information.

As an dternative implementation of the present embodiment, as shown in Fig. 7, the
background server 50 further includes a verifying component 503. The receiving component 501
receives the first iris information sent by the terminal 40. Besides the first iris contraction
information, the first iris information further includes the first iris feature information. The
verifying component 503 is configured to verify legality of the first iris feature information after
the receiving component 501 receives the first iris feature information sent by the terminal 40. The
specific implementation of the verifying component 503 verifying the legality of the first iris
feature information may be described as follows. The verifying component 503 compares the iris
feature information received by the receiving component 501 with pre-stored iris feature
information. If the iris feature information received by the receiving component 501 is the same as
the pre-stored iris feature information, the iris feature information is legd; if the iris feature
information received by the receiving component 501 is different from the pre-stored iris feature
information, the iris feature information is illegal. By verifying the legality of the first iris feature
information, operations such as confirming or signing-for performed by lawbreakers may be

prevented. In addition, the iris feature information received by the background server may be
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stored as evidence, thereby avoiding denying of the operational behaviors such as confirming and
signing which are already done.

As an dternative implementation of the present embodiment, after the verifying component
503 verifies the legality of theiris feature information, the verification result is sent to the terminal
40. After the terminal 40 receives the result indicating that the iris feature information is illegal,
the user of the termina 40 is reminded in an alarming or displaying manner. By returning the
verification result to the terminal, it is convenient for the user of the terminal to confirm whether
the owner of theirisislegal intime.

As an dternative implementation of the present embodiment, as shown in Fig. 7, the
background server further includes a computing component 504. The computing component 504 is
configured to compute a correspondence between the reference data and the reference iris
contraction activity according to the reference data and the reference iris contraction information.
The reference data is the same as the reference data in the terminal 40, and the method for
acquiring the reference data is the same as the method for acquiring the reference data by the
terminal described in the fourth embodiment, which will not be described in detail herein. Before
the receiving component 501 receives the first iris contraction information, the receiving
component 501 is configured to receive reference iris contraction information. After the receiving
component 501 receives the reference iris contraction information, the computing component 504
computes and generates the correspondence between the reference data and the reference iris
contraction activity. When a ternary representation of the reference data is “012012", the
established correspondence between the reference data and the iris contraction activity may be
described as follows. When the diameter of the pupil is 4mm, the reference dataislogic “0”; when
the diameter of the pupil is 3mm, the reference datais logic “1”; when the diameter of the pupil is
2mm, the reference data is logic “2”. The extracting component 502 is configured to extract the
first data from the first iris contraction information according to the correspondence between the
reference data and the reference iris contraction activity. For example, after the receiving
component 501 receives the first iris contraction information, the diameter of the pupil in the first
iris contraction activity identified by the extracting component 502 according to image
identification agorithm may be “2mm, 3mm, 3mm, 4mm, 2mm, 2mm”, the ternary-encoded data
“211022" may be extracted according to the above correspondence. By transforming the
ternary-encoded data to binary data, the first data “1001011010” may be extracted. Preferably, the
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correspondence between the reference data and the reference iris contraction activity computed by
the computing component 504 further includes a correspondence between the reference data and
an activity range of the reference iris contraction activity. For example, the established
correspondence between the reference data and the activity range of the iris contraction activity
may be described as follows. When the diameter of the pupil is within a value range of [4.2mm,
3.8mm), the reference data is logic “0”; when the diameter of the pupil is within a value range of
[3.4mm, 3.2mm), the reference data is logic “1”; when the diameter of the pupil is within avalue
range of [2.5mm, 2.3mm), the reference datais logic “2". The extracting component 502 identifies
the first iris state by the image identification algorithm as the diameter of the pupil being “2.4mm,
3.2mm, 3.3mm, 4.1mm, 2.3mm, 2.3mm”, a ternary-encoded data “211022" is extracted according
to the above correspondence. By transforming the ternary-encoded data to binary data, the first
data “1001011010" may be extracted. By establishing the correspondence between the reference
data and the activity range of the iris contraction activity, it may be avoided that some iris
contraction degrees may be not identified under a precise identification.

As an dternative implementation of the present embodiment, the background server 50
further includes a storage component, configured to store different correspondences between the
reference data and the iris contraction activities of different users. Specificaly, the iris contraction
activity may be represented by a size of the pupil of the user. For example, the correspondence
between the reference data and the iris contraction activity of the user A may be set as follows.
When the diameter of the pupil is 4mm, the reference datais logic “0”; when the diameter of the
pupil is 3mm, the reference dataislogic “1”; when the diameter of the pupil is 2mm, the reference
datais logic “2”. The correspondence between the reference data and the iris contraction activity
of the user B may be set as follows. When the diameter of the pupil is 3.6mm, the reference datais
logic “0”; when the diameter of the pupil is 2.8mm, the reference data is logic “1”; when the
diameter of the pupil is 2.2mm, the reference data is logic “2". Of course, the correspondence
between the reference data and the iris contraction activity may further include a correspondence
between the reference data and an activity range of the iris contraction activity. Different users
may set different correspondences between the reference data and the activity ranges of the iris
contraction activities. Specifically, the activity range of the iris contraction activity may be avalue
range of the diameter of the pupil of the user. For example, the correspondence between the

reference data and the activity range of the iris contraction activity of the user A may be set as
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follows. When the diameter of the pupil is within a value range of [4.2mm, 3.8mm), the reference
datais logic “0”; when the diameter of the pupil is within a value range of [3.4mm, 3.2mm), the
reference data is logic “1”; when the diameter of the pupil is within a value range of [2.5mm,
2.3mm), the reference data is logic “2”. The correspondence between the reference data and the
activity range of the iris contraction activity of the user B may be set as follows. When the
diameter of the pupil is within a value range of [3.7mm, 3.5mm), the reference data is logic “07;
when the diameter of the pupil is within a value range of [2.9mm, 2.7mm), the reference data is
logic “1”; when the diameter of the pupil is within avaue range of [2.3mm, 2.1mm), the reference
data is logic “2". Preferably, the iris feature information and the correspondence between the
reference data and the iris contraction activity may be stored correspondingly in the storage
component. Thus, after the receiving component 501 receives the iris feature information, the
correspondence between the reference data and the iris contraction activity corresponding to the
iris feature information may be found in the storage component according to the iris feature
information. By storing the iris feature information and the correspondence in an association
manner, different users may set different correspondences between the reference data and the iris
contraction activities. Of course, other methods may be used to set different correspondences
between the reference data and the iris contraction activities by different users, which will not be
limited herein. By setting different correspondences between the reference data and the iris
contraction activities for different users, an extracting error caused by different users using same
reference data may be avoided.

With the background server provided by the present embodiment, data may be extracted and
recovered from the biological feature that the data is embedded in, thereby preventing the user

from denying the confirmed or signed-for content.

Fifth Embodiment

Fig. 8 is a block diagram of a system for extracting information using a biological feature
provided by the present embodiment. As shown in Fig, 8, the system for extracting information
using a biological feature provided by the present embodiment includes a termina 40 and a
background server 50. The termina 40 is provided in the third embodiment of the present
disclosure, and the background server 50 is provided in the fourth embodiment of the present

disclosure.
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The terminal 40 is configured to acquire first data, to control light source to generate an
intensity-variable light signal according to the first data, to project the intensity-variable light
signa on an iris, and to acquire first iris information at least including first iris contraction
information, in which the first iris contraction information is generated by the iris according to the
intensity-variable light signal and includes a first iris contraction activity. The termina 40 is
further configured to send the first iris information to the background server 50. The background
server 50 is configured to receive the first iris information sent by the terminal, and to extract first
data from the first iris contraction information according to a preset rule.

As an dternative implementation of the present embodiment, the first iris information
acquired by the terminal 40 further includes first iris feature information besides the first iris
contraction information. After the background server 50 receives the first iris feature information
sent by the terminal 40, the background server 50 is further configured to verify legality of the first
iris feature information. By verifying whether the iris feature information is legal, operations such
as confirming or signing-for performed by lawbreakers may be avoided. In addition, the iris
feature information recelved by the background server may be stored as evidence, thereby
avoiding denying of the operational behaviors such as confirming and signing-for which are
already done.

As an dternative implementation of the present embodiment, the terminal 40 is further
configured to control the light source to generate a reference light signal according to the reference
data. Preferably, the reference light signa is generated before the intensity-variable light signal is
generated. After the terminal 40 controls the light source to generate the reference light signal
according to reference data, the reference light signal is projected on the iris. The termina 40
acquires reference iris contraction information, in which the reference iris contraction information
is generated by the iris according to the reference light signal. The terminal 40 sends the reference
iris contraction information to the background server 50. Specifically, the reference iris contraction
information may be sent to the background server 50 by the terminal 40 before the first iris
information is sent, or may be sent together with the acquired first iris information, which will not
be limited herein. After the background server 50 receives the reference iris contraction
information sent by the terminal 40, a correspondence between the reference data and the reference
iris contraction activity is computed according to the reference data and the reference iris

contraction information, in which the correspondence between the reference data and the reference
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iris contraction activity may include a correspondence between the reference data and an activity
range of the reference iris contraction activity. The background server 50 is further configured to
extract the first data from the first iris contraction information according to the correspondence
between the reference data and the reference iris contraction activity. In addition, the
correspondence between the reference data and the reference iris contraction activity includes a
correspondence between the reference data and an activity range of the reference iris contraction
activity. By establishing the correspondence between the reference data and the reference iris
contraction activity, the received iris contraction activity may be calibrated.

With the system for extracting information using a biological feature, the data may be
represented using a biological feature, and the data may also be extracted and recovered from the
biological feature that the data is embedded in, thereby preventing the user from denying the

confirmed and signed-for content.

Any process or method described in a flow chart or described herein in other ways may be
understood to include one or more modules, segments or portions of codes of executable
instructions for achieving specific logical functions or steps in the process, and the scope of a
preferred embodiment of the present disclosure includes other implementations. Implementing
orders which are not illustrated or discussed may be allowed, functions may be implemented in a
basically simultaneous order or an adverse order according to the related functions, which should
be understood by persons of ordinary skill in the art.

It should be understood that each part of the present disclosure may be realized by the
hardware, software, firmware or their combination. In the above embodiments, a plurality of steps
or methods may be realized by the software or firmware stored in the memory and executed by the
appropriate instruction execution system. For example, if it isrealized by the hardware, likewise in
another embodiment, the steps or methods may be realized by one or a combination of the
following techniques known in the art: a discrete logic circuit having a logic gate circuit for
realizing a logic function of a data signal, an application-specific integrated circuit having an
appropriate combination logic gate circuit, a programmable gate array (PGA), a field
programmable gate array (FPGA), etc.

Persons of ordinary skill in the art shall understand that all or parts of the steps in the above

exemplifying method of the present disclosure may be achieved by commanding the related
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hardware with programs. The programs may be stored in a computer readable storage medium,
and the programs include one or a combination of the steps in the method embodiments of the
present disclosure when run on a computer.

In addition, each function cell of the embodiments of the present disclosure may be integrated
in a processing module, or these cells may be separate physical existence, or two or more cells are
integrated in a processing module. The integrated module may be realized in aform of hardware or
in a form of software function modules. When the integrated module is redlized in a form of
software function module and is sold or used as a standalone product, the integrated module may
be stored in a computer readable storage medium.

The storage medium mentioned above may be read-only memories, magnetic disks or CD,
etc.

Reference throughout this specification to “an embodiment,” “some embodiments,” “one
embodiment”, “another example,” “an example,” “a specific example,” or “some examples,”
means that a particular feature, structure, material, or characteristic described in connection with
the embodiment or example is included in at least one embodiment or example of the present
disclosure. Thus, the appearances of the phrases such as “in some embodiments,” “in one

in an example,

embodiment”, “in an embodiment”, “in another example, in a specific
example,” or “in some examples,” in various places throughout this specification are not
necessarily referring to the same embodiment or example of the present disclosure. Furthermore,
the particular features, structures, materials, or characteristics may be combined in any suitable
manner in one or more embodiments or examples.

Although explanatory embodiments have been shown and described, it would be appreciated
by persons of ordinary skill in the art that the above embodiments cannot be construed to limit the

present disclosure, and changes, alternatives, and modifications can be made in the embodiments

without departing from scope of the present disclosure.
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What isclaimed is:

1. A method for acquiring information using a biological feature, comprising:

acquiring first data by aterminal;

controlling, by the terminal, a light source to generate an intensity-variable light signal
according to the first data, and projecting the intensity-variable light signal on aniiris;

acquiring, by the terminal, first iris information at least comprising first iris contraction
information, wherein the first iris contraction information is generated by the iris according to the
intensity-variable light signal and comprises afirst iris contraction activity;

acquiring, by the terminal, second iris information at least comprising second iris contraction
information; and

extracting, by the terminal, second data from the second iris contraction information
according to apreset rule.

2. The method according to claim |, wherein acquiring by the termina the first iris
information comprises.

acquiring and storing, by the terminal, image information generated by performing an image
collection on thefirst iris contraction activity via an image collecting component.

3. The method according to claim | or 2, wherein controlling, by the terminal, alight source to
generate an intensity-variable light signal according to the first data comprises at |east one of:

modulating, by the terminal, the first data on the light source in a preset modulation mode, so
asto generate the intensity-variable light signal; and

encoding, by the terminal, the first data to generate an encoded signal of the first data, and
modulating the encoded signal on the light source in the preset modulation mode, so as to generate
the intensity-variable light signal.

4. The method according to claim 3, wherein the preset modulation mode refers to an
intensity modulation mode.

5. The method according to any of claims -4, wherein the first data comprises at least one of:
a time, a dite, a character, order information, trade information, signature data and/or a
characteristic value acquired by performing computation on at least one of the time, the site, the
character, the order information, the trade information and the signature data.

6. The method according to any of claims 1-5, wherein acquiring the first data by the terminal

comprises at least one of:

29



10

15

20

25

30

generating the first data by the terminal; and

receiving, by the terminal, the first data sent by a background server.

7. The method according to any of claims 1-6, wherein before controlling by the termina the
light source to generate the intensity-variable light signal according to the first data, the method
further comprises:

controlling, by the terminal, the light source to generate a reference light signal according to
reference data;

projecting, by the terminal, the reference light signal on the iris after the terminal controls the
light source to generate the reference light signal according to the reference data; and

acquiring, by the terminal, reference iris contraction information, in which the reference iris
contraction information is generated by the iris according to reference light signal and comprises a
reference iris contraction activity.

8. A method for extracting information using a biological feature, comprising:

receiving, by a background server, first iris information sent by a terminal, wherein the first
irisinformation is acquired by the terminal using the method according to any of clams 1-7; and

extracting, by the background server, the first data from the first iris contraction information
according to the preset rule.

9. The method according to claim 8, wherein,

thefirst irisinformation further comprises: first iris feature information; and

the method further comprises: verifying, by the background server, legality of the first iris
feature information after the background server receives the first iris feature information sent by
the terminal.

10. The method according to claim 8 or 9, wherein,

before extracting by the background server the first data from the first iris contraction
information according to the preset rule, the method further comprises: receiving, by the
background server, the reference iris contraction information sent by the terminal; computing, by
the background server, a correspondence between the reference data and the reference iris
contraction activity according to the reference data and the reference iris contraction information;
and

extracting, by the background server, the first data from the first iris contraction information

according to the preset rule comprises: extracting, by the background server, the first data from the
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first iris contraction information according to the correspondence between the reference data and
the reference iris contraction activity.

11. The method according to claim 10, wherein the correspondence between the reference
data and the reference iris contraction activity comprises a correspondence between the reference
data and an activity range of the reference iris contraction activity.

12. A terminal, comprising:

afirst acquiring component, configured to acquire first data;

alight source generating component, configured to generate a light source;

a controlling component, configured to control the light source to generate an
intensity-variable light signal according to the first data;

an output component, configured to project the intensity-variable light signal on aniris,

wherein the first acquiring component is further configured to acquire first iris information at
least comprising first iris contraction information, in which the first iris contraction information is
generated by the iris according to the intensity-variable light signal and comprises a first iris
contraction activity;

wherein the terminal further comprises:

a second acquiring component, configured to acquire second iris information at least
comprising second iris contraction information; and

an extracting component, configured to extract second data from the second iris contraction
information according to a preset rule.

I3. The terminal according to claim 12, further comprising: a storage component, wherein,

the first acquiring component is further configured to acquire image information generated by
performing an image collection on the first iris contraction activity via an image collecting
component; and

the storage component is configured to store the image information.

14. The terminal according to claim 12 or 13, further comprising:

afirst data generating component, configured to generate the first data; and/or

areceiving component, configured to receive the first data sent by a background server.

15. The terminal according to any of claims 12-14, wherein,

the controlling component is further configured to control the light source to generate a

reference light signal according to reference data;
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the output component is further configured to project the reference light signal on the iris; and

the first acquiring component is further configured to acquire reference iris information at
least comprising reference iris contraction information.

16. A background server, comprising:

areceiving component, configured to receive first iris information sent by a terminal, wherein
thefirst irisinformation at least comprises first iris contraction information; and

an extracting component, configured to extract first data from the first iris contraction
information according to a preset rule.

17. The background server according to claim 16, further comprising:

a verifying component, configured to verify legality of first iris feature information after the
first iris feature information sent by the terminal is received.

18. The background server according to claim 16 or 17, further comprising: a computing
component, wherein,

the recelving component is further configured to receive reference iris contraction
information sent by the terminal;

the computing component is configured to compute a correspondence between reference data
and a reference iris contraction activity according to the reference data and the reference iris
contraction information; and

the extracting component is further configured to extract the first data from the first iris
contraction information according to the correspondence between the reference data and the
reference iris contraction activity.

19. The background server according to claim 18, wherein,

the correspondence between the reference data and the reference iris contraction activity
comprises a correspondence between the reference data and an activity range of the reference iris
contraction activity.

20. A system for extracting information using a biological feature, comprising the terminal

according to any of claims 12-15 and the background server according to any of clams 16-19.
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