1 Electronic Vehicle Logbook Field of the Invention [0001] The present
invention relates to registration certificate for notor vehi cl es. Mire
specifically, the present invention reldtes to an electronic vehicle 5

| ogbook having an el ectronic chip enbedded therein and a nethod therefor.
Background [0002] Motor vehicles registration certificate has been | ong used
by governnments as official proof of registrations and ownershi ps of notor
vehi cl es. Many countries adapt |ogbook as the official registration

certificate as the owners' 1(EI§&§r§ﬁﬁEi\?é}ﬁcI@L‘g}‘j;H% | ogbook cont ai ns

information pertinent to the notor vehicle, p identity the owner,
vehicle identification nunber, engine specifications, parts serial nunbers
and etc. This infornmation are provided visually on the | ogbooks for
i mredi ate verification. Such | ogHdd8kf iRgInvedidnr e update or amendnents in
time as necessary. For exanple, the change of ownership of the vehicle,
maj or nodifications 15on the vehicle or the like. [0003]1t is expected that
wi th the | ggmapks andheheresasomivaehtioh rregiest tatriegissatBys tcemificgiev &rnmetdr can
keep good track on all vehicle registrations. The | ogbooks are

vehicles. More specifically, the present invention relates to an electronic vehicle

5 logbook having an electronic chip embedded therein and a method therefor.
Background

[0002] Motor vehicles registration certificate has been long used by
governments as officia proof of registrations and ownerships of motor vehicles. Many
countries adapt logbook as the officia registration certificate as the owners’
10  possessions. A typical logbook contains information pertinent to the motor vehicle,
persona identity the owner, vehicle identification number, engine specifications, parts
serial numbers and etc. This information are provided visualy on the logbooks for
immediate verification. Such logbooks may require update or amendments in time as
necessary. For example, the change of ownership of the vehicle, mgor modifications

15 onthevehicleor thelike.

[0003] It is expected that with the logbooks and the associated registrations
system, government can keep good track on all vehicle registrations. The logbooks are
also used as a form of law enforcement to prevent any car theft or crimes. Due to the
advancements on imaging and printing apparatus, and the relevant skills that can be
20 eadly acquired at low cost, such logbooks are very prone to manipulations and

falsifications. The fact that the recordation of the information in the logbook is done



al so used as a formof |aw enforcenent to prevent any car theft or crines.

Due to the advancenents on imaging and printing apparatus,

and t he rel evant

skills that can be 20easily acquired at 4 ow cost, such | ogbooks are very
prone to mani pul ations and falsifications. The fact that the recordation of
the information in the | ogbook is done 2 manually increases the
probability of manipul ations and falsifications. These definitely lead to
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and i nproper hicle t recordation. 53U r.y, [.0004] One as t of.the
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registration certificate. The el ectronic vehicle | ogbhook conprises a flat
sheet and dhepembercijvishistribelde gsagerdhivehieles tg candustsidnesaanchimirapesy ehitlee
smart chip stores a nunber of data that provide registration information of

t he not or 1y ekoagon.

5 Summary

[0004] One aspect of the present invention provides an electronic vehicle

10

15

20

logbook for motor vehicle registration certificate. The electronic vehicle logbook
comprises aflat sheet and a smart chip embedded within the flat sheet asan inlay. The
smart chip stores a number of data that provide registration information of the motor

vehicle.

[0005] In one embodiment, the electronic vehicle logbook further comprises an

antenna attached to the smart chip.

[0006] In a further embodiment, the flat sheet of the electronic vehicle logbook
may be made of any material such as paper, plastics, etc. The smart chip embedded in
the flat sheet prevents the eectronic vehicle logbook from being falsified and

mistreated by unauthorized parties.

[0007] In another embodiment, the registration information contained in the
electronic vehicle logbook may include personal data of owner of the motor vehicle,
vehicle registration number, engine specifications, etc. It may further include

biometric data of owner of the motor vehicle.



[ 0005] I n one enbodi ment, the el ectronic vehicle | ogbook further conprises
an antenna attached to the smart chip. [0006]1n a further enbodi nent, the
flat sheet of the electronic vehicle | ogbook may be made of any materi al
such as paper, plastics, etc. The smart chip enbedded in 15the flat sheet
prevents the el ectronic vehicle | ogbook frombeing falsified and m streated
by unaut horized parties. [0007]1n another embodi ment, the registration

|t or Rt on G ai nedn 4 i emb BT UMb GatieBbRke ] BEDaRl: Y a6 ile

personal data of owner o the nmot or vehic vehi cl e regl stratl on nurrber
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stored in the smart chip can be retrieved by conmuni catlng the data to a
smart chip rRseigeel, tthe d@r@ﬁteare,adﬂwﬂﬁmﬁatqqmmunlcateﬁ with a host "provided with a

software that converts the data stored in the smart chip into a readable format. The
5 host may be a computer, tablet, laptop or any electrical communication devices having

display screen.

[0009] In another further embodiment, the software is provided from an
authorized party, wherein the software can be used to view the information retrieved

from the electronic vehicle logbook, and/or print the information accordingly.
10 Brief Description of the Drawings

[0010] This invention will be described by way of non-limiting embodiments of

the present invention, with reference to the accompanying drawings, in which:

[0011] Fig. 1 illustrates a schematic diagram of an electrical vehicle logbook

according to one embodiment of the present invention;

15 [0012] Fig. 2 illustrates a schematic diagram showing data communication flow
between the electronic vehicle logbook and a host through a remote reader according

to one embodiment of the present invention;

[0013] Fig. 3A illustrates a schematic view of list of vehicle owner information
that may be included in the electronic vehicle logbook, as one embodiment of the

20 present invention;



protocol, the renote reader further comunicates with a host provided with
a software that converts the data stored in the smart chip into a readabl e
format. The 5host may be a conputer, taflet, laptop or any electrical
comuni cati on devi ces having di splay screen. [0009] 1 n another further
enbodi nent, the software is provided froman authorized party, wherein the
software can be used to view the information retrieved fromthe electronic

vehi cle | oahgoley and/igy @gl.p%%%&%” FEERS LRI\ BREI G e irk BRI that .
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di agram of an el ectrical vehicle |ogbook according to one enbodi nent of the
present i nveRY§WAN 15[ 0012]Fig. 2 illustrates a schematic di agram show ng
data communi cation fl ow between the el ectronic vehicle | ogbook and a host
through a renote reader according to one enbodi nent of the present

i nvention; [0015] Fig. 4 illustrates a block diagram of the smart chip of Fig. 1 in

5 accordance with one embodiment of the present invention;

[0016] FIG. 5 illustrates a key management lifecycle of an electronic Logbook

(or eLogbook) in accordance with one embodiment of the present invention;

[0017] FIG. 6 illustrates an enrolment process in accordance with one

embodiment of the present invention; and

10 [0018] FIG. 7 illustrates a eLogbook issuance diagram in accordance with one

embodiment of the present invention.
Detailed Description

[0019] The following descriptions of a number of specific and alternative embodiments
are provided to understand the inventive features of the present invention. It shall be
15 apparent to one skilled in the art, however that this invention may be practiced
without such specific details. Some of the details may not be described in length so as
to not obscure the invention. For ease of reference, common reference numerals will
be used throughout the figures when referring to same or similar features common to

the figures.

20 [0020]The present invention provides an electronic vehicle logbook for providing

information pertinent to a motor vehicle. It is preferable that the outlook of the



[0013]Fig. 3A illustrates a schematic view of |ist of vehicle owner

i nformation that nmay be included in the electronic vehicle | ogbook,
as one enbodi nent of the 20present invertion; 4 [0014]Fig. 3B illustrates
a schematic view of list of vehicle information that may be included in the
el ectroni c vehicle | ogbook, as one enbodi nent of the present invention;
[0015]Fig. 4 illustrates a block diagramof the smart chip of Fig. 1 in
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enbodi mrent of the present invention; and

confusion.

[0021]Fig. 1 illustrates a schematic diagram of an electrical vehicle logbook 100

5 according to one embodiment of the present invention. The electronic vehicle logbook
100 has substantially the same appearance as a conventional vehicle logbook
implemented by the relevant authority, such as transport authority, traffic police or the

like. It is well understood that vehicle logbook can be defined in various form, such

as a one page sheet, multi-pages booklet, and etc. The electrical vehicle logbook 100

10 illustrates in Fig. 1 is adapted as a folded card form with one folded cover embedded
with a secured digital chip. The electronic vehicle logbook 100 comprises a folded

card 101, an inlay sheet 104 and a smart chip 102. The inlay sheet 104 is adapted for
covering only one folded side of the folded card to sandwich the inlay therein. The

smart chip 102 may contain volatile memory and microprocessor components.

15 [0022] The folded card 101 and the inlay sheet 104 may be made of any materials such
as paper, plastics, polymers, etc. The shape and the size of the flat sheet 101 may be

customized according to the authorities requirements.

[0023]The electronic vehicle logbook 100 further includes an antenna 103 electrically
connected to the smart chip 102. Preferably, the antenna 103 is also embedded within
20 the inlay sheet. The antenna 103 transmits and receives electromagnetic waves for

communication purpose.



10[0018]FIG 7 illustrates a eLogbook issuance diagramin accordance with
one enbodi nent of the present invention. Detail ed Description [0019] The
fol | owi ng descriptions of a nunber of sgecific and alternative enbodi nents
are provided to understand the inventive features of the present invention.
It shall be 15 apparent to one skilled in the art, however that this

i nvention may be practiced w thout such specific details. Sone of the

details may oty B HRCHEPE0: bRIRIY TS Br 8RukR MALCARRCWIBL A diBieR! | on.

For ease of rence, c n'reference nuneral’s w use roughout
the figures when referring to sane or siml.ar features co to the
figures. 20[0058) PRt SQlh terentisie provhnead SFrEre sirion TingoRr iy

| ogbook for providing 5 electronic vehicle | ogbook of the present

i nvention i Prewede yngethoiiees changehdo oilie| wormetion Horgé Hhelew, | sighobkt eabrent |y
set by the authority, so as not to create any public confusion. [0021]Fig.

1 il ustrat esittrisehesmicr enagi agraamidbrnanioal aelfromal THeki elcarifyoglioakud0 5
according to one enbodi nent of the present invention. The el ectronic

vehi cl e gl oghegleqlR:AAS Iﬁéeibs?etr@@ivl}@hlaﬁl bEIECRRTH t%g?%n@@ﬁﬁﬁ@& of nfiQR4RAL I onal

vehi cl e | ogbook i npl enented by the rel evant authority, such as transport
authority, traffic L i.c r e.like..lt . is | .under st ood,that vehicle
ogbook can Sigvaf; RF odieet S Bfined pfndBhar et el o15Y
mul ti - pages booklet, and etc. The electrical vehicle | ogbook 100 10
i |1 ustrates VepfiFptipn of thesheldernfdle electepniclogeepkdtabg theolegitimathhalder. f ol ded
cover enbedded with a secured digital chip. The el ectronic vehicle | ogbook
100 conprises a folded card 101, an inlay sheet 104 and a snmart chip 102.
The inlay shees|StOU referragiape elfigf dr, thevelectngniontehictn dogtwoledi0Gidey allowvhe
fol ded card to sandwich the inlay therein. The smart chip 102 may contain
vol atil e menBfoymaiish 9 6 PiRitO€ 88 SRIsuffAFPANSMNhSse conventional ones. Such surface
10 imprint may allow an immediate visual verification. The imprinted information may
include particulars of the owner, vehicle brand and type, vehicle registration number
and engine specifications or the like. Apart from being visually shown in the front
face of the flat sheet 101, the information may also be encoded and stored as digital
data in the smart chip 102 embedded within the flat sheet 101 of the electronic vehicle
15 logbook 100. In a further embodiment, the smart chip 102 may also store other
information, which are not visually shown on the logbook 100. This information may
also be stored in smart chip 102 as a separate set of data, which are accessible with

appropriate authentication. The stored information may include biometric data and

etc. Such information may be used for verification purpose.

20 [0026] The electronic vehicle logbook 100 may also include information regarding all
legal transactions related to the motor vehicle, such as current and past owners’
information, accidents encountered by the motor vehicle, vehicle tax payment, vehicle

insurance, etc. The information that may be included in the electronic vehicle



15[ 0022] The folded card 101 and the inlay sheet 104 nmay be nmade of any

mat eri als such as paper, plastics, polyners, etc. The shape and the size of
the flat sheet 101 may be customi zed according to the authorities

requi renents. [0023] The el ectronic vehicle | ogbook 100 further includes an
antenna 103 electrically connected to the smart chip 102. Preferably, the
antenna 103 is al so enbedded wi t hin 20t he inlay sheet . The antenna 103
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stored therein, such that only authorized reader nay extract |nfornat|on

t her ef rom Ih@B@ﬁs@tﬁdewSéﬁa1@é@u&ﬂﬁVHNB@h@kdpéhxﬁdﬂ@t|ons may serve two
mai n objective, i) to prevent falsified or mstreated el ectronic vehicle

| ogbook being falsified by unauthorised parties, and ii) to allow

veri fi cati onowf7) ThHeeinfehmdeon dfat ishecklded inr tirei dedtogleoakido 1dppodih @00 egiytbemat e
hol der. [0025] Still referring to Fig. 1, the electronic vehicle | ogbook 100
may al | aw i nfppJif@e | t}%‘u hosé%%ral?rxba[}%etﬁlrfﬁ? fht SveRidd AfoRl TRO§&n&OPY &Rt i onal
ones. Such surface I nprint nay al N'ow an i nmmedi at e V|sual verification.
The inprinted inf on_nay, i ncl ude rti.cul ars of the
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the like. Apart fron1be|n visual ly shown in the front face of the flat

sheet 101, tebehf deraf ibgrL raddross apd seizepdROd thihavaeorie deadaclyfey tmthedat a
in the smart chip 102 enbedded within the flat sheet 101 of the electronic
vehi cl e electronic vehicle logbook. Other information, such as engine specifications, may be

provided by car manufacturer. The information is then encoded and stored as digital
10 data into the smart chip of the electronic vehicle logbook 100 by the relevant
authority, who is also able to accordingly modify the data. Other parties or the owner
of the motor vehicle can retrieve the digital data to obtain the information stored in the
electronic vehicle logbook 100, but they will not be able to modify the data stored in

the electronic vehicle logbook 100.

15 [0028]1t is well known in the art that smart chip 102 may carry a high level of security
of for restricting access of the information. Once the information is stored, only the
relevant authority may gain full access to the smart to change, update, delete and etc.
the information stored therein. It is also desired that only smart readers authorised by
the relevant authority are able to access the data stored within the smart chip. Such

20 smart chip reader can be used to verify the electronic vehicle logbook 100 to be a

legitimate one through the information stored within the smart chip 102.

[0029]In another embodiment of the present invention, the electronic vehicle logbook

may be presented as a booklet with multiple in page sheets. The electronic vehicle



15 | ogbook 100. In a further enbodi nent, the smart chip 102 may al so store
ot her information, which are not visual I% shown on the | ogbook 100. This
information may al so be stored in smart &hip 102 as a separate set of data,
whi ch are accessible with appropriate authentication. The stored
information may include bionetric data and etc. Such information may be
used for verification purpose. 20[0026] The el ectronic vehicle | ogbook 100
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the notor v such as current a past owners ion, accidents

encountered b he. not or vehi ¢l vehi ¢l e .t ax ment, .vehigl.e ins nce,
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| ogbook 100 are provi ded above by way of exanple only and are not intended
to linmit thehegesptings aménlpy.eSbat lepsi@neisbeet canyitlsr therthe apver warppef theat i s
not specified above may al so be stored as data in the electronic vehicle

| ogbook 100.inh2QR&tsThithe bdaklemt i on that is included in the electronic
vehi cl e | ogbook 100 may be 5 obtained through several ways during the
vehicle registration. The owner of the notor vehicle may provide sone

per sonals i nfiegIsphi R, andtieh ctbodiRER: ofl B Nbreddné 3k AMoAUREElectiFiE vehicki rth,
address and citizenship of the owner, to be included in the electronic

vehicle | og . in i.on h ale]| peci.ficatj y be
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digital 10 data into the smart chip of the electronic vehicle | ogbook 100
by the rel ef@Ht authority, who is also able to accordingly nodify the data.
Q her parties or the owner of the notor vehicle can retrieve the digital
data to obtain the information stored in the electronic vehicle | ogbook
100, but thd9o3ajlhl yatot fimtheabdnebadomemsdoff yhet hessetut imvettomedhd smiattectep eld2r oni ¢
vehi cl e | ogbook 100. 15[0028]It is well known in the art that smart chip

102 may car rptef@radiydinslaad@imeh liFeput bf y5 ¢dard or restricting access of the
information. Once the information is stored, only the relevant authority
may gain full access to the smart to change, update, delete and etc. the
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within the Iggr]ﬁ)ro‘( r&?l &8 ne%v%rrf( as another embodiment of the present invention. The network

comprises a host 201 having a database 204, and a mobile reader 202 for reading and
scanning the electronic vehicle logbook 100. The smart chip 102 embedded within the
folded sheet 101 of the electronic vehicle logbook 100 communicates through the
15  embedded antenna 103 with the mobile reader 202. For field usage, the mobile reader
202 is only capable of reading some of the information stored on the electronic vehicle
logbook 100. The relevant information extracted from the smart chip of the electronic
vehicle logbook 100 will be displayed on the mobile reader 202, and this information
can be used to match against the visible information presented on the electronic vehicle

20  logbook 100 for afirst level verification.

[002] The mobile reader 202 upon reading the information stored on the

electronic vehicle logbook 100 may communicate with a host 201 to retrieve the



20 smart chip reader can be used to verify the el ectronic vehicle | ogbook
100 to be a legitinate one through the information stored within the smart
chip 102. [0029]1n another enmbodi ment of? the present invention, the

el ectroni c vehicle | ogbook 8 |ogbook of this enbodi ment conprises nultiple
flat sheets bound together along one side formng a booklet. At |east one
flat sheet further conprises a chip enbedded there within as an inlay. The

t |east ' il f
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t he bookl e I'n yet another enbodi nment present invention, the

el ectroni c vehicle | qgboo y be. presented i card for esenbl i a
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the present invention, the smart chip 102 preferably has a m nimum i fespan
of 15 year suthooized 19 Fogt. the rielavarft inf@rawtian.s oveaerdi ndly d il BEfVERO all ovgs the

el ectroni c vehicle | ogbook regi ster network as another enbodi nent of the
present i nvaertdriesd offieer teteifykf dengedtemic aeticietioghddk 1@0ionghe saat ahigsef 204,
and a nobil e reader 202 for reading and scanning the electronic vehicle

| ogbook 10 oy Qﬁ%% ot e f the
eIectrogicQOEEF§V§ﬂFg%@gE¥B?%%ﬁfggﬁﬁn| ayﬁga@tﬁaﬂgﬁp?&gﬂ%giéﬁﬁggﬁénggtenna
103 with the .opobile reader 202. For field usage, the nobile reader 202 is
only capabl\’éErl Fmﬁghding sonme of the information stored on the electronic
vehi cl e | ogbook 100. The relevant infornmation extracted fromthe smart chip
of the electronic vehicle | ogbook 100 will be displayed on the nobile
reader 202, [89& t hi s Thefoebra regderc 292 pryseler eomprisehe Agasment saanes &i bl e
information presented on the el ectronic vehicle 20l ogbook 100 for a first
| evel veri fitdametoin. sch@?] TWethmbbi dcenneeather o6 uffarr rceadumnigert veeify rif drenat i on
stored on the
person holding the electronic vehicle logbook is the truthful holder through matching
10 the person’s fingerprint with the biometric information stored on the smart chip on-

site. This provides a further level of verification for the vehicle logbook.

[0033] Depending on the storage size available in the smart chip, it is desirable
that the information stored within the smart chip is synchronized with the register
records available at the relevant authority, such that this information can be obtained

15 at the time of essence.

[0034] Fig. 3A illustrates a list of vehicle owner information that may be
included in the electronic vehicle logbook, as one embodiment of the present
invention. The vehicle owner information is shown in tabular format. The vehicle
owner information may include the name, date of birth, address, and the like, of a
20 vehicle owner. The information can be further encoded as digital data stored in the
smart chip, or can be written or printed in the flat sheet of the electronic vehicle

logbook.



9 information stored on the database 204 for matching through a nobile
comuni cation network 203. The host 201 is resided at the rel evant
authority, or a trusted network that autforized to host the rel evant

i nformation. Accordingly, such network allows the authorized officer to
verify if the electronic vehicle | ogbook 100 or the smart chip of 5the
el ectronic vehicle | ogbook 100 is a genuine one. This provides a second
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fingerprint scahner or~blonetric scanner e scanner, the on-site

of ficer can further verify i he. person hol ding the electronic vehicle
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[ 0033] Dependi ng on the storage size available in the smart chip, it is
desirabl e engl@tspédifcatiohQrchmdsisanintieqraad tid likei n t he smart chip is

synchroni zed with the register records available at the relevant authority,
such that this informati on can be obtained 15at the tine of essence.

5 [003] Fig. 4 illustrates a block diagram of the smart chip 102 of Fig. 1 in
accordance with one embodiment of the present invention. The smart chip 102 can bea
secured contactless chip. The data is stored on the chip in a ISO flexible file system.
Various file systems are available such as ICAO LDS. The smart chip 102 comprises a
EEPROM 402 and aROM 404. The EEPROM 402 may reserved about 0.5K Bytes for

10  persona information of the holder, such as name, company’s name and etc. About
0.2K Bytes may be reserved for identity of the smart chip 102 such as serial number,
access right, validity dates and etc. About 3K-5K Bytes may be reserved for holder
picture in digital data form. About 1K Bytes may be reserved for the holder’s biometric
data such as finger print, etc., and about 0.2K Bytes may be reserved for security

15 information such as digital signature. Preferably, the secured contactless chip shall be
at least CC EAL4+ certified. It may also be FIPS 140 based chip, such as FIPS 140-2
Level 3 chip. The EEPROM 402 may further provide some spare memory, when
necessary. The ROM 404 stored the required applications therein, such as file system
application and user right manager, and EMC applications, or other e-pass applications.

20  The applications may be Java applications supporting EAC (Extended Access Control)

similar to that defined in the ICOA standard.

[004] FIG. 5 illustrates a key management lifecycle of an electronic Logbook

(or eLogbook) in accordance with one embodiment of the present invention. The



[0034]Fig. 3Aillustrates a list of vehicle ower information that may be
included in the electronic vehicle | ogbook, as one enbodi nent of the
present invention. The vehicle owner infbrmation is shown in tabul ar
format. The vehicle owner information may include the name, date of birth,
address, and the like, of a 20 vehicle owner. The information can be
further encoded as digital data stored in the smart chip, or can be witten
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production, nodel, colour, engine specifications, chassis nunber, and the
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Fig. 1 in accordance with one enbodi mrent of the present invention. The
smart chi p i302oricatedb@ & Isabiogy bssmbieak antd ties sl odibopk S02e Thé &L bgbapkob@lion t he
chipinalSOflexible file system Various file systens are avail abl e such
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EEPROM 402 may resServed about 0.5K Bytes I nformation of the
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Preferably, the secured contactless chip shall be at |east CC EAL4+

certified. EsiEtEs Ig%bﬂé)zﬁﬁ’ ngﬁ&giﬁb?aﬁ%?é@ip@%ﬁ@&&éﬂo@k t& Vel & b\ﬁu%r&h“ﬂie?odétée' 3

chip. The provi de sone spare nenory, en necessary.
D OO B 1 R BB LB Bt 058 b B2
appl i cat| Ons?dred on the eLogbook encrypted with diversified key 504. The information may
include the holder’s picture(s), thumbprint, etc. which are enrolled with the authority.
Once the encrypted information of the vehicle owner is stored on the respective
el ogbook, the elLogbook may further engrave or print with the visible information on
15  the eLogbook as of an ordinary vehicle logbook issued by the relevant authority. Over
at the on-site authority, the informations are also encrypted with a digital signature with
a secret key 505 to protect the information stored therein. Once the eLogbook is
granted and issued, it can be verified through a public key 506 with the authosized

reader. The reader can be a Secure Access Module (SAM) based reader for reading the

20  elogbook.

[005] In an alternate embodiment, the secure digital chip may adopt a security

standard similar to that adapted on e-Passport specification defined under International



20 The applications may be Java applications supporting EAC (Extended
Access Control) simlar to that defined in the I COA standard. [004]FIG 5
illustrates a key managenent lifecycle & an electronic Logbook 11
eLogbook is adapted for recording the register of a vehicle for issuance to
the owner of the vehicle. The process starts with fabricating an inlay 501
of secure digital chip or smart chip. The secure digital chip can be a

cont actleSSc.%m g@o oQC’K‘Qﬂ dmﬁ@n 'ﬁsfaeewoseﬂg%aﬂééh StdMRIg

assenbled into t e elLo e eLog 502 or e avi ng at

| east two flat shee andvvl t ay 501 a as the connect ed
antenna t het' &' ?}8?% L ?‘%\qu%@% e’secr(%'ﬁFl %2{?'830 "the secure digital
chip with a file lock haV| ng a transport key 503 before actual informations
i s being enbedded therein. The eLogbook 502 will then be delivered and

di stributedo®® the orf1§3-t & HlsHaEpt g reHFolGIEBNAIPRESail PECOIFaREE tWiEN ePybook

to the vehicle owner. The on-site 10 authority inputs the rel evant
i nf or mat i orembudomerdadi thé ogdseatkinvaiimoni NTloe merol nent gorecess oeqgeid e an tehlweatgbook
encrypted with diversified key 504. The information nmay include the

hol der’ g pigkitne6e) ,wm&lvfﬁ%rahnﬁnatgﬂﬁr o deVibé W0424 MR BMBIOMERR Wolll 60 The

authority. Once the encrypted in mati on of the vehicle owner is stored on

vi'sibre i niOIRENCRARH qo? PREIIIRRARD bibeih EPRRRY y BhBiebimbbook

i ssued by the rel evant aut horlt Over at the on-site authority, the
i nf or mat i orAPPHEaLI0g) 608 'Bﬂé‘lﬂ%tem nagingydeyies B4 ca bmamurigita eamesa e the  key
505 to protect the information stored therein. Once the eLogbook is granted

and i ssued,biomeicianreadervean bHe ed commeuml | ya ayailzbl ec fikgsrpBO6 reader farheaphurtrigosi zed
reader. The reader can be a Secure Access Mddul e (SAM based reader for

readi ng t hej iR g Fostker ﬂ.&%&.bnn@ﬁnaﬂuérﬁrsrrealﬁreenmap ate bitPneb®E HiaBer

digital chip may adopt a security 12 Civil Aviation gani sation (I CAO or

the 11KS; o\ dinh SepPRe Bl  HAL ALABESLANNG oh Yenibyal B he im0 e

adapt e Clronic v

station 602 may adapt known imaging tools to enhance the image captured through the
imaging device 604. Similarly, the fingerprint capturing tool can be used to capture a
desirably good quality image of the fingerprint and the biometric information shall be

captured and encoded for storing on the chip.

15 [007] FIG. 7 illustrates a el ogbook issuance diagram in accordance with one
embodiment of the present invention. The eLogbook issuance is provided with an
eLogbook writer 702 to write the required information into the smart chip of the
eLogbook. Preferably, the datais written into the smart chip wirelessly. The el ogbook
writer 702 includes a data preparation engine 704 and a SAM module 706 for

20 operationaly acquiring the required information from the on-site authority, preparing
the data which include encryption with unique encryption key, and writing the same

onto the chip of the eLogbook with afingerprint master key and an issuer key pair. The



[006]FIG 6 illustrates an enrol nent process in accordance with one

enbodi nent of the present invention. The enrol ment process requires an
enrol ment 5 station 602 which has an i n&3i ng device 604 and a bionetric
reader 606. The enrol ment station 602 can be any workstation or personal
conputer with an enrol ment application 608 installed. The inmagi ng device
604 can be any digital canera and the bionetric reader can be a

commer ci al | 454%3) haft tfenf diSfiERLD rsodk%g% phRbndidhi atBddyd NGRIGBI VA b

other biometric information isr qur re n appropriate biometric reader 10
or scanner can %e ut | I| d. Thr? enrol ment application deployed on the

enr ol nment H"ﬁ'% H}ﬂr) Y-known i magi ng tools to enhance the inmage
captured thr ough the imagi ng device 604. Simlarly, the fingerprint
capturing tool can be used to capture a desirably good quality inage of the
fi nger pri ntl0R3®H t he Binsndtili WPreeiase thet 81 §h%8h00gelsc‘é?ff>@hlreeﬂ> dppfornetBefed for
storing on the chip. 15[007]FIG 7 illustrates a eLogbook issuance di agram
i n accor darapeliwitiohs drectenbi@dn be nsedofor hiyeappliestants thatwe ptrdioary siag catdgenook

i ssuance is provided with an eLogbook witer 702 to wite the required

i nf or matsi OMyel RE@fdrhgich ARESorHdERs Cifayﬁﬂaﬁt ﬁ#ﬁ%ﬁﬁkvhe‘%’éﬁjﬁr@@&li/ed hitetdata is
witten into the smart chip wireledsly. The eLogbook writer 702 includes a
data pr epar atr on engine 704 and a SAM nodul e 706 for 20 operati onaI |y
acquiring equrr firi A t ng

t he data | ncl u?ei’ eér}{?r% Eér ‘ﬁ%ﬁ*%ugﬂe%cr&?a Qr&é &,ft é\%/rgjilﬂjt

t he sane ontothe Chléﬁ) the eLo K with a fin Iprlnt mast er key and an
i ssuer key 'p¥iionTHen Pty R EmPES i aBo Wi d5PPRth RIRENE LIBYBEOR WRY HPCa
personal i sed master key. The data will be signed by a certificate

aut hori ty. inpi3Gin@e wr%’rw spgsplie cinhpdintentst havigebash odglyordiedi andcHbvatated titoisdepl oy
ot her applications thereto. It can be used for any applications that an
ordi nary smmiderstaddthatmdmybéhadg8d nicdificadivhd) aSialoay aA¢ CREHinaddidysBRdreof
application where IDis required, and etc. [0037] The above description

T ustrgl esouf hoigdLEad bf@&hqn@nti&tﬂ @vilﬁ)ﬁ)&ts@e'ﬂtarting from the scope of the present

invention. The above examples, embodiments, instructions semantics, and drawings
should not be deemed to be the only embodiments, and are presented to illustrate the

flexibility and advantages of the present invention as defined by the following claims:



invention along with exanpl es of how aspects of the present invention may
be i nplenmented. Wile specific enbodi nents have been descri bed and
illustrated it is understood that many éharges, nodifications, variations
and conbi nations thereof 10 could be made to the present invention wthout
departing fromthe scope of the present invention. The above exanpl es,
enbodi nents, instructions semantics, and draw ngs shoul d not be deened to
be the only enbodinents, and are presengges to illustrate the flexibility
and advant ages of the present invention as defined by the foll ow ng clains:
14 Cains 1. An electronic vehicle | ogbook for notor vehicle registration

certificate, co I SLAY: . ts d t, chi hed WL hi n
the flat sheet g@ﬁ aﬁ&ﬁ%n&t‘;\feb%Le j{@@kcﬁ}p niq?%rfg@ﬁlglengﬁgféﬁg)ﬁ g%ﬂg%%at
provide registration information of the notor vehicle. 2. The electronic
vehi cl e | od®F8KISEQ:- cl ai m 1, further conprises an antenna electrically
connected to the smart chip. 3. The electronic vehicle | ogbook of claiml1,

wherein the flat sheet may be nade
aflat sheet; and

5 a smart chip embedded within the flat sheet as an inlay, the smart chip stores a

number of datathat provide registration information of the motor vehicle.

2. The electronic vehicle logbook of claim 1, further comprises an antenna

electrically connected to the smart chip.

3. The electronic vehicle logbook of claim 1, wherein the flat sheet may be made

10  of any material such as paper, plastics, etc.

4, The electronic vehicle logbook of clam 1, wherein the smart chip prevents the

electronic vehicle logbook from being falsified and mistreated by unauthorized parties.

5. The electronic vehicle logbook of claim 1, wherein the registration information
includes personal data of owner of the motor vehicle, vehicle registration number,

15  engine specifications, etc.

6. The electronic vehicle logbook of claim 1, wherein the data stored in the smart
chip can be retrieved by communicating the data to a smart chip reader through a
communication protocol, the remote reader further communicates with a host provided

with a software that converts the data stored in the smart chip into a readable format.



10of any material such as paper, plastics, etc. 4. The electronic vehicle
| ogbook of claim1l, wherein the smart chip prevents the electronic vehicle
| ogbook from being falsified and nistredfed by unauthorized parti es. 5.
The el ectronic vehicle | ogbook of claim1, wherein the registration
information includes personal data of owner of the notor vehicle, vehicle
regi stration nunber, 15engi ne specifications, etc. 6. The electronic

vehi cl e | ogbook fife gbioMchenteIogbabKt Steci AT & viiersi R the Fbst %H%%F@Eﬂg , an

be retrieved by communicating thé data to a smart chip reader th
connunicat%aﬂag[ogocol %Pe Q%pvte rea eré{urthﬁr.co nicates wth a host
provi ded w a@‘?p[?/(/ﬂ% A ERUBP SOOI MG AP R ST RE smart chi p
into a readable format. 15 7. The el ectronic vehicle | ogbook of claim®,
wherein the host_nay be a conputer, tablet, |aptop or any electrical
comuni cat i%n deViecesctiig Mehigied peakRPksefr daim 6, whereyip dhe FERVAB NS PrQwdicc| e

| ogbook of claim®6, wherein the software is provided froman authorized
party, the fewhtanautharized partly, ttbe sofemare he usadlf torview itlosni nf@tmatien eetrieveshirbinhe

el ectroni c vehicle | ogbook, and/or print the information accordingly.

5 theelectronic vehicle logbook, and/or print the information accordingly.



