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FI ELD OF THE | NVENTI ON The system of the present i nvenu%?#r‘%%ﬁé—to
the field of 5 automated testing of conputer systens and conput er
software. Specifically, the systemof thelpresent invention relates to the

field of automated testing OfwmﬂgZ BACKGROUND

OF THE I NVENTI ON: 10 #&%&ﬁm E) rdwar e and
software, a script of user a upe t actions taken

by a user during a typical user session. An action nmay be, for exanple, I
noving the cursor, typing information, or depressing a button on the nouse.
The actions I|s|ted in thmggmmﬂm entered into the conputer
system and the results output by the conputer system 15 are analyzed to
deternmine if the system H@ﬂfwsmoh@eﬂmwenmw related to thel fieddiof ests in

this manne g htlrrethe ScCri IS run, the test itself may
be differen ﬁtq ‘eFE"Q"u ¢PTPRHIEBYStems @ r@"ﬂ%’éﬁf SRitWases Spesiically. ghe | n
ddi tion, t F
examl e, if°{“§ S B bepfinifin saf B0 bl o A GaEOR IR b P

20 accuracy. Addsedhgstemiit has been used for testing software is a record
.and pl ayback nechani sm known as journaling. Journaling is the process of
recording a series of user actions reflected in the systemas "events,"

storing 25 themin a file often referred to as a journal file, and
repl ayi ng t he ecor ded eRARKGROUND PR INYENTIQNS | on by causrng t he

aeti ons. ( é@fti?“&iahgfeﬁ%&a%i&a@%féts%gtt%@r&é@@aeﬁl Bl Fetl Huser
Pl ayback for UdcloR¥ % a8%elosed erﬁre'ﬁsa%%hs héken b% a&t&%} du?ihg ed Qgrcaﬁhséc}g

systens typically addressed a single.input device, yboar

whi ch provi ded sespioh. tAn actiomoiay be, darcexampie, roving tive corsni‘ dypingdeformatidny, i n
a multi-input, nulti-process environnment.
or depressing a button on the mouse. The actions listed in the 'script are manually

entered into the computer system and the results 6trtput by the computer system
15 are analyzed to determine if the system performed as expected. Running
controlled tests in this manner is difficult.- Each time the script is run, the test itself
may be different because it is hard to replicate the user actions precisely. In
addition, some test results are hard to compare by visual examination. For
- example, it is very difficult to compare screen images o determine pixet

20 accuracy.

A method that has been used for testing software is a record and
playback mechanism known as journaling. Journaling is the process of |
recording a series of user actions reflected in the system as "events,” storing

25 themin a file, often referred to as a journal file, and replaying the recorded event
to simulate a user session by causing the system to re-execute the recorded
events representative of the user actions. (See for example, CAPBAK/UNIX
Terminal Session Capture and Playback for UNIX Syvstems, Software Research
Inc., (1989). The journaling systems typically addressed a single input device,

30 i.e. the keyboard, which provided input to a single process and does not perform

adequately in a multi-input, multi-process environment.




-2- In a wi ndow based conputer system such as those marketed by Sun

M cfosystems, Inc:, Mountain View, California, a user may interact, through
a variety of input devices, with a plurality of applications concurrently
operating 5 :in a plurality of windows on a display. Wndow based systens

i ntroduced added conplexity to the journalinpg_process. In a w ndow based
system. @ nunber of input devices and a nunber of processes interact with
one an&fher in a predeternm ned sequence in order to produce a desired
effect stich as selecting a client or application process froma menu or

moving the cursor fromone W aqARdMEbatéy gg&‘ﬂgﬁ% syét&m?&ﬁ&?%egrﬂg%ﬁa@ n

a proper sequence, a tine delay is Insert et ween vari ous

recorded in the j @umlicrbsystems, Ino; MasrtainhewTCuliforma, d uSBr hdly\iRRract, through
execution of actions. By scaling the time between events, it is generally
possi bl e to nai nt & variety op ingid devicesuwith a plutplityeiappiicatiansoconcumestly bpetatiag

i nput devi ces and .processes. ver, pl.aying tions faster than the 15
speed they wer @ i r“[i)tai PT@M’%‘C s P#&ﬂne@l@'&dﬂw&ﬂﬂe@ systems,intreduced agded
journal file, can ﬁ@ﬂe ] P! I |

ari ses because of race %@gﬁ?ﬁ?@fﬁ@@g‘gﬁﬁ@%ﬁf g“s?e‘@@ﬁﬂ“p@é@é%%%@%@'hg& of
prior to the conplighitdeviesfeiCa himbePbf Probesses iMeRkt wWith oMecamithediRg f i nal
state of the first process is utilized by the second process. 20 - 3-
SUMVARY OF THE | NgEedetemnined sequence inadrdecto producéa depired effect sucharst selectinga

provide a systemof journaling which is event-driven and not
ti me- dependent . | clieat granppligationpRspss fromra meau or sxving thecursordrom eng windew

S\A ﬁég@\ﬁg;ﬂ ygI é{n%r n% iaﬂgthtep.a‘n Bh %Lﬂlﬁ? to maintain afp%pearcs%"qllrxgrt\clzee.)é t‘n%g tdiepag i inserted
‘between various actions recorded in the journal file to increase the amount of
time between execution of actions. By scaling the time between events, it is
generally possible to maintain the proper execution sequence of actions taken by
the input devices and processes. However, playing actions faster than the

15 speed they were initially recorded, as is done typically on playback of a journal

file, can lead to unexpected behévio‘_r. This unexpected behavior arises because
of race conditions caused by a second process executing prior to thé completion
of execution of a first process, wherein the final state of the first process is utilized

by the second process.



It is an object of the present invention to provide a system which
allows the testing of a user interface across different hardware
architectures w thout nodifying the testing procedure. Accordi-ng to- the
present invention there is provided a synchronized journaling, system
for testing conmputer systens conprising a central processing unit (CPU),
menory i nput/out put devices conprising a keyboard mouse and displ ay,
said CPU executing at Ileast one process, said synchronized jornaki g
systen1conprising means for inpotdng information to. a conputerw
system said information representive of user actions taken during a
user session; neans for _storin events in_a journal file,
representive of the input R¥ve of user. actlons,_sald
events during replay bei ng executed mhereby the |nput of information:
representJve of er, actions. |s nulat g meand ' for, . inpufing ,into  .the
journal  file s# cHrdnidhht O&9 nf’g g fd %’iﬁﬁﬁﬂ‘bm’iﬁ‘ﬁ R et being

| ocat ed fsdwiske & sgstemd oiequ:trmllelrngs whieh sesoedeatedirlbelnngartﬂapendent o
upon co t o on of the first event, said synchronization event
|dent|f§?%§ ##ﬁb éeé%(E&gMévent to be conpleted before execution the second
event; neans for replaying the journal file conprising: neans for executlng

events |isted inp¢hesi gurhdler idif dipjdde &@qeﬁ@%réséh%d fﬁéﬁﬁd@ur nal

file, When a synchronization- event 1's .execut ed, Teans, for:.halting executlon
of subseueRFOBYEAt & IS%TiRM| ALt eurnaling that prov1des a ‘means

for. accuratley testlng a window system.’ -

- -,
It is an object of the present 1nvent10n to | o
'prov1de a system whlch allows the testlng of a user
~ interface across dlfferen hardware archltectures w1thout
-'modlfylng the testlng procedure. ' -

Accordlng to the present invention there is
provxded a synchronlzed Journallng system for testlng
computer systems comprlslng a central processrng unlt
(CPU), memory 1nput/output dev1ces comprising a keyboard,
mouse and display, : said wCPUi}executingliat-;least one
process, said synchrOnized jorﬂalingysystem_eomprising:

means for inputing information to a. computer

system, said information representive of user actiens
taken during a user session; I |

means for storing events in a journal file,
representive of the input information representive of
user actions, said events during replay being'executed
‘whereby the input of 1nformatlon representive of user
actions is simulated; _

meand for inputing into the journal file
synchronization events, said'synchronizatibn events being
located between first and second events, the second event
being dependent upon completion of executioh'ef the first
event, said synchronization event identifying the first



journal file. until the event identified by the synchronization event
has conpl et ed execution, whereby during replay of the journal file, the
processés are synchronized with a forced sequence such that a second

- process, dependent upon the states of a first process at conpletion of the
execution of the first process, executes after conpletion of execution of
the first process and an accurate test can be perforned. BRI EF

DESCRI PTI ON OF THE DRAW NGS The obj ects, features, and advantages of the
present invention will be apparent fromthe follow ng description of the
invention in which: 5 FIGURE 1 Is a typi—eaﬁ‘l‘e—errput er based system for

i npl enmenting the synchroni zed journaling nmechani smof the present
~Invention. Fl Gdilent ito dedlcoipldited dafcy seittiion the setn®leviftgd 10
. Wi ndow system FIGURE 3 is a block diagram reegr.esent tifqa1 of a kernel - based
i ndow system 15 meahe’ forarlal A HeL GERERAY, iF e oot N o

' the synchroni zed j our naleang nimhzexernting hevemes chistedeini ¢he Fothal 5a
and 5b are flo rts ich ts ttl,=|ae j j Grnal i ng process
of the present \eic‘lﬁvetﬁ?‘l \gri:i.e %éﬁ%é%a and‘%éb%ﬁ ﬁt@s‘%&%ﬂe(ﬁirzrlprﬁa'errent ation of
t he synchroni zed j ounaMhep necB¥ncbrebizatiopr event | is ceaxeonted, a means

server-based WepdoWOMSiy M exdecution of  subséd évbitd higekadiisgnala of
t he i npl enent at,i on of. the szn_chronl zedFéour nal'i n michanl sm of the prt%sent
Wi

invention in aJRYIMAL paSilew Hkdkysths even dentified by e
synchronization event has completed execution,

whereby during replay of the journal file, the
il processes are synchtonized with a forced éequence such
that a second process, dependent upon the states of a
first process at completion of the execution of the first
process, executes after completion of execution of the
first process and an accurate test can be performed.



FIGURE 8 is an illustrative journal file in ASCII text format. . DETAI LED
DESCRI PTI ON OF THE | NVENTI ON Not ati on And Nonencl ature 5 T © The
det ai |l ed descriptions which follow are presented largely in terns of .

al gorithns and synbolic representati ons of operations on data bits within a
conputer nmenory. These al gorithoicSlescriptions and repr esentations are the
means used by those skill ed in the data processing arts to nost effectrvel y .
convey the substance ofghiit 'DEBRRIDPIC S 19k | Heo ge art. 10 An:y
algorithmis here, and“gener ' ! —consi st ent “"‘
sequence of steps |leading to a desr red result. These steps are those-

requi ri ng physical mani pul ati ons of physical quantities. Usually, though

not necessarily,  thesthajobjecis; featuresiand advantagesoof thbemesemahvelmonagnetr c
signals 15  capabl e of bei n‘% st ored, t,ransferre mbi ned, conpared, and
ot her wi se nBfi@pppEant fon) the; lowing doscaptionqf the WQ'FEQ" "thl'Rh pally for -
reasons §f common usage, to.refer. to these signals as bits, val ues, o
el enents] synbol s, characters, ‘terns,.nunbers, or the Like. It should be-
borne in mnd, hOV\BVGFIGUﬂEH i@'dt gkaf&ﬂﬁmaflﬁaﬁd“@'ﬁémtféfﬁ I@Frﬁnhﬁg

associ at ed vvrth t he ‘appropriat:e physical ‘quantities 20 and are :
conveni ent Syrinhirenizeg jourdaling mechanisr af the pesenf-invehtion. t he nani pul atr ons -
perforned are often referred to In terms, such as adding or conpari-ng,

whi ch are commonl y associ ated with nment aI operations perforned by a human

oSl Tabl o 17 ot cadpRonte &'a Bol WBkedn eBRGteBlaloocst £ 8ERRERRMR O o

form pa afe ofy M]ﬁfg* &8fnt I nvention; the operatrons are machi ne operatronsu |
Usef ul rrachr nes perform ng the operations of the present-invention

i nclude general purpose digital conputers or ot her. sinmilar devices. In-all-
cases there should be borne in nind the distinction, bet ween t he met hod of’
30 operations in opcFURIVRAE Jiscw block sliagram tepresentation offa kernalbasedn
itself. The &gnt invention relates to rrethod steps for operatrng a
computer | nWRESEHRE- |

15 FIGURE-4 is a conCeptuai- block diagram-of the synchronized

journaling mechanism of the present invention.

- FIGURES 5a and 5b are flowcharts which illustrate the
synchromzed |ournalmg process of the present invention. _
20 | = | o)
FIGURES 6a and 6b iliustrate implementation of the -
synchronized journaling mechanism of the present invention fn a server-based

window system.

25 'FIGURE 7 is a block diagram of the implementation of the -
synchronized journaling mechanism of the present invention in a kernel-based

window system.
FIGURE 8B is an illustrative journal file in ASCII text format.



el ectrical or. other (e.g., nmechanical, chem cal) physical signals to

gener ate ot her :desired physical signals. The present invention also rel ates
to apparatus for performng these 5 operations. This apparatus nmay be
spetially constructed for the reqU|red'p es or it may conprise a
general purpose conputer PETAMN EDt i g AR

conputer programstored in the conputer e al gorithnms pre nted herein
are'hgg inherently related to a particular conputer or other apparatus. In
partiTul ar, various general .\ DOS e machi nes may be used with 10 prograns
witten i n accoriib o e eER)s herein, or it may prove nore
convenient to construct nor e speC|aI|zed apparatus to performthe required
met hod steps. The required structure for a variety of these.machines wl|
appear from he descri pti Phe gbtafted BeschiptioAdwhichreficw a@ﬁk@%«ed@@ie ggiHr ation
Fig. 1 shows a typical ut er-based system for performng sync | zed

j ournal i ng accortermgot ﬁgoﬁr{gmp raad smbiic, eapré sentatioth otwperhtions drsdata bitsmithiy

101 which conprises three najor conp g’ﬂ he first of these is the 20
i nput / out put (I /SFOBPYELME Sep'9 qsgriptigns.and epreseniationsaredhe | n

TR Rl 0. Shown Takis i thEd &‘ﬁﬁpf‘ﬁ%ﬁ%ﬁé g ot p iy rEGERT ¢
(CPU) 103 and nasomvey Mubitaneeomtetrevomwwiemmw iARife ahose typically

found in nost general purpose conputers and al nost all special purpose
conputers. 1M fact, 25 the several elenments contained wthin computer 101

ar;é}?ii?gedpta?t Fﬁu[ifriiéwa?@”t by %, ipeB, A oBeralie coppeed o b8 vt 1 e
I'& of conput ereoh@ibtdni b c&%ﬁ&b %d&ﬁi&%@&é&ﬁé r@éﬁltsu'fhekswsqé % rR4f

Inc., Mountain View, California. her conputers havin PlItTes

may of course baequitipg @uysioalanmﬂptdatgimfdrphysldaﬁﬁham eUst:alIypﬂ’fd‘ughmdl he
functions described belo \/\‘1
necessarily, these quantities take the form of electrical or magnetic signals

15 capable of being stored, transferred, combined, compared, and otherwise
manipulated. It proves convenient at times, principally for reasons of common
usage, to refer to these signals as bits, values, elements, symbols, characters.
terms, numbers, or the like. It should be borne in mind, however, that all of these
and similar terms ére {o be associated with the appropriéte physical quantities

20 and are merely convenient labels applied to these quantities.

O Further, the manipulations performed are often referred to In terms,
such as adding or comparing, which are common.ly assdciated with mental
operations peridrmed by a human operator. No such-capabilil); of a human

25 operator is necessaty, or desirable in most cases, in any of the operatid}us
described herein which form pan of the present invention; the operations are
machine operations. Useful machinés for performing the operations of the present
invention include general purpose 'digilal computers of other similar devices. In
all cases there should be borne in mind the distinction between the method of

30 operations in operating a computer and the method of com_putation itself. The

present invention relates to method steps for operating a computer in processing



Al so shown in Fig. 1 Is an input device 105, shown in typical enbodi nent as
a keyboard. It should be understood, however, that the input:device may
actually be a card reader, nmgnetic or paper tape reader, or other |

wel | -known input device (including, of course, another conputer). A.pass 5 .
menory device 106.is coupled to-the. 1/-_9-ar.c_;-ui_t..102_- and provi des additional
storage capability for the conputer 101. The mass nenory may i ncl ude ‘ot her
programs andeletrical keothed (egy meghanical, ¢hemicalj physicajrsignals to gpoerate pthee . -
reader or other, well known device. it will be appreciated that the dat a
~retained w tﬁPﬁ’%BEYWQ“ai%& may, in appropriate cases, be incorporated
in standard 10 fashion into conmputer 101 as part-of nmenory 104. In _
addition, a display nonitor 107 is illustrated which ' is used to display
messages or other COMY idsbAfhvérion Mise Fetites b ePpdratlissil BErigMAng thessy
take the formof any of several well-known varieties of di splays. A 15
cur sor- cdt r operafions.s Thiscapparatesimay be specially corstracteddorethd regoired nput  dat a,
and in general provides a nore convenient neans to input information into
the system PYROSES opitdpRY geMmpHsee generalupeserepraputef asselestivaly @gtivated -
preferred enbodi nepts scribes the synchroni.zed journali nechani sm of

t he present 'Pﬁ(ﬂ?ﬁf‘ﬁ%‘ﬂeg grad??'ﬁéuﬂgﬁS?%ﬁﬁ%ﬁ%ﬂdﬂ?ﬁﬁ?ﬁ%ﬁ?@° ms
Specifically ' iTEAYedidt snth '@ 1 W i e fthel f;mé'_' hani sm.
-of the pr eseﬁ{és.igﬁfldgrﬁrgn |sa@£@}é?%rgm|a?ﬁ&§;a 'r_es'pecrtda’;'l'ri a'%%‘ﬁ?ﬁut ed -
wi ndow syst egpparatus) inepErtiGulars vancdegenstal purpose machines may belusbdwith
systen} and in a kernel based w ndow system However, it wll be apparent .
to one ski| | programsiwsitientin accordance withthe teachingscharein, aeRanaypraveJoetept i on:,j
that the synchroni zed journaling.systemof the present. invention npy be . ™
bl i 01 o) FPRTISTE o GRS ragpe pRCAReH ARPATRRISID FRriomByhR rRquIred . C
architecture ~dirdferent w.nd Qha vel, 00 Wi ased
yatems.  Fur TSR Hps. (rhbiiefiated bieINeTH"h FHROG o1 fitse ABcfitE: WiNkah ™20
journaling syphtthecdeschiption given below. . S T .

i5 ¢

Fig. 1 shows a typical computer-based system 'fo_r performing
| Syncﬁrddizéd journaling according to the :p're"'s'e;rit"'ién\'r'eﬁ'tibn'. Shownthereisa =
computer 101 which compnses three malor components. The first of thes"e_ is the_'
- 20 input/output (//O) circuit 102 which is uséd to.commuﬁicate information in -~
o abprc)pﬁéteiy structured form to é'r-id.fro'rﬁ:'tﬁ'e o!herpans of the computer 101.- .
Also shown asa part of 'bompu{er'-ioﬂs‘_tﬁé"&érﬁtrél processing unit (CPU) 103
| a_nd'-tﬁemdry 104 These latter two e_le..:"."ents. 'afe-lﬁdse-typit:éllly' found in most -
| general pu_r'po:s.'e:”cofm;wu.t.er's and éim’bst a'.ll"-zss"pécia.! purpose computers. Infact,
25 the several ele_rhéht_s cdhtéihed withi'n__'compu'té; 101 a"r.e.inien'déd to be )
re'pre_se'n'te;l.tiv.:e_pf thls b_rdad: cate.go.r'y: 6f'dé'l_ta-_ b'ror__:eiésbrs.. Particular examples of
| #uita:ible.d:ata brécé_'ssdfé to (ill';t_he rdléjdi computer101 'i_hclﬁde_ machines
_n%anuiac.t.uré_d' by SunMncrosystems ir.u':-..' _Mobn_t:a_i_n \ﬁéw. Ca_lifomfé.-_ Other' _
_compuiérs:héviné Iikg __cap_abiliti_és' may _6f coursebe édébtéd in a._straightiorward _

30 mannerto perform the functions described b’elbw;



present invention operating in the Unix Operating System (Unix is a

regi stered trademark of AT&T); however, the system is not linmited as such
and-may be inplenented In any operating system 5 Typically, a
wi ndow system di vi des the screen into a gset. of overl apping or

nonover | appi ng i ndependent visual regtog$§-+eferred to as w ndows. A w ndow
is a visible part of the screen used for display and user interaction. The

wi ndow.syst em provi des akipbishawndmFigi 1 i3 g inpatidevice 1050skowmin typicahi ndows
and inpl'enments conpl ex user interface features such as nenu 10 scrollbars
and panel s. |t embagdimant@sfkeyhoard. c K shaulde undersioed haweyer,dhatdbeiinputevent s

fromthe input devi ted to the system Anoth t. of wind
syst em addr essB8ViF e, SEUALY Be,R Sl coadelBRORRIC O paner 1SpE BaeR RIENARY e

either tiled Ofaf) | t ] arr nment of
w ndows is cal f’ggkﬁ R@&%@?ﬁ%ﬂgﬁémﬁg’g‘gu@?%%hg@ rﬁ%ﬁ‘gﬁl)w‘\t ﬁgg%es kt op
15 real esgat menforyRitvitt106 Recouplstots fiesHO GirBliP 108 mdoprobives duditiiath 2
user can-switch between applications operating within the wi ndow system It
al so provi des storage capability forghe compptardddi ofhe mass memdry raynintiude lother

wi ndows . There are 20 3en ralll‘# t WO 'té% es, of w ndow s_zstems;

ker nel - based aPRPORAEREandtbe fikg,and mayip ﬁ!ee‘PEFPéB magnelic oEPaRer-taRe £egder| n 4
server-based w ar | . to
Server - based op iy SR BndebRi i 56 BibrooBidE GRF IR SRIRR R
devi ce driver WasBiniembsy m.ﬂﬁﬁyo.ﬁﬂr fopriatd eases! baGhePeratetbin/standarar - based
W ndow system consi sts of a nunmber oOf processes referred to as the w ndow
senryer, w tllowlashiomginto eoniputeo 1R tas peirtobmemonyat10&n processes are real ly

client processes which are operated through the wi ndow system The display
260, keyboard 270 and nouse 280 provide input/output to 30 the w ndow

the oper ati ng syst em 256 SOHBTNATRGNAL DibF 188 ke ViR e ©
o display messages or other communications to the user. Such a display monitor
may take the form of any of several well-known varieties of CRT displays. A
15 * cursor control 108 is used to select command modes and edit the input data,
and in general provides a more convenient means to input information into the

system.

The following description of the preferred embodiments describes
the synchronized journaling mechanism of the present invention operating in a
" window system environment. Specifically, the implementation of the
synchronized journaling mechanism of the present invention is described with
25 respect to a distributed window system environment (also referred to herein as a
server-based system) and in a kerne! based window system. However, it will be
apparent to one skilled in the ant, from reading the following detailed description,
that the synchronized journaling system of the present invention may be applied
to different computer systems having different computer architectures and
30 different window systems as well as non-window-based systems. Fﬁnhermore.

the following description discusses the synchronized journaling system of the



10- display and nedi ates access to display by the application process. It
al so provides a base functionality in terns of windows and cursors and
determ nes howto draw into these wi ndows and how to distribute events tg

t hem Exarrpl es of wi ndow systens inclgge the Xll[err] (X11 is a trademark
of the Massachusetts 5 Instltutevf' echnol ogy) which supports the-X11
protocol (See Sheifler, Gettys, "The X Wndows System, ACM Tr ansactions On

G aphi cs Vol prdsent\ltnveﬁmﬁd\pperhhﬂ@%heﬂhxx@@ﬁﬂﬁhngsjs%nﬂwd}b% eégisterédidow . .
system which is available from Sun M crosystens, Inc., Muntain View, B

California, HademappetAT&T)hawever, sheisystam ienollimited aseush and may bademar k of-
'Sun M crosys wi_.ndow serv 10 . protocols (See Shaufler, -

" X11/ NeWs De&“@ﬁhﬁ'/‘gﬁq/%‘eﬁiw W%‘E&%f%@ of "the:Summer.- 1988 User Conference
(1988) pp. 23-35). The application process .200,. 220 is typically |inked '
with a tool kit 210, 230 which inplenents: the user i nterface functionality’

and provigtes ‘the 15- lefQlwrhdmvGysteﬁidrﬁﬂﬁﬁésérﬁeﬁ%tb@sét*’tﬂ user
interface to the client process. The tool kit determ nes how the w ndow

syst ens rrenuevenlnpprnmov\moeeve!lwmriadependem vrsnahelgmrseaﬁerwdﬂtdﬁasv control -
areas are org’E Jogzed Furthernmore, the t?ol kit provides a progranmatic.

“interface th "f%v@ viadew is,a visible par of the scre E‘l"&ﬁd;fﬂ"d&nlﬂ\éaﬂéuﬁﬁbl enent

S0P SL1 o2t it The ViR YRR arovope spshons Yp @Bopfld LG 20V
tool kit ref epRARE windowsamd. %embhe o%ﬁiﬂlé:@ﬁéerfiﬂeifacé ReatieS G0Bh BEThERD AN
exanple of a toolkit Is the i ewTM tool kit (XViewis a trademark of Sun. .
M cr osysi@ns scrolibais anchpaneis. eltfalsmpmldeMapphsgﬁnmmnh thecability tbeecaieal Wi th —
the X11/ NeWs wi ndow system For further information regarding the Xview V
toolkit, 25 evesf !P&%{Y&'"P“ trdavices; capnesieditp the N%ﬁmt dhiathen aspeet of ew', 3rd

QPSEZLJ?L‘”#«E 4 ROSHRotebd T A SR Bh e TR BRI S .
oystem wher e e o ﬂ%ﬁﬁzv:?ﬁ?ﬁ"éo Tholdohalé ¢ Gt irednd LHehs mﬁe““ o
t he wi ndow set windoviﬁie oailedithe wmdeyananager because it-determines how the desktop

15 real estate is managed

The window systern provides'- a meaps by which a user can switch
between applrcatrons operatmg within the wmdow system. It also provides
support for complex apphcatrons that utilrze multlple wrndows There are |
20 generally two types of window systems; kernel-based and drsmbuted based N
o (also referred to as sérver-based).- In a server-based window system, a separale "
' 'server process medrates access to the display: and input devrces Ina kernel- |
based wmdow system the device drwer within the kernel performs these -
" functions. " | o
. A 'servér-bas'ed window system. consists of a number of -processes'
' referred to as the wrndow server. window manager and toolkit. The apphcatron e
processes are really client processes whsch are operated through the wmdow )
system “The' drsplay 260; keyboard 270 and mouse 280 provide mputloutput to
' 30 ‘the window -system --"a_nd-applrcauon proces__se_s 'ep,eratm'g t_h_rough__the-wmd_ow

 system via the operating system 255. The window server 250 controls the

processes t reside in -



control s the-workspace, the wi ndow that occupies the entire screen and
determ nes the workspace menu w ndow and i con placenent. A kernel -based
wi ndow systemis described-with reference to Fig. 3. In a 5 kernel -based
wi ndow system the kernel 360 is nodified consi st of an event nmanager
and a neans to contain w ndow state infor Ion 350. This part of the
systemis in charge of the input 390, 395 and display 380 devices and of
di stiizbuti ng eveiptay and hrediitesadces® B display WQh@Qﬁpﬁé’ﬂi@n PEs! it diSo
necessary for an application to access devices, the applications 300, 320
make kernel cal provides a base functionality indetms ofewindows @ndicucsors apd determineshe

SunViewerr] Wopdow System (SunView is a,trademark of Sun M crosystens,
Inc.; see Sun I\/F'EYIC!Q ?‘@Iﬂ%‘?(“l‘%@.“,""&quwﬁgﬁFWﬁa?‘éen@iﬂ‘.’dﬁ?mr &xagnigs A,

Dot on . 5B oS SR Tuce i x1A1V11% B BRI o HBPURBRRR S °°
consi sts of 8 Ugmstiniteof TeaRroled) which s $ mh%@&a\f(jsdsasﬁemﬁ. Getlys, .

applications' nenus, control areas and draw ng capabilities. Eac

treated as a septhaXcWintowscSystem:, AQM Aransa¢iions300 GmphiceNal. 5i Nd1 2 hApril
application 300, 320 and the tool kit |ibrary -340. An exanple of a toolKkit
is in the Sunvi éﬂsw PRIAR- 109 ane X1d/NeWsY systeme Whichde availablefrom Sun

‘contains a wnd ' ' ' i . ' K in the
kernel 360. Thi %w?%f ygf’t’ﬁ?‘%’r@éq@%‘?’v@?‘i’ﬁ@é@%&ﬁ@f?&&% %Nh
the wi ndow nanagpws™ (NdWS isa HalismhalikeofSunMitFosysfenis thd ) window/iBheri s of ten
a selectiion service process that acts as an Internediary for the transfer
ofy_dat a bet W@enpeqgtptals {See Shauflen, 611/NeWS:BesignGverviews, Pinceedinggof/theet hod
used in 25 co | o6 ; t he wi ndow system applications and the
kernel . For exampidNeLLs -sﬂ@ﬁﬁrﬂl’c P13} or | ocki ng wi ndows and
are sent signals by the wi ndow systemto indicate that a w ndow has
changed. The sel ection service process. and applications communicate using a
Renote Procedure call | ntnd apglication process 2000226 6 WWliﬁHfd @lth aNoblkit
applications are required to 30 execute on the sanme machine in order to
per f orm wi ndow 20238 whishuimplernenis dhe veeripisriacatiuagtionakty andcprovides the

t | t h f i.catjon.
systemea ? S'as mea?ls oPirr]\Se c(ﬁentcgrggelégltg ?aifo(r)B\e user interface to the client process. The

toolkkit determines how the window systéms menus look, how users interact with
.control areas and how control areas are dr_ganized. Furthermore, the toolkit
provides é programmatic inierface that aliows developers of the application
. programs to implement sophisticated windowing applications. The toolkit 210,
20 230 preferably includes a toolkit library 240 consisting of a library of tunctions
the toolkit references to interface the applicétion to the window system. An
example of a tbolkit is the XView™ toolkit (XView is a trademark of Sun
Microsystems, Inc.) available frdm Sun Microsystems, Inc; to be used with the
X11/NeWS window system. For further information regardihg the XView toolkit,
25 see Jacobs, "The XView Toolkit, Architectu'ral Overview", 3rd Anpual Technical

Conference, (1989).

The window manager may be a separate process, as is typically the
case with the X11 protocol, or it may be part of a window server, as is the case
30 with respect to the X11/NeWS window system where the window manager is a

collection of processes that reside in the window server. The window manager



I'n the synchroni zed journaling mechani sm of the present |nvention, .the
journaling nmechanismis nade timng i ndependent and therefore avoids
unexpect ed behavi or caused by race conditions during playback of t-he
journal 5 file. A conceptual block diagragtof t he synchroni zed joumari ng
system of the present Invention is'itlust ted by F|g 4 A journaler 490 is

connected to the_ w 4 -Du t ur action perforrred

by the user thrgﬁ'\éwhqgﬁ\ég ?’ﬁﬁ{tﬁ%aﬁ%&" ahgﬂ:?" e‘Pﬁa?f'ﬁ $tr8eR BRd\i ndow +y
system as an eVﬁEferhﬁre&QﬁOW&pﬁ&e%dvﬂHW'aﬁ? idtptacerfedeour nal file 495

in the order the - act1ons’ are perforned action recorded is one
that must be conpleted before further actions are perforned, a

synchroni zation event i's pI aced i nthe lournal file at the location after-
the event. These | ocAtegelbased widow systemistesaribed.with Mﬁmﬁéﬁnﬂﬂeﬁntls aand

may be defingd S '

processes arg eg§W§E§#}°§:@{"g?Q s‘)ﬁg’f‘ﬁ qﬁ?ﬂ#%ﬁ‘gpa#q 'st'ﬁ'gd'ﬁhﬁ %ﬁ%"ﬁ'ﬂ d@@“ﬁ%’e"t aken
are to change t janagéténdh nidbhsqe 'chRtain Windbw istaté icFRIERoh B80S thidpar] 6fRONE
wi ndow t o anot her, and input 1 nformation, into :the w ndow elther through -

t he keyboard orsyﬂems in charglecntlthelmpmﬁsurm ahdaulsplay 3afcdevibessamhehged to
t he new wi ndow prior to the: lg\ﬁﬁt or -el se an“error-w |l occur because the

i nplﬁt will be difstituting cyentsdoing clientianplications 300, 320:, Mehan it isRegesearifng
e o v  eh Hpefigéibrlo 48R ¥AGREL e ApbfiiBHE 30D, 480 Wl kel iae.

execution. i Ngnt ISuNa hénnl-basemmw Bystemdll t8 SuView™ Y Widew Spstem -
delivered and -executed in‘the sane order-as the events 25 were initially

entered by the. (SunViewtishadademareotgun Mmesxstemsdac bSﬂﬂSunMcrosystemedlnm on, U_
by using this tining independent c' '

recorded in a wRMBMRYRLIRHATRRESY I Sm‘?aﬂ:‘gtsf‘)' gﬁ(ﬁ’@ gﬂt‘%{"%%g'ﬁﬁ

used across mul 'dyeog.oalﬂrgwaatjenchnark

i~

15 The kemet-based window system also consrsts ot a user interface tootkrt
'310 330 whnch prowdes the apphcatlons menus, oontrol areas and drawmg
capabllrtles Each wmdow is treated as a separate devrce The: toolknt 310, 330
| is Imked wnth the appllcatuon 300 320 and the toolkrt ||brary 340. An example ot
a toolkitis in the SunVrew wmdow system A kernel-based window system a!so

20 'contams a wmdow manager whlch resides i m the. tootklt 310, 330. and in the
kernel 360 Th|s is dlﬂerent trom a server-based window system in which the- B ) CJ

- window manager rs otten a separate prooess In addrtron there is often a -
selectlon service process that acts as an intermedrary for. the transter of data
between apphcatrons Kemel system srgnals are the pnmary method used in |

25 - oommumcahon between the window system applrcatlons and the kernel For -

| example apphcatnons use system calls tor lockmg wmdows and are sent srgnals
by the window system to indicate that a wrndow has changed. The selectnon-
service process. and apphcatrons commumcate usmg a Remote Procedure call-

| lnterface ina kernel based wnndow system afl apphcahons are required to

30 execute on the same machine in order to perform wmdow system operattons

because applrcatrons are tied to the system calls as the means of commumcahon



Synchroni.zatiion events nmay be inserted at any location in the journal file
where-It is desired that an event conpletes processing before a subsequent
event is initiated. It |Is preferred that synchronization events are

i nserted ‘between actions which exchange state. Preferably synchronization
events are inserted 5 Into the journal f+l ¢ith respect to the follow ng
actions: 1. ~A w ndow is mapped and displ ayed. 2. A wi ndow i s unmapped
andipenoved fromthe display. 3. An active grab of an object occurs. (An
active grab.occurs when an application requests and receives all events

regardl ess of the Ihthe synchronized journakigymecharism of fite preseht investigreghed to. )
4. An active grab Is released. 5. A Mouse device 1s mapped (i.e. an

appl i cati on nisumalinggneghanism issmade Aimieg independent pad therefdre avoisisl ay. 7. A
menu |'s unmapped fr e displ ay., ,15 . Term pal enul at or
pronpting (wh ﬂe’é?%'??rajéﬁ/ 4"é°'sgﬁ"s¥g by face conditigps QH’?')QSBHY"PE’F Rf tha jourmal A
change of gnp f IStk did ' ] | '

specific s'*;’/nc rbn‘?%gﬁ?gg;tlﬁg]m nt .Wﬂy\“me(ﬂ#ﬁé@@%%ﬁ?%"ﬁ?%@@“'igrray be
i nternal to tprsenAl esntivn isdllustiated by R A BdrmaliInDd dhh¥ctel 16 ife t 00! kit
and application code. Alternatively, the synchronization events may be
generat ed by windosppystemt45dh During itapturemach attien pprdfbimed bpthe nsempendent

‘method is attractive because.the tool kit and application code does not need
to be nodifi et!"?w'bﬁtfe'ﬂp%a?\ﬂ?ﬁseMﬁwmm ity thegmindaw; sy§tem @s anjovever |

nore events ' oW o ' ' | geof dj
degr adat.i on g?,)' %rﬂgg%(?%%?Bg?ﬁ%i%ﬂ%lép4%&bmn€lgﬂ{ héglijégﬁeo#%ﬁy% ect
sgeondar y1gt ag@ifonshie perothed: Nif Wieastiohretordled flond that Aitist be cBRpleted
synchroni ze a primary state change which the server or kernel cannot
directly synchbefors fusther ctionscareperiormedpa-syrghronizatiomerent i plabed &ipthei cat i on
and/or tool kit code must be 30 nodified to_provide for journaling.
However, addi lougmalifile:giihe degation aligetherquent f peations afe selerred 1@ 8stgand| e
Spec_' al user .'synr%c?\rrt];r%zcﬁiofnepaoti s Ehd" %&P bé'de H& 8¢ the locations in the journal file
where multiple processes are exchanging state. For example.'ii the actions to be
15 taken are to change the focus of the cursor, that is to move the cursor from one
window to another, and input information into the window, either through the
keyboard or cursor, it should be assured that the focus has changed to the new
window prior to the input or else an error will occur because the input will be

. directed to the wrong window.

. On playback, the joumalir_lg mechanism waits for each of the
. synchronization events to occur before delivering inore events from the journal
file to the window system for execution. Using these-synchronizétion events,
events on playback are delivered and executed in the same order as the events
25 -were initially entered by the user without the occurrence of race conditions. In
addition, by using this timing independent mechanism and a journal file which is
~ recorded in a widely accepted format, e.g9. ASCII, a singie script can be used
across multiple architectures thereby providing a universal benchmark for
- multiple architectures.
a0



click-to-type are easily accommpdated. Alternatively, a hybrid approach may
be used in which the jounaling is inplenented as a conbi nation’ of -the t'wo
met hods by providing the flexibility f% t he application-dependent nethod -
and the efficiency of the application pendent nethod. 5 The '
synchroni zati on points can be determ ned by the user and manual ly. entered
Into the journal file or can be generated automatically by the wi ndow

system or journal mSynehrosization eyents mayheingetedat ere'ﬂcetm inrthe Mnat f“e . "‘»;.

St orat i cai 1y ek e HReink i B oo Pipioeh MorRAPE PRRE BbaeRiArt ?Lif'

actions perfor tﬁhﬂﬁiate%u [ Bq:réﬁﬁbd et spAGitoMY I mafseaenaeértedebéttve&ne

action performed e user will bée reviéwed to determne if

synchroni zati. oreoounsttmtuch emnangeaetatef Paete;ammhmtzeﬂm events are msemdr ed,-
one is automatlcally inserted into the journal: fite such that-on'playback
t he processBng intothe joumaldile with sesnect to,therellowing.actions:15 conpl et ed -before

ot oot e oot e Brbiab 3 FiebRa shE AR el I PErper

.8 wcharts of .Figures 5a
and 5b. “At Dbl ock 500g, thgﬁa&wiﬁuﬁmgﬁdﬁammeaqomemﬁ hat user
actions are recorded in-the*journal: file.:for subsequent playback. At block
20 510, the system3ai tAnfaetwetgraemfren otuectcnmurs(u(Ae aottfmegrathoccwemhenputs ;
i nformation through the The evept “i-s recei.ved and |nput

key boha%cli' or nouse E
to wi ndow system. (bl ock BD&PPH Pﬁfe‘i‘@éﬁ d gaceives & \%ﬂ'ﬂtsf'FQﬁFﬁ{%éq Rt -
nouse or-k oard, the MHW omuni catés t he event -
to the tooﬁ)l?lbt of -t he app tca *elms %’reréfeégtf’?/ active in the _", S \J

particul ar w ndow t hg, mharmograma-aﬁisadnput into. At°the same ti e, t..'he'-_
journal er "captures the ‘event and stores it:"in‘ the.journal file. For '
exanpl e, in the. Xll/ﬂeV\BA\Mﬁ'dﬁﬂ/\d% isimapned (te, anfepplication eavesHbe jmausahl er
"captures" the event, by

ressin I'n al I events. (See,
Shaufler, "X 11/ NeWsSDe gﬂﬁr'w&ﬁ%q Iﬁ%@%@%ﬁgs of the Summer 1988 User
Conference, (1988) pp. 2% rﬁéﬂuisﬁ)hnﬁﬁ%&?r%ht‘ﬂre%dlﬁ erest in all -events the .

30 journaler receives copies of all “events generated. Pref er abl y, the .
structure of§ the 8. Termmal emulator prompting (when awmdow is set to operate fike
an. ASClI termmal) ' ' '

'9.. . A change of mput tocus trom one wundow to another

10. An apphcatton spectt‘c synchronization point.

20 The synchromzatton events may be’ intemat to the serveror kernel and .
generated independently ot the toolkit and eppltoetton code. Alternattvely, the . u |
synchromzation events’ may be generated by the appllcatron or toolktt code The-
applroation-independent method is attractive because the toolktt and' appllcatlon
oode does not need to be modified in order to implement synchromzed |ournal|ng;

25. However. more events may have tobe recorded in the journal file leadmg to |

- degradatton of the system periormance Thls due to the use of mdurect seoondary
states chan_ges-.whtch are synchromzed in- o_rd_er._ to best_synchromze_ a pnmary
state chanée';vthCh the server or kerne!'cenn'ot d‘rectly synchronize. Inthe
appllcatton-dependent method, the appltcatron andlor toolkit code must be

30 modified to provide for journaling. However, addtttonat application-specific

synchronrzatton- events to handle special user interface features such as button



event information that is kept is as follows: Tinme stanp XY, key date, nane
of .event. Alternatively, the event information nay al so contain an
identification of the wi ndow process the action was entered into. The tine
stanp fietd records the tine when the event occured. The XY fields record
the coordinates of the event. The key_gtléfge field represents the state of
the keys for the keystrokes and nouse 5 'eVénts and the name of the event

fielid stores t hsiickaortypef areheasily @tommodxtea! ANMaRRelyeaUiybRl approach ma
synchroni zation. Preferably, the events representative of actions to ¥)e

per f or med whi crbexusediapvhiekthejaumaling isdmplemented asia cainbinatien ef thewwbt t en i n
the XDR format which s a hinar or, pt andard  used across nultiple
conputer archit® th&pﬁ?.y "(’?‘69‘"9ﬁ%%ﬁ'?fﬁ&ﬁ%?%%ﬁ?‘ﬂ'ﬁ@’? gpendept mgtheghandstbe sun
M crasystenms, 18 i (Nt aMviiKs %@qd iysi on A (5/9/88)). The
journal file rra]{/h%kg% Bem\?ﬁ@'éﬁ"ﬁﬂi | Bﬁteg?t- gi mat for easy portability
across diffé&ent conputer systens. When the tool kit receives the event, at

bl ock 550, the application/toolkit responds to the event and submts a
request to the w nddhesyschmnization:poioisrean becdetermired by the psersand manuadly

t. In additjQ : k- . the topol kit t ' £t toi
S o o el e A A i
oc : e ' : ﬁ(‘d]" i :
the jounal er ang@ﬁgt OPE](jdu?nf}d!?ﬂegﬁjgﬁiﬁr narﬂ?itﬁ%ﬂﬁﬁd‘?&g"c%pgg&ai eﬁé@dﬂéﬁﬁfl y
the user sessi dheijeurhalfileh&ueferably, tee syrrhronization pointpare sutodatidliyer ri ng to

Fi gure.5b, to play back the journal file -there*la/. recreating the user
sgssion, t 0 j distermined aesarding o the,events: tapresgatalive pkthecadtions perfprmadaal fil e

and outputs thémeyent.. ' 1.bk Qc . 610. The event |s
exam ned to detereirﬁ’ ﬁénﬁiﬁaeéiﬂger' \MPﬁgg!mé)ﬁry@&?gbmgm@yﬁ%?%'%PS@'{W&%t ®bl ock
620. 25  For asphwilbé Fviswedio dilemifd il a dyRenfoRRhiidn evaP Wrediréd Cir a@f
conpl eti on of processing relevant to the event (the tool kit receives notice
t hat processi nggynchiopization event is retpiired coneisiautornatically linsertedlintoahe jourazali on

process), ‘genergtes a, synchroni zation event which tells the journal er that
processing rel eﬁ%\'ﬁ't'c'lﬁ’ 98 @?ﬂ’éﬁ?(’ﬂﬁ processing.(rigyant to the gyept synchinizegs next

event in t hl% | Winilitbteli'beforé Mtidtfng subsequent events listed in the journal fite.

The preferred automated process is described referring to the flowcharts of
Fidur.es 5a and 5b. At block 500, the capture mode-is set 10 be on, such that
user actions are recorded in the journal file for subsequent playback. At block
20 510, the system waits for an event to occur (i.e. when the user inputs information
| thro_ugh the keyboard or mouss). The event is received and input to window
system (block 520). After receipt of the event from the input mouse or keyboard,
the window systefh-. at block 530. ‘communicates the event to the toolkit of the
~ application, which is currently active in the particular window the information was
25_ input info. At the same ﬁmé,’ the'jdumaler *captures” the event and stores it in the
journat file. For example, in the X11/NeWS Window System, it is preferred that
the journaler "captures” the event by "expressing an interest" in all events. (See,
Shaufler, “X11/NeWS Design Overview", Proceedings of the Summer 1988 User.
| Conference, (1988) pp. 23-35). By expressing an interest in all events the
30 journaler receives copies of all events generated. Preferably, the structure of the

event information that is kept is as follows: Time stamp XY, key date, name of



30 - output to the window system If the event is a synchroni zation event,

at block 630, the journaler waits until a synchroni zation event is recei ved
fromthe tool kit, i ndi cating that the processing relevant to the .
synchroni zati on event is conplete, pr+—er |@_43r oceeding to the next: event .
listed in the journal file: Preferably, to sinplify the toolkit, the. sanme
mechani sm used to generateei%h nchroni zation event is used to generate

the identical &yAbhrAlgrmay ant {fHerapation May, aisA poptain an idantifigation ot ay o

cvent At bl ocie4itt t”?ﬁtsﬂ‘*tgt%@@@“eﬂ?s biRefIRIS Pl fonp sfefip gt r%t%'tﬁé@rr
reached, the Jquigwhen thy e¥ek 96cured. fhe XY'fields/fitbrd theldbdrdifates af thel é@n@nd
conti nues t he process until the last event is reached:inthe. j-ournal

10 A fi The keytstate field represenis tls,e/steternmhebeyq fouthel keygtrokesiandi mousn‘ t he
t | t d bed ed based d L
Dyotem e Boseveuiscanitins oamept e avdre g aisrhs i shate of Heamont orevemibion
t I mpl. ' : d
et oW ne?a‘ager %yﬁé%ﬁ&éﬁdﬁ ‘ﬁregrgﬁ;,gtgt&_ he J'toebr naﬁ{A‘M%g&Q&im pdow

server .and wn reien

i ncorporated iR$ Qetpﬁloitﬁed whithae cptursd &l Sioredddithe ]ol.tﬁtal AleCdl® WritteRR the
processes, referrrng to Figures 6a and- 6b;""have the abi'lity to.access

events generat éﬁDlﬁyormqt i in @ binary mmﬁewﬂdﬂdmﬂaﬁmmuﬂlsle computetanpl e. |
in the X11/ NeWs W Sy em,t hi 5. achi eved LoXE

[ event ] expresﬁ'ﬂf‘&t"g’g? fﬁ?él‘t?"%\'él‘l{”?%ﬂ W@tﬁ% f° 8%895{"%?5@%'@”155)
that an ‘I nygr eShe. Nefwdtk FidGmis 'T,gvgigﬁ b)g H&umﬁ e fithy aldd B6CSS
i ssues the cormand: ' nt [event).- The event s~ out put e operating :
system 910 are wrltteutmtksmlltext fokmatsfor easy\poriabiliyarross differedt compmeresysmns war éJ |

bus") which circul ates the event anong the processes. The event will be e
accessed by those processes whi ch have expressed interest .in the event. _25 :

In the synchronized I nyen

journal er process Q&ﬁr sﬁ‘%c% %%E&?iﬁétg%ﬁgl Bi)ﬁég‘ggbb%% #e"?'g%t qthtﬁogﬁo

The Journal er irgsgdHds!t tifxevent and Bubnifisd mebtnoqwemuewtstewrdrpém 4 he
journaler receives a copy 0 of every -event generated during the:user session

which is tHén dask webmnslﬁéoﬁhﬁ,rﬂﬁm in Md R At Dbchlﬁﬁﬁ.rﬁlbédol&bdﬁtﬂmmhe if

tool kit of an aﬁg Iel\vgn is one which requrres synchrontzatron it it requires synchromzatron at :

- block 570, the. toolkit issues a. synchronrzatton event which |s received by the
'lournaler end stored in the joumal l'le Thts process contlnues unttl the user

“session Is finished-and the eepture is complete

Flefernng 1o thure 5b, to play back the 1oumal frle thereby recreattng the Q |
- . user.session, the journaler retrigves the ﬁrs_t_ _event lrsted in the joumal file and
. outputs the event fo. the wmdow system. blocks 600 610 ‘l'he event is B
‘examined to determine whether the event is a synchronrzatton event block 620
25 For each synchromzatron event the toolktt upon notrce of completron of '

: processmg relevant fo the event (the toolknt recewes notrce that processmg is
complete in.order to retumn control to the applrcatron process) generates a
synchromzatron event whlch tells the. journaler that processing relevant fo the |

: synchromzatron event ts .complete and the next event in the journal ttle can be

- 30 output to the wmdow system. if the event is. a synchromzatton event at block

630, the _;ourna_ler.watts.untt_l_a_ _syn_chromza_t_ron event is received from the toolkit,



30 will generate a synchronization event when an event (or series of
events) is generated which requires synchronization. This event output onto
the bus and i's al so received bythe Journal er 950 which stores the
synchroni zation event in the journal file 960. One event that requires
synchroni zation is the change of input-+ﬂcd&3LLon15 one event to the
other, Preferably, the change of input focus process 1000 will also

genérate a syninticatingahatahe prssebsihg rélevamito tvsisyrichidmzation evant it icomphdle, Wi | |
generate on playback a synchroni zation event when the change of Input focus
i's conpl ete. 1priorto proceedingtothe pextiavent listechinl the jousnaifile: nPrefarably gtoe st

Peure “that o AnibL68 ). shé sabe meehanis™) w2 oeneile Berpevprigaion
synchroni at T 0Byéi 8 uséd 16 Gendriine Ewgsu  ynbhiohBhidh Everd Wi TheGBBARIGE !

in which the synchronized 15 |ourna ani sm present” 1nvention

i s .| npl enend eddiningardplayrieterpratsctd indicate thatyprocessingds derapleieonith esdpeceto. the he
w ndow system 1100 |s part of the kernel 1140. The kernel 1140 nonitors the
state of the i Ayent. At plackH4D; i the lasbevent in thejewnal filp has nptbesn eached,he

Gonerat od 1. plHjer biotSadb B né Aba BYBREMIERIautad 1K et enfibup s frocets
appropriate apghmqﬁg R everiiss @eﬁg&mﬁewmig@g to cause each_ event to al so
be sent to the journaler 1160 which stores the events in the journal file

1170. Each event in the master queue 1150 is sequentially output by the
kernel 1140 25 to ?‘e _aﬁ&r?o&r'i ate applicatjon,1050, 1070. The tool kit
1060, uponiPecei pt rst embodiment of the, synghronized jouenaling Mechanisarol the ch
requi res synch ' L&ian i : t w ; oln)l ' i al
system cal | usé@gtla é%g&m%ﬁr?i '%adte g&'s??r?c rig{rﬂ za {tﬁ-@%%@?@#ﬁgﬁp%ﬁg@g S

i ssued to the jgrdestritetiidbovedinc@sener-bassd windywyERRi, 18 WiiloWv€ytterh Ss
required. Upon receipt of the synchronization 30 systemcall fromthe
tool kit 1060, iopemented asc@ plusality ohpriospeseseparticelady; dhe window server and

window manager. Referring to Fig. 6a, the journaler 850 is incorporated into the
_ 15 window system as an additional process. The processes, referring to Figures 6a

and 6b, have the ability to access events generated by expressing an interest in .
certain events. For example, in the X11/NeWS Window System this achieved by
executing the command: [event] expressinterest. where event is the name of the
event (or events) that an interest is expressed in. To receive the event, the

__ 20 process issues the command: awaitevent [event]. The events output by the

~ operating system 910 are input to bus-like structure (also referred to as a.
"software bus") which circulates the event among the processes. The event will

be accessed by those processeé which have expressed interest in the event.

25' In the synchronized journaling system of the present invention, the
journaler process 950 is activated as another process on the server 900. The
journaler is set to express an interest in every event such that the journaler
receives a copy of every event generated during the user. session which is then
stored in the foumal file 960. As described above, the toolkit of an application

30 will generate a synchroniiation event when an event (or series of events) is

generated which requires synchronization. This event output onto the bus and is



t he journaler 1160 which stores the event in the journal file. The
kernel is further nodified to include a programmatic interface which
permts the joumaler 1160 to directly wite events Into the naster-.queue .
1150 through a special systemcall. %o p|ayback the journal file 1170,, the
journaler 5 1160 wites events into the nmaster queue 1150 for subseq’uent

execution by the kerne.l |zat on event. |s reached;: t he
journal er 1160 ® ?%B&ﬁql’?l?gﬁ@%'a?@t’g‘%@m Jpe SyRphveRizatinnoe YR in the o~
synchroni zat i Oﬂ]&)fﬁé‘tmé gepecei ved by the journaler 1160 indicating that ~w&.
processing Is conplete. Wen proce55|ng i's conpl ete, the toolkit 1060, 1080
sends a synchroni zation event, 10 via a systemcall, to the kernel 1140

whi ch forwards the Sél’lChl’Ol’ll Z2ation event to the j.our nal er 1160, notifying .

the journaler that tQ8eeygntiiatfeguises synchronizationistherchange ofinput fppusdtosy o

sanple journal fil X ne_ 2
synchroni zat son obégﬁk n\‘@ﬁ%r? "?ie?t %Jé‘%é@d ‘ngﬁl‘%&%ﬁﬁl‘&@#&lﬁp@%iﬁ gaiq “4?“ ne's'
2000, 2005 and. E%edel’atbfu richtontatiah evént 18 b%yﬁls&ml:ﬁatdmam@ahdl I |
i dentified by the ring ngset™. - Durfing replay; the-journaler will not
execut e t he evegenetaté pn Playdack erswnchreneetion eventfwitehethechange gt imput focus.is
conpl ete. 20 Wi l'e the invention has been described in = _
conjunction wt ﬁ°ﬂ?&etﬁr eferred embodinment, iit is evident that. numerous -

al ternatives, nodifications, variations and uses wi'll be apparent to those
skilled inthe'art in light of the foregoing descrlptlon - CLAI M5 1.

A synchroniiped. | ouPreferably, ﬂwiotmiﬂerfieggehm higtest passibR ﬁdm)tsu&hthatnis _
corrprl sing a central processing unit menory. .| nput/out put devices.
conprising: a - ket to raeeug@veotadn erdgrtemsuresthadhemeetdececardgd incthe Ieast e

one journal file before the synchromzatron event is: recorded

Figure 7 illustrates another embodiment in whlch the synchronized _
15.  journaling mechanism of the present tnventnon |s implemented in a kemel-based
‘window system As descnbed earlier. the wmdow system 1100 is pan of the
- kernel 1140. The kernel 1140 monitors the state of the input devices 1120
-1130 and piaces input recerved as an event in the master queue 1150 for
- _subsequent executron '
20 o - S .
‘Each event generated is olaced'in a rnaster oueue ior.sub'seouen't output ' Q '
- to-the appropnate applrcatron The kernel is rnodified to cause each event to also
be sent to the joumaler 1160 whrch stores the events in the iournal file 1170.
Each event in the master queue 1150 is sequentlaily output by the kernel 1140
.25- to the appropriate. application 1050, 1070 The toolkit 1060, upon recerpt of an
event, determlnes it the event is one which requrres synchromzation li the event
- requtres-synchronizatlon. a speciai system call used to commumcate
synchronizatien evenis to the |ournaier is |ssued 1o the kernet 1140 indicating :
that a. synchromzation event.is requrred Upon recelpt oi the synchromzation
30. system call irom the toolkit 1060 1080, the kernel communrcates the event to

the ]ournaler 1160 which stores the event in the journai file.



process, said synchronized jornaling system conpri-sing: neans for inputing
i'nfornmation to- a conputer system said information representive of user
act.ions taken’'during a user session; neans for storing events in a
journal file, representive of the input information representive of user
actions, said events during replay being executed, whereby the input of

i nformation representive of user acti ons__i__igi mul ated; neand for inputing
intd_ the journal file synchronization TIts, said synchronization
event's being | ocated between first and second events, the second event

bei ng dependent upon Therkeraeliis furthier modified tainclude tahprograrsmatic intarface avhich
synchroni zation event identifying the first event Eo be conpl et ed hefore
execution the seP,Qfﬁl!‘séb%iR'{m#Béi'ni’sq i diregly Write,gvents ']'%m%mag%f queue 1150
conprising: nea i ' j .t | fj ' e
sequence |isted rﬁﬁﬁé%j?@%@ﬁ}?@ﬁ g;“’ \S/#e hﬁgsgﬁ/”n‘@ﬁ r’%ﬁpé a |£ 3 ﬁ |7g\/{é‘lr? fion:.n‘glafel?

execut ed; - meas {1g0 Walesi VenfoRid theGhastér GuebecISOfor Sitsstiqiehi eledtiomby v
journal file wuntil the event identified by the Qs&/nch(oni zation
event has conpl ckerdel 180 uWhen, a syncheanjzalionievgnt isyeaghest, the) joursalemtl 60 wille,

e e Seenacston il dvent: toithe Mebter dupre 1 16 uRfla sviichilichion BRI e
execution of therefch{r\{ga ggﬁggjﬁnﬁgaﬁr?m ﬁﬂicaiig&iha@m#gans %g@l@@euw:% of

the first process a te test can be pe The
synchroni zed | ouproebssing fsyeormplets; thie tonikitot360, 1080 sends a synchronization event,

o ’ 10 via a system call, to the kernel 1140 which forwards the synchronization event
' fo the journaler 1160, notifying the journaler that the replay process can

continue.

Figure 8 illﬁstrates a sample journal file in ASCI! text format. The
15 event at line 2015 is a synchronization event for an active grab resulting from the
| events at lines 2000, 2005 and 2010. In this illustration, a synchronization event
| is identified by the string "ISyngset”. During replay, the journaler will not execute

the event at line 2020 until execution of the active grab is complete.

20 While the invention has been described in conjunction with the
preferred embodiment, it is evident that numerous alternatives, modifications,
variations and uses will be apparént to those skilled in the art in light of the

foregoing description.



inclaiml, for use in a conputer system conprising a wi ndow syst:em and
wherein the means for storing events in the journal file conprises: neans
for expressing an interest in events representative of the 1'nforhation- .
i nput to the conputer system whereby copies of the events are proVFdied to
t he nmeans for storing events and the events received are stored in:the
journal file,. 3. The synchroni zed Journallng system of claim1 for. a
use in a corrputer system whi ch further qﬂm.u ses a server-based w ndow :3, L
system t hrough which the input/output devices conmunicate wth the - CPU

and application processes execute, said w ndow systemconprising a wi ndow’
server, w ndow manager and tool kit, saiglagMsiow server and wi ndow manager
controlllng ‘the display and access 'to the di spl'ay by the input/out devices
and appl-i cation processes, said toolkit providing an interface between the.
appl i cation pwocessesaandynbkrnnnded/syeuenﬁlsagd sysEew s§orentps ggpﬂlng a-

nmeans to access [SAA: #sm%ns#ﬂlﬁr%qgw §ysém,§yle)ga_-rdiﬁggjg, ANyhiter est

in an event, stori'ng events.in,th fi
 Dcates ot h paEwn vmmysyamé‘#/e\aﬁau‘éh'a?VFFeﬁaE%BEé%’e‘BJ ohgpoard; '°

generated an 0 Wi s
events in thgm] our na%ﬁl :.kgﬂ]:%rt i ot Sy Mexetist gt orleaistr | ”99

i nt erest |r159#°%§%§tssgéﬁeFXPEBgaﬁgggarSstggﬁfngag§s&§ér%é&@ﬁa%hs and
o T e F o by, e s ocas hod Pyt cnesmcar.
i nfor mati on r%‘{ﬁ%%’@nt Cia) (}[? Q} ‘i‘-} o%%pgﬁgaggéﬁgsyﬁghirlgsrﬁi;g;&fc(}%fogvé;ﬁt
each copy - ' “taken during a -user session, ce _&_)
' means - for storing- events .in. a Journal flle,'_t
representive of the '1nput 1nformatlon representlve of
user actions, said events during replay belnq executed,'
whereby the 1nput of 1nformation representlve of user
“actions 1s simulated; : e :
' _meand . for 1nput1ng 1nto -the . Journal f11e'
-synchron;zation events, sa1d synchronizatlon events belnqj
located between flrst and second events, the second event -
belng dependent upon completxon of executxon 6f the first-
event,'sazd synchronlzatlon event 1dent1fy1ng the. fzrste-'
event to be completed before executlon the second event,
means for replaylng the Journal file compr151ng.f5
_ means for executlng events llsted 1n the Journal. ‘\J_'
f11e in the sequence llsted in the journal file, '

When a synchronlzatlon event 1s executed, means
for halting. execution of subsequent events listed in the
journal file until the event 1dentif1ed by the'
synchronization event has completed execution, | |

whereby dur1ng replay of the Journal file, the
processes are synchronlzed with a forced sequence such -
that a second process, dependent upon .the states of a
first process at_completion of the execution of the first
process, executes after completion of execution of the.

first process,and'an accurate test can be performed.
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of an event ,received being stored in the journal file. 4. The
-synchroni zed .journaling systemof claim3 wherein sai d nmeans for

I nput i-ng synchroni zation information into the journal file conprises the
tool kit, ,said toolkit further conprising: nmeans for determnining those
events which require synchroni zation; and. neans for inputing a

synchroni zati on event to the w ndow system when an event whi ch
reguires synchroni zation is received by the toolkit; whereby the neans for
stori’ng events in the Journal file Tece®®s—a copy of the event and stores
it in the journal file. 5. The synchroni zed journaling mechani sm

as described, in clai 3, wherein said neans .for executing §¥ents,ligted in
the journal 4ile conp?fsE¥PFRARGIESE O ‘AP entES FeBnfehIFRF file
and i nputingr helaymntls, t borhese nilowas i teshespbyem heowprdswnsgysi em

causes the. ey t X t Jfod vent I\ rough the
I nput / out pu?ﬁ%/%e%?%ﬁ &t ﬁﬁ%él%yé]c%é%ﬁ?eg%dg"j %%%%‘??%%Pges?/s%é%]o rvcl aim
4 further ddeprietmpl ofiheaseempribsesnotifying the neans replaying the

journal file that expeiftionsopf LRErE¥ERhg! dgRti finkdrest th& events
synchroni zati on event has -conpl eted execution, sald nmeans conprising the

tool kit. 7. represgptabive 8hi 1@ jiRFrNatiPrs arit ofoc thiem QomRRteEe in
a conputer SyHemm Which further conprisies a kernel-based wi ndow system
t hrough whi ch the input/qutput devices connuq%cate and

it h, h CP
appl i cation processeS &Nt EOPEEF P TRV SR %rﬁ’f%cé(m’f‘té‘ﬁl#?‘ﬁiﬁc’t e

means for storing events and the events received are
N stored in the journal file,.

3. The synchronized journaling system of claim 1 for
use in a computer system which further comprises a
sefver—based window system through which the input/output
devices communicate with the CPU and application
processes execute, said window system comprising a window
servef, window manager anéd toolkit, said window server
and window manager controlling the display and access to
‘the display by the input/out devices and application
processes, said toolkit providing an interface between
the application processes and the window system, said
Lv/ window system providing a means to access events input to
the window system by expressing an interest in an event,
wherein said means for storing events in the journal file
is located within the window 'sys-tem such that it has
access to events generated and input through the window
system, said meahs for storing events in the journal file
further comprising: |
means for expressing an interest in all events
generated as a result of wuser actions and all
-'synchronization events, whereby the means for storing
events in the journal file receiVes a copy of each event
generated by the input of the information representative
of user actions and each synchronization event, each copy

AR




‘kernel and conprises an event manager, w ndow manager and neans for storing -
w ndow state information, said 1111111111111111111111111 applid cations.
interfacing with the wi ndow systemthrough a toolkit; said kernel: :
conprising a nmaster queue into which events are mwltten for subsequent

execution, whereby events received by the kernel are input to the nmaster
queue; said synchroni zed journaling system further conprising neans

for connecting as a device said neanstgpy _storing events in the journal"
file to the kernel such that f)an comuni cat.e informtio \gththe
kernel,s%m?fk%ﬁn%Ye?ErFﬁE?lﬁﬁap PiPHgStRES 1P0FhFEG&“ﬁQ%} id@mmand whi ch

expresses interest in events; and nmeans for communicating a copy of events

recei ved by t he ker to e d C pr es, alel nLer est in
events; wheleby a cggy o?y'gg}hls%r\’/]é%ﬁ §€EI veagl‘@by‘ﬁ< sS(g rﬁgl é‘f?’o’?n ithe
| nput / out pLWherieuncessalds coeansi cafed. t dnphud&imgans sﬁmclmmnrzatg.oavent S-

|, e OUrTighorabi fonalfieot BRI S ol YEfh o 2Enp2t 8680 e ¢d %ﬁ]@urna'

file. 8. % ronize urnal i ng syst aim erein
said neansaidfgpolkifpénrkper §9ﬁEﬁi§hP£at|on information into the
journal file conprises: the toolkit, said toolkit further conprising: neans
for determ ning t homeassefips @mtﬁrmmnyngwihgmcheman:atanthamtqulre

ynchronizatlon and. _ _
‘means for inputing a synchronlzatlon event to the'
- window system -~ when -an - event  which requlres
synchronization is received by the toolkit; Wherebyfthe- ' S*J
means for storing eyents in the journai_file receives a |
copy of the event and stores it in the journal file.

5. | The-hlsynchronized ' Journallng mechanism  as
described in claim 3, wherein sald means for executlng
events 11sted 1n the Journal flle comprises means . for..
readlng events fronl the Journal file . and 1nput1ng the
events to. the window system whereby the. w1ndow system

- causes the . events to be executed as if the events were
recelved through the lnput/output dev1ces.

6. The synchronlzed journallng system of clalm 4 (;J
further comprlslng a means for notlfylng the means
replaying the journal flle that executlon of the event
identified 1n the_ synchronlzatlon event has. completed
executlon, sa1d means compr1s1ng the toolklt.

7. The synchronized journaiing system of claim 1. for
use in a computer -system which further comprisies a
kernel- based w1ndow system through whlch the 1nput/output '
dev1ces communlcate with. the CPU and application
processes execute, sa1d w1ndow system located within ‘the

_ kernel and_comprises an event manager, window manager_and
means for storing window state information, said |
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means for inputing a synchronization event to the w ndow system when
:an  event whi ch requi res synchronization is received by the toolkit;

and neans - in t he ker nel to communi cat e synchroni zation
events received to the neans for storing events in the journal file;
whereby the neans for storing events in the PA journal file receives a
copy of the event and stores it in the journal file. 9. The
synchroni zed journaling nmechani smas decribed in claim?7, wherein said
means for executing events listed int journal file conprises: nmeans in
the kernel for receiving events from®&mr—t han the input output devices

and storing the events in the master queue for subsequent execution neans
for reading g £10Ast Datbe¥aBhg! LienaRde Wi haBY LS tEHERhEobBHOAL NE
mast er queueiﬁy ere%y t he kernel cauges t he eSents to Eg execute8 gs ff t he
events were ¥R}%EH: t hrough the input/output devices . 10. - The
synchroni zed j our nal 5894 Sxeka81 Otomipdii®iAgl W tnitey t £O1Ggi é15¢ NYn 8o MeAAS S OF

notifying the means for . repl ayi the journal file that execution of the
THhi LR o R BEEEDK

event identi¥YEHFn 1R < _ 5 o URAERI s EFRGIELET ex BEEREN, sai d
nmeans conprievemts heeedivieid bhi thedekermeéhearehosepevenbs thvi mastequire

synchroanﬂiﬁgheand I nputs a synchronization event to the kernel

when an ev Which requires synchronization is received by the
toolkit; and the said synchronized journaling system further

comprising means for connecting as a device said means
for storing events in the journal file to the kernel such

~ that it can communicate information with the kernel;
said kernel further comprising;
means for receiving a command which expresses
interest in events; and
| means for communicating a copyiof events received
by the kernel to those devices IWhich expresses an
interest in events; whereby a copy of ach event received
by the kernel from the input/output devices is
‘communicated to the means for stroring events in the
journal file and events received are stored in the
‘journal file.
U 8. The synchronized journaling system of claim 7

wherein said means for inputing synchronization
- information into the journal file comprises:

the toolkit, said toolkit further comprising:

means for determining those events which require
synchronization; and |

means for inputiﬁg a synchronization event to the
window system when  an event which  requires
synchronization is received by the toolkit; and

means in the kernel to communicate
synchronization events received to the means for storing
events in the journal file;

' whereby the means for storing events in the .PA
I ——
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kernel whi ch conmuni cat es synchronlzatlon events received to the neans for

replaying the journal file. 11. . In a conputer. system conpr|5|ng .a
central processing wunit (CPU), nenory, input/output devices conprising,
a keyboard, nouse, and display, said CPUexecuting at |east -one :
process, a process for synchronized journaling for testing conputer
systens, said synchronized journaling process conprising the steps of:

input the information to the conputer systemsaid. 11111111 111111

11111111111 *
user actions
processes in

i nfor mati on representative of user actions is si nul ated and t he ‘conput er-

system execut
into the jour

C L M S — QRpformation representative of

taken during a user session, said conputer system executing

response t.o the information |nput storing events in a Journal
file represeni@¥rnelofidiee HeaRAVEsidr RAPY0RE dheR¥RNE | 9RdoFteTes it
actions, saldlﬂVQHEdeughag gepeay bei ng executed, whereby the input of

es processes I n respanse to the..execution of. events I'nputting

oal fil eThgnsynchroatized gwmma,lings med:ham.)smramrdsmuhmi

events Dbei ng Iogﬂfg bf:t \A%gér%%]f'{ %gq_ad %ggd §¥§nt& ic%netvsent'

bei ng depende upon cogg et’l

synchroni zat i

of :

execut.l on ‘0 the

bistednin,

other than the 1nput/output dev1ces and storing the’
events in the master queue for subsequent execution,

means for reading events from the Journal file“
and writing the events 1nto the. master queue whereby thef'

kernel causes- the events to be executed as if the events

were recived through the 1nput/output dev1ces.

vent, said
et Jpprnglt fd 1k compaisesst o be conpleted bef or e

executing the second guank {£Phhe RethE1 %#br2kellivingPevahes it epS |

10. . The synchronized Journaling system of claim 7-[_
further compriSing a means for notifying the means for._f
'replaying the journal file that execution of the event

1dent1f1ed in the synchronization event has completed-
execution, said means comprising° S

the toolkit which determines those events which :

require synchronization ‘and 1nputs a synchronizationt

event to the kernel ~when _an event which requires
synchronization 1s received by the toolkit,' and the-

kernel which communicates synchronization events receivedg

to the means for replaying the. Journal file.

11, In a computer'ISYstem_ compris1ng ia central~:_

processingu_unitx_(QPU), memory,; 1nput/output dev1ces'.

comprising-_a- kevhoard, mouse.;and display, said 'CPU.
executing at least one process, a process ,for

- synchronized journaling for testing computer systems,:

said synchronized journaling process compr1s1ng the steps

of: Co : _
input the information to}the;computer'system'said.

* [ L M S *
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.€xecuting events listed in the journal file in the sequence listed in the
:journal file,.when synchronization event is executed, halting execution of
subsequent events listed in the journal file until the event identified by
t he synchroni zati on event has conpl eted execution whereby during replay of
the journal file, the processes are synchronized wth a forced sequence
such that the second process, dependent upon the state of the first process
atﬁbOHpIetion of execution of the first process, executes after conpletion
of “eXecution of the first process ant gaccurate test can be perforned.
12. A conputer system substantially as herei nbefore described, with
reference to Figs. 4 to 8 of the acconpanyi ng draw ngs.
111111111113n9ewatigon1yepresentative of user actions taken during a

user session, said computer system executing processes in
response to the information input;
storing events in a journal file representative
of the input information representative of user actionms,
said events during replay being executed, whereby the
'input of information representative of user actions is
simulated and the computer system executes processes in
‘ response to the execution of events; _
1 inputting into the journal file synchronization
events, said synchronization events Dbeing iocated
betweeen first and second events, the second event being
dependent upon completion of the execution of the first
event, said synchronization event identifying the first
event to be completed before executing the second event;
replaying the journal file comprising the steps
of: '
executing events listed in the journal file in
the sequence listed in the journal file,
when synchronization event is executed, halting
execution of subsequent events listed in the journal file
until the event identified by the synchronization event
has completed execution whereby during replay of the
journal file, the processes are synchronized with a
forced sequence such that the second process, dependent
upon the state of the first process at completion of
execution of the first process, executes after completion
of execution of the first process and an accurate test
can be performed.

12. A computer system substantially as hereinbefore
described, with reference to Figs. 4 to 8 of the
accompanying drawings.
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