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METHOD AND DEVICE FOR APPLICATION 

INFORMATION RISK MANAGEMENT 

[0001] The present application claims priority to Chinese Patent Application No. 

201510746296.6, filed on November 5, 2015, and entitled "METHOD AND DEVICE 

FOR APPLICATION INFORMATION RISK MANAGEMENT", which is 5 

incorporated here by reference in its entirety. 

TECHNICAL FIELD 

[0002] The present application relates to the computer field, and in particular, to 

an application information risk management technology. 

BACKGROUND 10 

[0003] To process risky application information such as a suspected SMS 

phishing (Smishing) message, corresponding security software usually needs to be 

installed in a mobile phone of a user, so that the user can use the security software to 

upload all SMS messages in the mobile phone of the user to the cloud, and then the 

cloud performs screening analysis on all the SMS messages one by one. In the whole 15 

process, both a volume of transmitted data and a volume of validation data are 

relatively large, a user privacy leakage risk is relatively high, and a user's participation 

level in user privacy information management is low. Consequently, the user 

experience is poor. 

SUMMARY 20 

[0004] When SMS messages in user equipment are uploaded to a network device, 

SMS message management efficiency is low, and a user privacy leakage risk is 

relatively high. The present application aims to provide a method and device for 

application information risk management and to resolve such problems.  

[0005] Based on an aspect of the present application, a method for application 25 
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information risk management on a network device side is provided, including: 

acquiring target application information that a user selects and requests for 

validation by using user equipment; 

validating the target application information to obtain corresponding risk 

information; and 5 

returning corresponding prompt information to the user equipment based 

on the risk information. 

[0006] Based on another aspect of the present application, a method for 

application information risk management on a user equipment side is provided, 

including: 10 

acquiring target application information that a user selects and requests for 

validation by using user equipment; 

sending the target application information to a corresponding network 

device; and 

acquiring prompt information that is returned by the network device and 15 

that is based on risk information of the target application information. 

[0007] Based on another aspect of the present application, a network device for 

application information risk management is further provided, including: 

a target application information acquiring apparatus, configured to acquire 

target application information that a user selects and requests for validation by using 20 

user equipment; 

a target application information validation apparatus, configured to 

validate the target application information to obtain corresponding risk information; 

and 

a prompt information sending apparatus, configured to return 25 

corresponding prompt information to the user equipment based on the risk 

information. 

[0008] Based on still another aspect of the present application, a user equipment 

for application information risk management is further provided, including: 

a user-selected target application information acquiring apparatus, 30 

configured to acquire target application information that a user selects and requests 

for validation by using user equipment; 

a target application information sending apparatus, configured to send the 

target application information to a corresponding network device; and 
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a prompt information receiving apparatus, configured to acquire prompt 

information that is returned by the network device and that is based on risk 

information of the target application information. 

[0009] Based on another aspect of the present application, a system for 

application information risk management is further provided. The system includes the 5 

network device for application information risk management based on the another 

aspect of the present application, and the user equipment for application information 

risk management based on the still another aspect of the present application. 

[0010] In comparison, in the present application, the target application 

information that the user selects and requests for validation is validated by using the 10 

network device, and the prompt information corresponding to the risk information 

obtained through validation is returned to the corresponding user equipment. Here, the 

user can directly select one or more pieces of target application information from a 

corresponding application information interface of the user equipment without the 

need to jump to a third-party application operation. In addition, the user can 15 

autonomously determine some or all to-be-uploaded target application information. 

Therefore, a user's participation level in user privacy information management is 

improved, and a user's privacy leakage probability is reduced. Also, with a flexible 

selection, a volume of data transmitted between the devices can be reduced, so that a 

volume of validation data that the network device processes is accordingly reduced, 20 

and overall application information risk management efficiency is improved. 

[0011] Further, the network device performs match querying in the corresponding 

validation database based on the related attribute information of the target application 

information. For target application information that does not match the corresponding 

record information, the network device can further simulate execution of the 25 

corresponding user guide information to determine the corresponding risk 

information. Therefore, risk information determining accuracy is ensured through a 

multi-level determining manner. As such, the user can perform effective processing 

based on the prompt information corresponding to high-accuracy risk information. 

[0012] Further, when the risk information is that the SMS message is false 30 

information, the network device sends rogue base station prompt information to 

nearby user equipment of the user equipment. When the false information corresponds 

to a rogue base station, a warning can be sent to other user equipment that is in the 

coverage area of the rogue base station and that can receive the Smishing message to 
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reduce and prevent more risks caused by the false information sent by the rogue base 

station. 

[0013] Further, the user equipment sends the target application information 

selected by the user to the corresponding network device for validation, and receives 

the prompt information that is returned by the network device and that is based on the 5 

risk information of the target application information. As such, the user equipment 

cooperates with the network device to implement risk management on the application 

information. 

[0014] Further, in a preferred embodiment, the user equipment can further 

perform a risk pre-analysis on the received application information, to guide the user 10 

to select target application information, thereby helping the user to efficiently identify 

some application information with a higher risk and improving the user experience. 

BRIEF DESCRIPTION OF DRAWINGS 

[0015] Other features, objectives, and advantages of the present application 

become more apparent by reading a detailed description of the non-limitative 15 

embodiments with reference to the following accompanying drawings. 

[0016] FIG. 1 shows a schematic diagram of a network device for application 

information risk management based on an aspect of the present application. 

[0017] FIG. 2 shows a schematic diagram of a system of a network device and 

user equipment for application information risk management based on a preferred 20 

embodiment of the present application. 

[0018] FIG. 3 shows a flowchart of a method for application information risk 

management on a network device side based on another aspect of the present 

application. 

[0019] FIG. 4 shows a flowchart of a method for application information risk 25 

management on a network device side and a user equipment side based on a preferred 

embodiment of the present application. 

[0020] Same or similar reference numbers in the accompanying drawings 

represent same or similar components. 
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DESCRIPTION OF EMBODIMENTS 

[0021] The following describes the embodiments of the present application in 

detail with reference to accompanying drawings. 

[0022] In a typical configuration of the present application, a terminal, a serving 

network device, and a credible party each include one or more central processing units 5 

(CPU), an input/output interface, a network interface, and a memory. 

[0023] The memory can include a non-persistent memory, a random access 

memory (RAM), a non-volatile memory, etc. in a computer-readable medium, for 

example, a read-only memory (ROM) or a flash memory (flash RAM). The memory 

is an example of the computer-readable medium. 10 

[0024] The computer-readable medium includes persistent, non-persistent, 

movable, and unmovable media that can implement information storage by using any 

method or technology. Information can be a computer-readable instruction, a data 

structure, a program module, or other data. A computer storage medium includes, but 

is not limited to, a phase-change memory (PRAM), a static random access memory 15 

(SRAM), a dynamic random access memory (DRAM), a random access memory 

(RAM) of another type, a read-only memory (ROM), an electrically erasable 

programmable read-only memory (EEPROM), a flash memory or another memory 

technology, a compact disc read-only memory (CD-ROM), a digital versatile disc 

(DVD), or another optical storage, a cassette, a cassette magnetic disk storage, or 20 

another magnetic storage device or any other non-transmission medium. The 

computer storage medium can be configured to store information that can be accessed 

by a computing device. Based on a definition in this specification, the 

computer-readable medium does not include a non-transitory computer-readable 

storage medium, such as a modulated digital signal and a carrier. 25 

[0025] FIG. 1 shows a schematic diagram of a network device 1 for application 

information risk management based on an aspect of the present application. 

[0026] The network device 1 includes a target application information acquiring 

apparatus 11, a target application information validation apparatus 12, and a prompt 

information sending apparatus 13. The target application information acquiring 30 

apparatus 11 acquires target application information that a user selects and requests 

for validation by using user equipment 2. The target application information 

validation apparatus 12 validates the target application information to obtain 
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corresponding risk information. The prompt information sending apparatus 13 returns 

corresponding prompt information to the user equipment based on the risk 

information. 

[0027] Specifically, the target application information acquiring apparatus 11 

acquires the target application information that the user selects and requests for 5 

validation by using the user equipment 2 (referring to FIG. 2). Here, the network 

device 1 includes various intelligent terminals, such as various cloud servers or server 

clusters. The user equipment 2 includes various intelligent terminal devices, such as 

various personal computers and smartphones. Here, the application information 

includes, but is not limited to, an SMS message, a WeChat message, an e-mail, or 10 

other information transferred based on a specific application program in the user 

equipment 2. Here, the target application information acquired by the network device 

1 comes from the corresponding user equipment 2. Preferably, the target application 

information is autonomously selected by the user from application information in a 

target application of the user equipment 2. For example, the user can copy the target 15 

application information to a text box, and select to submit the target application 

information. Then, the user equipment 2 sends the target application information to 

the corresponding network device 1. As another example, the user can directly select 

and submit the target application information in an application. Here, preferably, the 

network device 1 acquires the target application information sent by the user 20 

equipment 2 in an encrypted transmission manner. For example, the target application 

information is an SMS message. When the user enters an SMS application interface of 

the user equipment 2, such as a mobile phone, the user directly selects a suspected 

Smishing message from various displayed SMS messages, and determines one or 

more pieces of target application information on which risk validation is to be 25 

performed. Then, the target application information acquiring apparatus 11 of the 

network device 1 acquires the target application information selected by the user and a 

corresponding validation request. 

[0028] Here, the target application information acquired by the target application 

information acquiring apparatus 11 can be in an original form of the target application 30 

information acquired by the user equipment 2. For example, if the target application 

information is an SMS message, the target application information acquired by the 

network device 1 can be in the form of an SMS message text displayed on the SMS 

application interface of the user equipment 2. In addition, the user equipment 2 can 
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first analyze original application information received by the user equipment 2 or 

extract information from the original application information. For example, the user 

equipment 2 extracts a keyword from an SMS message based on a category and sends 

the extracted keyword to the network device 1. As such, target application information 

to be validated can be preliminarily analyzed and sorted out, and a volume of data 5 

transmitted between devices is reduced. 

[0029] In addition, when acquiring the target application information, the network 

device 1 can correspondingly acquire related attribute information of the target 

application information, such as sender information of the target application 

information or user guide information of the target application information. 10 

[0030] Afterwards, the target application information validation apparatus 12 

validates the target application information to obtain the corresponding risk 

information. Here, in the present application, the network device 1 performs a risk 

validation analysis on the target application information by using the network device 

1. Here, a risk of the target application information can include a direct risk imposed 15 

on user privacy security and user equipment security, and can further include a 

potential risk imposed on the user by junk application information, such as a false 

advertisement. For validating the target application information, the target application 

information and the related attribute information can be comprehensively considered 

or evaluated by means of classification. Here, specific validation methods can be 20 

flexibly selected and combined based on actual needs. For example, the target 

application information can be validated and analyzed based on a pre-existing 

validation database. As another example, simulation execution can be performed on 

the user guide information of the target application information in a sandbox 

environment to identify whether the target application information includes risk 25 

information. For instance, security of the target application information can be 

validated for a plurality of times by combining a plurality of validation methods. For 

example, the target application information is validated by separately using the 

methods described in the two previous examples to improve the accuracy of the 

finally obtained risk information. Here, the risk information can include determining 30 

information that there is a risk or determining information that there is no risk. 

Further, preferably, the determining information that there is a risk can be specifically 

classified and graded based on the content of the risk and the adverse consequence 

caused by the risk. For example, if the target application information includes content 
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such as a phishing website, a Trojan horse, or a rogue base station and the like, a risk 

value of the target application information is set to 99%, or the target application 

information is defined to be at a high-risk level. 

[0031] Afterwards, the prompt information sending apparatus 13 returns, based on 

the risk information, the corresponding prompt information to the user equipment 2. 5 

Here, preferably, the network device 1 generates the corresponding prompt 

information based on the risk information obtained through validation, and returns the 

prompt information to the user equipment 2. For example, when the risk information 

is the determining information that there is a risk, such as when the risk information is 

that a target SMS message is false information, the corresponding risk warning 10 

information is generated. The content of the risk warning information can include a 

highlighting of an SMS message with a risk warning in the user equipment 2, a 

specific prompt SMS message, or prompt information in another form, or even a 

direct process of the SMS message as a junk SMS message by the user equipment 2, 

etc. As another example, when the risk information is the determining information 15 

that there is no risk, the corresponding validation security information can be sent to 

the user equipment 2. 

[0032] In the present application, the target application information that the user 

selects and requests for validation is validated by using the network device 1, and the 

prompt information corresponding to the risk information obtained through validation 20 

is returned to the corresponding user equipment 2. Here, the user can directly select 

one or more pieces of target application information from a corresponding application 

information interface of the user equipment without the need to jump to a third-party 

application operation. In addition, the user can autonomously determine some or all 

to-be-uploaded target application information. Therefore, a user's participation level in 25 

user privacy information management is improved, and a user's privacy leakage 

probability is reduced. Also, with a flexible selection, a volume of data transmitted 

between the devices can be reduced, so that a volume of validation data that the 

network device processes is accordingly reduced, and overall application information 

risk management efficiency is improved. 30 

[0033] In a preferred embodiment, the target application information validation 

apparatus 12 includes a match query unit (not shown) and a first risk information 

determining unit (not shown). The match query unit performs match querying in a 

corresponding validation database based on the related attribute information of the 
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target application information. The first risk information determining unit determines 

the corresponding risk information based on record information that is in the 

validation database and that matches the related attribute information. 

[0034] Specifically, the match query unit performs match querying in the 

corresponding validation database based on the related attribute information of the 5 

target application information. Here, the validation database is preferably an SMS 

message template library, a phishing website library, a Trojan virus library, etc. The 

SMS message template library includes an SMS message that is determined as a 

template, and that is collected by the network device 1 and is of a high historical risk 

factor, such as a determined Smishing message, or a derived SMS message template 10 

with relatively high similarity inferred based on a pre-known Smishing message. The 

phishing website library, the Trojan virus library, etc., include information about a 

website that is collected by the network device 1 and that is determined as a phishing 

website, or information about a file determined to include a Trojan virus. The 

information in the previous phishing website library and the Trojan virus library can 15 

be directly extracted from the application information in each user equipment 2, or 

can be existing data from another database, or a third-party device. Here, the related 

attribute information includes any information that is associated with the target 

application information, for example, sender information of the target application 

information, the content information of the target application information, user guide 20 

information of the target application information, etc. Here, based on the types of the 

different validation databases, corresponding match querying can be performed on 

appropriate information selected from the related attribute information of the target 

application information. For example, when the validation database is a phishing 

website library, the user guide information of the target application information can be 25 

selected. For example, a target SMS message includes information about a website, 

and math querying is performed on the information. As another example, if the 

validation database is the SMS message template library, the content of the target 

application information is selected, and match querying is performed on the content. 

Here, preferably, when a plurality of validation database types are preconfigured on 30 

the network device 1, one or more validation databases can be selected and used as a 

reference database based on needs, for example, based on a user's selection, or based 

on an intelligent decision of a type of the target application information. In addition, 

preferably, each validation database can be graded based on the risk level 
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corresponding to the application information, and a validation database at a specific 

grade is selected for the target application information based on the grade, or 

validation databases at a plurality of grades are selected for successively validating 

the target application information. 

[0035] Here, a person skilled in the art should understand that the SMS message 5 

template library, the phishing website library, and the Trojan virus library are only 

examples, and an existing database or a future database that can be used for target 

application information validation and is applicable to the solution shall fall within the 

protection scope of the present application, and is incorporated here by reference. 

[0036] Afterwards, the first risk information determining unit determines the 10 

corresponding risk information based on the record information that is in the 

validation database and that matches the related attribute information. Here, if the 

record information that matches the related attribute information is identified in the 

corresponding validation database, for example, if a target SMS message includes 

information about a website, and its corresponding record in the phishing website 15 

library is a phishing website. As another example, if the above-mentioned text content 

of the target SMS message is consistent with the content of a Smishing message 

template in the SMS message template library, the risk information corresponding to 

the target application information can be determined, for example, as the determining 

information that there is a risk, or further, the risk information includes corresponding 20 

risk level information. 

[0037] In addition, when the validation database does not include the record 

information that matches the related attribute information, the target application 

information can be inferred to be security information with a relatively low risk based 

on needs, and corresponding validation security information is returned to the user 25 

equipment 2. Alternatively, another validation database or even another validation 

method is selected for risk validation, and corresponding risk information is provided. 

For example, when no corresponding record information can be matched by using the 

SMS message template library, match queries are further performed based on the 

phishing website library. As another example, when no corresponding record 30 

information can be matched in all or some predetermined validation databases, 

matching can be performed in another validation method, for example, matching with 

an SMS message/phone number library of a financial institution. For example, 

simulation execution can be performed on the user guide information of the target 
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application information in a sandbox environment to identify whether the target 

application information includes risk information. 

[0038] Preferably, the related attribute information includes at least one of the 

following: sender information of the target application information, content 

information of the target application information, or user guide information of the 5 

target application information. 

[0039] Here, specifically and preferably, when acquiring the target application 

information, the network device 1 acquires the corresponding related attribute 

information at the same time. The related attribute information includes the sender 

information of the target application information, for example, a device number of a 10 

sender of an SMS message, a cell phone number, or an institution-specific number, or 

e-mail address information of a sender of an e-mail. The related attribute information 

further includes the content of the target application information, for example, text 

content of an SMS message or body content of an e-mail, and the like. The related 

attribute information further includes the user guide information. The user guide 15 

information includes any information instructing a user to perform a related operation. 

For example, a website hyperlink provided to the user or download address 

information provided to the user, and the like. Here, different validation and analysis 

operations are performed based on different specific contents of the related attribute 

information, for example, different validation databases are selected for different 20 

related attribute information to perform match querying. 

[0040] Here, a person skilled in the art should understand that the sender 

information of the target application information, the content information of the target 

application information, or the user guide information of the target application 

information are only examples, and related attribute information of other existing or 25 

future target application information that is applicable to the solution shall fall within 

the protection scope of the present application, and is incorporated here by reference. 

[0041] In a preferred embodiment (referring to FIG. 1), the related attribute 

information includes the user guide information of the target application information. 

The target application information validation apparatus 12 further includes a second 30 

risk information determining unit (not shown). When no record information that 

matches the user guide information is identified in the validation database, the second 

risk information determining unit simulates execution of the target application 

information based on the user guide information to obtain the corresponding risk 
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information. 

[0042] Specifically, in this embodiment, when the related attribute information 

includes the user guide information of the target application information, if no record 

information that matches the user guide information is identified in the validation 

database, preferably, specific simulation execution is performed on the user guide 5 

information. Here, considering that a simulation execution process can have a security 

risk, the network device 1 can be disposed in a sandbox environment to perform a 

simulation experiment. For example, when the user guide information is a download 

link or website information, the network device 1 extracts the user guide information, 

and runs a browser or another corresponding program in a preconfigured sandbox 10 

environment to open the foregoing website URL information or the downlink link to 

perform the operation indicated by the user guide information. Further, the security 

problem in an execution operation process is analyzed, or the execution result of the 

simulation execution is further determined and analyzed to obtain the corresponding 

risk information. For example, if a website link corresponding to the user guide 15 

information is opened through simulation execution, and the result corresponds to a 

phishing website, it can be inferred that the target application information is risky, and 

the corresponding risk information is determined. Here, changes caused by an 

operation executed in the sandbox environment are subsequently deleted. In addition, 

possible risks that can be brought by executing a program in the virtual execution 20 

environment cause no actual damage to related devices such as the network device 1. 

[0043] In addition, based on a risk source, for example, phishing website 

information, a Trojan virus, or a security risk of an SMS message text, risk 

information extraction and classification can be performed on relatively high-risk 

target application information determined through the simulation execution, so as to 25 

update information about the corresponding validation database, and feedback the risk 

information to different financial institutions based on risk types. 

[0044] In this embodiment, the network device 1 performs match querying in the 

corresponding validation database based on the related attribute information of the 

target application information. For target application information that does not match 30 

the corresponding record information, the network device 1 can further simulate 

execution of the corresponding user guide information to determine the corresponding 

risk information. Therefore, risk information determining accuracy is ensured through 

a multi-level determining manner. As such, the user can perform effective processing 
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based on the prompt information corresponding to high-accuracy risk information. 

[0045] Preferably, when no record information that matches the user guide 

information is identified in the validation database, the second risk information 

determining unit simulates acquiring, based on the user guide information, target 

information that is in the target application information and that the user is guided to 5 

acquire; and validates the correspondence between the target information and the 

target application information to obtain the corresponding risk information. 

[0046] Specifically and preferably, the target information that is in the target 

application information and is acquired by a guided user is first obtained by means of 

simulation based on the guided user information. Here, the target information includes 10 

a corresponding result that the network device 1 points to by executing the guide user 

information through simulation. For example, the target information can be a 

webpage that the user is guided to open, or can be a file that the user is guided to 

download. Then, the network device 1 validates the correspondence between the 

target information and the target application information to obtain the corresponding 15 

risk information. Here, the risks brought by the target information include a direct risk 

imposed on user privacy security and user equipment security, for example, a 

downloaded file includes a virus. The risks brought by the target information also 

include a potential risk brought by some spam information, for example, when an 

opened website is a false advertisement website, some damage can be caused if the 20 

user performs a corresponding operation based on instruction information on the 

website. Here, the correspondence between the target information and the target 

application information is determined in order to determine the relevance of the target 

information and the target application information. Generally speaking, there exists 

high-risk target application information such as a false SMS message with the purpose 25 

to deceive the user into performing an operation against his will or unintentionally 

performing an unfavorable operation. Therefore, there is a relatively high possibility 

that the target information corresponding to such target application information is 

inconsistent with or does not match the target application information. This is an 

important basis for validating the correspondence in the present application. The 30 

correspondence validation between the target information and the target application 

information can include checking whether sender information of the target 

information is consistent with the sender information of the target application 

information; checking whether content of the target information is associated with the 
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content of the target application information; or checking whether sandbox operation 

information of the target information matches the target application information. 

[0047] Here, a person skilled in the art should understand that the previous 

methods for validating the correspondence between the target information and the 

target application information are only examples, and an existing or a future method 5 

that is for validating the correspondence between the target information and the target 

application information and that is applicable to the solution shall fall within the 

protection scope of the present application, and is incorporated here by reference. 

[0048] More preferably, the correspondence validation between the target 

information and the target application information includes at least one of the 10 

following: checking whether sender information of the target information is consistent 

with the sender information of the target application information; checking whether 

content of the target information is associated with the content of the target 

application information; or checking whether sandbox operation information of the 

target information matches the target application information. 15 

[0049] Specifically, the correspondence validation between the target information 

and the target application information includes checking whether the sender 

information of the target information is consistent with the sender information of the 

target application information. If the sender information of the target information is 

consistent with the sender information of the target application information, it can be 20 

inferred that the target information matches the target application information. 

Therefore, it can be inferred from the validation that the target application information 

has high security and low risk. Otherwise, it is inferred that the target information 

does not match the target application information. It can be inferred from the 

validation that the target application information has a low security and a high risk. 25 

Here, for example, the target application information is an SMS message. If a sender 

of the SMS message is a number of a mobile operator, the content of the SMS 

message is about providing free calls, and user guide information is a webpage link of 

the operator, and if the acquired target information is a related webpage of the mobile 

operation indeed, it is considered that the sender of the target information is consistent 30 

with the sender of the SMS message, and it can be inferred that the target information 

matches the target application information. On the contrary, if an irrelevant webpage 

is opened after clicking the link, it can be inferred that the target information does not 

match the target application information. Here, preferably, if the sender information is 
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inconsistent, it can be further determined whether the sender of the target application 

information is a rogue base station that dedicatedly sends false information. If so, it 

can be inferred that the application information sent by the sender is false information. 

In addition, the network device 1 can further record information about the rogue base 

station, and warn the related user equipment 2. 5 

[0050] Here, the correspondence validation between the target information and 

the target application information further includes checking whether the content of the 

target information is associated with the content of the target application information. 

Here, if the content of the target information matches the content of the target 

application information, it is considered that the correspondence between the target 10 

information and the target application information is relatively high, and it is inferred 

that the security of target application information is relatively high, and the risk is 

low. On the contrary, it is inferred that the target application information is less secure 

and has a higher risk. Here, for example, the target application information is an SMS 

message. If the content of the SMS message is a link about shopping mall discount 15 

information, but an irrelevant payment website is opened after clicking the link, it is 

inferred that the content of the target information is unrelated to the content of the 

target application information, and the target information can be potentially 

dangerous. 

[0051] Here, the correspondence validation between the target information and 20 

the target application information further includes checking whether the sandbox 

operation information of the target information matches the target application 

information. Here, if the sandbox operation information of the target information 

matches the target application information, the target application information is 

relatively secure with a lower risk. On the contrary, if the sandbox operation 25 

information of the target information does not match the target application 

information, it can be inferred that the target application information has low security 

and high risk. Here, for example, the target application information is an SMS 

message. When the target information is a downloaded application corresponding to a 

download link in the SMS message, if the downloaded application is installed or run 30 

in the sandbox, and if a specific operation step is different from what described in the 

target application information, or a result obtained by executing the application is 

different from what described in the target application information, it can be inferred 

that the sandbox operation information of the target information does not match the 
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target application information, and there is a high security risk. 

[0052] Here, a person skilled in the art should understand that the previous 

methods for validating the correspondence between the target information and the 

target application information are only examples, and an existing or a future method 

that is for validating the correspondence between the target information and the target 5 

application information and that is applicable to the solution shall fall within the 

protection scope of the present application, and is incorporated here by reference. 

[0053] In a preferred embodiment (referring to FIG. 1), the target application 

information includes an SMS message, and the network device 1 further includes a 

rogue base station prompt information sending apparatus (not shown). The rogue base 10 

station prompt information sending apparatus sends rogue base station prompt 

information to nearby user equipment of the user equipment when the risk 

information is that the SMS message is false information. A distance between the 

nearby user equipment and the user equipment is less than or equal to a predetermined 

device distance threshold. 15 

[0054] Specifically, here, the rogue base station is a pseudo base station, and 

usually comprises a host and a laptop. The rogue base station can be configured to 

search for the information about a subscriber identity module (SIM) card in an area 

within a certain radius of the base station by using a device such as an SMS message 

blasts device, an SMS message sender, or the like. The rogue base station forcibly 20 

sends an SMS message such as a Smishing message or an advertisement SMS 

message to the user's mobile phone by disguising itself as a base station of a carrier 

and fraudulently using a cell phone number of another user. In this embodiment, the 

target application information includes SMS message information. If the risk 

information of the target application information obtained through the validation by 25 

the network device 1 includes the SMS message being false information, and it can be 

further inferred that the false information is sent by a corresponding rogue base 

station, the location information of the rogue base station can be determined, or a 

movement track of the rogue base station can be determined to infer the location 

information of the rogue base station. In addition, the rogue base station prompt 30 

information sending apparatus sends the rogue base station prompt information to the 

nearby user equipment of the user equipment, wherein the distance between the 

nearby user equipment and the user equipment is less than or equal to a predetermined 

device distance threshold information. The nearby user equipment includes various 
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mobile intelligent terminal devices, and preferably, includes a device with a mobile 

communication function, for example, a terminal device that can receive an SMS 

message, such as a mobile phone, or a tablet computer with an SMS message 

receiving/sending function. Here, the predetermined device distance threshold can be 

set based on the location information of the rogue base station and the coverage of 5 

sending the SMS message. Here, the rogue base station prompt information can be 

sent to the nearby user equipment when the network device 1 first acquires and 

determines the information about the rogue base station. Alternatively, each time 

when the SMS message is determined as false information, the rogue base station 

prompt information can be sent to the nearby user equipment at the same time. Here, 10 

if a corresponding positioning function is enabled on the nearby user equipment, for 

example, a GPS (Global Positioning System, global positioning system) function of a 

mobile phone is enabled, the network device 1 can search for and obtain 

corresponding latitude and longitude information of the mobile phone. In this case, if 

the distance between the nearby user equipment and the user equipment is less than or 15 

equal to the predetermined device distance threshold, the rogue base station prompt 

information is sent to the nearby user equipment. 

[0055] In this embodiment, when the risk information includes the SMS message 

information being false information, the network device 1 sends the rogue base station 

prompt information to the nearby user equipment of the user equipment 2. When the 20 

false information corresponds to a rogue base station, a warning can be sent to other 

user equipment that is in the coverage area of the rogue base station and that can 

receive the Smishing message to reduce and prevent more risks caused by the false 

information sent by the rogue base station. Specifically, when other user equipment 

use a target application, the network device 1 can send information about a rogue base 25 

station exists near the network device 1, and the network device 1 can directly push a 

warning with permission of other user equipment. 

[0056] FIG. 2 shows a schematic diagram of a system of a network device 1 and 

user equipment 2 for application information risk management based on a preferred 

embodiment of the present application. 30 

[0057] The network device 1 includes a target application information acquiring 

apparatus 11', a target application information validation apparatus 12', and a prompt 

information sending apparatus 13'. The user equipment 2 includes a user-selected 

target application information acquiring apparatus 21', a target application information 
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sending apparatus 22', and a prompt information receiving apparatus 23'. The target 

application information acquiring apparatus 11' acquires target application 

information that a user selects and requests for validation by using the user equipment 

2. The target application information validation apparatus 12' validates the target 

application information to obtain corresponding risk information. The prompt 5 

information sending apparatus 13' returns corresponding prompt information to the 

user equipment 2 based on the risk information. The user-selected target application 

information acquiring apparatus 21' acquires the target application information that 

the user selects and requests for validation by using the user equipment 2. The target 

application information sending apparatus 22' sends the target application information 10 

to the corresponding network device 1. The prompt information receiving apparatus 

23' acquires the prompt information that is returned by the network device 1 and that 

is based on the risk information of the target application information. Here, the target 

application information acquiring apparatus 11', the target application information 

validation apparatus 12', and the prompt information sending apparatus 13' are 15 

basically the same as the target application information acquiring apparatus 11, the 

target application information validation apparatus 12, and the prompt information 

sending apparatus 13 shown in FIG. 1. Details are not described here again, and are 

incorporated here by reference. 

[0058] Specifically, here, the user-selected target application information 20 

acquiring apparatus 21' acquires the target application information that the user selects 

and requests for validation by using the user equipment 2. Here, preferably, the target 

application information is directly determined based on an autonomous selection 

operation of the user. Here, application information such as an SMS message, a 

WeChat message, or an e-mail includes massive user privacy information. Therefore, 25 

if all the information is uploaded by a third-party application, an information leakage 

risk is increased. Therefore, in the present application, preferably, the user can 

autonomously select one or more pieces of target application information that actually 

needs to be sent to the network device for validation. Here, further, preferably, the 

user can directly perform a selection operation on an operating interface of a target 30 

application corresponding to the target application information in the user equipment 

2. For example, if the target application information is an SMS message, the user can 

directly select a suspected Smishing message when entering the SMS application, so 

that the need to jump to another third-party application interface is avoided. Here, a 
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response operation for an instruction of the user for selection and validation request 

can be implemented by executing an independent application program loaded to the 

network device 1, or by running a corresponding plug-in that matches the target 

application such as the SMS application. 

[0059] Afterwards, the target application information sending apparatus 22' sends 5 

the target application information to the corresponding network device 1. Here, the 

target application information sent to the network device 1 can be in an original form 

of the target application information acquired by the user equipment 2. For example, 

if the target application information is an SMS message, the target application 

information acquired by the network device 1 can be in the form of an SMS message 10 

text displayed on the SMS application interface of the user equipment 2. In addition, 

the user equipment 2 can first analyze original application information received by the 

user equipment 2 or extract information from the original application information. For 

example, the user equipment 2 extracts a keyword from an SMS message based on a 

category and sends the extracted keyword to the network device 1. As such, the user 15 

equipment 2 can first preliminarily analyze and sort out target application information 

to be validated, and reduce a volume of data transmitted between devices. In addition, 

when sending the target application information, the user equipment 2 can further 

send, to the network device 1, related attribute information corresponding to the target 

application information, such as sender information of the target application 20 

information or user guide information of the target application information, so as to 

subsequently perform risk validation operations on the target application information 

in the network device 1 in a plurality of manners. Here, preferably, the user equipment 

2 sends the target application information to the network device 1 in an encrypted 

transmission manner. 25 

[0060] Accordingly, the target application information acquiring apparatus 11' of 

the network device 1 acquires the target application information that the user selects 

and requests for validation by using the user equipment 2. Then, the target application 

information validation apparatus 12' of the network device 1 validates the target 

application information to obtain the corresponding risk information. 30 

[0061] Afterwards, the prompt information sending apparatus 13' of the network 

device 1 returns the corresponding prompt information to the user equipment 2 based 

on the risk information. Accordingly, the prompt information receiving apparatus 23' 

of the user equipment 2 acquires the prompt information that is returned by the 
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network device 1 and that is based on the risk information of the target application 

information. Here, preferably, the prompt information received by the user equipment 

2 is corresponding prompt information generated by the network device 1 based on 

the risk information obtained through validation. For example, when the risk 

information is determining information that there is a risk, such as when the risk 5 

information is that a target SMS message is false information, the corresponding risk 

warning information is generated. The content of the risk warning information can 

include a highlighting of an SMS message with a risk warning in the user equipment 

2, a specific prompt SMS message, or prompt information in another form, or even a 

direct process of the SMS message as a junk SMS message by the user equipment 2, 10 

etc. As another example, when the network device 1 determines that the risk 

information is determining information that there is no risk, the user equipment 2 

acquires corresponding validation security information. Further, here, preferably, the 

user can choose to adopt the prompt information sent by the network device 1 to 

perform subsequent processing on the application information such as an SMS 15 

message of the user, or choose not to adopt the prompt information and retain the 

target application information. As such, a user's right for processing privacy-related 

information of the user is fully respected. In addition, prompt information content can 

be automatically executed based on predetermined settings made by the user when the 

corresponding prompt information is obtained. For example, the user can perform 20 

pre-selecting. As such, after the network device 1 performs risk validation, if a risk of 

the target application information is relatively high and reaches a predetermined level, 

the target application information is automatically deleted. Therefore, after the user 

equipment 2 receives prompt information that meets a condition, a corresponding 

instruction operation can be automatically performed, and the user does not need to be 25 

inquired. To sum up, the automatic operation does not go against the user's will, but 

also the result of user participation in the operation. 

[0062] Here, the user equipment 2 sends the target application information 

selected by the user to the corresponding network device 1 for validation, and receives 

the prompt information that is returned by the network device 1 and that is based on 30 

the risk information of the target application information. As such, the user equipment 

cooperates with the network device 1 to implement risk management on the 

application information. 

[0063] Preferably, the user equipment 2 further includes a risk pre-analysis 
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apparatus (not shown) and an application information display apparatus (not shown). 

The risk pre-analysis apparatus performs a risk pre-analysis on the application 

information received by the user equipment 2. The application information display 

apparatus displays, in a corresponding application, one or more pieces of application 

information that are at risk acquired through the risk pre-analysis. The user-selected 5 

target application information acquiring apparatus 21' acquires the target application 

information that the user selects from the one or more pieces of application 

information and requests for validation by using the user equipment 2. 

[0064] Specifically, target application information with a relatively high risk such 

as a false SMS message usually cannot be easily recognized. Therefore, in order to 10 

facilitate the autonomous selection of the target application information by the user, 

improve the probability that the target application information autonomously selected 

by the user is determined as high-risk application information, and improve the 

efficiency of performing target application information risk validation by the network 

device 1 subsequently, preferably, the risk pre-analysis apparatus can be configured to 15 

perform the risk pre-analysis on the application information received by the user 

equipment 2, and then a corresponding prompt assistance is provided to the user based 

on the result of the risk pre-analysis. Here, the user equipment 2 can acquire and store 

in advance some related information about application information that is recently 

collected and that is with a relatively high risk. For example, a recent collection 20 

database of Smishing message sender numbers is pre-acquired, and then based on 

information of the database, a risk pre-analysis is performed on an SMS message 

received by the user equipment 2. Here, data information that is used as pre-analysis 

reference data can be from the corresponding network device 1, for example, from a 

collection of related information about recent validation database information 25 

corresponding to the network device 1, for example, validation database information 

within one month. As another example, a list of recent risky data in a current region 

can be cached in the user equipment 2, and then the application information acquired 

by the user equipment 2 is compared with the data list. Here, a preliminary evaluation 

analysis of the application information can be performed without increasing an 30 

operation burden of the user equipment 2, so as to effectively prompt the user. 

[0065] Afterwards, the application information display apparatus displays, in a 

corresponding application, one or more pieces of application information that are at 

risk acquired through the risk pre-analysis. Here, the result of the risk pre-analysis can 
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be effectively displayed on a target application interface, for example, shown in a 

highlighted manner. For example, the application information that is at risk can be 

displayed in a manner including but not limited to different colors or fonts, or specific 

prompting markers. As another example, the user is prompted by a prompt window. 

Afterwards, the user-selected target application information acquiring apparatus 21' 5 

acquires the target application information that the user selects from the one or more 

pieces of application information and requests for validation by using the user 

equipment 2. Here, the result of the risk pre-analysis is an operation prompt for the 

user. However, in practice, the user can select, based on the user's will, one or more of 

the prompted application information of the indicated risk, or select no application 10 

information. 

[0066] In this embodiment, the user equipment 2 can further perform a risk 

pre-analysis on the received application information, to guide the user to select target 

application information, thereby helping the user to efficiently identify some 

application information with higher risk to improve user experience. 15 

[0067] FIG. 3 shows a flowchart of a method for application information risk 

management on a network device side based on another aspect of the present 

application. 

[0068] The method includes steps S31, S32, and S33. In step S31, a network 

device 1 acquires target application information that a user selects and requests for 20 

validation by using user equipment 2. In step S32, the network device 1 validates the 

target application information to obtain corresponding risk information. In step S33, 

the network device 1 returns corresponding prompt information to the user equipment 

based on the risk information. 

[0069] Specifically, in step S31, the network device 1 acquires the target 25 

application information that the user selects and requests for validation by using the 

user equipment 2 (referring to FIG. 4). Here, the network device 1 includes various 

intelligent terminals, such as various cloud servers or server clusters. The user 

equipment 2 includes various intelligent terminal devices, such as various personal 

computers and smartphones. Here, the application information includes, but is not 30 

limited to, an SMS message, a WeChat message, an e-mail, or other information 

transferred based on a specific application program in the user equipment 2. Here, the 

target application information acquired by the network device 1 comes from the 

corresponding user equipment 2. Preferably, the target application information is 
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autonomously selected by the user from application information in a target application 

of the user equipment 2. For example, the user can copy the target application 

information to a text box, and select to submit the target application information. Then 

the user equipment 2 sends the target application information to the corresponding 

network device 1. As another example, the user can directly select and submit the 5 

target application information in an application. Here, preferably, the network device 

1 acquires the target application information sent by the user equipment 2 in an 

encrypted transmission manner. For example, the target application information is an 

SMS message. When the user enters an SMS application interface of the user 

equipment 2 such as a mobile phone, the user directly selects a suspected Smishing 10 

message from various displayed SMS messages, and determines one or more pieces 

of target application information on which risk validation is to be performed. Then, 

the target application information acquiring apparatus 11 of the network device 1 

acquires the target application information selected by the user and a corresponding 

validation request. 15 

[0070] Here, the target application information acquired by the network device 1 

can be in an original form of the target application information acquired by the user 

equipment 2. For example, if the target application information is an SMS message, 

the target application information acquired by the network device 1 can be in the form 

of an SMS message text displayed on the SMS application interface of the user 20 

equipment 2. In addition, the user equipment 2 can first analyze the original 

application information received by the user equipment 2 or extract information from 

the original application information. For example, the user equipment 2 extracts a 

keyword from an SMS message based on a category and sends the extracted keyword 

to the network device 1. As such, target application information to be validated can be 25 

preliminarily analyzed and sorted out, and a volume of data transmitted between 

devices is reduced. 

[0071] In addition, when acquiring the target application information, the network 

device 1 can correspondingly acquire related attribute information of the target 

application information, such as sender information of the target application 30 

information or user guide information of the target application information. 

[0072] Afterwards, in step S32, the network device 1 validates the target 

application information to obtain the corresponding risk information. Here, in the 

present application, the network device 1 performs a risk validation analysis on the 
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target application information by using the network device 1. Here, a risk of the target 

application information can include a direct risk imposed on user privacy security and 

user equipment security, and can further include a potential risk imposed on the user 

by junk application information such as a false advertisement. For validating the 

target application information, the target application information and the related 5 

attribute information can be comprehensively considered or evaluated by means of 

classification. Here, specific validation methods can be flexibly selected and 

combined based on actual needs. For example, the target application information can 

be validated and analyzed based on a pre-existing validation database. As another 

example, simulation execution can be performed on the user guide information of the 10 

target application information in a sandbox environment to identify whether the target 

application information includes risk information. For instance, security of the target 

application information can be validated for a plurality of times by combining a 

plurality of validation methods. For example, the target application information is 

validated by separately using the methods described in the two previous examples to 15 

improve the accuracy of the finally obtained risk information. Here, the risk 

information can include determining information that there is a risk or determining 

information that there is no risk. Further, preferably, the determining information that 

there is a risk can be specifically classified and graded based on the content of the risk 

and the adverse consequence caused by the risk. For example, if the target application 20 

information includes content such as a phishing website, a Trojan horse, or a rogue 

base station and the like, a risk value of the target application information is set to 

99%, or the target application information is defined to be at a high-risk level. 

[0073] Afterwards, in step S33, the network device 1 returns, based on the risk 

information, the corresponding prompt information to the user equipment 2. Here, 25 

preferably, the network device 1 generates the corresponding prompt information 

based on the risk information obtained through validation, and returns the prompt 

information to the user equipment 2. For example, when the risk information is the 

determining information that there is a risk, such as when the risk information is that a 

target SMS message is false information, the corresponding risk warning information 30 

is generated. The content of the risk warning information can include a highlighting of 

an SMS message with a risk warning in the user equipment 2, a specific prompt SMS 

message, or prompt information in another form, or even a direct process of the SMS 

message as a junk SMS message by the user equipment 2, etc. As another example, 
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when the risk information is the determining information that there is no risk, the 

corresponding validation security information can be sent to the user equipment 2. 

[0074] Herein, in the present application, the target application information that 

the user selects and requests for validation is validated by using the network device 1, 

and the prompt information corresponding to the risk information obtained through 5 

validation is returned to the corresponding user equipment 2. Here, the user can 

directly select one or more pieces of target application information from a 

corresponding application information interface of the user equipment without the 

need to jump to a third-party application operation. In addition, the user can 

autonomously determine some or all to-be-uploaded target application information. 10 

Therefore, a user's participation level in user privacy information management is 

improved, and a user's privacy leakage probability is reduced. Also, with a flexible 

selection, a volume of data transmitted between the devices can be reduced, so that a 

volume of validation data that the network device processes is accordingly reduced, 

and overall application information risk management efficiency is improved. 15 

[0075] In a preferred embodiment, step S32 includes step S321 (not shown) and 

step S322 (not shown). In step S321, the network device 1 performs match querying 

in a corresponding validation database based on related attribute information of the 

target application information. In step S322, the network device 1 determines the 

corresponding risk information based on record information that is in the validation 20 

database and that matches the related attribute information. 

[0076] Specifically, in step S321, the network device 1 performs match querying 

in the corresponding validation database based on the related attribute information of 

the target application information. Here, the validation database is preferably an SMS 

message template library, a phishing website library, a Trojan virus library, etc. The 25 

SMS message template library includes an SMS message that is determined as a 

template, and that is collected by the network device 1 and is of a high historical risk 

factor, such as a determined Smishing message, or a derived SMS message template 

with relatively high similarity inferred based on a pre-known Smishing message. The 

phishing website library, the Trojan virus library, etc. include information about a 30 

website that is collected by the network device 1 and that is determined as a phishing 

website, or information about a file determined to include a Trojan virus. The 

information in the previous phishing website library and the Trojan virus library can 

be directly extracted from the application information in each user equipment 2, or 
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can be existing data from another database, or a third-party device. Here, the related 

attribute information includes any information that is associated with the target 

application information, for example, sender information of the target application 

information, the content information of the target application information, user guide 

information of the target application information, etc. Here, based on the types of the 5 

different validation databases, corresponding match querying can be performed on 

appropriate information selected from the related attribute information of the target 

application information. For example, when the validation database is a phishing 

website library, the user guide information of the target application information can be 

selected. For example, a target SMS message includes information about a website, 10 

and math querying is performed on the information. As another example, if the 

validation database is the SMS message template library, the content of the target 

application information is selected, and match querying is performed on the content. 

Here, preferably, when a plurality of validation database types are preconfigured on 

the network device 1, one or more validation databases can be selected and used as a 15 

reference database based on needs, for example, based on a user's selection, or based 

on an intelligent decision of a type of the target application information. In addition, 

preferably, each validation database can be graded based on the risk level 

corresponding to the application information, and a validation database at a specific 

grade is selected for the target application information based on the grade, or 20 

validation databases at a plurality of grades are selected for successively validating 

the target application information. 

[0077] Here, a person skilled in the art should understand that the SMS message 

template library, the phishing website library, and the Trojan virus library are only 

examples, and an existing database or a future database that can be used for target 25 

application information validation and is applicable to the solution shall fall within the 

protection scope of the present application, and is incorporated here by reference. 

[0078] Afterwards, in step S322, the network device 1 determines the 

corresponding risk information based on the record information that is in the 

validation database and that matches the related attribute information. Here, if the 30 

record information that matches the related attribute information is identified in the 

corresponding validation database, for example, if a target SMS message includes 

information about a website, and its corresponding record in the phishing website 

library is a phishing website. As another example, if the above-mentioned text content 
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of the target SMS message is consistent with the content of a Smishing message 

template in the SMS message template library, the risk information corresponding to 

the target application information can be determined, for example, determined as the 

determining information that there is a risk, or further, the risk information includes 

corresponding risk level information. 5 

[0079] In addition, when the validation database does not include the record 

information that matches the related attribute information, the target application 

information can be inferred to be security information with a relatively low risk based 

on needs, and corresponding validation security information is returned to the user 

equipment 2. Alternatively, another validation database or even another validation 10 

method is selected for risk validation, and corresponding risk information is provided. 

For example, when no corresponding record information can be matched by using the 

SMS message template library, match queries are further performed based on the 

phishing website library. As another example, when no corresponding record 

information can be matched in all or some predetermined validation databases, 15 

matching can be performed in another validation method, for example, matching with 

an SMS message/phone number library of a financial institution. For example, 

simulation execution can be performed on the user guide information of the target 

application information in a sandbox environment to identify whether the target 

application information includes risk information. 20 

[0080] Preferably, the related attribute information includes at least one of the 

following: sender information of the target application information, content 

information of the target application information, or user guide information of the 

target application information. 

[0081] Here, specifically and preferably, when acquiring the target application 25 

information, the network device 1 acquires the corresponding related attribute 

information at the same time. The related attribute information includes the sender 

information of the target application information, for example, a device number of a 

sender of an SMS message, a cell phone number, or an institution-specific number, or 

e-mail address information of a sender of an e-mail. The related attribute information 30 

further includes the content of the target application information, for example, text 

content of an SMS message or body content of an e-mail, and the like. The related 

attribute information further includes the user guide information. The user guide 

information includes any information instructing a user to perform a related operation. 
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For example, a website hyperlink provided to the user or download address 

information provided to the user, and the like. Here, different validation and analysis 

operations are performed based on different specific contents of the related attribute 

information, for example, different validation databases are selected for different 

related attribute information to perform match querying. 5 

[0082] Here, a person skilled in the art should understand that the sender 

information of the target application information, the content information of the target 

application information, or the user guide information of the target application 

information are only examples, and related attribute information of other existing or 

future target application information that is applicable to the solution shall fall within 10 

the protection scope of the present application, and is incorporated here by reference. 

[0083] In a preferred embodiment (referring to FIG. 3), the related attribute 

information includes the user guide information of the target application information. 

Step S32 further includes step S323 (not shown). In step S323, when no record 

information that matches the user guide information is identified in the validation 15 

database, the network device 1 simulates execution of the target application 

information based on the user guide information to obtain the corresponding risk 

information. 

[0084] Specifically, in this embodiment, when the related attribute information 

includes the user guide information of the target application information, if no record 20 

information that matches the user guide information is identified in the validation 

database, preferably, specific simulation execution is performed on the user guide 

information. Here, considering that a simulation execution process can have a security 

risk, the network device 1 can be disposed in a sandbox environment to perform a 

simulation experiment. For example, when the user guide information is a download 25 

link or website information, the network device 1 extracts the user guide information, 

and runs a browser or another corresponding program in a preconfigured sandbox 

environment to open the foregoing website URL information or the downlink link to 

perform the operation indicated by the user guide information. Further, the security 

problem in an execution operation process is analyzed, or the execution result of the 30 

simulation execution is further determined and analyzed to obtain the corresponding 

risk information. For example, if a website link corresponding to the user guide 

information is opened through simulation execution, and the result corresponds to a 

phishing website, it can be inferred that the target application information is risky, and 
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the corresponding risk information is determined. Here, changes caused by an 

operation executed in the sandbox environment are subsequently deleted. In addition, 

possible risks that can be brought by executing a program in the virtual execution 

environment cause no actual damage to related devices such as the network device 1. 

[0085] In addition, based on a risk source, for example, phishing website 5 

information, a Trojan virus, or a security risk of an SMS message text, risk 

information extraction and classification can be performed on relatively high-risk 

target application information determined through the simulation execution, so as to 

update information about the corresponding validation database, and feedback the risk 

information to different financial institutions based on risk types. 10 

[0086] In this embodiment, the network device 1 performs match querying in the 

corresponding validation database based on the related attribute information of the 

target application information. For target application information that does not match 

the corresponding record information, the network device 1 can further simulate 

execution of the corresponding user guide information to determine the corresponding 15 

risk information. Therefore, risk information determining accuracy is ensured through 

a multi-level determining manner. As such, the user can perform effective processing 

based on the prompt information corresponding to high-accuracy risk information. 

[0087] Preferably, in step S323, when no record information that matches the user 

guide information is identified in the validation database, the network device 1 20 

simulates acquiring, based on the user guide information, target information that is in 

the target application information and that the user is guided to acquire; and validates 

the correspondence between the target information and the target application 

information to obtain the corresponding risk information. 

[0088] Specifically and preferably, the target information that is in the target 25 

application information and is acquired by a guided user is first obtained by means of 

simulation based on the guided user information. Here, the target information includes 

a corresponding result that the network device 1 points to by executing the guide user 

information through simulation. For example, the target information can be a 

webpage that the user is guided to open, or can be a file that the user is guided to 30 

download. Then, the network device 1 validates the correspondence between the 

target information and the target application information to obtain the corresponding 

risk information. Here, the risks brought by the target information include a direct risk 

imposed on user privacy security and user equipment security, for example, a 
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downloaded file includes a virus. The risks brought by the target information also 

include a potential risk brought by some spam information, for example, when an 

opened website is a false advertisement website, some damage can be caused if the 

user performs a corresponding operation based on instruction information on the 

website. Here, the correspondence between the target information and the target 5 

application information is determined in order to determine the relevance of the target 

information and the target application information. Generally speaking, there exists 

high-risk target application information such as a false SMS message with the purpose 

to deceive the user into performing an operation against his will or unintentionally 

performing an unfavorable operation. Therefore, there is a relatively high possibility 10 

that the target information corresponding to such target application information is 

inconsistent with or does not match the target application information. This is an 

important basis for validating the correspondence in the present application. The 

correspondence validation between the target information and the target application 

information can include checking whether sender information of the target 15 

information is consistent with the sender information of the target application 

information; checking whether content of the target information is associated with the 

content of the target application information; or checking whether sandbox operation 

information of the target information matches the target application information. 

[0089] Here, a person skilled in the art should understand that the previous 20 

methods for validating the correspondence between the target information and the 

target application information are only examples, and an existing or a future method 

that is for validating the correspondence between the target information and the target 

application information and that is applicable to the solution shall fall within the 

protection scope of the present application, and is incorporated here by reference. 25 

[0090] More preferably, the correspondence validation between the target 

information and the target application information includes at least one of the 

following: checking whether sender information of the target information is consistent 

with the sender information of the target application information; checking whether 

content of the target information is associated with the content of the target 30 

application information; or checking whether sandbox operation information of the 

target information matches the target application information. 

[0091] Specifically, the correspondence validation between the target information 

and the target application information includes checking whether the sender 
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information of the target information is consistent with the sender information of the 

target application information. If the sender information of the target information is 

consistent with the sender information of the target application information, it can be 

inferred that the target information matches the target application information. 

Therefore, it can be inferred from the validation that the target application information 5 

has high security and low risk. Otherwise, it is inferred that the target information 

does not match the target application information. It can be inferred from the 

validation that the target application information has a low security and a high risk. 

Here, for example, the target application information is an SMS message. If a sender 

of the SMS message is a number of a mobile operator, the content of the SMS 10 

message is about providing free calls, and user guide information is a webpage link of 

the operator, and if the acquired target information is a related webpage of the mobile 

operation indeed, it is considered that the sender of the target information is consistent 

with the sender of the SMS message, and it can be inferred that the target information 

matches the target application information. On the contrary, if an irrelevant webpage 15 

is opened after clicking the link, it can be inferred that the target information does not 

match the target application information. Here, preferably, if the sender information is 

inconsistent, it can be further determined whether the sender of the target application 

information is a rogue base station that dedicatedly sends false information. If so, it 

can be inferred that the application information sent by the sender is false information. 20 

In addition, the network device 1 can further record information about the rogue base 

station, and warn the related user equipment 2. 

[0092] The correspondence validation between the target information and the 

target application information further includes checking whether the content of the 

target information is associated with the content of the target application information. 25 

Here, if the content of the target information matches the content of the target 

application information, it is considered that the correspondence between the target 

information and the target application information is relatively high, and it is inferred 

that the security of target application information is relatively high, and the risk is 

low. On the contrary, it is inferred that the target application information is less secure 30 

and has a higher risk. Here, for example, the target application information is an SMS 

message. If the content of the SMS message is a link about shopping mall discount 

information, but an irrelevant payment website is opened after clicking the link, it is 

inferred that the content of the target information is unrelated to the content of the 
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target application information, and the target information can be potentially 

dangerous. 

[0093] The correspondence validation between the target information and the 

target application information further includes checking whether the sandbox 

operation information of the target information matches the target application 5 

information. Here, if the sandbox operation information of the target information 

matches the target application information, the target application information is 

relatively secure with a lower risk. On the contrary, if the sandbox operation 

information of the target information does not match the target application 

information, it can be inferred that the target application information has low security 10 

and high risk. Here, for example, the target application information is an SMS 

message. When the target information is a downloaded application corresponding to a 

download link in the SMS message, if the downloaded application is installed or run 

in the sandbox, and if a specific operation step is different from what described in the 

target application information, or a result obtained by executing the application is 15 

different from what described in the target application information, it can be inferred 

that the sandbox operation information of the target information does not match the 

target application information, and there is a high security risk. 

[0094] Here, a person skilled in the art should understand that the previous 

methods for validating the correspondence between the target information and the 20 

target application information are only examples, and an existing or a future method 

that is for validating the correspondence between the target information and the target 

application information and that is applicable to the solution shall fall within the 

protection scope of the present application, and is incorporated here by reference. 

[0095] In a preferred embodiment (referring to FIG. 3), the target application 25 

information includes an SMS message, and the method further includes step S34 (not 

shown). In step S34, the network device 1 sends rogue base station prompt 

information to nearby user equipment of the user equipment when the risk 

information is that the SMS message is false information. A distance between the 

nearby user equipment and the user equipment is less than or equal to a predetermined 30 

device distance threshold. 

[0096] Specifically, here, the rogue base station is a pseudo base station, and 

usually comprises a host and a laptop. The rogue base station can be configured to 

search for the information about a subscriber identity module (SIM) card in an area 
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within a certain radius of the base station by using a device such as an SMS message 

blasts device, an SMS message sender, or the like. The rogue base station forcibly 

sends an SMS message such as a Smishing message or an advertisement SMS 

message to the user's mobile phone by disguising itself as a base station of a carrier 

and fraudulently using a cell phone number of another user. In this embodiment, the 5 

target application information includes SMS message information. If the risk 

information of the target application information obtained through the validation by 

the network device 1 includes the SMS message being false information, and it can be 

further inferred that the false information is sent by a corresponding rogue base 

station, the location information of the rogue base station can be determined, or a 10 

movement track of the rogue base station can be determined to infer the location 

information of the rogue base station. In addition, the rogue base station prompt 

information sending apparatus sends the rogue base station prompt information to the 

nearby user equipment of the user equipment, wherein the distance between the 

nearby user equipment and the user equipment is less than or equal to a predetermined 15 

device distance threshold information. The nearby user equipment includes various 

mobile intelligent terminal devices, and preferably, includes a device with a mobile 

communication function, for example, a terminal device that can receive an SMS 

message, such as a mobile phone, or a tablet computer with an SMS message 

receiving/sending function. Here, the predetermined device distance threshold can be 20 

set based on the location information of the rogue base station and the coverage of 

sending the SMS message. Here, the rogue base station prompt information can be 

sent to the nearby user equipment when the network device 1 first acquires and 

determines the information about the rogue base station. Alternatively, each time 

when the SMS message is determined as false information, the rogue base station 25 

prompt information can be sent to the nearby user equipment at the same time. Here, 

if a corresponding positioning function is enabled on the nearby user equipment, for 

example, a GPS (Global Positioning System, global positioning system) function of a 

mobile phone is enabled, the network device 1 can search for and obtain 

corresponding latitude and longitude information of the mobile phone. In this case, if 30 

the distance between the nearby user equipment and the user equipment is less than or 

equal to the predetermined device distance threshold, the rogue base station prompt 

information is sent to the nearby user equipment. 

[0097] In this embodiment, when the risk information includes the SMS message 
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information being false information, the network device 1 sends the rogue base station 

prompt information to the nearby user equipment of the user equipment 2. When the 

false information corresponds to a rogue base station, a warning can be sent to other 

user equipment that is in the coverage area of the rogue base station and that can 

receive the Smishing message to reduce and prevent more risks caused by the false 5 

information sent by the rogue base station. Specifically, when other user equipment 

use a target application, the network device 1 can send information about a rogue base 

station exists near the network device 1, and the network device 1 can directly push a 

warning with permission of other user equipment. 

[0098] FIG. 4 shows a flowchart of a method for application information risk 10 

management on a network device side and a user equipment side based on a preferred 

embodiment of the present application. In step S41, user equipment 2 acquires target 

application information that a user selects and requests for validation by using the 

user equipment 2. In step S43, the user equipment 2 sends the target application 

information to a corresponding network device 1. In step S42, the network device 1 15 

validates the target application information to obtain corresponding risk information. 

In step S44, the network device 1 returns corresponding prompt information to the 

user equipment 2 based on the risk information. Here, step S42 and step S44 are the 

same or basically the same as step S32 and step S33 shown in FIG. 3. Details are not 

described here again, and are incorporated here by reference. 20 

[0099] Specifically, in step S41, the user equipment 2 acquires the target 

application information that the user selects and requests for validation by using the 

user equipment 2. Here, preferably, the target application information is directly 

determined based on an autonomous selection operation of the user. Here, application 

information such as an SMS message, a WeChat message, or an e-mail includes 25 

massive user privacy information. Therefore, if all the information is uploaded by a 

third-party application, an information leakage risk is increased. Therefore, in the 

present application, preferably, the user can autonomously select one or more pieces 

of target application information that actually needs to be sent to the network device 

for validation. Here, further, preferably, the user can directly perform a selection 30 

operation on an operating interface of a target application corresponding to the target 

application information in the user equipment 2. For example, if the target application 

information is an SMS message, the user can directly select a suspected Smishing 

message when entering the SMS application, so that the need to jump to another 
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third-party application interface is avoided. Here, a response operation for an 

instruction of the user for selection and validation request can be implemented by 

executing an independent application program loaded to the network device 1, or by 

running a corresponding plug-in that matches the target application such as the SMS 

application. 5 

[0100] Afterwards, in step S43, the user equipment 2 sends the target application 

information to the corresponding network device 1. Here, the target application 

information sent to the network device 1 can be in an original form of the target 

application information acquired by the user equipment 2. For example, if the target 

application information is an SMS message, the target application information 10 

acquired by the network device 1 can be in the form of an SMS message text 

displayed on the SMS application interface of the user equipment 2. In addition, the 

user equipment 2 can first analyze original application information received by the 

user equipment 2 or extract information from the original application information. For 

example, the user equipment 2 extracts a keyword from an SMS message based on a 15 

category and sends the extracted keyword to the network device 1. As such, the user 

equipment 2 can first preliminarily analyze and sort out target application information 

to be validated, and reduce a volume of data transmitted between devices. In addition, 

when sending the target application information, the user equipment 2 can further 

send, to the network device 1, related attribute information corresponding to the target 20 

application information, such as sender information of the target application 

information or user guide information of the target application information, so as to 

subsequently perform risk validation operations on the target application information 

in the network device 1 in a plurality of manners. Here, preferably, the user equipment 

2 sends the target application information to the network device 1 in an encrypted 25 

transmission manner. 

[0101] Afterwards, in step S42, the network device 1 validates the target 

application information to obtain the corresponding risk information. In step S44, the 

network device 1 returns the corresponding prompt information to the user equipment 

2 based on the risk information. Here, preferably, the prompt information received by 30 

the user equipment 2 is corresponding prompt information generated by the network 

device 1 based on the risk information obtained through validation. For example, 

when the risk information is determining information that there is a risk, such as when 

the risk information is that a target SMS message is false information, the 
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corresponding risk warning information is generated. The content of the risk warning 

information can include a highlighting of an SMS message with a risk warning in the 

user equipment 2, a specific prompt SMS message, or prompt information in another 

form, or even a direct process of the SMS message as a junk SMS message by the 

user equipment 2, etc. As another example, when the network device 1 determines 5 

that the risk information is determining information that there is no risk, the user 

equipment 2 acquires corresponding validation security information. Further, here, 

preferably, the user can choose to adopt the prompt information sent by the network 

device 1 to perform subsequent processing on the application information such as an 

SMS message of the user, or choose not to adopt the prompt information and retain 10 

the target application information. As such, a user's right for processing 

privacy-related information of the user is fully respected. In addition, prompt 

information content can be automatically executed based on predetermined settings 

made by the user when the corresponding prompt information is obtained. For 

example, the user can perform pre-selecting. As such, after the network device 1 15 

performs risk validation, if a risk of the target application information is relatively 

high and reaches a predetermined level, the target application information is 

automatically deleted. Therefore, after the user equipment 2 receives prompt 

information that meets a condition, a corresponding instruction operation can be 

automatically performed, and the user does not need to be inquired. To sum up, the 20 

automatic operation does not go against the user's will, but also the result of user 

participation in the operation. 

[0102] Here, the user equipment 2 sends the target application information 

selected by the user to the corresponding network device 1 for validation, and receives 

the prompt information that is returned by the network device 1 and that is based on 25 

the risk information of the target application information. As such, the user equipment 

cooperates with the network device 1 to implement risk management on the 

application information. 

[0103] Preferably, the method further includes step S45 (not shown) and step S46 

(not shown). In step S45, the user equipment 2 performs a risk pre-analysis on the 30 

application information received by the user equipment 2. In step S46, the user 

equipment 2 displays, in a corresponding application, one or more pieces of 

application information that are at risk acquired through the risk pre-analysis. In step 

S41, the user equipment 2 acquires the target application information that the user 
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selects from the one or more pieces of application information and requests for 

validation by using the user equipment 2. 

[0104] Specifically, target application information with a relatively high risk, such 

as a false SMS message, usually cannot be easily recognized. Therefore, in order to 

facilitate the autonomous selection of the target application information by the user, 5 

improve the probability that the target application information autonomously selected 

by the user is determined as high-risk application information, and improve the 

efficiency of performing target application information risk validation by the network 

device 1 subsequently, preferably, in step S45, the user equipment 2 can perform the 

risk pre-analysis on the application information received by the user equipment 2, and 10 

then a corresponding prompt assistance is provided to the user based on the result of 

the risk pre-analysis. Here, the user equipment 2 can acquire and store in advance 

some related information about application information that is recently collected and 

that is with a relatively high risk. For example, a recent collection database of 

Smishing message sender numbers is pre-acquired, and then based on information of 15 

the database, a risk pre-analysis is performed on an SMS message received by the 

user equipment 2. Here, data information that is used as pre-analysis reference data 

can be from the corresponding network device 1, for example, from a collection of 

related information about recent validation database information corresponding to the 

network device 1, for example, validation database information within one month. As 20 

another example, a list of recent risky data in a current region can be cached in the 

user equipment 2, and then the application information acquired by the user 

equipment 2 is compared with the data list. Here, a preliminary evaluation analysis of 

the application information can be performed without increasing an operation burden 

of the user equipment 2, so as to effectively prompt the user. 25 

[0105] Afterwards, in step S46, the user equipment 2 displays, in a corresponding 

application, one or more pieces of application information that are at risk acquired 

through the risk pre-analysis. Here, the result of the risk pre-analysis can be 

effectively displayed on a target application interface, for example, shown in a 

highlighted manner. For example, the application information that is at risk can be 30 

displayed in a manner including but not limited to different colors or fonts, or specific 

prompting markers. As another example, the user is prompted by a prompt window. 

Afterwards, in step S41, the user equipment 2 acquires the target application 

information that the user selects from the one or more pieces of application 
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information and requests for validation by using the user equipment 2. Here, the result 

of the risk pre-analysis is an operation prompt for the user. However, in practice, the 

user can select, based on the user's will, one or more of the prompted application 

information of the indicated risk, or select no application information. 

[0106] In this embodiment, the user equipment 2 can further perform a risk 5 

pre-analysis on the received application information, to guide the user to select target 

application information, thereby helping the user to efficiently identify some 

application information with higher risk to improve user experience. 

[0107] It is apparent to a person skilled in the art that the present application is not 

limited to the details of the previous example embodiments, and the present 10 

application can be implemented in another specific form without departing from the 

spirit or essential feature of the present application. Therefore, the embodiments 

should be considered as illustrative and not restrictive in every aspect, and the scope 

of the present application is limited by the appended claims, rather than the above 

description. Therefore, the present application covers all changes within the meaning 15 

and the scope of the equivalent elements of the claims. Any reference numeral in the 

claims should not be considered as a limitation on the related claim. In addition, it is 

clear that the word "include" does not exclude another unit or step, and the singular 

does not exclude the plural. A plurality of units or apparatuses described in the 

apparatus claims can also be implemented by one unit or apparatus by using software 20 

or hardware. The words such as "first" and "second" are used to indicate names 

instead of any particular order. 
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CLAIMS 

 

1. A method for application information risk management on a network device side, the 

method comprising: 

receiving a user input selecting a target application information from a plurality of 

application information; 

processing the target application information for a validation request; 

transmitting the target application information to a system configured to validate the target 

application information and to determine a corresponding risk information (S32);  

receiving, from the system, a prompt information based on the risk information (S33);  

processing the prompt information to generate a risk warning information; and 

displaying the risk warning information within a graphical user interface, wherein the target 

application information comprises an SMS message selected by a user, and wherein the risk 

warning information provides an indication of a risk the selected SMS message poses to the user. 

 

2. The method of claim 1, wherein processing the target application information comprises 

removing a portion of the target application information to reduce a transmission data volume. 

 

3. The method of any one of claims 1 to 2, wherein the target application information 

comprises a potentially harmful data received by the user equipment. 

 

 

4. The method of claim 1, further comprising: 

if the risk information indicates that the SMS message comprises false information, sending 

a rogue base station prompt information to a nearby user equipment of the user equipment, wherein 

a distance between the nearby user equipment and the user equipment is less than or equal to a 

predetermined device distance threshold. 

 

5. The method of claim 1, wherein the SMS message comprises a suspected Smishing 

message.  
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6. The method of any one of claims 1 to 5, further comprising: 

retrieving a related attribute information comprising at least one of the following: a sender 

information of the target application information, a content of the target application information, a 

user guide information of the target application information; and 

transmitting the related attribute information to the system configured to validate the target 

application information. 

 

7. A method for application information risk management on a network device side, the 

method comprising: 

receiving a target application information that a user selects and requests for validation by 

using a user equipment (S31); 

validating the target application information to determine a corresponding risk information 

(S32); and 

transmitting a corresponding prompt information to the user equipment based on the risk 

information (S33), wherein the target application information comprises an SMS message selected 

by the user, and wherein the prompt information is for the user equipment to generate risk warning 

information which provides an indication of a risk the selected SMS message poses to the user. 

 

8. The method of claim 7, wherein validating the target application information to obtain 

corresponding risk information comprises: 

performing match querying in a corresponding validation database based on a related 

attribute information of the target application information; and 

determining the corresponding risk information based on a record information that is in the 

validation database and that matches the related attribute information. 

 

9. The method of claim 8, wherein the validation database comprises at least one of a library 

of message templates and a grade that enables successive validation of the target application 

information. 

 

10. The method based on claim 8, wherein the related attribute information comprises at least 

one of the following: 
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a sender information of the target application information; 

a content of the target application information; or 

a user guide information of the target application information. 

 

11. The method of claim 10, wherein the related attribute information comprises the user guide 

information of the target application information; and 

the validating the target application information to obtain corresponding risk information 

further comprises: 

if no record information that matches the user guide information is identified in the 

validation database, simulating an execution of the target application information based on the user 

guide information to obtain the corresponding risk information. 

 

12. The method of claim 11, wherein simulating the execution of the target application 

information based on the user guide information to obtain the corresponding risk information 

comprises: 

simulating acquiring, based on the user guide information, target information that is in the 

target application information and that the user is guided to acquire; and 

validating a correspondence between the target information and the target application 

information to obtain the corresponding risk information. 

 

13. The method of claim 12, wherein validating the correspondence between the target 

information and the target application information comprises at least one of the following: 

checking whether a sender information of the target information is consistent with the 

sender information of the target application information; 

checking whether a content of the target information is associated with the content of the 

target application information; and 

checking whether a sandbox operation information of the target information matches the 

target application information. 

 

14. An apparatus for application information risk management, the apparatus comprising a 

plurality of modules configured to perform the method of any one of claims 1 to 13. 


