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Description of the Related Art:

[0002]

Various techniques have been provided for preventing damage due to
unauthorized operation of a computer such as unauthorized acquisition of
information stored on a computer, unauthorized access to a network from
a computer, and the like. For example, methods of verifying authorization
for operation using an ID and password are widely used, however, in this
kind of method it is not possible to prevent unauthorized operation by an
authorized person having an ID and password, or by a third party who has
improperly obtained an ID and password.

[0003]

In order to handle these kinds of problems. typically judgment has
been performed on a rule basis by registering operation patterns for which
there is a high possibility that the operation is an unauthorized operation
as rules, then comparing operations received by a computer against these
rules to determine the possibility that an operation is an unauthorized
operation. For example, a technique has been disclosed (see patent



operation. For exanple, a technique has been discl osed
(see patent document 1) in which in the case of data
that is transmtted over a network, pre-determ ned
rules for the access right, transm ssion source, type
of docunment being transnitteddand the |ike are
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possibil|ty that the operation is unauthorized,
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Patent document 1: Japanese Patent Application Laid-open No. 2002-232451

Patent document 2: Japanese Patent Application Laid-open No. 2002-135248

Patent document 3: Japanese Patent Application Laid-open No. 2002-258972

[0005]
In both of the inventions disclosed in the aforementioned patent

document Z and patent document 3, operation patterns of the computer are



docunment 2 and patent docunment 3, operation patterns
of the conputer are .3 set in un its of conputer

users. For exanple, often in the case of a conputer

at a business that is used for business purposes, a
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| [0007]
Also, in the case of creating profiles in user units, when a new user

account is setup on a specified computer. in order to create a highly
reliable profile for the new user, it is necessary to accumulate an
operation log for that user, and during that time there is a problem in
that it is not possible to perform effective judgment.

[0008]
In order to handle these problems, ‘it is preferable that profiles for

determining unauthorized operation be set not only in user units, but also



det ermi ni ng unaut hori zed operation be set not only in
user units, but also 4 set in conputer units as well,
and that judgment be perforned fromboth aspects. In
order to performjudgnent it is necessary that
profiles be created efficiengly in both conputer
units and user units as the conputer receives various
operations. SUVMARY OF THE | NVENTI ON [0009] Taki ng
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executing the operation; a first profile-creation means for creating a
first profile from the instruction data related to the operation for which
instruction data was received by the computer; a first profile-storage
means for storing the first profile that was created by the first
profile-creation means; a second profile-creation means for identifying
the user that executed the operation by the instruction data, and creating
a second profile related to the operation executed by the user; a second
profi _le-storage means for storing, according to user, the second profiles
created by the second profile-creation means; and a score-calculation means
for comparing the instruction data with at least one profile that is stored
in the first profile-storage means or in the second profile-storage means,

and calculating a score for determining whether the operation is an
unauthorized operation.



and cal cul ating a score for determ ning whether the
operation is an unauthorized operation. a [0011] In
this invention, profiles are created from operations
recei ved by a conputer based on conputer units and
user units respectively, then stored, and by
conparing newy received operations with the
corresponding profiles to det &r mi ne whet her the
operation is an unauthorized operation, it is not
only possible to determ ne whether the operation is
peﬂﬂn1hr based on the wuser, but is also possible to
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operation for the identified user that is logged in to the computer. When
creating profiles in computer units, profiles can be created for just
operations that are performed when the user is not logged in, or profiles
can be created for all operations, including those that are performed when
the user is logged in.

[0013]

~ Also this invention can comprise: a first log-data-storage means for
storing log data of the computer; and a second log-data-storage means for
storing log data according to users of the computer; wherein the first
profile-creation means references the first log-data-storage means when
-creating the first profile; and the second profile-creation means
‘references the second log-data-storage means when creating the second

profile.



references the second | og-dat a-storage nmeans when
creating the second profile. [0014] Profiles in
conmputer units and profiles in user units define
operation tendencies of the conputer and user
respectively, so when creating profiles it is
possible to use log data, which is a history of past
operations. [0015] Mbreover, this invention can
conprise a | ogin-detection neéns for executing a
process for detecting whether a certain user is |ogged
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identified as a first-tinme user, when the user
ﬁmzﬁrting the operation by the instruction data is
' ified as a
With this kind of construction, even when the operation to be used

for creating a profile is not performed. it is possible to record a state

that a certain user is using the computer at the instant that it is detected

that the user is logged in, or to record a state that the computer is in
operation in the case that it is not detected that a user is logged in,
as an operation log. The operation log that is recorded in this way can
~be used when analyzing from the operating time the operation tendencies
of the user or computer, and creating profiles.

[0017]

Furthermore,  the invention can also comprise: a third
profile-creation means for creating a third profile related to an operation
executed by a user that is identified as a first-time user. when the user
executing the operation by the instruction data is identified as a



first-time user operating the conputer for the first
time; and a third profile-storage neans for storing

third profiles that are created by the third
profile-creation nmeans; wherein the score-cal cul ation
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that are using the conputer for the very first tineg,
or it is also possible to use a general first-tine
[op®] profi-le for the second time and nore until an

ade?uate user profile can be created.
n the case of a first-time user that is using a computer for the first

time and for which a user profile has not yet been created, it is possible
to perform general unauthorized-operation judgment from profiles for the
computer being operated, however. with this kind of construction, by
further performing a comparison with the general operation tendencies of
the first-time user, it is possible to perform even more accurate
unauthorized-operation judement. Users that can be treated as first-time
users can be limited to users that are using the computer for the very first
time, or it is also possible to use a general first-time user profile for
the second time and more until an adequate user profile can be created.
In addition to the very first time, it is possible to set rules for the



In addition to the very first time, it is possible to
set rules for the S, period that the first-tine user
profile can be used, such as specifying a nunber of
| ogi ns, specifying the operation tine (for exanple, a
total of 99 login hours), spgecifying the nunber of

operation days (for exanple, ® a period of 10 days
starting fromthe first operation), etc. [00191 Al so,
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[0021]
In this way, it is possible to calculate a score by calculating the

deviation between instruction data for a received operation and a profile
of general operation tendencies, and determining whether or not the
operation is an unauthorized operation can be performed according to
whether or not the score value exceeds a specified reference value. When
it is determined that an operation is an unauthorized operation, it is
possible to stop that operation, display a warning screen on the computer,
or sound an warning alarm. It is also possible to notify the administrator
via a network that an unauthorized operation has occurred.



via a network that an unauthorized operation has
occurred. 9 [0022] The present invention can al so be
reali zed as a unaut hori zed- operati on-judgnment nethod
that uses the respective forns of construction of the
unaut hori zed- oper ati on-j udgnent system expl ai ned
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execute the operation; a step whereby the computer creates a first profile
related to the operation for which instruction data was received by the
computer, and stores the first profile in a first profile-storage unit;
a step whereby the computer identifies the user that executed the operation
by the instruction data, creates a second profile related to the operation
executed by the user and stores the profile in a second profile-storage
unit; and a step whereby the computer compares the instruction data with
at least one profile that is stored in the first profile-storage unit or
in the second profile-storage unit. and calculates a score for determmmg
whether the operation is an unauthorized operation.

[0024]
A second unauthorized-operation—-judegment method of the invention is



A second unaut hori zed- oper ati on-judgnent nethod of the
invention is /0 an unauthori zed-operati on-judgnent

nmet hod for determ ning whether an operation received
by a conputer is an unauthorized operation, and
conprising: a step whereby th& conputer receives
instruction data for executing the operation; a step
whereby the conputer creates a first profile related

- Qi AatiEr PiedoBhd 3t i bbedet BERAS" ThL e (iRhiuik, wpether an

f iopgratgonf (rjea-:e-mfad)rbxgea uuomuuta: ﬁgspznx\é{lﬁ?gwmw operation, and
| € er .

c BEmiSing 05" tan. Whatdti IRF oomaater VERENES s Iteuctipn data for

pbﬁéddt@‘ng ﬁheﬂéﬂ?at fort: hes Wtﬁ?bﬂ”th@muﬁﬁdc&‘étébﬁ first profile

use ends the profile to a second

pr6£4tp tgt@‘ﬁa@’@mt}rﬂ"t foramiich theeinstrestdpy dabe isoipsei wad by the
a f S

pro’@hpgr s?%d gagﬁanpsor thlleé 380% rsf @?Of“e %5“358 unit; a step

wherrpb)cdhpaaomautarhedemtfuex:ttherusreatmaw executed the operation by

B! sttt o At €#ofeE 3 Sefil PrarT e o CTBALP oI operation

[di@é‘lﬁﬂed By the lfSEf‘.l ra#id ymdst fhe ipzefiriepes at segonidupleotane-storage
ggran1of t he ntion is an

t ABY & sbeR ER Yohbe couputer ehtadnsats beast one profile from
‘iﬁé PiARtPrNY lé“‘&% e lﬂﬂ t%‘?eﬂf%tde‘éﬁnd ﬁFﬁ'lY@%&BYage uni t, Compares

onputer is an i zed OF
&bﬁrpnmﬁéruqtaomx@dat mtha Isheepro lheés)eu \andgcalrwﬂatm |aorscore for

§écctpin g, FEERY (B0 0RO wnfusho el pP e e
instruction data was received by the conputer, and

@tgs'ng the first profile in a first profile-storage
Q a step of |dent|fy|ng the user that executed
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toinheloberdtieA foPeftAChOihstruction data was received by the computer,
and storing the first profile in a first profile-storage unit; a step of
identifying the user that executed the operation by the instruction data,
creating a second profile related to the operation executed by the user
~and storing the profile in a second profile-storage unit; and a step of
comparing the instruction data with at least one profile that is stored
in the first profile-storage unit or in the second profile-storage unit,
- and calculating a score for determining whether the operation is an
~unauthorized operation.

[0026]
' Moreover, a second unauthorized-operation-judgment program of the



[00261 Moreover, a second

unaut hori zed- oper ati on-j udgnent program of the !

i nvention is an unaut hori zed-operati on-judgment
program for determ ning whether an operation received
by a conputer is an unauthorized operation, and
causes the conputer to execute: a step of receiving
instruction data for executlng the operation; a step
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B R IO BBerBBEIT] o cope wi th cases in whi ch

an aut hori zed user perfornms an unauthorized operation
a dleE ﬁnt conputer or in which a new user for
eEFQJ & IN¥ERkioNe has not yet been created perforns

Fp02ppaut hori zed operation, so it is possible to

reatl£ i ncrease the security of a conputer against
unalbitBr thisd i eyentaom ortogererry DhsFingTalce ©F determine whether

m%cﬁéﬁ Zéogeg%@rogt @ﬂgufﬂ?%ﬂ%ﬁmop%\?ﬁ}’dne‘?’opfa computer
that is unable to perform the determination on a rule basis, it is also
possible to perform judgment from peculiar operation based not only on the
user, but also from peculiar operation of the computer. Therefore, it is
possible to cope with cases in which an authorized user performs an
unauthorized operation on a different computer or in which a new user for
which a user profile has not yet been created performs an unauthorized
operation, so it is possible togreatly increase the security of a computer
against unauthorized operation.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a drawing showing an overview of the unauthorized operation
judement system of the invention.

FIG 2 is a block diagram showing a first embodiment of the
unauthorized operation judgment system of the invention.



judgnent system of the invention. FIG 2 is a block
di agram showi ng a first enbodi nent of the

unaut hori zed operation judgnent system of the
invention. /1 FIG 3 is a bI ock di agram showi ng a
second enbodi nent of the ?ut hori zed operation
judgnent system of the inven FIG 4 is a block
di agram showi ng the construction of the unauthorized

t t t R t |
ok 8 ot o o454  ERefan . SRy iRETE bellpd, iodlabt of the
prmutmlzedwbpeuasmomrmﬂ'gmmf b)tyshttemeoﬁrtaeltnmoemtzngd .

t t e, inveption. | .
Par ity AR BTRC TR AR shoingcane' 095 PiicB lin o The Hiddthor i zed
Plopétdtdsn mdmerﬁegmremfaﬂ Qhe Ddhveneiganaut hori zed
operatla 5|t|u dgnent, systemof the invention. FIG 7 is

a

a flokd ssmdmmggﬁhewrngoamfbrsttwt@n@lﬁoh@reazteag node profiles

OB shP heok LAATBR Y BAAITHE} i edCohdPatRAd Ifldement system of the

II\MENTI(!H\I [ 00281 The preferred enbodi ments of the
or sor b TR RLAE 6 5Bt e B Rkt b rof s

Landutiderr ipzeti lepeliyatthe runduthorie edopelry t RNP| wdemenlt f@rst@m of the
exanpl e of a computer that is connected to a network

H8 oM this is just one exanple of an enbodinent of
h o
: ne. 'mgﬁgggggef W@hér‘(}esﬁngtt‘@g[‘f low (F‘P"tpé Eﬁédt‘ﬁﬂ( Pi’eéi oneration

audgmeptit sxs tem af the useentias. a st and al one conputer,
[00291 FIG 1 is a drawing showi ng an overvi ew of the
unaut hori zed operation judgnent system of the

DESCRMPT KON. OF ITHE PREFERRED EMBOD IMERTSI0F CRHED I RYENTION t hat
meCt ively show a first and second enbodi nent of the

hori zed operation judgnment system of the

| nVeTHd prefeféd efbddiméh 3! ACtheéi ANE10n will be explained in detail
below using the drawings. In the explanation below. determining
unauthorized operationwill bemainly explained for an example of a computer
that is connected to a network, however, this is just one example of an
embodiment of the invention, and the invention is not limited by this
embodiment, and could just as well be applied to a computer that is used
as a stand alone computer,

[0029]
FIG 1 is a drawing showing an overview of the unauthorized operation

judement system of the invention. FIG. 2 and FIG 3 are block diagrams
that respectively show a first and second embodiment of the unauthorized
operation judgment system of the invention. FIG 4 is a block diagram
showing the construction of the unauthorized operation judgment system of
the invention. FIG 5and FIG 6 are drawings respectively showing a first

- and second pattern for creating node profiles and user profiles by the

unauthorized operation judement system of the invention. FIG 7 is a



showi ng the construction of the unauthorized operation
judgnent systemof the invention. FIG Sand FIG 6
are drawi ngs respectively showing a first and second
pattern for creating node profiles and user profiles
by the unauthorized operatign judgnment system of the
invention. FIG 7 is a 13 flowhart show ng the fl ow
of the unauthorized operation judgnent system of the
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1, the unauthorized operation judgnment system of the
invention is installed in aclient PCthat is
cofig0g@t ed to a network. The client PCis used by a
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[0032]

After a profile is created for an operation executed by a user. next,
judegment is performed to determine whether that operation is an unusual
operation. Judement is executed by referencing the node profiles stored
in the node-profile-state table, and the user profile for the corresponding
user that is stored in the user-profile-state table and performing
deviation calculation between that operation and a normal operation pattern.
Depending on the contents of the operation, the tables that are referenced
can be for both node profiles and user profiles, or can be for just one

- or the other.

[0033]
' The results of the deviation calculation are calculated as a score
value that indicates the possibility that the operation may be an



[00331 The results of the deviation calculation are
cal cul ated as a score value that indicates the
possibility that the operation nay be an /V

unaut hori zed operation. By setting a fixed reference

value for the score val ue, } is possible to
designate that a preset actioh be executed when the
score val ue exceeds the reference value and there is a

e AR o8, oherlr 105 .8Y SRLOAE SLAR eteRBince vilug. s the score
t ovail o, eri t vigt DGdS&bD@EtbadésdanatCél wataa”mtls@tt \ﬁm ambe @xecuted when

e 5688 Wige Seeet thd caferevomnaluend tedbrisct higlupossibility
Oﬂﬁﬁﬁtt'h@”obéf%f@ﬂtlssiﬁtlﬁﬁ‘u?ﬁoﬁl%& dp'éY f(}togonsﬁéﬂ akep rformmg a

used when a corrp er Is used as a one
apt«mgatt@r intercemindbe cneration rdesmkayknaradwwuag onnthchdvsplay.

ofeIIbe Rt 88 (0, 561 e uf Pt B MCLRE (2

perform unauthorized operation judgnent in
cgﬁ@giation with an unaut horized operation nonitoring
FIG 2 shows a first enbodi ment of the

unauthmrum@hm%atomu ldﬁgﬁfdgheﬁ ?ﬂ@moéf tthes invention can be

invention in which a client orns unaut hori zed

dised wherm cpmpud 6 is usadias a dand aému: rarehes aseappyteryis connected
C n r d e t.

1808 HetiOHO e | IR HATAECeD EARE RREIATER PC can perform

peaﬁtdxonﬁadnmﬁrhbmrzeddmltam ots Jomlgmenthe chient PC can perform
ri.zed er Iionﬁ

ti ut d t .
Geslior 2edooBeratinn JHARMERS: i odofaie Blaro v tha e bauthor i zed
éb’@rfa@mrpfmohhﬁ)mﬁﬁe@é#m shpygp '2”356\@ a2 fii Pst r\ﬁﬁb@ﬁhﬁéﬁt of the

processing apparatus 210 of user term nal
wth@rlaed wmm@gnwﬂgn:emt systemt ofaﬁhe)pevqttuon lrrewoheajcl ient
%pﬁfﬁ‘)rhi ‘?fnaﬁﬂ{dplg %1{ n 3 udeRéy Bﬁrl'tﬁe&rppgﬁ@tf'l@% shows
unc ion o orize opération Ju
agscandh enbodimentt efi ttbr; maud:hmmuzeq; qmeoginemm anut system of the

OB I SHACESLEbLARY e SRTBast i Braticn Judsnent

idléboplerat iiod -WiHS R thau®hotsieed RePSY i okl Nftghen freyaErvEr.

[0035]
The unauthorized operation judgment system of the invention shown in

FIG 2 is installed in the processing apparatus 210 of a user terminal 20,
and it determines whether or not an operation received by the user terminal
20 is an unauthorized operation. The function of the unauthorized
operation judegment system is executed by a learning program 10 and
unauthorized operation judgment program 11 that are stored in the HDD 214
of the processing apparatus 210. It is possible touse another kind of memory
medium that can store the programs, such as a flash memory or the like,
instead of the HDD 214 of the processing apparatus 210.

[0036]



medi um t hat can store the progranms, such as a flash
menory or the like, instead of the HDD 214 of the
processi ng apparatus 210. [00361 14 First, after the
power has been turned ON to the user term nal 20,
various basic prograns that,gre stored in ROM 213 are
activated in order to performhardware control, such
as input and output control, and the operation system
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The learning program 10 and unauthorized operation judgment program 11 can
also monitor data that is sent to a network by the processing apparatus
210, and execute a learning and unauthorized operation judgment process
for data that is sent or received over a network.

[0038]
The learning process compares a received operation with log data that

is stored in a log-data-storage unit 14, analyzes the tendency of the
operation, creates profiles from the analysis results and stores a profile
for the entire operation that does not identify the user of the user terminal
20 in a node-profile-storage unit 12, and stores a profile that identifies
the user in a user-profile-storage unit 13. The unauthorized operation
judgment process references the node-profile-storage unit 12 for general
judgment of the user terminal 20, and references the user-profile-storage



20 in a node-profie-storage unit 12, and stores a
profile that identifies the user in a
user-profile-storage unit 13. The unaut hori zed
operation judgnment process references the
node-profile-storage unit 12X-for general judgment of
the user termnal 20, and references the
user-profile-storage Re unit 13 for judgnent of an
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[0040]

The relationship between each of the functions of the unauthorized
operation judegment system of the invention will be explained using FIG.
4 First, when the user terminal 20 executes an operation, the
data-learningunit 100 receives the data for executing that operation. The
data-learning unit 100 references the log-data-storage unit 14 and creates
a profile which will become the basis of the peculiar operation judement.

[0041]
When that operation is performed without logging into the user account,

such as when turning ON or OFF the power supply, the data-learning unit
100 references general log data for the user terminal 20 in the



[0041] When that operation is perfornmed w thout
| ogging into the user account, such as when turning ON

or OFF the power supply, the data-learning unit 100
references general |og data for the user term nal 20
in the | og-data-storage unit } that does not identify
the user, then creates a general profile for the user
term nal 20 that does not |dent|fy the user and
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that an operation be executed and to identify the user with that header
as a key. For an operation for which the user has been identified, when
that operation is received by the same computer, it is also possible to
create a general profile for the user terminal 20 that does not identify
the user, and store it in the node-profile-storage unit 12.

[0043]
Next. a peculiar-operation—judgment wunit 110 references the

corresponding profile to determine whether there is a possibility that the
data for executing the operation is for an unauthorized operation. When
the operation is an operation that does not identify the user, the profiles
stored in the node-profile-storage unit 12 are referenced, and when the
operation is an operation that identifies the user, the profile stored in



data for executing the operation is for an

unaut hori zed operation. Wien the operation is an
operation that does not identify the user, the
profiles stored in the node-profile-storage unit 12
are referenced, and when the ?operatlon IS an
operation that identifies the user, the profile stored
in |IF the user-profil e-storage unit 13 correspondi ng
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operation is an unauthorlzed operati on when the score

Q@ eater than the reference value, and then
g&gnate to execute a process to |nterrupt t hat
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for the calculated score, it is possible to determine that the operation
is an unauthorized operation when the score is greater than the reference
value, and then designate to execute a process to interrupt that operation.

[0046]
The data-learning unit 100, peculiar-operation—judegment unit 110 and

score—calculation unit 111 described above are not physically separated,
but are included as a program for executing each of the processes in the
- learning program 10 or unauthorized-operation-judegment program 11 that are
stored in the HDD 214, and they are read in order by the CPU 211 that executes
computation using the RAM 212 as a work area.

[0047]
Also, in the explanation above, peculiar-operation judgment is



conmput ation using the RAM 212 as a work area. [0047]
Al'so, in the explanation above, peculiar-operation
judgnment is /c performed after an operation is

recei ved and | earni ng has been performed, however,
processing is not limted tgqthis order, and it is
al so possible to performlearning for the operation
after the operation has been received and
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arted t e conputer logs in to his/her

[0049]

In the first pattern shown in FIG 5 after the power to the computer
has been turned ON and the operation system has been started up, the
unauthorized-operation-judement system of this invention is started.
Here, the operation of turning ON the power to the computer is taken to
be an event, and a profile related to the start-up time of the computer
is created, however, at this time, the user is not logged in and cannot
be identified so a general profile related to that computer is created
as a node profile.

-[0050]

Next, when the user 1 that started the computer logs in to his/her
own account, the operation of the user 1 logging in is taken to be an event,
~and a profile related to that user 1 is created. It is possible to take
various operations that are performed while the user 1 is logged in, such



own account, the operation of the user 1 logging in is
taken to be an event, and a profile related to that
user 1 is created. It is possible to take various
operations that are perfornmed while the user 1 is
| ogged in, such PA as startlﬂg up applications or
oper ati ons, accessing a network, printing and the
li ke as events, and fromthese events as well,
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'S poss
recelved at the time of login. [00531 In the second

%]d' rn shown in FIG 6, user profiles are created for
ctYuser for operations received in the state in
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iagr?tify the profiles that correspond to each of the users, it is possible
to use a user ID or the like that is received at the time of login.

[0053]
In the second pattern shown in FIG. 6, user profiles are created for

each user for operations received in the state in which the user is
identified, and a node profile, which does not identify users, is created
for the computer as well. Even when the operation is an operation for which
the user is identified, since that computer received the operation, all
operations that are received after turning ON that computer until the
computer is turned OFF can be the object of a node profile.

[0054]



conmputer is turned OFF can be the object of a node
profile. [00541 71 Al so, even when operations that
beconme the object of creating a profile are not yet
executed, it is possible to use the fact that the
state of the conputer being,t,urned ON, or that the
state of an identified user being logged in is
continuing for creating a profile. In order to do
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thy pradcess fdfetéreatmg the profile and using that profile to perform
unauthorized-operation judgment at the same time for all operations by each-

of the respective users.

[0056]
The flow of the unauthorized-operation-judgment system of this

invention will be explained using the flowchart shown in FIG. 7. The flow
explained below is just an example of the processing flow of the
unauthorized-operation judgment system of this invention, and the
invention is not limited to the order of creating profiles and calculating
scores, whether or not to create node profiles for operations by identified
users, etc., as described in the example of flow below.

[0057]



users, etc., as described in the exanple of flow

bel ow. [0057] 12 First, after the power to the
conmputer is turned ON and the

unaut hori zed- operati on-judgnent systemis started up,
a node profile is created for t he operation of
starting the conputer (SOL).ZThe created node profile
is stored in the node-file-state table (S02). [0058]
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CAMULBF oS sEonned; bl e that corresponds to that
user, deviation calculation is executed (S11), and a

score is calculated (512). The calculated score is
red with a preset reference value (S13), and when

On the other hand, when the score is less than the reference value,
the operation is received and continues as is. When login for a certain
user is received (S07), the user ID for the logged-in user is identified
(S08). A user profile is created for the user that performed the login
{S09), and the created user profile is stored in a user-profile-state table

- that corresponds to the user ID of that user (S10).

[0060] _
Next, when that user logs in, the operation of the login of that user
is compared with a user profile related to login that is stored in the
user-profile-state table that corresponds to that user, deviation
calculation is executed (S11), and a score is calculated ($12). The
calculated score is compared with a preset reference value (S13), and when
“the score is greater than the reference value there is a high possibility
that the operation is an unauthorized operation, and processing is executed



the score is greater than the reference value there is
a high possibility that the operation is an

unaut hori zed operation, and processing is executed to
stop the operation, or nore specifically, the process
of receiving the loginis %opped (S14). [00611 On
the other hand, when the scoPe is |l ess than the

ref erence val ue, the operation is received and
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unaut hor z process for sto

operation, or nore specrflcally a process of

hﬂgﬁlrupting the application is executed (S21). On
t her hand, when the score is less than the

r ef enaﬂceaﬂt@rumatnﬂﬂﬁ ¢og.<ﬂ£inpfarrv\bpénam00rt eeldted ¥ the start up
o%ogﬂ'anp% rcatslor?)or ke per'?ormed by that user is compared with a
user profile related to startup of an application that is stored in the
user-profile-state table corresponding to that user, deviation calculation
is executed (S18), and a score is calculated (S19). The calculated score
is compared with a preset reference value (S20), and when the score is
greater than the reference value there is a high possibility that the
operation is an unauthorized operation, and a process for stopping the
operation, or more specifically, aprocess of interrupting the application

- is executed (521). On the other hand, when the score is less than the

reference value, monitoring of writing to the IDE continues (S15).

WHAT IS CLAIMED IS:
- 1. An unauthorized-operation—judement system for determining whether



1. An unaut hori zed-operation-judgnent system for
determ ni ng whet her an operation received by a
conmputer is an unauthorized operation, and

conprising: an operation-receiving nmeans for receiving

instruction data for execu:éyg said operation; a
first prof ile-creation nea for creating a first
profile fromsaid instruction data related to the

Pl oAk ipfr cRBiv 5 Bon 28 () Bn byt hE e Sbetition, and
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prof i | 4L QPEEAYIGRTRESHKIRE Meapentqry y’lan@'Vt'HE inghruchign data for
exgxet g mu%mgfﬁdd .on by said instruction data, and

creatlngasecon profile related to the operatiagn
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determ ning whet her said operation 1S an unauthorize
oper at Se¢pndprothie~great ivnmeansifop edenti bringuderuser that executed
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wher d Secdtl SRIFT LESI0E AR Beirs. 107 Storingn Accaf B b wser, said
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first profil zil sal d second profile-creation neans
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ourtmeaid second profile- storage means. and calculating a score for

determining whether said operation is an unauthorized operation.

2. The unauthorized-operation-judegment system of claim 1 further
comprising: :
a first log-data-storage means for storing log data of said computer;
and
a second log-data-storage means for storing log data according to user
of said computer; wherein
_ said first profile-creation means references said first
" log-data-storage means when creating said first profile; and
said second profile-creation means references said second
log-data-storage means when creating said second profile.

3. The unauthorized-operation-judgment system of claim 1 further
comprising:



conprising: 2c a |login-detection nmeans for executing a
process for detecting whether a certain user is

| ogged into said conmputer; wherein when said

| ogi n-detection neans detects that a certain user is
logged in, said second profige-creation nmeans creates
a second proflle related to sald user. 4. The

unaut hori zed- oper ati on-j udgnent system of claim 3
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7. The unauthorized-operation-judement system of claim 1 further
comprising:

a third profile-creation means for creating a third profile related
to an operation executed by a user that is identified as a first-time user,
when the user executing said operation by said instruction data is
identified as a first-time user operating said computer for the first time;
and

a third profile-storage means for storing third profiles that are
created by said third profile-creation means; wherein

said score-calculation means uses at least one profile that is stored
in said third profile-storage means instead of said second profile-storage
-means to determine whether said operation is an unauthorized operation.



conprising: an operation-record-storage neans for
storing, according to user, totals related to at

| east one of the follow ng: nunber of logins to said
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9. The unauthorized-operation-judegment system of any one of the claims

1 to 8 wherein
said-score calculation means calculates a score by calculating the

deviation between said instruction data and data that is stored in said
profiles.

10. The unauthorized-operation-judement system of any one of the
claims 1 to 8 further comprising:
. an operation-stopping means for executing a process for stopping said
operation when said score value exceeds a reference value.

11. The unauthorized-operation-judgment system of any one of the

claims 1 to 8 further comprising:
a warning-process means for executing a process for displaying a
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operated by the adm nistrator of said conputer that
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. a step whereby said computer identifies the user that executed said
operation by said instruction data, creates a second profile related to
the operation executed by said user and stores said profile in a second
profile-storage unit; and

a step whereby said computer compares said instruction data with at
least one profile that is stored in said first profile-storage unit or in
said second profile-storage unit. and calculates a score for determining

whether said operation is an unauthorized operation.

14 An unauthorized-operation-judgment method for determining
whether an operation received by a computer is an unauthorized operation,
and comprising: |

a step whereby said computer receives instruction data for executing
said operation;



operation for which said instruction data is received
by said conputer, and sends said profile to a first
profile-storage unit; a step whereby said conputer
identifies the user that executed said operation by
said instruction data, creates a second profile
related to the operation exe@fted by said user, and
sends sald profile to a second profile-storage unit;
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profile in a first profile-storage unit;

a step of identifying the user that executed said operation by said
instruction data, creating a second profile related to the operation
executed by said user and storing said profile in a second profile-storage
unit; ‘and

a step of comparing said instruction data with at least one profile
that is stored in said first profile-storage unit or in said second
profile-storage unit, and calculating a score for determining whether said
operation is an unauthorized operation.

16. An unauthorized-operation-judement program for determining
whether an operation received by a computer is an unauthorized operation,
‘and causes said computer to execute:

a step of receiving instruction data for executing said operation;




a step of creating a first profile related to the
operation for which said instruction data is received
by said conmputer, and sending said profile to a first
profile-storage unit; a step q@ i dentifying the user
that executed said operation said instruction
data, creating a second profile related to the
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pr f|| storqﬁé unit or said second profile-storage
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instruction data, creating a second profile related to the operation
executed by said user, and sending said profile to a second profile-storage
unit; and |
"~ a step of obtaining at least one profile from said first
profile-storage unit or said second profile-storage unit, comparing said
instruction data with said profile(s), and calculating a score for

determining whether said operation is an unauthorized operation.



