23 March 2005 DESCRIPTI ON CONTENTS DI STRI BUTI ON SYSTEM AND CONTENTS

DI STRI'BUTI ON METHCD Techni cal Field The present inventjogﬁgflqﬁgﬁxig a
contents distribution systemand a contents distribution ALY re-
parti-cularly, 'the present invention relates to a contents distribution
system and a contents distributi-on method wherein; in transactions of
contents between entities which performcontents providing services and
~user .devices. which performieception of contents execution of settlenent
processi-ng of conpensation for contebts.charges to |icense nanagers and
content copyright holders.in a sure.and efficient manner is enabl ed,
wherein actual ‘trading of contents can be accurately understood-in a sure

and efficient manner in transagtid ontents between entities which
perform contents providing ser3§%%gﬂgﬁg}8§er devi ces which perform

reception of Conte”tEONQEﬁTEUBEE%ﬁlﬂﬁﬁfaﬁ2§%¥§€Mfi ni cation processing.

such as -contents distribution processing e with high security
and validity can be expiykResONISMRGHUTIGP MUY €S confirmation of the
ot her party of comruni cation between entities executing data : '
comuni cati-on. 23 March 2005 Background Art As of recent, the distribution
of various types of - : o : ' k )

“Technical Field

The presentrinvention felates to a conténts.

distribﬁtion system and a éontents:distribution methdd.
More particular;yrrthe present'invéntioh‘relatés to.a
bontents distribﬁtiop-Systeﬁ and'a coptents~distribﬁtion.
method wherein; in_tranSacéiqné‘of contehts between énﬁities
which pérform-contents_providing serviées and user deﬁices |
-which_perform recepﬁion of cohteﬁts,_executibﬁ of_settleﬁent
processing of compensation fof cbntents charges to license
mdnagers and content copyright holders in a sure énd N
efficient manner is_enabied,Awherein'actﬁal tradihg of
contents can ‘be accurately understood in -a sure and
efficient manner in transactions of contents between
éntities which perform contents providing serQices aﬁd-user
‘Qeﬁices which-perform reception‘of contents, and further
wherein data communication processing such as éontenfs

' distribution_proceSsing-and the like with high sechrity and
validity can be executed by executing attribﬁtesr -
-cOnfirmation.of the other partf of communication between

entities executing data communication.



softmare‘data (hereafter referred to as contents) such as game prograns,
audi o data, image data, docunent-creati-ng prograns, etc Q@ve o to be
wi dely distributed over networks, such as the Internet. Ep B% E?n -
shoppi ng, bank settl ement, tjcket sal-es, and other |ike selling and buylng
of products, settlenent processing, etc., via networks has becone
comonpl ace. - Wth such data comunication via networks, transferring
necessary informati on upon the transmtting si-de and the receiving side
mut ual 1y confirning that the other is 2he proper object of the data
exchange, .i.e.,. assun1ng a data  transfer configuration taking security
into conS|derat|on i's cormon. Methods for realizing the security

conflgugadmgyoﬁﬁdtggttlne of transferring data include encryption
processing of transfer data, signature processing for data, and so forth.

Encrypted dahe e&nrleenest ahrd &%ﬂﬁ%ﬂﬁ&?;&dﬁ'%;ﬂlg@ureggg%a%@t ext) by

decrypti on processing: foliomﬁng predetermn proce a encryption

and decspftivenr e Telatel S| Hisrdor t & GF d 1 A8 Key 59%88%*& r)ragu%oggss' ng and

the decryption key for decryption processing such in on, are

convent gamal Iprogeiamsknawdio/aldtls indes tdat dolnRENRLEBAESREYPL I ON
met hods 23 NMarch 2005 using encryption keys and decryption keys~are known,

Wi th onpregzapise eheneomdmm|n@mdutdﬂbexﬂidﬁhfnﬂﬂeﬁrKBMteénSGéPt'0” met hod.
The public key encryption nethed
networks, such as the Internet. Also, on-line shopping,
-bank settlement, ticket sales, and other like selling and .
buylng of products, settlement proce551ng, etc., v1a |
networks has becnme commonplace.

With such data communlcation via networks, transferring
‘necessary information upon the transmlttlng szde and the
receLVLng side mutually conflrmlng that the other is the
_proper_object of the data exchange, i.e., assuming a data
transfer configuration taking security into coﬂsideretion,
is common. Methods for reélizing the security configuration
at the time of transferring data include ehcryption
processing of transfer data, signature processing for data,
and so forth.

Encrypted data can be restored to ueable decrypted data
(plaihtext) by decryption\prbcesSing following predetermined
procedures. Data encryption and decryption metheds using
Aencryption key for encryption'proceesing and the decrjption
key for decryption processing such information, are

conventionally well known.

Various types of data encryption/decryption methods



i nvol ves the-originator and receiver having di fferent keys; with one:of

the keys~being a public key which unspecified users can . he ot her
bei ng a secret key which is kept secret. For exanple,_tﬁgigﬁgéggﬁiryptionn

key is a ..public key, and the decryption key is a secret key. O, . this nay
be used in forns wherein an authenticator generating key is a secret key,
and an authénticator -verifying key is a public key, and so forth. Unlike
so-cal | ed shared key encryption wherein a common key is used for
“encryption/decryption, only one predetérmined party needs to hold the
secret key which needs to be kept secret with a public key .encryption

met hod, which 'is advantageous in nanagi ng keys. However, the data ,
pr ocessiumgirspeattofpt Hen PrBYECakay ¢ 0f ion js sl in
conparisonxﬁg thé?i%f t he s%arggakggeggg§§g¥ﬁgﬁﬁkﬁg%%%g?kéﬁﬁ 5@%%}dingly i's

of t en userk feorangibe | +ePEdE Sbeingdeha, Sgu@glq\gdd?%rliilaut;g secret keys,
digital .signatures, and so forth. A representative of. type of the public

key enengutypdriaretiteichod. R3Phé RpuBsic Skay enfdherabh aRthERE i on.  This
i nvol ves using the produet of two extrenely large prime nunbers (e.g., 150
di gi ts) inxied vespltdys aiyihdtorubhy pécplioeeshalingaal eresahitoRe9t t he
product of two extrenely 23 March 2005 | arge prine nunbers .(e.qg., {50
digits)Wl?ﬁeOQ@bMﬁ:ﬂhglkﬂﬂSKhhimgod pubbiéi geyakhoohwWaakpedifieay and
unspecified users can use the public key, and nethods using certificates
for Cerpgpygngaﬂh@@ﬁgramﬂqﬁhe¢Qﬁher being a secret key which is

- kept secret.‘ For example,,the data encrthion key is a

publiq‘key,rand the decryption key is a secret key. Or;

this may be used. in forms wherein an authenticator

generating key is a secret key, and an authenticator

verifying key is a public key, and so forth.

' Unlike so-called shared key encryption wherein a common

key is used for encryption/decryption, only one

predetermined party needs to hold the secret key which needs

to be kept secret with a public key'encryption-method, which

is advantageous in managing keys. However, the data

‘Processing speed of the public key method of encryption is

slow in.comparison to that of the shared key‘encryption

_method, and accordingly is often used for small amounﬁs of

data, such as distributing secret keys, digital signatures,

and so forth. A representative of type of the publicrkey

encryption method is RSA (Rivest~Shamir-Adleman) enciyption.

This involves psing the product of two extremely large prime

numbers (e.g., 150 digits), and employs the difficulty of

procgssing factorization of the product of two extremely



public key to be distributed is vali-d, i.e., so-cal led public key

~certificates, are often used. For exanple, a -user A .gen es ir of
public key and secret key, sends the generated public kgéi%ﬁc%zoﬁﬁthority;

and obtains a public-key certificate fromthe authority. The user A '

publicly discloses the public key certificate. An unspecified user obtains .

the public key fromthe public key certificate through predeternined

procedures, encrypts-a ~docunment or the like, and sends this to the user A

The user A decrypts the encrypted,ddtuﬁéﬁt'or‘the'like using a secret key,
and so forth, with this system Also, the user A affixes a signature to the
docurment or the like using the secret key, an unspecified user obtains the
publ i c Reyger gmintchaumbei< keygcerisdigagecshrough predet ermi ned
procedures, and verifies the signature, with this system A public key
certificate Theapubiticl kegt mcitdoded HYM a i {dEod i s tdagsidyn Or i ssuer

authority (CAor IA), and is a certificate created by the user presenti.ng _ 

a cert i mapat endaunispectiyf iwid ey ke avse | Ehe ppilfbl £c kKegy, ehfd, this

certificate authority adding-information such as the ID of "the certificate

aut hor i Bgthpdsyysilaiot gerstid icahes fion heer 2B Matg wiR&0Bendoi- ngod shenat ur e
of the certificate authority. A public key certificate contains the version

nunber BRPlifekeyr tof beaddstaidutied imuntpsridi 1he. cesdidaTbe@ which the -

i ssuer autherity has.appropriated to the user of .the -certificate,
aIgoritﬂﬂgléﬁdkﬁﬁr8ﬁ€Fé¢§CG§§§rfGﬁﬁﬂQiﬁﬂﬂmﬂSﬁd- For example, a

user A generates a pair of public kéy'and secret key,,éends
the gepérated public key to ah authority, and'obtains-a
lpublic'key éer;ificate from the'authofity. 'The.user a
publicly discloses-thé‘public key ceftificate. An
unspecified user obtains the public key from the public key
certificate through predetermined procedures, encrybts-a
document or the 1ike, and sends this to fhe user A. The
ﬁser A decrypté the encrypted document_or ﬁhe‘like using a
secret key, and so forth, with fhis system. Also, the user
A affixes a signature to the document or the.like ﬁéing the
- secret key, an unsPeCified user obtains'the pubiic kej from
the public key cértificate through predetermined procedures,
and verifies the-signature, with this systeﬁ;r
A publié key certificate is a certificate issued by a
certificate authority or issuer authoritf (CA or IA), and is
a certificate created by the user presénting a certificate
_éuthority with his/her own ID, public key, etc., this
certificate authority adding information such as the ID of

the certificate authority and validity, etc., and further



signature, the nane of the certifying authority, the validity of the
certificate, the nanme of the user of the certificate (u?gr IE% _and t he
public key and electronic signature of the user. of -the Mareh 29 . A hash
function is applied to the entirety of ‘the version nunber of the
certificate, the serial nunber of the certificate which the certifying
authority has appropriated to the user of the certificate, algorithns and
paraneters used for electronic signature, the nanme of the certifying
authority;,the validity of the certlTléare the nane of the user of the
certificate, and the public key and el ectronic signature of the user of
the certificate, so as to generate a hash value, and is data generated

usi ng t keldiony et Kiynafurdeotethefbeaterashber khynepithat hash value. On
the other hand, at the time of using this public key Certificate, .the user

uses the pubml@uh&ycomeWheanﬁﬁﬂidatﬁEboﬁtﬁimﬁItﬂewﬁéfﬁléﬂenﬁﬁﬁérhede, to
verify that electronic signature of the public key certificate, extracts

the publtihe desitiffiismtiche gpuids takeyumiset | 6fcohe &eobtowisgteuangssl Ul
verification of electronic signature, and uses this. public 23 March 2005

key. Acdbedilggiupr authedrty dsis@ppiheppidtéd keytheentéfi 6at enaeed to hol d
a comon certificate authority .public key. Disclosure of Invention In :

transacFFﬁﬁédeaéﬁht@@QQﬁkﬂhmﬁsQnﬁxpaﬂﬁmEE¢mweusedhﬁse aneéhgohhe rlghts

to galn profits from sal es of
1gnature, the name of the certlfylng authorlty, the

Valldlty of the certlflcate,'the name of the user of the
‘eertiﬁicate (usefrIb), and the public key'and electronic
signature of the.user of the certificate.

A hash function is applied to the entirety of the
version number of the certlflcate, the serlal number of the
certificate which the certlfylng authorlty has approprlated
to the user of the certificate, algorithms and parameters
used for electronic signature, the name of the certifying
authority, the validity of the certificate} the name of the
user of the certificate, and the public key and electronic
signature of the user of the certificate, so as te generate
‘& hash value, and is data generated using the secret key of
the certiﬁicate_euthority on that hash value. '

On the other hand, at the timefof using thie public key
certificate, the user uses the public key of the certificate
authority which the user holds, to verify that electronic
signatgre of the public key certificate, extracts the public
key from the public key certificate following successful

verification of electronic signature, ‘and uses this public



contents are not-restricted. to the shops selling the contents, rather,
there are. many, such as copyright holders of the content lice rlght

hol ders who have obtained ‘distribution rights from conte 4“%8%?&6%

hol ders, service operators (systen1ho|ders) managi ng contents dlstrlbutlon
systens, and so forth. However, it is difficult to accurately grasp the
actual flow of contents, and thegstate of the fact remmins that such
systens are dependent on the voluntary declarations of the shops selling
the individual contents: In such a Stat€, in the event that unauthorized
contents transactions occur, the state arises wherein the copyright fees
or the like acconpanying the transaction cannot be collected. That is to

say, thekéy cenbecowdilegly haalbgusbesdustngbuheopubigbt kefor the contents,
or the contents producer having the copyrights for the Contents, are not

guarant@&#tkﬁxﬂqnecﬂe¢¢mm¢|hehdeafeeﬁmaﬁcoeﬁam!hﬂgtet&a&&@%&tQHS of
contents between shops and users. . 23 March 2005 - . The present invention

has beerPWBdC kY4 ght of the ,problens occurring in transactions of
contents such as. described above,. and provides a contents charges -

settl enent .system based on tickets and a contents charges settl enment

met hod based on tickets, enabling processing to be executed for accurately
dlstrlb@H%ﬁ}QﬁﬂﬁﬁﬂﬁﬁsRﬂﬁﬁ&ﬁﬁpwolIected by di stribution of contents to

copyrlght holders and ot hers
n transactions of content such as described above,

those having the rights to gain proflts from sales of
contents are not restricted to the shops selllng the
contents, rather, there are many, such as copyrlght holders
of the contents, llcense right holders who have obtained
dlStIlbuthn rights from contents copyrlght holders, service
operators (system holders) managlng contents dlstrlbutlon
systems, and so forth. However, it is -difficult to
eccurately grasp the_actual flow of contents, and'the state
of the.fact remains that such systems are dependent on the
voluntary_declarations of the shops selling the individual
. contents. o |
In such a state, in the eveht that uﬁauthorized
contents transactions occur, the state arises wherein the
copyright fees or the like accompanying the transaction
cannot be collected. That is to say, tﬁe license holder
~having the disttibution rights for the contents, or the
contents producef having the copyrights for the contents,
are not guaranteed_receipt of the license fees accompanying

transactions of contents between shops and users.



i nvol ved, i.e:, so- called charge rece|V|ng entltles follomnng

predet erm ned rul es, based on tickets. Also, with the daéﬂ %bi&%55|on
system according to the public key encryption nethod us &hﬁ key
certificates issued by a certificate authority as described above, contents
di stribution shops for dlstrlbutlng contents, for exanple, encrypt contents
to be distributed to users based on the publlc key of the user, and

transmt these to - the users. The user devi ce whi ch has recelved t he

encrypted data fromthe contents disth¥ibution shop executes decryption “of _
the encrypted contents with his/her own secret key corresponding to '
hi s/ her own public key. However, in actual contents transactions, the

li cense  hol gdhe paeseatt hﬁv@nﬂ:tlbrpqidso%éérﬂﬁ{adg tx{‘f?Lft;?}N &f Sgphor the
ent s

content.s producer having the copyrights for the cont are often a

di f f er eptrobiientsy oidcamrtihey canteniss dhsidid W WBonsdwps ¥héghagerformthe
services of providing users with contents, and oftentines the contents

di stri bdesomibedpabd¥eyhrathl 1005 died rd Moo @iSrybd hosttLopéht M ng
whet her or not the users to which the shop is transmtted contents has a :
val i d cepstrisbasadeoni ¢licketEhaind s ddmfentar elpashss et €l anenpaut hori zed
usage and sales of contents are perfornmed by users which do not have

aut hor i petihgdabaseidghns tigksd s wienaitling yres esfs irrnsadié omsecuedd as .
descri bed. above, transactions acconpani ed by due contents charges can be
est abl |§%daﬁewe‘éﬁlyhélﬁml|balrttm@s comtend sc ohtagtes collected by

dlstrlbutlon of contents to copyrlght helders and others
Hinvolved i.e., so- called charge rece1v1ng entltles,
.follow1ng predetermlned rules, based on tickets.

Also, with the data transmlsSLOn system accordlng to
the public key encryptlon method u51ng public key
certificates issued by a certlflcate authorlty as described
above,.contenes dietribution shops for distributiﬂg cqntente,
for example, encrypt contents to be distributed to users
based on the public key of the user, and transmit these to -
the users. The user device which has received'the encrypted
data from the eohtents distribution shop executes decryption
of the encrypted contents wiﬁh his/her own secret key
corresponding to his/her own public key.

However, in actual contents trgnsactions; the license
-h01der-having £he distribution right of the contents, or the
contents producer having the.copyrights for the contents,
are often a different entity from the contents distribution
shops which perform the services of providing users with

coneents, and oftentimes the contents distribution shops



distribution shop which is the vendor of the contents and the user device

which is the user of the contents, but the |icense holdg%&@$u§2%ﬂﬁlds the
distribution rights to the contents, and a contents pro ¢ as the -
copyrights to the contents, is not guaranteed receipt of license fees ,
acconpanyi ng the transaction of contents between the shop and the user. At
the present, the common transaction form is for the amount of contents
sol d being confirmed by . voluntary declaration by the contents distribution
shop, and  the license fees based oma@voluntary declaration being

provided fromthe shop to the license holder, contents producer, etc. Wth
such a contents transacti-on form: the license holders holding the

- di st ri budtiisan it $drtdites GRtIeRS, céﬁflfﬂfnéoﬁhéﬁhérpBQdH%%rt @l di ng

copyrights the contents, cannot know the acttal transaction of contents,

and t hemsersawe htdena e atsoPyishi £4n 690t £a8ELARRRE Resmad¢adigharch
2005 regardi ng -whet her or not authorized distribution of contents 1s being-

car ri edcontemtgensageundightusageriaghis, hereresentabarephibeaihas been
made in light of the problens in transactions of contents such as

descri butaalbborizednd spgeyiades salamntehtcomient s batéopesysiaaiapg contents
di stribution nmethod having a | og managenent configurati on wherein contents

di stri bufesA Whichr doeaoduthavel@uthmnicaeherdagé nighosized contents usage
rights, enabling actual transactions of contents between the contents
- Also, with the types of transactions such' as descrlbed

abqve, transactions accompanied by due contents charges can
be established between the two parties of the contents -
distribution s@qp which is the véndor:of the contents and
the user device which is the user 6f thé cbntents, but fhe
license holder which holds fhe distribution rigﬁts to the
Vcontents; and a contents producer whb has the copyrights to
the contents;'is not guaranteed receipt of license fees
accompanying the transaction of contents between the éhop
-and the user. At the preSent; the common transaction form
is_for the aﬁount of contents sold being confirmed by
fyoluntary deélaration by tﬁe contents distribution shop, and
the 1icense fees based oﬁ a.voluntary,declaration being
provided from the shop'to the licénse hoider, contents
producer, etc. -

E With such a contents traﬁsaction form, the license
holders holding the distribution rights to the contents, or
the contents producer holding copyrights the contents,
‘cannot know the actual transaction of contents, and there

have been no means by which confirmation can be made



di stribution shops carrying out distribution services of contents, and
users, to be accurately known by |icense hol ders having gr r P#hbfn rights-
to the contents, or contents producers holding the copy ?3&? o
contents. SpeC|f|caIIy, a contents distribution managenent conflguratlon
based on purchase logs is realized wherein purchase |ogs generated at user .
devi ces according to purchase of contents are periodically collected at a
log collection server. Further, in the event that the data comunication
is executed in contents transaction- uding a data transnission ‘system

according to the public key encryption nethod using a public key
certificate issued by as certificate authority as described above, S

di f fi cultedardng i whetvhet her hBe aatheripayt Hl%ftﬁ%HEi’BxP%f %rLtselxﬁzéhOp’ a.

user device, or another adm nistration .server such as a system er .or

the 23 mdteﬂej)acarﬁ_ﬂedlmke uhflet hacpugsen! ushale rilghdgnent can only been
made based on the data transmitted fromthe other party of conmmunication.

Accor di ngly, Thieeperasertthe rpoasst o iliys theén URagehoni 2edneser dgui ces,

unaut hori'zed shops, etc., exist, and that unauthorized user devices may
execut e pricitliansousn tramsactions of contents HOER abheegdrS®ed aboHOP.
Al'so, in the event that a user device attenpting to execute an- authorlzed
transacﬁﬁﬁwﬂﬁﬂﬁhﬁﬁﬁ;Qfﬂﬂnt¢nts|®1atshbwt$envsystem and contents

‘distribution method having a log management conflguratlon'
. wherein contents distribution is carrled out under
management of authorized contents usage rights, enabling
:ectual transactions of contents between the contents
dlstrlbutlon shops carrying out dlstrlbutlon serv1ces.of
contents, and users, to be accurately known by license
holders hav1ng distribution rlghts to the contents, or
~contents producers holding the copyrights to- the contents.

Specifically, a contents distribution management
configuration based on‘purchase logs is realized wherein
‘purchase logs generated at ﬁser devices according to
purchase of contents are periodically.collected at a log

~collection server.

Further, in the event that the data communication is
executed in contents transaction using a data transmission
system-according to the public key encryptionlmethod using a
public key certificate issued by as certificate authdrity as
Qescribed above, it is difficult to confirm whether the
other party of communication is a shop, a user device, or

-anether administration server such as a system holder or the



and starts communi cation, and executes a contents purchase request to be
made with a shop server, e.g., execution of <credit cardzg 005 '
transm ssion processing, there is the danger of processing D€ Ng executed:
such as illegally obtaining the credit card nunber fromthe user ‘device,
in a case wherein the other party is an unauthorized server in guise of a
shop server. Also, in the event that unauthorized or fictitious contents
transactions are executed, it becones difficult to know the actual
transaction of contents. Generally, ~th8 -common transaction formis for the
amount of contents sold being confirned by voluntary declaration by the
contents. ‘distribution shop, and the |icense fees based on a voluntary

decl ar atiiige .beirhg thieOWrdRdft Fedde, é?m}‘.]h@aﬁi 8&‘1‘?6??%{?! xﬂ&&e contents

producer, etc., but in the event that” unhauthorized 0 I o0s contents

transacbheed ahnethd Mareh t2Q05mittled o0EsHt Sk 6fﬁ%€ é&rﬂg gparantee that
the license holder having the distribution rights for t contents or the

cont ent sopmaddecatdonal di ng the contents copyrights can receive the license
fees acconpanying the valid contents transactions, even at the shop. The.

present i nveht¢ondhaglpeenhardeibnthiegposefibilhiay et MRS ed
transaction. such as-described above, and realizes a data communi-cation
syst em ¢8er allavigesat tinabthos ized ishogis Orety OC a6l 41Y, adwd derat
conmmuni cati on ' :
runauthorized user devices may execute fictitious
t;ansactions of contents undei the guise of a shop. Also,
in the event that a user device attémpting to execute an
authorized tragsaction believes that this is a shop'servér
and starts communication, and executes a donteﬁts purchésé
request to be made with a shoprsérver, e.d., execution.of
‘credit card number transmission procéssing, there is thé
danger of processing'being executed such as illegally
obtaining'the credit card number from the user device, in a
case wherein the other party is an unauthorized server in
guise of a shop server. |
Also, in the event that unauthorized or fictitious
contents transactions are executed, it becomes difficult to
know the actual transaction of contents. Generally, the
COmmon transaqtion form is for the amount-of contents sold
being confirmed by voluntary.declaration by the contents
distribution shop, and the license fées based on a voiuntéry
declaration being provided from the shop to the license

holder, contents producer, etc., but in the event that

unauthorized or fictitious contents transactions are



nmet hod containing attributes confirmation processing, enabl i ng prevention
of processing w th an unauthorized party, e.g. ofexecug% n %ﬁpg |ous
types of unauthorized processing acconpanylng pur chasin

executing processing upon confirmation of that ‘attributes of the —entlty of
the other party of communication, between entities which execute data
comuni-cati on. Mre specifically, a data conmuni cati on system containing.
attributes confirmation processing and data conmmuni cati on net hod

contai ning attributes confirmation ~ptbcessing, is provided wherein
attributes codes are provided as different attributes information to t he
different entities, e.g., user devices having functions for purchasing

cont ent exeshepdsenhens &V inieg Judielitens fiflt vIRC el Mdik PWSTISE :
conmmi ssioning for contents, service operator servers having functions for

managi njavangethe HSSWEnbhtZ@&Brigh%s<$dﬁfﬂﬂéﬂddﬂhedhéﬂdft%ﬁéon Servers
for distributing contents, etc., enabling confirmation of the other party

of conﬂunteatsoprmﬁuhetheh@ﬂﬁmmbutmaIdﬁhﬁéﬁﬂsfﬁbpyﬁ(yﬁﬂbidhﬁhe public
certificate or attributes certificate of each entity, thereby realizing a

saf e coreeaivet thasddteoref dems Accompiany iiney alfd refl iabpeaitaitd he present
invention, a contents charges settlenent system based on tickets,

conprls%éanséctl@Rét eYeni a§ tbevehopor ISSUIng tickets storing a

The present-lnventlon.has been made in light of
problems in contents transaction such as described aboﬁe;
'épd.realizes a data commqnication system containing
'aftributes ddnfixmation processing and data communication
method contalnlng attrlbutes confirmation proce551ng, |
enabllng prevention of proce551ng with an unauthorized party,
e.g., of execution of various types of unauthorized
‘prbcessing accompanying purchasing of contents, by executing
processing upon confirmation of that attributes of the
éntity of the other party of communication, between entities
_which execute data communication.,

. More SPecifically, a data communication system
containing attributes confirmation proceésing‘and data
communication method containing attributes confirmation
proceséing, is provided wherein attributes codes are
provided as different.attributes information to the
-different'entitiés, e.qg., uéer devices having functions for
purchasing contents, shop servers having functions for
receiving purchase commissioning for contents, service

operator servers having functions for managing contents



charges reception entity identifier as contents charges information N
acconpanyi ng processing for purchasing of contents, and aIIocated char ges
data with regard to the. <charges reception entity, undefS MRS ti ons
that billing processi-ng based on purchase request data froma user device
has been conpl eted; a user device for transmtting a contents purchase
request to the ticket issuing server, and receiving the ticket; a user.

devi ce authentication server, which is a user device aut henti cat i on server
configured as one of t he charges recéBtron entlty, for executing '
conversion from an encrypted contents key which is undecryptable with a
stored key in the user .device to an encrypted contents key which is '

decr ypt ailse raibiut idos! iR Kt fbr NeeMpsts IR Oy B iRy LGRS,

processi ng, under the conditions that the tic

been reeebuedethﬂhh@Bd@ﬂﬁlﬁﬁaﬂiﬁh ke 1dGist §%f@f”@f server _for
executing charges settlement processing based on the received ticket,

accor di ogmmanieatiiph ofith thekelttfrindde Ghai9es: IGcePtdLE ERtERY.
Further, according to an enbodi nent of the contents charges settlenent

SyStGﬁ]BUb&ﬂdlﬂgrtafﬁbat@r6&6m&ﬂnﬁbﬂﬁdSNherﬁlﬂiﬁﬁﬁé|§§L€$EWYeﬁ€ft j cket.
I ssuing server store one or a plurality of charges reception enti y o
|dent|ftbe$eh¥ realizing a safe contents transaction form.

According_tofa first aspect of the present invention,

 a contents charges settlement system based on tickets,
comprises: |

a ticket %sguing server for issuing tickets eﬁoring a
eharges reception entity identifier as contents chargesA
information accompanying proeessing for purchasing of
centents, and'alldcated charges data with regard to the.
eharges reception entity, under the conditions that billing
processxng based on purchase request data from a user device
has been . -completed; |

a user device for transmitting a contents pufchase
request to the ticket issuing server, and receiving the
ticket;

a user device authentication server, which is a user
device authentication server configured as one of the
'charges reception entitj,-for executing conversion from en
encrypted contents key whicheis undecryptable with a stored
key in the user device to aﬁ encrypted contents key which is
decryptable with a stored key in the user device by key

switching processing, under the conditions that the ticket



contents charges infornmation and all ocated charges data with regard to one
or a plurality of. charges reception entities, and in the_event_of issuing
aticket with a plurality of -charges reception entity i Geffta ¢l 29® the :
ticket issuing server issues to the user device a nunber of tickets
correspondi ng to the charges reception entity identifiers; "and the user.
devi ce has a configuration for executing. processing for transmitting the
received tickets to each of the entities corresponding to the charges
reception entity ‘identifiers. Furthed3 according to an enbodi nent of the
contents charges settlenent: systemaccording to the present invention, a
transaction identifier for identifying contents +transaction processing is

storediﬁagiﬂagﬂsiédgﬁﬁga!g&gﬂm%héiﬁggé sSopLOY sgpver, and in the event of

issuing a plurality of tickets wt gard t6"one contents transaction 23

March 2005 14 thiemert bechseyelaw ey thf Rt {ng CndLgegt s are issued

storing a comon transaction identifier. Further, according to an

enbodi mewit tdieniche. pavicRsEnd TGRS SPIHAE BN SYSGepyakeprding to the
present invention, tickets issued by the ticket issuing séerver store a
char ges acrerejinigonoe mieicie)i pitd e idf itglcias: cord®néise CHIREB§Ss | pheepriban  and
all ocated charges data with regard to the charges, reception entity, and
al so coengiittyan el ectronic signature of the ticket issuing server; wherein

t he charges reception _
Further, according to an embodiment of the contents
:charges settlemént systém édcording to the present invéntion,
tickets issued by'the ticket.issﬁing server store one or-é

-plurality of charges reception entity identifieré as
contents charges'infOrmation and allécated chargés data with
regard to oné or a plurality.of chargeslreception entities,
and in the event of issuing a ticket with a plurality of
charges reception entity ideﬁtifiers‘the ticket issding-
‘server issues to the user device a number of tickets
corresponding to thelcharges reception ehtity identifiers;
and the user device has a confiquration for executing
-érocéssing for transmitting the received tickéts to each of
the entities corre5ponding to the éharges reCeptibn eﬁtity
identifiers. | ‘

Further, aééording to an embodiment of the contents
charges settlement system according to the preéeht invention,
a transaction identifier for identifying contents
transaction processing is storéd in tickets issued by the
ticket issuiﬁg server, and in the evént of issuing a

plu;ality of tickets with regard to one contents transaction



entity which executes proceséing based on recei pt of the ticket executes

signature verification processing of the electronic sig r é he
ticket issuing server contained in the received ticket, aghﬁaghg Qé

processi ng based on the receipt of the ticket under the conditions that
confirmation is made that there is no tanmpering with data. Further,
according to an enbodi nent of the contents charges settl enent system
according to the present invention, a user device authentication server
configured as one of the charges retéﬂtrbn entity is of a configuration
for executing key switching processing consisting of decrypting an
encrypted.contents key KpDAS(KC) encrypted with a public key KpDAS of t he

user devirem aiidiadic éPIcSLI VRE %P&\:.%l‘ﬂt hofo‘eﬂc?c%%rse%h '§I%I :
obtain a contents key Kc, and further re-encrypting with a public key

KpDEV ofstidreiniser caiewrs e fBAct Dogep@eat eragyrencrypted contents key
KpDEV(Kc), 23 March 2005 - 15 wth receipt of the ticket as conditions

thereof. FuFum¢heracaecdiragnp tan anhadicenic® &hetkent8ptanehar ges
settl ement systemaccording to the present invention, validity data is

cont ai nedanges - iedidteniessu ey diyert hecddcdbhgi 65ULRG pee¥ent asvantabhg
processing period for charges settlenment processing based on tickets; and
t he t|cké?kéiehaﬁg39§ebwemhauﬁnﬂknt(issqmngseét#eneatopeoeeeﬁangebased on -
the ticket follow ng verification of the validity, under the conditions
t hat Vapegpp§1p§ eppfitymdglentifier as contents charges 1nformat10n_
end allocated charges data w1th regard to the charges,'
reception entity, and also contain an électronic signature
‘of the ticketrissuing servef; wherein the‘chargés receptioh
~entity whieh executes processing bésed on receipf of the
ticket execﬁtes signature‘verification processing oflthe
électronic.signature of fhe ticketlissuing server contained
in the received ticket, and executes-prbcessing based on the
receipt of the'ticket under the conditions that cenfirmation
is made that theré isyno tampering with data:
Further, according te_an embodiﬁent of the contents
charges'settlement'system according to the pteSeﬁt invention,
a user device authentication server configured as one of the
charges reception entity is of a configuratioﬁ for executing
key switching processing consisting‘of decrypting an
-encfypted contents key KpDAS(Kc)  encrypted with a public key
KpDAS of the user device authentication server (DAS) with
own secfet key KsDAS to obtein a contents key Kc, and
ferther re-encrypting with a public key KpDEV of the user

device (DEV) to generate an encrypted contents key KpDEV(Kc);



Further, an enbodi nent of the contents charges settlenent system accordi ng
to the present invention further has a'distrLbution'Serégr as 2.@?arges
reception entity for executing distribution of encrypte MERAPY and
encrypted contents keys under the conditions of receipt of tickets from-
t he user device; wherein encrypted.contents keys transmtted by the _

di stribution server ‘are encrypted contents keys which are undecryptable by
a stored key of the wuser device. -Further, according to an enbodi ment of
the contents charges settlenent systéf according to the present inventi.on
contents purchase request data which the user device ' generates and ‘
transmts to the ticket issuing server is configured as data having a user .

devi ce LBR+HeR\WC S | ' yfier. a transaction I D serving as
a contents f%%%%&@ffg%qﬁggg%ﬁ$¥%r%“%ﬁ%ﬂéﬁ%%ﬁégﬁtgﬁ?f?g fving as a 23 March
2005 -16- cophephsyi d L Leh he .obj ect of .purchase request,

al ong with contai nfngﬁgﬁbg}iggg\ygﬁi_%ns%gﬁg?ﬁ g:f %Iﬁetrg%e“?m?ta%%‘f%e; ‘wher ei n

the tickahrigesuseetIemedit Ghatdeh WL Egj L Se day &, ering by
execut i-ng ngnature verification of %#ﬁgégnﬁé;ﬁgé #%%%é%.?%ﬁﬁégﬁgﬁata, :

and addsaladiey €athy isn cenitiaGh@ld 155 W %é@@md@%%fﬁﬁ@ on the
contents purchase request data, sets status i.nfornmatio I'ndi cating .the

processisgushgt sewirelr, r agatd viad iih e raddas i iR g i G dedRNAgesyd de
processi ng sequence transition at the :
settlement processing based on tickets; and the ticket
"exchaﬁge server executes charges.settlement proceSSing\based
on the ticket;following verification of the validify, undér
'fhe'conditions'that validity is confirmed. '

Further, an embodiment of the contents'charges_
settleﬁeht,system according to the present invention further
has a distribution sefver as a charges reception entity for
executing distribution'of encrypted contents and éncrypted
contents keys under the conditions of receipﬁ 6f tickets
from the user device; wherein encrypted.contents keys
transmitted by the distribution server are encrypted
cbntents keys which are undecryptablé by a stored key of the
user devicé. | |

Further, according to an embodiment of the contenté
charges settlement system according to the present invention,
contents purchasé request data which the user device
generates and transmits to the ticket issuing server is
configured as data having a user device'ID serving as a user

‘device identifier, a transaction ID serving as a contents

transaction identifie:, and a contents ID serving as a



ticket issuing server based on the status information. Further, according
to an enbodi nent of the present invention, there is prOébgfd a @ﬁgording
medi um which stores electronic tickets, wherein the ti afeh ¢ ssued by
the above contents charges settlenent system the tickets containing data
exchanged between entities relating to contents transactions according to
contents transaction processing, charges reception entity identifiers
serving as contents charges inforng;ﬁar acconpanyi ng contents purchase
processi ng and al | ocated charges dat ith regard to the charges reception

e”titie%oPEEEEQeﬁdehgﬁEﬁeﬁsvﬁ#ﬁ%fQ§9Qg?%eggfgégegk %&g Igser%%%%gﬁﬂp medi um

storing electronic tickets tic e of a gurati Stdring,

as cont gngsqC n@fﬂ@scogpgghgﬁg géie}% %%BL:H‘.E:%H%% Oj«g{gﬁ%gﬁggs JECERL g%e%“t ity

identifiers and all oc _ _ _Nhrc ata to ea of the
pl ural i iyveteshah@e irfCaRt | O0cRBET § 5881 ngFWd MRy ACLOLLI NHetRe®N or

enbodi nent of the recording nedium according to the present invention, the

ticketsnate tHee Conki gudata on t%ir?’érﬂ,glg\/m b et A a2 valgndture
processing period for charges settlenent processi ng based on 7tickets

Furt hervea¢cotdtngnt o ranhenbegditeits guidieasecoegdhagt aBELYMaaeic @kdisng to
the present invention, the tickets are of : _
a new entry in a ticket issuing management database based on
‘the contents purchase request data, sets status information
indicating the processing state with regard to the added
entry, and manages the processing seguence transition at the
ticket issuing server based on the status information.

Further, according to an embodiment of the present
invention, there is provided a recording medium, which stores
electronic tickets, wherein the tickets are issued by the
above contents charges settlement system, the tickets
containing data exchanged Dbetween entities relating to
contents transactions according to contents transaction
processing,

| charges reception entity identifiers serving as
contents charges information accompanying contents purchase
processing and allocated charges data with regard to the
charges reception entities.

Further, there " is provided an embodiment of the
recording medium storing electronic tickets , the‘tickets
are of & configuration storing, as contents charges
information, a plurality of charges reception entity

identifiers and allocated charges



a configuration storing an electronic signature of a ticket issuing server.
Further, according to a second aspect of the present inxg iq? &Scontents
charges settl enent nethod based on tickets conprises: a R%ﬁc 20
transmtting a contents purchase request froma user device to a ticket

i ssuing server; a step at the ticket issuing server for executing billing
processi ng based on purchase request data fromthe user device, and
issuing tickets storing a charges receiéion entity identifier as contents
charges informati on acconpanyi ng processing for purchasing of contents,
and allocated charges data with regard to the charges reception entity,
under the conditions the billing processing has been conpleted; a step at

the userddexsite &achrecetnénglthelitgket; cR3rdBEChe2688Bid8 enfisign.at a
user device authentication server, ich is configured as one of the

char ges recefumnrhent i bycdraringxeoutdrngenbodénenon éf orhan escsyPiad
contents key which is undecryptable with a stored key in the user device
to an emsype edccontiénys tkeythvbi phreissnde cinyptratbl @n i thea tsitakests kayei n t he
user device by key switching processing,.. under the conditions that the
ticket Wds brenceafépusdticom theunisey devliteitynddata as a valid

processing period for charges settlement processing based on
tickets

Further, according to an embodiment of the reéording
medium according to the present invention, the tickets are of

a configuration storing an electronic signature of a
ticket issuing server.

Further, according to a second aspect of the present

invention, |

a contents charges settlement method based on tickets
comprises:

a step for transmitting a contents purchase request
from a user device to a ticket issuing server;

a step at the ticket issuing server for executing
billing processing based on purchase request data from the
user device, and issuing tickets storing a charges reception
entity identifier as contents charges information
accompanying proceésing for purchasing of contents, and
allocated charges data with regard to the charges reception
entity, under the conditions the billing processing has been
completed;

a step at the user device for receiving the ticket;



a step at a-ticket. exchange server for executing .charges settlenment :
processi ng based on the received ticket, according to r. | bt @ 1 ticket
fromthe charges reception entity. Further, according tgggkpghgtﬁfnent.oﬁ
the contents charges settlement nethod according to the present invention,
tickets issued by the ticket issuing server store one or a plurality of
charges reception entity identifiers as contents charges infornmation and

al l ocated charges data with regard to one or a plurality of charges
reception entities, and in the evert 18f -issuing a ticket with a plurality
of charges reception entity identifiers the ticket issuing server issues
to the user device a nunber of tickets corresponding to charges reception

entity identisf istlefs aand d® URSFiEeVd éﬁ%%&g' r 35i.n . :
e%r eceived ti cketlséifodlgglch t‘ﬁﬁémgn%;ﬁéh g‘éirlrgégpéﬁdi ng to.

transmtting the 0 T1€es
the charcgeet it it i 165 tHENGhiiges. raSehBIGR 2R0PLy 19FUr ther,
e

according to an enbodi ment of the contents charges settfeéenent nethod
accor di mgercurttingy reasants iow eftdman endFAMSEEtESRLLHEST icé'%r%f(&eh is
identifying contents transaction processing is stored in tickets issued by
the ti dReecrypdiabdesorivdr a anbiiend tikey eMenth®fusssUagide PhUkal ity of
tickets with regard to. one contents transaction fromthe user device, the
pl ur al | EpCsVPiecksoatands deyedvhistlorisngler mgraabll ¢ rabsiacs i 0oi-dgntifier.
keylin the user de?ice by ﬁey SwitChihg processing, . under |
the conditions that the tickét has been received from fhé
user device; and - | |
| a stép at a-ticket exchangersérver fér executing
chérges settlemeht processing based on the received ticket,
‘éccqrding to receipt of'a ticket from the charges reception
entity. | |
Further, aCcording to an embodiment of the contents
charges settlement method according to .the présent invention,
tickets issued by the ticket issuing server store one or a
plurality pf charges reception entity identifiers as
contents charges information and allocated charges data with
regard to one or a plurality of charges-reception entities,
and in the event of issuing a ticket with a plurality of
Cﬁarges reception entity identifiers the ticket issuing
- server issues to the user device a number of tickets
corresponding to charges reception entity identifieré; and
“the user device executes processing for transmitting the

received tickets to each of the entities corresponding to

the charges reception entity identifiers.



Further, according to an enbodiment of the contents charges settlement
met hod-.accordi ng to t he present invention, _tycke;s 'SSUEQNE¥6ﬁ£Ub§” cket -
i ssuing server store a charges reception entity identjfTer as Contents:
charges information and allocated charges data with regard to the charges
reception entity, -and al so contain an electronic signature of the ticket

i ssuing server; wherein the charges reception entity which executes
processi ng based -on recei pt of the ticket executes signature verification
processing, of the electronic signatéPe-of the ticket | Ssui ng server
contained in the received ticket, and executes processing based on the
recei pt of.the ticket under the conditions that confirmation is.made that

there is no FﬁﬁﬁﬁékDga&bbbdiﬁhatoFﬁht@ﬁbod%ﬁéﬂfﬂ6$3Eﬁkf%bﬁ%@E{QnEnt of the
t

contents ' charges settlement nethod according to the present invention, a
user devhaegast bertileicn®n meehery daHHﬁdm&&?Qxﬁstﬂ@egﬁéséﬂ@ iﬁ@%@ﬂf&ao whi ch
' - 20 which

reception entity executes key sw tching processing 23 -March 20 _
gener at es taansactypheddeantiiies Ity KNI ing @RSt Si£8g of decrypting an
encrypted contents key KpDAS(KC) encrypted with a public key KpDAS of the .
user devrassagtihenpiroaessingerivestoRds) M Wi et Setdaked ey KERAS to
obtain a _contents key Kc, and further re-encrypting with a public key
KpDEV otieketusesudngi seryBEY) andi tin ruheeigptertf off hisdikgtaas the
condition thereof. Further, according to an enbodi ment of the contents

‘plurallty of tickets with regard to one contents transaction

from the user device, the plurality of tickets are issued

storing a common transaction identifier.

Further, according to an embodiment of the contents

charges settlement method according to the present invention,

- tickets issged by the ticket issuing server store a charges

reception entity'identifier as contents charges information

and allocated charges data_With regard to the charges

reception entity, and also contain an electronic signature

‘of the ticket issuing server; wherein the charges reception

entity which execﬁtes processing based on recéipt_of,the

ticket executes signature verification processing of the

electronic signature of the ticket issuing sérﬁer contained

in the received ticket, and executes processing based on the

receipt of the ticket under the cohditions that confirmation

is made that there is no tampering with data.

Further, according to an embodiment of the contehts
charges settlement method according to the present invention, .

a user device authentication server configured as one of the

Chapges reception entity executes key switchiﬁg processing



chargeS'settrenent met hod according to the present invention, validity data
is contained in a ticket issued by the ticket issuing sggx&ﬂ 2@%§ valld
processi ng period for charges settlenent processi ng bas ch ts; and
the ticket exchange server executes charges settlenent processing based -on
the ticket follow ng verification of the validity, under the conditions
that validity is confirmed. Further, an enbodi nent of -the contents charges
settl ement nmethod based on tickets accordlng to the present invention
further has. a distribution server as 20 charges reception entity for
executing distribution of encrypted contents and encrypted contents keys
under the conditions of receipt of tickets fromthe user device; wherein

encry plilic 0RO &Y dn! EABEYHEER] B Q?fc{':ée&{) Pk Spr ver are

encrypted contents keys which. e un b’ key aof the

user devageistimd he Ivarch
2005 - 21 cshar g%s ge?téléggrte)ggﬂgetgﬁogﬂggﬁ%% Ing to t ‘%]g‘r‘%gg% R/RZC

cont entendutyfehas v { €QUESHubl a8 ]@gycﬂpbgg B e Hekh- % tes and

transmts to the ticket 1ssuing server Is configured ta-having a user

devi ce audIsartiduk Bon aseifeer @BNS§ewi €aNbivhi Becrat! kRS &p@n tlP serving as
a contents transaction identifier, and a contents ID"serving as a contents
|dentrhhﬂamnnaﬂconxéﬂﬁsckeﬁcxcpfaﬂﬂrﬁha&ﬁereﬁéeéhcry@ﬁmﬂa‘Nﬂ%ﬂ @ont ai ni ng
an el ectronic signature of the user

‘public key KpDEV of the user dev1ce (DEV); with IECElpt of

the tlcket as the condltlon thereof.

Furtherf accordlng to. an embodiment of the contents
charges settiement-method aecording to the present invention,
validity data is contained in a ticket issued by the tiCket-
isseing server, esva'Valid'processing period for charges |
'settlement precessing based on tickets; and the ticket
exchange server executes charges settlement processing based
on.the tieket following verification of the validity, under
the conditions that validity is confirmed.

Further, an embodiment of the contents charges
settlement method based on tickets according to the present
invention further has a distribution server as a charges
'reception'entity,for executing distribution of encrypted
centents and encrypted contents keys under the conditions of
receipt of tickets from the user device; wherein encrypted
contents keys transmitted by the distribution server are
encrypted contents keys which are undecryptable_by a stored

. key of the user device. |

Further, according to an embodiment of the contents



device; wherein the ticket issuing server checks whether or not there is

data tanpering by executing signature verification of tgg§gonﬁ Bh%
pur chase request data, and adds a new entry in a ticket £ g nagenent

dat abase based on the contents purchase request data, sets status
information indicating the processing state with regard to the added
entry, and nmanages the processing sequence transition at the ticket

i ssuing server based on the status infprmation. Further, according to a
third aspect of the present invention,” a program providing medi um provi des
a conputer program for executing contents charges settlenment processing
based on tickets on a conputer system the conputer. program conprising:. a
st ep forcheewesisvisaft tiatmits mébhodgaacohdd ggs ticeceps | ppesshtt Ynivéertichi,er as
contents charges informati on acconpanying processing for purchasing of

cont ent sordt23 Mavchhases -rfuest | odated cottarges dhta wddr redawdcto t he
charges reception entity; a step for executing signature verification
processidfesatiafe anect tapnemsitgnattar etbe t héckietketissiudsg ngeseever is
contained in the received ticket; a step for executing processing based on
the recEPpfidtracheas i @rba bavandt e wanmi devheet ARt seonfingreas oa iisermade

that there.is np tanpering with data by verification
device 1dent1fler, a transaction ID serving as a contents

transaction identifier, and a contents ID serving as a
contents identifier which is the object of purchase iequest,
along with containing an electronic signature of the user
device; wherein the ticket issuing server checks whether or
not there 1is data tampering by executing signature
verification of the contents purchase request data, and adds
a new entry in a ticket issuing management database based on
the contents purchase request data, sets status information
indicating the processing state with regard to the added
entry, and manages the processing sequence transition at the
ticket issuing server based on the status information.

Further, according to a third aspect of the present
invention,

a program providing medium provides a computer program
for executing contents charges settlement processing based
on tickets on a computer system, the computer program
comprising: '

a step for receiving tickets storing a charges
reception entity identifier as contents charges information

accompanying processing for purchasing of contents, and



of the signature; a step for executing a charges settlenent request based
on the ticket. Further, according to an enbodi nent of thg §%$Se26
invention, there is provided a contents distribution sy PAEFLAORe with

t he above contents charges settlenent 'system the distribution system
having a | og managi ng configuration conprising: a shop server for

recei ving contents purchase requests froma user device, and transmtting
sales confirmation data to the user device; a user device for transmtting
contents purchase request data to the op server and executing contents
pur chase requesting processi ng based on procedures using a public key
certificate of the user device having validity set, and also receiving the

sal es corfliiowmitican daharged geaesatwigzrandrsfakng o pukebase-h@egbased on
the received sales confirmation data; and 23 March 2005 - 23 a |0g

col | ecti avecsgrhvigrn fenrtregei vi ng an updating request for a public key

certificate of the user device based on recei pt of the purchase | og, and

transmitting an speat ed publ i cekeyputdniy f i cat@naturbe userrideMisei bssued

by a public key certificate issuer authority to the user device. Further,

accor di ngreceas iabodifmenhef alleecttomneat ssdgsertivng | af sydtemtaocosdi ng to

t he present invention, : :
1ssuing server contained in the received ticket;

a step for executing processing based on the receipt
of the ticket under the conditions that confirmation is
made that there is no tampering with data by verification
of the signature;

a step Vfor executing a charges settlement reqguest
based on the ticket. |

Further, according to an embodiment of the present
invention, there is provided a contents distribution
system for use with the above contents charges
settlement system, the distributiocn system having a log
managing configuration comprising:

a shop server for receiving contents purchase
requests from a user device, and trahsmitting sales
confirmation data to the user device:;

a user device for transmitting contents purchase
request data to the shop server and executing contents
purchase réquesting processing based on procedures.using a
public key certificate of the user device having validity
set, and also receiving the sales confirmation data and

generating and storing a purchase log based on the

- ‘received sales confirmation data; and



procedures using a public key certificate having validity set consist of
mut ual ~ aut hentication processing using a public key cer%%h%&qis-f§xecuted
bet ween the user device and shop server. Further, accor ¥ ,g% o
enbodi ment of .the contents distribution systemaccording to the present

I nvention, procedures using:a public key certificate having the validity
set is signature verification processing executed by the shop server with
regard to-an el ectronic signature generated by the user device as to
contents purchase request. data sefit2from t he user device to the shop -
server, and the signature verification processing is processing using a
public key stored in a public key certificate of the user device. Further,

accordi ng t oaabognbolil gentioal selteret0Foentcedivilny i plabisigem accor di ng
to the present invention, at |east part of data exchanged between the user

devi ce @rdueke fshop pabldc ikeyt cersnifietaidh @i MHegrddyicheck val ue 23
March 2005 - 24 -. (1.CV), based on-a session key Kses generated at the tine .
of  nut hakedubhemeicedpiton fetheu et disiste dod heardd afraipmias angl aif he shop
server, added thereto, and wherein data tanpering check processing based
on the nENatedepubliedkaly ChetidicatiengfSithe vRed kiervicedersliety Hyp an
enbodi nent of the contents distribution systemaccording to the present
i nvent i dnPubhéc key certificate issuer authority to the user device.
Further, accordingttb'an embodiment of the contents
distfibutiOn’system éccofding to the present invention;
procedures using a_pﬁbiic keﬁ certificate having validity.
set consist of_mutual éuthentication‘processing using a
public key certificate, executed between the usér device and
shop server. | | |
- Further, according to an embodiment of the contents
diétribution systém according to the present invention,
procedures using a public key certificate having the
validity set is signature verification processing executed
by the shop server with fegard to an electronic signature
generated by the usér device as to contents purchase request .
Qata sent from the user device to the shop server, and the
signature verification pfoceésing-is processing using a
public key stored in a public key certificate of the user
device. |
~ Further, according to an embodiment of the contents
distribution system according to the present invention, at

least part of data exchanged between the user device and the

shopnserver is transmitted with an integrity check value



user device adds, to a purchase log transmitted to the log collection

server, an integrity check value (I CV) based on a SessiQ%!Feé ﬁﬁﬁi _
i cati or e user

generated at the time of nutual authentication executed .

device and the log collection server, and transm.ts, and wherein data

t anperi ng. check processing based on the ICV is executed at the | og

col l ection server side. Further, according to -an enbodinment of -the contents
di stribution system accordi ng to the present invention, the user device
generates and adds to a purchase log #fanmsmitted to the l.og collection -
server an electronic signature of the user device, and wherein the | og
col l ection server executes verification processing of the electronic .

i gnat ur@aY) | easatpain dedess 1M kOPTke @8 CGEHLIGEE 20 %HBOQ&HE“B;O“ ”‘g

contents distribution system accordlng to e present i nvention

col | ect inartueer thmr@%@é&%t@@eﬁﬁﬂénﬁééfng @ic O,fge or more
charges reception entities for contents 23 March 2005 - % arges, based

on a purtheashdrogemeeai, veﬂ:‘tdédlmliélaatdd,s%n&%éﬁelﬁr@aEéeE&%g rifgponse
processi ng based on the charges allocation information corresponding to

sal es ceheickgpriogessdoge das dd an altes gESY racepteOiice®Mt tigs. Further,
according to an enbodi ment of the contents distribution systentaccording'

to the gﬁeeewunenweme on,

_ Further, accordlng to an. embodlment of the contents
dlstrlbutlon system accordlng to the present lnventlon, the
user device’ adds, to a purchase log transmltted to the 1og
collection server, an 1ntegr1ty check value (ICV) based on e

teession key Ksesrgenerated at the time of mutual |
authentlcatlon executed between the user device and the log
'collectlon server, and transmlts, and wherein data tamperlng
check proce551ng‘based on the ICV is executed at the log
collection server side.

.' Further, according to an embodiment of the-eontents
-distributidn.system according to the present invention, the
user device‘generates and adds to a purchase log trahsmitted
to the log collection server‘an electronic signature of the
‘user device, and wherein the log collection server executes
verification processing of the electronic signature of the
user device. ‘ |

Further, according to an embodiment of the contents
distribution system according to the present invention, the
log collection server manages eharges'allocation information

as to one or more charges reception entities for contents



t he shop server manages contents sal es data, and executes processing for
transmtting all sales data within a predeterm ned perigg“?r ssles dat a
per charges reception entity to the |log collection servér. e Bet
according to an enbodi nent of the contents distribution system according
to the present invention, the contents purchase request data which the
user device generates and transmts to the shop server is configured as
data containing a transaction ID servigg as a contents transaction
identifier, and a contents ID serving a contents identifier which is
t he object of purchase request, along with containing an electronic
signature of the user device; wherein the shop server checks whether or

not therehasgdala hasparicy Ry exeeHddy Jognatrueei wey i fireat | pAcOf the
contents purchase request data, and executes processing for generating the

sal e conisermatievi cedatandasedcntieshe e sppotebased asmess data and
transmtting to the user device. Further, according to an enbodi nent of the
present thavertdaopes23aMocht2005 inZ6rndteiren i cqroyvsdeddankogteol | ection
server for use with the above | og managi ng configuration, the |og

col | ectionleservenfiexedites scd@sesbnagément chagurientsedephsant ed

bet ween a shop server and a user devi ce,
entities.

Further, according to an embodiment of the contents
distribution system according to the present invehtion,
the shop server manages contents sales data, and executes
processing for transmitting all sales data within a
predetermined period or sales data per charges reception
entity to the log collection server.

Further, according to an embodiment of the contents
distribution system according to the present invention,
the contents purchase request data which the user device
generates and transmits to the shob server 1is configured
as data containing a transaction ID serving as a contents
transaction identifier, and a contents ID serving as a
contents identifier which is the object of purchase
request, along with containing an electronic signature of
the user devicé; wherein the shop server checks whether
or not there 1is data tampering by executing signature
verification of the contents purchase request déta, and
executes processing for generating the sale confirmation
data based on the contents purchase request data aﬁd
transmitting to the user device.

Further, according to an embodiment of the present

invention,



accepts a public key certificate updating request fromthe user device
under the conditions that a purchase |o0g generated by tgggrsggz Vi ce
according to contents purchased by the user device is r Y- d
executes contents sal es nanagenent based on the received purchase |og.
Further, according to an enbodi nent of the present invention, there is
provided a contents distribution nethod conprising the above contents
charges settlenent nethod, the contgné? di stribution nmethod having a | og
e

managi ng configuration, conprising: a p for transmitting contents

purchase request data froma user device to a shop server and executing
t ent h ti i based d [ bl i
key cerTPFieats MAATYIGH Flitss Setlex'Sidp St PR civh SePventlor
i Vi t t f th devi .
" Poel o 2B LS UEIASE, ERMESL, LA LRe. WAL B! 88120 s0m 0

26a a sippeat the user device for receiving the sales confirmation data
and generating a purchase |og based on the received sales confirmation

trllgt a; and a sigp-ated |9g1cl | ﬁ%ﬂéﬁbﬁ%ﬁﬁ’ero@rc%ﬁ‘:@n“éé‘g t Ah ¥RdaLyng
guest for a public key certificate of the
between a shop server and a user device,

accepté a public key certificate updating request
from the user device under the conditions that a purchase
log generated by the user device according to contents
purchased by the user device is received, and executes
contents sales management based on the received purchase
log.

Further, according to an embodiment of the present
invention, there is provided a contents distribution
method comprising the above conteﬁts charges settlement
method, the contents distribution method having a log
managing configuration, comprising:

a step for transmitting contents purchase request
data from a user device to a shop server and executing
contents purchase requesting processing based on
procedures using a public key certificate having validity
set; |

a step at the shop server for receiving a
contents purchase request from the user device, and
transmitting sales confirmation data to the user

device;



user device based on recei pt of the purchase |og, and 23 March 2005 - 27
transmtting an updated public key certificate of the usgé“AquEﬁ i ssued
by a public key certificate issuer authority to the user eVl ce: rt her,
according to an enbodi nent of the contents distribution nethod according
to the present invention, procedures using a public key certificate having
the wvalidity set consist of nutual authentication processing using a
public key certificate, executed between the user device and shop server.
Furt her, according to an enbodi nent 9§t he contents distribution nethod
according to the present invention, procedures using a public key
certificate having the validity set is signature verification processing
executed by the shop server with regard to an el ectronic signature

gener at ed byat heteyseratdevhee aseto dont€at stgir elease vauyesthe daka esent
fromthe user device to the shop server, and the signature verification

pr ocesstap fiignprideessdajausamy genpubltiinikey shurdthsa docpulbasedeyn
certificate of the user device. Further, according to an enbodi ment of the
cont ent shediresgibigd opa heshodnddourali hont dathe @resent invention, at | east
part of data exchanged between the user device and the shop server is
transmitted & Bfrein &bt eyriloyg chetkecalive $€CVRr bised macalvesgi on key

Kses generated at the tinme of
an updating request for a public key certificate of the

user device based on receipt of the purchase log, and



mut ual aut henti cati on executed between the user device and 23 March 2005 28
_ the shop server, added thereto, and wherein data tanpe&%m&icﬁﬁﬁé : o
processi ng based on the ICV is executed at- the ‘receiving STyE. ?ther, '
according to an enbodiment of the contents -distribution nethod according
to the present invention, the wuser device adds, to a purchase log |
transmitted to the l.og collection. server, an integrity check value (ICV)
based on a ‘session kéey Kses generated at the tinme of nutual . _
aut henti cation executed between the-udér-device and the log collection
server, and transmts, and wherein -data tanpering check processi ng based on
the ICV is executed at the log collection server side. . Further,

accor di 0gahenan taRgodnTRidRed RPN 08y ol £ Ofle ARG ggCor di ng

to the present invention, the user device generates an > 10 a purchase -
| 0g tradevitéedssued by bO@ulAlilce Wyl Mfclk & SRILPMUELRbLIE) Ure of

the user device, and wherein the |0g collection-server executes
verificabdi bhepuseesdieRdcef, t he el ectronic signature of the user device.
Further, according to an enbodi ment of the contents distribution nethod
according tFuheher psantordyrgt tonant BAboldegieat! becithen ceffefcsanages
charges allocation information as to one or nore charges reception. .
entitie@i$txih@hientmetbbdrgesprﬂ&ngdt@nt@ep@&@h@ﬂ&Iﬂnyéﬁxxﬂﬂgxifron1the
user 'procedures‘using a public key certificate.having the_ ‘
validity set consist of mutual authentication processing
using a poblic key certificate, éxecuted_bétween the user.
device and shop.sérver.

Further, according to ao embodimenr of the contents
distribution method according to the present.invention,
procedures using a public key certificate having the
validity set is signature verification processing executed
by the shop server with regard‘to an electronic signature
generated by the user device as to contents purchaso request
data senr from the userldevice to the shop server, and the

.signature verification processing is processing using a
public key stored in a public key certificate of the user
device. |

Further, éccording to an embodiment of the contents
distribution method according‘to the present invention, at
least part of data exchanged between the user device and the
shop server is transmitted with an integrity check value

(ICV){ based on a session key Kses generated at the time of

mutual authentication executed between the user device and



devi ce, and. executes response processing based on the 23 March 2005 - 29

charges allocation information corresponding to sales gg qg&gﬁy
requests fromcharges reception entities. Further, accor ¢

enbodi nent -of the contents distribution nmethod according to the present
invention, the shop server manages contents sal es data, and executes
processing for transmtting all sales data within a predeterm ned period.
or sales data per charges reception entity to the log collection server.
Further, according to an enbodi ment -0of2& e contents. distribution method
according to the present invention, the contents purchase request data
whi ch the user device generates and transmts to the shop server

conf i gurgfh athoplad SrFoP] AhMA8E BnbrapsachhANwhPrashYhaea% 4 gng%gfslh ts

transaction identifier, and a contents ID serving as a con dentifier.

whi ch i sHdt qixcﬁféssﬁncj)%&é@&eoﬁ egHesicy 850AYeWhtRqCRt gLRi ng an

el ectronic signature of the user device, wherein the shop server checks

mhethernmceﬂﬁldguyiaer data tanpering by executing S|gnature verification
of the contents. purchase request data, and executes processing for

generating t Fershlee,caetorfingroain aasalidht her cond efd StePus chase
request data and transmtting to the user device. Further, according to an

enmbodi méiis tafibutte opr essritod | awentd g t@etwe|§r@ﬁ@ﬂtdgﬂvan§§@graahgrOV|d|ng
medi um for providing a conputer program for executing contents
user device adds, to a purchase log transmitted to the log
collectlon .server, an 1ntegr1ty check value (ICV) based on a
se351on key Kses generated at the time of mutual |
authentication executed between the user device and the log
collection server, and transmits, and wherein data tampering
check processing based on the ICV is executed at the log
collection server side. |
Further, according to an embodiment of the contents
distribution method according to thé pfesent invention, the
»déer device generates and adds to a purchase log transmitted
to the log collection server an electronic signatufa of the
user device, and wherein the log. collection server executes
Vverification processing of the electronic signature of the
user device;' -
Further, according to an embodlment of the contgnts
-dlstrlbutlon method accordlng to the present 1nvent10n, the
log collection server manages charges allocation information
as to one or more charges reception entities for contents

charges, based on a purchase log received from the user

device, and executes response processing based on the



di stribution managenent on a 23 March 2005 - 30 conputer system conpri ses,
the contents distribution systemis for nanaging the ab I

configuration, the conputer program conprising: a step 2%&%&5%QQﬁr@ a
purchase | og which a user device generates according to contents purchased
by the wuser device; a step for executing verification of the purchase

| og; and a step for accepting a public key certificate wupdating request
fromthe user device under the conditions that the authority of the
received | og has been confirmed by the verification of the purchase |og,
obtai ning the updated public key certificate, and transmtting to the user
devi ce. Further, according to an enbodi nent of the present invention,

there i schmnyésiedld aadta @omiwiogatitdRrsy sbefesbohdisg Webh sheegbove
contents charges settlenent system the data comrunication system contains

at t ri butesnf o i romt remies e eSsimgchadgeei recdet ieerneenitiées executing
data communi cation, attributes information set at an.entity which is the
ot her party dfumdgmnuni eetoaning bt @medmboaimaniubbfc ey cetitichitzat e or
attributes certificate of an entity which is the other party of
comuni €asitadbuiion amattidiit accepaing mibi dincbasessemt t hevention, the
shop server manages contents sales data, and executes
processing for transmitting all sales data within a
predetermined period or sales data per charges reéeption
entity to the log collection server.

Further, according to an embodiment of the contents
distribution method according to the present invention, the
contents purchase requestl data which the user device
generates and transmits to the shop server is configured as
data containing a transaction ID serving as a cbntents
transaction identifier, and a contents ID serving as a
coptents identifier which is the object of purchase request,
along with containing an electronic signature of the user
device; wherein the shop server checks whether or not there
is data tampering by executing signature verification of the
contents purchase request data, and executes processing for
generating the sale confirmation data based on the contents
purchase request data and transmitting to the user device.

Further, according to an embodiment of the present
invention, there is provided a program providing medium for

providing a computer program for executing contents

distribution management on a



obtai ned attributes information being the conditions for executing
processi ng. 23 March 2005 - 31 Further, according to anzgﬂaog%ﬂggi of the
data communication system according to the present inventi She ities
executing data comruni cations are entities nmaking up a contents

di stribution system and contain two or nore entities of user devices
havi ng functions for purchasing contents, shop servers having functions
for receiving contents purchase requgsgg,_and service operating servers
havi ng functions for managing distribution of contents, with attributes
codes-serving as differing attributes information being provided to each
different entity, and stored in a public key certificate or attributes
certifi capmpyftegachsyeheint y camptihers, actbedi ngproerahsenddditeiituiofoh he
data communi cation system according to the present invention, .attributes
i nfor mat BYAtEM the &9 thasapdnst okled abaveubbioc ckefigeratfionat etloé t he
entity, and wherein the public key certificate storing the attributes

i nf or mat FERPRAS Ta PEIGFRIR UFEMBE 18 5@ i ¢ key certificate issuer authority
generated and stored therein. Further, according to an enbodi nent of the
data conmmuni @at$ P sy Stemr&CEIr ditg Po PHESHASSentOGnvERELHN, @ at$8T but es

informati.on,of the entjties is séored in an attributes certificate of the
entity, %ﬁ&lﬁﬁmQﬁQ€¥%teS according to contents purchased by the

user device;

a step for executing verification of the pﬁrchase
log; and

a step for accepting a public key certificate
updating request from the user device under the
conditions that the authority of the received log has been
confirmed by the verification of the purchase log,
obtaining the updated ©public key certificate, and
transmitting to the user device.

Further, according to an embodiment of the present
invention, there is provided a data communication system
for wuse with the above contents charges settlement
system, the data communication system contains attributes
confirmation processing, wherein, between entities
executing data communication, attributes information set

-at an entity which is the other party of communication is
obtained from a public key certificate or attributes
| certificate of an entity which is the other party of
communication,.with attributes confirmation based on the
obtained attributes information being the conditions for

executing processing.



attrlbutes certlflcate storlng t he attrlbutes information has a signatufe

of an attributes certificate issuer 23 March 2005 - 3la 5 tﬂﬁ& ccordi ng
to an enbodi nent of the data conmunication systen1accora NG“? ‘?%i pr esent
invention, the attributes information-is attributes information set based -
on functions of entities. 23 March 2005 - 32 authority generated and
stored therein. Further, according to an enbodi nent of the data

communi cation systemaccording to the present invention, the processing
for obtaining attributes informati or 88t -at an entity which is the other
party of communication between .entities executing data communi.cation, is
execut ed as processing for. obtaining froma public key certificate. of

botwaen ¢ pa?ﬁ%tg%roog@%@fﬁ%kgp ng to an e odlégcﬁﬁ%?g?ﬁ e

bet ween entities. Further dat a

comuni eakirh iBeeN AMRAL) Nedfrd 1y FESSERL ané-!QQL‘FOEInvEHﬁlPBr ocessing

for obtaining attrlbutes I nformat | et at a St he other

party obneamieRi eddcert iRf WRAh @il RS XS4t 4 Y Qﬁ‘%%tﬁ kiﬁ‘ﬁ;' on,

executed as - processing for obtaining an attri butes certl |ca the
ot her paptw cbnct@mnldq@tﬁxqrhut@tﬁpl&ys%@ Qd}?&%@nté{fﬁ'éwsaéfoﬂo% the

attributes certificate issuer authority

entities of user devices having functions for purchasing
_coﬂtents, shop sefvers having functions for receiving'
contents purchase requests, and servxce operatlng servers
having functions for managing distribution of contents, w1th

| attrlbutes codes- serving as differing attrlbutes 1nformat10n'
being provided to each’different entity, and stored in a
public key certificate or attributeS'certificate of ecch
entity. |

Further, éccording to an embodiment of the data
communication system according to the present invention,
attributes information of the entities is stored in a public
key‘certificate of the entity, and wherein the public key
ccertificate storing the attributes information has a
signature of a public key certificate issuef'authority
genératéd and stored therein.

Further, according to_an embodiment of the data
~communication‘system according to the present invention,
attributes information of the entities is stored in'ah
attributes certificate of the entity, and wherein the

- attributes certificate storing the attributes information

has- a signature of an attributes certificate issuer



within the attributes certificate, and obtaining fromthe attributes
certificate under the conditions of success of signatur Ll i on
Further, according to an enbodi nent of the data connuni%gﬁﬁ%%ﬁgég%em
according to the present invention, the . processing for obtaining
attributes information set at an entity which is the other party of
conmuni cati on between entities executing data communi cation, is executed
as 23 March 2005 - 33 processing for obtaining froma public key
certificate of an entity which is-thgzther party of conmmunication applied
to signature verification processing of received data. Further, according
to an enbodi nent of the data conmunication system according to: the
present invention, the processing for obtaining attributes information set
at an entityuntihedr, s ddeootithay pacty zof conveditehitonofet wden @ntaties
executing data comuni cation, is executed as processing for confirmng an
at t ri bucesmgaiciaftiicat e syistileimgacwptrhlimgpubbi ctkey poerdaerdt cdtreveoft 1dwe, ot her
party of comrunication, based on the public key certificate serial nunber
stored Fhet BdtpubbiteReyitkornatiane bad adthirilbutes igefeimatave isettonmon,
and obtaining froman attributes certificate storing the same public key
certifikasedsen flunGivipes af eréifdsc key certificate. Further

according to an enbodi nent of the data communication system according to
the present invention, the



attribut.es confirmation processing is executed. as conparison processing
bet ween attributes code obtained froma public key Certb%%ﬁﬁ%ﬁzﬂp L
attributes certificate of the other party of communication and™a ?ributes‘
code set in an entity presupposed to-be the other party of communication.
Further, according to an enbodi nment of. the data conmunication system .
according to the present invention, the -attributes confirmation processing
i s conparison processing. 23 March 2003 34 of attributes code contained in
a conmuni cati on processing execution dguence unique to a particular other
party of conmmuni cation; and i s executed as conparison processing between
attributes -code set to the particular other party of comunication and -
at t ri butaast et p by enepat €d oand ptubkied khgred@rtificate or attributes
certificate of the other party of communication. Further, according to an
enbodi ment ofudigires@mordineritd cam ¢mies@imsenproyi trd dadat a o
communi cati on method conprising the above contents changes settl enment

met hod, SOFEWIHEGH ¥fl6 eel | avcordhind tonthenprgsentr ibhveas ioanf iheat i on
processi ng, conprising: an attributes infornation obtaining step for, -
betmeenPﬁgﬂﬁ%ﬁ%ﬂﬂeﬁﬂﬁnﬂbﬁﬁﬂﬁkn%.%6hﬁﬁhﬂta§ibnfODmaaiohngeatatibutes
information set at an entity which is the other party of conmunication
froma FOSAYY REYEDeAS Gt inr partpebscommuni¢ation betasesntity which.

s the.%h@%&i%%r%&éghfing data communication, is executed as
: Proqessing for_obtaining from a public key certificate;of
the other party of communi¢ation in mutual authenﬁicatiOn.
processing betweeﬁ entities. |

Further, acéo;ding to an embodiment of the data
communication system according to the present invention, the
Processing for obtaining attributes information set at an
entity which is the other'pérty of communication betweeh
entities exeéuting data communication; is executed as
prOgessing for obtainin§ ah attributes éertificate of the
other party of communication, executing signature

- verification of the attributes.Certificate issuer authority
within the attributes certificaté, and obtaining from the
attributes certificate under the conditions of success of
signature verification.

Further, according to an embodiment of the data'
communication system according to the present invention, the
processing for obtaining attributes information set at an
entity which is the other party of communication between

entities executing data communication, is executed as



conmmuni cat'ion; and an attributes confirndti on processing step for

executing attributes confirmati on based on the attrjbute i nf.o i on
“obtained in the attributes information obtaining step; a%%&%%%ééﬁg _
confirmation.of the.validity of attributes in the attributes confirmtion
step is the conditions for executing the next process. Further, according
to an enbodi ment of the data communication nethod according to the present
i nvention, the 23 March 2005 -.35 attributes information is attributes

i nformation set based on functions of3&ntities. Further, according to an
enbodi ment of the data conmunication nmethod according to the present
invention, entities executing data comunications are entities naking up

a cont eptsceksi hbytiro ' MOER) ..entities of user
devi ces’ﬁhavi ng fgngijikog}sﬁf&%?ﬁgggrc aglp%wg(}njt%\ﬁﬁ% S otgl%leé:%/%? Fhat ng
functioeatiey wREEhVEBItBENLERLY PAARALE r&ﬁlﬁﬁﬁ—}fcaé,f%ﬁ/ Iafﬁ%f’?ee& atlng
servers having functions for .managi ng distribution of comtents, and

di stribsignateeeveesifocatishr phubers inRNbeNtS M i Alddd but es codes
serving as differing attributes information being provided to each

di fferent erRutthemntacdordindgntd afubBhbsdkf¥neebll thealgge@r attributes

certificate of each entity; and execute attributes confirmation based on
t he communication,system according to the present invention, the
Prbcessing for.obtaining attributes information set at an
gntity which is the other party of communication between
entities e#ecuting data commuﬂication, is executed as
processing for;confirmihg.an attributes certificate linking
with a public key certificate of the other party of
communication, based on thé public key certificate'serial
number stored in the publi¢ key certificate and attributes -
certificate in common, and obtaining from an attributes |
certificate storing the same ptblic key certificate serial
nuﬁber as the publib'key certificate.
Further, according to an embodiment of the data
'communication system‘according to the present invention, the
attributes cohfirmation processing is executed as comparison
proceséing between attributes code obtained from a public
key certificate or attributes ceftificate of the other party
of communication and attributes éode set in an entity
presupposed to be the other party of communication. |
Further, according to an embodiment of the data
communication system according to the present invention, the

attributes confirmation processing is comparison processing -



public key certificate or attributes certificate. Further, according to an
enbodi nent of the data conmmunication nethod according t Pﬁe ent .
invention, the public key certificate of the entity con?% gﬂgé I but es
information set to the entity, with a signature of the public key
certificate issuer authority stored therein; and an entity for executing
attributes confirmati on executes processing for obtaining the attributes
information follow ng signature verification of the public key
certificate issuer authority. 23 March~2005 Further, -according to an
enbodi nent of the data conmuni cation nethod according to the present
invention, the attributes certificate of the entity contains attributes
i nfor mat o@n esetritmtdie eplet Yontidithedl Signat Wanhinibgtidht Prddedsing
certificate issuer authority stored therein; and an entity for executing
attri but ezecabibnnmedé @uerxecuirdsuer cessi parfrdicuabiai BtAgrt Neapt§ r idfut es

information follow ng signature verification of the attributes

certifi catmmiissoetianthoently. iBur eRecptadcordi ngotpaat sembogiraerissdfng he

data communication nethod according to the present invention, the

pr ocessilhgtWeenobtarnbngest toodeutses itnf ormmtpant setlatr abheenpatyywaifch is

the other party of communication between entities executing data

comuni ca®PTBAl{Egtagacandd aad ripudess siaite fartained nfngmf aopublpeblkiey key

certificate of , the other party of conmunication in nutual authentication
certificate or attributes certificate of the other party of
communication.

Further, according to an embodiment of the present
invention, there is provided a data communication method
comprising the above contents changes settlement method, the
data communication method containing attributes confirmation
processing, comprising:

an attributes information obtaining step for, between
entities exécuting' data communication, obtaining attributes
information set at an entity which is the other party of
communication from a public key certificate or attributes
certificate of an entity which is the other party of
communication; and

an attributes confirmation processing step for
executing attributes confirmation based on the attributes
information obtained in the attributes information obtaining
step; |

wherein confirmation of the wvalidity of attributes in
the attributes confirmation step is the conditions for
éxecuting the next process.

Further, according to an embodiment of the data

communication method according to the present invention, the



processing between entities. Further, according to an enbodi ment of the

data communi cation nethod according to the present |nve35mﬂﬂ %

processing for obtaining attributes information set at ai y mhlch i s
the other party of conmunication between entities executlng data -

communi cation, is executed as processing for obtaining froma public key
certificate of the entity which is the other party of comrunication,
applied to signature verification.processing of received 23 March 2005 37
data. Further, according to an enbodi #8nt- of the data - comuni cation nethod
according to the present invention, the processing for obtaining
attributes information set at an entity which is the other party of

conwunl@$mnmbdnﬂsMﬁnIGXMaﬁid§.ﬂ%eﬁﬂﬁtﬂﬁuﬂééalﬁ?HEHQtEBE Qe b3 Eéecuted_as
processing for confirm.ng an attributes certificate i ng Wth oa public

key cer onf ifoaicd ions et aidteirtjpsgty of  communi cation, based on the public
key certificate serial nunmber stored in the public keyrcertificate and

attributes Ferthercatecordingmb, aanGmMi@mimy §F FRANGAL4Ti but es
certificate storing the same public key certificate serial nunber as the

public ?@?mééﬂpﬁﬁﬂ@@tmeﬂhmdIaaconﬂmnychdmxmé)pwegﬁﬁ@diﬁvaﬁt9$n;he dat a
communi cation nmet hod according to the present invention, the attributes
conflrnﬁPFéﬁlﬁFo€§§§ﬁﬁgngt@Qh&sqgmmnnxnhtmnns are entities making

up a contents_dlstr;butlon system; and contaln two or more
éptitiesvof user devices,having functions for purchasiag |
contents,-shop servers having functions for'receiving
cgntents'pu;chasé requests, service aperatihg servers having
-functions for managing distribution of contents, and
distribution servers for distributing contents with
attrlbutes codes serv1ng as differing attributes 1nformatlon
being prOV1ded to- each different entity, and stored in a
public key certlflcate or attributes certlflcate of each
entity; and execute attrlbutes confirmation based on the
public key certificate or attributes certificate.

Further, acéording to an embodiment of the data
communication methed according to the present invention, the
public key certificate of the entity contains attributes
information set to the entity, with a signature of the
public key certificate issuer auﬁhority stored therein; and
an entity for executing attributes confirmation executes
processing for obtaining the attributes information
following signature verification of the publlc key

certlflcate issuer authority.



conmpari son processing between attributes code obtained from a public key.
certificate or attributes certificate of an entity which,is, the %ﬁer,party
of communication and: -attributes code set in an entity p?%gﬁﬁgbgg to be -
the other party of communication. Further, according to an enbodi ment of
the data conmunication nmethod according to the present invention, the '
attributes confirnation processing step is conparison processing of
attributes code contained iin a comunication 23 March 2005 - 38 processing
execution programuni que to a partieuB@r-other party of comunication; and.
I S executed as conparison processing between attributes code set to the
particular other party of comunicati-on and attributes code obtained from

2,Publ i c KeYPGBEhEE] OakEoph bl EbOULERuRI AL e LG St ity which Ts

the other party of communication.. Furt accor i%nbodinent_of

the preeefinunii@uedbiOfiethbll GdcbaRity dSfl vhd SHOLELND TRILNM fiavi. Rt em

attributes information obtained by t ove conmmuni cati oh s

the attatbuibatesl eedRliiranakased %e-fé?ﬁ'fﬂé{‘%%x?é @&é{%&%égfor

executing data comuni cation -as configuration data, and ores a public
key cerinformheionnsatntbgthiegRatuns dafiaofa & Rpplivr&ayr Gpstificate

i ssuer authority. Further, according to an enbodi nent of the present

i nvent i sttribetesi septdfidadeaiseaerdan@ h@@AityMIABDLD therein; and
an ehtity—for execdting attributes coﬁfirmation eXeéutes
pr@cessing for obtaining the aﬁtributes information
follqwihg_signéturerverificétion of the.attribﬁtes
certificate issuer authoritj. |

-Fﬁrther, according to an embodiment of the défa
communication method.a¢cording to the present invention, the
prOCessing for qbtaining attfibuteS'information set at an
eqtity which is the other party of communication between
entities executing data communication, is executed as-
processing for obtaining from a public key certificafe of
the other party df communication in mutual authentication .
processing between entities.

Further, according to an embodiment of the data
communication method according to the present invention, the
processing for obtaining attributes inforﬁation set at an
entity which is the other party of communication between
entities exe¢uting data communication, is executed as.
processipg for obtaining from a public key certificate of

 the entity_which'is'the other party of communication,

applied to signature verification processing of received



attributes information based on the above data - communi cati on system the
attributes information based on -the functions of an entlt for _executing
data communi cation as configuration data, and stores an Jﬁ?FPBQQQS '
certificate containing signature data of an attributes certificate issuer
authority. 23-March 2005 - 38a Further, according to an enbodi ment of the -
present invention, there is provided a program providing nedi umthat.

provi des a conputer program for executing data conmuni cation processing on
a conputer system the data comuni catdilor is processed in accordance wth
t he above data communi cation et hod, the conmputer program conprising: 23
March 2005 -. 39 an attributes information obtaining step for, between
entitieﬁa&mecutlng dat.a communi cation, obtaining attributes i nf or mati on set
at. an entity which is the other party of comunication froma public key

certificate Buraherbatesrdaeid itd Gat erfod fife@ntdf ey g4 is the other.
party of comunicati.on; and an attributes confirnmation. processing step for

execut i egmaMRLicattien @@MMddnﬁddHrd&ﬁ§Kk6WtE@epﬁéééh@Uiﬁ@entQ&Hrnﬁhbon

obtained in the attributes information obtaining step e program

prOV|d|EgoﬁﬁéﬁamgrébatDhgawnﬂnyaattrlbutes information set at an
entity which is theuother party of communlcatlon between
entities executlng data communlcatlon, is executed as
,proce551ng for conflrmlng an attrlbutes certlflcate llnklng
‘with a publlc key certlflcate of the other party of
communlcatlon, based on the public key certlflcate serlal
number stored in the public key certificate and attrlbutes
certlflcate in common, and obtalnlng from an attributes
,certlflcate storlng the same public key certlflcate serial
number as the public key certificate.

Further, according to an embodiment of the data
communication method according to the present invention, the
attributes confirmation processing step is executed as
comparison processing between attributes code obtained from
‘& public key certificate or attributes certificate of an
entity which is the otner party of communication and
attributes code Set in an entity presupposed to be the other
party of communication. |

Further, according to an.embodiment of'the data
communication method eccording to the present invention, the

-attributes confirmation processing step is comparison

processing of attributes code contained in a communication



present invention is a nediumfor providing a conputer programin a
conputer-readable format to a general - purpose conputer Sé§$§%1c2 | e of
executing various types of programcode, for exanple. T o S not
particularly restricted in form such-as to recording nmedia such as CDs,
FDs, Md>s, or the like, or to transfer nmedia such as networks or the |ike.
Such a program provi di ng nedi um defines the structural or functional
cooperative relation between the conputer program and providi ng nedi um
for realizing the functions of a partigular conputer programon a conputer
system In other words, installing a conputer programin a conputer
systenlthrough t he providi ng nedi um causes the cooperative operations to

sane.as PRS- ré;s%%%?@“%?% R B ACI oA B A HERC TG her
obj ect s, gg%gacbgrlég acfjjyant s ;of te@(% %ergsl ’B’o?ﬁﬁé:?fs%' I
P ai ase

becone nore parent fro scrlptlon on the

|ater-de§%b@%%ﬁ{5)09éﬁﬁ€%% oc{tﬁﬁfbueégs%dé nygnt 't;w and gihef@iééfgfd

drawi ngs. Brief Description of the Drawi ngs Fig.
descri bi 8gnharsyseny oyer &bﬁ%ﬂh@atf@ﬁt 8RkS addt%lrb@@ésoao@ést&&@fﬁ@ad' ng

to the present invention and contents distribution processing. Fig. 2 is a
di agr am fhbmstr ahibig ¢ hesgopérgiifaldag &r aattributes certificate of
the entity which is the other party of communication.

Further, according to an embodiment of the present
invention, there is provided a recording medium having
attributes information obtained by the above data
communication system, the attributes information based on
the functions of an entity for executing data
communication as configuration data, and stores a public
key certificate containing signature data of a public key
certificate issuer authority.

Further, according to an embodiment of the present
invention, there 1is provided a recording medium having
atfributes information based on the above data
communication system, the attributes infoimation.based on
the  functions of an entity for executing data
communicétion as ‘configuration data, and stores an
attributes certificate containing signature data of an

attributes certificate issuer authority.



shop server with the contents distribution systemaccording to the present
invention. Fig. 3 is a diagramillustrating the confi gur%ié@aﬁ o% @5

pur chase nanagenent database of the shop server with the X

di stribution systemaccording to the present invention. Fig. 4 is a
diagramillustrating the configuration of control neans of the shop server
with the contents distribution systemaccording to the present invention.
Fig. 5is a diagramillustrating the configuration of a user device

aut henti cation server with the €onpgants distribution systemaccording to
the present invention. Fig. 6 is a diagramillustrating the configuration
of a 23 March 2005 - 41 |icense nmanagenent dat abase of the user device
aut henti cation server with the contents distribution system according to

t he present Fnv&herponacEogding $ocaadi agbedimanistafatiieg dhwesaanfi gurati on
of a user device with the contents distribution systemaccording to the
present inmeshtipon. thege 8si pravdidegr ampiriclgustr atvowy diley cerdiwgurdtdton of a
, purchase managenent database of the user device with the contents

di st ri bBEPBACdESy 8t epMREESEdPEgITrem Ko rpresemt ing\daitd oromFiyicdtisna
diagramillustrating a public key certificate distribution configuration
‘With t hBre6REERTE ©onh a computer system, the data communication is '

processed in accordance with the above data communication

method, the computer program comprising:



di stribution systen1achrding to the present invention. Fig. 10.is a

di agram describing. signature generating processing appl
contents distribution system according to the present hggﬁyﬁbﬁﬁxilg 11 -

is a di.agram descri bing signature verifying processing appllcable to the
contents distribution -system according to the present invention. Fig. 12
s a dlagranldescrlblng mit ual authentication (symetric key nethod)-.
processi ng applicable to the contents distribution systemaccording to the
present invention. Fig. 13 is a di agr &% describing nutual authentication
(asymmetric key ‘met hod). processing applicable to the contents distribution
system according to the present 23 March 2005 - 42 invention. Fig. 14 is a

i agr am desCib g Al ! ool sRTURLE LS DELUEED €Nt T L es

in the contents dlstrlbutlon system accor prese ﬁv%ntlon

Fi . 15 drit i AP ASSE | R0 é@&uauﬂf&a&satlsﬁta%% slcRg s gaRLLCcabl e to

the contents distribution system according t res Sventon. Flg

16 is a idifegmam ides Gdbidg Ao ye s WA EBA NEs PRACEERERO %&% upgd with the
contents distribution systemaccording to the present invention. Fig. 17 is

a d|agremmmmnmudﬁuuntﬂrbmxuﬁpdbli&l@@yqéerﬂffﬁcﬁeanHE'SéEﬁﬁbQEEEBe”
entities in the contents . -
certificate of the entity whlch is the other party of
: communlcatlon, and
an‘attributes-confirmation processing step for
'~ executing attributes confirmation_based on the attributes‘
information-dbpained in the étfributes information obtaining
step. | |
wa, the program providing medium relating to the
'present invention is a medium for_providing a computer
'program in'a_computer-readable format to a general—purpose
-computer system capable of executing various types of |
program code, fo; example._ The medium is notrparticularly
restricted in form, such as to reéording media such as CDs,_
FDs, MOS,-of the 1ike, of to transfer médié'sudh as networks
or the like. |
Such a program providing medium defines the structural
or functional cooperative relation between the computer
program and providing‘medium, for realizing the functions of
a particular computer program on a computer system. ‘In
other words, installing a computer program in a computer
systgm through the providing medium causes the cooperative

operations to be manifested on the computer system, so .



di stri'bution systen1accord|ng to the present invention. Fig. 18 is a
dlagranldescrlblng t he configuration of data.connunicatggéﬁgt#ﬁ@g%entities.
in the contents distribution systemaccording to the pr i ition.
Fig. 19 is a diagram describing the contents key 'saving processing
executed with the contents distribution system according to the present
invention. Fig. 20 is a diagramdescribing the status transition  of the
shop server with the contents distribytion system according to the present
invention. Fig.m21 is a dlagran1descr| i'ng the status transition of the
user device’ with the contents distribution system according to the present
i nventi-on. 23 March 2005 - 43 Fig. 22 is a diagramdescribing the status
tran3|tPBﬁraﬁionﬁetbgeﬁamevm@ethﬁiuhﬁenxﬂspectsnmﬁrtmetpréﬁénﬁontents

di stribuytion.systemaccording to the present invention.  Fig. 23 is a
d|agran%ﬂ%@BFFBPngaﬂhbeppb¢égmadg flow between a shop server and user

devi ce (part 1) with the contents distribution systemaccording to the
present.- i nveéiion. oljeCctes chazagtayisimidescrind mgiviamd: ayesc essittg: f | ow

bet ween a shop server .and user device (part 2) with the contents

di stri RETHR yé{l‘éﬁ{lﬁéeer Withd bscere PogsePRanat ibmn detpilsdis a

dlagraq}descrl the OCGSSIn% flow
SCrip lO base on the ater—descrlbed embodlments of the

present 1nvent10n and the attached draw1ngs.

Brief Desdription of the Drawings
‘, Fig. 1 is a diagram descrlblng a system overview of a
contents dlstrlbutlon system accordlng to the present -
1nventlon and contents dlstrlbutlon processing.
| Fig. 2 is a diagram illustrating'the configuration of a
shdp'server with the contents distribntion'system according
to the present'inventidn} |
| Fig. 3 is a diagram 1llustrat1ng the conflguratlon of a
purchase management database of the shop server with the
contents distribution system according to the present
invention.
~Fig. 4 is a-diagram illustrating the configuration of
control means of the shop server with the contents
distribution system according to the present invention.
Fig. 5 is a diagram illustrating the configuration of a
user device authentication server with the eontents |
distribution system according to the present invention.

- Fig. 6 is a diagram illustrating the configuration of a



bet ween a user device authentication server and user device wth the
contents distribution systemaccording to the present |n%$Pt|on Fig. 26
is a diagram describing the processing flow between a ué e :

aut hentication server and shop server - wth the contents distribution
system-according to the ‘present-invention. Fig. 27 is a diagramdescribing
the processing flow between a shop server and user device (part 1) with
the conténts di'stribution system according to the present invention. Fig.
28 is a diagram describing the procesdilng fl ow between a shop server and
user device (part -2) with the 23 March 2005 - 44 contents distribution
system according to the present invention. Fig. 29 isa dlagranldescrlblng

cont ent 9 jdicaidd MirnRferEPE st Mase! 5 8ndi §EELPHLL9RSErVEr as a
nodi fication of .the contents distribution systemaccording to the present

i nvent i @wtheng i3 iich & <hhaer am e SeRé bbog: 6905 e&&étﬁhﬁh"thpﬂt sﬁgtem
proceSS|ng using a distribution server as a nodification o t contents

di st ri baticordiysf e ateorghaei® ibee@E£seNt invention. Fig. 31 is a
di agram descri bing contents distribution processing in a nodification of -
t he ContentstgstﬁlMHtBOﬂlagram illustrating the conflguratlon of a

‘user dev1ce w1th the contents dlstrlbutlon system accordlng

to the present 1nvent10n.

Fig. 8 is a diagram‘illustfating the configutation of a
purchase management database of the user device with the |
contents dlstrlhutlon .system according to the present

V;nventlon. )

Fig. 9 is a diagram illnstrating a-public key
certlflcate distribution conflguratlon with the contents
dlstrlbutlon system accordlng to the present lnventlon.

Fig. 10 is a diagram describing signature generating
processing applicable to the contents distributionrsystem
according to the present invention. |

Fig; 11 is a diagram describing signature verifying
processing-applicable to the contents distribution system
according to the present invention.

Fig. 12 is a diagram describing mutual authentication
(symmetric key method) processing applicable to the contents
distribution system according to the present invention,

Fig. 13 is .a diagram describing ﬁutual authentication
(asymmetric key method) ntocessing applicable to the

contents distribution system according to the present



systemaccording to the present invention. Fig.- 32 is a diagram descri bi ng
the configuration of data conmunicated between entiti-es,h &ggzﬁgntents

di stribution system according to the present invention. E 3“ ) a
dlagran1descr|b|ng the configuration of data conmuni cated between entities
in the contents distribution systemaccording to the present invention. ‘
Fig. 34 is a diagramdescribing the configuration of data conmunicated
between entities in the contents distribution systemaccording to the
present -invention. Fig. 35 is a di agffdnrdescri bi ng contents distribution
processi ng not acconpani ed by nutual authentication with the contents

di stribution systemaccording to the present 23 March 2005 - 45 invention.
Fi g. 36 dirsremtdicagr am describing a nodified exanple of contents distribution
processing not acconpani ed by mutual authentication with the contents

di stributi onFdyst am mcsordia}&a&xp dé&ﬁfﬂ%ﬁj‘ttﬁéw&mffé‘urgtﬂoHBJf' S a

di agram descri bing contents stribution processing applying to which

el ect r odiatat icokmius iavatt AP Beétaiben Vbt ¢ 1165 CONt €RE ScehebhtRBUt i on system
according to the present iinvention. Fig. 38 is a diagram describing the

conf i gudasitarbuft imn tsiysitetm lai'mnmij.rﬁ,erutertm thréden€onheBhEighSt ri bution
system according to the present invention.

- Fig. 15 is a dlagram describing data verification
proce551ng applicable to the contents dlStrlbuthH system
according to the present invention.

Fig. 16 is a diagram describing the key switching
processing exeented nith the contents distribution system
-eCCOrding to the present invention. . |

Fig. 17 is a diagram describing the configuration of
data o0mmunioated-between entities in the contents
'oistribution system according to the.present invention.

Fig. 18 is a diagram describing the configuratlon of
data communicated between entities in the contents

~distribution system according to the present invention.

Fig. 19 is a diagram describing the contents key saVing
processing executed with the contents distribution system
according to the present invention.

Fig. 20 is a diagram describing the status transition
of the shop server with the contents distribution system
according to the present invention.

Fig. 21 is a diagram describing the status transition

of the user device with the contents distribution system

‘according to the present invention.



Fig. 39 .is a'diagrahjdeScribing-a ticket issuing managenent database
configuration of the ticket issuing server with the conﬁgn ) d%ﬁ%%ibution
system according to. the present invention. Fig. 40 is a“Ui gﬁ scri bi ng
a purchase managenent database configuration of ‘the user device with the
contents distribution systemaccording to the present invention. Fig. 41
is a diagramdescribing a-license manhagenent database configuration of the
user device authentication server with the contents distribution system
according to the present invention. FiQ. 42 is a diagramdescribing the
configuration of the distribution server with the contents distribution 23
March 2005 -- 46 system according to the present invention. Fig. 43 is a
di agr am descigi.n@2 hiss ¢i siiddum odescRiBgRFeRhedatabase teaRkigYpat i on of
the distribution server with the contents distribution systemaccording to
the presferthe masgr idenide gauddensiaatiiagr aBregesckiikihng Hdheosdrijtgur at i on
of the tjcket exchange server with the contents distribution system
accor di ittt inre ssratemvarcdodingi go dhei praseditaghemnddser.i bi ng t he
ticket cashing nmanagement database configuration of the ticket exchange
server with FRE-cddt dft & diistgniagutdencsiisirm toe gphdogss bngt howr esent
i nvention. - - o _
etween a shop server and user device (part 1) with the
,qontents distribution system according to the presént
invention. | ' |
- Fig. 24 is a diagram describing the processing flow
'Vbetween a shop server and user device (part 2) with the
contents distribution system according to the present
invention. .
Fig. 25 is a diagram describing the processing flow
between a user device authentication server and user device -
with the contents distribution system according to the
present invention.
Fig. 26 is a diagram describing the processing flow
between a user device authentication server and shop server
with the contents distribution system accordihg to the
present invention.
Fig. 27 is a diagram describing the processing flow
between a shop server and user device (part 1) with the
contents distribution system.according to the present
invention. ‘

Fig. 28 is a diagram describing the processing flow

between a shop server and user device (part 2) with the



Fig. 46 is .a diagram describing the configuration of data conmunicated
between entities in the contents. distribution'systen1acg§§fiag‘¢¢gthe
present invention. Fig. 47 is a diagramdescribing the c Eﬁ % on of
data comuni cated between entities in the contents distribution system
according to the present invention. Fig. 48 is a diagramdescribing the .
status transition of the ticket issuing server with the contents
di stribution system accordi-ng torthe-4 resent invention. Fig. 49 is a
di agram describing the status transiti'on™ of the user devi.ce authentication
server with the contents distribution systemaccording to the present
invention. Fig. 50 is a diagramdescribing the status transition 23 Mrch
2005 - #Pntsintshelibstibbuionnsgeterr avtbbding eontaet praissnt bution
system according to the present invention. Fig. 51 is a diagram describing
the statii¥weantaigition of the user device with the contents distribution
system according to the present invention. Fig. 52 is a diagram describing
t he status tFafsi 2%dAs ¢f cilagnan kies mxidhiany ecoetemts Wit StibBueoohent s
distribution systemaccording to-the present-invention. Fig. 53 is. a
di agr amPIESESISFiN Ve e @ fd s tasdebipt o f sexonat eas sadinetiflhohtdonpo@cessi ng
wherein _an electronic  ticket server has been applied, with the contents
di st ri bt Coff PSS SdSSTdHbIY- ¥ t3¥s pe saegordvesit tonthe present
inventidn. - '
Fig. 30 is a diagram describing contents distribution
proqessing using a distribution server as a modification 6f
thg contents distribution system according to thé'present
invention. |
Fig. 31 is a diagram déscribing contents distribution-
processing in a modification of the contents‘distribution
system according to the present invention.
Fig. 32 is a diagram describing the configuration of
data communicated between entities in the éontents
distribution system according to the present invention.
Fig. 33 is a diagram describing the configuration of
data éommunicated between entities in the conﬁents
distribution system according to the present invention.
Fig. 34 is a diagram describing the COnfiguration of.
data communicated between entities in the contents
distribution system according to the present invention.
Fig. 35 is a diagram describing contents distribution
processing not accompanied by mutual authentication with the

contents distribution system according to thé present



Fig. 54 is a diagram describing a specific exanple of contents distribution
processi ng wherein a log collection server has been apphgiﬂ W%B&%the
contents distribution systemaccording to the present ifAV ??% “fFig. 55 -
is a diagram describing a configuration exanple. of a purchase |log with the
contents.distribution system according to the present invention. Fig. 56

is a diagram:illustrating the configuration of the log collection server:
with the contents distribution systemaccording to the present invention.
Fig. 57 is a flowhart illustrating-t#& processing between a user device

and shop server (part 1) with the contents distribution system according.
to the present 23 March 2005 - 48 invention. Fig. 58 is a flowhart

i |1 ustratriventiite processi-ng between a ‘user device and shop. server (part 2)
with the contents distribution systemaccording-to the present invention.

Fig. 59 is ardgagBamiisl hustitgtdand ddciBinE @G £ edUbLhRSEe §HUESt data
and sales confirmation data, with the contents distribution system

accor di egnitentise dirstyeittut jio g s ifd tho®0aéSompdh 28aaRy| hhghiating an

integrity check value (1CV) generation processing configuration,

appl i cablughent irhé ioonteints thiestaditdritn dyst eib@cLon dpgeem the present
aécdrding to the present inventinn. | | | |

- Fig. 37.is'a'diagram describing contents distribution
bfodessinglapplying to which‘electronic tickets are apnlied,
with the dontents distribution system according to the |
present invention._

Fig. 38 is a diagram describing the configuration of a
ticket'iSsuing,server with the-contents'distribution system
accotding to'the present'invention._ |

Fig. 39 is a diagram déscribing n ticket issuing
management database configuration of the ticket issuing
server with the contents distribution system according to
the present invention.

Fig. 40 is a diagrdm describing a purchase management
database cdnfiguratiqn of the user device with the contents
distribution system according to the present invention.

Fig. 41 is’a diagram describing a license management
database configuration of the user device authentication
server with the contents distribution system according to

‘the present invention.
Fig. 42 is a diagram describing the configuration of

the.distribution server with the contents distribution



invention. Fig. 61 is a flowhart illustrating the processing between a
user device and log collection server (part 1) ,with thezé 'ten%a

di stribution system according to the present invention. “Fi rcig 3003 4
flowchart illustrating the processing “between a user device and | og

col l ection server (part 2) with the contents distribution system according
to the - present invention. Fig. 63 is a flowhart illustrating the-
processing "between a contents provider -and |og collection server with the
contents distribution system accordim@¢® o the present ‘invention. 23 March
2005 -- 49 Fig. 64 is a flowhart illustrating the processing between a
shop server and log collection server with the. contents distribution

syst em aceteél ngcdrd Dy PESSERE P£@§§H£rﬁﬁveﬁtgon§5 is a flowhart
illustrating the processing between a shop server and |og collection

server w th fitig. dantientss diiatdibWidst RIS RAEAIILPILLPbhe P esent

invention. Fig. 66 i's a diagramdescribing attributes Tnrornmation
applicaM&na@GMEnﬁNﬂanﬂﬂaﬁﬁEtdﬂﬁi?dﬁ&%i&ﬁ_éfstﬁé1éiﬁﬂﬁgbﬁgiohosgpgegresent
invention. Fig. 67 is a:diagramillustrating a public key _
with the contents distribution system according to the
‘present invention: | |
‘Fig. 44 is a diagram describing thé configufation of
the ticket exohangerserver with the contonts distribution
- system according to the‘présent invéntion. | |
Fig. 45 is a diagram.describing the ticket'cashing '
-management database configuratiou of the ticket exchange
server with the contents distribution sYstéﬁ aocording'to
‘the present invention. | |
Fig. 46 is a diagram describing the configuration of
data communicated betwoen entities in the contents
distribution system according to thé present invention.
Fig. 47 is a diagram desoribing'the'configuration of
data communicated between entities in the contents
distribution system according to the present invention.
Fig. 48 is a diagram describing the status transition
 of the ticket issuing server with the contents distribution
system according to the present inuention. |
Fig. 49 is a diagram describing the status transition
of the user device uuthentication server with the contents

distribution system according to the present invention.

~Fig. 50 is a diagram describing the status transition



certificate configuration having attributes information applicable with

the contents distribution systemaccording to the present_invention. Fig.
68 is a diagramillustrating. a public key certificate ;ﬁ&mﬂﬁﬁépﬁgibutes‘

certificate configuration applicable with the contents distribution system ..

according to the present invention. Fig. 69 is a diagram descri bing new

i ssuing processing - of a public key certificate with the contents

di stributi-on systemaccording to the present invention. Fig. 70 is a-

di agr am descri bi ng updating processind7of ‘a public key certificate with -
the contents distribution systemaccording to the present invention. 23
March 2005 - 50 Fig. 71 is a di agram descri bi ng new i ssuing processing of

an attridfutiefe RIgdAilant o ddribe 0Pk ePhs &'bﬁ%éh@yt 20 PYBLETLACCO" ding

to the present invention. Fig. 72 is a diagramdescri |ng contant's

di stri butyisten ploeeassimg s AHOPECeRY Aivaliiohutes check, with the
contents distribution systemaccording to the present inventlon. Fig. 73

is a flowhaFigdesaribi agdadaiguam BESGTYiGR] tHe HORSES| ik ASLOMANi ed by
an attributes check, with the contents distribution systemaccording to

the preoénthei neemt dewvidd giitht tilse adhtagiam cﬂﬁ@fi&b&f‘ﬂoﬁ%‘f@ﬂéﬁ
distribution
accordlng to the present invention.

Fig. 52 is a dlagram descrlblng the status fran51t10n

of the ticket exchange server with the contents dlstrlbutlon
_system according to the present invention.

Fig. 53 is a diagram describing a specific example of
contents distfibution processing wherein an electronic
ticket server has‘been applied, with the contents |
dietribution system according to the presenf invention.

Fig. 54 is a_diagram describing a specific example of
cpntents distribution processing wherein a log collection
server has been applied, with the contents distribution
system according to the present invention. | |

Fig. 55 is a diagram describing a configurafion example
of a purchase log with the contents distribution system

_aCCording to the present invention.
| Fig. 56 is a diagram-illusﬁrating the configuration of
the log collection server with the contents distribution
-system according to the present invention.
Fig. 57 is a flowchart illustrating the processing

~between a user device and shop server (part 1) with the

contents distribution system according to the present



processi ng acconpanied by an attributes check, with the contents

di stribution system according to .the present invention 7

fl omchart describing data verification processing acconﬁgﬁﬁgﬁ §9bin
attributes check, with the  contents distribution system according to the
present‘invention Fig. 76.is a flowhart describing data verification
processi ng acconpani ed by an attributes check, with the contents

di stribution systemaccording to the present invention. Best Mdde for
Carrying Qut the Invention. 23 March 2805 51 The following is a detailed
descri ption of enbodinments of the present invention, with reference to the
drawi ngs. The description will proceed along the follomﬁng itenms. 1. :
Cont ent sirfiegitriidiit i on managenent by key switching processing of encrypted
keys 1.1System configuration: basic contents distribution nodel 1

Mbdi f i cat i onFdfy.basi dscantramiehdirst rilutdam e tHe podedBRgiC contents
di stribution nmodel 2 2.Contents distribution nodel using electfonic tickets
3. . Cont eiteregins tr iutmetri aleviBragane ihdyy é@ﬁvé@' [ 88+t 0P) with the
contents dlstrlbutlon system according to the present
invention. | | |
Fig. 59 is a diagram 1llustrat1ng a formatuexample of
purchase request data and sales conflrmatlon data, w1th the
contents distribution system accordlng to .the present |
,iﬁvention}. | | |
Fig. 60 is a diagram illustrating an_integrity check
value (ICV) generation proceesing configuretion, applicable
to the contents distribution-system according to the pfesent
invention.
Fig. 61 is a tlowchart illustrating the processing
between a user device and log collection servef (part 1)
_with the contents distribution system according to the
present invention. |
Fig. 62 is a flowchart illustrating the processing
between a user device and log collection server (part 2)
with the contents distribution system according to the
present invention. |
Fig. 63 is a flowchart illustrating the processing
between a contente provider and‘log collection server with

the contents dlstrlbutlon system according to the present

1nventlon.



server 4.Public key certificate or attributes certificate usage- o
configuration recording attributes data [1. Contents di's éh@gti .
managenent by key sw tching processing of encrypted keys% éghﬁeﬂn
configuration: basic contents distribution 'nmodel 1] Fig. 1 illustrates a
di agram descri bi ng- the overvi ew of an enbodi nent of the contents

di stribution systemand .contents distribution method according to the
present invention. Note that the terns systemis a logical collective
configuration of multiple devices, and% e conponent devices do not
necessarily exist within the same 23 March 2005 - 52 "~ housing. The prinary
conponents of the contents distribution systens showmn in Fig. 1 is a shop
server . ( SHOPJFiil0 6ioris memWMWﬁHukﬁXHIIﬁHE%é&fﬁéI{mgl@poégggiﬁ s to user
devices, a user device (DEVICE) 200 for receiving -distributio '
cont ent sbewvtﬁﬁn e sgp sarwer saxid)olo@n@bmél@eioﬁiegégeera%tltggngh%at | on
server (DAS: Device Authentication Server) 300 serving as an -

adni ni steRbent s etindir iftort ivemagi sigem vad ¢ olrd LGt €8t 6her apeaehions. Now,

while in the configuration in. Fig. 1, one each are illustrated for the
shop serifdfentg®n. user device 200, and user device authentication server
300, in an actual contents transaction configuration, a plurality

Fig. 65 is a flowchart 111ustrat1ng the processing
between a shop server and log collectlon server with the
contents dlstr;butlon system according to the present
‘invention. o

Eig. 66 ie a‘diagram describing attributes information .
applicable with the contents distribﬁtion system according'
‘to the present invention. |

Eig. 67 is ‘a diagram illustrating a public key
certificate configuration having attributes information
- applicable with the contents distribution system according
to the present invention. |

Fig. 68 is a diagram illustratihg.a'peblic,key
certificate and an attributes certifieate configuration
applicable with the contents distribution system according
to the present invention.

Fig. 69 is a diagram descrlblng new issuing processing
of a public key certificate with the contents distribution
system accordlng to the present 1nvent10n.

Fig. 70 is a diagram describing updating processing of
.a public key certificate with the contente distribution

system according to the present invention.



of each of the conpbnents shown in Fig. 1 exi st, and information i's

exchanged through various routes each time a contents t acGt .l occurs.
Fig. 1 illustrates the flow of data for one contents tr%§@§@§1%ﬁg (Shop -

server) Fig. 2 shows the configuration of the shop server 100 of the
contents distribution systemshown in Fig. 1. The shop server 100 has the
contents database 110 storing Kc (Content) whi.ch is encrypted contents
data wherein contents which are the object of transaction are encrypted
with a contents key, and an encrypte@iOcentents key KpDAS(Kc) which is a
contents key Kc encrypted with the public key KpDAS of the user device
aut hentication server (DAS: Device 23 March 2005 - 53 Authentication

Server). NOWgs o] i,n A i .Kc . (Content) which is encrypted
contentsdatg}ﬁzvzﬁcgﬁtgnﬁégﬁféﬁgakiéﬁﬁ%Pé ach comt'thte Pfﬁﬁﬁiiié s added,
and haveg f I, § S 4l i1 e.ba n.the contents Its.

. The shogﬁégfsg?h%%%ﬁ%ﬁfgﬁ%r :%gﬁgk%3?§Hgégﬁéﬁ%£§€%%%§ d%%?ﬁbgg 980 whi ch’

further S%&%ﬁ%%@iﬁ@ltgsﬁd’%@§fé§bn pdata, e.g., an identifier

of the uSer .device to "which contents are sold, and contents.identifiers or

the like, iPig.coprebahediBBREN debbirs HiWg Q‘%{nﬂ?éf&scqj’!ié@éjfb 130 for

executing extraction processing of, distribution contents from the
contegégr?ﬁbabaag_&&&omp@@ﬂ%ﬁa%bo&d@dﬂﬁ¥iﬂdﬁhéﬁcﬁé@W§a&iﬁﬂ”tﬂéta to be
reeor gdntents distribution system acéording to the present
inveﬁtion. o | |
Fig. 73 is a flowchart describing mutual_authéntication~
tproceSSing accompanied by an attribﬁtes-cheék, with the |
contents distributionlsystem according to the present
invention. o
Fig. 74 is a diagram describing confents distribution
"processing accompanied by an attributes check, with the
contents distribution system according to the_préseﬁt
invention. |
Fig. 75 is a flowchart describing data verification
prdcessing.accompanied by an attributes check, with the
contents-distribution system.according to fhé present
invention. o
Fig. 76 is a flowchart Qescribing data verification
proéessing accompanied by an attributes check, with the

contents distribution system according to the present

invention.

Best Mode for Carrying Out the Invention



t he purchase managenent database 120 acconpanying transactions,
conmuni cat-i on- processi ng between the user device 200 and the user device
aut hentication server 300, and further, execution of  dafaMaf@r3485 on
processing and the |like at the tine of each of the communication
processing. Fig. 3 illustrates the data configuration of the purchase
managerent dat abase 120. The purchase managenent database 120 has
informati on of a shop processing No. serving as an identification nunber
which is internally generated at theSti+e of the shop server executing
processing in response to contents transactions, a device ID which is. the
identifier of the user device which has issued a contents purchase .

(ransact i on T ente FEAPEhEEe R, 582%%#3@‘2585%5—%%%5e&f’e‘r‘rﬁv‘é‘%@&c°“te“ts

transaction entl |er g ner a rssu M5 the time

of exeCHf'ﬂﬂeCBEEQBh§ ihRARIGH! OQ&t etugen e, ys QHﬂg%h%ﬁgﬁq%bthe shop, a

contents I D which is an idenfi of contents mhlch ar e ]ect of

transaction,rRadidder shed os %@1%0%£89é83t§f0ﬁﬁ0ug%tggﬂio%& éOQE%

transacti on proceSS|ng at the's server escribed Iat

detail, the s} at¢writentidaiad r AREIH %&ﬁé@ﬁ;ﬁggﬁ%ﬁ gJ\u{EEhih

processes acconpanyi ng contents transacti means §30 has
functlq®80@és§ﬂﬁgy@fl@ﬂcrgpe§a5§éyg means and conmuni cati on processing

means, -as shown in Fig and control neans 130 are confi-gured of a

1.1 System configuration: basic contents distribution
‘model 1 | |

1.2 Modification of basic contents distribution modéi i

1.3 Basic contents distribution model 2 |

2. Contents distribution.model using electronic
tickets | |

3. ;Coﬁtehts,distribution manaéément by log collection
server | | |

4, Public key certificate or attributes ceftificate
usage configuration recording attributes data

{1. Contents distribution management by key'switdhing
processing of encfypted keys}

[i.l Sysfem‘configuiation: bagic contents distributibn
model 1]

Fig. 1 illustrates a diagram describing the overview of
an embodiment of the contents distribution system and |
contents distribution method’éccording to the present
invention. WNote that the terms system is a logical
collective configuration of multiple devices, and the

component devices do not necessarily exist within the same



conput er -storing, for exanple, encryption processing prograns and

communi cati on processing prograns. Key data and the |like used for
encryption processing executed by that encryption procegSiMych@d8s of the
control neans 130 is stored securely in the'. storing means within the - -
control neans. Encryption processing data of encryption keys and the |ike
stored by the shop server 100 include a shop server secret key: KsSHOP, -

t he shop server public key certificate Cert SHOP, and the public key KpCA
of the certificate "authority (CA) sePdimg as the public key certificate

i ssuer authority which is the issuer authority of public key "
certificates. Fig. 4 shows ‘a configuration exanple of the control 23 March
2005 - Spougmaps 130. The configuration of the control nmeans 130 will = be
descri bed. The control unit 131 is configured of the Central processing

unit (CPU) faheeyeditiamng corponentsd B e RSRESRELE NI RELTHAEBonaNd
controls the processing of the conponents of the control nmeans shown in

Fig. 4. sR@dnReathovan|in Neiwpry) isS2ai sShépnBéyvetofsnephr 2gbagsrsuch as the
IPL (Initial Program Loading). RAM (Random Access Menory) 133 is used for
st ori ng pexetutiiory preogreants ekieviut Hshithion heereonés otoutibbrlddvited, a
dat abase managenent prograns, encryption processing progranms, conmmunication
progr andiseat deviaed (REVNIE) #H0h for mposbsthagdDétthpaeipnograns. The
di splay unit 134 has display nmeans such as a |iquid
contents from the shop servers 100, and a user device
.1authentication server (DAS:'Dévice Authentication Sérvér)
300 serving as an administration server for managing valid
7 contents transgq;ions.- Now, while in the configﬁration in
Fig. 1, one eaéh are illustrated for the shdp server 10b,
user device 200, andlﬁser deﬁice aﬁthentication server 300,
in an actual contents _trans_éc_tion configuration, a plurality
of each of the components shown in Fig;Fl exist, ahd _
information is ekdhanged through various routes each-time a
~ccﬁtéqts transaction occurs. Fig. 1 illustrates.the flow of
data forrone contents transactioﬂ. |
(Shop servér) |
7 Fig. 2 shows the configuration of the shop server 100
of the cqnténtS'distribution system shown in Fig. 1. The
.shop server 100 has the contents database 110 storing Kc
(Content) which is eﬁcrypted contents data wherein contents
which are the object of tfansaction are enérypted‘wifh a
contents key, and an encrypted contents key KpDAS(Kc) which
is a contents key K¢ encrypted with the public key KpDAS of

the user device authentication server (DAS: Device



crystal displ ay, CRT; etc., and displays data at the tinme of executing
various programs, .e.g., user data and the like of the cqntents
di stribution destination, under control of the. control @AMa432005he jnput

unit 135 has a keyboard, and, for exanple, a pointing device such as a
nmouse or-the like, for outputting commands and data input fromthese input.
devices to the control-unit 131. The HDD (Hard Di sk Drive) 136 stores
prograns such as dat abase managi hg programs, encryption processing
prograns, conmuni cation prograns, etc53 -and further, the various types of
data. The drive 137 has functions for controlling access to various types
of recording nedia such as, for exanpl e, ‘magnetic disks such as HDs (Hard

Di sk h 2005 - di sk h

oo’ rove et a&“ﬁi %&%‘?er gnd chp??c%POHPskgogb% BB Rl S anc
the lik E«»Q ash he lik
ang sg % orthrﬁ$he varlous %Hg%¥§%§ recorar S ﬁ%%? vgﬁg§é¥enﬁﬁgkgglcl e.
di sks armutdjp Aﬂé((aeas;tprc%lg{é}gfgrﬁj?g@iﬁ?ﬁrou %Q E&V\R‘% interface 138

functions as a conmunication 1 nterface céb e or “Wr r 8l ess [ reans],

such as ddi ilgaeii®n tial GRhoRferdd fefb L & J«Q& éﬂoéhéeéé{ﬁjée&@g THEC oS

various types of encryption processing, t enticatron processing,

acconpanyi NgTReCORbANESrE2NIA0t cQRE hwrt mal§%r RS %%adé]ﬁ&ﬁ't are the
obj ect of contents transactions, or user
database 120 which further manages contents transaction
managemént data, e.g., an identifier of the user devicé to
‘which_contenté are sold, and contents identifieré or the |
like, in a correlated manner. This Ffurther ﬁas control
‘means 130 for executing extraction brocessing of
distributidn contenté'from thelcontenté database 110,
_Qeneration processing of transaction data to be recorded in
#he pqrchase management database 120 accompanying |
transactions, communication proceséing between the user
device 200 and the user device. authentication server 300,
and further, executlon of data encryptlon proce531ng and the
._llke at the tlme of each of the communication processing.
Flg 3 illustrates the data conflguratlon of the
pﬁrchase'managementldatabase‘lzo. The purchase management
database 120 hasnihformation of a shop processing No.
serving as an identification number which is ihternally
generated‘at the time of the shop server executing |
processing in résponse to contents transactions, a device ID

which is the identifier of the user device which has issued

a contents purchase commission, the transaction ID serving



devi ce authentication servers 300, with the control nmeans 130 having the
above- described configuration, for exanple. (User device_authentjcation
server) Fig. 5 shows the configuration of the user devi c¢&° Maiethéb?d cati on -
server (DAS) 300. The user device authentication server has a |icense
managenent dat abase 320. Fig. 6 shows the data configuration of the

| i cense nmanagenent dat abase 320. The |icense managenent dat abase has the
various informati on of a user device authentication server processing No.
serving as a processing identifier ~idfernally generated according to
processi ng executed by the user device authentication server (DAS) at the
tinme of contents transactions, device IDwhich is an identifier of 23 March

2005 - a# at %n%%%rtsd%\ﬁa@l%amﬁzrhi%érﬁﬁlﬁ% eg(ég{(?ﬁ% péﬁc?hf‘éé'{?&d at

conmmi ssi.on, the transaction ID serving as tt tents transaciion

i denti f the geeer deedcandt t3ved idle tdteelk%‘autﬁ@“&?n@é tdie time of
executing contents transactions, a contents IDwhich is the identifier of

cont ent srshsabtabasabeticacthel ulsledN SREAICN andl TP dHdpvhigh is the
identifier of a shop server executing contents transactions, the shop

processeogtantswiDchhiieht he pnodassitiq ilcderis doprteitd hthicihaird Saued by
the shop, and status which indicates the status of contents transaction

pr ocessthjeat ofietuspsadeibng aadt hawet stattiuen wheore indidteside descri bed-
later in -detail, the status is updated according to the progress of
vstatns of contents transaction processing at the shop server.
Though described later in detail, the status is updated
accordlng to the progress of multlple processes accompanylng
contents transactlons.
_The control means 130 has functions as encryption

procesSing means and commnnicetion processing means, as
shown in Fig. ‘2, and.control means 130 are configqured of a
computer storlng, for example, encryptlon processing
programs and communication processing programs. Key data
and the like used for encryption processing executed by that
encryption processing means of the control meens 130 is

 Stored securely in the’ storing means within the control o
means. Encryption processing data of encryption keys and
the like stored by the shop server 100 include a .shop server
secret key: KsSHOP the shop server public key certificate
Cert_SHOP, and the public key KpCA of the certificate
authorlty (CA) serving as the public key certificate issuer

- authority which is the issuer authority of public key

certificates.

.Fig. 4 shows a configuration example of the control



mul tiple processes acconpanying contents transactions The user. device'

aut hentication server (DAS) 300 further has contr ol £€BF 8}%@@5

communi cati on processing with the. user device 200 and s a 100 ~and
further, for executing the data encryptron processing at the tine of each
of the connunrcatron processes. As wi-th the above-described control neans
of the shop server, the control neans 330 have functions as encryption

processi ng nmeans and communi cati on processing neans. The configuration
thereof to is the. sane as the confréﬁratron described with reference to

Fig. 4. The key data -and the like used in the encryption processrng
executed by the encryption processing neans of the control neans 330 is

Seour el marar oth0 NS08 8 FEARER A& G (16 SoBEGT OGBS~ 188 £ONL 1 O

means.. The encryption processing data such as encryption keys and the |ike

stored e tdesarsitredleviTiee ahaml aaiion SErvercdDARusdl bpctyde the
secret key.KSDAS of the user device authentication Server (DAS), the

publ i ¢ Cleet redr tirdosates nEeMiniBAY CHU | MoUSBiedRVi g Wikt DOS | Epbdor Server
(DAS), and the-public key KpCA of the certificate ~authority ) serving
as the publiessi@y eamogriansat @ridsuartrodist hatd tprodugding dhechesuer
authority of public key certificates. (User device) Fig. 7 shows the
conf i guFambeRcattst bd dder cgativod 2@Gns Hhewrusiar Kigyl op. | SR(IM Cméeﬂ:nt S
reproduci ng device, for
Oonly Memory) 132 is memory storlng programs such as the IPL
(Initial Program Loadlng). RAM (Random Access Memory) 133
is used for storing execution programs executed by the |
control unit 131, €.g., database management programs,
encryption proce551ng programs, communlcatlon programs, etc.,
and as work area for processing of these programs.
~The display unit 134 has diSplay means such as a liquid
crystal display, CRT, etc., and displajs data at the time.of
executing various programs, e.g., user data and the like of -
the contents distribution destination, under control of the
control unit 131. The input unit 135 has a keyboard,.and;
for example, a pointing device such as a mouse or the like,
for outputting commands and data input from these input
devices to the control unit 131. The HDD (Hard Disk Drive)
136 stores programs such as database managing programs,
encryption processing programs, communication programs, etc.,
and further, the various types of data.
The drive 137 has functions for controlling access to

various types of recording media such as, for example,

magaetic disks such as HDs (Hard pisk) and FDs (Floppy Disk),



exanpl e, whi ch executes purchasing of contents, and uses, i.e reproduces _
and executes contents, and has a purchase 'nanaglng dat a Egﬁ ﬁzo The data
configuration, of the purchase nanagi ng database '220 is qp5F|g 8. -
The purchase managi ng dat abase has the various information of a
transaction I D serving as ‘a.contents transaction identifier which.is
generated and i'ssued at the user device at the time - of executing contents
transactions,, a .contents ID which is an identifier of contents which are
the object. of  .transaction, a shop_rD5ﬁhrch_|s_an i dentifier of the shop
server which executes contents transactions, and status -which indicates .
the status of processing of contents transactions at the user device, and

f a
further dpasicad Ml |23 d\@r@ﬂllﬂﬁﬁit & r}{)ﬂidet ajaﬁr?%ﬁfv'nﬁ&‘?f&«gﬁ?ts' ulpgat gd

t he user device. Though described

accor di ot ilcall E SN0 REP f MIH 1Dl AP HELSHRS fﬁg%gpféﬁ(ié@n&& éf?‘Ct ons

of contents. The user device 200 has control neans execu

conmmuni mefioay Buetess FOMVANY F 1D wRiotsf ARP @l 11 Usalg é’&v' ce

aut hent.i-catjon server 300, and further exécuting data encryption processing

and t hefbrké.at Thiee vairieowf t8qes of ﬁé@bﬁ&ﬂﬁaﬂhé&ﬁaQﬁuﬂ{Q&?SSES The
control- neans 230, as with the above-described shop server .control neans,

has funmﬁgonglcaélsksrypﬁlamepﬂamﬂsaw@@eﬂyﬁvgﬁymk(xaguay(éﬁd(n1ﬂﬁéme55|ng
means. The configuration thereof is the same as the
network interface 138 functions as a communication 1nterface
,through cable or wireless [means], such as the Internet,
telephone iines, etc. |

. The shop sexver 100 executes various types of
rencryptlon processing, authentlcatlon processing, etc.,
accompanylng a contents transactions with user devices 200
which are the object of contents transactlons, or user
dev1ce authentication servers 300, w1th the control means
130 having the above-described confiquration, for example.

(User devicé authentication server)

Fig. 5 shows the cdnfiguration of the;user device
apthentication server (DAS) 300. The user device
aqthentication.server has a license management database 320.
Fig. 6 shows the data cbnfiguration of the license
management database 320. The license management databaae
has the ﬁarious information of a user device authentication
Server processing No. serving as a processing identifier,-
internally generatad according to processing executed by the

- user device authentication server (DAS) at the time of

_contents transactlons, device ID which lS an identifier of



conflguratlon descrlbed mnth reference to Fig. .4. The key data and the

| i ke used in the encryption processing executed by the ggﬁ%% Iﬁﬁﬁ
processi ng neans.of the control nmeans 230 is securely’s e oring

means w'thin the control neans. = The encrypti-on processing data such as
encryption keys and the |ike stored by the user device 200 include the
secret  key KsDEV of the user device, the public key certificate Cert_ DEV .
of the user device, the public key KpCA of the certificate authorlty (CA)
serving as the public key certificat&7i ssuer authority which is the issuer
authority -of public key certificates, and a storing key Ksto applied as-
an encryption key at.the time of storing contents in storing neans such as

t he har | &4 ' Sh. 2005 -, 60, of th
de\e/i Cgr d:[HF{éu?Jilglécy Igeéﬁcde%t all%ggaﬁexjﬁﬂ pub% J}@{ %%r????%ﬁ?%ngel d gyufﬁre

shove- desasileons 6 e IR ooty Uy 6 (BEYLER) 200, and user

devi ce aut hentication server (DAS)- e descri

to Fi g. t*anbaetiw iGde Gat | édéﬁé%é&;éﬁﬁt%ﬁéﬁéﬁ'é%'{Qgiugeerbllc key

used i n.exchange of encrypted ta using a pu Oor praocessing such
as nut udevdckehamt itgat m&@ﬂ@&dﬂ&nfﬁddﬁ@rﬂﬁdd\%é’g{oﬁét a, exchange,
t

Is a public key which an authorized user has; by a part I ..e., an
i ssuer cauthntstyD(GhchEnbl&m@ah@aﬂﬂﬂﬂﬂéﬂlﬂf dﬂdteﬁﬂéﬂwﬁiEﬂwth‘an
object of transaction, a shop ID whlch is the 1dent1fler of
a ‘shop server executing contents transactlons, the shop
proce551ng No. which is the pIOCESSlng identifier at the
shop issued by the shop, and status Wthh indicates the
status of contents transaction processing at the user device
-authenticatiop server (DAS). While described later in
,detail, the status is updated according to the progress of
multiple_prpcesses accompanying contents ﬁfansactions.

The user device authentication server (DAS) 300 further
has control means 330 forfcommuniCation processing with the
user device 200 and shop server 100, ahd further, for
exgduting the data encrthion processing at the'time of each
of the communication processes. As with the above-described
‘cdntrol means of ﬁhe shbp server, the control means 330 have
fﬁnctiqns as encryption processing means and communication
processing means. The qonfiguration thereof té is the same
as the configuration described with reference to Fig.‘4.

The key data and the like used in the encryption processiﬁg
executed by the encryptlon processing means of the control

means 330 is securely stored in storlng means. within the



overvi ew of the fornat of publlc key certlflcate The version indicates the
version of the- certlflcate format. The certificate serial punber is a
serial number, and is the serial nunber of the public k@?“ﬁ%ﬁi??Q%aie set:

by the publlc key certificate issuer authority .(CA). The signature

al gorithmidentifier and algorithm paraneter are fields for recording the -
signature algorithm of the public key certificate, and the paraneters :
thereof. Now, for the signature algorithns, there are Elliptic Curve
encryption and RSA, and in the event 6Bat Elliptic Curve encryption is
applied, the paraneters-and key length are recorded, and in the event that

RSA is applied, the key - 23 March 2005 - 61 |ength i's recor ded. - The nane ‘of
e i ssuer nane. of

d
the ISSugin@8NGddns ! S fhd! ?A&Mﬁ&l néﬂec%gscﬂﬁ%e ?JB‘_I“l %uﬁg a%ertificate

the public key certificate
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the validity of the certificate,

dat e an@uwﬂﬂhtﬁﬂhﬁﬂBh\§§ﬂ¢Eﬂ) dé§3(306rEhéfﬁééf¢] t§%cf§ r %grgﬁg?ésgroghe

user nane (ID) of the public key certificate
certifi oft itta, Mﬁ@dvid&%dﬁ@ntldastﬂ&?%éjﬁ%r %ﬁﬁfé)f, C@Aé ypulgf'ié 's, for
exanpl e, the user : ‘
key certificate Cert DAS of the user device authentication.
- server (DAS), and the public key KpCA of the certificate'
authorlty (CA) serving as the public key certificate issuer
-authorlty which is the 1ssuer authority of public key
certlflcates;
(User device)
Fig 7 shows the conflguratlon of the user dev1ce 200.
The: user dev1ce is a contents reproducing device, for
‘example, which executes purchasing of contents, and uses,
i.e., reproduces and executes contents, and has a purchese
'managing database 220. The data configuration_of the
purchase managing database 220 is.shown in Fig. 8. fhe
purchase managing database has the various information of a
transaction ID serving as a contents transaction identifier
yhich is generated and issued at the user device at the time
6f'executing contents transactions, a contents ID WhiCh;iS
an identifier of cohtents which are the objecf ef
transaction, a shop ID which is an ideﬁtifier of the ehop
server which executes contents transactions, and status
which indicates the status of processing of contents

transactions at the user device, and further‘has'a device ID



devi ce 1D, ‘service providing entity ID, or the like. .The user p_ubl ic key

(subj ect” Public Key Info algorithm subject Public key) i fi for
storing the key. algorithm and the key infornmation itse?§“%§c%§h$%c key

information of the user. The signature which the issuer authority attaches .

is an electronic signature executed to the data of the public key
certificate using the secret key of the public key certificate issuer
authority (CA), and the user of the. "~ public key certificate can perform
verification using the public key of 3%he public key certificate issuer
authority (CA), to check whether or not there has been tanmpering with the
public key certificate. 23 March 2005 - 62 The nethod for generating an
el ect r orwiei G HWRUEHE USE bl § ACL Yot i wi ||, be described
with reference to Fig. %%% The-%fgﬁggsﬁﬁgégﬁo%%g¥ggé?geelo #gougﬁe flow -

for the GenErididdn suaecenside Hf1 o r O si '
EC-DSA((Elliptic Ojarl{/e Di gicg%_ 1S}i gﬁg% u%%%o%gmée?gyﬁqg%gﬁ%) Here, -

an _exaniice thesipdrldssnid £ r@IEp IS it Qssby {hespadisingeferred to as
ECC) will be described for public key encryption. 1%%6 t%gt the data
pr ocessitrgro@dtdensc odt diangemrs.he present invention i s capable of using
other simlar public key encryption nmethods besides elliptic curve. .
cryptography?hguuheasdﬁﬁAcenQDpphhehcb@R&%&sheaﬁ@aQbm,fA&IQ&&@h¢i%bp. ( ANSI
communication processing with a shop server 100 and fhe user
device authentication server 300, and further exécuting data
~encryption processing and the 1ike-a£‘the'time of each of.
the‘communicatiqn processes;r'The control means 230, as with
the above-described shbp seréer control means, has funcfions
as encryption proéessing,meaﬁs and communication_processing
means. The éonfiguration thereof is the same as the
-Configuration deséribed with feferenée to Fig. 4. The key
data and the like used in the encryption processing executed
by the encryption processing means of the control means 230
is securely stored in storing means within the control means.
The‘encryption processing data such as encryption keys and
the like stored by the user device 200 include the secret
key KsDEV of the‘ﬁser device, the public key certificate
Cert _DEV of the user device, the public key KpCA of the
certificate authority (CA) serving as the public key
_certificate issuer authority which is the issuer authdrity
.of public key certificates, and a storing key Ksto applied

as .an encryption key at the time of storing'contents in

sto;ing means such as the hard disk or the like, for example,



X9.31)), for exanple. The steps in Fig. 10 -will be described. In step S1, p
Is set as characteristic, a and b as coefficients of the S@Ji@%& curve
(wherein the el liptic curve is 4a' + 27b2 x 0 (nod p), & &arg se poi nt
on the curve, r .as digits of- G and Ks as a secret key (0 < Ks <r). - In
step S2, the hash value of nessage mis cal culated, and set as f = Hash(M.
Now, the nethod for using a hash function to obtain a hash value wll be -
described. A hash function i.s a function wherein a nessage is taken as

i nput, which is conpressed to data-of0a—predeternined bit |ength, and
output as a hash value. It is difficult to predict the input fromthe hash
val ue (output) wi th hash functions, and in the event that 23 March 2005 - °

63 one d¥ tepf e dd@idoput to the hash function changes, a great nunber
of bits of the hash value change, and also, the difficulty in finding -

di fferent | Nppbdatca KegVided- e hash value is also a characteristic
thereof. MM, M), SHA™1l, and the Ii'ke may be used for hash functions, or

DES- CBC nayThe paedicl keyhiceraasscdC Hoheak, aldiehiail ibd- 1TV
which is the fing? outputSCaIue issihe hash Sgiue. Next,i%?%gﬁi?%g, a

random wsipr alertvea (SHOP) )00 5 ugenadalpse @M icE Ft2P0 Sdangopidinates V -
(Xv, Yv) which is the base point nultiplied by u, are calcul ated. Note
that adeivticensuahenidiczt iRgs swridie @AS Ptieo CWIEL BE Ssppivéed as
f0||OMSﬁith reference to Fig. 9. | |
The pﬁblic keyr¢ertificate is certification that é
public key used in exchange 0f en¢rypted data using a pubiic
-key} o; procesging such as mutual authentication.between two
éarties carrying oqt data exchange, is a public key whiéh an
authorized user has, by a third party, i.e., an iséuer
éuthority (CA: Certificate Authority). - Fig. 9(a) shows an
overview of the format of public key certificate. |
The version indicates the version of the certifiéate
format.
The certificate serial number is a serial number, and
is the serial number of the public key cerfificate set by
the public key certificate issuer authority (Ca).
 The signature algorithm identifier and algorithm
pa;améter are fields for recording the signature algorithm
of the public key certifigate,'and the parameters thereof,
Now, for the signature algorithms, there are Elliptic'Curve
.encryption and RSA, and in the'event,that-Elliptic Curve
.encryption-iS'applied, the parameters and key length are

recorded, and in the ‘event that RSA is applied, the key



Wth P = (Xa, Ya), Q= (Xb, Yb), R=(Xc, Yc) =P + Q in the event that P
X Q (addition), Xc = X2 - Xa - Xb Yc = AXx (Xa - Xc) - Ya,. K (Yb -_Ya) |
(Xb - Xa) in the event that P = Q (doubling), Xc = X2 -%%N§“$E%P5x X (Xa-- -
Xc) - Ya A= (3 (Xa)2 + a) / (2Ya) These are used to calculate u tines.the
point G (though the speed is slow, the follow ng cal cul ation nethod wl |
be carried out since it is the easiest to understand. G 2 x G 4 x G --
is calcul ated, binary expansion of u is perfornmed, 23 March 2005. 64 -and
2' x G (a value wherein Gis doubled 61t+mes (wherein i, is the bit -
position when counted fromthe LSB of u)) is added to the place wherein 1
is situated. In step S5 ¢ = Xvnod r is calculated, judgnent is made .in-

step S63kagakRdijRg @ng@) or not the value is 0, and in the event that it
s not O, g = ﬁ(fr+ c-s%#h] nod r i's calculated in step S7, judgnent is

made in steprie Agder OrnanehebBRErdalitnBr 1899 ENal B9 AU ARG d s not O,

c and d are output as electronic signature-data in-step sumng r is

o FLRGTROErRed, Bikg g segtie LA R R 0 M 1S
i.e., the name of the public key certificate issuer
authority (CA) in an identifiable format (Distinguishéd
Name); |

Eor the validify'of the ceftificate, the starting aate
and time, and ending date and time, of the valid period of
‘thé certificate is recorded. o

For the user name (ID) of the public key certificate,
the name of'thg subject of certification, which is the user, .
is recdrded; Specifically, this is, for example, the user
device ID, service providing éntity ID, or the like.

The user public key (subject Public Key Info algorithm.
subject'Public key) is a field for storing the key.algorithm
ahd the key information itself as public key information of
the user.

The signature which the issuer authority’attaches is an
electronic signature executed to the data of the public key
certificate using the secret key of the public-key
certificate issuer authority (CA), and the user of the
public key certificate can perform verificétion using‘the
public key of the public key certificate issuer authority

- (CA), to check whether or not there has been tampering with

the public key certificate.



to step S3 and generates a new random nunber again. In the sane way, in
the event that dis O in.step S8, the flow returns to step. S3 and ..
generates a new random nunber again. Next, the verificat PONMFEARP for an
el ectronic signature using the public key encryption method will be
described with reference to Fig. 11. In step $11, Mis set as a nessage, p
as a characteristic, a and b as coefficients of the elliptic curve N
(elliptic curve:y2 = x" + ax +.b), G as the base point on the elliptic -
curve, r as digi'ts of G and G and-K$2x-G as a public key (0 < Ks <r). In
step $12, verification is perfornmed regarding whether the electronic '
signature data ¢ and d satisfy 0O <c <r and 0 <d<r. In the event that

5 2 ol g (SO Py IS

calculated in step S13, and Sset

mod r i | cal st - = f . nd . = ch nod r are
cal cul :a?elgél% ]géf)ggerlsl %%‘?I?Itﬁ%tgé(}%ff#p?eﬁ%%@gl%eg ﬁigﬁs x Gis S

cal cul aleskexusicng ddier Y Cpely- OALE YAl et Bl ndNthbien THOr 6L CEhT 901 C |
Ks x G and |

signature verifier knows the public key G an accordingly can

cal cul atuhet LS atcarr wﬂétg@iéféﬁimsplzﬁc@@gmg on &hecekbhptic curve, in
the same manner as with step S4 in Fig. 10. Judgnent is made in step S17

regar di sg.gnisether dartanafsipnj ECHSH( @PRiptidtciPfé iyitagnd in the event
that this is not a point at infinity, the flow proceeds to step S18 -
(ActualSﬁgnpadgnemﬂgdnﬂﬂhm)ﬁiIEEEAP1363/D3). Here, an example
'using Elliptic Curve Cryptography (hereafter referred £b_as_'
~ECC) will be described for public kef encryption. Note tﬁat
the data proce$sing;de§ice according to the pfesént
iﬁvention is capable of using other similar publié key.'
A encryption methods besides élliptic qufve cryptogfaphy, such
as RSA encryption ((Rivest, Shamir, Adleman), etc. (ANSI
' X9.31)), for example.

The steps in Fig. 10 will be_described.. In step S1, p
is set as characteristic, a and b as coefficients of the
elliptic curve (wherein the elliptié curve is 4a’ + 27b% = 0
(mod p), G as the base point on the curve, r as digits of G,
and Ké as a secret key (0 < Ks < r). 1In step S2, the hash
value of message M is calculated, and set as f = Hash(M).

Now, the method for using a hash function to obtain a
hash value will berdescribed. A hash function is a function
wherein a méésage is taken as input, which is compressed ﬁo
data of a predetermined bit length, and outbut as a hash

value. It is difficult to predict the input from the hash

valge (output) with hash functions, and in the event that



point at infinity can be done in step 516. That is, upon performing _
addition of P = (X .Y) and Q= (X, -Y), X cannot be calculated, so the-
fact that P+ Qis a point at infinity is found out t hefe March@oQs, ris-
calculated in step S18, and conpared. with the electronic signature c.
Finally, in the event that the values match, the flow proceeds to step S19,"
and judgnent iss nade that the electronic signature.is correct. In the
event that' judgnent is. made that the.electronic signature is correct, it
can be understood that the data has- 68&t-been tanpered with, and that one
hol di ng the secret key ' corresponding-to the public key has generated the
el ectroni.c -signature. 23 March 2005 - 66 In step 512, . in the event that

the el egleORiG¢ S ture . d qr. d.do.not, satisfy 0 s c <r and 0 <d <
r, the f Flg\?v@%r fons datd gg%%ﬁs%o Hi¥n ¢ “o‘b‘v’stp’?/"dbecébas“%s. st®p S20 in
t he evegtebitahuhiperPeiftiRd ' I.Rf g i | [, St 17 wel | .

Mor eove?, et he Fll owraﬁlsfo%&f%oécz)efggq%oqgat%% G%&i%wﬁ ’evaerﬂ 3 Szﬁ' tHE val ue

of Xp nmadfkidaesynah ﬂhﬁﬁntgh%lif%le%gr{torﬂr%ltﬁ:i M&r&gﬁ{gﬁa d hjep 518. n

the event that judgnent is made that the ectronic ure 1S not.

correct haBhsvapud2@s hllsead Rhavtadelylicedc Wrlrddie daipa hagmPeaanper ed
with, or that one holding the secret key corresponding to the public key
has not 1,gandrahedlfihke. ahgChbeonkedsiftdiahds® functions, or DES-CBC
‘may be used. In this case, MAC (check value: equivalent to
:ICV) which is the final dutput value is the hash value;
Next,.in-step 83; a fandom numeral u (0 < u < r) is
' generated, and ih step S4, coordinates V (Xv,.Yv) which isﬁ
Fhe base point multiplied by u, are calculated;' Note that
additions and doublings on the elliptic curve are stipuiated
as follows.
With p = (Xa, Ya), Q = (¥Xb, Yb), R = (Xc, Yci = P'+ Q,
in the event that P = Q (addition),
Xc = A - Xa - Xb
Yo = A x (Xa —-Xc) - Ya
A= (Yb - Ya) / (Xb - Xa)

in the event that-P = Q (doubling),

Xe = A% -~ 2Xa

Yo = A x (Xa - Xc) - Ya

A= (3 (xa)2 + a) / (2Ya)

“These are used to calculate u times the point G (though
the speed is slow, the following calculation method will be

- carried out since it is the easiest to understand. G, 2 x G,

4 x G -+ is calculated, bipary expansion of u is performed,



The signature of the issuer authority is affixed to the public key
certificate, and whether or not the certificate has been_tanpered with can
be checked by signature  verification by a public key us@?ﬁ” “Yet us
return to Fig. 9 to continue the description. Fig. 9(b) is the public - key
certificate: Cert_DEV of the user device stored in the . user .device, and
stores the user device: ID and the public key KpDEV of the user device.

Fig. 9(c) is the public key certificate: Cert_SHOP of the shop server
stored in the shop server, and store4the shop ID and the public key
KpSHOP of the shop server. Fig.. 9(d) is the public key certificate:

Cert _DAS of the user device authentication server stored in the user

device audhanti cat {QnvasauChneasinSEoLasabli18act B3nbr {hngdlan- 167
devi ce aut hentication server IDand the public key KpDAS of the user

devi ce. dst hbet bdat ipes isdiove ishdn ddrft B VErdmh & IS QisEIQW GE) ) Shop server,
and user ‘device authentication server each have a public kKey certificate.

[ Cont entddpdr thbashepplaess whglraNextl, isetsdrdtiated.o Fig. 1, description will
be made regarding the processing of the user device purchasing contents
from a shop Berstepasill, usi agxtvhedt rPisceaitnfapedseqddgmenthaesomdae of
nunbers (1) through (20). in Fig. 1. The details of the processing will be"
descri b&d Fhepr dér regardiegnwhiether Not @othathenivial uiehe sprogsenid enbodi nent ,
mutual authentication processing ((1), (7),.(11)) is described

- the event that it is not 0, d = [(f + cKs)/u] mod r is

calculated in step S7, judgment is made in step S8 regérding_

whether d is 0, and in the event that d is not 0, ¢ and d.

~are output as electronic signature data in.step 59. |

Assuming r is a length of 160 bits in length, the electronic

signature data is 320 bits in length.

In step S6, in the event that c is 0, the flow returns

to step 83 and generates a new random number again. In the

same way, in the event that d is 0 in step S8, the flow

returns to step S3 and generates a hew random number again.

. Next, the verification method for an electronic

signature=using the public key encryption method will be

described with reference to Fig. 11. In step Sl1l1, M is set

as a message, p as a characteristic, a and b as coefficients

of the elliptic curve (elliptic curve: y* = x’ + ax + b), G

as the base point on the elliptic curve, r as digits of G,

and G and Ks x G as a public key (0 < Ks < r). In step S12,

verification is performed regarding whether the electronic

signature data ¢ and d satisfy 0 < c < r and 0 <d<r. In

the event that these are satisfied, the hash value of the



bei ng perforned in the conmunication between the entities, but may be
omtted as necessary. (1) Miutual authentication The user_device 200 which
is attenpting to purchase ‘contents from-:the shop serverzﬁbﬁiﬂb?Q%inB .
mut ual . aut hentication processing with-a shop server. Between the two -
means for executing data exchange, mutual confirmation is nade regarding
whet her the other party is the. correct data conmunicator, fol | owi ng mhlch
necessary data transfer is performed. The confirmation processing of

whet her or not .the other party is +hé&5cerrect data communicator, is mut ual.
aut hentication processing. A configuration wherein a session key IS
generated at the tine of nutual confirmation 23 Nhrch 2005 -

' d t ated
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of such S|n1lar shared key encryption First,
generates a Hd-Stéprandpnpoinbep Eb(xﬁndyﬁﬁranﬁq1QsGtmethKgng gt omn | D

which is I'D(b) to A A upon receiving t , generates a new 6 random
nunber -&alcutatedpt astihg dﬁbaagibaﬁytﬁﬁl&ﬁla%%g i e HBC mpde Of-DES’
.electronic signature verifier kndwéjthe public key G and Ks
X G, and accordingly can calculate the Scalar |

.Multiplicationé‘of éoints on fhe’eiliptic curve, in the séme 
manner as with step S4lianig. 10.  Judgment is made in step
7817 regarding'whéther 6r not point P is a.poinf at infinity,
'and in the event that this is not a pbint at infinity, the
flpw proceeds to step S18 (Actually, judgment whether a,
point at infinity can be done in step S16. That is, upon
performing addition of P = (X, Y) and Q = (X, -Y), A cannot
bercalculatgd, so the fact that P + Q0 is a point at infiﬁity
is foﬁnd out there.). Xp mod r is calculated in step 518;

' and compared with the electronic signature c.‘-Finally, in
the évgnt that the values match, the flow prdcéeds to step
819, and judgment is made that the electronic signaturé is
correct;"

In the event that judgment'is made that the_electronié
Signature is corréct, it can be understood that the data has
not been tampered with, and that one holding the secret key
_corresponding to the public key has generated the'eleétronic

signature.



in the order of Ra, Rb, ID(b), and returns this to B. B, upon receiving
this, decrypts the received data with the key Kab. The pethod for -~
decrypting the received data involves first, decrypting2?Noreh gpertext E-
with the key Kab to.obtain the random nunber Ra. Next, the ciphertext E2 |
is decrypted with the key Kab, the ‘exclusive=OR of the results thereof and -
El is obtained, to obtain Rb. Finally, the ciphertext E3 is decrypted with
the key Kab, the -exclusive-OR of the results thereof and E2 is obtained, _
to obtain the ID(b). O the Ra, Rbr @fd-ID(b) thus obtained, verification
is made regardi ng whether or not Rb and ID(b) match that transmtted by B.
In the event that this wverification passes, B authenticates Ato be valid.

23 March 2008y o063y Besl, 1R GRRCLOLRY RiseSTHRN ik isreatier ieferred to.

as Kses) to be use ow ng aut henti cation he generati o

random gHEREEShr HNER, neAC ryRL;i i et for S| t K .0 the
CBC node of DES, in the order .;()sgile, %, ses,d ﬁ]d@ﬁ]i{eﬁ"sq%l%%(afln%% to A

Upon repeb¥ipdst oS s tApdSY.Pt AILRE eI 18 é{?ﬁ&cé@&é" t(%]r@tdéé?Yg b. The
t the decryp

decryption nethod of the received data is sanme as tion

processingther eBensotdataithe Wolint e i@t tRAMerR - inidnidie . and
Kses thus obtained, .verification is made regarding mhefﬁgfibrfﬁggin and

Ra mat8h7{has welbsni Mbedoberd. the thewewdro tialcddis to/afddy aatd on
passes, A authenticates B to be valid. : 5

in the event that the value of Xp mod r does not match the
electronic signature data c in step.SIB. |

| In the.eveﬁtrthat judgment is made that the electronic
signature is nqtﬂdorrect'in step 520, it can be undersﬁood
that the data has been tampered with, or that one holding
the:secret key corresponding to the public key has not
génerated the.elecfronic signature. |

The signatﬁre of the issuer authority is affixed to the

public key certificate, and whether or not the cértificate
has been tampered with can be checked by'signéture
vefification by a public key user. Now, let us return to
Fig. 9 to coﬁtinue the description. Fig. S(b) is the public
key certificate: Cert DEV of the user device stored in‘the”
user device, and stores the user device ID and the public
kéy KpDEV of the user device. Fig. 9(c) is the public key
certificate: Cert_SHOP of the shop.server stored in the shop
server, and stores the shop ID aﬂd the public key KpSHdP of
fhe shop server. Fig. 9(d) is the public key certificate:
Cert_DAS of the user device authentication server stored in

the user device authentication server, and stores the user



Fol | owi ng nmut ual aut hentication, the session key Kses is used as a shared
key for secret communication followi ng authentication. Now in_the event -
t hat somet hi ng not authorized or not. matching is found2%5k¥ﬂb2@¥he of -
verifying the .received data, ‘the nutual authentication is taken to have
failed and the. processing is-cancelled. Next, a nutual authentication

met hod using 160-bit - length elliptic curve encryption, which is the public
key encryption-nmethod, wll ‘be described with reference to Fig. 13. o
Though ECC is used as the public key €é#cryption method in Fig. 13, any
simlar public key encryption nethod is suitable, as described above.

Al so, the key size does not 23 March 2005 - 70 have to.be 160 bits. In . -
Fig. 13 I St r.at s At u r, Rb,, and, t smts this
fo A Upen R SuRIRAS Ao, kech i WO BB O h ke R and
random gyeb I3 St i : char d Sti G p...Lhen, a point
Av = Ak g Ga\%hegdr(g}é‘r?l?%e a%baseﬂplgarﬁl@ists&?ﬁrﬁi p'IlfHé ly_sskfha%f’s -tol_fﬁ ai ned, an

el ectroiger geghebkur @ hdpSisd e t | 18 | Av (X-
coordi-nate and Y- cgor di r?gt %ﬁ@gﬁd%ﬁg@rﬂgﬁfryﬂﬁc%ggﬁ%%ﬁﬁ%% he public
key cersefirest each Aavbiow phdlged KBy a-t64idides each, and the |
X-coordi nate-and Y-coordinate of Av are each 160 bits, so an el ectronic

si gnature i s{@emesatedpitithaseepabdebiagtjotal of 448 bits. -

Next, returning to Fig. 1, description will be made
;regarding the processing of the user device purchaéing-
:conténté from a shop.server and using them. .Processing
proceeds ih the order of numbers (1) through (20) in Fig. 1.
,The details of the processing wili be described in order of
the numbers. Note that with.thé present embodiment, mutual
guthenticétion procéssing ({(1), (7)., (11)) is‘described
being performed in the communication bétween the entities,
but may be omitted as necessary. |

(1) Mutual authentication

- The user device 200 which is attempting to purchase

 contents from the shop server 100 performs mutual

authentication processing with a shop server. Between the
two means for executing data exchangé, mutual confirmation
is.made regarding whether the other party is the correct
data communicator, following which necessary data transfer
is performed. The confirmation processing of whether or not
the other party is the correct data communicator, is mutual |
authentication processing. A donfiguration wherein a

sésqion key is generated at the time of mitual confirmation



In the event .of using a public key certificate, the public key of the
public key certificate issuer authority (CA) 410 which the user

hi m hersel f holds is used, the electronic signature of 2hMasRb2ees key
certificate is verified, the public key is extracted fromthe public key
certificate follow ng success of verification of electronic signature, and
the public key is used. Accordingly, all users using the public key o
certificate need to hold-a shared public key certificate. issuer authority
(CA) public key. The method for verif$¢Bng the el ectronic signature has been
described with reference to Fig. 11, so the details thereof wll be
omtted. B, who has received the public key certificate of A Ra, 23 March

2005 - JdAy 53 - ' ' ' S .- . fkes. whether or not
the Rb droen ok Al 308 SREIR A BT DL Pl RS ot 1+
mat ches geinRe AlRC el oS 1A & il ¢ Ryihld ificate of A
s veri 1‘g| ed wth the plubl I c.” key of the%e%%?f%%égﬂﬁr%%% and the

public keywei ifdtioet HClob plarbrdiite A0 Ol fs ALONALMSIA Sig i's

verified wusing the public key of A that has been extracted. Foll ow ng

success of vEhefmungallhaueheatieaitGon @RANGE usBnR U RARILALSS AAS being
valid. Next, B generates a random nunber Bk smaller than the

char act encsyptipn Tlethods mAiLlt bBy des¥r dbed Whalieigefdiend@s® poiqt Gis

nmul tiplied by Bk is obtained, an-electronic ) ‘
12. 1In Fig. 12, DES is used as the shared key encryption

method, but any of such,similar-shared.key encryption
methods ﬁay bé used.

| rFirst, B generates a 64-bit random ﬁumber Rb, ahd
transmits the Rb and its own iD_wﬁich is ID(b) to A. A,
upon receiviﬁg this, generates a new 64-bit random number Ra,
encrypts the data using the key Kab in this CBC mode of DES,
in the order of Ra, Rb, iD(b), and returns this to B. |

B, upon recéiving this, decryﬁts the feceived data with

'the'key_Kab. The method for decrypting the received data
in?olves first, decrypting the cipheftext El with the key
Kab to obtain the random number Ra. Neﬁt,'the ciphertext E2
is decrypted with the key Kab, the exclusive-OR of the
results thereof and El is obtained, to obtain Rb. Finally,
the ciphertext E3 is decrypted with the key Kab, the
exclusive-OR of the :esﬁlts thereof and E2 is obtained, to
obtain the ID(b). Of the Ra, Rb, and ID(b) thus obtained,
verification is made regarding whether or not RE and ID{b)
match that transmitted by B. 1In the event that this

verification passes, B authenticates A to be valid.



signature B.Sig is generated with regard to Rb, Ra, By (X- coordinate and
Y-coordinate), and is returned to A al ong mﬁth,the'publlégké% c§¢e§1ﬂ cate
of B. A who has received the public key certificate of S and
el ectronic signature B.Sig, verifies whether or not the Ra which B has
sent matches that generated by A In- the event that it matches, the '

el ectronic signature within the public key certificate of Bis verified
with the publlc key of the certifying authorlty, and the public key of .B
is extracted. Then,. the electronie $i%rature B.Sig is verified using the
public key of B that has been extracted. Follomnng success of verifying the
el ectronic signature, A authenticates B as being valid. '23'Nhrch 2005 - 72

I'n the event. Nte'i"’l'; @géﬂé\l%rﬁ)ég-l é)fSMIblpa]?Egugﬁ %fl? {Bh%g€+CU| tes Bk x Av

(wherein Bk is a'random nu but Av % curve,

so scal afs Redd plisatd qxhse&ffop%mﬁ? der%@gngkbw&#)ﬁ ﬁ{!pé gﬁeﬁgﬁféﬁar y), A

cal culates Ak x By, and the |ower-o ItsS O Jcoorarnate of

these peidtifod Susfal) SAMESH | YurS€es § D C@ﬁ@yn'&ﬁ&g@tfﬁn 1§e§é£g§n§ga (in the

event that shared key encryption wth a 64-bi f us or the

shared keyenametian)kabXin COnE SEBC LHGIS eSEi Bis keﬂn n@b{ebsraéf%ﬁtﬁﬁ from
the Y coordinate, and may not be the |ower-order 64 bits. Also, in the

secret. @anwmmeyﬁlanufuﬂﬂsmmguxémuiﬁédaush@nt|catlon the transmtted data
may be affixed with an electronic :

‘Upon receiving this, A decrypts the received data Wlth
the key Kab. The decryption method of the recelved data is
‘the same as the decryption processing for B, so details will
be omitted herghj Of the Rb, Ra, and Kses thus obtained, |
- verification is madérregarding Qhether or nbt Rb and Ra
match that transmitted by A; in the event that this
verification passes, A authenticates B to be valid.

Following mutual aufhentication, thé session key Kses is
used as a shared key for secret communication following
-authentication.

Now, in the event that sométhing not authorized or not.
matching is found at the time of verifying the received data,
the mutual authentication is taken to have failed and the
processing is cancelled.

Next, a mutual authentication method using 160-bit
length elliptic curie.encryptioh,-which is the public key
encryption method, will be described with reference to Fig.
13. Though ECC is used as the public key encryptlon method

"in Fig. 13, any 51m11ar public key encryptlon method is

sultable, as described above. Also, the key size does not



signature, in addition to being encrypted with the, session key. In the
event that sonething unauthorized and not matching is fgg@@ﬂq% é e tinme of -
verifying the electronic signature or verifying the rec Ry , the -
mut ual authentication is taken to have - failed, and the processing is
cancel l ed. In such .nutual authentication processing, transm ssion data is
encrypted using the generated session key, and data conmunication is .
mut ual Iy executed. (2) Generate transaction |ID and purchase request data,
and (3) Transmt purchase request datd 23 March 2005 - 73 Upon success of .
nmut ual aut-hentication between the _above-described shop server 100 and user
device 200, the wuser device 200 generates contents purchase request data..

Fig. 14{8)i LLu S L i qurati . t _data. The.
pUr chas Bt 8iRePouarg RALSrno Wl A%t 10 SHal 1D W A h? (et i 11 or of

the shop;gerxfliohORuABr LG aitt ciiRABY nalion ol L NGgguest of

contents purchasing; a trafsacti ) gener at ed based o a random nunber,

for  exagebevhigeRRikD! hOGeREOaRRS A0 nERARS it BAriRil Mifde R0, as an-

identifier for contenfs transactions; and further "a contents I'D serving as
an idendhdi &rr@hdbRenGRBESNAR WHiGR ishem43alkrde¥iace tdesires to purchase,

and el ectronic _ . _
characteristic p. Then, a point Av = Ak x G wherein the
‘base point G is multiplied by Ak is obtained, an electronic
signature A.Sig is generated with regard to Ra, Rb, AVV(X—
coordinate and Y-coordinate), and”is returned to B along~.
with the publiq key certificate of A. Now, Ra and ﬁb are 64
bits each, andthe x-cdordinate and Yucoordinate.of Av are
each 160 bits, so an electronicrsignature is generated with
regard to a total of 448 bits. |
In therevgnt of using a public key-certificate, the
public key of the public key certificate issuer authority
(CA) 410 which the user him/herself holds is used, the
electronic signature of the public key certificate is
vérified, the public key is extracted from the public key
certificate following success of verification of electronic
'signature, and the public key is used. Accordingly, all
users using the public key certificate need to hold a shared
public key certificate issuer authority (CA) public key.
The method for verifying the electronic signature has been
_described with reference to Fig. 11, so the details thereof
will be omitted.

B, who has received the public key certificate of A, Ra,



si gnature of the user device is affixed to this data. Further, the- publlc
- key certificate of the user device is "attached to the-pé ﬁFase r equest.
data, and is sent to the shop server 100. Now, in the e iareh290% ne -
public key «certificate has already been sent to the shop S|de at the tinme =
of the above-described to mutual ‘authentication processing, in o
processing prior -to that, thereis not -necessarily the need to send it
again. (4) verify recelved data Upon receiving the purchase request data
shown in Fig. 14(a) from.the user ekl ce 200, the shop server 100 executes
the verification processing of the received data. The details of the
verification processing wll be descri bed 23 March 2005 - 74 with

f t @i, F 1 t f f t f
he puni By Rug! na B eblirBhidl B9ghaRRRChE 00 egigls °r3cfxeft‘?#a 5 ot ved
data (Shdt. théstdﬁﬁgehbgdhaeoganttmh%chaseiﬁggfgg %%Rg@ !Qg gﬁfn the .

.verifying this signature of i Ssuer. aut t ai'ne

publ i ¢ k¥ @@éﬁtftﬁafeleSﬁstEhgs,1kheaa§eb%rsmeu§qgn%m Wkl public

key of the issuer authority KpCA e .event t verl lcation is OK,
i.e., thisé HUSIEc keyNGet8TPEEREE Wil B EQevBHQEh%dkﬁitﬁe%hbfPﬁ%ﬁﬁc(Yes in

S52), ‘the flow proceeds to 553. In the event that the verification is not
est abl ilsdaedof Nohé nc&bl) fyjinggaaenbrity, and the publlc key of A is
extracted. Then, the electronlc 51gnature A.Sig is verlfled
using the public key of A that has been extrécfed.
Following success ofrverifying the,electronic signature, ﬁ
iauthenticates A as being valid. |
| Next, B generates a random number Bk smaller than the
characteristic p. Then, a péint‘BV-= ﬁk X G wherein the
‘base point G is multiplied by Bk is obtained, an electronic
signature B.Sig is generated,with'regafd to Rb, Ra, Bv (X-
coordinate and Y-coordinate), and is returned to A along
with the public Eey certificate of B.
A, who has received the public key certificate of B, Rb,
Ra, Bv, and electronic signature B.Sig, verifies whether or
not the Ra which B has sent matches that generated by A. 1In
the event thgt it matches, the electronic signature within
the public key certificate_of B is verified with the public
key of the certifying authority, and the pubiic key of B is
extracted. Then, the electronic signature B.Sig is verified
using the public key of B that has been extracted.
FOllOWlng success of verifying the electronic 51gnature, A

authentlcates B as belng valld.



made in S57 that the public key certificate has been ‘tanpered with, and
processing using t he public key. ~certificate is cancelled. In 553, the:
public key KpDEV of 'the user device. is extracted from tB2Mawh 2€05ey
certificate, " and in step 554, verification processing of the user device
signature of the purchase request data i s executed using the public key
KpDEV (see Fi'g. 11). Then in the event ‘that - verificationis OK i.e.,
judgnment is made that there is no ering with the purchase request data
(yes in 855), the fl ow proceeds tO“SEE —and judgnent is made that the
received data is authorized contents purchase request data. In the- event .
that t'he verification is not established (No in S55), ‘judgenent is made in

S57 that therg ithel @At Rhati tRrlilte 2% MY JF NG ndd 3%%1?& &g ! §Huest
ata

data, and processing with regard to that purchase request I's

cancel | edlc@)atBAmHTN 26N it it B1 T8 Sa aRh &i6 T VRRISSr CONLENR S 1{ey dat a

1 (shop) Upon verification of the purchase request data belng conpl eted at

the shop perver o]fOG;heami}JJLgigr&rﬁuxhﬂéﬁ%&%léf‘%ui@iﬁliéa@ﬂoﬁéﬂd@r' zed
contents. purchase request with no data tanpering, the shop server 100

transni peieter ypt édhec @ltiants cartirere rpts syt B0f 5 Kaya Dol Patled ShOp) tO
the wuser device. Both of these are data stored in the contents database
110, and Bve endrypeedowent-emtier kd Q;umnmﬁ)thame(-e:tdbmm ofare
encrypted with a contents key, ‘and :
these points is subsequently used in communlcatlon as a
session key (in the event that shared key encryptlon w1th a
'64—b1t key length used for the shared key encryption). Of
_course, the session key may bé generated frdm the Yu-
coordinate, and'may not be ‘the 1owér—ordéf 64 bits. Also,
in the secret communication following mutual authentication,
the transmitted data may be.affixed with an electronic
signature, in addition to being'encrypted with the session
key. |

In thetevent that something unauthorized and not
matching is found at the time of verifjing the electronic
signature or verifying the received datar the mutual
authentication is taken to have failed, and the processing
is cancelled.

In such mutual aﬁthentication processing, transmisaioh
data is encrypted_using the generated session key, and‘data
communication is mutually exécuted.

(2) Generate transaction ID and purchase request data,

and:

B (3) Transmit purchase request data



encrypted- content s key data: KpDAS(Kc) wherein the contents key: Kc is
encrypted with a public key of the user device authentication server (DAS)
'300. Fig. 14(b) illustrates the configuration of the enc?§ ¢ ents key
data 1 (shop). The encrypted contents -key data 1 (shop) has.a user device .
ID which is the identifier of the user- device 200 which i's the requester

of the contents purchase, purchase request -data (the data in Fig. 14(a)
excluding the user device public key certificate), the shop processing No.
generated by the shop server 100 aCcaﬁpanylng the contents transaction, '
and the encrypted contents key data: KpDAS(KC), with the electronic
signature of the-shop server 100 affixed to.this data.. Further, the 23

Mar ch 2005 -UB6n Pubbisskey @il Gaichepit iyt ishoBataaus 10 i s attached
to the encrypted contents key data 1 (shop), and is sent to the user

devi ce 3BBveNdwscir belde stiognts divair I HIRD Fas alewitid iTodermertificate
has al ready been sent to the user device side at the tine of "t he

above- deseri desimet 2810 gmmdnaﬂesxﬁdnﬁEﬂﬂyﬂyﬁiﬁHHbe<¥equ§HQﬁﬂ§§|ng prlor
to that, there is not necessarily the need to send it again. (6) Verify
recei veBidat d4@poniddusitvankgst e momyfiiiger: aioitre rifs pufehaenterivesand  t he
encrypted contents key data 1 (shop) shown in Fi-g. 14(b) fromthe shop
server 48ba.t hBhgsprrabasee reqUestedates hasetife chttison fr eceswipngoof t he

encrypted, contents key data 1
which 1s an identifier of the shop server 100 and Wthh is

the destination of the request of contents purchaSLng,ra
transactlon ID generated based on a random number, for
example by.enctyption processing means of the uset device
'290, as an identifier for'contents transactions; and futther
a contents ID serving as an-identifierrof the contents whieh
the user device desires to purchase, and electronic
signéture of the nser device is affixed to this data.
‘Further, the public key certificate of the nser device is
attached to the purchase request data, and is sent to the
shop server 100 Now, in the event that the public key
certificate has already been sent to the shop side at the
time of thé above-described to mutual authentication
processing, or in processing prior to that, there is not
necessarily the need to send it again.

(4) Verify received data

Upon receiving the purchase request data shown in Fig.
l4(a) from the user device 200, the shop server 100 executes
the verification processing of the received data. The |

details of the verification processing will be described



(shop). This verification processing is processing simlar to the ‘
processing flow in the above-described Fig. 15, with the_ user device 200.
executing verification of the public key certificate of PRMEFABAIKerver
recei ved fromthe shop server 100 using.the public key KpCA of the issuer
authority (CA)- first, and then next executing verification of the shop
signature of the encrypted contents key data 1 (shop) shown -in Fig. 14(b)
usi ng the public key KpSHOP of the shop server that has been extracted
fromthe public key certificate. (7)y M4teal authentication Upon the user
devi ce 200 receiving the encrypted contents: Kc (content) and the =~
encrypted contents key data 1 (shop) fromthe shop server 100 and endi ng

ver 1 cali Llediordé ol 3005, 197 bhe.encrypt efopoDLepLs key data 1

(shop), the user device 200 accesses the user vice au

300, anparmntiesaritRlatiihcnt| 6| i PIOCREY! BGrPREYEEE ! BErpiSpEy devi ce

200 and the user device authentication server I'S processtng is

execut edychy amssirdsy W G 91 £n 11fe SPE®e1wed AL AU 45 § aut hent i cation
processi ng between the shop server 100 and user devi ce 200,. described

above. @scidrsitidboans WHied tonentstdeYadaifodaseingerbee) and
encrypted contents key sw tching request Upon establishment of nutual
aut hent veatiifyringetbhden stimatussy adevile 200:anhuSesr ey i ¢ea put henti cati on
server 300, the user device 200 transmts encrypted contents key data
contained in the public key certificate (see Fig. 1), and is
éxecuted applyigg the_public key of the issuer authorify o
KPCA._' |
In the eﬁent_that verification is QK, i.e.;.that there
is no tamperiné'with the public key certificate (Yes in 852),'
the flow proceeds to S53. 1In the event that fhe
‘verification is not established (No in 552), judgement is
made in S57 that the public key certificate has been
tampered with, and processing using the public key
certificate is.canéelled. In 853, the public key KpDEV of
the user device is extracted from fhe public key certificate,
and in step 854, verification processing of the-user device
- signature of the purchase request data is executed using the
public key KpDEV (see Fig} 11).. Then in the event that
verification is OK, i.e., judgment is made that there is no
tampering w}th the purchase request data (yes in S55), the
flow proceeds to S56, and judgment is made that the received
data is authorized contents purchase request data. In the -

event that the verification is not established (No in 855},

judgement is made in S57 that there is tampering with the

ntrcation server .-



(user device) containing the encrypted contents key KpDAS(Kc) received from
- the shop server 100 earlier, and an_ -encrypted contents kexnsmﬁtchln
request, to the user device authentication server 300. FfgMaray2@95
illustrates the configuration of the encrypted contents key data (user
device). The encrypted contents key data (user device) has a user device’
aut hentication server ID which is the identifier of the user device

aut hentication server 300 which is the destination of .the encrypted
contents key swtching request,_and*tﬁé-"encrypted contents key data
received fromthe shop server--,100 (the data in Fig. 14(b) excluding the
“shop public key certificate), mnth the el ectronic signature of the user 23

Varch 2Qffrenae siayid: 2 (e dhidoddd sdal fen L, thhenpydl ic key

certificate of the shop server 100 and the public key™ certificate of .the

user deywneci2fe arenaidtachach tis tden@scredt ed contents key data (user
device), and is sent to the user device authentication server 300. Now, in

the event tlat) Trenssdt davirgptad bonticpals @mdE e ﬁﬁghfﬁdﬁﬁﬁhishas the
user device public key certificate and the shop server public key
certifi datye datizerle (ishopgt necessarily the need to send it again. (9) Verify
recei ved data Upon receiving the encrypted contents key data (user ' device)
and the encryperadvesatéaatikeyoswihehpngchageestequest data being :

.completed at the shop server 100, and judgment beihg‘made

that this is an‘autho;izéd'contents-purchaée reguest with no

data tampering, the shop sérver 100 transmits encrypted' |

contents and epcrypted'contehts kéy'&ata“l (Shop) to the

user device. ﬁoth of these are data stored in the cbnténts

database 110, and are encrypted éonﬁents: Ke (dontent)

wherein contents are encrypted with a contents key, and

encrypted contents key data: KpDAS(Kc) wherein.the‘conténts

key: Kc is encrypted with a public key of the user device

authentication server (DAS) 300.

Fig. 14(b) illustrates the configuration of the

encrypted confents key data 1 (shop). The encrypted

.contents key data 1 (shop) has a user device ID which is the

identifier of the user device 200 which ?s the requester of

the contents purchase, purchase request data (the data in

Fig. 14(a) excluding the user device public key certificate),

the shop processing No. generated by the shop server 100.

aécompanying the contents transaction, and the encrypted

contents key data: KpDAS(Kc), with the electronic signature

of the shop server 100 affixed to this data.. Further, the



shown in Fig. 14(c) fromthe user device. 200, the user -device
aut hentication server 300 executes verification processing of the .
encrypted contents key switching request. This verifical?darghde®ssing is
processing the sane as the processing.flow in the above- described Fig. 15,
with the user device authentication server 300 first executlng ;
verification of the: publlc key certificate of the user - device received
fromthe user device 200 using the publlc key KpCA'of the issuer authority
(CA), and then executing verlflcatroﬁ of the el-ectronic signature of the
purchase request data shown in Fig. 14(a) and the encrypted contents key"
data (user device) shown-in Fig. 14(c). using the public key KpDEV of the
user depubeithabyheertadicatd aat ahd rHBL L IMrLh henpybLyc key:

certificate. Further, verification of the public key certlﬁlcate t he

shop sether ehsrgpeedt edntsinte Kee qaith] i1 ko PCAM 1desdseUes @Hého“ ty

(CA), and next- verification of the shop signature of the (5) encrypted

cont enteskeyddatiael200nt aNo&qd iin tihe @wmmt@ﬁ@qﬁ@rgﬁolgeyer@@fa (user
device) shown in Fig. 14(c) using the public key KpSHOP of the shop server.

ext r act pdbl ionkeyheeptlficakey hase alliveiaciyt dednl YerFiNary pi1es ot ents key
switching processing At the user device authentication server 300, upon
verific@@Vhﬁeo$ldﬁeaénth9ptemecoﬁtehEsaheweyﬂﬁsdﬁﬁhﬂd mlemiake) and
encrypted contents key sw tching request-
~authentication processing, or in proce581ng prlor to that,
there is not necessarlly the need to send it again.
(6) Verlfy recelved data o
Upon rece1v1ng the encrypted contents- Kc (content) and
tne encrypted contents key data 1 (shop) shown in Fig. 14(b)
from the shop server 100, the user device 200 executes
verification processing of the encrfpted-contents key data 1
(shop). This verification processing is processing similar
to the processing flow in the aboﬁe—described Fig. 15, with
the user device 200 executing verifidatien of the public key
certificaterof the shop serﬁer received from the shop server
100 using the public key KpCA of the issuer authority (CA) |
first, and then next executing verification of the shop
signature of the encrypted contents key,data'l‘(shop) shown
in Fig. 14(b) using the public key KpSHOP of the shop server
that has been extracted from the pubiic key certificate.
(7) Mutual authentication
Upen the user device 200 receiving the encrypted

contents: Kc (content) and the encrypted contents key data 1

(shop) from the shop server 100 and . endlng verlflcatlon of



received fromthe user device 200 being conpleted, and judgnent .being nmade
that this is an authorized key switching request, the user device

aut hentication server. 300 decrypts the encrypted contenidMargh2edt ained in’
‘the encrypted contents key data (user .device), i.e., the data: KpDAS(Kc)
wherein the contents key: Kc i's encrypted with the public key KpDAS of the
user device authentication server (DAS) 300, wth a secret key KsDAS of

t he user device authentication server 300, to obtain the contents key Kc,
and further generates an encrypted-cditents key: KpDEV(Kc) wherein the
contents key Kc is encrypted with the public key: KpDEV of the user-
device. That is to say, key switching processing - is executed in the order

of KpDABhKC bnc&gﬁ@:et? RV Jkey? VB CN 8(91?( Rifer L %ﬁﬂ?&s a

flowchart for the processing of “encrypted co %hts ey Sw I'ng executed
at the neeradevsees abkhaRldCHdvits YMAlentftatidbtset e ui@%Ag% ;:e
p C

aut hent'i cati on server 300 extracts the contents key data:

encryptexesitbst hatpabl aathentiRBASf PR difding dMweRAWENdEat | on
server (DAS) 300, fromthe encrypted contents Key data (user device)

recei vedevioe 2he asdr tHeviiser2@@v(izelautimitiddtiion S8y pi@s, with the
secret key KsDAS of the--user device authentication server 300, and the

cont entBhkeypkecess bhyaiaedxe882pd Nexprodesiurest aniish kae Khoaiaed by
decryption is re-encrypted with the public key: KpDEV .of the user device,
gener atdhgthpgnutual authentication processing between the shop
server 100 and user device 200,7deécribéd-above. |
(B) Transmit encrypted contents key data (user device)
_ahd encrypted gdnténts key switching request
Upon establishment of mutual authentication bétwéen_the
user device 200 and hser device authentication server 300,
ﬁhe.user device 290 transmits encrypted contenté key data
(user-device) containing the encrypted contents key
K?DAS(Kc) received from'the'shop server 100 earlier, and an
encrypted contents key switching request, to the user dévice
authentication server 300. |
- Fig. 14(c) illustrates the configuration of the
encrypted.éohténts key'data (user device). The encrypted
contents key data (user device) has a user device
-authenticatién server ID which is thé identifier of the user
_dévice authentication server 300_which is the destination of
the encrypted contentsrkey switching requeét, and the
encrypted contents key data received from the shop sefver

100 (the data in Fig. 14(b) excluding the shop public key

certificate), with the electronic signature of the user



encrypted contents key: KpDEV(Kc) (S63). Upon this -processing ending, the
status of a license managenent dat abase.(see Fig. 6) is set to "key

swi t chi ng conpleted”. (11) Mitual authentication Upon thg3 Messhe2@scri bed
key swi tching processing of the encrypted contents key having been

conpl eted at the user device authentication server 300, the user -device
aut henti cati on server 300 accesses the shop server 100, and nut ual

aut henti cati on processing is executed between the user device

aut henti cation server 300 and the sho@8server 100.. This processing is
executed by procedures the sanme as the nutual authentication- processing
bet ween t he shop server 100 and the user device 200, described above. 23

ot o Sosh sod HPEUAING LoReTIREY PRLERLE, “Bhe, HBBDAEER il on
300 andire Srery sEod R Fetyetiafy ?%i%)t%cﬁﬂéﬁfiﬁﬁﬁ“SZﬁ-'VZP 100,
e cortageaan s of InTEaE i ST AN AEsEl o s o
| denti f eﬁer%tte'aec%%nt%ewe? dgp&"\{u '{eéﬂﬁefe%}ﬁ&aﬁ dé‘eﬁ’ §$‘e contents
purchase request, the encrypte ents key user devic (the data
eXC|Udiﬂﬁeth@e&h@@viﬂé‘Eﬂﬁﬂéﬁﬂid#%idﬁ3é%gdéf:i@W. Now, in the '

event that the user device authentlcatlon server 300 already

has the user dev1ce publlc key certificate and the shop

server public key certificate, there is not necessarily'tﬁe

need to send it -again. |

(9) Verify received data
Upon receiving'the encfypted contents-key_data {(user

deviee).and the encrypted contents key switching request

shown in Fig. 14(c) from the user device 200, the user

device aﬁthentication server 300 executes verification

processing of the encrypted contents key switching request.

This verification processing is processing the same as the

processing flow in the above-described Fig. 15, with fhe

user device authentication server 300 first éxecuting

verification eflthe public key certificate of the user

device received from the user device 200 using the public

key KpCA of the iesuer euthority (CA), and then executing

verification of the electronic signature of the purchase

.request data shown in Fig. l4(a) and the encrypted contents

key data (user device) shown in Fig. 14(c) using the public

key_KpDEV of the user device that has been extracted from



certificate shown in Fig. 14(c)), and further the encrypted contents key
dat a: KpDEV(Kc) -generated by the. user device authentication server 300 in.
t he above-described key switching processing, with the Q5
signature of the user device authentication server 300 being affixed to-
the data. Further, the publlc key certificates of the user device

aut henti cation server 300 and t.he user:device 200 are attached to the
encrypted contents key data (DAS), and sent to the shop server 100. Note
that in the event that the shop se*VE?-already hol ds these public key.
certificates, sending again is not necessarily needed. Al so, in the event
that the user. device authentlcatlon server 300 is an entity acknow edged

to be a, %ﬁebegifctgégdCégt?g gSSEgggﬁF 2é5¥ﬂg§ﬁ_arrang%ﬁp SRy be-used_

wher ei n encryp cori ¥gur at i on

contal gy §8ek bP) cape ;%E%QQeCBEt%HESSBB¥ d8ihel 38 Aeduieh gRIREAt o0 oY

t he us Vi ce ange, as shown aft wherein

the Useéhéeﬁﬁﬁfléuiéi %@%tbfnﬁﬁériSEuéQOau%ﬁhgﬁ%&sAgﬂﬁd“%%h %%%%Ce 'D, the

transaction I D, con processi ng nt ent

KpDEV( K r AsE 9164 ofﬁﬁﬂetgﬁoﬁughbﬁakﬁ¥e08ft ﬁe xggnggﬁkg§ gfflxes the

signature to these, and uses this as encrypte ata (DAS), as
shown idbiftdhtd8€ak )datd. 1 hesn€asked iﬁrtﬁécéthS} ekat B@n%ht@nﬁ@ypt ed

contents key data (user device) is unnecessary, so the public
certifidste gisdihalevice) shown in Fig. 14(c) using the publlc key

'KpSHOP of the shop’server extfacted from;the public'kef
certificaté. | |

(10) Ehcrypted COhtents'key éwitching processihg

At the user device aﬁthentication servér 300, upon
verification of the énciypted contents key data (user |
device) and encrypted coﬁtents key switching request
feceived froﬁ the user device 200 being completéd,-and
judgment being made-that this is an authorized key-switching
request, the user device authentication server 300 decrypts
the encrypted contents key contained in the encrypted
contenté key data (user device), i.e., the data:.KpDAS(Kc)
wherein the contents key:-Kc is encrypted with the public
'key KpDAS of the user device authentication_server (bas) 300,
with a secret key KsDAS of the user device authentication N
server 300, to obtain the contents key Kc, and further
generates an encrypted contents key: KpDEV(KcC) wheréih the
contents key Kc is encrypted with the public kéy: KpDEV of
the user device. -That is to say, key switching processing

is executed in the order of KpDAS(Kc) — Kc — KpDEV(Kc).



user device authentication server 300 is the only public key certificate
that needs to be -attached. (13) Verify received data The shop server 100
whi ch has received the encrypted contents key data (DAS? @#@E 9§d)) from
the user device authentication server -300 executes verification processrng
of encrypted contents key data (DAS). This verification processing is the.
same processing.as the flow of the processing shown in Fig. 15 descr.i bed
above, with a shop server 100 first executing verification of the public
key. certificate of the user device-a8bhentication server received from
t he user device authentication server 300 with the public key KpCA of the
issuer'authorrty (CA), and then 23 March 2005 - 83 using'the public key
KpDAS of - t he t 1.0 r.ver 300 extracted fromthe

Fiy %e\gh%%sa% rﬁr&{&%ft |1f:e}il-f%rp%cf CHEERT ¢ signature of

public key cer flcate 10 ‘execute ver

52?|f?2§?¥§% ofﬁfﬁgﬁBE ”E%@tcef%¥$?c§hgyg u€%€:§5 éﬁédée?gzgéégééecuted

usi ng. el e At Re-Rlr Uiy, e 2RO I (§8) 1 oand next,
verification is executed wth regar t he user devi ce srgnature of the
(8) encritplend icorHin %é&%fﬂa;@( a@@g/' tﬂbe u,g Le, . encrypted
contents key data (DAS) shown'in Fig. 17(d), usrng I ey KpDEV. of

t he useKpbasi(®e )e cﬁgvtptded‘ REIMBH %@%Hﬁ&%’eﬁ%ﬁﬂié ¥ ethé:%é&@r an
arrangenment nmay be nmade
: device authentlcatlon server (DAS) 300, from the encrypted
: contents key data (user device) recelved from the user
dev1ce 200 (S61). | Next, thlS is decrypted with the secret
key KsDAs-of the»user dev1ce authentication server 300,_and
the contents key Kc is obtained (S62). Next, the contents‘
key Kc obtained by decryption  is re-encrypted with the :
public key: KpDEV of the user deVice,.generating.the
encrypted contents key: KpDEV(Kc) (863). Upon this
processing ending, the status of a license management
database (see Fig. 6) is set to "key switching combleted".
(il) Mutual authentication
Upon the above-~described key switching pfocessing of
the encrypted contents key having been eompleted at the user
device authentication.éerver 300, the user device
authentication server 300 accesses the shop server 100, ahd
mutual authentication processing is executed between the
user device authentication server 300 and the shop server
100. This processing is executed by proce&ures the same as
the mutual authentication processing between the shop server

100 and the user device 200, described above.



wherein the encrypted contents data (user device) is verified using own '
public.key KpSHOP.. Now, in the event that:the shop server_100 receives the .
sinplified encrypted contents key data (DAS) descri bed' aPeMarcheofp .

reference to Fig. 18(d'), the shop server 100 only perforns processing of
executing verification of the public key certificate of the user device

aut henti cation server using the publi:c key KpCA of the issuer -authority
(CA), and then executing verification of the electronic signature of the
encrypted-contents key data (DAS) sho®h n Fig. 18(d') -using the public

key KpDAS of the user device authentication server 300 extracted fromthe-
public key certificate. (14) Mitual authentication, and 23 March 2005 - 84

(15) TransmT{iQOCMh%ﬂliQ:Ofétrx@i?%tié%Y‘ﬂo%‘%lé@&ts-gi%{'taatNeXt’ the user device
at a

200 transmts encrypted contents key request o the shop server 100.

Note that at Upbinsthel Mtual W@heneitathdh BJieRPestcP ishde executed with
a different session fromthe previous request, “nutual. authentication is

execut ethedgeiem, tared uerar iivEd « iR k@t i e WESe 423 G0 F ST ARSM Lt ed
fromthe user device 200 to the shop server 100, under the conditions that

nut ual shophestriveat 160 ,i thestalelr shad.celhataifd BHBLdONs OfviResemcr ypt ed
contents key request data is shown in Fig. ‘17(e). The encrypted contents
key re{uaosmdisaehasyplteds copteDtshikely idatiahq HaBNtid itie adhépe
server 100. | |
- The configurétion 6f the encrypted contenté key data
(DAS);is shéwn in Fig. 17(d); The encrypted contents'key.
data (DAS) has;agshop ID ﬁhich is an identifier of the shop
server 100 which is the destination of the contents_pur&hase
réquest, the encrypted.contenté key data (user deVicé) (the
Fdata excluding the shop and the user device public key
certificate shown in Fig. 14(c)}, and further the encrypted
contents key data: KpDEV(Kc) generated by the user de&ice
authentication server 300 in the above-described key
switching processing, with the electronic signature of the
user device authentication server 300 being affixed to the
data. Further, the public key certificates of the user
device authentication server 300 and the user device 200 are
“attached to the encrypted contents key data (DAS), and sent
to the shop serﬁer 100. PNote that in the event that the |
shop server already'holdg these public key certificates,
Seﬁding again is_not_necessarily needed. |
Also, in the event thét the user device authentication

server 300 is an entity acknowledged to be a reliable third



shop server 100 which is the destination of the contents purchase request,
the transaction ID which is the identifier of . contents transaction '
generated earlier by the user device 200, and further a2§3ﬁ¥gmggoﬁt)mhich
is the identifier of contents which the user device desires to purchase,
and further the shop processing No. contained within the data which the
shop has generated earlier and transmitted to the wuser device 200 as =
encrypted contents key data 1 (shop) (see Fig. 14(b)), with the electronic
si gnature of the user device being-aB&ixed to this data. Further, the
public key certificate of the user device is attached to the encrypted
content's key request data, and sent to the shop server 100. Note that in

th t Sth | tyfi [ 3. March 2005 -8 al read
hol o ot PPREYE ab Braligendtt b Wd (ALE el NN, SRCRRREER < Chain

16) Vegbik kO I Q Si a il ' ing.' Ubon receivin
Lhe enceoBteRLEORCR HReRs (s % rolt ofd i RBEEPRof doonPRhLAgE '

server $08 ¢E§CBhBEyptel biovdldridy F?Jésiﬁ%ﬁasdaﬂg(\ﬂ{]ext %%&%g@&ﬁtﬁmﬁ%ﬁﬁms key

request data. This is the same processing as that descri reference
to Fi g.bj5Sthépasethgedate wathbutaldhhgd, HsSHHMm e SHeP f?{d’ﬁ,r 100
on.

executes billing processing relating to the contents transact The
bi || i ngbuproathsi nghefefhoeheS B devifCLiatMemGH ANy Charass.3dg om

jextracts the user device ID; the transaction ID,xcdntentslID,
_shop processing No., and contents kéy:KpDEV(ch encrypted
with ﬁhe public key of the user device, affixes the |
signature to these, and uses this as encfypted conténts key
data (DAaSs), as-shown in Fig. 18(d'). 1In this case, -
ﬁérification of the (8} encrypted contents key data (user
device) is unnecessary, so the public key certificate of the
-user deﬁice authentication serﬁer 300 is the only public key'
certificate that neéds to be attached.

‘(13) Verify received data

The shop server iOO which_has received the encrypted
contents key data (DAS) (Fig. 17(d)) from the user device
_authentication server 300 executes verification proéessing
of encrypted contents key data (DAS). This verification
processing is the same processiﬂg as the flow of the
processing shoWn in Fig. 15 described above, with a shoé
server 100 first exeguting verification of the public.key
certificate of the user device authénticatibn server

received from the user device authentication server 300 with

the public key KpCA of the issuer authority (CA), and then



a transaction account of the user. The received contents charges are’

di stri buted. anong vari ous partles |nvolved --such as-the_copyright hol der
of the contents, the shop, ‘the user “device authenticati? N@E#V_OS

adm ni strator, etc. Up to this billing processing, the key sw tching

. processing process of the encrypted contents keys by the user. device

aut hentication server 300 i's nandatory, so the shop server 100 cannot
execute billing processing only by -processing with the user device. Also,
t he user device 200 cannot decrypt th83encrypted contents key, and '
accordingly. can not use the contents. The user device authentication
server -records contents transaction contents with all key switching

o ocess i and phoc PSS kIR Usete oVRLST SO0y 20 v ce

aut henti cation server ﬁse managenent ase desc

to Fig.servand3gan e'Sc'%Q‘\é(c%'éd 1R %{éaﬁﬂkﬁrﬁ?%é r@ef\@ :t'c & Ll ect of -

billing. Accordingly, contents transaction per orne y thé shop side

al one be&@&ﬁtb”ﬁ@iikhb@tab&ﬁk&bkﬂ@é%ﬁﬂﬁldﬂbiHKEE igedpeontents sales
(18) Transmt encrypted contents key data 2 ('shop Upon the billing

processengrgptetiecehepnser wely HGa qpAsNd.sHdh ShoprSp dP0 transnits
encrypted contents key data 2 (shop) to the user deV|ce 20 % Fig. 17(f)

i | | ust rBteshehe venfifduaationnodf thke pudlGidy Keld et Bficdatee b atife 2 (ShOP)

The encrypted
user device is executed using the public key KpCA of the
llssuer authquty (CA), and next, verification is executed
with regard to the user device signéture of the (8)
:endrypted contents key data (user device) contained in the
ehcrypted contents key data'(ﬁAS) shown in Fig. 17(d), using
the Public key KpDEV of the user device extracted from the
public.kéy certificate. - Furtheﬁ; an arrangement maf be made
wherein the encrypted contents data (user device) is
verified using own public key KpSHOP.

- Now, in the event that the‘shop server 100 receives the
siﬁplified encrypted contents key data (DAS) described above
with reference to Fig. 18(d'), the éhop server 100 only

- _performs processing of executing verification of the public
key certificate of the user device authentication éerver |
u51ng the public key KpCA of the issuer authorlty (CA), and
then executing verlflcatlon of the electronic signature of
the encrypted contents key data (DAS) shown in Fig. 18(d )
using the pﬁblic key KpDAS of thé user device authentication

server 300 extracted from the public key certificate.

(14) Mutual authentication, and



contents key data 2 (shop) has the user -device ID which is the identifier
of the user device 200 which is the requester of the en&rg&;ed contents
key request, and the ‘encrypted  contents key data (DAS) ? _'R&%P@@on1the‘
user device authentication server 300-(data excluding the public key -
certificates of the user device and user device - authentication server
shown in Fig. 17(d)), with the electronic signature of the shop server "100
havi ng been = affixed to this data. Further, the public key certificate of
the shop server 100 and the public ke§4certificate of the wuser device

aut hentication server 300-are attached to the encrypted.contents key data
2 (shop), and sent to:the user - device 200. In the event that the user

e e e e L

the user device authentication server a

the shop serwekt,i theSuBel RRGASSABiolY t2eded o e'ifdi:} l$ el Now, - i n
the event that the user device authentication. serve E%%% I'S aﬁﬂgﬁ%ity

acknow kegedegueze aatel tablid MiHdh RAtdver ansh | N e evet {batpide
encrypted contents key data - (DAS) which the shop server 100 receives from

the usetidevi da  ahihevichtattheit semeefuedl0,id d e dradidéedriancd ypt ed
contents key data (DAS) described earlier wwith reference to Fig. 18(d'),
t he shogiféeventleessdnds firba thwrc preivddueotepiasteynaaisl 2 (shop) shown
in Fig. 18(f') to the user device. That is, the shop server attaches the
authentication is executed again, and encrypted contents key
request data is fransmitted from the user device 200 to the
shop server 100, under tﬁé conditions that mutual |
authentication is established. |
The configﬁration of the encfypted contents key request
data is shown_in Fig. 17(e). The encryptéd contents key
request data has the shop ID which is the_idéntifier of the
shop server 100 whiéh is the destination of the contents
purchase request, the traﬁsaction ID which is the-identifier '
of contents transaction generated earlier by the user device -
200, and‘fufther-a_contents ID which is the identifier of
contents which the‘user device desires to purchase, and
further the shop processing No. contained within the data
which the shop has generated earlier and transﬁitted to the
user device 200 as encryﬁted contents key dafa 1 {shop) (see
Fig. 14(b)), with the electronic signature of the‘user.
Vdevice being affixedrto this data. Further, the public key
certificate of the user de?icé is attached to the encrypted

contents key request data, and sent to the shop server 100.

thg that in the event that the public key certificate is



public key certificate of the shop server 100 and the public key
certificate of the user device authentication server 300, b@’

wherein the signature of the shop server has been afflxea3 mgo npllfled
encrypted contents key data (DAS) shown in Fig. 18(d'), and sends this to
the user device 200. (19) Verification processing Upon receiving the
encrypted contents key data 2 (shop) fromthe shop server 100, the user
devi ce 200 executes verification processing of the encrypted contents key =
data 2 (shop). This verification prodssing is the same as the processing
in the processing flow described earlier with reference to Fig. 15, with ,
t he user- device 200 first 23 March 2005 - 88 executing verification of the

publ i ¢ keyregdy i hibrat & ofhéhehoshepaser yer i !’seﬁstv erver
100, using the? public key Kpdﬂﬁof the | ssuer aut %F%%%g%%£§ ﬁg%gﬁaexecutes

verifi cato axemd tihs ed@ein oni C S|gnature of the encrypted contents key
data 2 (shop) shown in Fig. 17(f), using the public key KpSHOP of the shop

server 100 extiedctved iffiemtifen prdddds kay, caidificate. Further,
verification of the public key certificate of the user device

aut henti cat i di 79emidl 130 prucsesediaitf ed usi ng the public key KpCA of the
I ssuer authority (CA), and verification is executed on the signature of

the (12) encﬂypmeiaﬂanwmmﬁ1ﬂey€dmﬂapﬁ@ﬁ3connﬂnﬁﬁrkﬂylﬂeqd&9£nﬁﬁxpted

contents key data 2 (shop) shown
from the user device, the shop server 100 executes

verlflcatlon proce551ng of the encrypted contents key
request data. This ie the same processing as that described
with referenee_to Fig. 15. Upon the data verification
finishing; the shop server 100 executes billing processing

- relating to the.contents treDSaction. The billing
proce351ng is proce551ng for receiving contents charges from
-a transaction account of the user. The received contents
charges are distribnted among various parties involved, such
as the copyright holder of the contents, the shop, the user
device authentieation'server administrator,; etc.

Up to this billing processing, the key switching
.processing process of the encrypted cOntents‘keys-by the
user device authentication eerver 300 is mandatory, so the
shop server 100 cannot execute billing piocessing only bf
processing with the user device. Also, the user device 200
Veannot decrypt the encrypted.contents key, and accordingly
can not use the contents. The user device authentication
'Server records contents transaction contents with all key

switching processing that has been executed in the user



in Fig. 17(f), using the public key KpDAS of the user device

aut henti.cation server 300 extracted fromthe public key _certificate.
Further, an arrangenent nay be nade wherein the encrypt@ﬁ“@ﬁﬂi%ﬂﬁ% data -
(user device) is verified using own public key KpDEV. (20) Saving '
processi ng The user device 200 which has verified the encrypted contents
key data 2 (shop) received fromthe shop server 100 decrypts the encrypted
contents key: KpDEV(Kc) encrypted  with its own public key KpDEV contained
in the encrypted contents key data-28¢shop), using its own secret key
KsDEV, further generates the encrypted contents key: Ksto(Kc) by
encryptlon using the storing key Ksto of t he user deV|ce 23 March 2005 -

89  and q&hakRs dutinerti ddis ot YWk AR Hﬁh@@j&ﬂ %%x%é) At the

time of using contents, the encrypted content 'S decrypted

USi NG t leseiraLRd KA K Hiar athdd®o G LY S 4RV 'ﬁxo%%tarfft ed, and the

extracted contents key Kc is used to execut e decryption processing of the

encrYDt@dntéﬂﬁhe&&&n%%c&gﬁﬂkﬁﬂﬂ%mﬂiQﬁﬁ?QﬁxﬁﬁﬁfQﬂthﬂQJﬁﬁﬂ executing the
contents (Content). Fig. ‘19 illustrates the processing flow feor obtaining

and savhrgotrtié ngagt, eaos theay sKe: reinsa dtien s etk ROGhdisidp ditke
encrypted contents key: KpDEV(Kc) encrypted with own public key KpDEV is

extractadpnbybebemesempdesubee20&herbmqu&h&emnﬁﬁup&ﬁx&uﬂnﬁﬁmﬂeﬂ key data 2
(shop) received from _ _
- contents sales.
(18) Transmit encrypted contents key data 2 (shop)
Upon the-biiling procéssing at the shop server 100
endlng, the shop-server 100 transmlts encrypted contents key
data 2 (shop) to the user device 200.
Fig. 17(f) illustrates the configufation of the
| encrypted cohtents key data 2 (shop).. The encrypied
contents key data 2 (shop) has the user device ID which is
fhe idehtifier of the user device 200 which is the rejuester
of the encrypted contente key request, and the encrypted
contents key data (DAS) received from the user device
authentication server 300 (data exclﬁding the public key
certificates of the user device and user device
authentication_server shown ianig.ﬂ17(d)), with the
electronic signature of the shop server 100 having been
affixed to this data. Further, the public key certificate
of tﬁe shop server 100 and the public key certificaee'of thee
user device authentication_server 300 are attached te the

encrypted coﬂtents key daté 2 {(shop), and sent to the user

device 200. 1In the event that the user device 200 already



t he shop server 100(S71), the extracted encrypted contents key: KpDEV(Kc)

is decrypted using own secret key KsDEV, and the contents key Kc is
extracted (S72). Further, encryption processing of ‘the 33ﬁ$¥ﬁW§OQ%y Kc is
execut ed using the. stored key Kst-o of ‘the user device to generate the
encrypted contents key: Ksto(Kc), which is stored in the storing means
(internal menory) of the user device 200 (S73). Due to the above

processing, the user device can obtain the encrypted contents Kc (Content)
and the contents key Kc of the encryBfed contents, so the contents can be
used. As can clearly be understood fromthe above description, a key . '
swi t chi ng processing process for encrypted contents keys at the user

devi ce aillENtHeA UM iTERESF c@&iﬁ({??\{%aéﬁr g%é\@fﬁ%@gg‘g 90 before. _

the contents can be made usable at t ser evrce cordingly, the

shop seawtheh®Qcativ@l seaRY} @ndfthe Ydbng: Q&E}F uger¢ggvi ce 200
secretly fromthe user device authen?%catron erver %gbé ﬁngﬁg t he

cont ent shopablegvalr,t He Usehdde \HeeRssHIE 145 Hedlf 4% é%ﬁ@eﬂﬂ%§a£§9 Server

records all contents transaction contents wherein key swi tching’processing -

has been exeowedin theté&eensethdevibe adbRelblGal QutIRIMSCddGRNSE -
managenent, database described with reference to Fig. 6, and accordingly

can rranageveraagacu.soas ehtdltly skdpowledged raNIRCtd aRsL R{b1 & £ S

billed, ‘and .accurately distribute contents charges received in the brllrng

processpﬁﬁtbf and ghopbetgveh@ that the encrypted contents key data
(DAS) which the shop server 100 receives from the user
‘device authentlcat;on server 300, is the simplified
enCrypted contents key data (DAS) desefibed earlier with
refe;enee to Fig. 18(d'), the shop server 106 sends the-
encrypted'centents key data 2 {shop) shown inAFig.'IB(f't to
the user device. That is, the shep server attaches the
public key certificate of the shop server 100 and the pdblic
key certificate of the usef device authentication server 300
‘to ihe data wherein the sigﬁature of the shop server has
been affixed to the simplified encrypted contents key data
(DAS) shown in Flg. i8(d"), and sends this to the user
device 200.

(19) Verification processing
Upon receiving the encrypted contents key data 2 (shop)

from~the shop server 100, the user device 200 executes
verification processing of the encrypted contents key data 2
'(shop). This verification processing is the same as the

processing in the processing flow described earlier with

reference to Fig. 15, with the user device 200 first



various parties involved, such as the copyright holders of -the contents,
shops, user device authentication server admnistrator, and so forth.
(Transition status in the devices) In this series of prodéddaray2P@?ating to
contents transactions in each of the shop server 100, user device. 200,
user aut hentication server (DAS) 300, shown in Fig. 1, the next processing:
is determ ned according to the status indicating the processing state. The
status is nanaged for each of the conténts transactions, in the purchase
managenent dat abase .of the shop ser vePBsttown in Fig. 3, the |license
managenent dat abase of the user device .authentication server shown in Fig. -
6, and the purchase 23 March 2005 - 91 nmnagenent database of the user '

devi ce shmmmtiimgiver B idot io®XeEPt ke ;E.'unsmc kB9 sbat4sibhaRShl QReof the
shop server 100 wll be described with reference to Fig. 20. Processing
starts Bhop lsestap seredredyf ra et vé nghepnsepver pUochagsingegyest data
fromthe user device 200 (corresponding to a process (3) in Fig. 1). The
shop seP@@ﬂl£0¢ewemgﬂkxDﬁfuheriﬁﬂﬂamxhukm@mitpnlcnﬁ,uggénd@xb@@tggo, and
in the event,. that the verification succeeds, sets the status to _
" pur cha¥&¥rifdeapionn oforifiectaddctdniie s igndeuevent thatehodgpteat is not
made fromthe data verification that the purchase request is valid, either
t he proPR8SPRES| ¥eyafadm @d,(sdiop) shown in Fig. 17(f), using the '

public key KpSHOP of the shob server 100 extracted from the
public key certificate; Further, verification of the public
key certificate of the uéexrdevice authentication servér 300
_is-executed us@ng the public key KpCA of the issuer
authority (CA), and verification is execﬁfed on the
signature_of the (12) éncrypted contents key data (DAS)
jantained in the éncrypted contents key data 2 (shop) shown
in Fig. 17(f), using the public key KpDAS of the user device
authenﬁication server 300 extracted from the publié key
certificate. Further, an arrangement may be ﬁade wherein -
the encrypted-contents data (user device) is verified using
-own public key KpDEV.

(20) Sa?ing processing

The user device 200 which has verified the éncrypted
Vcontents key data 2 (shop) recéived from the shop server 100
decrypts the encrypted‘contenfs.key; KpDEV(Kc) encrypted
Vwith its oﬁn public key KpDEV contained in the encrypted
contents key data 2 (shop), using its own secret key KsDEV,
further generates the encrypted contenﬁs key: Ksto(Kc) by

encryption using the storing key Ksto of the user device,



simlar proc’essi ng, pur chasing reception processing in this case, i s
repeated a predetern1ned nunber of tinmes and then cancel l ed, and t
status is set to "purchase reception failed". The flow15?5@§@H§ QQ)the

next step only in the event that the status is "purchase reception

conpl eted". Upon the status meking transition to "purchase reception

conpl eted", next, the shop.server 100 transnits the encrypted contents key

data 1 (Shop) to the user device 200 gcorrespondlng to process (5) in Fig.

1), and receives-a reception respoﬁs (response) fromthe user device, and
sets the status to "key 1 distribution conpleted" In the event that '
transmission of the key data 1 was not successful, either the processing

i s cancalnlde&totrresslﬂnﬂsarlrprtﬂf‘eesﬁid}gmgi’mé&{@kbﬁoﬁ% u@gdr GEQNST $§HON

processing of the key data 1 in this case, is repeated a predeterm ned

nunber &ft ﬂ:ﬂu%&giﬁeoldfowsnglg/ma}itéthsprtqc@s&%% Bed anset 196 ,@é@l t he
status is set to "key 1 distribution failed" e fl.ow proceeds .to the

next st Egtodicy s tdeergpemid tisding hehestidised kékaystlo CAsd rikelt i on

conpl et ed”. In the event that the status makes transition to "key 1
di st ri bEPREBNESNEEt B¢ 1snextracitedshemd e re i asdi o et the leRgr ypt ed
contents key data (DAS) fromthe user device authentication server 300
(corr eshendFngsed gpo@é§§U@§2PEPNYH©u9n ﬁtoana$xngﬂnﬂeﬁheﬂﬁﬁbnyyﬂédcatIOn

In the event- that the verification is successful, the status is set' to "key
contents Kc (Content), thereby reprodu01ng and executing the

contents (Content).

Fig. 19 illustrates the processing flow for qbtaining.
-ahd saving the‘cpntents key Kc with the user device 200.
Eirst, the encfypted contents key: KpﬁEV(Kc) encrypted with’
own pnblic_key KpDEV is extracted, by-the user device 200,
from the encrypted contents key data 2 (shopj received from
the shop server 100(S71), the extracted encrypted contents
'key: KpDEV(Kc) is decrypted ﬁsing own secret key KsDEV, and
the contents key Kec is extfacted (§72). Further, encryption
proeeesing of the contents key Kc is executed using the

- stored key Ksto of the user device to generate the encrypted
contenfs key: Ksto(Kc), which is stored in the storing means
(internal memory) of the user device 200 (s§73).

Due to the above proceSSLng, the user device can obtain
the encrypted contents Kc (Content) and the contents key Kc
of the encrypted contents, so the contents can be used. As
can clearly be understood from the above description, a key
sWitching processing‘process for encrypted contents keys at

the user device authentication server 300 is mandatory



reception-conpleted", while in the event that judgenent was not nmade by the
data verification that the encrypted <contents key data éDAS) Is valid,

ei ther the process is canceled, or the sane processing, i on
processing in this case, is repeated a predeterm ned nunber of tines,
followi ng which the processing is cancelled, and the status is set to "key
reception failed". The flow proceeds to the-'next'step'onty in the event
that the status is "key receptlon steB conpl eted”. In the event that the
status nmekes transition to "key reCe I On conpleted" next, the shop
server 100 receives encrypted contents key transm ssion request data from
the user. device 200 (corresponding to process (15) in Fig. 1), 23 March

2005 - ®&foaed that @otRsdts Ad0bd AKECHMhe | At L Q¥E8E 4bRice
verification is successful, the status is set to "encrypted confents key

t r ansmi 29i0on eequeﬁun@a@epmhs1suﬁﬁﬂssﬁxﬁr BU id mdbhecgyspietdat judgenent
is not made fromthe data verification that the key transm ssion request -
data i ssedllidg eonftentsheopiheessiary desr RanGId atbcst By MEtéf PEOCESSI ng,
encrypted contents key transm ssion request data reception processing in

t hi s caveeri devépeanadhaenpricddtionrisead,exurdodr aofd tniaﬂe'mg fihé owi ng whi ch t he
processing is canceled, and the status is set to "encrypted contents key
transn1§§P§ﬁntﬁeqaé§ﬂeré@eﬁhﬁoNSEmIdafuCéIheﬁﬁamuaanxﬂﬁxmceo t he next step

only in the event that the status is "encrypted
authentlcatlon server records all contents transactlon

contents wherein key'switching processing has been‘executed;
in the user device authentlcatlon server 11cense management
database descrlbed w1th reference to Flg. 6, and accordlngly
can manage transactions of all shops, know transactionsjof
contents billed, and accurately_distribute contents charges
received in the.billing processing of the shops to the
various parties involved, such as the copyright holders of
the contents, shops, user device authentication server
administrator, and so forth. |

(Tfansition statusrin the devices)

In this series of processing relating to contents
transactions in each of the shop setver 100, -user device 200,
user authentication server (DAS} 300, shown in Fig. 1, the
next processing is determined according to the status
indicating the processing state. The statusris managed for
reach of the contents transactions, in the purchase
management database of the‘shop server shown in Fig. 3, the
license management database of the user device

authentication server shown in Fig. 6, and the purchase



contents key transm ssion request reception conpleted”. In the event that
status nmakes transition to "encrypted contents key trangm ssion request
reception conpleted", next, the shop server 100 execut e$S Margh /s
processing (corresponding to process-(17) in Fig. 1): Upon the billing

processi ng having been conpleted, the status is set to "billing
conpleted”, and in the event that the billling processing does not finish,
e.g., in the event that the contents charges could not be withdrawn from

the specified account of the user de%lce, the subsequent processing is not
executed, and either the processing is cancelled, or simlar processing,
billing processing in this case, is repeated a predeterm ned nunber of

times, hahkowies twithddie ¥ NiE 200y ey SGSSHL N1 § S Fangg)! ed, and
the status i's set to "billing failed". The 1 os\t/}v{ pr oc}é;%&gléb thgfoﬁ]!ext step
only inekhmplevent that the status is "billing conpleted”. In the event
that the status nmakes transition to "billing conpleted”, next, the shops

server 100 eRfrsitpsther 80akusSteAnpiesensbrgthlt LhepeReRLed ggontents key
data 2 ‘(shop) to the user device (corresponding to process (18) in Fig.

1). In whelebenteshatibike windr teifetenert et ¥ikay At a prddhoRg :
transm ssi on processing is conpleted, and a reception response is received

from thetases fevi the shep skatves by setelieihgeyontdindy iguidhaeconpl et ed”
while in the event that the key data 2 (shop) transm ssion processing :

.request data from the user device 200 (corresponding to a
proceSs_(B)_in Fig. 1). The sﬁop server 100 verifies ﬁhe

received data from the user device 200, and in the eventJ”r
' thaﬁ the verifiqation'succeeds, sets the status to "purchase
reception compieted", while in the event that judgementwis

‘not made from the data verifiéation that the purchase

_réquest is valid, either the proéessing is cancelled, or

similar processing, purchasing reception processing in this

case, is repeated a predetermined number of times and then
cancelled, and the status is set to "purchase receptioﬁ

failed". The flow proceeds to the next step only in the

event that the status is "purchase reception completed".

Upon the status making transition to-"purcﬁase

reception completed", next, the Shop serﬁer 100 transmits

the encrypted contents key data 1 (Shop) to the user device

200 (correspdnding to process (5) in Fig. 1), and receives a
reception response (response) from the user device, and sets
the-status to "key 1 .distribution completed”. In the event

that transmission of the key data 1 was not successful,

either the processing is cancelled, or similar processing,



i's not conpleted the status is set to "key 2 dlstrlbutlon failed".. Cnly-

in the event that the .status is "key 2 - distribution co 5 gh ayes the __l'

fl ow proceed to .the next. step, which is ending of proceSS|ng ere

the event -that the status is "key 2-di'stri-bution failed", the subsequent'
processing i s not executed,‘and either the processing.is canceled, or ‘the
sane processing, key data 2 (shop) transnission processing in this case,

is repeated a -predeterimned nunmber of.,tinmes. The shop server 100 executes
‘'such state transition for each conten § transaction. Next, transition of
status of the user device 200 will be described with reference to Fig. 21.

First, the user device 200 starts.processing by transnitting contents 23
Mar ch 2@@5n§®lsﬁuﬁwhag@09§ﬁﬁng aatthe dedshedastopl sen vietid 0Pageprigspondi ng
to process (3) in Fig. 1). Upon the user-device 200 receiving a reception
conpl et E§PEEEEENSe W@Qﬁt@w@\t@m ahfa dtei messu e 1 et Bnd owlieh shop
server -100, the status is set to (purchase request transm ssion ‘
conpl et the pzREesHinge isevancaldsad a ansk fdres & tiadrus ecepténte ohipet ed from
t he shog 10Q. cannot. _be received, either the processing is cancelled, or

si ni | ar IpRLEEBERAGD Saddrsle r Ehgefilow progessicorto glvcassitgtiep thi s case,

is repeated a predeternined nunber of times, follow ng which the
process?ﬂgy'én gﬁSeFVEBt hat the statys is d&end "Yertardu iaguest |

transn1é§ﬁ8fe£gaLed Only in the event that the status is "purchase
request , -
In the event that the status makes transition to "key 1

distribution completed“, next, the shop server 100 receives
the encrypted contents key data (DAS) from the user deVice
authentication server 300 (corresponding to process (12) in
Fig. 1), and executes data verification. In the event that
the-verificationeis successful, the status is set to “key
reception completed", while in the event that judgemeht wes
not made by the data verification that the encrypted
contents key data (DAS) is valid, either the pfocess is
canceled, or the same processing, key reception processing

~in this case, is repeated a predetermined number of times,
followihg which the processing is cancelled, and the status
is eet to "key reception failed". The flow proceeds to the
next step only in the event that the status is “"key
‘reception step completed“.

In the event that the status makes transition to'tkey

_ reception completed", next the shop server 100 receives
-encrypted contents key transmission request data from the

user deVice 200 (corresponding to process (15) in Figq. 1),



transm ssi on conpl eted", does the flow proceed to the next -'step. In t he

event that the status mmkes transition to "purchase reqy tr I Ssi on
conpl eted", next, the user device 200 receives encrypteégi%ﬂFggﬁégLey data

1 (shop) - fromthe shop server 100 (corresponding to process (5) in Fig.
1), and verifies the received data. In the event that "verification of the
encrypted contents key data fromthe ~shop server 100 is successful, the
status i's set to "key 1 reception conpleted', and in the event that B
judgenent is not made fromthe data Vérrfication that the encrypted
contents key data is valid, either the processing is canceled, or the
same processing, key 1 reception processing in this case, is 23 March 2005

- 96 repehidetan inEdRiRMtE Bledi usbesuedd [ | MBS, the! beshPoedi ch  the
processing is canceled, and the status is set to "key 1 reception failed". .

Only i n viehel fawentidrhaits tsheccdsd £151 ) Stheé kyatug eLePE NS Nl @t As e q does t he
flow proceed to the next step. In the event that the status rakes

transit comtieatskdeyl traarayitd soiorc anppwedsad "redwpt iok NeomiSEst V) Cen 00
transmi'ts encrypted contents key data (user device) to the user device
aut hent iL8athen eyenieth3d0 juwlyenesponidi nopit g ctrsen (e idatdFig. 1), and

receives a _data reception response. In the event that the data reception
r espons¥erdficagipad thafke thet days tiransetistsd ok eyeduenrts astsi airs oaipif ed”
and In-éggher the processing is céndelled, or similar processing,
encrypted cohténts key transmission request data recepfion
prbcessing in.this case, is répeated a prédetermine& nuﬁbér
foftimes, follgWing which the processing is candeled, énd
the,status is set to "encrthed contents key trénsmissién
requést reception failed)._ The flow proceeds to the next
sfep only in the event that the status is “encrypfed
contents key transmission request reception ¢ompleted".

~In the event that status makes transition to "encrypted
contents key transﬁission request'recéptionrcOmpleted",‘next,
the shop server 100 executes billing processing
(ccrresponding to process (17) in Fig. 1). Upon the billing
processing having been completed, the status iz set to
"billing completed”, and in the event that the billing
processing does'not,fihish, e.g., in the event that.tﬁe
contents charges couid not be withdrawn from the specified
account of the user device, the subsequent processing is not
éxecuted, and either the processing is cancelled, or similar

processing, billing processing in this case, is repeated a

-predetermined number of times, following which the



event that a data reception. response is not received, either the
processing is cancelled, or simlar processing, key tra ] SSJ

processing in this case, is repeated for a predeternineggﬁhﬁ8%28%§'tines;
followi ng which the processing is canceled, and the status is set to "key
transm'ssion failed". Only in the event that the status is "key
transm ssi on conpl eted", does the flow proceed to the next step. In the
event that the status nakes transition to "key ' transm ssion conpl eted",
next, the user device 200 transmts— &4 encrypted contents key transm ssi on
request 'to the shop server 100 (corresponding to-process (15) in Fig. 1),
and receives a data reception response. In the event that the 23 .March

2005 - Phoctaid d@CaPld M ERRPNSEnd StH&ECS YEgs 19C 8t atysnp i1 pehg! O
"encrypted contents key transm ssion request transm ssion conp e?ed"L

whi | e i Fdiledventridat] dhpided £ORPIHEID néBEPORSS bS1{0kn T €6E1 Ved,
either the processing is canceled, or the sanme processihg, encrypted

cont ent evieeit tHS MRS ARt UL QUL SUSLTT By BaR R sgocessing in this case,
is repeated a predeterm ned nunber of times,” follow ng which- the

processi ng i 3ncéheckedntanttathehet atud usS maklest @ ragRGrRiRiredo contents key
transm ssion requests transmssion failed". Only in the event that the

st at us i"bilddagy goegledsidnt adwty, HhreaandropgsisHrvanuast dxansgssi on -
conpl eted”, does the flow proceed. to the next step.
_ transmission processing of the encrypted contents key data 2
.(shop) té the user device (corresponding to process (18) in
Fig. 1). In.the eveﬁt that the encrypted‘COntenté:key dafa
2 (shop) transmission processing is completed, and a
reception response is received from the user'aevice, the
status is set to “key-2 distfibution completed”, wﬁile in
the-evept that thé key data 2 (shop) traﬁsmission processing
is not completed, the status is set to ;key 2 distribution
failed-. VOnly in the event that the status is "key 2
distribﬁfion completed", does the flowrproceed to the next
step, which is ending of prodessing here, or in the event
fhat the status is "key 2 distribution failed", the
subsequent.processing is not executed, and either the
processing is canceled, 6f the same processing, key data 2
(shop) transmission processing in this case, is repeated a
predetermined humbef of times. The shop servef 100 executes
such state transition for eadh contents transactibn;
Next, transition of status of the user device 200 will

be described with reference to Fig. 21. First, the user

device 200 starts processing by transmitting contents



In the event that the status makes transiition to "encrypted contents key
transm ssion requests transm ssion conpleted", next, the_ user device 200
receives encrypted contents key data 2 (shop) fromthe g%&%“@%?@%ﬁ 100 -
(corresponding to process (18) in Fig. 1), and data verification-is
performed. In the event that the data verification is successful, the .-
status is set to "key 2 reception conpleted", while in the event that data
verification was not successful or the like, either the processing is
cancel ed, or the same processing, keydata 2 (shop) reception processing
in this case, is repeated a predeterm ned nunber of times, follow ng which
the processing is canceled, and the status is set to "key 2 23 March 2005

98 recepiieNaai teguestndhbs e8eBhet BAbpt BB rokat 49l 3c’b&%s§on&% ption
conpl eted", the processing ends. The user device 200 executes such status

transittmnpf@me§@0h3p0ﬂﬁepig.tlynsaggbﬁntheheébr gkaetive bpansition at the
user device authentication server 300 will be described with reference to

Fi g. 22reddievirsegradescept dohhesnplateanregpyase308 shar benkea€sssi ng by
receiving encrypted contents key data (user device) fromthe user device
(cor r egporzhage toequesesdald) to nthégshdp. sdheeuseoogdevheesaathenikcati on
server 300 verifies the.received data fromthe user device 200, and in the
event tﬂﬁ# ﬁQKXRM¥¢H&$EHiQHH¢StSﬂr@nsmiﬂ$ioﬁebsmpheted", and in the '
event that a‘response for reception completed from the shop.
100 cannot be receivéd,_either the processing is cancelied,
br similar procesSing, purchase requést transmissidn
processing.in ;his casé, is repeated a predeterminéd number
'6f times,'following'which the processing ig cancelled, and
‘the status is set to fpurchaée‘request_transmission failed".
Ohly‘in_the event that the status is "purchase request. |
transmission completed", does the flow proceed to the néxt
Step. |
In the evenf that the status makes tranéition_to
"purcha?e request transmission completed",'ﬁext, the ﬁser
_ deviqe 200 receives encrypted contents key data 1 (shop)
from the'sﬁop server 100 (corresponding to process (5) in
Fig. 1), and verifies the received data. In thélevent that
verification of the encrypted contents key data from the
shop server 100 is successfql, the status is set to "key 1
-reception completed“, and in the event that judgement is not
made from the data verification that the encrypted céntents.

key data is valid, either the processing is canceled, or the

same processing, key 1 reception processing in this case, is



status to "key‘reception. conpl eted", -and in the event that judgeneht S

not made fromthe data verification that the data is au%@&&%ﬁgooq‘{ t he
2005 o

li ke, either the processing is canceled, or the same pr
processing of - the encrypted contents key data (user device)
I's repeated a predeterm ned nunber of tines, follow ng which
processing is canceled;, and the status is set to "key recept
Only in the event that the status is "key reception conplete
flow proceed to the next step. Upon $he-status naking transi
reception conpleted", next, the user device authentication s
executes contents key swi tching processing (corresponding to

ception
in this case,
-t he .
ion failed".

d", does the
tion to "key
erver 300

23 March 2005
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only status transition that exists here Is "key swtching co
the evepbcbpaliohheastahus Mekay LR Redto tHRY M JCig
next, the user device authentication server 300 transmts en
cont ent sk&py1dataepPASh tompikerdss Wesl e (F1GH TATRUKH 1D

np I n
&onpl et ed”,
crypted

tGPr ocess

(12) in Fig. 1), and receives a data reception response fromthe shop

server APt stephe event that the data reception response is
status is set to."key transm ssion conpl eted",
In the event that the status makes transition to

recei ved, the

"key 1

reception completed", next, the user device 200 transmits

encrypﬁed contents_key data (user.device) to -the user

device

authentication_server 300 (corresponding to process (8) in

Fig. 1), and receives a data reception response. In the

‘event that the data reception respbnse is received, the

status is set to "key transmission completed”, and in

event that a data reception.response is not received,

the

either

the processing is cancelled, or similar ﬁrocessing, key

transmission processing in this case, is repeated for
predetermined_number of times, following which the

processing is canceled, and the status is set to "key

a

transmission failed". oOnly in the event that the status is

"key transmission completed", does the flow proceed to the

next step.

In the event that the status makes transition to

"key

transmission completed”, next, the user device 200 transmits

an encrypted contents key transmission request to the

server 100 (corresponding to process (15) in Fig. 1),

shop

and

receives a data reception response. In the event that the



while in the event that there is no reception of the data reception
response, either the processing is canceled, or a simlar processing,
transm ssi on processing of the encrypted contents key da?%ﬁ%%ﬁﬁﬁOQQIthis
case, is repeated a predeterm ned nunber of times, follow ng which the
processing is canceled, and the status is set to "key transm ssion _
failed". In the event that the status is "key transm ssion conpleted", the
processing ends. The user: device authentication server 300 executes such:
state - transition for eachfcontents-t?bnsaction._(FIOM/of contents purchase
processi ng) -Next, the processing of data transm sSion/reception executed
bet ween -t he shop server 100, user device 200, and 23 March 2005 - 100 user

devi ce authepbbeption $¥syRns300s RRIIRARY, % ‘]_raqa' HEMS ¢ se request
made from a userﬁ_dev.i ce t\g%;h_op_ Sjserve_r, W'l IriﬂlbeS esc_r%ll}escgi %{f‘% ng a -
flow. Thenpippeeai Bontendy keydicHagehishtiont B fRldtOWthashmiddidn and D,

and  described accordingly. A Processing between the shop server and user

devi ce cémptepedceswhide( ih theowgRnlOxhaftOWhd Maftiad rebegdildinl
aut henti cati on between the. user device 200 and shop server 100, through

t he contespsnpar thanetr eguedvetl, omithlee wher pleviees i 0 ddirehep  ser ver

100, . through transm ssion of the key 1 (shop) fromthe shop server 100 to

t he useer delvéceall@Oprocessing, encrypted contents key transmission
requests transmission processing in this case, is repeated a
'predetérmiﬁed'number of times, following which the o
processing is canceled, and the status ié.sét to "encryptéd
contents key t;apsmission requests transmission failed".
-Only in the event that the statﬁs is'"encrypted contenté key
-tfansmission request trahsmiésion completed", does the flow
proceed to the next step. |

In the event that the status makes trahsition to

"encrypted contents key transmission requests transmissién
completed”, next, the user device 200 receives encrypted
contents key data 2 (shop) from the shop server 100
(corresponding to process (18) in Fig. 1), and data
verification is performed. 1In the event that the data
verification is successful, the status is set to "key 2
reception completed", while in the event fhat data
verific&tion was not successful or the like, either thg
processing is canceled, or the same processing, key data 2
(shop) reception processing in this case, is repeated a
predetermined number of times, following which the

processing is canceled, and the status is set to "key 2



B. Processing between the user device authentication server and user
device (the processing (7) through (9) in Fig.-l)rNUtua% ﬁ#tgfeéé ation
bet ween t'he user device 200 and wuser device authenticat DAL 300,

t hrough transm ssion of the encrypted contents key data, through received
data verification at the user device authentication server 300. C. '
Processi ng between the user device authentication server and shop server
(the processing (11) through (13) in Fig. 1)' Mitual authentication

bet ween the user device. authenticati®h server 300 and the shop server 100, -
t hrough-- transm ssion of encrypted contents key data (DAS), through 23
March 2005 - 101 verification of the received data at the shop server. D.

Pr Ocesskaﬁe?%ﬁ\ﬁﬁe?faﬁﬁ%dsh()p 13N e%'eqltuﬁ:%raﬁjet\é{ecestatq%gism'%%ﬁ% ng (14)

t hrough (19) in Fig. Mut ual aut hentication between € user “device 200.

and shepcepeysh é@ﬂﬁlb%awghth%a@v'%@c%%is%qofexﬂw YRR Lt cey

request data from'the user device 200 to t'he shop server 100, through

transm ggboexebuths ka¥h2stahar) ciraa@ithensien @ @onkthilo the user
devi ce 200, through verification of received data at the user device 200.

First, desasaption.will be nade with reference to Fig. 23 and Fig. 24,
regardi ng A. Processing between the shop. server and user device (the
processing (Ngxt hrotathug 6rsoiion at the user device

authentication server 300 will be described with reference
7 to Fig. 22. The user device authentication_server'300
starts proqessing by receiving encrypted contenﬁs key date
(user device) from the usef'device (corresponding to process
(8) in Fig. 1). The user deﬁice authentication server 300
veiifies the received data from the user device 206, and in
the event that the verification is sucqessful, sets the
status to "key reception completed“, and in the event that
judgement is not made from the-data ﬁerification that the
data is authorized or the like, either the processing ie
canceled, or the same processing, reception processing of
the encrypted contents key data (user deviee)_in this case,
is repeated a predetermined number of times,'followiﬁg which
‘the processing is canceled, and the status is set to "key
reception failed”. Only in the event that the status is
"key reception completed”, does the flow proceed to the next
step. |
| Upon the status making transition to "key reception |
completed”, next, the user device authenticatiod eerver 300

executes contents key switching processing (corresponding to



in Fig. 1). In Fig. 23 and Fig. 24, the left side illustrates - processi ng

at the shop server, and.the right side, processing at t ser I ce. .
Note that in all the flows, processing at the -shop. ser?gr“}IJ ?ﬁ@?cated by

processing step Nos. Sl Oxx, processing at the user device.is indicated by
processing step Nos. S20xx, and processing at the user _device _

aut hentication server is indicated by processing.step Nos. S30xx. First,
as shown in Fig. 23, nutual authentication is executed between the shop
server and the user device (51001, ~52904) . The mutual authentication
processing is executed as the processing described with reference to Fig.
12 or Fig. 23 March 2005 - 102 13. Data conmunication is executed by

c ti - tran ta as, nec a u5| t he seSS|on key
32n2¥§tgggfﬁg?hélﬁﬁt3§}%ﬁﬁfh vi & o qggggs n;aeghop
aUthe”tbﬁitbﬁﬁneebggc%§kigﬁ Shed, %ﬁ%te P ervq§gxﬁgé§ SF U9 k&Y a new

processing No. ft he purcHase management’

pr ocesskRgcOninY LEAISLed {HheOENTL @,%n%ssmo L 4 2utnenti cat on

bei ng * establis he user device generates A0t

appl i edwhe ébnSké NERNEShEhgNeBahL 0T dom, Jqunber, for
eggnple aﬁd addsythe nem/?gaﬁsa%Floﬁl to %hg 8&? % atrl%atabase (see

Fi g. 8)trmﬁsﬁtﬂﬁmlEH&EYe£§QQQ3hereFH§thﬁ%y EQ&tEﬁghgdgﬁhﬁﬁe%éﬁQUtes'
transm ssion of contents

: In the event that the status makes tran81tlon to "key
sw1tch1ng completed”, next, the user device authentlcatlon
server 300 transmlts encrypted contents key data (DAS) to
shop server 100 ecorrespondlng to process. (12) in Fig. 1),
and receives a data receptlon response from the shop servef
100. In the event that the data receptlon response is
irecelved, the status is set to "key transmission completed®,
while in the event that there is no reception of the data
reception response, either the processing is canceled, or a
similar precessing, transmission processing of the encrypted
contents key data (DAS) in ‘this .case, .is repeated a

- predetermined number of times, following which the
processing is canceied, and the status is set to "key
transmission failed". In the event that the status is "key
t;ansmission completed”, the processing ends. The user
device authentication server 300 executes such state
transition for each contents transaction.

{Flow of contents purehase processing)
Next, the processing of data tiansmission/reception

executed between the shop server 100, user device 200, and



pur chase request data.to the shop server ($2004), i.e., transm ssion of

the (3) purchase request data shown in Fig. 14(a). The shop server. '
recei ves the contents purchase request data fromthe usép! 9@3@9?51004);
and executes verification of the received data ($1005). The data '
verification i's. processing followi ng the processing flowin Fig. 11
~described earlier. in the event that the data is confirned to be

aut hori zed data with no tanpering fromthe verification of the received, a .
reception OK response is - transnitted%o=the user device (S1008)., and the -
status of the purchase nanagenent database is set to "purchase reception
conpl eted" ($1010). In the event that 23 March 2005 103 verification of

the recgiypdadalaeShathehlabathgndald viet 3%6}uta%rdn@%giq¥gaat hat has been

tanpered with, a reception fail response is transmttéd to the user device

(S1007) gorbéntEhgusbhhlds PbqhBeLPWaGRATE o RAGSEBN edalRDase dppset to
"purchase reception failed" "($1009). Upon receiving a reception OK response

from t heeptiop, welYehe(d8Bckibed0821192406) a thewiSennde prer slingt he
status of the purchase nanagenent database to "purchase request

t ransmi sbownisodnt eied"” inasdtlipoficneeRiivigng,an,r e;ephnidom,f ainld r esponse from .
the shop server (No in $2005, $2006), the user device sets the status of
the purdésseibednageordingayabase to "purchase request transm ssion
A. Processing betwéen the shop server and uéer device
(the processing (1) through (6)-§hown in Fig. 1)
Mutual authentication betweeﬁ the user device.zod and
‘shdp server IOO,Athrough the contents purchase reéuest from
the user device 200 to the shdé server 100, through |
transmission of the key 1 (shoé) from the shop server 100 to
‘the user device 200.
E. 'Processing between the ﬁser device authentication
server and user device (the processing (7) through (Qj in
Fig. 1)

: Mutual authentication between the user device 200 and
user device authentication server 300, through transmission
of the encrypted éontents key data, through received data
verification at the user device authentication server 300.

C. Processing betweeﬁ the user device authentication
server and shop server (the proCessing (11) through (13) in
Fig. 1) o |

Mutual authentication between the user detice

authentication server 300 and the shop server 100, through

transmission of encrypted contents key data (DAS), through



failed". Follow ng setting the status of the purchase nmanagenent database
o0 "purchase reception conpleted" ($1010), the shop servggy&gﬂerates
encrypted contents key data 1 (shop) (see Fig. 14(b)) ( 5,29¢%nsnit3'
the encrypted contents: Kc (Content) encrypted with the contents key: Kc
to the user device ($1012), and further transmits encrypted contents key
data 1 (shop) shown in Fig. 14(b) ($1013). Upon setting the status of the
pur chase managenment dat abase to purchase request transm ssion conpl eted"
(S2007), the user device receives rhé? énCrypted_contents Kc (Content)
encrypted with the contents key: Kc fromthe shop server ($2009), and-
further receives the encrypted contents 23 March 2005 - 104 key data 1

(shop) shewmicatkbf. ok4thy ¢82010kd Haeauser tﬂ%Vls%ng verification
processing of the data received in step 52009 and S2010 (see Fig. 11)

(52021), arml. i reidcesying bbevesrr theécahbpnsefveheanacaseedddatiae confirns
that the data is valid data with no tanpering, a reception OK response is
transni (tke pootéssshgp($4)vehrohgh2g)s)and Fhg.stgtus of the purchase
managenent database is set to "key 1 reception conpleted" (52025). In t he-
event that Metridl catitenioicathon deetween dehe sbonsdéhatet B@0dahd i s

unaut horized data that has been tanpered with, a reception fail .response is
transnishep servée Lhdp tbrvegh teaosmjssand oﬁeeacay9$60fCph£6pmschase

nanagenent dat abase
key request data from ‘the user dev1ce 200 to the shop server

-100, through transmlsSLOn of_the key 2 {(shop) from the_shop
'sérvé:‘loo to the user device 200;_through verification of
received data'etﬁthe useridevice 200; |

First, descriptien wiil be made with reference to fig.
23 end Fig. 24, regardihg A. Processing between the shop
server and user device (the ?roceSSLng (1) through {6) shown
in Flg. 1).

 In Fig. 23 and Fig. 24, the left side illustrates

processing at the shop server; and the right side,
-proceSSLng at the user device. Note that in ail the flows,
processing at the shop server 15 indicated by processing
step Nos. S10xx, processing at the user device is indicated
by processing step Nos. S20xx, and processing at the user
device authentication_servet is indicated by processing step
Nos. S30xx.

First, as shown in Fig. 23, mutual authentication is
executed between the shop server and the user device (slo01,
52001). The mhtual authentication processing is executed as

the_pfocessing described with reference to Fig. 12 or Fig.



is set to "key 1 recepti-on failed" ($2026), follow ng which the connection
with the shop server is cut off (.52027). The shop sefvgﬁgéeceé&ﬁi t he
response fromthe user- device ($1021), and in the event areth sponse °
is OK the status of the purchase managenent database is set to "key 1-
di stribution success" ($1024). tn the event that the response is fail, the
status of .the purchase nanagenent database is set to "key 1 distribution
failed" ($1023), follow ng mhich'coq@ﬁftion'mith t he user device is cut
off ($1025). Note that in the eveni ©of“nmutual authentication failure in
step S1002 or 52002, or in the case of a "purchase reception failed"
setting-for the status in S1009 or a 23 March 2005 - 105 "purchase request

transm dsi.on Dadid edumatidalgidorid hexesieéd shy nendey 52008, thde processing
is canceled for .either -case, processing for cutting off the connection is

per f or mta agsaiitiedp dedes sisnearsiss aiNexis intesteié pt et ovi | keppe made with
reference to the flow shown in Fig. 25, with regard to B. Processing
bet weengepggalesr ige kibee mutttsdntawtemini cariver mruteseinglevimgmot he
processing (7) throu%h (9),in Fig. 1). First, nutual authenticationis . i
execut eBUbEade aithgat igadd oge Hada questarhl icdtedhn tdhey \shommekertver user devi ce
(53001, _52031). The mutual authentication processing is executed as the
pr ocessPAGSd8sBRFhERRI PhocerEiag dla-o t g:hel pugchEsp management

database (see Fig. 3), as a new processing entry (S1003).

On the other hand, upon mutual autheﬁtication_béihg

éstab;ishéd, the user device generatesra'tranSQCtion 1D to

be applied to Fhis cohtents transaction, baséd'on a'randbm-

number, for example, and adds the néw tranéactidn IDrtolthe

rpurchase_databaSE'(see Fig..é), as a new entry (S2003).

Further, the user device executes transmissibn of contents’

.purchase reqdest data to the shoﬁ server (S2004), i.e., |

transmission of the (3)_purchase request data shown in Fig.

14(a). | |

The shop sérver receives the conﬁents purchase request

data from the user devicé.(81004), and executes verificatioh

of the received data (S1005). The data veﬁification is

processing following the processiﬁg flow in Fig. 11

described earlier. 1In the evenﬁ thatrthe data is confirmed

to be authorized data with no tampering from the

verification of'the_receivéd, a reception OK response is

ﬁransmitted to the user device‘(SlOOB), and the status of

the purchase management database is set to "purchase

recéption completed" (81010). In the eventrthat



13. The data communication is ‘executed by encrypting transmtted data as
necessary,. using the session key generated in the nutual_authentication
processing. Upon nutual -aut hentication being est abl i shed® Maeh 49 devi ce
aut hent.i cation. server adds a new user .device authentlcatlon - server
processing No. to-the |icense nanagenent database (see Fig.- 6), as a new
processing entry (53003). On.the other hand, upon nutual authentication
being established,. the user device _ generates encrypted contents key data
(user device) (see F|g.-14(C)) (52035 3 and transnmits this to the user
devi ce authentication server - (52034). . The user device -authentication
server receives the 23 March 2005 - 106 encrypted contents key (user

devi ce)véaigitaeibhherusae rdeviced a3Qa4showad theeC RS e filscat i on of
the received data (S3005). The data verification is processing follow ng

the progrssthgrikew datki ghatlhdesoeehedappllriear wilth,t e reveptibhat the
data is confirned to be authorized data with no tanpering fromthe
verificsaibnrefpbhser #setradsndtaedator ehepuser QéviespqsiooTs,t aadsnmitted
to the user device. (53008), and the status of the |license nanagenent
dat abaskhei stattstof "khy pacehasenmanagbmead"d@ﬁ&ﬁh@b.ibnsehetevent "t hat
verification of the received data shows that the data is unauthorized data
t hat haSp¢EQMB$enpe¢entmpnhfaaledéceﬁﬁpﬁﬁ)talI response is transnmtted to

t he user device
Upon recelv1ng a receptlon OK response from the shop

server (Yes in S$2005, 82006), the user device sets the
status of the purchaee'management databasefto "purchase -
request transmission eompleted“, and upoﬁ receivingla
receptlon fail response from the sh0p server (No in S2005,
82006), the user dev1ce sets the status of the purchase
‘management database to-"purchase request transmission
failed". | | |
Following setting the staﬁus of the purchase management
database to "purchase reception completed” (81010), the shop
server generates encrypted contents key data 1 (shep) (see
~ Fig. 14(b)) (S1011}), transmits the encrypted contents: Kc
{Content) encrypted with the contents key: Kc to the user
device (51012), and further transmits encrypted contents key
data 1 (shop) shown in Fig. 14(b) (S1013). | |
Upon setting the status of the purchase management
database to "purchase fequest transmission completed"
(S2007), the user device reeeives the encrypted contents: Kc
- {Content) encrypted with the contentsrkey: Kc from the shop

server (S2009), and further receives the encrypted contents



(53007), and the status .of the l'icense managenent. dat abase is.set to "key
reception failed” in (53009), follow ng which connection with the user .
device is cut off (53011). Upon receiving a reception CK??&@E@thpﬁron1the
user device authentication server (Yes in-52035, 52036), the user _device
sets the status of the purchase managenent dat abase. to "key transm ssion
conpl et ed" (52037), and upon receiving a receptlon_fail_response fraomthe
user device authentication server (No,.in 52035, 52036), the user device
sets the status of the purchase naﬁagHW%nT dat abase to "key transni ssion
failed" (52038), following which connection wth the user device is cut
of f (52039). Note that in the event of nutual authentication failure 23

March 200fy idats ep GH8R) WhSdd32n ttﬁ PLOEBFS(BIoig)ycancel ed, processing
for cutting off the connection is. perforned and the processing ends. Next,

description whel usermade iWd Raefidi@ncttf tder idn Q¥ Sheuwing df khe6, Wi th
regard to C. Processing between the user device authentication server and

shop serdatra (delvse ipreat eiasistgeg IS)oadhranghs2dB) [He&iwigl)11Fi (s2o2myfual
aut hentication i s executed between the user device authentication server
and the asﬂdoprBZ:t@BJE;ven'lﬁwe:han vzdr Bfddwinien abf otheroeesived dstaer (53021,
I s executed as the processing described with reference to Fig. 12 or Fig.
confirms that the data is valid data with no tampering, a
reception OK response is transmitted to the shop server
-(82023), and the status of the purchase management database
is set to "key 1 reception completed" (82025) In the event
that verification of the received data shows that the data
1s unauthorized data that has been tampered with, a
reception fail response is transmitted to the shop server
(52024), and the status of the purchase management database
is set to "key 1 reception failed" (S52026), following which
~ the connection with the shop server is cut off (S52027).
The shop server receives the response from the user
detice (81021), and in the event that the response is OK,
the status of the purchase management database is set to
*key 1 distribution success” (51024). In the event that the
response'is fail, the status of‘the purchase management
database is set to "key 1 distribution failed" (51023),
_following which connection with the user device is cut off
(81025).
Note that in the event of mutual authentication failure

in step $1002 or 52002, or in the case of a “"purchase

reception failed" setting for the status in S1009 or a



13. The data communi-cation is executed by encrypting transmtted data as
necessary, .using the session key generated in the nutual _authentication
processi ng. Upon mnutual authenti.cation being est abl i shed23MaEch €895 devi ce
aut henti cation server generates encrypted contents key data (DAS) (see
Fig. 17(d)) (33023), and transmits this to the shop server (53024). On the
ot her hand,. upon nutual authentication being established, the shop server
recei ves the encrypted contents key %%tq (DAS) (see Fig. 17(d)) (51033),
and executes verification of the reéeived data (31034). The data
verification is processing.folleowi ng the processing flowin Fig. 11
described earlier. In the event that the data is confirmed to be authorized
dat a w t'punchaaeppeeingstr dmaniseiz3 idbr diai2GOB' -selt8ing efdsf itdet i on of the
received data, a. reception OK response is transnmitted to the user device
aut hent statiieninether 52088036he @pwecess intgtiss anadied uFashasidhemagenent
dat abase is set to "key reception conpleted' (S1038). In the event that
verifi caapen prochesingefesdcoitinghodd ttiwt adieiition iis peafidigEdzed dat a
t hat has -been tanpered with, a reception fail response is transnitted to

t he usefNgelh@ePBOCRERLNFaLNEE -server (51037), and the status of the’

purchase managenent database is set to "key reception failed" in-(S1039),
fol | owi ng WHISHE ¢ SRREEIRRLR t Wil hebgsBrdegWitBe TSEFRERCEC AP SRSserver is

cut of f_(51040). L - .
flow shgwn in Fig. 25, with regard to B. Processing between

the user device autheﬁtication servér and user device (the
processing (7) through (Q) in Fig. 1).

Firsf, mutugl authenticationiis executed between the
user device authentication server and the user device (53001,
§2031). The mutual authentication processing is executed as
| the-procéssiug described with reférence‘to Fig. 12 or Fig.
13. The data communication'is executed'by encrjpting
transmitted data as necessary, using the session key
generated in the mutual aﬁthenticatioﬁ processing. Upon
mutual authentication being ésfablished, the user device
authenticatidn server adds a new user device authenticaﬁion
server processing No. to the license management database
(see Fig. 6), as a neﬁ processing enﬁry (S3003).

On the other hand, upon mutual aﬁthenticafion being
Aestabiisﬁed,,the usér_device generates enqrypted contents
kéy dafa (userldevice) (see Fig. 14(c)) (52033), and
transmits this to the user device authentication server
(52034).

The user device authentication server receives the



~Upon receiving a reception OK response fromthe shop server (Yes in 53025,
53026), the user. device authentication server sets theréégﬁus g@%%he

| i cense ‘managenent database to. "key transm ssion conple argly ), and "
upon receiving.a reception fail response fromthe user device (No in. '
53025, 53026), sets the status of the |license nmanagenent database to "key
transm ssion failed" (53027), follow ng which connection with the user

devi ce aut-hentication server is cut off (53029). Note that in the event of
nutual authentication failure in stef?%3022 or $1032, the processing is
cancel ed, . processing for cutting off the connection is perforned and the
processi ng ends. Next, description will be made with reference to the 23

March 2@ ryptefl donneat®Mkdn Figer 2e?ith Fidat28rrdhtbhéegaed to D
. Processing between the shop server and user device (the processing (14)

t hr oughdetG)xe nsBiog4)]) arfd reaiecitied heerti fcf icd a5t | O9e PFOEEESEAY, NUL Ual
verification is executed between the shop server and the wuser device :
(S1051, d82@5XE3 059 .nutihal daitisherdr KBkdaNidE ieXREEsk Beg t hel swhessi ng -
described with reference to Fig. 12 or-Fig.. 13. Data conmunication is
execut.ethiy peocegptingg £liohe itr ahisyd thle dietata osi reecelsikar y Ut nghd he sessi on
key generated in the nutual authenticati'on processing. -Upon tutual.
aut hent pEantothbéi kyeesndll iishevniiimaddro deviasghorized datarwith
nojtampeting from the verification of‘the received data, a
;eception OK resgonse is transmitted tb-thé user devicé_
(S3008), and the status of the license management database
is set to "key’rédeption coméleted"'(s30i0). In the eveﬁt
that_verifidatidﬁ of the_received.data shows that thé déta
is unauthorized data that has been tampered with, a
reception fail résponse is transmitted to the user.device
{S3007), and the status‘of the liéensé,management database
is set to "key reception failed" in (S3009), following which
connection with the uéer device is cut off (S3011).
| Upon receiving a feception OK response from the user
device authentication server (Yes in $2035, S2036), the user
device sets the status of the purchase manageﬁent'database
to “"key traﬂsmission completed” (S2037), and upon receiving
'a reception fail response frbm the user device
authentication server (No in 52035, $2036), the user device
sets the status of the purchase management database to "key
Vtransmission failed" (S2038), following which connection

- with the user device is cut off (S2039).

Note that in the event of mutual authentication failure



gener at
17(e))
server

(S1055) .
in Fig.
be authorized data with no tanperlng
data, a reception K

es encrypted contents key transmission request data (see Fig.

(S2053), and transmits this to-the shop. server (S2054). The shop
recei ves the encrypted contents key transnissio 40G%at a from
t he user device (S1054), and executes-verification of the received data

The data verification is processing follow ng the processing
11 described earlier:. In the event that the data is confirmed to
fromthe verification of the received

response is tTaH¥ﬁ1Tted to the user device (31058),

fl ow

and the status of the purchase nanagement  database is set to "encrypted

contents key transmi ssion request reception conpleted' (31060). In the

event that stasg faxmdd o of264e, Z&é@%f&@Q%n%eiéocaﬁS&% ed data shows.

that the data i s unauthori zed dat a

has en tanpered'with, a

recept i @rdoids IRE NS &ou St ikd ABM ERE L Pnébeiysels dﬁékf@rﬁééoéﬁéi and the
of the purchase managenent database is set to "encrypted contents

key trandm peicaressiqueséndeception failed" in (51059). Upon receiving a

st at us

reception OK response fromthe shop server (Yes in 52055, S2056),

t he user -

devi ce sets Neat,stlasosipft iome wilic hes mathn agaite e fiatahas eed acnencrypt ed -
contents key transm ssion request transm ssion conpleted” ' (52057), and
upon reéépw'ﬁ@ownrememﬁgM1Z&ﬂIwiuhﬂnngardrtnnc. Processing between

the user dev1ce authentlcatlon server and shop server (the

_proce551ng (11) through (13) in Flg..l)

Flrst, mutual authentication is executed between the

'user dev1ce authentlcatlon server and the shop server (83021,

521031) The mutual authentlcatlon proceSSLng is executed
as the proce581ng described with reference to Fig. 12 or Fig.
13. The data communication is executed by encrypting
transmitted data as necessary, using the session key
generated in the mutual authenticationrprocessing. Upon

mutual authentication being established, the user device

;authentication server generates encrypted contents key data

_(DAS) (see Fig. 17(d)) (S3023), and transmits this to the

shop server (S3024).
- On the other hand, upon mutual authentication being
established, the shop server receives the encrypted contents

key data (DAS) (see Fig. 17(d)) (S1033), and executes

verification of the received data (S1034). The data’

verification is processing following the processing flow in
Fig. 11 described earlier. 1In the event that the data is

confirmed to be authorized data with no tampering from the



the shop-server (No in 52055, 52056), the user device sets the status of

t he purchase managenent ‘dat abase to "encrypted contents kgﬁg}ransn155|on
request. transm ssion failed" - (52058). Foll ow ng settlng ret 04 of the
pur chase nanagenent database to "encrypted contents key transnission
request reception conpleted" (51060), the shop server generates encrypted
contents key data 2 (shop)  (see Fig. 17(f)) (51061), and transmts the :
encrypted contents key data 2 (shop) shown in Fig. 17(f) to the user .

devi ce (51062). Follow ng setting thel@8atus of the purchase nmanagenent

dat abase to."encrypted-contents key transm ssion request ‘transm ssion
conpl et ed" (52057), the user device receives encrypted contents key data 2

(shop) (weei Fiant ik (91 ¢hemascbeanazoRs a HlepkBsnsBRP-5ERYRLS( 52059) -

The user device executes verification proceSS|ng datarrecsi ved in

step $2069 {smesiigred Ho (620 7ider 20dviSe  BoLAYRRLCLBAbLVEELEgal i on of the
recei ved data confirns that the data is valid data wth no tanpering, a o

recepti oMK G EspaRbethe §tansdi &t eghé OpliRenabePmaRhYehehb2878)nagad the
status of the purchase nanagenent database is set to™ "key 2 reception

conpl et ' 5e82076)"kdyn tdwe@vim ddmblevedt f (Spo3ON. of Thhensespbned data
shows that the data is wunauthorized data that has been tanpered with, a
recept i dhatf aldr ifdspdnism icf trlensnedd bred adate shops senyerth$287¢y, and
is unauthorized data that has been tampéred witﬁ; a
reqeption_fail reSponse'is transmitted fo the aser‘device:
aUthentication server (S1037), and the status of.the
purchase management database is set to "key-feception
| failed" in (81039),r follow1ng which connection with theruser
dev1ce authentlcatlon server is cut off (81040).
Upon receiving a recaptlonbOK response from the shop
server (Yes in S3025, S3026), the user device authenticatidn
- server sets the status of the license management database to
"key transmission completed” (S3028), and upon receiving a
reception fail_response from the ﬁser device (No in s3025,
53026), sets the status of the license_maﬁagemenﬁ database
to “key transmission failed" (S83027), followingrwhich
connection with the user device authentication server is cut
Off (S3029).
Note that in the_event of mutual authenfication failuré
in step 53022 or 51032, the'processing is canceled,
processing for cutting off the connection is performed and
the processing ends.

Next,.description will be made with reference to the



the status of the purchase nmanagenent database i.s set to "key 2 reception
failed" (52076), followi ng which the connection with th 0 er is
cut off (52077). The shop server receives the response f&%i&¥ﬁé§@@%r. :
device (51071), and in the event that the response is OK the status of

t he purchase managenent database is set to "key 2 distribution success”
(51074). In the event that the responseis fail, the status of the -

pur chase managenent - database is set to "key 2 distribution failed"
(51073), follow ng which connection WPeh=the user -device is cut off
(51075). Note that in the event of nutual authentication failure in step
51052 or. 52052, the processing is canceled, and processing for cutting

of f the fhoweghidwm 15 Pigf ozeshandigsd bBr chi2@0ehAedpkBCcHsSSi ng ends.
[ Modification of the basic contents distributi.on nbdel 1] So far, the

conf i guriatdaes sty retoesah ngher Sieeplus esvel 6AAL ABbE ABYEBAS|{BHEePr ocessi ng
have been descri bed based on the configuration. of the basic contents

di stri buttiasressoide) (114 s howowgh F{ 19) linbRigvatjous forns may be realized
other than the configuration shown in Fig. 1, so as long as the
confi gur at i of1adi.caltl yhieatimepolfl stdmrimg qunddeps big onuitaral execut i ng.
contents key switching processing at a user device authentication server.
Var i ous Vitddifficeqiiamsiavareqved detiesen i bied. sfibp senveguand i tine shown in
Fig. 29 is a configuration ' _ : _ ,
user device (51051, S2051). The mutual authentication is
executed as the processing described with reference to.Fig.
12 or Fig. 13. Data communication is executed by encrypting
the transmitted .data as necessary using-the_sessioﬁ key
generated in the mutual authentication proceséing. Upon
mutual authentication being established, the user device
-generates encrypted contents key transmission-request data
‘see Fig. 17(e)) (S2053), and transmits this to the shop
server (S52054). |
The shop server receives the encrypted contents key
transmission request data from the user device (81054), and
~executes verification of the received data (81055). The
data verification is processing following the processing
flow in Fig. 11 described earlier. 1In the event that the
data is confirmed to be authorized data with no tampering
from the verification of the received data, a receptidn OK
response is transmitted to the user device (51058), and the
status of the purchase management database is set to

"encrypted contents key transmission'request reception

completed” (51060). In the event that verification of the



wherein the functions of the shop server are divided, with a .shop server '
-and di stribution server being provided. The shop server _100 recejves :
contents purchasing requests from the user device 200, BAMAFR£09But i on of
the contents to the user device 200 is executed by the distribution server
400. Wth the present exanple, nutual authentication processing between
the entities i's omtted, but- the nutual. authentication processing may be:
performed in the same-way as with the basi'c contents distribution nodel 1.
The shop server 100 receives purchasel¥®quest data from the user device
200, performs. verification of the data (process (3) in Fig. 29), and
verifies the validity of the request data, follow ng which transm ssion of

the conuﬁ&ﬁéiééﬂiﬁﬁﬁ31éﬂBﬁé*tﬁ5¥3ﬁ%étdé@wfi@nuﬁﬁﬂeﬁéiiﬁedtHgtgiEhékbUti0“

server 400 is executed (process (4) in Fig. 29). The distribution server

400 ver infaise SN tieiifertid twidill iDNréaspesdn 0pd 81 f FOSpbhse $50p server 100,
and in the event that confirmation is nade that the data is authorized, the

encrypt edanentidrttes] textutas et rduride IIENf 5 fed abRe esdfuangdrt he
encrypted contents key data (distribution server) are transmtted ,

( pr ocesshebpunchiEisg m2Gagehtemte ntrtyytiae contsast stkeyerl@tpptédi stri bution
server) corresponds to the encrypted contents Kkey data 1 (shop) in the
above- desotiepds deyodinmsmismicn seqiatst weadpicon afakléde twntents key Kc
encrypted with the. public key KpDAS of the user device authentication
server, {§1059). ' '

. Upon receiving a reception-OK requnsé from the shop

ééfveﬁ (Yes.in 52055, 82056), the user device sets the
 status-of thé‘purchase management database to "encrypted
contents key transmission request fransmission compietea"
(82057); and upon'receiving'é teception fail response from
the shop server (Nd in 52655, 52056), the user device sets
the status of the purchase managément database to "encrypted
contents key transmission request transmission failed"
(52058).

Following setting the status of the pufchase management
datébase to "encrypted contents key franémission request
reception completed"” (S1060), the shop server generates
ehcrypted contents key data 2 (shop) (see Fig. 17(f))7
(S1061), and transmits the encrypted contents key data 2
(shop) shown in Fig. 17(f) to the user device (51062).

Following setting the status of the purchase mahagement
database to. "encrypted éontents key tfansmission request
transmission completed" (S2057), the user device receives

encrypted contents key data 2 (shop) (see Fig. 17(f)) from



I .e., KpDAS(Kc). Processing follomﬁng reception of the encrypted contents

~and encrypted conténts key data (distribution server) b e u devi ce
200 fromthe distribution server 400, is the same as thé3éﬂﬂghiﬁg%t based

on the configuration shown in Fig. 1 earlier. Wth the present
configuration, the shop server 100 primarily executes functions of
receiving contents request fromthe user device and verifying the

aut hori zation thereof, and receiving an encrypted contents key subjected
to key switching fromthe user devicklhuthentication server and
distributing to the user device,  and does not. perform  managenent or
distribution of the contents thensel ves. 23 March 2005 - 114 Accordingly,

this |s-@héC§HB§Lgéf¢g§ (@goggfonflguratlon wherein-there are multiple
di stribution servers serving as various contents nanaging entities, such-

as musi c contrgRt wised Skl QR ERISE Vel OF i JRNA %%@é&ﬁ@t@fa@@@?one

contents distribution servers for nmanagi ng gane co

shop serdstia eSO tih SEGNTSI6S9 I LIBESHid T oM § hFSﬂ@?i% dg¥lcenand
transnits a contents distribution request to distributioh server managi ng

the requdst etreranttanits vemoRias Ngh tOF ttiee reEsted Asa SYEELLmENI S
configuration, the user device and shop server performinteractive

comuni &akitortheniatia usesalhiel |deter netth g tampetheg, dasiécéﬁti@@ server
to the user device is one-way _

OK response is transmltted to the shop server (S2073), and

the status of the purchase management database is set to

"key 2 receptlon completed" (52075). 1In the event that
~verification oﬁ-the.recelved data_shows that the data is
unauthorized data that has been tampeted with, a reception

fail response is transmitted to the shop server (82074), and

the status of the purchase management database is set to

"key 2 reception failed" (S2076), following which the
~connection with the shop server is cut off (820775.

The shop server receives the response from the user

device (S1071), and in the event that the response is OK,

the status of the purchase management database is set to

"key 2 distribution success" (S1074). 1In the event that the
response is fail, the status of the pnrchase management )
database is set to "key 2 distribution failed" (51073),

following which connection with the user device is-cut off
(81075).

Note that in the event of mutual authentication failure

in'step 81052 or 52052, the processing is canceled and

proce551ng for cuttlng off the connectlon is performed and



communi cat’ion, so-high-speed satellite comunication can be used, which is
advant ageous. As with Fig.. 29, the configuration shown in Fig. 30 is a. '
configuration wherein the functions of the shop server afeMaERZHR, with a
shop server and distribution server being provided. The shop server 100
recei ves contents purchasing requests-fromthe user device 200, but
distribution of the -contents to the user device 200 is executed by the

di stribution server 400. This differs fromthe configurati-on shown in Fig.
29 in that a contents distributiomr ridduest is not transmitted fromthe '
shop server 100 to the distribution server 400, and rather configuration
is such that the user device authentication server 300 23 March 2005 - 115
transni&ﬁmpgﬂﬁayggﬁﬁgnéﬂ&ggions requests to the distribution server 400.
The shop server 100 receives purchase request data from the user device

200, penidiEiverdilonc @i ahobddie: dmedty QeSS {Rtidh FhédeBA 1 and

verifies the validity of the request .data, follow ng which transm ssion of
the content ssodifaky i bhki ebnFeguest ibd bR Pevced AW YPHd R 7 ver 300

i s executed (process (4) in Fig. 30). Subsequently, the ‘user device
aut hent coattieat ss pureha3dhqv @iriddeds e Mot bddi Aassrilfod bass@mds t hat
transm ssion. o ‘ - ' : ‘ ,
the configuration of the basic contents distribution model 1
éhowh in Fig. 1, but various forms may be realized other
than the ébnfigurétion shown in Fig. 1, so as long as fhe
configuration basicaily has a policy for a configuration fbr-
~ executing Contents-key switching processing at a user device
authentication Server. Various mcdificatiohs will now be
described;

- The configuration‘shoﬁn in Fig. 29 is a configuration
wherein the functions of the shop server are divided, with a -
shop server and distribution server being prévided;. The
Shop.server 100 receives contents purchasing requests from

_the user device 200, but distribution of the contents to the
user device 200 is executed by the distribution‘server 400.
With the present éxample, mutual authentication processing
between the entities is dmitted, but the mutual
authentication proéessing may be perforﬁed in the same way
as with the basic éontents distribution model 1. B

The shop server 100 receives purchase request data from
‘the uéer device 200, performs verification of the data

(process (3) in Fig. 29), and verifies the validiﬁy of the

request data, following which transmission of the contents



distribution distribution request data in Fig. 30), and in the event that
‘confirmation the request data is authorized, executes of the contents :
distribution request to the server 400 (process (6) in F?@M@RB?OW%e

server 400 verifies the contents distribution fromthe device

aut hentication server 300, and in the event that confirmation is made that
this is authorized, the encrypted contents extracted fromthe contents
dat abase 410 and the encrypted contents key data (distribution server) are
transnmtted to the user device 200-(pddcess (8) in Fig. 30).. The encrypted.
contents Key data (distribution server) corresponds to the encrypted
contents key data 1 (shop). in the above-descri bed enbodinent, and is data

whi ch k KpDAS of
i ch cepéet psut hencPaLBaLE koY cke g;i%&;efig%l\eaﬁ %Xge%r) g isG key KDDAS o

t he user devi ce aut henfication serv rch 2005 -

116 Progessts8d [pLbousRI(L§CERt kg Ohohe %%%rﬂak%%lb%ﬁﬁkﬁﬂk%ri%
encrypted content's key data (dlstrlbutlon server) by the user vi ce.200

from t heooli wéFibués OBoREEHEE diQerbﬁt&Bﬁ i%we%% WaeCH0M RR! based on
the configuration shown in F|g 1 earlier th the present configuration,
t he us&ﬁuﬂ@vséﬁver 100, and in the event that confirmation is made
that the data is authorlzed, the encrypted contents
extracted from the contents database 410 and the encrypted
contents key deta (distribution server) are transmitted
(process (6) in Fig. 29). The encrypted contents‘key date
(distribution sefver) corresponds to the encrypted contents
key data 1 (shop) in the above—described_embodiment, and is
data which contains the contents key Kc encrypted with the
public key KpDAS of the_user device authehtication server,
i.e., KpDAS(Kc). | i o
| Processing following reception of the encrypted
contents and encrypted contents key data (distribution
serﬁer) by the user device 200 from the'distribution server
400, is the same as the embodiment based on the
configuration shown in Fig. 1 earlier. -

With the present cOnfiguration, the shop server 100
primarily executes functions of receiving oonteots request
from‘the user device and verifying the authorization thereof,
and receiving an encrypted contents key sﬁbjected to key
switching from the user device authentication serter and
distributing to the user device, and does not perform

management or distribution of the contents themselves.



aut henti cation server 300 can obtain and manage information of the
device which is a contents purchase requesting entity a% breggggﬁi
there is a contents purchase request to the shop server B

swi tching -request fromthe user device 200. Accordingly, at the tine of
recei ving the key switching request fromthe user device 200, collation
processing regardi ng whether or not this is an already-registered c
purchase requesting user device can be nade. [1.3 Basic contents

di stribution nodel 2] . Next, descripti®fwi |l be made regarding a basi
contents distribution nodel 2 which differs fromthe basic contents
distribution nodel 1; with reference to Fig. 31. Wth the basic contents

di stri buldevxdmeply 2. cHeres i £cm (K84 £ b OS2 %4 0ORETERERRTORC! Meen the

user devi ce 200- and user device authenticati on server

(1) whwreiigh thDe shawiudt fHoe &ﬂswiﬁu@foﬁeééfwfg sgf—{}iﬁ{;heg on the

differences with the basic contents distribution nodel

of

pr

user
t hat

t he key
ontents

I C

€ processing

esent

enbodi nemtrioust walntZhtMneth 208y -erkdifc i /) hankh Cad | Rils PEOESRBERDs (( 1),

(7),

(13)) is described as ‘being performed in the communi cation bet

the ent dilisés: ibmiti cinhisenveyr shef cminidredy sy nAseES adata, (JandiEsRtents
aut hentication The user device 200 which is attenptlng to purchase
contentdlsmambuma0$h6@ryemwemdmmmqnadxngnganﬁlﬁﬁntents, etc., and

one shop server responds to a-contents request from the user

device and transmits a contents distribution request to

distribution server managing the requested contents,

according to the- request. Aléo, due to this configuration,
the user device and shop server_berform interactive
communication} which uses the Internet, but from the
diStfibution server.tb‘the user device is one-way
communication,_so high-speed satellite communication can be
used, which is advantageous. |

As with Fig. 29, the configﬁration shown in Fig. 30 is
a. configuration wherein the fuﬁctioné of the shop'setver are
diVided, with a shop server and distribution server being
provided. The‘shop_servef 1d0 receives contents purchasing
fequgsts from the user device 200, but distribution of the
contents to the user device 200 is_exeduted by the
distribution server 400. This differs from the
configuration shown in Fig. 29 in that a contents

distribution request is not transmitted from the shop server

100 to the distribution server 400, and rather configurafion

is such that the user device authentication server 300

ween



aut henti cati on processing with the shop server 100. The nutual

aut henticati on processing is the processing described wth reference to
Fig. 12 or Fig. 13. In the nutual authentication'procesgﬁﬁﬁy9?ﬁ@0§e33ion'
key generated in the nutual authentication processing is used to execute
encryption of transmtted data as necessary and perform data S
comuni cation. (2) Generate transaction |ID and purchase request data and
(3) Transmt purchase request data Upon success of nutual authentication
bet ween. t he shop server 100 and userlifevi ce 200, the user device 200
generates contents purchase request data. Fig. 32(g) illustrates the -
configuration of purchase request data. The purchase request data has the

data of transhars RBoMtctd atrislantddd -efet?ﬁeéf'@ ﬁ&'%ée’f-vef 100 and whi ch

is the destination of the request of contents purchasing; a transaction ID

whi ch t lad serdbyptiioan sieeassigyy, neans of the user device 200 gener at es _
based on a random nunber as an 23 March 2005 - 118 identifier for contents

transacti onsThenghbpr sbevez 200t geleivel $RIPEMGAT Ruddtedd{d efrgf the
contents whicch the user device desires to purchase, and electronic
si gnat utbeofiselre dewrier AeNi,CcparFoaffd xeq i ddd Fodlasa. tipeirdhes, the public
key certificate of the user device is attached to the - : ,
(process (3) in Fig. 30), and verifies_the validity of the
request data, following which transmission of the conﬁents
“distribution request to the device authentication servér 300
'is executéd (process (4) in Fig; 30).- Subsequéntly, the |
user device authentication server 300 Verifies the data,
. (process (5) in Fig. 30), and in the event that confirmation
ié made that the requést data is authorized, éxecutes “
'iransmission of.the contents distribution reéuest to the
distribution server 400 (process (6) in Fig. 30). The
distribution éerver 400 verifies the-contents'distribution
request data from the device authentication server 300,‘and.
in the event that confirmation is made that this is
‘achorized, the encrypted contents extracted from the
contents database 410 and the encrypted contents key data
(distribution server) are transmitted to the user device 200
(process (8) in Fig. 30). The encrthéd contents key data
'(distribution server) corresponds to the encrypted contents -
key data 1 (shop) in the above—descfibed embodiment, and is
~data which contains the contents key Kc encrypted with the

public key KpDAS of the user device authentication server,

i.e., KpDAS(Kc).



purchase request data, and is sent to the shop server -100. Now, in the
event that the public key certificate has already been gsent to_the shop
side at the tine of the above- described nutual authenti@ﬁﬁ&ﬂﬁ‘ﬁ?%%essing;
or in processing prior to that, there-is not necessarily the need to-send
it again. (4) Verify received data Upon receiving the purchase request
data shown in Fig.  32(g) fromthe user device 200, - this shop server 100
execut.-es the verification processing of the received data. The details of
the verification processing are as-deber+bed wth reference to Fig. 15
earlier. (5) Transmt encrypted contents and purchase reception data Upon
verification of the purchase request data being conpleted at the shop

server 100’P@aééé&gﬁ?ﬂﬁ?f¥§dghi“¥g%e {fgnt é%ﬂké @ﬁcfgéggqized contents

pur chase request w't ata tanpering, t shop ser 00 transmts

encryp ( ' ' t daf : sser devi ce.
YPt&Rsht &Y e P é&ﬂf’qﬁ%&cﬁ’”ﬁ%ﬁ?ﬁ%ﬁ% g}‘r&]ﬁ’ %ﬁg? phsteibleiba

These are encrypted conte eln contents 23 March 2005 -

119 ark. QA Y L d tl & CoB) 8¢ S268YVEraRde ket @i stPRbitibRdkeakEpg that
t he purchase request has been received, this being data that does not

cont ai mddle iNAHPIRME HE S dfyod trdme HPEAS(&g) twBerein the contents .
key: Kc has been encrypted with the public key of the user device :

configuration shown in Fig. 1 earlier.

With the preSent'cénfiguration, the user device
authentication setver 300 can obfain and manage-information
of the user device which is a cohtents purchase requesting
‘entity at the point that there is a contents purchase
fequest to the-Shop server 100, before the key switching
féquest from the user device-ZOO. Accofdingly, atrthe time
of réceiving the key'switching request from the ﬁser device
'200, collation_pfocesSing regarding whether or notlthis is
an already—registered contents purchase requesting user
device can be made. i

[1.3 Basic contents distribution.model 2]

Next, description'willAbe made regarding a basic
contents distribution model 2 which‘differs from the basic
contents distribution model 1, with reference to Fig. 31.
With the basic contents_distribufion model 2, there is no
data tranéﬁission/reception between the user device 200 and
user device authentication server 300. The processing of
(1) through (19) éhown in Fig. 31 will be described
centering on the differences with the basic contents

distribution model 1. In the present embodiment, mutual



aut hentication server (DAS) 300. Fig. 32(h) illustrates the configuration
of the purchase reception data. The purchase reception gg&ﬁ?haa user
device ID which is the identifier of the user device ' 20 ey P@sthe
requester of the contents purchase, purchase request data (the data in
Fig. 32(g) excluding the user device public key certificate), and the shop
processing No. generated by the shop server acconpanying the contents
transaction, with the electronic signature of the shop server 100 affi xed
to this data. Further, the public keyl7certificate of the shop server 100
is attached to the -purchase reception data, and is sent to the user device
200. Now, in the event that the shop server public key certificate has

al r eady, RERBRE¢RA L On! B%o\é%%rsiﬁggi(ﬁq %s‘i S? 32,“ (1?32% bisTyelorlibed as .

£%8 -
above-descrr%eg mut ual “aut henti1 cati o essi -Oor 1 n processing prior

to thatpelh§' Selobbd RBCeRSALOMuLRCaRE0E botiRRg thea@RitNtiCd), Verify
recei ved dafia Upon receiving the encrypted contents: Kc (content) and the

pur chasgu £ eeeps | RRydBkaokiewBd BsFngceddhl) .from the 23 March 2005 - 120
shop server 100, the user device 200 executes verification processing of

t he purchase reaeptu®n sathentdibcstioerificati on processing is processing
the sanme as the processing flowin the above-described Fig. 15, wth the.
user devi ce A} wseacuénjcae2d iwiaichoniof athemptbhgctéepurchase
contents from the.shop'servér 100 perfofmé mutual
authenticétion'prodeséing‘wifh the shop server 100. Thé
mutual authentication prdcessing is the processing‘descriﬁed
.with reference te Fig. 12 or Fig. 13. ih the mutual_
authenticétion proceséing, the session key generatéd in the
mutualrauthentication pxoceséing is used té execute
encryption of transmitted data as necessary and perform data
communication. |
(2) Generate trénsactianID and purchase request data
énd |
(3) Transmit purchasé request data
Upon success of mdtualrauthentication between the shop-
server 100 and user device 200, the user dévice 200
generates contents purchase request data. Fig. 32(qg)
illustrates the-configuratidn of purchase request data. The
purchase request data has the data of: a shop ID which is an
identifierrof the shop server 100 and which 1is the
destination of the request of contents purchasing; a

transaction ID which the encryption processing means of the

user device 200 generates based on a random number as an



certificate of the shop server received fromthe shop server 100 using the
public key KpCA of the issuer authority (CA) first, and %Qgﬁlagﬁg)executing
verification of the shop signature of the-purchase recep r Shown in
Fig. 32(h) using the public key KpSHOP of the shop server that has been
extracted fromthe public key certificate. (7) Miutual authentication (8)
Transm t encrypted contents key data 1 (shop) Next, the shop server 100
accesses the user device authentication server 300, and executes nutual
aut henti cation processing between thél8hop server 100 and the user device
aut hentication server 300. Upon nutual authentication being established,
the shop server 100 transmts encrypted contents key data 1 (shop) to the

user dﬁﬁéﬁﬁi@ﬂébe@Bkcébhﬁﬁn%gr%%&ﬁ%ggtigb%; %%ﬁikf&%h%ﬁ¢%@%$%ﬂéﬁ%s

I
configuration of the encrypted contents at a shop) he "encrypt ed

content spkeyrdahg is(ahopiehds fackSer YW eBRULRENLIGRH ¥he S@kYET ID
which is the identifier of the user device authentication server 300 which

i s the desicoadbonres tbepddchhseh 3085e1eb2iongRCEYRnadus@NbeNkhkey
swi tching request, and the purchase request data received fromthe user

devi ce @9@r (déeidat siarffked 83(ghisxahudingrubenessr téevipae1pebl i c key
certificate) and shop processing No., with the electronic. .signature of
the shopeperertifidfatéfoketheousbrsddaiae Esrhbeachelieto the '
.burdhase request data, and is sent to the shop server 100.
" Now, in the event that the public key certificate has B
already been sént to the shop side at the time of the above- .
VdeSCribed mutuélﬂauthentication'processihg, or iA processing
prior to that, there is not necessarily the ﬂeed to send.it-
‘again.
-(4)'Verify received data
| Upon receiving the purchase request data shown in Fig.
32(g) from the user device 260, this éhop server 100
executes the verification processing of the received data.
Thg.detailé of the verification processing are as described 
with reference to Fig. 15 earlier.
(5} Transmit encrypted contents and purchase reception
data |
Upon verification of the purchase request datalbéing
completed at the shop server 100, and jﬁdgment being. made
that this is an authorized contents purchasevrequest with no
data tampering, the shop server 100 transmits encrypted

contents and the purchase reception data to the user device.

These.are encrypted contents: Kc (content) wherein contents



public key certificate of the shop server 100 and-the public key
certificate of the user device 200 are attached to the encrypted contents
key data 1-(shop), and is sent to the ‘user device authed® Maagh &P%erver -
300. Now, in the event ‘that the user device authentication server 300

al ready has. the user device publlc key certificate and the shop server
public key certificate, there is not necessarily. the need to send it

again. (9) Verify received data Upon receiving the encrypted contents key
data 1 (shop) (Fig. 32(i)) fromthe Bhdp-server 100; the user device

aut henti cati on server 300 executes verification processing of the received
data. This verification processing is processing the sane as the

pr 0CESS die [y dd 8 EOVE - SPEEREDReF Oandaabht Bikipgyuser devi ce.

aut hentication "server 300 first executinhg veri-fication of the public key

certificoteicdti oD a8t 18ESd V. 10 i ng the
public key KpCA of the |ssugﬁhgathor|€€q%%§§1ngnﬁggﬂeﬁggéggﬁdlnghﬂé

verifi cateinny dfatdeailteddayinots @ptaie toé éﬁrggéapésﬂteﬁ%e%g key
data 1 (shop) shown in Fi.g. 23 March 2005 - 122 usi ng the public key

KpSHOP afatidte KYToys (&7 )V arhdidin tlas dseresxd rl@@jr?dmfzr@ﬂétbéeﬁum ic key
certificate. Further, verification of the public key certificate of the -

user deanm:qrpisacbxemlt etheu kg it ek epulad £ Ctﬂ@yud@ﬁﬁd@h&@e i ssuer authority
(CA), and next verification of the user device _
authentication server (DAS) 300.

Fig. 32(h) illustrates the configuration of the
Vpﬁrchase reception data; Thé purchase reception déta haéAa
user device ID‘whiéh_is_the identifier of the user dévipe
200 which is the-requester of the contents purchase,
purchasé-request déta {(the data,in Fig. 32(g) excluding the

- user device public key certificate),rand the shop processing
No. generéted by the shop server accompanying the contents
transaction, with the electronic signature of the shop
server 100 affixed to this data. Further, the public.key
certificate of the shop sérver 100 is attached to the
‘purchaserreception data, and is sent to the user device 200.
Now, in the event that the shop server public key
certificate has already been seﬂt to the user device side at
the time'of the aboﬁe-described mutual authentication
processing, or in processing pfior to that, there is not
necessarily the need to send it again.

(6) Verify receivéd data

Upon receiving the éncrypted contents: Kc (content) and'

the purchase regeption data shown in Fig. 32(h) from the



signature of the (3) purchase request data contained in the encrypted
contents key data 1.(shop) shown in Fig: 32(i) using thg B@%Ii @gy KpDEV -
of the user device extracted from the publlc key. certi ? ) )
Encrypted contents key swi tching processing At the user device

aut henti-cation server 300, upon verification of the encrypted contents key
data 1 (shop)  received fron]the shop server 100 having been conpl eted, and
judgrment being made that this is authorized data, the user device

aut henti.cation server 300 decrypts tHe&®nmcrypted contents key contained in
t he encrypted contents key data 1 (shop), i.e., the data: KpDAS(Kc)
wherein the contents key: Kc is encrypted with the public key KpDAS of the

user dewihep saitientiotal itk SyUeIddPAR) éﬁﬁ)eﬁ%éﬁté%fﬁ%fff15§¥1gﬁDAs of

t he user device authentication server 300, to obtain contents key Kc,

and fur precegsiamads thie PraichRd KERien &fva. KPBEW Kc) wherein the
contents key Kc is encrypted with the public key: KpDEV of the user device.

- That i sverisdypatibay preicesiiing [0Gassidiss iy GXRs WAk | 4s tHge or der of
KpDAS(Kc) - Kc -> KpDEV(Kc). This processing is processing 23 March 2005 -

123 foptomeaglnbefﬂbaw1thWE|&bdﬁg}dé§%ﬁkﬁ§ﬂlﬂxgieiﬂJlﬁith £dd) Transnit
encrypted contents data Next, the user device authentication server 300
transnmi tlée!;ndﬁypcedZ@@nEam:stM}y oreetrd f(il0AS)idro diheclshqpulskiy eteyd 00.

certlflcate of the shop server received from the shop server

100 uSLng the public key KpCA of the issuer authority (CA)

flrst and then next executlng verification of the shop

signature of the- purchase reception data shown in Fig. 32(ﬁ)

ueing the public key KpSHOP of the shop server‘that has been

extracted from the publlc key certificate.

(7) Mutual authentlcatlon |

{8) Transmit encrypted contents key data 1 (shop)

Next, the shop server 100 accesses the user device
authentication server 300, and executes mutual
authentication processing between the shop server 100 and
the user device authentication server 300. Upon mutual
authentication being established, the shop server 100
t;ansmits encrypted contents key'data 1 (shop) to the user
device authentication server 300.

Fig. 32(i) illustrates the'configuration of the
‘epcrypted contents key data i (shop). The encrypted
contents key data i (shop)‘has a user device authentication

server ID which is the identifier of the user device

authentication server 300 which is the destination of the



The configuration of the encrypted contents key dat a (DAS) is shown in .
Fig. 33(j). The encrypted contents key data (DAS) has a sh%g D which is’
an identifier of the shop server 100 which-is the dest i RAMBH 6802 he

contents purchase request, the encrypted contents. key data 1 (shop) (the

data excluding the shop and the user device public key -certificate shown
in Fig. 32(i)), and further the encrypted contents key data: KpDEV(Kc)
generated by the user devi ce authentication server 300 in the

above-descri bed key sw tching proce§§lur with the electronic S|gnature of
the wuser device authentication server 300 being affixed to the data.
Further., the public key certificates of the user device authentication-.

server [L)?gtéd”l%diﬁ%n@e\/k@}ﬁ AP Fng AtdGeded, té)nahehéngﬁﬁﬁs gcontents

key data ( and sent to the shop server 100° Note that in the event

t hat theeqsm;t sRiteer Rl iRty Nl ScidiasfePuby Lokeyose[théi §at8Sin sending.
again is not necessarily needed. Also, in the event that the user device

aut hent Fdat.i G2 ( 9erfesludihg ki @ devidd pisrpedcép @érﬁiffééﬁéje t hi rd

party, an arrangenent may be used wherein the encrypted 23 March 2005 - 1247 .

cont ent ankeghopt @rCDAS)s iirgy Mat. ofwidttc difd gilledtixn LON$ Bynabgretde (8)
encrypted contents key data 1 (shop) w thout change, as shown in Fig.
33(j), bhe shvpesenVereil® ot ke flised devitdes alatwent ibattlver setver 300
extracts the shop ID, the user device ID, the transaction ID, contents |ID,
shop prggbggpngey certificate of the shop server 100 and the public
key certificate of the user device 200 are attached to the
encrypted contents key data 1 (shop), and is sent te‘the |
user device authentication server 300. Now,iin the-event_.
~ that theJﬁSer device authentication‘server 3b0 already has
the user device public key certificate end the shop server
pﬁblic key Certificate, there is not necessarily the need to
send it again. | | |
(9) Verify received data
Upon receiving the encrypted contents key data 1 (shop)
(Flg. 32(i)) from the shop server 100, the user device
authentication server 300 executes verification proceSSLng
"~ of the recelved data Thls verification processing is
processing the same as the processing flow in the. above-
@escribed Fig. 15, with the user device authentication
server 300 first executing verification of the public key
‘certificate of the shop server received from the shop server
100 using the public key KpCA of the issuer authority (CA),

and then executing verification of the electronic signature

-of the encrypted contents key data 1 (shep) shown in Fig.‘



No., and contents key KpDEV(Kc) encrypted with the publ i ¢ ‘key. of the user

device, affixes - the signature.to these, and uses this aé iﬁcrﬁg 8
contents key .data (DAS),-as shown in Fig. 34(j'). The p 8 b 5
certificate that needs to be attached i's the public key certificate of the
user devi ce authentication server 300. (12) Verify received data The shop
server 100 which has received the encrypted contents key data (DAS) (Fig.:
33(j)) fromthe user device authentication server 300 executes verification
processing . of encrypted contents keyl2fat-a (DAS). This verification '
processing is the sane processing.as the flow of the processing shown in
Fig. 15 described above, with a shop server 100 first executing

it hent 1At P o R S BB TR w P Hhbs O Bt b DasECPRER¥F cBbrbn corver

authentlcatlon server

300 W ! Bast BechliddHBed I il GUSPHE AL BOELI YL LA, ARIERRL, USt NG

the public key KpDAS of the user device aut I 'ONn Sérver ract ed

from thoepulplicathen & tHd G 1 k& QEule MEEAEL CoE ectroni c
signature of the 23 March 2005 12§%xencryptedé%%ﬁﬁéhggeﬁéﬁg%ata ( DAS)

shown i dekiige 33(jckechitled ddialy thife SR MeTkdy rc%&wrbf Stl?é(efé’ét?r%r' n the

event that the shop server 100 recelves t he si I fied encrypted contents
key datautBAB)tghQ®R )i, n abidg nedd( jveri FAadthiain ¢ s FAGe TN id@y be nmade
wherein the encrypted contents key 1
signature of the (3) purchase request data contalned in the
encrypted contents key data 1 (shop) shown in Flg. 32(1)
u31ng the public key KpDEV of the user dev1ce extracted ftom
the ‘public key eertlflcate.
(10) Encrypted contents key switching prpcessing
At the user device authentication server 300, upon
verification of the encrypted contents key data 1 (shop)
-received from the shop server 100 having been completed, and
judgment being made that this is authorized data,rthe uéer
device authentieation server 300 decrypts the encrypted
contents key contained in the encrypted contents key data 1
(shop), i.e., the data: KpDAS(Kc) wherein the contents key:
Ke is encrypted with the public key KpDAS of'the user device
authentication server (DAS) 300, with a secret key KsDAS ef
“the usef deviee authentication server 300, te obtain the
~contents key Kc, and further generates an encrypted contents
key: KpDEV(Kc) wherein the contents key Kc is eﬁcrypted with
the public key: KpDEV of the user device. That is to say,

key switching processing is executed in the order of

KpDAS (Kc) - Kc — KpDEV(Kc). This processing is processing



(shop 1) within the encrypted Contents'dataf(DAS)'shomn in Fig. 33(]) is

verified as necessary. (13) Mitual authentication, and (égkﬁﬁ agﬁg%
encrypted contents key request data Next, the user devi smts

encr ypt ed contents key request data to the shop server. Note that at this
time, in the event that a request. is to be executed with a different
session fromthe previous request, nutual authentication is executed
agai n, and encrypted contents key request data is transmitted fromthe user
device 200 to the shop server 100,~ 3ﬁﬁ%r—the condi tions that nutual

aut hentication is established.’(lS) Ver.ification processing, -and (16)
Billing processing Upon receiving the encrypted contents key reguest data

from-t h&dﬂ@wid?lltgfé £y Shienard oLy F i 001 X864 £boy SEAL £8E] ON Processing
of the encrypted contents key request data. This 1S same processing that

described wi {ih1)r eiranende edcrypted TorldRand adata verification
finishing, ~the shop server 100 executes billing processing relating to 23

March 2005 -N&26, the asetredesickarsdtien¥icatiiomiddrivid @oacessing is
processing for receiving contents charges froma transaction account of

t he usertramliseiteceinveyplent extreenhtay desy aletali @AS putedRensigbpyar i ous
parties involved, such as the copyright holder of the contents, t he shop,

the useFegueircd0o.

The. configuration of the encrypted contents key data
(DAS) is shown in Fig. 33(]) The encrypted contents key
‘data (DAS) has a shop ID which is an 1dent1fler of the shop

 server 100 which- is the destlnatlon of the contents purchase
reéuest, the encryptéd contents key data 1 (shop) (the data
exéluding the shop and thé ﬁser device public key
certificate shown ianig. 32(1)), and further the encrypted
contents key_dataﬁ KpDEV{XcC) generaﬁed by the user device
authentication server 300 in the above-described key |
switching_processing, with the electronic signatﬁre of the
user device authentiéation server-BOO being affixed to the
data. Further, the public key certificates of the user
device authentication server 300 and the ﬁser device 200 are
attached to the encrypted contents key data (DAS), and sent
to the shop server 100. Note that.in the event that the
shop server already holds these public key certificates,
sending again is not_necessarily needed. |

Also, in the event that the user device authentication
server 300 is an entity acknowledged to be a reliable third

party, an arrangement may be used wherein the encfypted



aut henti cation server adn1n|strator etc. Up'to this b||||ng processrng,

the key switching "processing process of the encrypted aﬁghfnt &ﬁys by the
user device authentication server 300 is nandatory, )
above- descri bed basic nodel 1, so the shop server 100 ‘cannot execute
billing processing only by processing wwth the user device. Al so, the user
device 200 cannot. decrypt the encrypted contents key, and accordingly can
not use the contents. The user device authentication server records '
contents transaction contents with all2&ey sw tching processing that has
been executed . in the user device authentication server |icense managenent
dat abase described wth reference to Fig. 6, and can know all. contents

LT anSactiGRECiNY ofopr s, €bl ok pT b1 Lhinge Acghdinglyy cconLemts .

transacti on perfor op sl ohe

R oL the 'E;f%r.t o dé‘*“z)”f o eveh fég*ﬁé?@aﬁ"%”t S

key data 2 (shop) . ocessi ng

oL he S SIAR Seiue. W?%‘%Eﬁa@%"zy‘%‘%‘%%é‘%ﬁ%tﬁsr P5a he

conf i gurattitenifcddion %ﬁﬁ% @b@%&@fﬁét%e&’h&'aéﬁ’oéh ho{?ﬂe Eggrencrypt ed-

contents key data 2 (shop) has the user device ID I's t I dentifier
of the wkaricevme 200 tahirdhdisidhers FHE &its ofp} %@ﬁ%ﬁ%@é’sm&t ents

key request, and the encrypted
No., and contents key KpDEV(Kc) encrypted with the public
key. of the‘use: device, affixes the 51gnature to these, and
uses this as encrypted contents key dete.(DAS),'as shown in.
Fig.'34(j'). The public key_ceftificate that needs to be
"attached is the public key certificate of the user device
authentication server 300. |
(12) Verify'teceived data

| The shop server 100 which has received the encrypted
contents key data (DaS) (Fig. 33(])) from the user device
authentication server 300 executes veriflcation processing
of encrypted contents key data (DAS). This verification
prOCessing is the same processing‘as the flow of the |
processing shown in'Fig. 15 described above, with a shop
sefver 100 first executing verification of the.public key -
certificate of the user device authentication server
received from the user device authentication server 300 with
the public key KpCA of the'issuer authority (CA), and .then
using the public key KpDAS of the user device authentication
server 300 extracted from the public key certificate to

execute verification of electronic signature of the



“aut hentication server shown in Fig. 33(j)), with the el

contents key data (DAS) received fromthe user device authentication

server 300 (data excluding the public key certificates g%@%p er device
Bﬁlgﬁgignature’

of the shop server 100 having been affixed to this data. Further,. the
public key certificate of the shop server 100 and the public key
certificate of the user device authentication server 300 are attached to
the encrypted contents key data 2 (shop), and sent to the user device 200.
In the event that the user device 20D2%l+eady hol ds the public key
certifi:cate of the wuser device authentication server and the public key
certificate of the shop server, it i's not necessarily needed to send this .

- ent o S e by S S bR R B LOEn g M e heebene ¢ hat
the encroeckiRni g svdseye 3k o DAS) ekl GDNE SPRR. SBLYRY (0D el ves

fromthe user device authentication serve € sinpl

fo : - | j i ' ' to Fig.
] e s LR e ST IPLE 8 LB ybthgr BbREEREE (0 11 O

cont ent keeydadat & DAK)S BHDws HWF 1 g Fjgﬁ (K’ putfnelhegyyser device. That

is, the shop server attaches the 'public key certificate of the shop server
100 and achrengeiient gy beeitddd catereifn thite L@;ﬁ‘érﬂﬁﬂhé&ecaﬂwﬁeél K&y pn

server 300 to the data wherein the signature of e shop server has
(shop 1) within the encrypted contents data (DAS) shown in
Fig. 33(3) is verified aS'necessary. | |
| (13) Mutual authentication, aﬁdf
(14) Transmit encrypted‘éqntents key request data
Next, the user device ZOO‘transmits encrypted contents
key request data to.the shop servef. Note that at tﬁis time,
in the event that a request is to be executed with a
'different session frém the prévious request, mutual
‘authentication is executed again, and encrypted contents key
request data is transmiﬁted from the user device 200 to the
‘shop server 100, under the conditions that mutual
authentication is established.
o (15) Verificétion.processing, énd
{16) Billing processing |
Upon receiving the encrypted contents key réquest data
from the user device, the shop server 100 executes
verification processing of the encrypted contents kej
request data. This is same processing that described wiﬁh
reference to Fig. 15. Upon the data verifiéation'finishing,

the shop server 100 executes billing processing relating to



been affixed to the sinplified encrypted contents key data (DAS) shown in
Fig. 34(j'), and sends this to the user device 200. (18% VErlf -recei ved
data Upon receiving the encrypted contents key data 2 (s %B?“CW Qﬂﬁ the shop
server 100, the user device 200 executes verification processing of the’
encrypted contents key.data 2 (shop). This verification processing is the
sane as the ~processing in the processing flow described earlier with -
reference to Fig. 15, with the user device 200 first executing
verification of the public key certi fipgate of the shop server received
fromthe shop server 100, using the public key KpCA of the issuer
authority (CA); then executes verlflcatlon of the electronib S|gnature of

t he enc t ed te 1t S ke data 2 shown in Fig. 33(k), using the
publ i c é%@ ?@%%Eﬁ Bf Fﬁ@sg ﬁogervg& NG PrOFFSHRL HS  public key

ieer ddvi e aéj#%énfosaﬁé‘ﬁfléiﬁt@;%gg%sn% B3Sreed G 7 R oy
ar oh_ Fssud G 38E (R RPEFY (PhR) efiiy rnle%g}%#@' °“5k1?a£%e§e°‘é&%%2?£ (0n%)
R E e i e
ext 1 acidthyy o o RubL | 6 kele E6REEREEA! @hng.ssgerth@nug a:afa%%%@t may be
made whereéin , _
authentication server admlnlstrator, etc.
Up to this billing processing, the key switching
processing pfoéess of the encrypted contents keys by the
user device authentlcatlon server 300 is mandatory, as w1tﬁ
the ‘above- descrlbed basic model 1, so the shop server 100
cannot_execute bllllng proce551ng only by processing with
the user device. Also, the user device 200 cannot. decrypt
the enciypted contents. key, and accordingly can not use the
contents. The user device authentication server records
conteats transaction contents with all key switching
processing that has been execited in the user device
authentication server license management database described
with‘reference to Fig. 6, and caa know all contents
;ransactions which are object ofabilling. Accordingly,
contents transaction performed by the shpp side alone become
impossible, thereby prevénting unauthorized contents_sales.
(17) Transmit'encrypted contents key data 2 (shoﬁ)
Upon the billing processing at the shop server 100
ending,lthe shop server 100 transmits encrypted contents key

data 2 (shop) to the user device 200.



t he encrypted contents key data 1 (shop 1) contained in the encrypted
contents data (DAS) shown in Fig. 33(j) is verified, as_p essara. (19)
| ' I A90% p |

Savi ng- - processi ng The user device 200 which has verified® ted

contents key data 2 (shop) received fromthe shop server 100 decrypts the

encrypted contents key: KpDEV(Kc) encrypted with its own public key KpDEV
contained in the encrypted  contents key data 2 (shop), using its own -
secret key KsDEV, further. generates the encrypted contents key: Ksto(Kc)
by encryption using the storing key ¥sto-of the user device, and stores
this in the storing means of the user device 200. At the tine of using
contentss, the-encrypted contents key: Ksto(KC) is decrypted using the

sLored Koy Kgg aad (e SOSIS SS salac sl prdhe extract e

contents key 0 execu ecryp t he encrypted

content & t@gﬁﬁjrhﬂgqggy UCL+E nd executin h contents
(Cbnten??ﬁg E%? accofalng-t t he Eﬁi;@hgggffiﬁﬁﬁi;%igﬁggﬁng thigg |352?
dat a tr aBaes$isOMaeeRiid on t at e e . March | - ] . us
devi ce 200 and thgﬁﬁser devi%e gﬁthent|g§$ﬁ%ﬁésé?ve%' 35@, §5é3|

necessathef 0dehle fiser ofe\dnee vl idedie PR Q% St fs %he reguester
transm-ssion/reception with the shop server 100, thereby redacrng the

pr ocessbfigtheadnonryplteduson téeitsC ke ket f 44 10l dndPppbasi ¢ contents

di stribution |
~contents key data (DAS) received from the user device

authentication server 300 (data excluding the public key
dertificates of the user device authentication server shown
in Fig. 33(j)), with the electronic signature of the shép
Sérver 100 having been affixed to this data. Further, the

- public key certificate of the shop server 109 and the public

“ key certificate of the user device authénticatioh server 300
ére éttached ﬁo the encrypted contents key data 2 (shop),-
and sent to the user device 200. In the event that the user
device 200 already holds the public key certificate of the
user device authenticatibn:Servér-and the public key
certificate of the shop server, it is not necessarily needed
to send this again.

Now, in the eﬁent that the user device authentication
server 300 is an entity acknowledged to be a reliable third
party, and in the event that the encrypted contents key data
(DAS) which the shop server 100 receives from the user
device authentication server 300; is the simplified
_éncrypted éontents key data (DAS) described earlier with

reference to Fig. 34(j'), the shop server 100 sends the

+5that is



model 2) -Next, a nodification of the configuration of the basic contents
di stribution nodel 2 shown in Fig. 31 will be described., _The 6'guration
shown in Fig. 35 is a configuration wherein the functi oAs ?Cﬁﬁg, hop )
server are divided, with a shop server -and distribution server being

provi ded. The shop server 100 receives contents. purchasing requests from-
t he user device 200, but distribution of the contents to the user device
200 i s executed by the distribution server 400. Wth the present '
configuration, mutual authentication bé8ween the entities which execute:
data exchange is onmitted, with the entities only performng signature
verification of the received data. However, an arrangenent nay be made

mhereinéﬂafygtéauégﬂﬁéﬂggi%§¥Eg§€§e§st§goé§dgﬁ6&9rgﬁngsgmggrkg?e%ﬁntities

in the sanme way as with th c content I stribution“node e shop

server He neeal s ive Chage Qpélﬁ%héaéﬁoﬁrQE}véPeaHE%gQ?VJ;HS 200, =
perfornms verification of. the data (process (3) In Fig. 35), and verifies

the val iptibiy ofkeyhearatguEsdatites f10b | SNbpIsubveh 168NgHESEHENLRE1 {he
contents- 23 March 2005 - 131 distribution request to the distribution

server &Y icertefdeutted oforidee st dd)dévids GauBhent 168t dbAt & Pybi ompser ver
400 verifies contents distribution request data fromthe shop server 100,
and in the téeedatohahereifn rule isdyristuleeof ttine $hep deéavés Rag hori zed,
t he encrypted contents
been affixed to the simplified encrypted contents key data
(DAS). shown in Fig. 34fj‘),'and sends this to the user-
':deVice 200. : | |
(18) Verify-received data
Uponlreceiving the egcrypted'contents key data 2 (shop)

- from the shop server 100, the user deﬁice'zoo executes . |
verification_p;oqessing of the encrypted contents key data 2
(sﬁop). This verification processing'is_the same as the
'processing in the processing flow described earlier‘with
reference to Fig. 15, with the user device 200 first
executing verification of the public-key certificate of the
shop server received.from the shop server 100, using the’
public key KpCA of the issuer authority (CA), then executes
verification of the electronic signature of the encrypted
contents key data 2 (shdp) shown in Fig. 33(k), using the
public key KpSHOP of the shop.server 100 extracted from the
public key certificate. Further, verification of the'public
key certificate of the user device authentication server 300
isrexecuted using the public key KpCA of the issuer

authority (CA), and verification is executed on the



extracted fromthe contents. database 410 are transmtted (process (6) in

Fig. 35). The user device 200 .receives the encrypted contents  f t he
di stribution server 400, -and foll owi ng data verificatioﬁsh%¥5m§ﬁ$§g the -
encrypted contents reception data to the distribution server 400 :
(processing (8) in Fig. 35). Follow ng verification of the received data,
the distribution server 400 transmts the encrypted contents key data
(distribution server) and encrypted contents key swi tching request to 't he
user device authentication server 300d%rocessing (10) in Fig. 35). :
‘Processing following reception of the encrypted contents key data 7
(distribution server) and the ‘encrypted contents key swi tching. request by

th ' 3 t.he., distri 'on server
200, T eitde U T O Uh el ot oR *e%wﬁ’@ﬁ ) onown n
Fi 31 | f e tication -
or ocessia W e ?ﬁﬁ?ﬁ%?&iﬁ”ﬁéﬁ“ﬁﬁtﬁ%ﬁé '%%2 e 4 G 5

cont ent §npyrighase H8JU RSt rieP dihe 2 \BI £ mggrofd]évi[lcse

recei ves encrypted contents fron1the dISt b I on server
per f or Manghemttiak tashherirveat izop e%éd% Sﬁfdﬁ?rthe%gﬁl contents
|zat|on

requests fromthe user device and verifies the aut her eof based-
(122 veri tecatifanack. tFerthengt wne alreifyenfeiie hly Hé‘%lﬁ@rv}iﬁxeéjirpont ents
Y the encrypted contents key data 1 (shop 1) contalned in the |
encrypted contents data (DAS) shown in Fig. 33(j) is |
verified,das neceséarj. |
(19) Savingjprocessing
‘The user device'zoo which has verified the encrjpted
contents key data 2 (shop) received from the shop server 100
decrypts the encrypted contents key: KpDEV(Kc) encrypted
with its own public key KpDEV conta;ned in the encrypted
contents key date 2 (shop), using its own secret key KsDEV,
futther generates the encrypted contents key: Ksto(Kc) by
encryption using the storing key Ksto of the uset detice,
.and stores this in the storing,means of the user device 200.
At the time of using contents, the encrypted contents key:
Ksto(Kc) is decrypted using the_stored'key Ksto and the
contents key Kcris extracted, and the extracted contents key
Ke is used to execute decryption processing of the encryptedr
contents Kc (Content), thereby reproducing and executing the
‘c0ntents (Content).

Thus, according to the basic distribution model 2,

there is no data transmission/reception executed between the



regardi ng which switching has been conpleted is received fromthe user
devi ce aut hentication server, and the authorlzatlon thgreof S %§ecuted
based on verification of the signature. :The distrlbutrgﬁhgﬁ?wg?fﬁoo
perforns confirmation of the_authorization of the data received fromthe
shop server by executing signature verification, and -perforns contents
di stribution. The shop server 100 does not perforn1nanagenent or |
distribution of the contents thenselves. Accordingly, this is a form -
suitabl e for a configuration wherei-n ¥3®re are nmultiple distribution
servers serving as various contents managing entities, such as music
contents distribution servers for'nanaglng nu5|c data, gane contents

di stri by, r In conte et c., .and one shop o
slefvrelr ;ﬁtegsé&gr(li td(;eeaz%c({)%{ Ehts F e Sgee]g FEOth t3HE 1&%%‘?1%9%%% T%ﬁﬂ?ﬁ;ahs_m ts a
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Wth the prepent emb@dfﬂ@@tloﬁUbEakhéUBQEQ&'Eéhtgﬂtbsdlg%EEbﬁ%l%%d the.
aut hori zation of the data is confirmed onl
model 2]

Next, a modification of the conflguratlon of the ba51c
contents dlStrlbuthD model 2 shown in Flg. 31 will be
_descrlbed. The Gonflguratlon shown in Fig. 35 is a
configuration wherein the functions of the éhbp server are
divided, with a shop ser?er and distribution server Bging
provided. The shop server 100 receives éontents pﬁrchasing
requests-from thé user device 200, but distribution of the
contents to the user device 200 is executed by the
distribution server 400. With the preéent.configuration,
mutual authentication between the entities which execute
data exchange is omitted, with the eﬁtities only_perfofming
signature verification of the received data. 'However, an
arrangement may be made wherein mutual authentication .
processing is performed-betweén the entities in the same way
as with the basic contents distributionlmodel-zf

The shop server 100 receives purchase request dafa from
the user device 200, performs verification of the data
(process (3) in Fig. 35), and verifies the validity of the

request data, following which transmission of the contents



]

‘by signature verification, so the processing can be nadé nore ef ficient.

As with Fig. 35, the configuration shown in Fig. 36 is
configuration-wherein the functions of the shop server a&%MWﬁqﬁ%%% with a
shop server and distribution server being provi ded and nutual
authentication is omtted. The shop server 100 receives contents

pur chasi ng requests. fromthe user devi ce .200, and performs signature
verification. Distribution of the contents to the user-device 200 is
execut ed by the distribution server-400, JThis differs fromthe
configuration shown in Fig. 35 in that a contents distribution request is
not transmtted fromthe shop server 100 to the distribution server 400,

Corver 0Ft AR hede &' Gihd Hinte é‘éf%a?é%%é%ﬁ”%ﬁiﬂshfii Chuti on
noer deores iRl IPIBARE Ta i HHF f%kp“r L CRIRakLeS Serven Fi g
P Ao 400e ek 23 e kAt Wyl eéqtﬁ%4 U e e daca 1
(shop) gﬁobhse%\ékcwaut 'a‘ﬁﬁt lGAt QN exﬁe%{t"%{% d:&%@‘?“t éj v]ggr,g%gess (4) in

Fig. 36). ~"Subsequently, the user device au Hicarton

verifi eghaBetdat aatﬁpﬁgcﬁﬁ%h6§)1.z'e& Fitgre %@crﬁ%d %&K’@en@é’ ent that

confirmation is made that the requést data
extracted from the contents database 410 are transmitted

(process (6) in Fig. 35).

The user:device 200 receives the encrypted contents
.fOrm the diStribution Sérver 400, and following déta
verification, transmits thelencryptea cdntents reception
data to fhe distribution server 400 (processing (8) in Figqg.
35). Following verification of the received data, the
distribution server 400 transmits the encrypted contents key
data (distribution server) and encrypted contents key
switching request to the user device authentication server
300 (ﬁrocessing (10) in Fig. 35).

Processing following reception of the encrypted
contents key data (distribution server) and the encrypted
contgnts key switching.request by the user device
authentication server 300 from the.distribution server 400,
is the same as the embodiment based on the conflguratlon
shown in Fig. 31 earlier, except for the omission of the
mutual authentication processing.

With the present configuration, the user device

transmits contents purchase request to the shop server and



authorized} executes transmi.ssion of the contents di stribution request to

the distribution server 400 (process (6) in Fig. 36). 2§§E|St%¢@#tlon
server 400 verifies the contents distribution request d e user °

device authentication server. 300, and-in the event that confirmation is
made that this is authorized, the encrypted contents extracted fromthe
contents database 410 is transmtted to the user device 200 (process (8) in
Fig. 36): The subsequent processing is the same as the processing based
on the configuration shown in Fig. 851d@seribed  earlier. Wth the present
configuration, the user device authentication server 300 can obtain and
manage i nformation of the user device which is a contents purchase -

request i Fghe BRbd té’n@%o%ﬁbédpébﬂ{:eﬁhgt £BR" € lesd&s%fz%ﬁ%&%npgo 3 req”e“

to the shop server before the key sw chlng request

dlstHIMHlﬁﬁbd%”pﬁﬁfd%ﬂhnémﬁ@fghP95Mthéﬁt1&9€ﬂhh”e Qhetgﬁo?§¥ iwa&ching

request fromthe distribution server , l'ati on pr.ocessi ng regardlng

whet her 100 ndceivis ¢enEdn 8 I LEGYeE €S fi‘@fi\eéhéoﬂ%@.@tﬁ tehagg requesting
23 March 2005 - 135 user device can be nade. Al so, |ne?Ee evéﬁt ‘that the

DAS is wieavieiiezs tind ngitthowliablén eelididort Bes8iSbhi butien-gehYar ogdoes not
need to.verify the transnission data of the shop = server, thereby making.

pr ocessithg mmgnaﬂﬂranaﬂune:HuEurtﬁeﬂﬁSEméb@ﬂcﬁ@@ﬂ@d @6ﬁ€éﬂt§9ké9 the.
Contentiégardlng which switching has been completed is recelved
from the user device authentlcatlon server, and the
authorlzatlon thereof is executed based on verlflcatlon of
_the SLgnature.’,The distribution server 400 performs
confirmation ofrthé authorization of the data received froml
- the shdp sérver by éxecuting‘signature ﬁerification, and
:performs contents distribution. ; |
_ ‘The shop server 100 does not perform management or
distribution of the contents themselves. - Accordingly, this
is a form suitable for a configuration wherein there are |
multiplé,distribution servers serving as various contenfs
- managing entities, such as music contents distribution
servers fqr-managing music data, game conteﬁts distribution
servers for managing game contents, etc., and one shop
server responds to a contents request from the user device
and transmits a contents distribution request to
distribution server managing the requested contents,A
according to the request. Also, due to fhis configuration,

the user device and shop server perform interactive

_communication,.which uses the Internet, but from the



di stribution configuration of the present invention, follow ng the user
devi ce obtaining the encrypted contents Kc (Content) ‘up % tgﬁ tents
becom ng usable, the key swtching processing process of 2 ﬁ@a 8§@gted
contents keys by the user device authentication server is mandatory.
Accordi ngly, the shop server cannot sell .contents to user devices without
notifying the user device authentication server and the user - device cannot
use the contents. The user device authentication server records all the
contents of transaction with key. swil¥hi-ng processing that has been
executed in the user ‘device authentication server |icense nanagenment

dat abase (see Fig. 6), and thus can nmanage transactions of all shops, know.

tr ansacgl%lqju% %}%}ﬁf%ﬁlt}é ebhe a‘ggle@c&&;% d&s%révgyt e contents

charges received I Nng processing o ops‘to the various

parties do&mﬂn\i%tlwh &5 i éa &1 H€& Sc Jg}fcaﬁ 241 tﬁsﬁtﬁéhops

user device authentication server nrnrstrator €r eby

reaI|2|m@e@_c&mﬁdﬂuﬁgléayéﬂﬁéqbﬁﬂén1nates unauthorlzed contents usage.
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tickets] Nexwith €RBf pgukahitoempoeritedt ChRAiy-aNifutidhelicadidh issued
descri bing profits distribution i nf or mat'i on with regard to the various

r el at edopdrttieds asuCthas ahordpat i ohaliierdae ié”&éﬁ%i&méﬁoﬂﬂﬁﬁrs
| i cense hol ders,. shops, etc.

by signature verlflcatlon, so the processing ‘can be made
‘more efflclent.

| As:with Fig. 35, the configuration shown in Fig. 36 is
a cpnfiguration-wherein the funétions of thé‘shop servef are
-divided, with a éhop Servef'and distribution server being
provided and mutual authenticatidn is omitted. The shop
server 1007receives contents purchasing requests from the
user device 200, and performs signaturé verification.
Distribution of the contents to the user device 200 is
executed by the distribution server 400. This differs from
the configuration shown in Fig. 35 in that a contents
-distribution request is not transmitted from the shop server
100 to thé distribution server 406, and rather configuration
is such that the user device authenticafion server 300
transmits contents distributions requests to the
distribution server 400.

| Thé shop server 100 receives purchase request daté from
the user device 200, performs verification of the data
(process (3) in Fig. 36), and verifies the validity of the

request data, following which transmission of the encrypted



based on usage (purchase) of contents by users, or executing profits
di stribution processing based on issued -electronic tickets, wll be
described. Fig. 37 illustrates the systemconfiguration ?éﬁm“gigg@ﬁing
profits distribution based on el ectroni-c tickets. .The contents '
di stribution systemshown in.Fig. 37 has. as the prinmary conponents

t hereof, a Ticket Issuer Server (TIS) 610 for receiving purchase request
for contents which user devices purchase, and issuing electronic tickets
describing profits distribution i 7 orifat? on of uses fees  and acconpanyi ng
purchasi ng of the contents, a user device (DEV) . .620 which is the contents
purchasing entity, the user device -authentication server (DAS) 630 '
funct i oxiomg eas sakeyadidta St r@hop) S&F Mie fddves FAPASY: ke sy t ching for
managi ng aut hori zed contents transactions, a distribution server (CP:

Cont ent SPryeirdé0p 640 execitasl g poanrteard @ovilarig(CR)) or the |ike which

di stributes contents, and ticket exchange server (TES: Ticket Exchange

Ser ver ) Shbseguensdyi. nghec askim glepriase sartdrdh tsiteit iam ty@ansdersof usage fees
based on electronic tickets. 23 March 2005 (Ticket issuer server) Fig. 38
shows t HETéEarEgtihat dahaefl (Preceisskd5)i ssudtig.samejer and Sn &l of t he
contents distrjbution systemshown in Fig. 37. The ticket issuer server
610 recBVGRE plirthasefirmgtden fisr madeysbatddlieceeBrEt atata sisues the

el ectronic tlckgts descri bing the profits distribution information
I

authorized, executes transmission of the contents '

distribution request to the distribution_serveﬁ 400 tprbcess- -
(6)fip Fig._36). The distribﬁtion Servér 400 verifies the |
‘contents distribution request data from the user deViée ;
'authentication'sérver 300, and in fhe event that

confirmation is made tﬁat this is authorized, the encrypted
gontents extracted from the contents database 410 is
transmitted to the user device 200 (process-(B) in Fig. 36).
‘The subsequent processing is the saﬁe as the processing
-based on the configuration shown in Fig. 35 described

earlier. |

With the present configuration, the user device

authentication server 300 can obtain and manage information

qf the user device which is a contents purchése requesting'i
entity at the point that there is a contents purchase |
request to the shop server 100, béforé the key switching
request from the distribution server 400. Accordingly, at

the time of the key switching request from the distribution
server 400, collation processing regarding whether or not

. this is an already-registered contents purchase requesting



t her eof cofresponding to the contents which are the object” of transaction,

regar di ng which purchaSing has been requested. The'tic$§$&%fsu§ server
(TI'S) 610 has a ticket issuing managenent dat abase 612 @6%

managenent data of issued tickets acconpanying contents transactions, such
as the identifier of the user device to which contents are sold and a -
contents identifier, and contents charges and the like; in a correlated
manner.. Further, this has control neans 613 feor executing contents _
purchase request verification from—th¥ user device 620, control of the .
ticket issuing nanagenent database, billing processing with regard to-user
devi ces based on tickets, comunication processing wth user devices and

the |i keseandidwiidd@iarmae @6 Y PLA DL, Pr n t t he
comuni cating processes. Fig. 39 shomsptﬁgegﬁéaQ%83#|%E%%t#%e égsth% ticket

| ssul ng visnegormenbedataasee Bl I et 1 6ke ule ol 80 5 RO TR ot abase
S. '

612 has various information of: ticket -issuing processing

i dent i f dogsi awtnmdeelr To afed ity ThdBrdhai®s ford 3Batd | GKARd SSUES server to

generate internally at the tine of executing ticket issuing processing in

responséefﬁeémntéﬁtebwrmmkmng<yrncd§yin§amd¥§Ié}ﬁ!&fghﬂs an identifier of
the user device which issued a contents purchasing comm ssi.on, the
transacti on Tipisihi @ descuibeddebbue Janeoatigngand theSuontantad contents

transacéiggriggginglggn%&gtzgta;geo%fthe
present 1nvent10n,
following the user device obtalnlng the encrypted contents
:Kc (Content) up to the contents becomlng usable, the key
sw1tch1ng proce531ng process - of the encrypted contents keys
‘by the user device authentlcatlon server is mandatory.
Accordingly, the shop server cannot sell contents to user
deficee without notiinng the user device authentication
server and the user device cannot use the contents. The
user device authentication server records all the contents
of transactlon with key sw1tch1ng proce551ng that has been
executed in the user device authentlcatlon server license
management database (see Fig. 6), and thus can manage
transactlons of all shops, know transactlons of contents
bllled and accurately distribute contents charges received
in the billing processing of the shops to the varions
parties involved, such as the copyright'holdere of the
contentsf shops, user device authentication server
administrator, and so forth, tnereby realizing a

configuration which eliminates unauthorized contents usage.

2. Contents distribution model using electronic



executing transactions between the user device and ticket issuer server, a
contents ID which is an identifier of contents which arg &E‘ghf ect of .
transaction, the ticket user ID which.is an identifier mhlch
obtai ns = conpensation based on el ectronic tickets issued by the ticket

i ssuer server 610, e.g., copyright holders, license hol der s,

adm nistrators, those related to contents sales, and-so forth, the price
which is the contents usage charges distribution nmonetary anount
corresponding to each of the ticket &1 Ds, the valid period for
exchangi ng processi'ng based on the ticket, and st-atus which indicates the
status of the ticket issuing and managi ng’ processing at the ticket -issuer
server &m@kéﬁsq status is updat ed according to the progression of nultiple
processes acconpanying the transaction of contents, and will be described

later in deNeixk, Bheondiigurlatieanshel? o dledtrditic SRS aMer 610

al so functions as encryption processi ng neans and conmuni cation processing
neans adsshiewh desdiidhim pranti ttshel 23 it A0 0fn fodmPk i6@NG{oh neans 613
are configured of a conputer storing, for. exanple, encryption processing
progr anﬁ'ESﬁ@dc@mmecaIammuqomﬁi@smdﬂg)mammatﬂ'm&; kietye dedy eightt he |i ke
used in_ the encr&Ptlon processi ng executed by the encryption processing
means oRCLAETEoRtr Slonfsmts ,6 8 adncsasur dliyestan dnblldelsi,orsh@snmms ‘Wi thin

t he congrol means. The encr¥Pt|on processi ng
ased on usage (purchase) of contents by users, for

-ekecutlng profits distr;butlon processing based on 1ssﬁed
éléct;dnic‘tickets, will be deScfibed.

| -Fig.'37 illustrates the sysfem confijurétion for
executlng profits distribution based on electronlc tlckets.
'The contents dlstrlbutlon system shown in Fig. 37 has as the
prlmary cqmponents thereof, a Ticket Issuer Server (TIS) 610
‘for receiving purchase request.fér contents which user
devices purchase, and issuing electionié tickets describing-
'profits distribution information of uses fees and
acqompanying pufchasing of the contents, é'user device (DEV)
620 which is the contents purchasing entity, the user device
authentication server (DAS) 630 functioning as an
administration server for performing key switching for
managing authorizeéd contents transactions, a distribution
server (CP: Content Provider) 640 such as a content provider
(CP) or the like which distributes contents, and ticket
exchange server (TES: Ticket Exchange Server) for performing
caching process and such as transfers of usage fees based on.

electronic tickets.



data such as encryption keys and the |ike stored by the ticket issuer
server 610 include the secret key KsTIS of the ticket'i§§§§¥ sgrver.GlO,
the public key certificate Cert_TIS of the ticket issuef’s o 0%10, and -
the public key KpCA of the certificate authority (CA) serving as the: .
public key certificate issuer authority which is the issuer authority of
public key.certificates. The configuration of the control nmeans 613 is the .
sane -configuration of the control means configuration described with:
reference to Fig. 4 earlier, i.e.., a.1%bnfiguration having a Central :
Processing Unit . (CPU), ROM (Read Only Menory), RAM (Random Access Menory), -
a display unit, input wunit, storing nmeans, communication interface, and so

forth. (User (cegies) {thégxyefgagpe (DEV) 620 is the same user .device in .
the configuration showmn in Fig. 1,  i.e., the same configuration as the

confi gurati ofiign Bigy.shbwslhthe RIWTHRIuAL VPSS SIKY encryption
keys and the like stored by the'uségidevice GOOS%nclfﬁﬁg%igﬁ%%%%%t key: 23

Mar ch 2G8S verl AT BN G5F tHie USSHit &ovd G5 s EPELREPbE CokSVef eé]?énizﬁcat e
Cert _DEV of the user device, the public key KpCA of the certificate = -

aut hor i tp (34). SEFvi Mhestidieepuidstekayeresr (610 CRbCeiveHSHuAMROLI LY
which is the issuer authority of public key certificates, and a storing
key Kst &esifgisiteforagmamsenc rdgticos 630 atardiei dduds ofhStOrdgrGRNE ents in
tickets describing the profits distribution'information :
| thereof corresponding to the‘éontents which are the object
éf'transadtion, regarding which purchasing‘has been |
requested. | | | .

The ticket issuer server (TIS) 610 has a ticket issuing
management database 612 which ménages management data df |
issued tickets,accompanying contents transaétions,'such és
the identifier of the user device to which contents are sold

- and a contents.identifier, and contents chafges and thellike,
in a correlated mahner. Further, this has éontrol means 613
fOr.éxecuting contents purchase requesf-verification from
the user device 620, control of the ticket issuing
management database, billing processing with regard to user
‘devices based on tickets, communication processing with uéer
devices and the like, and furﬁher data ehcryption processing
at the time ofrthe commuﬁicating processes. |

- Fig. 39 shows the data configuration of the ticket
issuing management database 612. The ticket issuing

management database 612 has various information of: ticket

issging processing Nos. As identification numbers for the



storing neans such as the hard disk or the |ike, for exanple, of the user
devi ce. The purchase managi ng dat abase of the user deV|ce 620 |n the syst.em
whi ch executes the ticket nanaging configuration shown ¢ Qﬂ%; has a-
data configuration with ticket managing functions. Fig. 40 illustrates the
data configuration of the purchase managenent “dat abase. The = purchase
managenment database has the various information of: a transaction |ID which
is generated and i ssued at the user device at the time of executing:
contents transactions, a contents 1D W8 ch is an identifier of contents
which are the object of transaction, a ticket issuer ID which is an
identifier of a ticket issuer which issues . tickets acconpanying contents

transacttoriet aiddndetsdiSad N PERELSSE nﬂxﬂ@rné“f‘%ﬁ ?bhﬁhéi kgl J,fSUi ng
server 610 sets, a ticket transm ssion destinati ) serving as an

i denti f |es~rectn:fua; trianksrt Sisisani e i aeds O nintﬂeslﬁom%t&?m%
transmtted, and further, status which indicates t st at us proceSS|ng

of cont dmansacirisast,| die alewite USErwitiest s 28 It 2005 o5 Jt Though
described-later in detail, the status is updated according to e progress

of mul t Gsiex S‘ﬁ@'@@@s@@l@:&nmmrqd £:0 cdﬂmafsctpmaﬁu@r&ﬁmﬁssj(dﬁer devi ce
aut hentication server) The user device authentication server (DA§) 630 |s
the safBeud&pngagtienadPhehtictattien useny etevivd fgearmﬁﬁﬂ@lraa{d on
issues as a contents transaction identifier at the time of
executlng transactlons between the user device and tlcket
:1ssuer server, a contents ID which is an 1dent1f1er of
: contents whlch are the object of transactlon, the tlcket
user  ID which is an ldentlfler of an entity which obtains
compensatlon based on electronlc tlckets 1ssued by the
tlcket issuer server 610, e.qg., copyr;ght holders, license
holders, admlnlstrators, those related to contents sales,
and so forth, the prlce which is the .contents usage charges
dlstrlbutlon monetary amount correspondlng to each of the
ticket user IDs, the valid perlod for exchanglng process1ng
baséd on the tlcket,rand status which indicates the status
of the ticket issuing and managing processing at the ticket
issuer server 610. The status is updated according to tne
progression of multiple processes accompanying the
transaction of contents, and will be described later'in‘
detail. |
The contrel means 613 of the ticket issuer server 610‘

also functions as encryption proce551ng means and

communlcatlon processing means as shown 1n Fig. 38, and the



shown in Fig: 1, i.e., the sane configuration as the configuration in Fig.
5. The encryption processing data such as encryption keya 3@9 the like
stored by the user device authentication server 630 inc ddaremelQucr et

key: KsDAS of the user device authenti-cation server (DAS), the public key
certificate Cert_DAS of the user device authentication server (DAS), and
the public key KpCA of the certificate authority (CA) serving as the
public key certificate issuer authOriéﬁ which is the issuer authority -of
public key certificates. The. license agi ng dat abase of the user device
aut hentication server 630 in the system which executes the ticket nanaging .
configuration shown in Fig. 37 has-a data configuration with ticket.

menagi ngCekel onsansi g134drei bonsigared blieadabmpaeBti Gubathg) @bt he

| i cense managenent . dat abase. The |icense nanagenent database ﬁas t he ,
vari ous e¥3IRlemt $RALYIPt iomcproeessinguphearanat hA G6MMANIBLESSSSI NG  No.
serving as a processing identifier internally generated by the .processing
execut edPIRFIHEINE Y@V auThenkeyadaba 23d Matiehl 2R85used42n SgEVEr
(DAS) 630 at the tine of contents transactions, a device ID which is an

i dent i fISHCIOPH UL PIRRATING sexpoited hpmizatengryphise poocessieg; a
transaction Igg¥hich is generated and issued at the user device at the
time of eSS ' SAMHL heanactldnks secwrrlgntstotedhin hs ter Hig

identifh%r %f cqQnt.ents-whi ch -are. the object of transaction
ans within the control means. The encryption processing

‘data such as encryption keys and the like stored by the
ticket iséqer server 610 includé the secret key KsTIS of fhé

‘fticket'iséuer server 610,-the public key cerfificate,
pertﬁTIS-of the ticket issuer server 610, and the publié key
EKpCA of the certificate'authority (Ca) éerving as the public
key certificate issuer authofity which is the issuer
authoiity-of public key éertificates.

The configuration of the control means 613 is the same
configuration of thé contrbl means configuration described
with reference to Fig. 4 earlier, i.e., a configuration
having a Cential Processing Unit (CPU), ROM (Read Only
Memory), RAM (Random Access'Mempry), a display unit, input
unit, storing means, communication interface, and so fofth;

(User device) | |

The user device (DEV) 620 is the same‘ﬁsér device in
the configuration shown in Fig. 1, i.e., the same
configuration as the coﬁfiguration in Fig. 7. The
encryption processing data such as encryption keys and the

like stored by the user device 600 include the secret key:



a ticket issuer ID which is an identifier of a ticket issuer which issues
ti ckets acconpanyi ng contents transactions, a ticket isgyi £SSi ng
No. which the ticket issuing server 610 sets, and furthggﬁﬂ%?géﬁégmhich-f
i ndi cates the status of processing of contents transactions at the user
devi ce aut hentication server (DAS). Though described later in detail, the
status is updated according to the progress of nultiple processes -
acconpanyi ng.transactions of contents. - (Distribution server) The
configuration of the distribution sar¥éP 640 of the contents distribution
system shown in Fig. 37 is showmn in Fig. 42. The distribution server 640
is a contents provider (CP), for exanple, and has Kc (Content) which is
encrypteﬂsDEUnbEnthedﬁhérwh@bib@,CQﬂbeph§1§Eake§r%éy%iﬁi-éag of
transaction have been encrypted with a contents“key, and a contents

dat abaseC€ny_BEYrofigtha eseryftedceonthat pukeyc KEPAﬁkﬁﬁ)oWhEﬁE s a
contents key Kc that has been encrypted wth the public key: KpDAS of.the
user devertifiitahei aathonitge(gr) §BABIngKas(EaBt pab) ivhieh are the _
encrypted contents 23 March 2005 - 143 data have contents I'Ds which are
cont ent £exfelficate sissed avbheathy waAvéhgie ehafigstaki aatwbrehyi S
i dentifiable based on. the contents |ID. The distribution server %40.
furt her HaPW e keh @eohif heabgemeand dat sbes tn§4Ref ORstaNaghDPed he

di stribution managenent data of the contents. The distribution .
as an encryption key at the time of storing contents in

'storing means sﬁdh as the hérd disk or the like, for example,
6f the user device. | ?
The purchgsg managing database ofrthé'usér device 620
in the'éystem which executes the ticket ménaging |
:configuration shown‘in‘Fig;.ST has a data configuration with
ticket managing functions. .Fig. 40 illustrates the data
- configuration of the purchase management database. The
lpurchase management database has the various information of:
a transaction ID which is generated'an& issued at the user
deﬁige at thertime of execﬁting‘CQntents transactions, a
-contents iD_which-is an identifier of contents which are the
object of transéction, a ticket issuer ID which is én
identifier of a ticket issuer which isSues tiékets
accompanying contents transactions; a ticket issuing
processing No. which the ticket issuing server 610 sets, a
ticket transmisSibn destination ID serving as an identifier
of a transmission destination entity to which the ticket is
transmitted, and further, status which indicates the status

of processing of contents transactions at the user device.



managenent dat abase 642 has a data configuration having ticket managi ng

functions. The data configuration of the purchase nanaggﬁgpt dat abase is
shown in Fig. 43. The distribution nanagenent database aﬁﬁbfb e various

i nformation of: a distribution server processing No. which the

di stribution server 640 sets at the time of executing contents o

di stribution processing, a contents ID which is an identifier of contents
which are the object of transaction, a user device ID which is an
identifier to which to ‘distribute-cddtlents to, a ticket issuer ID which is
an identifier of a ticket issuer which i'ssues tickets acconpanying
contents transactions, a ticket issuing processing No. which the ticket

| SSUI NG TRBhighY de@lcs.1 paad 1 Hdit hel qetAluS ot Qh 4 ﬂl%!ut | On ervertat us of

processing of ~contents transactions at ‘t he di st Though
descri badcbetighg Rodehal brolgtesst dltishd1t iR dﬁ?% Iﬁﬁ%lgh}}t rogress
ns of contents :

of multiple processes acconpanying transacti r, the

di stri btthnsaseives 640chateg@atr ol nmeans 23 March 2005 - 144 . 643 for
executing processing for extracting distribution contents fromthe

contents dat ¢glisese @éﬁic@r@@Eﬁéhﬂ@céﬁianggéﬁﬁékgng transaction data to be
registered in the distribution managenent database 642 acconpanyi ng

transact i onsTheprosessiegi¢eracohenbicatiog wetherhepnsgr edeviserfd0 and
ot hers, ‘and further executing data encryption
same user device- authentlcatlon server in the configuration
shown in Fig. 1, i.e., the same conflguratlon as the |
-conflguratlon in Fig. 5. The encryption processing data
such as encryp@;pn keys and the like stored by the user
device authentication server 630 include the secret key;
KsDAS of the user device authentication server (DAS), the
" public key certifigaté Cert_DAS of the user device
:authentication server (DAS), and the public key KpCA of fhe
certificate autho;ity (CA) serving as the public key
certificate;issuer“aﬁthority which is the issﬁer authority
of public key certificatéé. |
- The license managing database of the user device

authentication server 630 in the system which executes the
ticket managing configuration shown in Fig. 37 has a data
configuration with ticket managing functions. Fig. 41
illustrates the data configuration'of=£he license management
database. The license management daﬁabase has the various
information of: user device authentication server processing

No. serving as a processing identifier internally generated

by the processing executed by the user device authentication



processing in comunijcation processing. As shown in Fig. 42, the control
nmeans 643 functions .as encryption processing neans and i lon .
processi ng neans, and are configured of a conputer storiggﬂﬂ¥g}£@%%nple; _
encryption processing prograns and comunicati on processi.ng prograns. The
key data and the like used in the encryption processing executed by the
encryption processing neans of the control neans 643 is securely stored in
storing neans within the control neans.. The encryption processing data
such as encryption keys and -the eré%ﬁ(ﬂexrby the distribution server 640
i nclude the secret- key KsCP of the distribution server 640, the public

key certificate Cert_CP-of the distribution server 640, and the public key
KpCA of selrgezen DASI)CE30 altt iord tineCAE I dit A i i difs Ky
certificate issuer authority which .is the issuer authority of public key
certifidevése Thewbdrhi gur atn drleoft ifiec @f rolus@arfewtidd: isddihpane '
configuration of the control neans configuration described wth reference
to Fi g. cangantsepurichase sonmifisjongt isortramaotgon GantwtalchPrigcessi-ng Uni t
(CPU), ROM (Read Only 23 March 2005 - 145 Menory), RAM (Random Access

Menor y) 9eBegpsglagndniissuedpat thei usest dreiviigrenean$hec arimgniodat i on
interface, and so forth. (Ticket. exchange server) Fig. 44 illustrates the
confi gufAtrBh1BY €ABtenERetragrepriAgasser vecoiTERLs6IP whiche isomment s

distribqéion_systen1shomn in Figu-37.‘The ti cket exchange server 650
identifier of contents which are the object of transaction,

a ticket issuer ID which is an identifier of a ticket iséuer
which_isSues tickets accompanying dqnténts'transactidns, a
ticket issuing p;ocessin§ NQ.‘WhiCh the ticket issuing
server 610 sets, and further, statusrwhiéh indicates thé
status of'proceSSing of conténts transactions at the user
' device authentication server (DAS). Though described later
in détail,‘the status is updated‘accofding to the proéress
of multiple processes accompanying transactions ofrcontents.
(Distribution server) | |
The configuratidn of the distribution server 640 of the
contents distribution system shown in Fié. 37 is shown in
Fig. 42. The distribution server 640 is a contents provider
(CP), for example, and has Kc'(Content) which is encrypted
~contents data wherein cdnténts that ére the object of
transaction have been encrypted with a contents key, and a
contents database 644 storing an encrypted contents kéy
KpDAS (Kc) which is a Cbntents key Kc that has been encrypted
with the public key: KpDAS of the user device autﬁentication

server (DAS). Kc (Content) which are the encrypted contents



recei ves el ectronic tickets fromvarious entities, verifies the received

data, and subsequently perforns cashi ng processing based n t|c$§§§ such
as account transfer ‘processing, or bal ance changi ng proc M%ﬂ* e-cash’
or the like, with one specific exanple allowing a setting.wherein the

ti cket exchange server 650 is a-server within a bank which manages bank
accounts of the entities. The ticket exchange server 650 has a ticket
exchange nmahagenent ‘dat abase 652 for nagi ng managenent data of cashing
processing based on tickets issued ack jJanyi ng contents transactions.
Further, this has control rr,e_an's 653 for executing verification of tickets
received formthe entities, control of the ticket exchange managenent

dat abaselateprizoes scrmg:exitﬁ oI nirlg ddh OAir i dbnt Bec &N dbhesriaps fagiyer.
data encryption processing at the tinme of the comunication processes, and

so fortHho Feeldatimwion igwatt tqucdtide whidet i ©XcdeMeer i ABIA0SARLY
dat abase 652 is shown in Fig. 45. The ticket exchange nmanagenent dat abase

652 hasomhéhﬁaﬂqnhﬁnhﬁ(iDmuion 23 March 2005 - 146 of: a ticket exchange.
server processing No. serving as an i dentification nunmber which is -
internal ly g®Rer gﬂearabuttn@n siemyeaf 6idife Auirdlbetr dachangh swaritait igpecut i ng
ti cket cashing processing according to received tickets, cashing

conmi ssPERAISFIED s dakiahgsss 2 dpresanagian ithe |d:ie:'rtm‘_rfblﬂrlom/h| ch has

requested cashi n% based on tickets, a ticket
-managemen data of the contents. The distribution

management database 642 has a data configuration havino

.ticket managing-functions. The data configuration of ehe.

: purchaee mahagemeni database ie shown in Fig. 43. The
distribution management database 642 has the various |
information of: a distribution server prooeseing No. which
the.distributioh'sefver 640 sets at the time of executing
contents distribution processing, a contents ID which is an
identifier of contents which are the object of transaction,
a user device ID which is an identifier to which to
distribute conteots to, a ticket issuer ID whichris an
identifier of a ticket issuer which issues tickets
accompanying contents transactions, a ticket ‘issuing
proceSSing No. which the ticket issuing entity sets, and
further, status which indicates the status of processing of
oontents transactions_at the dietribution server. - Though
described later in detail, the status is updated according
to the progress of multiple processes accompanying
transactions of contents.

Further, the distribution server 640 has control means



I ssuer ID serving as an identifier of a ticket issuer for issuing tickets
acconpanyi ng contents transactions, ‘a ticket issuing pr gi%%i go@g whi ch
the ticket issuing server 610 sets, the cashing nonetar% sed on-
‘the ticket, a wuser device ID which is-an identifier of a user device which
is the entity purchasing contents, a transaction ID generated at the user
device at the tinme of executing contents transactions, and further, status
whi ch indicates the status of cashing processing at the ticket exchange
server. Though described later in detgﬂﬂ ~the status. is -updated accordlng

to the progress of nmultiple processes acconpanying transactions of
contents. Further, the ticket exchange server 650 has control neans 653

for execanﬁngo@rgggggtgg f o-cgeresal 79 # | change
managenent . dat abase GSZg gpdatlné bproggg%?ﬁ%%tl éggggthg oﬁéberlfylng

recei vedcontints, fromoensscBatbatsCaaTUBLGat ing V"'g&%ée@%r%%%t g es, and -
further, executing processing for encrypting data in comiini Cation:

proceSS|@gneﬁatshgwnransEbgloﬂ4dathetéoﬁbr95g§%%@%e@5§n2%h¥hr0h 2005 - 147
functioning as encryption processing means and- communi cation processing

means, edmbtrmbwbnwnahanngemeﬁﬁBdatabﬁéafBﬂnrﬁdcoﬁbaﬁ g¢agputer storing, for
exanple encryption processing prograns and Connunlcatlon processi ng
pr ogr anstragagieions daproaass ihe fokecommdnioathfgewstipthenupeecessi ng
executed. by the encryption processing nmeans of the control means 653
dev1ce 620 and others,.and further executing data encryptlon
processing in communication processing. BAs shown in Flg. 42,
the control means 643 functlons as encryptlon proce551ng |
means and communlcatlon proce351ng means, and are conflgured
of a computer storing, for example, encryption proce551ng
programs and communlcatlon processing programs. The key
data and the like used in the encryptlon proce551ng executed
be the encryption processing means of the control means 643
is securely stored in storlng means w1th1n the control means.
_The encryptlon processing data such as encryption keys and
' the like stored by the distribution server 640 include the-
secret key KsCP of the distribution server 640, the public
‘key certificate Cert_CP of the distribution server 640, and
the public key KpCA of the certificate authority (ca)
serv1ng as the publlc key certificate issuer authorlty Wthh
15 the issuer authorlty of public key certificates.
The configuration of the control means 643 is the same
cbnfiguration of the contreol meens configuration described

with reference to Fig. 4 earlier, i.e., a configuration

having a Central Processing Unit (CPU), ROM (Read.Only



is securely stored in storing means within the control neans. The

encryption processing data such as encryption keys and_-égggliks @%ored-by
the ticket exchange server- 650 include the secret key K el 9,, ticket
exchange server 650, the public key certificate Cert TES of the ticket
exchange ' server 650, and the public key KpCA of the certificate authority
(CA) serving as the public key certificate.issuer authority which is the

i ssuer authority of public key certificates. The configuration of the
control means 653 is the same configd®tion of the control neans
configuration described wth reference to Fig. 4 earlier, i.e., a
configuration - having a Central Processing Unit (CPU), ROM (Read Only

Menor y) Meidivly()Rariom Acaassn MrBEas  Méndk-wp) Liy a4 upi L. storing
means, .conmuni cation ﬁnterface, and so foffhéy[%giékﬁng%%$thgéé%%

pr ocessiumglt Nestior iivef wietmyg, teoniivh i i SISEE £ Q8% W 4hq be, "Bgle.p, T egar di ng
the processing for a user device to issue a contents purchase request to a-

ticket issue(Téeketr eanttanaees23vianch 2005 - 148 the contents in a usable
state in the user device, on up to "the contents charges being distributed

(cashed) basBiigend4. iiliketsatBsothescogrigacaedsn bt kOrdeidf nunbers
(1) through (32). in Fig. 37. The details of the processing wll, be
descri b8¥ChAngRdEPTYRLL HEESYNSS0s in( DheMatartlerais iRt Gai toibn
lsystem shown in Fig. 37. _The.ticket exchange server 650
: receives electronic tickets from various entities, verifies
the receivod data, and subsequently performs cashing |
-processinglbasodqon tiokets, such as account transfer
processing, or balance.chaoging processing for e-cash or the
like, with one specif;c example allowing a settihg wherein
the-tioket exchange server 650 is a server within a bank
which.manages bank accounts of the entities.

The ticket exchange oerver €50 hao a ticket exchange
manégement database 652 for managing management data of
cashing processing based on_tiokets issued'accompanying
contents tranooctions. Further, this has control ﬁeans 653
for executing verification of tickets received form the
 entities,-contro1 of the ticket exchange management database,
processing of communication with the entities, and'furthef,
data encryption processing at the time-of the communication
processes, and-so forth.

The data configuration of the ticket exchange

management database 652 is shown in Fig. - 45. The ticket

oxchonge management database 652 has the various information



The user”devTce 620-mhich is- attenpting to purchase' contents perforns

mut ual aut hentication processing with the ticket issuer vq{ $ . The
mut ual .aut henti cation processing is the processing desc??géﬁcmf

reference to Fig. 12 or Fig. 13. In the nmutual authentication processing,
the session key generated in the nutual authentication .processing is used
to execute encryption of transmtted data as necessary and perform data
comuni cation. (2) Generate transaction |ID and purchase request data, and
(3) Transnit purchase request- data‘U&&ﬁ success of nutual authentication
bet ween the  ticket. issuer server 610 and user device 620, the user device

620 generates contents purchase request data. Fig. 46(n) illustrates the
conf i guiodt:i an tafckete enoteimge sauastp Tty idfNPUSEsE § efllegt data has
the data of: a, device 1D which is an identifier of the u er' V|ce 620
whi ch i ddens ifdqadsion nufntere WaRieis iNtRey ddarnsasd ian whi ch

the encryption processing neans of the user deV|ce 620 23 Nhrch 005 - 149

gener at §dmpaoédthe & ickedo mxainese fs(yrv@iarﬁi&&:utéimgan;ldmntda‘g}g[ng or-
contents transactions, and further a contents ID serving as an identifier

of the Eéﬁ?@ﬁﬁgn@ha@ﬁwﬂanasep reeeiveddedicket st,0 qughahase, with the
el ectronic.signature of the user device affixed to this data. Further, the

publ i ¢ CRBPLgELPPingall éﬁrvhegugéradeequesman@tEm¢h¢¢ tidentd fier

which has requested cashing based on tickets, a ticket
issuer ID serving.as an identifier ef a ticket issuer for
1ssu1ng tickets accompanying contents transactlons, a thket
issuing prOCESSlng No. which the ‘ticket issuing server 610
sets, the cashlng monetary amount based on the ticket, a
user device ID which is an identifier of a user device which
is the entity purchasing contents, a transaction ID :
generated at the user deVice at the time of executing
contents t:ansactions, and further, status which indicates
the status of cashing processing at the ticket exchange
server. Though described later in detail, the status. is

| updated according to the progress of multiple processes
accompanying transactions of contents. |

Furthef,rthe ticket exchange server 650 has control

means 653 for executing processing for generatlng data for
the tlcket exchange management database 652, updatlng
brocessing, processing for verifying received tickets,
processing foi communicating with the entities, and further,
executing processing for encrypting data in communication

processing. As shown in Fig. 44, the control means 653



purchase request data for signature verification, as necessary. (4) Verify
recei ved data Upon receiving the purchase request data g%iﬁp iggfig. 46(m
fromthe user device 620, the ticket issuer server 610 % AL Phe - '
verification processing of the received data. The details of the
verification processing are as described with reference to Fig. 15 earlier.
(5) BlIIlng processing (6) | ssue electronic ticket (7) Transmit electronic -
ticket The ticket issuing server 610 next executes billing processing
relating to contents transactions, andt&l®ectronic ticket issuing
processi ng. These processes are executed as processing for issuing,

el ectronic tickets within the user transaction nonetary anount limt set

based orfumduitoniRyisfd %ﬁﬁWoﬁcﬁM@S@in‘f HESHs W%““%nié%ti%% NaThe
e

i ssued electronic tickets are transmtted to the user devic rch

2005 15@rodeysidiy sieass Ammkaiy edittde r@éli\:is 088 At 00 @énﬁﬂ_quﬁéc?(?t ronic
ticket. Fig.. 47(A) is a data configuration in the event that the charges

di stri betf @nq;beq:tutmﬂt iswor(ichpr ges émml/eﬁ%ﬁﬁyﬁt}ﬁ)orb%ﬁﬂ:@éhirﬁ@
el ectronic ticket is singular, and contains a ticket issuer ID~a ticket

i ssui ngPgrgress agd N@mmwmumamlqnapnnrddﬁnnghpnﬁgﬁmmghetmhanggs

dIStrlpggtgnand the like used in the encryptlon proce551ng executed
-by the encryption proce531ng means of the control means 653
1lS securely stored in storing means w1th1n the control means;
. The encryptlon processing data such as encryption keys and
the like storee;by the ticket exchange server 650 include
the secret key KsTES of the ticket exchange server 650,ethe
public key certificate'Cert_TES,of thelticket‘exehange
server 650, and the public key KpCA of the certificate
authority (CA) serﬁing as the public key certificate issuer .
authority which is the issuer authority of public key
certificates. .

- The configuration of the control means 653 is the same
configuration of the control means configuration described
Qith referenee to Fig. 4 earlier, i.e., a configutatibn
having a Central Processing Unit (CPU), ROM (Read Only
Memory), RAM (Random Access Memory), a display unit, input
unit, storing meens, communication interface,'and'so'forth.
[Contents purchasing processing]
Next, returning to Fig. 37, description will be made

regarding the processing for a user device to issue a

contents purchase request to a ticket issuer server and save



reci pient (entity) based on the electronic ticket, the cashing nonetary _
anount based on the electronic ticket, the wvalid period &ﬁ%q§yﬁkfctronic
ticket, i.e., the term .through which a charges receivlnag ' an :
execute cashing (charges settlenent) processing based on the ticket, and
further, purchase request data (see Fig. 46(m) transmitted fromthe user
device to the ticket -issuer server. Further, ‘data such as the ticket

i ssuing .date and the |ike may be added, The el ectronic signature of. the
ticket issuer server 610 is added rolffis data. Further, the public key
certificate of the ticket issuer server is added to the electronic ticket
as necessary, for signature verification. Fig. 47(B) is a data

conf i gurelié atbitente ByentusiBlet B€athasgesndi ﬁbé’h:bareb'ﬁeetﬁeé&i ﬁgt £gns
(entities) based on the electronic ticket are nultiple, wt ltiple

ticket  tisercdilsertls t¢titighs Npeshgr adstaNHuteACt 2h¥hadPuph§ed ofhrough n
I ndi cating the charges to be distributed based on the électronic ticket

bei ng stioratetfsr aacivdscikey peetebtds iHhEh@nbfaéESoﬁhhﬁﬁbé§§etYf charges
based on tickets receive 23 March 2005 - 151 the nonetary anoun

cor r espéritianght o 3djeiin g d 7. \Whé déeaplocessing prospseisfomin Fig. -
37, the ticket issuer server 610 issues electronic tickets for contents

provi defs @ePcnitiash imamaytenict réleitaombess vers, and el ectronic tickets
for user device authentication servers (DAS). The destination of issuing
of these tickéfsMutual authentication '

The user device 620 which‘is attempting to purchaée
. contents performs mutual authentication processing with the
ficket'issuér server 610. The mutual authentication
processing'is the proéessing deécribed with reference t§ Fig.
i2 or Fig. 13. In the mﬁtual authentication processing, the
session key generated in the-mﬁtual authentication -
processing is used to execute encryption of tfansmitted data
as necessary and perform data communication.
(2)‘Generate transaction ID and purchase request-data,
and |
(3) Transmit purchase féquest'data
Upon success of mutual authentication between the
ticket issuer_server €10 and user device 620, the user
device 620 generates contents pﬁrchase request data. Fig.
46(m) illustrates the configuration of the pﬁrbhase request
data. The purchase reguest data has the data of: a device
ip which is an identifier of the user device 620 which is
the fequester of the contents purchase, a transaction ID

which the encryption processing means of the user device 620



differ according to the contents, and the contents copyright holders and
the like may be included. The ticket issuer server has a_tabl e _determning
the ticket issuing destination and the distribution chafg&@rctha@®y on the
contents I D, and generates ti-ckets upon obtaining the contents issuing
destinations and the distribution charges data fromthe table, based on-
the contents 1D contained in  the contents purchase request fromthe user
device. (8) Verify received data-Upon receiving a ticket fromthe ticket

i ssuer server 610, the user device 628 executes verification processing of
the ticket. This verification processing is processing the sane as the
processing flow in the above-described Fig. 15 wth the user device 620

execut i ggneeatéscbhked eh hh%aﬁdahjﬁuﬁ%%rCQﬁEiE&%ﬁ%ﬁ.Of {icket issuer
server using the public key KpCA of the issuer -au hg'if%p?%ﬁofirst, and

then nedentiBteti fgrveohtenasi eraakatbhgonkgnahr Fudhnehe of itltlentysi Ny the
public key KpTlS that has been extracted fromthe public key certificate.
23 Mar cHD 20@Bving 52s #R) idlhtakiavt bEntheatoaBentd) whidhSWhle wgkectronic
ticket (for CP) Next, the user device 620 accesses the distribution server
640, ardPeieeulesines uad putbbasecawioh. theoalautwahicagtgaatueat bgn being
established, the user device 620 transmts an electronic ticket for the
distritﬁhﬁ(ﬂﬁéﬁﬂdﬁﬂice'affixed to this data. Further, the public
key certificéfe of the user device is attached to the
‘purchaée request data for signature verification, as
'necessgry. | | |
| (4) Verify':gceivedrdata_
- Upon receiving the.puréhase request data shown in Fig.
46(m) from the user device 650, the ticket iséuer server 610
executes thé verification proceséipg of the feceived data.
The details of the verification éroéessing are as described
with reference to Fig;llslearlier.
(5) Billing processing |
(6) Issue electronic ticket
(7) Transmit electronic ticket
. The ticket issuing server 610 next executes billing
processing relating to contents trénéactions, and electronic
ticket issuing processing. These processes are executed.és
processing for issuing electronic ticketsrwithin the user
transaction monetary amount limit set based on a pre-
registered user'accouﬁt or e-cash accdunt or the like. The

issued electronic tickets are transmitted to the user device

620.



(for CP) to the distribution server 640. (11) Verify received data (12)
Transmit encrypted contents and encrypted contents key Upon verjfication of
the electronic ticket (for CP.) being conpleted at the 5?&@??%%9@%n :
server, and judgnent nmade that this i.s an authorized el ectronic ticket

with no data tanpering, the distribution server 640 transmts the
encrypted contents and an encrypted contents key to.the user device. These
are data containing the encrypted contents: Kc (content) encrypted with the
contents key, and encrypted = content d50ey data: KpDAS(Kc) wherein the
contents key: Kc has been encrypted with the public key of the user device -
aut hentication server DAS 630.. (13) Verify received data (14) Mutual

aut hent i cat i ppg( 1@% Ihansmih t@&g%gignh% *?thgkeﬁsp%fi%ru%%%nag& ecrypted

contents key swtching reques n receiving e’encrypte ciMtents and an

encrypt ede23rMaen 3083, 153 4.CQ0QNL K ¥ Laddd 244 1 Qp server
640, the SSGIF éevi ce 620 execut 32(\% ri igtdfag%{np#%gfel Lﬁ]ag[gﬂ]g#ﬁ t]ﬁg dat a.

Ut hont | oot Fon ermar a1 G oo g
Upon muteaeitihfeahtsayl)obabednsncthadleliztedonlile tistletdad @GR ar,
énd-contains‘a ticket issuer ID, a ticket iSsuing processing
. No., a user device ID indidating ﬁhe charges distribution
recipient (entity) based on the electronic ticket, the-
caéhing monetary ambUnt based on-the electfonic ticket,. tﬁe
'valid period of the electronic ticket, i.e., the term
ﬁhrough which a charges reéeiving entity can execute cashing
(charges-settlement) processing bésed on the_ticket,,and
furtherf.purchasé-requeét data (see Fig. 46(&)) transmitted
from the user device to the.ticket issuer server. Further,
data such as the ticket issuing date and the like may be
added. The electronic signature of the ticke£ issuer servef
610 is added to this data. Further, the public key |
 'certificate of the ticket issuerlsérﬁer~is added to the
electronic'ticket as necessary, for'signature'verification.
Fig. 47(B) is a data configuration in the event that
the charges distribution destinations (entities) based on
the electronic ticket are multiple, with multiple ticket
user IDs (1 through n) stbred, and monetary amounts 1
through n indicating the charges to be distributed based on

the electronic ticket being stored for each ticker user ID.

The entities which receive charges based on tickets receive



transmits an el ectronic ticket (fcr'DAS) and encrypted contents key

sw tching request to the device authentication . server %8 hﬁ%. - '
swi t ching-request is the contents key Kc encrypted with ar uBP key of -
the user device authentication server that has been received fromthe
distribution server. 640 earlier. This is a request for processing to nake
t he encrypted-contents key KpDAS(Kc) a contents- key encrypted with the
public key KpDEV-of the user device,_ i.e., KpDEV(Kc), and is the same as
the switching processing describedwh Teference to Fig. 1. (16) Verify
received .data (17) Encrypted contents key switching processing Upon
receiving the electronic ticket (for DAS) and encrypted contents key

KpDAS( Kahes widradtiangy, ramiast didﬂ‘@:éﬁ@ndiﬁ?rt@eﬂhéfr% fpg. user device
aut henti cation server 630 executes veriticati-on processing of the

el ectronic tWdkat thef probRSk iand dREIIR ehAN AN KeY3 B i ng request .
Once the verificatioen has ended and judgnent being nmade that the

el ect r oiickedtc igts ey @emuh @l etb ales teDad€rdh Tk et i Ade Ml £6r 2005 - 154
with no data tanpering, and that the key swtching request is authorized,

t he usecogéende guoivamtecat(Q) sdriver 1GRthge ol ot 5idiei siat SelpdAS( Ke)
wherein the contents key: Kc has been encrypted with the public key KpDAS
of the 88ér edegiteeoniguthiekatsaticon wew eteyinS)aB3tentoiadt Bom t he contents
key Kc, and further generates an encrypted contents key:
servers (DAS). The destination of issuing of these tickets
differ accordlng to the contents,'and the contents: copyrlght
holders and the llke may be 1ncluded The ticket issuer
server has a table determlning the ticket isscing
‘destination and the distribution charges, based on the
contents ID, and generates tlckets upon obtalnlng the
contents issuing destlnatlcns and the dlstribution charges
data from the table, based on the contents ID contained in
'the contehts purchase request from the user device.
(8) Verify received data
Upon receiving a ticket from the ticket issuer server
610, the user device 620 executes verification processing of
the‘ticket- This verification processing is processing the
same as the processing‘flow in the above-described Fig. 15,
with the user device 620 executing .verification of the
public key certificate of the ticket issuer server using the
publlc key KpCA of the issuer authorlty (CA) flrst, and then
next executlng verification of the signature of the ticket

‘using the public key KpTIS that has been extracted from the

pubiic key certificate.



KpDEV( Kc) wher ei n the contents key Kc is encrypted with the. public'key-
KpDEV of the user device. That .is to say, key svmtchlng2 h@%@kgé
executed in the order of KpDAS(Kc) Kc -> KpDEV(KC). This % g |s
processing followihg the flow shown in Fig. 16. described earlier. (18)
Transm-t encrypted contents key. (19) Verify recei ved data (20) Saving
processi ng The user device authentication server 630 transnits the
encrypted contents key KpDEV(Kc) generated by key switching to the user
devi ce 620. Upon receiving the encrygt5éd - contents key KpDEV(Kc) fromthe
user device authentication server 630, the user device 620 executes ,
verification processing for recei ved data, and followng the verification,

decrypts the;gpcpypLgd pDEV(Kc) using its own secret key Ks
DEV, and furthzr generaaggh%ﬂgigégﬁggted contents key: Ksto(Kc) by - . -

encryption uging @pgnghgglggegeyonggtQégkg%gefﬁ?ebﬁgev!ce and stores this

in the storing ~neans of the user devi time of using

cont ents, Z:i\IM%EPht12905ser1§5,vﬁ:@eﬁ§ﬁc5¥EE§§e%o'ﬁh%nhislﬁﬁ'){bﬂlé‘ﬁ)?l( KO is

decrypted using the stored key Ksto and the contents I'S extracted,
and thseexeraciod aaqt erbsultey KutuSlUsed HetDREUR . de

processi ng of the encrypted contents Kc (Content), thereb eprodLC|ng and
execut|agthhntioatﬁohsbé@hgte@thblﬁ%hdeUE%@ u%%&h@%Vﬂ8¥|6¥®
transmlts an electronlc tlcket for the dlstrlbutlon server
(for CP} to the distribution server 640..
(11) Verify received data
A (12) Tranemit_éncrypted contents and encrypted cqhtents
key' .

. Upon ﬁerification of the electronic ticket (for CP)
being completed at the‘distribution‘server, and judgment
made that this is an authorized electrdnic ticket with no
data tampering, the distribution server 640 transmits theA
encrypted contents and an encryptedrcentencs key to the user
device, Theee are data containing the encryptéd contents:

 Kc (content) encrypted with the contents key, and encrypted
contents key data: KpDAS(Kc) wherein the contents key: Kc
hae been-encrypted with the public key of the user device
authenticatiqn server DAS 630. |

(13) Verify received data

(14) Mutual authentication

(15) Transmit electronic ticket (for DAS) and encrypted
.ccntents_key switching request

.Upon receiving the ehcrypted contents and an encrypted



(22) Transmit electronic ticket (for CP) Follow ng distribution of the _
encrypted contents to the wuser device 620,., the distrh%¥&f091ﬁﬁﬁyer 640
accesses the .ticket exchange server 650, and executes aren -
aut henti cati on processi ng. Upon nutual -authentication being established,
the distribution server 640 transm.ts an electronic ticket (for CP) for the
di stribution server to- the ticket exchange server 650. (23) Received data
verification, cashing processing At the ticket exchange server 650, upon
verification of the electronic tiekd3}for CP) being conpleted and
judgrment being nmade that this is an authorized electronic ticket with no
data tanpering, the ticket exchange server 650 executes cashing processing

based 0Bohbenk8eeYedyehe Chieh i thi il ior '/ -4Ue GAShifg, Processi ng

is perfornmed by transferring the nonetary anmount se el"ectronic

ticket §&06cEPh200 ckeFRRAECYAGFAWHE {Yn ﬁfﬁf&%},ﬁ e e d like of the

contents provider (CP) nmanagi ng the distribution server as been

regi st eretlbefiagefand ek iz3dcMrieh,2QR wsk:d RXAWY &2 d &@p\l\%waged user
e

account of the user:-device. O, an arrangenent nmay be ma erei n nonetary

anount ské userhdetickehuihehtanataonederveP &30, Cleald ISR sSer ver
managed account wherein the ticket issuing server has already received as

a pre-payteal authehhicaseéon peotkesimgnagepoacaetifalof the contents:
provi der (CP). Further, the

authentication being established, the user device 620
transmits an electronic ticket (for DAS) and encrjpted
contents key switching requeSt to the device authentiéatidﬁ
server 630. Tgeﬂkey switéhing reqﬁest is the contents.kef
Kc encrypted with ‘the public key of the user device .
~authentication server that has been received from'the
distribution se;vér_640 éariier. iThis is a request for
processing to.make the encrypted contents key KpDAS(Kc) a
contents key encrypted with the pﬁblic key KpDEV of the user
dévice, i.e., KpDEV(Kc)}-and is the same as the switching
processing described with féference to Fig. 1.

(16) Verify received data o

(17) Encrypted contents key switching processing

Upon receiving the electronic ticket (for DAS) and
encrypted contents key KpDAS(Kc) switching request from the
user device 620, the user device authentication server 630
executes verification p:oceésing of the electronic ticket
{for DAS) and encrypted contents'key switching request.

Once the verification has ended and judgment being made that

the electronic ticket is an authorized electronic ticket



ti cket exchange server 650 verifies the valid period stored in the ticket,.

and executes the charges settlenent processing based. o e, tl t, under
the condition that -confirmation has been nade that the ??@E%&h#éﬁgz thin -

the wvalid period. (24) Report cashing processing report At the ticket
exchange server 650, upon cashing based on the electronic ticket (for CP)
bei ng conpl eted, the 'ticket exchange server 650 transnits a report to the
di stribution server 640 indicating that the cashing processing has
finished. Fig. 46(n) shows a configurb®4on exanpl e of a cashing processing
report. The cashing processing report has data such as a ticket cashing
processing ID which is an identifier of each ticket cashing processing, a

cashi Ng wiGH A AP an ig ifje f.oa requesti.ng entit
requestﬁ%gca;ﬁﬁﬁgﬂkggggg%ﬁ§?ié %@%E%%%ttﬁggn%ﬁgt5€§gghﬁﬂatregpeéﬁshing
based ond heittHdak a fgHL I SPLME] j i n_identifi of the
ticket issuer whi %}edh'asﬂ}(glgﬁl;é%ft he IZ%é %ﬁgﬁg%gat_:fq%?ggﬁrgﬁeﬁ gccorrpanyi ng
cont ent YAeJBRACHHN Hath e ' Si .S by, L he ticket

| ssuing server 610, tﬁz J?cket“%iiﬁ?ﬁ%r%g%gggéi%gg%%ﬁ%?egéﬁ’d%%eﬁﬁﬁen t he

cashi ngb_e@tmmﬁ&imemmi@w%@%lﬂﬁli@%é%%@A§x&Paﬁ9§ G5LY e PP0s and so.
forth, wth the electronic signature of the ticket exchange server 650
affixedauhbeetdcaEdbhhabgvkhe(@W@ﬁ(530 to obtain the contents key '
Kc, and further generates an encrypted contents key:
KpDEV(Kd) whereiﬁ‘the conteﬁts key Kc-is encrypted witﬁ the
public key: KpDEV of the.user-device. That is to Say;rkejr
-sWitching p;ocgssing is-ege¢uted in the order of_KbDAS(Kc)
- —> Kc - KpDEV(Kc). This'prqcéssing is processing-folloﬁing
the flow shown in Fig. lﬁ_described earlier.
(18) Transmit encrypted éontents key
(19) Verify received data
(20) Saving pfocessing
, The user device.authentication server 630 transmits the
encrypted contents key KpDEV(Kc) genérated by key switching
to the‘user device 620. Upon réceiving the encrypted
contents key KpDEV(Kc) from the user device authentication
server 630, the user device 620 executes verification
processing for received data, and following the verification,
dgcrypts the encrypted conténts key KpDEV(Kc) using its own
secret key Ks DEV, and further generates the encrypted
contents key: Ksto(Kc) by encryption using the stofing key
Ksto of the user device, and stores this in the storing |

means of the user device 620. At the time of using'contents,



key cértichate of the ticket exchange server is added to the cashi ng

processing report as necessary, for signature verlflcatP$ éﬁ?% Verify.
recei ved data Upon receiving the cashing processing repo Mar ticket
exchange server 650, the distribution server 640 executes,verlflcatlon
processi ng of the cashing processing report. In the event that the data
verification showmn-the report to be authorized, conpletion:-of charges

di stribution acconpanying contents transactions to the contents provider ,
which is the managing entity of the-di3%r+bution server is confirmed. (26) -
Mut ual authentication (27) Transmt electronic ticket (for DAS) (28) :
Recei ved data verification, cashing'proceSsing (29). Report cashing

processMn;réﬂg¥§%#égD aﬁﬁéﬁ&b v§g%ﬁ§ﬁ@%FIQc éé£§85é§e8?§£$I t he

processing (21) through (25) betWween t ove- esc i on

server Gkl 1y M 00 he WSt ddCk ke PXEDANGCRELYEEEO0 S 8l SO

execut ed between the user -device authenti I on server e ticket

exchangehes enstaraciell doareshan Rde & ogd ranld ¢4 é%‘?écxﬂ?%% (}Q@@??ié&) Mut ual

aut hentication (32) Report cashing processing report y received
dat a proce551ng of the encrypted contents Kc (Content}), thereby

reprodu01ng and executing the contents (Content)

(21) Mutual authentlcatlon

(22) Transmit electronic ticket (for Cp)

Following distribution of the encrypted contents to the
user dEVlCE 620 - the dlstrlbutlon server 640 accesses the
ticket exchange server‘650, and executes mutual
anthentieatien processing. Upon mutual‘anthentication being
established, the distribution eerver 640 transmits an |
electronic ticketr(for CP) for the dietribution server to
the ticket,exchange server 650.

(23) Received data verification, cashing processing

At the ticket exchange server 650, upon verification of
the electronic ticket (for CP)-being completed and judgment
being made that this is an authorized electronic ticket with
no data tampering, the ticket exchange server 650 executes
caehing proceésing based on the received electronic ticket
(for CP). The cashing processing is performed by
transferring the monetary amount set in the electronlc
tlcket (for CP) to a managed account or e-cash account or
the llke of the contents pr0v1der (CP) managing the

distribution server that has been registered beforehand for

¢



In the event of having executed cashing processing based-on tickets
received fromthe entities, the ticket exchange server SOAPerfornB mut ual .
authentication with-the -ticket issuer server 610, and tReMaAFRARts a

cashing processing report (see Fig. 46(n)) the same as sent to the
entities, to the ticket issuer server 610. The ticket issuer server 610

i ssues a verification of the cashing processing report received fromthe
ti cket exchange server 650, thus confirm ng that the cashing processing -
relating to the issued tickets has-bE®h €onpleted. (Transition status in-
the devices) In this series of processing relating to contents
transactions with the entities such as the ticket issuer server 610 and

the |i keshge Wel cessing js determ.ned according to
t he statqgus i-ndi'cgi_lll:dnrg a4 aen% %%2@%(%%9%5‘?%?%; T e{"ﬁ?a‘ﬁﬁgri deyifiggedOFor each

of the  di0rhniydndifisady 5 mddl WiFeLL G Sho) SEULPO IBNAgenEnt ;  dat abase

shown in Fig. 39, the purchase managenent as 4Bvi ce shown

in Fig. t4d tarket0 fOMithnd Qr 23] MESGH e?qu.ScEe%i sm@ﬁ}\gg%grv First, the

status transition of the ticket Issuer server A _ deStribed with
ref er eng@ntaged Gocbint RARGASS] NS A it Oisglhs}ﬁ '%ﬁéef Spugr server 610
t

by receiving contents purchase request data fro e user device 620 .
(correspameady treceitetbas(d) prelpPmeht) £rU¥ the user, to the |
managed account of the contents.provider (CPj.' Furthéﬁ, the
ticket exchange server 650 verifies the valid'period ssore&
in the tigket, and executss the charges settleﬁent‘
.processing based. on the ticket, under the conditios that
 confirmation has been méﬁe that the ticket-is within the
valid period. '- |
(24) Report cashiﬁg processing report
At the ticket exchange server 650, upon cashiﬁg based
on the electronic ticket (for CP) being completed, the
ticket exchange server 650 ﬁransmits-a répbrt to the
distribution server 640 indicating that the cashing
processing has finished.
| Fig. 46(n) shows a configuration example'of-a cashing

processing report. The cashing processing report has dats '
such as a ticket cashing processing ID which is an

identifier of each ticket cashing processing, a cashing
commissioning ID as an identifier of a requesting entity
-requesting cashing based on the tickst, the monetary amount
of cashing based on the ticket, a ticket issuer ID which is

an identifier of the ticket issuer which has issued the



ticket issuer server 610 verifies the received data fromthe user device
620, and in the event that the verification succeeds, s§ qm%ﬁéguus to
"purchase reception conpl eted", while in the event that Pi@ﬁg is not -
made fromthe data verification that the purchase request is valid, either
the processing is cancelled, or simlar processing, purchasing reception
processing in this case, is repeated a predeterm ned nunber. of tines,

foll owing which the processing is cancelled, -and the status is set to
"purchase reception failed". The ftobbpreceeds to the next step only in
the event that the status is "purchase reception conpleted"r Upon t he
status making transition to "purchase reception conpleted", next, the

ticket igpuest SEENEhpLL 1n&r88ﬁﬂéﬁﬁstE??§ESEEEBBECB%)%EE% C%ﬁ&ﬁée;

device 620 (corresponding to process

[ eCet | QI SCSRONG 16 SSRONSEY LAOMIBRENS SEeATHLCEorhy $50s chite status to

"ticket distribution conpleted’. In the event no respdnse
recei ved iditdthatadhen@r 966664 89nd ScérpBLER aQ9é whéﬁotﬁéneskhiﬂ .
simlar processing, transm ssion processing of he el ectronic t?cket in.

this caq&mdessﬁﬁﬁwmﬁiéke¢ﬁ€@@t££ntﬂédtﬂéﬁbﬁreﬁéhhhﬁasseEQEkO@BBQ whi ch
the processing is cancelled, and the status is set to "ticket

, di stri bud o faidtad,” wﬂﬁh}ﬁﬂ@wexmétiﬁﬂﬁctglghétﬂﬂétoﬁtﬁﬁe ket the
event that the status is "ticket distribution
exchange server 650 affixed thereto. Further, the public
‘key certificate of the ticket ‘exchange server is added.fo o
the cashing processing report.as necessary,:for.signature‘
ﬁerification, =
(25) Verify received data
Upon receiving_the céshing Processing report from the
,‘ticket»exchange Server 650, the distribﬁtion server 640
executes verification procesging of the'cashing‘processing
report. .In the event that the data vérification shown the
‘report to be authorized, completion of bﬁarges distribution
accompanying contents transactions to the contents provider
which is the managing entity of the distribution server is
confirmed.
(26) Mutual authentication
(27) Transmit electronic ticket.(for DAS)
(28) Received data vefification, cashihg processing
.(29) Report cashing proéessing report
(30) Verify received data

Processing the same as the processing (21) through (25)

Vbetweén'the above-described distribution server 640 and



conpleted”. In the event that the status makes transition to "ticket

di stribution conpleted", next, the ticket issuer server $&P regi'ves,the
cashing processing report fromthe ticket exchange serve viay ecutes. -
verification of the  report (corresponding to processes (32) and (33) in
Fig. 37). 1In the event that the verification is successful, the status is-
set to "cashing processing report reception conpleted”, and the processing
ends. In the event that judgment is not nade that the report-is - :

aut hori'zed, either the process is -carsl-ed, or the sane processing, report
reception and verification processing in this-case, is-repeated a
predet erm ned nunber of ti-mes, follow ng which the processing is

cancel | gt d tatys i s.s 0. "cashin repotrt. reception. failed". The
ticket ?g—gl]}%f‘& ggr&?lg?@ 1%exj_ev>?§c§5§s EER el a%ée(fwg%éil??‘b‘ﬁeg r&é%c‘hs%’éntents
transacj| : Lt:i_Qn the er deyd ut hentication
server gggﬁ\?\ﬁe{\kﬁ)ﬁ%@ e(%lgg%r%#bggl V%E%tegf%lroenacned q%s%e Ft?:bck%g e%arﬁ%%r devi ce
aut hent | LONc&@rver 630 23 'Eggaﬁ - . astar r si ng by

receivi %gégﬁeegg%p?égggor?%eﬁg{? (I;etely Kp &g(l%]c])c}?ér%nff%]g l%g%f devi ce 620 .

(correspondip91§oM@£Q§§S§utﬁg§£iE§tgbg. 37). The user device authentication
server 630 verifies. the received data fromthe user device 620 including

the el ectronjzz§irkssrt DASkniAgdptackhgigyeRtpbliat the verification is
successful, sets the status to "Eey ‘

(33) Verify received data

In the event of having executed cashing processing
based_on tickets recéived from the entities,-the ticket'
‘exchange Serve#,ﬁso performs mutual éuthentication wiﬁh the
ticket issuer servér 610, and then transmits a'cashiﬁg
pfocessing report (see Fig. 46(n)) the éame as sentrto,thé
entities, to the tiCket issuer server'ﬁlof The ticket
issuer server 610 issues a‘verificafion of the cashing
processing_réport received from the.ticket exchange servér
650, thus confirming that the cashing processing relating to
the issued tickets has been completed.

(Transition status in the devices)

.In this series of processing relating to contents
tfansac;ions with the,entities such as the ticket iséuer
server 610 and the iike shown in Fig. 37, the next
processing is determined according to the status indicating
the processing state. The status is managed for each of the
contents transactions,'in the ticket issuing management
database shown in Fig. 39, the purchase management database

of the user device shown in Fig. 40, and so forth, for



reception conpleted', and in the event that judgenment is not nade fromthe
data verification that the data is authorized, either the, proc ing is
cancel ed, or the 'sanme processing, recepti-on processing :3Wﬁﬁgﬁﬁ@%ypted .
contents key data (user device) in this case, is repeated a predeterm ned
nunber of tines, follow ng which the processing is canceled, and the :
status is set to "key reception failed". Only in the event that the status.
is "key reception conpleted', does the flow proceed to the next step. Upon
the status making transition to "key ¥®eption conpleted", next, the user
devi ce aut hentication server 630 executes contents. key sw tching
processing (corresponding to process (17) in Fig. 37), and in the event
that the wi tching processing is successful, the status.is set to

"key switching conpleted". There is no assunption of a case wherein key

swi t chi ng wowl; ai ol .af . : | 1,10 xists here is
"key sw '?chi g‘éggfgr'rplltgtez ttal%%r? ?ﬁén}s}?ﬁ r?taﬁ q{lﬁée %ﬁ%‘f%@a{nsa{ueélst ransition to

"key SwidGRiNG gt g4y Gt s hddé r e Lcagpon 23 March.
2005 - 163 aarval 850 1 ?%nsdrrits lebn%c?%itj%g ’é‘%‘ﬁ %‘%‘t?%éﬂ'té%eg%{’a? RS). to the
user devireeeddA e FRTRONY NS Hed ﬂ&@&é%éé@r'éblﬁb@r 6Pd)pyand receives a

data reception response fromthe user device 620. In the evé%t t hat the
dat a r ezepeivinge RNt PuTRIRISEdedtS SIS Ffomothd Ous&LY

transm ssion conpleted’, while in the event that there is no reception of

~device 620 (corresponding to process (3) in Fig. 37). The
ticket isSuer servéf 610 verifies the received data from the
user device 620, and in the event fhét the verification'
jsucceeds, sets the status to "purchase feception completed",
while in the eﬁent that judgemen£ is not made from the data

| verificétion thatlthérpﬁrchase request.is valid;-either the
‘processing isfcandelled, or similar processing, purchaSinj
reception processing in this case, is repeatéd a |
predetermined number of times, following which the
processing is cancelled, and the status is set to “"purchase
reception failed". The flow proceeds to the next step only
in'the-event that the status is "purchase reception |
éompleted“.

Upon the status making transition to "puréhase
'reception completéd", next, the tiéket issuer server 610
transmitsAthe electronic ticket to the user device 620
(corresponding to process (7) in Fig. 37), and receives a
rééeption response (response) from the user device, and sets

the status to "ticket distribution completed“. 1In the event

that no response is received, either the processing is



the data reception. response, either the processing is canceled, or a
simlar processing, transnission'processing of the encrypted contents key
data (DAS) in this case, is repeated a predetern1ned nuéﬁé?“@?zq .
fol | owi ng which the processing is canceled, and the status is set to "key
transnission failed". In the event that the status rakes transition to "key
transmi ssion conpl eted", next, the user device authentication server 630
transmts an electronic ticket (for . DAS). to the user device 620 :
(corresponding to process (27) in Figgp3Z), and receives a data reception
response fromthe user device 620. In the event that the data reception
response is received the status is set to "ticket cashing request

transm ssi on leted", while in the event that. there is no reception of
the dat &3¢ ‘? n %s%’dwsi'ear REQFRTS ng, pEERRSBLAG1PE PHACEF8dNgoPLt he

sanme pr e55|n r.an i.on, processing of  the ticket cashing request in
this cag:g] sl‘:’gjetﬂ?aﬁlé:d%wg?%%e’c'gr?ﬁ%oc els oFepeated afof | owi ng which.

t he pro ca ceI the stajus. 23, March 2005 - 163 is set to
"ticket ca |ng Q#tﬁﬁWﬁFf wing whighetBft that the status

Tho usEE e aRs td %ee S eﬁ%“%%éate‘i%f‘%“ss% Pe adhPeEefr ocessi ng

t he Vi ¢ce "au I ca

Lreggrets Sp&geg]{l%t%ﬁg glk%fal%ﬁmgem%erﬂ%rw 695100c£‘é‘c?s EXeEhL el erifdigation
only in the event that the status is "ticket dlstrlbution -
completed". |

In toe event that the-status;makes transition to
"ticket distribution completed" nekt, the ticket issuer
server 610 recelves the cashlng proceSSLng report from the
tlcket exohange server, and executes verification of the
‘report (corresponding to processes (32) and {33) in Fig. 37).
In the event that thelverification is successful, the status
is set to "cashing processing report reception completed",
and the procdessing ends. 1In the event that judgment is not
made that the report is authorized, either the process is
canceled, or the same processing, report reception and
verificationlprocessing in this case, is repeated a-
predetermined number of times, following which the
processing is cancelled, and the status is set to "cashing
report reception failed". The ticket issuer server 610
executes such state transition for each contents traneaction.

Next, transition status at the user device
authentication server 630 will be described with teferencel

to Fig. 49. The user device authentication server 630



(corresponding. to the processes (29) and (30) shown in Fig. 37). In the
event that the verification is successful, the status |§ tg £ﬁcashing
processi.ng report receptlon conpl et ed", and t he process %Bf 0 n the -
event that there is no Judgnentrfron1the report verification that the
report i's authorized, either the processing is canceled, or simlar
processing is executed, repeating the report reception:and verification
processing a predeterm ned nunber of times in this case, foll ow ng which
the processing is cancel ed, and t e I&latus is set to "cashing report
reception failed". The user device authentication server 650 executes
such state transition for-each contents transaction. Next, status

transit starts pireceissting by aReceiviglg GAD endHpii&s Q%&Eé@@éj M%‘}h reference
to Fig. 50. The processing starts by t he dlstrlbutlon server 640 receiving

an el eBpPaAi(Beyi Eiet (ther wGR)r ideariide & A5 efedieesisofitthg (EQTHasRANI ng to
the process (10) in Fig. 37). The distribution server 640 verifies the .
dat a retéPvyednf Fogit AF) .us@hédesiere deRl.cantdiiiedtit v ddidfevasidi cation
is 23 March 2005 164 successful, sets the status to "electronic -ticket
recept i BRr1€4aH| thedreceivedn dae drent theamserdgnwinte iGoot mde from

t he verlflcatlon that the data.s authorized, or the like, either the
processtig ?glﬁﬁnﬁﬁﬁeﬁleéﬁrphécs&n:skpﬂ:odéwl)ng and iickahe esepit @hat

proces in this case, .is repeated a predeterm ned nunber of tines,
follcwmﬁﬁgmﬁ?t htifRtion is successful, sets the status to "key |

receptlon completed”, and in the event that judgement lS not
made from the data verlflcatlon that the data is authorlzed
either the proce551ng is canceled, or the same processing,
receptlon processing of the encrypted contents key data'
(user dev1ce) 1n this case, is repeated a predetermlned
number of times, follow1ng which the processing is canceled,
and the status is set to "key receptlon failed“. Only in
the event that the status is “key reception completed“, does
the flow proceed to the next step. |
| Upon the status making treneition to "key reception
- completed”, next, the user device authentication server 630
executes contents key switching processing (corresponding to
process (17) in Fig. 37), and in the event that the key
switching processing is snccessful( the status .is set to
"key switching completed”. There is no assumption of e case
wherein key switching would fail, so the only status
transition that exists here is "key switching completed".
In the event that the status makes transition to "key

switching completed", next, the user device authentication



processing is canceled, and the status is set to "electronic ticket
reception failed". The flow proceeds to the next step OanﬁjH1%h event -
that the status is "electronic .ticket reception conplete o Margh g5 ey ent .
that the status makes transition to "electronic ticket reception

conpl eted", next, the distribution server 640 transni'ts the encrypted
contents and encrypted contents key data KpDAS(Kc) -to the user device 620
(corresponding to the processing.(12) in Fig. 37), and receives the data
recepti on response fromthe user devilée “620. In the event of rece|V|ng the
data reception response, the status is set to "distribution conpleted",
and in the event that there is no- receptlon of data receptlon response,

ei ther bBevero688stRenkmitaNeRIcaGptd (M ISAIE: NAF .Esi NYpAd )Eftsd“ ssi on
processing of the encrypted contents and encrypted contents ey data

KpDAS( Kehei tisehi devase, 628 (topedispbrtliiede) Qridwasd ripfrid me
fol l ow ng which the processing is canceled, and the status is set to

"di stribuyjoanflarbedived3aMaach 2@Q%ptiteb ré@ﬂhsﬁé"%ﬁdﬂﬁtﬁtﬁe R
transition to "distribution conpleted', next, the, distribution server 640

transn1dsvameeﬁéetronncthECEEEntfmha@thboddﬁatnedeﬁtnﬁﬁﬂﬁﬁﬁybﬁﬁﬁver_650
(corresponding to the process (22) in. Fig. 37), and receives a data .
receptidh E%@%Dﬂ%@:ftbﬂ]ShetuscketSQXCh@ng¢e¥HUHHHSMﬂ§k1dﬂlthe event of
receiving the data reception response,

completed", while in the event that there is no reception of

the data reception response, either the proeessrng is |

eanceled, or a similar processing, transmission processing

‘of the encrypted contents key data (DAS) ln thls case,'ls

repeated a predetermlned number of tlmes, follow1ng Wthh

the processing is canceled, and the status is set to "key

trensmiésion failed".

In the event'that the stetus makes transition to "key

transmission completed", next, the user device

authentication server 630 transmits'an electronic ticket

(for DAS) to the user device 620 (corresponding to process

(27) in Fig. 37), and receives a data reception response

from the user device 620. In the event that the data |

reception response is receiﬁed,rthe status is set to "ticket

cashing'request transmission completed", while in the event

that there is no reception of the data reeeption response,

either the processing is canceled, or the same ﬁroceséing,

transmission processing of the ticket cashing-request in

this case, is repeated a predetermined number of times,

following which the processing is canceled, and the status



the status is set to "ticket cashing request transn ssion: conpleted", and
in the event that there is no reception of the data recg %hon r§ onse,
either the processing is canceled, or the same processi 3 P 290 ssion
processing of the ticket cashing request in this case, is repeated a

predet erm'ned nunber of tines, follow ng which the processing is canceled,
and the status is set to "ticket cashing request failed". In the event
that the status makes transition to % cket: cashing request transm ssion
conpl eted", next, the distribution™ sk %er 640 receives a cashing

processi ng report fromthe ticket exchange server 650, and executes
verification processing of the report (corresponding to processes (24) and

(25) in 6 get3Wo 'tidiet evashindateqhostVerhhbraks9Bnl $agueaessiul, the
status is set to "cashing processing report reception conpleted”, and t he
processing dmdshel eviend alert theatsfjardgemeakes str@hs Mdenftem the report -
verification that the report is authorized, or the |Ilike, either the

pr ocessi g dketc aresdiigy Kﬁquéuxsmmanéﬁhﬁmi@h 26fp1et&86, peRegssheg, report
reception and verification processing in this case, is repeated a -
pr edet eﬂrﬂ%di%rﬁﬁeralﬁihﬁnmtldmm@weug oo checteevpsothescaghriﬁgcancel ed,
and the state is set to "cashing report reception failed". The : _
distri b@ﬁoaesseawefrem bttt stitket sexchangsi séovef o65@acandont ent s

transacti on.
executes verification processing of the report

(corresponding to the processes (29) and (30) shown in Fig.
_ 37) In the event that the verification is successful, the
status is set te,“cashing processing repoft reception |
‘compietéd", and the processing ends. In the event that
there is no‘judgment from the report verification that‘the.i
report is authorized, either the pfocessing is canceled, or
similar processing is execﬁted, repeating thelreport
reception and verification processing a predetermined number
of times in this case, following which the processing is
canceled, and the status is set to reashingrreport reception
failed". The user device authentication server 650 executes
such state transition for each contents transaction. |
Next, status transition to the distribution server 640
will be described with reference to Fig. 50. The processing
starts by the distribution server 640 receiviﬁg an
electronic ticket (for CP) from the user device 620
'(correeponding to the process (10) in Fig. 37). The
distribution server 640 verifies the data received from the

user device 620, and in the event that verification is



Next , trahsitlon of status at the user device:620 wi Il be described with

reference to Fig. 51. The processing starts by the user‘gigéféhéﬁﬁ%_first
transmtting purchase request data to the ticket issuer PRE :
(corresponding to the process (3) in Fig. 37). The user -device 620, upon
receiving a reception conpleted response for the purchase request data to
the ticket issuer server 610, sets the status to "purchase request
transm ssi on conpleted", and in the event that there is no response of
reception conpleted received fromthté4ieket issuer server 610, either the
processing is canceled., or the same processing, the purchase . request
transm ssion processing in this case, is repeated for a predeterm ned

nuber - afuddamsruf ol 4w nenahl el bBero P 0FE3PER0 15 GRRER ?Fggegggﬂﬁlgfocéeds

status is set to "purchase request transim Ssion T
to the mbmprﬁﬁﬁumyﬂahdrﬁﬁrEh@vg@énﬁh@ﬁa£hfuﬁé@ﬁgﬁtlES"Béégﬁsagnggguest

transm ssion conpleted”. In the event that™t status na f'on to

" pur chasshe ageisti da AT 1354 0 Nt KO WA €4 eﬂézaﬁ'ﬁf&?iQ@dUSSE gﬁﬁi’?iﬁg 2005 -

167 devyce 620 receives.‘an el-ectronic plcket rom { he ticket I'§suer
server @m&h@aomﬂmsmamwen;ingti§f¢uﬁﬁé§§dpgbfYQh@ngémé8%rb@e§ gn%37), and

verifies the received data. 1n the event that verification of thée ticket

f'rom t h&ickeketrcicepddorns gmeeresilihg sisugers dale, te s&pEHEedSaSet O

"electronic ticket reception conpleted", and in the event that judgenent
predetermined'number_of times, following which the |
prpcessing-is canceled} and the status is set to “elec£ronic
ticket reception failed". The flow proceeds to the nexﬁ
step ohly in thg_event that the stétus is "eiectronic ticket
reception completedﬁ. | |

In the event that the status makes transition to

"electronic ticket reception completed", next, the
distributién_server 640‘transmits the encrypted contents and
encrypted contents key data KpDAS{ch to the user device 620
(correqunding to the prpcessing (12) in Figqg. 37), and
receives the data ieceptiqn response from the user device
620. In the event of receiving the data reception résponse,
the status is set to "distribution completed“, and in the
event that there is no reception of data receptién response,
‘either the processing is canceled, or the same processing,
transmission proceésing of the encrypted contents énd
encrypted contents key data KpDAS(Kc) in this casé, is
repeated a predetermined number of times, following which

the processing'is canceled, and the status is set to

"distribution failed".



is not made fromthe data verification that the ticket i's authorized, or
the like, either the processing.is canceled,- or the sang oce sing, the-
ticket reception processing in this case, is repeated & ‘ned -
nunber of tines, follow ng which the processing is canceled, and the _
status is set to "electronic ticket reception failed". Only in the ,event-
that the state is "electronic ticket: reception conpleted”, doesrthe flow
proceed to the next step. In the event that the status nakes transition to
"electronic ticket reception-conpletéHﬂi'hext, t he user device 620
transmts the electronic ticket ‘to the distribution service 640 ,
(corresponding to the process (10) in Fig. 37), and receives the data

reception regpensehel Btalthe @wiiind Ratanit idat & d oGERid P yesapnse is
received, the status is set to "electronic ticket transm ssion conpleted"

and in t:bmpe\eetmd"t haiexthe tdad al Fa0eIii b REPORSE &850 NOEansREel Ved, either
t he proceSS|ng I s cancel ed, or the sane processing, the ticket ‘
t r ansni ediecn rpndee s<Sichgt r(ﬁcha‘ TR thd ﬁfc}{@tp@ghﬂﬁh@%@r@élﬁ@f ng 5 ¢d
nunber of tines, follow ng 23 March 2005 168 -. which the processing is
cancel e@icoamespbadingt de ithes girdaess’ gf 220t rjcmilcng CKef, tdmdSrecs] vk
failed". Only inthe event. that the status is "electronic ticket
transn1§sd@ﬁacﬁﬁpbﬂﬁe@h resgenste fiomw gireoddatkdto ddshareye sérper Upon the
status making transition to "electronic ticket transn ssion conpleted",
next, theOuselndébrceverd odcdiepesiving the data reception response,

the status is set to “ticket cashlng request transm1551on
,complgted“, and ln,the event thatrthere is no recept;on of
‘the'data reception response, eithér'the processing is
canceled, or the same processing, transmission proceésiﬂg of
tﬁe ticket cashing requésﬁ in this case, is repeated a
predetermined number of times, following which'the
'processing is éanceléd, and the status is set to "ticket
cashing request failed". |

In the event that the status makes transition to
"ticket cashing reQuést traﬁsmission completed", next, the
distribution server 640 receives a cashing pfocessing report
from the ticket exchahge server 650, and ekecutes
verification processing of the report (corresponding to
processes {(24) and (25) in Fig. 37). In the event that the
verification‘is successful, the status is set to "cashing
processing report reception cdmpleted“, and the processing
ends. In the event that judgement is not made from'ihe
report verification that the report is authorized, or the

like, either the processing is canceled, or the same



the encrypted contents and encrypted contents key KpDAS(Kc) fromthe _
di stribution server 640, and executes data verification ég&kﬁgfégnding to,
the processes (12) and (13) in Fig. 37). In the event.t X 0o :
verification is successful, the.status is set to "key 1 -reception .

conpl eted", and in the event that data verification is not successful,

ei ther the processing is canceled, or the same processing, key data
reception processing in this case, is repeated a predeterm ned nunmber .of
tinmes, follow ng which proceSS|ng IS celed, and the status is set to

"key 1 reception failed". In the event that the status makes transition to -

"key 1 reception conpleted", next, the user device 620 transnmits the "

el ect r opiroceiselely, ( frpdPAS)ransht fttn entl Wakelf Let Bhh Spréeys KDRAS{KC) to

t he user device authentication server 630 (correspond?ng to process (15) .
in Fi g. thig, case,r deeinegratedlad pratapimine® spaitser ¢n threeyent that the
data reception response is received, the data is set to "key swtching

r equest foidpsiings wvichonphleetpadicesaichg nig heamuehgd, tdad tie shadtericepti on
response is not received, either the 23 March 2005 - 169 processing is
canceledetOKOtHGasaamgpnmnx%Enrnycaptmunnﬁamlmnr’prdﬂassixgpxﬁbutmbn

el ectronic ticket (for DAS) and the encrypted contents key KpDAS(Ke) in
this ca8ervis féfegredudespraddt etmtredaantidrial EQHnﬁaCh(ﬂ¢mem@3mhlch
the processing is canceled, the status i.'s set to "key smntchlng request
transni 85pBRAFRIPBA". Only in the event that the.

-Next, transition of status at the user-&eVice 620 will
be describéd With‘referénce to Fig. 51. The procéssing
starts by the user device 620 first transmitting pﬁrchase
request data té the ticket issuer server 610 (corresponding
to the process (3) in Fig. 37). The user devicelﬁzo, upon
receiving a reception completed response for the pu;chase
request data to the ticket issuer server 610, sets thé
status to “purchase request transmission completed", and in
the event thét there is no response of reception completed
received from the ticket issuer server 610, either the

'prdcessing'is canceled, or the same'proceSSing, the purchase
request transmission processing in this case; is repeated
for a predetermined number of times, following which the
processing is canceled, and the status is set to "purchase
request transmission failed". The flow proceeds to the next
step only in the event that the status is "purchase request
transmission completed".

In the event that the status makes transition to

"purchase request transmission completed", next the user



status is "key switching request transnission conpleted', does the flow

proceed to the next step. In the event that the status ] trapsition'to
"key switching request transm ssion conpl eted", next, tﬂggﬁéﬁg1gﬁgiice_620
recei ves the encrypted contents key KpDEV(Kc) from the user device

aut hentication server 630, and executes data verification (corresponding
to processes (18) and (19) in Fig. 37). In the event that the data
verification is successful, the status is set to "key 2 reception

conpl eted”, the processing ends. 1T %% 'vent that the data verification
is not successful, or the like, either the processing is canceled, or the
same processing, key data reception processing in this case, is repeated a -
pr edet edeviee iphaerecdivaegiem dXddorbmie Wicket herofr 0BeSEiBRets cancel ed,
and the status is set to "key 2 reception failed". Next, transition of the

stat us disstules tSeaketr éxidhagerregoedind O the beroesssihgd(w)t Andef erence
to Fig. 52. The processing starts by the ticket -exchange server 650 23
March 2383 -inlFdg.r 8dei,viangl aremifeids orive técdkbted rdatan ebhi tewhi ch has
distribution rights fromthe electronic ticket (corresponding to processes
(22) anévenr) thatrivgriFicathieon uftkbte exitierigef vem vehe 68cket i ise8ethe
received ticket, and in the event that the verification is successful,
sets t héergeat @d Ot 45" suseesgfivd t itdiets tatouptinrseonpd et ebiectaemicn

ticket reception completed”, and in the event that judgement
- is not made from the data verification that the ticket is
.authorized,-or'the 1iké, either the processing is canceled,
or the same prbqgssing, the ticket reception processing in
this case, is fepeatedra predetermined number of times,
fbllowing which the processing is canceled; and the status
is set to "electronic ticket reception failed". Ohly.in the
event that the state is "elécfronic ticket redeption |
completed”, does the flow proceed to the next step._
" In the event that the status makes-transition to
"electronic ticket receptioh completed”, next, the user
device 620 transmits the.electronicrtiéket to the
distribution service 640 (corresponding ﬁo the process (10)
in Fig. 37), and receives the data reception response. In
the event that the data reéeption response is received, the
status is set to "electronic ticket tranSmission completed”,
and in the event that the data ﬁeception response is not
received, either the processing is canceled, or the same
processing, the tickgt transmission processing in this case,

it is repeated a predetermined number of times, following'



the event that judgenent is not made fromthe data verification that the -
data is authorized, or the like, either the processing is canceled, or the -
sanme processing, ticket reception processing in this ca§%5m¥§‘?@$%ated a-
predet er mi ned nunber of times, followi ng which the processing is cancel ed,
and the status is set to "electronic ticket reception failed". Only in the

event that the status is "electronic ticket reception conpleted', does the

flow proceed to the next step..'In tgg event that the status makes
transition to "electronic ticket re ﬁtrbn conpl eted", next, the ticket
exchange server 650 executes. cashing processing based on the electronic
ticket. The cashing processing is performed by transferring a nonetary
amount whiichnthkepebeessdnige ifsi degicellddyr (R e aHBNAYels aseOWy  or '
e-cash account or the like -of the profits distribution entity that has
been refesectednipetdckbhtngranomissdon €aid ecbnt ertrslypriavitdes eyt managi ng
the distribution server, froma nanaged user account of the user device,
or the kbatt bhg ahatns dst "eAecheronickdticket23 déarsati206m - 171 o
transferred_froma ticket issuing server nmanaged account wherein the
ticket: FeBRiAgeder vépenathgl £dady preceededoashe nexd- pebamnt from the user,
to the nanaq?d account of the contents provider (CP). In the event that
t he cashi ng VBRI iFhptus demlbping cliranpetiont e slsstropiccainkay.

processiq%lco | eted", apd in the event that the cashin
transmission completed", next, the user device 620 receives

the encrypted contents and encrypted contents key.KpDAS(Kc)
‘from the distribution server 640, and executes data
verification (cogresponding to, the processés-(lZ) and'(iB)
in'Fig. 37). in the event that data verification is |
successful, the status is set to "key 1 reception completed”,
and in the event that data verification is.not successful,
either the processing is canceled, or the same'processihg,
key data reception processing in this case, is repeated a
predetermined number of times, foilowing which processing is
canceled, and the status is set to "key 1 receptioﬁ failed".
In the eﬁent'that the status makes transition to "kéy 1
réception completed”, next, the user device 620 transmits
the electronic ticket (for DAé) and the encrypted contents
key KpDAS(Kc) to the user device authentication server 630
(correspdnding-to process (15)7in Fig. 37), and receives a
data reception response. In the event that the data
reception response is received, the data is set to "key
switching request transmission completed", and in the event

that the data reception response is not received, either the



processi ng coul d not belexécuted,‘the prdcessing‘is cahceled, and t he

status is set to "cashing processing failed". -In the ev t _the status
makes transition to "cashing processing conpleted", next§¥&@“$$%m%& _ -
exchange server 650 transnits the cashing processing report to the entity
which is sent the ticket thereto (corresponding to the processes (24) and
(29) in Fig. 37), and receives the data reception response fromthe
entities. In the event that the data reception response is received, the
status is set to "cashing report ttafshission conpteted', and the
processing ends. In the event that there is no reception of the data
reception response, either the processing is canceled, or the sane

pr ocessigibody s i NG A a £ ep . L. case,
IS repeated a g?i?étgfﬁgﬁéﬁaﬁhgﬁgph%%Q%?%%E?E?%%%%g?%@ gﬁégﬁﬂ%%gién '

pr ocessipi@des stanf e dheand ddersii 84 Usi dideBe{£dP pDASFhARG theport

transnission failed". The ticket exchange servers 650 execute such status

transi t ieneriypit eehConaRiiten itey HEDISAG PNin A% M &ds008s - rdgeafed- a 53
illustrates a specific configuration exanple for perform ng settlenent
pr ocess prgdeft exarined sunibergest hyimes F ddld@dwiniviicketsei ssued by ticket
I ssuers. In the event there is a contents purchase request fromthe user
devi ce poRcessdng deeransslerd,8Ghe tsathisckiat sesuss "lexgcswrescibindg i ng
processi ng and el.ectronic.ticket issuing S :
‘request transmission failed". Only in the event that the
status is "key switching request tranémission completed",
 doeS-the:flow proceed to the next step. |
In the event that the status makes tfansition tb."key
-switching request transmission completed”, next, the user
device 620 receives the encrypted contents key KpDEV(Kc)
from the user device authentication server 630, and executes
data verification (correspondiﬁg to proéesses (18) and (19)
in Fig. 37). In the event that the data verification is
' successful, the status is set to "key 2 reception completed",
the processing ends. 1In the event that the data
- verification is not successful, or the liKEf eithér the.
processing is canceled, or the same processing, key data
reception processing in this case, is repeated a
predetermined number of times, following which the
processing is canceled, and the status is set to "key 2
reception failed".
Next, transition of the status of the ticket exchange

- server 650 will be described with reference to Fig. 52. The

processing starts by the ticket exchange server 650



processihg relating to the transaction of the contents, Such processi ng
el ectronic tlcket within the

i s executed as processing for -issuing an

transaction nonetary amount to Ilimt of -the user- set bastfiagh Pser .
account- or -e-npney - account: regi stered- -beforehand, for exanple. In the
exanple shown in Fig. 53, the ticket issuer issues an electronic ticket
worth 1000 yen as the pricé for purchasing contents, to the user device..
In the exanple in Fig. 53, the distribution of the .contents charges 1000
yen is, as shown at the upper part -ofl7 ke figure, set such that- the shop
which is the ticket issuer receives 300 yen as shop profits as-sal es fees,
the |icense hol der (user devi ce authentlcatlon server) 803 which is the -

system gperatengl @h %q@cgﬁlo% KL 9% %Cr?'é/ﬁélsl}%i'@ff figs | I cense

fees, and a contents producer strlbutlon Server)y recerves 500 yen as
content 8162488 i0hNE 1 h‘t'%Etfﬂo%ﬁ‘iﬁfe 80l hidy has; diggei ved the purchase

request fromthe user device, obtains setting infornmation of contents

char ges (dbgtebpuhiang # proceBsdie @t e () 2% Nigh 2P05 pd 73 and

the event that there are nultiple charges dlstrlbutlon reci pi ents, issues.

el ectr obiieketckgtBahge eeter] B5he&rer@faMY & AMEdivdd kid&t Ahnd
el ectronic ticket set with 100 yen in distribution fees as I|cense fees to

t he |icénseheheldat 863t ahe weeitficketion tis &(m:mﬂdl,c@émtm@harges :
to the contents producer, are distributed to.the user device
status to "electronic ticket reception completed" and in
~the event that judgement is not made from the_data -
ﬁeriftcatioo that the data is authorized,‘or the like,
either the processing is cenceled} of‘the same processihg,
ticket receptlon proce851ng in this case, is repeated a
predetermlned number of tlmes, follow1ng whlch the
processing is canceled, and the status ;s set to "electronic
ticket reception failed". Only in the event that the status
is "electronic ticket receptlon completed" does the flow
proceed to the next step.

In the event that the status makes treneition to
"electronic ticket reception completed", next, the ticket_
ekchange server 650 executes.caehing processing based on the
electronic ticket. The cashing processiﬁg is performed by
transferring a monetary amount set in the electronic ticket
(for CP} to a managed account or'e—cashlaccount or the_like
of the profits distribution eotity that has been regietered
beforehand, for example, a contents provider (CP) managing
the dlstrlbutlon server, from a managed user account of the.

user device, or the monetary amount set in the ticket is



802. The signature of the ticket issuer is.generated in the electronic
tickets to be distributed. The user device 802 transmts_the electronic
tickets to "the license holder 803 of the contents pr odugeMaggy2005
respectively. The |icense hol der 803 and contents producer - 804 each verify:
the received electronic tickets, and follow ng.confirmation that the .
tickets are authorized,. transmt the tickets to a bank (ticket exchange .
server) 805, execute signature verification at the exchange server, and.
upon confirmation that the tickets ark’huthorized, cashing of the

di stribution charges is performed for each (e.g., transfer processing).
Note that the signature verification of the tickets executed at the bank

(ticket t@xehanga EIMam a | Gidkeerisephy oaefeekhﬁaiﬁ!ageat H%fb%tt he ticket
i ssuer generated with regard. to the electronic tickets. so, and '

verifi calieamiof tie tisHetleldnei vy Watvee ﬂastﬂfreaayh@ééeieéaeﬁk data
contained in the ticket, is also executed. -Further,” an arrangenent nay be,

made where-payhencorfrent sty afioer wndhé crasegbel detouibi 60 ane the ticket
23 March 2005 - 174 transnmitting entities, generate signatures wth regard
to thecon&estist pedvdater i(aHudi Mn titee ebesht obhat tth&ketsshong the bank
(ticket exchange server) executes signature verification with regard to
these sbynaegrdsy ds wempletdid h the dtfiguisatsen to Ffegshbdg the ticket
i ssuer (shop) 801 itself also sends its own electronic ticket worth

processing completed”, and in the event that the cashing

processing could not be executed, the proéessing is céncéled,

and the status is set to "cashing processing failed-.

In the event that the status makes transition to

"cashing processing completed", hext the ticket eXchange

server 650 transmits the cashing processing report to the

entity which is sent the ticket thereto (corresponding to

the processes (24) and (29} in Fig. 37), and receives.the‘

data reception response from the entities. In the event

that the data reception response is received, the status is

set to "cashing report transmission completed", and the

processing ends. 1In the event that there is no reception of

the data reception response, either the processing is |

canceled, or the same processing, processing for

transmitting the cashing report in this case, is repeated a

predetermined number of times, following which the

processing is canceled, and the status is set to "cashiﬁg

report transmission failed". The ticket ekchange servers

650 execute such status transition for each contents

transaction.



300 yen for the contents charges to the bank (ticket exchange server) 805,
and cashes it. Due to the cashing processing of these electronic _tickets,
di stribution of contents charges is executed in a sure ' | owi ng
verification of the electronic tickets received fromthe user device 802,
the contents producer 804 transmts the encrypted contents encrypted with .
the contents key Kc, and the encrypted contents key KpDAS(Kc) wherein the
contents key Kc is encrypted with the ublic key KpDAS of the license s
hol der (‘user device authenticationfs%?£67),_to t he user device 802. The
user device 802 transmts the encrypted contents key KpDAS(Kc) received
fromthe contents producer 804, along with electronic ticket (DAS), to the

license hol dBig8083 ifolkewatesyel idpcmldion nel/RAJOBE disksie the
license hol der executes key swi tching processing of the encrypted
cont ent $olre pelFAR(iNG) s etrtdremirt: (Hfocast By Sokeyont éRts hehapybki Ky key

KpDEV Of_the_user devi ce, and generates Kp (KC). which is tfansmtted to .
t he userigeviledi8d2 ofThed aksers A% dvsd b Ofcketl Thssuwlers ce BR2twan decrypt
KpDEV(KC) with its own secret key KsDEV, so as to obtain the contents key
Kc. Al sevenii thereeisna cbndiemrtisngpuivhaontienfieedeyfiom ttiee deyéee, this is
encrypted with its own stored key Ksto and saved. As described above, due
to the €8HMiFguBARi 6A Ah&deketa issiustet8dlssddrk hyiaket cketuessuer i's
recei ved, encrypted._ . , . : ‘ '
executes billing processing and electronie ticket issuing
processing relating to the transaction of the contents.
‘Such processing is executed asrprocessing for issuing an
electronic ticket within the transactioh“monetary amount to
limit of the user set based on a user. account o:'e—money
account reqgistered beforehand,'for'example. In the example
shown in Fig. 53, the ticket issuer issues an electronic
ticket worth 1000 yen as the price for purchasing contents,!
‘to the user device. | |
In the example in Fig. 53, the distribution of the
contents charges 1000 yen is, as shown at the upper part of
‘the figure, set such that the shop which is the ticket
issuer receives 300 yen as shop profits as sales fees, the
license holder (user device authentication server) 803 which
is the system operator for contents distribution receives
100 yen as license fees, and a contents producer
(distribution server) receives 600'yen as contenﬁs'charges.
The ticket issuer 801 which has received the purchase

request from the user device, obtains setting information of

contents charges distribution ratio from the contents ID,



contents and an encrypted contents key are transmtted to the user device
by a distribution server (e.g., contents producer) under the condition
that the ticket is authorized, while on the other hand, 2aMared@®® hol der
(user authentication device) also receives an electronlc ticket -in the
same nmanner, and perfornms key switching of the encrypted contents under the
condi tion that the ticket is authorized, and distributes this to the user
devi ce, thereby executing distribution of contents charges in an accurate-
manner based on electronic tickets; JahHl -enabli ng usage of contents at the
user device. [3. Contents distribution managenent by |og collection.

server] Next, a contents distribution system wherei n the actual

di st ri bugioriel et ke 266 Ui e BTN QU SSEe BBKIGRR | |

accunul ati ng the fact o puré%a3|ng conte ormo

user deviees; ﬁﬁst he Bt BIRA A PIc PREOES A | 8900l ! ﬁttgg wi |l be

described. Fig 4 iTlustrates the system configuration o

- 176 @@catn@mes scwow fpuIte Q. %t%f@’éé@r@ni@%f@ké@%é@%ﬁﬁsiﬁﬂ‘ - The
contents distribution systen1shomn in Fig. 54 has as the prinmary

conponeges tiheddefridudion FRIeLad IHIYnSO lrdas t@efﬁérﬂlegnﬁgntEhts
distribution services to user devices, a user device (DEVICE) 902 for

recei vi hgldent 808s dmﬁtmwmnuxmkeﬁIWMBHf&ncﬂy&hSﬁﬁ“@én@@ﬁtsaﬁﬂaﬁgéQQ
col l ection server 903
to the contents producer, are distributed to the user device
802. The sxgnature of the tlcket issuer is generated in the
electronlc tickets to be dlstrlbuted.

The user device 802 transmits the electronic tickets to
the license holder 803 of the contents producer 804, |
respectively. The license'holder 803 and coﬁtents producer
804 each verify the received electronic tickets, and
following confirmation that the tickets are authorizéd,
~transmit the tickets to a bank (ticket exchange sérvér)'sos,
execute signature verification at the exchange server, and
upon confirmation that the tickéts.are authorized, cashing
of}the distribution charges is perfqrmed for each (e.g.,
transfer processing). Note that the signature verification
of the tickets executed at the bank (ticket exchange server)
is a verification of the signature.of the ticket issuer
generated with regafd‘to the electronic tickets. Also, and
vetificatioﬁ of the uéer device signature of the purchase
reguest data contained iﬁ the ticket, is also executed.

Further, an arrangement may be made whereln the

contents producer and llcense holder, Wthh are the tlcket‘

March 2005



functioning as a | og managi ng server for managi ng authorized contents
transactions, and further, has an a contents provider 905 serving as.a
provi der of contents, and an authorizing server .904 f of> Ylaneh 4¢ g
various types of information such as contents usage restriction
information. and the like with regard to. the contents provided fromthe
contents provider, as a header, and providing this to the- shop server, and
further has a certificate authority (CA) for issuing public key
certificates (Cert_xxx) to the entitilks —-In the configuration shown in
Fig. 54, the contents provider 905 and authorizing server 904 are an
exanple of an entity configuration for providing contents which are the

obj ect - afrafistiiltitiviq tht 1018 SRR SAIVETs iar#P0s R Bnl Foqlinh EESTIi cled

to the formshown i'n Fig. 54, rather, dist uted conten are provided to
the shophsery@nslttd i otlielud Mg Beh@Se Wbt rofiPE £XARRLE, SRQtENts may

be directly provided to the shop server froma contents provider, or

there Maheb®agks QT iMIRIE SUHAYS S8y &F PVd:plesh 23s MY GHa@Pe - 177 to the
shop server via nmultiple service providers fromthe <Copyright hol der which

i s the lelrddricat ibe v aigardhe aaiddd W BjADPuLXaPAE whown in Fig. 54
illustrates a contents provider 905 as a representative exanple of an
entity whi chwhts thghtenfdgalrhainna ipartigaf 5@t X isHeasS isdueorder to
facilitate understanding of the description of -
(shop) 801 itself also sends its own electronic ticket worth
300 yen for the contents charges to the bank (ticket
exchange server) 805, and cashes it.
Due to the cashing processing of these electronic
tickets, distribution of contents charges is exeéuted ih é
sure manner. Following verification of the electronic
tickets received from the user device 802, the contéhts
producer 804 transmits the encrypted contents encrypted with
the contents key Kc, and the encrypted contents key |
KpDAS (Kc) wherein the contents key Kc is encrypted with the
public key KpDAS of the license holder (usér-device
authentication server), to the user device'802. |
The user device 802 transmits the encrypted cOntenté
_key KpDAS (Kc) received from the contents producer 804, along
with electronic ticket (DAS}, té the'license holder7803.
Eollowing verifiéation of electronic ticket, the license
holder executeslkey switching processing of the encrypted
contents key KpDAS(Kc), encrypts the contents key with the.
public key KpDEV of the user device, and generétés KpDEV (Kc)

fwhich is transmitted to the user device'SOZ. The user



the present invention. In the configuration exanple shown in Fig. 54, the
contents provider 905 can obtain its own distribution pfofjts in an '
accurate manner, by confirmng the contents sales data fi ed on
the logs collected by the log collection server 903. In the event that
there ,are other entities having profit distribution rights, these
entities join the configuration shown in Fig. 54, and can confirmtheir
own distribution profits based on the logs collected by the log collection
server 903. In the configuration exanpl’/@ rn Fig. 54, the shop server 901
is of the same configuration as those described wth reference to Fig. 1
and the others, having a control unit capable of encryption processing and

comuni caéi98e AHQCLSHI BB rePeC RpDRY (K3t S vFRNAYEe Wit ! q&a%ng _
contents transacti on processi ng, and execut i ng the transaction rocessi ng

sequencekbry esdenbces. oBka@n the coatledriss Kayowder QR and, awdori zing
server 904 also have control units capabl e of "encrypti on processing and

conmuni cakert PEOSEESingG, thedconeeute kgt Un ARRAGRNERe 23 MY ciy 2005 - 178
acconpanyi ng contents transacti on processing, and execute. the transaction

processiencseotedceith ibe deni sesreUker #evioc@ndlfxawsrr device 92 is the
sane configuration as described with reference to Fig. 7 earlier, and has
control neamds 28BS caiiadd ealbdvé hedeactypthencpondtgashtigoanwherein a
ticket issued by a ticket issuer is received, encrypted '
contents and an encrypte& contents key are'transmitted'to
the user device by a distribution server (e.g., contentsr
producer) under the condition tﬁat.the ticket is authorized,
while on the o£her hand, a license ﬁolder (user .
authentication device) also receives an electronic ticket in
the same manner, and performs key switching of the encrypted
‘contents under the con&ition that the_ticket is authorized,
and distributes this to the user-device, thereby executing
distribution of contenté charges in an accurate manner based
on electronic tickets, and énabling usage of contenté at the
user device. |
[3. Contents distribution management by log collection.
serverj' |
' Next, a contents distribution éystem wherein the actual
distribution of contents can be accurately known‘by user
devices éccumulaiing the fact of purchasing contents’ in the
form of a log in the user device, and the system operator
performing log collection, will be described.

Fig. 54 illustrates the system configuratiOn of a



communi cati on processing (see Fig. 7). However, with the present

apartnment, the control neans 230 generate log data each time a contents
pur chase processing is perforned, and stores the genera%%MaT @ta in the
pur chase nmanagenent database 220.. Fig. 55 illustrates a configuration
exanple of |log data generated and stored at the user device 902. Fig. 55
shows . two exanples of |og data. (A) Configuration exanple 1 includes a
contents ID which is an identifier of contents obtained. by transaction of
the user device 902 with a shop servket6901, a user device 1D (1D DEV) -
which is an identifier of the user device, a shop ID (I D SHOP) which is an
identifier of the shop which perforns the transaction, the information

i ndi cat icag tig sdatis tandhdt 18n Oéyéthé‘mtl'ié‘ﬁfﬁgtéODogV‘@:&leéB%iéth?Eﬂéﬁ.Of the
user data being generated. The log verificationh processing of the device

(Si g. DEYheasdmt dritisS diGld Bait 0o SEF 468m 6XE6WH €8n BLGCt 52NhesShgnahure of
the purchase | og received fromthe user device. (B) “Configuration exanple

2 is a petiagyr acmponditreithdfen 23 dasledp 200bver 178H08) 99at uggrof the user
device (Sig.DEV) is generated as to sales confirmation data and contents
recei pt peatferaritat icomtedettsa.d TEter idal el mondérvid éontdlai et sdéaides pdacat i ng
that user device (DEVICE) 962_for receiving contents disﬁributiéh '
from the shop server 901, and a log collection server 903
functioning as a log managing server for managing authdrized
conteqts transaétions; and further, has an a contents |
provider 905 serying as a ﬁfovider of contents, and an
authorizing sé#ver 904 for generating various types of..
information such as contenté usage restriction information.

and. the like with regard to the contents provided from thé
cohtents provider, és a header, and providing this to the
" shop server, and further has a certificaté authority (CA) 

for issuing public key certificates (Cert_xxx) to the

enﬁities. |

In the confiqguration shown ianig. 54, the contents

provider 905 and authorizing seiver 904 are an exémple of an
entity configuration for providing contents which are‘thé

dbjéct of distribution, to a shop server 901, and this is -

not restricted to the form shown in Fig. 54, rather,

distributéd contents are pro#ided to the shop server in

various other forms, as well. For example, contents may be

‘directly provided to the shop server from a contents

provider, or there may be cases where contents are provided



sal es of contents have been executed, generated by the shop server 901
based on the contents purchase request fromthe user device 902. The sale
confirmation data will be described later. The user devi €@ rates

| og data such as shown in Fig. 55, for exanple, at the tinme of contents
pur chase processing, ‘and stores this in the user device. The stored |og.
data is transmtted to the log collection server 903. The user device
transmits the log data which it has accunulated so far to the |og
col l ection server 903, at the time~ol7éxecuting the updating process sane
of its own public key certificate. These processing sequences wll be
described in detail later with reference to flowharts. (Log collection

server) td Gh&GIEhPVSetRer CODA | A1 85508 eterivﬂee nggo%hle%t g%glba%rver 903.

The I og coll ection server has a colléected nagement Se 9031.

The coHcﬁﬁgﬁidHﬁlKGEEEEHWﬁ&chdﬁga@géehggaérlgfatﬁ@t@gﬁ%gnkgr storing | og
data received fromvarious user devices (see Fig. 55). The log collection

server 903 haheceunfilgureaiod Ganins sheevtinoripe ?@CiYPﬁéQﬁaQéQCGSS|n9
at the time of comunication processing with the user device. 902, shop 23

March 26@0%ontiSis garoreid@0190tas , a andpfeseheatioe eqampnicaki an

processing. The control neans 9032 has functions for serving as _

encr ypt iegrt ifhyo edsisiin raee anisgtetngd o nolbita Dat 4 opapt 06€Sebgents sales,
in order to facilitate uhdérstanding of the description of
the present invention. 1In the configuration example shown
in Fig. 54, the contents provider 905 can obtain its own
&istribution profits in an accurate manner, by confirming
the contents sales data managed based on the logs colleéted

. by the log collection server 903. 1In the event that there
are other entities having profit distribution rights, these
entities join the configuration shown in Fig. 54, and can
confirm their own distribution profits based on the logs
collected by the log collection server 903.
In the configuration e#ample in Figf 54, the shop
"serve; 901 is'of the same configuration as those described

with reference to Fig. 1 aﬁd the oﬁhers, having a control
unit capable of encryption processing and communication
processing, executing.status management accompanying
contents trahsaction:processing, and executing the
transaction processing sequence at the devices. Also, the
'gontents provider 905 and authorizing server 904 alsolhave
control units capable of encryption précessing and

communication processing, and execute status management



means, in.the sane way as with the control nmeans of the shop server, etc.,
descri bed above. The configuration thereof is the sane as_the
configuration described with reference to Fig. 4. Key a4t Y5529 1 ke
used in the encryption processing executed by the encryption processing
means of the control -means 9032 is stored securely in the storing neans
with in the control nmeans. Encryption processing data such as encryption
keys and the like which the log collection server 903 stores include the

| og collection server 903 secret keyl7&stOG the public key certificate
Cert _LOG of the log collection server 903, and the public key KpCA of the
certificate authority (CA) serving as the public key certificate issuer

aut hor | (aedlihny g Reorsshes - AUhBOCELdnOhrbBBSBYRL C iy cGeElLI cate, The

| og coll ection server 903 executes ISSUIn procedu processing of public

key cer tdifd Qﬁ%ﬁ?sadﬂcﬁi‘cﬂ}%'tg@ssmghsé et 8t tﬂe fabackeom the user
devi ces 902. Specifically, an updatl publ ic key I's received fromthe

user device § Qgerta@vr@@glved public key is transferred to the
certification authority 906, an issuing request of the public key

certificate ohet heettsaevded 0@ iis RAUd Y4 Ui iferHeHbh Cakey certificate
i ssued by the certificate 23 March 2005 - 181 authority 906 is received

and tradesictrtibed orithe referratad ao ©02. Thesrbest fsanll RASCESHESON | | be
described later in detail, with reference to flowcharts.

means 230 capable of the encryption processing and

‘ communieation processing (see Fig. 7). However, with the

present apartment, the control means 230 generate.log.data

each tine a_contenté purchase processing is performed, and

stores the generated log data in the purchase management'

database 220.

Flg. 55 111ustrates a conflguratlon example of 1og data
generated and stored at the user device 902. Fig. 55 shows |
two examples of log data. {(A) Configuration exaﬁple 1

‘ includes a contents ID which is an identifier of contents
obtained_by‘traneaction of the user device 902 with a shop
server 901, a user device_ID (ID_DEV) which is an identifier-
of the user device, a shop ID (ID“SHOP) which is an o
identifier of the shop which performs the transaction, the -
information indicating the date and time'of the transactien,
with the signature of the user dev1ce (5ig. DEV) as to thlS
data belng generated. The log collection server executes
verifiCation_processing of the electronic signature of the
putchase log received from the user device. {B)

Conflguratlon example 2 is-a conflguratlon whereln the



(Contents purchase processing) As described at the top of Fig. 54,
processing according to the present enbodinment is classified into the:
four types of processing of; A Contents purchase proces |M?@¥2Q%b
transm ssion and public key certificate wupdating processing C. Contents
selling preparation processing D. Sales confirmation processi ng These
processes will be described with reference to flowharts. (A Contents
pur chase processing) Contents purchase processing will be described with
reference to Fig. 57 and Fig. 58. ImF%y.-57 and Fig.. 58, - the left side
i ndi cates processing by the user device, and the right side, that of the
shop server. First, as showmn in Fig. 57, at the tine of starting the

r ocessi . I j cat k. op: A b S vi ce and
Phe Cehandndtdiid off HIEMIES MRS CIREHIAS) DES IFEfotdEcloRE £8Y) ¢

execut egades RIHFITHAE AR P hrid &Il s @caﬁeodaégsgﬁhbeggw th
reference to Fig. 13. This nutual authentication i's 23 March 20 182

per f or madtasi nghe pHld CdiniwRitidd Gaitt W Ayl hdiPseing tagt, that is
i ssued by the certificate authority (CA) 906, and having a public key
certifisallest bdt cont@nity mdvie bl kxecuted, generated by the shop
server 901 based on the contents purchase request frém the |
user device 902. The sale confirmation data will be |
described later.
‘The user device 902 generates log data such as shown in
Fig. 55; for exémple, at thé time of contents purchase |
processing, and stores this in the user device. The stéred
log data is transmitted to the log collection server 903.
The-ﬁser device transmits the log data which it has
aqcumulated so far to the log collection server %03, at the
'ﬁime of executing the updatingrprocess same of its own
public key certificate. Thesé processing sequences will be_
deééribed‘in detail later with reference to flowcharts.
(Log collection server) |
Fig. 56 shows the cohfiguration of the log collection
server 903. The log collection server haé a-collected log
management database 9031. The collected log management
database 9031 is a database for storing log data received
from various user devices (see Fig. 55).
The log collection server 903 has control means 9032"
for exeputing the encryption processing at the time 0f 

communication processing with thg user device 902, shop

s



period is a condition for establishing mutual authentication. Though:
described later, the updating processing of the public key certificate is-
executed as processing for transnmitting .a log to the | og3&areeedon server
903. The session key (Kses) generated in the nutual authentication
processing is used for encrypting transm ssion data and executing data :
conmuni cation as necessary, or generating processing of an integrity check
value (1 CV) using the Kses. Generating of the ICV will be described |ater.
Upon est abl i shnment of nutual authenrig§9ion, the user device generates a
transaction ID to be applied to the contents transaction, based on a
random nunber, for exanple, and generates purchase request data (S1502).

An exanpseroér dbe,feesrt ghdt FarRueshass CRMMRS QAR SHhowk i Fig. 59

(A). The purchase request data contains the above-described transaction ID

(TI D_DEVPhe acéntient iehBsWoD8h hast Fanckdenl oy s@frviify cantents, the user
device ID (I D DEV) which is the identifier of the user device, the |isted

price wamehypbeonrbrecebsihg meahenhad eddmuwilddendherasang, time of
conmmi ssioning the purchase, with the signature of 23 March 2005 - 183 the
user dewieangSiinDeky bemagwggnasaweédhagheocbhityodam@ans w1 hife dHg user
device generates an integrity check value (I Cv 1) of the purchase request
data, ammervemsnéts., described above. The confiquration thereof is
the same as the configuration described with reference to
Fig} 4. Key data and the like used in the encryption'
processing executed by the encryption processing means of
the control means 9032 is stored securely in the storing
means with in the control means. Encryption processing‘data
such as_encryption keys and;the like which the log
collecfion server 903 stores include the iog collection
server 903 secret keyé KsLOG, the public key certificate
Cert 10G of the log collection server 903, and the public
key KpCA of the certificate authority (CA) serving as the
public kéy certificate issuer authority which is the issuer
anthority of'therpublic key certificate.
The log collection server 903 executes issuing
'procedure'processing of public key certificates, in exchange
with receipt of iog data from the user devices 902.
_Specificaily, an updating public key is received from the
user device 902, the received public key is transferred to
the certification authority 906, an issuing reQuest of thé
public key certificate of the usér device is perfcrmed,iand

‘the public key certificate issued by the certificate



this to the shop server (51503). The integrity check value (ICV) is used
for calculation of the hash function as to the data which |s the obj ect of
t anpering. checking, .and as calcul ated by 1 CV = hash (Kl%% afgh 285 ).

Kicv i's the 1CV generating key. C and C2 are information of. dat a whi ch
are the object of tanpering checking, and a Message -authentication Code.
(MAC) of inportant information of the data which is the object of

t anpering checking, is used. Fig. 60 _illustrates an exanple of an MAC value
generating stream using a DES encrypﬁlén'proce55|ng configuration. As
shown in the configuration in Fig. 60, a nmessage which is the object is
divided into 8 byte increnments (hereafter, the divided nessage will be

i ndi cat edthpriity ¥P6 isM¥ecedveéd iandl tridiSmEtUs 1R Asdh&ed éial
val ue (hereafter referred to as I1V) and ML is obtained (the resu

t her eof 982.1i YhiNeseriks of @k@c@dsesnmaluh%éuaiéﬁﬁﬂbéﬁ'IHteﬁ”Eﬁ"a”d'
encrypted using a key (hereafter referred to as K1) (the results thereof

as El1).dethdh, whthexelfeseneeORoi £lokichiared .bet ween EI and M2, the out put
12 thereof is put into the DES encryption unit, an encrypted using the key
K1 (out put EGontenesfperchasespreceseprg)ed, and the entire nessage is
subjected to encryption 23 March 2005 - 184 processing. The EN which cones
out at the &l desqmibedd gfee Avopent | Edgi 054 Copro¢®B&E)ngNot e t hat partlm

data nmakin 9 g the data which is the object of verification can
accordi g to the present embodiment is c1a551f1ed into the

four types of processing of;
Af Contents purchase processing
B. 'Log-tfagsmission and public key certificate
updating processing
C. Contents selling’preparation processing -
- D. sSales confirmation processing |
These processes will be described ﬁith reference to
flowcharts.
(A." Contents purchase proce551ng)
Contents purchase proce581ng will be described with
| reference to Flg 57 and Fig. 58. Imn Fig. 57 and Flg. 58
the 1eft side 1ndlcates proceSSLng.by the user device, and
the right side, that of the shop server. Flrst, as shown in
Fig. ‘57, at the time of starting the process;ng, mutual
authentication is executed between the user device and the
shop server (S1501, S1601).
Mutual authentication proce551ng is executed as
proce551ng based on the public key method descrlbed thh

_reference to Fig. 13. .This" mutual authentlcatlon'ls



be used as the nmessage. -The integrity check value (1CV) of data to be ,
checked 1is configured of the MAC val ue generated using the | CV %enerating
key Kicv. An I CV which is guaranteed to have no tanperi%byhg? 20050 ne :
generated at the data transmtting side at the tinme of generating data,
and the I CV generated based on the received data at the data receiving
side; are conpared, and in the event that the sane ICV is obtained, this
guarantees that there is no tanpering '%h the data, while in the event
that the ICV differs, judgenent is nad hat there has been tanpering.

Here, the session key: Kses generated at the tinme of —nutual authentication
Is used as the I CV generating key. The user device generates the integrity
check valperfofived)using 4 hpuplichkeg cefuesicdabawisReaFrgli89%peAidpd
applying the session key: Kses, and transmts the purchase request data +
the |1 CV ls¢b, ttimshbdp seswed . bifhehshoprsifieatgeaethdbestpn(CAY ego6fy check
value ICV 1' based on the. verification of the ICV 1, on-the received
data, appnd ngating segilbhikdyey ksestifihdatedgbst whetwithin thetvahid
received ICV 1 =1Cv 1'. In the event that this holds, judgenent is nade

t hat t herreyiodols apeondigti@s fox cesPaRbishisg miFtmaheauthént sbapiser ver
perfornms the signature verification of the purchase request data (51603).
The si gnd&hpugh \desqyihed dater pdihervpdptbniggpxoreseibng cokebhef the user

public key certificate is executed as processing for
transmitting.a log to the log collection server 903.

The session key (Kses) generated in the mutual
authenticatj.on p}rocessing is used for encrypting
transmission data and executing data communication a§
necessary, Or generating processing of an integrity check
value (ICV) using the Kses. Generating of the ICV will be
described later.

Upon establishment of mutual authenticafidn, the user -
device generates:a»transaction ID to be applied to the
contents transactioh, based on a random number, for example,
and generates_purchase request data (S1502). An example of
the format of the purchase request data is shown in Fig.'59
(R). | |

The purchase request data containS'the'above-desbribed
transacﬁion‘ID (TID_DEV), a contents ID which ié the
_identifiér of the contents, the user device ID (ID_DEV)
which is the idéntifier of the user device, the listed price
which the price of the contents, and further the date and

time of commissioning the purchase, with the signature of



device. . The public key is extracted fromthe public key certificate’
Cert _DEV of the user device, with this being a public ke% Rﬁ{tiéé te
within the valid period being a condition. The public k @ L cates
that are out of date are not used for signature verification at the shop
server, as the purchase conmi ssion would fail. .In the event that both the
| CV check and signature verification are OK, the shop server generates
sale confirnmation data (S1604). The sale confirmation data has the data
configuration shown in Fig. 59 (B)7 s exanmple. This is the transaction

| D (TI D_SHOP) which the shop has generated, shop ID (ID_SHOP) which is the
I dentifier of the shop, the date and tine that the sal e was nmade,

i nf or mattilen wierc hbrwgigs: ofsidevpaseling Jehbri€64Qr st oCoRtSNhgL 2l €S,
wherein the operator is, for exanple, the contents sal es system managi ng

entity (SH:F8¥$hemhhmhéeubﬁram@dﬂméﬁgbnéi%ﬂésEﬁhéﬁﬁﬁ%?&iéy chEMRgi ng the
| og collection server 903. Further, CP (contents provider) sal es

di stri bvalee (I¢NVorldnawviforthe hwdmdafisgmésondata psinat tPgnSstsi bution

of the contents provider as to the sales of the contents. Further, this

i ncl ude¥hgdgr dvadder shopssataten ((SHSHE ). 3he (A)Yegmity aheorfvgusiati on
wherein the signature of the shop 23 March 2005 - 186 (Sig.SHOP) is
gener at éd<Var 1fhusedafar Thadcsdlag iconfaf rdte dmstatfudot ben shovd theFi g. 59

(B req3te®hlch 18 e"ohsent OF ‘tampering chorking, and as
‘ : ’

calculated by ICV = hash (Kicv, Cl, C2, ---). Kicv is‘the
Icv generating key. €l and C2 are information ofldata which -
are the object_oj tampering checking, and a Message
authentication Code (MAC) of important information of the
data which is the object of £ampering checking, is used.

Fig. 60 illustrates an example of an MAC valueA
generating stream using a DES encryption processing
confiqguration. As shown in the configuration in Fig. 60, a
message which is the object is divided into 8-byte
incremenfs (hereafter, thé divided message will be indicated
by M1, M2, --f, MN), and first, the exclusivefOR of the‘
initial_value (hereéfterrreférréd to as IV) andrﬁl is
obtained (the results thereof as I1). Next, Il is placed
into the DES encryption unit, and encrypted using a kéy
(hereafter referred to as K1) (the results thereof as El)}
Then, the exclusive-OR is obtained between E1 and MZ,‘the 
output 12 thereof is put into the DES encryption unit, an
gncrypted using the key K1 (output E2). Hereafter, this is

repeated, and the entire message is subjected to encryption



entities of the operator (SH System holder) and content provider (CP) as
to sales of the contents, but in-the event that there a tqﬁ tities
to distribute contents sales wth, the distribution inf%?ﬁ@f? épi? t hese -
entities are also stored. In the event that both the I CV check and
signature verification are OK and sale confirmation data is generated
(51604), the shop server generates an integrity check value (ICV 2) ‘using
t he session key Kses and adds this to purchase OK data containing a
nmessage accepting purchase, and tra 'ts this to the user device (51605).
In the event that either of the ICV check or signature verification fails,
the shop server generates an integrity check value (1CV 2) using the

sessi on geey-dssan@nd madsn Risidp aomedaset f A thdakagcest E'?ei ng a nmessage
declining purchase, and transmts this to the user device (51606).

Fur t her Meism algee peitdiin tdfcd vians dddeé ngMAly ChagserEKcHatapheriheg H§€5 devi ce,
the shop server transmts the sale confirmation data (see Fig. 59 (B)),

data wheadiingamp ithiee @atiay wihienk Maltlee JEeS &5 geperabediva egnt he
session key Kses as to the header (various types of contents-rel ated
i nf or mabeonsiedclhsdithg uwesgagdgenf ormati on and the like of the 23 March 2005 -
187 contents), and the contents, to the user device (51607). The user
devi ce recei Ve Lh‘eegnmtgnchectmdapulech]as:e*)rex:ﬁueﬂtar aspansecttaiiead OK or
fail) + the ICVv 2 (51504),
is configured of the MAC value generated uSLng the ICV
| generating key Kicv. " An ICV which is- guaranteed to have no
tampering, e.g., one generated at the data transmitting side
at the time of generating data, and the ICV genereted based
on the received data at the data receiving side, are
compared, and in the event that the same ICV is obtained{
this guarantees that there is-no tampering with the data,
while in the event that the Icv dlffers, judgement is made
- that there has. been tampering.
Here, the session key: Kses generated at the time of
mutual authentication is used as the ICV generating key.
The user device generatee the integrity check value (ICV 1)
for the pufchase'request data (see Fig. 59 (Aa)) applying the
session key: Kses, and transmits the purchase request data +
the ICV 1 to the shop server.
The shop server generates an integrity check value ICV
1' based on the verification of the ICV 1, on the received
- data, applylng the session key: Kses, and judges whether or

not the received ICV 1 = ICV 1' In the event that this

holds, ]udgement is made that there is ‘no tamperlng



perforns verification of the TCV.2, and confirms the purchase request

response (51505). In the event that judgenent is nade f t he 2 that -
there is no data tanpering, and purchase has been accep?gghfghfb&yhe-sale

confirmation data (see Fig. 59 (B)) and the header (various types of
contents-related information including usage infornation and the |ike of.
the contents) + ICV'3 are accepted ($1506), the ICV-3 is verified,
signature verification of the sale confirmation data is performed, and in
the event that all are OK an ICVA¢i¥§%éherated to a contents reception
K response, and transmitted to the shop server. |In the event that the
judgnent in step 51507 is go, in step S1509 an ICV 4 is generated to a

cont ent guregept,i @he fstidp rASRANS GePfdlhs aNEd &1 glat@réhecphepPcgei¥gr - The
shop server receives the contents reception OK or fail + |ICv4 ($1608), '

per f or mefvehef ptaidhesofrdditedtCdaka (646443 ) . anthé nsifeateat that the
response fromthe user device is contents reception OK, executes billing

processwegiffioatiba dentpenformed esisertiSHiB)ic Asepi bh the abere
enbodi nents, this billing processing is processing for receiving contents
char gesdévagra uThe tpndnisiactheyn iaccountad@3edvbfodm 2006 puldB8c keycredit card
speci fied account. Upon the billing - processing ending, an ICV 5 is
gener at edrtafachickel CegteMidd ofhddsagsemnteticnswitledthos theingea device
(S1614). In the '
- public key certificate within the valid period being a
~condition. The public key certificates that are out of date
are nqt used for signature verification at the shop servef,
as the purchase_gommission would fail. In the event that
both the ICV check and signature verification are OK, the
shop server generates sale confirmation data (81604).
The sale confirmation data has the data configuration
shown in Fig. 59 (B), for example. This is the transaction
ID (TID_SHOP) which the shop has generated, shop ID
(ID_SHOP) which is the identifier of the shop, the date and
time that the sale was made, information of charges of the
operator -with regard to contents sales, wherein the operator
is, for example, the contents sales system managing entity
(SH: System holder)}, and in Fig. 54 is an entity for
managing the log collectioh;servér 903. |
Further, CP {contents provider)rsales distribution
information, this is information illustrating distribution
of the contents provider as to the sales of the contents.

Eurther, this includes purchase request data (see Fig. 59

(A)), with a configuration wherein the signature of the shop



event that judgenent in either step S1611 or step S1612 is No, an ICV 5 is
generated to a billing not-ended nmessage, and transm ttegdpin.d bBggsiser ‘

device. Upon receiving the billing ended (or not-ended) nessage + |CV5,
the user device verifies the 1CV 5, neKes judgnent, regardi ng whether or
not billing has successfully ended, and wupon confirmation that the hilling
has ended, generates a. purchase-log (Fig. 5-5) andstores this in its
own-nenory;---' and then uses the co gnts. In t he event that judgenment in

either step S1512 or step S1513 is No, processing for deleting the letter
and contents received the shop server is perfornmed in step S1514. Next,
description will be nade regarding the key updating processing and | og.

t ransm s&iish §Fi@Resks rapperdbedefobethbendahe.user device and the |og
collection server, with reference to Fig. 61 and Fig. 62. In Fig. 61 and
Fig. 62, theThergadiedeonddiretatdsn aty ctassathgshawn hin Bier Rv(BE, and
the right side, that at the |log collection server. This processing is
execut edesehdfe anlie tdie diskFibykior cinfrrnapierhfesstheohwent s fromthe
shop server,, . updating the public key certificate.of the user device
stored CREMASHRAT ddA QPeTRYRY | (PherfrRiten heldes) and ognhaRrth 2005 -
189 pUbliCéEF certificate of the user device, and needs to be wupdated at
pr edet e P %er(icc?()s.asDetscbrqﬁ}t‘?%rP%‘Fli‘e HeeneRets f (BTt ke Bhecevsrhg in

Fig. 61that there are other entities to distribute contents sales
with, the distribution information of these entities aie'
also stored.

In the event that both the ICV check and signature
verifidation are OK, and sale confirmation data is genefated
(S1604), the shop server geherates an integrity check value
{ICV 2) using the session kéy Kses and adds.this'to purchaﬁe
OK data containing a message accepting purchase, and
transmits this to the user device (81605). 1In the event
that either of the-ICVlcheck or sighature verification fails,-
the shop server generates an integrity check value (ICV 2)
using the session key Kses and adds this to purchése fail
data contaiﬁing'a message declining purchase, and transmits
this to the user device (51606).

Further, in the event of'transmitting puréhase OK déta
to the user device, the shop‘servef transmits the sale
confirﬁation data (see Fig. 59 (B)), data wherein an
integrity check value (ICV 3) is generated using the séssion
key Kses as tq the headei (various types of contents-related

information including usage information and the like of the



First, the user device and |log collection server perform nutual .
aut hentication (51521, 51721), and generate a session k he-
condi tion of establishment of authentication, the user %%ypygp%%¥$acts'the
purchase log stored in the nenory within the user device, generates an
integrity check value (ICV 1) with the session key Kses as to the purchase.
|l og, and transmts the purchase log + ICV 1 to the | og-collection server
(S-1522). The log collection serve[tbﬁ%?iyes the purchase log + ICV 1
(51722), executes verification of I (51723) in the event that the
verification is OK and saves the log in the database (51724). Al so an
arrangenent may be nade wherein the log collection server perforns ‘
veri fi catardrenprocesmdgthefcemeert ect tontbesigent deveiocé {HR603er device in
the purchase log, to further check whether or not there. is data

t anpering. TA&Y d§edoldesdCenrenmings fire heyntyeney atassd guréhasyrity check
value (ICV 2) with the session key Kses for the | og reception.OK data, and
transni tEEAURS Y JipsRanER idata 0K pRn faily  thet FeVudetSHE4Ee (51725) In
the event that verification of the ICV 1 fails in step 51723, the |og

col | ect P& ESumee vefafeictelom | iy rI¢Y ZTheand veprixne\tld with the
session key Kses for the log reception fail data, 23 March 2005 - 190 and
transm P& S GINESHt iTGPRIAS At E P (0 2 D e et Hedtce (51726).

The user. devi ce.receives the |log receptjon datag + ICV 2
ju%gement is made é}om é%e ICJ)z that there is no data

tampering} and purchase has beén accepted (OK), the saie
confirmation déta (see Fig. 59-(3)) and the header (various
.types bf contents—related information including usage
7 information and the like of the contents) + ICV 3 are
accepted (S1506), the ICV 3'15 verified, signature.
verification of the salé confirmation data is pérformed, and
in ‘the event that all are OK, an ICV 4 is generated to a
cantents reception OK response, and transmitted to ﬁhe shop
server. _ |
| In the e&ent that the judgﬁent in step S1507 is No, in
‘Step $1509 an ICV 4 is generated to a contents reception
fail respdnse; and transmitted to the shop server.
. The shop server receives the contehtS'reception OK or
fail + ICV4 (31608), pérforms'verification of the ICV 4
(Slﬁllj, and in the event thaf fhe_response from the user
device is contents reception OK, executes billing processing
for the contents to the user (S1613). As with the above
:émbodiments, this billing processing is processing for

‘receiving contents charges from a user transaction account



(51523), and in the event that verification of the ICVtois K and log
reception OK (-51524), a pair of updating public - key (Kp?%@%r ghﬁfcret,key
(KsDEV) are generated (51525), an integrity check val ue g? 'S '
generated and added to the generated public key (KpDEV), and transmtted .
to the log collection server (51526). Upon receiving the public key
(KpDEV) + ICV 3 fromthe wuser device (S1727), the -log collection server
executes verification of the ICV 3 ( 31), and in the event that the
verification is OK an ICV 4 is generated and added to a public key
reception OK nessage and transm-tted to the user device (31732). In the
event that verification of. the IC/ 3 fails, an ICV 4 is generated an
added t 1 quedlit deyd smrepiiedh datdumessagsomnché riabshinged to the user
device (31733). Further, in the event that the log collection server.
gener at @FofiessAng endingidsan ol@he pusdhlgendmntedcapta dni TKingessage and
transmts this to the suffice (31732), issuing of a public key certificate
as wel | MePsage r adebttizgmsaigited teythes ysmuelwite o( Sheld ssueInathbéority
(CA), thereby _obtaining the updated public key certificate of the user
devi ce EE&SH BPAt Indsmentydd faitthey shien Mlagh] tor cieeik $B6Murth 2005 -
191 wvalue I1CV_ 5 is generated and added to the updated public key -
certifi8redPcdV SR edrshita éd bid ing lrs:éq—@mcgeneqms) .

~and transmitted to the user device.

| Upon receiving the billing ended (or not-ended) méssage
+ ICV5, the user device verifies the ICV 5, makes judgmenf:
regarding whetpe;'or not billiﬁg has sucéessfully ended} and

upon confirmation that the billing has ended, generates a

énd then uses the contents. In the event that judgement in
either sfep 51512 or step S1513 is No, pr0cessing for
deleting the letter and-contents received the shop server is-
performed in step S1514.

Next, description Will be made regarding the key
updating pfocessing and log_tranémission processing
performed between the user device and the log collection
server, with reference to Fig. Gi and Fig. 62. 1In Fig. 61
and Fig. 62, the left éide indicates the processing at the
user device, and the right éide, that at the log collection
server. This processing ié executed at the time of aLUSer
device which purchases. contents from the shop server,

. updating the public key certificate of the user device

stored in the user device. A valid period is set for the

wpurchase$legm(FigT—55}man&;steres$thi5minwits~own4memory7-_*4“4'**Z*Jm“



Fol l owi ng receiving the public key reception result (K or.fail) + 1 CV 4,

the user device perforns verification of the ICV 4, andzéﬁgkgftﬁgpnt-that
the ICV 4 verification is K and the public key reception. % 32), :

reception of the wupdated public key certificate + ICV 5 (51533) is
executed, and verification. of the IC/ 5 and verification of the received
public key certificate is executed (51534). In the --event that both
verifications are OK, the public kex'm%&hin the public key certificate is
extracted, conparison is nade wth't public key transmitted fromitself
(55035), and in the event that these match, the secret key generated for
updating and the public key certificate that has been received, are stored
in the npwblycokeyheeusdfidetiecef tha5a6kr dedilceg HmE dewnialteasy sent to
the log collection server) deletion processing is executed (51537). In the
event thapdptiedeabnpredetaymihethpestiods.$1522criptadd will BbImds No,
updating _processing of the valid public key certificate is not executed,
and t he P¥oRcthenproeessingNant Fighe6tontents sal es confirmation processing
executed between the contents provider and log collection server will be
described badedsn tHhe (R elice Mg 1e3. coBlebtihn26e5verl92 The | og
col l ection server manages charges distribution ‘information with regard to
one or RETIPIE RERYyesavbhentiggtient (51821 ef Sddatdant anchacgezratsased on

purcha&%égﬁ%%n key. Under the condition of establishment of
_authentication, the user device extracts the putchase‘log
stored ih the memory within the user deﬁice, generates:an'
integrity check,yélue (ICV 1) with the session keyIKses as
to the pufchase log, and transmits the purchase log + Iév 1
~rtowtheﬂiegmcoilectionwserverwaiSQ2T:ﬁ-“"*”mewwwﬂf"*
The log collection serverrreceiveé the purchase log +
ICV 1 (S1722), executes verification of ICV 1 (S1723) in the
event that the verification is OK, and saves the log in the.
database (51724). Also an arrangement may bé made wherein
the log collection server performs verification processing
of the electronic signature of the user device in the |
puréhase log,rto further check whether or not fheré is data -
tampering. Thé log cbilectipn server further ééneratés aﬁ
;intégrity check-value (ICV 2) with the session key Kses for
rthe‘qu reception OKﬁdafa; and transmits the log reception
OK data + ICV 2 to the user device (S1725). In the event
ﬁhat verification of the ICV 1 fails in step 51723, the log
collection server generates an integrity check vaer,(ICV 2)

Vwith_the session key Kses for the log reception fail data,



recei ved fromuser devices, and executes response processing based on

charges distribution information according to the sales %?Rh&%ﬂﬁbé@n'
requests fromcharges receiving entities. The log colleCtion server can
calculate the sales of the charges receiving entities based on sal es. of.
contents, from the contents ID contained in the purchase |og and contents
charges distribution information held by the log collection server:

bef orehand. --Now, in the-event -of a ﬁﬁﬁfiguration for receiving |ogs
storing the sale confirmation data sh Tn Fig. 55(B), the sales of the
charges receiving entities can be calcul ated based on the distribution
information contained in the sale confirmation data. First, nutual

aut hent it itoransmiske ctitedldet neeapt ben ORNBARKS+PIIQVI derkocartiel Q@er -
col l ection server (S1521, S1721), and a session key Kses is generated.
Under t Keewisrali t310F26 hat nutual aut hentication established, the |og
collection server extracts the identifier Il CP of the contents provider
fromthe publfhe mMeprceeviiide: aterelords Ghofladerecapt boh sdatavi decv (£P)
(S1722), and generates sales data corresponding to the |D CP, based on the
| og i nf dSH@2i30n afhrigy the tekentat Ebak evesif2@at idheofokhecied togidat a
stores distribuytion informati on of the contents provider as 23 March 2005 -
193 deS& ABed 1@soreceidan Ok | Gk 3Hh) charpeir opft hpdabangnpsblpeovi der s
are obtained_based on the |og data. Further, the |og collection server
gener at 8§¥anKPREYYr ARy Sfsdet H9¥k (KSPEV) are generated (S1525), an

integrity check value (ICV 3) is generated and added to the
generated public key (KpDEV), and transmifted to thé log _
collection server {S1526). ' |

Upon reéeiving the public key‘(KpDEV)+ ICV 3 from ﬁhe

quserideviceva}?%JT;~therngwcoliectionmserver executes
-verifidation_of the ICV 3 (51731), and in £hé event that the
verification is OK, an ICV 4 is generated and added to a |
public key reception_OK message and transmitted to the user
device (S1732). In the event that verification of. the ICV 3
fails, én ICV 4 is generated an added to a public key
reCéption fail messaée and tranémitted to the usér device
(S1733).

Fu;ther, in the event that the log collection server
generates an ICV 4 and adds to the public key reception OK
message and transmifs.this to the suffice (S1732), issuing
of a public key certificate as well as the reception public.
key is requested to the issuer authority (CA), thereby
obtaining the updated public key certificate of the user

_device (Cert_DEV) (Sl?34);-énd further an integrity check



1 for the sales- data, and attaches and sends this to the contents provider
(CP) (51724). The contents provider (CP) receives the sabgimgqgg g ICV 1
fromthe log collection server ($1522), perforns verifi Eation P ?he ICV 1
to confirmthat there is no tanpering with the data (51523), and stores
the sales data in the menory ($1524). In the event that verification.is ..
performed and there is data tampering, there is no data saving executed to
the nenory, and the processing ends. | this case, a sales data request is -
made to the log collection server "a .~ Next, sales reporting processing
executed between the shop server and the | og collection server, and
contents provider, will be described with reference to the flowharts
shown i waltiup I8Y @ndFigendifatdheandopised ves thoagpaateat pabsisakey dat a,
and executes processing for transmtting all sales data wthin a

pr edet eceirtdd iigartieod Gertt DHEWGAl@asd dat an it cddr gestheces i ngeveskities, to
the log collection server. Fig. 64 is processing wherein all contents sale
processi(fd 7@ilch the shop server has executed is collectively transmitted
to the log collection server, and the processing in Fig. 65 is 23 March
2005 - 194 Pebiewinagrapeiving dhet pabddet keys rsaieptpior assivig: Wik t he
shop server has executed, sales relating to contents provided by a

parti cuP&r fadhvedt ICVr dvi dde Msexslawiarl penfforms verification of

the ICV 4, and in the event that the ICV 4 verification is
OK and the public key reception OK (S1532), reception of the
updaféd public key'certifiéate + ICV 5 (S1533) is executed,
and verification of the ICV 5 and verification of the

received public key certificate is executed (S1534). 1In the

—event-that both ver lf Ications areOK; the “public kEYWIthln_

-the‘pﬁ?lig key certificéte is extracted, comparison is made
with the public key transmitted from itself (S5035), and in
the event thét these match, the secret key generated for
-updating and the public key certificate that has been
received, are stored in the memory of the user device
'(81536); and log (thé‘log already sent to the log collection
server) deletion processing is e#ecuted (81537). |

In the event that judgement in any of the steps 51532,
51534, or S1535 is No, updating processing of éhe valid
public key certificate is not execuﬁed, and the processing
ends.

Next, the'cbntents sales confirmation processiﬁg
executed between the contents provider and log collection

server will be described based on the flowchart in Fig. 63.



transmtted to the contents provider. - This sales batch report processing
shown in Fig. 64 wll| be described first. First, nutual sihhqg%@%étion,is
executed between the shop server and |l og collection servg . ?E_ , -51731),
and the session key Kses is generated. - Under the condition of the ' ‘
establishment of nutual- confirmation, the shop server extracts all sales
data in particular period fromthe-database, -and-generates-an integrity
check value ICVv 1 for all sales data, de attaches this and transmts this
.to. the log collection server (51632}. The log collection server receives
all sales data + ICV 1 fromthe shop server (51732), perforns verification
of the ICV 1 to confirmthat there is no data tanpering (51733), and saves
the sal @haldtay icollwwimwryeibdy Manayest bRarguendisbati bMeibhi cati on of
ICV 1 is performed and there is data tanpering, data saving to nenory is.
not perfigvfrramnataih wiish pregresdity endsor Imulbipleaskarybe setaesviaya
request is made to the shop server again. The specified contents provider
sal es r &It imso s danfFendlowhanges g. b&bedi v ercessei begs First, nutual
aut hentication is executed between the shop server and ‘contents provider
(61641, YsFRAVEd faom Msesesibiremy AedseRWes hredosnse 19Focessipger at ed.
Under the condition of the establishment of nutual confirmation, the shop
server &gSescrs chenggsnimtaribytgap Hifauwattiom eaccopd bvg dee €hem t he

public ke certificate Cert CP of the contents. provider obtained and
sales confirmation requests from charges receiving entities.

The log collection server can calculate the sales of the
charges receiving entities based on sales of:contents, from
the contents ID contained in the purchase log and contents

charges distribution information held by the log collection

wserver-beferehandw—WNOW7Min*the;eventmof~a”configurationwfdr%*””“**“*“

.receiving logs storing thersale'confirmatioh data shown iﬁ

Fig. 55(B), the sales of the charges receiving entities can
be calculated based on the distribution information
contained in the sale confirmation data.

7. First,'mutuai authentication is‘executed between the
contents provider and log collection server (S1521, §1721),
and a session key Kses is generated. Under the condition |
that.mutual authentication established, the log collection
server extracts the identifier ID CP of the contents |
provider froﬁ thé public key certificate Cert CP of the
contents provider (CP) (S1722), and generates sales data
corfesponding to the ID CP, based on the log information

stored in the database (S1723). The déllected log data

- stores distribution information of the contents provider as:‘



mut ual aut hentication (51642), searches for the sales data based on t-he

extracted D CP, and obtains the sales data of the cont eg#&a\é\%ihfw'he
speci fied contents provider has provided ($1643). Further, . ntegrity -
check value ICVv 1 for the sales data i's generated and attached, and
transmtted to the log collection server (51644). The | og collection-server
receives -all-sales data +ICY 1 fromthe shop server ($1742), perforns
verification of the I1CV 1 to confirmthat there is no data tanpering
($1743), and saves the sales data rnlPBe-nenory (S1744). In the event
that verification of ICV 1 is perforned and there is data tanpering, data
saving to nenory is not perforned, and the processing ends. In this case,

the sal egedar@ape@dHBSle, ! anABEEst? ible iSROR LSS LS ' ing to the
configuration of the présent eﬁboéine%t, contéhtscg%?% aé@ﬁﬁ%gﬂggta can be

col | ect efroagaersi aget 6btheneadphisad BHOEBESIRY ehthhe RYYHHeKe he
certificate of the use a device, and the systemoperator (SH 'System

Hol der) Whgchobbeagesnt Berveg gehkeatesNanehiveeqgrity hlder Ra1skateyof
contents sales in an accurate manner. The public kéy certificate of the
user devl céoi sthheceskas yd2B8aMaanl 2005ched9andf eentiBe thilsual aukhenti cati on

processing with a shop server, so having a public key certificate with a
val i d peromenet préreidén (GPa ¢ShdZ&)on for executing contents purchasing.
Al so, verification of the signature added to the purchase
The contents provider (CP) receives the sales data +
ICV 1 from fhe log collection server (51522), performél
verification of the ICV 1 to confirm that there is no
tampering wiﬁh_the data (S1523), andrstores the sales data
in the meﬁory (81524). In the event that verification is
: performedandtherelsdatatamperlng , there i no data = s
saving executed to the memory, and the processing ends. 1In
this case, a sales data request is made to ﬁhe logA
colléctidn server again.
Next, sales reporting processing executed between the
shop server and the log collection server,randrcdntents
provider, will be described with referencé to-ﬁhe flow¢harts
‘shown in Fig. 64 and Fig. 65. |
The shop Server'manages contents sales data, and
executes prdcessing for'traﬁsmitting'éll sales data within a
predetermined period or the sales data-per.chargeé receiving:
entities, to the log collection server. Fig. 64 is -
processing wherein all contents sale processing Which the

shop server has executed is collectively transmitted to the

loglcollectidn server, and the processing in Fig.'65_is



request data and the like fromthe user device . is executed by the public
key extracted fromthe public key certificate of the usgﬁgpe%{%gﬁ SO
having a public key certificate with a valid period set”y %f dition
for signature verification, as well. Accordingly, in order for the user
device to purchase contents, there is the need to transmt the log data
to the log collection server, performupdating of the public key"
certificate, and hold a public key certificate with a valid period set.
Setting the valid period of the publi? key certificate to, for exanple,
one nonth, three nonths, etc., enables the system operator (SH System

Hol der) whi ch manages the I og collection server to collect the accumul ated
Iogs!|1pﬂﬂdbﬁ§ﬁﬁgthéﬁﬁidAhofftﬁbE%HﬁteﬂﬁﬁwﬁﬁleAErQ@éEéiHSdWQPRVf el 00
data is collected fromuser devices in a sure nmahner by a’log co Pectlon
server \hiogh setdveers el xaartdd) SENRYSSlSOitders0nbeotsrsal es state can
be managed. Further, contents sales can be distributed to sales profit

obt ai ni pgFovdidgitt byoladgrax tsiinil :as cartats PO dier Sap@dséhectédCangn an
accurate manner. Also, with the, present enbodinent, the session key Kses
23 Mar chr2088itteel7 togdher atoadeatt o haraviineraf nmutual aut hentication is used
as the generating key for the integrity check value (ICV) for data.

comuni cat edThésweahes hbatahi repertaptorkssi6y ishoadddh Fig.tlea transnitted
data and communi cated, so the security of .

‘will be described first. First, mutual authentication is
executed between the shop server and log collection server
(81631, S1731), and the session key Kses is generated.

Under the conditjon of the establishment of mutual

confirmation, the shop server extracts all sales data in

par tieularper fod fr 'Ol'[l: the database, ‘and‘generates TALY T T T s

integrity‘check value ICV 1 for all sales data, and attaches
this and transmits this to. the log collection server (S1632).
The iog collection server receives all sales data'+'ICV‘
i- from the shop server (S1732), performs verificatianof thé
ICV 1 to confirm that there is no data tampering (S1733),
and saves the sales data in the memory (817345. In the
eﬁent that verification of ICV 1 is performed'andrthere is
_data tampering, data saving to memory is-not‘performed,'énd
the p;dcessing ends. In this case, the sales.data request:
is made to the shop server again.. |
The specified contents piovider sales report proéessing E
shown in Fig. 65 will be déscribed. First, mutuall .
authentication is executed between the shop server and

Contents provider (S1641, 81741), and the session key Kses



t he communi cation data further i ncreases. Also, with the above-descri bed

enbodi nent, a configuration has been described wherein Sg@r ﬁi @ﬁ%ua
aut henti cati on processing,. and signature generation and %5 ¢
“verification processing, is executed between the user device and shop _
server, a configuration can be made "wherein one is executed, i.e., wherein
only mutual authentication processing, or only signature generation and
signature verification processing, is executed, with usage of a public key
certificate within a valid period beih¥® mandatory for either. [4. Public
key certificate or attributes certificate usage configuration recording
attributes datal] Next, the usage configuration of a public key certificate

or attrifmitmeRitdd | caigassagie COPhATHISAI BF +WBI cBthRS jkpaRded s
attributes data, will. be described. In 'the above-described contents

di stri buhitomIcefifirmit Don, €H6rehbs s8eveesekbirhibty Lhal isRoR jgRehAat Or's
with malicious intent may execute fictitious transactions of contents

under tite quicse tife tdintusietrs devbedePr £p6RT ORE Ehslhéi Rag contents :
transacti ons between the contents provider and shop.. Al so, 23 March 2005 -

198 i ncentidienitd Gdrta QB arf devé ceomt ¢2BPt pAgviQeeX6buhenad addt hori zed
‘transaction believes that this is a shop server and starts comrunication,

and exegwter la agdritearitis giurarhas®l 6 4 Epueséatohdbe fadethet Badeshdptger ver
e.g., execution of .
based on the extracted ID CP, and obtains the sales data of
the contents which the specified contents provider_hag
provided (S1643). Further, an integrity check value ICV 1
for the sales daﬁa is generated and attached, and |
tranémitted to the log collection server (S1644).
'The*log"cdilectionwserfer'reﬁéives“allfsaIES“d&ta +ICV”
i from the shdp server (S1742), performs verification of the
ICV 1 to confirm that thére is no daté tampering (S1743),
and saves the sales data in the memory (S1744). 1In the
event that #erificatioﬂ of ICV 1 is performed and there is
data tamperihg, data saving to memory is not performed, and
the processing ends. 1In this case, the sales data,reQuest
'is made to the shop server again. |
Accotding'to the'configuration of the ptesent
embodiment, contents‘purchése log data can be collected
acéording to fhe updating proceSSing of the public key
certificate of the use a device, and the system opérétof
(SH: System Holdér) which_manages the log collection server

can tell the state of contents sales in an accurate manner.

The public key certificate othhe user device is necessary



credit card nunmber transm ssion processing, there is the dangér of

processi ng bei ng executed such as illegally obtaining.t ard
nunber fromthe user device, in the event that the othe2§B§qué¢Q5: -

unaut hori zed server under the guise of a shop server. Further, the
possibility that a user device may execute fictitious sales of contents
to other user- devices under the guise of a shop, is undeniable. In the
event that such situations occur, it becones difficult for .the systen1
operator to accurately know the act Ued® di stribution of contents. The
following is a description of the public key certificate or attributes
certificate usage configuration the recording attributes data, as a

confi guFaki @hef @iutupleweRtHE fdaidn Qo @i&ﬁ‘r’?trhi)fﬁ &nghéhes ey ot h'er
than the |legal contents distribution rout Attributes data Is daté fo

i dent i f gonpavtiegt wpeubll icemdyt \oatald Mig-ate thiecie 0t edit 53 dhSE{dpusden SySt em
such as wuser device (DEVICE), shop (SHOP), contents provider (CP),

servi cethperdnotis( SHrondd@iistr Fdoe:dtoird Yeddfen s Yicha s ?xanlnlng
public key certificates and attributes certificates, and so forth.. 23
March 2B08o, ge@iflieatdpnnentts tdie atiigrdiiimes athial aie HwwWuidhdde table in
Fig. 66 as a configuration exanple of attributes data. As shown in Fig. -
66, diffeguastcddbs and appr dpkeatlownt chadiddfear eldviand iis exedwtedxanpl e, a

public key certificate
by the public key extracted from the public key certlflcate
of the user device, so hav1ng a public key certificate with
a valid period set is a condition for signature verification,
as well. ACco;dingly, in order for the user device to
_purchase contehts, there is the need to transmit the loé'
data to the log collection éerver, perform updating of the
ﬁubli¢ key'cgrtifiéate, and hold a public key certificate
with a valid period set. Setting the valid period of the
public key certificate to, for example, one month; three
months, etc., enables the system operator (SH: System
Hoider) which manages the log collection server to collect
the accumulated logs in -each setting éntityf in a sure
manner. |

‘AS desceribed above, log data is collected from user

devices in a_sufe:manne: by a log collection sexrver which
the system 6perator.manages, so the contents sales state canr
be managed. Further, contents sales can be distribﬁtéd to |
sales profit obtainingriightrholders such as contént
providers and the like, in an accurate manner.

Also, Wlth the present embodlment, the session key Kses



or attributes certificate issuing request is accepted froma user device
or shop or the like, and "0000" is appropriated as an attribut code to a
registration authority for perform ng exam nation, and " d@thﬁéos- S
appropriated to a service operator, serving as a system holder for
collecting license fees for contents being distributed on the contents
distribution system In the above-described exanple, the service operator
may be an entity which manages a user device authentication server which
executes key swi tching processing,—ot%haybe an entity which manages a | og
i nformation collection server which collects log information. Further, the
code "0002" is appropriated to contents vendors serving as shops for

sel | i ng goid et Sd t oL UsIes tﬂﬁ&!5?Smu%QQQBQuEﬁeEEEEQE&B%tqg.h%e%pg%fnts

distributors which are distribution server operating entities

di stri buihe gyt L5 LIReySESS +He ! 5PEHSELYO eghIubr h
(contents vg%dors),lg%d "%004" S approg??a%eghﬁgﬂuggﬁugdggngs%%Eich

pur chaselatanddigeun fea cant ot wee® £her At it $0865aAACRRAI Ravt 95t RAgkype of
al so appropriated to other entities relating to contents distribution.

Now, thits ithe Motamaiisset idytd esid | comduh foatean! sgUERLi BBolbeLei Bone 23
March 2005 - 200 <code is appropriated to shops, and in the event that
their diepsomntinididtfierretatrodl fisrEnelr f imcteanss. di fferent codes may be
appropriated to differentiate, and the configuration nmay be made wherein
di fferent atdilsbut witbotds abeve-described embodiment, a
configuration has been described wherein each of mutuai
aufhentication processing,:andrsignature generation and
signature verification processing, is executed between the
- user device and shop server, a configuration can be madé
wheréin.one is executed, i.e., wherein only mutual |
authenfication pfocessing, or only signature generation and
signature verification proceséing, is executed, with uéage
of a publié key certificéte within a valid period being
mandatory for either. | - |
f4. Public key certificate or attributes certificate’
usage configuration recording attributes data]
Next, the uéage configuiation of a public key
certificate or attributés certificate usage configuration
which has recorded attributes data, will be described. In
the above—deécribed contents distribution,eonfiguration,
there is the possibility that shop operators with-malicibus
‘intent may execute fictitious transactions of‘contenté under

the guise of the user device, or'pérform fictitious contents

trapsactions between the contents ptovider and shop. Alsb;'



appropriated to user devices as well, according to sone sort of category.
There is a configuration wherein the above-described at hﬁ%te o
information is included in a public key <certificate, antl* dképﬂq guration
wherein an attributes certificate is irssued separately fromthe public key
certificate, so as to identify attributes by the attributes certificate.
Fig. 67 illustrates that configuration example of a public key certificate
having attributes information. The public key certificate shown in Fig. 67
contains the version nunber of the-ckt§ificate, the serial nunber of the
certificate to be appropriated to the certificate user by the public key
certificate issuer authority (CA), algorithns and paraneters used for the

el ect r orirC tHegRAtate thdthea NEr et Nee | S6LBRPALAGOLLT ¥xebliBeVahi di ty of
the certificate, the nane of the certificate user (e.g., user device ID),

the publauthoay zefd tdrameardt fow db€bieses  tRad thust hera shepabeygedescri bed
attributes information such as [0000], [0001] [nnnn], and further, an

el ectromind stiagrat wommuHieeion) adheteoitédea Ceshtéheat put-chader
exanpl e, the issuing year (4 bytes), nonth (2 bytes), date 23 March 2005 -
201 (2reyuesy, tandesewided withtbex (ihyd@syerf os.q. | odebcefidh obytes. For
the user nane, an identifiable name set by the registration authority, a
random fAgedat, cardanyabieal tmaryarissimy peoasssing) ,tlkecxonis gtiati on may be
made wherein the )
danger of processing being executed such as illegally
~obtaining the credit card number from the user device, in
the event that the other party is an unauthorized server
under the guise of a shop server. Further, the possibility
that a user device may execute fictitious sales of contents
to other user devices under the guise of a shop, is
undeniable. In the event that such situations occur, it
becomes difficult for the system operator to accuratély know
the actual distribution of contents.
The following'is a description of the public key
certificate or attributes certificate usage configuration
the recording attributes data, as a cohfiguration'for_
preventing fictitious transactions and the like, other than
the legal contents distribution route.
- Attributes data is data for identifying the type of
entity making up the contents distribution system, such as
user device (DEVICE), shop (SHOP), contents provider (CP), .
service operator (SH), registration authority for issuing

-and examining public key certificates and attributes

certificates, and 50 forth..



hi gher order bytes are the category, and the |ower order bytes are the
serial nunber. The electronic signature is data wherein égﬁ%yﬁ£§55g1 nunber
of the certificate, ‘the serial nunber of the certificat .r. e :
appropriated to the certificate user by the public key certlflcape‘lssuer
authority (CA), algorithms and paraneters used for the electronic
signature, the nane of ‘the issuer authority, the validity of the
certificate,- the name of the certificate user, the public key of the
certificate user, and all of the attr}®tes data is subjected to _
application of the hash function so as to generate a hash value, and is
generated using the secret key of the issuer authority with regard to the

hash val ue. e RWHtIM R £arilfithites ic?a%!fraz?é'té}%dn?yiﬁcﬁﬂ the
public key certificates shown-in Fig. 67, updates publi ey cer |f|cates

that arem®igf 6Rtgs ANCoRE PRELSL ISR leahf gtetibRrbsSqachi st of
unaut hori zed users for revoki ng users who have perfornmed illegalities (thIS

is call e shewacain ang. CB‘SIWlﬂfé!@énfl&fﬁhe@taf@ea}%ﬂ@pﬁiaﬂéﬂnﬁothe public
key certificate, the user uses of the public key

- 202 idddiferenit eort tyiedhi cmmeem@sldaplﬁsPuﬁpldekeiycéhaifl@éEétronl C
signature of the public key certificate, and follow ng success of
eIectro@mtaﬁuyxhunes\Q£rﬁ1fxuatn1133unngn&ﬂqme$mylsSa@mépﬁ@deﬂr6m0@1the
public key certificate, and
user device or shop or the llke, and "0000" is approprlated
- as an attributes code to a registration authority for
performing examination, and "0001" is appropriated to a
service operat?:;serving as a system holder for collecting
license fees for contents being distributed on the conténts
distribution system. 1In thé‘abovewdescribed example, the
service operator may be an enfity which manages a user
deviée authentication server which executes key switching
processing, or maybe an entity which manages a log’
Vinférmation collection server'which coliects log infqrmation.
| Further, the code "0002" is appropriated-to contents
vendors serving as shops‘for'selling contents to user |
devices, "0003" is'appropriated to contents distributors
‘which are distributidn server operating entities for
'distributing contents to users in response to requests from
shops (contents vendors), and "0004" is appropriated_to usér
devices which purchase and use the contenfs. Differéﬁt
codes according to the type of also appropriated to other
eﬁtities relating to contenté distribution. Now, this is

not necessarily restricted to a configuration wherein one

CA of the 23 March 2005



the public .key is used. Accordingly, all users using the public key .
certificate need to hold a shared public key of the public, key certificate
i ssuer authority. Next, Fig. 68 illustrates the data con??éﬁ?ﬁ{?gHSOf a )
public key certificate which does not have attributes information, and an
attributes certificate. (A) is the public key certificate which does not
have attributes information, and has a data configuration wherein
attributes information has been renﬁéﬂg fromthe public key certificate. -
shown in Fig. 67, and is issued by 1 ublic key certificate issuer
authority. (B) is an attributes certificate. Attributes certificates are

I ssued by an attributes certificate issuer authority (AA: Attribute

Aut hor i togde Tixe sprofut Bsed erd i $hops £ ShH@WMIni BhEi GvefB BAStath¥EESi on
nunber of the certificate, and the serial nunber of the public key

certifi chapxoritds pbitifexpno rdbeat4nd bfsest tens| f dcafereasueddby the
attributes certificate issuer authority (AA) which is the sane as the
certifi cmdsapmopmiatyst of dihEfcoenespoadi and pubéi cokeygaeatidhcat e,
functioning as |inked data for correlating both. certificates. 23 March
2005 - 73 bs madg mheysioh difterentptatigr tlmtenfcodes harat tri butes of the
other party of communication by an attributes certificate nakes

conf i r TERRRPRGTLANRs Q4 UaRK dewierad facatelll akeerding o psbhe csdey

certific%}e, based on the public
of category.

There is a configuration wherein the above—described
-attributes information is included in a public key
certificate, agd#the configuration wherein an attributes
certificate is issued separately from the public key |
certificate, so as to identify attributes by the attributes
certificate. Fig. 67 illustrates that configuration example
of a public key certificate having attributes information.

The public key certificate shown in Fig. 67 contains
the version number of thé,dertificate, thé serial number of
the certificate to be appropriated to the certificate user
by the public key certificate issuer authority_(CA), |
algorithms and parameters used for the electronic signature,
the name of the issuer authority, tﬁe validity of the
certificate, the name df the certificate user (e.g.; user
device ID); the public_kéf of the cettificatesruser, and
_further, the above—déséribed attributés information such as
[0000], tOOOl] <+« [nnnn}, ahd further, an electroﬁic‘
signature. The serial nﬁmber of the certificate'is,ffor-

exémple, the issuing year (4 byteé), month (2 bytes), date



key certificate serial nunber stored in common in the-publlb key

certificate and attri butes certificate, and can obtain gggiibu @ﬁh o '
information fromthat attributes certificate storing th ic key -

certificate serial nunber as the public key certificate. The serial nunber
of the certificate is, for exanple, the issuing year (4 bytes), nonth (2
bytes), date (2 bytes), and serial nunber (8 bytes), for a total of 16
bytes. Further, algorithns and para igi used for the electronic _
signature, the nane of the attribufeS tertificate issuer authority, the
validity of the certificate, the nanme of the certificate user (e.g., user
device ID) which is the sane as the user nane of the corresponding public
key cert(7 ikgettess) f andvsethiab namesati { 8abyeesaperset abyothe bggiigtration
authority, a random nunber, or a serial nunber, nay be used, or, a data
conf i guisatiesh ndjohdmdsehenane, tae higheifoadee hymessatebyt kaecat egory,
and the | ower order bytes are the serial nunber. Further included are the
above- d&SEHisFaR tEan idahar itnf or mandom soahbas, [6808] sek@801humbkrpnn] ,

and the electronic signature of the attributes certificate issuer :

aut hor i B2Y( R® usest.\p/Bh Z200Bnfipmratthen shaytbemadsi ghatain thedat a
wherein_ the version nunber of the certificate, the serial nunber of the
public hl%@}‘e(?etotrldﬁrcé’d’éiesaladiﬂ |§hﬁf§%%¥am@r@©sb@wenrorﬂer el ectronic

si gnatuge the of the.issuer authority, the
9 L are %%e seglal number. y

The electronic signature is data wherein the version
. number -of the certificate, the serial number of the
certificete to(be appropriated to the certificate user by
the public key_certificate issuer authority (CA), algorithms
and parameters used for therelectronic signature, the name
of the iseuer_authority, the validity,of the certificate, -
the name of the certificate user, the public key of the-
certificate user, and all of the attribuﬁes data is
subjected to application of the hash functlon so as to
generate a hash value, and is generated using the secret key
of the issuer authority with regard to the'hash value. |

The public key certificate issuer autﬁority (CA) issues
the public key certificates.shown in Figqg. 67,'u§dates public
key certificates that are out of date, and creates, managesr'
and distributes a 1lSt of unauthorized users for revoklng
users who have performed 1llega11t1es (thls is called
revocatlon)

On . the other hand ‘at the time of u51ng the publlc key

certlflcate, the user uses of the publlc key KpCA of the



validity of the cerfificate, the name of the certificate user, and all, of

the attributes data is subjected to application of the Egﬁprnygg%gon.so as
to generate a hash value, and is generated using the secfré E1<%y t he :
attributes certificate issuer authority with regard to the hash value. The
attributes certificate i.ssuer authority (AA) issues the. attributes
certificates shown in Fig. 68(B), updates attributes certificates that are .
out of date, and creates, manages, and distributes a |ist of unauthorized
users for revoking users who have peffPérmed illegalities (this is called
revocation). Fig. 69 illustrates a diagram expl aining the. procedures for
user device and shop server participating in contents transactions each

new y i skl palpthérkey GBithf that 8ekOnoRAsYSed: vd§'iqy WigShop server
1010 and the user devig% 1020 have the sgneséonfigurég?zn a§§describe W th

ref erencsledordiile digeataee. ofNensepubeecoReyALbERE 181 ale, 103 is a
system hol der (SH) managing all contents distribution, and can tell the

state offalitwiig slictesdHust 0albytPOARS §I%ghaaﬁret Berabqvatdescr ivhed
contents key sw tching processing, or 23 rch 2005 - 205 collecting |ogs

gener at gatiyiusery diswieetiscped chasknghecpabentskebeberttifiisatleSoahunct i ons
as a Registration Authority (RA) for executing reception and exam nation
of  publtihe keipblder they ckst eusedl. atAcchodesgteyt aflcakerkssaging the
public'key certificate need to hold a shared public key of
the public key certificate issuer authority. |
Next, Fig. 68 illustrates the data configurﬁtioﬁ'of é
public key certificate which does not have attributés
informaﬁion, and an attributes certificate. (A} is the
~public key certificate Whichldoes not have attributes
information, and has a data.Configuration wherein attributes
information has been removed from the public key ceftificate
shown in Fig. 67, and is issued by the public key
certificatg issuer authority. (B) is an attributes
_certificate.V'Attributes certificates are issued by an
.attributes cert&figate issuer authority (AA: Attfibute
Authority y. |
_The attributes-certificate shown in Fig. 68 has a
version'number of the certificate,_and the serial numbef of
the public key.certificate corresponding to the éttributes
certificate issued by the attributes certificate issﬁer_
authority_(AA)'which-is the séme as the certificateé seriai :
number of the corresponding public key certificate,

functioning as linked data for correlatipg_both.certificates;



requests fromthe shop server 1010, user device 1020, and 'othersn In the

present enbodi nent, the service operating entity 1030 i :
configuration having functions of a system hol der (SH) 2%8L¥%h%QQ%ns of a-
registration authority (RA), but these may be configured as separate

I ndependent entities. In Fig. 69, the procedures for newy issuing a .
public key certificate at the user device 1020 are indicated by A

t hrough A8, and the procedures for negﬁ i ssuing a public Kkey certificate
at the shop server 1010 are indicatéed Bé Bl through B7. First, description
wi |l be made regarding the procedures for newy issuing a public key

certificate at the user device 1020. (A) Miutual authentication First, the

user devhuxeef®P0yewhinheisnuttiamptangheot icoatfiom WHd dtta- SRMEL e oper ati ng
entity 1030. However, at this point, the user device 1020 does: not have a
publ i c keyecethéfi patty of cummahieathent byatnomttsiintmtas public key
certificate cannot be executed, and accordingly, the symetric key

encr ypt i o8 wbf hoat desekebedonfimationencethe Bitgribhites Ideartificate Nut ual
aut henti cation processing 23.March 2005 - 206 wusing a shared secret key,
and i dentinked wi) ajpulbkéecuked cerbéfinatdesbrispd om rndleatpubdilco Fig. 12
for details). (A2), Generate pair of public key and secret key (A3) Public
key certh9Y @ietikigate eyeEial number stored in common in the public

key certificate and attributes certificate, and can obtain
attributes.information from that attributes certificate
storiqg the same public key certificate éerial numbér as the
public key certificate. The serial number of the
certificate is; fdr exémple, the issuing year (4 bytes);_
month (2 bytes), date (2 bytes), and serial number (8 bytes),
for a.total pf 16 bytes. Further, algorithms and parameters
used for the electronic signature, the name of fhe
attributes certificate issuer authority, the validity of the
certificate, the name of the certifiéate user.(e.g;; user
device ID) which is the same as the user namé ofrtﬁé
corresponding public key‘certificate,-for which an
identifiable name set by the registration authority,.a

. random number} or a_seriél number, may be used, or, a'daté
configﬁration may be made wherein fhe higher ordei bytés are
the category; and the lower order bytes are the serial
number. Further iﬁcluded are the above-described attributes
information suéhras [0000], [0001] --- [nnnn], and the' |
neiectrohic signature of the attributes certificate issuer 

authority (BA).



(A4) Exam nation and public key certificate issue request (A5) Public key
certificate issue request Upon nutual authentication bel?%PF %igﬁd hed t he
user device 1020 generates a pair of public key and sec ¥ o
newy registered, in the encryption processing unit of its own deV|ce and
transmts the generated public key to the service operating entity 1030,
along with the certificate issuing request. The service operating entity

1030 which has received the public 5e¥ éertificate i ssuing request

exam nes the issuing request, .and in A& svent that ~ the criteria for an
entity issuing a public key certificate are satisfied, transmts the
certificate issuing request to the public key certificate issuer authority
(CA) 1040. H&he electimnibvenigndtaire hes pddta cwkeyetar thbi ¢akeibg be i ssued
is a public key certificate having attributes information such as shown
in Fig. THopey, th@h%e¢ertefbpetatlhgeeaErLyllﬁﬁﬂbewudge&hbh@ubuhblbutes of
t he entlty which has transmitted the certificate issuing request based on

the ID. @Ylﬁﬁ#tkﬁ%@%%ﬁid@hﬂ@fibhmﬁlEhdapdrsmetetskayeﬂemwmnghes secret
i nformation are stored beforehand in the user device 23 March 2005 - 207 .
parti ci FASHEIHT M EIEE ot R URABA, 0fi thet hesuser adehbeétyl, Dthed secr et

key bein f. a configuration managed by the service operating entity
1030, vag’rle‘qo Y 1 &S ierobeieatag Eieingme 030 ther chetitheatecr et

i nformation
user, and all of the attributes data is subjected to

epplication.of the hash function so as to generate a hesh
'vaiue, and is generated uéing the secret-key.of the
attrlbutes certlflcate issuer authority w1th regard to the
hash value.
The attrlbutes certificate issuer authorlty (AR) lssues

‘the attrlbutes certlflcates shown in Figqg. 68(B},-updates
attrlbutes certlflcates that ‘are out of date, and creates,
menages, and'distributes a list of unauthorized users for
revoklng users who have performed 111egallt1es (this is

‘called revocation).

| Fig. 69 illustrétes'a diagramuexplaining the procedures
for user dev1ce and shop server partlclpatlng in contents
transactlons each newly issuing public key certlflcates to

_ be used. Here, the shop server 1010 and the user dev1ce
1020 have the same conflguratlon as describe with reference
to Fig. l-earller The service operatlng entlty 1030 is a
system holder (SH) managlng all - contents dlStrlbutan, and
can tell the state of contents dlstrlbutlon.by means such as

the above-described contents key\switching'proceseing,'or



storing database based on the ID transmtted fromthe user device, and

follow ng confirmation that the user device ID has been red ,
bef orehand, extracts the secret key, perfornms mnutual %%@ﬁwﬁb n'mﬁth
the user device based on Fig. 12 using this key, and-only in the event t hat
the nutual authentication is successful is the user device confirnmed to
be capable of participating.in contents distribution: . (A6) Issue public
key certificate (A7) Transnit public_key certificate (A8) Transmt public
key certificate Upon receiving the pu P?cfkey certificate issuing request
fromthe service operating entity 1030, the. public key certificate issuer
authority 1040 stores the public key of the user device, issues .a public
key certedliateihqviagst §enakaebloBiCuskgnakieofist bg ggﬁﬁkey
certificate 1issuer authority 1040 (Fig. 67 or Fig. 68(A) d transmts.
this to edmtamrsi ceiepey athig enébtfuﬁ@ﬁ@onihassﬁrRE?QstQB%ﬁéhing entity
1030 transmts the public key certificate received fromthe public key
certifi datthasisiyer (B} hboi t gxed@ddngorebepusen davi egam@2@tidReoyser device
stores the 23 March 2005 - 208 secret key generated earlier in (A2) along
wi th theulddd vy qritifidaye candisttaibuneshiortisebbteandstiing i s
capabl e of using nutual authentication, data encryption, decryption

pr ocessifRgIasRtE f?ﬂmtﬁhﬁtSHQPCﬁGIMEWeh@BOIraﬂencdemmee 1020, and

others In the present embodiment, the serv1ce operatlng
entity 1030 is of a confxguratlon hav1ng functions of a
system holder (SH) and functlons of a registration authority
(RA), but these_may be configﬁred_as separate independent
entities. |
-In Figi 69, the procedﬁres for newly issuing a public
key-certifieate at the user device 1020 are indicated by Al
through A8, and the procedures for newly issuing a public
key certificate at the shop server 1010 are indicated by Bl
through B7. First, description will be made regarding the
grecedures for newly issuing a public key certificate at the
_ user device 1020. |
(Al) Mutual authentication
First, the user de#ice 1020 execﬁtes mutualrr
authentlcatlon with the service operatlng entlty 1030.
However, at this point, the user device 1020 does not have a
public key certlflcate, so mutual authentication using a |
public key certificate cannot be e#ecuted and accordinély,,
the symmetrlc key encryptlon method descrlbed ‘with reference

to Flg 12 earlier, i. e., mutual authentlcatlon proce551ng



On the ot her hand, the procedures for issuing the public key certlflcate
for the shop server 1010 are basically the sane as the certificate issuing
procedures for the user device, but shop server needs t336@“9b8 %R ed by -
the service operating entity 1030 as an entity which handles selling of
contents. Accordingly, along with its own public key, the shop server 1010
needs to execute license application (the procedures in Fig. 69 B2). This
is executed by the shop server 1010d%@§epting execution of selling
contents follow ng the policies set™ Dy the service operating entity .
1030, for exanple. In the event that the shop server 1010 is capabl e of
executing a selling of contents followi ng the policy set down by the

servi ce usiipsy at istpmed idecdd8Okepndahdeigbnpiseeye( 189]0iacerpE ted
confirmng to these policies, the service operating entity 1030 proceeds
wi th t hd sgEreodduurdes dmipti ssui nefld thingpubd | Eifeyl2ceoti iétaieshor the shop.
The processing for the public key certificate issuing procedures is the
same as the ¢a2¢ Generalte psdr ddvipemhlidedasy ball aewset Mg, the
processing for updating public key certificates will be described with
reference to(RBg. Pnblie3 kigr clerzd@Eicatz0dssage steywestn Fig. 67 and Fig. 68
(A), public key certificates. have a valid period, and entities using
public key &éﬁﬂlEﬁéaﬁéétééﬁnémduyghimq|H6Xxn&¥$1ﬂtnat£%133necﬁ date, so

there is the need to execute updating processing while
reguest

(A5) Public key certificate iséue request
Upon mutual authentication being established, the usér
-devicg 1020 geperatés a pair of public key and secret key to
be newly registeréd, in the encryption processing unit 6f
its own_device; ahd.transmits the generated public key to
the service operating entity 1030, along with the
certificate issuing reéuest; The sérvice operating entity
1030 which has received the public key certificate issuing
request examines the'issuinglrequesf, and in the-event that
. the criteria for an entity 1ssu1ng a public key certificate
are satxsfled transmits the certlflcate issuing request to
the public key certlflcate issuer authorlty (CA) 1040. Here,
in the event that the public key certificate to be issued is
a public key certificate having attributes 1nformat10n'such
as shown in Fig. 68 (A), the service opefating entity 1030
judges the attributes of the entity which has transmitted
the certificéte issuing request based on the ID. -
. A user device-identifiér (ID) and sécret key serving as‘

secret information are stored beforehand in the user device



still valid, and performissuing procedures for a public key «certificate
with the nem/of valid period set. In Fig. 70, the public_ke certlflcate‘
updating procedures for the user device 1020 are i ndi café =%®h%@ t hr ough-
A8, and the public key certificate updating procedures for the shop server
1010 are indicated by Bl through B7. First, description will be nade
regarding the public key certificate updatlng procedures for the user

devi ce 1020. (Al) Miutual authenticati First, the user device 1020
executes nutual authentication wth ?ﬁ% Service operating entity 1030. At
this point, to user device 1020 has it currently valid public key
certificate, so nutual authentication using. the public key certificate is
execut edbafhicipat img imtcehteats h@hsteabutiof] OReshi Racdaser BagiWet h
reference to Fig. 13 earlier. Note that in the event that the public key
certificel exrad segwet skeytbeinglat eof nat vahfdgubatibnanbaagedr 8geshieny Usi ng
the shared secret key and identifier (1D .as described with reference to
Fi g. 12ﬂﬁ%ﬁlﬂ?esﬂﬁiﬁtmhqlemmltywﬂwh@,saheraannethassmrbhcéhe new i ssui ng
procedures. 23 March 2005 - 210 (A2) Cenerate pair of new public key and
secr et @Qﬁrq9¥99FﬁnﬂlﬁyI&ﬂﬁQmﬁQaf¢hﬁﬁethes&ecrequesfotmgtlﬁnan1natlon and

public key certificate update request
storing database based on the ID transmitted from the user

device, and following confirmation that the user device ID
has been tegiste;ed beforehand, extracts the secret kej,
.perfotms mutual authentication with the user device based‘on
Fig. 12 using this key, and only in the event that the
mutuél authentication is sucéessful is the user device |
conflrmed to be capable of part1c1pat1ng in contents
dlstrlbutlon

(R6) Issue.public key certificate

(A?) Transmit public key certificate

(A8) Transmit public key cettificate

- Upon receiving.the'public key certificate issuihg

request from the service operating entity 1030, the. public
key certificate issuer authority 1040 stores - the public key-'
of the user dev1ce, issues a. pubch key certificate having
the electronic signature of the public key certificate
iéSuer authority 1040 (Fig. 67.orlFig. 68(A)), and transmits.
this to the service operating entity 1030. Tﬁe servicé
operating entity 1030 transmits the public key certificate
received from the public keY'certificate‘issuer authority

11040 to the user device 1020. The user device stores the



(A5) Public key certificate update request Upon nutual authentication _
havi ng been established, the wuser device 1020 generates Sﬁ§%|r.86 updating
new publi.c key and secret key, at the encryption procesg B2 %ﬁthln ‘
its own device, and transmts the generated public key to the service
operating entity 1030, along with the certificate wupdating request. Upon
receiving the public key certificate update request, the service.operating

entity 1030 exam nes the update requgéh{ and in the event that the
updating criteria are satisfied, tra 1Ts the certificate update request

~to the public key certificate issuer authority (CA) 1040. Note that in the
event that the public key certificate to be issued here is a public key
certifi caterehaképgganerabatieearhiermihi Qa2guelodsy Shaw e Hebeiled A
the servers operating entity 1030 judges that attributes of the entity

whi ch hasubltmskeyteedrtheicatei within isselfy aedquatius dasedmibidied D

(A6) Update public key certificate (A7) Transmt public key certificate
(A8) Trarsig mutnak aeyheeticattane dpva eaceypitign,helauuyiptddeey _
certificate update 23 March 2005 - 211 request fromthe service operating
entity TIBTICIHNPuiRte.  kay thettineacé toptentauthramishayrtioqns .stores the
new public Kkey of the user device, issues a public key certificate having

the el ectroni® dihgnather dranthe Pibiunogedures for issuing the

public key certificate for the shop server 1010 are
" basically the same as the certificate issuing procedurés for
the user device, but shop sexverlneeds to be approved by the
serviée operating entity 1030 as an entity which handles
selling of contents. Accordingly, along with its own pﬁblic
key,-the shop server 1010 néeds to execute license
‘application_(the procedures in Fig. 69 B2).. This is -
executed by the shop sérvef 1010 accepting execution of
selling contents following the policies set ddwn by the
service operating entity 1030, for example. In the event
thét'the shop server 1010 is capable of executing a selling
of contents following the policy set down by the serviée
‘operating entity 1030, and the shop server 1010 accepts
confirming to these policies, the service operatiné entity
1030 proceeds with the piocedures for issuing the éublic key
certificate for the shop. The-processing fqr~thé public key'
certificate issuing procedures is the same as the ééSe forl
the user device, described above. | |
Next, the processiﬁg for updéting public key

certificates will be described with reference to Fig. 70.



certificate issuer authority 1040 (Fig. 67 or Fig, 68 (A)), and transmts
this to the service operating entity 1030. The service operating entity
1030 transnits the public key certificate received frontt NErgUEIGE Kkey
certificate issuer authority 1040, to-the user device 1020. The user
device stores the secret key generated in (A2) earlier along with the
recei ved public key certificate in its own .device, and thus is capable of
usi ng nmutual authentication, data encgyption, decryption processing, etc.,
at the time of contents transacti on€9%mr the other hand, the pr ocedur es
for issuing the public key certificate for the shop server 1010 are
basically the sane as the certificate updating procedures. for the user

devi ce, aBushewacyhi #agQf 671 cerRs & RPP!dLatd PN puboat i 18gy (t&er PFRcgdug es in
Fig. 70 B2) is necessary. In the event that the servi'ce operating entity

1030 penavéesa wpdati g@:@bdt,harﬂd csa ids theimdguISEIy ke 010, the service
operating entity 1030 proceeds with the procedures for. updating the public
key certettistieates thanskopselhertificersdsdHar die ublof keve,

certificate updating procedures is the sane as the case for. the user
devi ce, s@3tMarehig0O6he- n2éd tdeseseidue: alpelat il ivoguachoyrdsi feor new y
I ssuing an attributes certificate will be described with reference to Fig.
71. An stillivaled,cendi pecdbem dsishdngepriddeghtres hown 4 rpdblgic Gy
certificate with the new of valid period set.
In Fig. 70, the public key certificate updating:
procedures for the user device 1026 are indicated by Al

rfhrough A8, anq the publié key certificate updating
procedures for the Shop-sérver 1010 are indicated by Bl'
th;ough B7. First,,descripfion will be made regarding tﬁe
puﬁlic key certificate updating procedures for the user
device 1020.

{Al) Mutual authentication

First; the user device 1020 executes mutual
authentication with the service operating entity 1030. At
this point, to user device 1020 has it currently valid
public key certificate, s0 mutual authentication using.tﬁe'

-public key ceftificate.is executed. This is the mutual
authentication processing described with reference to Fig.

.13 eérlief. Note that in the event that the public key
certificate at hand is out of date, mutual authentication
processing using the shared secret key and identifier (ID)
as described with reference t6 Fig. 12-may be executed first

in the same manner as with the new issuing procedures.



(B), with.and attributes certificate being issued follow ng issuing of the
public key certificate shown in Fig. 68 (A). In Fig. 71 @@5#@%? edures =
for newy issuing an attributes certificate for the usefs 20 are -
i ndi cated by Al "~ through A7, while the procedures for newy issuing a
public key certificate for the shop server 1010 are indicated by Bl
through B7. First, the procedures for newy issuing a public key
certificate at the user device 1020 will be described. (A) Mitual

aut hentication First, the user devite?i1920 executes mutual ~authentication
with the service operating entity 1030. At this point, the user device
1020 already has a public key certificate issuer authority public key

certificate, (aQ) Wenedlatruigaant igRlian gl Sy U | Sekeyr cpeyi ficate is
executed. (A2) Attributes certificate issue request (A3) Exam nation and

attributes cerBif Padlldc keye deaqiidSiicaticAds Aid ridyiicase certificate issue
request Upon nutual authentication been established, the user 23 March 2005

213 device 1820 Examdmiattdoandngt tpublice keserddifit CRieat e sygiatequest to the
service operating entity 1030. Upon receipt of the attributes certificate
| ssui ngregygesdt, the service operating entity 1030 exam nes the issuing
request, and in : : _ ' : .
(A5) Public key certificate update request
Ubon mutual authentication having been established, the
- ‘user device 1020 generates a pair of updating new public key
and secret key, at the encryption processing unit within its
own device, and transmits the generated public key to the
service operating entity 1030, along with the certificafe‘
ppdating reqﬁest,‘ Upon receiving the public key certificate
' update request, the service operating entity 1030 examines
the update request, and in the eventrthat the updating o
criteria are satisfied, transmits the certificate updéte
request to the public key certificate issﬁer authorityr(CA)
1040. Note that in the eﬁent that the public key
certificate to be issued here is a public-key. certificate
having attributes information such as shown in Fig. 68 (A4),
the servers operating entity 1030'judges that attributes of
the entity which has transmitted the certificate issuing
request, based on the ID. |
(A6) Update public key certificate
(A7) Transmit public key certificate

(A8) Tramnsmit public key certificate

Upon receiving the public key certificaté update



the event that the criteria as an entity for issuing attributes
certificates are satisfied, transmts the certificate iggwf re t to the
attributes certificate issuer authority . (AA) 1050. Her¥€; %ﬁb ice
operating entity 1030 judges the attributes of the entity transmtting

the certificate issue requests, based on the ID. As described above, a
user device identifier (ID) is stored beforehand in the user device to
participate. in contents - distribUtio? 1vvith t he user device | Ds being
managed by the service operating enti 1030, so that the service operating
entity 1030 can confirmthe user device is capable of participating in.
contents distribution, by making conparison of the IDtransmtted fromthe
user deviespiemid fitten Uder saevice cblmerdmainbaenaityamgabeeﬁhée?hbu_@&ed- , (A5)
| ssue attributes certificate (A6) Transmt attributes certificate (A7)

Tr ansmi- tkegt taahitfdsader tisfdwat eawpoor iegel ¥40gstbeeat thiebueespablitfi cate

I ssue request fromthe service operating entity 1030, the attributes
certifi &&tve ofs e vamsthaldvice 0505 sues ea plkl att keputestifnéatenti on of the
user device, issues an attributes 23 March 2005 - 214 certificate having
the el e®@Vdmid tiggrdaptaasfiq Helgnaterduwe bsterpulhl tat kei'ssuer authority
1050 (Fig. 68 (B)).,, and transmts this to the service operating entity
1030. TREer&ddiraseofSeaain@uanity ob e r Gibei 167 toe Bigri 68t 6B ),

and transmits this to the service operating entity 1030.
The service operating entity 1030 transmits the publicrkey
certificate received from the public key certificate,issuéf
authority 1040, to the user device 1020. The user device
'stores the secret key generated in (A2) earlier along with
the received public key cerﬁificate in its own device, and
thus is capablerf using mutual authentication, data‘
encryption, decryption précessing, etc., aﬁ the time of
contents transactions.

On the other'hand,rthe procedures for issuing the
public key certificate-for the shop server 1010 ére
basically tﬂe same as the certificate updating procedures.
for the user device, but execution of 1iceﬁse application
updating (the procedureé in Fig. 70 B2) is necessary. In
the event that the service operating entity 1030 permits
updating of the license of the shop server 1010, the service
operating entity 1030 ﬁroceeds with the'proéedures for
updating the public key certificate for the shop. ihe
processing for the public key certificate ﬁpdating

procedures is the same as the case for. the user device,



certificate received fromthe attributes certificate. issuer authority
1050, to the user device 1020. The user device stores t?%PJe ej d ‘
%ﬁﬁ#%ﬁhtes'

attributes certificate in its own device,. and uses it
confirmation processing at the tine of contents. transactions. on the
ot her hand, the procedures (Bl through B7) for issuing the attributes -
certificate for the shop server 1010 are basically the sane as-the _
certificate issuing procedures for_t user device. Also, the attributes
certificate wupdating procedures are dlso the sane as the new i ssuing
procedures. Next, description will be nmade regardi ng contents transactions
acconpani ed by attributes confirmation processing by an attributes '
certifi clsrwybent talidotges confirmati on processing by attributes
information stored in public key certificates. Fig. 72 illustrates the
processi ng céeiitgubrecedures fmremawly iwswingutaas adonfibweds on processi ng
at the tine of nmutual authentication. The configuration in Fig. 72.is the
sane as S iaadn sl fe desribediyith geferemee earFigr. 71Thadnis, the
conponents are a. shop server 1010 for executing 23 March 2005 - 215
sel | i ngadf-TdontaEm sentid iradie dis i tthe 10t Bkt e nghopur thaBigg o
contents, and .the user device authentjication server. 1030. Here, the user
devi ce ABYneMiitdadich addmihuteny Reytt firmhe thrltmnitredt Lok lawing
above-descri.bed er%?ce . . s . .
issuling of the public key certificate shown in Fig. 68 (A).
In Fig. 71, the procedures for newly issuing an attributes
certificate for the user device 1020 are indicated by Al
through A7, whilg the procedures for newly issuing a public
key certificate for the shop server 1010 are indicated by Bl
through B7. First, the procedures for hewly issuing. a
public key certificate at the user device 1020 will be
described.
(Al) Mutual -authentication
7 First, the user device 1020 executes mutual
authentication with the service operating entity 1030. At
this point, the user device 1020 already has a public key
certificate issuer authority public key certificate, so
mutual authentication using the public key certificate is
executed.
(A2) Attributes certificate issue request
(A3) Examination and attributes certificate issue
reqguest
(A4) Attributes certificate issue request

Upon mutual authentication been established, the user



operating entity..-The processing proceeds in order. from nunber (1)
through (20) in Fig. 72. The details of processing will _he described in
order of the numbers. (1) Mitual authentication and attr2BMEEN 8%t i rmation
processing The user device 1020 attenpting to purchase contents froma
shop server 1010 performance nutual confirnmation processing with a shop.
server. Between two nmeans executing data exchange, confirmation is made by
ei ther side regarding whether or ngtzige_other party is the correct data
communi cator, follow ng which the necesSary data transfer is perforned.
The confirmation processing regardi ng whether or not the other party is
the correct data -communicator, is nutual authentication processing. A
confi guraevénewhezei hranspatsi andkaytrsbgtrer aeed iftichite tissmeof nut ual
confirmation processing, and encryption processing is executed with the
gener at eBeg@8st ok kke asrvichappdratingoeptityr A034ta Upamsmeswipn, is one
preferable data transfer nmethod. Mitual authentication processing according
to the. phbFhe xelyrihptesdcestikéeatedisyuingr segnegty hehpubkirvikey of the
other party, follow ng signature verification of the issuer 23 March 2005 -

216 autTRTFIYIRT ehelbubl P30 keyaminesfthat &Sswépgdeeanest saad tine
description relati made earlier, Further, with the present

to Fig. 13, | . [ ,
embodi Mt SYTRT et TROnFFHheX13naPraReedtabYi S0Ex&EEHERT I n the event

h . . e :
that attributes certificates are satisfied, transmits the

certificate issue request to the attributes certificate
issue; authqrity_(AA) 1050. Here, the service operatingrl
entity 1030 judges the attributes of the entity transmitting
the certificaté issue requests, based on the ID. As |
'describgd above, a user device identifier (ID) is stored
beforehand in the user device to participate. in coﬁtents
distribution, with the user device IDs béing ﬁanaged by the
service o?erating entity 1030, so that the service 6perating
entity 1030 can confirm the user device is capable of |
participating in contents distribution, by makiﬁg comparisdn-
of the ID transmitted from the user deﬁice and the user
-device 1ID that has already been registered. | |

,(AS) Issue attributes certificate

(A6) Trénsmit attributes certifiéate

(A7) Transmit attributes certificate

Upon receiﬁing the attributes cértificate issue request-
from the service 6perating entity 1030, the attributes

- certificate issuer authority 1050 stores the attributes

information of the user device, issues an attributes



attributes data is stored in the public key certificate of the other party
of communi cation, the shop server 1010 nakes confirnatigngﬁha% the .
attributes are data indicating a user device. In the ev AMATEREhere i s
no attributes data stored in the public key certificate, attributes are
confirmed using an attributes certificate. A signature is affixed to that
attributes certificate using the secret key of the attributes certificate
i ssuer authority, so signature verification is executed using the public
“key: KpAA of that attributes certifiggge“issuing authority, confirmation
is made that the certificate is authorized, and confirmation is nmade that"
the "serial nunber” and/or "user (ID" of the attributes certificate

mat ch. thertsficatenbabeény shd/ eilectiondr Glignhatafret e mHd i ¢ key
certificate, followng which confirmation is nmade of attri butes

i nf or matabbribubes ncehbifieatef isaner @nthbeityhdnsiandig.n ashgmvent that
attributes data is stored in the public key certificate of the other patty
of comaid cexaesmitpetiertdetheeseo2dcankperatihgr emtiidy t108t0. t he
attributes are data indicating a shop. In the event that there is no.

at tri butBe ReEvicoreperating pubity k8yO28rpmewAts00be artzibedmes ficate,
the authorizatjon of an attributes certificate is confirnmed by executing
si gnat ureeieti ¥5te i BpCetYed frem phel aetributrpAnestificage: dssuess

certificatq}issuiqﬂ) | nsuring authority, and confirmation is made that the-
authority 50, to the user dev1ce 1020. The user device

stores the received attributes certificate in its own device,.
and uses it for attributes confirmation processing at the
time of contentaftransactions. | |

on tﬁe othér hand, the procedures (B! through B7) for
issuing the attributes certificate for the shop server 1010
are basically the same as the certificate issuing procedures
for ﬁhe use; device. Also,lthe éttributes certificate
updating procedures are also the same as the new issuing
procedures; | |

Next, description will be made regarding contents
transactions accdmpanied'by attributes confirmation
processing bylan attributes certificate or attributes
confirmation piodessing'by attributes information stored ih‘
public key certificates.

Fig. 72'illustrates the processing configuration for
executing attribufes confirmatioﬁ pfocessing at the time df
mutual authentication._,The configuration in Fig. 72 is:the.
same as the system configuration in Fig. 1 described earlier.

That is, the components are a shop server 1010 for executing



"serial nunber" and/or "user (ID)" of the attributes certificate match the

"serial nunber" and/or "user (ID)" of the public key certifica -
foll owing which confirmation is nmade of attributes infoééé&#éhéé@QJm in the

certificate. The shop server 1010 confirnms that the attributes of the
public key certificate or attributes certificate of the contents purchase
requesting entity is the user device, the wuser device 1020 confirns that
the attributes of the public  key cergﬁgigate or attributes certificate of
the contents purchase request destination is a shop, and nekes transition
to subsequent processing. Fig. 73 shows of flowchart of the attributes
confirmati on processing. Fig. 73(A) is attributes confirmation proceSS|ng
usi ng a Pablirgkef cernténtsat thenuselredevére 11020 atdecuiies data is stored
in the public key <certificate, and (B) is attributes confirmation
procesmﬁﬂfchﬁﬁ¥ﬁﬂa%fa@@mt@utes andt thecaser Tlewitleowuthefitjcatio) wll be
described first. First, in step S2101, nutual authentication processing
usi ng a SIAF cL§- cHere chhe nserxdeviee ausbeRitgcatipn medvender the
condi tians that authentlcatlon has been established (a 23 March 2005 - 218
j udgment! B0 Vs yofen 1y mapagemeRbsof ntBenabpus-descoibedc sedviicem t he

public kiéacertlflcate of the other party.. In the event that the
at tri buCEETHRIARTGHY s athhRTIeESSLAT] pEgReRdsoinyesden. $2o04)

j udgenent s ”%Q3 odnﬁ fﬂO) in Fig. 72. The details of

processing will be described in order of the numbers.-
(1) ‘Mutual authentlcatlon and attrlbutes conflrmatlon
processing
The user device 1020 attempting to purchase conrenre
from a shop server 1010 performance hutual confirmation
processingrwith a shop server. Between two means executing
date exchange, confirmation is made by either side regarding
whether or not the other party is the correct data
communicatdr} following which the ﬁecessary data transfer is'
performed The conflrmatlon processing regarding whether or
not the other party is the correct data communicator, is
mutual authentlcatlon proce551ng. A configuration wherein a
session key is generated at the time of mutual confirmation
processigg, and‘eneryption processing is executed with the
generated seseion_key as a shared key. to perform data
_transmiSsion, is one preferabie data transfer methodf
Mutual authentlcatlon proce551ng accordlng to the. publlc key
method is executed by extractlng the publlc key of the other

r-party, follow1ng SLgnature verlflcatlon of the issuer



authentication and attributes confirmation has succeeded ($2105), and the
fl ow proceeds to subsequent processing. Here, the term attributes are

aut hori zed" neans that for exanple, in the event that t reMaedy 208 ce i s
attenpting to access a shop server to-execute a contents purchase request,
this is. judged to be authorized in the event that the - attributes indicated
shop, and then in the event that this is an attributes code indicating
sonet hi ng other than a shop, for ex %e, a user device, judgenent is nmade
that this is not authorized. Wth T udgnment. processing, in the event

of executing a contents purchase request to a shop server for exanple, a
step for executing attributes code conparison processing is included in the

cont ent aytlrodhiase afedisstpulpl Deeksy NgeSEYHLO6E( €. Jor Q¥e€atl Epnspeogram,
and the code [0002] provided to the shop beforehand is conpared with the
attri butthe cegempt@ieddronindietpubigc key madéi éacdieror attributes
certificate of the other party of comunication (entity)., and in the
event that tRestheust ciwlthuddpengniesentneskdddiaterithi satitsrdmitesi zed, and in
the event that these do not match, judgenent is nade that this is not

aut hori geafirpatign pucsesshiand hmyebecueed. whEnethe ¢eventitthabutes code 23
March 2005 - 219 obtained fromthe public key certificate or attributes
certifi @&ft&ibutere dotiRerisp@rticresdt bonthmipehl bn kKent¢eytificateéspfayed on a
display or the like, with the user conparing this with the attributes code
set to LhHe Qﬁppgyp@ﬁwghcﬁhgommunlcation, the shop server 1010 makes

confirmation that the attributes are data indicating a;user
deviég. In the event that there is no a£tributes data
stored in the public key certificate, attribﬁtes are
confirmed using an attributes certificate. A signature-is
affixed to that attributes certificate using the secret key
of the attributes certificate issuer authority, so signatuﬁe
verificétion ié executed using the public key: KpAA of that
attributes certificate issuing authority, confirmation is -
made that the certifiéate is authorizéd, and confirmation is
made that the "serial number" and/or “usef (ID)" of the
attributes certificate match. the "gserial number" and/or.
"user (ID)" of the public key certificate, following which
confirmation is made of attributes information with in the
certificate. | | | |

On the other hand, in the event that attributes data is
stored in the public key éertificafe of the other party of
cdmmunication, the user device 1020 makes confirmation that
the attributes are data indicating a shop. In the-event

that'there is no attributes data stored in the public key



user had assuned to be the other party of comunication, and passing

judgnent himherself. In the event that the judgnent is [ S2102
and S2104, judgenent is rmade that the nutual authentica?$%ﬁ?£hé¥é§%|1 but es

confirmation has failed (S2106), and subsequent processing is cancel ed. As
descri bed above, for judgnent of authorized attributes, with a processing
execution programfor a shop, a step is executed as processing conparing
bet ween the code [0002] provided to the shop beforehand and the attributes
code obtained fromthe public key certdifitate or attributes certificate of
the other party of communication (entity), and with a key sw tching
request processing executions' sequence (e.g., progran) for exanple,

execut ecelnt iff iesette, dehve CRuthdNi Z8EP68 6P MSCatELYLGLeguULBER ECRLEAN
server, a step is executed as processing for conparing between a code
[0001] psowiceftitneed Hey usasculeng es Boiidante Caéi DPiSLEYEH ubehgr ehand, and
the attributes code obtained fromthe public key certificate or attributes
certifi pabdicf keys Rpfex glarthe aftcivoss cedionf {€atét y3subpgther, in
communi cation processing between a .shop and a user device authentication
server , 1nFuX imdo dadiony. tyaquant edref rnatpiayrs)mdde LRBadbeigd 2005 - 220
speci fying the other party of communication at each entity and executing,
a step i'§estaduneanbes praske'sst dnserr (oparf nthdaweeibwreat t ri but es code

set as an aythorized other party of communication beforehand, and the
attri bufFggtificate match the "serial number” and/or "user {(ID)" of

‘the public key certificate, following which confirmation is
made éf attributes information with in the certificate.

The shop server 1010 cqnfirms that the attributes of
the public key‘certificate or attributes certificate of the
contents purchase requesting entity is fhe user device, the
user device 1020 confirms that the attributes éf the public
key éeiﬁificate or attributes certificate of the contents
purchase request destination is a shop, énd makes transition
to subsequent processipg. | |

Fig. 73 shows of flowchart of the attributes
confirmation processing. Fig; 73(n) is attributes
confirmation processing using a public key certificate in
the event that attributes data is stored in the public key
certificate, and (B) is attributes‘cohfirmation processing
using an attributes certificate.

The flow in Fig. 73(A) ﬁill be described first. First,
in step S2101, mutuai authenﬁication ?rocessing ﬁsing a
public key certificate is exécuted (seé Fig. 13), and under

the conditions that authentication has been establiéhed (a .



code obtained fromthe public key certificate or attributes 'certificate of

the other party of conmmunication (entity). Next, the flowghart I ig. 73.
(B) applying that attributes certificate will be descri%gaﬁnﬁﬁhgqgiin step
S2201, mutual authentication processing using a public key certificate is
executed (see Fig. 13), -and under the conditions that authentication has
been established (a judgnent of Yes in S2202), verification of attributes

certificate of the other party is_exef éed using the public key of the
attributes certificate issuer authori # (S2203), and under the condition
that the verification succeeds and that the attributes certificate.linking
with the public key certificate has been confirned based on the public key

certificitdgsent abf nvebeinssdter)| naborbbtibespuhkbemkeyogenti ficate and
attributes certificate (a judgnent of Yes in S2204), that attributes

i nf or mat¢xractekt foon edhé rpubi be kayteébuiescatet bfi eBbeothori parthe same
public key certificate serial nunber as the public key certificate

(S2205) .In Fheeewamntthalat thhcatttibbteesinfbomaribnnis Saudhdbhogbaed (a
judgnent of Yes in S2206), |udgenent is nmade that nutual authentication and

attri butles BelmeHatebriYeasinsM0th, 2D05gend@2t isucsdedelat S8200a1 and the
flow proceeds to subsequent processing. In the event that the judgnment is

No in st@d|fFhegidgaticrpmnd gt ridage:s jcatimticn ipae $hateddad nut ual

aut henti cation and attri butes confirnmati on has fail ed ,
(§2105), and the flow proceeds to subsequent processing.

Here, the term "attributes are authorized" means that for
exémple, in the event that the user device is attempting to
access a shop gerver to execute a contents purchase-requesf,
this is judged to be authorized in the event that the: |
attributes indicated shop, &nd then in the event that this
is an attributes code indicating something other than a shop,
.for example, a user device, judgeﬁent is made that this is |
not authorized. With the judgment processing, in the eﬁent
of executing a contents puréhase-request to a shop server
for example, a stép for exécuting attributes code comparison
processing is'ihcluded in the contents‘purchase réquest
Pprocessing seéuence {(e.qg., éxecution program), and thé code
[0002] provided to the shop beforeﬁand'ié compared with-the
attributes code obtained from the public key certificate orl
attributes certificate of.thé‘other party of communication
(entity), and in the event that these match, judgement is
made that this israuthorized,_and in the event that these do-
no; match, judgément is made that this is not authdriéed;

Or, an arrangement may be made wherein, the attributes code



(S2208), and subsequent processing.is canceled. (2) Generate transaction

I D, purchase request data, and (3) Transmt- purchase reggg&% dﬁé Upon
success of rutual authentication between the above-desc 2y ébServer
1010 and user "device 1020, and attributes confirmation, the user device
1020 generates contents purchase request data. The configuration of -
purchase request data is the configuration showmn in Fig. 14(a) described
earlier, having a shop ID which is eu# | dentifier of the shop server 1010
and which is the destination of the %%Uést of contents purchasing, a
transaction | D generated based on a random nunber for exanple, by the
“encryption processing neans of the user device 1020, as an identifier for

t r ansactolorsinehdf fom tthiee publ DorkeptSetDi set¥t8JoaSad8ridaakifi er of the
contents which the user device desires to purchase, and the electronic

si gnat ureexnififivats orf deve cechar gfditedof ocodmivan ahBiohd) eetityy hgcei ved
data Upon receiving the purchase request data shown.in Fig. 14(a) fromthe
user deWiEPlEgxel amher shigplsay ver thecluilos, whehvenefasati compaegagsi ng of
the received data. As 23 March 2005 - 222 described earlier with reference
to Fi g. tes iwitlhehe atitfiiduttiasn qudeevst g fhe séptikyi ¥hiahi theof the
public key certificate Cert_DEV of the user device is perforned,

fol | owi H§SHIRA EfsuResd el dhrustihekaarikp e/ ¢emmunication, and

passing judgment him/herself. 1In the event that the

-~ judgment is No in step 52102 and S$2104, judgement is méde
that the mutual authentication‘and attributes confirmation
has failed (52106), and subsequent processing is canceled.

' As described above, for judgment of authorized |
attributes, with a processiﬁg execution progrém for a shop,
a step is executed as-processing comparing between the codé
[0002] provided to the shop beforehand and the attfibﬁteé
code obtaingd from the public key certificate or attributes
certificate of the other party of cémmunication {entity),
and with a kéy'switching request procéséing executions 

~Sequence (e.g., program) for example, executed by‘a ﬁser
device with regard to user device authentication server, a
step is executed as processing for compariné betweenla codeA
[OOOl] provided to the user device authentication servef
beforehand, and the attributes code obtained from thelpﬁblic
key certificate.or attributes certificate of the other paity
of communication (entity). Further, in communication |
processing between a shop and a user device authentiéati&n.

server, in a processing sequence (e.g., program) for



extracted fromthe public. key certificate, and verification processing of

t he user device signature of the purchase request data is executed using
the public key Kp DEV of the user device. In the event 2R&@TFudERRNt s
made that ‘verification is . OK i.e., that there is no tanpering with the
purchase request data, judgnent is nade that the received data is

aut hori zed contents purchase request data. In the event that the’
verification is not established, jud nt is made that there is tampering
with the purchase request data, and ocessing with regard to that
purchase request data is cancelled. (5) Transmt encrypted contents and
encrypted contents key data 1 (shop) Upon verification of the purchase
request sgecd fydingy theonpitete ettt hef sdmmmeei vetidN18t aadhj udemept being
made that this is an authorized contents purchase request with no data

t anperi Bgd Eexecsitdpgsery ete0liG texaunidd encpyptessingnfent s and encrypt ed
contents key data 1 (shop) to the. wuser device. Both of these are data
stored FRMPAF1pgnbetweendaraldds;itartesareodncssiptasl annaebheriKed(cont ent)
wherein 23 March 2005 - 223 ~contents are encrypted with a contents key,

and encPypeEdPagsit edt somapndaad: i rfacghawts eimd t tlee cabteibatésy: Kc is
encrypted wth a public key of the user device authentication server (DAS)
1030. <¢code obtained from the public key certificate or attributes

certificate of the other party of communication (entity).
Next, the flowchart in Fig. 73 (B) applying that
attributes_certificate will be described. First, in step'
52201, mutual authentication processing using a pﬁblic key
certificate is executed (see Fig. 13), and undef the .
conditions that authentication has been established (a
judgment of.Yes in 82202), verification of attributes
certificate of the other party is executed using the public.
key of the attributes éertificate issuer authority (82203);
and under the condition that thé verification'succeeds and
that the attributeé.certificate linking with the public key
certificate has been confirméd based on the public key |
Acertificate serial numberrsﬁored in both thelpublic key
certificate and attributgs”certificate (a judgment of Yes in
$2204), that attributes information is extracted fr&m the
attributes certifiéate storing the same public key' -
certificate serial ﬁumber as the public key certificate
(82205). 1In the event that the attributes information is
authorized (a judgment of Yes in 52206), judgemeﬁt.is made _

‘that mutual authentication and attributes confirmation has



The encrypted contents key data 1 (shop) has the configuration shown in
Fig. 14(b), described earlier. That is, this has a user_device_|D which is
the identifier of the wuser device 1020 which is the reqaedasehg¢0dne -
contents purchase, purchase request data (the data in Fig. 14(a)

excl udi ng the user device public key certificate), the shop processing No.
generated by the shop server 1010 acconpanying the contents transaction,
and the encrypted contents key data: KpDAS(Kc), with the electronic
signature of the shop server 1010 af44%ed to this data. Furt her, the
public key certificate of the shop server 1010 is attached to the
encrypted contents key data 1 (shop), and is sent to the user device 1020.
Now, i n sttvremdmi (d2R0%1Ne shdptheefVew pubtéedkeyocsnbkbyaahe has al ready
been sent to the wuser device side at the tine of the above-described to

nut ual @EceEssiige. olmprideessiagt Ohat ntipe ofedgnegt PLsoRot @n kBap, there is
not necessarily the need to send it again. (6) Verify received data Upon
recei vi 53203 &20pt ehC ER22M 5: judgémant eis )made thhe ehermptedicontents
key data 1 (shop) shown in Fig. 14(b) fromthe shop server 1010, the user
devi ce aUrdestdeatdomanvhradRdostes 2unfimpraticathas pabtedsi ng of the
encrypted contents key data 1 (shop). This verification processing.is
pr ocessi(Rg28fnir| and pybsREYRTe avsigrRpdingy i edrcebede- described Fig. 15,
with the user device 1020 executing verification of the public :
(2) Generate transaction ID, purchase request data, and
(3) Transmit purchase request data | |
Upon success of mutual authentication between the
above-described ghop server 1010 and user devicé 1020, and
attributes confirmation, the user device 1020 generates-
contents purchasé request déta. The configuiation of
purchase request data is the configuration shown in Fig.
"l4(a) described earlier, having a shop ID which is an
identifier of the shop server 1010 and which is the
destination of the request of contents purchasing, a
 transaction ID generated based on.a random number for
example, by the encryption processing means of the user
device 1020, as an identifier for transactions, and further
a contents ID serving as an identifier of the contents which
the user device desires to purChase, and the electronic
signature of the user device is affixed to this data.
(4) Verify received data
Upon receiving the purchase request data shown in Fig.

l4(a) from the user device 1020, the shop server executes

the verification processing of the received data. As



key certificate of the shop server received fromthe shop server 1010
usi ng the public key KpCA of the issuer authority (CA) éé&ﬁﬁ nd then
next executing verification of the shop signature of th '
contents key data 1 shown in Fig. 14, (b) using the public key KpSHCP of
the shop server that has been extracted fromthe public key certificate.
(7) Mutual authentication and attributes confirmation. processihg Upon the
user device 1020 receiving the encry _contents: KC (content) and the
encrypted contents key data 1 (shop) ‘fromthe shop server 1010 and endi ng
verification of the encrypted contents key data 1 (shop), the user device
1020 accesses the user device authentication server 1030, and executes
mut ual desReibedatiasd iproedddi mpfawbmtd ridWEBy. oONfim metéon processi ng
bet ween the user device 1020 and the user device authentication server
1030. TKP¥1fiseédopngrioseselagut ddust prooeidiiast ivn oif arlee tiwbkirre as the
mut ual _authentication processing and attri butes confirmation processing
bet weenXEHeC8K&p tdenter Certn DAY ofs dheladar dorize dies gpebburmbye. 23

Mar ch 2% 225 8) Transmt encrypted contents key data (user device)
and enc Vg%QHlEHnW AES kB§ Sfietc Hied e sl Udery e HRBBY skmrent of mut ual

aut hentication gng att |butes confirmation processing between the user
devi ce ©Xtracted from he public key certificate, and verification

processing of the user device signature of the purchase
| request data is executed using the public key Kp DEV of the-
user device. | |
In the event, that Judgment is made that verification ié
OK, i.e., that there is no tampering with the purchase |
request data, judgment is made that the received data is-
authorized contents purchase request data. In thereﬁent
that the verification is not established, judgement is made
that there is tampering with the‘purchase request data, and
processing with regard to that purchase request data is
cancelled. |
(5) Transmit encrypted contents aﬂd encrypted éontents'
key data 1 (shop)
| Upon verification of the purchase request data being
completed at the shop server 1010, and judgment-being made
that this is an authorized contents purchase-request with no
data témpering, the shop server 1010 transmits encryptédr
contents and éncrypted contents key data 1 (shop) to the
user device. Bdth of these are data stored in the contents

database, and are encrypted contehts:ch (content) wherein



1020 and user device authentication server 1030, the user device 1020
transmts the encrypted contents key KpDAS(Kc) received fromthe. shop
server 1010 earlier, and an encrypted contents key smﬁt@ﬁﬁﬁﬁd?%qﬁest, to -
the user device authentication server -1030. The configuration of the
encrypted contents key data (user. device) is a showmn in Fig. 14(c),
described earlier. That is, this has .a user device. authentication server
1D which is the identifier of the user . device authentication server 1030
which is the destination of the ermcrddted content's key switching request,
and the encrypted contents. key data received fromthe shop server 1010
(the data in Fig. 14(b) excluding the shop public key certificate), with

the el et fatai@rRbcdd ey User ' 0RQ.,af Li.xe data.
Further,. the public key‘%éwtificaleaogggﬁgﬁgﬁ kd er%gé %B%SYEESathe public _

key celddrftierais 1afy tdue 415 & piEY| €8) 1PROra1 8 @ﬁéaébﬁéehest Régl eRer ypt ed

contents key data (user deV|ce) and is sent to the user

aut hent ieeatrypteabrdiath P ubNow kéyp dhechevesbr t §avithe user deVI ce
authentication server 1030 already has the user device public key

certifi aattheartd datd ors eprwer viyapubl oo key certificate, there is not
necessarily 23 March 2005 - 226 the need to send it again. . (9) Verify
recei ved dat @hEpencrgpeed eonteatenkeypidadacant{@tdp kKdyaglaime (user devi ce)
and the encrypted contents key sw tching request '
configuration shown in Flg. 14(b), described earlier. That
is, this has a user device ID which is the identifier ef the
user Qevice 1020 which is the requester of the contents
purchase, purchase request data (the data in Fig. l4(a)
- €xcluding the user device public key dertificate),-the ehop
processing No. generated hyrthe shop server 1010
accompanying the contents transaction, and the encrypted
contents key data: KpDAS(Kc), with the electronic-signature
of the shop server 1010 affixed to this date. Further, the
public key certificate.of the shop server 1010 is attached
to the encrypted contents key data 1 (shop), and is senf to
the user device 1020. Now, in the event that the shop
server public key certificate has already been sent to the
user device side at the time of the above-described to
mutual authentication processing, or in proceSSLng prior to
that there is not necessarlly the need to send. 1t again.
{(6) Verify received data
Upon receiving the encrypted contents: Kc (content) and

the encrypted contents key data 1 (shop) shown in Figq. 14(b)

from the shop server 1010, the user dev1ce 1020 executes



(Fig. 14(c)) fromthe user device 1020, the user device authentication

server 1030 executes verification processing of the encéggfed contents key
swi tching request. This wverification processing is proc -3H61399§ sane ‘as
the processing flowin the above-described Fig. 15, with the wuser device
authentication server 103.0 first executing verification of the public key
certificate of the user- device received fromthe user device 1020 using
the public key KpCA of the issuer authority (CA), and then executing
verification of the el ectronic sigmatid%® of the encrypted contents key
data (user device) shown in Fig. 14(c) using the public key KpDEV of the
user device that has been extracted fromthe public key certificate.

Fur t her yerdariidatdatn Qﬁ:dﬁeééﬁgﬁl&)ﬁ iﬂléﬁedn@ﬂ;ﬁ*&éél CébRrohts hﬁeﬂ‘gﬁ%xr ver

i's; executed using the public key KpCA of t'he issuer author , and

next ver(ishiopgt.i orthief vicel fiko iK1t di&ss Dig the dﬁ@c@%iﬁﬁt§ﬂmi99£ems key
data 1 contained in the encrypted contents iey ata (user “device) shown in

Fig. 1&pc)hies precessitd (liowy e Hybklibor&aledDS KR Of i § her1shopitger ver
extracted fromthe public key certificate. Also, in the event that a
t el egr atthehuskrt Heviser 100 exdrart i2) Marchf 2005 on 227 théapspiiéed is in
the format shown in Fig. 14(c), verification of the telegramis executed
as neceksir gertidlicEter pit ddec shiopntserveyr swdehiad) firaresisé nghopt t he user
devi ce aut hentication server 1030, upon o
server 1010 using the public key KpCA of the issuer
- authority (CA) first, and then next executing verificafion
of the shop signature of the encrypted contents key data 1
shown in Fig. 14(b) using the public key KpSHOP of the shop
server that has been extracted from the public key
certificate. |
(7) Mutual authentication and attributes confirmation
processing
Upon the user device 1020 receiving the encrypted
~contents: Kc (content) and the encrypted contents key data 1
{shop) from the shop server 1010 and ending verificétion of
the encrypted contents key data 1 (shop), the user device
1020 accesses the user device éuthentication-server 1030,
and executes mutual authentication processing and attributes
confirmation processing between the user device 1020 and the
user device authentication server 1030. This processing is
executed by procedures which are the same as the mutual |
authentication processing and attributes confirmation

processing between the shop server 1010 and user device 1020,

deséribed above.



verification of the encrypted contents key data (user device) and
encrypted contents key swi tching request received fromthe, user device
1020 been conpl eted, and judgnent being nmade that this 3 chdPPdri zed
key switching request, the user device authentication server 1030 decrypts
the encrypted contents key contained in the encrypted contents key data
(user device), i.e., the data: KpDAS(Kc) wherein the contents key: Kc is
encrypted with the public key KpDAS of the user device authentication
server (DAS) 1030, with a secret keyd%DAS of the user device

aut hentication server 1030, to obtain the contents key Kc, and further
generates an encrypted contents key: KpDEV(Kc) wherein the contents key Kc

i s encrypt ed( 3t brihempebehe ey ed<RRY Lt & %W%ﬁtéjqué[ﬁcs(d%@clé)s to say,
p

key swi tching processing is executed in the order of

- >pDEV( KGil. eAsrgpsed bedtedidd MepMdwitH iPNeqddsig. 1.6, with this
processing, the contents key data: KpDAS(Kc) encrypted wth the public key

KpDAS of theupiseresieabtshrbhenbifcaiitanl Servent(iPADicH3hd s extract ed
fromthe encrypted contents key data (user. device), and next, this is
decr ypt atitwibhtebecaf fiamalt i200 prodddf i 1fe Geaiwdaay tHeDAE&Ff ddeismser device
aut hentication server 1030, and the contents key Kc is obtained, and next,

the cohf20tanileys&r dbvareedulihedadogitioon sexrwea: a3y ptigce widdr t he

public key: KpDEV of the user device, generating the
device 1020 transmits the encrypted contents key KpDAS(Kc)
received from the shop server 1010 earlier, and an.encrypted
contents key switching request, to the user device |
authentication server 1030. The configuration of the
encrypted contents key data (user device) is a shown in-Fig.
14(c); described earlier. That is, this has a user device
authentication server ID which is the identifier of the user
device authentication server 1030 which is the destination
of the encrypﬁed contents key switching request, and the
encrypted contents key data received from the shop server
IOiO (ﬁhe,data in Fig. 14(b) exclﬁding the shop public key
,certificate), with the electronic signature of the user
device 1020 affixed to this data.' Furthe}:,_the public key
certificate of the shop server 1010 and the publié key
certificate of the user device 1020 are attached to thé
encrypted contents key data (user device), and is sent to
the user device authentication server 1030. Now, in the
event that the user device authentication server 1030

already has the user device public key certificate and the

shop server public key certificate, there is not neceésarily



encrypted contents key: KpDEV(Kc). (11) Mt ual aut henti cati on and

attributes confirmation processing Upon the above-descr&ggf §§¥ sw t ching
processing of the ehcrypted contents key been conpl eted & r device
aut henti cati on server 1030, the user device authentication server 1030
accesses the shop server 1010, and nutual authentication and attributes
confirmati on processing is executed between the user device authentication

server 1030 and the shop server 1010 %his processing i s executed by
procedures the sane as the nutual aﬁt%% tTcation processing and attributes
confirmation processing between the shop server 1010 and the user device
1020, described above. (12) Transmt encrypted contents data Upon the

mut ual dihehered did rermhditatagabut es confirmati on processi ng bei ng

est abl i shed between the user device authentication server 1030 and the
shop server 18l0Vertify wewreidmd chtaut hentication server 1030 transnits
encrypted contents key data (DAS) to the shop server 1010. The

confi gur ati oHPER FREedNdNgHitde enmmnitedkeordxnts DAS) datsa aguskescr i bed
with reference to Fig. 17(d) above. This 23 March 2005 - 229 has a shop ID

whi ch i Se¥dGe8de iy ithe smarwptedcantents 109y swhtching tbguedssti nation of
the contents purchase request, the encrypted contents key data (user
devi ce) {FiFe &éﬁ&))eﬁa9ﬂﬁqﬂftqﬁ?%ﬂﬁRY¥ﬂﬁilq%ﬂuséhed@$¢ced®wb¢¢c key

authentication server 1030 executes verification processing
of the encrypted contents key switching request. This
verification processing is processing the same as the
proceésing filow in the above-described Fig. 15, with-thé
user device authentication server 1030 first executing |
verification of the public key certificate of the user
device received frbm the user device 1020 using the public
key KpCA of the issuér authority (CA), and then executing
verification of the electronic signature of the encrypted
contents key.data (user deviée) éhown in Fig. 14(c) using
the public key KpDEV of the user defice that has been
extracted from the public key certifiéate. Further,’
verification of the publicrkey certificate of the shop
éerver is, executed using the public key KpCA of the issuer
authority (CA), and next verification of the shop Signaturé
of the (5) encrypted contents key data i contained in the-
encrypted contents key data.(user device) shown in Fig.
14(c) is performed using the public key KpSHOP of fhe shop
server extracted‘from.the pﬁblic key cértificate. ilso, in

the event that a telegram which the user device has



certificate shown in Fig. 14(c)), and further the encrypted contents key
dat a: KpDEV(-Kc) generated by the user device authentication server 1030 in
t he above-descri bed key switching processing, with the. 0 ' :
signature of the wuser device authentication server 1030 being affixed to
the data. Further, the public key certificates of the user device ‘
aut henti cati on server 1030 and the user device 1020 are attached to the ‘
encrypted contents key data (DAS), and__sent to the shop server 1010. Note
that in the event that the shop se?v%?7arready hol ds t hese public key
certificates, sending again is not necessarily needed. Also, in the event
that the user device authentication server 1030 is an entity acknow edged

to be a trednsubleteédifs ipathy, foPmatr SRERAERL FRY.bgsyegd wherein the
encrypted contents key data (DAS) is not of a configuration containing

t he (8) vercifintatt awndentise keyldgt am( Useexdeuteq) agenscakaedryhy the user
devi ce wi thout change, as shown in Fig. 17(d), but rather erein the user
devi ce aut herjtlidatFinerygdrace rcomliGR it £ Xteyv cdwi tdiei wpt protes Hengser device I D
the transaction ID, contents ID, shop processing No., and contents key
KpDEV( . Kc) ehdr fiteediswint lalerviie ep il tilcerkelyc aof i drh es 237 ddar L3 @00%pon 230 user

device, affixes the signature to these, and uses this .as encrypted
content?qaﬂﬁkﬁﬂﬁiqqu£)%EB9ﬁmmv@t&¢ﬁgPHHQMtB)keyl@athisusese, :
verificatiqn of the (8) encrypted contents key data (user device) is
unneces8&WECeYo ankk gnigTYRtadcontents key switching request

received from the user device 1020 been completed, and
judgmgnt being made that this is an authorized key switching
reqﬁeét, the user device authentication server 1030 decrypts
the encrypted contents key contained in the encfypted
contents key data (user device), i.e., the data: KpDAS(Kc)
wherein the contents key: Kc is encrypted with the public
key KpDAS of the user device authenticatioh server (DAS)
1030, with a secret key KsDAS of the user device
‘authentication server 1030, to obtain the contents key Ke,
and further Qenerates-an encrypted contents key: KpDEV (Kc)
whérein the contents key Kc is eﬁcrypted with the public
key: KpDEV of the user device. That is to say, key
switching processing is executed in the order of KpDAS (Kc)
—+ Kc — KpDEV({Kc). :

As described earlier with réfereﬁce to Fig. 16, with
this processing, the contents key data: KpDAS(Kc) encrypted
withlthe public key KpbAS of the user device authentication
sérvgr (DAS) 1030 is extracted from the encrypted contents

key'data_(user:device), and next, this is decrypted_with the



certificate of the user device authentication server 1030 is the only

public key certificate that needs to be attached. (13) | Ty ei ved
data The shop server 1010 which has received the encrypt%%ﬁmﬁﬁhéqﬁﬁts key
data (DAS) (Fig. 17(d)) fromthe user device authentication server 1030
executes verification processing of encrypted contents key ‘data (DAS).
Thi.s verification processing is the sane processing as the flow of the
processi ng shown in Fig. 15 describeq%ﬁ€OVe, with a shop  server 1010 first
executing verification of the public“Key ~certificate of the user device
aut hentication server received fromthe user device authentication server
1030 with the public key KpCA of the issuer authority (CA), and then

usi ng t Isequel ikek &sIMEDAT dfhd hesens aievdiBywe cantlaeh bbrdt Do | @arserver 1030
extracted fromthe public key certificate to execute verification of

el ect r odif30si gmat e asinttdng ey Hedis ottt sedeyanditmeXDAYhshown in
Fig. 17(d). Further, verification of the public key certificate of the

user de¥Pe&and:seeyuiad akbdiadigiech ey ulsdny IRelo KpiGA 10f-¢ine ypissdieriaut hori ty
(CA), and next, verification is executed wth regard to the user device

'si gnat uit@eoPubld c( &eyz3 KplEsh ofpddie wer dewiomt efbrsormteine tdey data (user
. device). contained in the encrypted contents key data (DAS) shown in Fig.
17(d),  GBPRYPPHe CHMIE Sk &PYRpBEPES(KMe user device extracted fromthe

public key c?{iific te., Also, in the event that .a tel egram
) Mutual authentication and attributes confirmation

processing
Upon the above-described key switching processing of
the encryptéd contents key been completed at the user device
authentication server 1030, the user device authentication
server 1030 accesses the shdp server 1010, and mutual
authentication and attributes confirmation processing is
executed between the user device nuthentication éerver iO3O
and the shop server 1010. This processing is executed by
procedures the same as the mutual authenfication processing
and attributes confirmation processing between the shop
server 1010 and tne user aeviée 1020, déscribed above.
(12) Transmit encrypted contents data
Upon the nutual authentication and attributes
confirmation processing beingrestabiished between the usér .
~device authentication server 1030 and the shop server 1010,
the user device authentication server 1030 transmits
encrypted contents key dnta (DAS) to the shop server 1010.
The configuration of the encrypted contents key'dnta (DAS)

is as described with reference to Fig, 17(d) above. This



whi ch the user device has transnitted is in the format. showmn in Fig.

14(c), verification of the telegramis executed as necessary. in the
event that the shop server 1010 receives the sinplifiedaéﬁ%¥9bggascontents
key data (DAS) described above with.reference to Fig. 18(d'), the shop
server 1010 only perforns processing of executing verification of the ,
public key certificate of the user device authentication server using the
public key KpCA of the issuer authorigt (cmo and then executing
verifi-cation of the electronic sign € of the encrypted contents key
data (DAS) shown in .Fig. 18(d') using the public key KpDAS of the user
device ,authentication server 1030 extracted fromthe public key

certifibasea Ehép M udlicdutikerdr Galdma Ensk st ri it S50 )6 8b v EBt i @09 (15)
Transmt encrypted contents key request data Next, the user device 1020

transm whiehcrigptthe destdmiatideey f aqiee sforgasrat d @df@é&@pré@je'ﬁ, Not e
that at this time, in the event that a request is to be executed with a

di f f er etthesessiryptidoronitentse keguslateqUester Meviadde) auifedatat i on and
attributes confirmation are executed 23 March 2005 - 232 again, and

encr ypt edcdsdiagt $hreghppqasst that aisies devdrsnipabddid rigeg t he user devi ce
1020 to the _shop server 1010, under the conditions that nutual '
aut hent FEEELERCARE Showni Bot E4.960ARI(CaLI emdarfarasteabltzhethcAtsioed i n t he

event
contents key data: KpDEV(Kc) generated by the user device

authentlcatlon server 1030 in the above-described key
switceing processing, with the electronic signature of the
user deﬁice authentieation server 1030 being affixed to-the
data. Further, the public key certificates of the user- |
device authentication server 1030 and the user device 1020‘
a;e attached to the encrypted contents key data (DAS), and
sent to the shop server 1010. Note that in tﬁe event that
the shop server already holds these public key certlflcates,
sendlng again is not necessarily needed.
| Also, in the event that the user device authentieatioﬁ

.server 1030 is_an entity aeknowledged to be a reliable third
party, an_arrangement may be used wherein the encrypted
contents key data (DAS) is not of a configuration containing
the (8) encrypted conteﬁts key data (useﬁ device) generated
by the user device without change, as shown in Fig. 17(d),
but rather wherein the user device authentication server
1030 extracts the data of the user device ID, the

: fransaction ID, contents ID, shop processing No., and

contents key KpDEV({Kc) encrypted with the public key of the



that a tel egram which the user device has transmtted is in the format

shown in Fig. 14(c), verification of the telegram is exg N&gahgs _
necessary. The configuration of the encrypted contents k § JUELY data is

as shown in Fig. 17(e). The encrypted contents key request data has the
shop ID'whichis the identifier of the shop server 1010 which is the
destination of the contents purchase request, the transaction |ID which is
the identifier of contents transaction generated by the encryption
processi ng nmeans of the user device B -based on a random nunber, and
further a contents ID which is the identifier of contents which the user
devi ce desires to purchase, and further the shop processing No. contained

i t hi ; [ ; ted | i dt Ltted t
the  us P eioaera o8 e i ARRiNEE el e 2 afdonbhS B kae F o
14( b)), aW ' ' t f | bei ff{ixed t
Uhi s Bata, RaroRere Com oot oty o Ll Thothelfoniatefa’ 1e=° '

at t achednt @ntiBe caBel,y ieed £ et SKVhd eﬁ?gs%%%ﬁgti&m&%%# %dpe. shop

server 1010. Note that in the event that ! | ey cer
aIreadydhehd(agekhaesﬁggqsﬁ@eunhbdéggygypqﬁﬁqﬁgi YbEEdEL, 23 March 2005 -

233 to send this again. (16) Verification processing, and “.(17) Billing
processcogtiptoateceifviche ukeredesypie AutdRimNcati®dn IEHest M@ is
the only public key certificate that needs to be attached;
(13) Verify receiﬁed data |
The shop server 1010 which has received the'encrypted
contents key dgta-(DAS) (Fig. 17(d)) from the user device
authentication server 1030 executes verification proceséing
of encrypted contents key data (DAS). This verification
processing is the same processing 'as the flow of the
processing shown in Fig. 15 described abéve, with a shop
server 1010 first executing verification of the public key
'certificaté of the user device authentication server
feceived frdmrthe user device authentication server 1030
“with the public key KpCA of the issuer authority (CA), and
then using the public key‘KpDAS of the user device '
'authentication server 1930 extrécted from the public key
lcertificate to execute verification of electronic signature
of the encrypted contents key data (DAS) shown ih fig.,17(d).
Further, verification of the public key certificate of the
user device is executed using fhe‘public key KpCA of the
issuer authorify {CA), and nekt, verification is executed

with regard to the user device signature of the (8)



fromthe user device, the shop server 1010 executes verification processing

- of the encrypted.contents key request data. This is the rocessi ng as
that described wth reference to Fig. 15. Upon the datazggﬁﬁ?ﬁeggﬁon )
finishing, the shop server 1010 executes billing processing relating to

the contents transaction. The billing processing is processing for.
recei ving contents charges from a transaction account of the user. The
recei ved contents charges are distri. yieg anong various parties involved,
such as the copyright holder of the contents, the shop, the user device
aut hentication server adm nistrator, etc. Up to this billing processing,
the key switching processing process of the encrypted contents keys by the
user dewinsryRfateanipntoh key v@ata0p@ses dewdab)r gontainkd iahepeserver
1010 cannot execute billing processing -only by processing with the user
devi ce. SRCIFPLEk aandrends ke 1d2ba cti®l gbkowpplint Régenddy @) eduedangent s
key, and. accordingly can not use the contents. The user device _

aut hent %% Pob1ice Kpsr RRDEF RE cobe cw3er t davisaet eshrachedntsom theal | key

smﬁtching rocessing that, has been executed in the user device
aut hent PURIGN K881 FEL YL TGRS marfabfitrenin dehabagenbathakch 2edggrams4
describeg.g%gh reference to Fig. , and can know all contents transactions

whi ch al8iGl; &be gpes devige é%ﬁi%%ﬁ?ﬁﬂ%@t%%n%%nig thantagmabnshevhor ned
by the $R0Ri%. 994 @) S TATR LIS Wil LOPLSn PLE ERELP g nay" NOr T 2ed
necessary.
Now, in the event that tﬁe shop server 1010 receives“
thé simplified'epcrypted contents key data (DAS) described
above with reference to Fig. 18(d'), the shop server 1010
only performs processing of'executing verification of the
public key certificate of the user device authentication
7,server using the public key KpCA of the issuef authoritf
‘(CA), and then executing verification of the electronic
signature of the engrypted contents key data (DAS) shown in
VFig. 18(d") using the public key KpDAS of the user device
‘authentication server 1030 extracted from the public key
certificate.
| (14) Mutual authentication and‘attfibutes confirmation
(15) Transmit encrypted contents key request dafa
Nekt, the usér device 1020 transmits encrypted contents
key request data to the shop server. Note that at this time,
in the event that a reqﬁest'is to be executed with a

different session from the previous request, mutual

authentication and attributes confirmation are executed



contents sales. (18) Transmt encrypted-contents key data 2 (shop) Upon

the billing processing at the shop server 1010 ending,_%giﬁégfg rver
1010 transmts encrypted contents key data 2 (shop) to tf i ce

1020. The configuration of the encrypted contents key data 2 (shop) is as
shown in Fig. 17(f). This has the user device |IDwhich is the identifier
of the user device 1020 which is the requester of the encrypted contents
key request, and the encrypted conle%%§ key data (DAS) received fromthe
user device authentication server 10 (data excluding the public key
certificates of the user device and user device authentication server
shown in Fig. 17(d)), with the .electronic signature of the shop server
1010 havagribecrndaféngerptedtddstdata. kEur rhgnesthdapablisc key certificate
of the shop server 1010 and the public key certificate of the user device
aut hent ‘gL 99 fram3ohereser tdevibdet b020 htoehbeyphey semivent s key data
2 (shop), and sent to the wuser device 1020. In the event that the user

devi ce AP, Andaw il rndieions| thakeyuteal i anthentdfathonused device
aut hentication server and the public key certificate of the 23 March 2005 -
235 shéFtdahides qonkimmating axaresyapbbskeadt o Abad, t AnsthgaementNow, in
the event that the user device authentication server 1030 is an entity
acknowl &fﬁ’j‘&d % FHEH TR th r'tFehAeyicankas ntrapseithedt hat inhe

encrypted caontents key data _. .
yp %%e YAt gﬂ&@nian Fig. 14(c), verification of the telegram

is executed as necessary.
Ihe configuration of the encrypted contents key request
”dgta is as'showq,in Fig. 17(e). The encrfpted contents kéy
request data hés the shop ID which is the identifier of'the
shop server 1010 which is the destination of the contents
purchase request; the transaction ID which is the identifier
of contents transaction generated.byrthe encryption
'processing means of the user device 1020 based on a random
number, and further a contents ID which is the identifier qf
' contents which the user deviceldesires to purchase, and
' fﬁrther the shop:processing'Nq.-contained within the data
which the shoé has geherated'eariier ahd transmitted fo the
user dévide 1020 as encrypted contents key data.l (shop) |
(see Fig. 14(b)), with the electronic signature of the user
device being affixed to this data. Further; the public key
certificate of the user device is attached to the encrypted
contents key request data, and sent to the shop server 1010.
Note that in the event that the public key certificate is

already held at the shop side, it is not necessarily needed



(DAS) which the shop server 1010 receives fromthe user device.

“aut hentication server 1030, is the sinplified encrypted contents key data
(DAS) described earlier with reference to Fig. 18(d"), % Wer ver
1010 sends the encrypted contents key-data 2 (shop) shown in Fig. 18(f")
to the user device. That is, the shop server attaches the - public key
certificate of the shop server 1010 and the public key certificate of the
user device authentication server to the data wherein the signature
of the shop server has been afflxed the sinplified encrypted contents
key data (DAS) shown in Fig. 18(d'), and sends this to the user device
1020. (19) Verify received data Upon receiving the encrypted contents key

data 2 (tshgynd fthoms tdwaishop server 1010, the user device 1020 executes
verification processing of the encrypted contents key data 2 (shop). This

veri fi cati on (pbgcFegiifg dat ildre praresmasi idie arff ocessing in the processing
fl ow described eartier with reference to Fig. 15 wth the user device

1020 first exddut Pidliegi pircateseringf the public key certificate of the
shop server received fromthe shop server 1010; using the 23 March 2005 -

236 public HE?HKp@AeéVlnHeth@s&wﬂnmmﬂadwdqnﬂdﬂﬁs hérencepesst edata
verification of the electronic signature of the encrypted contents key

data 2 ESRBpFhehsmen slemige 1 Aife shep mpmer  HUb? i exéeyt&SHOP of the shop

server 101Q extracted from the
verification processing of the encrypted contents key

' request data. ‘This is the same processing as that described
with reference to Fig. 15. Upon the data verification
finishiﬁg, the shop server 1010 executee‘billing processing
relating to the contents transaction. The billing |
processing is processing for receiving contents charges from
a transaction acdount of-the user. The received'contents
charges are distributed among various parties involved, such
as the copyright holder of the contehts, the shop, the user
device-authentication server administrator, etc. |

Up to this billing processing, the‘key_switching
processing process of the encfypted contents keys by fhe
user device authentication server 1030 is mandatcry, so the
shop serve; 1010 cannot execute billing'processing only by

processing with the user device. Also, the user device 1020
cannot decrypt the encrypted contents key, and accordlngly
can not use the contents. The user device authentication
server‘records contents transaction codtents with ali key.
switching processing that has been executed'in che user

device authentication server license management database



public key certificate. Further, verification of the public key
certificate of the user device authentication server 1030 is executed -
usi ng the public key KpCA of the issuer authority (CA),Z2aN@rehe#305 cation -
I s executed of the signature of the (12) encrypted contents key data (DAS)
contained in the encrypted contents key data 2 (shop). shown in Fig. 17(f),
using the public key KpDAS of the user device authentication server 1030
extracted fromthe public key Certifiﬁ te. Also, inthe event that sone
sort of transmtted telegramis in £Hé format shown in Fig. 17(f),
verification of the telegramis executed as necessary. (20) Saving
processi ng The user device 1020 which has verified the encrypted contents
key datde8ctibed) withereddrenem tdee FIRQP 65 cald hdledypts the
encrypted contents key: KpDEV(Kc) encrypted with its own public key KpDEV
cont ai nedntanthetrensayptiedscohtieht arkeybdaict 2 $4i1a@)ingisi ng its own
secret key KSDEV, further generates the encrypted contents key: Ksto(Kc)
by encripeevdinglyg thetentsi ngakepckiva pkrifoemeads ey dhd ehoparddet or es
this. in the storing neans of the wuser device 1020. At the tinme of -using
cont entalop@ebagonsr impee6ible23Eherrbyy prretrendringnunatyioiisdea Kc) i s
decrypted using the stored key Ksto and the contents key Kc is extracted,
and tH&PRYeRERt8@1EBAt ents key Kc is used to execute decryption

processing of the encrypted contents Kc (Content), thereby
(18) Transmit encrypted contents key data 2 (shop)

Upon the billing processing at the shop server 1010
‘ending, the éhop server 1010 transmits encrypted contehts'”
key data 2 (shop) to the user device 1020. .

The configuration of the encrypted contents key data 2
(shop)_is as shown in Fig. 17ff). This has the user device
ID which is the identifier of the user devicé 1020 which is
the requester of the encrypted contents key request, and the
encrypted éontents key data (DAS) received from the user
devi¢e authentication server 1030 (data excluding the public
key‘certificates of the user device and user device
authentication server shown in Fig. 17(d)), with the -

:electronic signaturé of the shop server 1010-having been
affixed'to this data. Further, the public key certificate
of the shop server 1010 and:the'public key certificate of
the uéer device authentication serVer-1030 are attached to
the encrypted contents key data 2 (ShOP); and sent to the
user device 1020. ip the evént that the user device 1020

- already holds the public'key certificate of the user device

authenticatidn,server and the public key certificate'of the



reproduci ng and executing the contents (Content). As described above, with
each of the processes acconpanying contents distribution, the entities
whi ch execute conmuni cation are of a configuration mhicﬁ3 Qs
processing following confirmation of the attributes of the other party by
attributes confirmation, such as being a user device, for exanple, so
unaut hori zed contents transactions, such as processing wherein a shop
pretends to be a user device and executes contents transactions, or wherein
sonmeone pretends to be a shop server A Tllegally obtains credit card
nunbers fromthe user device, for exanple, can be prevented. For exanple,
in the event that the user device can confirmby "attributes confirmation

that thesiopesepaety df isonvunhesbssarelyt Heedsar tdekend ithid QA n . the
user device can execute processing acconpanyi ng purchasing of contents - as
processi ng wlawv,r egartthe evesthothat tiletuy®r rdevidd @hERentifatg§pevent
that confirmation is made in the attributes confirmation that the other

party ofSeomiuniGH ith af emeitysackdevledged Bouber adevilgabakt RgRtcat i on
server, processing with regard to a user device authentication 23 March
2005 - ZEFtkerand in the evemsnilat othefekeyypuedcbongenegursysdaean be
executed. According to the present confirmation, the attributes of the
ot her pdMmAp Jofidsiintiie fihem servee 1ebhireoeivey freohothengsart ri but es
confirmatio_n, So ..
evice authentication server 1030, is the simplified

encrypted contents key data (DAS) described earlier with'

refergnce to Fig. 18(d’'), the shop server 1010 sends the

encrypted conteq;s key data 2 (shop) shown in Fig. 18(f') to

the user device. That is, the shop server attaches the

public key certificate of the shop server 1010 and the

public key certificate of the user device authentication

server 1030 to the data wherein the signature of the shop

server has been affixed to the simplified encrypted contents

key data (DAS) shown in Fig. 18(d'), and sends this to the

user device 1020. | - |

(19) Verify received data
Upon receiving the encrypted contents key data 2 (shop)

from the shop server 1010, the user devige 1020 executes |

verification processing of the encrypted contents key data 2

(shop). This verification processing 1s the same as the

processing in the processing flow described earlier with

reference to Fig. 15, with the user device 1020 first

executing verification of the public key certificate of the

shop server received from the shop server 1010, using the



aut hori zed processing according to each other party of conmunication is
executed. Further, erroneously transmtting secret-data to an unauthorized
ot her party of comunication can be done away with, the rﬂ?% ting
data |l eaking as well.., Next, a formwherein nutual confirmation by nutual
confirmation processing is not executed, and only signature verifi-cation
of the received data is executed to execute conformation of data tanpering

and attributes, thereby executing cggtents transactions, will be described
with reference to Fig. 74. The prdéc §ﬁﬁg shown in Fig. 74 is executed as
processing with the nutual confirmation processing being omtted fromthe
processing shown in Fig. 72. The processing proceeds in the order of
nunber paplibr BeghkpCA) ofi nhi dsstder BhatHUw0aessEs W |thde deschibgd in
detail in order of the nunbers. (1) Cenerate transaction ID, purchase
request veaificahdon( 2f Thenelectpondhasd greqias cRtthdi ssdryphequser
devi ce 1020 generates contents purchase request data, and transmts this
to the gaBpeBBEVEEY10a0a 23 (Shoph 2006m i2B3Figlhd TONf, gilBid amef the
contents purchase request data is the confirnmation described with

ref er enR@P1 6CFkgy HpSHPP e&r kther shep) svewielry l0ddeiesad-atateal from the

public key certificate. Further, verification of the public
key certificate of the user dévice authentication server
1030 is executed using the public key KpCA of the issuer
autho;ity (cA), and verification is executed of the
signature of the (12) encryptéd contents key data (DAS)
contained in the encrypted contents key data 2 (shop) shown
in Fig. 17(f), using the public key KpDAS of the usér,device
authentication server 1030 extracted fiom the public key
certificate. Also, in-the event that some sort of
transmitted telegram is in the format shown in Fig. 17(f),
verification of the telegram is executed_as'necessary;

(20) Saving processing |

The user device 1020 which has verified the encrypted
contents key data 2 (shop) received from the shop server
1010 decrypts the encrypted contents key: KpDEV(KcC)
encrypted with its own public key KpDEV contained in the
encrypted contents.key data 2 (éhop), using its own secret
key KsDEV,:further generates the encrypted contents key:
Ksto(Kc) by-encryption using the stofing key Ksto of the
user device, and stores this in the storing means of the

user device 1020. At the time of using contents, the



Upon receiving the purchase request data shown in Fig. 14(a)fromthe user

devi ce 1020, the shop server executes .verification pro i t he
received data. Wth the wverification processing aCcordiﬁgﬁﬁﬁa?ﬁ@kbresent

enbodi nent, attributes information checking is perfornmed along with
checking for tanpering of the purchase request data. Fig. 75 shows a
received data verification processing flowin the event that attributes
information is stored in the public certificate. First, upon receiving-
a nessage and signature (purchase request data), and the public key
certificate of the user device (52301), the shop server 1010 verifies the
public key certificate of the user device using the public key KpCA of the

publ i c REBFIyPredf coatentss kay: XatmiHe)y (H2382)yptedt wsinyenhet hat
verification is established (Yes in 52303), the public key KpDEV of the
user dé%pEedi eyxKeiet amds aentRItlY ke \Keers | ¢xtneeted238dd, and
verification of the user device signature of the purchase request data is
per f or nEBeuSKRgaEkedpgententsy keYDBE dfs ttaed sy ekedeee (d2G0BYtidurt her
in the event that verification is successful (Yes in S2306), attributes

i nf or mePFBHEFELBYt PACERE PRSHYPRed anntents) kriGantent) 23thereby 2005 -

240 (52307%, %udaene t is made regardi ng whether or not these are
aut hor i ZSRTQHEF LB BR9( FEPEULANG, HhG CONTRtE(GRPEEDESer devi ce) (52308),

and in the event that, these are hori zed, the verification processing is
t aken to be%\s.&escrlbeg above, wi enchi of the processes P 9

accompanying contents distribution, the entities which
-execute communication are of a configuration which enables
processing following confirmation of the attributes of the
other party by attributes confirmation, such és‘beiﬁg aJuser
device, for example, so unauthorized contents transactions,
such as processing wherein a shop pretends to be a user
device and executes contents transactions, or whereih
spmeone'pretends to be é shop server and illegally obtains
credit card numbers from the user device, for example, can
be prevented.

For example, in the event that the user device can
confirm by'éttributes confirmation that the other party of
communication of the user device is a shop, the user device
can execute processing'accompanying purchasing of contents
as processing with_regard_té a Shop‘without worry,_énd also,
in the event that confirmation is made in therattributes
cohfirmation that the other party of communication of the
user device is a user device authentication server,

processing with regard to a user dévice authentication



successful (52309), and the flow proceeds to the next =~ processing. In the
event that judgenent is No in step 52303, 52306, or 523%% pﬁpﬁﬁ%§ing is
cancel ed as the verification processing having failed ( g%ﬁﬁ. xt, ‘the -
reception data verification processing using the public key certificate
and attributes certificate will be described using the flowhart in Fig.

76. First, upon receiving a nessage and signature. (purchase request data),
and the public key certificate and aI%%ébutes certificate of the user

devi ce (52401), the shop server 1010 iTies the public key certificate
of the user device using the. public key KpCA of the public key certificate
i ssuer authority ($2402). . In the event that verification is established"

(Yes insea4@a), dhe pubtdmskiys KPS okey hewiEehifAgVirequbstseXxbhackhad from
the public key certificate (S2404), and verification of the user device

si gnat uexegfuttdde pwarhasking eqieshe dat@s st peoh oLmdtisnngthbe public key
KpDEV of the wuser device (.52405). Further, in the event that verification
i s successmibubess o BACHhert Barty robut@smuntehtionateani beverified with
t he public key KpAA of the attributes certificate issuer authority

(52407) conkdamedh&y2 peuficamizgp s tt2dint e oo s £ brmahiaonyesof i cation is
successful (Yes in S2408), attributes information is extracted fromthe

at t ri bupB§hogdeeds prgcessSMOIccqudigunein ¢acheeiehergpadtygofhet her or

not these are authorized attributes (here, attributes
communication 1s executed. Further, erroneocusly

transmitting secret data to an unauthorized other party of‘
¢ommupication‘can be done away with, thereby preventing data
leaking as well.

Next, a form wherein muﬁual confirmation by mufual-
confirmation processing is not executed, and only signature
verification 6f'the received data is executed to execute
conformation of data tampering and atfributes, thereby
executing contents transactions, will be described with
reference to Fig. 74.

The processing shown in Fig.i74 is executed as
prdceséing with the mutual gdnfirmation processing-being
omitted from the processing shown in Fig. 72. The
processing_proceeds in the order of number (1) throﬁgh (16)
in Fig. 74. The processes willlbe‘described in detail in-
order of the numbers.

(1) Generate transaction ID, purchase request data, and

' (2) Transmit purchase request data
First, the user device 1020 generates conténts purchaée

request data, and transmits this to the shop server 1010.



indicating a user device) (52410), and in the event that these are

aut hori zed, the verification processing is taken to be ess (32411),
and the f1ow proceeds to, the next processing. In the e@i@%@ﬁéﬁﬁ% udgenent
is Noin step S2403, 52406, 52408, or 52410, processing is canceled as the
verification processing having failed (52412). (4) Transmt. encrypted
contents-and encrypted contents key data 1 (shop) Upon the verification of

t he purchase request data being cquﬁﬁiqg at the shop server 1010, and
judgnment nade that the contents purchase request is authorized and w thout
data tanpering, and the attributes confirmed, the shop server 1010
transmts the. encrypted contents and encrypted contents key data 1 (shop)
(see Fi §hersombigusationsdi thiewdatentsy plerdliase erequesit dadea Upon

recei ving the encrypted contents: Kc (content) and encrypted contents key
data 1 E¥RofFPrdHemetiienridgscrditisd Witdmnefersrope seo viBig 10I4(a} he user

devi ce 1020 .executes verification processing, and-attributes confirmation
processFAGIAEE -t he encrypted contents key data 1 (shop). 23 March 2005 -
242 This ver'ficatign rocessing I s processing the sane as the processing
in the flomch%itgeFﬁ ?ig?c?Svﬁﬁd Ptg. 76, described above. In this case,

in the event_that the. attrigutes of the public key certificate or
attributes UPON receiving t‘e purchase request data shown in Fig.

14(a)from the user device 1020, the shop server executes
.verification processing of the received data. With thé_.
verification processing according to the present embodiment,
attributes information checking is performed along with
checking for tampering ofrtﬁe purchase request data. |
Fig. 75 shows a received data verification processing
flow in the event that attributes information is stored in
the public key certifiéate. First, upon receiving a message
and signature (purchase request data), and the public key
certificate of the user device (S2301), the shop server 1010
verifies the public key céﬁtificate of the user deviée uéingr
.the'public key KpCA of the public key certificate issuer a
authority (82362). In the event that verification is
restablished (Yes in 82303), thefpublic key KpDEV of the user
device is extracted frbm the public key certificate (82304),
and verification of fhe user device signature of the
purchase request data is performed using the public key
KpDEV of the user device (S2305). Further, in the event
that verification is. successful (Yes in 52306), attributes

information is extracted from the public key certificate



certificate do not fndicate shop, the proceséing,is cancel | ed. (6)

Transm t encrypted contents key data (user device) and ?gﬁ%ﬁg;gﬂxfontents
key switching request Next, the user device 1020 transm TS crypted -

contents key KpDAS(Kc) received earlier fromthe shop server 1010, and an
encrypted contents key switching request (see Fig. 14(c)), to the user
devi ce aut hentication server 1030. (7) Verify received data Upon receiving
the encrypted contents key data (user,sqfevice) and encrypted contents key
switching request (Fig. 14(c)) fromthe user device 1020, the user. device
aut hentication server 1030 executes verification processing of the
encrypted contents key switching request. This verification processing is
pr ocessi{ifgd 30e rs amsagmatte i g izrgarding Whevidrres not Rilges@5 and Fi g.
76, described above, wherein attributes confirmation is-also executed. In
this cadd® iaﬁ‘t?’ﬁt.;l@\%lntaqq{:dtb"cbr% ditetiutadst wibuter nbidatidey xertificate
or attributes certificate do not, indicate user device, the processing is

cancel | ST EPVERE)y (5¢d W8dmt &ncs e Fhanavanthghtoddwaam@s March 2005 -

243 Ne: at .t he user devi.ce authentication server 1030, Kkey swi tching
process?k&hpgléfgduigg-X?I' BASERON Progessdpbviekdakgm)torhshsni t

encryptggcgggg%ﬂis(QQE%Q), and the flow prdceeds to the next
processing. In the event that judgement is No in step 52303,
© 82306, or $2308, processing is canceled as the verification
processing having failed {52310).

Next, the;reception data verification processing using
the public key certificate and attributes certificate will
be described using the flowchart in Fig. 76. First, upon-
recerving a message and signature (purchase requesr data),
and the public key certificate and attributes certificate of
the user device (S2401), the shop server 1010 verifies the
public key certificate of the user device using the_public
key KpCA of the public key certificate issuer authority -
182402).. In the event that verificatipn is established (Yes
in 52403), the public key'KpDEV of the user device'is>
'extraeted from the public key certificate (S2404), and
verification of the user device signature of the purchase
requeet data is perfqrmed using the public key KpDEV of the
user device (52405). Further, in the event that
verification is successful (Yes in S2406), rhe attributes
certificate ie verified with the public key KpAA of the

attributes certificate issuer authqrity (S2407). Under the



Next, the user device authentication server 1030 transnits the enérypted

contents key data (DAS) to the shop server 1010. The coqfi ti of the
encrypted contents key data (DAS) is the configuration 2&3&%E?h8€§g. 17(d)
described earlier. (10) Verify received data Upon receiving the encrypted
contents key data (DAS) (Fig. 17(d)) fromthe user device authentication
server 1030, the shop server 1010 -executes verification processing of the
encrypted contents key data (DAS).;Tth_qgrification processing is
processing the sanme as the processing in the flowharts in Fig. 75 and
Fig. 76, described above, wherein attributes confirmation is also .
executed.. In. this case, in the event that the. attributes of the public
key cer CPPPdkien ghakt verifieatdon iifs cateraisfiot | Ve chn eS24@8) devi ce

aut henti cation server (service operating entity), the processing is

cancel | @§LIipefes, dpLprmatdony jse @xtdincdnd fuon rdpesttbutdext , the user
device 1020.transmts_encrypted contents Kkey.request data to the shop

server . CFRELELRATGUNSRABR Yof Tudgementy yist adeymegand iy whether duta is as
shown in Ei? 23 March 2805,- 244 15&F)f (12) Verification processing,
and (139 BFPPPfigapPotBEEPRZEF0AttEdbIFESy (FXeon@iigtidntamt ent s key

requestiggigating a usei device) (S52410), and in the event that
these are authorized, the verification processing is taken
to be successful (52411), and the flow proceeds to,the_next
procegsing. In the event that judgement is No in Step $2403,
52406, 52408, or S2410, processing is canceled as the
verification pfocessing having failed (S2412).

{4) Transmit encrypted dontents and encrypted conténts
‘key data 1 (shop)

Upon the verification of the purchase request'data
being comp}éted at the shop server 1010, and judgment made
that the contents purchase request is authorized and without
data tampering,'and the attributes confirmed, the shop
server 1010 transmits the.encrypted contents and encrypted
contents key data 1 (shop) (see Fig., 14(b)) to the user
device. ' |

(5) Verify received data .

Upon receifing the encrypted contents: Kc (content) and
encrypted contents key data 1 (shop) shown in Fig. 14{b)-
from the shop server 1010, the user device 1020 executes
verification-processing‘and attributes confirmation

processing for the encrypted contents key data 1-(shop); ,A



fromthe user device, and shop server 1010 executes veri fication _
processi ng of the encrypted contents key request data. Igh%iis g&gcessing
the sane as the processing in the flowharts in Fig. 75 ﬂ?a. 6, )
descri bed above, wherein attributes confirmation is also executed. In this
case, in the event that the attributes of the public key certificate or
attributes certificate do not indicate user device, the processing i's
cancel l ed. Upon the data verificatigygending, the shop server 1010
executes billing processing relating to the contents transaction. (14)
Transmt encrypted contents key data 2 (shop) Upon the billing processing
at the shop server 1010 ending, the shop server 1010 transmits the
encr ypt €81Sc¥Rrddisagdpng procrsssing)is Proressbng deheceane2es The
configuration of the'encr%Pted contents key data 2 (shop) is as shown in
Fi g. 17PFPCegsdnpi g8d tosr iflemwchemds \igt iFid ¢ et 3od Bdga 7616) Saving
processing Uggndreﬁeiving the encrypted contents key data 2 (shop) ‘from
the shoPSSEFTBPd18P8Yerhe IisdNifeFage 10D B eiert thatfthation
(shop) - STRFEPGLR 1 PEaEPn BHPIags KAy S AR 7 (HECEHARCSSS (ho
(shop). f Fcatfon SSiHg thets €8s the-
processij LD F fl.owcharts .i.n Fig. .75 a Fig. 76, _described above,
mhereiné§?¥??%% g% PP nalrdRats shep- Bﬂﬁidi R hi LS case, in the
event that Lthe.gttributes of
(6) Transmit encrypted contents key data (user device)
and eqcrypted contents key switching request
Next, the u§er device 1020 transmits the encrypted
contents key KpDAS(Kc) received earlier from the shop sé;ver
1010, and an encrypted contents key switching fequest (éee
?ig.‘14(c)), to the user device authentication server 1030.
(7) Verify received data .
Upon receiving the encrypted contents key data (user
device) and encrypted contents key switching request (Fig.
14(c)) from the user device 1020, the user device
‘authentication server 1030 executes verification procéssing
of the encrypted contents key switching request. This |
verification proceésing-is processing the same as the
procesSihg in the flowcharts in Fig. 75 and Fig. 76,
described above, wherein attributes confirmation is also
executed. In this case, in the event that the attributes of
the public key certificate or attributes certificate do not :

~indicate user device, the processing is cancelled..

(8) Encrypted COntents,key switching processing



the public key certificate or attributes certificate do not indicate shop, .

the processing is cancelled. Upon the data verification g@?iq? @?e user
devi ce 1020 perfornms contents saving processing,.i.e., 8 ‘VB PR t he -
encrypted contents key: KpDEV(Kc) encrypted with its own public key KpDEV
using its own secret key KsDEV, and further encrypting with the stored
key Ksto of the user device to generate the encrypted contents key:
Ksto(Kc), and storing in the storing ygans of the user device 1020. In
this way, with the processing shown in Fig. 74, attributes confirmation is
not made at the tinme of nutual authentication, but is of a configuration
wherein processing is executed for confirmng attributes in the signature
verificati onNgFtrhétr &b W@ dlayia atdienviestiony servernbddejed, and
efficie?p of ..processi ng acconpanyi ng contents transactions is achieved.
Though - ﬁg( SHIEOE BIRSe sl Herexeeuted cas KPPABHKEIs < oft i Pnati on by
attributes _data has been described with regard to a configuration wherein

key SWFPPﬁWHgF)processing is executed that the service operating entity,
applied to 23 March 2005 - 246

' gg;;:gﬂﬁgfigﬁgsgﬁggkgggFﬁéggggééP %%%&ggfﬁ: G%uration applying a |og
Cortain seciv¥yr cENELBSFEr BRgriot GriREB e Ak 1R GBnet ST ent it} 65 whi ch
execut e daf@8nits the encrypted contents key data (DAS) to the shop
server 1010. The confirmation of the encrypted contents key
data (DAS) is the configuration shown in Fig. 17(d) |
described earlier.
(IO)VVerify received data
ﬁpon receiving the encrypted contents key data (DAS)
gFig. 17(d)) frem the user device authentication server 1030,
the shop server 1010 executes verification processing of the:
encrypted contents key data (DAS). This verification
processing is processing the same as the processin§ in the
flowcharts in Fig. 75 and Fig. 76, describ‘ed‘albove,r wherein
ettributes confirmation is also executed.. In this case, in
the event that the.attributes of the public key certificate
or attributes certificate do not indicate user device
authentication server (service operating entity), the
processihg is cancelled.
(11) Transmit encrypted contents key request data
Next, the user device 1020 transmits encrypted contente‘

key request data to the shop server. The configuration of

the -encrypted contents key request data is as'shoWh in Fig.



exchange, by setting attributes based on the functions characterize in

each of the entities, storing the set attributes in pub%' Kk
certificates or attributes certificates, and executing #@?Fﬁﬁﬁg§
confirmation processing of the other party of communication using these
certificates. Also, attributes confirmation processing can  be executed
along with conventional nutual authentication processing and signature
verification processing, so one or a Qggblnation of signature verification
processi ng, nmutual authentication processing, and attributes confirmation
processi ng, can be selectively used depending on the degree of security,
such as performng only signature verification are only nutua

aut hent i’at®bn for normal data communication, and perform ng attributes
confirmation processing as necessary. Now, the present. invention has been
descri bed i n (dePaivierifiiaatdsine myuneesoing pandcul ar enbodi ment. However, it
is self-evident that one skilled in the art can nmake various

modi f i cat i ond 13nd Bddddinig BEosResing he enmbodi nent without departing from
the scope or_spirit of the present invention. 1In other words, the present

i nvention ha@ﬁ&ﬁ@&ﬁg&l&ge&hen e nyntad Zous-enta) key heequest odatan

exanpl e r%pdt he enbodj nent shou| d not be interﬁreted restrictively. The
scope.oF e PedSit 9WSRq P9 Shep ereeer i hedexeretesby the ci ai ns

given aBerHQQCQ%QB%n%Q%CéSSing of the encrypted contents key
request data. This is-pfocessing,the same as the procéssing
in thg flowcharts in Fig. 75 and Fig. 76, described ébove;
wherein attributes confirmation is also executed. 1In this
case, in the event that the attributes of the public kef
certificate or attributes cértificate do not indicate user
device; the procéssing is cancelled. Upon the data
verification.ending, the shop server 1010 executes billing
-processing relating to the contents transaction.

(14) Trénsmitrencrypted contents key data 2 (shop)

'. Upon the billing processing at the shop server 1010
ending, the shoprserver‘loio transmits the éncrypted
.contents key data 2 (shop) to the user device 1020. - The
configuration ofrtheVencryptéd.contents key data 2 (éhoP) is
as shown in Fig. 17(f), described earlier. |

(15) Verify received'data

(16) Saving processing

Upon receiving the encrypted contents key data 2 {shop) -
from the shop,setver 1010, the user device 1020 executes

verification processing of the encrypted 00ntents kéy data 2



I ndustrial Applicability As described above, mﬁth'the contents'chérges

settl enment system based on tickets and contents charges ?$@&%qp$ nmet hod
based on tickets according to the present invention, a fi ¢ uer - =
server which receives contents purchase requests sends, to the user
device, tickets storing as contents charges infornmation charges receiving
entity identifiers and distribution charges data for the charges '
receiving entities, under the conditi 5t_hat billing processing with
‘regard to the contents purchase request of the user device has ended,
enabling billing processing acconpanying purchasing of contents in a sure
manner. Further, with the contents charges settlenment system based on- -
tickets E@HPRbnt ks creF jetcabion epenteseingdisbpsedesningckhessameor di ng
to the present invention, follow ng verification of the tickets and

fol l owi fF td¥hiBTRASDINDIiR HehauEhovehattoninf Fige 75chpisFignt V6jes
havi ng charges distribution rights acconpanying contents distribution
execut e hPphakgr Jhersinatehibytes confbnmatiéost isbalson or the

li ke, and execujie cashi.ng 23 March 2005 - 248 processing based on tickets,
so the &ETEL cad ddBiVEatRer Hh the rNeRh Ehak geke cattribebesenfs in a

sure nmapner . 5 Lthﬁéﬁrm‘th the contents charges settlenent system based on
c

tickets “Afd P& ! _ IGAtS e timetibees REHLbicatekde snakcor di ng
to the RB%&%QE&'@H%E)‘%he processing is cancelled. Upon the data

verification ending, the user deviée 1020 performs contents
saving processing, i.e., decryptihg the encrypted contents
kgy: KpDEV (KC) encrypted with its own pﬁblic key KpDEV using
its own secret key KsDEV, and further encrypting with the
stored key Ksto of theruser.device‘to génerate the encrypted
contentsﬁkey:‘Ksto(Kc), and storing in the storingimeans of |
'the user device 1020. |
.In this way, with the processing shown in Fig. 74,
attributes confirmation is not made at the time of mutual
authentication, but is of a confiQuration wherein proéessiﬂg
is executed for confirming attributes in the signature
verification of the received data, so the procéssing is
simplifiéd, and efficiency of prodessing accompanying
contents transactions is achieved. |
| Though the abovefdescribed-embodiment to which
attributes confirmation by attributes data has been -
described with regard to a configuration wherein key
 switching_proceésing is éxecuted that the service operating

entity, attributes‘cdnfirmation‘proceSSing'can be applied to



processing for swtching a contents key KpDAS(Kc) encrypted wth a public
key of the user device authentication server (DAS) mﬁthzggfoqigﬁgf key
KpDEV(Kc) encrypted with a public key KpDEV of the user™ e executed
under the condition of receipt of a ticket by the user device . o

aut hentication server (DAS) nanagi ng contents distribution, so the user
devi ce aut hentication server can accurately know transactions of contents.
Further, with the contents charges sejjftenment system based on tickets and
contents charges settlenent nethod based on tickets according to the
present invention, at |east one of nutual authentication processing or .
signature eneration and verification processing are executed in data
comuni R bR ESREIARY Herhhedh therabevecdescshbed, canfiigeeatidavi ce

aut henti catj on servers, so the security of data comunication and data

t anper i P e RIS LIFTHLOMeSeBveEnt oni examplei onThestafetyd t he
contents q%ftribution_nethod‘having a | og managenment configuration

accor di if t RQNSQWWEﬂ%ﬁaﬁ%RRHﬁ?QNEGE%ﬁﬁ%Nﬁscﬁmﬁﬁﬁa@@nIbg fagthetran be
ubl o REy HERITa] G QAT R wrbl | GUSL G bR b nesecuberdanas, so the
cvcur at Re TRl R BB A AT Aot Uh @ Hhe (FRRCTAPRR The cont ent s
di stribuwhie0 5634560 3] 0% of the entities, storing the set |
attributes in public key certificates or attributés J
certificates, and executing attributes confirmation
processing of the other party of communication using these
certificateé. Also, attributes confirmation processingrcan-
be executed albhg with conventional mutual authentication
procéssing and signature verification processing, so one or
a combination of signature verification processing, mutual
authentication processing, and attributes confirmation
processing, can be selectively used depending on the degree
of security, such as performing only signature verification
are only mutual authentication for normal déta communication, -
and performing attributes confirmation processing as |
necessary. |
Now, the present invention has been deécribed in detail
with reference to a'particular'emquiment. Howéver,_it is‘r
self-evident that one skilled in the art can make various |
modifications and substitutions to the embodiment without
departing from the scope or spirit of the present invention.

In other words, the present invention has been disclosed in



contents distribution nmethod having a | og managenent configuration

according to the present invention, the public key-cert'gkfate ﬁﬂsthe user
device is mandatory for nutual authentication processin% qW?% € shop )
server, or for verification processing of signatures added to the purchase
request data fromthe user device, so the user device needs to transmt

| og data to the log collection server and update the public key
certificate so as to hold a valid pubjj£ key certificate, in order to
purchase contents. Accordingly, .a user device cannot purchase contents
havi ng an out-of-date public key certificate, thus encouraging updating of
public key certificates. Further, with the contents distribution system
and t he théodfiam 4iadt ig¥amplshy mndothe aembed imeny shoaddmeot be

configuna&jon according to the present invention, log data is collected
from uséPtEEPLESSd WQ§££hQ$#ﬁﬁﬁﬁH pihe hecopry oEothecpremsentrver nmanaged by

t he syst.em operatqr, so_the state of sales of contents can be managed.

0 _
Fur t her MPVESERt 45s &P P& e use it st} slyiiky ribetebaimssgliven profits

obtaini%ﬁer%%hts hol ders such as contents providers 23 March 2005 - 250
and the“F'Fk&-9FR8484%n the sales distribution information in the |og data.
Further, with. the contents distribution systemand the contents _
di stribution nmethod having a | og managenent configuration according to the

present rhYEREEQR. ABpTERELI ity |

As described above, with the contents charges
settlgment system based on tickets and contents charges
settlement.methqg based on tickets acéording to the present
invention, a ticket issuer server which receives contents
purchase réquests sends, to the user device, tickets storing
as contents charges information charges reqéiving entity
identifiers and distribution charges data for the charges
receiving entities, under the condition that billing |
prqcessing_ﬁithrregard to the contents purchase requést of
the user device has ended, enabling billing processing |
accompanying purchasing of contents in a sure manner.

Further, with the contents charges settlement systeﬁ
‘based on tickets and contents charges settlement method
based on tickets aéco;ding to the presént invention,
following verifidation of the tickets and following
cohfirmation of the authorization of the tickets,'entities
having charges distribution rights accompanying contents
distribution execute processing such as key sﬁitching or

contents distribution or the like, and execute cashing



key Kses generated at the time of nutual confirmation is  used as a

generating key for a integrity check value (ICV) for daEggéggg?ﬁggated

between the entities such as user devices, shop servers, ction

servers, etc., and the ICVis added to the transmtted data and

communi cated, so the safety of the conmmunicated data is further

hei ghtened. Wth the data comunicati on systemcontaining attributes

confirmation processing and the daqu4gnqnmication'nethod cont ai ni ng

attributes confirmation processing according to the present invention,

between entities which execute data communication, attributes information

set to an entity which is the other party of communication is obtained

f r om t h@IPESISISd Ngepasad idn catekelrs, e rilvetestitiesf caat eeokivhethntity

which is the other party of communication, and attributes confirmation

based oR1istFdbybi®nnedagiaas sk dehe rantentonin saaswoadinghoart or

processi-ng execution, so an entity which is the other party of "

conmmuni cat i oRUFSREF evEAtBd theofoateats shagiasse st gl émenfui Spsoém anot her

entity, so safe data conirunjcation, e.g., processing accomnmpanying contents

t r ansacPP8R ,°Psté55§¢§d?“@§QQﬂﬁﬂﬁﬁﬁMé¥arQ§ﬁ.5¢¥¢lﬁﬁeptmm§hh©ﬂe dat a
confirmati on processi ng and

connunigatian sy%teglcontainin attrihutes. [ [

the dat 32°E8nfiin"¢5ERER RECRS &8 fhfy PReFeHut B_VerhiPRmat i on

pr ocessj r di to the.present inventiqn, different attributes codes
are proe‘lgg(é%g%gngoEgﬁaéwlitﬁﬁldf’igor’? Sentehits key KpDAS(Kc) encrypted

with a public key of the user device authentication server
(DAS)_with a contents key KpDEV(Kc) encrypted with a public
key KpDEV of the user device is executed under the condition
of receipt of é ticket by the user device.authenticatioh
server (DAS) managing contents distribution, so the user
device'authentication sérvér can accurately know
transactions of contents.

‘.Further, with the contents charges settlement system
based on-ticketé'and contents charges settlement method
based on tickets according to the present iﬁvention, at
least one of ﬁutual aqthéntication processing or signature
gene;ation and verification processing are executed in aata
*Communication executed between user devices, shops, and user -
device authentication servers, so the security of data
Lcommunicatibn and data tampering can be checked.

~ With the contents distribution system and the contents
distribution method having a log management ¢onfiguration
according to the present invention, contents purchase log

data can be collected according to the updating processing



exanpl e, user devices which execute purchasing of contents, shop servers

whi ch receive purchase requests for contents, a system hglder, which .
manages distribution of contents, and so forth, and att??@%?@%ﬁﬁ%g :
confirmation is executed based on the -attributes codes, so data
transm ssi on acconpanyi ng vari ous contents purchasing processing is
enabled followng confirmation by a user device that the other party of
communi cation is a shop server, for_ )l e, thereby preventing |eaking of
secret data, and the like. Further, with the data comruni cati on system
containing attributes confirmation processing and the data conmmunication
met hod containing attributes confirmation processing according to the

pr esent OfnPaRlicn kegheerhifidnhes ihfusemtdoni¢ses svbiel parehapsdl i ¢ key
certificate or attributes certificate, and the signature of the public
key cer FPRLERLE i $Qushey ividiam prarater atSH i Byssemckoldérrate i ssuer
authority is.generated and stored in each of the certificates, whereby
unaut hoP‘%/‘EéalgﬂoEE?s iR FOlHFCtiRMERVeedan tacdurasel nflnomttlom can be

prevented. . 23 rch 2005 - 252 - CLAIMS 1. A contents charges settl enent
systen1ﬁg§58 SEBS?ESQeP5,99ﬂﬁﬁQ§ﬁ-ng: a ticket issuing server for issuing
i or mat ; on SUCHRRERyPHOT pF BECSENKRFEr dbatEhRutAgRoRYs cem and the
contents distribution method having a log management '
‘configuration according to the present invention, the public,
kgy cgrtificate_of the user device is mandatory fér mutuai‘
authentication processing with the shop server, or for
Verification processing of signatures added to the purchase
;equest data from the usef device, so the user device needs - -
to transmit log data to the log collection sérver and updaté
~the public key certificate so as to hold a valid public kej
certificate, in order to purchasé contents. Accordingly, a
user device cannot purchase contents having an out—of;date
public key certificate,-thus encoufaging updating of_puﬁlic
_key certificates.

Further, with the contents distribution systenm aﬁd the
contents distribution method having a log management |
configuration according to the present invention, 1og‘dat§
is collected from user devices in a sure manner by_thé log
fqollection server managedlby the system operatdr, so-the
state of sales of contents can be managed. Further, |

contents sales can be accurately.distributed to sales

profits obtaining rights holders such as contents providers



contents, and allocated charges data with regard to said charges reception

entity, under the conditions that billing processing basggpﬁﬁggg hase
request data froma user device has been conpleted; a u 7 for
transmtting a contents purchase request to said ticket issuing server,

and receiving said ticket; a user device authentication server, which is a
user device authentication server configured as one of said charges
reception entity, for executing conye&;bog froman encrypted contents key
which is undecryptable with a stored ey -in said user device to an
encrypted contents key which is decryptable with a stored key in said user
devi ce by key- changi ng processing, under the conditions that said ticket
has beenaﬂéc%hVeEikﬁenbgaﬁd osethgeviades aista ibiutikein GasiymgtSiowen f or
executing charges settlenent processing based on the received ticket,
accordin ?ol?éc@@b@-of a ticket fromsaid charges reception 23 March 2005
- 253 entity. 2. A contents charges settlenent system based on tickets,
accor di ng t o THEHET, Wit ke t¢ereerts sdistirbput sandsystlemt andstheg server
of charges reception entity identifiers as

store one or a pluyralit f

contemn§?ﬂﬁﬁzﬁ£ 3+%F5%%ﬁf%%ﬂ wabhaf| bauied shapgemagayemsinth regard to one

O 2 Pl G s S A IS d 8P, Ol prsent Invention o Session
key Kses denerated at the time of mutual confirmation is.
used as a generating key for a integrity check value (iCV)
for data communicated between the entities such as userl
devices, shop servers, log collection servers, efc., and the
ICV is added to the transmitted data and communicated,‘éo
the safety of the communicated data is further heightened.

With the data communication system coﬁtaining

attributes confirmation processing and the data
-qommunication method containing attributes confirmation
processing according to_the present invention, between
entities which execute data communication, attributé§
information sét to an entity which is fhe other party of
communication is obtained from the public key certificate of
attributes certificate of the entity which is thé other
party of communication, and attributes confirmation based on
the obtained attributes information is a condition for |
processing execution, so an entity which is the other party
of communication is prevented from executing processing in

guise of another entity, so safe data communication, e.g.,

processing accompanying contents transactions, is enabled.



|

of issuing a ticket with a plurality of charges reception entity

~identifiers said ticket issuing server issues to said user.device a nunber

of tickets corresponding to said charges reception enti%§“4 ?45 ers; and
wherein said user device has a configuration for executing processing for
transmtting the received tickets to each of the entities corresponding to
the charges reception entity identifiers. 3. A contents charges settlenent
system based on tickets, according t f]jﬂlﬂ 1; wherein a transaction
identifier for identifying contents ttansaction processing is stored in
tickets issued by said ticket issuing server, and in the event of issuing
a plurality of tickets with regard to one contents transaction fromsaid
user devi ce, Furkbepl uwatht $hef diaitek stommamd dadsived sstsiremgromteoming
transaction identifier. 23 March 2005 - 254 4. A contents charges -
set t | enBRtripates seadd ot iur lpstaseswiong dind) the Glatian 1; wherein tickets
i ssued by said ticket issuing server store a charges reception entity

i dent i f FRFNHB1ERIOR BethadyContwigring ialt wil es srenbirmathiomes data with
regard to said,charges reception entity, and also contain an electronic

si gnat uPECEFS8§ang Pg€?§91n95§m fdies npsent Hareg it kay chefifreentecept i on

entity m@Lch executea processi ng based on receipt of said ticket executes
attributes codes are provided to for each function of, for -

example, user devices which execute purchasing of contents,
shop servers which receive purchase requests for contents, a
system holder which manages distribution of contents, and so
forth, and attri?utes confirmation is executed based on the
attributes co&és, s0 data transmission accompanying various
contents purchasing processing is enabléd following
confirmation by a user device that the other party of
communication is a shop server, for example, thereby
lpreventing leaking of secret data, and the like.

Further, with the data communication system containing
attributes confirmation‘pfocessing and the data
communication_method containing attributes confirmation
progessing according to the present inventiocn, fhe
attributes information is stored in a public key certificate
or attributes certificate, and the signature of the public
key certificate iésuer authority or the attributes |
certificate issuer aﬁthority is generated and stored in each
of the certificates, whéreby unauthorized processingrusing

unauthorized attributes information can be prevented;



signature verification processing.-of the electronic signature of said
ticket issuing server contained in the received ticket, gg@ﬁ§¥§cutes
processi ng based on the receipt of said ticket under thg' 9%hs t hat
conformation is nade that there is no tanpering with data. 5. A contents
charges settlenent system based on tickets, according to Claim1; wherein
a user device authentication server configured as one of said charges
reception entity is of a configuratio %OL executing, as conditions for
recei pt of said ticket; key switching“pfocessing consisting of decrypting
an encrypted contents key KpDAS(Kc) encrypted with a public key KpDAS of
sai d user device authentication server (DAS) with own secret key KsDAS to
obtain a contents key Kc, -and 23 MaCEAIMIOS - 255 further re-encrypting
with a public key KpDEV of said user device (DEV). 6. A contents charges
settlenment system based on tickets, according to Claim1l; wherein validity
data is contained in a ticket issued by said ticket issuing server, as a
vali d procesdingBp&andents dinhars settlerent sysoeessasgdbased on
tickets; and wherein said ticket cashing server executes charges

set t | emdntCHtote SOMRF B9 on said ticket following verification of said

validity, under .the cqonditions that = validity is confirmed. .
a ticket 1ssuing server for issuing tickets storing a

charges reception entity identifier as contents charges
information accompanying processing for purchasing of |
contents, and'allbcated charges data with regard to said
charges reception entity, under the conditions that billing
processing based on purchase request data from a user dévice,
has been completed;

a user device fdr transmitting a contents purchase
requesf to said ticket issuing server, and receiving said
ticket; | |

a user device authentication sérver, which is a user
device authentication server configured as one of said
charges reception entity, for.executiné.conversion from an
encrypted contents key which is undecryptable with a stored
:key in said user device to an encrypted contents Kkey ﬁhich
is decryptable with a stored key in said-user device by,key;.
changing processing, under thé conditions that said tiéket
has been received from said user dévice; aﬁd |

a ticket cashing server for'executing-charges
settlement processing baséd on the receiVed ticket,

according to receipt of a ticket from said charges reception'



7. A contents charges settlenent. system based on tickets, according to

Caim1l;, further having a distribution server as a charggﬁﬁﬂqﬁg&$%on
entity for executing distribution of encrypted contents e ted

contents - keys under the conditions of receipt of tickets fromsaid user
devi ce; wherein encrypted contents keys transmtted by -said distribution
server are encrypted contents keys which are undecryptable by a stored key
of said user device. 8. A contents chﬁgges settl enent system based on
tickets, according to Caim1; wherei ontents purchase. 23 March 2005 -
256 request data which said user device generates and transmts to said
ticket issuing server is configured as data having a user device ID

servi ngemifyuser device identifier, a transaction ID serving as a
contents transaction identifier, and a contents ID serving as a contents
identifier which is the object of purchase request, along wth containing
an el ectronic signature of the user device; wherein said ticket issuing

server. checkd-what feptentsnehatrigese siet tdameentanpertay bysexasnt i ng
signature _verification of said contents purchase request data, and adds a

new ent FyCkELE /t BEROIrdiseitny Gleriay ehehealt ibasicketsefissuedaby content s
pur chase quuest data, sets status information indicating the processing
state WPRAYr E4SKELt 455849 SeIEFEemtoLe ane manayeslehel prypcessi ng sequence

charges reception entity identifiers és contents charges
information and allocated charges data with regard to one or
a plutality of'charges reception entities; and in the event
of issuing a ticget with a plurality of charges reception )
entity.identifiers said ticket issuing server issues to-said
user device a number of tickéts corresponding to said
dharges reception entity identifiers;

and wherein séid user device has a configﬁration for
executing processing for transmitting the received tickets
to each of therentities corresponding to the chargeﬁ

reception entity identifiers.

3. A contents charges settlement 5yétem based on
tickets, according to Claim 1; wherein a transaction
identifier for i@entifying contents transaction processing
is stored in tickets issued by said ticket issuing server,
and in the event of issuing a piurality of tickets with
regard to one contents transaction from.said‘user device,

- the plurality of tickets are issued storing a-common

transaction identifier.



transition at said ticket issuing server based on said status information.

9. Arecording nmedium storing electronic tickets, whereLn,sai | ckets
are issued by the contents charges settlenment systen1of8§h$”§?g?®%
preceding clains, said tickets containing data exchanged between entities
relating to contents transactions according to contents transaction
processi ng; said recording nediumstoring charges reception entity
identifiers serving as contents Chqfqﬁ§ i nformati on acconpanying contents
pur chase processing and all ocated chaf%éé data with regard to said charges
reception entities. 23 March 2005 - 257 10. A recording nedium storing

el ectronic tickets, according to Caim9, wherein said tickets are of a
configuration storing, -as contents charges information, a plurality of
charges reception entity identifiers and allocated charges data to each of
said plurality oR ehatgats cheagesosedntlicmers. shktem ecoedlicy medi um
storing electronic tickets, according to claim9, wherein said tickets are
of a cbafk§tifat REFOFHININGY Aliadim 1 dathersinm vitkepr bssssdngy period for
charges settlenment processing based on tickets. 12. A recordi ng nedi um
stori ngSBLectichrt dBERdDy Se3vEst ¢itmre @ Qhirgss mwreeptiosaeutitykets ar

of a - '
identifier as contents charges information and allocated

charges data with regard to said charges reception entity,
and also contain an electronic signature of said ticket
issuing server;

wherein the charges reception entity which executes
prdéessing based oﬁ receipt of said ticket executes
signature verification processing of the electronic
signature of said ticket issuing server contéined in the
received ticket, and executes processing based on the
receipt of said ticket under the conditions that

conformation is made that there is no tampering with data.

5. A coﬁtents charges settlement system based on
tickets, according to Claim 1; wherein a user device.
authentication server configured as one of said charges
reception entity is of a configuration for executing,

as conditions for receipt of said £icket;

key switching processing cqnsiéting of decrypting an
enCrypted contents key KpDAS(Kc) encrypted with a public key
KpDAS of said user device authentication server (DAS) with

own secret keerSDAS‘to obtain a contents key Kc, and



configuration storing.an electronic signature of a ticket issuing server.
13. A contents charges settlenment nethod based on ticket 0 ising: a
step for transmitting a contents purchase request fron1gsﬂéﬁgpé@§#ce to a-
ticket issuing server; a step at the ticket issuing server for executing
billing processing based on contents purchase request data fromthe user
device, and issuing tickets storing a charges 23 March 2005 - 258
reception entity identifier as cont ent:s charges information acconpanying
processing for purchasing of content$, " "and allocated charges data with
regard to said charges reception entity, under -the conditions the billing
processi ng has been conpleted; a step at the user device for receiving
sai d titkethern reepnsryptise widh e pakilhientkeptikplESes¥esaidmsdri s
configured as one of said charges reception entity, for executing

conver sfleviieeofPEN)encrypt ed contents key which is undecryptable with a
stored key in said user device to an encrypted contents key which is
decryptable with a stored key in said user device by key-changi ng
processing, under the conditions that said ticket has been received from
said user devichk;cenbentstehanges srtkéemeashisiygtesr basedorexecut i ng

charges,  settl enent processin% based on _the received ticket,
tickets, according to Claim 1; wherein validity data is

- contained in a ticket issued by said ticket issuiﬁg server,
as a valid processing period for charges settlement
processing based on tickets;

and wherein said ticket cashing server executes charges
settlement prqéessing based on said ticket following |
verification of said validity, under the conditions that

validity is confirmed.

7. A contents charges settlement systeﬁ based on
tickets, according to Claim 1; further having a distributionr
server as ‘a charges reception entitf for executihg
distribution of encrypted contents and encrypted contents
keys under the conditions of receipt of tickets from said
user device} |

wherein encrypted contents keys transmitted by said
distribution server are. encrypted contents keys which_are

undecryptable by a stored key of said user device.

8. A contents charges settlement system based on

tickets, according to Claim 1; wherein contents putchase'



according to receipt of a ticket fromsaid charges reception entity. 14. A
contents charges settl enent nethod based on tickets, acggggiqr}gz@% Caim
13; wherein tickets issued by said ticket issuing serve 5 e or a
plurality of charges reception entity-identifiers as contents charges
information and all ocated charges data with regard to a plurality of
charges reception entities, and in the event of 23 March 2005 - 259

issuing a ticket with one or a pLU@@é ty of charges reception entity
identifiers said ticket issuing server issues to said user device a nunber
of tickets corresponding to charges reception entity identifiers; and
wherei n said user device executes processing for transmtting the received

tickets FEREE slatheteith t9akd wee¥ edpBharngensrakeschacyds ansadms on
entitly TARNtddipresclo. ACoMhENLe Ghar aes SelilsUply JE! A D3sed on

tickets, according to Carm13; wherein a transa rdentifie
i denti f yiangugent eetvs cer abB askiroringr ogessi ngset s dedvdroed 1dentitketrs isssued

by said ticket issuing._server, .and in the event of issuin ty of

% a plural
tickets WERSAEGAY t d one SEFTEDR s Frfanséct i 6 F8hSsai a0 TdAe,

the pluraldent iafi eir,Ckefrd ar£ i &seshss orfpg 3o 60PN akr aBsaclr@Rnt s
identifier. 16. A contents charges settlenent method based on tickets,
accor di ngoestatdieh rrighelsi g cReisct sefeduchase request, along

with containing an electronic signature of the user device;

wherein said ticket issuing server checks whether or
not there 1is data tampering by executing signature
verification of said contents purchase request data, and
adds a new entry in a ticket issuing management database
based on said contents purchase request data, sets status
information indicating the processing state with regard to
said added entry, and manages the processing sequence
transition at said ticket issuing server based on said

status information.

9. A recording medium, storing electronic tickets,
wherein said tickets are issued by the contents charges
settlement system of any of the preceding claims, said
tickets containing data exchanged between entities relating
to contents transactions according to contents transaction
processing;

said recording medium storing charges reception entity
identifiers serving as contents charges information
accompanying contents purchase processing and allocated
charges data with regard to said charges «reception

"entities.



said ticket i SSui ng server store a charges reception entity identifier as
contents charges informati on and all ocated charges data g dto
said charges reception entity, and also contain an eIec @g%ature of
said ticket issuing server; wherein the charges reception entity whi ch '
execut es- 23 March 2005 - 260 processing based on recei pt of said ticket _
executes signature verification processing of the electronic signature of
,said ticket issuing server contained in the received ticket, and executes:"
processi ng based on the recerpt_of‘§§(j1icket under the conditions t hat
conformation is made that there is no tanpering with data. 17. A contents
charges settlenent nethod based on tickets, according to Caim13; wherein
a user device authentication server configured as one of said charges
reception entity executes key switching processing which generates an

encrypted cohbenth keyoKaDRY(1ifeliutoBEbEnG0eQbctdBBiVPIHRKR] encrypt ed
contents key KpDAS(Kc) encrypted with a public key KpDAS of sai d user

devi ce avthedtiingatiootlader Bgr whigA®)i istai dOWiedtsetadebKDAS to obtain a
contents key Kc, and further re-encrypting with a public key KpDEV of
sai d usepnfdguiretiEDEFrpMinGh asC eopitenift ss aihd rigesk din fagmdteiqggndi ti on
thereof. 18. A contents charges settlenent nethod based on tickets,
accor di pjuraleryi af18hanyeseirecepitiidnt ynddty iislentifiers and

allocated charges data to each of said plurality of charges

reception entities.

11. a recording medium storing eléctronic'tickets,
according to Claim 9, wherein said tickets are of a
configuratioh storing validity data as a valid processing -

period for charges settlement processing based on tickets.

12. A recording medium storing electronic tickets,
according to Claim 9, wherein said tickets are of a
‘cdnfiguration.storing an electronic signature of a ticket

issuing server.

13. a contents charges settlement method based on
tickets, comprising:

a step for transmitting_a contents purchase request-
from aruser device to a ticket'issuing server;

a step at the ticket issuing server for eiecuting
billing processing based on contents purchase request data.

from the user deVLCe,_and lssulng tlckets storlng a charges



contained in a ticket issued by said ticket issuing server, as.,-a valid
processing period for charges settlenent - processing baﬁggy%p tickets; and
wherein said ticket cashing server executes charges 23" - 261
settl ement processing based on said ticket follow ng verification of said
validity, under the conditions that wvalidity is confirned. 19. A contents
charges settlenent nethod based on said. tickets, according to C aim13;
further having a distribution server_as a charges reception entity for
executing distribution of encrypted‘c%%ﬁents and encrypted contents keys
under the conditions of receipt of tickets fromsaid user device; wherein
encrypted contents keys transmtted by said distribution server are

encr ypt etbest Bt Sedieisy W ekt Bf Ber Unslessobabs ecﬁﬁrge.%t 9ngd gy 18h said
user device. 20. A contents charges settlenent nethod based on tickets,

accor di regrdamfdmy ind rodes €imy COst e Bcipals ThgSer &6f¥entsdakag Which said
user device generates and transmts to said ticket.issuing server is

confi guredd ceatokat acltavjery datalseitlilevégerd Do esNiddchSrgelSebcdpyiog
identifier, a transaction |ID serving as a contents transaction identifier,
and a centterys, hdser vibhey emdicionientise ilgent 1dg eprobessihg hhbebebhect of
purchase request, along with containing an electronic signature of the
user dewioswleted; , :

a step at the user device for receiving said ticket;

a step at a user device authentication server, Which is
configured as one of said charges reception entity, for
executing conversion from an encrypted contents key which is
undecryptable with a stored key in said user device to'én
encrypted contents key whicﬁ is decryptéble with a stored
key in said usei device by key-changing processing, under
the conditions that said ticket haé been received from said
user device; and .

a stgp at a ticket éashing sexrver for executing charges
settlement processing based on the received ticket,
according to receipt qf a ticket from said charges receptionr

entity.

14. A contents charges settlement method bésed on
:tickets,‘according to.Cléim 13; wherein ticketé issued by.
said ticket issuing server store one or a plurality of |

.charges reception entity identifiers as dontents charges
information and allocated charges data With regard to a‘

Pplurality of charges reception entities, and in the event of



wherein said ticket iésuing sérver_checks whet her or not there is data

tanpering by executing signature 23 March 2005 - 262 5%%4 qu@ of said
contents purchase request data, and adds a new entry in e ssui ng
managenent dat abase based on said contents purchase request data, sets
status information indicating the processing state with regard to said
added entry, and manages the processing sequence transition at said ticket

i ssuing server based on said status jnformation. 21. A program providing
medi um for providing a conputer pfbd# Tor executing contents charges
settlement processing based on tickets on a conputer system said

conputer program conprising: a step for receiving tickets storing a charges
recept i dissarinig ya itdierketf iveitlasom@ndeni spTies Yesyi oforREky@8 acconpanying
processing for purchasing of contents, and allocated charges data with

regard ﬂ@0§®¢d0®h&m@aiyw&ﬂgntxﬁnemﬂnsayd Bickep issuexgcHbirggrsi gnature
verification processing of the electronic signature of said ticket issuing

server lééﬁﬁélﬁ@dﬂaidlW§anudﬂW&nbta(ﬂumbefiGfeplébetexeanresgoﬁdgﬁgss|ng
based on the receipt. of said ticket under the conditions that
confornﬁplSHargeﬁaé@CQHﬁﬂoqIﬁaﬁ;ﬁx;Idﬁntnﬁmﬂrmg with data by verlflcatlon

of the S|gnature
and hereln said user device executes process1ng for

transmitting the received tickets to each of the entities

corresponding to the charges reception entity identifiers.

15. A’coptgnts charges settlement method based on
tickets, according to Claim 13; wherein a transaction
identifier for identifying contents.transaction processing

. is stored in tickets issued by said ticket issuing server,
and in the event of issuing a plurality of tickets with

' regard to one contents transaction from said user device,
the plurality of tickets are issued storing a commnon |

transaction identifier.

16. A contents charges settlement method based on
tickets, according to Claim 13; wherein tickets issuéd by
said ticket issuing server store archarges reception‘entity
identifier as contents éhafges-informafion and allocated
charges data with regard to said charges reception entity,

‘and also contain an electronic signature of said ticket
issuing server; .

wherein the charges reception entity which executes



a step for'executhg a charges setflenent'request,based 23 Mar.ch 2005 - 263

on said ticket. 22. A contents distribution systemfor uighrﬁthzagg .
contents charges settl enent system of any one of clainms 1% E%dh, id )
contents distribution system having a log -managi ng configuration,
conprising: a shop server for receiving contents purchase requests froma
user device, and transmtting sales confirmation data to the user device;
a user device for transmtting contents purchase request data to the shop
server and executing contents purcha®d® requesting processing based on
procedures using a public key certificate of the user device having
validity set, and also receiving said sales confirmation data and

gener at pgcess iSO UaRe® dinehasid agr based ofckbe £gcelived sales
confirmation data; and a | og coll'ection server tor recelving an updating

request sfignazupublvier ilfay-aaeiidn fyriias Hingabfl UsEre YL Enibased on recei pt
of said purchase log, and transmtting an updated public key certificate
of the ssgnatieviecefi ssied ticker QP InKayertwst iddged EneQt PR thy to the
user device. 23. A contents distribution systemhaving a | og managi ng
conf i gurecedmedatdokeitng and Exacnt2d; phERreddinPrRessiires tséng a public
key certificate having validity set consist of nutual authentication
processkageyptngfasaid ticket under the conditions that

-conformation is made that there is no tampering with data.

17. A contents charges settlement method based on
tickets, accor@ing to Claim 13; wherein a user device
authentication server configured as one of said charges
receptionVentity.executes kéy switching processing which
generates an encrypted contenté key KpDEV(Kc}, consisting of
decrypting an encrypted édntents key KpDAS(Kc)'encrypted
with a public key KpDAS of said user device authentication
server (DAS) with own secret key KsDAS to obtain é contents
key Ke¢, and further re-encrypting with a public key KpDEV of
said user device (DEV);

with receipt of said ticket as the condition thereof.

18. A contents,qharges'settlemént method based on
tickets;‘aCCOrding to Claim 13; wherein validity data is
contained in a ticket issued.by said ticket issuing sérver,r
as a valid processing period for charges settlement |
processing based on tickets; |

and wherein said ticket cashing server executes charges



public key certificate, executed between said user device 23 March 2005 -

264 and shop server. 24. A contents distribution syste %@yhggggﬁlog
managi ng configuration, according to Claim 22, wherein B? 8 using a -
public key certificate having said - validity set is signature verification
processi ng executed by said shop server with regard.to an electronic
signature generated by said user device as to contents purchase  request
data sent fromsaid user device to said shop server, and said signature
verification processing is processimg®lusing a public key stored in a
public key certificate of the user device. 25. A contents distribution
system having a | og managi ng configuration, according to Caim22, wherein

at | eagbtpachedlt gabrepsahinIRGLEiNeYhSRIG U ASM SFiApd said shop
server i's transmtted with an integrity check value (I1CV), based on a

sessi onvkey fieas iganerasad datvalielity ,MafermMinel cati B A S atH LN executed
bet ween said user device and said shop server, added thereto, and wherein

data twapéditg deecknfiemesisi ng based on the ICV is executed at the
receiving side. 26. A contents distribution systemhaving a | og nanaging
configuration, according to Caim22, wherein said 23 March 2005 - 265
19. A contents charges settlement method based.on'saidi |
- tickets, according to Claim 13; further having a |
distribution server as a charges reception'éntity for
executihg.distribution of encrypted contents and encrypted
contents keys under the conditions 6f recgipt of tickets |
from said usér device; |
wherein encrypted cbntents keys transmitted by said

distribution server are encrypted contents keys which are

undecryptable by a stored key of said user device.

20. A contents charges settlement method based on'
tlckets, accordlng to Claim 13; whereln contents purchase
request data which said user device generates and transmits
to said ticket issuing server is configured as data having a
user device ID serving as a user device ideﬁtifier, ar
transaction ID serving as a éontents transaction identifier,

~and a cqntents ID serving as a contents identifier which is
the object of purchase request, along with containing an
electronic signature of the user device;

wherein said ticket issuing server checks whether or

not there is data tamperlng by executlng SLgnature



user device adds, to a purchase log transmtted to said log collection
server, an integrity check value (ICV) based on a SeSSig§PG@%h§§§§ :
generated at the tine of nutual authentication executed al d user
device and said log collection server, and transmts, and wherein data-
tanpering check processing based on the ICV is executed at the |og
collection server side. 27. A contents distribution system having a | og
managi ng configuration, according to C aim22, wherein said user device
generates and adds to a purchase | og4%&nsnitted,  to said | og collection

server an electronic signature of said user device, and wherein said | og
collection server executes verification processing of the electronic

si gnat urer iFi el ibYY S Gonttdts ﬁ)%é‘é&% Sr,é:ﬁééét \%&t&,ﬂ gygtem having
a log managi ng configuration, according to alm 22, ereln said. 1og

col | ect iadillss & Vs EAGeschartRike | QeAl i dddl Y eMdA O daBspdHe ONE Or nore
charges reception entities for contents charges,” based on a purchase | og

recei vebasedmosaise ilds @on tdeMisC urtiith RX et RSs tf RPN S S HCO&SSERY based on
said charges allocation information corresponding to sales confirnmation
r equest $nffpomattangdndieatiniqonhentiridesss ity Maate 2008 -réffrd %o A
contents distribution systemhaving a | og managi ng configuration,
accor di agitdoa@iednep2rywhend masaigbs dihep merosass imnagapiaand ents sal es
data, and executes '

transition at said ticket issuing server based on said

status information.

21. A program providing medium for providing a
computér program for executing contents charges settlemént
processiné based on tickets on a computer system, said
computer program cdmprising: |

a step for receiving tickets storing a charges
reception entity identifier as contents charges infbrmation
accompanying processing for purchasing of contents, and

“allocated charges data withrregard to said charges reception
entity; | | | |

a step for executing signature vefificatibn prodessing
of the electronic signature of said ticket issﬁing server
contained in the received ticket;

a stép for executing prpceésing based on the receipt of
said ticket under the conditions that conformation is made

| that there is no tampering with data by verification of-the
signature; |

. a step for executing a charges settlement request based



processing for transmtting all sales data within a predeterm ned period

or sales data per charges reception entity to said |og gh&ﬁﬁ%'@&sserver.
30. A contents distribution system having a | og nanaging g ation,

according to Caim22, wherein said contents purchase request data which

said user device generates and transmts to said shop server is configured

as data containing a transaction ID serving as a contents transaction

identifier, and a contents ID servng2 a contents identifier which is

t he obj ect of purchase request, along Wth containing an electronic

si gnat ur e_of j%pquﬁgr devi ce; wherein said shop server checks whet her or
at

not theré&™ % %‘ﬂﬁering by executing signature verification of said

contents purchase request data, and executes processing for generating
said sale confirmation data based on said contents purchase request data
and transnitti“dg o CSBFENGSerdiehsBRutBan ANBEofPEctith ¥éitherther use

wth a !%nt%rﬁasgiagafg@éi gurat Lo ef ﬁ%ﬂ%’té?{'eoff A 'rYai &?ezgft Q:l?é%mssaid I og
collection server, is Tor executing sal'es nanagenernt of contents
transact éd bét,wesria shomizerter diret 2 lhrah 2005tem 267avingises devgce;

wherein sai d Lo%_coghfctioqﬂzgrver acoﬁﬁ%gga public key certificate
updat i ng " PEGIELE 0 % r AR r

a shop server for receiving contents purchase requests
from a user device, and transmitting sales confirmation
data to the user device; -

a user device for transmitting contents purchase
request data to the shop server and executing contents
purchase requesting processing based on procedures using a
public key certificate of the user device having validity
set, and also receiving said sales confirmation data and
generating and storing a purchase log based on the received
sales confirmation data; and

a log collection server for receiving an updating
request for a public key certificate of saild user device
based on receipt of said purchase log, and transmitting an
updated public key certificate of the user device issued by

a public key certificate authority to the user device.

23. A contents distribution system having a log
managing configuration, according to Claim 22, wherein
procedures using a public key certificate having wvalidity
set consist of mutual authentication processing using a

public key certificate, executed between said user device



the conditions that a purchase | og generated by said user device according
to contents purchased by said user device 1is received, ggiﬁgxﬁggégs
contents sal es managenent based on the received purchas ch g% A
contents distribution method conprising a contents charges settlenent -

met hod of any one of clainms 13 to 20, said contents distribution nethod
having a log nmanagi ng configuration, conprising: a step for transmtting
contents purchase request data from a user device to a shop server and
executing contents purchase requestidfgt processing based on procedures
using a public key certificate having validity set; a step at the shop
server for receiving a contents purchase request fromthe user device, and
transm t3{PEh SR SS-GQPf i rmation data to the user device;, a step at the
user device for recelving said sales confirmation data and generating a
purchase | og based on the received sales confirmation data; and a step at a
log collection server for receiving an wupdating request for a public key

certificate saixd I t chase | og, and
Qfs .saind des@lentde G MRS t&? énglgén? hﬁlﬁﬁserfg{li . 99, .

transmitting an updated public key cer evi ce issued
by a puldldnadeay e fguaaiercn) fg&déﬂdirpgt{@ @ﬁaﬂﬁrﬁﬁ ZQﬁére1868 user

device. 33. A contents distribution nethod having a
procedures using a public key certificate havmng said

validity set is signature verification processing executed
by said shop server with regard to an electronic sigheture
generated by said user device as to contents purchase |
request datarsenx from said user device to said shop server,
and said signature verification processing is processing
using a public key stored in a public key certificate of tﬁe

user device.

25. A contents distribution system having a log
managing configuration, according to Claim 22, wherein at
‘ least part of data exchanged between said user device and
said shop server is transmitted with an integrity check |
‘value (ICV), based on a session key Kses generated at the e
time of mutual authentication executed between said user
device and said shop server,-added_thereto, and wherein data
tampering check processing based on the ICV is executed at

the receiving side.

26. A contents distribution system having a log

managing configuration, according to Claim 22, wherein said



managi ng.configuration, according to Caim32, wherein procedures using a
public key certificate having said validity set .consist gk%ﬂ%i%ﬁ&?' :

aut henti cation processing using a-public key certificat%, X d between
sai d user device and shop server. 34. ‘A contents distribution nethod
having a | og managing configuration, according to Claim32, wherein
procedures using a public key certificate having said validity set is
signature verification processing executed by said shop server with regard
to an el ectronic signature generated6by-said user device as to contents

purchase ‘request data sent from said user device to said shop server, and
said signature verification processing is proceSS|ng using a public key

stored |f| 5 tents

dlSthbt??gn&ﬁg%E ﬂaV|n§ba gb&%ﬁ%naglnéjcon |gur§i|on aé@%f

Cl aim ea ser
a1 YBEEeHA §Ervekr ah Eﬂrt‘e ttee?k\?mhﬁcﬂ e ( nt\ﬁé%ﬁ% %

device and said shop sefver is t y check val ue

(1QV), basedoRnke 5@§éb°§eh@¥‘a‘§%@5a%e%ﬁreatt%ﬁé"tof mglt%% jMerch 2005 - 269

time of mutual authentication executed between sai user. devi ce and sai d
shop seqwelientiégdidheegboutaldphaeann s@3ld8 usled MR iR GiRf ks PrPcessi ng
based on the ICV is exeputed at the receiving side. 36. A contents
di stri ddd arohkbédoibhayénges,| 88d transmits, and wherein data

tampering check processing based on the ICV is executed at

the log collection server side.

27. A contents distribution system having a log
managing configuration, according to Claim 22 wherein said
user dev1ce generates and adds to a purchase log transmitted.
to said log collectlon server an electronlc 31gnature of
said user dev10e, and wherein sald log collection server
executes verification processing of fhe electronic signature

of said user device.

‘_28.: A contents distribution system having a ibg
managing configuration, according fo Cclaim 22, wherein said.
log collection server manages charges allocation information
as to one or more charges reception entities for contents
charges, based on a purchase log received from said user
Qevice, and executes respense prbcessing based on said
charges allocation information correqunding'te sales

cpnfirmation,requests from charges reception entities.



managi ng configuration, according to Caim 32, wherein said user device
adds, to a purchase log transmtted to said | og coIIectb Eﬁ%q5¥§§?
integrity check value (I CV) based on a session key Kses 8 ¢ at the
time of nutual authentication executed between said user device and said
|l og collection server, and transmts, and wherein data tanpering check
processi ng based on the I1CV is executed at the log collection server side.
37. A contents distribution method hayj a |l og managi ng configuration,
according to Caim 32, wherein said user device generates and adds to a

purchase log transmtted to said log collection server an electronic

si gnature of id user device, and wherein said | og collection server
execut es verif4tat i’on PPRERREF ngloFtERBUBLER! r SHPECE) gRAVINE  Gf éélgd user

device. 38 tent s ghsieibyti \Y SRRRgING
conflguratﬁgﬁﬁﬁg%cordlﬂ%&to aln?gaggagggeP% gg?éﬁzggah ch 2005 - 270 | og

col l ecti cﬁh@er\ﬁe&rmag@@m gerdldrgcat ismidanf olatet,i omndas ex@aiesor nore
ohat 052 RSSIAEE N L0k o3y CRLRSEOURAT S o ohar e Dageg, on 3 RurTase | o
said .chargiscalhoesd i paribtorsmt saleeordL£SPopirngch fr §as e e cePifiignmat i on
requests from charges, reception entities. 39. A contents distribution
gn;t god h&M g a 1G22 drhnkRy rfbo%%?ﬁ?b%ﬁa%?%ﬁeraccordl ng to daim 32, wherein
30. A contents distribution system having a log
managing configuration, according to Claim 22, wherein said
contents purchase request data which said user device
generates and transmits to saild shop server is configured
as data containing a transaction ID serving as a contents
transaction identifier, and a contents ID serving as a
contents identifier which 1is the object of purchase
request, along with containing an electronic signature of
the user device;
wherein said shop server checks whether or not there
is data tampering by executing signature verification of
said contents purchase request data, and executes
processing for generating said sale confirmation data based
on sald contents purchase request data and transmitting to

sald user device.

31. A log collection server for use with a log
managing configuration of any one of claims 22 to 30, said
log collection server, is for executing sales management of

contents transacted between a shop server and



shop server nmanages contents sal es data, and executes processing for
transmtting all sales data within a predeterm ned periggppr SE&%? dat a
per charges reception entity to said |og collection ser targhy: contents
di stribution nmethod having a | og managing configuration, according to
claim 32, wherein said contents purchase request data which said user
device generates and transmts to said shop server is configured as data
containing a transaction ID serving_ais% contents transaction identifier,
and a contents ID serving as a contents identifier which is the object of
purchase request, along with containing an electronic signature of the
user device; erein said shop server checks whether or. not there is
dat a t anflel'Pi§ B¥VeékECuting signature verification of said 23 March 2005 -
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generating said sale confirmation data based on said conténts purchase

request §&Faiddcatcanshfleting ttegmst usepm devideusét. Aepiogr amdEovi di ng
medi um f provj di uter_praogram for executing, contents
Fhe é%ﬂdﬁ%Fbﬁg e J%?ens%yi?gmg%ﬁﬁﬁfﬁéﬁngﬁt§a&ﬁﬁ9§%ﬁtion

di stribution nanagenent on a conpu

managenedeviisef @camniigingts hechegneenipugidhatdceon ©f 88Ydoneerofdstaidrs 22
to 30, said conpute progranlconprising: a step for receiving a purchase
| og whi chi®a l%ﬁéﬁc@n executes contents sales management based

on the received purchase log.

32. A contents distribution method comprising a
contents charges settlement method of any one of claims 13
to 20, said .contents distribution method having a log
managing configuration, comprising:

a step for transmitting contents purchase request data
-from a user device to a shop server and executing contents
purchase requesting processing based on procedures using a

-public key certificate having validity set;

a step at the shop server for receiving a contents
purchase request from the user device, and transmitting
sales confirmation data to the user device;

a step at the user device for receiving said sales
confirmation data and generating a purchase log based on
the received sales confirmation data; and -

a step at a log collection server for receiving an
updating request for a public key certificate of said user
device based on receipt of said purchase log, and
transmitting an updated public key certificate of .the user

device issued by a public key certificate authority to the



generates according to contents purchased by said user device; a step for

executing verification of said purchase |og; and a step %§&1agﬁﬁﬁ§ing a
public key certificate updating request from-said user L% er the
conditions ‘that the authority of the received | og has been confirned by
the verification of said purchase |og, obtaining the updated public key
certificate, and transmtting to said user device, 42. A data

communi cation systemfor use with the contents charges settl enent system
of any one of clains 1 to 8, said -dal@ cemmunication system contai ning
attributes confirmation processing, wherein, between entities executing -
data communi cation, attributes information set at an entity which is the
ot her pajdesr Hew@uni cation is obtained froma public key certificate or
attributes certificate of an 23 March 2005 - 272 entity which is the other
party of communication, with attributes confirmation based on the obtained
attributes information being the conditions for executing processing. 43.

A data comugicat iporomtHnt® CORHA NG G tn[étﬁ'lﬁcﬁ%a&ﬁ{q'e{n?é on processing,
according to claim42, wherein said attributes information 1S attributes

i nf or namaa ety kaserh Qr L j QScOFd Y | £ eS1afif- 34, dghér&pMuni cati on
system contai ning attributes

procedures using a public key certlflcate having said

validity set consist of mutual authentication processing

using a publie key certificate, executed between said user

device and shop server.

34. A contents distribution method having a log

: maneging coefiguration, according to Claim 32, wherein
procedures using a public key certificate having said
va;idity set is sighatﬁre verification processing executed
by saidrshop server with regard to an electronic signature
generated by said user device as to contents purchase
request data sent from sald user device to said shop server,
and said 51gneture verification processing is processing
using a puBiic key stored in a public key certificaﬁe of the

user device.

- 35. A contents distribution method having a log
managing coﬁfiguration, according to Claim 32, wherein at
least part of data exchanged betweenrsaid user device and
‘said shop server is transmitted ﬁith an integrity check

‘value (ICV), based on a sessioh key Kses generated at the



confirmation processing, according to Claim42, wherein entities executing
data communi cations are entities making up a contents. ghi%{ibabéﬂn
system and contain two or nore entities of user devices rﬂb nctions
for purchasing contents, shop servers having functions for receiving
contents purchase requests, and service operating servers having functions
for managing distribution of contents, wth attri butes codes serving as
differing attributes information being provided to each different entity,
and stored in a public key certificatZ®%r attributes certificate of each
entity. 45. A data communication systemcontaining attributes confirmation
processing, according to Claim42, wherein attributes information of said

entitiegin® POl Avthdiith dP exctlit e Wi dif)s t.&égt%fate of said

entity, and wherein the public key certificate storing the ributes
i nf or mate@icehanda ssiign ahidie sdfrvemUlldded Phea@itd,f iR Sttt iddca

generated and stored therein. 46. A data communi cation system cont al ni ng
attri butamperdaqf cheek Qirofe@edny MhsedC o HH0 1 GRidRdbhtadgfei n

attributes infornmation of said entities is stored in an attributes
certifitheeretedgidqgestidiey, and wherein the attributes certificate stored
the attributes infornmation has a signature of an attributes certifi.cate
authority generated and stored therein.
36. A contents distribution method having a log

managing configuration, according to Claim 32, wherein said

user device adds, to a purchase log transmitted to said 169

collection server, an integrity check value (ICV) based on a

session key Kses generated at the time of mutual

~authentication executed between said user deviée and said

log collection server, and transmits, and whereéin data

tampering check processing based on the ICV is executed at

the log collection server side.

37. A contents distributioh method having a log
managing configuration, according to'Claim.BZ,'whe:ein said
user device generates and adds to a pdrchase'log transmitted
to said log COlléction server an electronic-signature of
said user device, andrwherein said;log collection server
executes veiificatioﬁ processing bf the electronic Signature

of said user device.

38. A contents distribution method having a log

managing configuration, according to Claim 32, wherein said



47. A data communi cation system containing attributes confirmation .
processing, according to Claim42, wherein the. process%ggaféﬁ @ﬁiaining
attributes infornmation set at an entity which is the ot ﬂS 200%¢ :
conmmuni cati on between entities executing data conmmuni cation, is executed as
processing for obtaining froma public key certificate of the other party
of communi cation in.nutual authentication processing between entities. 48.
A data communi cation systemcontaining attributes confirnmation processing,
according to Claim42, wherein the~ pgfdtessing for obtaining attributes
information set at an 23 March 2005 - 274 entity which is the other party
of . communi cation between entities executing data comrunication, i

1S
execut ed i cdlRASHN & dit/erO AU A ldd DU SS L0 ! {hfaHaPlohne

ot her party of communication, executing signature verification o

at tri butaes teeind iorahdraidddas Wddipt idDedliridt sy cohtihcate. and
obtaining fromthe attributes certificate under the conditions of success
of  si guhtukgesyebakie@ionon phtchAsiatR S FEREE A | ot Y$d £ €98 ai ni ng
attributes confirmation processing, according to Claim42, wherein the

‘processidegiter, ahtaieRieay taist rdspoesd HrRidBdd gy IRisad &b s£Mity which is

the other party of comrunication between entities executing data .

communi-charges kileratibad iaformatdessicey Hedportidiqitig 408 a public key

certificate of an :
confirmation requests from charges reception entities.

39. A contents distribution method having a 1bg
managing eonfiguretion, according to Claim 32, wherein said
shop server manages contents sales data, and executes
processing for transmitting all sales deta within a |
predetermined period or sales data per charges reception

entity to said log collection server.

40. A contents distribution method having a log

managing configuration, according to Claim 32, wherein said
contents purchase request data wHiCh said user device
generates and transmits to said shep server is-coﬁfigured as
data COntaining'a'transaction,ID serving as a contents
transaction identifier, and a contents ID serving as a
contents identifier which is the object of purchaee request,
along with containing an electronic sighature of the user
device; |

| wherein said eh0p server checks whether or not there is

data tampering by executing signature verification of said



entity which is the other party of comrunication applied to signature
verification processing of received data. 50. A data co jcati system
containing attributes confirmation processing, accordigggﬁ%“€92§§§42,
wherein the processing for obtaining attributes information set at an
entity which is the other party of comunicati on between entities
executing data conmmuni cation, is executed as processing for confirmng an
attributes certificate linking wtya public key certificate of the other
party of 23 March 2005 275 conmunication, based on the public key
certificate serial nunber stored in the public key certificate and-
attributes ,certificate in comon nd obtaining froman attri putes

0 ;
certifi c&PETEPSS YL %ﬁﬂﬁ??ﬂﬁﬁ§c§?5§'cépgiﬁi S SSerRCe SRR T3 t he
public keggneeatiihigCateicbl. s dat SofONPMEAE E8LI ORaSUST &JRLRNT &I NGy ig
attributes confirmation processing, according to claim42, wherein said
at t ri but E8NEERLST PRECHRSFr FEEBISty dag aerearshittah N icoies | sonsa i ogesxsi ng
bet ween gttriAutes code obtained froma public key certificate or
attributes certificate of the other party of comunication and attributes
code set in an entity presupposed to be the other party of communi cation.

52. A data co ni cati on system containing attributes confirmation
processi ng, according FPCHR m BECVhARFE n & id™ at £PF buPESVASHAG meti on

processi Bemp&te@NPAB+SQPaRl OGRSS| NGxe0fitahly | bUtgBfPde M@ NSG{dha
conmuni cati on processing
management on a computer system, said contents distribution
management is for managing the log configuration of any one
of claims 22 to 30, said computer program comprising:

a step for receiving a purchase log which a user device
generates according to contents purchased by said wuser
device;

a step for executing verification of said purchase log;
and

a step for accepting a public key certificate updating
request from said user device under the conditions that the
authority of the received log has been confirmed by the
verification of said purchase log, obtaining the updated
public key certificate, and transmitting to said wuser

device,

42. A data communication system for use with the
contents charges settlement system of any one of claims 1 to
8, said data communication . system containing attributes
confirmation proceséing, wherein, between entities eXecuting
data communication, attributes information set at an entity
which is the other party of communication is obtained from a

public key certificate or attributes certificate of an



execution sequence unique to a parti.cul ar other party of conmmunication;
and is executed as conparison processing between attr|b£$ %ﬁ) set to
said parti.cul ar other party of conmunication and attri bltes 'Eb4e “obt ai ned:
froma public key certificate or attributes certificate of the other party
of conmuni cation. 23 March 2005 - 276 53. A data conmuni cation nethod.
conprising a contents charges settlenent nethod of any one of clains 13 to
20, said data conmunication nethod containing attributes confirnmation
processing, conprising: an attributes2Vafermati on obtaining step for,
between entities executing data conmunication, obtaining attributes
information set at an entity which is the other party of comunication

froma puhli tcy&ﬂyla?riéftﬁét&tﬂérla%AHQ GBS cofifilhithqba Olagp entity which

is the other "party of comuni cat utes mati on step

for exeitribyttd ré&%fﬁn&@mhrﬁ%é&nonggﬁg eﬂtsnﬁeat BELRYBER LN or mati on

obtained in said attri butes i nformation taini

conf i r Mty ARt 1die B gl tie WoRd i LN eﬁofnexéé{lglﬁﬁt g&:BHEEélﬁ nfirmation

processing step is the Tconditions for executing the proces 54. A
data communi cation nethod containing attributes confirmation processing,
according to C aim53, wherein :

43. A data communication system containing attributes

confirmation processing, according to Claim 42, wherein said
att:ibutes information is attributes information set based

on functions of entities.

44. A data édmmunication system containing attributes
confirmation processing, according to Claim 42, Wherein
~ entities exgcuting data communications are entities making
up a contents distribution sy%tém;
and contain two or more entities of user devices having
functions for purchasing contents, éhop servers having
functions for receiving contents pﬁrchase requests,.and
service operating servers having functions for managing
~distribution of contents, with attributes codes serving as
differing attribﬁtes information being provided to each'
different entity, and stored in a public key certificate or

attributes certificate of each entity.

45. A data communication system containing attributes
confirmation'processing, according to Claim 42, whereih

attributes information of said entities is stored in a



said attributes information is attributes information set based on
functions of entities. 55. A data communi cati on net hod cgg W%ﬁﬁbs
attributes confirmation processing, according to daim WHef €1n
entities executing data comruni cations are entities nmaking up a contents
di stribution system 23 March 2005 - 277 "and contain two or nore entities
of user devices having functions for purchasing contents, shop servers
having functions for receiving contents purchase requests, service
operating servers having functions foé78&anagi ng distribution of contents
and distribution servers for distributing contents with attributes codes
serving as differing attributes information being provided to each

di fferentub®iti kety e8gtstoE8Hei BrasRyl! bﬁt‘i%?{r cohly theakq Ot tributes
certificate of each entity; and execute atfriButes con rnatlon based on

sai d |Mﬂubra¢eyeﬁeéétfiﬁﬂé@t@rsﬁékih%uﬁﬁé ﬁﬁ%khbheékelﬁ§orﬁaQQBi

communi cation nethod containing attributes confirmati.on processi ng

accor di fag a @ pgmaGdre Wher i pubBid keybbestkeycaekt htl'tﬁ?ﬁr‘it? said entity
contains attributes information set to the entity, wt gnature of the

public lgsneamstaed aad estatddrihyrsigred therein; and wherein an entity for
executing attributes confirmation executes processing for obtalnlng sai d
attributes information follow ng signature verification of
46. A data communication system containing attributes
-confirmation processing, according to Claim 42, wherein
attributes information of said entities is stored in an
- attributes certificate of said entity, and wherein the
attributes certificate stored the attributes information has

. & signature of an attributes certificate authority generated

and stored therein.

47. A data communication sysfem containing attributes
,copfirmation processing, according to Claim 42, wherein the
processing for obtaining attributes information eet at an
entity which is the other party of communication between
entities executing dafa communication, is executed as
processing for obtaining from a public key certificate of

. the other party of communication in mutual authenticatioh

processing between entities.

48. A data communication system containing attributes
confirmation processing, according to Claim 42, wherein the

progessing for obtaining attributes information set at an



said public key certificate aufhority. 57. A data communi cation method

containing attributes confirmation processing,~according3kﬂnéa?6 53,
wherein said attributes certificate of ‘said entity contains atiributes 23

March 2005 - 278 information set to the entity, wi.th a signature of the
attributes certificate authority stored therein; and wherein an entity for
executing attributes confirmation executes processing for obtaining said
attributes information follow ng signature verification of said attributes
certificate authority.” 58. A data comifi-cati on method contai ni ng
attributes confirmation processing, according to C aim 53, wherein the
processing for obtaining attributes information set at an entity which is

the ot hemtpary Witicl NIWRE ¢ 18y HEENP S E b £ SXESH OB H8L @

comuni cation, is executed as processing for obtaining froma public key
certifi caitdtifes tdifectitialg RRMtY HmROMTBHY LM ] Ok | SxdMiE@h g4t hentication

processi ng between entities. 59. A data communi cation nethod contai ni ng

at t ri butpacesenfig MRid Wb OGASS| 410, a BGETtaY do £ E3. o hgEei N the
processing for obtaining attributes information set at an entity which is

the ot hethear pardy edimuwninaatiicrt idie! weascwidd i £sgexaces i ng data
comuni cation, is executed as processing for obtaining froma public key-
certifi verdfifcatiiom erft ithe \shitahi bt dsheentthiefh i qeatrd Yaufh O R CE 0N,

the attributes certificate, and obtaining from the

attributes certificate under the conditions of success of

signature verification.

49. A-data communication system containing attributes
confirmation processing, according to Ciaim 42, wherein the
processing for obtaining attributes information set a£ an
Ventity which is the other party of communication between
entitiés éxecuting-data communication, is executed as
processing for obtaining from a publid key certificate of an
entity'which is the otherrparty‘of communicafion applied £o

signature verification processing of received data.

50. A data_communication s&stem containing attributes
confirmation processing, accordingjto Claim 42, wherein the
processing for obtaining attributes information set at an
entity which is the other party of cdmmunication between
entities‘executing data communication, is executed as
proéessihg for confirming én attributes certificate linking

- with a public key certificate of the other party of



applied to signature verification processing of received data. 23 Mrch
2005 - 279 60. A data conmuni cation nethod contai ni ng a%%&ib t%i '
confirmation processing, according to C aim53, wherein aﬁh %%sing f or
obtaining attributes information set at an entity which is the other party
of communi cation between entities executing data comrunication, i's
executed as processing for confirmng an attributes certificate |inking
with a public key certificate of the other party of comrunication, based
on the public key certificate serial 27%umber stored in the public key
certificate and attributes certificate in common, and obtaining from an
attributes certificate storing the sane public key certificate serial

nunber  a%uinfte iRl iich K D4 seRl tdd a3l uriilic Adiplde COIFLM At oP dléfft hod

containing attributes confirmation processing, according to al m 53,

wher ei nnaiber attoridauties t3eNPubTEld MeyPRGasSE Mthisd efhd Saexeiess as
conpari son processing between attributes code obtained from a public key

certifi catreidicatter iinucesmeer,t afidc bt adm iary @Y tah Wi Ghihscdde ot her
party of communication and attributes code set in an entity presupposed to

be the oeéifipatieysebrdagmihiec shimen publ icA kgt & eaxaiiiivaas | gt hod
containing attributes confirmation processing, according to Caim 53,
wher ei nnymbgr23svihenpbldsc key certificate.

51. A data communication system containing attributes
confirmation processing, according to Claim 42, wherein seid
attributes confirmation processing is executed as comparison
processing between attributes code obtained frem a public-
key certificate or attributes certificate of the other party
of communication and atfributee,code eet in an entity

presupposed to be the other party of communication.

52. A data communication system containing attributee
confirmation processing, according to Claim'42; wherein said
attributes confirmation processing is comparison processing
of attributes code contained in a communication processing |
execution sequehce unique to a_particular_other'party of
commuﬁication;

and is executed as comparison processing between
attributes code set to said particular other partylof
.communication and attributes code obtained from a public key
certificate or attributes certificate of the other party of

communlcatlon.



- 280 attributes confirmation processing step is conparison processing of
attributes code contained in a comrunication processing g«@ﬁq%g@ pr ogram
unique to a particular other party of comrunication; ana P EX ed as
conpari son processing between attributes code set to said particular other
party of communication and attri butes code obtained froma public key
certificate or attributes certificate of the entity which is the other
party of communi cation. 63. A regp&@%pg_nediun1having attributes
information obtained in accordancé wth any one of clainms 42 to 52,
wherein said attributes information is based on the functions of an entity
for executing qfta cggrunication_as ,configgration data, and storing a
public key certiti ¢atH e ditiH iR s YhateF eOdacaBE 181pEbR CoR&Ents
certificatRrgy hodtt Vet ActBOQr BMNIaABdicwd NaWi R-aRLr iPUtes oo,
information obtained in accordance with any one of clains 42 to 52,
wher ei n $aild atdatdut epnmirgrapdticon | sebhedd orpntrinfnmct fonsiditas entity

for exec%%inr}qréjn%ftﬁoarfg)%scsafr{qan C%smé)ﬁrgj{l%ii uration data, and storing an

attributes cértific ainirg si re'data of an attributes
certificate aurhaityibBbes Alpfognant phovibtiang imedi el ofop) Ovkedivagna
conput er ro%nan1for executing data conmuni cati on p(ocessin% on a conputer
syst em §§F& d&?a%ﬁﬁﬁﬂBﬁQﬁuq jeommunication, obtaining attributes

information set at an entity which is the other party of
communication from a public key certificate or attributes
certificate of an entity which is the other party of
communication; and
an attributes confirmation step for executing
attributes confirmation based on the attributes information
obtained in said attributes information obtaining step:
| wherein confirmation of the validity of attributes in
said attributes confirmation processing step is the

conditions for executing the next process.

54. A data communication method containing attributes
confirmation processing, according to <Claim 53, wherein
said attributes information is attributes information set

based on functions of entities.

55. A data communication method containing attributes
confirmation processing, according to Claim 53, wherein
entities executing data communications are entities making

up a contents distribution system;



in accordance with the nethod of .any one of claims 53 to 62, said conputer

program conpri sing: 23 March 2005 - 281 .an attributes i # LQ;
obtaining step for, between entities executing data con%éﬁ%qgékgﬁ§
obtaining attributes information set at an entity which is the other party
of communication froma public key certificate or attributes certificate
of said entity which is the other party of comunication; and an
attributes confirmation processing step for executing attributes
confirmation based on the attributes 2%/formati on obtained in said
attributes information obtaining step.. 23 March 2005 - 282 - ABSTRACT A
ticket issuer server for receiving purchase requests for contents

Lransmi (s a hhakebntSLA' N8 BrCHRLECSIAGTNY R (B BN LTS

contents charges information and data o I stribution charges w

to the Eﬁﬁ&ﬁi&n&e%irvip'ﬁg:cl"&%tﬂd@’:cchﬁ:éht}hs,ers[%ﬁ‘{li§@rvé’f§ieﬁa\tr gcondi tion

that billing processing for the contents purchase request of~ the user

devi ce fagcendad; rard rexedaulion CRTIdHEPIAGRIPASW Pagess 08, s86F1PL Of the
ticket fromthe user device. so, contents purchase |log data 1s collected

3ccprdiﬁgetétﬂﬁﬁabbmgerﬂrQ&Q&&hngdﬁbﬁidﬂgﬂﬁdk*ﬁ%hééﬁﬁéf&fﬁ%ﬁﬁﬁﬁti@ﬁ user
sviee of contents, and distribution servers for distributing
contents with attributes codes serving as differing
attributes information being provided to‘each differenf
entity, and stored in a public'key certificate or attribufes'
certificate of each entity; |

and execute attributes confirmation based on said

public key certificate or attributes certificate

56. A data communication method containing attributes-
confirmation processing, according to Claim 53, wherein said
public key certificate of said entity contains attributes
information set to the entity, with a signature of the
pubiic kéy certificate authorityrstofed therein;

and wherein an entity'for executing attribﬁtes
confirmation executes processing for obtaining said
attributes information following signature verification of

said public key certificate authority;

57. A data communication method containing attributes
confirmation processing, according to Claim 53, wherein said

‘attributes certificate of said entity contains attributes



whi ch purchases contents, and further, between entities executing data

communi cation, attributes information.is obtained fron‘iﬁﬁf Il%%
certificate or attributes certificate of the entity whiC ot her

party of communication, and attributes confirmation based on the. obtained
attributes information is perforned, so processing in guise of anot her -
entity can be prevented. » :

- 278 -

information set to the entity, with a signature of the
attributes certificate authority stored therein;

| and wherein an entity for executing attribuﬁes
confirmation executes processing for obtaining said
attributes information following signature verification of

said attributes certificate authority.

58. A data commdnication method containing attribﬁtés'
- confirmation p;qcessing, according to Claim 53, wherein
the proce551ng for obtaining attributes information set
at an entity whlch is the other party of communication
between entities executlng data communlcatlon, is executed
as processing for obtaining from a public key certificate of
the other party of communication in mutual authentication

processing between entities.

59. A data cémmunication method containing attributes
confirmation processing, accordlng to Claim 53 wherein

the proce591ng for obtalnlng attributes lnformatlon set
at an entity which is the other party of communication
between enfities executing data communication, is executed 
as processing for obtaining from a.public key qertifiéate of
the entity which is the other party of communication,
applied to signaturerverificatiqn processing of received

data.
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60. A data communication method containing attributes
confirmation proceséing, according to Claim 53, wherein the
processing for obtaining attributes information set at an
entity which is the other party of éommunicétion between
entities executing data communication, is executed as
processing for confirming an attributes certificate 1inking
with a public key certificate of the other partyjof | |
communication, based on the public key certificate seriall
number stored in the public key certificate and attributes
certificate in common, and obtaining from an attributes
certificate storing the same public key certificate serial

number as the public key certificate.

61. A data communicatioh method containing attributes
confirmation processing, accérding to Claim 53, wherein'said
aitributeS'confirmation processing step‘is executed as
comparison processing between attributes code obtained from
‘a public key certificate or.attributes certificate of an
entity which is the other party of communication and
attributes code set in an entity presupposed to be the other

party of communication.

62. A data communication method containing attributes

confirmation processing, according to Claim 53, wherein said
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attributes confirmation processing step 1s comparison
processing of attributes code contained in a communication
processing execution program unique to a particular other
party of communication;

and 1is executed as comparison processing between
attributes code set to said particular other party of
communication and attributes code obtained from a public
key certificate or attributes certificate of the entity

which is the other party of communication.

63. A recording medium having attributes information
obtained in accordance with any one of claims 42 to 52,
wherein said attributes information 1is based on the
functions of an entity for executing data communication as
configuration data, and storing a public key certificate
containing signature data of a public key certificate

authority.

64. A recording medium having attributes information
obtained in accordance with any one of claims 42 to 52,
wherein said attributes information is based on the
functions of an entity for éxecuting data
communication as- configuration data, and storing an
attributes certificate containing signature data of an

attributes certificate authority.

65. A program providing medium for providing a
computer program for executing data communication
processing on a computer system, said data communication is
ih accordance with the method of any one of claims 53 to

62, sald computer program comprising:
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an attributes information obtaining step for, between
entities executing data communication, ocbtaining attributes
information set at an entity which is the other party of
communication frdm a public key certificate or attributes
certificate of said entity which is the other party of
communication; and

an attributes confirmatién processihg step for
executing attributes confirmation based on-the-attributes
information,obtained in said attributes information‘

- obtaining step.
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ABSTRACT

A ticket issuer server for ieceiving purchase requests
for contents transmits a ticket, storing a charges receiving
entity identifier as contents'chargeé infdrmatidn and data
of distribution charges with regard'to the charges receiving
entity, to a user device, under the condition that billing
processiné for the contents purchase request of the user |
device has ended; and executes cashing processing based on
receipt of the ticket frqm the user device. Also, contents
pﬁrchase log data is collected according to updating
processing of a pubiic.key certificate of the user device
which purchases cohtents,'and furthei, between entities
executing data communication, attributes information is-
cbtained from a public key certificate or atfributes
_-certificate of the entity which is the other partj of
communicatipn, and attributes‘éonfirmation based on the
obtained attributes information is perfoimed; so processing

in guise of another entity can be prevented.



