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DEVICE AND METHOD FOR CONTROLLING A COMMUNICATION

NETWORK

The present invention relates to a device for controlling a communication net-

work with a plurality of terminals for data communication. The present invention5

further relates to a router with such a device, a switch with such a device, a fire-

wall with such a device and a communication network with such a device. Moreo-

ver, the present invention relates to a method and a computer program product

for controlling a communication network.

10

The technical background of the present invention relates to security (IT-

security) of communication networks such as communication networks of compa-

nies, universities, public authorities and other organizations.

Communication networks of companies and the like are increasingly targeted by15

attackers, in particular in order to spy them out. The threat scenarios regarding

the communication networks are increasingly specialized, are often laid out for

long terms, and employ highly specialized camouflage techniques. Often, attack-

ers look specifically for weak spots in the security strategy of the companies and

the like when attacking the communication networks.20

Known security solutions like firewalls, IPS- and antivirus solutions as well as

web-gateways are configured to detect known attack patterns by employing sig-

nature depending security measures. However, new generations of attacks are

not restricted to known attack patterns, but are dynamic. For example, targets25

are pursued over several attack vectors and phases, which drastically increase

the threat potential for company networks.



2

Here, known static network configurations have the disadvantage of being an

easier target with regard to spying and attacking by attackers, such as unauthor-

ized entities.

In view of this, it is an object of the present invention to provide a more secure5

communication network.

According to a first aspect, a device for controlling a communication network

comprising a plurality of terminals for data communication is suggested. The de-

vice comprises a control unit configured to decouple a data plane and a control10

plane of the data communication and to modify at least one characteristic of the

communication network that is visible from outside of the communication net-

work during a communication session using the decoupled control plane.

Because the control unit modifies, more particularly dynamically modifies, the at15

least one characteristic of the communication network, which is visible from the

outside of the communication network, during every single communication ses-

sion, it is practically impossible for an external observer or attacker of the com-

munication network to spy out the communication network, because the configu-

ration and thus the appearance of the communication network are undetermina-20

ble and unpredictable for the external observer. Additionally or alternatively, it

is also possible to modify visible data patterns of the communication network.

This increases the security of the communication network.

Examples for the at least one characteristic of the communication network, which25

is modifiable by the control unit, are a change of virtual addresses of the termi-

nals of the communication network, a change of the configuration of the commu-

nication network, a change of the routing behavior of the communication net-

work, and a change of applications and/or their port mappings.
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A communication session or session is understood as a communication between

one of the terminals of the communication network and a device outside of the

communication network or inside the communication network. The communica-

tion session can also be based on stateless protocols such as HTTP (hypertext5

transfer protocol).

The control unit can be implemented by hardware and/or software. In the case of

hardware implementation, the control unit can be embodied as a device or part of

a device, for example as a computer or as a microprocessor or as a router or10

switch. In the case of software implementation, the control unit can be embodied

as a computer program product, as a function, as a routine, as part of a program

code or as an executable object.

A tool that can be used for implementing the control unit is the open source SDN-15

controller OpenMUL (see reference [1]). The OpenMUL-controller provides a

SDN/OpenFlow based control platform that is implemented in C. Here, the con-

trol unit is preferably configured to make use of OpenFlow (see reference [2]) as

well as the technique of Moving-Target-Defence (MTD, see reference [3]). By us-

ing MTD, the control unit is configured to dynamically modify the communication20

network. OpenFlow is a communication protocol, which provides access to the

hardware components of a switch or a router, which process the incoming net-

work packets (the so-called forwarding plane).

The device itself can be implemented by hardware and/or software. In the case of25

hardware implementation, the device can be embodied as a computer, as part of a

router, part of a switch or part of a firewall. In the case of software implementa-

tion, the device can be embodied as a computer program product, as a function,

as a routine, as part of a program code or as an executable object.
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The communication network can also be referred to as a network or a computer

network and is for example a LAN (local area network) or a WAN (wide area

network).

5

The decoupling of the data plane and the control plane of the data communica-

tion may be provided, for example, by Software-Defined-Networking (see refer-

ences [4] and [5]).

Examples for terminals of the communication network include calculators, com-10

puters, routers, switches, firewalls, embedded systems and the like.

According to an embodiment, the control unit is configured to pro-actively modify

the at least one characteristic of the communication network, which is visible

from the outside of the communication network, during the communication ses-15

sion using the decoupled control plane.

Thus, the control unit is configured to pro-actively modify the at least one visible

characteristic. For this reason, the at least on characteristic of the communica-

tion system is modified yet before a threat or a damage occurs on the communica-20

tion network. Hence, a proactive real time security for the communication net-

work can be provided.

In the present case, proactive modifying is particularly understood as that the at

least one visible characteristic is modified at the end of every single data stream.25

Thus, in contrast to the conventional reactive modifying, the present control unit

is configured to pro-actively modify or pro-actively and reactively modify in case

of an identified threat or a detected damage.
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More particularly, the control unit is configured to pro-actively modify the com-

munication network such that different security zones having different security

levels and/or different security functions can be dynamically established. For ex-

ample, the control unit can change the established security zone depending on

identified threat scenarios. Furthermore, the control unit is preferably configured5

to establish a day operation and a night operation of the communication network,

which have different security levels.

According to a further embodiment, the control unit is configured to change a vir-

tual address of at least one of the plurality of terminals during the communica-10

tion session using the decoupled control plane. A virtual address is a logical ad-

dress that can be converted into a physical address by a logical unit or a comput-

er unit.

According to a further embodiment, the device includes a random generator for15

outputting a random value. Here, the control unit is configured to change the vir-

tual address depending on the random value outputted by the random generator.

According to a further embodiment, the control unit is configured to modify the

configuration of the communication network during the communication session20

using the decoupled control plane. A change of the configuration of the communi-

cation network includes preferably a change of the established security levels or

the security zones of the communication network. Hence, the device can react

differently to different attack scenarios by changing the configuration of the

communication network.25

According to a further embodiment, the control unit is configured to modify a

routing behavior of the communication network during the communication ses-

sion using the decoupled control plane. Due to the suggested change of the rout-
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ing behavior of the communication network, an attacker cannot draw any helpful

conclusions from a recording or logging of the routing behavior of the communica-

tion network due to the lack of a static characteristic of the routing behavior.

According to a further embodiment, the control unit is configured to modify at5

least one application of the communication network during the communication

session using the decoupled control plane. Due to the change of the application of

the communication network, an attacker cannot derive any helpful information

about the communication network.

10

According to a further embodiment, the control unit is configured to modify at

least one port assignment of the at least one application during the communica-

tion session using the decoupled control plane. Due to the change of the port as-

signment of an application of the communication network, an attacker cannot

derive any helpful information about the communication network.15

According to a further embodiment, the control unit is configured to exchange a

first crypto-algorithm employed by the communication network with a second

crypto-algorithm during the communication session.

20

Here, the control unit selects the second crypto-algorithm preferably from a plu-

rality of prepared crypto-algorithms.

Advantageously, an attacker cannot derive helpful information about the com-

munication network as with the use of a static crypto-algorithm due to the ex-25

change of the crypto-algorithm.

A crypto-algorithm is understood as an algorithm which calculates at least one

cryptographic value, for example using a cryptographic function. Cryptographic
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algorithms include encrypting algorithms such as SSL (Secure Sockets Layers) as

well as digital signatures. Cryptographic values may include cryptographic keys

such as symmetrical keys and/or hash values.

According to a further embodiment, the control unit is configured to modify a da-5

ta pattern of the communication network, particularly a payload data profile of at

least one of the terminals.

By modifying a data pattern or several data patterns of the communication net-

work, the control unit is enabled to simulate data traffic to an attacker. The sim-10

ulated data traffic can also be referred to as a data mock-up or a communication

mock-up. Furthermore, the control unit is preferably configured to change the

terminal being coupled to the communication network, that is, the network ter-

minals or the network participants, in order to modify the data pattern of the

communication network. By modifying the data pattern, an attacker is consider-15

ably hindered in executing a successful binary pattern comparison.

According to a further embodiment, the communication session includes a plural-

ity of transactions of data (data flows). Here, the control unit is configured to

modify the at least one characteristic of the communication network, which is20

visible from the outside of the communication network, after a subset of the plu-

rality of transactions.

The subset of transactions, after which the control unit modifies the at least one

visible characteristic of the communication network, can be triggered or specified25

by a random generator.

According to a further embodiment, the communication session includes a plural-

ity of transactions of data, wherein the control unit is configured to modify at
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least one characteristic of the communication network, which is visible from the

outside of the communication network, after each one of the plurality of transac-

tions.

By changing the characteristic or the characteristics after each transaction, the5

level of security can be increased for the communication network.

According to a further embodiment, the control unit is configured to decouple the

control plane and the data plane of the data communication using Software-

Defined-Networking. Software-Defined-Networking is an approach for building10

devices or terminals for communication networks and software, which separate

two essential components, namely the data and the control commands, from one

another and abstract them (see, for this purpose, references [4] and [5]).

According to a further embodiment, the device includes one random generator15

being coupled with the control unit. The random generator is configured to ran-

domly or quasi-randomly trigger the control unit for modifying the at least one

characteristic of the communication network, which is visible from the outside of

the communication network, at least once during the communication session,

more particularly several times during the communication session. The random20

generator or random number generator generates a series of random values or

random numbers. The random generator can be formed as a deterministic ran-

dom number generator or as a non-deterministic random number generator.

According to a further embodiment, the device includes a first protection unit for25

detecting, isolating, and antagonizing accesses from non-authorized entities on

the communication network. According to this embodiment, the first protection

unit is able to detect an attack or access from one entity that is not authorized for
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the communication network, to isolate the detected attack in the communication

network, and to take measures against this attack.

According to a further embodiment, the device includes a second protection unit

for warning and alerting a determination system coupled to the device. The se-5

cond protection unit is preferably configured to warn and alert a determination

system which is coupled to the device and which is operated by a government en-

tity, for example.

According to a further embodiment, the device includes a third protection unit for10

restoring of at least one critical network function.

Here, the third protection unit can be particularly configured to start up at least

one redundant unit for executing a critical network function upon detection of a

failure of a critical network function in order to restore the critical network func-15

tion. Accordingly, the present device is advantageously able to automatically re-

store critical network functions.

According to a further embodiment, the device includes an analyzing unit for

providing analyzing data during accesses on the communication network from20

non-authorized entities.

According to a further embodiment, the device includes a data determination unit

for determining, using the provided analyzing data, status data which is particu-

larly able to specify a security situation of the communication network.25

According to a further embodiment, the device includes an interface unit for

transmitting the status data to a determination system that is coupleable to the

device. Here, the determination system can also be coupled to the device via the
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Internet, for example. The interface unit is then configured to establish a crypto-

graphically protected transmission between the determination system and the

device. For example, the interface unit can also establish a protected communica-

tion tunnel between the device and the determination system.

5

According to a further embodiment, the communication network comprises an

infrastructure including layers that are stacked on one another. In particular, the

infrastructure has the following layers stacked on one another: layer-1, layer-2,

layer-3, layer-4, layer-5, layer-6, layer-7. Here, the control unit is implemented as

a virtual overlay-network that overlays the layer-2 and the layer-3.10

According to a further embodiment, the virtual overlay-network is implemented

by using virtual-extensible LAN. For example, the overlay-network is imple-

mented by VXLAN (virtual extensible LAN). VXLAN is an encapsulation-protocol

for letting the overlay network run on an existing layer-3 infrastructure (see ref-15

erence [6]).

According to a further embodiment, the control unit is incorporated into a fire-

wall, into a switch, or into a router of the communication network.

20

According to a further embodiment, the control unit is implemented by software.

According to a further embodiment, the device supports IPv4 (Internet protocol

version 4; see reference [7] and IPv6 (Internet protocol version 6; see reference

[8]).25

According to a further embodiment, the device uses a combination of a security

protocol and a tunneling-protocol. By using the tunneling-protocol, the security of

the data communication can be further increased.
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An example for the security protocol is IPsec (see reference [9]). An example for

the tunneling-protocol is L2TP (see reference [10]). A further example of a suita-

ble tunneling protocol is open-VPN (see reference [11]).

5

The respective unit such as the analyzing unit or the protection unit can be im-

plemented as hardware and/or software. In case of a hardware implementation,

the unit can be formed as a device or as a part of a device, for example as a com-

puter or as a microprocessor or as a switch. In the case of software implementa-

tion, the unit can be embodied as a computer program product, as a function, as a10

routine, as part of a program code or as an executable object.

According to a second aspect, a router for a communication network is suggested,

which incorporates a device according to the first aspect or according to one of its

embodiments. In particular, a router is understood as a network device that can15

forward network packets between several communication networks. A router can

be employed for connecting to the Internet, for a secure coupling of several loca-

tions of a company, or for a direct coupling of several local network segments, if

necessary with adaption to different Internet protocols.

20

According to a third aspect, a switch for a communication network is suggested

which incorporates a device according to the first aspect or according to one of its

embodiments. A switch is understood as a coupling element that can connect

network segments with one another. It takes care within a network segment that

the data packets reach their destination. A switch can also be referred to as a25

network switch or distributor.

According to a fourth aspect, a firewall for a communication network is suggested

which incorporates a device according to the first aspect or according to one of its
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embodiments. A firewall is understood as a network element which protects a

communication network, a part of the communication network, or a single com-

puter of the communication network against unwanted network accesses. A fire-

wall can represent a security system or can be part of a security system.

5

According to a fifth aspect, a communication network is provided which incorpo-

rates a plurality of terminals for data communication and a device according to

the first aspect or according to one of its embodiments.

According to a sixth aspect, a method for controlling a communication network10

having a plurality of terminals for data communication is suggested. The method

includes decoupling of a control plane and a data plane of the data communica-

tion, and modifying at least one characteristic of the communication network that

is visible from outside of the communication network during a communication

session using the decoupled control plane.15

According to a seventh aspect, a computer program product is suggested which

causes the execution of the method according to the sixth aspect on a program

controlled unit.

20

A computer program product, such as a computer program means, can be provid-

ed or supplied, for example, as a recording medium such as a memory card, USB-

stick, CD-ROM, DVD or in form of a file that can be downloaded from a server in

a network. This can be achieved, for example, in a wireless communication net-

work by transmitting a respective file having the computer program product or25

the computer program means.

The embodiments and features described for the suggested device apply to the

suggested method respectively.
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Possible further implementations of the invention include also non-explicitly

mentioned combination of the above or below mentioned features or embodiments

described with regard to the exemplary embodiments. Here, the skilled person

will also add single aspects as improvements or additions to the respective fun-5

damental form of the invention.

In the following, the invention is explained in detail on the basis of the preferred

embodiments with reference to the accompanying figures.

10

Fig. 1 shows a schematic bock diagram of a first embodiment of a device for con-

trolling a communication network;

Fig. 2 shows a schematic bock diagram of a second embodiment of a device for

controlling a communication network;15

Fig. 3 shows a schematic bock diagram of a third embodiment of a device for

controlling a communication network;

Fig. 4 shows a schematic block diagram of a communication network with a de-20

vice according to one of the Fig. 1 to 3;

Fig. 5 shows a schematic block diagram of a SDN-architecture with a decoupled

data plane and control plane for implementing a control unit;

25

Fig. 6 shows a schematic block diagram of an embodiment of a router with a

device for controlling a communication network according to one of the

Figs. 1 to 3;
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Fig. 7 shows a schematic block diagram of an embodiment of a switch with a

device for controlling a communication network according to one of the

Figs. 1 to 3;

Fig. 8 shows a schematic block diagram of an embodiment of a firewall with a5

device for controlling a communication network according to one of the

Figs. 1 to 3; and

Fig. 9 shows a schematic flow chart of an embodiment of a method for control-

ling a communication network.10

Elements that are the same or have the same function are designated with the

same reference numerals in the figures unless otherwise stated.

A schematic block diagram of a first embodiment of a device 10 for controlling a15

communication network 100 is shown in Fig. 1. The communication network 100

includes a plurality of terminals 21 - 26 for data communication. The plurality of

terminals 21 - 26 can include router, switches, firewalls, computers, personal

computers, embedded systems, control facilities or the like. The communication

network 100 is a LAN (local area network) or a WAN (wide area network), for20

example. The device 10 for controlling the communication network 100 can also

be referred to as a control device 10.

The embodiment of the device 10 in Fig. 1 includes a control unit 11, an analyz-

ing unit 12, a DNS unit 13 (DNS; Domain Name Server), and a protection unit25

18. The control unit 11, the analyzing unit 12, the DNS unit 13, and the protec-

tion unit 18 may be logically or physically coupled or connected. For example, the

device 10 can be formed as a computer incorporating the control unit 11, the ana-

lyzing unit 12, the DNS unit 13 and the protection unit 18.
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The control unit 11 of the device is configured to decouple a data plane L1 (see

Fig. 5) and a control plane L2 (see Fig. 5) of the data communication. The data

plane L1 can also be referred to as data layer or data level. The control plane L2

can also be referred to a control layer or control level.5

Furthermore, the control unit 11 is configured to modify at least one characteris-

tic of the communication network 100 which is visible from the outside 200 (see

Fig. 4) of the communication network 100 using the decoupled control plane L2.

For example, outside of the communication network 100 refers to an entity, such10

as a computer, which is arranged in the Internet 200 (see Fig. 4) and which is not

authorized and/or not authenticated with regard to the communication network

100.

Examples for the at least one characteristic of the communication network 100,15

which is modifiable by the control unit 100, are the following: a change of virtual

addresses of the terminals 21 - 26 of the communication network 100, a change of

the configuration of the communication network 100, a change of the routing be-

havior of the communication network 100, and/or a change of applications and/or

the port mappings of the applications in the communication network 100.20

In particular, the control unit 11 is configured to pro-actively modify the commu-

nication network 100. Here, the control unit 11 is particularly configured to pro-

actively modify the communication network 100 such that different security

zones having different security levels in the communication network 100 and/or25

different security functions in the communication network 100 are established.

More particularly, the control unit 11 can change the established security zones

and therewith the configuration of the communication network 100 depending on

an identified threat scenario.
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Moreover, the control unit 11 is configured to exchange a first crypto-algorithm

employed by the communication network 100 with a second crypto-algorithm

during the operation of the communication network 100.

5

Additionally or alternatively, the control unit 11 is configured to modify a data

pattern of the communication network 100. An example for such a data pattern of

the communication network 100 is a payload data profile of at least one of the

terminals 21 - 26.

10

A communication session as described above can include a plurality of transac-

tions of data (data flows). Here, the control unit 11 is configured to modify the at

least one characteristic of the communication network 100, which is visible from

the outside 200 of the communication network 100, after a subset of the plurality

of transactions. The subset of the plurality of transactions can also be 1 such that15

the control unit 11 modifies the at least one visible characteristic of the commu-

nication network 100 after every single transaction.

The analyzing unit 12 of the device 10 is preferably configured to provide analyz-

ing data during accesses on the communication network 100 from non-authorized20

entities. Fig. 3 shows details on this supply of analyzing data to a determination

system 300 being coupleable to the device 10, which will be explained below.

Fig. 2 shows a schematic block diagram of a second embodiment of a device 10 for

controlling a communication network 100. The second embodiment of Fig. 2 in-25

cludes all features of the first embodiments of Fig. 1. Furthermore, the device 10

of Fig. 2 comprises a data analyzing unit 14 and a random generator 19 of provid-

ing a random value ZW. Moreover, Fig. 2 shows that the protection unit 18 in-
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cludes a first protection unit 15, a second protection unit 16, and a third protec-

tion unit 17.

The data analyzing unit 14 is configured for determining status data using the

analyzing data being provided from the analyzing unit 12. In particular, the sta-5

tus data indicate a security situation of the communication network 100.

As described above, the random number generator 19 outputs a random value

ZW. Here, the control unit 11 is configured to change, for example, a virtual ad-

dress of one of the terminals 21 - 26 depending on the random value ZW output-10

ted by the random generator 19. Further, the random generator 19 can be config-

ured to randomly or quasi-randomly trigger the control unit 11 for modifying the

at least one characteristic, which is visible from the outside 200 of the communi-

cation network 100, at least once during the communication session or also sev-

eral times during the communication session.15

As described above, the protection unit 18 of the Fig. 2 includes the first protec-

tion unit 15, the second protection unit 16, and the third protection unit 17. The

first protection unit 15 is configured for detecting, isolating, and antagonizing

accesses from non-authorized entities on the communication network 100. The20

second protection unit 16 is configured for warning and alerting a determination

system 300 that can be coupled to the device 10. The third protection unit 17 is

configured for restoring at least one critical network function of the communica-

tion network 100.

25

As to that, Fig. 3 shows a third embodiment of a device 10 for controlling a com-

munication network 100. The third embodiment of Fig. 3 includes all features of

the second embodiment of Fig. 2. Furthermore, the device 10 of Fig. 3 includes an

interface unit 20 being configured to couple the device 10 to a determination sys-
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tem 300. For example, the interface unit 20 is coupled to the analyzing unit 12,

the DNS unit 13, and the data analyzing unit 14. The interface unit 20 can also

be coupled to further units of the device 10 such as the control unit 11 or the ran-

dom generator 19 (not shown). For example, the random generator 19 can be ini-

tiated via the interface unit 20.5

In Fig. 4, a schematic block diagram of a communication network 100 is shown.

The communication network 100 includes a device 10 which is embodied accord-

ing to one of the embodiments of Figs. 1 to 3.

10

Further, the communication network 100 of Fig. 4 has a number of terminals 21 -

23. Without loss of generality, the embodiment of Fig. 4 shows three terminals 21

- 23.

Moreover, the communication network 100 of Fig. 4 includes a router 30, a switch15

40, a first firewall 51, a second firewall 52, a demilitarized LAN 61 being coupled

between the first firewall 51 and the second firewall 52, and an internal LAN 62

coupling the plurality of terminals 21 - 23 to the second firewall 52 (internal

firewall) as well as to the router 30, the switch 40, and the device 10.

20

Further, Fig. 4 shows that the communication network 100 can be coupled to the

Internet 200. The above mentioned non-authorized entities that potentially at-

tack the communication network 100 are particularly arranged in the Internet

200 or connected with it.

25

Fig. 5 shows a schematic block diagram of a SDN architecture having decoupled

data planes L1 and control planes L2 for implementing an embodiment of the

control unit 11.
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The architecture of Fig. 5 shows that the data plane L1, the control plane L2, and

the application plane L3 are decoupled from one another. The planes or layers

L1, L2, L3 are connected communication-wise with one another via APIs 101 -

104 (API; Application Programming Interface).

5

The API 101 can also be referred to as Southbound-API. For example, the South-

bound-API is implemented using OpenFlow. The APIs 102 - 104 can also be re-

ferred to as Northbound-APIs.

Physical network devices 21 - 25 and virtual network devices 26 - 28 are ar-10

ranged in the data plane L1. The number and the distribution of the physical

network devices 21 - 25 and the virtual network devices 26 - 28 in the data plane

L1 are merely exemplary.

The control plane L2 includes a SDN control software 70 having different net-15

work services 81 - 83 for implementing the control unit 11.

The application plane L3 includes several applications 91 - 93. The applications

91 - 93 can also be referred to as business applications.

20

As described above, the lowest plane or layer of the SDN architecture is the data

plane L1 which includes a plurality of network devices 21 - 28. It is not distin-

guished between the physical and the virtual network devices 21 - 28 or the

switches in the control plane L2. Therefore, the virtual network devices 26 - 28

are also considered to the data level L1. The communication between the data25

plane L1 and the control plane L2 are represented by a Southbound protocol via

the Southbound interface 101. Here, it is a precondition that the participating

network devices 21 - 28 have a command on the employed Southbound-protocol.

In particular, the network devices 21 - 28 need only to support a minimal set of
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commands of the Southbound-protocol. For implementing this, Open Flow can be

employed. A task of the Southbound-protocol is the implementation of a basic set

of commands for manipulating the flow tables in the switches in order to make

the complexity and heterogeneity transparent on the data plane L1.

5

The SDN control software 70 is arranged on the control plane L2. This one can

also be understood as middleware that abstracts the network devices 21 - 28 of

the data plane L1 for the SDN application.

Fig. 6 shows a schematic block diagram of an embodiment of a router 30 that in-10

corporates a device 10 for controlling a communication network 100. The device

10 is embodied according to one of the embodiments of Figs. 1 to 3, for example.

Fig. 7 shows a schematic block diagram of an embodiment of a switch 40 that in-

corporates a device 10 for controlling a communication network 100. The device15

10 is embodied according to one of the embodiments of Figs. 1 to 3, for example.

Fig. 8 shows a schematic block diagram of an embodiment of a firewall 50 that

incorporates a device 10 for controlling a communication network 100. The device

10 is embodied according to one of the embodiments of Figs. 1 to 3, for example.20

In Fig. 9, a schematic flow chart of an embodiment of a method for controlling a

communication network 100 is shown. The method of Fig. 9 includes the follow-

ing steps 901 and 902.

25

In step 901, a data plane L1 and a control plane L2 of the data communication

are decoupled from one another. The results of step 901 are a control plane L2

that is decoupled from the data plane L1 and a data plane L1 that is decoupled

from the control plane L2.
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In step 902, a characteristic of the communication network 100, which is visible

from the outside of the communication network 100, is modified using the decou-

pled control plane L2.

5

Although the present invention has been described on the basis of embodiments,

it can be modified manifold. For example, it is possible to arrange the device for

controlling the communication network also in another entity of the communica-

tion network being shown in the figures (e.g. router or switch). Moreover, it is

also conceivable to arrange the device for controlling the communication network10

outside of the communication network. Further, the tool OpenMUL for imple-

menting the control unit of the device for controlling the communication network

is merely exemplary. Alternative tools can also be employed.



22

LIST OF REFERENCE NUMERALS

10 device

11 control unit

12 analyzing unit5

13 DNS unit

14 data analyzing unit

15 first protection unit

16 second protection unit

17 third protection unit10

18 protection unit

19 random generator

20 interface unit

21 terminal

22 terminal15

23 terminal

24 terminal

25 terminal

26 terminal

27 terminal20

28 terminal

30 router

40 switch

50 firewall

51 firewall25

52 firewall

61 LAN

62 LAN

70 SDN control software
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81 - 83 network service

91 - 93 application

100 communication network

101 API

102 API5

103 API

104 API

200 Internet

300 determination system

L1 data plane10

L2 control plane

L3 application plane

ZW random value
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CLAIMS

1. A device (10) for controlling a communication network (100) having a plu-

rality of terminals (21 - 28) for a data communication, comprising:

a control unit (11) configured to decouple a data plane (L1) and a control5

plane (L2) of the data communication and to modify at least one characteristic of

the communication network (100) which is visible from the outside (200) of the

communication network (100) during a communication session using the decou-

pled control plane (L2).

10

2. The device according to claim 1,

characterized in that

the control unit (11) is configured to pro-actively modify the at least one charac-

teristic of the communication network (100), which is visible from the outside

(200) of the communication network (100), during the communication session us-15

ing the decoupled control plane (l2).

3. The device according to claim 1 or 2,

characterized in that

the control unit (11) is configured to change a virtual address of at least one of20

the plurality of terminals (21 -28) during the communication session using the

decoupled control plane (L2).

4. The device according to claim 3,

characterized by25

a random generator (19) for outputting a random value (ZW), wherein the

control unit (11) is configured to change the virtual address depending on the

random value (ZW) outputted by the random generator (19).
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5. The device according to any one of the claims 1 or 4,

characterized in that

the control unit (11) is configured to modify the configuration of the communica-

tion network (100) during the communication session using the decoupled control

plane (L2).5

6. The device according to any one of the claims 1 or 5,

characterized in that

the control unit (11) is configured to modify a routing behavior of the communica-

tion network (100) during the communication session using the decoupled control10

plane (L2).

7. The device according to any one of the claims 1 or 6,

characterized in that

the control unit (11) is configured to modify at least one application of the com-15

munication network (100) and/or a port mapping of the at least one application

during the communication session using the decoupled control plane (L2).

8. The device according to any one of the claims 1 or 7,

characterized in that20

the control unit (11) is configured to exchange a first crypto-algorithm employed

by the communication network (100) with a second crypto-algorithm during the

communication session.

9. The device according to any one of the claims 1 or 8,25

characterized in that

the control unit (11) is configured to modify a data pattern of the communication

network (100), particularly a payload data profile of at least one of the terminals

(21 - 28).
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10. The device according to any one of the claims 1 or 9,

characterized in that

the communication session includes a plurality of transactions of data, wherein

the control unit (11) is configured to modify the at least one characteristic of the5

communication network (100), which is visible from the outside (200) of the com-

munication network (100), after a subset of the plurality of transactions.

11. The device according to any one of the claims 1 or 10,

characterized in that10

the communication session includes a plurality of transactions of data, wherein

the control unit (11) is configured to modify the at least one characteristic of the

communication network (100), which is visible from the outside (200) of the com-

munication network (100), after each one of the plurality of transactions.

15

12. The device according to any one of the claims 1 or 11,

characterized in that

the control unit (11) is configured to decouple the control plane (L1) and the data

plane (L2) of the data communication using software-defined-networking.

20

13. The device according to any one of the claims 1 or 12,

characterized by

a random generator (19) that is coupled to the control unit (11) and config-

ured to randomly trigger the control unit (11) for modifying the at least one char-

acteristic, which is visible from the outside (200) of the communication network25

(100), at least once during the communication session, more particularly several

times during the communication session.

14. The device according to any one of the claims 1 or 13,
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characterized by

a first protection unit (15) for detecting, isolating, and antagonizing ac-

cesses from non-authorized entities on the communication network (100).

15. The device according to claim 14,5

characterized by

a second protection unit (16) for warning and alerting a determination sys-

tem (300) which is coupleable to the device (10).

16. The device according to claim 14 or 15,10

characterized by

a third protection unit (17) for restoring at least one critical network func-

tion.

17. The device according to any one of the claims 1 or 16,15

characterized by

an analyzing unit (12) for providing analyzing data during accesses on the

communication network (100) from non-authorized entities.

18. The device according to claim 17,20

characterized by

a data determination unit (14) for determining status data using the pro-

vided analyzing data, the status data being suitable particularly for specifying a

security situation of the communication network (100).

25

19. The device according to claim 18,

characterized by

an interface unit (20) for transmitting the status data to a determination

system (300) which is couplable to the device (10).
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20. The device according to any one of the claims 1 or 19,

characterized in that

the communication network (100) comprises an infrastructure of layers that are

stacked on one another, wherein the control unit (11) is implemented as a virtual5

overlay network overlaying a layer-2 and a layer-3 of the infrastructure.

21. The device according to any one of the claims 1 or 20,

characterized in that

the device (10) uses a combination of a security protocol and a tunneling-protocol.10

22. A router (30) for a communication network (100) which incorporates a de-

vice (10) according to any one of the claims 1 to 21.

23. A switch (40) for a communication network (100) which incorporates a de-15

vice (10) according to any one of the claims 1 to 21.

24. A firewall (50) for a communication network (100) which incorporates a

device (10) according to any one of the claims 1 to 21.

20

25. A communication network (100), comprising:

a plurality of terminals (21 - 28) for data communication, and

a device (10) for controlling the communication network (100) according to

any one of the claims 1 to 21.

25

26. A method for controlling a communication network (100) having a plurality

of terminals (21 - 28) for data communication, comprising the steps of:

decoupling (901) of a data plane (L1) and a control plane (L2) of the data

communication, and
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modifying (902) at least one characteristic of the communication network

(100) which is visible from the outside (200) of the communication network (100)

during a communication session using the decoupled control plane (L2).

27. A computer program product which causes the execution of the method5

according to claim 26 on a program controlled unit.


