One Tinme Password Field of the Invention 5 The field of the invention is
conputer security, and in particular authentication by one tine password.
Background of the Invention 10 Today, deploynment of two-factor

aut hentication remains extrenely limted in scope and scale. Despite
increasingly higher levels of threats and attacks, nost |[|nternet
applications still rely on weak authentication schenes for policing user
access. The lack of interoperability anong hardware and software technol ogy
15 vendors has been a |limting factor in the adoption of two-factor

aut hentication technology. In particular, hardware and software conponents
are often tightly coupled through proprietary technology, resulting in

hi gh cost solutions, poor adoption and limted innovation. 20 In the | ast
two years, the rapid rise of network threats has exposed the inadequacies
of static passwords as the priOmeylimePassw ntication on the Internet.
At the sane tine, the current approach that requires an end-user to carry
an expensive, single-function device that is only used to authenticate to
t he netmorklﬂédoﬁigﬁééﬂﬁﬂpt the right answer. For two factor authentication
t o propagat ernet, it will have to be enbedded in nore

fl exi bl e5devi ces that can work across a w de range of applications. One

Ti e Password 1 SqerLaiRI ANl is LG RLTRLARY, Mth pRERIROPUl ar forms of
two-factor authentication for securing network access. For exanple, in

| arge 1 authentication by one time password.

Backeround of the Invention

10
Today, deployment of two-factor authentication remains extremely limited in

scope and scale. Despite increasingly higher levels of threats and attacks, most
Internet applications still rely on weak authentication schemes for policing user
access. The lack of interoperability among hardware and software technology
15  vendors has been a limiting factor in the adoption of two-factor authentication
technology. In particular, hardware and software components are often tightly
coupled through proprietary technology, resulting in high cost solutions, poor

adoption and limited innovation.

20 In the last two years, the rapid rise of network threats has exposed the
inadequacies of static passwords as the primary mean of authentication on the
Internet. At the same time, the current approach that requires an end-user fo carry an
expensive, single-function device that is only used to authenticate to the network is
clearly not the right answer. For two factor authentication to propagate on the

25  Internet, it will have to be cmbedded in more flexible devices that can work across a

wide range of applications.

One Time Password is certainly one of the simoplest and most popular forms

of two-factor authentication for securing network access. For example, in large



enterprises, Virtual Private Network access often requires the use of One
Time Password tokens for renote user authentication. One Tinme Passwords
are often preferred to stronger forns of authentication such as PI(l or
bi onetrics because an air-gap device does not require the installation of
any client desktop software on the 5 user machine, therefore allow ng them
to roam across nmultiple machines including hone conputers, kiosks and
personal digital assistants. Summary of the Invention 10 In accordance with
an enbodi nent of the present invention a One Tine Password algorithm can
be i npl enented by any hardware manufacturer or software devel oper to
create interoperabl e authentication devices and software agents. The
al gori thm Gap HR.eVaMia PasadNesrohaiedstofe@tqhieesehbred d€ One Mithé gh vol une
devi ces such as Java smart cards, USB dongégs and. GSM SI M cards. The
al gori t hm c dtestyeordrialienstiorismpteruser, guthgnhigation; Qg THme Fasy gy eB@?ﬂmni ty under
the terns a It Hi8h sudag PREef bidgetRs kedkteaa (|1 ETF.)
Det ai | ed Deg)g?ff%% |8tﬁh§@fgﬁgl§ggiﬁ%ﬁfggg wi th an enpbodi ment of the present
i nvention, tdiegapldgeice deannotrequitscihe ingiaBaion o pnxeelisht dektph sftvamer 8 pe
econom ¢ to | ne i 2 ] ATk & BeHixes iRMdmeon battery,
nunber of buqu%xﬁgcﬁgb%rgog ?ﬁ@&%r@?&?m%ﬁ%ﬁ?@?ie%ﬁthe di sggl ay. It g
can oper at e hgiegmputesikkiosksaad persensl distial gesiis:  any nuneric input, but can
al so be used with nore sophisticated devices, such as 25 secure PIN- pads.
The val ue displayed on the token can be easily read and entered by the user
i nt o anot hergdemirgef theliodentisn a per sonal conputer, cell phone, autonmated
teller nachine or any other suitable device. This requires the One Tine
Password (OTP) 2

10 T accordance with an embodiment of the present invention a One Time Password

algorithm can be implemented by any hardware manufacturer or software developer
to create interoperable authentication devices and software agents. The algorithm
can be event-based so that it can be embedded in high volume devices such as Java
smart cards, USB dongles and GSM SIM cards. The algorithm can be made freely
15  available to the developer community under the terms and conditions of the Internet

Engineering Task Force (IETF.)

Detailed Description

20 In accordance with an embodiment of the present invention, the algorithm
can be sequence or counter-based and can be economical to implement in hardware
by minimizing requirements on battery, number of buttons, computational
horsepower and size of the display. It can operate using a token that does not support
any numeric input, but can also be used with more sophisticated devices, such as

25  securc PIN-pads.

The value displayed on the token can be easily read and entered by the user
into another device, such as a personal computer, cell phone, automated teller

machine or any other suitable device. This requires the One Time Password (OTF)



value to be of reasonable length. In many cases, the OTP val ue should be at
|l east a 6-digit value for security reasons. It can be advantageous for the
OTP value to be nuneric only so that it can be easily entered on devices
wi th sinple keypads, such as phones. 5 There can be user-friendly
mechani sns avail able to resyncbronize the counter. The al gorithm shoul d
use a strong shared secret. To this end, the length of the shared secret
can be at 128 bits or longer. 10 An enbodi ment of the algorithmin
accordance with the present invention is described using the follow ng
notati on and synbols: A string nmeans a binary string, neaning a sequence of
zeros and ones. 15 Ifs is a string, then Isl denotes its length. If nis a

number, thep.ln ! . MdsBe OTPaius shoudd bé stdeasteen s[i ]
denot es itsv?ly?%t%?’?%taﬁgﬁ%l%ngt%:?{elﬁ%tg{nber ed starti ng aftP tape go bits at O,
so s = s[ 0] 6{didit vabjerforljecuntip reasonst pagi be advangagepus g the GLPale e 5% tonum
(String to Nunber) .denot : | i svAtH Rl ekBehads Gldhpds

repr esent at FHAST gql%%()r}g?tﬁtzﬁ%l%gf Hg%%l}dr?%gtowsa? 6;ri?ang s. Fgr e%amg) | e,

St ToNun{ 110phene6. 25 The followi ng notation is used for synbols: C 8-byte
counter value, the noving factor. This counter can be synchronized between
the OTP 8enerator (e.g., client) and the OTP validator (e.g., server) 3 K
shared secret betryeeBaicheatfrianily secheaismsBuglhibloteresgrohenaedhe can have a

? Ie; L g ; © 2 E, n ﬁgg@%%:q ueealgsoen%n? tshoﬁh? ust atst}[)ggt 1A e P! BIRESnd, B &ng@lorer can

the shared secret can be at 128 bits or longer.

10 An embodiment of the algorithm in accordance with the present invention is

described using the following notation and symbols:

A string means a binary string, meaning a sequence of zeros and ones.

15 If s is a string, then s] denotes its length.

If n is a number, then |n] denotes its absolute value.

J4

If s is a string then s[i] denotes its i-th bit. The bits are numbered starting at the
20  bits at 0, so s =s[0]s[1]..s[n-1] where n.= |s| is the length of s.

Let StToNum (String to Number) denotes the function which returns the decimal
representation of the binary of an input string s. For example, StToNum(110)=46.

25 The following notation is used for symbols:

C  8-byte counter value, the moving factor. This counter

can be synchronized between the OTP generator (e.g., client)
and the OTP validator (e.g., server)



froma user after T unsuccessful authentication attenpts, -or else send a
throttling signal to a recipient indicating an excessive nunber of
val idation attenpts froma given source 10 s resynchroni zati on paraneter:
the server can attenpt to verify a received authenticator across s
consecutive counter values Digit the nunber of digits in an OIT val ue,
whi ch can be a system paraneter 15 The OTP algorithmin accordance with
the present invention can be based on an increasing counter value and a
static symmetric key known only to the token and the validation service.
In order to create the OIP value, the HVAC-SHA-1 al gorithm al gorithm can be
used, as defined in M Bellare, R Canetti and H 20 Krawczyk, " HMAC
Keyed- Hashi ng for Message Aut hentication", |ETF Network Working G oup, RFC
2104, February 1997. The out put_ of the HNAC—SEﬁ% calculation is 160 bits, a
val ue that cdd beharedrseercideburen glient pderdhdtact roe easily entered by a
user. Thus, 25 HOIP = JLrUE GEVAS ol K, ©)), where Truncate
represents the fﬁ%&%%? %Ea;&éﬁ%gﬁts anqﬁ_lv%C- SHA-1 value into an
HVAC- SHAT OTP (HOTP) val ue. The Key (K), the Counter (C) and Data val ues 4
can be hashed_hi gh- qr.der Ch ; enerated by the HOTP
ol fhb betber ok GolisakkibRS y

gener at of canl be i g endr an. - H val ue can be generated in 3
di stinct steps: #om auser after T unsuccessful authentication attempts, ot ¢lse

send a throtiling signal to a recipient indicating an excessive number

of validation attempts from a given source

10 8 resynchronization parameter: the server can attempt to
verify a received anthenticator across s consecutive

counter values

Digit the number of digits in an OTP value, which can be a system parameter
15
The OTP algorithm in accordance with the present invention can be based on

an increasing counter value and a static symmetric key known only to the token and
the validation service. In order to create the OTP value, the HMAC-SHA-1
algorithm algorithm can be used, as defined in M. Bellare, R. Canetti and H.

20 Krawczyk, "HMAC: Keyed-Hashing for Message Authentication", IETF Network
Working Group, RFC 2104, February 1997.

The output of the HMAC-SHAL1 calculation is 160 bits, a value that can be

truncated to a size that can be easily entered by a user. Thus,

25
HOTP(X,C) = Truncate(IMAC-SHA-1(K,C)),

where Truncate represents the function that converts an HMAC-SHA-1 value into an
HMAC-SHA1 OTP (HOTP) value. The Key (K), the Counter (C) and Data values



Step 1. Cenerate an HVAC-SHA-1 val ue Let HS = HVAC- SHA- 1( K, C), where HS can
be a 20 byte string Step 2. Cenerate a 4-byte string (Dynam c Truncati on)
10 Let Shits = DT(HS), which can return a 31 bit string Dynam c Truncation
DT(String) can operate on String = String[Q ... String[19] as foll ows:
Let OfsetBits be the |low order four bits of String[ 191 15 Ofset =

St TONuM(OFf SetBits), where 0 <= Ofset <=15 Let P =
String[OFfSet]...String[OfSet+3] Return the Last 31 bits of P Masking the
nost significant bit of P can avoid confusion between signed and 20

unsi gned nodul o conputations. Different processors performthese operations
differently, and nmasking out the signed bit can renove anbiguity. Step 3:

CO”pUte an ”OE, v & {SEOMTE Shtued geBerated ORMTHOTPt 0 a nunber in
.2M31 }- %ﬂsﬁ%ﬂ%h &ﬂ)é% rﬁﬁn nod 107D gi tg where D is a nunber in the

range 0. 1géi{efatcg1cm}beﬂ:e$edrdséugﬁﬂdmate function perforns Step 2 and Step 3,

i.e. the dynamc truncation and then the reduction nodulo 10"Digit. The

pur pose of the dynam c offset truncation technique is to extract a 4-byte

dynani ¢ bi nary cadeiGTrovale chfiBe pérteratetiin Bydissipct SPRC- SHAT result. 5

I npl errengatl ons should extract a at least a 6-digit code. Depending up on
Step 1: Generate an HMAC-SHA-1 value

Let HS = HMAC-SHA-1( K,C), where HS can be a 20 byte string

Step 2: Generate a 4-byte string (Dynamic Truncation)
10 Let Sbits = DT(HS), which can return a 31 bit string

Dynamic Truncation DT(String) can operate on String = String[0]...String[19] as
. follows:
Let OffsetBits be the low order four bits of String[19]
15 Offset = StToNum(OffSetBits), where 0 <= OffSet <= 15
Let P = String[OffSet]...String[ OffSet+3]
Return the Last 31 bits of P

Masking the most significant bit of P can avoid confusion between signed and
20 unsigned modulo computations, Different processors perform these operations

differently, and masking out the signed bit can remove ambiguity.

Step 3: Compute an HOTP value
Let Snum = StToNum(S), i.e., convert S to a number in 0...27{31}-1

25
Return D = Snum mod 10/Digit, where D is a number in the range 0... 107 {Digit}-



security requirenments, Digit = 7 or nore should be considered in order to
extract a |onger HOTP value. 10 The followng is an exanple of using this
technique for Digit =6, i.e., a 6- digit HOTP value is calculated fromthe
HVAC val ue. This code exanpl e describes the extraction of a dynam c binary
code given that hmac result is a byte array with the HVAC SHAT result: 15
int offset = hmac_result[19] & Oxf ; int bin-code = (hmac_result[offset] &
X7f) << 24 (hmac result[offset+l] & Oxf() << 16 1(hnmac result[offset+2] &
Oxff) << 8 1 (hmac result[offset+3] & Oxff) ; 20 SHA-1 HVAC Bytes

( Exanpl e)

_____________________________ *x * % * % * % * % * % ++1

5 * The Past byte (byte 19) has the hex value Ox5a. * The val ue of the
| ower four bits ispl@nertativms shdubbextmet antjeast a 6-digit code. Depending up on

security requirements, Digit = 7 or more should be considered in order to extract a

longer HOTP value.

10 The following is an example of using this technique for Digit=6, i.e., 2 6-
digit HOTP value is calculated from the HMAC value. This code example describes
the extraction of a dynamic binary code given that hmac_result is a byte array with
the HMAC-SHA1 result:

15 int offset = hmac result[19] & 0xf;
int bin_code = (hmac_resultfoffset] & 0x7f) <<24
| (hmac_result[offset+1] & 0xff) << 16
| (hmac_resultfoffset+2] & 0xff) << 8
| (hmac_result[offset+3] & 0xff) ;
20

SHA-1 EMAC Bytes (Example)

25 | Byte Number |

100]01{02]03104/05]06/07]08]09}10]11|12(13(14]15|16{17/18]19]

i Byte Value |



* The offset value is byte 10 (Oxa). * The value of the 4 i

byte 10 is Ox50ef 7f19, which is the dynam c binary code Dlé}étleiosia_rr:];ng/sgt
of DBCl is 0x50 so DBC2 = DBC1L = Ox5Cef7f19 * HOTP = DBC2 nodul o 1076 =
872921. W treat the dynanmic binary code as a 31-bit, unsigned, big-endian
integer; the first byte is masked with a Ox7f. W then take this number
nodul o 1, 000, 000 (1016) 15 to generate the 6-digit HOTP val ue 872921

deci mal . Any One-Tinme Password algorithmis only as secure as the
application and the authentication protocols that inplenent it. The
parameters T and s can have a significant inpact on the security.
Truncating the HVAC- SHAT value to a shorter 20 value makes a brute force
attack possible. Therefore, the_authentication server should detect and
stop brute force attacks. Throttling parameter T _ which defines the

maxi mum nunbey 11186|98162i84|02ca| 14i6H B A Pldat¥eio4oRelSBhsswor d val i dati on

should be set to a suitably s#mldschuaber. The valydation server can, manage

i ndi vi dual counfters per HOTP device in order to take note of a i
ny failed

?tterrpth. T should not 25 to be too large particularly if the y ©
esynchrgni zat i on thod u 0 s is w ndow based and if th
wi ndow siPze i gTﬁ&%@wﬁgﬁégﬁystﬁé%&ﬁ@gb?%% as possible while not ©
?(rjrglerefrgln%/ afLelqmbﬂguﬁmwﬁeyfdmbitmﬁm(ﬂ%oﬂ'sot‘h@e)-opti on would be to

a delay sche t V,Ql brute force attack. After each failed
attenpt A, th& ey E%\isi%éf%@éﬁ{‘/ai‘r would wait for an increased T*A
ngbgr gfeczﬁg@qqlg?altg%gﬁhgayyt&];am‘.ﬁnghﬂ”wmHfiBQxSObeIQ,errpt, the server waits

s, a e.se [ [ [ =

O onds orn hioh is the & cocngnmglclogedl)&tﬁenpt, it waits for 52 = 10

10 * The MSB of DBC1 is 0x50 so DBC2 = DBC1 = 0x50ef7f19
* HOTP = DBC2 modulo 1076 = 872921.

We treat the dynamic binary code as a 31-bit, unsigned, big-endian integer; the
first byte is masked with a 0x7f. We then take this number modulo 1,000,000 (10"6)
15  to generate the 6-digit HOTP value 872921 decimal.

Any One-Time Password algorithm is only as secure as the application and
the authentication protocols that implement it. The parameters T and s can have a
significant impact on the security. Truncating the HMAC-SHA1 value to a shorter
20  value makes a brute force attack possible. Therefore, the authentication server
should detect and stop brute force attacks. Throttling parameter T, which defines the
maximum number of possible attempts for One-Time-Password validation, should
be set to a snitably small number. The validation server can manage individual
counters per IOTP device in order to take note of any failed attempt. T should not
25  to be too large particularly if the resynchronization method used on the server is
window-based and if the window size is large. T should be set as low as possible

while not adversely affecting usability too much.



The del ay or | ockout schemes should be across |ogin sessions to prevent
attacks based on nultiple parallel guessing techniques. A protocol P for

i npl enenting HOTP as the authentication nethod between a 10 prover and a
verifier should have certain properties in the interests of security. P
shoul d be two-factor, i.e. something you know (secret code such as a
Password, Pass phrase, PIN code, etc.) and sonething you have (token). The
secret code should be known only to the user and should be able to be
entered with the one-tine password value for the purpose of authentication
(two-factor authentication.) 15 P should not be vulnerable to brute force
attacks. This inplies that a throttling/lockout schene should be

i npl ement ed, B whiR bR intlAdh QR a W8laY Sdhefk &eavoidh Brlariibsie Badinpl enent ed
with respec€m§%@?ﬁ88§tate of the art in ?erns of 20 securjt i,n order to

avoi d the usdiat eab failo sttenm A; theeytheaticstomecsver work wailior 1 pemiedsi on of
sensitive djla QXL & BURAL & NEVIOL Y halind e biehiphaYerdirglifor et c. ) - The
e

HOTP client *( Ware or s waf e token) 1ncrenents its counter and then
cal cul at es khendwexitth+-SEehd failedettctnplOitrvaits ifar§*2 = 10fscqomds: $i8t ue recei ved by the
25 aut heptication server matches the value cal cul ated by the client, then
the HOTP? value is validated. In this case, the server increnments the
counter val ue byTaddelayorlldckbinteschemtasashoddbs acaebs bogin yeesiesigpicvefies not nmat ch

t he val ue cal cyl ated by th client. .th 2rver initiate the

resynchr oni fﬁ%‘iiéﬁasfgf”ééﬁl@ﬁe'ﬁar%kg c?é%‘lig%%bsngqu,egusi ng a | ook-ahead wi ndow)
before it requests another pass. 5 If the resynch fails, the server can ask
f or anot her authenticatiqn S h r.ot acol i Lace, until the
nexi mim nurrb“erB’POIéﬂfOﬁa?ﬁ?Bgﬂ%%ﬁ'@;g% %Setpggqi%é@ﬁagl&?&n%mﬁltﬁ Etg%ﬁggi num nunber of
aut hori zgd 35S RFMS: VetifieeR6Iathatd @riaRrptfertixd in the diterests of security. P

should be two-factor, i.e. somsthing you know (secret code such as a Password, Pass

phrase, PIN code, efc.) and something you have (token). The secret code should be
known only to the user and should be able fo be entered with the one-time password
value for the purpose of authentication (two-factor authentication.}
15
P should not be vulnerable to brute force attacks. This implies that a

throttling/lockout scheme should be implemented, e.g., on the validation server side.

P should be implemented with respect to the state of the art in terms of
20  security, in order to avoid the usual attacks and risks associated with the

transmission of sensitive data over a public network (privacy, replay attacks, eic.)

The HOTP client (hardware or software token) increments its counter and
then calculates the next HOTP value, “HOTP-client.” If the value received by the
75 authentication server matches the value calculated by the client, then the HOTP

value is validated. In this case, the server increments the counter value by one.



out the account and initiate a procedure to informthe user that a nunber
of failed 10 attenpts was nmade to access the account. The HOTP cli ent
could al so be used to authenticate the validation server, claimng that it
is a genuine entity knowi ng the shared secret. Since the HOTP client and
the server are synchronized and share the sane secret (or a nmethod to
reconpute 15 it) a sinple 3-pass protocol could be put in place, for
exanple: 1- The end user can enter the TokenlD and a first OTP val ue OIPI;
2- The server can check OTIP1 and, if correct, can send back OTP2; 20 3- The
end user can check OTP2 using his HOTP device and, if correct, the server
is authenticated and the end user uses the web site.. Qbviously, as

| ndi cated previ Ogﬂé’mh?éljecé%ﬁb e&%ﬁa%s%a%m&%ﬂﬁmwammedbﬂhace over
secure (e.g., connecti ons h the server's counter value is

only |ncrenehﬂﬁﬁha&reﬂnanﬂmﬂmeg%ﬁﬂmmnF@WP?é@ﬂﬁ@ﬁlP@EPﬂdﬁg PHEERounter on
the token i repent.e ﬂﬁ%/ addOTP i s requested by the user.
Because of e?ﬁ%“@%ﬁ%?%§£é§% es on 8 server and on the token m ght
be out of synchronlzatlon 9 A | ook-ahead paraneter s can be set on the
server, which_defines ize of fe server can
recal cul &t e tﬁ%mﬁ@§$‘E%£kﬂ@p§%$%8?l%§ﬁﬁg§&m gﬂgﬁ%%gg?%%ﬁ1agalnst t he
recei ved HOLRst6¢d1 @ftake Shdee titid mmimuﬁummﬁmabmnﬁaaﬂ]snzqd agempiis & reacbpdir i o si npl y
requires the server to calculate the next HOTP values and deternine if

there is a match. The systemcan require the user to send a sequence of
(say 2, 3) HOTP \aihtgsxintin febeptf p@skized attersysis neacheidAlxt seorer canilnde f or gi ng

out the account and initiate a procedure to inform the user that a number of failed

10  attempts was made to access the account.

The HOTP client could also be used to authenticate the validation server,
claiming that it is a genuine entity knowing the shared secret. Since the HOTP client
and the server are synchronized and share the same secret (or a method to recompute

15  it) a simple 3-pass protocol

could be put in place, for exatple:

1- The end user can enter the TokenID and a first OTP value OTP1;
2. The server can check OTP1 and, if correct, can send back OTP2;
20 3. The end user can check OTP2 using his HOTP device and, if correct, the server

is authenticated and the end user uses the web site. .

Obviously, as indicated previously, all the OTP communications should take
place over secure (e.g., SSL) connections.

25
Althiough the server's counter value is onty incremented after a successful

HOTP authentication, the counter on the token is incremented every time a new
HOTP is requested by the user. Because of this, the counter values on the server and

on the token might be out of synchronization.



sequence of consecutive HOTP values is even nore difficult than guessing a
single HOTP value. 10 The upper bound set by the paranmeter s ensures the
server does not go on checking HOTP val ues forever (causing a Denial of
Service attack) and also restricts the space of possible solutions for an
attacker trying to manufacture HOTP values. s should be set as | ow as
possible, while still ensuring usability is not too badly 15 inpacted. The
operations dealing with the shared secrets used to generate and verify OIP
val ues shoul d be perforned securely to mtigate risks of any | eakage of
sensitive information. Consider two different avenues for securely
generating and 20 storing shared secrets in the Validation system 1)
Determ nistic Generation: secrets are derived froma master seed both at
provi sioning and verification stages and generated. on-the-fly W@gnever it
is required; and l8&k-SHealRparaioeieGeldn b st OR ! essé’éﬁe’ét“é‘l%‘rdéﬁﬁ%ﬂ@? %l?ee random y

at provi sioni st.a . d | giiatrRhpr-sderkamts, secur e
during thei ?hﬁqﬁ?%ﬂ?g‘ii"’é‘?ﬁg’og er%eﬁ?ag?’%%i&%gaﬁéeﬁﬁgﬁ on 10 A posrsi bl e strat egy

is to derivend BecsteregasecheteseifeddiO TP whent Synglsenigationpheounigisiter secr et

can be stored at the.server.only. A i THeYLEEnghoul d be used
to storedt hdHFESRaO g Yzifﬁcﬂmtesoé 3?W$éggﬁ§1%thg§e%&§2@grets fromthe naster

key and 5 s@eRmRiubifiteert Bfaahiret. iTha sysknecanmaequidedimedset tosem! Heeqeascadioi d t he
exposure of the _shared secrets at any. i %ﬁi] pecific
requi r enent $5& %l%sgﬁéf alugg #‘FE&‘BPH@DSG B ey iiEReiBh. B : g3 _

sequence of consecutive HOTP values is even more difficult than guessing a single

HOTP value.

10
The upper bound set by the parameter s ensures the server does not go on

checking HOTP values forever (causing a Denial of Service attack) and also resiricts
the space of possible solutions for an attacker trying to' manufacture HOTP values. s
should be set as low as possible, while still ensuring usability is not too badly

15  impacted.

The operations dealing with the shared secrets used to generate and verify
OTP values should be performed securely to mitigate risks of any leakage of
sensitive information. Consider two different avenues for securely generating and

20 storing shared secrets in the Validation system.:

1) Deterministic Generation: secrets are derived from a master seed both at
provisioning and verification stages and generated on-the-fly whenever it is
required; and

25
2) Random Generation: secrets are generated randomtly at provisioning stage,

and must be stored immediately and kept secure during their life cycle.

Deterministic Generation

10



shared secrets could be generated on-demand when needed at provisioning and
validation tinme. 10 Consider two different cases: 1) A single naster key M
is used to derive the shared secrets; each HOTP device has a different
secret, Ki = SHA-1 (MK i) where | stands for a public piece of
information that identifies uniquely the HOTP device such as a seri al
nunber, a 15 token ID, etc. This can be in the context of an application or
service. Different application or service providers can have different
secrets and settings. 2) Several master keys MK i are used and each HOTP
device stores a set of different derived secrets, {K.i,j = SHA-I(Mj,j)}
where | stands for a public piece 20 of information identifying the
device. The active master key could be stored only at the validation

server, in the HSM and keep in a safe place, usjng secret sh%hang
met hods, such as Atfwssiblediraegyols &xdarive wred sgqraisrop e masist seotsyy Shanir .

In_ Conmun ' C gl lce? QB%IGQLBI#&eStM/%’E iYPdervef éntyNR tandpbr raBiRtantdesict dbuld\y ember

1979. In secret NK is conprom sed, then it woul d
be possi bl e u‘sexl @5toserht m‘msibnkearrwtl hedere’edle@harﬁﬁl pasEst frora Hiedpasteg kay #ud; he

devi ces. The, dr.anbiacks L dRCTASHEL BhES LixociR kil BEloifStddrnd act that the

exposure Sof $ ecre woul viously enabl e an attacker to
rebuil d any sﬁb}admiramraﬁﬁ tirh& abhdalswlavoil spe:mﬁenﬂqwmmnt%oﬂ siorageinFoie The

revocation of all e 9&! t.Qaa new set of
secrets in tslliére@ﬁ?ée?%‘fouf@eﬁeﬁ?%teﬁﬁ%tdg dr Qdetd %ﬁbﬁo ioHglﬁand t he device
used to storwitbftiniest er key(s) and generate the 5 shared secrets should

be tanper resistant. Furthernore, the HSMw Il not be exposed outside the
security perineter of the validation system therefore reducing the risk of

| eakage. 10 Consider two different cases:

1) A single master key MK is used to derive the shared secrets; each HOTP
device has a different secret, K_i = SHA-1 (MK,i) where i stands for a public piece
of information that  identifies uniquely the HOTP device such as a serial number, a
15  token ID, etc. This can be in the context of an application or service. Different

application or service providers can have different secrets and settings.

2) Several master keys MK_i are used and each HOTP device stores a set of
different derived secrets, {K_i,j = SHA-1(MK_i,j)} where j stands for a public piece
20 of information identifying the device. The active master key could be stored only at
the validation server, in the HSM, and keep in a safe place, using secret sharing
methods, such as those disclosed in How to Share a Sectet, by Adi Shamir. In
Communications of the ACM, Vol. 22, No. 11, pp. 612-613, November, 1979. In
this case, if a master secret MK i is compromised, then it would be possible to

25  switch to another secret without replacing all the devices.

The drawback in the deterministic case includes the fact that the exposure of

the master secret would obviously enable an atiacker to rebuild any shared secret

11



Random Generation 10 The shared secrets can be randomy generated. A good
and secure random source should be selected for generating these secrets.
A (true) random generator requires a naturally occurring source of
randommess. Practically, there are two possible avenues to consider for
the generation of the shared secrets: 15 1) Hardware-based generators can
exploit the randommess which occurs in physical phenonena. An

i npl enentation can be based on oscillators and built in such ways that
active attacks are nore difficult to perform 20 2) Software-based
generators, although designing a good software random generator is not an
easy task. A sinple, but efficient, inplenmentation should be based on

vari ous soupges .o, ahGecRpii ikrhdtion SBHERbRIatia il G€créts ﬁﬁ&ld\hayecfuirad;t ion such
as SHA-1. 25 Shared secrets shoul d be stored securel ., by encrypting

the shared osewiteing iasapw seiof serdisintbe eaanppulipleingsty Fﬂﬁardmare encryption,
and exposing them only when required. For exanple, the shared secret i's
decrypted when needed to verify an HOTP value, and re-encrypt

i nredi at el y to | Ouithe ashipdend: e devich sserApptoredhe masteideyChad %Hefé‘ie ﬂ%q me. The

data store Nold) 08 dNRoREBE BhRLLESh: PitHoRAN, A 4dl RACHEGoPEA, 1O

avoid a 8.r ati on system and the secrets database.
Parti cul ar | wutsilediesscirdy péronstrat gt widrtonsysitmthereloe redupingdhe figk 9fr ogr ans
and 5 procgzé s required by the validation systemonly. The protection of
shared secret®?% of the utnpst inportance.

Random Generation
10
The shared secrets can be randomly generated. A good and secure
random source should be selected for generating these secrets. A (true) random
generator requires a naturally occurring source of randomness. Practically, there are
two possible avenues to consider for the gencration of the shared secrets:
15
1) Hardware-based generators can exploit the randomness which ocours in
physical phenomena. An implementation can be based on oscillators and built in

such ways that active attacks are more difficult to perform.

20 2) Software-based generators, although designing a good software random
generator is not an easy task. A simple, but efficient, implementation should be
based on various sources, and apply to the sampled sequence a one-way function

such as SHA-1.

25 Shared secrets should be stored securely, .g., by encrypting the shared
secrets when stored using tamper-resistant hardware encryption, and exposing them
only when required. For example, the shared secret is decrypted when needed to
verify an HOTP value, and re-encrypted immediately to limit exposure in the RAM
for a short period of time. The data store holding the shared secrets should beina

12



The security of the HOTP al gorithm can be approxi mated by the foll ow ng

formula: 10 Sec = svl10”"Digit Were: - Sec is the probability of success
of the adversary 15 - s stands for the | ook-ahead synchronizati on w ndow
size; - v stands for the nunber of verification attenpts; - Digit stands

for the nunber of digits in HOTP values. One can adjust s, T (the
Throttling paranmeter that would limt the nunber of 20 attenpts by an
attacker) and Digit until a desired |evel of security is achieved while
still preserving the systemusability. It can be desirable to include
additional authentication factors in the shared secret K These additi onal
factors can consist of any data known at the token but not 25 easily
obtai ned by of hers, FXR0P) &fect dttaSl6RiHd FuRdAtiBE bysthdn add the Mets Password
obtai ned as “User Input at the token * Phone nunber * Any unique identifier
progr amat i clatabaseavai |l able at the token 13 In this scenario the conposite
shared secret Kis constructed during the provisioning process froma
random seed val ue conbined with one or nore additional authentication
factors. The ser Particalatiy,dcesiss fodhe shaier decsels showliihe lisnited it PROSEMSSRH oS t e
secrets. In any case,. i J SRD 1 i fiKen can
store onPy i e%%ﬁq%%j%&ﬂ%\h%%a? eéygfg‘ll?en bgrﬁ‘%%@%ﬁmﬁﬁa&?%g%ﬁtcul ation it

can conput exkhdutacstifporsmed val ue and the |ocally derived or input val ues
of the other

The security of the HOTP algorithm can be approximated by the following

forrmula:
10
Sec = sv/10"Digit
Where:
- Sec is the probability of success of the adversary
15 - s stands for the look-ahead synchronization window size;

- v stands for the number of verification attempts;

- Digit stands for the number of digits in HOTP values.

One can adjust s, T (the Throtiling parameter that would limit the number of
20  attempts by an attacker) and Digit until a desired level of security is achieved while

still preserving the system usability.

It can be desirable to include additional authentication factors in the shared
secret K. These additional factors can consist of any data known at the token but not

25  easily obtained by others. Examples ff such data include:
* PIN or Password obtained as user input at the token

* Phone number

* Any unique identifier programmatically available at the token

13



aut hentication factors. 10 The use of conposite shared secrets can
strengt hen HOTP- based authentication systens through the inclusion of
additional authentication factors at the token. To the extent that the
token is a trusted device this approach has the further benefit of not
requiring exposure of the authentication factors (such as the wuser input
PIN) to other devices. 15 The follow ng is an exanple inplenentation of the
HOTP Al gorithm 1* * OneTi nePasswordAl gorithnjava 20 * OATH Initiative, *
HOTP one-tine password algorithm 25 /* Copyright (C) 2004, OATH. Al rights
reserved. * * License to copy and use this software is granted provided
that it * is identified as the "OATH HOT? Algorithm in all material *
mentioning or referencing this software or this function. 14 * * License
is also granted to make and use derivative works prov%f d. * that such
works are i dent i fn i sgenario thfeqompegitershid eSRtHETPISTIG gwﬂl% *in all

mat eri al mr}}:&gﬁﬁgﬁ% ﬁbcs:ésgnérg encidigh {b@vEIRL ot@andaRkith one’or moATH (Open

AuTHent i cat i*0 ers make no ) i
additional aufhentication factors. The server could either build on-demand or store

5  composite secrets. In any case, depending on implementation choice, the token can
store only the seed value. When the token performs the HOTP calculation it can
compute K from the seed value and the locally derived or input values of the other

authentication factors.

10 The use of composite shared secrets can strengthen HOTP-based
authentication systems through the inclusion of additional authentication factors at
the token. To the extent that the token is a trusted device this approach has the
furtht;,r benefit of not requiring exposure of the authentication factors {such as the
user input PIN) to other devices.

15
The following is an example implementation of the HOTP Algorithm:

/ £
* OneTimePasswordAlgorithm.java
20 * OATH Initiative,
* HOTP one-time password algorithm

%

*/

25  /* Copyright (C) 2004, OATH. All rights reserved.

*

* License to copy and use this software is granted provided that it
* is identified as the "OATH HOTP Algorithm" in all material

* mentioning or referencing this sofiware or this function.

14



* representations concerning either the nerchantability of this * software
or the suitability of this software for any particular 10 * purpose. * *
It is provided "as is" w thout express or inplied warranty * of any kind
and OATH AND | TS MEMBERS EXPRESSELY DI SCLAI M5 * ANY WARRANTY OR LI ABILITY
OF ANY KIND relating to this software. 15 * These notices nust be retained
in any copies of any part of this * docunentation and/or software. 20
package org. openaut hentication.otp; inport java.io.|lOException; inport
java.io.File; inport java.io.Datal nputStream 25
inportjava.io.FilelnputStream; inport

java. |l ang. refl ect. Undecl aredThr owabl eException; inport Java.

security. Genersal SecurityException; inport

j ava. security. NoSuchAl gorithnmExcepti on; i

npor
j ava. securi ty.H loesé kibspExantgsk tp eaﬁ%ﬂﬁéﬂﬁﬂ‘[fi&v@ﬁm@ﬁ?&v@e%c i mport

j avax. crypto. sp e a /** * This class contains static
met hods that ar atﬁged&?rggﬁll{c&lﬁg%% t he

* "derived from OATH HOTP algorithm"

5 * in all material mentioning or referencing the derived work.
#
* OATH (Open AuTHentication) and its members make no
* representations concerning either the merchantability of this
* software or the suitability of this software for any particular

10 *# purpose.
£

* It is provided "as is" without express or implied warranty

* of any kind and OATH AND ITS MEMBERS EXPRESSELY DISCLAIMS

# ANY WARRANTY OR LIABILITY OF ANY KIND relating to this software.
15 *

* These notices must be retained in any copies of any part of this -

* documentation and/or software.

*f
20 package org.openauthentication.otp; _

import java.io.IOException;
import java.io.File;
import java.io.DatalnputStream;
25 import java.io.FileInputStream ;
import java.lang.reflect.Undeclared ThrowableException;

import java.security.GeneralSecurityException;

import java.security NoSuchAlgorithmException;

15



* One-Tinme Password (OIP) using * JCE to provide the HVAC- SHAT. 10 *

@ut hor Loren Hart * @ersion 1.0 public class OneTi nePasswor dAl gorithm {
15 private OneTi mePasswordAl gorithnmO {} These are used to calculate the
check-sumdigits. 0123456789 private static final int[] doubleDi gits = 20
{0,2,4,6,8,1,3,5,7,9}; [/** * Calculates the checksumusing the credit card
algorithm * This algorithmhas the advantage that it detects any single
25 * mstyped digit and any single transposition of * adjacent digits. * *
@aram num t he nunber to cal cul ate the checksum for * @aramdigits nunber
of significant places in the nunber 16 * * @eturn the checksum of num
public static int cal cChecksum(long num int digits) { 5 bool ean

doubl eDi gi t :inﬁﬂoﬁ(ﬁé.vai.s%m%@ﬁlitﬂ(e@Excepﬁon;

import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

/**
* This class contains static methods that are used to calculate the
* One-Time Password (OTP) using
* JCE to provide the HMAC-SHAL.
10 *
* @author Loren Hart
* @version 1.0
*/
public class OneTimePasswordAlgorithm {
15 private OneTimePassword Algorithm() {}

// These are used to calculate the check-sum digits.

I 0123456789
private static final int[] doubleDigits =

20 {0,2,4,6,8,1,3,5,7,9 };
/**

* (Calculates the checksum using the credit card algorithm.

* This algorithm has the advantage that it detects any single
25 * mistyped digit and any single transposition of

* adjacent digits.

&

* (@param num the number to calculate the checksum for

* @param digits number of significant places in the number

16



while (0 < digits--) { int digit = (int) (num%10); num/= 10; 10 if
(doubleDigit) { digit = doubleDigits[digit]; } total += digit; doubleD git
= ! doubleDigit; 15 int result=total %10; if (result > 0) { 20 result =
10 - result; } return result; } 25 /** * This method uses the JCE to
provi de the HVAC-SHAL * algorithm * HMAC conputes a Hashed Message

Aut hentication Code and * in this case SHAT is the hash al gorithmused. 17

* * @aram keyBytes the bytes to use for the HVAC- SHAT key * @aramtext
the nessage or text to be authenticated. *

L]

* @return the checksum of num
*/
public static int calcChecksum(long num, int digits) {
5 boolean doubleDigit = true;
int fotal=0;
while (0 < digits—-) {
int digit = (int) (num % 10);

num /= 10;
10 if (doubleDigit) {
digit = doubleDigits[digit];
}
total += digit;
doubleDigit = {doubleDigit;
15 }_

int result = total % 10;
if (result > Q) {

20 resulf = 10 - resuli;
}
return result;
}
25 JE*
* This method uses the JCE to provide the HMAC-SHA1
* algorithm.

* HMAC computies a Hashed Message Authentication Code and
* in this case SHA1 is the hash algorithm used.

17



5 * @hrows NoSuchAl gorithnException if no provider makes * either
HmacSHAI or HVAC- SHAT * digest algorithns available. @ hrows

| nval i dKeyException * The secret provided was not a valid HVAC SHAT key.
10 public static byte[] hmac_shal (byte[] keyBytes, byte[] text) throws
NoSuchAl gorit hnException, InvalidKeyException 15 { { 11 try Mac hnacShal;
try { hmacShal = Mac. getl nstance("HmacSHAl "); 20 } catch

(NoSuchAl gorit hmException nsae) { hmacShal = Mac. getl nstance(" HVAC- SHAT
"); } SecretKeySpec macKey = new Secret KeySpec(keyBytes, "RAW); 25
hmacShal . i nit (macKey); return hmacShal . doFi nal (text); catch

(General SecurityException gse) { // throw new

Undecl ar edThr owabl eException(gse); 18 }

* @param keyBytes the bytes to use for the HMAC-SHA1 key
* @param text  the message or text to be authenticated.
*
5 * @throws NoSuchAlgorithmException if no provider makes

*  either HmacSHAI or HMAC-SHA1
*  digest algorithms available.
* @throws InvalidKeyException
*  The secret provided was not a valid HMAC-SHA1 key.

10 *
*/

public static byte[] hmac_shal(byte[] keyBytes, byte[] text)
throws NoSuchAlgorithmException, InvalidKeyException
15 {
ity
Mac hmacShal;

try {
hmacShal = Mac.getInstance("HmacSHA1");
20 } caich (NoSuchAlgorithmException nsae) {
hmacShal = Mac.getInstance("HMAC-SHA1");
3
SecretXeySpec macKey =
new SecretKeySpec(keyBytes, "RAW");
25 hmacShal.init(macKey);
return hmacShal.doFinal(text);
/' } catch (GeneralSecurityException gse) {
1 throw new UndeclaredThrowableException(gse);
i }

18



private static final int[] DATS-PONER //01 2 34567 85
{1, 10, 100, 1000, 10000, 100000, 1000000, 10000000, 100000000} ; [/ ** Thi s met hod
generates an OTP value for the given * set of paraneters. 10 @ar am
secret the shared secret * @aram novi ngFactor the counter, time, or other
value that _ 15 * changes on a per use basis. * @aramcodeDigits the
nunber of digits in the OIP, not * including the checksum if any. *

@ar am addChecksum a flag that indicates if a checksumdigit * should be
appended to the OTP. 20 * @aramtruncati onOfset the offset into the MAC
result to begin truncation. If this value is out of the range of 0 ... 15,
then dynamc * truncation will be used. * Dynam c truncation is when the
last 4 25 * bi}ts of the last byte of the MAC are * used to determ ne the
start offset. @ hrows NoSuchAl gorithnException if no provider nakes *

ei ther HmcSHAl or HMAC- SHAT * digest algorithns available. 19

private static final int[] DIGITS_POWER
/#0123 4 5 6 7 8
5 = {1,10,100,1000,10000,100000,1000000,10000000,100000000};

* % )

/**
* This method generates an OTP value for the given
* get of parameters.
10 *
* @param secret  the shared secrst

* @param movingFactor the counter, time, or other value that __

15 * changes on a per use basis.
* @param codeDigits the number of digits in the OTP, not
* including the checksum, if any.

# @param addChecksum a flag that indicates if a checksum digit

* should be appended to the OTP.
20 * @param truncationOffset the offset into the MAC result to
* begin truncation. If this value is out of
* the range of 0 ... 15, then dynamic
* truncation will be used.
* Dynamic truncation is when the last 4
25 * bits of the last byte of the MAC are
* used to determine the start offset.
* @throws NoSuchAlgorithmException if no provider makes
* either HmacSHA1 or HMAC-SHAL1
* digest algorithms available.
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* @hrows InvalidKeyException * The secret provided was not * a valid

I I MAC- SHAT key. * 5 * @eturn A nuneric String in base 10 that includes *
{@ink codeDigits} digits plus the optional checksum * digit if requested.
*1 static public String generateOTP(byte[l secret, 10 |Iong novi ngFactor,
int codeDigits, bool ean addChecksum int truncationOfset) throws
NoSuchAl gori t hmExcepti on, |nvalidKeyException 15 { Il put novi ngFact or
value into text byte array String result = null; int digits = addChecksum
? (codeDigits + 1) : codeDigits; byte[] text = new byte[8]; 20 for (int i

= text.length - 1; i >=0; i--) { text[i] = (byte) (novingFactor & Oxff);
novi ngFactor>> 8; } 25 Il conpute hnmac hash byte[] hash =

hmac_shal (secr e @tﬂr%g irivalidKeyExccpﬁon :
* The secret provided was not
* a valid HIMAC-SHA1 key.
*
5 * @return A numeric String in base 10 that includes
* {@link codeDigits} digits plus the optional checksum
* digit if requested.
*/
static public String generateOTP(byte[] secret,
10 long movingFactor,
int codeDigits,
boolean addChecksum,
int truncationOffset)
throws NoSuchAlgorithmException, InvalidKeyException
15 {
// put movingFactor value into text byts array
String result = null;
int digits = addChecksum ? (codeDigits +1) : codeDigits;
byte[] text = new byte[8];
20 for (int i = text.length - 1;i>=0;i--} {
text[i] = (byte) (movingFactor & 0xff);

movingFactor >>= 8;

25 // compute hmac hash
byte[] hash = hmac_shal(secret, text);

/ put selected bytes into result int
int offset = hash[hash.length - 1] & 0x£;

20



Il put selected bytes into result int int offset = hash[hash.length - I] &
xf; 20 if ((O< =tr'uncationOfset) &&
(truncationOfset<(hash.length-4))) { offset = truncationOfset; } 5 int
binary = ((hash[offset] & Ox7f) << 24) ((hash[offset + 1] & Oxff) << 16)
((hash[offset + 2] & Oxff)<< 8) ~(hash[offset + 3] & Oxff); _ 10 int otp =
binary % DIA TS PONER[ codeDigits]; if (addChecksum { 15 otp = (otp * 10)
+ cal cChecksun{otp, codeDigits); } result = Integer.toString(otp); while
(result.lengthO < digits) { result ="0" + result; 20} return result; }
} 25 Several enhancenents to the HOTP al gorithm can be nmade as vari ations

t hat

if ( (0<=truncationOffset) &&
(truncationOffset<(hash.length-4)) ) {
offset = truncationOffset;

5 int binary =
((hash[offset] & 0x7f) << 24)
| ((hash[offset + 1] & 0xff) << 16)
| ((hash[offset + 2] & 0xff) <<8)
| (hash{offset + 3] & Oxff); _
10

int otp = binary % DIGITS_POWER[codeDigits];
if (addChecksum) {
15 otp= (otp * 10) + calcChecksum(otp, codeDigits);
}
result = Integer.toString(otp);
while (result.length() < digits) {
result = "0" + result;
20 }
return result;
}

25 Several enhancements to the HOTP algorithm can be made as variations that

could be used for customized implementations.

A simple enhancement in terms of security would be to extract more digits

from the EIMAC-SHA 1 value. For instance, calculating the HOTP value modulo
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coul d be used for custom zed inplenentations. A sinple enhancenent in terns
of security would be to extract nore digits fromthe HVMAC SHAl val ue. For

i nstance, calculating the HOTP value nodulo 21 1078 to build an 8-digit
HOTP val ue woul d reduce the probability of success of the adversary from
sv/ 1076 to sv/1078. This could give the opportunity to inprove wusability,
e.g. by increasing T and/or s, while still achieving a better security
overall. For instance, s = 10 and | Ov/ 1078 = v/ 1077 <V/ 10A 6 which is the
theoretical 5 optinmumfor 6-digit code when s = 1. Another option is to use
A-Z and 0-9 values; or rather a subset of 32 synbols taken fromthe

al phanuneri cal al phabet in order to avoid any confusion between

characters: ifag @ ,3nd m&%-ﬂ?gm@@h a8lud wodld ailcd the peobukiliyy oFisidckarof ttend can | ook
the sane 10 on a small sg @pThe i mredi at e consequence is that the
BY

security |sad|w53r3nfr@méw16 & Fhigsed gie the @PattyRY RSV ue and
sv/ 3278 for an ng Jg,glgﬁngé}‘laﬂglors %ﬁ@sﬁll&%&x@%ﬁd&&@aﬁuywa@f a

6- al phanuneric better tha git HOTP val ue,

which is th@bnmmmmums#éﬂgmhﬂbﬂl ﬁ‘PEﬂ?ﬂébﬂHV§66§3W§ﬁﬁﬂﬁvﬁmfﬂe pr oposed

al gorith 218 > ecurity of an 8-al phanuneric HOTP 15 code
i's signlg]céWFWy beﬁ?&éﬁ%ﬁﬁ%age P git HOTP val ue. Dependi ng on the

application and tokenllnterface used for displaying and entering the HOTP

val ue, the choi Cé@ﬁ{lﬂ ?% %qggéuce d~§’§a18é%“1gdmﬁ€r§su%'séf%?z g}&ﬁmﬁf ficient

way to inprove s cost ah act on use 20 As for
t he resynchrighZiaki @8 aIbBarﬁﬁieﬁbalalp&himt in cxdeydie moad élsaqpnﬂlsmn bgyveest HOTP

L cou d | be CHAGEEt A AR PAMEGH b ST SRgerpib: bR Sl A e [ 07 0T €
enter. By defnaulall dlsfpm? 171&1 iBnddisRHOukduiiee sethattthe doudiyis now isdleur i t y needs
to be iner e%?c?e?‘ of gvsl3?2A6 for a g] digit HOTP value and sv/328 for an 8-digit HOTP value.
3276 > 10°9 so the security of a 6-alphanumeric HOTP code is slightly better than a
9-digit HOTP value, which is the maximum length of an HOTP code supported by
the proposed algorithm. 3278 > 10*12 so the security of an 8-alphanumeric HOTP
15 codeis significantly better than a 9-digit FHOTP value. Depending on the application

and token/interface used for displaying and entering the HOTP value, the choice of

alphanumeric values could be a simple and efficient way to improve security ata

reduced cost and impact on users.

20 As for the resynchronization to enter a short sequence (say 2 or 3} of HOTP
values, this could be generalized as a concept to the protocol. A parameter L could
be added that would define the length of the HOTP sequence to enter. By default,
the value L SHOULD be set to 1, but if security needs to be increased, users might
be asked (possibly for a short period of time, or a specific operation) to enter L

95  HOTP values. This can be another way, without increasing the HOTP len

using alphanumeric values to tighten security.
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be asked (possibly for a short period of tinme, or a specific operation) to
enter L 25 HOTP val ues. This can be another way, w thout increasing the
HOTP | ength or using al phanuneric values to tighten security. 22 The
system can al so be progranmed to request synchronization on a regular

basis (e.g. every night, or twice a week, etc.) and to achieve this

pur pose, ask for a sequence of L HOTP values. 5 Assum ng that the client
can access and send not only the HOIP val ue but also other infornmation,
such as the counter value, a nore efficient and secure resynchronization
met hod i s possible. The client application can send the HOTP- client val ue
and the related C-client counter value, the HOTP value acting as a nessage

aut hentication cogg s%ienﬁbﬁaﬁ%&%gmﬁﬁe&'ﬂ&e@@&ﬂ@ﬁc}@ﬁﬁﬂﬁbﬁ oh b rdglitar f ol | owi ng
are all true, where Cserver isits own_currepnt counter val ug 1) Gclient

>= C server basi (). egeryimighhtor twigs 3 Biegle piod and toachigpe.tus nupose.@dr 8| j ent i s

val i d HOTP( Jvalhdstrue, the server sets Cto Gclient + 1 and
client is I%e&ﬁegc ?fc%%mgﬂ"’ﬁ‘ﬁ this case, there is no need for nanaging a

| ook- ahead wi ndow anynore. The probability of success of the adversary is

onty VIIGLS or T kGt ok el ol Ldbing SudfionipEtioTs sualugousl y o be

able to imcrease’s refore rove the systemusability
wi t hout |rrpazﬁsdastlyerhﬁfen%mwsub}yastﬁhp@mreesa}lm@mﬁﬁ jeghandseardcol can be

used whenev e fo. t h 0{]1%&1:%[1161‘96 o@%%gssﬂ) tI‘Hg cﬁ:elu{ %ﬁweﬁﬁﬂ caf§enf the HOTP-

client value and the related C-client counter value, the HOTP value acting as a
message authentication code of the counter.

10
The server accepts if the following are all true, where C-server is its own

current counter value:

1) C-client >= C-server

15 2) C-client - C-server <=8
3) Check that HOTP-client is valid HOTP(K,C-Client)
4) If true, the server sets C to C-client + 1 and client is

authenticated

26 In this case, there is no need for managing a look-ahead window anymore.
The probability of success of the adversary is only v/10"6 or roughly v in one
million. A side benefit is obviously to be able to increase s "infinitely” and therefore
improve the system usability without impacting the security. This resynchronization
protocol can be used whenever the related impact on the client and server

25  applications is deemed acceptable.

Another option can be the introduction of a Data field that would be used for
generating the One-Time password values: HOTP (K, C, [Data]) where Data is an

23



25 applications is deened acceptable. Another option can be the
introduction of a Data field that would be used for generating the
One-Ti me password val ues: HOTP (K, C, [Data]) where Data is an 23 optional
field that can be the concatenation of various pieces of identity-rel ated
information, e.g., Data = Address | PIN. One could also use a Tiner, either
as the only noving factor or in 5 conbination with the Counter - in this
case, e. g. Data = Tiner, where Tiner could be, e.g., the UNIX-time (GVI
seconds since 1/1/1970) divided by sone factor (8, 16, 32, etc.) in order
to give a specific tinme step. The time window for the One-Tinme Password is
then equal to the tine step multiplied by the resynchroni zati on paraneter

as defined RefErad Bafeanith tiEcohadtehafidn SOGEBESIaSSs bl idedtityrelatdp and 7 for
10 the resynchroni zati on paraneter, we obtain an acceptance wi ndow of +/- 3
m nutes.  Udifagmationet s, Pater dddegss WRlNe for more flexibili ty in the algorithm
i npl ementation, provided that the Data field is clearly specified. An
enbodi nent of the present invention can be inplenented by a processor 15
coupl ed to a nendrycoulhaspuisasEmer, eithen apthe gniyaping 2¢9F YG8e ni cropr ocessor

or an p! icﬁl%li){-ﬁlgtri]on%ﬁ?- L%uﬁt@g—ﬁ.ﬁqlﬁg &fle G d PHlal= TRk, AEROPINRS cAdq | east part

of the nmetho accor dance w an enbodi nent of ‘the present invention in
its hardwar deang/ dre UNIX-time (@MT Raeondesingeyl/ YA D ctividgd biespmedagtord®. can store

digital infaqr ion. such as N n@ﬁ MR WindRy B GHestsmel | @sh
menory, andqtﬁr%’ﬁc{j&o#ﬁrgo Vr?[?r%?ecggn %&gﬁ'g‘rhe |nstnr1uct?%n_s adapted to be
execut ed by Hakevopd Belemqnal t@thp dnfectepratltiplisd by theaesyndfroniesiwnmet hod i n

accordance with an %d' t of the pre j L:0n. gﬁ 7R§0cessor can
be coupl ed tp(ﬂméﬂe%éfi ?‘5 F%E@d&r?‘ \‘/ﬁwectﬁkea%te%%c’rﬁtd?\é{i | '(t)lﬁﬂéié%a % s_ucr h as OTPs
and ot hep dahéeshRirobi@atidfardntteryes diithin ath hamptance window of +/- 3 minutes.

Using a Data field can make for more flexibility in the algorithm implementation,

provided that the Data field is clearly specified.

An embodiment of the present invention can be implemented by a processor
15  coupled to a memory. The processor can be a general purpose microprocessor or an
Application Specific Integrated Circuit that embodies as least part of the method in
accordance with an embodiment of the present invention in its hardware and/or
firmware. The memory can be any device that can store digital information, such as
Random Access Memory, a hard disk, flash memory, and the like. The memory can
20  store instructions adapted to be executed by the processor to perform at least part of
the method in accordance with an embodiment of the present invention. The
processor can be coupled to a network, through which authentication data (such as

OTPs and other data) can be sent for verification.

25 A system for authentication in accordance with the present invention can
include a token with a token processor and a token memory and a validation server
with a server processor and a server mermnory. The token processor implements the
OTP generation algorithm based upon instructions stored in the token memory. The

token memory can also store shared secret K and token counter value C. The

24



25 A system for authentication in accordance with the present invention can
include a token with a token processor and a token nmenory and a validation
server Wwth a server processor and a server nenory. The token processor

i npl enents the OIP generation algorithm based upon instructions stored in
the token nenory. The token nenory can also store shared secret K and
token counter value C. The 24 validation server processor can inplenent the
OTP val i dation al gorithm based upon instructions stored in the validation
server menory and validation server counter value C and shared secret K
al so stored in validation server nenory. Validation server nmenory can also
store other paraneters, such as throttling paraneter T, |ook- 5 ahead

wi ndow si ze v%ﬁdag{fo sertPré RSP cHAMpRARS: thé HTPIAliOR alpegsmMbed worpUt ed
based upon K an , to” the validation server. The validation server can

cal cul ate a invmictionystopess s valifation ServerBRANRY ARHVAECanqIESSRYTECQUNICE o nat ch,
the validatiof 3STY@haf@ilelel £ulsHbrdie vilbkion] @iel Siodidey. Vautipassvor ds
an n,

based upon erenis an integer froml to s. If_none of these
cal cul at ed cwevet ineoyass wov sorerndlier herametses, gk anibraitling paapster 1189k ¢ he

t oken, t val i dati,on server can send a signal indicating a failed
val i dati on %‘F?@W‘f’w?l?g%ﬁg&of the cal cul ated one tinme passwords matches
the one tine password received fromthe token, the validation server can

send a signal in g[t[xlg ?‘?t}‘lﬁq g%{gﬁef]i‘g Hs? §1i(l:etc t?nﬁ%{y%gwéé‘?,ltdggﬁ#{eﬁ %aseyﬁgcsyﬂsl ?{ﬁ]&i @l {oon server

can suspend furt e unsucc val i dati on
attenpts, ange ¢aiflafideetved Ty Stkidution sarvir st celailate vondtime piskwerd bessdt a gi ven

deser pt i on Mol § IRF Gopad: sl GBet o R e bERERTNED )
present {§Vesle b paSivirds RsEDGAENE (Jes,ivdese 1 iseadteges foibled salfove woul d be
found to he Ig\gnte %Et‘t%eéehcglclsll%?e%%ng i te?)gssiwrc]:}/ s%aﬁt&gs 191% pgs%%orc&c regc-als}eldlfrcoilzr{1 the art.
the token, the validation server can send a signal indicating a failed validation
atterapt. If one of the calculated one time passwords maiches the one time password
received from the token, the validation server can send a signal indicating a
15 successful validation. The validation server can suspend fm‘th@r validation attempts
after T unsuccessful validation attempts, and can alert a system administrator to the

effect that a given token is the source of several such failed attempts.
The foregoing description is meant to illustrate, and not to limit, the scope of

20 the present invention. Other embodiments besides those described above would be

found to lie within the scope of the invention by one of skill in the art.
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25 What is clainmed is: 1. A systemfor authentication, conprising: a token
processor coupled to a token nenory, said token nmenory storing 5 shared
secret key K and token counter value C, said token nenory further storing
instructions adapted to be executed by said processor to generate a one
time password; a validation server coupled to a validation server nenory,
said validation server nenory storing shared secret key K and validation
server counter value C; 10 said token processor calculating a one tine
password by generating a HVAC- SHA-1 val ue based upon a key K and a counter
value C, truncating the generated HVAC- SHA-1 val ue nodulo 10"Digit, where
Digit is the nunber of digits in the one tinme password; and sending the
one time pasgpRidelgelifie validation server for validation. 15 2. The
systemof claim1l, wherein said validation server nenory further stores a
| ook- ahead parameter s, and where said validation server nmenory

instructions; areA%}é%ﬁ}%?QutﬁéhuEa?doﬁ é(ﬁ{phgﬁgl on server processor to calculate
ased

a one time passwor upon K and C +n, n being an |nte er from1l to s,
until the one t|médga$$mmﬁnrQﬂm@éﬁtmkﬁ@b@@%@ﬂ%ﬁ%dv’Pﬂ%ﬁﬁ#ﬁﬁfqg§gver mat ches

the one tJme,pas §%@thﬁ%ﬁcaﬁh\&ﬁgn 5208 VRGe ct QALRKH mBTsry, firthel BRriAy St em of

claim 2, erein I's no natch between the recéived one tine
passwor d andnstucthdrcudagttetiodeexeduind byasid wmceksot aeanadpdiopgtigesi gnal
indicating 25 a éalled validation attenpt. 4. The system of claim 2,
wherein if t¥EFE s a match between the received one

a validation server coupled to a validation server memory, said validation

server memory storing shared secret key K and validation server counter value C’;

10 said token processor calculating a one time password by generating a
HMAC-SHA-1 value based upon a key K and a counter value C, truncating the
generated HMAC-SHA-1 value modulo 10"Digit, where Digit is the number of
digits in the one time password; and
sending the one time password to the validation server for validation.

15
2. The system of claim 1, wherein said validation server memory further stores
a look-ahead parameter s, and where said validation server memory instructions are
executed by said validation server processor to calculate a one time password based
upon K and C’+n, n being an integer from 1 to s, until the one time password

20  calculated by the validation server matches the one time passivord received from the

token or n=s.

3. The system of claim 2, wherein if there is no match between the received one
time password and a calculated one time password, then sending a signal indicating

25  afailed validation attempt.
4. The system of claim 2, wherein if there is a match between the received one

time password and a calculated one time password, then said validation server

processor sending a signal indicating a successful validation.

26



time password and a cal cul ated one tine password, then said validation
server processor sending a signal indicating a successful validation. 26
5. The systemof claim 3, wherein said validation server nenory further
stores a throttling paraneter T, and wherein a throttling signal is sent
if the nunber of failed validation attenpts is equal to T. 5 6. The system
of claim1, wherein said validation server nenory further stores a
throttling paraneter T, and wherein further validation attenpts are
suspended if the nunber of failed validation attenpts is equal to T. 10 7.
A validation server, conprising: a processor; a menory coupled to said
processor, said nenory. storing share secret key K, validation server
counter value C, |ook-ahead wi ndow paraneter s and instructions adapted
to be executed by said processor to receive a one tine password froma 15

t oken, cal cul-at e The systent pirlaipsd Sheicin Bif GHARICRSPE MERNEEIEGAS9C 3] ue based
upon key K . I sl b C- SHA- i
p y %@%@%}%ﬁ&%ﬁ M8 wherein'd tHRVERhE SEnd ReseAENBie AlRBerRIFA

val ue nodu ere Digit 1s the nunber of digits in the one tine
passwor d andailelonjidationtatienpts isghated. one time password to the one tinme
password yeceived from the token. 20 8. The validation server of claim?7,
wherein i'f the calculated one tinme password does not natch the one tine
passwor d rec@i vedht systert bicltiokls wherai sdid/elifdationiseryer memomyfugher slgreat es one

time passwor dg based, URON. £ &¥a it AAHINRaaRh Yepid o shipeRtRlGnan | Nt eger

from1l to s.
nnmber of failed validation attempts is equal to T.

10 7 A validation server, comprising:

a Processor;

a memory coupled to said processor, said memory. storing share secret key K,
validation server counter value C’, look-ahead window parameter s and instructions
adapted to be executed by said processor to receive a one time password from a

15  token, calculate a one time password by generating a HMAC-SHA-1 value based
upon key K and a counter value C’, truncating the generated HMAC-SHA-1 value
modulo 10~Digit, where Digit is the number of digits in the one time password and

compare the calculated one time password to the one time password received from

the token.

20
8. The validation server of claim 7, wherein if the calculated one time password
does not maich the one time password received from the token, said validation
server calculates one time passwords based upon key K and counter value C™n, n
being an integer from 1 to s.

25

9. The validation server of claim 8, wherein if the received one time password
does not match a calculated one time password, then sending a signal indicating a

failed validation attempt.
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25 9. The validation server of claim8, wherein if the received one tine
password does not match a cal culated one tinme password, then sending a
signal indicating a failed validation attenpt. 27 10. The validation
server of claim8, wherein if the received one tine password does not
match a cal cul ated one tinme password, then sending a signal indicating a
successful validation. 5 11. The validation server of claim@8, wherein said
menory stores a throttling paraneter T, and wherein further validation
attenpts fromthe token are suspended after T failed validation attenpts.
12. A method for validating a one tine password created by a token by 10
generating a HVAC- SHA-1 val ue based upon a key K and a counter val ue C

truncating tfie generati@fioibéierDFtaiin 8 alhiecimitdhe @cchddngitne paksevoed Di gi t i s
the nunber of digits in the one tinme pas rd, conpr.ising. calculating a
one time pasirbret machepsaiailaded refime m%@%%ﬁﬁ@ﬂ%ﬂ%l‘%&@%? d by
generating qﬁﬁy%gmgﬁﬁa&kﬁalue based upon a key K and a counter value C

truncating the generated HVAC- SHA-1 val ue nodul o 10"Digit, where Digit is
the nunber of digits in the one tinme password; conparing the cal cul ated one

time passporg to fﬂé%ﬁ@ﬁi%%%&%%@@la& BB iR 338 WRhfry 46Ws 4 furdth@Be 1S no
mat ch, then 1'ncrenenti ng by 1, recalculating the one tinme password, and
if there is mrirhétenih andwhereincforiber mefidagon @twgmmet@qn arg Bispanded ati ng t he

one tinme pas ' r he recal cul ated one tine password to the
recei ved onegﬁgﬁgm%%§§§g¥§?ahn t% C =C +s, where s is a | ook-ahead

12. A method for validating a one time password created by a token by
10  generating a HMAC-SHA-1 value based upon a key K and a counter value C,
truncating the generated HMAC-SHA-1 value modulo 10"Digit, where Digit is the

number of digits in the one time password, comprising:

calculating a one time password to compare to the received one time
15  password by generating 2 HMAC-SHA-1 value based upon akey K and a counter
value C’;
truncating the generated HMAC-SHA-1 value modulo 10"Digit, where Digit
is the number of digits in the one time password;
comparing the calculated one time password to the received one time
20  password, and if there is no match, then incrementing C’ by 1, recalculating the one
time password, and if there is still no match, continuing to increment C°,
recalculating the one time password and comparing the recalculated one time
password to the received one time password, until C’=C’+s, where s is a look-ahead
window parameter.
25
13.  The method of claim 12, wherein if the calculated or a recalculated one time
password matches the received password, sending a signal indicating a successful

validation.
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w ndow paraneter. 25 13. The nmethod of claim 12, wherein if the cal cul ated
or a recalculated one tine password matches the recei ved password, sending
a signal indicating a successful validation. 28 14. The nmethod of claim
12, wherein if the calculated or a recal cul ated one tinme password natches
the recei ved password, sending a signal indicating a failed validation
attenpt. 5 15. The nmethod of claim 14, further conprising suspendi ng
validation attenpts if the nunber of failed validation attenpts exceeds T,
a throttling paranmeter. 29

14. The method of claim 12, wherein if the calculated or a recalculated one time
password matches the received password, sending a signal indicating a failed

validation attempt.

5 15. The method of claim 14, further comprising suspending validation attempts
if the number of failed validation attempts exceeds T, a throttling parameter.

29



