8 August - 2005 | NFORVATI ON PROCESSI NG METHOD/ APPARATUS ANp g@gﬁym@
BACKGROUND OF THE | NVENTION I n general, the present invention relates to an
i nformati on-proc¢essi ng nmet hod, -an i nf or mat i on- proecessi ng apparat us,
program st orage nedi um and a program -More ..particularly, the present
inventionirel ates to an |nf®rnat|on =pr.ocessi ng nethod and an information-
proceSS|ng apparatus, which dare used for -preventing a” content from being
copi ed and used -illegally.wthout a, license fromthe owner -of the content

copyright, RieYRaTek PRPCRERTHG SFTROD/APPRARATUSNANDOPROERRY net hod and
a program storage mediumfor storing the program In recent years, a user

provi des nusical data owned by itself to another user -and receives nusi cal
data not - owned by itself from another user through the Internet in a

content-g¢ ws a plurallty of users to exchange

nmusi cal E§§g8$%pﬁ$ é% %§E1%€?%%@&¢ﬁ .such a content exchangi ng system
theoretically, _music or ther cont.ent o b n thus be

enj oyed by ot hen genexal Th (ﬁrees‘?&tnf'lhveé"r &o&ﬁgt%%ﬁg/gtr t%gl pur chase such

a. piece of nusic and such a content, Eesult since suchge pi ece of
musi c or1§Q@nm@t@@mt@ﬁ@cqsgin@gggth9605an information- -processin .

apparatus, a program storage medium and a program More
_particulariy, the present 1nvention relates to an

information- proce531ng method and an information-
'-proce951ng apparatus,_whlch are ugsed for preventing a
content from being copied and used illegally w1thout a’
.-1lcense from the owner of the content copyright,:a
proéram for 1mplement1ng the information- proceeslng
method and a.program storage medlum for storlng the
- program.
In recent years, a user provides musicel data owned-
'bf itseif to.anoteer user and receiVes musigaltdate not
owned by itself from'ahbther gser throﬁgh the Internet in
a content-exchanging system that allowe a plurality of
-users to exchange musical data for free of charge.
In such a content- exchanglng system, theoretically,
music or another'content owned‘by one user can thus bhe
enjoYea by other users. Therefore, mang.ueers do not have

to purchase such a piece of music and such a content. As

a-result, since such a piece of music or euch a content
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is not well sold, the owner of the content copyright |ogeggagepportunity
to gain a royalty for the use of the piece of nusic or the content
acconpanyi ng the sales of the piece of nmusic or the content. In society,
there is thus a demand for prevention of a content from being copied and
used illegally. SUMVARY OF THE | NVENTI ON Enbodi nents of the present

i nventi,on address the problens descrlbed above to reliably prevent a

cont entS £P& Sé#néoagedth?lgﬁ%?¥yo IHP%c%QﬁEﬁﬂﬁx?Qﬁ%qiéit‘aspect of the
present invention, there is provided an information processing apparatus
for al L&esy q@s@@@%ftual@dnt:@mgaw PedQpilhy &Yl tbenssef 6f &G8Fng t he
content. The information-processing apparatus includes: content storage
means fdecst ofi mgsacl prehbe- copeent yaeepiwdrind e farlespedi fying the
license required by the user in using the content, encrypted data of the
cont entthangilkey oif oosati om tbqucpetehbr decrypting t he encrypted data of
the content wherein the key information includes content key fbr
decrypting the Ienssgipited dakaeof st heusontdnisnd iftengeesbatage neans for
storing the license including a content-specifying information for

speci f yifna cbheegdntredh, bbhggusepobdWah@hussd al 1 psgsll 1¥. August 2005

SUMMARY OF THE INVENTION

Embodiments of the present invention address the
problems described above to reliably prevent a content
from being used illegally.

In accordance with an aspect of the present
invention, there is provided an inforﬁation processing
apparatus for allowing usage of a content by requiring a
license for using the content. The information-processing
apparatus includes:

content storage means for storing a license-
specifying information for specifying the license
required by the user in using the content, encrypted data
of the content and key information required for
decrypting the encrypted data of the content wherein the
key information includes eontent key for decrypting the
encrypted data of the content;

license storage means for storing the license
including a content-specifying information for specifying
the conﬁent, the use of which is allowed;
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judgment neans for forming a judgment as to.whether or 8%lg Laeobs cense .
required by the user inusing the content has -been stored |n the |license

storage neans; and decryption means, which is used for decrypting the -
encrypted data of the content on condition that an outcone of ‘t.he judgnent
formed by the judgnment nmeans  indicates that the |license required by the
user in-using the- context has. béen -stored in -the [|i-cense storage
nmeans. The information-processing apparatus further includes transm ssion

means for transndddiéh@ hd&dSfor ARG | MC  Wliiéht & to. whether

| i cense-identification information for identitying the |license required by
t he user h n celVv s:fo e ng the license
transntttgg %ét QP&Cgﬁggﬂégr%ggﬂgrgs gg F?gngggge % %3%@@ Ll)r{éecelved by the
recei vi ng geans | red Lic storage _ .

[ nf or et | SR P At cRRF raeGDpRFaraS Hhr ERGr LLP RGP ABLor BBF BT Ry Mdns for
repronC|ng the content s data decry ted by the decryptlon means, wherein
the data " of th&STHRIkOT Neadg: i gés Ay RAdng the -
movi ng- pi cture data_or a-conbination of them - The

i nf or mat | PEPRERS dakr phathe Bonterheen ¢oRrAbbERn delidec@hode- key storage

means for storing a. device node key. The key information includes-an EKB 3
ocutcome of the judgment formed by the judgment means

"'indicates that the license required.by the user in using
theé content has. been ‘stored in -the" license "stonratge nmeans.
The'inforﬁation—prdeessing epparatuS‘further-
iheludes transmission means for transmitting a liceﬂee
regquest including the license-identifieation information
' fer'identifying fhe 1icegse reQuired by the user in using
"the content and receiving means for receiving the iicense
transmieted by a license server. In -addition, the license
received by the receiving means is stored in_theiiicense
gtorage means. -
- The ieformatioﬁ—processing appa:atus'fﬁr;her
V_includes ;eprqducing means for'rebroducing thercentene's
.aata deerypfed_by the decryﬁtion means;.wﬁerein_the data
of the content is text data, imege data; audio data,
ﬁoving-picture data or ; combinatioﬁrof them.
The infOrmation~processingZeppa;atus further
inpludes-device-node-key storage ﬁeans_for storing a

device node key. The key information includes an EKB




8 August 2005 . (Enabling Key Block)'. The decryption nean ﬁgﬁﬁ§¥ﬂb§ the _EKB
(Enabling Key Bl ock) by using the device node key 'stored’l he ,
devi ce-node- key storage neans, -and decrypts data of the content by using a
root key obtained as a .result of decryption.of the EKB. 1n the .

I nf or mat.i on- processi ng apparatus, the key information further includes a
content. key encrypted by using -the root key of. the EKB (Enabling Key

Bl ock) . The data of the content is encrypted by using the content key.-
The decrypig _ y I t a . n p by using
t he conteiﬁﬁqgg}-gﬁ 3§§ﬁ§1¥%%§fogﬁhgeégcg%?g?ﬁgdﬁggﬁg é%§€?§£%f£§%cryption
of the EK |_i Key:Bl.qock) .by using the device node k stored in the
deviceﬁno?g&fgggg?gag'eiﬁgahg9c%ﬁ %Héuﬁﬁg r i§3y5F808§§Fn§%§pparatus,_the_
|l i cense further, i,ncludes usage-cqndition information shqQw_ng-a condition

for using &ie&efodttelre G616 -RAACHRSYS S4PFEAEIMEF EneaPACcEREEYPYEN the

i nformati gn-processi ng apparatus, the. |icense further-includes an
el ect roni 8a$pgR4t fhe spgteat by using a yeetekekegbbpinefli 88n3e server. The
i nformati on-processi ng apparatus further has termnal-11) Sstorage neans

for storiﬁgsaltepﬁidabryppégnf9fnghEnE§Bnation i dentifying the information
: | | In the information-processing apparatus, the key |
'information further inclﬁdés a‘content'key.encrypted'by
"using the root key of_the.EKBx(Enabling Xey Block). The
- déta of £he content is éhcrfpted bf.using the content key.
'Thé de&prtion'méaus.décrypts the data of the qogteﬁt
'encrypte@ by using the coritent key by.using the root key'
obtained as a result of deéryptién of the EKB (Enabling
' Key-Block) bf using the device ncde kéy stored in the
device-node-key storage means. ‘
In the information-processiﬁg'apparatus, the
license furthe¥ includes'usage~éondition information ' ‘
showing a condition for usiﬁg the content, use of which
- is allowed-by_the license.’
In the information~processing apparatus, the
-1iéense further includes an electronic signature signed
by using a secret key of a license server. |
The information-processing apparatus further has

terminal-ID storage means for storing a terminal-

specifying information identifying the information-

4




8 August 2005 processing apparatus. The |icense request éﬁ@&&ﬂk@ﬁ@d by the
transm ssion neans further includes the termnal ID store n e
termnal -1 D storage neans. The license received by the receiving nmeans
includes a termnal ID. The judgnent neans conpares the
termnal-identification information included in the license with the
termnal- identification information stored in the termnal-1D storage

means, and_ determ nes af_t | i r i ej.ving nmeans is
o1 cereet Tt D ad Dt b di e iR, e P nct uded | n
the license _matches, the termnal-identificati infornation.stored in the
Ler mi nareF O SHOTSgE A St i dance WER Shet e "Abpect ol t he
present, inyentign, there i ovided an infornmation; processing nethod
for al I%Wﬁ%gal%s et‘beﬁgjenaaf'cﬁﬁlt%ﬁ?r%?e BT i @etﬁjeg%%%? to have a

| icense for using the content. The intorqption-processi g_net hod

conpr i sERCEHVRDMeMNS Gy e PP SsdaGiNGes B E@ﬁg‘énP% f8r speci fying
the license required by the user in using the_ content, encrypted data of
the conflemt]utEeey Ne3HIGRIRTIET ddif redtigr iddapitifdFatiéencr ypt ed dat a
of the content wherein the key information includes content key for

decr ypt imEp et et riypstladlaghtia dhe Hd cepweemiitha thecERgB18Rdrage step of
storing the license including a content-specifying information for

speci fyldgntification information stored in the terminal-ID

storage means, and determines that the license received
by the receiving means is a license allowing use of the
content only if the terminal’ ID included in the license
matches the terminal-identification information stored in
the terminal-ID storage means.

In accordance with another aspect of the present,
invention, there is provided an information-processing
method for allowing a user to use a content by requiring
the user to have a license for using the content. The
information-processing method comprises:

a content storage step of storing a license ID for
specifying the license reguired by the user in using the
content, encrypted data of the content and key
information required for decrypting the encrypted data of
the content wherein the key informatioh includes content
key for decrypting the encrypted data of the content;

a license storage step of storing the license
including a content-specifying information for specifying
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5 8 August 2005 the content, the use of which is all owed Q¥ &Q?Dbgcense; a
judgnent step of formng a judgnent as to whether or no? A& r'eense
required by the user in using the content has been stored in the |icense
storage neans; and a decryption step, at which the encrypted data of the
content is decrypted on condition that an outcone of the judgnment forned
at the judgnent neans indicates that the license required by the user in
using t C ha b o] j. N, ' r ns. In

accor dand IR utPRep SheRbotThr THe BHLERN ¥y Tl HEASE. T

provi ded a programto be executed by .a conputer for carrying . out
processi ng of a?llﬂé?ﬂf%%mﬁﬁﬁp QQ)ﬁﬁﬁglégcﬁggﬁﬂgmﬁﬁtr%ﬁLﬁ?iWRé%hﬁ§ user to
have a |license for using the content. The program conprises: a content

st or age ¥ dpptofthst driiGegse meCsALed Syethry HAGT] ﬁPoPﬁﬁgBlo?or speci fyi ng
the license required by the user in using the content, encrypted data of

t he cont®Httedyid Nesy Hesoskeresh inedlier ddCEBES GBRFFPEI RGRRE eMCrypted data
of the content wherein the key information includes content key for
decrypting the 2 elFprtdPrddtterof athehdeht éhe; cackryeérsedatar 8§e step of
storing the license including a content specifying information for

speci fyithg conéeosnientecripted eonfcatdidhidns tAdtowed by cere Picense:

the judgment formed at the judgment means indicates that
the license required by the user in using the content has
been stored in the license storage means.

In accordance with a further aspect of the present

invention, there is provided a program to be executed by

a computer for carrying out processing of allowing a user

to use a content by requiring the user to have a license

for using the content. The program comprises:

a content storage step of storing a license

specifying information for specifying the license
required by the user in using the content, encrypted data
of the content and key information required for
decrypting the encrypted data of the content wherein the
key information includes content key for decrypting the
encrypted data of the content;

. a license storage step of storihg the license
including a content specifying information for specifying

the content, the use of which is allowed by the license;




6 8 August 2005 a judgnent step of form ng a judgnent as %@ @%%bggr or not
the license required by the user in using the 6a 8 Augus? g content has
been stored in the |icense storage neans; and a decryption step, at which
the encrypted data of the content is decrypted on condition that an outcone
of the judgnent formed at the judgnent nmeans indicates that the |license
requi red by the user in using the content has' been stored in the |icense
storage neans. The programor a portion. of: the .,programis encrypted.

I n accordance awijillgmanst ktepf of t ReFmBspecty igndie aRr esenhetA¥ENt i on,
there. is provided a |license server for :-issuing a license for allow ng
use Of g el Ofk. 1TBEnski FEANErSETNPTLIOTIIAS AN sind ¢aBse storage means
for storing the license including: content-spe0|€y|ng-lnfornatlon for
specifying the content, use of which is allowed by the |icense; and
termnal'-identification information for identifying an

i nformati on-processi ng apparatus; receiving neans for receiving a |license
request
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including a license-identification information for idenéifé g¥bge Ilcense
fromthe information-processing -- apparatus; extraction ﬁ@ e
extracting the |icense -identified by the license- i dentification

i nformation 8 August 2005 included in the license -request fromthe Ilcense
storage neans; processing neans for addlng the termnal - identification.
information to the license extracted by 'the extraction. means; signature
‘means for putting a signature on the ticense including the

termmnal -identification informati on added by the processing means "by using
a secret ®Ajtent hag heerrsiored vim ; thedl i¢emss iragaaeeansorand
transmtting the license with the signature put thereon by the signature

nmeans to .the ianflecrepitdonpsdegssiatg wikedr dhes entrypteldi datehef - |icense
request was received. In accordance with a still further aspect of the

' Present thperdritamt tie rds i@ d Vo egbradint fed i to A tditond @Fessi ng
met hod for "issuing a license for allowing use of a content. The other

i nf or mat ighe PRERESINE JRIdOG t GHDI{ ERfiient odrL M Ht@AgMat ep of
storing the license including a content-specifying information for
SDEC|fY'Whe license required by the user in using the content has’
| been stored in thé license storage means.
The‘ﬁrégram or a portiOn_pf=the.proqram is
éncrypted. |
In aécordaﬁce with. a still-further aspect of the
. present inﬁention,-thére.is'proyiﬁedra license servér-for
_ﬂissuing'a 1icgnse'for allowing use of a content. The
.iicénse éefver comﬁriées:
license storage means for gtoring the iicense
iﬂéluding: l
co#tentfspecifying»informatidh fpr spécifying the
COhtéﬁt, use of which is alloweﬁ by the license; and
terminalwidentification information for idéntifying
an iﬁformation;proceésing.apparatusi |
receiving means for receiviﬁg a'license request
including a license-identification_informatioﬁ for
identifying the license from the information-processing .’
apparatus;
extraction meaﬁs for ex;ractipg the license

identified by the license-identification jnformation




the content,” use of which is allowed by the license and §Augwﬂ2005

termnal -identification information for identifying an

i nf or mati on- processing apparatus; a receiving step of receiving a license
request 8 August 2005 including a |license-identification information for
identifying the license fromthe infornmation- processing apparatus; an
extraction step -of extracting the license stored .in the |icense storage
means and i‘dentified by the license-identification-information included in
the |license_request rocessing step of adding the. the terninal :
identific S &Pnﬁpﬁoﬁ1F@nﬁﬁerﬁﬂyéﬁ§efﬁﬂmrEbﬁedlaEnBBeSEDraget|on st ep;
a S|gnature step of putting a signature.on the }icense including the

term nal ' Me@&&tii fi cation informati on added at the processing step by using
a secret key of a license server used in the information-processing

met hod; and a trpneseessimn wBéeps of of radding tiHy td@nidLense with the
signature put thereon at the signature step to the information-processing

appar at us idenetifdbachohhenfokhe €068 £E8ULRSE 1Y8EnEECELVES LR BECOr dance
with a still further aspect of the present invention, ﬁere 'S prOV|ded

anot her - PEREr&Rti&ction. means;
signaﬁure means for putting a sigﬁature on fhe
_:1icense_inc1uding'the terminal-identification inforfation
‘added by the processing means by using a sécrét key of
the:license server; and |
transmission means for transmitting theﬁlicenée
‘ yiﬁh thg signafure put thereon by the signature means to
_tpe inforﬁgtioﬁ-proce#sing apba;atus. from which the -

license request was received.

In accordance with a still further aspect of the

-presenf invention, ﬁhere‘is pfo#ided another information-
.processing method for issuing a license fof_alléwing usge
6f a céntenﬁ. The‘dther inforﬁation-processing meﬁhod
combrises:

a license sforage step of storing the license
inciuding a content;specifying information for specifying
the content, usé of which is allowedfhy the license and a
terminal-identificafion infdrmation for identifying an

information-processing apparatus;

a receiving step of receiving a license request



be executed by a conputer for carrying out processing Ofs%@gH&g@ g”license
for allowng -use of a content. The , ot her program conpri S€ES; 8 August
2005 a license storage step' of storing the license including a o
content-identification information for -specifying the content, use of -
which is allowed by the Ilicense and a termnal identification information
for identifying an information-processing. apparatus; a.receiving step. of
recei-ving a-license request including a |icense-identification-information

for _LdenLLf{in% the _|icense fronytbé i nformation. -processing apparatus;
" an extr d®CiEFIBgep dficepeeaddengifinatirneinBormatidn foxrthe |icense
storage step and identified by the "license-identification information

i ncl uded Adenkdfyliingetbe légeese; fmopr bhesinfigrmaepontprcdesginde terninal -
-identification information to the license extracted at the extraction
step; a seppatatasstep of putting a signature on the |icense including the
termnal -i-dentification informati on added at the processing step by

using: a secret kay éswerhct Tod NErd gl Bl AIHRC AER NG dBIO G A a
transm ssion step of transmtting the |icense
“in the license storage meaﬁs and identified by the
.iicense-identifipation-inﬁofmation included in the
‘license request;
" "a processging step éf adﬁiﬁg thé_ééiﬁinal-
idént%ﬁication information'to the iiéense extracﬁed at
'-;he ektraction step;
a sigpature-step'of putting a sigﬁatﬁre on.the -
license iﬁcludingAthe terminal-identificétion.iﬁformation
"~ added at ﬁhe processing step by using a seqret'key of a
license'server.used in the information-processing method;
and
a transmission steﬁ of transmitting the license
with the éignatu;e put thereon at thé signature step to‘
the informatignlprOCessing appérgtus, from.whicﬁ the
' liceﬁse requést was received;
In accordancé with a still fnfther agpect of the
'present invention, thére is provided*aﬁother program to
-be exequted by a computef for caffying out processing of

issuing a license for allowing use of a content. The

.other program comprises:




with the signature put thereon at the S|gnature step to 8%.§mﬂ2005
I nfor mati on- processi ng apparatus, -fromwhich the I|icense quest
received. 10 8 August 2005 In the information-processing met hod, the

i nfor mati on- processi ng apparatus and the program which are prQV|ded by
the present- invention, a content-is - decrypted and can be used on condition
that the user has a Iicense f or using the content. In the |icense server-
and the information .- processing nmethod provi ded by the present invention,
a valid license'is_issued only to. a specific..information- processing

appar at us: BRIEFaDESEFPF#1€$P€FQ¢FEt€FMthE§D$igg theé sticdiasck di agram
showi ng the configuration of a content-exchanging systemto which the
present iimedindiag ias caplenéd idengif2casianblio€brabageantshon ng t he
configuration -of a client shown in Fig. 1; Fig. 3 is a flowhart.used for

explaun|ngpepadweaslmgecabntedtouusbyothﬁh@bhemb 500¥Red bfithe 1 tO.
downl oad a content;- Fig. 4 is a flowhart-used for explaining - processing

carried olticeysa aﬁﬂtente§ﬁiﬁsl s8enbiEdcktYon 1&f6£h£¥fﬁﬂ(¥6f10|'ent with
a content; : ‘
1dent;fy1ng_an 1nformat10n-proc3531ng_apparatua;
Va ;ecéiving sﬁep,of recéiviqg a iicense-request
iﬁcluding a 1icense-identificafion:information for
idéntifying thexlicénaenﬁrom fhe iﬂformation~ﬁrbce§sing
apparatus; |
an extraction step of extracting ‘the license éﬁored
-'at the llcense storage step and identified by the '
1 11cense 1dent1flcation 1nformat10n included in the
licensg requést;

.a pfocessing step of adding the terminal-
1dentificat10n informatzon to the llcense extracted at
the extraction step, | |

a signature step of putting a signature on the
liéenge including the terminal-identification'information
addé@ at the pfocessing step by using a secret kéy used

~in the infotmation-bréceséing méthod;‘and |

a ﬁransmiééibn step of transmiiting the license
with the signature put thereon at the signature step té

the information-processing apparatus,. from which the

license request was received.
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Fig.. 5is a diagramshowing a typical format. -of data geﬁsﬁﬁg@g5at a step
S26 of the flowchart shown in 11 8 August 2005 Fig. 4;'.

fl onchart used for explaining processing carried out by the cllent shomm
in Fig. 1 to play back a content; Fig. 7 is a flowhart used for

expl aining details of processing carried out at a. step S43 of the
flowchart shown in Fig. 6 to acquire a license; Fig. 8 is a diagramthe
'conflguratlon of a license; Fig. 9.is a flowhart used for explaining
processing carried out by a'license server shown in Fig. .1 to issue a-
license; Fig. 18ni%he infacnationspdotessinplmebhod, dehails of processi ng
carried out at a step 545. of the flowhart shown in Fig. 6 to update a

li cense; Rinformatiisna piroowsisdny- appdrhmuseapﬁatnengrogtaﬁeSﬁhmghcarr|ed
out. by -the license server shown in Fig. :|I to update a license; Fig. 12

is an exphaeapevyideagbgmciBopirageal i0%0AREZA! I @NcBhckRYSisFI 9. 13 is an:
expl anat ory di agram show ng category nodes; Fig. 14 is a diagramconcretely
~showi ng tﬁﬁb%ﬁbted and can be used on condition that the user has
a license for using the content.
In the license server and the information-
Processing method provided by the present invention, a
valid lidense is issued only to a'stCific information-

processing apparatus.

BRI.EEI'." 'DE_SCRIP‘I.‘ION OF THE DRPtWINGS

‘Fiéf 1 is a block diagrem'showing the cenfigﬁration
of a'content-exchanging sysfemAto which the present
invention is epplied; |

Fig. 2 lS a block diagram showing the conflguration
-of a cllent shown in Fig 1;

| Fig. 3 is a flowchart used for explaining
prbceseing parried'out by the-client shown in Fig. 1 to
download a content;

Fig. 4 is a flowchart_used for explaiﬁing
proceseing'cerried out by a content server shown in Fig..
1 to provide a client with a content;

Fig. 5 is a diagram showing a typical format. of

data generated at a step §26 of the flowchart shown in
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associ ation of nodes wi th devices; Figs. .15A and 15B areg %&Ekﬁ E :
di agrans show ng 12 8 August 2005 the configuration of an Q% nabllng
Key Bl ock); Fig. 16' is an explanatory di agram showi ng use of the EKB
(Enabl.ing Key Block); Fig.. 17 is an expl anatory di agram showi ng a typical.
format of the: EKB (Enabling Key Block) ; Figs. 18A to 18C are explanatory
di agrans showing the configuration-of tags in an EKE (Enabling Key. Bl ock)
; Fig. 19 is an explanatory di agram showing' processing to decrypt a
cont ent b&‘ S|ng an DNK (Device Node Key); Fig. 20 is-a diagram showi ng a
t ypi cal Enabllng Key Block); Fig. 21 is an explanatory-diagram
showi ng . assignment of a plurality of contents to a device; Fig. 22 is . .
an- expl anat ory of&ayr eﬁnmm fitovikans cusedt Bgorégsiafithg 23 is a fl owchart
used for explaining a ripping process carried out by a client; Fig. 24 is
an expl anarorgsdingrearshedi ogtt be tBeNkigunat iNowef ia ﬂ@éerﬂﬁf§ ‘Fig. 25
I's an expl anatory di agram showing a typical format-of a content

play back a content;

' Fig. -7 is a flowchart uséd fér exﬁlaining details
.of_processing carried out at a. step 843 of:the flowchart
ghoyn in Fig. 6 to acquire a license;

Fig. 8 is a &iagram the COﬁfiguration of a license;

Fig. 9 is a flowchart used for expléiniﬁg
procéssiﬁg carrigd out by a license server shown in.Fig.
1 to issue a-licgnse; | -

Fig. 10 is d flowchart used for explaining details

of processing carried out at a step S45 of the flowchart

shown in Fig. 6 to update a license;
Fig. 11 is a flowchart-used for explaining
brocessing carried_out.by-the license server shown in Fig.

1 to:update a license;

Fig. 12 is an explanatory diagram show1ng an
organization of keys;
Fig. 13 is an exp}anatory diagram shoﬁing.category
nodes; |
Fig. 14 is a diagram concretely showing typical
aésociation of nodes with devices;

Figs. 15A and 15B are explanatory diagrams showing
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Fig. .26 is a diagramshow ng a typi cal certif{cate of a89&§@£9%8 key; 13
8 August 2005 Fig. 27 is an explanatory di agram show ng “dirstribution of a
content; Fig. 28 is a flowhart used for explaining processing earried out
by.a client to check out a- content; Fig. 29 is an explanatory diagram
show ng typical tracing-of an ERB (Enabling Key. Block) by using tags;
Fig. 30 -is a diagram show ng atypical ,configuration of the EKB (Enabling
Key Block); Fig. -31 is an expl anatory di agram showi ng the configuration of
a mark; Fig * 32 .is a flowhart used for explaining .processing carried
out by a EPPefiPRt9ptatiancofl a0 CBRBe(Emahlims Key sBloakichart used for
expl ai ning - processing carried-out by a |license server topurchase a
license;, . Fig. BW. dléariseal axlana tdirayddmgsiaonishgwine. useobfi gur ati on of
a mark; . Fig. 35 is a flowhart used for explaining processing carried
out by a theechRKBt (Emalhbimy Key drddif) cate of the client; Fig. 36 is a
flowchart. used for explaining
: Fig. 17 is an explanatory diagram showing a typical
 format of the EKB (Enabling Key Block);
Figs. 18A to 18C are explanatory diagfams_shéwing
thé.cgufiguration of tags in an EKB (Enéh;ing Key Block};
Fig. 19 is an explan?tory'diagram showing
processing to decrypt a content by using an DNK (Deviﬁe.
:que Key) ;
Fig. 20 is a diagram showing a typical EKB
-(Enébling Kef Block) ;
Fig. 21 is an explanatory-diagram showing
"assignment of a plurality 6f'contents t6 a device;
Fig. 22 is an explanatory diagram showing license
categories;
Fig. 23 is a flowchart used for explaining a
ripping process carried out by a client;
Fig. 24 is an explanatory diagram showing the
configuration of a watefmérk;
Fig. 25 is an explanatory diagram showing a typical
format of a content; ‘

Fig. 26 is a diagram showing a typical certificate

of a disclosed key;
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proce55|ng carried out by a content- _server to catal og thga %ﬁgkibbcate
8 August 2005 Flg '37 i's a diagram showing a, typical certiticate of a
group; Fig. ‘38 is a flowhart used for explaining processing carried out
by a contént server 'to forma group; Fig. 39 is a diagram show ng typi cal
processing to encrypt a content-key;. Fig. 40 is-a flowhart "used for
explaining processing carried out by a client jpertaining.to a group; Fig.
41 is a flowchart- used for explai-ning processing carried out by a client to
check out a Iicense to another client; Fig.. 42 is a 'flowhart used f.or -

expl aining ' protk®si3y Lmran eakni&nai;oxar e:‘lmaqrtant @hoegagve a |icense
checked out by another client fromthe-other client; Fig. 43 is a flowhart

used for éiptaihﬁngonp@ﬁcesebﬂﬂeﬁeqried out by a client to pl ay back a
| i cense checked out by another client; Fig. 44 is a flowhart used for

expl aining progeEshi N® G ld &0 thae %s%'d' QBtr EQp%Q‘f:ﬁlfn' nalicense
checked out by another client; Fig. 45is a art representing
prOCeSShﬁQroce931ng carried out by. a client to check out a :
conteat; | |
Fig. 29 is an explanatory diagram show1ng typical
tracing of an EEB (Enabllng Key Block) by using tags:
Fig. 30 is a diagram'showing a.tyﬁica; .
xconfiguration of the EKB (Enabling Key Block) ;
Fig. 31 is an axplanatory diagram showing tha
:configﬁratibh of a mark; |
Fig. 32 is a'élowchart ﬁaed for explaining
-proceaging carried out by a client to purchase a license; .
Fig. 33 is a floﬁchart.used fox explaining
'ﬁroceéaing carried out by a license sexver to purchase a
_license: |
Fig. 34 is an explanatory diagram showing the
: conflguratlon of a mark:;
Fig. 35 is a flowchart used for explaining
- processing carried out by a client tq-catalog'a'
certificate of the client;
' Fig. 36 is a flowchart ased for explaining
ﬁrocessing carriéd out by a content server tp_catalog the

certificate;
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carried out by a client issuing a request for-the procegsi t heck in a
| icense to another client 15 8 August 2005 carryi ng out ?%g@&ﬂ?%og .

| i cense-check-in processing represented by the flowhart shown in Fig. 44,
Fig.. 46 is an explanatory di agram show ng generation of a MAC (Message

Aut hentication Code); Fig. 47 is a flowhart used for expiaining
processing to decrypt an ICV (Integrity Check Val ue) -generation key;
Fig.-48 is a. flowhart.. used. for-explaining other processing to decrypt
the ICV genération-key; Figs. 49A and 49B are expl anatory di agranms show ng.
-1 CV- based manag&hent3bfispperditdansn tshawiyg & |Gypdnsd; - ceat ifiigats0 i s ‘an
explanatﬁé% di agr am showi ng managenent of |icenses. PREFERRED ENMBCDI MENTS
OF THE | N9ENFI xe®Pbg. 1 is a bl ock di agram showi ng the configuration of a
cont ent - exchangi ng systemto which the present' invention is applied. -

Cients 1-1 and Fi@2 ame iG0RNEQUAEhalrd ded Hoa' R&p1ainkfgt he fol I owi ng
description, the clients 1-1 and 1-2 are each denoted by generi-c reference

nuneral Ipirécédsisg rr QL KSABL LD égﬂéwq%eszq,éJWm dlents 1-1 and 1-2
fromeach other. In this exanple, only two clients are Shown. However, any

ar bi t.r ar ygwsigher

Fig. 39 is a diagrém showing typical processing to
.énc;yﬁt.a content~key;-

'Fiél 40 is a floﬁchart-ﬁéed for explaining
pfocessing carried out by a client pertaining to & group;
Fig. 41 is a flowchart‘used for exbiaiﬁing
prbcessing cafried out by'é c}ient_to check ouq.a license

ﬁo énéther client} |

Fig. 42 is a:flowchart uéed for explaining
'pfocessing carried out by a client to receive a license
checked out by another client from the oﬁher client;

Fig. 43 isla flowcharf used for explajning
ﬁroceasing carried out by a client to play back a 1iéense Z
checked out by another client;

Fig. 44 is a flowchart used for-explaining
processing carried out by a cliépt to check in a license
checked out by ahéther ¢lient;

Fig. 45 is a flowchart represeﬁting processing

carried out by a client issuing a request for the

. Precessing to check in a license to another client
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of-clients can be connected to the Internet 2, 16 8 Augugts gg obB

addition, a content server 3, a license server 4 and a. charging server.5
are also connected to the Internet 2. The content server 3 provides
contents ‘to the client 1, "and the |icense server 4 provides the client:2
with.a license required for using a content provided by the content server
3.. The charging server 5 carries out ‘a charging process for the client 1
when the client 1 recei'ves- a license fromthe |license -server 4. Any
arbitrary-nunber of content servers 3, license servers 4 and charging

servers 5ceamyhiegcontethedlteehbe- chetkriat pRockkging fepResbh@sk di agram
show ng-the configuration of the client 1. |In the client 1 shown it Fig.

2, a CPU bQEBhéatloﬁbﬁﬁeESbﬁewﬂnhh)FE& cghties out-various kinds of
processing in accordance wi th prograns- stored in a ROM (Read- Only Menory)

22 and prograns ﬁgﬁd% froma sior x‘ip'&lagQBrdfnPts% Rei (Random Access

Menory.) 23. A timer .., measures the aps {5 1e And supplies a result
?Lq{:??zaf 5*?%%“%%%“%& i, I0gaBRY R34 Fl 3R HE Gl ot 00 dae
proceSSI ng. An %chry%t'f % anc]L_loechrl_PgF]):Itl %r]se'"climftorzix%ri%&%ghg a
processlng tp decrypt an ICV (Integrity Check Value)
‘Qeneration key; | -
Fig;-48lisla-fiqﬁch@rt.uéed-ioﬁ]eﬁﬁiﬁinihg 6ther
pfocessipgrﬁo deérypt the IéV §eneration key; -
| Figs. 49A and 4§B are explanatory diagraﬁs shﬁwing
- ICV-based management of operatloﬁs to copy a 11cense énd
Fig. 50 is an explanatory dlagram showing

" management of licenses.

. PREFERRED EMBODIMENTS OF THE INVENTION
Fig. 1 is a block diagram showiﬁg the configuration

:_-of-a content-exchanging system te which the_presehti |
inyqntion is:applied\ ‘Clients 1-1 and 1-2 are connected
to the Internet 2. In the following description,.the
clignts 1-1 and 1-2 are each denoted by generic reference
numeral 1 if it is not necessary to distinguish the
clients 1-1 and 1-2 from each otﬁer. In this exaﬁpie,
only two clients are sﬁown. However, any arﬁitrary nu;bér

of~c1ieqts can be connected to the Internet 2.
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content and deérypts an already éncrypted content. A 17 %H 08005 codec
unit 25 encodes a content .in accordance with an ATRAC ( daH Ive Transform

Acoustic Coding)-3 systemand supplies the encoded content. to a -
sem conductor nenory 44 to be stored therein. The semi.conductor menory 44
is connectedto a drive 30 by -an input/output interface 32. In addition,
the codec unit 25 decodes encoded data read out fromthe sem conductor
menory 44 through the drive 30'. An exanple of -the semi conductor nenory 44
is a nenory stick (a trademark). The CPU 21, the ROM 22, the RAM 23, the
encryption and @ecag¢fitbonunatc@itentdséheeroslecauniéerde aservepnpected to
.each other ‘by -a bus 31 The bus. 31 is. also connected to _ the

i nput / out @md ianchatadag3dervee ENRRE/ AUEBUEOLALEEEACE032pES cONnected to an
input unit 26, an output unit 27, the storage unit 28: and a connunlcatlon

unit 29. Timetrfpdt 2UNifhL 6 out put
i émw%@ve%e}/%%ﬁ as a ?han LCD.

unit 27 includes a speaker and a display un

The comuniieati o0 YAkt R iESLHggssérﬂQgeE1 9v§ % gg&;hgdgpierneihg

communi cation unit 29 carries out connunlca I ons
To be norg; ¢fPECi il ns?herq&$|ent ggiﬁgghgugléog enécggggfgegna§og and

digital signals wt
the content server 3. . The charglng server 5 carries out a
charglng process for the client 1 when the client 1
recelves-a 11cense fréom the license“Servéf 4. |
Any arbitrary number of content servers 3, license
'servers 4 and charglng servers 5 can be.connected to the
Internet 2.
Fig. 2 is a block diégram showing the confiéuration
_of'iﬁe,client 1.
In the client 1 shown in Fig. 2, a CPU (Central
P;opessing Unit) 21 qarriés out -various kinds of
pProcessing in accordaﬁce with programs stofed iﬁ_a ROM
(Read- Only Memory) 22 and programs loaded from a storage
unit 28 into a RAM (Random Access Memory) 23, ‘A timer 20
measures the lapse of-time and supplies a result of
measurement to'theICPU 21. The.RAM 23 is also ﬁsed for
storing data required by the CPU 21 in the exeéution of
the various kinds of processing.

An encryption and decryption unit 24 encrypts a

content and decrypts an already encrypted content. A
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I f necessary, the input/output interface 32 is also 18 8 éﬂ%p&hz 805
connected to the drive 30, on which a proper storage negiu such as a -

magnetic disk 41, an optical .disk 42, a nmagneto-optical disk 43 or the
sem conductor nmenory 44 is nounted. |f necessary, a conputer program can
thus be .read out fromthe storage mediumand installed in the storage unit
28. The configurations of the content server 3, the ‘license server 4 and
the charging server 5 are not shown in figures. However, the content
server 3, the license server 4 and the charging: server 5 are each a
conput er CREECnYnA tc SR PREPEEFOA basteat| §nidecordahceviwith hen . client 1
shown In Fig- 2. For this reason, sone of the reference nunerals shown in
the confi §URAEI dAdabtiirg. TRansfivemusedus bt c desdindlo- 3 dopd iaalammponent s
enployed in the content server 3, the license. server 4 and the .charging

server 5 Fnpphéefothevengodescedptént. toBY s@hBididitbddy anduldiychiy t shown
in Fig. 3, the follow ng description explains processing to provide a

content ftonbéhet6paderhebOIiNEl Thd & dnliRcndu@tbrlmefidrsh@ynikn the figure,

the flowchart-begins with a step S1 at which the user“enters a conmand to

et dance o Th e Somma e HG By R R e 5, ¢ 20 10
In addition, the codec unit 25 decodeé encoded data réadu '
out from the semiconductor memory 44 through the'dgive 30,

An'example of the semiconductor memory 44 is.a
memory stick (a trademark).

| The.CPU él,'the ROM 22, the RAQ 23, the.encrybfion
.and deqryptign unit 24, and the.codec unit 25 are
.cdﬁhegted‘to:each other‘bf a bus 31. vThe-bus_31 is also
connected to the'inpﬁt/output inferﬁéce 32,

The input/output interface 32 is conﬁected to an
input unit 26, an output unit 27.'the.étorage unit 28 and
a communication unit 29. The input unit 26 includes a

- keyboard and a mouse. The output unit 27 inciudés a

' speaker and‘g display ﬁnit such as a.CRT and an LCD. The
communication un#t 29 includes a modem and a tefminal
adaptor. The communicat;on uniﬁ 29 carries ouf
communications through the Internétlzl- To be more
specifiq, the commuﬁication,unit 29 exdhanges analog and

- digital signals with other clients.

If necessary, the input/outpdt interface 32 is also
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controls the communication unit 29 to nmake an access to é%uguéﬁﬂﬁgt 2005
the content server 3.through the Internet 2. Then, at thé nexi step S2,.
when the user specifies'a desired content by operating the input unit 26,
the CPU 21 accepts the specification. The conmunication unit 29 inforns
the content server 3 of the specified content through the -Internet 2..
Notified of the specified content, the content server 3 transmts.encoded
data of the content in .a process represented by a fl-owmchart shown in Fig.
4 as wll be described |later. Subsequently, at the next step S3, the
CPU. 21 reosheesedhtocthéediiter ®0ghot hehi6REpY sl Wrdilide 29: . Then, at
the next step S4, the .encoded data of the content is stored in a' hard

di sk of tined$tmr 8g€h Ualk ta 2Bagne i & Nai Sf ef £NCE tepdie of |QUEHaLt ghown in.
Fig.- 4, the foll'owing description explains the processing darrleq - out
by the comksnicoRsyElcsh @k AL ASUENora AMEHALAY 41550 TS L
ol ont 1 e e e SPEPREex, RBa ¥ HoRAn: PP Db 2 ar e Uoed
For denot gy IGAMECA O TRUNSYS aduhlie £ WS, 05 GH BiLon

storage ﬁgit 28.

- The configurations oﬁ-tthEQﬁteﬁt'Server 3, .the
‘license server 4 and the chafging_server 5 are not shown
ig figures. However, the content server 3, the license
| §erver 4 and the Qharging:server 5 are eacﬁ a coﬁpuéer

- h@ving a configuyafiqn.bas;cally iﬁentical with the
:clienﬁ 1 shoﬁn in Fig. 2. For thisfreasénh some of the
;efergnée'numerals shown-in thé configuration of Fig. 2
are used for denoting identical components empléyed in
the content server 3, the license server 4 and the
charging sérver 5 in the fo;lqwingldeséription._

By‘referring to a flowchart shown in Fig. 3, the .

~ following deséription explains processing to provide a
content from the contert server 3 to the client 1;

' As shown in the’figure,.ﬁhe flowchart begins with a
step §1 at which the user enters a command to ﬁaké an
'aqcess to the content server 3 by operating the inpﬁt
unit 26. In accordance with the command, the CPU 21

qoutrols the communication unit 29 to make an access to
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As shown in Fig. 4,- the flowhart begins with a step SZé%uw@g t he CPU
21 enployed in the content 20 8 August 2005 server 3-is walfing for an - '
access to arrive fromthe- Internet 2 by way of :‘the comunication unit 29.
As the .access is determned to have arrived, the flow of the processing
goes.aon to a step S22 at which information transmtted by the client "1 to
specify a content is acquired. The information specifying a content-is
.transmtted by the clirent 1 at the step S2 of the flowhart shown in Fig,
the next-step 523, the-CPU 21 enployed in "the content server

3. Then,
3-reads olUt*®aCCBAERk: 58pEEFf Pelibbpughethpnintannebn2 acqliened att thiee st ep
822 fromthe storage unit 28. The content read--out from.the storage unit

28 is sePE¥tedtghofig. coherntbesuserdspaci itestaragei ted tedBerSubsequent |y,
at the next step 524, the CPU 21 supplies the content read out fromthe
storage -b¥i erepstingttive tnpuyptabt 260 ceeryrd i DN akidp24, epdi ch then
encrypts the .content by using a content key Kc. Since the contents stored-.

in the stepegbficatidB. Iave drgRnareadM @hi%hggcqgggrﬁgigth_in o
accordance wth- the ATRAC3 system the encryption an ecryption unit 24
encrypt s eomeacodesk-vant Ls raeei Misk{ £00 LRl AhrddgrSheW d be not ed
that the storage unit 28 can : o '

Ipterngt 2. Notified of the specifiéd content, the
) cpntent server 3 transmits encoded dﬁta of'the content in
',a‘procgss represented by a flchharf shown iﬁ Fig.i4 as |
'wi}l be‘described lafer. Subéequently; ;t the next step
.83, the CPU 21.receivgs the coatent Eﬁrough the |
,commﬁniqatiog unit 29. Then, at ﬁhg_next step S4, the
'_‘ehéoded‘dqté of the contéﬁt is stored in a hard diék of
‘{the'storage unit 28. |
With reference to the flowcha?t shown in Fig. 4,
- the fbllowing description explains the pfocessiﬂg carried
‘out by the content sérver 3 po'tfénsmit a content
 ‘re§uested by the client 1 at the step Sé. It should be
noted that, since ‘the content server 3 has a
;configuration comprising compénenﬁs identical with those-
. employed in the client 1{ the‘géme reference numerais as
those shown in Fig. 2-a¥e used‘for denoting identical
components in the following @eécription.

As shown in Fig. 4, the flowchart begins with a

step 821 at which the CPU 21 employed in the content .
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al so be used, for storing contents, which have been. encg*&gﬁgzhasadvance.
In this case, the processing 21 8 August 2005 'carried ou the step S24

can be elimnated. Then, at the next step S25, 'the CPU 21 enployed in the
content server 3 adds.keys and a license IDto a header of a format in

whi ch the encrypted content is to be transmtted. .Required for decrypting
the encrypted -data, the keys are an EKB.and a -key KEC (Kc), which will
be described |ater by referring, to Fig. 5. The license ID is used for
identifying a |icense neces-sary for using 'the content. Subsequently, at
t he next §8Eﬁe$2%[i$H%attlﬂglfoénﬁmo@@@eﬁﬂ thearvhvenfromertlss - 3 transmits
formatted data to the client 1 through the comunication unit 29 and the

| nt er net dntewret o2 rpy tealy dof athe eommsnd ¢avfof ouwst tang akheneont ent
encrypted at the step S24 and the header including the key and the |icense

| D, whicheesesmdiedidterimimedansidiavd 4161 6P 6726 £ Tdw oD v @ di agram
showi ng the format of a content received by the client 1 fromthe content

server 3-Pme&‘§mﬁ.ddb§hﬁlfiicglﬂ'%téﬂ“%iz‘)r&‘@twmri@r?ﬁﬁn%&%l%ﬂder and a

data portion. The header conprises content information, (Digital Right

Bg;a'%zg(r:ﬁ:%a&%i\fi&rmﬁ H:St% d19RRE 1 o Upedi (FiRfilddld *§%y_ Block) and a
acquired. The information specifying a content -is |
_transmitted by the client 1 at tﬁe step éé-of the
flowchart sh&wn in Fig. 3.
| Then, at the next.steﬁvSZB, the CPU 21 employed in-
the pohﬁént server 3 readg ou£ a content specified ﬁy.thé
info;mation acquiréd at the sﬁep S22 from the stofage
unit 2#. The content read“oﬁt frqm_the storage unitize'is
“éelécted.émong contents stored'in the storage ﬁnit éB.
Subsequently, at the next step 324,‘the'CPU 21 supplies
" the content.iead out from tﬁe storage -unit 28 to the
enéryptioﬁ.and;decryption unit 24, which then encrypts
the content by using a content key Ke. |
?ince the conten;s stored in the storage ﬁﬁit 28
have been‘encoded by the codec unit 25 in accordance with
thé ATRAC3 system, the'enbryptibn and decryption unit 24
~encrypts an encoded .content received from the CPU 21.
It should be noted tﬁat the storage unit 28 can

also be used for storing contents, which have been.

encrypted in advance. In this case, the processing
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content key Kc encrypted by a key KEKBc generated fromtge,, E%%mogt shoul d -
be noted that the EKB will be explained 22 8 August 2005 Pat er y T
referring to Fig.. 15. The content information incl.udes a content ID CID

and information on a coded system The content IDCIDis identification
for identifying the formatted content in the data portion of the format.
The DRM informati on conprises the content's usage rules and status. The
DRM information also includes a URL (Uni.form Resource Locator) '-The usage
rul es and,..§i.at typically incl t he nunber of tinmes the content has
been pfayéﬁa%gfﬁﬁgﬁ§ Fﬁe%hﬁnﬁﬁ?pogg?iﬁﬁg becelYpiratedias been copied. The
URL is an .address to. -which an access is nade i.n order to acquire a

li cense prescribed®hy ¥heths dave ater SR .pihhe CPSOREr emwilpyedhdnURL i s the

address of _the license server 4 for providing -a required license in the
case of thBecERRERNteRERURYI hoaddstershowh & nlidensd . IMheo ld cense 1D is
identification-for identifying a license required for using the content

recorded B§afrs ofasafpumat oin ofhidie tioe natcryPredaichmrd ign @ the for mat
conprises any arbitrary nunber of encrypted bl ocks. Each of the encrypted
bl ocks cobprtrsessmhtiadli Mequdcledr by, dece9eding the encrypted
‘data, the keys are an EKB and. a key Kgme (Kc), which will
be déscribgd later by réferring.to Fig. 5. fThe license ID -
is used‘fof.idegtify1ng afliéénse'necessary for u;ihg=thé
éqnpept. Subsequéntly, at the next Stép 826, the éPU 21
.employed in the content server 3 traﬁsmits fo?matteé data
to t@e client 1 through the éommunication unit 29 and thé
Iﬁternet 2. Tﬁg formétted data is a resgult of formattiﬁg
‘the coﬁtent encrypted at the steé 5§24 and the header
including the key and the licemse ID, which .are  added to
the header at the step 825. o
Fig. 5 is a diagram showing the format of a content
. teceive@ by the client 1 frgm the'cohtent server 3. As
shown in.thg‘figure; the format comprises a header and a
"data ﬁortion. | |
The hééder éomprises copﬁent infofmation, DRM
fDigital Right Management)-informafioﬁ, g'license ID, an
" EKB (Epabling Key Block) and a key Kggae (K¢), which is a
content key Kc encrypted by a key Kggac Qenera.ted from the

EKB. It should be noted that the EKB will be explained
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and encrypted data Ek'c-(data), which-.is a result of
content by using a key K c. 23 . 8 August 2005 As shown gAM?%h@PO%IOMAng
formula,. the key Kc is a result of processing carried out by applying -
t he content key Kc. and the seed to a hash function. The seed is a yalue:
set at random K ¢ ="Hash (Kc, Seed) The initial vector IV and the seed
vary in dependence on the encrypted.block. A content is encrypted in
8-byte units. The 8 bytes at a current stage are encrypted by using-a )
result of- encrzptlon of 8 bytes at the preceding stage in a CBC (Cypher.
Bl ock Chailfit§g) PYnbaéerringngo BBg. nbBe, when the first 8 bytes of a

content are encrypted, no encryption of 8 bytes is <carried out at
t he- precedi ng sttt cmtdndt imfommtionfinrlachd RY«OhAGRLEROr ¥BHI ON i S not
avai l abl e. Thus, the first 8 bytes of a content are encrypted by using -

the' inithefl vefoomatibmsomnai cbdéel systas, ThHer b@tente¥8Nckh EQ encrypted
bl ock-of a-content - encrypted in the CBC node can be decoded, e decodi ng.

resul t of iGéetbf Dekeigy foF 1 @EeEFEFidy RKer A 'Rt ¢ bl'ock easy
to decode. It shoul d-be noted that the encryptlor:h]qo{oces(i:e'){]!qzlEi(ill

the data portion of the format.

The DRM information comprises the content's usage
rules and status. The DRM information also 1nc1udes a-URL
(Unlform Resource Locator) “The usage rules and status
.prlca;ly include the number of Eimeéuthe content has

_peen played back and the number of times the content has
bgen cobied. |

The URL is an addréss to which an access is made in

. order to acquire a license prescribed by the 1lcense ID.
To put it concretely, the URL is the address of the
license server 4 for providlng-a requirgd llcense in the
case of the content-exchanging systen shown in Fig. 1.
The licénse IQ is ideﬁt;fication'for iéentifying a

flicense required for using the content recorded as the
data portion of the format.
| " The data portion qf the format comprises any

‘arbitrary number of éncrypted blocks. Each of the
encrypﬁed bloéks coﬁprises an initial wvector IV, a seed
and encrypted data Ek‘c (data), which is a result of

- encrypting the coﬁtgnt by using a key K'c.
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be explained later in detail by referring to Fig. 46. Th I I on
system however, is not limted thereto. 24 8 August 200§Aﬂ§&%§gg$ibed .
above, the client 1 is allowed to .freely acquire a content fromthe
content server 3.for free of charge. 'Thus, a |arge nunber. of contents

t hensel ves can be-distributed. Wen using . an acquired content, however, the
client | needs.to has a |license. The foll ow ng description.- explains

- processing. carried out by the client 1 to play- back a content wth
reference to a flowhart -shown inFig. 6. As-shown in the figure, the

fl owchart begi nsAsi ghown sireptitd 1Ifellowing Edimmlisert P et & ot g - knput unit
26 to specify a desired content and the CPU 21 enployed in. . the client 1
acquires trheuidesti preabkoingf chbheicanbedtby Gpd1yidderhdesddddmat i on
conprises-the title of the content, a nunber assigned to the content and
the |ike. kbt ghouhd bRengted thak ﬁaé‘ﬂ”@@ﬁctfo@.ss'ﬁ%e%ete% §3cy stored
content. Wen a content is desired, the CPU 21 reads out a lircense ID for

the contephiudOsle JPreseggific, the license IDidentifies a license
required in utilization of the content. As shown in Fig. 5 the license ID

is :included in.the er, of e encrypted content. Then, at the next
step 542, the CBﬁchl F%?srrs (ép' tsjéed-% '

The initial vector IV and the seed vary in

dependence on.the'encrypted biqck.
' A content is encrypted'in_a-byte units. The 8
bytes;at a current seege are encrypted by using a result
- of encryption of B-bytes at the preceding stage in'e CBC
_(Cypher Block Chaining) mode.
In the' CBC mode, Whee.the first 8 bytes of a
coﬁtent are encrypted; no encryﬁtion of B-Eftee is
'earfiedvout at theApreceding stage so that a result of
precedingastage_eneryption is not available. Thus, the
'first 8 bgtes of a content are encrypted by using the’
initiaf.vector-IV.as an initial wvalue.

Therefofe, even if an encrypted block'of a content
‘encrypted in the CBC mode can be deceded, the decoding-
result of the hlocﬁ may not ﬁecessarily make another
encrypted block easy to decode.

It should-be noted that the encryption precess wiil
be explaiuedriater in detail by referring to Fig. 46; The

encryption system, however, is not limited thereto.
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judgment as to whether or not a license indicated by the AEE%QQEQSID _
obtained at the step S41 has been acquired by 25 8 Augus? -the client 1
and stored in the storage unit. 28. If the Ilicense indicated by the

| icense 1D has not been acquired by the client 1, the flow of the -
processing goes on to a step S43 at  which the CPU 21 carries out
processing to acquire the license. Details of the protessing to acquire
the license wil-l be explained |ater by referring to a flowhart shown in

Fig. 7. |If the outcone qf the judgnent farnmed.at, the_ste 2 indicates..
that t-he Iicensé“?u “arﬁci’ﬂ%ee&f E\?’dt"ﬁe Ir‘t’lﬁ’ceerﬁg@eqll%lh&?ﬂgéﬂwﬁgqggr ed by the
client 1 gnd ftored jn'the -storage-unit 28 or if the licens.e can be
obt ai ned H5C&MY (3SUITRF2 t RO IR Gt R soerHutseRvathe di9dp S43 to
acquire the license, the flow of the processing goes on- to a step S44 at

whi ch t hef%$%) 28 ¢haree a [Thdgrent laggeo nrderecfoconsentde acquired |icense
is- still inits termof validity. . it is possible to determ ne whether or

not the Hherseleied icundee idistmiibutied.its termof validity by conparing a
termof validity prescribed in the license (which will be described in
Fig. 8) with th¥henesedngdaheacqudrednecneant; edobyvehe theee12ént!f the’
termof -validity of the license has already expired, the flow of the -
processi Ng nyeeks @o taiA SUdReRsbe . at THOI €61189i8FUaddeription
égp}aips pfocessing_parried.out bf the client 1 to play
back a content with reference to a fiowchart shown in Fig.
6. |
As shown in the figure,ftthflowchaft segins with a
step S41 at which the user ope:atéé the input unit 26 to.
~1‘Sbecify a‘desired content and the CPU 21 emploved in. the
élienf 1 acquires the identification of the content (CID).
The identification'cbmpriseSnthe title of the conteqt; a
gumbér assigned to the contenf and_ihe like. It éhould_bé
nqted-thag a number is assigned fo each stored cohteﬁt.
When a content is ﬁeéired, the CPU 21 reads out a
iicense:ID for the content. To bevmore sﬁecific, the
.liceﬁsé Ip i¢entifies a license regquired in utilization
of the content. As shown in Fig. 5, the license ID is-
Aincluded in the header'of the encryptéd content.
Then, at the néxt step 542, the CPU 21 forms a

Jjudgment as to whether or not a license indicated by the

license 1D obtained at the step S41 has been acquired by
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carries oyt_processing to update the l|.icense. Details ofg4 ﬁ%§ c@ge55|ng to
update a license will be explained 26 8 August 2005 | ater eferring to a
flowchart shown in Fig. 8 |If the outcome of the judgnment formed at the
step $S44 indicates that the acquired license is still inits termof
validity or if the'license can be-updated at the -step S45, the flow of

t he processing goes on to-a step S46 at which the CPU 21 reads out the
encrypted content fromthe storage unit 28 and stores the content into the
RAM 23. Then, at .the next step S47, the CPU 21 supplies the data of the
encryptethSnFlh?n§t%r%kﬁ|$FQ¥E§F@@ﬂ@ﬁ@t%ﬁorQQRaQﬂk#y%ﬁ1oﬁ:aﬁ@edecryptlon
unit 24 in encrypted-block units i.ncluded in the data portion shown in
Fig. 5. Théfenspeindiraped dv e detrsmes ofP Urma mat deeetypremtined encrypt ed
content by using a content key Kc. A typical method of acquiring the
content kky &be elidénthel deadhs ifiedk |af ethdyproadsesiigdes ig.tdm The key
KE ¢ included' in the EKB shown in Fig. .5 can be obtained by using a

devi ce nosieekeys{ ANK)wisiyvtie drg.28. caﬂl&esﬁl(mitefﬁrd@‘sdﬁ’ﬁlg‘ sd hen obt ai ned
fromthe data K5KBc (Kc) by wusing the key KE1Bc. Subsequently, at the next

step S48, addnei AEUKL 1idHHYd esDEES1§%”b@”Eh@e§E¥BE§Q13& EBeac&ﬂﬁképt'On and
.decryption unit 24 to the codec unit 25, which then
yhe license will be explglned later by referrzng to a
flowchart shown in Fig. 7. |
If the outpome of the judgmegt formed ét the step
éié_indicates.tﬁat the liéense:identified by the licensei
ID has been acquired by the ciient 1 and storéd in fhe
_~storage unit 28 or if the license can be obtained as a
result of the proce331ng carrled Qut—at the step S$43 to
) acquire tﬁe 1igense, the flow of the processing goes oﬁ'
-to a step S44 at which fhe CPU 21 forms a judgment as to
whether or nbt the acquifed licensé'ié'still in its term
of véiidify - It is pOSSlble to determine whether or not
the acquired license is still in its term of validlty by
,_.comparlng a term of validity prescribed in the }1cense
(which willibe descfibgd in Fié. 8) with the present date
:and time measured by the timef 20. If the term of
validif& of the iicense has already eéxpired, the flow of
the'probessing goes on to a step s45 at which.the CPU 21

carries out processing to update the license. Details of

the processing to update a license will be eip;ained
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, decodes the content. Subsequently, the CPU 21 supplies~ég@baﬁqEﬁ$ded by
the codec unit 25 to the output unit 27 27 8 August 2005 by~way of the-

I nput/out put interface 32: The data is subjected,to D/ A-conversion before
bei ng output to a speaker. Wth reference to the flowhart shown in Fig.

7, the follow ng description -explains the processing carried out at the
step S43 of the flowchart shown in Fig. 6 to acquire a |ljicense. '-The.
client | acquires beforehand service data .catal 6ged in advance. in the
I'icense sErﬁer 4. Thf sefvice data includes a leaf I.D, a DNK (Device ,
Node- Key) T25€FakY T8FeLhing tary £l Qvrkart shamn day Fdidhi g to the client 1,
a disclosed key of the |icense server 4 and. certificates -,for the

di scl osed keys. Ifafhezoutigame of |theadsidgmed tufipgueflyatotbacktepi ent 1. A
DNK (Devi ce Node Key) is a key required. for decrypting an encrypted - :
content k@44 kindhedteiedthat tthee B iferhlliicendéeyi sBisedi)l fiar itle | i cense as
will be described later by referring to Fig. 12. As shown in Fig. -7, the
flowcharttéuyiot walidity .t eff e ati odniseh dalhe bePUpditadduicr @aea URL for
the tD of the |license being processed fromthe header shown in Fig.. 5. As

descri becstoay 1845, tHd FIIE g5 ﬁféﬁﬁ@'a@%%ih@ WekShon to a step
S46 at which the CPU 21 reads out the encryﬁted content
from the storage unit 28 and stores the content into the

- RAM 23. Then, at the next step.S47, the CPU 21 supplies

the data of the encryﬁtéd_contexit stored in the RAM 23 to

-thé encryption and decryption unit 24 in encrypted-block
units included in the data portion shown in Fig. 5. Then

the encryption and decryption unit 24 decrypts -t.:he'

‘encrypted content by using a content key Kc.

A typical_method of acquiring the content key Kc

. 127-111 be 'desérihed— 1ate:; by. re_fefring to f‘ig. 15. The key
Kegae included in the EKB shown iﬁ Fig. 5 can be obtained
by usiﬁg a device node key (DNK) ‘shown in Fig. 8. The .

. content key Kc is then obtained from the data Kgmc (Kc) by

'uéi-ng the-key Kegpe .

Subsequeﬁtly, at'the nexﬁ étep 548, the CPU 21
supplies ﬁhe content decrypted by the‘enérfptiqn‘and

.decryption unit 24 to the codec unit és, which then
.decodes the content. Subsequently, the CPU 21 supplies

data decoded by the codec unit 25 to the output unit 27
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an access is to be nade in order fo'acquire the |icense VQ@U%E&bgd by the
license IDincluded in the header. Then, 28 8 August_zoog a he next step
562, the CPU 21 nmmkes an access to the URL acquired at. the step S61... To
put it concretely, an access to the license server-4 is nade through the
comruni cation unit 29 and the Internet 2. At"'that time, the |license server
4 requests. the client 1 to. ‘transmt a .user ID, a password and )
| i cense-specifying information specifying a |icense to be purchased. This
| i cense i uired, in,-utilization,of the content. Th|'sirrequest is
made at aﬁgtg§95?6298F %ﬂgu#(BREBBFtlgﬁ 2¢H By, Thedaty AF pe descri bed
| ater.. The gPU .2% di spl ays-this request - -on the display device of the
out put unfbBP39cte F@sﬁéﬁs@°nYﬁr¥ﬁﬁ% hetpestbeinge urubhfta ke cl i ent
operates the _input unit 26-to enter a user ID, a password and |icense-
speci fyi n§PPAkBEFmation. It shoul'd be noted that the user obtained the user
I D and the password before by making an access to the license server 4
t hrough t he | nt &gt 'referefuss agudhiel floachiblre saotnsiapsi$637and 564, t he
CPU 21 receives the license-specifying infornmation,-the wuser' ID and the
passwor d, thi Sl hawind edes enigyrissh fapaite NP Wrddddsidg uriheauser.
Then, at the next-step 565,. the CPU 21 control-s the conmunication unit 29
to transmut at itdenserde@EStof NH e dH1RGr e tUsHownDint #Q gRagswar d,
acqguire a license. - N
“The client 1 acquires beforehand sérvice data
lcataloged in advance. in the license server 4. The sérviée_
data»includes a leaf ID, a DNK (Device Node Key), a.pair
Qf secret and disclosed keys pertaining to the client 1,
a disclosed key of the license server 4 and certificétes.
- for the Qiscloged keys.
A leaf ID is an ID assigned uniquely to each client
1. & DNK'(Device Node Key) is a key required. for
decrypting an encrypted content key Kc included in the
EXB (Enabling Key Bléck} for the 1icense'as will be
described later by referring to Fig. 12.
As shown in Fig. 7, the flowchart begins with a
-s8tep §61 at which the CPU 21 acquires a URL for the ID of
the license being processed from the header shown in Fig.
_5.'_As described earlier, this URL is an address to which
an access is to be made in order to acquire the license

idéntified by the license ID included in the header. Then,
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the license-specifying information and a- leaf ID to theg, i server 4
by way of the Internet 2. The leaf IDis 29 8 August 200§‘¥ﬁ?§?§@?ion :
included in the service data to be described later. As will be descri bed

| ater, at a step S109 of the' flowchart shown in Fig. 9, the license
server 4 transmts, a |icense based on-the user ID, the password and the
.license-specifying information. As an alternative, the |I|icense server 4
carries out error processing at a step 5112 of the flowhart shown in Fig.
9 'instead of transmtting a license in case a condition-is not net. - The
processi ngtt hha gert sheposSa2st ehe SBBUt pifmakea ahjacge@ntt®@sthd o whet her
or not the license has been- received from the license server 4. |If the

li cense hugL &egnireqehvedhet beeh! 991 0f H@uy GaeRING42AT,08nl0 & -sStep
S67 at which the CPU 21 supplies the license to the storage unit 28 to be

stared thesgéds & tHE PULEREE SLribe | UdYRIefOi B Rt ide step S66

indi cates that the license was not received,.on the ‘other hand, the flow
o o PSSEERAIGG 006 G5y Lors SlEtn SOl o) LT GR2LAE L € o
processi Nghd & ; LLie PAGK L% CPMEN e £' S Y 2tlo hasdaldeq te
ﬁsér ID, a password and license—specifying information
- gpecifying a license to be purchased. This license is
'-reqUiged“inAuéilizatibn-of"the:Eontenty:;Tﬁisfrequest_is
made at q_stép‘3102 of the flowéhart shown in Fig. 9 as
will be described later. The CPU 21 displays this féquest
'fon the display deyice 6f the output unit 27. 1In response
" to this requesé, the user of thé_client 1 operates the
‘input unit 26 .to enfer a usér‘ID; é password and license--
speciffing information.~-It should be noted that thé.usef
"obtainéd the user ID and the password before by makipg_an
~access to the liéense serfer 4 through thé Intérﬁef'z;
Subseguently, at the next steﬁs S63 and S64, the-
CPU 21 receives the 1icenée-specif?ing information, "the
uSe;'fD and the passﬁord, which have_béenﬂentered from
‘the input unit 26 by tﬁg user. Then, at the next_steﬁ 565,
the CPU 21 controls the COmmunicatioﬁ unit 29 to transmit
a license request including the user ID, the password,

the license-specifying information and a leaf ID to the

license server 4 by way of the Internet 2. The leaf ID is
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obtain the license. for using the-content. - .As describgdg, t he
client 1 is capable of using a content by obtaining a IiggwggﬁFﬁg?cated~by
a 30 8 August-2005 1Ticense -ID included jn the content. I't should be noted
that the processing to acquire a |license as represented by the flowhart '
shown in Fig. 7 .can also be carried out in advance-before the user

acquires a content. As shown in Fig. 8, the.li.cense. supplied to the )
client 1 includes usage conditions and a |leaf ID. The-usage conditions are
informatign including a deadline before-the-content can be downl oaded as
al | oned Bpfcg@atieenincludedpper thenservicehdananber bef dekorsbédle content
can be copied as allowed by the-license or the maxi mum nuinber of all owed

copy oper d@eitea's; the nunber of checkouts, the nmaxi mum nunber of .
checkouts', aright to record the content on a CD-R, the nunber of tines

the content camdercpimg desdrid AUtab) Oty F#dd Pi o all ow the

| i cense of using the content to be changed to |license ownership status (or

pur chased£hbFeRgPt SERbWS) in aPfl 2 SlUtynel) TRkADY 2eiioa0e, | o, BY; feferring
to the flowhart shown in Fig.” 9, the. " %gF%%mnng descr|p€|on exﬁ%alns :
processihs fﬁééﬁ@g PddePYon the user Ip, the password énd the '
.1ic9nse-spé¢ifying information. ‘As an.alterﬁative,vthé
license server 4 carries 6ut_erro¥ processing at a stép
‘.81;2 of the flowchart shown .in Fig. 9 instead of
@ransmitting a license in case é cqn&itiqn is not met.
The procéssinglfhéﬁ goes on to a.stép 566 to form a
‘Judgment as to whether or not the license has been -
'receiyed from'the'Iicense_serVer 4. If the licernse has
_been_received}_the floﬁ of the précessing-goes on_to a
.étep-367‘a£ which the CPU 21 supplies‘the‘license to the
stqrége unit ia to be stored therein.
| _IflphE'outcome of tﬁe ju&ément formed at the step
SGG'indicates that the license was not received, on the
foéher hand, the flow of the préceésing-goes on to a step
—'SGB at which'the‘CPU 21 carries out error.processing. ‘To
put it concretely, the C?U 21 iﬁhibits;the proceésing to
play_back the content since the CPU 21 has féiléd to
obtain the license.for using the content;

. As described above, .the client 1 ig capable 6f

‘using a content by obtaining a license indicated by.a

30




the license server 4 to transmt a license to the clientg sl & Joggponse to
the processing carried out by the client 1 to acquire tﬁ Plcense as -
represented.by the flowhart .shown in Fig. 7.. It should be noted that,
also in this 31 8 August 2005. case, since the license server 4 has a
configuration conprising conponents identical wth those enployed in the
client 1,.the same reference nunerals as those showmn in Fig. 2 are used
for denoting identical conponents in the follow ng description. As shown
|n the figure, the- flowhart begins with a step-5101 at. which. the . CPU
enmpl o dgenge TReinciuded igethercentveits for an access to be nade by
the client-'1. As the client | makes an access to the |icense server 4, -

.the flow of theltpraimesisi iy gagtednthae 2het pRo2ERiak tehbheluibe Li cense
server 4 requests the. client 1 naking the access to transmt,

| i cense- specehyengs | FEPFORER8d (By UHE SRt AHSET DraRd & passvord.
Then, - the' CPU 21 enployed.in the I|cense server 4 recelves the user-I'D,

the passweas, a1ée beadatd dNhde ] | GEAsed Bl lyent 1 through the
comuni cation uni't 29 at the step §%5 of e fﬁgac E?P&Ehomn in Fig. 7,
and carri to accept then1 Then at the next step 5103,

s
the CPU 21- enployed in the license server 4 nakes an access to the
chargi ng As shown in Fig. 8, the license supplied to the

client 1 includes usage conditione and a leaf ID.

The usage condltlone are 1nformat10n 1nc1ud1ng a
deadline before the content can be downloaded as allowed
by the Iicenee, an upper limit of the eumber of times the
lcontent.can be copied as allowed-by the license or the
maximum number of allowed copy operatioﬁs; the number of
checkouts, the maximum number 6f checkouts, a right to
record the content on a CD-R, the number of times ehe
eonfent can be copied to a PD {qutabie.Device), a-right
to allow the license of using the;content to be changed
to ‘license ownershlp status (or purchased llcense status)

‘and a duty of making a usage log.

By referring to the flowchart shown in Fig..s, the .
following description expiains brocessing carried out by
the lieenSe server 4 to transmit a license to the client
;'in response to the processing cerried ocut by the client
1 to acquire the license_as rebresented by the flowchart

shown in Fig. 7. 1t should be noted that, also in this
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.server 5 through the conmunication unit 29 in order to quest for
processing to exanine the user identified by the user Iﬁggﬁgﬂ?ﬁ@gpasswnrd.
Wien receiving the request for such an-exam nation fromthe 32 8
August - 2005 |icense server 4 through the Internet 2; the.charging. server
5 checks the past paynent history of the user .identified by the.user ID
and the password in order -to .determ.ne whether or-not there is a record
indicating that the user did not pay a price for the license-in'" the
-.past. If _there,is no record indicating that the user 'did not pay a price
for the-: FREEnsBIRREt Blae phitensaesereeyi ddrasar vemBguratdent S an

exam nation result indicating that granting of a. license is approved. |-f
there i s @°FREDFHNT | pripenéms thden thea Lisertidithow daplogenr iae for the

| icense in the past or another bad record, on the other hand, the charging

server-: 5the arbhénts Tn thandaed i 9Fer@sed im0l 30 thBak ghaghi Ng of -a
| icense is not approved Subsequently, at the next step 5104, the CPU 21

erpl oyed im Riw. 13 cans GAdT viir AT JATRAL BnbineHbEt hr the
exam nation result received fromthe charging server I'ndicates that

granting tHe FJI1CRATRY ideNHAURG . or disapproved. If granting of -a
| icense is approved, the flow of the processing goes on to a step 5105 at.
whi ch | As shown in the figure, the flowchart begins with a
_step QlOl.at_whigh:thefCPU.21 employed in'thevlicense
server 4 wai;s for an acdess to be made by the client 1.
As the client 1 makes an access to the_iicense server 4,
.the flow of the processing goésAon to a step 8i02 aﬁ
yhich the iicenée sef%ef-4 rgquesté the. client 1 ﬁaking'
. tﬁe access to tranémit,‘li¢ense-gpeéifying information (%
-llicense ID), a user ID and a péssword. Then, the CPU 21
‘employed ip thé 1iceﬁse.sér§er 4 receives the‘ﬁser-ID,
. therpasswofd, the leaf ID and £he license ID from the
‘client 1 th;ougﬁ the communicatioﬁ unit 29 at the stép
865 of the flowchart shown in Fig. 7, and carries ﬁut
.prqcessing to accept them.
~ Then, at the next step §103, the CPU 2% eﬁployed in
the'licensg server 4 makgs an abcesé to the charging
serve#is through the cbmmunication unit 29 in order to
méke & request for processing to examine the user

identified_by the user ID and the password. When

receiving the request for such an examination from the
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the CPU 21 selects a Iicense specified by the |icense- Sﬁg&i [.r¥tiibg '
~information received in the processing carried out at the g,ep _EOZ anong
| icenses stored in the storage wunit 28, and reads out the selected |icense

fromthe 33 8 . August 2005 storage unit 28. Each license stored in, the
storage unit .28 includes inforpation including the license ID, a version,
a creation date and.tinme and a termof validity. .Then.,. at the next step
5106, ' the CPU 21 adds the received leaf IDto the |icense. Furthernore,
at the next ste S107, -the CPU 21 sel ects a usage condition associ ated
with the ?'Eﬁﬁgg Ser¥ered hhreopghstee Bibernet 2 usheyechamyidig i on was f ound
‘at the-.step S 102' to have'-'been specified by the user, if necessary,

t he usageSeENEFt Poaheckecthe ephdly pawnerserhistadderf tthe adegage condition -
prepared in advance. The CPU 21 then adds the selected .usage condition to

the |icenb@entthEhedabyt tive -west B enSUM v 3h PR tcSi gnature on
-the license by using a -secret key of .the |I|icense server. 4 to produce a

license wi¢termiGonfhgthied i N ddkamae Shown e didd i nficatysequently, at
the next step S109, the CPU 21 enployed in the license servér 4 transmts

the |icendmt VHd s &1 JWAL igyy ld %%itc*ée £ ($OW el B 9 ¢Bef FOM - the
communication unit 29 to the client by way of the ‘
- past. If there is no record indicating that the user did
not pay a price for the license in the past; the charging
servér S-transmits an eXaﬁihation result indicaginé tﬁat
_Q?anting 6f a.licepse is approve&. If there is a'fecord
indiéating that the usér did not pay a price for thé -
"license in the bast or ancther bad record, on the other
“haﬁﬁ,'the charging server.§ tfansmits an examination
'resulg indicatiné that grantipg‘of-a liceﬁéé is not
apprﬁved.

Subsequently, at the next step S104, the CPU 21
émployeGAin tﬁe licepse server 4 forms”a‘judgment as to
whether thg examination reéult receivéd.from-the_chérging
perﬁer 5 indicates that grénting of a license is approved
or disapproved. If granting of a license is'appfoved, the-
flow of the processing goes on fo a step 8105 #t which
the CPU 21 selects a licenée specifiéﬁ by the license-

 specifying information rgceived in the processing carried

out at the step S102 among licenses stored in the storage

unit 28, and reads out the selected license from the .
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Internet 2. Then, at ‘the next step 5110, .the CPU 21 enpl gyed g ghe
| icense server 4 stores the li.cense transn1tted in. the processing carried

out at the step S109 in the 34 8 August 2005 storage unit 28 by associating
the-license with-the user 1D and.the password, which were acquired in the
processing carried out at the step 5102. .As described - above, the |icense

I ncl udes a usage condition and a | eaf lD Subsequent |y, at the next step
5111, the CPU 21 carries out a charging process. To put it concretely, the
CPU 21 requests the charging.server 5 through the communieation unit 2-9
to ..tarr¢teuRgs ushbr@sng.Earlockboense fotored userthelestidddged e tt he user

| D and the password. The - charging server 5 carries out the charging
process bd§elnchndebeintguestidbnr ihbeudsng. thdhei PEP§eshNds carried out by
the license server 4 is then finished. If the user does not pay -an anount.

of noney, vdesbon] nedeiya £ 1en CHIEEI 28d PEPRESSna 14t TO8 W 1 éﬂgy user- will
not be granted a license even if granting of a license is requ sted as

descri bedrré®yeat Hh@tnd:er té)téﬁysﬂlﬁ t&? @ £f S @S etdedf hg@afnhﬁ;?: g%

server 5 does not approve granting of |cense as a resu
That |s tg say, the

]9{ OVng]E hﬁ]%é’f IR0 tﬁlegrlafger?sel ' %%'}sc'ie&%o&ge 43kne B3kt
8107, the CPU 21 selects a usage condltlon agsociated
‘ﬁith the license selected at the step S105. If a usage
coeditien was found ‘at the step Slozitdfhave'béen
-sbecified by the user, if necessary, tﬁe‘eeage'coﬁdition
specified bf'the user ie added to a usage condifion.
Prepared in advance. The CPU 21 then adds the selected
,usege condition to the 11cense
| Then, .at the next step S108, the CPU 21 pﬁts a
' signature on the 11cense by using a secret key of the
license sérver 4 to produce a license with a
- configurdtion like one shown in Fig. 8.

Subsequently, at the next step 9109, the CPU 21
-emélofed in the license se;ver 4 traﬁsmits'the‘license
‘'with a configuratioﬁ like ehe one shown in Fig. 8 from
the communicetion unit 29 to the client 1.by way of the
Internet 2.

.Then, et the next step S110, the CPU 21 employed in

the license server 4 stores the license transmitted in

the processing carried out at the step 8109 in the
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processing goees on fromthe step S104 to a step S112 at gwhi.ght Jopg CPU 21
enployed in the license server 4 carries out an error-han Plng process.- To
put it concretely, the' CPU 21 controls the communication unit 29 .to.
output a 35 8 August. 2005 message informing the client 1 making the access
that a |icense cannot be granted. The processing carried out .by the :
i cense server 4 is then finished. In this case;, the client 1 cannot use

the content or is not capabl e of decrypting the'encrypted data of the
cont'ent because the client | has failed to obtain a |icense as -described

above.' HtPrage junit @2%kvhassogdedingr tepldicensg cdthi lkhe ebetrhe
processing carried out at the step S45 of the flowhart 'shown in Fig. 6

t o updat e ¥ lamkrtde. paBewoedsi ) ithc aerieed cquti rald- ShepheS131 to S135 is
basically the sane as the processing carried out at respectively the

steps’ S@rdaesSGagotatrbeell owehatt tahowhepnshiiod.. 7as flsdPpeiepr SI133.,
however, the CPU 21 acquires the license ID of a |icense to be updated

i nst ead ofabidve, | itgenseckRsefl iAc10868hasgdakbCaB n tep 5135,
the CRPU 21 transn1ts a usgr ?Efand a passagr ?§%§I§§ ﬁn§ F%%gnse | D of

the | |cenqg tOs@@sém%tChg h8,d | egyem_seesg t|t rc%stggPe to y\/nat IS
transn1tted in the processing carrie out "at the |license
_ carrles out a charging process. To put it concretely, the
_CPQ 21 reguests the charging server 5 through.tho
communication unit 29 co.ﬁorry"out a-cﬁarging.processafor
" a user identified by the user ID and the password. The
charging~servérv5 carries out the charging process 5ased
on the request for ;he.user.. The procescing carried out
by the license servor 4 is then finighed. If'the user |
_'does oot pay an_amount,of monéy determiﬁed by the
charging process, in the future, the uoer will not be
‘grantcd a iiceose even if granting of a license is
Trequested as Qescribed obo;e: |
- That is to say, in the case of suchla user, the
chargin§ server 5 does not approve granting of a license
as a result‘of examination of whether or not to grant a
"license to the user. Thct is to say; the flow of the
procéssing goes on from the step S104 to.a step S112 at
.which the cpu 21'employed in the license server 4 carries

out an error-handling process. To put it concretely, the

: CPU 21 controls the communication unit 29 to output a
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server 4-presents usage conditions at a step S153 of a - ghﬁgﬁggbg shown in
Fig. 11 as will be described later. Then, at the next s?ep , the CPU
21 employed in the client | receives the presented usage conditions.from
the 36 8 August 2005 license server and displays thémon the output-unit

27. The user. operates the input unit 26 to select one of the displayed
usage conditions and/or newy add a predeterm ned usage condition.
Subsequently, at the next step S137, the €PU 21 transnits an application

to purcha%% a.USagg.'conditigg-s'Lected as_ descrj bed above or a condition
to updat e "X 539N SREOITIRG [thecfld ek | paling nthe sperres thahea
applicatiqn, the license-server 4 . ..transmts an. eventual usage
condi t i on “d{°eR8&§ EFNBPL4AbEt grepEedl ovERIRr et no cRirgied] ons Wyl | be
descri bed-l ater. Then, at the next step 5138, the CPU 21 enployed in the
client 1 tégeilldesnskesevvnrudl iastencbidithed. fromthe |icense server 4.
Subsequently, at the next step 5139, the received eventual usage condition
is used as an upbatehid ¢dme/ itdensel ientsageapmodi tisen takr eadyeatored in
‘the storage unit 28. Fig.-11 is a flowhart used for explaining the

processi ngrcasrhed oapabyetbE déEEMSEINErMes ¢hdSpiRiniditad Jf GaRse in
conjunction with the processing carried out by .the client 1 to request an
operationqbﬁtd@dabéciﬁﬁe the clieng 1 has failed to obtain a
- - licgnse aé described above. "
Fig. 10 is a flowchart used for explaining éétaiis
_ éf‘the pfécessing carried out at the s&ep.s45 of the
.flowcha?t'shown iﬁ Fig. 6 to update a license. AP;oqéssing
;carried out gt_étéps'§131 to Si35 is basically thé same
. as the prodeséing carried_quﬁ ét respectively the steps
S€1 to 865 of the flowéhart.shOWn i#‘Fig. 7. At fhe étep
$133, hawever, the CPU 21'aqqﬁires the license iD of a
_license-to be updated instead of tﬁe license ID of a
purchased license. Then, at the step S135, the CPU 21
trénsmits a user ID and a péssword aiong with the license
ID of .the license to be updaﬁed to'thé license server 4.
.-;n response‘;? vhat is transmitted in the
_proceésing carried out at the sfep 8135, the license
server 4'presents usage ;onditions at a stép 3153 of a
‘flowchért shown in Fig. 11 as will be described later.

Then, at the next step S136, the CPU 21 employed in the

client 1 receives the presented usage conditions from the
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license. As shown in the figure, the flowhart begins mjé%ﬁg“ﬁ:iﬁgp-515l at
whi ch the license server 4. is accessed by the.client 1." n, at the next
step 5152, the CPU 21 37 8 August 2005 enployed in the license server 4
recejves a request to update a lI'icense fromthe client 1 along with the.

| i cense-specifying information received by the client 1 at the step S135.

. Subsequently, at the next step.5153, the CPU 21 reads out a usage .
conditi-on for a license to be updated in accordance with. the. request to
update the license, or reads out a condition for updating the |license from
t he stor&b@eWtsweﬁ@m;lﬂlammhenamm toliEpadn dintiitoR7 .t 0" t he
client 1. - Ln response to the transnmitted condition, assunme that the

user of t'hbeélllﬂi@ntomamaru@r stien iappit oatitorRe a@o -s[éure@fta%ﬁet ¢ wsage
condition in processing carried out at the step S137 of the flowchart shown

in Fig. 1dispiagdd sisease caidiitinmedndtan neddd alilleaCPU 21 enpl oyed in the
| i cense server 4 generates data for the applied usage condltlon and

transm { pidusttuindd Wegd i@Hatkiors sFSEEhORLADYE thd NEpL 1 ent |
uses the received usage condition' as an update o al ready cat al oged
usage * CQlg isan7of trh@ecbhcwisecra%%m%@cahbsgpil?exaoﬁh%ousage
purchase a usage.condltion selected as described above or
a condition to update a license to the license server 4.
Iﬁ response to the application, the license ‘server 4
.transmlts an,eventual usage condition at a'step 154 of
the flowchart shown in F1g 11 as will be descrlbed ‘later.
Then, at the next step 5138, the CPU 21 employed in the
client 1 feceivgs tpe'evéntual usage condition from the
license server 4. Subsequently, at the next step 8139,
#he received eventual ugage condition is used as an
update bf_ﬁhe license’s uéage.qondition already stored in
‘the sto%age unit 28.
Fig. .11 is a flowchart used for explaining the
‘ prbéessing carried out_hy thé license server 4 to update
a license iﬁ coﬁjunction with the processing'carried out
lby the client 1 to request an oﬁegation to update the.
license. |
As shown in the figure; the flowchart beging Qith a
- step78151 at which the license serﬁer 4 is accessed Ey

the client 1. Then, at the next step §152, the- CPU 21
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condi tion was updated in the processing carried out at tg%@HgthO%%SQ. In
the present invention, keys of devices and keys of .licenses are fmmanaged on

the basis of the principle of 38 8 August 2005 a broadcast-encryption
system as shown in Fig.12. The keys are organized into a hierarchical tree
structure. . Leaves, which are at the bottom hierarchical |ayer, each - ‘
corresponds to. keys of each device. In.the typical structure shown in

Fig. 12., 16 keys 0 to 15 corresponding to 16 devices of 16 licenses are
d by acircular mark is placed-at a node of the

gener ated, ‘Each key denote ar k,
tree stru%rf'lgf%l.'e‘i ¥%o‘ieh‘?<e]yl 8 FREERT hiTeCeIURR nFRAUSS Lt e top of the
tree structure. At nodes on- the second.hierarchical |ayer, keys KU and Kl

are . proMRfRte @ hHornsorfren the refl igng o chlicw Widperthekeys KOO to K1l
are placed. At nodes on the fourth hierarchical |ayer, keys 1(000 to 1(111

are provildetensErepdaidfiig atinfrrem oot hedsdiMesimblyi @har ehiiealk hayer or
device nodes are keys KOOOO to K1111. . In the hierarchical tree
structur &t the shegms1s85. keys KO010 and K001l are each a subordinate of -
key 1(001. In the sane way, keys KOQO and 1(001 are each a subordinate of
key KOO. By thesahsequekeDy,oatt BRe hbgbestepi 8165 chigalcpd ayers. keys KOO
and 1(01 are each a : , .
reads out a usage condition for a license to be updated
in accordance with,the;request to update .the license, or
reads out a condition for updating the license from the
storage unit 28. The CPU 21 then transmits the condition
" to the cijent 1.
In response to the transmitted coﬁdition, assume
that the user of the client 1 enters an application to
fpurchase the usage condition in processing carriéd out at
the step 8137 of the flowchart shown in Fig. 10. In this
case, at the next step S154, the CPU 21 employed in the
- license server 4 generates data for the applied usage.
condition and transmits the data to the client 1.. As
described aboﬁe, the client 1 uses the received usage
condition as an update of the already cataloged uéage
condition of the license. as described above, the usage
condition was updated in the processing carried out at
the step 8139.

In the present invention, keys of devices and keys

of licenses are managed on the basis of the principle of
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subordi nate of key KO. Likew se, keys KO and Kl are eachglﬂgﬁgﬁgbsinate of
the root key KR - Keys required for using a content conprise~a |lea at a’
devi ce node of the bottom hierarchical |ayer and 39 8 August 2005 keys at
nodes -on -hi gher hierarchical l|ayers including the root key KR The |eaf
and the keys on the higher hierarchical .layers including the root key KR
-forma, path. = For exanple, keys required for using Content 3 are -nmanaged.
by each key of the path i ncluding keys.K0011, KO001l., KOO, KO and KR, .which
forma path starting with the |eaf KOO1l and ending with the root key KR
on the ba3i Broaficase-eh¢rypbion (sysoporak rhawr imerigaf1d D. Thee
cont ent - exchangi ng system provi ded by the present invention adopts
typi cal | ykehe pré noighei sédvinto a FiigrakchicdaBnagee kaysi@furdevi ces and
|l i censes placed at nodes laid out to forma' 8 + 24 + 32"-layer structure
shown in Eégved3. wHich her&tdtIGiHY Sothan HikFrkh G WSS Atk &i ght
subordi nate hierarchical |ayers below the root node. Akey at each node of
[the el ghteorSégiciisalo HAUPIoY IS WRGULT Wl Brd Egheggsy. - Examples of
the category are a category of equipnment using a s conduct or nenory
such as &g R, td . cat.ggory. equi t for recei,ving digital
% Wreld rl% %‘l ! t.l% 1%. %{%&ﬁs % t%[nq%oggr&esgqndlng

broadcasts. One of the category nodes i e Too
' to 16 devices of 16 iicenses ére génerated.
Each key denoted by a cifcular'mark is placed at.a
‘node of the tree gtructure. K root key kR is placed at a
. foot nb@g on the top of thé tree structﬁre. At nodes én-
the second hierarchical 1ayef, keys K0 and K1 are

-provided. At nodes on the third hierarchical layer, keys

. K00 to K11 are placed. At nodes on the fourth
hierarchical layer, keys K000 to K11l are provided. The

leaves at nodes on the bottom hierarchical layer or

-.'ﬁevice noaes are keys K0000 to K1111.
| In the hierarchical tfee structure, for example,

. keyé'KOOIO and K0011 aré‘each a subordinate of ﬁéy K001.
In the same way, keys K000 and K00l are each a
subordinate of key K00. By the same token, on the higher
hierarchigalllayers; keyg K00 aﬁd K01 are eaeh.a
subordinate of key KO...Likewise, keys K0 and K1 are each
a subofdinate of the root key'KR. | |

Keys reﬁuired for using a content comprise a leaf

at a device node of the bottom hierarchical layer and
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systemcalled a T system provided by the present invent%ggjhg{(ﬂ%naging
REUE o%

licenses. To put it .in detail, subordinates of the root the T -
system are nodes on 24 hierarchical .|ayers. A 40 I 8 August 2005 key at
each of the subordinate nodes-is associated with a |license. Thus, it is

possi bl e to prescribe 224 |icenses or about 16 mega or about 1.6 million
| i censes. Further subordinates on the |ower side are 32 hierarchical
| ayers, which allow 232 usérs (or clients 1) or about 4 giga or about 4
billion ugers (or clients 1) to be prescribed. Keys placed at nodes on the
32 hi erar.cfi¥®al?t Bpdes gpehighgrnhhigrarchkegDeldyersloteclu@ing Keys for a
device or keys for a license are placed along a path passing through nodes
at the 64TPetgkey2kR+ 3Dhe Hiemmfarani citie |koyer on Thies highelr a path is
associated wth a device or a license: To put it-concretely: content.
keys usedbfierasnbigpli hgyarsonhebudang ener ypbedkby kRY$orhl aced . nodes
passed through by a path associated with a license for the content. A key
at an uppBerherampls| CRéys aySduiSe®@ sy MEhPYedhtdit 13t U rect - subordinate
key on a directly below hierarchical layer and put in an EKB to be
describedmhﬁagéabyyrég@ﬁrﬁ%¥)5f)éﬂéypggh A dNE XY &ggs-gg5aqn1hierarchical
| ayer -i s .not put in the EKB, but . . !

K001, K00, KO0 and KR, which form a path starting with the

leaf R0011 and ending with the root key KR on the bésis
éﬁ the license coireépénding té the léaf ID.

The cqﬁﬁeﬁt—exchangiﬁg system provided by the
p;esénf invention adopts typicallf the principle shéwn in |

V_Fig. 12 to manage kgys of devices and licenses placed at

nodés laid@ out to form a 8 + 24 + 32-layer structure

shown in Fig; 13. In the structure shown in Fig. 13,

'thére are eight subordinate hierarchical layers bélow.the
root nodg. A key at each node of the eigﬁﬁ hierar?hical
layers is associated ﬂiqh a category.- Examﬁles of the
category are a caEegqu;of eqﬁipment usiné a
sémiconductor memofy Such as a meﬁorﬁétick and a
category of equipment for receiving digital bfoadcasts.
One of the category no@eé is the‘rooﬁ node of a

system called a T system provided by the pfesent
invention fof managing licenses.

%o put it in detail, subordinates of the root node

of the T system are nodes on 24 hierarchical layers. &a
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included iii. service data to be granted to the client 1 er. The
client 1 uses a -DNK included in the license to decrypt aSEE§LQ§%M§
pl aced -on a hierarchical layer -directly above the DNK and. |ncluded |n t he

EKB shown in Fig. 15. The EKB is.distributed along with the data of 41 8 .
August 2005 the content. The clien-t 1 then uses the decrypted key to
decrypt a key, which is placed on a hierarchical |ayer directly above the

decrypted key and included in the EKB. This decryption process is carried
the client -1_is capable of obtaining all keys placed

out repea dI till
at nodes’ %&g & errBugh Si}et ﬁ@baaéﬁnaggoepéﬁédlw aFseehatedaridd a Fig. 14
Is a dlagranlshomﬁ ébtyplcal classification of categorles each associ at ed
with a keypi§enge.njBred chl tal s tress ke ctarmresay idieowi ilidengesl4, on the
.top of the hierarchical tree structure, a root key KR2301 is set. On an
|nternedlareahpataléhmeaa bmyebounhdbr 6 thilliontlkoyndd®30furahapde key 2302
is set. On-the bottom hierarchical-layer, a |leaf key 2303 is set. Each
devi ce hssbarditnft&eyonnelle Heysrasddehareoal EHprath@inadesaykeys owned
by the device are provided along a path, which is associated with the
devi ce andht@ﬂneBléwtﬁﬁ weakskeyr LOibhes!r 9Pt oKe¥bout 4 giga or
about 4 billion users (or clients 1) to be prescribed.
Keys placed at nodes on the 32 hierarchical layers are
'éachwa;DNK (Device Nbde:Key);
Keys for a device or keys for a license are placed
.along a path passing through nodes at the 64 (= 8 + 24 +
32) hlerarchlcal 1ayers. Thus, such a path is associated
with a dévice or a licemse. To put it concretely, content.
keys used for'ehcfypting a content are encrfpted byukeys
placed at nodes passed through by a path associated with
a.license for the content. A key at an upper hierarchical
layer is encrypted by using its direct subordinate key on
a directly below hierarchical layer and put in an EKB to
be described later by referring to Fig. 15. A DNK on the
bottom hieparchicai layer is not put in the EKB, but
included in.service data to be granted to the client 1 of
the user. The client 1 uses a DNK included in the license
to decrypt a key, which is placed on a hierarchical layer

directly above the DNK and included in the EKB shown in

' Fig. 15. The EKB is distributed along with the data of
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A predeterm ned node on an Mh hierarchical |ayer fromat key is
set as a_ category node 2304. In the exanple shown. in Frgfn§§%9?@?,wlbe'sn
Each node on the Mh hierarchical |ayer is used as anode for setting a.
root key for a device-pertaining to a specific category. That is to say, a
device of a category is associated with . 42 8 August 2005 a path starting
at a node on the Mh hierarchical |ayer, passing.through -nodes on (M +.1)

th and | ower hierarchical |ayers, and ending at a |l eaf on the bottom
at a node 2305 on the Mh hierarchical

hi er ar chi " layer. Assune that

layer of the r‘#o«?r‘:gl"‘é:hi ciﬁetFiéeE*{:rﬁcfﬁ%?’é uHRAwthe deepypited keycdiegory of a
menory StEFk' trademark) is set. In this case,  |inked nodes and | eaves
bel ow t hi §S75&€2805eXr eWhighedsaplasadsonandhievavekipabviatest speci al |y

for the category including a, variety of devices each using the nenmory
stick-. THaifer§lyoabgye fbdedeandptadl kef amdeinthededotle R39Eww e defined
as a set of nodes and a leaf, which are related to a device defined in the
cat egory Bhishdeguuptjostprhcesn hddédipled owOdeemdh Bedlir@chi cal |ayer
several levels below the Mh hierarchical.layer can be set as a
subcat egothenotiéeR806. i & ncapabhe eb A1 e £ idd @A SR Wis oWy in Fig. 14,
a node on a hierarchical |ayer two o
_ nqdes passed .through by the path associated with the A
license. |
Fig. 14 is a diagram showing typical éléssification_
. of categories eaéhfassociated with a key of a
hierarchical tree structure. As shown in Fig. 14, oﬁ the
‘top of the hierarchical tree structure, a root Key KR2301 -
'.'is-set. On an intermediate hierérdhical 1ayef under the
root key KR2301, a node key 2302 is . set. On the bottom
_hierarchical'layer,.a leaf key 2303 is set. BRach dévice
has a leaf key, node keys and the root key. The nodes
keys owned bg the device are provided along a path, which
is associated with the deyice and connects the'leaf key
to the root key.
A predetermined node on an Mth hierarchical layer
from the root key is set as a category node 2304. 1In the“
example shown in Fig. 13, let M be 8. Each node on the
Mth hierarchical -layer is used as a node for setting a

root key for a device pertaining to a specific category.

That is to say, a device of a category is associated with
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| evel s bel ow t he nenory-stick- cat egory hierarchical | aye%,ﬁ\ugﬁagt Mpsch the
node 2305 is provided, is set as a subcategory node, that a node for
a subcategory included in the category of devices each using a nmenory
stick. Furthernore, on a hierarchical |ayer under the node 2306 for a
subcat egory of playback-only equi pnent, a 43 '8 August 2005 node 2307 -for a
t el ephone with a function to play -back nusic-is set. Such a tel ephone is
included in the Category of playback-only equi pnent. Moreover, on a

hi erarchical |ayer. under  the node 2307, a PHS node 2308 and a -

cel | ul ar -IRAER R 230D ady @ masls du. the piih drieransdlilcallar aylesne ar e

I ncluded in the category of a telephone with a function to play back nusic.
| n addi t irAEsiom ddordwsh avdlesuloaat @y or i Hstlaramd Jpwed Gderagichdeky f or

devi ces but also for nodes -controlled by a nmanufacturer, a content

'provi derlayekrs, andlegidig iatSta LeaO b ndepedatnd hiekazdyhiakhi trary
units,. which can be processing units, control units, presentation service
units or Hadyed.i ke.. These units are each referred to as an entity, which
is a generic technical term Assune that a category node is set as a

-root node provigdegmspesial 'attﬁrn@asaﬁ?oaﬂsﬂlEﬁeW&%ﬁi&ar 1 i

gane- machi ne manufacturer. In i's case, the game- - FachI ne- nanuT act ur er
quabye 95y§%|UanhEhﬁuQ&@%chlcal tree structure shown in Fig. 14,
| a catégory of a memory stick (trademark) is set. In-this
gasg,'linked nodes aha leaves below this node 2305 are
used as nodes-and’ leaves provided speCiallY'for thé
category includipg a.variéty‘of devices each uging ﬁhe

memory stick. That is to say, nodes and a leaf undgr'the'

" .node 2305 are defined és a set of nodes and a leaf, which
- are related to a device defined in the catejory of the

- memory stick.

In addition, a node on a hiérarchiéal layer several
lévelé*béiow.the Mthuhierarchiea1=;ayer dan bg set as a
 éub§ategory ﬁode 2306. In the hierarchical trae structure
shoﬁn in Fig. 14, a node on a hierarchical layer £§o |
 1eve1s below the memory-stick-category hierarchical layer,
on which the node 2305 is providéd, is set as a
subcategory nodé, that is, a node for a subcategory
included iq the category of devices each using a memory
stick. Furthermore, on a hierarchical layer uﬁder thé

node 2306 for a subcategory'of playback-only egquipment, a
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machi ne XYZ by storing node keys and a | eaf key, which a R&Pppsled on

hi erarchi cal | ayers below the .root node, in the gane nagﬁmﬁe %&9. Then
encrypted contents or a varlety of keys are distributed, or the keys are

. by generating-an EKB.' The EKB conpri ses of node keys and a | eaf

updat ed
key, mhlch are provided on hlerarchlcal layers 44 8 August 2005 bel ow the
root” node.'- In this way, is possible to distribute data usable only by

a devi ce under the root node. As- descri bed above,.a node is used as a
root node and nodes on hierarchical |ayers beIOM/the root node are each set

as a ‘cat cBefe- 230at fair rodee lephwrs boidthe gorfpnatdlont ¢t pads. bakk this way, an
institution such as manuf-acturer or a content provider, which nanages a

r oot -nodesbm~bsoméégo€¢ehiaraéﬁbbﬁahelgyein@1uaeaubﬁatﬁg0[y hi er ar chi ca
| ayer, is capable of generating an EKB ..:(Enabling Key Block) with a key

at the rositegstey usepiasbddie Jmagt é&ﬁﬁphggﬁeofngyeb§éflfoﬁng di stributing

the EKB +to devices pertaining to hierarchical- |ayers below the root

node’ . ThiferdtcHita209%:2 QP4 nbAe k9%, 0L bhe gﬁgo?@égfgfngoas a

effects at all- on devicés pertaining to a ~cat égory no

E:Jgori"znaé:?d P dd19190" e noad"34FE 08" RIS VRS g Shown i
cellular phone are included- in the category of a

. télépnpne with a fund¢tion to play back music.

In addition, catego;ies'and sdbcategories are
.provided not only for devices but aldo for nodes
.controlled by a manufacturer, a content provider and -
_charging.instituﬁion independently or aﬁy arbitrgry units,
'which can ‘be procéssing units, control units, |

Presentation service units or the likeQ These units are

each referred to as an entlty, Whlch is a generic

. techn1ca1 term. Assume that a qategory node is set as a -
‘root node provided speciallfrfor a game dachine XYZ sold
-by'a éame-machine manufactufer. In this case, thd game -
machiné-maﬁufacturer is capabie of selling the game
machine XYz by storing node keys and a leaf kef, which
are provided on hiérarchical 1a§ers below the root node,
in the game machine XYZ. Then, encrybted contents or a
. variety of keys are distributed, or the keys are updated
by generating-an EKB.' The EKB comprises of node keys and

a leaf key, which are provided on hierarchical layers
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four devices 0, 1, 2 and 3 pertaining to a group share ¢ KOO, KO
and KR as node keys By using -this node-key-sharing co§?H§@?§¥p§n :
comon. content. key can be provided only to devices 0, 1, 2 and 3. For
exanpl e, node.key KO itself, which -is shar ed by devices 0, 1, ,2 and 3,
is set- as the common -content key. In this way, it 45 8 August 2005 S
possible,- to set a' content key cemon to devites 0,'i, 2 and 3 without
transritting a new. key.. As an alternative, a neM/content key Kcon is -
encrypted by using the node key..KOO to result in an encrypted val ue

Enc( KOO, kebow, thwnxﬂptlnnddmanIdl$hnwbuayd ie dlsvpeesiPle ko2 and 3 by way -
of a network or by storing the val ue Enc(K00, Kcon.) in a storage medi um

di stribut@tstnilsiene absrd usabld iy by lah dévilices WaMerohy g8¥tces 0, 1, 2
and 3 are capable of decrypting the value Enc(KOO, Kcon) by using the _

common gk key KOO shared by devices 0,.1, 2 and 3 to produce .the
content key Kcon. It should be noted that notatlon .Enc(Ka, Kb) denotes

data obtained agsagegsuihefl anPG! YRhORLOLs dukey &P Py il %%fﬁ(ggg oot

addition, assune that It iIs |scovere por nt

001 Cnd Qe 5 e 80550 A B g o 110
thereaft%%cmns%tsggtg_ S%egor P a%%ddgghgegroé s&bcgiéggky— |
related node. 1In this w%y, an ins;itutipn such as a
'manufactﬁrer or.a content provider, which manages a root
‘node on a category hlerarchlcal layer or a subcategory
hierarchlcal layer, is capable of generatlng an‘EKB-
- {Enabllng Key Block) w1th a key at the root node used as
the root key thereof by itself and dlstrlbutzng the EKB
to’ dev1ces pertalnlng to hierarchical 1ayers below the
root node. Thus, it is p0551b1e po update therkeys of the
EKB yithout no efchtslat ali on devices pertaining to a
category node not serving as a subordinate to the root
’ nodg. |
Asgume that; in the tree structure shown in Fig.-12,
fouf_devices 0, 1, 2 qﬁd 3 pertaining to a.group'share
common keys K00, KO and KR as nbde'keysi By_using-this
node-key-sharihg‘configuration,'a comﬁon cbntent key can
be prévided only té devicés 0, 1, é and 3. For example,
node.key K00 itself, which is shared by devices 0, 1, 2 -

and 3, is set as the common content key. 1In this way, it .
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3), device 3 needs.to be detached fromthe system In 4% Eﬂz gogode keys
KO01l,, KOO KO and KR need to be updated to respectlvely ne eys K(t)001,
K(t)Q0, -K(t)0 and K(t)Rto be transnitted to devices 0, 1-and 2. It
shoul d be noted that notation K(t) aaa is ' an- updated key of generation
of time point t and i$ obtained by updating 4-6 8 August 2005 a key Kaaa.
Processing to distribute:an updated key is explained bel ow. For exanple,
keys are updated as follows. In the case of--the processing to update keys
for devices 0, 1 and 2 as, described above, a table is supplied to devices

0, 1 and 3sbpoveybek eongbte/oakc@ﬁtbﬂtswflesmwﬁ E@bci@vufbsa gSt-qQr,age. unit

and supplylng the storage -unit to devices 'O, -and 2. The,” table. i's

s Rt B A £, By g, 1L

should be noted that t I hg Ke ck) conprises

for <t AL REMY VRIS, KT 16 MV OFS EREELA SR lemes

t he nodes |erarch|ca

one shown n, Fi 1 The EKB Bl o S aI o cal.led a KRB
(Key Renetfvﬁp %ﬁ?“f“ 1"rh%nE?%Bé ata‘*o‘# ‘gf"gﬁk% @‘c‘fé’) 5 <1 HE A8 15A s
structured as block data that can updated 2¥ only a

then distributed to dev1ces and 3 by way of a

network or by storing thé value Enc (K00, Kcon) in a

stdrage medium distributed to deuices ﬁ, 1, 2 and 3. 1In

this way, only &gviées 0, 1, 2 and 3 are capable of
decrypting the value Enc (K00, Kcon) by using the common
nude key X090 shared-by devices 0, 1, 2 ﬁnd 3 to produce
"Fhe content key'qunf' It should‘be‘ﬂoted thdat notation
Enc(Ka, be denotes data obtainéd as a.resultlof: |
.‘encrthion of ankey Kb by using a key Ka.

In‘addition, assume that it isAdiscoveréd at a
point time t that keys K0011, K001, K00, K0 and KR owned
by devicde 3 have been analyzed and identified by a hacker.
In this case, in order ﬁolprotect déta'exchangéd |

:thergafter'in a system (or'a group of devices 0, 1, 2 dnd
3), device 3 needs to be detached from the system. 1In
addition, node keys K001, K00, ko and KR need to be
updated to respectively new_keys K(thOl, K(t)do, k(t)o
and K(t)R to be traﬁsmitted to devices 0, 1 and 2. It
shoﬁld be noted that notation K(t)aaa is an updated key

of generation.of time point t and is obtained by updating

46




device requiring node keys thereof to be updated. The tgg&@ﬁ%uﬁﬁg shown in
Fig. 15A is block data created with an objective of distributing updated
node keys of = generation of tifme point t to devices 0, 1 and 2 of the tree -
structure shown:-in Fig. 12. As .is obvious fromFig. .12, devices 0 and 1
each require K(t)00, K(t)0 and K(t)R as updated node keys. On the other
hand, device 2 47 8 August 2005 requires'Kit)-001, K(t) 00, KM O and K(t) R
as updated node keys. As shown in Fig. 15A, the EKB includes a-plurality
encrypt.edakkgg. Kada.encrypted key of the fifth colum of the table fromthe
top showmn in Fig. 15A is Ene(KO010; K(t) 001) , which is an -updated node

key K(t) 001 enagr a0 4 i =3 H.eaf . by the device 2.
y K(t) sk iy oIl Pl Qe HY Lhe device 2

The device 2 -is thus capable of obtaining- the upda ~nhode

by decrypékpia Phed NS £OETY §g¥ Enc( KO- 01Q: %@% 0 b i.ng the | eaf
key KO010 owned ‘?)y deev%e %{oexldtse ﬁ]ﬁ’nl%d’pl t"’tlfc()an,u q:d%‘) ﬁf’tﬁ“ﬁ’%&at ed..
node key #; ({ne @ btained as a result. of the.decryption, it is possible.
to decrypt an een%‘%téeis ‘%’e?/.%%c?ﬁ%l}g ot , uPg& s ng & e #SH th col um
of the tagple sho in Fig. 1§$%io result in _an updated node key. K(t) 00.

Thereafter’, -1 such & ¢ ¥t drlpreodéds suppdd eéhdoypt ed key Enc

K(t) 00.5 K(t) 0) of the second col um
(K(t) -devﬁcgs &, 1 and 2 by way of a network or by storing the

table in a storage unit and'supplying the storage unit to
devices 0, i-and é. The'tgblezié ﬁloék-daﬁa called an EKB
.{Enab1i§g Key Block} shown in Fig. 15A. It‘sh&ﬁld be .
noted that the EKB (Eﬁabling Key Block) comprises -
encrypted keys for_diétriﬁutiﬁg newly updagéd‘keys to
f devicés associétéd With_iéaves at the nodes on the bottom
Jhierafchidalrlayer of a tree structuré like the one shown
in Fig. 12. fThe EKB'(Enabling Key Block) is also calledAa.
KRB ‘xey Renewal Block).
_ The EKB (Enabling Key Block) shown in Fig. 152 is
- structured as bléck datq that can be updated by oaly a.
.- device feqqiring néde_kéys théreof to be updaﬁed. The
QVtygical EKB shown in Fig. 15A is block data created with
‘an_objecgive_of distributing updated'node keys ofA |
geheration.of Eime point t to devices 0, 1 and 2 of the
‘tree structure shown in Fig. 12. As is obvious from Fig.
12, devices 0 and 1 each require K(t)00, K(t)0 and K(t)R

as updated node keys. -On the ofher hand, dévige 2
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of the table shown in Fig. 15A is decrypted to result in é%@ HﬂgBtEd node .
key K(t)-0, which is then used for decrypting an.encrypt Ko nc(K(t)o,
K(t)R) of the first colum to result in the updated node key. K(t)R ~ On
the other .hand, a node key KOOO is not a key to be updated. Updated node
keys required- by devices 0 and 1 associated with nodes 0 and

respectively are. K(t)00, 48 8 August 2005 KWO and K-(t)R - -Devices O- and
1 associated with nodes 0 anhd-l respectively each-use device keys -X0000

and X000i regmides’ Xit)d01en&(¥phed Ke¥) FnahhR ) 0Q third
colum of the table shown in FP X o obtal(r‘r)Q?aﬁKélIg gg%%gé diﬁ :
CK(t)00. Theke after in the sequentral decryption process, ‘an encrypted key
Enc (I1C(t 00 K(t)O0 of the-second columm of the table shown in Fi 15A
(1¢(t) (t)0) g.

5 AP S A AL S e MR 1

for decryptlng an encrypted

resul-t ing tggc g &dBnode & In thrs way, devices 0, 1 and 2
are each capa R'G %rn@ﬂb ﬁ@@yﬂ&@ﬁﬁRCOﬂmm@hould be

not ed thaé ggexes shown in Fig. 15A are absolute addr esses of node keys
and | eaf Rby @P1e okfeom cthe AP |shawikens Bie. cbfih As@haKE Idecr ypt i on

ke f or crypting an_encrypted key on the right side of the figure.
y Ig?t)al 1), gwhich is yaez updat%:d node keng(t)001 encrypted ?

‘by u31ng a-leaf key K0010 owned by the dev1ce 2. The -
_.deulce 2'is_thus capable of obtaihing'the updated:node

#ey K(t)OOl'by decryptioniof the -encrypted key Enc(X0010,

ktt)001) by using‘the leaf key K0010 owned by device é
 itse1f. In addition, by using the updated node key

K{t)OOi_obtained‘ae a result of the decryption, it is
lpossibte to decrypt an enerypted key.Enc(K(t}GOi; K(ttOO)
' of_the fourth column of the table.shown.in Fig. 15A to
‘result in an updated node key K(t)OO.

Thereafter, in such a sequential decryptlon process;
an encrypted key Enc(K(t)OO K(t)0) of the second column'
of the table shown in Fig. 1524 is decrypted to result in

.'the updated node key K(t)O which is then used for
decryptlng an encrypted key Enc(K(t)O K(t)R) of the
first column to result 1n the updated node key K(t)R

.0n the other hand, a node key K000 1s not a key to

be updated. Updated node keys required by devices 0 and 1

associated with nodes 0 and 1 respectively are K(t}o00,
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When it is not necessary to update a node key K(t)O on
hierarchical |layer of the tree-structure shown in Fig. ?%u§ﬁ§§¥ﬁg root - key
K(t)R, while it is- necessary to carry out processing to update only a node
key KOO, an updated node key K(t)O00 can be distributed to - devices 0, 1 and
2 by using an EKB (Enabling Key Bl ock) shown in-Fig. 158. 49 8 August 2005
The EKB shown in Fig. 15B can be used for distributing typically new
content keys comon to devi ces- pertaining to a specific group. Assune

t hat' deV|ces 0, 1, 2 and 3 pertaining to a group enclosed by a dotted |ine
in. Fig. 1%(&30handekdt)BeorRbnirend wndid asepeinted adwh AegEBNoCONt ent
key K(t)con. In this case, data Enc(K(t)00, K() con) is distributed to-
devi ces 0andil Zeandcsiaébmgeamhthséh@ei&ﬁésﬂyym1ﬁundﬁgﬁndliﬁgo]he dat a
Enc(K(t)00, K(t)con) is a result,of encryption of the newy updated

cont ent -kty &étyepn aﬁnaﬁerypt@l@m@ﬁmx%(ﬂoo@ ad)3o)The Qﬁ\éﬂ y updated
content key K(t)con is encrypted by using- K(t Oo mhlch Is-a result of

-encrypti othdtdacoDaen key €90 COMDHRe oM ?@g 4By this,
the encrypted data Enc(K(t)O00, K(t)con) can be &IS by afhat

Rt Pl A SRR S B g R i, eryot
-Qecryptlon process, an erncrypted key Enc(K(t)UO, K(t)e)
of the-second column of the table shown in Fig. 152 is
_deérjptéd to resulr in the updated node key-K(t)O which
is then used for decryptlng an encrypted key Enc(K(t)O
'K(t)R) of the flrst ¢olumn to result in the updated node

-i_key.K(t)R In this way, dev;ces 0, 1 and 2 are each
.éapaﬁle of obtaining the updated node key k(t)R.
| It should be noted that indexes shown in Fig. 15a
'aré gbsolute addresses of node keys and 1eaf_kéys, The
hodq keys and leéf keys are each used as a decryption key
‘for decrypting an encrypted key on the right sidé of the
figurg. | | |
When it is not necéssary to update a node key k(t)o
| -6n an'upper hierarchicalllayer of the tree structure
shown in Fig. 12 and the root key K(t)R while it is
necessary to carry out processing to update only a node
_key K00, an updated node key K(t)OO can be d1str1buted to

- devices 0, 1 and 2 by using an ERKB (Enabling Key Block)

-shown in Fig. 158.
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of decrypting encrypted data by using the key K(t)O0O0 ob% hag&z®65a'result
of EKB processing in order- to obtain the content key K( ?bon of generation
of time point t. Fig. 16 is a‘di agram showt ng typical processing carried
out by device 0, which has received the data Enc(K(t)00, K(t)con) and the
EKB shown in. Fig. 15B" through a recording nmedium to obtain the content
key 50 8 August 2005 K(t)con of generation of tinme point t. As described
earlier, the data Enc(K(t)00, K(t)con) is a. result of encryption of.the
newl y updated content key K(t)con .common t-o devices 0, 1, 2 and 3. That is
to say, in this ‘RGP Shaw ddsiRig - il yqaredemesedgdotat a di stributed by
using the. .EKB is the content key K(t)con. As shown in Fig. 16, in the sane
EKB- proc8ds§tadgbusinghtiyp dleatly beel aboveen dduéye dbngrietdl Gevd dagde key
K(t) Q0 by using an EKB of generation of time point t and a node key K000

stored i nPg@%ansingnte he specat fii ngyreeh Umaskymet 28kt adhecEKByhag been
stored in the recording nedium Then, device O uses the updated hode key

K(t)00 -obtanded msrevaiiing ttdfa théﬁlééé&jw )éphf’t':&%du%g%ed cont ent
ey

key K(t)con. Device O then encrypts it ‘by using'a lea _ 0 owned only
by devi cei) .#Df. | Bl edadtbUisdid rebbrdi iy quruqmﬁlapgaeﬁg#?t ¥phg3| format of
€ e

an "EKB (Enabling Key Block). A version 601 is an’i
. common content key K(t)con. In this case, data Enc(K(t)O00,
. ﬂgft3¢qni;is digtributed'tq;dévices 0,1, 2 and 3 alané_
with thg EKE.shown in Fig. 15B. The data Enc(K(t)00, -
-..K(t)con} is a reéult'of encryption of the newly uﬁaatéd :
content key k(t)con common to devices 0, 1, 2 and 3; The
':rnewly updated céntent key k(#)con is encrypted by using
 _K(t)00 which is a result of éﬁcryption of a node key K00
.common to devices.o, i, 2'andf3. By this, the encrypéed
data Enc (K(t) 60, K(t)con) can be distributéd so.that
equipment of other groups such as device 4 Cénnoéidecrypt-
the encrypted data. | | |
That ig to say, devices 0, 1 and 2 are each capable
of Qecrypting encrypted'déta.bf using the key K(t) oo
‘obtained as a result of EKB processing in order to obtain
the content key K(t)con of genéfation Qf time point t.
Fig. 16 is a diagram shéwing typical processing
_c§rried out by device 0, which has ¥eceived the data

Enc(X(t)00, K(t)con) and the EKB shown in Fig. 158

through a recording medium, to obtain the content key
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i ndi cating-a version of -the EKB (Enabling Key Bl ock)- -l A L@U&gﬁﬁsbe not ed
that the version 601 has functions of determ ning the nost recent EKB and

of indicating the. relation with contents. A depth is the nunber of
hierarchical layers in a hierarchical-tree structure for a device serving
as a destination of the EKE (Enabling .Key BIOck) A data pointer 603 is a
poi nter pointing to a 51-8 August 2005 position in a data portion 606

of -t he EKB (Enabllng Key Blaock). A tag.pointer 604 is a pointer pointing
to the position of. a tag 607 and-a signature pointer 605 is a pointer

poi nti ng Kbtkern poigémeraticn s Gricinr @@08. tTheAdatlaspoibedn 606 |s
typically encrypted updated node keys, that is, encrypted keys obtai ned as

a result eaxfliomcy yyhieé adntof Epder a0 0nde&K k9 nads 1%h(&WIi-elslﬁ1|EI @f 16. The tag
607 is a tag showing a p03|t|onal relation between encrypted node keys and

encr ypt eterd @afp tiets .o fl the NGFPLEANQUEE doRtentNd & (@bt ed | eaf keys

are included in the data portion 606. A rule of prOV|d|ng a tag S

expl ai ned:dimditi®S 'dig des [, 91,18 03|18 rgg, s  an-exanpl e
of transmtting an EKB (Enabli'ng Key Bl ocE%ggiﬁ a?%e%g} ier % :

GBI S A TS
referredu&ﬁn@§tietﬁ%3 is the content key K(t)con.
As shqwg in Fig. 16, in the same EKB-prgcassing-as
that de5cribed above, devdceAO genetates a node kgy |
%(t)dﬂ by.using an EKB of‘generatidn of time point t and
a node key KOOO stored in advance in'the recording ﬁediuﬁ
Eby.itgelf. The EKB ﬁas been stored in the recording
. medium. Then, dev1ce 0. uses the updated node key K(t)OO
-cobtained as a result of decryptlon to decrypt the updated
7 cpntent key K(t)cpn. Device 0 then encrypts it by using a
.1éaﬁ key K0000 owﬁgd only by device 0 for later use:
fig. 17 is a didgram showing a typical format of an
EKﬁ {Enabling Key Biock). A version 601 is an ideﬁtifier :
' indicéting a version of-the EEB (Enabling Key Block). ‘It
should be noted that the version 601 has functions of
'determining.the.most recgnt‘EKB.and of iddicating'tﬂe.
reldtion with contents. A depth is the number of
hierarchiéal layers in a hierarghical-tree structure for
a device servdﬁg as a destination 6f the EKB (Enabling

Key Block). A data pointer 603 is a pointer pointing to a
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node address. In this exanple, 'since an"'updat ed root keyg 4 '
i ncl uded, the top-node address is KR .In this .case, forsé%éé[rjr%)tﬁgpgdata

Enc(K(t)O, K(t)R) of the first ."columm corresponds to a position-POin a
hi erarchical = tree-structure shown in Fig. 18A -‘Data Enc (K(t) 00, K(t)O
of the second colum corresponds to a position POO on the Ilower left side
of the position PO in the hierarchical 52 8 August 2005 tree structure. if.
there is. data on a hierarchical. layer below a predeterm ned positi-on of.
the hierarchical tree structure, the tag is set at 0. If there is no data
on a' hi ePastbienl itayedatal portiqn ofies eofri tied PRSI {EmibXing i er ar chi cal
tree structure,. on the other hand, the tag is set at 1. Tags are set in

the fol | oBlogkf or mattag dodfiter( l6)o4t 3@, aRgﬁhtnt(el%) ﬁf(ﬁ%)tiﬁﬁ_pltai ped below. At
S| de t he

t he position POO on the lower-- left- of - posi tion PO ..

cor responpbsptido éhe daid dE 4 (4 )s Qndeddd R figrst, col um
shown'in Fig. 18B, there %as dat a. Thusslgn% he:LG)'tlz;z?igupglesIt rs@t5 éLtS.SKaO. At a

position et | I | t Pasition Pq. on . .the other hand,
B84 BRIt fdPho Siple ﬁselt%%tnagc&s a &l naQ:'ufe Iﬁhgt'hi s way, for

there is'no data. In thi's case, _ 15" s¢€ : : _
Thcl uding' a typeag o&eRchorFudn 205 33 BxpiBily SRCEYPEs T rodated * N tag
is set t%ddéth%%g. W@iiaq:h ips?Sietnicggrpitgdt .tll%ytsr Shtained as a result -

of encr&ption of ﬁpdated node keys &g shown in Fig. 16;

The tag 607 is a tag showing a positional relatioﬁ
bétween'encrypteé node keys and encrypted leaf_kefs. Tﬁe
encrypted node keys and ﬁhe enéfypted leaf keys are.

. =inéluée§ in fhe data pertion 606. A rule of providing a
tag:is explained by'refepriﬁg to Fig. 18, |

'Figt 18 is'a diagrgm showing -an example of
transmitting an EKB (Enaﬁling key Block).expiained
earliqr by feferring to fig.'lSAJ Déta in thi; caée is

- spown-in Fig. 18B. The address of a top node included in:
an.encrypted‘key at that time is referred-to_as a top-
node address. In this examplg,-since an'updated‘ro;t key
K{t)ﬁ is inclUded, the top-node'addfess is KR. 1Imn this
case, fﬁr example, data gnc(K(tjD. K{(t)R) of the.fiﬁst

column correspondé to a poSitioﬁ PO in a hierarchical
tree structure shown in Fig. 18A. Data Enc(K(t)00, K(t)0)

of the second column corresponds to a position P00 on the

lower left side of the position PO in the hierarchical

-52




structure.the correspondi ng data Enc(Kxxx' , Kyyy) is ggﬁ@ﬁ %hosThe key
data Enc(Kxxx, Kyyy) and so on stored in the data portion % i'S no nore
than an array of keys, -which have been encrypted in a sinple way. Wth the
tag described above, however, it is possible to identify the Position of
an encrypted key, which is stored as data, .in the tree structure.. Wt hout
the tag described above, it 53 . 8 August 2005 Is al so p055|ble to
construct data by using node i ndexes associated with pieces of encrypted
data as-is the case with the configuration explained earlier by referring
to Fig. 15:rednh shuamtureaf Ibetbere i:@radtalcdncmhfeﬂﬂﬂﬁ@eﬁl dows: 0:
Enc(K(t)0, K(t)R) 00: Enc (K (t.) 00, K(t) 0) -000:=" Enc (K t) 000;

K(.t,). 00)be_u_rmaacmfeu@mhaaaau§bamt§aﬁhofnéﬁéeﬁle £lal EP&' ndant dat a
S resulted i n-and the anmpunt of data thus i ncreases. a resu such a. -

confi gur atdtdudtur@Qt chdeghfabkegLpr odi gtri d ro netmork or for
ot her purposes. By using ?ags sas ?ndgx dgy owﬁng 1ﬁ%§n¥|ons of
sing only a

rarl hopenererchEeaP° ik eRopel é?ﬁr@é‘?mmﬁéﬁéﬁﬁ%ﬁ lgf e g

smal | anount of d
back to Fh&er%lchIQSlStgggtgégugggré? S fﬁéﬂgéﬁg}(iand the tag

is set at 1. Tags are set ip the.followiﬁg format: {Left
FL) tag, Right (R} tag} explained beloﬁ. At the position
“P00--on the ;ower"left'side of the position PO
corresponding. to the dete Ehc(Kte)O. K(tiﬁ)_of the first
columh.shown in Fig. 18B, there is data. Tﬁus, the ﬁ tag
is see at-o0. .Ae‘a‘poeition on the lower right eide of the
=pcsig:ién_Po, on the other hand, there is no data. ;n-this
case, the R tag is set at 1. ie ;his way, for each data,
wtags'are set. Fig. 18C is a diagram shewing a
conflguration 1nc1ud1ng a typical array of pieces of data
and an array of tags..
. A tag is set to indicate which pdsitiqn in the tree
. structufe.the corresponding data Enc(Kxxx, Kyyy) is |
located at. The key data Enckaxx. Kyyy) and so on stored
in the data portion 606 is no mbre than an arrey of keys,
which have been encrypted in a simple way. With the tag
~described above, however, it is possible to .identify tﬁe
'position of an encrypted key, whieh is stored as data; in

l?he tree structure. Without the tag described above, it
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signature put by an institution issuing the EKB (Enabling 6?¥t%?9§k5'
Exanpl es of .such an.institution are a key managenent Cen{% ?t e license
server 4), a content provider (the content server 3) and a chargi ng
institution (the charging server 5). A device receiving- the EKB confirns
that' the EKBis a valid ERB issued by an authorized EKB issuer by signature
aut hentication. 54 8 August 2005 It is possible to-summarize processing to
utilize a -content supplied by the content server 3 on.the basis of - a

li cense issued by the |icense server 4 as described. above into what is

shown i n A%y alsy poasidiiewtoc wonseriicgudatanbenusbry COSEEMnE8iaer -3 _
provides a content to the client 1, the license server 4 issues a |license

to the cl isswociatédewdoht pdkces BACEKErypRBECAiLa AW LH 15 & ation ‘
i ndicati-ng that the content has been encrypted by a content key Kc. The

content kentthKehkeScenghyntradiby Hﬁ%ﬂgiﬁeaogérffé(r lﬁgtloeﬁaezfglgttﬁ%ettﬁgcﬁgs, Kgﬁgé

The root key KR -is obtained fromthe EKE and . correspon
shown in Fig..18. T SN X&) (KR, .the ,EKB are-then added
to the encrypted content. e(%on¥g%?ﬁﬁ%§(Eﬁ%%ﬁ%g%kgf,1Fh81EﬁB a%and t he
encryptedggpidgpt are finally supplied-to the client .1.. As shown in Fig.

20, the EKB-in the exanple shown
" 0: Enc(K(t)0, K(t)R)

00: Enc(K(t)00, X(t)o)
000+ Bne (R(£)000; K(E) 00)
| In a coﬁfiguratiﬁn using such indexés, however,
»f}edundant'daté is resulted in and the amount of data thus
- increases. - As a ;esﬁlt, such a.configuration is not
desirable for“disfribution thrgugﬁ a network or for other
_purﬁqses. By:using'tags-as index‘data showinﬁ the
positiqns of keys, however,_the positions of. keys can be
recognized by using only a small amount of data.-
The-EKB-format“is further explained:by referring
back to-Fig; 17. The signature 608 is an electronic
signature put by an inséitution issuing the EKB (Enabling
Key_Block). Examples of such an inStitution-are é key
mapagement cénter (the licehse server 4}, a dontentf
provider (the content server 3) and alcharging
institution (the charging server 5). A device réceiving.
the EKB confirms_thgt tpe FKB is a valid EKB issued by an

-authorized EKB issuer by signature_authentication._
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-in'Fig.-19 typically includes Enc (DNK, KR), which is agﬁ&aaﬁgm '
i ndi cating that the root key KR has been encrypted by a by wsi ng
a DNK included in service data, the client 1 is capable of obtalnlng t he
root key KR fromthe EKB. Then, it is possi-bl e to obtain the content key
KC by decryption of Enc(KR, Kc) using' the root key KR Finally, it s
possible to obtain the 55 8 August 2005 content by. decryption. of Enc(Kc,
Cont ent) u5|ng the content key Kc. By assigning a DNK to each client 1 in
this way, it  is also possi-ble to individually revoke a client 1-in
accordance with Theiprpogspbbe &hoswmnar ¢ prddesiithg To v¥1139di Li on, * by

I ncl uding an additional license - leaf ID as a part of data in the
di stri but icomtesdr enpeliddt b ylehasagﬁtaﬁedsgtagraalbﬁ 5§%t4ﬁ¥ S
possible to avoid an illegal copy operation inthe client I urt her nor e,

by distributingnaesessabakey 8RE fic&sEdi{ipale tioa{sec%]eh Ghignt as a
service data, it is possible to create a content for secret key

and a ceébbiréciiﬁ%f&?ﬁak'sfsb h&g[? : er{aq Qare used to prevent theTﬁgd .
. ust

user fromcarrying out an il 10N to copy the content.
of the secret k r te will. be' .described |later by referring
2ﬁ%mn I'n Eﬁbwhe igure, when the content server { ! g

~to a flowchart |
jprovides a content to the client 1, the license server 4
issues a license to the client 1. The content is Enc(Kc,
Content}, which is a notation 1nd1cat1ng that the content
has been encrypted by a content .key Kc¢. The content key
Kc is encrypted by using a root key KR to produce Enc(KR
.Kc)}- The root key KR 'is obtained from the EKB and
. Corresponds to the key Kch shown in Eig; 5. The content -
key .Enc (KR, Kc) and the EKB are then added to the
encrypted content. The centent.key Enc (KR, Ke), t#e EKB
and the énc;ypteq content ere‘fiﬁally supplied to the
_client 1. | | | |
| As shown in.Fig.'zo, the EKB in the examﬁie shown

-in Fig. 19 typlcally 1nc1udes Enc (DNK, KR), which is a
notatlon 1nd1cating that the root key KR has been
encrypted:by a DNK. Thuq, by using a DNK included in
service data, the client 1 is capable of obtaining ehe
root key KR ffem the EKB. Then, it is possible to obtain

the content key KC by decryption of Enc(KR, Kc¢) using the

root key KR. Finally, it is possible to obtain the
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28. As described earlier by referring to Fig.‘13, in .acgg&ggggﬁogﬁth t he
present invention, a T systemfor managing |licenses at a cdfegory node is

associated with a category of devices each used for using contents. Thus,
a plurality.. of DNKs can be owned by .the sanme device. As a result,
contents pertaining to different-categories can '56 8 August 2005' be
managed by using one device-. Fig. 21 is an explanatory di agram show ng
assignnent of- a plurality of contents to one device. To be nore specific,
a license for using content 1, to-which DNK 1 is assigned, is recorded in

a devi ce @nent Hey ddasystidn tde Fncire entorBerdt)e ARy ttaeen, content 2.to
which DNK 2 is assigned can be recorded-- in -the .device DI by :

t ransf er reowraonticanyt Refroma CD to a nmenory. stick.' In this way, the
device DI is capable of sinmultaneously handling two contents, nanely,

contents 1 and %gew!aisqanah@rs gt Hobukes gxigh}f $r-eR! cRYS! OB, gf?”ﬁ" y, the

T system and a devi ce nanagenent system This feature 'can é

! erented b RASAINETS YU ARG 1y} 358) ATL0s3 gevi oo A

exanpl e of such a case I's a case an al'rea _
Jol ot et AR DN B3N p1dl N 9B £i8L 13TRnE bl Cense
In addition, by including an additional license
leaf ID as a part of data in thé distribution, service
data is assoéiated_with a licensg so that it is posgsible
-ﬁo_avoid anAillegél éopy operation in thé clieﬁt 1..
' Furthermore, by distributing a secret kéy and.a
' ceftificgte for each client as a service data, it is
‘:pdssible to create a content-for-which thg secret key and
a-certificate for use by the client 1 are uséd to prevent
the end'yser from cafrying o#t én iliegal 6peration to
- .copy the content. |
The use of the secret key and a certificate will hé'
described later by referring tq a flowchart shown in Fig.
28, |
As described earlief by referring to Fig. 13, iﬁ
accordance with the presgﬁt invention, aIT éyStém Eor
managing licenses at a categorf node:is associated witﬁ a
category of devices each used for_using-contents. Thus, a

pluralitﬁ_of DNKs can be owned by the same device. As a

result, contents pertaining to different categories can
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2 shown in.Fig. 22 are assigned to each triangle of the S|de

hi erarchical |ayers shown in Fig. 13. By such assignnen? g ca egory IS

classified into. subcategories for managi ng snaller groups such as genres
of the content, levels of the content, retail stores of the content and

di stribution services of the content. In the typical assignment shown-in

Fig. 22, for 57 8 August 2005 instance,.-license categories 1 and 2-pertain
to a jazz genre and a rock genre respectively. License-category. 1 is .
license ID of | . and

associ ated. wi.t h c%at nts-1 and 2, each of which has a

1
is distribtt &9 Ysusingngng devigense category 2 includes contents 3,
4 and 5, each of which has a license IDof 2 and is distributed to users -1

and 3. As describif dbbvis 4m exmiamidoy Wity raive shicadiet | nvent i on,

I ndependent key managenent can be executed for each category In addltlon

i nst ead oPSHAGIMERE ONKa epbedalbiity nof e perns BNH0 BB | agNK can al so
be downl.oaded to .each equi pnent and/or each nedia in catalog proceSS|ng

carried obf Byrehepécihse selvesnde SForudihd BYAEAL 1a 54 lfi Tﬁl lowing a
user to purchase the key. It is desirable. to provide a conten that can be
.used in BNK Bppd ioedigmsd byi AdEd i h eHYIME A on the |
basis of the T system. By the same token, content 2 to
which DNK 2 is assigned}can;be‘recbrdéd*in-the:device D1

by transferring content 2 from a.CD to a memory stick. In -

thls-way, the device D1 is capable of 51mu1taneous1y
. handllng two contents, namely, contents 1 and 2, whlch
fare dlstrlbuted by dlfferent systems, namely, the T
'system and a device management system. This féaturé
cannot be 1mp1emented in a case where only one DNK is
a831gned to a device. - An example of such a case is a case
in which an already_aésigged‘DNK is deleted when a new.
DNK is assigned.

Iﬁ éddi#ion, for exampie, license catégories 1 and

2 shown in Fig. 22 are éssignéd to each triﬁnéle of the
32 lover-side hierarchical layers shown in Fig. 13. By
such assignment, a category is Elassified into
subcategories for managing smaller gfbups such as genres
of the content, levels of the content, reﬁail stores of

the content and distribution services of the content.

. In the typical assignment shown in Fig. 22, for
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using the content after creation of the content without ggﬁg@ﬁgobg what

technique is adopted For exanple, it is desirable to provide a content"
that can be used in' domains with-different content distribution services
or dlfferent usage conditions: In order to provide such a content,
according to the present invention, the license server 4 functioning as an
aut henticating station 58-8 August 2005 distributes secret keys and :
certificates of.-disclosed keys for the secret keys to users (clients 1)
as descrLbé% above, ,Then, the users each use a secret key to create a

si gnat ur e 15 “B8Fut 1AeRsEoRAERFOTACE Hednd 2 RRBIAIM thwe a Meepr ity of the
content and, thus, to prevent the content frombeing falsified. 'Typical
proceSS|ngeBFetﬂEdcas§°@b59¢nbedreﬁ@@Q¢1%9bwpIaﬁnedshycaeégbryng to a
-flowchart -shown' in -Fig . 21. To-be nore specific, the processing, is a
ri ppi ng pt8cassoctated edi bt caytéies Usend @ 1 el clakdiphayee hack froma
CD in the-storage unit 28. As. shown in the figure, the flowhart begins

with a stépeSs#limtofni chnd hbs QL dimGEOKRAvseishe ghigest, 1 receives
i nputted recorded data pl.ayed-back froma CD fromthe conmunication unit

29. Then, Litehde-cerdgdien FHAhdddedddnth faorqﬁaﬁdl Bdgg‘él&h gg to whether
or not.. the recorded data input at the step $171 i'ncl udes
which has a license ID of 2 and is distributed to users 1
.and 3. |
As described above, in accordance with the present
1nventlon. 1ndependent key management can be executed for
A each category |
In addition, inetead.of having a DNK embedded in
':equipment and/or meédia, a DNK can also be downloaded to
_each equipment and/or each media in catalog processing
carried out by'the licepse server 4 so as to implement a
eystem allowing a ueer to purchase the key.
It is desirable. to pfovideea coﬁtent thet can be
_used in_alljapplications by adopting any techniqqe'of
.using the content after creation of the_centent without
regard to what technique is adopted. For example, it is
desirable to provide a content ﬁﬁae'can be used in |
'@omains with -different content distribution services or
different usage conditions. In order to provide such a

content, according to the present invention, the license

server 4 functioning as an authenticating station
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wat er mar k enbedded in the data of the content. The mategaﬁﬁgﬁggﬁgrises
3-bit CCl (Copy Control Information) and'a 1-bit trigger. I'f a watermark
is detected,-the flow of-the processing goes on to a step $173 at which
the CPU 21 carries out a process to extract the watermark. [f no -
watermark i s detected, on the other hand, the watermark- extracting process
is skipped. 59 8 August 2005 Then, at the next step $174, the CPU 21
creates  data of a header-to be recorded for the content. The data .of the
header conprises a content. ID, a license ID, a URL representing an.access
target fodigdqiibniteg seccre¢nkeyandnd verelifRekteSubsegiedtdyeq att he next
step 5175, by using the secret key of the CPU 21 itself, the CPU 21.

creat es, akeysdifgirt 2heskgaaktr Reysbesedso8s (Beientfaip a5’ Of the header:
‘created in the processing carried out at the step $174. The secret key

has been- dekairagddf apavEhe di&EN t 67 ..0f the
REENEhS HdHs bad uééﬁ%%,e‘%?ﬁg Zﬁgﬁ 52 control s

flowchart shown in Fig.- 7. Then, at the next step $

t he _encryagggaeagdsgﬁﬁgggtjé;g%%ét @t%ﬁoa_eggﬂg%%t%ﬂg o cgnt et[lqt rrtéyv\ﬁzinng a

content key. The content “has” been acqui Fed
23%' rlcgga%%@fggglﬁgginéé:‘&ﬁ@ %t ?tl?ef ntent'B5E 'uetq]tdsx, & ptrt]a%erllx?cm step
| the content'from being falgsified. |
Typical processing of thg caée described above is
' explained by refgrrihg to_a'flowéﬁgrt”shoﬁh:ih-?igl'23.
To-bé more specific, the processing is 5 ripping process
‘ﬂarried out by fhe user to_record data played.bacﬁ from a
CD in the storage uﬁit 28. | |
As shown in the figure, the flowchart begins with a
sﬁep Si?l at which the CPU 21 employed in the'client 1
- receives inputted recorded data played back from a CD
from the commuﬂiéation unit 29. ‘Phen, at the‘ﬁext step
S172, the CPU 21 forms a judgment as to whether or noé-
tﬁe recorded-data input'at the step 5171 inclﬁdes a h
watermark embedded in the data 6fvthe confegt. The
watermark-cdmprises 3-bit CCf {Copy Contrecl Information)
and a 1-bit trigger. If-a wate;mérk is detected, -the flow
of the processing goes on to a step §173 at which the CPU
21 Fgrries out arprocess to extract the wéfermark. If no

watermark is detected, on the other hand, the watermark-

extracting process is skipped.
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the data onto a nmagneto-optical-disk.43 in a file formatg J¥ppgal 1y, the
magneto-optical' disk 43 is a mni: disc. It should be noteg that, in the
case of ‘a mini. disk used as the recording nedium the CPU 21 suppl ies the
content to the codec -unit 25 at the step $176. The codec unit 25 encodes
the content in accordance with typically the ATRAC3 system The encoded’
content is.further 60 8 August 2005 encrypted by the encryption and -
decryption unit 24. Fig.. 24 is a diagram showi-ng a nodel of-a content
recorded.on the recording medium A watermark WM extracted from- the . .
encrypt ed cont erlfherE( Att3)0he neec g tegel 174 ahehemderzlowtrsadest he content. - .
Fig. 25 is a diagramshow ng a nore detailed configuration of the file -

f or mat - i ndahacof aa chehdat t6 beCpededdont fot Nens assHelimd MpdieURl tAS i S
obvious from the typical configuration, a header including a content 1D

(CID), a bfcemschédtét| mpaiskd Ancodedet SFHRMK 1(1 1sd S0, 6GORMAgd. In
addition, an EKB; data Enc(KR, Kc), a certificate rt) a di gl I header

 (Si gt Headesp e s &k n BE (e é:é)né ’?ﬁd are recor ded:
The data Enc(Kr, % s a reesult encry?ﬁ"q%}n G&%%t I?éﬂ?l Kc by
usi ng a- raoq;at ﬁﬁ, wher eas the data End(Kc, Content) is a result of

encryption of . content by, wusing the content key Kc. The digital
“header S'g(kbadgﬁﬁsequently, at the next step 8175, by using the '

secret key of the CPU 21 itself, the CPU 21'creates-a'
digital eignatufefbased on:thewdata%ef the header{qfeated
in the processing qarried—out'at the step S174. ‘The
secret key has-been ebtained from the ligense servef 4 at
the step S67 ‘of the flowchart shown in Fig. 7.
| Then, at the next step 5176, the CPU 21 controls
the encryption and decryﬁtion uait 24 eo‘encrypt the
content bg using a eontenp‘key. Tﬁe content key has been
; écguired at ehe,same time when acquiring the content (See
.Fig. 5 or 9).

Subsequently, at the next step 8177 CPU 21 records
the data onto a magneto-optical.disk 43 in a file format.
.Typically, the magneto-optical disk 43 is a mini’ disc.

It should be noteé.tﬁat,.in the'case‘of_a mini disk
used‘as the recording medium, the CPﬁ 21 sapplies the
content to the codec unit 25 at the step S176. fhe codec
unit 25 encodes the content in accordance with E&pically |

the ATRACB_eystem. The encoded content is further
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has been geherated on the basis. of the header. The mater 4; gbedded I n
I nsi de of the

the content. As shown in Figs. 24 and 25, in addition to th

content, the watermark is also placed in the header so that infornmation
enbedded i the content as the watermark can be detected fast and
with:ease. Thus, it is-possible .to quickly forma judgnent as to whether
or not the bl. 8 August.2005 content can be copied. It should noted that
the neta data typically -represents a jacket, pictures, a libretto and
other information. -The mark will be described later by -referring-to Fig.
31. Fig. 2ocrypiedi byr bhe seonorypt don yand adlecirgot bswdankey2 Certificate used
as the certificate of a discl-osed key. Nornmally, a disclosed-key '
certificate is aFiger2d fiscat diagaar dhowlngA a( FRIdd1l ivtake AMtchari ty) in a
di scl osed-key encryption system A disclosed-key .certificate-is issued by

the Certifecar@edubhothé yré%r@icipb e d Pr Mt AR %E}ka?ma termAOI hval {dl ty
u ority as

to a. disclosed key and a user supplled to the rtificate
vol 1" o5 putraoted fidh ale SIS {d)534% ALRaddy
i'cense Server 4 or

thereon.- In accordance wth the present |nven ion,” ‘t’'he

the contefd selefies’ dutSHe TrEe'ddddagle and a secret key and,

- Pig. 25 is a diagrém showing a more detailed

t hus,

conflguratlon of the f11e format in which a content is
recorded onto the recording medium. As is obvious from
the typical conflguratlon, a header 1nc1ud1ng a content
iD (CID), a license ID (LID),_a URL and a watermark-(WM)
is recorded. 1In additiomn, an EXB, date Enc(KR, ke), a
;:Certificate.(Cert), a digital header (Sig(Header)), data
- EneFKc, Coﬁtent); meta data and a mark ere recorded. The.
data Enc(Kr, Kc) is a result of encryﬁtion of a content
key Kc by using a-root key KR, wheeeas the data Encd(Kc,
" Content) ;é a‘resdlt of encryption of the content by
- using the content key Kcl The digital header sig(Header)
has been generated on the basis of the header.
The watermark is embedded in the content. As shown
-in Figs 24 and 25, in addition to the inside of the
content, the watermark ie also p;aced:in the ﬁeader s0
that informatien'embedded in the content as the watermark
can be detected fast and with-ease. Thus, it is possible

to Quickly form a judgment as to whether or not the
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also a disclosed key. Therefore, by presenting informatgap ﬁH%@O@S a user
I D and a password 'to the |I|icense server 4 to be catal oged ? erein, the

user. is capable of obtaining a disclosed-key certificate. The

di scl osed-key certificate shown in Fig. 26 includes a- nessage. The
nmessage includes a version nunber -of the certificate, a serial nunber
issued for the user 62 8 August 2005 of the certificate by the l'icense.
server 4, an algorithmand paraneters, which are used for a digital
signature, the nane of the Certificate Authority, the termof wvalidity of

the certi&ontért @em |42 asspimed to the user of the certificate. and a
di scl osed-key of the certificate wuser. In this case, the Certificate

Authority is that istenie setedr that the méea ddit@ssygi@d iy the user. is
anode ID, or aleaf ID ‘A digital signature created by the .license server

4 servingr@srddnGerd Qfaicq@ét% AdReby hS1ipddedot ankheraBssage. The

digital signature is data créated by using a secret key of the license

server 4 'S a h C ' lii.cati on. of -a hash
function %é%%@s’agﬁlel ﬁggﬁew¥%éﬁ%?gﬁ%ﬁftl§é§ Eyaafe{lgyﬂlgr gani zati on shown

in-Fig. 1 ar. exanple, the node IDor the leaf IDis '0000' . for device
0, 100 oi e%%ﬁrﬂﬁbﬁggF%g“ogq' 1111' for _device 15.. On the basis of such

an ID it-is thﬂigq 26 is a diagram showing a typical disq%osedf
key certificate used éé the ceftificate of a disclosed |
ﬁe&. Normally, é-disclosed~kef certificate i& a
certificate issued by a CA (Ceftificate-Authority) in a’
disclosed-key encryption system. i'disciosgd-key‘ |
certificate is issued by tthCertificate Authority py'
addiné information such as a term of éaliditf to a.
disclosed key ahd a uéér ID supplied to thé Certifiéate
.Aughority hs well as putting a digitéi siénaturé of thé
' Certificate Auihority thereon.. In accordance with the
present inventioﬁ;'the licénse server 4 or the content
gserver 3 issﬁeé a certificaté'and.a secret key and, thus,
alsq a discloséd key. Therefore, by preseﬁting
information such as a user ID and a password to the
license server 4‘to be qataloged therein, the user is
c¢apable of obtaining a diéclosed-kgy5certifiéate.
The disclosed-key certificate shown in Fig. 26
includes a-messagé. The ﬁessage includes a version number

of the certificate, a serial number issued for the user _
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possible-to determ ne which position in the tree structgm, tbsi s, Which
| eaf or which node.of the tree structure, a device (entity? I dentified by
the IDi's located at. By distributing a license required in using a -
-content separately fromthe content -in this way, the content can be
distributed with a higher degree of 63 8 August 2005 freedom' A content
obt ai ned by adopting an arbitrary nethod or obtained through an arbitrary
route can thus be -handl.ed unitarily. In addition, by constructing a file
format as shown in Fig. 25, it-is needless to say that the copyright of

t he cont eff thehcenthfbcdioe by tWen bicensmged-waied ,t he atgordbthmi s
distributed through the Internet or even when the content is presented.to

SDM (Secané phpahateddisivhidhidieatise) RepliprERyitalFeiyhecapeg, even if a.
content is presented by recording the content in a recording medi um or

present edth&o iimough the derteriela e sty N thiedte2h, ofOr exanpl e, -by

carrying out the sane processing, it is possible to check out a content

for typi Gl ¥a feprodatid g ARa doHANF Be¥igngh ¥3eenasu (Secure
gital Music Initiative) equi.pnent. By referring to a flowhart shown in
Fig..28, .of Ne certificate and a disclosed key of the certificate
uger. In this qasé;'the Cértificate Authority'ié the
_iicenge sexrver 4;':The ID assigned to the user is a-ndde
Ib.or a leaf ID. A digital signatﬁre created by the
license server 4 serving as tﬂe Certificate'huthority'is
| added to the message. The digital signéture is datg
created by using‘a secret key of the license'servef 4 on
~.the basis 6f a haSh-Yalue genéraﬁed by apblication-of a
hash function to the.message. |
In tﬁe éase'of the typical key‘organization shown -
in Fig. 12, for examplel the node ID or.the leaf iD is
‘0000’ for device 0, £0001° for'device 1 or ‘1ilv’ fOr
device 15. On the basis of such an ID, it ié thus
péssible to determine which poéition in the tree
structure, that is, which leaf or whichinode of the tree
‘structure, a deﬁicé (entity) idéntified by.the ID is
located at.
By.distributiﬁg a.license required in using a
-content separately from the contént-in this wa&, éhe

content can be distributed with a higher degree of
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foll ow ng description explai-ns processing to check out a for a’
client such a PD other than the client 1. As shown in th3”§@8§$§@5the . ,
flowchart begins with a 'step SI9 at-which.the CPU 21 forns a judgnent "as
to whether or not a digital signature has been put on the -content.. If
the outconme of the judgment indicates that a ‘digital signature has been
put on the content, the flow 64 8 August 2005 of the processing goes on-to
a step S192 at which the CPU 21 extracts a disclosed-key certificate and
carries out- ~processing to authenticate the certificate by using a

. di scl oseflrkedoRf A @&drite®s SbTRIHRA ﬁf%ﬁb?‘&ﬂn@s ahharbeekhbicate
Authority. To put it in detail, the client acquires a di-sclosed key for

2 Secret detngl JhcliaIee CRRHA & T L) HARINE A VBl peand Uses

the .disclosed key to the digital signature put on

di scl osed: ke rtifjicate. As described earlier by referring to Fig. 26,.
t he digi ﬁzli- %&l%%a‘{%lrteaﬁaislez‘@‘enerat ed on the basis of the secret key of the

| i cense ‘server serving as.the Certificate Authority, and c be
decrypted by usiﬁgaﬁﬁétd §c|B¥e8°?§§r“8FlPﬁeal?igﬁsgoéﬂ?ge?s4gg?ﬁ?thernnre,
the CPU 21 %pplies a hash function to the whole nessage of the certificate

to generdte B9 hash Vi d& mRfdH eashdoome2 thgdnfRee sopiE igbfiePlt ed hash

value with a hash val ue obtained as a result of :
- - the content with such a format can be managed when the

- content isg di&;ributed thfough the Internet or even ﬁhen
_.the contént is presented to SDMI (Seéufe Digital Mdsiq‘
'Inipiative) equipment;: |

Furthermore, even if a content is presented b-y_
reéording the qqntent in a recording medium or presented
zﬁhrough the Intermet 2 as shown iﬁ.Figf 27,-for gxample,
'by carrying out the éame processﬁng, it is possible to
c¢heck out a éonﬁent for fypically.a predetermined PD
(Porﬁable Device) used as SDMI.(Secure Digital Music
Ihitiative) equipment. ‘
ﬁy referring to a flowchart showp in‘Fig.:za, the
following.descriptiqn expléina processing to check out a
éontént for a éliéht'sucﬁ a PD other than the client 1.
As shown in the figurg, the flowchart begins with_a
Stép'SlSl at which the CPU 2i fo?ms é judgment as to |
whethér or not é digital signaturg has been put on the
-c&ntent, If the outcome of the judgment indicates that a

digital signature has been put on the content, the flow
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decryption of the digital signature. If thé, gener at ed Eg&@ mat ches
[ t |g|ta h

t he hash value obtained as a result of decryption of.
signature, the nmessage is determned to be not a false nessage. If the

gener at ed- hash val.ue does not match the hash val ue obtained as a result

of decryptlon of the digital signature, on '"the other hand, this
certificate is determned to be a false 65 8 August . 2005 one. Thus, at the

next step S193'., the CPU 21 forns a judgnent as to whether or not the
certificat s been - ', falsified. If the outcome of the: Judgnent i ndi cat es
t hat theogngFf?E%P%Bﬁb%Qn@?eﬁe@h Falaj#ten, Sihe 4t owhith ttlee @Rbcessi ng
goes-on to a step S194 at which the CPU 21 carries out processing to

‘aut hent i cat ee¥FEaeE? 1 fdbarkosyd - key ngenhl Bk tThmd erdifiemtent s

aut henti cated by exam ning whether or not the EKB can be traced on the
basi s of Bréeessimyiteladden tddice celid | dérnificdios BPnasiddfor mation. on
the leaf ID refer to Fig. 26.. The authentication is explained by

referringdiscFomsd K0 amc1d :ﬁﬁcérﬂié Werve\y WY dd $he?9, assune that
a device ewning a -leaf key K1001 is a revoked deV|ce in this case, an EKE

havi ng a ¢eutiafict0 AutHdQNGF yp&@dplﬁ%)’)itl hhedQ9§1§ho‘éﬁe LRiELY- 130 are.
distributed to devices each corresponding

acqgiires a disclosed key for a secret key of the license
'server 4 from the license sefver 4, and uées the
.disélosed key;toidecryﬁt-the digital signature put on the
diécldSed-key'certificate. As described eaflier by ' —
_rgferring to Fig. 26, the digital signature is generated

1.5; the basis of the seéret kgy of the.lidenée server 4
serving as the Cerqificape'Aufhdrity, and can be
decrypted bf uéing the disclosed.kéy‘of.the license

' server 4. Furﬁhermore,.the CPU 21 aﬁplies a hash Ffunction
‘to the whole message of the certlflcate to generate a
hash value. Then, the CPU 21 compares the generated hash
value with a hash value:obtained as a result of
“decryption of the digital signature. If the generated
hashk value métches tbe hash value obtained‘as d result of
-decryption of. the digital signafure, the message is |
determined to be not a false messaﬁe.: 1f the generated-
hash value does not match the hash value obtained aé a
result of decryption of the digitai signature, on ‘the

other hand, this certificate is determined to be a false
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to a leaf. in order to revoke a device '1001° shown in FEixg.,&Soo5ni S EKB
is an EKE for updating keys KR, K1, K10 and K100. All Ieavgs other than a
| eaf corresponding to the revoked device '1001' are capable of acquiring
the wupdated root. key K(t)R That is to say, since any of those |eaves on
a hierarchical |ayer below the node key 66 8 August 2005 KO has the
unupdat ed node key KO inside the device, the leaf is capable of obtaining
t he updated root key K(t)R by decrypting the encrypted key Enc(KO, K(t)R)
by using _the key X0.. In addition, a-leaf on a hierarchical ‘| ayer under
the node .R¢'Kil is capable of obtaining the updated node .key K(t)I by
decryption of - Enc(K11, K(t)1) by using the unupdated node key 1(11.

Furt her nore, . thémUﬁﬁaﬁéﬁiﬂﬁbmek@ysmep)Rléén sbeobPHI Aédfbymdear ypti on of
Enc(K(t)1, K(t)R) by using the. updated noide key K(t)i. By the sane
token, .Jjudgeeft oms atdiwietkloht cal ndtaydre weddri fifva teotiesk®eeX101 is al so
capable of obtaining the updated root key K(t) R . In addition; a devi.ce

11000 owhahgifhedinr @foked ouegbmkey KRB0 hagranpablhavéaebsatning a node
key K(t)100 by decryption of Enc(K1000, K4t)100) by using its own |eaf

key 1(1006he Tder therd @t d s oS blee #ada ifdedk(tht0@1okoodeehypt node keys
on upper hierarchical |ayers ~
4‘4‘4‘4‘4“‘proce831ng goes on to a step 8194 at which the CPU 21
carries out processing to authenticate the certificate by
"using ahn EEB: 'Thg cértificafe-is atthenticated by
.examiﬁing-whéther or not the EKB can be traced on the
basis of a leaf ID inéluded-in'the certificate. Fof:mOre
information on the leaf ID, refer to Fig. 26._ The
' authentication‘is explained_by refefring'td Figs.'zg and -
. 50 as fol;éws. W
As shown_in Fig. 29, assume:that a device owniﬁg a
-ieaf_key K1001 is a révoked device. In this case,-an EKB
having a tag and dafa fén encrypted key) like one shown
in Fig. 30 are distributeq to deviees each correspdnding
to a leaf. In order to revoke a device ‘1001 shown in
. Fig. 29, this EkB‘ig an EKB for ﬁpdating keys KR, K1, K10
and K100.
All leaves othe¥ than a leaf corresponding to the
revoked device ‘1001’ are capable of acquiring the

updated root key K(t}R. That is to say, since any of

those leaves on a hierarchical_léyer below the node key
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.sequentially, one key after another, to eventually 0bta§8%@n§;ﬁﬁgated‘root
key K(t)R _ On the other hand, since a revoked device ' 'S not
capabl e of obtaining an updated node key K(t)100 on an upper. hierarchical

| ayer one | evel above its own |eaf by carrying . out the EKB processing, the
device is therefore incapable of obtaining the updated root key 67 8 August
2005 K(t)R eventually An authorized device, that is, the client 1, which

was not revoked, receives an EKB with tags and data.shown in Fig. 30 from -
the |icengg a8kVehesd € therei n. TB:S, each-client is capable
of carrying out aﬁeE%EGH?éggén%9&€sg%%séﬁxﬁpﬁﬁﬂﬁ1 %theﬁéﬁ§! ?ﬁ% EKB traci ng
process i $.a¢pPkQC (o forma judgnent. as to whether-or not the key
distribut?gﬁftégeggéﬁgg% ? a%ék##héhﬁtqﬂfrﬂﬂﬂatﬁdkéyo§tkﬁﬁekﬁ§b3 Assume
'1001' -shown in Fig. 29 is

that-a legf LD of 1001 assugned to a | eaf
grasped as? 4°BFEPtHaHethe endryptgy keyyEng{K0,1K(tTRd BKBusimgi ng process -

Is carried out to forma judgnent as to whether the tree can be traced by
exam’ningt ?t%e%t%ﬁting with.the nost significant bit dawn through | east
‘significant ' bits sequentially, one bit after another. To be nore '
specific, a '1' 1§ rddddiioates leaf on a hierarchical layer under

the node key K11 is capable of obtaining the updated node
-key k(t)llby decryption of Enc(Kiil, K(t)l} by uéing ﬁhe
gngp&ated node key Kll: Furthermore, the upd%tea.rddt'kef
K(t)R can be ob;ained by decryption of E#ﬁjx(t)i, K(t)R)
by using the updated noide key K(t}1. Byvthe same tﬁken,
.ﬁ'leaf on a hierarchical_layér_undér the node key klOl is
‘also capable 6f obtaining the updated root key K(th;-

In addifion; a device *1000‘ owning an unrevﬁked
leaf key K1000 is capable of obtaihing a nodé key K(t)100
by decryption of Enc(K1000, K(f)lbﬂ) by using its own
léaf'key K1000. The defice_then uses the node key K(t)ioo
to decrypt node keys on upper ﬁierarﬁhical-layers:
.sequentiallf, one key after another, to eventuailf obtain
the updated root key K(t)R. |

On the other hand, since-a revoked device ‘1001’ is
not capable of obtainiﬁglan upd%ted node key K{(t}100 on
én upper hiera;chical layer one 1eveiiabove its own leaf
by carrying out the EKB processing, the dévice is

therefore incapable of obtaining the updated root key
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that the tracing should go the right. side while-a "0" big b&@b@?tes t hat
the tracing should go the |eft side. Since the npst signl ant It of the
ID"'.1001" is “1',. the tracing goes on fromthe root key KR shown i-n Fig.
29 to the right side. The first.tag of the EKB, that 1is, the tag having a
nunmber” of 0, is O : (0, 01, which indicates that data exists at both the
branches. in this 68 8 August 2005 case, since the tracing is capable of
going-on to; the right sidé, it is possible to reach the node key KI1. . Next,

t he traci eg., 0. 1o node on a hierarchical |ayer below the node key
K1. Slnceﬂgtﬁ-gR %ﬁﬁ ab?¥ of the ID'1001' is '0', the tracing goes on to

the left side. The ta mnth a nunber of 1 indicates whether or not data
exists on a hi erth AT iz80 daydicy thaddd skeyrhro cdAentiell efhichde. A tag
i ndicatin g whet her or not data exists on ahierarchi.cal |ayer bel ow the '
node key¥W#d TR arevpkef i recainperaniERB witisiags iandridgta3ghowhhe tag
with a nupber of 2 is 2 {0, 01, which indicates that data exists at both
t he branchesFig. THustraemethe aci gans goescwEr t4 dilte.stoafds thaéa and |s.
capabl'e of reaching a node key K10. Furthernore, since the third bit of
the | D ' 1dgdreins O, the tracing goes on to the left side. At that time, a
tag indi-cati ng whether. or not data exists on a -
Thus, each client is capable of carrying out-an EKB
traciﬁg-process by using the tags. The EKB tracing
-Process is a process to form a ju&gment as to whether or
not the key distribution tree can be traced from the root
key at the top. |
Assume that-a leaf ID of ‘1001’ assigned to a leaf
1001 ‘shown in Fig. 29 is grasped as 4 bits, nahely, 1,
‘0", ‘0' and ‘1. The EKB tracing process is carried out
to form a judgmént as to whether the trée can be traced
by examining bits starting with the most significant bit
down through ledst signifiaant'bita:aeQueﬁtially. Bne bit
after another. To be more gpecific, a ‘1’ bit indicates
that the tracing should go the right side while a ‘0’ bit-
indicates that the tracing should go the.left gide.
Since the most significant bit of the ID ‘1001’ is
1, the'tracing goes on from the root key KR shown in
Fig. 29 to the right side. The first‘tagvof the EKB, that
is, the tag having a number of 0, is 0 : {0, 0}, which

- indicates that data exists at both the branches. In this
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hi erarchi cal | ayer bel ow the node key KlO' is atag withg %kgﬂﬁ of 3.
The tag with a nunber of 3-is-3.: {0, 01, which, indicates™that data .

exi sts at both the branches. Thus, the tracing goes on to the left side
and is capable of reachlng ‘a node key K100. Furthernore, since the |east
significant bit of the ID"'1001" is 1, the tracing goes on.to the right - .
side.. A 69 8 August-2005 tag with a nunber of 4 corresponds to the node key
Ki11l. A tag indicating whether or not data exists on a. hierarchical |ayer-
bel ow the node key K100 is a tag with a nunber of 5.. The tag with a
number of€3P¢s Sincq the ttracirahg mhnshies qﬂweao:m:g et doesthst s on t he
right' side. -AS .a result, since the node '1001' can not be reached, the
devi ce' witighthesiide ofit J:Qi)]poaaslhda aravirescttt Hee rodieWege Kli.ncapabl e of
acquirinng the updated root key by. using the EKB, or a revoked device. On

the ot her hand, Nbak,exhepkeacangeybee bR Iaavangoda bgaf key K1000 is
'1000' . Thus, mhen the EXB tr.aci ng process ‘based on tags in the EKB is

carri ed Qiferdscnid@achihRd MR tie nydRO%TPKA t 0gigaEh Lhe node
13.00-' . As aresult, the device with the D of '1000" is - determ ned to

he " SRS a0 i Tl R s 08KL Sher S 19
to the left szde The tag w1th a number'of 1 in&icates
'whether or not daéa exlsts on a hierdrchical layer beiow
‘a’ node key K0 on the left slde.' A tag 1nd1cat1ng whether
Or not data exists on a-hierarchical layer below the hode
key K1 is a tag with a nﬁmber of 2. As shown in Figl 30,
:theAtag wiﬁh a number of.z ig 2 :.{0, 0}, which indicatés
that data'Exié;s at hdth £he'brancheS. " Thus, the t;acing

Qoes on-to the left side éndAis.capable ﬁf reaching é
node key K10. |
| Furthermore, since the third bit of the ID ‘1001°
. is 0, the tracing goes dn to the left side. At that time,
a tag indicating whether or not data exists on a
hierafchicél layer below the node key K10 is a tag with.a
number of 3. The tag with a number of 3 is 3 : {0, 0},
._which_indicates that data exists at both the branches.
Thﬁs, the tréciﬁg goes oﬁ to the léft.side and is capable
'of reaching a node key K100.

Furthermore, since the least significant bit of the

ID ‘1001° is 1, the tracing goes on.to the right side. A
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certificate has been revoked.on the basis of a result of
aut hentication processing carried out at- the step. '8194§A%pﬁ§ﬁg05.
certificate has not been revoked, the flow of the processing goes on to-a
step 8196 at which processing is carried out to authenticate the digital
signature by using.a disclosed key-included in. the certificate. 70 .8
August 2005 ' That is to say, as shown in Pig. 26, the certificate-

i ncl udes a disclosed key of the certificate user (or the content author).
The disclosed key is used for authenticating a digital signature

Si g( Headert2% aj pumbgr 0§. 4 Tcopuesponda Het bhé, nodéckely skibsed key. is
used for decrypting the digital signature Sig(Header) in order to produce
a hash valtéw iTidiisatidsd whetker sornptrédtai &hiatbash yal ue obt ai ned -by
application of a hash function to a header shown in Fig. 25. If both the

-hash. val bderamtchliice@achapehebeldbetheatiede i Befoi o6 MBS AStad he@ger, which
has not .been falsified. G herwi se, the header is determ ned to. have been

falsifieda RgBerabst§e noM toleRitHO% duberCBY 31 if0EME g j yggnent as to

whet her or not the header has been falsified. If the header 'has ‘not been

218 Lt A0y O L SR S 21 L
' 'a'result, since the node ‘1001’ can not bé_reached, the .
device with the ID of ‘1001'-15 determined to be % device
Iincapéblg of acquiring‘the updated root key hy.usiné the

" EKB, or a revoked device.
6ﬁ thg other héﬁd, for example, a Qevice ID ﬁaving
a lgaf.key Kloqo is 1000°. Thus, when the EXB tracing
. prﬁeess based on tags in the EKB is carried §utﬁas
described above, if is_poSsible to reach the nodé 'i%bof.
as alresult, the device'with the ID of ‘1000° is
- determined to be an authorized device.
Refer back to Fig; 28. At the next stép 8195, the
CPU 21 forms a judgment as to whether or not the
ée;tificate has been revoked on the basis of a result of
the authentication prdces;ing cafriea out at the step~
'S194. If the certificatg has nét been-revoked, the flow
. of the brocessing goes on to a steﬁ 5196 at which |
processing is carried out to authenticate the digital

signature by using a disclosed key included in.the

certificate.
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step 5199, the CPU 21 forns a judgnent as to whether-or .00 sult of
the authentication of the waternmark indicates- that a cﬁé%@pgﬁPbgs :
possible. if a.check-out is possible; the flow of the processing goes on
to a step 'S200 at which the CPU 21 carries out the checkout. To put it,.
concretely, the CPU 21 transfers a content to.the _client 1 serving as a
check-out destination to be copired 71 8 August 2005 thereby. If the

out come of the judgnent formed at.the step. S191 indicates that the digita
si gnature does not exist, tHe outcome of the judgment formed at the step
S193 i ndi cates TRat ifctecPaysizmtshows bedtid.al2éifithé, the outconme of
the judgnment formed at the Step 5195 indicates that the certificate cannot
be aut hentiegdidd cofeudnnuiihe aEdBsclbegedUkepn®f afhd heert i fudg@nt . - f or med.
at the. step 5197 indicates-that a result of the authentication-of the
digital siugeatpe ithei cahesnthattBofpadamdas haeneal &byl ikedsay the
outconme of the judgnent fornmed at the step 5199 indicates that the

wat er mar k £oBChudRen8iggechy Phi @il ek bi{doedie ARGl Yhole ot her
hand, the flow of the processing goés on to a step75§'1 at which an
error-hanghngi@r ogess q Isis 0 at .| n this case, the
check-out is p?oh?gitggfxﬁgr gggﬁ E&ﬁaggévé?éahgéF%§$¥ga &¥and a secret key

used for decrypting the digital signature Sig(Header) in

order to produce a hash value. This hash value is

cﬁmpéfédlwith a hash value obtéinéd bf applicétion of a
. hagh function to_a.header shown in Fig. 25. If.both the
A.-hagh values mgtch-eaqh other,_thé header is confirméﬁ as
a hegder, which pas not been falsified. Otherwise, the
header is determined to hav§ been falsified. |
Then, at the next step S197, tﬁefCPU 21 forms a
judément as to whether or not the header has ﬁeen
- falsgified. If the header-yas.not been falsified, the flﬁw
of the Processing gqeé on to a step SiQB at which tﬁe
- watermark.is authenticated. Subééquently,.at the next
step 8199, the CPU 21 forms a judgment as to_whethef-or
not a result of the authentication of the watermark
indicates that a check-out is pﬁssible. if‘a.dheck-out is
possible, the flow.of'tﬁe'brocessing géeé on to a step |
8200 at which the CPU 21 carries out the check out. To
put it concretely, the CPU 21 transfers a content to the

client 1 serving as a check-out destination to be copied
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.are distributed from-the license server 4 to the user %@
digital signature at creation of a content, the genU|nenesg t he author

of the -content can be assured. As a result, illegal distribution of the
content can-be avoided. In addition, by detecting a watermark at the
creation of a content and adding The watermark to the 72 8 August 2005
~digital signature, falsification of the watermark can ‘be -avoided. Thus,

the genuineness of the content can be assured. As a result, once created,
t he genU|ﬁ§neSﬁ of the orlglnal contént can be assured without regard to
FHE content is distributed in. In addition, a conterit does not

what for
conditions.' Instead 4, usage conditions are added to a

have usage
li cense for the orfttehtoutmnme dfy tdtﬁaaglldmglmgern@dndltt thasstesl uded in
the license, conditions for using the content are also nodified as well.

Next, a. %@howetcmtemgtbatmuke|d;tgzzxqaeuaumghatdfe dRGC aodargeswi th the
present i nvention, usage~conditions are added to not a.content but a

| i cense - fbhe toretommt el tlns Tedgmdie & ahne atHWMRY §ftepU8agg Circunstances
may vary~ fromcontent to content. In order. to solve this problem

indicates that the certificate has been fals1f1ed the
outcome of the judgment formed at the_step 5185 1ndlcates'
that the certificate cannot be authentlcated by using the
'"-E "the outcome of ‘the Judgment formed- at the step 8197
1nd1cates that a result of the authentlcatlon of the
- digital 31gnature indicates that a header has been -
falsified or the outcome of the judgment formed at the
.etep S199 indicates that the watermark includes a A
descriptioﬁ inhititing the check-out, on the other hand,
the flow of the procesgsing goes on to a step 5201 at
" which an error-handing pidcees is carried out. That is to
.say, in this case, the chect-out is prohibited.
As described abote, a certificate and a secret key
.are distributed from the licénse server 4 to the user. By
adding a eigital signature at creation.of a content, the
genuinenese of the author of the content can be assured.
As a result, illegal dietribution of the-content'can be
‘avoided. | |
In additioe, by detecting a watermark at the

creatioe'of a content and adding the watermark te the
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a mark is added to a-content in accordance with the pre§?@? t@mggtlon as
shown- in Fig. 25. Since a license is associated with a plu |ty of
contents, At is difficult to de scribe usage circunmstances of each content
in only USage conditi-ons included in the |license. In order to solve this
probl-em by addi ng usage circunstances to the content, it is possibl'e to
manage. the individual contents while managing the. license. 73 8 August

2005 As shown-In Fig. 31, the hark typically includes-an ID (leaf ID)
e start tinme and 'a copy

assi gned 49,4 pgyu
count. in addi |o%f§?ﬁguﬁ§fkgﬁf +%%€%ﬁ%s°5daﬁgdW?F?ﬁﬂﬁr k kel
S|gnature cre g asis of, a nessaqg such- as-the leaf ID,.the '
owner shi PP Y$H%° thé' gé: Sanulngpessy o héh@oﬁPn@GBEtCa¥hbeomnersh|p flag
S added for exanple when the user buys a |icense, which-allows a content
to be usé%ﬁ%ﬂﬁ?dfor a predeternined period of tinme, as it is, or when the
usage period is changed to a permanent usage period. The usage start tine
i s descri bed whés Bhaegyd tof onclke coenttedt. ithesgantuddenkshi af atheedet er mi ned
period of time. Assume that the period to download the content is
limited anigitial casssnt fedhde axsanted Sudﬂwmltoafi@firdwtthHaﬁ:he limted
period of time, the date and tinme at -
format the content is distributed in.
In addition, a content doés not have usage
éonditions.' Instead, usage c¢onditions are added to.a .
license for the content. Thus, by changing usage
_ conditions included in the license, conditions for using
. the céntent'ére also modified as well.
.Néit{ a method of using a mark is explained. In
‘accordance with the present invention, usage-conditions
are added to not a content but a license for the content
as described abave. However, usage circumstaﬁces may vary
from content to content. In order. to solve thié'problem,
a2 mark is added to a content in accordance with.the
pPresent invention as shown in Fig. 25.
Since a license is asgociated with a pluraliﬁy of
contents, ;t_is.difficult to describe usage circimstances
of each content in only usage conditions included in the
license. 1In orde: to solve this problem, by adding usage

circumstances to the content, it is possible to manage

the individual contents while managing the license.
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whi ch-the content is actually downl oaded are recorded asg Q&%F@?ge start
time. In this way, legal use of the content within a perlo I me is.

proveh,_ReCQrded-as a log, the copy count is the nunber of operations’
carried out so far to copy the contents. By referring to a flowhart shown
in Fig. 32, the- follow ng description-explains -processing carried out to
.add a mark to a content when t-he user purchases a license. 74 8 August
2005 As shown in the-figure, the flowhart begins with a step 5221 at
which the CPU 21 nekes an-aecess to the |icense server 4 through t hie

Internet 2 in aqugg@n@pfﬁiﬁ1ga SATRIHG gﬁkgrqgggbaqﬁ9 YSRhubled hhe i nput
unit 26. Then, "at the next step 5222, the CPU 21 fetches an | nput entered

by t he t t t h
B s i Ao

| i cense according t e lnput to ense server

this req t ver nts a price to purchase the
‘ S§8dge é]@a’l‘sﬂzﬁ%e a%ﬁ{ V\éﬂ’ lgetown in Fig. 33 as will be

| icense at a ste

described .l ate referrln to th owc homm in_Fi
Subsequent | y, #nt%gdﬁg%? Bt 35§§§ﬁ Fh@ocg EﬁpFByéﬂdlgﬁoPﬁé client |

recei ves the price transn1tted by the -Llcense server-4, and displays-the
price on° éﬁh q;ezpreated on the bagis of a message such.

as .- the leaf Ip; the_ownershlp flag, the usage start time
and the copy count. | |
Thé'ownership'flag is added,Afor example, when the
uoer buys a license, which-ollows a oootent to be used
only for a predoéermined period of time, as it is,-or'
whéh the usage periéd is changed tola“permanent usage
 period. The usage start time is described ‘when the use of
"the content is started within-o predetermined period of
time. Assume that tpo périod to download the content is
limited. In this case, if the content is downloaded
w1th1n the limlted period of tlme, the date and time at
which the content is actually downloaded are recorded as
the usage start time. In this way, legal use of the
_contont within a period of time is proven.
‘Rocorded as a ;og{-the copy count is the number of
operations carried oﬁt so far to'copy the conteots{
By referring to a flowchart shown in Fig. 32, the
following description explains.processing carried out to

.add a mark to a content when the user purc¢hases a license.
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On the basis of the displayed price, the user forns a Jgggag tooggs to

whet her to agree or disagree on the- price. The user enters e out cone. of
the judgnent to the input unit 26. Then, at the next step $224, on the
basis of the judgnment outcone entered to the input unit 26, the CPU 21
forms a- Judgnent as to whether the price has-been agreed or disagreed on.
If the price has-been agreéed on, the 75 8 August 2005 flow of ‘the
processing goes on to a step $225 at which .the CPU 21 carries out
processing to notify the license server 4.that-the price has been agreed

on. Receiving this siwd iGRtdRD £ildied, 'Qﬁ@sfléﬁ&ﬁﬁ&t4bebiggsﬁlEﬁ a.
infornati on representing-'a license purchase at the pri that is, a

mar k i ncl udbﬁgsggﬂe§gr*ﬂ%w§rm P et a3 %tce&%f%q__% Qh, ot he fl owchart *

shomn in. ‘Fig- 33 Subseque at t e next step e °cPU 21
"enpl oyedii Behd ngmtted 'by the |icense
e gaﬁé% e nex%ﬁﬁﬁg%F%§55%q:ern¢%P 2B @§FP|3§¥83t processi ng

server 4. Then,
-i,ncl udi ng -a descrlbed

t nb d t
aner sh ?Pg%ré;% I’r'fieolir'l‘?‘gq’ f-gesurs&fo?’dédt § tRBUEONRASt 26associ at ed

owner shi p
w th the purcha& d Ilcens as a mark for the content. In addition, since

the message is &Qt'eat F et Rext PHEP ?%@Cﬁ??l‘-’%ﬁ’s%l ufRltehes tare di git al

S|gnature
input entered by the user through the input unit 26 and

’ transmlts a request to purchasa a’ 11cense accordlng to .
the 1nput to ‘the 1lcense server 4, |
Ip response to ehis_request, the license-serverr4
Dresents a price to purehase the license at a step_§242
of a flowchart shown in Fig. 33 as will be described
later by referfing to the.flowchafe-shown in Fig; 33;
Suhsequenﬁly, at the next step-SZZB, the CPU 21 employee
" in the elient 1 receives the price transmitted by the
.license server 4, and displays the price on the output
"~ unit 27, | |
on the basis of the dieplayed price; the user forme
a judgment as to whether to agree or Qisagree on the-'
~ price. The user enters the outcome of the'jﬁdgment eo the
“input unit 26.
'I‘l:_ten.‘ at the next steﬁ 5224, on the basis of the
"~ judgment outeome entered to the_inpuﬁ'unit 26, the CPU 21
forms a'judgment as to whether the price has been egieed

or disagreed on. If the priceée has-been agreed on, the
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shown in Fig. 25 and stores the updated digital signaturga,.idbhe
recording medium if the outcone of the judgnent forned at-? e step S224
indicates that. the price presented by the license. server 4 has.been

di sagreed on, ‘on the other hand, the flow of the processing goes on to a
step $228 at which the CPU 21 notifies. the license server that the price
has - been disagreed on. 76 8 August 2005 For the processing carried out
by the client 1 as described above, the license server 4 perforns :
processing represented by the flowhart shown in Fig. 33. As shown in. the
figure, thdowl ofichhetpbegessingtdoes obtep SXemis2ds et wheckPU 21
enployed in the license server 4 receives a request for a purchase of a

li cense . thencrtezt!| tentids Ast ALEEEENLThPQY o tIYSH the €GLERLe! S
transmtted by the client 1 at the step 5222 of the flowhart shown in Fig.

32. Then. sesvete oRt BER2A% nddihedPcdbdeads out the price of the |

| icense to be purchased by the user framt storage uni't 28,.. and
transmts the prEHLe it 81l described. above, in response to the
di scl osed price, ﬁé_é#?entslﬁgﬁgﬁgﬁéﬁég?heEggtg%ﬁ%n%ﬁ ??ﬁfeﬁ gnent as
e n ey G SemdfA P b eYr BHANED DeeRHR PHERRSL 28" 1O NN
 the pricde, that is, a mark including a described"

ownership flag at a step S244 of the flowchar£ shown in
‘. Figf'33. Subseéuently,.gt the next step 5226, the CPU 21
‘eﬁployed in the client.l receives the mark transmitted by
'the license server 4. Then, at the ﬁext step 5227, fhe
A'CPU 21 carries out procesging to embed the mark in.the
cohteﬁt. Thus, the'mark-incluéing'a.described ownerghip -
flag aé shoﬁn,in Fig.:31 is recorded in the conten£
-associated with.the purchased ;icense as a mark for the
éontent. In addition, since the méssage i; updéted'at'
that}tiﬁe, the CPU 21 élso upd;tes the digital aignatﬁre
ghown in Fig. 25 and gtofes the.upda;éd digital signatufe-
-in the recording medium; | |
. If the oqtcdme of thé judgment formed at the step
8224 indicates that.the prige pfeéented by the license.
'gervei 4 has been disagreed on, on the other hand, the
flow of the pxocessin§ goes on to a step S$228 at which

the CPU 21 nopifies‘the license server that the price has

- been disagreed on.
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enpl oyed in the license server 4 determnines whether' theBA.ﬁP$%%05is agr eed
or disagreed -on by the client ion the basis of the Judgne S out cone
received fromthe client 1. If the price is agreed on, the flow of the
processing goes'on’'to a step S244 to generate a mark |nclud|ng a. . nessage
representing a purchase of a- Ilcense for the content, put a digital
signature .on the mark by using-a secret key of its omn'and transmt the
mark to the client 77 8 August 2005 1'. As described above, the mark .
transnmitted in this way is recorded on the content in the storage unit 28

enpl oyed in the %‘??e\'ﬂ]@e lpﬁ‘?c?fh%nbﬂ efpepbed guiriky B q¥iente 1ICRE 21

enpl oyed i.n the license server-4 deternmines that the price is disagreed -on .
by the cl A&feribgd BRP¥est tpeskiigensn shever hérpemfiolyms herqreazosisgi ng of

.the step S244 is skipped. That is to say, in this case, the processing to:
-purchaserapreeenSediby.thetflcmchaed-stWneﬂmnmiguIga.'Thus, no mark is
transmtted to'the client 1. Fig. 34 is a diagramshowi ng a typical

configuration ofad hehowar kid rans Hildwac ,f 08 iMowdhag@NbRgIaEVRLth 50 the
client .1 at the step 5244. In this typical configuration, the mark

conpri sesstée $26d 4 Which hendisesy £ QRS PRY Piof |tk (1 and a digital
signature .Sign (Deaf ID, Ow), which is generated fromthe Ieaf ID and
t he Ovmeréé‘hhﬂefhﬁgr&ﬂe:{% hasteg s @ ﬁﬁcrﬁtpdi%ha%é) of a license
from the client 1. As described above, such a request is
| transmitted by the client 1' at the step $222 of ehe
_flowchart'shown in Fig. 32. Then, at the next step.9242,
'the.CPU 21 reads out the price of the license to be‘
.',purchased by the user from thé storage unit 28, and
transﬁits the price to the client 1. |
‘As described above, in response to the disclosed.
briee, the client 1 transmits ehe outcome of the.juégment
as to whether the price isfagreed of dieagreed on.
: Subsequently, at the next step 5243, the C€PU 21
eﬁﬁloyed'in the‘license server 4 determines whether'the'
‘price ‘is agreed or dlsagreed on by the c¢lient 1 on the
basis of the Judgment s outcome received from the client
1. If the price is agreed on, the flow of the processing
goes on to a step-sz44 to geherate a mark including a.
message representing a purchase of a license for the

content, put a digital signature on the mark by using a

secret key of its own and transmit the mark to fhe client
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the license server 4.. it should be noted that the mark g walisgopnly for a
specific content issued to a specific user. Thus, if the s%eci I C content
is copied, the mark in the copied. content is invalid. In this way, even if
a content is separated froma |icense and usage conditions are associ ated
with the license, it is possible to render services according to 78 8
August 2005 usage circunstances for individual contents. Next, grouping is
expl.ained. A plurality.of apparatuses and nedi uns are collected in a-group,
in which _a content can be exchanged with a high degree of freedom The
' fornationrofA@U@ﬁﬁ&ﬁ&hﬁﬁoﬁb9vﬁefé&ﬁe@ﬁr$otm§nﬂgﬁ¢@pﬁngn tbisakky, the
grouping forns a group tonprising .apparatuses and nmedi unms, which are
by an i ndl%ireeordedConyerhe oraitent tie theupinmed smitmed ud- es' an. .
operation to set a group key for each group. By-associating a plurality-of
appar at usssplankdreidi wire cdliact ed 4t thgraiyp ¥ o eagorR.i cense, :
however,, the grouping can be done wth ease. In addition; the grouping can

be carried out by thatebogingehpeogRAakat ¥nes1ipead¥anegverhis kind of
grouping is explained as follows. In this case, the user needs to catal og

depermines that the price is disagreéd on by the client 1

owned

at this step 5243, on the other hénd, the processing of
the step S244 is skipped.. That is to say, in this case,
" the processing tovpﬁrchése a license i&-not'carriedﬂout‘
:eventual;y; Thus;-no ﬁark‘is transmitted to the CIiehﬁ_lt

Fig. 34 is a‘diagfaﬁ showing a.tyPical |
édnfiguration of the mark trénsmitted from the. license
.sér#er 4 tQ the client_i_at the step S5244. :In‘this
typical configuration, the mark comprises the leaf ID of
the usér, an ownership flag (Own} and a digital signature
8igs(Leaf ID, Own), which is generated from the leaf ID
and the ownership flag on the basis of a seéret key S of
the license server 4.

© It should se noted that the mark is valid ﬁnly for

‘a .specific content issued to a specific user. fThus, if
the spécific content is coyied,.the mark in the copied
content is invalid. |

In this way, even if a coptenf-is separated from a
license and usage conditions are associated with the

license, it is possible to render services according to
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certificates of apparatuses to be grouped in a server iWBAﬁ&MQQB@S The
processing to catal og such certificates i's explained by referring to. -
flowcharts shown i'n Figs. 35 and 36. -First of all, the processing to
catalog the certificate of a client, that is, an apparatus to be

"grouped, is explained by reférring to the flowchart shown in Fig.' 35. As
shown.in.the figure, the flowhart begins 79 8 August 2005 with a step 5261
at which the CPU 2.1 enployed in the ".client 1 creates its own certificate
as a certificate of an apparatus to be grouped. This certificaté.includes

its own deagkosgdcimytadbes. fed 1l vitddabten®dfis. the CPU 21 makes an
access to the content server 3 on the-basis of an input _entéered by the

user’'to the i npujeti tgx%@pi%‘éb%%q'éﬁ‘cgtllaxnedé}t ihﬁlﬁ'%iié%e&f 5263, the
certificate created at”" the.' =~ step 526l1.is transmtted to the content

corver 3 abhaspeubd S BaR R e SHIIGR A SR g e | cense
Ih 1 CCeEL U SR AP SR B Bl 5B B P v
descriptig@egégkﬁi%iepEggggikg ggr;Lg gugrgXp ig referred to as
' gfbuping. Normally, the grouping forms a group comprising
..apparatuses and mediums, which are ownedlby an individual.
"Cbn&ehtidna;ly; thevgrouping also iﬁclﬂ&es'anaoperatioh |
"'to set a groupAkey for each.éroup. By'asgociatiﬁg a
ﬁ;urality of apparatuses and mediums collected in élgfoup
With a coﬁmoﬁ license, héwever,-fhe-grouping can be dopé
._with ease.' .
in aédition; the grouping.can be carried out by
cataloging the apparatusés iﬁ‘advénce. This kind of
grouping is e#plained as follows.
In this case, tﬁe user-neédé to catalog
ce;£ificates of appératuses to be grouped in a server in
‘advance. The processing to catalog such certificates is
' eiplained by referring to fleCharts shown in Figs. 35
and 36. | '
.First of all, the processing to catalog the
-¢e£tifica£e of a client, that is, an apparatus to be

‘grouped, is explained by referring to the flowchart shown

in Fig. 35. As shown in the figﬁre, the flowchart begins
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the content server 3 to catalog a certificate created bysAbB&ﬂnggessing
carried out by the client 1 to catalog the certificate as .Fepresented.by
the flowhart shown in Fig. As shown in-the figure,. the flowhart begins
with . a . step S271 at which the CPU'21 enployed in the content server .3
receives a certificate fromthe client-1. Then, at the next step.S272, the
certificate. is cataloged in 80 8 August 2005-' the storage unit 28. The
processi ng descri bed above is carried.out for each apparatus to be
grouped. As aresult, certificates .of devices conposing each group are

cat al ogedwiiBht-Begt&hOSRGE 201 wh2h vl Qyif! 21N ehlp oF@At SRt th8r Ver 3 as
shown- in Fig. 37. In-the exanple shown in Fig. 37, certificates Cll1 to

Cl4 are caigbpged @segfidifie @gécﬁ&%% s'A°RRrEiLLELCBESS CLI 1O

Cl14 incl ude correspondi ng di sc respectrvely. By the
sane toke i ficat 119 aLe; . .C oged as..certificates of .
group 2.- egéﬁéziéér%l??i%zt% g%ﬂ’lpczdgo’ C%g‘lfsn%%gg%agég??%sﬂb%#}egs d’ia"sscl osed

keys KP21 to respectively. Wth a certificate catal oged for each
apparatusow%oﬂg%%ﬁﬁﬁﬂiﬁﬁﬂya group, the content server 3 carries out

processing represented by _a flowhart shown in Fig. 38
. Then, at the next step 8262, the C 21 makes an

access to the content server .3 on the:basis of an input
éntered by the user to the input unit 26. Subsequentlj,
at the next steé'SZGB, the certif@céte created at the’
step 261 is transmitted tb{the content server 3.
it éhoﬁldlbe noted that a certificate receivéd from
tﬁe license server 4 can also be used as it{is as tﬁa
¢er£ifica;e described above. | | |
TheAproceésing'descfibed above is carried out by ..
Call appératﬁses to be-groubed¢
By referring to the_flowchart shown in Fig. 36, the
following desé¢ription explains pgbqessing carrieq out by
-the contén; server 3 to catalog a certificate-creéted by
‘the prpéeSSing carried out by the client 1 to:catalog £he
‘ certificate as Fepresented.by the flowchart showa in Fig.
35. | | |
As shown in- the figure, the flbwchart bégins.with a:_
;step 5271 at which the CPU 21 employed in the content
server 3 receives a certificate from the'ciieht'l. Then,

at the next step- 5272, the cértificate is cataloged in
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when the user of an apparatus pertaining to-a group nake ' st for
presentation of a content.. As shown in the figure, the ?nggﬁE@?Gbegihs
with a .step S281 at which the CPU 21 enployed in-the content .server 3
carries out.- processing to authenticate the group's certificate selected
anong the ones catal oged in the storage-unit 28. 81 8 August 2005 As _
explained earlier by referring to Figs. 29 and .30, in this authentication
processing, an EKB is traced by using tags on the basis of the apparatus’
l eaf ID iqﬁkyd%d in the,certificate. The EKB has. been distributed by the
license séervelf "‘8Tf8%t HBLEoAPent server 3. The .authentication processing
elimnates a revoked certificate. Then, at the next step $282, the CPU 21
enpl oyed in thetkdREReseinerdeerihat ahovserds fdazatieddener foned to be
Valid as a result of the authentication processing carried out at the step
$281. SubSegBeAppPgratust he bex¢rotepd $283 a hesGRY,2teeBeEYPhSea cONt ent
key by using a disclosed key of' the apparatus certificate selected in
the procesfi dgviaes | ednpotinmg édeh sdepudb28re dE@Logalg ke thenext step $284,
the CPU 21 transmits the content key encrypted in the processing carried
OUL ~at thetetage 3283 2 &l gl oddd id ScHO M edtO dd1f e QUR'SS <ABRAT at US.
maki ng ' ' . _

in Fig. 37. '

In the egample_ﬁhown in_Fig. 37, certificates C11

to C;4 are cataloged asg certificates of group ll Thesge

certificates Cli to C14 include corresponding disclosed

keys Kpi; to Kpyge regspectively.

By the same token, certificates €21 to €23 are -
.'cataldged aslcertificates of gfqup 2. -These cértificates‘

C21 to €23 include qorresponding disclosed keys Kpa;- to -

Kgu réspectively.

With a certificate cataloged for each apparatus
composing such a dgroup, the content server 3 c;rfieg.out
processing represented by é flowchart shown .in Fig.'38
when the usef of an apparatus pertaining to a-group makes
a reduest for presentaﬁion of a conﬁeut.

As shown in the figure,-ﬁhe'flowchart begins with a
step S5281 at which the cPU 21 employed'in the con£ent
server 3 carries out processing to authenticate the.
.group's certificafe selected among the ones cataloged in

‘the storage unit 28. .
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t he-request. for presentation of the content. Assune that %stﬁgbh'ficate
Cl4 of one of the Jgroups shown i.n Fig. 37 has been revoﬁe . I'n.this case,
in the processing carried out at the step $283, encrypted data shown in
Fig. 39 is typically generated. To put in detail, in the encrypted data
shown in Fig. 39, a content key Kc has been encrypted by using a 82 .8
August 2005 discl osed key KP11l of the certificate Cl1, a disclosed key KP12
O the certificate Cl2 or a disclosed key KP13 of the certificate CI13. ‘
.When receiving fhe content fromthe |icense server 3 ad a result of the-
processi ng repr €sBnf¥Rl dinedcearl Lok oy irefrmming o Fids, 2A%heanabpar at us or
t he crien% pertaining to the group carries out processing represented by
a flowcharfrshBwhhig fughengigathonshoanesnifgg. anOEKS his ftowedmrt begi ns
with a step S291 at which the CPU 21 enployed in the client 1 receives,
the cont eh¥ Reyngctagd ohetbenbasis whithe aappiranssi t1&ds byp t he content
server 3 in the processing carried out at the "step 5284 of the flowhart
shown' i nin¢lyded8in Thike coat it i b@Se beam e mumy Madd HaknUsii B¢ i BG + sGONt ENt
key Kc, which has been encrypted by using a disclosed key held by the
appar at usbyistivesri¢dese dboyeer 4 Red &hd CdiltentBYerver 3. -The
.authentication proqessing’eliﬁinates‘a revoked
certificate.
Thén, at the next step S282, the CPU 21 employed in
the content server 3 selects a certificate determiﬁed to
‘.be‘valid as a result of the authgnfication processiﬁg
_carried out at the step S281. Subsequently, at the next
step 8283, the CPU 21 encrypts a .content key:by using a
- disclosed key of the apparatus‘ certificate selecﬁed in
the processing. carried out at the step S282. Then, at the.
next step S284, the CPU -21 transmits‘the‘content key
enc¢rypted in the processing cérried out at the step 8283.
‘along wiph its content'tp'the group’‘s apparatus making
thq-request for Presentation of the content.
Assume that the certificate Cl14 of one of the
‘'groups shown in Fig. 37 has been revoked. In this case,
in tye processing carried out at the step 8283, eﬁcrypted
data shown in Fig. 39 is typically generated.
‘To put in detail, in the encrypted data shown in

. Fig. 39, a content key Kc has been encrypted by using a
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Then,. at the next step S292, the CPU 21 decrypts the CQ?hSQ%Q%gg Kc,

whi ch has been received. in the processing carried"out a the step 5291
and is destined for the client 1, by using a secret key owned by the
client 1. The CPU 21 then uses the decrypted content key to decrypt the
content. For instance; take the apparatus corresponding to 83 8 August 2005
the--certificate Cll1 shown in Fig. 39-as an exanple. The. apparatus’
decrypts the content key ICc by using its own secret key. corresponding to
t he di scl osed key 11. The .apparatus then uses the decrypted content key
Kc to decrdfsc Pﬁédcgﬁreﬁbi ghetbanceptdfésstrgCly, cardiedlosedf ey
appar at uses ~associated with the certificates -Cl2 and C13. An apparatus
associateébuwpﬁhthhecerEﬂﬁkedteeClﬁfbraheﬂiﬁ&ﬂosd@eﬁeﬁokmge@ﬁiMﬁefhe,
content key Kc encrypted by its disclosed key Attached :to the content.

Thus, theceappfilatus ¢B3 hot capable of decrypting the content key Kc by
using its own secret key and thus incapable of decrypting t he content - by

usi ng the decrypth Q@@e&'@tiniée)l:ﬂ@ cd%‘téiﬁzsq’ffcﬁp(th%bq\i%’en%%p% % €s are
grouped.with respect to content keys, that is, content
appar at Usesaar# SEAMREG ik HEEs 148 HFEISG I Sy the
flowchart shown in Fig. 38, tne apnaratus or the client
pertaining to the group carries out processing
represented by“e flowchart shown in Fig. 40.
35 shewn in Fig. 40, the flowchart begine with a
step 5291 at which.the CPU 21'employed in the client 1
receives the content key Kc and the content,‘which are
-transmitte&.by'the content eerver 3 in the processing
.carrled out at the step 5284 of the flowchart shown in
Fig. 38. The content has been encrypted by using the
- content.key Kc, which has been encrypted by using a
. disclosed key held by the apnaratus as described. above.
.(Refer'to Fig. 39).
Then..at'the next step S292, the CPU' 21 decrypts
-the content key Kc, which has been received. in the
' processing'carried'out at'the step‘SZSI and is destined

for the client 1, by using a secret key owned by the

client 1. The CPU 21 then usesg the decrypted content key

to decrypt the content.

- For instance, take the apparatus corresponding to
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-that is, licenses. As described above, apparatuses can § L@&&g@gg wi t hout
usi ng speci al group keys or ICVs (Integrity Check Values? 0 be descri bed.
| ater. This kind of grouping is .suitable for a group with a small scal e.
I n accordance with the present invention, a |license can be checked out,
checked in, noved and copi €éd. However, 84 8 August 2005 these operations
must be based, on rules' determned by the .SDM. By referring to
flowcharts shown in Figs. 41 and 42, the follow ng description explains
processing to check out a license by using such a client. The description
begi ns wi ttheaestpifdnateoalnf shpwnces sFig. C39 rdehdWxdnpi Cl kgt to. check
out a license to ,another client'-with reference to--the flowhart; 'shown
in Fig. 4appAvashewdetfybbs thaussntéhe KDY AN ¢ Mdp @ step 8301
at which the CPU 21 enpl oyed in the clieﬁf 1 rgéds o&? gﬁecﬁﬁhber of
check- out sepeeat kepScotMedpdRiidy ! L& oly'S ut. ‘The nunber of
- check-out operations (hﬂ)pis %é&lude ||§%ﬁé§iaco§%§?ﬁgﬁ§ gﬁ%mn in Fig.
8. Thus, LpgaPHERS' ¢ - | ons gNi Ls read out fromthe .

Bp: Tﬁe%?&%:é(tﬂ&eg n‘geg&ﬁﬂee? ,e'%th eéfP%"’fzfoerrpl oyed in the

usage conditions.
client | &S@9§p9U£hér§%g%gg{“““ nunber of check- out

* The same processing is carried out for apparatuses
associated with the certificates C12 aﬂd Cl3. An

‘apparatus’ associdted with the revoked certificate 14 -

dpes not recéive the content key K¢ encrypted by its

‘:_diSclosed key attached ito the content. Thus, the
apparatus is not capablé of dec:ypting the conteat key Kc-

by uging itg own secret key and thus incapable of =

) dec:ypting the content. by using the decrypted content key

Kc.

As deécribed above, dpparatuses are grouped with
respect to cohteﬁt keys, that is, contentsi_.nge#éfr
appératuseé are gréuped#with respect. to licénse ﬁeys,
that is, liceuses.. |

As described above, apparatuses can be grouped
:without using special group keyé or ICVs (Integrity Check
falues) to be.described_iatef. This kind.of gfouping is

. suitable for a group with a small scale.
In accordance with-the present-invention, a license

can be checked out, checked in, moved and copied. However,
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operations (N2) for a license to be checked out. Also ing B?

t he- maxi mum nunber - of check-out operations (N2) is read out rontthe usage
conditions. Subsequently, at the next step..5303, -' .the CPU 21 conpares

t he nunber of check-out operations (Nl) read out . at the step-5301 with the
maxi mum nunber of check-out operations .(N2) read out at-the step $302 to
forma 85 8 August 2005 judgnent as to mhether t he nunber of .check- out
operations (Ni) is greater or snmaller than t he maxi mum nunber of . check- out

operatlon% % . If the nunber of check-out operations (Ni) is found

smal  er’ t frd SFh%Pﬁﬁﬁt—h%?nﬂ%&rbefbeﬁe@t@mmule%mﬂemd( kp) thehe flow of

t he proceSS|ng goes on to a step S304 at which the-.CPU 21 acquires the

| eaf key -8PM&- partner apparatus fromthe partner apparatus, which is a
.client serving as a check-out destination. The acquired |eaf key Is
cataloged on a dheclefeutrilngsttstfdiosdhar tishehswar agerigit 28, akei 19,
associated with a license ID serving -as a: check-out object. Then, at the

next - st eptB80fol 1dwei eP i dddc i ISt BT x5 1 a didhe prodekinl ehegkegrt ~oOperati ons
(NI')" read out at the step 5301 by 1. Subsequently, at the next step S306,
the CPU @it fd rm:hsceafgé ®4 -hashaty Yudhe EITAGE- of the I|cense - ,
The descrlptlon begins with an explanatlon of |
'pfocessing carried out by a client fo check'out a license
to another clientVWitﬁ reference to--the ﬁlewbhaftgshowh
in Fig. 41. As shown in phe_figu;e, ﬁhe flowchart begiﬁs
with a step 9301 at which the CPU 21 employed in the
ciieﬁt i‘reads'out the numbet ef check-out operations
ltNl) for a iicense to be checked out. The number of
‘check-out operations (N1) is .included in usage conditions
.shown inh Fig. 81 Thus,‘the number of chéck-out-operations
tNi).is read out from tﬁe usage conditions.
Then, at the next step 5302, the CPU 21 eﬁployed in
the client 1 reads out the maximum nunbex of check-out
‘operatiops (N2} for a license to be checked out. Also in
~this-caée, the maximum nﬁmber,of check-cut operations
(N2} is read out from the usage-conditions.
Subsequently, at the aext step §303, the CPU 21
compares the number of check-out operatibne (Hlt read out

at the step 8301 with the maximum number of check-out

-operations (N2) read out at the step S302 to form a
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The |1 CV mﬁ[l be described later by referring to Figs 46g Al R@ ?QK)EV u5|ng
the-1CV, it is possible to prevent the |I|icense from being |P|ed Then,

at the next step 5307, the CPU 21 encrypts .the |icense serving as the
check-out object and the ICV found at the step S306 by using the disclosed
key owned by the client 1.itself. The encrypted |icense and the encrypted
ICV are transnitted to the partner apparatus.to 86 8 August 2005 be copied
thereby along with an EKB and a certificate. Subsequently, at the. next:

st ep- S308, U_21, cat CV. f oun t the ste 5306 on the

check- outjPhgﬁ ggtSFeao ﬁﬁ?ﬁge§tggﬁgguﬂﬂ?f Qg B€ 5§s?ﬁﬁeﬁ STFEIREE CV wit h
the licen ﬁéD and the | eaf key of the partner apparatus. _If the outcone
of the juzg nfsf8?ﬁ§865t°¥h%m§%%ﬁr5§%%nlﬁﬁ?c%i%%mqmuﬁuqbﬁi'ﬁﬁhber of :

check-out operations (Ni) is not smaller than (for exanple, equal to) the
maxi mum nGRBER %Ftcﬂ%%kabh@n%pémélfons (N2), on the other .. hand,. the

fl ow of the processing goes on to a step S309 at which.the CPU 21 carries
out an’ error-handlfi tgepnoobes. ofTkhsecksobécapseatibnse (Whe hanber of
check-out-operations- (N1) is not smaller than the' maxi num nunber of
- check- outfowpdrsma bher (t9n thedhaoainng dunber hef |dleasedtas been checked
out as many tines. as the nunber of allowable check-out operations (N2),
t he IlcenswexaﬁndnBICNuxﬂ s flow of the processing goes on to a-
) step 3304 at whlgh the;CPU 21 acqu;res the leaf key of a
partner apparatus from the ﬁaftner apparatus, which ig a
fciignt éerviﬁg'as a check-out destination. The acquired
leaf key_is cataloged on a check-out list stpred in'the
étorage unit 28f.being_associated With a iicense ID
:ﬂserving'as a ghgck-out object.
.Then,'at the next stép S305, fhe CPU 21 increments
the npmber-of check-out operations (N1) read out at the
' step 8301 by 1. Subsequéngly, at the next step 8306, the
CPU 21 finds an ICV based-oq thelﬁeasage-of the'license.
'?he_icv will be_describgd later by referring to Figs. 46
to 50. By using the -ICV, it is possible to prevent the
_ Iicense from being falsified.
Then, at the next step 8307, the CPU 21 encrypts
th license serving as the check-outjbbject and the ICV
found at the step 8306 byfusing the disclosed key owned

by the client 1 itself. The encrypted license and the

encrypted ICV ate transmitted to the partner apparatus to
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checked 'Qut. Thus, in this case, the license is not cheghegd QuingsBY
referring to the flowchart shown in Fig. 42, the foll ow ng description
expl ai ns processing carried. out by. a client receiving. a |icense checked
out i.-n the check-out processing represented by the flowhart shown in Fig.
41. The flowchart shown in Fig. 42 begins with a step 5321 at which the
CPU 21 enployed in, -the client transmts 87 8 August 2005 the |eaf key -
owned by the client itself to the partner apparatus, that is, the client 1
checki ng g4t b LEGERE: h f . L. SwSLO L n_the. partner apparatus
at the sfepc% %3? Eggﬁgb%sg%%ﬁ tggg%d?# %i%i%ggs% ?fftﬁ#&ﬁﬁt%n-the next
step 5322 21 recejyves an_ encry | jcense and an encrypted | CV
al ong Wi tﬁu%%_@g%ﬁ%ﬁ%, agﬁeﬁ?'fril%’é’f es'??%n'gé/fge ERPeTRU 41 catglo@sscribed
earlier, Eﬁgwfggtger éjient 1 transmts the encrypted -license and the
encrypt ed ~CRI BP0 A h TR P SP§ R . the cthegk witte kst he step 5307
of the flowchart, shown in Fig. 41. Subsequently, at the next step. S323,
the CPU 29%C%%d iR e irwagn amnit dhdy asrocintiqn dihd @GV WichEKB |, and
the certifjcate, which were received at the step 5322, in the storage unit
28. The.cHienicense dilviang thehdeledti-kayt df dds@drser apparatus. :

If the outcome of the judgment formed at the step

. £303 indicatés thgt the:nﬁmbér of'check-out operations
_(Nl) islnbt smaller than {for example; equal to) the
;maximum nﬁm?er ofjcheck-opt operations.(Nz), on the other
;haﬁdr the flow of the processing goes on to a step 5309.

; at which the CPﬁ 2; carriés out an errér—héndling process.
?his is because, since the number of check-out ‘operations’
{N1) is not smalier than the maximum number of check-out
,9perationsv(N2), indieating thét-the license has been

~ checked out as many-times as the number of allowable
check-out operations (N2), the liéenée'can no longer be .
checked out. Thus, in this case, the license is not
“checked out.

. By referring to fhe fiowchart shown in Fig. 42, the
lfollowing description explains ﬁrocessing carried out by -
a c;ient receiving.a‘licénse checkéd out in the éhéck-out
Processing répreéented,by the flowchaxrt shown‘in Fig. 41.

The flowchart shown in Fig. 42 begins Witﬁ a step

8321 at which the CPU 21 employed in. the client transmits
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descri bed above uses the checked-out |icense to play bac%é&ﬁug gnt in
accordance wth processing represented by a flowhart sho I'n Frg. 43. As
shown in the figure, the flowhart begins with a step 5341 at which the
CPU 21 enployed in the client 1 finds an ICV of a content specified by a

command entered- by the user to the input unit 26 as a content to be
pl ayed back. Subsequently, at, 'the next step 5342, the CPU 88 8 August 2005

21 decrypts an encrypted I'CV stored in 'the storage unit . 28 by using a
di scl osed 10 wied in the certificate. . Then, at the next step S343,
the CPU 21 forns-a ?ﬁggﬁgﬁtggé%§8 ﬁhg?ﬂgrls?gﬁgtt?hEh?CQaFB%%H at the step
S341 matc tf%ulcv Sgad,out and dgcrxpted in the processing carried out
at the sté UsrhEbAL, A8 thE: EREARTt hechesking | oMt cat bicemse - t he
| i cense h ng% been falsified. In this case, .-the flow of the processing
goes on t 1t35 &S¥4igt stpred inctiopPlp@ntwer rammaratus moodssi ng to pl ay
back the content. If the outcone of the judgnent formed at the step S343
i ndi cat es S4%Rt SBRE. t heing Gvesdoiabed metth ®advaiherip, it is feared that
the license has been falsified, on the other hand. In this case the flow -
of the processi rfBheyoeat the mextsistepS34323t thii cbut he GBYe2+egakhi €S out
an error-handling process.- That is to say, the content. _
encrypted license and an encrypted Icv along with an EKB
“and a certifiqate-frdm'theupértner‘cIientfl; As described
earlier,:the partner client 1 transmits the encryﬁtéd'
* .license and the encrypted ICV- along with the EKB and the
-certifidate at the step S307 of the flowchart shown in
. Fig. 41. ‘ - |
Subsequently, at the next step S323, the CPU 21
stores the encrypted license; the encrypteé ICV, the EKB
and the Certifidate, vhich were received aﬁ the steb 3322,
in the storage unit 28. |
The client 1 receiving a checked-out license as
described above uses the checked-out licehge to play back
§ content in accordance with processing represented by a
flowchart shown in Fig. 43.
. As shown in the figure, the flowchart'begins with a
step 8341 at which the CPU 21 employed in the client 1
finds an ICV of a content specified by a command entered

by the'use: to the input unit 26 as a content to be

- played back. Subsequently, at the next step §342, the CPU
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cannot be played back by using this license. By referring f@,& Jdogwchart
shown in Fig 44, the follow ng description explains processSing. carried
out by a client to check-in a |license, which was once checked out to
another client 1 as described above. As shown in the figure, the flowchart
begins with a step S361 at which the CPU 21 enployed in the client

recei ves the | eaf key of a partner apparatus and the 'ID 89 8 August 2005 of
a license to be checked iii.- The partner apparatus is a client 1, which
returns or checks in a license. Then, at. the next step S362, the CPU 21
forms a jd@dgfearyntstanvwemchypted IO d4terdd dentthd etheagbeakéd in, which
Is obtained at the step S361, is a |icense checked out by the client
itsel f to28hbypasineraappecbbsicd Wey sijedgientin tHeazedtonitheelCV, the

| eaf key and the license ID, which were stored in the storage unit 28 in
the processing wam,i e el ndkt! Beept 8843308naf chiea]! auhard  shown in
Fig. 41. That is to say, the CPU 21 determ nes whether. the 1CV, the |eaf -
key and tfeddheensss |y M%Wﬁﬂcﬁ?gﬁél‘@(ic‘%t fBl&%-dSE‘ﬁptl?éG&tt:e ave been

cat al oged on. the check-out list stor In the. storage uni I f they

have bee iggﬁ% - ISty o J .21 termnes that the
B C é)r}:ﬁg]?ls&geﬁc%%gmré?g % de(gl?g%ygggdwnt “client itself to

| icense to be c ed In e
: the_paftr5¥bégg§y&§l§%rried out at the step S§342. The former

matching the latter indicates that the liceﬁse has not

been falsified. 1In thig case, the flpw of the pro;essing
"~ goes on to a step 5344 at which the_CPU"Zl carries out

procéssing'to play back the content. -

;f the outcome of the judgment formed at the step -

| 8343 indicates that the two ICVs do not match each other,

-it is feared that the license has been falsified, on the
other hand. In this case éhe flow of the processing édes
- on to a step 5345 at.whiéh the CPU 21 carries out an
error~ha#dling process. That is tb say, the content -
Vcénnot be piayed back by using this license.
By refer;ing to a flowchart shown in Fig, 44, the -
fqliowing description éxplains pf&ceésing.carried out by
"~ a cliénf to éheck'in a license,'which:was once checked
out to another.ciieht 1 aé described.abOQe.
~As shown in the figure, the_flowchart.bégins with a

step S£361 at which the CPU 21 employed in the client

receives the leaf key of a partner apparatus and_the Ip
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If the license to be checked in is a license checked ouhﬁgﬁuggﬁoglient
itself to.the partner apparatus, . the flow of the processing-goes on to a
step S363 at 'Wiich the CPU 21 nakes a request for deletion of the EKB,
the certificate and the license of "the partner apparatus. As-will be.
described later, the partner apparatus deletes -the license, the EKS and
the certificate at a step S383 of a flowchart shown in Fig. 45 in.

accordance with the .90 8 August 2005 request. Then, at the next step
5364, -S|nc a check-out license is checked - in, the CPU 21 decrenents the
nunber cﬁe&RCSBFeoEErhﬁlShéckﬁﬁ)iky ﬂ&NSGEE@HUEnEbpﬁratushesnext step
S365, the CPU 21 forns"a judgnent as to whether or not "another |icense has
been checkédestit 1t owhhehpuetwens appaclaccks id anbtdwerse. | Theae sbecked out
to the partner”. apparatus. does not ..exist;-the flow of the processing
goes on tbha serp §86p Sa62whikcd ¢ II%f&Hmékﬁeﬁﬁﬁgﬂéy% R ttger appar at us
from .the check-out list for cataloging the partner apparatus as a check
-1 n- par t meh& epeAr ot Usot | €hé NEi MHLONES Qe tdifedRIDNEN! AQLERG At the step
.5365 indicates that another |icense checked out to the partner apparatus

exi sts, atbtdiwedtderci@sked Nes g 0Gessi &thgé:{set R e2hER 55%@61:&5 ski ppe‘j

This is because it is quite withi'n the bou
the client itself to the partner apparatus. This judgment

isibased on the ICV, the leaf key and thé license ID,

which were stored in the storage.Wnit 28 in the
" Processing carried out at the'step 8308 6f the flowchart

shown in Fig. 41. fThat is to say, the CPU 21 determines

whether the icy, the leaf key and the license ID, which
"ﬁere,;eceiQed_aﬁ the step 3361; have been.éataloged on j
- the che?k-oug list stofed in thé-storage unit 28. If they
have been cataloged on the check-out 1is£, thé CPU 21
:detefmines that the license to be checked_in is 'a license
checked out by the client itself to the partner apparatus.
_ If the ligenée to be chedked'in ig a license
checked out by the client itself to the partnéf apparatus,
the flow of the prdcessing goes on tﬁra stép 8363 at
which the CPU 21 ﬁakeé a requésf for deletion of the EKB,
the certiflcate and the license of the partner apparatus.
As will be described later, the partner apparatus deletes.
the 1ic¢nse, the EKB and the certificate at a step S383

of a flowchart shown in Fig. 45 in accordance with the
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possibility that the other license is checked in by the BQQ%hggkmgpparatus.
| f the outcone of the judgnent formed at the step $362 indicCates that the
license to be checked in is not-a |icense checked out by the client itself
to- the partner- apparatus, on the other hand, the flow of the processing
goes on to.a step 5367 at which the CPU .21 carries out an error-handling
process.-That is to say, in this case, the 91 8 August 2005 check-in
processing-is not carried out since the license is not a |icense nanaged

by the clggahehkself. In an attenpt made by the user to illegally copy the
|l i cense, thé check-in processing cannot be carried -out since the stored
the basis of the license acquired "in

ICV is not equal_to the bﬁy f ound- on

the processing cht &f ddte die%thester Fis1 simae a shdck-omtf | owchart
representing ﬁrocessing carried out-by a client | issuing a request for.
the procesSFRGSt LS cheekked B i BbasEPV o2 hindetrenettnthe qambygmg out 't he

| i cense-check-in processing represented by the flowhart shown in Fig. 44.
The flowchhrfheHovput emexatibetibs dwth. a step 8381 at which the CPU 21
enployed in the client 1 transmts' a |leaf key and the ID of a license to
be checked in Sybsegmentdy,appartaiclnexthistlep $iklse ehiebbyl 21
.'.forms'a judgment as to whether or not another license has
been chegked out to the partner.appafatus. If andther.
&.‘liqenée ghecked out to the partnér-apparatus.doesgnot'
uexist;—;he fiow of the processing goes on to'a step 8366
at Which the CPU 21 deleteé'the partner apparatus ffom |
Lthelgheck-out list ﬁor cataloging the partner apparatﬁs
f.as a check-iéJpartnér-apﬁaratus. if the'outcpmé of the
.-judgmentvformed ét the step 8365 indicates that.another
;iceﬁse chééked out to the partner apparatﬁs exists; on
the other hand, the procéssing gf-ﬁhe step 8366 is
.skipﬁed. This is becéuse it is quite within the bound of
possibility that the other 1icénse is checked in by the
partner apparatus. |
If the outcome of the judgmént formed'at the step
S362 indicates that the license to be checked in is not a
license-checked-out by the clieﬁt itSEIf to the pa?tner
' apparatus, on the other hand, the tlow of the prodessing

goes on to a step S367 at which the CPU 21 carries oWt an

error-handling process. That is to say, in this case, the
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carrying out' the license-check-in processing representedg Qﬁ hgok! owchar.t
shown in Fig.--44. As described above, the partner appargi S receives the

| eaf. key and the 'license ID at-the step S361 and carries out.processing to
authenticate the license to be checked in on the basis of -the |eaf key
and the license |ID at the step $362. Then, at the next step S3.82, the CPU
21 enployed in the-client 1 fornms a judgnent as to whether or not a-92 8
August 2005 request for deletion of the license has been received fromthe

partner appal ribed ea i f the. license is a proper
license teo béﬁ%hecEégcgggipﬁeIBaP?heFaﬁﬁbﬁﬁaPﬂg FaREE §hPebH§§FSFor
the EKE_and the certificate in the processing

del etion |Li cense, :
i qf %%% 31§F8368§8§ag?§th¥ bhecehdent iheseifidgnent formed at the

carried ou
step S382 |nd|cates that such.a request has been received, the flow of the

processi ng - goest B} AEkemptepadsdy fiheriadr tiwe iGPER Igelcepas t he
| i cense, the EKB and the certificate.. That is to say, the client | thus
becones ‘n&PordErneapathe olieckiin phecés Stmg ecaBioE ebé hearyisder of '
check-out ‘operations (Nl) is decrenented-by. | by the partner apparatus in
the proceSSfngiveertke stored Idhelstmpr SSfual ofo thige fE@MchAaida fipwn in
Fig.-44, the check-in processing is-ended. -
_.the basis of the license acqulred ‘in the process1ng
carrled out at the step $361. |
Fig. 45 is a flowchart representing processing
carried out by a client 1 issuing a'requese for. the
_prbcessing to check in a license to enother_client
'carrylng out the license-check-in proce851ng represented
by the flowchart shown in Fig. 44.
_ The flowchart shown in Fig. 45 begins with a step
j5381'et.which the CPU 21 employed in the client 1
itransmlts a leaf key ‘and the ID of a license to be
checked in to a partner apparatus, whlch is the cllent 1
-carrying out the license check in processlng represented
by the flowchart shown in Fig. 44. As described.above;
the partner apparatus receives the leaf key and the
license ID at the step 8361 and carrles out processing to
authentlcate the license to be checked in on the baszs of
‘the leaf key and the license ID at the step $362.

Then, &t the next step $382, the CPU 21 employed in

- the-client 1 forms a judgment as to whether or nmot a
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If the outconme of the judgnent formed at the step S382 ngp%t thaf .such
a.request was not received, on the other hand, the flow 0 e proce531ng

goes on to a step S384 at which the CPU-21 carries out an error- handling
process, That is to say, in this case, the .check-in processing cannot be
carried out due to sone reasons such as a dlscrepancy in ICV. The '
check-out .processing and the check-in . processing have been expl ai ned so
far. Processing to copy 93 8 August 2005 or nove a .license can al so be
carried out as well. The follow:ng descri pti on: explalns processing to
gener at e EFIEFY ﬁﬁﬁ-’eéﬁl??lmeeﬁ the ubjcense Hixdrsm rexssioddate the | CV
with the license and forma judgnment as to whether or not the license has
been. fal §irPledhibypevhperaspparatusn GV descatibed earpieyenift BRel i cense
from bei ng- faIS|f|ed It, should be noted that the sanme processing can be

appl i ed tdiaenent £ata ﬁ\ﬁop&v’ 1106098 ity Kdhaddecrdd gh,0fchd HaGRnss i S

conputed by typically application of a hash function to t e | i cense as
fol l ows: &fMabashtKusNes ld réduedh e HY@AIdiYA ?fmth(ee'i(i fis@n GV
ormation on the-

'generatlon key whereas synbols L1 and L2 each note in
license. the Miks (MeSSeRE éﬁ%é%%ﬁdéfﬂ'fﬂqﬁg%g%%o%ess %@&ied out .
at the step 5363. If .the outcome of the Judgment formed
at the step 8382 indicates that such.a request has been
.: received, the flow of the processzng-goes on to a-step
8383 at which the CPU 21 deletes the licehse, the EKB and
theAcertiticate. That is to say, the client 1 thus-
becomes no longer capable of using the 1icehse. ‘Since the
nuﬁber of check-out-operetions (Nl) is decremented'hy 1 |
by the partner apparatus in'the_processiug cerried out at
‘the step 364 of the flowchart shown in Fig.. 44, the |
check-in processing is-endeu
if the outcome of the judgment formed at the step
3382 1ndlcates that such a request was not received, on
the other hand, the flow of the processing goes on to a
step 5334 at which the CPU 21 carries out an error-
' hendling process. That is to say, in this case, the
.check ~-in processing cannot be carrled out due to some
reasons such as a discrepancy in ICV.

The check-out processing and the check-in

_ processing have been explained so far. _Piocessing to copy
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information.of the license is used as the information repr by L1
and L2. Fig. 46 is a-diagram show ng typical generation g?“%ggﬁﬁﬁgvalue by
using a DES encryption processing configuration. As is.obvious fromthe
configuration showi in Fig. 46, a processed nessage is divided into 8-byte
units. In the follow ng description,- the divided nmessage 'is referred to
as Ni; M, " and MN.- First of all, an initial value IV and ML are
supplied to a processing unit 94 8 August 2005 24-1A for carrying out

excl usive logical sumprocessing to 'result in an exclusive logical sum 11.

Then, th L\ ical ' t tiC it
2415 for catryaring 1oBirtstay SRt R PRrEEe e S ALY Vot Ton Tesul ¢
4-2A for

El . Subsequently, El MP .are . supplied to _a.pr.ocessing unit

carrying out excl'lgisai \a/fgoil(?é“flélaﬁ dseusrﬁo%rpotcléjﬁieﬁ‘d’]'ta&nrsegﬁf’tcgisﬁlgﬁ %é’xcl usive
| ogi cal sum 12. Then, the exclusive logical sum 12 js supplied to a DES
encryption %ﬁ??rﬁggzﬁlf%qv TS Y (%29% Rivg k& %%fpﬁn@epr oduce an
encryption resu|lt E2. Thereafter, these operations are carried out

repeat edl y $#9°Rmt3 it thg 1 TThe gy st sl T gvmtr (349 Eomn & daudamemn geéner at ed

- by a DES encryption unit 24-NBis a MAC ( Message Aut henti cation Code). A
hash functi®h Yaetrhn eppldtedche kirense |hagerwen. falsified by

EomputatiOn of an ICV in order Fo pbrevent the license
from being falsified. Itlshould'be noted that the same
processing can be épplied to a content.

An ;CV (Integrity Check Value) of a license is
computed by typically application of a.hash ﬁunctioﬁ.to
the license asrfollows: |

ICV = hash(Kiev, L1, L2, )
‘where notation Kicv denotes an ICV generation key whereas
symbols L1 and L2 each aenote informatioﬁ on the license.
A MAC (Message Authentication Code) of important
information of the license is used as the information
represented by L1l and L2. |

Fig. 46 is a.diagram showing typical generation of
a MAC value by usiﬁg a DES encryption proqessing'
configuration; As is obvious ffom the-configuration ghown
in Fig. 46, a processed message is‘divided into 8-byte
uhits. In the following descfiptidnf the divided message
is-referred to és M1, M2, - and MN.-_First of all, an

initial value IV and M1 are supplied to a proceséing unit
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MAC val ue and an | CV generation key to generate an |ICV @Im[ggglridog Check.
val ue). For exanple, an |ICV conputed at generation of a |icénse Is conpared
with anlCV newly calculated froma license. If the ICVs match each ot her,
the license is assured not to have been falsified. If the [ICvs do not
mat ch each other, on the other hand, ‘the license is determned to have
been falsified. The foll ow ng description explains a configuration to use
an EKB (Enabling Key Block). for transmitting a key 95 8 August 2005 Kicv
for generating an ICV (Integrity Check Value) of a Ilicense. In the

fi tiop. : i na. t EKB | d t he k
K cv Por geatr AhT ng acet HUPed noaky ey ekl b aPhes Tor 0 proshiEtnds Lot i1

concretely, . Fi 47 and_48 are each’ .di agram showi ng a typical .
configurati 85 gﬁgsﬂls‘}:nlgnaﬁn%‘:f‘(‘ﬁﬁgﬁl ?‘ﬁ%"f@ ’E?%cf(?‘torp %t i%ute a key

Kicv for generating a common license!'s ICV ;. (Integrity Check Value) .for
forming a yﬁﬁﬁﬂ%ﬁfgﬁsl?%ﬁﬁﬁ%tﬁ%? bt hotsSipRitedcheer %%% PrervRRiQR f i ed

when transnittin24the |icense to a plurality of devices. To be nore
" specific, FRE471118 Lol qpearvREb nbl 19D eddngliztken k] ove gfreduce
decryptable key Kicv for generating a license's ICV (Integrity Check
"Val ue) to cR¥Wifreryption xeguwlB EDn tSwbsedventiand ElFiegd M28aire a di-agram
showi ng typical distribution of a o ‘
supplied to a processing unit 24-2A for carrying out
exclusive logical sum processing to result inian
exclusive logical sum 12. Then, the exclusive logical sum
12 is supplied to a DES encrfption unit 24-2B for
encrypting 12 by using a -key K1 to produce an encrypfion
result E2. Thereafter, these operations'are carried out
reépeatedly to encrypt all the messages. Eventually, a
result EN generated by a DES encryption unit 24-NB is a
MAC (Message Authentication Code) .
A hash function is then applied to such a license
MAC value and an ICV geﬁeration key to generate an IcV
(Integrity Check Value). For example, an ICV computed at
generation of a 1i¢gnse is compared with an- ICV newly
_calculated from a license. If the ICVs match each other,
the license is assured not to have been falsified. If the
ICVs do not match each other, on the other hand, the
license is determined to have been falsified.

The following description explains a configurétion

to use an EKB (Enabling Key Block) for transmitting a key
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_decryptable‘key Kicv for generating a license's ICV (In ri eck
Value) to devices O, 1, and 2 only but not to device 3,%?ﬂﬁ%%%ﬁ§§ been

revoked. in the typical distribution shown in Fig. 47, an - encrypted EKB
(Enabling Key Bl ock), which can be decrypted, is generated. The EKB is
used.for transmtting data Enc(K(t)00, Kicv) and an updated node key
K(t)00 to devices 0, 1, 2 and 3. The data Enc(K(t)OO Kicv) is a result
of encryption of the check-value generation key 96 8 August 2005 Kicv by -

usi ng the updated node key K(t)00. The node key. .K(t)00 has been updated
each of devices. 0,

by using a gpode key ap keaf .k E@L h_are owned b
1, 2 and 3. 25 sﬁomﬁegﬁ ¢ én?i%ﬁtf§Yd %?e%$bgy4¥3e?¥r t1gg) 2% 2each of
devi ces O, }iCZ agd §§?qak¥pts he EKB to obtain the updated node key
K(t)00. Thefi; “theSupddt e SRR IEPTaEH D0 Nes 38 Fodrd aGEyRtesy bhe
encrypt ed check-va%ue%ﬁgeneration-keé@Enc (K(t) 00, Kicv) to obtain:, the
check- val uB®4BHele | kY wFed. atx e JRYikhav 4fo5 g@rerating s on are
each incapabl e of obtaining the updated node key' K(t)00 by processing an
EKB (Enabl i FgY KE}R Broekty Fledly Ualwr) »f mdeideysand a | eaf key, which are
owned by each of devices, even if the EKB is received by the devices.
~ Thus, the check- V& pttgdtercanicartiedy, cfiglse #raasd diBedrio earhya '

diagram showing a typical configuratioﬁ of using an EKB

(Enabling Key Block) to distribute a key Kicv for

'generating a common license’s ICV (Integrity Check Value)

for forming a judgment as to whether or not the license

has been falsified when transmitting the license to a

Plurality of devices. To be more specific, Fig. 47 is a

diagram showing typical distribution of a decryptable key

Kicv for generating a license’s ICV {Integrity Check

Value) to devices 0, 1, 2 and 3. On the other hand, Fig.

48 is a diagram showing typical distribution of a

decryptable key Kicv for generating a license’s ICV

(Integrity Check Value) to devices 0, 1, and 2 only but

not to device 3, which has been revoked.

In the typical distribution shown in Fig. 47, an

.encrypted EKB {Enabling Key Biock), which can be

decrypted, is generated. The EKB is used for transmitting
~data Enc(K(t)00, Kicv) and an updated node key K{t)00 to

devices 0, 1, 2 and 3. The data Enc(K(t)00, Kiev) is a

result of_encryption of the check-value generation key

%




aut hori zed devices with a high degree of safety Fig. 48 islf g' am
showi ng a case in which device 3 pertaining to a group gﬁéqgta y a
dotted line in Fig. 12 has been'revoked because, for exanple, a key has

| eaked out, so that an EKB (Enabling Key Bl ock) is generated and
distributed to only other nenbers of the group, nanely, devices 0, 1 and
2. The EKB (Enabling Key Block) can be decrypted only by the device 0, 1
and 2. The EKB (Enabling Key Bl ock) shown in Fig. 48 and data 97 8 August

2005. Enc(K(t)00, Kicv) are distributed. As described earlier, the data
check-val ue generation

Enc(K(t) 00, ..Ki IS, .a result of engryption of a

key Kicv by ‘éés?%)é’ya“ﬁ(%&g %ﬁx‘? RPF?%% Yl%q?t KeYr Kght 08; dFhst madg ke, a
decryption. grg%egyre is shown. As!shown in the figure, first of all,

devi ces 0, F&A§V has bregcynirEednby UBaAPEda nBade Kksy td )@0L&8E carryi ng
out processkng to_decrypt the received EKB (Enabling Key Bl ock) by using a
| eaf key or*§¥mo¥BicReprenAeacdybyteerk. ofhdevicée Chetk-Zand YJenavsati on
key Kicv is obtained by decryption based on the updated node Kkey.K(t)O0O.

Ot her devi cE8o¥n sn ghgnyigbtonidé ¢heFifgoud? shidwst iof AL, l&ach sofach

i ncapabl-e of acquiring the updated node key K(t)00 by using its'own | eaf
key and -nodéekéges 0, 1, 2 and 3 decrypts the EKB to obtain the

updated node key K(t)00. Then, the updated node key
- K(t)00 is used for décrypting the encrypted check-value
" generation kéy Enc(K(t)Oof Kicv) to obtain the check-

value generation key Kicv.

_Other devices 4, 5, 6, 7 and so on are each
incapable of obtaining the updated'node key K(t)00 by
processing an EKB (Enabling Key Block) and by using a

node key and a leaf key, which are owned by each of

devices, even if the EKB is received by the devices. Thus,
the check-value generation key can bé transmitted té oniy
authorized devices with a high‘degrEe of safety. —
Fig. 48 ig a_dfagram showingra case in which device

3.pertaining to a group enclosed by a dotted line in Fig.

_ 12 ha; been"refoked‘because, for éxample, a key has

~leaked out, so that an EKB (Enaﬁling Key Block) is
génerated and distributed to only other.members 6f the
group, namely, dévices 0, 1 and 2.' fhe EKB (Enabling Key
Block) can be decrypted only by the device 0, 1 and 2._

The EKB (Enabling Key Block) shown in Fig. 48 and data .
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even if the sane EKB (Enabling Key Block) is distributedsypoEguﬂ#ger
- devices. By the sanme token, revoked device 3 is also incapéﬁh af "acquiring
t he updated node key K(t)O00 by using its own | eaf key and node key even if
the sanme EKB (Enabling Key Block) is distributed to this device., Thus,
only an -authori zed device is capable of decrypting and using the -
check-val ue generation key Kicv. In this way, by utilizing distribution of
t he check-val ue generation key Kicv.through the use of an EKB, 98 8 August
2005 the amount of distributed data can be reduced and it is possible to

safely distgi eck-val ue,generatio ey Kicv.to_only_authorized
parties cap%%?gk§¥}QQbﬁ@ﬁ%Y%ga¥?mﬁ%#ékiP$%f e ngF59F6heQe?a£#&9?'By usi ng
such an ICV_(Integri Check Value) of,a license, it is possible to avoid
i1legal copids ‘%‘? ?h@c%)a%%’ tlﬁ’eg‘éJnc‘ri/pﬁ1 e e encdymtd oth &f fedia 1
is used fq&g;%ga%? I&ﬁ;g;g;@éh}%Pd H%_algyg W t h anmgég $;Fnabling Key

Bl ock) that b iy HHE roY [Ydak & ¥shown in Fig.
49A. Let what is stored in nedia 1 be copied to nedia-.2. In this case, the
EKB and tHe(%)5i%%nses can be copied. A device capable of decrypting the

EKB wi || "al so be capable of using the licenses. In a configuration shown
in Fig. 49B, an iRneghet yight side of Fig. 48, a decryption ‘

ﬁrocedure is shown. As shown in the figure, first of all,
‘devices 0, 1 and 2 each acquire the updated node kéy'
K{t)00 by carrying out procéssing to decrypt the received
EKB (Enabling Key Block) by using a leaf key or a node
key owned by itself. 'Theﬁ; the check-value generatién'key
Kicv is obtained by decrthipn based on the updated node
key K(t)00. |
Other devices 4, 5, 6 and so on of fhe group sﬁoﬁn
in Fig. 12 are each iﬁcapable of acquiring thé updated
node key K(t)00 by using its own leaf key aﬁd nﬁde key
‘even if the same EKB (Enabling'Key Block} is distributedl
to those other deviceé. By the same token, revoked.device
3 is also incapable of acquiringAthe updated node ke§
K(t)00 by using its own leaf key and node key even if the
same EKB (Enabling Key Block) ié distributed to thié
device. Thus,'oply an authorized device is capablé of
décrypting énd using the check-value generation key Kicv.
In.this way, by utilizing distribution of the

check-value generation key Kicv through the use of an EKB;
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check value ICV(L1, L2) is stored in each' nedia, being a I at W th
li censes al so stored therein. It should be noted that-l%@?@f&zﬁ@? is an
integrity check value of licenses L1 :and L2 and is conputed by applying a
hash function-to licenses LI and L2 as follows: .ICV = hash(Kicyv, L1, L2)
In the configuration shown in Fig. 49B, information stored in nedia |
include licenses 1 and 2 as well as the. integrity check value ICV(Ll, L2),
whi ch is conputed by 99 8August 2005 applying a hash function to |icenses
L1 and L2. On the other hand, infornmation stored in nedia 2 includes -

i censel an n_in ri.ty.check valye lCV(L1),. which is_conpufed by

app! yi ng a'%gghabaﬁg i8% FﬁsFF&BHgSHLE?€¥n° %iEECBﬁ Fﬁﬁ?aﬁggnﬁta%%une t hat
{EKB, |icensge Zi i s _copied fr8n1ned'a 1 tonedia 2 In this case, a new
license' chBER® Bé?ug°lgﬁgﬁl¥,‘t%}r&éﬁtﬁetﬁ%n%?%?%dvﬁ%P?mﬁﬁ%@ragﬁonThe new
| i cense cheﬁk value | CV(L1, LZ.% is different fromKicv(L1l) stored in
nedia 2. |t%P¥ Fhe¥ BBvPRLY fpbhoriped nesrtieemaranbe ol deeryming, L2)

can be used to store a new license in nedia 2 by falsification or an
i1l egal copfh®pehetkorelye gerevston oreplBidwng back information stored in
media 2, however, generated and stored |ICVs can be checked at a step prior
to a pl ayback By using such an ICV (Integrity Check Value) of a
| iicense,_it‘is possible to avoid illegal copies of the
EKB and the encrypted license. Assuﬁé that media 1 is
used for storing licenses L1 and L2 along with an EKB
(Enabling Key Block) thatlcan be used for acduiring théir'
license keys as shown in Fig. 492. Let what is stofed in
 média 1 be gdpied to media 2. In this case, the EKB and
the 1icenses can be copied. A device capablé of
decrypting‘the EKB will also be capable §f using the-
licenses.

In a2 configuration éhgﬁn in Fig. 49B, an-integrity
chéck value ICV(Ll; L2) is stored in each media, being
associated with 1icenées also stored therein. It should
be noted that ICV{L1l, L2) is an integrity cﬁeck value of
licenses L1 .and L2 and is computed by applying a hash
function to licenses Ll‘and Lélas follows:

iCV = hash(Kicv, L1, L2) |

In the configurﬁﬁion shown in Fig. 49B, informatipn

stored in media 1 include licenses 1 and 2 as well as the

integrity check value ICV(L1, L2), which is computed by
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step to form a Judgnent as to-whether the ICVs match eac l@@ 5If t he
generated ICV is determned to be an ICV not matching t ore no

pl ayback operation is carried out., In this way, in this conflguratlon it
is possible to prevent the |icense obtained by falsification or by
carrying out an'illegal copy operation frombeing played back. I n

addition, in order to further enhance the degree. of safety, it is possible
to devisea configuration in which the ICV (Integrity Check Value) of a

license is 100 S august 2005 generated on the basis of data including the
in the configuration,

val ue of a mw#table c é ut it goncreteli
the 1cv (I nfBY ¥%99cﬁe aFEE?t n4to| }LeRREes sLL Rt et a9 deons: | Qv =
hash(Kicv, counter + 1, L1, L2, -) where notation (counter .+ 1) indicates
that the vaPhBeprhandheinformation sstope@nbntbedby 2 eelndese the 1OV is
updated. it_should be noted that the value of the counter needs to be
stored in' alieense hedwd yak nintearitwnéheck avabwe MV Holler whivha is
configuration wherein the ICV (Integrity Check Value) of a |license cannot
be stored i%cmptted shyneapely tnas thresh i Dense] od heo | Xedded @grity Check
Vhlue) of the | icense may be stored in a nedia different
In this conflguratlon, assume that {EKB, license 2}
is copied from medla 1 to media 2. In this case, a new
license check value ICV(L1, L2) can be generated in media
2. The new license check value ICV(L1, L2) is different
from Kicv(Ll) stored in media 2. It ‘is thus obvious that
the new license check value ICV(L1l, L2) can be used to
store a new license in media 2 by falsification or an
iilegal copy operation. 1In a device for playing'back
information stored in media 2, however, generated and
stored ICVs can be checked at a step prior to a plavback
step to form a judgment as to whether the ICVs match each
~other. If the generated ICV is determined to be an ICV
not matching the stored ICV, no playbaek operation is
carried out. In this wey. in this configuration, it is
possible to prevent the license obtained by falsification
or by carrying out anillegal copy_operation from being
played back.
In addition, in order to further enhance the degree

of safety, it is possible to devise a configuration in

which the ICV (Integrity Check Value) of a license is
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fromthe nedia for storing the license. Assune that a |i se | tored in
a'nmedia with no protection against an ill egal copy-opergﬁg%ﬁst%§§nples of
such a nedia are-a read-only nenory and-an ordinary MO disk In this case,
if an ICV (Integrity Check Value) is also stored in the same nedia, it is
quite within the bounds of possibility that an unauthorized user is - -
capabl e of updating the ICV. It is thus feared that the safety of the ICV
is not assured. In order to. solve this problem the ICV is stored in a
safe nedi-a of the host 101 1 8 August 2005 machi ne and used for controlling

operations t fORM% Jgh Lice s EX Les of the.co operation_are
oBeraLions té? che§E ?ﬁ,té%egégéﬁtogn a%SVéHFEESFPEEEEEPVFiugueﬁ 3

configurati Lt s thu oss| bl e to, execute safety, nmnagenment of the |ICV
and check fgllr}‘s:_"lefaltbé‘aet Icgﬁn%]e@r het® I Ptenke. CORQEe DY s 1% ¥heigr am showi ng a

typi cal confjguration,inplepenting the schenme described above.' in the
typi cal confiPHurdtFahiSRowhREnIfV g (I86e9xi kEdfReokoYalwet hofioapr ot ecti on
agai nst. an il egal copy operation.is wused for storing licenses 1 to 3.
Exanpl es ' oft 1€RESRedFatomputedaps &otdawsonly menmory and an ordinary MO
disk On the other hand, an ICV (Integrity Check Value) for these |icenses

is stored in a saf¥CedilmsPORienplayertdm.«a 1, L1, L2, -} -

' where notation (cointer + 1) indicates that the value of
the counter is increﬁented_by 1 egch time the ICV is
gpdated. It should be noted that the valﬁe of the counter
needs to be storedlin'a secure memory in this
‘configuration,

Moréover,‘in a configuration wherein the ICV-

' {Integrity Check Valué) of a iicensé cannot be stored in
theAsame_media as;the;license, the ICV (Integri£y Check
.Value) of the license.may be stored in a media different
from the media for sporinélthe license.

. Assume that a license is stored in a media with no
proteétion against an?illegal copy-oﬁeratibn. Examples of
such a media are a read-only memory and an ordinarf MO
'disk' In this case, if an ICV (Integrity Check Value) is
also storéd'in the same media, it is quite within the
bounds of possibility that an unauﬁhorized user is
capablé of updating the ICV. It is thus feared that the
safety of the ICV is not assured. In order to solve this

problem, the ICV is stored in a safe media of the host
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host nmachine to which the user is not allowed to neke an 8 ARESH ith a-
hi gh degree of freedom - Thus,- in this typical conflguratlon t e user is
prevented from illegally, updating the ICV (Integrity Check Val ue). When
.a device on which-the nedia 2201 is nmounted plays back information from
the medi a 2201; for exanple, a PC serving as the host-machine of the
device or a server may be configured to check ICVvs for form ng a judgnment

as to whether or not the nedia is allowed to play back. In such a
configuration, it is thus possible to prevent an 102 8 August 2005

operati on ! gaphaxehanh Aol 'g%gahbxt%et%gg LabRhbhed. ol LGensg. I N

addition, a client provi e presen Prvant |on c
|nplenented ap oth than the so-called personal, conputer. -
Exanpl es oflgénﬁggppgﬁé Uéf f e TR LREFAHESRSUES are
a PDA. (Persgﬂgl Lﬁitag Ai ant aceIIuIar Ehone and a game termnal.
If the serles SF pPecEle6F BRECRRE| RYVFsthE nhicRRAS ed T8y Rare, a
program co tﬁg the software can be installed froma network or a

recor di ng uratdoq. cdiplhe ekhpscPoss Hyl enbederecwbr csafetiar dwar e' or

into a conputer of another type such as a general -purpose personal conputer
capabl e of E%F???HQHBU?fatbérI@Yya@@ check falsification of the

license.

Fig. 50 is‘a diagram showing a typical
EOnfiguration implemenﬁing the seheme described‘abOVE.' In
the typical configuration shown in Fig. 50, a media 2201
with no protection against an illegal copy operation is
ueed for stqring'licenses 1 to 3. Examples of the media _
2201 are a read-ohlj memory and en oidinary MO disk on
‘the other hand, an ICV (Integrity Check Value) fer these
licenses is stored in a safe media 2202 enpleyed in a
host machine to which the user is net allowed to make an

access with a high degree of freedom. Thus, in this
typical configurationl the ueer is prevented-from
illegally updating the ICV (Integrity Check‘Value). ‘When
.a device on which the media 2201 is mounted plays back
information from_ﬁhe media 2201; for example, a PC
serving as the host machine of the device or a server may
be configured to check ICVs for fofming a judgment as to
whether or not the ﬁedia is allowed to play back. -In such

a configuration, it is thus possible to prevent an
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functions by execution of various prograns installed in ’ﬂ% Resseenal
computer. A-recording medi um provided separately fromthe nunit of the .
apparatus serving as a client or a server is distributed to users for
presenting a program recorded in the nediumto users. The recordi ng nedi um
can be a package nedium As shown in Fig. 2, exanples of the package
medi um are the nagnetic disk 41 including a floppy disk, the optical disk
42 including a CO-ROM (Conpact-Di sk Read-Cth Menory) and a DVD (Digital
103 8 August 2005 Versatile/Video Disk)', the nmagneto-optical disk 43

i ncl udi ng an NDS ni Dl}s#% a,gd he sem conduct or .menory _44. |Instead of
instal | ing SP5Fa§Fath FPoRt &Y nBRGHr B2 of ﬁeg?éﬁﬁrﬂPHbeﬂeﬂﬁLﬁﬂlﬁ%ﬁiﬁﬁogran1can

be presented.to a user by storing in-advance the programin a recording
medi um enbed88B5Fn the main unit of the apparatus. As shown in Fig. 2,
exanpl es of the enbedded recordi ng medium are the ROM 22 and a hard d| sk

i ndi-uded in the stigt &fdifrian.2& 'clipnthipy osyabid ikvattihen pretseps descri bing a
program stored in the recording nmediumcan of course be executed

sequent i al | ¥nveret serpeait taksanioe himpl emaciced daycen vaiga s tuw idttan
procedure. It should be noted, however, that the steps do not have to be

execut ed seljuemt iz |§,oma11emqtembnaha:csmp5emy Exb@@lleBCb@dgnpi eces of
processi ng
apparatus other than the so-called personal computer are
a PDA_(Persénal Digital Assistant), a-cellular phone and
a game terminal.
If the series of.pieces of brocessiﬁg is
'%mplemeﬁted by software, a program composing the software
can be installed:ffpm a ﬁetwbrk 6r a reéording medium
. into a computer,including embedded special hardware or
into a computer of anpther tyﬁe such as a general-purpose
perscnal coﬁpﬁter capable of carrying out a variety of
functions by execution of various programs installed in
" the personal compﬁter;
A recording medium provided separately from the
~main unit of the apﬁaratus serving ;s a client or a
server is distributed to users for presenting a program
recorded in the medium to users. The recording medium can
be a package medium. As shown in Fig. 2, examples of the
'package medium are the magnetic-diék 41 including a

floppy disk, the optical disk 42 including a CD-ROM

(Compact-Disk Read-Only Memory) and a DVD (Digital
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to be carried out in parallel or -individually. I'n additgguktodes
desirable to also encrypt a program executed to inplenment processing
related to security in order to prevent the processing of the program
itself from being anal yzed. For exanple, a program of processing.carried
out' to execute an encryption process can be designed as a tanper resi'stant
nodul e. Furthernore, the information included in the header of a content
to specify a license for allow ng the use of. 104 8 August 2005 the content
does not have to be a license ID for uniquely identifying the license. In

the enbodi n?éi‘s_ﬁ€§.§éjf’@§§epa_§9¥ﬁ)‘,athjacﬁﬁﬁﬁehg-hﬁti@%?rMﬁO£'3fOr speci fying
a license required In utilization of a Content, Information for -

speci fying an&9pH AL afgemysms? 1 VPLER) T 58 Lﬁg'gge%cgn?&gt%@ieﬁ?'g%gggfef ?Q?n

information for i1dentifying a Il cense freques Ticens
the client }, | ‘ l.i st .af, .various kinds of attribute_ information
related t o&%' co%’r?{%dadrr%a/f arsd qéh'll}ﬁzlatjc%?qwnl Fbift &RE¥OIHd X dhdi ti ons

of attribut f_contents, may also be included in a license for specifying
cont ent's alfeﬁ%ﬁgf%gﬁ%gégﬁﬁt THE tRTIEBCaR b e | PR TR FAD HRALT S $Hcl uded

i s ipformation for specifying a license for allow ng

Wil zat |t g:}t’%fs?‘r‘*ﬂé“b%n’t‘ér‘ﬁd%? RS REPHFAR o2 sheraqsudigny medium
embedded in the main unit of the apparatﬁs. As shown in
Fig. 2, examples of the embedded'recording medium are ﬁhe
RbM 22 and a hard disk‘inéiuded iﬁ the storage unit 28.

In this specification, steps describing a program
storéd in the recording medium can of course be exeéuted
éequgnfially one step after another in accordance with a
written procedure. it should beAnoted, however, that the
"steps do not have to be exeéufed sequentially bﬁt,
instead, the steps may also includeipiéces of-processiﬁg
to bé carried out in paréllel or dindividually.

In additibn, it is desirable to also encrypt a
ﬁrogram execﬁted to implement proqessing related to
security in order to prevent the‘processing‘of ;he'
brogram itsélf from'being analyzed. For example, a
program of processing.carried oﬁt to execute-an
ehcryption process can be designed‘as a tamper resistant
module;

Furthermore, the information included in the header

of a content to specify a license for allowing the use of
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a content the use of which is-allowed by a license in anﬁﬁEﬂ o8 th a
condition equation included in the license. A license | nt or nat i on.
for uniquely identifying a license. In this way, a content can be '
associated . wth a plurality of licenses so that the content can be issued
in a nore flexible manner..In addition, the technical term ,
‘content -exchanging system used in this specification neans the entire
system conprising a plurality of apparatus. As described above, in
accordance with the 105 8 August 2005 information-processing apparatus and

met hod proviHedcbitedPeaDESSEHE hAWENEd e aDd { ey HL 08 PR f Qln i JRLPENt i Ng

the information-processing nethod, encrypted data can be distributed with

a hi gh deor egefts iy oM aNth clifsc ACGH 10 AHlaislse Rlavidedaseparatel y
t b he ¢ . As a result,

froma content, e user is capabl e of Utilizing onteéen

a copyright be and a' ;. proper usage. fe.e..can .be collected
wi t hout a h?ﬁ%?%’nc% {){08%1}?% (raflj%ujt | oJf‘F%?Ornb ]Cocfht%%{ SPRfE iR At 2005
CLAIMS: 1. An énfornation-'rpcessjnqzapparat s for allow ng usage of a
cont ent by reﬁuﬂ??rﬁf%yﬁﬁﬁzrﬁﬂ39§ﬁ11 ation of a content, information

for specifying a cqntent the use of which is allowed by a
Véerﬁain license and infb;mation for identifyipg a liéensé
réquestedAby a'ligénse request from the client 1. Instead,
a list of various kinds of attribute information related
to a content may also be included in the content, and
conditiops of attribu;e of conteﬁts may‘also be‘inciuded.
in a license for specifying cbntents allowed to be used.
In this case, attribute information included in a content
is information for specifying a licemnse for allowing
utilization of tﬁe content and information for specifying
a content the use of wﬁich iS‘allowea by a license in

- accordance with a condition equation included in the
licenée. A license ID is information for uniquely
identifying a license. In this way, a content can be
associated with a plurality of liceﬁseé sé that the |
pontent can be issued in a more flexible manner.

in addition, the technical‘éerm ’cdntent-exéhanging

system’ used in this specification means the entire
systemlcdmprising a plurality of apparatus.

As described above, in accordance with the
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using said content, said information-processing apparatug lg@ggfoglng
content storage neans for storing a license- specifying in mation for
speci fying said~ license required by said userJn using said content,
encrypted data of said content and key information required for
decrypting said encrypted data of said content, wherein said key
information includes content key for decrypting said encrypted data of

said content; license storage neans for storing said |icense including a

content-specifying information for specifying said content, the use of

which is alhﬁwaémakg@aUEBBceséﬂﬁgfprBQEEhQQaﬁaJHQ d& P? ghggher or
.not said license required by said user In u5|ng sal ) é% been

t d d_d h d
?o?rﬁec'&pf?ﬁé' %*gﬁeﬁgné%%ﬁg% %E?ﬁ oFﬁ“aPagé%% eh R GHIR LT %ﬁst hat an
out cone of §ﬁhd ggg norned b Lud&nent nmeans. indicates that said
| i cense r. equired by sal g u%]é?c?ﬁ ’ﬁgllﬁﬁ Lady epmrErteh e irkiRr ed in

said licens e.means. An |nfornat|on processi ng appar at us.
accor di ng 1§?S§r %@gg? wHoR Tgh% degree ot nereedpmrand ndy

acqulrlng a 11cense prov1ded separately from a content,

the user is capable of utilizing the content. As a result,
a copyright can be‘pfotected.ahd_a‘propér usaée-feeucan

be collected without:a hindrance to distributiqn of a’

content.
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transm ssion neans for transmtting a |licence request i§%h§9&3@0§aid
licence-identification information for identifying said [1Cence required
by said user in using said content to a licence server; and receiving
means for receiving said licence transmtted by the |icence server,
wherein said |icence received by said receiving neans is stored in said
| i cence storage neans. 3. An information-processing apparatus according to
claim2, fUkARE: conprising a termnal-1D storage neans for storing a
term nal specifying information-processing apparatus, wherein: said
licence request thradghiintfermitsenrPreansaing anranabns £art her incl udes
said termnal -identification information stored in said termnal-I1D
st orage meahkewig dubpeencd raceonggniyy kni dededeinigng nbaasngacligges a
termnal ID; and said judgenment neans conpares said termnal-
i denti fi catsiow i sl naehbant nclsaddd inf saat lldrcegrosewisttng sgighratus
termnal -identification infornmation stored in said termnal-1D storage
means, anddetEsinges that said |icence received by said receiving neans
is alicence allowng use of said content only if said
termnal -identificoatenoh stodorgmt ingansnclfodedstarsagd d | deiresseat ches sai d
termnal- identification information stored in said termnal-1D storage
means. specifying information for specifying said license
required by sald user;in using said content, encrypted
data of said content and key information required for
decrypting said encrypted data of said content, wherein
said key information includes content key for decrypting
said encrypted data of said content;
license storage means for storing said license
including a content-specifying information for specifying
said content, the use of which is allowed:
judgment means for forming a judgment as to whether or
not said license required by said user in using said content
has been stored in said;license storage means;
and
decryption means, which is used for decrypting said
encrypted data of said content on condition that an
outcome of said judgment formed by said judgment means
indicates that said license required by said user in
using salid content has been stored in said license

storage means.

2. An information-processing apparatus according
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108 8 August 2005 4. An information-processing apparat usgagma&diops to
claim1, 2 or 3, further conprising reproducing neans for fteproducing said

content's data decrypted by said decryption neans, wherein said data of
said content is text data, image data, audio data, noving-picture data or
a conbination of them 5. An infornmation-processing apparatus according to
any one of the preceding clains further conprising device- node-key storage
nmeans for storing a device node key, wherein: said key information
i ncl udes &p €kBY EnalfhiteKepmpBliotkd: and sai d decrypti on neans decrypts
said EKB (Enabling Key Bl ock) by using said device node key stored in said
devi ce- node- ktyarsmoiszdenneanss &od degrsyptsicata dfcowmied mameent by using
a root key obtained as a result of decryption of said EKB. 6. An
i nf or mat i BACHtBaws si Frj capphieenre-ddent B ipttionA clmdionmstivwer eifnr sai d key
information further includes a content key encrypted by using said root
key of satdeEKEYiBgalfaidg KeencBl oriduiredaiby detial ofissai dncasteat is
encrypted by using said
_ said content to a licence server; and
receiving means for receiving said licence transmitted
by the licence server,
wherein said licence received by said receiving means
is stored in said licence storage means.
3. An information-processing apparatus according to
claim 2, further comprising a terminal-ID storage means for
storing = a terminal specifying information~processing
apparatus, wherein:
said licence request transmitted by said transmission
means further includes said terminal-identification
information stored in said terminal-ID storage means;
said licence received by said receiving means includes
a terminal ID; and
said judgement means compares said terminal-
identification information included in said 1licence with
sald terminal-identification information stored in said
terminal-ID storage means, and determines that said licence
received by said receiving means is a licence allowing use
of said content only if said - terminal-identification
information included in said licence matches said terminal-

identification information stored in séid terminal-ID

storage means.
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content key; and said decryption neans decrypts said dat%ﬁ&fu§%k55 cont ent
encrypted by using said content key by using said root eygo talned as a
result of decryption of said EKB 109 8 August 2005 (Enabling Key Bl ock) by
usi ng said device node key stored in said device-node-key storage neans.

7. An information-processing apparatus according to any one of the
preceding clainms wherein said licence further includes usage-condition
informati on showing a condition for using said content, use of which is
all oned by sai¥t | i d&nd@fogmapiprpreeansinn-annscassb ngcopphimat Us accor di ng
to any ogﬁ1of the preceding clainms, wherein said |icence further includes
an el ectr a&msﬂgnthFéf%idggﬁhﬁy GeTRG- H N9 d@PepdReinmimernsi dowce server.
9. An information-processing nethod for allowing a wuser to use a content
by requi rift§rearE it er b harenbent cendatd or dgsrietethi dbeontserid, sai d
infornati%?-grocessin met hod conprising: a content storage step of
storing a9 CERLERS PEE Fyi HEeTsint seddt dake fof sadecicPpramt skl daxitcence
required by, said_user _in-using said content, encrypted data of said

cont ent %Bakef’[‘iaﬁ?or%'ona‘i‘ i FRIP A oOBERG YPPCLHGe sdladaeret ypt ed dat a

of said comtEN i ion of them.

5. An information-processing apparatus according to
any one of the preceding claimé further comprising device-
node-key storage means for storing a device ‘node key,
wherein:

said key information includes an EKB (Enabling Key

-Block); and

said decryption means decrypts said'EKB {(Enabling Key
Block) by using said device node key stored in said device-
node-key storage means, and decrypts data of said content
by using a root key obtéined as a result of decryption of
said EKB.

6. An information-processing apparatus'éccording to
claim 5 wherein: B

said key information further includes a content key
encrypted'by using said root key of said EKB (Enabling Key
Block) ;

said data of said content is encrypted by using said

content key; and

said decryption means decrypts said data of said
content encrypted by using said content key by using said

root key obtained as a result of.decryption of said EKB
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wherein said key information includes context key for ggqggéﬁﬁﬁ 5said
encrypted data of said content; a |icence storage step o oring said
licence including a content-specifying information for specifying said
content, the use of which is allowed by said |icence; 110 8 August 2005 a
judgenment step of performng a judgement as to whether or not said licence
required by said user in using said content has been stored in said
li cence $EBRALENEMG Blard) aPdetPypli sAtdtdpyien nafecHkeyaisdosRer ypt ed data
of said_,content is decrypted on condition that an outcone of said
judgenenﬂnf%Wﬁk&egfc%éFﬁejEﬂﬁéﬁﬁﬁﬁgﬁé§ﬁ§“indlcates that said |icence
required.. g7sa|d user in using said .content has been stored in said

e

li cence storage nmedfts? nﬁifm%&lﬁpoﬁf%ﬁﬁﬁﬁinﬂe 2RBAFANYEd 265 Wbt er for

carryi ng_out proces user top use, content by requirin
sai dyusgl‘gl ¥ lE‘?‘;\V% tS'TEi’gD %'fl %gﬁﬁ‘ssgPﬁre’crbnT L5 %r og)r/am | ’

{ t t t f
i or mat PORCRSE *SpEACAST ﬁga%a‘;qeé a%ﬁgé%aeén?ela&%fgalc%sﬁr?é‘é%sw‘%%?er! i usi ng
content, engryp gdﬂggt %%Hg %gn nt %ﬂg %paga%hgn rgqU|red for

decryptlng Sard encry Yafa” GPUSE e cont en eréin-sa
|nfornatb9nséqfhggg§0§pntext key for

8. An information-processing apparatus according to
any one of the preceding claims, wherein said licence
further includes an electronic signature signed by using a
secret key of a licence server.

9. An information-processing method for allowing a
user to use a content by requiring said user to have a
licence for using said content, said information-processing
method comprising: |

a content storage step of storing a licence-specifying
information for specifying said licence required by said
user in using said content, encrypted data of said content
and key information reguired for decrypting said encrypted
data of said content,

wherein said key information includes context key for
decrypting said encrypted data of said content;

a licence storage .step of storing said 1licence
including a content-specifying information fér specifying

said content, the use of which is allowed by said licence;
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decrypting said encrypted data of said content; a |ICEHC§ E@p&%%g step of
storing said licence including a content- speC|fy|ng i nfor i on ?or

speci fying said content, the use of which is allowed by the |icence; a

j udgenent step of perforning a judgenment as to whether or not said |licence
required by said user in using said content has been stored in said

| i cence storage neans 111 8 August 2005 a decryption step, at which said
encrypted data of said content is decrypted on condition that an outcome
of said judgenent f or med ;gep enent nmeans ndi ¢ hat said

te
li cence requi Fed By &St (ot |%P g°§%ﬁ89 Eorlt™ Wﬁﬁ?lﬁeen£%tored in
said | C%H‘é@he? OJxa%%t”%%Qﬁ 11‘%@7? a§ rAé” U$Ea2095: 4y uAseg Qqr am according to
ej

clalntlo am or sal pr ogr am ng enc?ypted 12.

“A L Ce@ﬁfr‘d ch&n}é%h f855| 1§§é’d @co%ed' Eﬁ”§§lcf Oflcl%kcle( Stéﬁ‘ffcidoeg sgs, of -a

-content, cense server ense rage neans for
storing ggﬁd | i cense including: a content specifying -infaprmat inn for
specifying said content, use of ' ifhich "is allowed by said |license;
and- . a decryption step, at which said encrypted data of

said content is decrypted on condition that an outcome of
said judgement formed at said judgement means indicates
that said licence required by said user in using said
content has been stored in said licence storage means.

10. A program to be executed by a computer forx
carrying out processing of allowing a user to use a content
by requiring said user to have a licence for using said
content, said program comprising:

a content storage step of storing a licence-specifying
information for specifying said licence required by said
user in using content, encrypted data of said content and
key information required for decrypting said encrypted data
of said content,

wherein said key information includes context key for
decrypting said encrypted data of said content;

a licence storage step of storing said licence
including a content—specffying information for specifying

"said content, the use of which is allowed by the licence;

a Jjudgement step of performing a judgement as to
whether or not said licence required by said user in using
salid content has been stored in said licence storage means
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a termnal-identification in-forination for :idontifying¢%§m§2005_

i uf ortnati on-processi ng- apparatus; receiving -neans. for réceivijig. a
license-' request 112 8 August 2005 including .a license-identification
information for identifying said |license fromsaid information-processing
apparatus; extraction nmeans for extracting said license identified by said
license=identification information included in said |license request from
said |icense stograge NS, . PRLOCESS| ans .for addin id rm nal -
Tdentificatiof CAPAVRAtCOnSEorsarh M eehos it PasPLREey 844 ot raction
means: SLOPALULEdIRANS, (QIRUELL NG, BcSIONALI G190 SRl dycklhgnse [ nel uding
said termnal -1dentification” Tnformtion added by sala processi ng nmeans by
using a 55267 hakeye M 28bfled! £ENSE18CTKRLenaR hESRSTLASEOQLPANS for
transmtting Sard license wt 'salé sfgnature put thereon by said _

Si gnat ur epgeang;qat q13ande MY UBLONPr O£L$S:98 -aRRanAlYs, {40 Which said
| i cense request was-received. 13. An’infornmation-processing nethod

for-issuppgtént hhsansd fs@brall gnNisagaustediced s68Rk@Nmea88i d i nformati on-

processi ng net hod conpri sing:
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a license storage step of storing said license includin :
content -specifying information for specifying 113 8 Augugfmggﬁgoos

sai d-content, use of vihich is all-owed by said license; and a
term-nal-identification information for identifying an

i nformati on-processi ng apparatus; a receiving step of receiving a Ilcense
request including a.license-identification information-for identifying

said license frpm SaAdpide%dT%tc ggd?ﬁé)cggs&nagg] &3 %éﬁéepgq an extraction

step of extracting said Il cense. Brldg€rneans and

identified @brts‘ahd"f'ﬁr&ﬁf’rbg@?%pgélﬁlagéﬁrﬁgpggﬁ mation included in said

| i cense request; a processings d termnal- identification
information to said license extraeted at said extraction step;, a signature

step of puttingld siigAdoenseomeniatr £d1 CEAGEIARC Ui Al SRl oy
termnal -jdentification information added at said processing step by usi ng

a secretlkeying usti CENsecSRENAE, ugadd nisndel REQLERLI ON processing
met hod; and a transmi ssion step of transnlttlng sal i cense
comprising : ‘

1icen$e storage mears for storing said liceﬁééé
. including:
a4 content- spec1fy1ng 1nformat10n for spec1fy1ng
gsaid conteut, use of- which ig allowed by said 1icense,
and.
a terminal-identification information for
:idghtifying:an info:ﬁationﬁpfocessing_apparatus; " !

receiying'meana-£Or.receivfng-a liCensé*requést

" :
4
i
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with said signature put thereon at'said signature step tgaSaii%oos

i nformati on-processi ng apparatus, from which said |icense request was )
recei ved.. 114 8 August 200.5 14. A programto be executed by-a conputer for
carrying out processi.ng of issuing a license for. allowing use of a
content, said program conprising: a license storage step of storing said

i cense including: a content-specifying infornmation for specifying-said
content, use of which i.s allowed by said license; .and a :
termnal -identification information for ..identifying an

[ nfor Mati ONiREDEEESY W) IR AL Usaen 81 £ LELLIGN O BE S 1 JiCR4Y I N0 @ 11 cense

request including a license-identification information i dentifying

said |icensggfremsaid 4 r L.o0: p ssing . taus: an extraction
step of extracti ng§sa€déﬁ(geir§%é&€ oé%gﬁi%Hs](giﬁ?olg[{ea?\%leo%tpoﬁoacgeessﬁélgns and
identified %? afg@&gjicense-identification information included in said

| i cense request; a processing step of adding said-termnal identification

information to said |icense extracted at said extraction step;
S extraction means for extracting said license

identified by éaid‘1icense;identification information
included in said license requesf.ffqm said license
storage méans; |
processing meané fof addiﬁg said terminal-
identification infqrmatipn to said license extracted by
said éxtraction meaﬁs;
signature means for putting a siQnaturé on said
license including said terminal-identification
information added by said processing means by using a
secret.key of said license ser#er; and |
transmission means for transmitting séid‘license
'_with'said signature put thereon by said signature means
to said information-processing apparatﬁs, from Whicﬁ said
license request was -received. |
13. An information—processing methqd for issuing a
iicehse fof éllowing use of a cbntent, said information-
- processing method comprising:
a license storage step 6f storing éaid license
inc¢luding:

_-.a content-specifying information'for specifying
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a signature step of putting a signature on said |icensegifglsdiong said
termnal -identification information added at said processing step by u3|ng

a 115 8 August 2005 secret key of a license server used-in said-

i nformation- processing nmethod; and transm ssion step of transmtting said
license. with said signature put thereon at said signature step to .said - .
i nf or mat i on- processing apparatus, fromwhich said |icense request was
received. 15. An. . information--processing apparatus operable in
laccordance with the nmethod of claim9. 16. An |nfornat|on--processing

appar at us of Qhabgﬁ or dan be met hod of
claimo. 11678 Auaﬁétt 288% % %ﬁl R ﬁ%&ﬁ%@ fﬂ&‘, APPARATUS AND-
PROGRAM ABSIRACT. OF THE DI SCLOSURE A client. receives an encrypted content

froma content server. -The header of. the content includes

.Iicense- |dent|fy|n% nformatiqQn for _identifying a |icense reqU|red in
utilization of the. CofE&Mtnatnddeptdiicatdgnedndormpitionsgoser ver

to*transmt, 18 license identified by the license-identifying information.
When- entlfylng an 1nf0rmat10n proc9531ng apparatus, .

& receiving step of receiving a license request
-including a iicense-identification information f&r
identifying said license from said information-processing’

: aﬁparafus;_ |
an_extraction'step 6f extractiné said license
_étored in éaid license storage means and identified'by
.éaid license-identification information included in said
iiceﬁse reéuest;

a.processiﬁg step of adding said terminal-
identification information to said license extracted at
said extraction étep;

a S;gnature step of putting a signature on said
.license including said terminal-identificatioﬁ |
information added at said proéessing step by using a
secret key of'a license server used in said informﬁtion-
p;ocessing method; and

a transmiésion step of transmitting said license
with.said signature put thereon at said sigﬁature step to
séid information-processing apparatus, from which said

license request was received.
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recei ving the request for alicense, the |icense server cgpgi 5 a
g9 8Aup@st 20

charging process before transmtting the license to the client. The client
stores-the license- received fromthe |license server. The stored |icense

serves as a condition for encrypting and.playing back the content. As a
result, a content can be distributed with a high degree' of freedom and
only -an authorized user is capable of utilizing the coqtent, Fig. 1 117
14, A ﬁrogram to be eiecuted bf'acomputer foi
.;'6arrying out pfocessing of issuing a license for ailqwing
use of -a content, said brogram'comprising:
a license storagé step of storing said license
inciuding: -
a content-specifying information for sbecifying
said content, use of which is allowed by said license;

-and
a terminal-identification information for
-identifying an ihformation~processing apparatus;

a receiving step of receiving a license request

including a license-identification information for
.identifying_said_license from said information-processing

appafatus;

-an extraction step oflextracting saidrligénse
stored in said license storage means and identified by
said license-identification information incluﬁed in said

: license request;
| a processing step of addiﬁg.said'terminal-
identifidétion informatiog to said license extracted ét
shid extractioﬁ step;

a signaturgVStep of puttipgra'signature on said

license including said terminal-identificatiop

information added at said processing step by using a

115



8 August 2005

._secret key of a licenée server usgd-in said informatibn-
Processing method; and

- a tranémission step of transmitting said license-
with said signatﬁre'put thereon:at said signature étep to
- said information-processing apparatus, from_which said
license request was received. |

15. An.iﬁformétion~proceésing épparatus opérable ip‘
faccordancg with the method of claim 9.

16. &an inférmati§n~processing apparatds_of claims 1

ito 8 operable in accordarnice with the method of claim 9.
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INFORMATION PROCESSING:METﬂdﬁQAﬁpAﬁATﬁs_énp*PRﬁcRAMif,j
ABSTRACT .OF THE-BISCLOSURE
A client receives an encrypted content-from a
content server. The header of the content includes
license-identifying infoimation for identifying a license
required in utilization of the content.. The ciient
requests a license server to‘transmit a license
-  identified by the iicense-identifying.infofmation. When-_
recaiviné the reqﬁest for 6 1icense; the licensg ée?Vef
.cé;ries out a charging process'béfore transmitting the
license to the client.' The client storéS'thé licensé'
received from the license server. The stéredslicepse
serves as a ¢onditioﬁ for encrypting éndiplayipg back the
dontént. As a result, a éontent can bé.distfibufed with a
high.degree'of freedom and only an authofizéd usér is

- ‘capable of utiiizing thé content.

Fig. '1-
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