1 Description Title of Invention AUTHENTICATION DEVICE, AUTHENTICATION METHOD, AND
PROGRAM 5 Technical Field [0001] The present disclosure relates to an authentication
device, an authentication 10method, and a programl Background Art [0002] With a rapid development
of information processing technology and 15 communication technology, digitisation of documents,
official and private, is rapidly advancing. Accordingly, many individuals and companies are greatly
interested in security management of electronic documents. With the increase in the interest, security
against tampering, such as eavesdropping andesgapii@f electronic documents, has come to be hotly
debated in many fields. The security against 20eavesdropping on an electronic document is ensured
by encrypting the electronic document, for example. Also, the security against forgery of an electronic
document is ensured by using a digital signatitte ofdnexsinople. However, encryption and the digital
signature hav I =resi ] igi ign I d.for specifying
th?e author of §rllt’ %r%%@ﬁ@%%%@%ﬁ%ét e%ﬁé E&ggﬁfﬁoul g%lﬁadgg{t% e generated
only by the author of the electronic document. If a malicious third party is able to generate the same
digital signature, such third party can impers a%e?t{'h ui or of the electronic document. That is, an
electronic document is forged by the maIicioSfeg ‘ié% %5 I%/ Various opinions have been expressed
regarding the security of the digital signature to prevent such forgery. As digital signature schemes that

are
[0001]

The present disclosure relates to an authentication device, an authentication
10 method, and a program.
Background Art

[0002]
With a rapid development of information processing technology and

15  comumunication technology, digitisation of documents, official and private, is rapidly
advancing. Accordingly, many individuals and companies are greatly interested in
security management of electronic documents. With the increase in the interest,
security against tampering, such as eavesdropping and forgery of electronic
documents, has come to be hotly debated in many fields. The security against

20  eavesdropping on an electronic document is ensured by encrypting the electronic
document, for example. Also, the security against forgery of an electronic
document is ensured by using a digital signature, for example. However,
encryption and the digital signature have to be sufficiently tamper-resistant.

[0003]

25 The digital signature is used for specifying the author of an electronic
document. Accordingly, the digital signature should be able to be generated only by
the author of the electronic document. If a malicious third party is able to generate
the same digital signature, such third party can impersonate the author of the
electronic document. That is, an electronic document is forged by the malicious

30  third party. Various opinions have been expressed regarding the security of the

digital signature to prevent such forgery. As digital signature schemes that are



2 currently widely used, schemes that use a RSA signature scheme and a DSA signature scheme are
known, for example. [0004] The RSA signature scheme takes "difficulty of prime factorisation of a large
5 composite number (hereinafter, prime factorisatiod problem)" as a basis for security. Also, the DSA
signature scheme takes "difficulty of solving discrete logarithm problem" as a basis for security. These
bases are based on that algorithms that efficiently solve the prime factorisation problem and the
discrete logarithm problem by using a classical computer do not exist. That is, the difficulties
mentioned abavesntly swgsbst thedcoieipmatiothat diffcultikOita dlassioal somputem#oawBEey, it is said

that solutionsg tg r ctorisation problem and the discrete logarithm problem can be efficiently
calculated the%na%ﬁaﬁh%éa%é%gﬁémé%ggé%ﬂ Similarly to the RSA signature scheme and the

DSA signaturg8gtieme, 15 many of the digital signature schemes and public key authentication

schemes that are curﬁntlﬂyg%g al§ortak%%i§1:g %I?té/%glzl}%?cgﬁﬁggaﬁ}tgg?é%;t%g%%%%g]lggaa%gh?eugzcrete

logarithm problem as a Bakis fotg’jsl%(l:’lu?itsﬁ us, If the quan
security 6f suctntfigitad signaturhacherfies prichp@nliorkeyiauthebticajionsschamedmilicnetde ensured.

Accordingly, new digital signature 20 schemes and public key authentication schemes are desired
that take as ar‘lg?s%ist% rlggghﬁfﬁlglwgb% ﬁ'ﬁ‘fet?gﬁ fré#’?gj‘&gﬁ?/eﬂﬁss ij‘@ﬂ%&lﬁ%%ﬁ&f@‘f&%?isaﬁon
problem and pretdissrede logatithmprebleny.thatieas beseasity sabsaddy the duapiwm carmputer. As a
problem which _js not easily s%ved_ by the quantum computer, there is a difficulty of solving a

multivariate pBHGHHE SHEFSRRREPATIORSAHOD BRI #igl BroBissr e aakibm i ofdome]
Other problerss thatcaseieiahtimperdifisulbie.calve thathe auamiwruevptesMeligdethe Syndrome

Decodin% problem, the Constrained Linear Equation problem, the Permuted Kernel problem, the

Permutdll PefRepeAhs euRmtaErRnsbddasalvirialestisalaoramias aflasraicsiiasaiddhat the like.
[0007] 3 shummng these piaklansoRiiansosieer thantbaisecionsfinding Hbiem onan

algebraic surface are known to be NP-hard. As their applications, for example, non-patent literature 1,
and non-patePt FEFAIHY sakcetieh st ek eben s iksipedithentication schemes based on the
Syndrome D%ggggjg problem. 5 Furthermore, non-patent literature 3 mentioned below discloses a
public key authentication scheme based on the Permuted Kernel problem. Other than these, a public
key authentication schéritithadedtbp e Ceowsrairedchimearand uatioRS pretteania polbtiokey

authentigation,S)<IT R PRRFALAAR WSS SIS RY AR L NS R A Ridisp P roposed.

currently used also take difficulty of the prime factorisation problem or the discrete
logarithm problem as a basis for security. Thus, if the quantum computer is put to
practical use, security of such digital signature schemes and public key
authentication schemes will not be ensured. Accordingly, new digital signature
20  schemes and public key authentication schemes are desired that take as a basis for
security a problem different from problems such as the prime factorisation problem
and the discrete logarithm problem that can be easily solved by the quantum
computer. As a problem which is not easily solved by the quantum computer, there
1s a difficulty of solving a multivariate polynomial (hereinafter, multivariate
25  polynomial problem), for example.
[0006]

Other problems ‘that are thought to be difficult to solve by the quantum
computer include the Syndrome Decoding problem, the Constrained Linear Equation
problem, the Permuted Kernel problem, the Permuted Perception problem, the

30  section-finding problem on an algebraic surface, and the like.

[0007]



Citation List Non-Patent Literature [0008] Non-Patent Literature 1: Jacques Stern, A New
Identification Scheme 15 Based on Syndrome Decoding, CRYPTO 1993, p13-21 Non-Patent
Literature 2: Jacques Stem, A New Paradigm for Public Key Identification, IEEE Transactions on
Information Theory, 1996, p13-21 Non-Patent Literature 3: Adi Shamir, An Efficient Identification
Scheme Based on Permuted Kernels (Extended Abstract), CRYPTO 1989, p606-609 20 Summary of
Invention Technical Problem [0009] Reference will be made here to a security level of a public key 25
authentication schem&nThgréeve problsetu titp s vbgatimg e seourifintive b thexpablic key

oo alEme Qe £ SeRvRYcheWBolens o AnRSR B AIaH T CEhaa socry

level sufficient for an active attac e security level sufficient OF & PASSIVe attack 15 A Tevel of security
that takes intaergotant dtcadtackér swidonoarpeteyt ddeedaop areationtérhckion distiesepebicover and a

30verifier that is in aceordance with.a legitimate protoc hOn the other hand, the security level
sufficient for ;(r?%ct?\l%ggrtkté%%?sna Isé:\l}g]% seméﬁsr?glo that tz s ﬁgdﬂ)zggcour?f’ g‘%ﬂ%at%ﬁ%‘re an
attacker himsElfrdannirectiyopgrioem ditdrtesact enprofosed Wil @xpréieetostbakisyibicsaeurity level

sufficient for an active attack. takes into,accqunf a situafion where an attacker cap freely perform an

interactive prg‘%lot%l% Wi g(glps%\%lr%’ﬁ%g(ﬂn &b %ﬁ%ﬁ%ﬁ’@%@amﬁﬁﬁgﬂ&ﬁ cfretnes

described in theblionkeatenilitetatiias kdvethmantioneshabioye(guaranies thesecuriidgyed sufficient

for a passive att%?k. Howegﬁr, r¥%/ith regard.to these existing public key authentication schemes, in the
AfieY- aii

case of a par&fiet-répefition [ AR R SRGTR RivsthaP e sBetipnyed & faeat&Hficient for an

active attack {s-etisplldely e titanieed rioebol&ds is because, in the case of the parallel-repetition
configuration, it is generally known that zero-knowledge is not preserved. Therefore, to absolutely

guarantee the security level sufficient for an active attack in the parallel-repetition configuration, it is
necessary to guarantee further another propertitation List

Non-Patent Literature
[0008]
Non-Patent Literature 1: Jacques Stern, A New Identification Scheme
15  Based on Syndrome Decoding, CRYPTO 1993, p13-21
Non-Patent Literature 2: Jacques Stern, A New Paradigm for Public Key
Identification, IEEE Transactions on Information Theory, 1996, p13—21
Non-Patent Literature 3:  Adi Shamir, An Efficient Identification Scheme
Based on Permuted Kernels (Extended Abstract), CRYPTO 1989, p606-609
20
Summary of Invention
Technical Problem
[0009]
~ Reference will be made here to a security level of a public key
25  authentication scheme. There are two security levels regarding the security level of
the public key authentication scheme. One is a security level sufficient for a
passive attack. The other is a security level sufficient for an active attack. The
security level sufficient for a passive attack is a level of security that takes into
account an attacker who can only eavesdrop on an interaction between a prover and a
30 verifier that is in accordance with a legitimate protocol. On the other hand, the

security level sufficient for an active attack is a level of security that takes into



15[0011] The existing public key authentication scheme are schemes where a prover proves to a
verifier "knowing the s that satisfies y = F(s) for y" by using one key pair (public key y, secret key s).
Accordingly, if interaction that will be accepted by vérification was performed, it was not possible to
prevent the verifier from knowing 20 the information that "the prover who performed the interaction
used the Furthermore, in the parallel-repetition configuration of a public key authentication scheme of
this type, if collision resistance was not guaranteed for the F, it was not known if the security level
sufficient for arcastive: sitsek wawatysolnteljegker dntessdi oranotitecthic petiomolisionteesitiance is not
guaranteed f jon, F in p ‘%i . E ication schemes descrihed above.
RO S L A S D s e S
authenticatiomakestitd, zuveaprogitaatiovhicheaccanovitdcied raproveld, paintbwhich arecaepable of
guaranteeing a&g%ﬁri&xdlegelrsgf{jcient for an active attack even if an 30interactive protocol is
repeatedly péﬁormed In pal%ﬁ)ele. Solution to Problem 5 [0013] According to an aspect of the
present discl¢80ié]in order to achieve the above-mentioned object, there is provided an authentication

device which includes.a key. holding unit for holding L (L? 2) secret keys s, (i =.1 to L) and L public
coys y, 5 that satsty ) S LS TR TLPEE &3 SR TGRS GFRAT Ry (n > 2),
and an interatitivatpreidoel Exegiliviedimboler performaingc st yeeifia s af diey astiveReptecol for
proving knowledge of (L-1) secret keys s, that satisfy.y, = F(s),. The interactive protocol execution unit
prevents, at tﬁ%a?rﬁe ﬁ%%%ﬁﬂﬁ&’tﬁ%g?ﬁ?e?% §& Srotots Rﬁ%iﬁwgeye?ﬁmﬁnfﬁé‘ ifieh R knowing
which secret keyhd Qssmeausealid0eddlition Jourberatbe, nteyastivadaratagrliexatutiapuimt may
include a challen;ge reception unit for receiving L challenges Ch, from the verifier, a challenge selection

unit for APbitrafiTy ' SEIRR (P3Pt RIS IER, FeriHEL 1L EHaNETY et relBivdlPIg P the

challenge recgpfipncdiitod fRSPenIRIGRperAiAN LRl farsRACRING R MSiNgIResaciel kays s” (L-1)
responses Rsp, respectively for the (L-1) challenges Chi selected by the challenge selection unit, and

a response traPRASS iUt BTN Efiti hBCISETE- 19 reldnishs suapanien dhatedrwythtevesponse
generation unit#e.Rg: vierifier a0 atk in fRuphandNRRIRBRIMR RERIaasheresulioRuRiL may further

include a message transmission unit for transmitting, to the verifier, messages Cmt, each
correspondin@’téuéﬁ%ﬁe@fﬁhﬂlﬁf%@%@w%}m this case, the challenge reception unit receives a
challenge Ché@@@ﬁating a verification pattern selected from k (k > 2) 25 verification patterns by the

verifier according to each message Cmt, transmitted by the message transmission unit.
The existing public key authentication scheme are schemes where a prover

proves to a verifier “knowing the s that satisfies y = F(s) for y” by using one key pair
(public key vy, secret key s). Accordingly, if interaction that Wﬂ} be accepted by
verification was performed, it was not possible to prevent the verifier from knowing
20 the information that “the prover who performéd the interaction used the s.”
Furthermore, in the parallel-repetition configuration of a public key authentication
scheme of this type, if collision resistance was not guaranteed for the F, it was not
known if the security level sufficient for an active attack was absolutely guaranteed
or not. In fact, the collision resistance is not guaranteed for the function F used in
25  the public key authentication schemes described above.
[0012]

In light of the foregoing, it is desirable to provide an authentication device,
an authentication method, and a program which are novel and improved, and which
are capable of guaranteeing a security level sufficient for an active attack even if an

30 interactive protocol is repeatedly performed in parallel.

Sohation to Problem



[0016] Further, in a case of the message Cmt, =, ci,X), the message transmission unit may calculate a
new message Cme = H(CmthCmtL) using a 30one-way function H and transmits this message Cmt' to
the verifier, and the response transmission unit maystransmit, together with the response Rsp,, an
element of the 6 message Cmt, that the verifier is not able to restore even when using this response
Rsp,. [0017] Further, the key holding unit may not have to hold one secret key so (1 <io 5 <L) among
the L secret keys s,. In this case, the interactive protocol execution unit performs, based on a
falsification alg®dtm, processing related to the secret key 5,0 that is to be performed in the interactive

protocol. [0018] Furthgr rding t ot%e ect of the present disclosure in order to, 10 achieve
the above-mentioned o%?%%?}?{ﬁe@e ?Is? [Z%'%)\?I e%i%peag{ Seerﬁltﬁc%rizsl?r? ‘device Wi |‘:'crhe%f3nc%fl 8\5{:66? ]ﬁeey holding
unit for holdinghbvsenettkeyd sbfeet, 1thort Y apohtigubic kehent thiatsdtisfycywhiti{Shuitherespect to a

set F of multivariate polynomials, of n-th order (n > 2), a challenge reception ynit fqr receiving Q sets
(Q? 2) of L chﬁ¥§1§§§ngﬁﬂ%]ﬁihfﬁf§%)ﬁr@‘% fg}/%?ﬁ%tra,kgygh‘qélﬁﬁgle%ggr%@ﬁ%#lmfﬁbcr%@%ybitrariIy
selectingsonetbet witisfghate AgesvaiDyfan: the: QesBts fahhildratierges wbngceivadibyrthe challenge

ti it [ ti it f ting, b [ h { I, L Rspi
espectvely B 10 L RBAEE ) CIEEHL 0 B e A& LrGoinh L MG Fpnse

transmission Liik-doti tkapssnitingishelovespraseicRepbgenengtecthy thgsesprasa@aneration unit 20to
the verifier. [Oé)é?g] 1EPgF_urther,, the interactive protocol execution unit may further include a message
it for

transmission NEHTRY AP TRE S S SR SR L DT KPR T e 8 i VENF risEHSmIMG to the L

secret keys sthiibisacase pldeochplienge2baecan o whitieqrie ki ahalengerCdngisating a
verification pattern selected from k (k > 2) verification patterns by the verifier according to each

messag’Cmii fah¥¥iftted by the message transmission unit. [0020] Further, in a case of the
message CmE()ﬁl(_gbb ..., CN), the message 30 transmission unit may calculate a new message Cmt' =
H(Cmti,CmtL) using a

Further, the interactive protocol execution unit may include a challenge
reception unit for receiving L challenges Ch; from the verifier, a challenge selection
unit for arbitrarily selecting (L—1) challenges Ch; from the L challenges Ch; received

15 by the challenge reception unit, a response generation unit for generating, by using
the secret keys s;, (L—1) responses Rsp; respectively for the (L—1) challenges Ch;
selected by the challenge selection unit, and a response transmission unit for
transmitting the (L—1) responses Rsp; generated by the response generation unit to
the verifier.

20 [0015]

Further, the interactive protocol execution unit may further include a
message transmission unit for transmitting, to the verifier, messages Cmt; each
corresponding to each of the L secret keys s;.  In this case, the challenge reception
unit receives a challenge Ch; indicating a verification pattern selected from k (k > 2)

25 wverification patterns by the verifier according to each message Cmt; transmitted by
the message transmission unit.

[0016]

Further, in a case of the message Cmt; = (¢ij, ..., ¢;n), the message
transmission unit may calculate a new message Cmt” = H(Cmt, ..., Cmty) using a

30  one-way function H and transmits this message Cmt’ to the verifier, and the response

transmission unit may transmit, together with the response Rsp;, an element of the



one-way function H and transmits this message Cmt' to the verifier, and the response 7 transmission
unit may transmit, together with the response Rsp,, an element of the message Cmt, that the verifier is
not able to restore even when using this response Rsp,. [002]] Further, according to another
aspect of the present disclosure in order to achieve the above-mentioned object, there is provided an
authentication method which includes a key generating step for generating L (L? 2) secret keys s, (i =
1to L) and L public keys y, that satisfy y, = F(s1) with respect to a set F of multivariate polynomials of
n-th order (n mxagad ariithetdbtivenistosolpertdenintesiers foredOvperfosmingiwitspouesifier, an
interactive pr%gcol for proving knowledge of (L-1) secret keys s, that satisfy yi = F(s). The interactive
protocol execution step prevents, at the time of performing the interactive protocol with the verifier, the
verifier from KR6Wihg which secret key s, was used. [0022] 15Further, according to another aspect of

the present disclosure in.ordey to achieve the above-mentioned object, there js provided.a program for
causing a computer t%urret%ﬁrzgﬁ 5 K& E@I%’Prﬁg%%éﬂ%\ﬁ% ﬁ%ﬁj’?ﬂé’ El?%e?() essggrr%eﬁﬁg g“g?(ile?t to L) and L
public keys y=thatsatigfyhe E fe(st) keith sesdachio aasetthedhratativas iptetpaly aogainlsrofmiith order (n
> 2), and an interactive protocol execution function,of 20 performing, with a verifier, an interactive
orotocol for pRSUNGRNBIEUGE Or (o SUCHeR REVL G 1RAD Certiy SO T BTt protocol
execution fungiiots preerisoahtietihe pipeactoreprgdbsl interactive protocol with the verifier, the
verifier from l?ngwi g which secret key s, was used. [0023] 25Further, according to another aspect of
the present di€éig8ure in order to achieve the above-mentioned object, there is provided an

authentication methogwish Helides; akey@pembibg SYepHOHaaRaTativddssecretdgys & (I=1to L)
and L public keys yi that satisfy y, = F(s%? with re\s}g‘%ct to a set F of multivariate polynomials of n-th

order (n'8 2), %R A RBETING EBpFRHSERIVIHG QL& 5 YISH D) BrtheatisnEaRederRY) (i -= 1 to

Q) fora Veriﬁ%’hi@}f?ﬂf&iﬁ@&?éﬁ%ﬁ%mﬁi@&ﬁ@fﬁ@ﬂbﬁ(ﬁ%@%i@Qc%leké% Qf b challgnges (hi6l from the
Q sets of L challenges 8 CIO) that have been received in the challenge receiving step, a response

generating stBpPfé deeratidgabyaiishy e sdidpor REYs sespsdsporsasREpofeBpRENGERTor the L
challenges Ch).1 mjsvme@m&é@%e;dim the,challenae Saleating: $irRe A RrORANES ransmitting
step for transmitting the L responses Rsp, that have been 5generated in the reSponse generating step
to the verifier2) of L challenges Chi’ (j = 1 to Q) from a verifier, a challenge selection unit for
15 arbitrarily selecting one set of L. challenges Ch¥ from the Q sets of L challenges
Ch¥ received by the challenge reception unit, a response generation unit for
generating, by using the secret keys s;, L responses Rsp; respectively for the L
challenges ChyY selected by the challenge selection unit, and a response transmission
unit for transmitting the L responses Rsp; generated by the response generation unit
20  to the verifier.
(0019]
Further, the interactive protocol execution unit may further include a
message transmission unit for transmitting, to the verifier, messages Cmt;
respectively corresponding to the L secret keys si. In this case, the challenge
26 reception unit receives a challenge Ch¥ indicating a verification pattern selected
from k (k > 2} verification patterns by the verifier according to each message Cmt;
transmitted by the message transmission unit.
[0020]
Further, in a case of the message Cmt; = (¢;:, ..., ¢;n), the message
30  transmission unit may calculate a new message Cmt’ = H(Cmt,, ..., Cmt;) using a

one-way function H and transmits this message Cmt’ to the verifier, and the response



[0024] Further, according to another aspect of the present disclosure in order to achieve the
above-mentioned object, there is provided a program for causing a computer to realize a key holding
function of holding L secret keys s, (i = 1 to L) and 10 L public keys y, that satisfy y, = F(s) with
respect to multivariate polynomials F of nth order (n > 2), a challenge reception function of receiving Q
sets (Q > 2) of L challenges Ch,61 (j = 1 to Q) from a verifier, a challenge selection function of
arbitrarily selecting one set of L challenges Ch,(j) from the Q sets of L challenges ChP received by the
challenge redepusHsip oAt B pesiionEpldnasdwsmithdhiorespasgBaprainglemensivgthite secret

keys 5" L responses Rfy, ISPaslvelyAar {06 gpﬁe"?&9@%%094*%ﬁ%%&?f&%ﬁ&&ﬁ%@%@g selection

function, and a response transmission function of transmitting the L respons nerated by the
response gereitation function to the verifier. According to another embodiment of the present
disclosure, t @5 provided a computer-readable recording medium in which the 20 program is
recorded. Advantageous Effects of Invention [0025] According to the embodiments of the
present disclosure dd3sstiped alsousing i® possivie dcp gutasdrttee masentidiydevetsudficidat for an active
attack even if ne%%ir&%ra tive prot?col ig r erforme parallel. Brief Descrigtion of

%l]' [Fig.

. ove=mngentioned o ee(%tetﬁjxl T, 1S Drov, cjc an utl

Drawings [00%% SRR ex%ﬁanatory é)lagr%m o %escr?blegﬁnéﬁaﬁ&%rﬁhefﬁl]%ﬂ{r]ucture of a

30pL_1inc key whtbiel‘m:tﬂaﬁ_@m@klaﬁme@mﬁt&%ﬁg&amﬁxgIaqmgry)cﬁegﬁamegarg;ie;ser@b:teg an n-pass

teractive proloti] WSl GEFeEoe pL S KBy athhehCoaTon SEFRATIED © (gt A PRACA TR
explanatory dialgrasmigls dgsetibiogian (nteragtivel pethgeletias boRIJIOPRGKe Y gy thentication

scheme};o performing, with a verifier, an interactive protocol for proving knowledge of (L.-1)

secret keys s; that satisfy y; = F(s;). The interactive protocol execution step prevents,

at the time of performing the interactive protocol with the verifier, the verifier from
knowing which secret key s; was used.

[0022]

15 Further, according to another aspect of the present disclosure in order to
achieve the above-mentioned object, there is provided a program for causing a
computer to realize a key holding function of holding L (L > 2) secret keys s; i =1 to
I.) and L public keys y; that satisfy y; = F(s;) with respect to a set F of multivariate
polynomials of n-th order (n > 2), and an interactive protocol execution function of

20 performing, with a verifier, an interactive protocol for proving knowledge of (1—1)
secret keys s; that satisfy y; = F(s;). The interactive protocol execution function
prevents, at the time of performing the interactive protocol with the verifier, the
verifier from knowing which secret key s; was used.

[0023]

25 Further, according to another aspect of the present disclosure in order to
achieve the above-mentioned object, there is provided an authentication method
which includes a key generating step for generating L secret keyss; (i=1to Ly and L
public keys y; that satisfy y; = F(s) with respect to a set F of multivariate
polynomials of n-th order (n > 2), a challenge receiving step for receiving Q sets (Q

30 > 2) of L challenges Ch{¥’ (j = 1 to Q) for a verifier, a challenge selecting step
arbitrarily selecting one set of L challenges Ch¥ from the Q sets of L challenges



[Fig. 5] FIG. 5 is an explanatory diagram for describing a serial-repetition configuration of an interactive
protocol; [Fig. 6] FIG. 6 is an explanatory diagram for describing a parallel-repetition configuration of
an interactive protocol; 10[Fig. 7] FIG. 7 is an explafiatory diagram for describing a falsification
algorithm against the interactive protocol of the SSH | Oa public key authentication scheme; [Fig. 8]
FIG. 8 is an explanatory diagram for describing a falsification algorithm against the interactive protocol
of the SSH10b public key authentication scheme; [Fig. 9] FIG. 9 is an explanatory diagram for
describing a rﬁétﬁdba@ﬁap@mg a@@@'ptésian@mehhﬁ%& tocttiviingetaptive protreokei¢heiSSH10a

public key au catlon s FIG is ang Ianator gj ram for describjng a method
of applying th%] 6{1 rese %nr%réit %’i”e mt%?%rgtlvg Sr(%‘foc %}?Q[ﬂse es}?o 9vg] e;? authentication
scheme (modifleﬂaﬁmagwplélh.,}‘) m{aﬂgampm s&ibasadmexhtanhﬁimglwgtmzfcg s@;sprahmg a method

of applying the resen meth p #1 to th |n eractlv th | of the SSH10a publi authentication
scheme (mocl'C iad examanle ? MEFEPL @}Tﬁl a%w SXplarStBRI HagraR f g 'é% i method of
applying she rg@mmmm&pmsmgmgmpwmmmme SSH10a public key 25authentication
scheme (moﬁ'ggj ixample 3); [Fig. 13] FIG. 13 is an explanatory diagram for describing a method of
applying the é t method #1 to the interactive protocol of the SSH10b public key authentication

scheme; [Fig. 14] FiGrthérisaadpaxplanatanyibiagiancfosiescibinga malbest-ofiarpbdpg.the
30present methad #1%((% the interactive protocol of the SSH10b public key authentication scheme
(modified exafipieye 1 [BRSVESPeREons i QYRcty HiSHaiS P JH ORIy SRS of

applying a preaﬁﬁﬁmetb@saﬁaeta e irRmetive Areiaaaialithe SSidQaaulicikey &&Jm%ﬂcaﬂon
scheme; [Fi 1 FIG. 16 is an explanatory diagram for describing a method of applying the
10 % pubhc keys vy that satisty y; = I}Es1 with respect to multivariate polynomials 1¥ fg
th order {n > 2), a challenge reception function of receiving Q sets (Q > 2) of L
challenges Ch¥ G =1 to Q) from a verifier, a challenge selection function of
arbitrarily selecting one set of L challenges Chy¥! from the Q sets of L challenges
Chi" received by the challenge reception function, a response generation function of
15  generating, by using the secret keys s;, L responses Rsp; respectively for the L
challenges Ch{¥" selected by the challenge selection function, and a response
transmission function of transmitting the L responses Rsp; generated by the response
generation function to the verifier. According to another embodiment of the present
disclosure, there is provided a computer-readable recording medium in which the
20  program is recorded.
Advantageous Effects of Invention
[0025]
According to the embodiments of the present disclosure described ébove, it
is possible to guarantee a security level sufficient for an active attack even if an

25  interactive protocol is repeatedly performed in parallel.

Brief Description of Drawings
[0026]
[Fig. 1] FIG. 1 is an explanatory diagram for describing an algorithm structure of a
30 = public key authentication scheme;

[Fig. 2] FIG 2 is an explanatory diagram for describing an n-pass public key



5present method #2 to the interactive protocol of the SSH10a public key authentication scheme
(modified example); [Fig. 17] FIG. 17 is an explanatory diagram for describing a method of applying
the present method #2 to the interactive protocol ofthe SSH10b public key authentication scheme;
10[Fig. 18] FIG. 18 is an explanatory diagram for describing a method of applying the present method
#2 to the interactive protocol of the SSH10b public key authentication scheme (modified example);
[Fig. 19] FIG. 19 is an explanatory diagram for describing a method of reducing the amount of
communicatigttiietheatiearsdimecprotocol of the SSH10a public key 15authentication scheme; [Fig. 20]

FIG 20 is an aﬂaﬁ @/g}li@g{@@;ﬁﬁq&#«g i@i mﬁ r-%rg in pe ount of munication in
the interactiv?r%btocol of the SSH10 p%%iclfrl%y aut entgllga'}f(:) Lséghléq%e?cﬁ% pl%[’é?gfﬁﬁ‘ie. 21is an
explanatory dfédtava fabHeSenibividrantiestampldhtrmrdware 20configuration of an information processing
apparatus ca gle ;, lizing an interactive.pratocol according to a present embodimenpt. Description
of Embodime 1005 ] 2 ot Syt Db A B L SIS SSARSENE 4 bo
described in dStdil Withihdfeken cattetie appentiedteirawings. Note that, in this specification and the
the sa and structure are

Conatet with & Sathe 15fererie MurfSTAR T SALiEs AUpIARATAT B ocs GRGETSHA Boments s
omitted. 30[062d] ttaionbExplasation)elirotocolThe flow of explanation on an embodiment of the
Cirusture of o U1 ke Gt SanERPLEHATTE VI ekt Ea R e orBHED SN N, an
n-pass publicckayi authrnticpdiomsehame wilthwdescribed with reference to FIG. 2.

10 [Fig. 7] FIG 7 is an explanatory diagram for describing a falsification algorithm
against the interactive protocol of the SSH10a public key authentication scheme;

[Fig. 8] FIG 8 is an explanatory diagram for describing a falsification algorithm
against the interactive protocol of the SSH10b public key authentication scheme;
[Fig. 9] FIG. 9 is an explanatory diagram for describing a method of applying a

15  present method #1 to the interactive protocol of the SSHI10a public key
authentication scheme;

[Fig. 10] FIG. 10 is an explanatory diagram for describing a method of applying the
present method #1 to the interactive protocol of the SSHI10a public key
authentication scheme (modified example 1);

20 [Fig. 11] FIG 11 is an explanatory diagram for describing a method of applying the
present method #1 to the interactive protocol of the SSHIOa public key
authentication scheme (modified example 2);

[Fig. 12] FIG. 12 is an explanatory diagram for describing a method of applying the
present method #1 to the interactive protocol of the SSHI10a public key

25  authentication scheme (modified example 3);

[Fig. 13] FIG. 13 is an explanatory diagram for describing a method of applying the
present method #1 to the interactive protocol of the SSHIOb public key
anthentication scheme;

[Fig. 14] FIG. 14 is an explanatory diagram for describing a method of applying the

30  present method #1 to the interactive protocol of the SSH10b public key

authentication scheme (modified example});



5 Then, an interactive protocol of an SSH10a public key authentication scheme will be described with
reference to FIG. 3. Then, an interactive protocol of an SSH10b public key authentication scheme will
be described with reference to FIG. 4. Then, repetitién configurations of an interactive protocol will be
described with reference to FIGS. 5 and 6. At this point, a security level sufficient for an active attack
will 10be briefly described. [0029] Next, a falsification algorithm against the interactive protocol of
the SSH10a public key authentication scheme will be described with reference to FIG. 7. Then, a
falsification algogittml dd&@ink? tierintzpletivioprcieeviof iTedSSHLOIg pubkEhts ké\rppitivatication

scheme wil b fleseripaaudhssiaienae il d N usinads alaniiving.a piathod,agcording to a

first embodiment (present method #1) of the present disclosure to the interactive pro 6col of the

SSH10a publicteytamathensidation scheme will be described with reference to FIGS. 9 to 12. Then,
methods of applyi resent method #1 to the intetactive protocol of the, SSH10hb 20 public key
authenticatiorf%ghr}aﬁgﬁ V%I%il?jglslcen e%dj %ﬁﬂ’rceﬁfaérearl%ﬁ%df 18 A é‘f%[@gfﬁ? ymg &xt, methods
of applyifg a prettrad acdordingltota séeondteratiodimant{pobsefit thettRRIHh ofpiftdiprasgnt

disclosure to th;a]interactive (gllrotoc I Oéi e 25 SS el)(')a public key authentication scheme will be
n,

described with FefSERES TS FIBY an%]qu?“mg methods of applying the present method #2 to the

interactive profogol Df the. S3HELAD puiddicakery dikpeniidatidnssobeame wiltheddesesiligthwithy reference
to FIGS. 17 and 18, The&%@eg ods of reducing the amount of communication in the, interactive
0

protocols of tREHFas el &t il BECSHEE BB F6ith SerdhenceSt 1R URH%FP0. Next, an

example hardwearencienfigusatian®f an information processing apparatus capable of realizing
interactive 1il_§léraotocols according to present embodiments will be described with reference to FIG. 21.

Lastly, tHehnibEdE3saf S dhBotimartian fRedmnPesiinefaed ot alaebingtechnical
ideas will be brafivdaseriad 400&1] BDasesntiontgmsctolntieductiondinl vhloqrishm ]%Sucture of

Public Key Authentication Scheme 1-2: N-Pass Public Key Authentication Scheme . Interactive

Protocol of SSH1eR PSSR & iRedticstisryeldme
[Fig. 19] FIG. 19 is an explanatory diagram for describing a method of reducing the

amount of communication in the interactive protocol of the SSH10a public key
15  authentication scheme;

[Fig. 20] FIG. 20 is an explanatory diagram for describing a method of reducing the

amount of communication in the interactive protocol of the SSH10b public key

authentication scheme; and

[Fig. 21] FIG. 21 1s an explanatory diagram for describing an example hardware
20 configuration of an information processing apparatus capable of realizing an

interactive protocol according to a present embodiment.

Description of Embodiments
[0027]

25 Hereinafter, preferred embodiments of the present disclosure will be
described in detail with reference to the appended drawings. Note that, in this
specification and the appended drawings, structural elements that have substantially
the same function and structure are denoted with the same reference numerals, and
repeated explanation of these structural elements is omitted.

30 [0028]

[Flow of Explanation]



101-4: Interactive Protocol of SSH10b Public Key Authentication Scheme 1-5: Repetition Configuration
of Interactive Protocol 1-6: Falsification Algorithm against SSH10a Public Key Authentication Scheme
1-7: Falsification Algorithm against SSH10b Public Key Authentication 15 Scheme 2: First _
Embodiment (Present Method #1) 2-1: Overview 2-2: Application to SSH10a Public Key Authentication
Scheme 2-3: Application to SSH10a Public Key Authentication Scheme (Modified 20Example
1) 2-4: Application to SSH10a Public Key Authentication Scheme (Modified Example 2) 2-5:
Application to SSH10AIRulie Keyxalaistication Sufrediedulodliftbd BExsenpiBsg)@sR-Grhigplication to

Scheme (Mo g T B e e e "
Application tor8i8¢ Gy Rutbkoticefiohuittemtic atidrbs cleecnib gl 3vigppifeation to BEH10a Petilic Key
AuthenticatiognanggS[Q %&Mﬁ%@?%uthentication scheme will be described with reference to FIG. 2.
5  Then, an interactive protocol of an SSH10a public key authentication scheme will be
described with reference to FIG 3. Then, an interactive protocol of an SSHI10b
public key authentication scheme will be described with reference to FIG. 4. Then,
repetition configurations of an interactive protocol will be described with reference
to FIGS. 5 and 6. At this point, a security level sufficient for an active attack will
10 be briefly described.
[0029]
Next, a falsification algorithm against the interactive protocol of the
SSH10a public key authentication scheme will be described with reference to FIG. 7.
Then, a falsification algorithm against the interactive protocol of the SSH10b public
15  key authentication scheme will be described with reference to FIG. 8. Then,
methods of applying a method according to a first embodiment (present method #1)
of the present disclosure to the interactive protocol of the SSH10a public key
authentication scheme will be described with reference to FIGS. 9 to 12. Then,
methods of applying the present method #1 to the interactive protocol of the SSH10b
20  public key authentication scheme will be described with reference to FIGS. 13 and
14.
[0030]
Next, methods of applying a method according to a second embodiment
(present method #2) of the present disclosure to the interactive protocol of the
256  SSH10a public key authentication scheme will be described with reference to FIGS.
15 and 16. Then, methods of applying the present method #2 to the interactive
protocol of the SSH10b public key authentication scheme will be described with
reference to FIGS. 17 and 18. Then, methods of reducing the amount of
communication in the interactive protocols of the present embodiments will be

30  described with reference to FIGS. 19 and 20. Next, an example hardware

configuration of an information processing apparatus capable of realizing interactive



13 Example) 3-4: Application to SSH10b Public Key Authentication Scheme 3-5: Application to
SSH10b Public Key Authentication Scheme (Modified Example) 54: Supplement 4-1: Extension of
Scheme 4-2: Non-Interactive Public Key Authenticaltlon Scheme 4-3: Method of Reducing Amount of
Communication 5: Hardware Configuration 106: Summary [0032] <1: Introduction> Before
describing embodiments of the present disclosure in detail, an algorithm structure of a general public
key authentication scheme and an n-pass 15public key authentication scheme will be briefly
described. [0083Pfls antgutittentoStressiuirenobRiudiin KK axilAbthéswiodid wsbhefasinEirso, BiGalgorithm
structure of Zﬁublfagfg¥ %@%nélzﬁa %ogqsglgeﬂp I{)lemeeg ri eﬂj %wth referencg]to El 1 FIG lisan
explanatory diagram fo *describ Ing Gan a gorlthm Structure of a pubﬁlcnkey au ics on scheme.
[0034] (Overvibt@ined by the technical ideas will be briefly described.

[0031]

[ W]

(Description Items)
1: Introduction
1-1: Algorithm Structure of Public Key Authentication Scheme
1-2: N-Pass Public Key Authentication Scheme
1-3: Interactive Protocol of SSH10a Public Key Authentication Scheme
10 1-4: Interactive Protocol of SSH10b Public Key Authentication Scheme
| 1-5: Repetition Configuration of Interactive Prdtocol
1-6: Falsification Algorithm against SSH10a Public Key Authentication
Scheme
1-7: Falsification Algorithm against SSH10b Public Key Authentication
15  Scheme
2: First Embodiment (Present Method #1)
2-1: Overview
2-2: Application to SSH10a Public Key Authentication Scheme
2-3: Application to SSH10a Public Key Authentication Scheme (Modified
20  Example 1)
2-4: Application to SSH10a Public Key Authentication Scheme (Modified
Example 2)
2-5: Application to SSH10a Public Key Authentication Scheme (Modified
Example 3)
25 2-6: Application to SSH10b Public Key Authentication Scheme
2-7. Application to SSH10b Public Key Authentication Scheme (Modified
Example)
3: Second Embodiment (Present Method #2)
3-1: Overview
30 3-2: Application to SSH10a Public Key Authentication Scheme
3-3: Application to SSH10a Public Key Authentication Scheme (Modified



A public key authentication scheme is an authentication scheme where a person (prover) convinces
another person (verifier) that she is the prover herself by 25 using a public key pk and a secret key sk.
For example, a public key pkA of a prover A is made known to the verifier. On the other hand, a secret
key skA of the prover A is secretly managed by the prover. According to the public key authentication
scheme, a person who knows the secret key skA corresponding to the public key pkA is regarded as
the prover A herself. 30[0035] 14 prover herself, the prover A can perform an interactive protocol with
the verifier B Brehprisye that she knows the secret key skA corresponding to the public key pkA. Then,
in the case it is proved by the,verifier, B % nteractive protocal, that rover A knows the secret
key skA, the Iegitimagy%f%ﬁghﬁ\'r%{?enrtx %t ﬁa&%&? %ﬁggﬁ oj\g/gcrgﬁ%ﬁsdeal 0%%%%38. [0036]

Additionally, to ensuré-Sewitliatiire tpubhid K8y Buliheriicptivnisehemtétolconditingifeti forth below
are to be sati%g%ﬁifﬂ?] 10The first condition is to lower as much as possible the probability of
falsification being St blished, at the time the interactive protocol is performed, by a falsifier not having
the secret key &kSappdérthistfirst condition is satisfied is called -soundness." In other words, with a
sound interactive protpcol, falsificatign,is not established by a falsifier not having the secret key sk with
a non-negligible 15pr%O ABTTYRE g%%fi%%ondition is that, even if the interactive protocol is

perfoimed, information-prNbg- saerattkay sk OKthesqrovat fuioRGatalk leaked to the verifier B. That
this second condition js satisfied is called "zero knowledge." [0038]. The security of the public

key authentication schem I EFBIFR&iATQHS Gih{eraeivB FB®col having the soundness and
zero knowledge ameiRaakileshaboMgidP039] (Model) In a model of the public key authentication
scheme, two entities, namely a prover and a verifier, are present, as shown in FIG. 1. The prover )
generat&d a p&ir OB Hblic key pk and secret key sk unique to the prover by using a key generation
algorithm Gel['@(jléqun, the prover performs an interactive protocol with the verifier by using the pair of
secret key sk and public key pk generated by using the key generation algorithm Gen. At this time, the
prover performs the iﬁbraﬁfﬁ@lﬁ‘?@ﬂ&ol by using a prover algorithm P. As described above, in the

interactive protocol, the 30praver-praye s daameilias: e Sinadhe BIRYGLALORMhE,E, that she

possesses the secret key sk.
algorithm structure of a general public key authentication scheme and an n-pass

15 public key authentication scheme will be briefly described.
[0033]
[1-1: Algorithm Structure of Public Key Authentication Scheme]
First, an algorithm structure of a public key authentication scheme will be
described with reference to FIG. 1. FIG. 1 is an explanatory diagram for describing
20 an algorithm structure of a public key authentication scheme.
[0034]
(Overview)
A public key authentication scheme is an authentication scheme where a
person (prover) convinces another person (verifier) that she is the prover herself by
25  using a public key pk and a secret key sk. For example, a public key pka of a
prover A is made known to the verifier. On the other hand, a secret key sk of the
prover A is secretly managed by the prover. According to the public key
authentication scheme, a person who knows the secret key ska corresponding to the
public key pka is regarded as the prover A herself.
30 [0035]

In the case the prover A attempts to prove to a verifier B that she is the



15 [0040] On the other hand, the verifier performs the interactive protocol by using a verifier
algorithm V, and verifies whether or not the prover possesses the secret key corresponding to the
public key that the prover has published. That is, thiverifier 5 is an entity that verifies whether or not
a prover possesses a secret key corresponding to a public key. As described, a model of the public
key authentication scheme is configured from two entities, namely the prover and the verifier, and
three algorithms, namely the key generation algorithm Gen, the prover algorithm P and the verifier
algorithm V. 1ojoezthirself, hdditiovmllf esppesiionsipmveativdpedeifidrivithe theegriviiend3following
description, but %1 essi iGH ities. Therefare, the subject that performs the key
generation alé%g)(%ti %%&%r% {asr’% ?ﬁ}‘e%%\%%(é%%%ﬂ%ﬁ}g% 3%%%?8%‘2%1 n%%r%lg]e%%il)ﬁfé gg‘pféjr%ftm
correspondinglenthe éntitpsprove praSiilarishe MsriiesBbjertthatperdmespioeoveljfibataligorithm V is
an information processing apparatus.. The hardyare configuration of these infarmation processing
apparatuses %gavsers o%vnn%ﬂs qﬁreft(;% 9&3%%%.61%%1[ 1|1§1 %%ﬁ@%éﬁ%‘fﬁ igh SE)F] erﬁsp &h, the prover
algorithns P, anokthédamsedfieisgigordhm V are performed by a CPU 902 based on a program recorded
on a ROM 90@ 3 AM 906, a storage unit 920, a removable 20recording medium 928, or the like.
[0042] (Key d %e Ltion Algorithm Gen) The key generation algorithm Gen is used by a prover.

The key generation alghfittona(bgnids amalgecthmyfasfugirepating & Paineh@illigikeysgicard secret key

25 sk unique to the prover. The publi¢c key pk generated py the key generation algorithm Gen is
published. Fdﬁwemé}%??ﬁé%gﬁﬁ%i%ﬁ?é‘f@ﬁ FH188ed by the verifier. On the other hand, the

secret key skjgesgrated by the key generation algorithm Gen is secretly managed by the prover. The
secret keé sk that is secretly manq?ged IS, used to prove to the verifier of possession of the secret key

sk 30cotesponding tOtRe 5t feREY Pk, IS KBy Jersragstitin dhtnmeanlisrdiresented as
formula (1) belewrasan 8laR '@mﬁh%é&k&&@@%w&a{ﬁ%&ﬁwgﬂ&d&%ig@%@ﬁ%@f&ﬂore) as an

input and outputs the secret key sk and the public key pk. [0043] [Expression 1
falsifier not having the secret key sk. That this first condition is satisfied is called
“soundness.” In other words, with a sound interactive protocol, falsification is not
established by a falsifier not having the secret key sk with a non-negligible
15  probability. The second condition is that, even if the interactive protocol is
performed, information on the secret key sku of the prover A is not at all leaked to
the verifier B. That this second condition is satisfied is called “zero knowledge.”
10038}
The security of the public key authentication scheme is ensured by using an
20 interactive protocol having the soundness and zero knowledge as described above.
10039}
{(Model)
In a model of the public key authentication scheme, two entities, namely a
prover and a verifier, are present, as shown in FIG 1. The prover generates a pair of
25  public key pk and secret key sk unique to the prover by using a key generation
algorithm Gen. Then, the prover performs an interactive protocol with the verifier
by using the pair of secret key sk and public key pk generated by using the key
generation algorithm Gen. At this time, the prover performs the interactive protocol
by using a prover algorithm P.  As described above, in the interactive protocol, the
30  prover proves to the verifier, by using the prover algorithm P, that she possesses the

secret key sk.



5sk, pic)Gel?! [0044] (Prover Algorithm P) The prover algorithm P is used by a prover. The prover
algorithm P is an 10 algorithm for proving possession of the secret key sk corresponding to the public
key pk. The prover algorithm P is defined as an algbrithm that takes the public key pk and the secret
key sk of a prover as inputs and performs the interactive protocol with a verifier. [0045] 15(Verifier
Algorithm V) The verifier algorithm V is used by a verifier. The verifier algorithm V is an algorithm
for verifying, in the interactive protocol, whether or not a prover possesses the secret key sk
correspondingftéthe public key pk. The verifier algorithm V is defined as an algorithm that takes the

public key pk of a proMer.as %eg%ggu&eaggr}ﬁ%t%{%ﬁ%%%r ijnt(s]fat%.ﬁ)y@f er ner rmingﬂthe interactive

protocol with the prover. Moreover, In the case o e prover Is assume {obe ﬁlggitimate,
and in the caserdiautgatithith®, pd eeisfes suhetittt@bedetitimatec{p046k(Supplementk@bAs

described aboye, the public key auleniicaon scheme.has o, spiisly wo canditions, L soundness
and zero knowle g% 0 ensure secufity. However, th order to‘make a prover prove that she possesses
the secret keyssio, ¢higndee ssaificthatithibeprovert pesforer pprecedur eedepérgenienptieisgcret key sk,

notify the verifier of the result and.make the verif form verification. based on the notified contents.
50 Exeoution BrUE o dure TAHBTHBA oh 18 St PRy DR i UL B SR APAATRE 17 the
soundness. Qodhguatigrdandoitigitiegansacyythal priosmaitbmeondhfiseaiatkay skismahat all leaked

to the verifier even when the result of the procedure is notified to the verifier. Accordingly, the key
generation alj %t%ék?ﬁfh%eﬂ%%}é% %?ﬁ‘rtlgﬁn ehd @%Yﬁfe?ﬁg?égﬁmrﬁ W’gr ae"sﬁiﬂﬁgﬂ S0 as to
satisfy these @§58hm V.

10 [0041]

Additionally, expressions “prover” and “verifier” are used in the following
description, but these expressions strictly mean entities. Therefore, the subjeét that
performs the key generation algorithm Gen and the prover algorithm P is an
information processing apparatus corresponding to the entity “prover”. Similarly,

15  the subject that performs the verifier algorithm V is an information processing
apparatus. The hardware configuration of these information processing apparatuses
is as shown in FIG. 21, for example. That is, the key generaﬁon algorithm Gen, the
prover algorithm P, and the verifier algorithm V are performed by a CPU 902 based
on a program recorded on a ROM 904, a RAM 906, a storage unit 920, a removable

20  recording medium 928, or the like,

[0042]
| (Key Generation Algorithm Gen)

The key generation algorithm Gen is used by a prover. The key generation
algorithm Gen is an algorithm for generating a pair of public key pk and secret key

25 sk unique to the prover.  The public key pk generated by the key generation
algorithm Gen is published. Furthermore, the published public key pk is used by
the verifier. On the other hand, the secret key sk generated by the key generation
algorithm Gen is secretly managed by the prover. The secret key sk that is secretly
managed is used to prove to the verifier of possession of the secret key sk

30  corresponding to the public key pk. Formally, the key generation algorithm Gen is

represented as formula (1) below as an algorithm that takes security parameter 1* ()



5[0047] In the foregoing, the algorithm structure of the public key authentication scheme has
been described. [0048] [1-2: N-Pass Public Key Authentication Scheme] 10Next, an n-pass public key
authentication scheme will be described with referelfce to FIG. 2. FIG. 2 is an explanatory diagram for
describing an n-pass public key authentication scheme. [0049] As described above, the public key
authentication scheme is an 15 authentication scheme for proving to a verifier, in an interactive
protocol, that a prover possesses a secret key sk corresponding to a public key pk. Moreover, to
guarantee thasseitiifgeer ghd publieke pagithonut 406 rhsahdmbetarsrco Nditishsndahtetysbeindness and
zero knowledggf\; ve to be satisfied. Accordingly, as shown in FIG. 2, in the interactive protocol,
information exchange is performed n times 20between the prover and the verifier while execution of
processes is J¥iAgiperformed by both prover and verifier. [0050] In the case of the n-pass public
key authentic )pn S h% , a process is perfolmed by the prover using the prover algorithm P (Step
1), and informati 5 transmltted to the verifier. Next, a process is performed by the verifier
using the venferalgo m V ( and information T2 is transmitted to the prover. Processes (Step
3) to (St peﬁ @Hﬁﬂar anner and pieces of information T3, ..., Tr, are transmitted,
and a process (Step n- (1) is performed. Such public key authentication scheme based on an
interactive proto€b! where pieces of 30information are transmitted/received n times is called the

"n-pass' publrt((‘)é(%éauthentication scheme. 18 [0051] In the foregoing, the n-pass public key
authenticatio me has been described.
{(Prover Algorithm P)

The prover algorithm P is used by a prover. The prover algorithm P is an

10 algorithm for proving possession of the secret key sk corresponding to the public key
pk. The prover algorithm P is defined as an algorithm that takes the public key pk
and the secret key sk of a prover as inputs and performs the interactive protocol with
a verifier.

[0045]

15 {Verifier Algorithm V)

The verifier algorithm V is used by a verifier. The verifier algorithm V is
an algorithm for verifying, in the interactive protocol, whether or not a prover
possesses the secret key sk corresponding to the public key pk. The verifier
algorithm V is defined as an algorithm that takes the public key pk of a prover as an

20  input, and that outputs 0 or 1 (1 bit) after performing the interactive protocol with the
prover. Moreover, in the case of output 0, the prover is assumed to be illegitimate,
and in the case of output 1, the prover is assumed to be legitimate.

[0046]

(Supplement)

25 As described above, the public key authentication scheme has to satisfy two
conditions, i.e. soundness and zero knowledge, to ensure security. However, in
order to make a prover prove that she possesses the secret key sk, it is necessary that
the prover perform a procedure dependent on the secret key sk, notify the verifier of

 the result and make the verifier perform verification based on the notified contents.

30  Execution of the procedure dependent on the secret key sk is necessary to guarantee



[0052] 5[1-3: Interactive Protocol of SSH10a Public Key Authentication Scheme] Next, an
interactive protocol of an SSH10a public key authentication scheme will be described with reference to
FIG. 3. FIG. 3 is an explanatory diagram for describliig an interactive protocol of an SSHI0a public key
authentication scheme. Additionally, an SSI-110a public key authentication scheme is one of the public
key 10 authentication schemes devised by the present inventors (Sakumoto, Shirai, and Hiwatari) that
are based on the problem of solving a multi-order multivariate simultaneous equation. Furthei more,
this SSH10a mwnéyﬁsrth@nidmiothgch@rdeits’%memmpﬂéi@ff apaopublithkeyaetkentication
scheme. [005 [ q ulti-ord r multivari te srmult ous
equation is angﬂr(’)]%f‘%(EI oro t%’ﬁ%{r% gﬁ\glgjcgt]gﬁgg §9(% %E %@trhatq ga t]tleg (fr((séa sn), , ? § ,SN)) =y
when m muItrtomemn@tmm@s@ﬂmgbrré@lksyrgme@tuﬁn ptkotrthorCerinhdpandaalsetinyeK? are
given. A problem 8ft§olvrn% uItrv r Itane us eqyatr %t ecopd or higher order 20is called

an NP-hard prb%lllem and Oélst 0 a ¢ a?sseg obieris that & tgremnPy difficult to solve. [0054]
Now, thesintefaotdve protocol of the SSH10a publrc key authentication scheme is configured from a key
generation algorithm rover al hk d 25a verifier Igor hm V. In the followrng, contents
of each algorithm will F%&P% %‘%%]a ﬁ&%& o1 Al %6??‘ &’;‘&Bﬂy AUttt cture of

the key geners&ﬂeﬂlalgﬁrﬁbén eyt be descrrbed 30 The key generation algorithm Gen generates m
second-order %8%/ omials of n variables fi(xi,xn),f;n(yci,xn) defined on a ring K and a vector s = 19 (
se Kn.Next, the /8 generation algorithm Gen calculates y = (yi,...,ym)K-(fi(s),...,fm(s)). Then, the key

generation algorithm @en setaéfi Piblic Key Authentication Scheme]

10 Next, an n-pass public key authentication scheme will be described with
reference to FIG. 2. FIG 2 is an explanatory diagram for describing an n-pass
public key authentication scheme.

[0049]
As described above, the public key authentication scheme is an

15  authentication scheme for proving to a verifier, in an interactive protocol, that a
prover possesses a secret key sk corresponding to a public key pk. Moreover, to
guarantee the security of the public key authentication scheme, two conditions,
namely soundness and zero knowledge, have to be satisfied.  Accordingly, as shown
in FIG. 2, in the interactive protocol, information exchange is performed n times

20  between the prover and the verifier while execution of processes is being performed
by both prover and verifier.

[0050]
In the case of the n-pass public key authentication scheme, a process is
performed by the prover using the prover algorithm P (Step 1), and information T is

25  transmitted to the verifier. Next, a process is performed by the verifier using the
verifier algorithm V (Step 2), and information T, is transmitted to the prover.
Processes (Step 3) to (Step n) are performed in a similar manner and pieces of
information Ts, ..., Ty are transmitted, and a process (Step n+1) is performed. Such
public key authenticatmn scheme based on an interactive protocol where pieces of

30 mformatlon are transmltted/recelved n times is called the “n-pass” public key

authentication scheme.



y) to the public key pk, and sets s to the secret key. Additionally, in the following, a vector of n
variables(xl,xr,) will be expressed as x, and m second-order polynomials of n variables (f)(x),fm(x)) will
be expressed as F(x). [0056] (Prover Algorithm P, V&rifier Algorithm V) Next, structures of the
prover algorithm P and the verifier algorithm V will be described with reference to FIG. 3. The
interactive protocol of the SSH10a 10 public key authentication scheme is for making a verifier prove
that "prover knows the s that satisfies y = F(s)" without leaking information on the s at all to the verifier.
Additionally, ¥ pliblic key pk generated by the key generation algorithm Gen is assumed to be
shared between the qrm{% d the ver |er Also, th hi g{et k?&’h?:% enerate hnraket}/ gneneratlon

algorithm Gen is assume (%Ety ma %Sgse fe B prover. GB%DZ] ere. reference will be

made to the plopetydof the second order polynomial. [0058] A set of m second-order polynomials of n
variables (f1 ﬁ@b%‘i )) can be 20 represented as formula (2) below. Moreover, x = (xi,.. .,X) IS a vector
indicating n v s. Also, Al,.. .,Am are an nxn matrix. Also, b1,...,b", are an nx 1 vector.

Furthernore, c is an MxByaeketciBREbibgiresSOH 2ja2biblic @}y Authentication Scheme]
Next, an interactive protocol of an SSH10a public key authentication
scheme will be described with reference to FIG. 3. FIG. 3 is an explanatory diagram
for describing an interactive protocol of an SSH10a public key authentication scheme,
Additionally, an SSH10a public key authentication scheme is one of the public key

10  authentication schemes devised by the present inventors (Sakumoto, Shirai, and
Hiwatari) that are based on the problem of solving a multi-order multivariate
simultaneous equation. Furthermore, this SSH10a public key authentication
scheme is an example of a 3-pass public key authentication scheme.

[0053]

15 Additionally, the problem of solving the multi-order multivariate
simultaneous equation is a pmblem for obtaining a vector (s;, ..., s,)eK" that
satisfies (f1(s1,....80),-..ofn(S1,-.-,80)) = y when m multi-order polynomials of n
variables fi(Xy, ..., Xo) ..., fn(X3, ..., Xp) o1 a ring K and a vector yeK™ are given.
A problem of solving a multivariate simultaneous equation of second or higher order

20 is called an NP-hard problem, and it belongs to a class of problems that are
extremely difficult to solve.

[0054]
Now, the interactive protocol of the SSH10a public key authentication
scheme 1s configured from a key generation algorithm Gen, a prover algorithm P and

256  a verifier algorithm V. In the following, contents of each algorithm will be
described.

[0055]
(Key Generation Algorithm Gen)
First, a structure of the key generation algorithm Gen will be described.

30  The key generation algorithm Gen generates m second-order polynomials of n

variables fi(xi, ..., Xn), ..., Tn{X1, ..., X,) defined on a ring K and a vector s =



20 [0060] Using this representation, a set of polynomials F can be represented as formulae (3)
and (4) below. That this representation holds can be easily confirmed from formula (5) below. 5[0061]
[Expression 31 =F(xi 10... (4) (5)[0062] Wien dividing F(xi-Fx2) into three parts, i.e. a part
dependent on xt, a part 15dependent on x2, and a part dependent on both xl and x2, in this manner,
the part Fb(x (, x2) dependent on both xI and x2 will be a bilinear map with respect to xt and x2. 21
Additionally, the SSH10a public key authentication scheme described below uses the property of the
second-orderpolyrerall as déstibetiabbee. [S083)tion  algenitirettion toctlevdateranztion of the
prover algoritﬁ;'n P tlge rifigr Salgor e int [v olof th H10a. public key
authenticatio é’éh’jrﬁ‘n)gi( e‘gg]g’%@,@mgﬂ‘l & %ﬁg{(g@ gﬁ?ﬁfﬁ%h ‘31&5%%81 k%n S(%SS(%’ A

y) to the public key pk, and sets s to the secret key. Additionally, in the following, a

vector of n variables(x;, ..., x,) will be expressed as x, and m second-order

[}

polynomials of n variables (fi(x), ..., fn(x)) will be expressed as F(x).
[0056]

(Prover Algorithm P, Verifier Algorithm V)

Next, structures of the prover algorithm P and the verifier algorithm V will
be described with reference to FIG 3. The interactive protocol of the SSHI0a
10 public key authentication scheme is for making a verifier prove that “prover knows

the s that satisfies v = F(s)” without leaking information on the s at all to the verifier.
Additionally, the public key pk generated by the key generation algorithm Gen is
assumed to be shared between the prover and the verifier.  Also, the secret key sk
generated by the key generation algorithm Gen is assumed to be secretly managed by
15  the prover.
[0057]
Here, reference will be made to the property of the second-order polynomial,
[0058]
A set of m second-order polynomials of n variables (fi(x), ..., fin(x)) can be
20 represented as formula (2) below. Moreover, x = (Xy,...,X,) 18 a vector indicating n
variables. Also, Ay,...,Ay are an nxn matrix. Also, by,...,by, are an nx1 vector.

Furthermore, ¢ is an mx1 vector.
[0059]
[Expression 2]

[0 (2T Ax b x

; T 4 L nT L
\&,ﬁf;w(x)/j : x .Fl,x-i‘g} 3%:

|
-}
3

25
)



Step 1: First, the prover algorithm P arbitrarily selects a number w. Then, the 10 prover algorithm P
applies generates a vector relc and a number w' by applying the number w to a pseudo random
number generator Gl. That is, the prover algorithm2® calculates (r, w'),(31(w). Next, the prover
algorithm P generates two vectors te Kr and eel(* by applying the number w' to a pseudo random
number generator G2. That is, the prover algorithm P calculates (t, €)<-G2(w'). Then, the prover
15algorithm P calculates ze-s-r. This calculation corresponds to an operation of masking the secret
key s by the 82604 r. Furthermore, the prover algorithm P calculates t'<-r+t. Then, the prover algorithm
P calculates e',-F(r)- e, %85 l\elext etn e.prover aI or Po(f%a afregarlfqu tg base gn the definition
of the 20 function Fb sho ﬁgrfeﬁlnu aen(’?j1 id ? genera eS A hashVATE ¢ oralgb(z t)+e
and z. That |§,oﬂnmbxm(/ﬁrai@cﬁ#llﬁml@malmhlatéﬁa:mﬂrﬂe(ﬁb(zﬁbﬁeok)s Bairthe eandle ctadipneder algorithm
P generates a hash valye i of the number w'. That is, the prover algorithm P calculates c2K-H2(w").
Furthennore, ' %é ?n P generates a hash value c3 of two vectors t' and e'. That is, the
prover 2%alggdatiem P calculates c3K-H3(e, e'). [0066] Next, the prover algorithm P sets St-(F, y, s,
rt e zt,e)and CnTh3( 1, c2, c3). Then, Cmt generated in Step 1 is sent to the verifier (verifier
algorithm V) toral H(..), 1-12(...), and HA...) are hash functions. Furthermore, the 30operation

of Step 1 wrllr%e fxpressed as %’mé(’ssg Ee) [0067] 22 Step 2: The verifier
algorithm V't é’cgrveéf 5 pbt f.rf i, bef?&u d-fébm three verification patterns.
Then, the verifier algorithm V sends to the prover (prover algorlthm P) a challenge Che RIO, |, 21
indicating the sqtected Sverification pattern. [0068] Step 3:

.JJ{J -T#,;T_g_,-"».&%
h?l:z {“‘41 i J—éi)mﬁfl

Fy(x,x,) = |
g :f:g{;» 14 "‘4 ) }

10 .. (4)

Fle+x)=(x+x,) d.,-i;(“%: +x,) + iv (x, +x,)+c
=x{ Ax, +x] Ax, +xl Ax +xl Ax, +b7x +B x, +e,
= filx)+ ) —c +x] 4x, + 5] -h
= filxe)+ fi(e) — o+ 7 (A7) 3, + 3 Ay
= filx)+ fi(e) — ¢ + (4] xz} Xy T X *‘*-’4;53”5;
= filn) + A) = o+ x5, (4 %) + x4,
= f(x)+ x5l (4] + A)x, + fi(x)—¢

. (5)
[0062]
When dividing F(xi+x;) into three parts, i.e. a part dependent on x;, a part
15 dependent on x», and a part dependent on both x; and x5, in this manner, the part

Fu(xy, X2} dependent on both x; and x, will be a bilinear map with respect to x; and xs.



The prover algorithm P that received Ch generates a response Rsp to be sent back to the verifier
algorithm V in response to the challenge Ch received from the 10 verifier algorithm V. If Ch = 0, the
prover algorithm P generates a response Rsp-(r, t,&). Also, if Ch = 1, the prover algorithm P generates
a response Rsp = (z, t, e). Furthermore, if Ch = 2, the prover algorithm P generates a response Rsp =
(z, t', ). Additionally, the operation of Step 3 will be expressed as Rsp,-Pa,2(Ch; St). Furthermore, the
Rsp generated in Step 3 is sent to the verifier (verifier algorithm V). 15[0069] Step 4: The verifier
algorithm V thHsddidcsiibd Re S pEfGamstdinkey thebiollowimp velificatidns fbedHeReputivatineas received.

[0070] 20If Ch = Q. the nerifier al wm V, performs (C? t"..2"}*-Rsp. Then, verifier algorithm V verifies
whether c2 TR g B R R A ot B Ch =1 the verifir
algorithm V p@6shs (z", t", e")4-Rsp. Then, the verifier algorithm V verifies whether ci = HdFb(z",

t")+e", z") and c2 = F12(t",.e") 25hold frue or.not..If Ch.= 2, the verifier.algorjth erfopms
(z",e")<-Rsp. Then, tﬁév‘glrl i%:er%é%éﬂt H vrf}glr’i?lié%nwoheﬂt]ﬁe?lgieé ﬂm%rﬁb@rﬁ@l’ m-g?rz") and c3 -
H3(tm, e?) halddriderorihot [B87hleaAtditinpallnlthé serifiSHivtoperationof Stapditbhe expressed
as 0/1<-Deca(F, v; Cmt’&a/ sp).In this operation, an output 1 indicates a 23 verification success,
and an outpuf ?ﬁb‘iéﬁ?@ Vetification failure. [0072] In the foregoing, contents of processing by
the prover algooigam P and the verifier algorithm V in the SSH10a public key authentication scheme
have been 5 described. Additionally, in the above scheme, cf, c2 and c3 are calculated using the hash
functions HI, H2 and ﬁﬁp but a commitment function COM may also be used instead of the hash

functions HI, H2 and Fig:FuithersiereaisauahoptAiis:saBeiigatan. thehesh functine max be
replaceclioby tgsosgrn;?;ggﬁpr} {’ug,]}%!l?t?s Sg:gig/ll*'at[gsoa? glzctor reK"” and a number w’ by applying the
number w to a pseudo random number generator G;. That is, the prover algorithm
P calculates (r, w’)«=Gi(w). Next, the prover algorithm P generates two vectors
teK" and eeK™ by applying the number w’ to a pseudo random number generator G,.
That is, the prover algorithm P calculates (t, ¢)«—Gx(w’). Then, the prover
15  algorithm P calculates z«-s—r. This calculation corresponds to an operation of
masking the secret key s by the vector r. Furthermore, the prover algorithm P
calculates t"«—r+t. Then, the prover algorithm P calculates e’«—F(r)—c+e.
[0065]
Next, the prover algorithm P calculates Fy(z, t) based on the definition of the
20 function Fy, shown by the formulae (3) and (4), and generates a hash value ¢; of Fy(z,
tyte and z. That is, the prover algorithm P calculates ci«Hi(Fy(z, t)+e, z).
Furthermore, the prover algorithm P generates a hash value ¢y of the number w’.
That is, the prover algorithm P calculates cy«—Hy(w’). Furthermore, the prover
algorithm P generates a hash value c¢; of two vectors t” and ¢’.  That is, the prover
25  algorithm P calculates c3«—Hj(t’, e”).
[0066]
Next, the prover algorithm P sets St«—(F, v, s, 1, t, e, z, t’, ¢”) and Cmte(cy,
¢z, ¢3).  Then, Cmt generated in Step 1 is sent to the verifier (verifier algorithm V).
Additionally, H;(...), Ha(...), and Hs3(..) are hash functions. Furthermore, the
30  operation of Step 1 will be expressed as (Cmt; St)y—P,1(F, v, s; 1, t, e).
[0067]



10The commitment function COM is a function that takes as arguments a character string S and a
random number p. Examples of the commitment function include a scheme presented by Shai Halevi
and Silvio Micali at the International Conference CR¥PTO 1996, and the like. In the case of using this
commitment function, random numbers pl, p2 and p3 are prepared before calculating el, c2 and c3,
15and el, c2 and c3 are generated by applying commitment functions COM(., p1), COM(., p2), and
COMe, p3) instead of hash functions0, H20, and H30. Furthermore, pl is sent, included in the
response, from the pfggpRalgorithm P to the verifier algorithm V. [0074] 20[1-4: Interactive Protocol of

SSH10b Public Key Ayt jcali ]gg@] Next interactive pratocol of an SSHIOb public key
authentication scherr'?gﬁ £ﬁ9§§ %te%%%?ep Withﬂr]g{terreecﬁ)éfée %?j If?é S%%é/FGaoﬁeg%ﬁl ttle(;(rf) ar?aetrgr)t/odiagram for
describing arbinteeddiive proto cetidican @3t publicckethavtheinticaligon thohdfsendsdditionally, an

SSH10b public key authentication, scheme is ope of the 25public key authentication schemes devised

by the preserﬂ nve rr()svféaig?ﬁ%]ti&l wgi,caﬁ Tiiva arle)Rt dt are™bas 4B ke egf solving a

multi-order mudtivariate pittaitaneous equation.Furthermore, this SSH10b public key authentication
scheme is an ple of a 5-pass public key authentication scheme. [0075] 30Similarly to the
interactive prgﬁg of the SSH10a public key authentication scheme, the interactive protocol of the
SSH10b public key epthentication scheme is configured from a key generation algorithm Gen, a
prover algorithm P and a verifier algorithm Kmltn the fo&lowing, contents of each algorjthm will be

described. [0076] 5(KEAF EENEFAEAANDAitHIH E&R) e ChieRish 4 RROBIGRSKES) Yeifdtation

algorithm Gepauilltbalieseribadakbeitkay venReraiionsalgetibntaregetaatesinsaranderder
polynomials of n variables fi(xj, xn?é_f'l(zg xn) defined on a ring K and a vector s = %],...,$)elC Next,

the key ]d]eney%}?%ﬂm en a@é’uT;geg’ﬁ pryier algorithm P generates a response Rsp(T,
t, e). Also, if Ch = 1, the prover algorithm P generates a response Rsp = (z, t, ¢).
Furthermore, if Ch = 2, the prover algorithm P generates a response Rsp = (z, t°, €’).
Additionally, the operation of Step 3 will be expressed as Rsp<P,»(Ch; St).
Furthermore, the Rsp generated in Step 3 is sent to the verifier (verifier algorithm V).

15 [0069] '

Step 4:

The verifier algorithm V that received Rsp performs any of the following
verifications for the Rsp that was received.

[06070]

20 If Ch = 0, the verifier algorithm V performs (17, 17, ¢”)«Rsp. Then,
verifier algorithm V verifies whether ¢; = Ho(t”, €} and ¢c3 = Hs(r"+”, F(i”)—c+e™)
hold true or not.

If Ch = 1, the verifier algorithm V performs (z”, t”, ¢”)«Rsp. Then, the
verifier algorithm V verifies whether ¢; = H(Fu(2”, t")}+e”, 2”) and ¢ = Ho(t”, €7)

25  hold true or not.

If Ch = 2, the verifier algorithm V performs (z”, t", e")«Rsp. Then, the
verifier algorithm V verifies whether ¢; = H((F(z”)+Fy(z", t")+e"—y, 2”) and ¢; =
Hi(t", ") hold true or not.

[0071}

30 Additionaﬁy, the verification operation of Step 4 will be expressed as

0/1<=Decy(F, y; Cmt, Ch, Rsp). In this operation, an output 1 indicates a



10 yna)+-(f1(s), Ws)). Then, the key generation algorithm Gen sets (f1, y) to the public key pk, and
sets s to the secret key. Additionally, in the following, a vector of n variables(xl, xn) will be expressed
as x, and m second-order polynomials of n variable&3(f1(x),f,n(x)) will be expressed as F(x). [0077]
15(Prover Algorithm P, Verifier Algorithm V) Next, structures of the prover algorithm P and the
verifier algorithm V will be described with reference to FIG. 4. The interactive protocol of the SSH10b
public key authentication scheme is for making a verifier prove that "prover knows the s that satisfies y
= F(s)" withonelehkaigrirforenstiondomthetpuaOalidocttes verfidrc2@nAdditienally, the public key pk
generated by Eﬁﬁﬁ( y generation algorithm Gen is assumed to be shared between the prover and the
verifier. Also,[t e secret key sk generated by the key generation algorithm Gen is assumed to be
secretly managed by Hhehpréuepdid@y 8daGitsecihteracttiegpbottioo pod the SGHitkh Publit key

authentication scheme is configured fro essing. steps 1 to 6 shown in FIG. 4. In the following, the
process of ea‘é%ngtgp a\/\ﬁﬁlctgraeqsycﬁbgf r[%%}#g %t@%b%:c é%%ir Et%ﬁgttﬁ%{?é} 3?§8ﬁ}ﬁ?%aﬁeapgﬁparily selects
a numbes w. Thenibke prodditialgiitimRegtnetatesevastorsseakd ¢; telCoaindlgd kembyiapplying the
number 25 w to.a pseudo ran n er generator G. That is, the prover algorithm P calculates (r, t,
e)i-G(w). Nextatfle seg?sa%b?%?rﬂ“ér?g& téscgznfgéﬁﬂfﬂ@wmtfaﬂ%wa%% %05 operation
of masking thagesdebkeths byidhenpetons. [B080]HhextHhe pravgi-algndthmCugansraies a hash
value cl of Fb(z, t)+e and z, That is, the prover algorithm P calculates c1<-1-11(Fb(z, t)+e, z).

Furthermore, T PHAISIMAIg6 Ath [BNGERB AReeeby Ao R 1B CRTHRITRERSALRCEAME @Mrhat is, the

prover algorithwp3calculates c24-H2(r, t, e). Additionally, 1-11(...) and H2(...) are hash functions.
10[0081g Next, the prover algorithm P sets StA<-(F, vy, s, 1, t, e, z) and CmtA-(c], c2). Then, CmtA
generat&d in Step 1 id BErRABHHERY I ESvH SN dRtRARUStAR AR alys 11t (BFUREM7(..) are
hash functiong, frithiesates theioperation aheieR b Wit Pereressed asimminSiedRR.I(F. y. si T,

t, e).
include a scheme presented by Shai Halevi and Silvio Micali at the International

Conference CRYPTO 1996, and the like. In the case of using this commitment
function, random numbers pi, p2 and p3 are prepared before calculating ¢y, ¢; and ¢,

15 and ¢, ¢ and c; are generated by applying commitment functions COM(:, py),
COM(, p2), and COMC(, ps) instead of hash functions Hi(-), Ha("), and Hs(").
Furthermore, p; is sent, included in the response, from the prover algorithm P to the
verifier algorithm V.
[0074]

20 [1-4: Interactive Protocol of SSH10b Public Key Authentication Scheme]

Next, an interactive protocol of an SSH10b public key authentication

scheme will be described with reference to FIG 4. FIG. 4 is an explanatory diagram
for describing an interactive protocol of an SSH10b public key authentication
scheme. Additionally, an SSH10b public key authentication scheme is one of the

25  public key authentication schemes devised by the present inventors (Sakumoto,
Shirai, and Hiwatari) that are based on the problem of solving a multi-order
multivariate simultaneous equation.  Furthermore, this SSHI10b public key
authentication scheme is an example of a 5-pass public key authentication scheme.
[0075]

30 Similarly to the interactive protocol of the SSH10a public key

authentication scheme, the interactive protocol of the SSH10b public key



15[0082] Step 2: The verifier algorithm V that received CrntA selects one random number a from
g types of elements of a ring K. Then, the verifier algorithm V sends a challenge ChA = a to the prover
(prover algorithm P) 20[0083] Step 3: The proves algorithm P that received ChA calculates
t'4-ar+t. Furthermore, the prover algorithm P calculates e'<-a(F(r)-c)+e. Then, the prover algorithm P
sets Sts4-(StA, ChA, t', e') and Cmt8e-(1, e'). Furthermore, the prover algorithm P 25sends CmtB to
the verifier (verifier algorithm V). Additionally, the operation of Step 3 will be expressed as (CmtB;

StB)-Pb,2(ChAtiif 100841 iR & Jhgiveriieralgalithm sdétbatiacaived GrniBeaelepteaverification
pattern to 30 be used from two verification %atterns. Then, the verifier algorithm V sends to the prover
(prover algorithiB R SR ErERBERIENT) Haidaihg thEwresansBiverashoiepsiien. [0085]
Step 5: The praves-algaritbe P that received ChB generates a response Rsp to be 5 sent back to the
verifier (verifier algorithm V) in response to the challenge ChB received from the verifier algorithm V in
the following PREAREr. If ChB = 0, the prover algorithm P sets to Rsp-r. If ChB = 1, the prover algorithm

P sets toRsp-z. Thenthe QLALEAIDRTBRRSERAS the response Rsp to the verifier (verifier algorithm
V). Additionally, the operation of Step 5 will be expressed as :
First, a structure of the key generation algorithm Gen will be described.

The key generation algorithm Gen generates m second-order polynomials of n

variables fi(xy, ..., Xn), ..., Im(X1, ..., Xn) defined on a ring K and a vector s =

(s1,...,5n)eK”.  Next, the key generation algorithm Gen calculates v = (yi, ...,

10 ya)e(fi(s), ..., fn(s)). Then, the key generation algorithm Gen sets (£, ..., i, ¥) to
the public key pk, and sets s to the secret key. Additionally, in the following, a
vector of n variables(x;, ..., X,) will be expressed as x, and m second-order
polynomials of n variables (f;(x), ..., fu(x)) will be expressed as F(x).

[0077]

15 (Prover Algorithm P, Verifier Algorithm V)

Next, structures of the prover algorithm P and the verifier algorithm V will
be described with reference to FIG. 4. The interactive protocol of the SSH10b
public key authentication scheme is for making a verifier prove that “prover knows
the s that satisfies y = F(s)” without leaking information on the s at all to the verifier.

20  Additionally, the public key pk generated by the key generation algorithm Gen is
assumed to be shared between the prover and the verifier.  Also, the secret key sk
generated by the key generation algorithm Gen is assumed to be secretly managed by
the prover.

[0078]

25 The mteractive protocol of the SSH10b public key authentication scheme is
configured from processing steps 1 to 6 shown in FIG 4. In the following, the
process of each step will be described.

[6079]

Step 1:

30 First, the prover algorithm P arbitrarily selects a number w. Then, the

prover algorithm P generates vectors reK", teK" and esK™ by applying the number



10 Rsm-Pb,3(ChB; StB). [0086] Step 6: The verifier algorithm V that received the response Rsp
performs the following verification processes using the response Rsp received from the prover
15(prover algorithm P). [0087] If ChB = 0, the 2&rifier algorithm V takes r'-Rsp and verifies
whether c2 = H2(r", f-ar", e'-a(F(r)--c)) holds true or not. If ChB = 1, the verifier algorithm V
takes z"4-Rsp and verifies whether ¢, = 20Hi(a(F(e)-y)+Fb(z",z") holds true or not. [0088]

Additionally, the verification operation of Step 6 will be expressed as 0/1<-Decb(F, y; CmtA, ChA,
CmtB, ChB, Rspy. i thisidperatibm amoipuitnedioatds a \drfidatiohesporess abguditmoBtput 0

indicates a verification failure, 2 9] IR the foregqing..contents of processing by.the prover
algorithm P a%a(ij(c ?%!t?/se!fﬁef g?g‘]?)ﬁt%%f vlﬁfﬁ%’e{@%ﬁ%ﬁrgﬁﬁfﬁ?@& tgu%ﬁigﬁ%%%%igﬁ_ gcf?em)iéﬁﬁave been
described. Additiniatily, inrthepahdy® schgmaticod afichedcane thalsedatekbysibg the wasir functions H1
and H2, but tgj?lg@'nmitment function COM may also be used 30 instead of the hash functions H1 and
H2. [0090] 27[1-5" Repetition Configuration of Interactive Protocol] Now, when adopting the

interactivie protocol olNee, SEHAQapuiblicrkiyn R iheiriisat enischemie desefired. ahovewrthe. probability

of falsification succeeding can be suppressed to, 2/3 or less. Accordingly, if this interactive protocol is 5
pertormod twilT e SYOBEIT, AL o SRS T g A B Lt L sbT BS1555 GPfoss. m the

same mannepréhikisligienastivegerriacal istperfeinedd) simies vikeoprebabilityeof falsificating
succeeding becomes (2/3&&1%, and if N is a sufficiently large number (for ‘exampled N = 140), the
probability of A& fficatEsH LR e st dcietricetrto b Segligibhtiavaly dldogrnd HaginhittRy, when

adopting the jateractive,psotocol of the SSH | Ob public key authentication scheme described above,
the probability of falsification succeeding can be suppressed to (1/2+1/2q) or less. Accordingly, if this
interactife pr 8edl is pet-Ruined twice, the probability of falsification succeeding can be suppressed to

Next, the prover algorithm P sets Sta«—(F, v, 5, 1, t, e, z) and Cmta«(cy, ¢3).
Then, Cmts generated in Step 1 is sent to the verifier (verifier algorithm V).
Additionally, H)(...) and Ha(...} are hash functions. Furthermore, the operation of
Step 1 will be expressed as (Cmty; Sta) «Pp (¥, v, 8: 1, t, €). '
15 [0082] '
Step 2: .
The verifier algorithm V that received Cmt, selects one random number o
from g types of elements of a ring K. Then, the verifier algorithm V sends a
challenge Chy = o to the prover (prover algorithm P).
20  [0083]
Step 3:
The prover algorithm P that received Chy calculates t’«—or+t.  Furthermore,
the prover algorithm P calculates e’«o(F(r)—c)+e. Then, the prover algorithm P
sets Stg«—(St4, Cha, t’, e’} and Cmtg«—(1’, ¢’). Furthermore, the prover algorithm P
25 sends Cmtg to the verifier (verifier algorithm V). Additionally, the operation of
Step 3 will be expressed as (Cmtg; Stg)e—Pp2(Cha; Sta).
[0084]
Step 4:
The verifier algorithm V that received Cmtg selects a verification pattern to
30 be used from two verification patterns. Then, the verifier algorithm V sends to the

prover (prover algorithm P) a chalienge Chger{0, 1} indicating the selected



15 (1/2+1/29)2 or less. In the same manner, if this interactive protocol is performed N times, the
probability of falsification succeeding becomes (1/2+1/2q)", and if N is a sufficiently large number (for
example, N = 80), the probability of falsification suceeding is reduced to a negligible level. [0092]
20Additionally, not only for the SSH10a public key authentication scheme and the SSH10b public key
authentication scheme, but also for the public key authentication schemes disclosed in the non-patent
literatures 1 to 3 mentioned above, when the interactive protocol is performed once and the probability
of falsificatiorveuticetssnipaitarsufficiently small, the probability of falsification success has to be 25
reduced by r(ﬁggg?dly performing the interactive protocol. As a method of repeatedly performing the
interactive protocol, there are a serial-repetition configuration shown in FIG. 5 and a parallel-repetition
configuration shown istéiG: 6. [0093] The serial-repetition configuration is a method of
sequentially performing 30the intﬁracttii/e Q;%o?ol as srg)wﬂ in FIG éwhere the intera ti\ge protocol is
perfotined once, and w YeR the TirsETound is C(Slmlb Céef]é’(f, the E&%lﬁaarosuﬁﬁ%p%% Briet, and when
the second raent badompieiedetifethivdrifiend o rdforMedn Gapbesothenhartalkadgeaciiel-repetition
configuration is a method of simultaneously transmittin sages for N rounds at each pass as
chown in PGB/ EHTs Bt TAB SR & s RV BE BRI s b o banamited,
and then 5 spranrtPassMLISageHMp2,-MNIT OhifhelNiieugscateintapea sty Rprsitted, and
then third-pass messages m1,3, ..., mN,3 for the N rounds are simultaneously transmitted. [0094]

Now, the pubfié¥ey BtitREN ARG SEHBes HERICRE o FSRARSRoRsPatenthd o' &sTLAET YIRS 3
mentioned abgysritie SBH10a gapliekey authespigation sehewng apddhe SeHIGhauRlc key
authentication scheme guarantee a security level sufficient for a passive attack. However, with these
public ké@/ auﬁ‘?@ﬁﬁ&?ﬁ%‘@bﬁ%es, it was not known whether a security level sufficient for an active
attack was al?ggggf)ly guaranteed or not in the case the parallel-repetition configuration was adopted.
15 These public key authentication scheme were schemes where a prover proved to a verifier that "the
prover knows the s theteB&tisfies y = F(s) for y" by using one key pair (public key y, secret key s).

10095 Accorcingy, i nieraisEiUiataHihie RoaRLedK VerRaYen RS 0PGRS yias no

possible to prevent the verifier from knowing the information that "the proverwho performed the
interaction us@denang “Rrfikatintbrrocotigionsiesithanseneniot Jumigeead fbethdle thanierused in
these S‘i@em?ﬁrﬁ%a&l@%ﬂvﬁf these public key authentication schemes, it was not known whether a
security level sufficientfor an active attack was absolutely guaranteed or not in the case the 25
parallel-repetifl@R donfiguration was adopted. Particularly, in the case of performing these public key

et o 0 S RS I 0 0 i v
Ho(r”, t'—ar”, &' —a(F(r”)—c)) holds true or not. .
- 1f Chg = 1, the verifier algorithm V takes z”«Rsp and verifies whether ¢; =
20 Hi(w(F(z")—y)y+Fu(z”, t")+e’, 2”) holds true or not.
[0088]

Additionally, the verification operation of Step 6 will be expressed as
0/t—Decy(F, y; Cmta, Cha, Cmtp, Chg, Rsp). In this operation, an output 1
indicates a verification success, and an output  indicates a verification failure.

25 [0089]

In the foregoing, contents of processing by the prover algorithm P and the
verifier algorithm V in the SSH10b public key authentication scheme have been
described. Additionally, in the above scheme, ¢| and ¢, are calculated using the
hash functions H; and H,, but the commitment function COM may also be used

30  instead of the hash functions H; and Hg.
10090]



30Accordingly, the present inventors have devised mechanisms of guaranteeing the security level
sufficient for an active attack at the time of 29 performing these public key authentication scheme
using the parallel-repetition configuration. These m&thanisms (present method #1, present method #2)
will be described later in detail taking the SSH10a public key authentication scheme and the SSHIOb
public key authentication scheme as examples. 5[0097] [1-6: Falsification Algorithm against SSH10a
Public Key Authentication Scheme] Here, consideration will be given, with reference to FIG. 7, to
a falsification algorithhh-th&epgtitesdsonfibraspimbabitityreét2yg Rrehe@SH10a public key 10
authentication sche one interagtive protacol). FIG. 7 is an explanatory diagram for describing a
falsification algorithrr;}?ﬁgé% sﬁ%%%eﬁ) %%sﬁpero%g%l ﬁf/vgf YA Eeoigﬁl%%%pﬁt%lig ]Il<be§/cg§%ﬁentication
scheme (oneantisraitateoprethenly. ddvsifaddifibation takg prithabiktanodl ddsithicativhenecectalisifier "pretends

that he knows the s that satisfi = F(s)" to a verifier. However, even if this falsification algorithm is
endopted, 1T CROTFRIT T i 4 or iy oY LS [RGR] Grd e e, PAST (rasifcation

algorithng) gepafatesyasitrs sicteisasis ieer ol éxifhetalsificatiadialg euithbe anbisasihedatects Ch*e
{0, 1, 2}. This_2Q£h* correspgnds to a verification pattern where the falsification algorithm is not able
10 give A resiiande RO AN HETE GRE Hofb [h YIRS PREG RS VAP Shith &
verification paitepobdiendhan thisi Ghianpievekdpiowicalgesiim)P) aanigive a cormeiaasponse
without using, a legitimate secret key, [0099] 25Next, the falsification al%orit,hm calculates z<-s-r and

tr-rt. Furtherii@fe s Hor grarhisnchion ' Dydhtnrrobaiilited blsisglyn pHssesdngiSthe other

hand, if Ch* 3chied thedaisifitationalgorithm calculates e'<-F(r)-c+e. Then, if a* = 0 or 2, the
falsification a(lg%jorithm calculates c[<-HI(Fb(z, t)+e, z). On the other hand, if Ch* = 1, the falsification
algorithA? caltti&tbs cI(-El(F(z)+Fb(z, 30z). [0100]

Similarly, when adopting the interactive protocol of the SSH10b public key
authentication scheme described above, the probability of falsification succeeding
can be suppressed to (1/2+1/2q) or less.  Accordingly, if this interactive protocol is
performed twice, the probability of falsification succeeding can be suppressed to

15 (1/2+1/2g) or less. In the same manner, if this interactive pfotocol is‘ performed N
times, the probability of falsification succeeding becomes (1/2+1/2q)", and if Nis a
sufficiently large number (for example, N = 80), the probability of falsification
succeeding is reduced to a negligible level.

[6092]

20 Additionally, not only for the SSH10a public key authentication scheme and
the SSH10b public key authentication scheme, but also for the public key
authentication schemes disclosed in the non-patent literatures 1 to 3 mentioned above,
when the interactive protocol is performed once and the probability of falsification
success is not sufficiently small, the probability of falsification success has to be

25 reduced by repeatedly performing the interactive protocol. As a method of
repeatedly performing the interactive protocol, there are a serial-repetition
configuration shown in FIG. 5 and a parallel-repetition configuration shown in FIG. 6.
[0093]

The serial-repetition configuration is a method of sequentially performing

30 the interactive protocol as shown in FIG 5, where the interactive protocol 1is

performed once, and when the first round is completed, the second round is



30 Next, the falsification algorithm calculates c2<-H2(t, e) and c3-H3(e, e'). Then, the falsification
algorithm sets Sb-(Ch*, F,y, s, 1, t, e, z, t', ') and Cmb-(ci, c2, c3). Next, the falsification algorithm
sends Cmt to a verifier (verifier algorithm V). Additidhally, the operation of Step 1 will be expressed as
(Cmt; St)<-Ma,i(F, y; 5Ch*, s, 1, t, €). [0101] Step 2: The verifier algorithm V that received Cmt
selects a verification pattern to be used from three verification patterns. Then, the verifier algorithm V
sends to the 10falsifier (falsification algorithm) a challenge ChER}O, 1, 2} indicating the selected
verification pasemnied 02idStdiss tthectaisificenivhialgotithatchahretoide @d genermmsed. response
Rspto be 1 d}; r t t | ei from the
verifier algorit S(I)ﬁsm% zﬁ Jlttl%%gfll%%# é?élﬂ%?éb%}% aIS|fB ?ﬁaon a ggsrlt %rlng@lﬁtégé]{%%nﬁﬁéﬁ)%oa\é ends the
interactive protosolit@hneGhgearidrChroGidthet faldificatiors algorithmigehératbsra fegpomse Rsp<-(r, t,
e). Also, ifCh=1 the falsmcatlon alg rltr*ﬂ{p 1%en?irates aresponse I?sp ‘Hé}h}ﬁe Fur, h&rmore if Ch =
2| 20the falsiftation 2158rithi g ERerates 2 rEdpsnsd Rep A OgydT A&a ionally, the
operatiorn of Stepnd-pillsha@xpressed .as. Raw Ma HCH rSithds urtheimdrendhesRymaenataded in Step 3
is sent to the ve n;kg ( ﬁﬁgﬁg algorlthm V). [0104] 25Ste If Ch h* smce he resg%nse Rsp is

RS BN droce o b T ol

sent to the ve rmed by
the verifier aIg@ﬂih{ﬁtbﬁ.[OlOS] 30In the foregoing, a falsification algorlthm agalnst the SSH10a public
ke

y [0094]

Now, the public key authentication schemes disclosed in the non-patent
10 literatures 1 to 3 mentioned above, the SSH10a public key authentication scheme and
the SSH10b public key authentication scheme guarantee a security level sufficient
for a passive attack. However, with these public key authentication schemes, it was
not known whether a security level sufficient for an active attack was absolutely
guaranteed or not in the case the parallel-repetition configuration was adopted.
15 These public key authentication scheme were schemes where a prover proved to a
verifier that “the prover knows the s that satisfies y = F(s) for y” by using one key
pair (public key v, secret key s).
[0095]
Accordingly, if interaction that will be accepted by verification was
20 performed, it was not possible to prevent the verifier from knowing the information
that “the prover who performed the interaction used the s.” Furthermore, collision
resistance is not guaranteed for the F that is used in these schemes.  As a result, with
these public key authentication schemes, it was not known whether a security level
sufficient for an active attack was absolutely guaranteed or not in the case the
25  parallel-repetition configuration was adopted.  Particularly, in the case of
performing these public key authentication schemes using the parallel-repetition
configuration described above, no method was known for guaranteeing the security
level sufficient for an active attack.
{00963
30 Accordingly, the present inventors have devised mechanisms of

guaranteeing the security level sufficient for an active attack at the time of



authentication scheme has been described. As described, even if the s is arbitrarily 31 selected, a
Rsp which will pass verification with a probability of 2/3 (probability of Ch Ch.) can be sent back to the
verifier. Therefore, falsification will succeed with a gfdbability of 2/3 in a one interactive protocol. Thus,
the repetition configuration described above will be adopted. 5[0106] [1-7: Falsification Algorithm
against SSH10b Public Key Authentication Scheme] Next, consideration will be given, with
reference to FIG. 8, to a falsification algorithm that succeeds with a probability of 1/2 in the SSH10b
public key 10raufhentigatbesschigtie (one mtbrativatqyotdeol)c RSN iharpexplahatpesitiiagram for
e g o alnhearian,a ool et auase AU IRASIIN kg MR PSEIOMATS koY
authentication sc me{%ohe interactive protocol). This falsification‘algorithm’is an ‘atgorithm where a
falsifier "pretedmisrihad hecknowest iths sk thatlsatisitly puble) kty auibeifidcattovsehenemahtifdhis

falsification alg%'kf{m?*u i% ]115ng ztz%g% Jatliscig?gﬁigal\év}%gagl c_\:/}\{gglal grobability of 1/2. [0107] Step 1:
First, a falsifier (falsi igaPlon algori mn) generates Vedors s,r?tef(r and eEKm. Next, the falsification
algorithnmbarbitta#ity} selects Ch*B e {0, 1}. This Ch*B 20 corresponds to a verification pattern where the

falsification algorithm is no aﬁ% to provide a.response Wié%&g ect to the groyp of i0, Additionally, the
5:0 used here is not affég'iti%ﬁ gi%%ﬁg?%t kfrgﬁmh%g?gfgfﬁ ﬁ%l%&ﬁ%ﬁ@é’n %R)%eé‘té@rtﬂg& response
without using Sclegitiinate secret key with respect to a verification pattern other than the Ch*B.
25[0108] Next, the falsification algorithm cﬁlﬁulatesThen, th(ta. falsification_algorithm calculates

co-HI(Fb(z, )+e, z) antFt2- JBHIE O RaH RRS LRk ERSRISTGRT R LSts stne faighgatamp s 1 t, e,
z) and CmtA4dghreRh Tthen sGoptbdgenatatedinbibpid insentito vesifies imarifignslgonihm V).

Additionl%lly, Ha&tﬁié%t?&%gg ls_lc%(é ﬁ.l)ea(g% Q?gtgr;%?géons. Furthermore, the operation of Sigp 1 will be
. protocol). FIG. 7 is an explanatory diagram
for describing a falsification algorithm that succeeds with a probability of 2/3 in the
SSH10a public key authentication scheme (one interactive protocol).  This
falsification algorithm is an algorithm where a falsifier “pretends that he knows the s
that satisfies y = F(s)” to a verifier. However, even if this falsification algorithm is
15  adopted, falsification will fail with a probability of 1/3.
[0098]
Step 1:
First, a falsifier {falsification algorithm) generates vectors s,rteK" and
ecK™ Next, the falsification algorithm arbitrarily selects Ch'<{0, 1, 2}. This
20  Ch" corresponds to a verification pattern where the falsification algorithm is not able
to give a response. Additionally, the s used here is not a legitimate secret key.
However, with a verification pattern other than the Ch’, a prover (prover algorithm
P) can give a correct response without using a legitimate secret key.
[0099] _
25 Next, the falsification algorithm calculates z«—s—r and t«r#t.
Furthermore, if Ch” = 0, the falsification algorithm calculates e’ —y—F(s)tF(r)—cte.
On the other hand, if Ch” = 1 or 2, the falsification algorithm calculates e’ —F(r)-c-te.
Then, if Ch" = 0 or 2, the falsification algorithm calculates ¢y«—H;(Fp(z, t)+e, z).
On the other hand, if Ch” = 1, the falsification algorithm calculates ci«H,(F(z)+Fu(z,
30 t)yre’-v, z).
[0100]



expressed as (CmtA; StAP-Mb,i(F, y; Ch*B, s, 1, t, €). 32 [0109] Step 2: The verifier algorithm V
that received CnitA selects a random number a from q types of elements of a ring K. Then, the verifier
algorithm V sends a 5challenge ChA = a to the falsifier (falsification algorithm) [0110] Step 3: The
falsification algorithm that received ChA calculates t'<-ar+t. Furthermore, if Ch*B = 1, the falsification
algorithm calculates e'-a(F(r)-c)+e. On 10 the other hand, if Ch*B = 0, the falsification algorithm
calculates e'-a(y-F(s)+F(r) -c)+e. Then, the falsification algorithm sets Stw--(StA, ChA, t', ') and
CmtB<-(e, e"). FurtheiratethihdatsiSificatio nlglgohith mabahde CepvsHe(the)vardies{vdsifiereajgorithm V).

Additionally, operation. pf Step 3 will be expr, ssed.as (Cmts; StB)4-Mb,2(ChA; StA). 15[0111] Step
4. The vtgrﬁﬁre}’r a g%%%h%%%ﬁgi%%%g}\% é%rrs B zg%cé‘:’ g’vséfffi%aeﬁ(%htpaqt ﬂﬁl?o%éth_séﬂ from two

verification patieess. Thett, the fadvifiestidgarigonithvseads Orhadalsiidfidalsification gdgarithm) a
challenge ChBERI indicating the selected 20verification pattern, [0112] Step 5; 1f ChB =
Ch*B, the falslf Cat%%%?&%?ﬁ&hr{}%ﬁg? ?é%té?@e%gé‘?ﬁ%& %%eﬁglgﬁ%lﬁ’glgra é?‘fé% ﬁ?ngrh@rb(gti\ye protocol. If
ChB # Ch*B, ¢ falsificetion algorithm 25 generates a response Rsp to be sent back to the verifier

(verifier algorithm V) in response to the challenge ChB received from the verifier algorithm V in the
following martfieP! 113]

Step 2:

The verifier algorithm V that received Cmt selects a verification pattern to
be used from three verification patterns. Then, the verifier algorithm V sends to the

10 falsifier (falsification algorithm) a challenge Cheg{0, 1, 2} indicating the selected
verification pattern.
[0102]
Step 3:
The falsification algorithm that received Ch generates a response Rsp to be
15  sent back to the verifier algorithm V in response to the challenge Ch received from
the verifier algorithm V. Additionally, if Ch = Ch", the falsification algorithm
outputs an error and ends the interactive protocol. If Ch # Ch" and Ch = 0, the
falsification algorithm generates a response Rsp«—(r, t, €). Also, if Ch = 1, the
falsification algorithm generates a response Rsp = (z, t, €). Furthermore, if Ch = 2,
20  the falsification algorithm generates a response Rsp = (z, t', ¢”).
[0103]

Additionally, the operation of Step 3 will be expressed as Rsp«—M,2(Ch; St).
Furthermore, the Rsp generated in Step 3 is sent to the verifier (verifier algorithm V).
[0104]

25 Step 4:

If Ch # Ch', since the response Rsp is sent to the verifier algorithm V, a
verification process 0/1+Dec,(F, y; Cmt, Ch, Rsp) is performed by the verifier
algorithm V.

[0105]
30 In the foregoing, a falsification algorithm against the SSH10a public key

authentication scheme has been described. As described, even if the s is arbitrarily



If ChB = 0, the falsification algorithm sets to Rsp-r. If ChB = 1, the 30falsification algorithm sets to
Rsp<-2. Then, the falsification algorithm sends the response Rsp to the verifier (verifier algorithm V).
Additionally, the operation of 33 Step 5 will be expféssed as Rsp,Mb,3(Cha; SIB). [0114] Step 6:
If ChB # Chte, since the response Rsp is sent to the verifier algorithm V, a 5verification process
0/1<-Decb(F, y; CmtA, ChA, CmtB, ChB, Rsp) is performed by the verifier algorithm V. [0115] In
the foregoing, a falsification algorithm against the SSH10b public key authentication scheme has been
described. Asdeserdbe R sverhiifithvals fmewbitrdrigtitdseidcie grebReptwhich/ Svippdabligyiti¢ation with a
probability of 1/2 olzabili of ChB an be sent hack to the.verifier. Therefore, falsification will
succeed Withéﬁﬁ(%ha ffﬁ? @% _SL%CE i%agﬁg%n gr‘é%%vgrbro e, eﬂ%?Yﬁ%fécrae{lrg)é]ti |gﬁsg§ﬁﬁ%u%¥?én described
above will bezaplobtedli{0 TG 5 Supplemeat)ive prototie fodgeinbe tlepcBHbtlOanfigbtitikay
authenticatio sch%née the SSH | Oﬁ ﬁ}%bflic key authentication scheme, their falsification algorithms,
S 5t theP

and the repet O ¢ &Wa?ti\g ébo eractive protocols have been described. These public key

authenticatiopisdiag¢mes are schemes where a prover proves to a verifier that 'The

[1-7: Falsification Algorithm against SSH10b Public Key Authentication
Scheme]

Next, consideration will be given, with reference to FIG. 8, to a falsification
algorithm that succeeds with a probability of 1/2 in the SSH10b public key

10 authentication scheme (one interactive protocol). FIG. 8 is an explanatory diagram
for describing a falsification algorithm that succeeds with a probability of 1/2 in the
SSH10b public key authentication scheme (one interactive protocol).  This
falsification algorithm is an algorithm where a falsifier “pretends that he knows the s
that satisfies y = F(s)” to a verifier. However, even if this falsification algorithm is

15 adopted, falsification will fail with a probability of 1/2.

[0107]

Step 1:

First, a falsifier (falsification algorithm) generates vectors s,r,teK” and
ecK™ Next, the falsification algorithm arbitrarily selects Ch s {0, 1}. ThisCh'g

20 corresponds to a verification pattern where the falsification algorithm is not able to
provide a response with respect tb the group of ip.  Additionally, the s used here is
not a legitimate secret key, but the falsification algorithm can give a correct response
without using a legitimate secret key with respect to a verification pattern other than
the Ch’p.

25  [0108]

Next, the falsification algorithm calculates z«-s—r. Then, the falsification
algorithm calculates c«~H)(Fy(z, t)+e, z) and cp«—Ha(r, t, €). Then, the falsification
algorithm sets Sta—(F, v, Ch*g, s, 1, t, e, z) and Cmty«(c|, ¢2). Then, Cmty
generated in Step 1 is sent to a verifier (verifier algorithm V). Additionally, Hy{...)

30 and Hy(..) are hash funct.ions.. Furthermore, the operation of Step 1 will be
expressed as (Cmta; Stay—Myp(F, v; Ch'g, s, 1,1, ¢).



20 prover knows the s that satisfies y = F(s) for y" by using one key pair (public key y, secret key s).
Accordingly, if interaction that will be accepted by verification was perfonned, it was not possible to
prevent the verifier from knowing the information th3t "the prover who performed the verification used
the s." Furthermore, collision resistance is not guaranteed for the F used in these schemes. As a
result, it was not 25 known whether or not these public key authentication schemes absolutely
guaranteed the security level sufficient for an active attack in a case the parallel-repetition
configuration [Wa@Sadopted. [0117] Accordingly, the present inventors have devised a
mechanism of 30guar, ntef_ing a security level sufficient for an active attack at the time of performing
these public key auth@ntication schemes while adopting the parallel-repetition 34 configuration. In the
following, this mechafibenwiilflze diescnihedVntdetatoitredit@tion telcorcietenasamplas0418] <2: First

Embodiment (Present Methad #1)> 5First, a first emhgdiment (hereinafter, present method #1) of the
present discldSUPe il BE d¥s fﬁ%?%foiﬁé] 124 Overviéi] ﬁe%’?éi?énﬁﬁ?ﬁfﬁ% yl $P9fied to the
SSH10a publit ke aelthienticatiohd Gagchenm Rt ieSarbidhpaublic key authentication scheme a
mechanism cgf uaranteeing a security level sufficient for an active attack also in the case of adopting
the parallel-r Biliaﬂon configuration. As has been described, the reason why it was not known whether

the security level suffigigngfor an active attack was guaranteed or not is because collision resistance
was not guaranteed for the function 15 F to be used and also because it was not possible to prevent a

verifier from knowing 196 infolHER6RthALEtEBrov R h & pRitim Ed thectisRisfior (sBtithe s." -
Therefore, if the-weHlierCandE preveante ek kbR WIRS HignRiormatior thalfihe prover who

performed the verification used the s" in the interactive protocol, the security level sufficient for an

active alfack Bsnecydardniédd poidhsby falsifisatonamenyithse prestatesventéys FaveidBvised a

method of cauging, the gecratkeysrRaddhePuhlifk %y §p,be Rultiplexed k xﬁdT@f'ﬁtQﬁFtwd takes L
(L? 2) s1,...,sLer as a secret key and takes yi,...,yLelC that sa isfies v,,...,yo = (F(s,),...,F(sO) for m

multi-order pé&iynomemearibp|s8sHigytofielgamilny) sends Cmty to the verifier (verifier
algorithm V). Additionally, the operation of Step 3 will be expressed as (Cmtg;

Stg)e—Ms2(Cha; Sta).
15 [0111]

Step 4:

The verifier algorithm V that received Cmtg selects a verification pattern to
be used from two verification patterns. Then, the verifier algorithm V sends to the
falsifier (falsification algorithm) a challenge Chger{0, 1} indicating the selected

20  verification pattern.
[0112]

Step 5:

If Chg = Ch’p, the falsification algorithm that received Chg outputs an error
and ends the interactive protocol. If Chg # Ch's, the falsification algorithm

25  generates a response Rsp to be sent back to the verifier (verifier algorithm V) in
response to the challenge Chp received from the verifier algorithm V in the following
manner.

[0113]

If Chg = 0, the falsification algorithm sets to Rspe—r. If Chg = 1, the

30 falsification algorithm sets to Rspe-z. Then, the falsification algorithm sends the

response Rsp to the verifier (verifier algorithm V). Additionally, the operation of



25as a public key. Furthermore, this method is a method of proving "knowledge of the s, that satisfies
y, = F(s) with respect to L-1 i's among i = 1, L" without letting know which s, was used in the interactive
protocol. When applying this method, information rélated to "which s, was used" in the interactive
protocol will not be leaked, and the security level sufficient for an active attack will be guaranteed.
30[0121] 35 prover challenges Chi, ..., Chi_ (verification patterns) with respect to i = 1,L and the
prover that has received the challenges Chi, ..., ChL selects L-1 challenges Chi and gives a response.
When using thismiethbdetheppessedrasRepdds SLEanFaspond to all the L challenges Ch, but
falsification bgoq fgisifier who does not know 5 si, 51 will fail with a certain probability. Furthermore,
since the pro erlh s to respond only to L-1 challenges Ch" authentication can be established without
using the s, for a certaiapchallenge Ch,. That is, it is not known to the verifier whether or not a certain s,

was used in the interagctive protpeol. [0122] 10[2-2: Application to SSH10a Public Key Authentication
Scheme] First, aiﬁ?t%?i{:%v%%r%[fggo of & gﬁgéeﬁé’réstﬁ?&%é e of tfe %Lgé)ég?%\étﬁod #1is
applied t6 thev&Sitifanpolkedsey laviheriEaiiaDnschemg WitheCas®ipeds fordhisiary explanatory

'bi%%an integactive protocol of a case where the scheme of the present method #1 is

diagram for deérzp
applied to the'SSH18%pu 5 key authentication scheme. This interactive protocol is configured

from a key ggneration algorithm Gen, a prover algorithm P and a verifier algorithm V. In the following,
contents of each algorithm will be described. [0123] (Key Generation Algorithm Gen) 20First, a

structure of the key gBh&&tSFeERIBAH EEhCHinh ¢ deithmereamd s SHePhiBrbiRdtthm Gen
generates m segRAACAIIA RAMMOMIAISLRh MaiableS THxlaxsbxbhdetingd omaiRadtaad il vectors

Additionally, a vector of n variables(xl,xi,) will be expressed as X,

10" selected, a Rsp which will pass verification with a probability of 1/2 (probability of
Chg # Ch*g) can be sent back to the verifier. Therefore, falsification will succeed
with a probability of 1/2 in one interactive protocol. Thus, the repetition
configuration described above will be adopted.

[0116]

15 {Supplement)

In the foregoing, the SSH10a public key authentication scheme, the SSH10b
public key authentication scheme, their falsification algorithms, and the repetition
configurations of the interactive protocols have been described. These public key
authentication schemes are schemes where a prover proves to a verifier that “the

20 prover knows the s that satisfies y = F(s) for y” by using one key pair (public key v,
secret key s).  Accordingly, if interaction that will be accepted by verification was
performed, it was not possible to prevent the verifier from knowing the information
that “the prover who performed the verification used the s.” Furthermore, collision
resistance is not guaranteed for the F used in these schemes. As a result, it was not

26  known whether or not these public key authentication schemes absolutely guaranteed
the security level sufficient for an active attack in a case the parallel-repetition
configuration was adopted.

[0117]

Accordingly, the present inventors have devised a mechanism of

30  guaranteeing a security level sufficient for an active attack at the time of performing

these public key authentication schemes while adopting the parallel-repetition



and in second-order polynomials of n variables (fi(x),fr",(x)) will be expressed as 25F(x). Next, the key
generation algorithm Gen calculates yi == F(sL). Then, the key generation algorithm Gen sets (F,
yi,y(,) to the public key pk, and sets (Si, ..., SO to thé& secret key. [0124] (Prover Algorithm P, Verifier
Algorithm V) 30Next, structures of the prover algorithm P and the verifier algorithm V will be described
with reference to FIG. 9. The interactive protocol of the present 36 scheme #1 is for making a verifier
prove that "prover knows the s, that satisfies L-1 pieces of y = F(s)" without leaking information on

"which s, waseseghainas ot setrilavaligo e vmeheni el didBnagydatveibesblie KelablkvgBnerated by

the key geneg?t%ggnagg%m@%gg&;ﬁﬁggumed tq be shared betwegn the prover and the verifier 5 Also,
the secret key sk generated by the key generation algorithm Gen is assumed to be secretly managed

by the proverJO45] The interactive protocol of the present scheme #1 is configured from

processing steps Ito 4.shown.in FIG. 9. | following, the.process of each step 10will be described.
[0126] Step 1: Firzs?tr}i) sepﬁs%ggglﬁgt‘%ﬂ(t ﬁsglb%e%r%eﬁ%?e%?& vector r'h IC and a vector eielC" for i = 1,

..., L. Ne&t, the proveFasgosthimtPcalcdiates (GentinSidd-Pestit yhathad ¥8h, &) thiehpresthe prover
algorithm P s{%gg%‘s%gtwﬂi,gengitgsct:%gg verifier (verifier aIgorithm V). [0127]
[0119]
[2-1: Overview]
The present method #1 applies to the SSH10a public key authentication
10 scheme and the SSHI10b public key authentication scheme a mechanism of
guaranteeing a security level sufficient for an active attack also in the case of
adopting the parallel-repetition configuration. As has been described, the reason
why it was not known whether the security level sufficient for an active attack was
guaranteed or not is because collision resistance was not guaranteed for the function
15 F to be used and also because it was not possible to prevent a verifier from knowing
the information that “the prover who performed the verification used the s.”
Therefore, if the verifier can be prevented from knowing the information that “the
prover who performed the verification used the s” in the interactive protocol, the
security level sufficient for an active attack can be guaranteed.
20 [0120]
Accordingly, the present inventors have devised a method of causing the
secret key s and the public key v to be multiplexed keys. This method takes L (L >
2) sq,...,s.€K” as a secret key and takes y,...,ypeK™ that satisfies (vi,...,yL) =
(F(sy),....F(sp)) for m multi-order polynomials of n variables F(x) = (fi(x), ..., fu(X))
25  as a public key. Furthermore, this method is a method of proving “knowledge of
the s; that satisfies y; = F(s;) with respect to L~1 i’s among i = 1, ..., L” without
letting know which s; was used in the interactive protocol. When applying this
method, information related fo “which s; was used” in the interactive protocol will
not be leaked, and the security level sufficient for an active attack will be guaranteed.
30 [0121]

According to the scheme of the present method #1, a verifier sends to a



Step 2: The verifier algorithm V that received Cmti,Cmt, _ selects a verification 20 pattern to be used
from three verification patterns. Then, the verifier algorithm V sends to the prover (prover algorithm P)
challenges Chi,...,ChLe g {0, 1, 2} indicating the sefécted verification pattern. [0128] Step 3: 25The
prover algorithm P that received Chi,Ch]. randomly selects, from = 1, L, one index i (hereinafter," ) of a
challenge Ch, to which a response will not be given. Next, the prover algorithm P calculates
Rsp,<-Pa,2(Ch,; St) with respect to ie {X}. Then, the prover algorithm P sends (Rspi, Rsp,._,, RspL, )
to the verifiervetfichalgogthily) . 300208 tepHon 3ARasyevifie retpprittomn ¥ kthat.rbeeided (Rspi,
RsP1.-1, RsP,*+: RsPL ).performs Q/b-DecatE. V.. t" ChiRsp,) with respect.to 1. Then, in a case
of acceptan(:éhf?oBlt%\fﬁrlt;T (t)r}% of Fenﬁ%?hﬁ)%ﬁt%getﬂ é\S/e%ﬁ]fér' 'aifg((:)lssl]thgr%2 fi?tgzléﬁfnceﬁsacfgﬁg Verification is
established. B0l 80ks a resndhsee for@guingisang ithteractivedptbtopalvel avbadexwhere.thesscheme of the

present method #1 is applied fo the.SSH10a public, key authentication.scheme has been described. It
Y earenteec D e B B B R e ey
authentication;schesewilfalsifieitinat dauingtrd shilio. is Bintehtoncarsesitvsaipardyavittiyaspect to

eachi=1, L, to the challen h, sent from_.the verifier with a probability of only.2/3 or less.
Frthermore, BYPABUNING Bl G BBCBME TRELLEAR) B CEHRER Fespond t
the challengekehs; sent Femithehvdiefige Wi reBpedt e is horimevis, the wiohabilily@bsyecess of
falsification will be (2/3)1-+L(1/%%{3)L- 1 =(2+L)21-1/3 L. 15[0131] Furthermore, in the interactive -
protocol deschi BN TPHESE MR ERE BITRTE P RS Yossible, when the s, was not used for one of
i=1L,to [0p122]

10 [2-2: Application to SSH10a Public Key Authentication Scheme]

First, an interactive protocol of a case where the scheme of the present
method #1 is applied to the SSHI10a public key authentication scheme will be
described. FIG. 9 is an explanatory diagram for describing an interactive protocol
of a case where the scheme of the present method #1 is applied to the SSH10a public

15  key authentication scheme. This interactive protocol is configured from a key
generation algorithm Gen, a prover algorithm P and a verifier algorithm V. In the
following, contents of each algorithm will be described.

[0123]

{Key Generation Algorithm Gen)

20 First, a structure of the key generation algorithm Gen will be described.

The key generation algorithm Gen generates m second-order polynomials of n

variables fj(x;, ... .Xpn), ..., fm(X1, ..., Xn) defined on a ring K and L vectors
Si,...,s.eK".  Additionally, a vector of n variables(x,, ..., X,) will be expressed as x,
and m second-order polynomials of n variables (fi(x), ..., fu(x)) will be expressed as

25  F(x). Next, the key generation algorithm Gen calculates y; = F(s;),...,y. = F(sp).
Then, the key generation algorithm Gen sets (F, vy, ..., y.} to the public key pk, and
sets (81, ..., sp) to the secret key.

[0124]
{(Prover Algorithm P, Verifier Algorithm V)
30 Next, structures of the prover algorithm P and the verifier algorithm V will

be described with reference to FIG. 9. The interactive protocol of the present



behave exactly like the prover without letting know the verifier which s, was not used. Accordingly,
interactive protocols (modified examples 1 to 3) capable of realizing 20the same authentication as the
above-described interactive protocol without using dfie s, will be described. [0132] [2-3:
Application to SSH10a Public Key Authentication Scheme (Modified Example 1)] 25First, an interactive
protocol (modified example 1) of a case where the scheme of the present method #1 is applied to the
SSH10a public key authentication scheme will be described with reference to FIG. 10. FIG. 10 is an
explanatory dislgresn#brndésarblnggam vatdractiveypridtddiph (modifiedy etansplbat safdicage here the
scheme of the.gres%?t me ﬁgﬁé#liﬁgg iegﬂito th SSHlOaGpuin .kgySSOauthegtication scgeme.This

interactive prg%o%%ﬁ IS a{bn:flg dtroma eygr]1 nera |o%tlé)lr§orl|“th% en’a S?OI\E/Seer a?ﬁgfﬁ%r%o and a

verifier algoriteaV at38lIncidentalifidhe stdditimenti thiecfalsification plgpeitbratetederitedkabove is used
in the verifier algorithm V. Furthermore, explanatiqn will be given for. a case of L = 3. Furthemiore, the
index of s, thACTCHOPUAUETITB O TR thie RSN, TN S REREH Ao MM be
described. 5[Q133]tHs syt Reratiop-AlgaEthhy Geiey cenEittlod Abisthne Qbihe kayigenesation
algorithm Ge&ewill be describe%hg(%(ey generation algorithm Gen generates m second-order
polynomials S SHARKREETHETHE) B P #¥fified on a ring K and L vectors 10 s1,...,5LelC. Incidentally,

a vector whiclpipsglected as appropriate is used as slip. Additionally, a vector of n variables (xi, ..., ;)
will be expressed as x, and m second-order polynomials of n variables (fi(x), fro(x)) will be expressed

as F(x). Next, the key@@n@&fﬁ?ﬁ%ﬁ’gﬁﬁﬁﬁ% dhfcpersat schepas #)) 18 ppadigustidaRy, yo =
F(so) does nei-haxeite begupianiasdwhiansthedeyigenealion haalgeiin.Qen salf (kpyiyL) to the

public k%/ pkayand sets (si,sL) to the secret key. [0134] (Prover Algorithm P, Verifier Algorithm V)
ill be described.
[0126]
| Step 1:
First, the prover algorithm P generates a vector r,t;e K" and a vector e;eK™
fori=1, ..., L. Next, the prover algorithm P calculates (Cmt;; St;)«—P,(F, v;, s;; 13,
15 t, e). Then, the prover algorithm P sends Cmty,....Cmty, to the verifier (verifier
algorithm V),
[0127]
Step 2:
The verifier algorithm V that received Cmty, ..., Cmty selects a verification
20 pattern to be used from three verification patterns. Then, the verifier algorithm V
sends to the prover (prover algorithm P} challenges Chy,...,Chy er{0, 1, 2} indicating
the selected verification pattern.
[0128]
Step 3¢
25 The prover algorithm P that received Chy, ..., Chy randomly selects, from i
=1, ..., L, one index i (hereinafter, i*) of a challenge Ch; to which a response will not
be given. Next, the prover algorithm P calculates Rspi«—P,2(Chy; St;) with respect
to ie{I,...,L}¥{i*}. Then, the prover algorithm P sends (Rspy, ..., Rspi=1, Rspie1,
..., Rspi, i*) to the verifier (verifier algorithm V).
30 [0129]
Step 4:



Next, structures of the prover algorithm P and the verifier algorithm V will 20 be described with
reference to FIG. 10. Additionally, the public key pk generated by the key generation algorithm Gen is
assumed to be shared between a prover and a veriiér. Also, the secret key sk generated by the key
generation algorithm Gen is assumed to be secretly managed by the prover. [0135] 25The interactive
protocol of the present scheme #1 is configured from processing steps 1 to 4 shown in FIG. 10. In the
following, the process of each step will be described. [0136] Step 1: 30First, the prover algorithm P
generates a vector r'tfJlBKvtafie algectbneié fbati redei ZB(RNext,. theRsmpuerRdperithm, Rsalects one

Ch.E [0, 1, 21.This Ch* 39 correspands to.a verificatipn pattern where the proyer i .able to give a
response with ?egﬁlefcg:ﬁbs t ’feICE({))Eaﬁaﬁfﬂéf“N%%?if %,"tgs%ﬁo%ﬁlallg%ﬂ?ﬁ‘mtﬁ f%ﬁllat ty, si;r't,
e,). On the othiaehaitd aifchseiof thecppareak algoittm Pfor calcutates (CmE; $194-Mad(Feyfic€h*, s, 1), h,
ei). Then, the rov.%% algorithm Pésends Cmtl,Cmtz?%Pc%: t3 to the verifier (verifier algorithm V)
[0137] Step 2 BTV ATHET S 8fiﬁ‘%f\9at%%? IREERRY iti, Cmt2 and Cmt3 selects a verification

pattern t@ be [Eedfrom three verification patterns. Then, the verifier 10algorithm V sends to the prover
(PTG  csing: an Jhfarathine proibatl OF 5 easg whers the sehama GF tha | Pattern-
present method #1 is applied to the SSH10a public key authentication scheme has
been described. It is guaranteed for this interactive protocol that, owing to the
security of the SSH10a public key authentication scheme, a falsifier not having the s;

10 is able to correctly respond, with respect to each i = 1, ..., L, to the challenge Ch;
sent from the verifier with a probability of only 2/3 or less. Furthermore, by
applying the present method #1, since it becomes necessary to correctly respond to
the challenge Ch; sent from the verifier with respéct to L—1 or more i’s, the
probability of success of falsification will be (2/3)"+1L(1/3)(2/3)! = (2+L)21/3%,

15 [0131]

Furthermore, in the interactive protocol described above, all of sy,...,s; are
used, but if L. < 3, it is possible, when the s; was not used for one of i =1, ..., L, fo
behave exactly like the prover without letting know the verifier which s; was not used.
Accordingly, interactive protocols (modified examples 1 to 3) capable of realizing

20  the same authentication as the above-described interactive protocol without using
one s; will be described.

[0132]

[2-3: Application to SSH10a Public Key Authentication Scheme (Modified
Example 1}}

25 First, an interactive protocol (modified example 1) of a case where the
scheme of the present method #1 is applied to the SSH10a public key authentication
scheme will be described with reference to FIG. 10. FIG 10 is an explanatory
diagram for describing an interactive protocol (modified example 1) of a case where
the scheme of the present method #1 is applied to the SSH10a public key

30 authentication scheme. This interactive protocol is configured from a key

generation algorithm Gen, a prover algorithm P and a verifier algorithm V.



[0138] Step 3: The prover algorithm P that received Chi, Ch2 and Ch3 selects the index i
15(hereinafter, i*) of one challenge Chi to which a response will not be given fromi =1L in the
following manner. If Chip = Ch*, the prover algorithA8V sets On the other hand, if Ch,0 Ch*, the prover
algorithm V randomly selects the i* from e 11,2,310.01. If this method of setting the i* is used, then no
matter which verification pattern is requested by the verifier, the i* will take any of values 1, 2 and 203

with a probability of 1/3, respectively. That is, infoimation indicating the value that io took among 1, 2
and 3 is comphetidintadipiche fango]re of thivalgi fihetiorovigrdiyoriteneibedidutatels R, iwitherespect to |
e{1,2,3} {i*}] oljlg i g.manner. Lo, the praver algorithm P calculates Rsp,<zRa2(Ch,; 25St). If i
= io, the provgzrnta éjgrzlit ré#l g calc'ulaﬁtgg%ggggmgﬁgﬁ? t)W rg,r?, %ﬂ}vee%rl[c%\lfee} g?gsgr(l)t rIﬁ P%‘ends
(Rspi,Rsp,*,i, Rehptmardr st injjta the yvehifienverifiescdl goritim Wado140] BtepedfBRThagyverifier

algorithm V that received (Rspi,Rspe+i....,,RSPL, Ii*) Performs 0/1<-Dec3(F, y,; Cmt" Ch" Rsp,) with
respect to iE ffréegg}g \(I\’/el.e an,goE%B in g 1011615‘3%({)D g%lgécgtance (output 1) for all of ie {1,2,3}{r}, the
verifier algorifliiB¥) assumes that verification is established.

(Key Generation Algorithm Gen)

First, a structure of the key generation algorithm Gen will be described.
The key generation .algorithm Gen generates m second-order polynomials of n
variables fij(x1, ..., Xp)s ..., f{X1, ..., X,) defined on a ring K and L vectors

10 sy,...s,eK”  Incidentally, a vector which is selected as appropriate is used as si.
Additionally, a vector of n variables (X, .... Xn) Will be expressed as x, and m

- second-order polynomials of n variables (fi(x), ..., fm(x)) will be expressed as F(x).
Next, the key generation algorithm Gen calculates y; = F(s1), ..., yL = F(sp).
Additionally, yio = F(sj) does not have to be guaranteed. Then, the key generation
15 algorithm Gen sets (F, y;, ..., yo) to the public key pk, and sets (s;, ..., 81) to the
secret key.
[0134]
(Prover Algorithm P, Verifier Algorithm V)
Next, structures of the prover algorithm P and the verifier algorithm V will

20  be described with reference to FIG. 10. Additionally, the pubiic key pk generated
by the key generation algorithm Gen is assumed to be shared between a prover and a
verifier. Also, the secret key sk generated by the key generation algorithm Gen is
assumed to be secretly managed by the prover.

[0135]

25 The interactive protocol of the present scheme #1 is configured from
processing steps 1 to 4 shown in FIG. 10.  In the following, the process of each step
will be described.

[0136]
Step 1:
30 First, the prover algorithm P generétes a vector 1;,t;eK” and a vector g;eK™

fori= 1,2, 3. Next, the prover algorithm P selects one Ch' e {0, 1, 2}. This Ch"*



[0141] In the foregoing, an interactive protocol (modified example) of a case where 5 the scheme of
the present method #1 is applied to the SSH10a public key authentication scheme has been
described. Explanation was given taking the case &9 = 3, but the same can be said for the case of L
= 2. For example, one i (i*) that will not be used will be set from i = 1, 2 in the following manner. If
Ch10 = Ch, i = io will be set. On the other hand, if C11,0 Ch*, i*=i0 with a probability of 1/4 and i* 10
io will be set with a probability of 3/4. With such setting, no matter which verification pattern is
requested bydteespafids tthe Veufititke eithemoiheateelselpame:2iwitht axfdrotaability :ofkfRynkespectively.

Accordingly, the infoimation jndicating the valye that io taok among 1 and 2 is ¢ tely hidden.
[0142] 15[2-4‘:?"}3%5’%8%‘6%??0%@%%%%@’ uBlic ES?EA{J%% ntkatis ?3@?&%&%% H%f%no‘pé%(% Hle 2)]
Next, an inter@ative Siyptatol(inadified texampienZhebéheabandhidie-the thepemerafl foeipregent method

#1 is applied to,the SSH10a puhlic key authentication scheme will be described with reference to FIG.
11. Additionafi ,cﬂfgt?ﬁo@ﬂgd %%?Qfﬁﬁ@e&i &én‘igéfd]fﬁé[éj SQam% Tt the Phte AN protbcol shown in

FIG. 9. HG. ktngsahnetxtiantatany diagranthioraiaser inghandnieraetiveprotocol (modified example 2)
of a case where the scheme of the present method #1 is applied to the SSH10a public key
authentication’dcHéme. This interactive protocol is configured from a key generation algorithm Gen, a
prover algorithm P argie erifier algorithm V. 25In the following, contents of each algorithm will be
described. [0143] (Key Generation Algorithm Gen) First, a structure of the key generation

algorithm Gen will be d&scrsidter T%%%%e“eﬂé%oﬁ%‘?@fﬁ‘ﬁh%e@%ﬁé@e@ﬁ%@ékﬁ%—d’rder

polynomials R SOMAIRRIRRA{I®. 186 Hom. tdefinsand g dnand fyoVertors s 2elC.
Additionally, a vector of n variables (x1, ..., xn) will be expressed as x, 41 and m second-order

polynorifals GlePustabYeseplisy RPN Beossprtessbmd s chplitagesthbi kel ddnenatibr algorithm
Gen calculat% Yhgi& ﬁf@:dséi%c?egg/%’)ﬁzmﬁﬁ ﬁQﬁe‘fﬁ}’ generation algorithm Gen sets (F, yi, y2) to the

public key pk, and sets (si, s2) to the secret key. 5[0144]
[0138]
Step 3:
The prover algorithm P that received Ch;, Chy and Ch; selects the index i
15  (hereinafter, i*) of one challenge Ch; to which a response will not be given from i = 1,
..., L in the following manmner. If Chy = Ch’, the prover algorithm V sets i «io.
On the other hand, if Chy # Ch*, the prover algorithm V randomly selects the i* from
i'€41,2,3}%{i}. If this method of setting the i* is used, then no matter which
verification pattern is requested by the verifier, the i* will take any of values 1, 2 and
20 3 with a probability of 1/3, respectively. That is, information indicating the value
that iy took among 1, 2 and 3 is completely hidden. '
[0139]
Next, the prover algorithm P calculates Rsp; with respecﬁ ﬁol ié {I.,2,3}¥{i*}
in the following manner. If1 # 15, the prover algorithm P calculates Rsp;«—P,»(Ch;;

25 St). If i =iy, the prover algorithm P calculates Rsp;«—M,(Ch;; St). Then, the

prover algorithm P sends (Rspi, ..., Rspy., Rspis«1, ..., RspL, 1) to the verifier
(verifier algorithm V),
- [0140]
Step 4:
30 The verifier algorithm V that received (Rspy, ..., Rspis.1, Rspiw, ..., Rspr,

i") performs 0/1«—Dec,(F, vi; Cmt;, Chy, Rspy) with respect to ie {1 ,2,3}¥{i*}. Then,



(Prover Algorithm P, Verifier Algorithm V) Next, structures of the prover algorithm P and the
verifier algorithm V will be described with reference to FIG. 11. The interactive protocol of the present
scheme #1 is for making a verifier prove that "the ptover knows the s, that satisfies 10 one 'y, = F(s)"
without leaking information on "which s, was used or was not used" at all to the verifier. Additionally,
the public key pk generated by the key generation algorithm Gen is assumed to be shared between
the prover and the verifier. Also, the secret key sk generated by the key generation algorithm Gen is
assumed to be sessethf manpgedeiptiys:plovier. Abfd1i45] 2,3 } Ftie! interactifieprlgadtinfthe present
scheme #1 is configsute fror?cprocessi%%‘%slegggfsa} to 4 shown in FIG. 11. In the following, the process

of each step il be described. f&)ﬂéfﬁ First, the prover algorithm P generates a vector

ri,t, EKE' and@lvégtor el EIC. Next, the prover algorithm P calculates (Cmiti; yi, 51; r1, ti, el) and (Cmt2;
St2),P,,,(F, y2, s2; ri, it, et)..Additionall mt, is (c11, c12. c13).and Cmit2is (¢21, cm, £13). Then, the
prover algorithm P seltﬁ&ge)cii)f?%ﬂ]ffgti%ign%agﬂ gﬁ%tg(if)erﬁﬁ‘é(?%%ga Ve @%?gé?n%?ﬁ s\?)‘.”&fﬁ)?] Step 2:
The verifier ajgeritienvethat meepreseet], aithodl 3Fand cipHelteats aheerifidation patieeniteybe used.

Then, the verifier algorithm \/ sends to the prover 30(prover algorithm P). a set of challenges (Chi,
ChOYE (0. 1. SR By S e SEhe LSt VAo G B0 P SRy B S5 The prover
algorithm P thatreceivedikdand &hddandomiyhsalestsoan index Fef axghallenge:Chiahwhich a

response is to be given. Next, prover algorithm P 5calculates Rsp,<-13,42(Ch,; St" ri, t1,.el) for the
selected i. THEH! ’b%b%ﬁléff&d? bepet from 1= 1, 2 in the following manner. 1f Choy=Ch',1 =

ip will be set.  On the other hand, if Chy # Ch*, i*=i{, with a probability of 1/4 and i
10 # ip will be set with a probability of 3/4. With such setting, no matter which
verification pattern is requested by the verifier, the i* will take either of values I and
2 with a probability of 1/2, respectively. Accordingly, the information indicating
the value that i, took among 1 and 2 is completely hidden.
[0142]
15 [2-4: Application to SSH10a Public Key Authentication Scheme (Modified
Example 2}]

Next, an interactive profocol (modified example 2) of a case where the
scheme of the present method #1 is applied to the SSH10a public key authentication
scheme will be described with reference to FIG. 11. Additionally, the modified

20  example 2 is a modified example of the interactive protocol shown in FIG. 9. FIG
11 is an explanatory diagram for describing an interactive protocol (modified
example 2) of a case where the scheme of the present method #1 is applied to the
SSH10a public key authentication scheme. This interactive protocol is configured
from a key generation algorithm Gen, a prover algorithm P and a verifier algorithm V.

25  In the following, contents of each algorithm will be described.

[0143]

(Key Generation Algorithm Gen)

First, a structure of the key generation algorithm Gen will be described.
The key generation algorithm Gen generates m second-order polynomials of n

30 variables fi(xy, ..., X, .... fn(X1, ..., X,) defined on a ring K and two vectors

s1,5.€K".  Additionally, a vector of n variables (x;, ..., X,) will be expressed as x,



sends (Rsp,, i) to the verifier (verifier algorithm V). [0149] Step 4: The verifier algorithm V that
received Rsp" i performs 0/1,Deca(F, vy,; 10(c,,,c12,c13,), Ch" Rsp,). Then, in a case the outputis 1 (in
a case of acceptance), the verifier algorithm V assérhes that verification is established. [0150] In
the foregoing, the interactive protocol (modified example 2) of a case where the scheme of the present
method #1 is applied to the SSH10a public key 15 authentication scheme has been described. The
present modified example has its characteristic in that sets of random numbers (ri,t1, el) and (r2, t2,
e2) used at thedimesebgémedsting Cuimiig, of m2aatd S 6xe made(sonwiibheBy pedsiathese

random numbers c 0 2,¢13) and .623) among_ elements forming €mt; == and
Cmt2(021,c2%,%;'3)ﬁér%}ét%é%yvﬁ%%%%g%%%%h\%ﬁe@%ﬂrﬁ%%fl!)ar% four \%{%Beég’go?’é _11:1@%12 C13,
C21) will hav@tienhéhsetyattherdime aifcsetiding@nsttatid Goy?) frotheheldrokey iokthadseifier, and the
amount of co mlég'%caﬁg‘on can Eg reduced. Additionally, in the case of the present modified example,

only the infoi T4tiGh Telated 1o one of the groups will be published in the third pass, and thus the zero

knowledge wijlb hit]be lost even if a part of the random numbers is made common as 25described
above. [0151] [2-5: Application to 10a Public Key Authentication Scheme (Modified Example
3)] Next, an int O&Eﬁpé"‘&%%ﬂ (?h%%?ﬁ%& %&fr‘ﬁ&@mf a case where the 30scheme of the
present method #1 isnxpplieshieriRe; S5HHE Qaapublitakeyhauthenticatonsabemgowillbevdestribed with
reference to I;L:Gde]é%ﬁﬁg ig(i)t%alz!gfgrhe%c@%g if}iTGI((j}. 11, The interactive protocol of the present
scheme #1 is for making a verifier prove that “the prover knows the s; that satisfies
10 oney; = F(s))” without leaking information on “which s; was used or was not used” at
all to the verifier. Additionally, the public key pk generated by the key generation
algorithm Gen 1s assumed to be shared between the prover and the verifier. Also,
the secret key sk generated by the key generation algorithm Gen is assumed to be
secretly managed by the prover.
15 [0145] ’
The interactive protocol of the present scheme #1 is conﬁgﬁred from
processing steps 1 to 4 shown in FIG. 11. In the following, the process of each step
will be described.
[0146]
20 Step 1:
First, the prover algorithm P generates a vector ri,t; K" and a vector ; K™,
Next, the prover algorithm P calculates (Cmty; Sti)—P,((F, v, s1; 11, t3, €1) and
(Cmty; Sty)«—P, 1 (F, yo, 82 11, t1, €1).  Additionally, Cmt; is (¢}, ¢12, ¢13) and Cmt; is
(¢a1, €12, €13).  Then, the prover algorithm P sends ¢y, ¢1o, €13 and ¢;; to the verifier
25  (verifier algorithm V).
[0147]
Step 2:
The verifier algorithm V that received ¢;;, ¢z, ¢i3 and ¢p; selects a
verification pattern to be used. Then, the verifier algorithm V sends to the prover
30  (prover algorithm P) a set of challenges (Ch,, Chy)e {0, 1, 2}%{0, 1, 2} indicating the

selected verification pattern.



43 example 3 is a modified example of the interactive protocol (modified example 2) shown in FIG. 11.
FIG. 12 is an explanatory diagram for describing an interactive protocol (modified example 3) of a case
where the scheme of the present method #1 is appfizd to the SSH10a public key authentication
scheme. This interactive 5 protocol is configured from a key generation algorithm Gen, a prover
algorithm P and a verifier algorithm V. In the following, contents of each algorithm will be described.
[0152] (Key Generation Algorithm Gen) 10First, a structure of the key generation algorithm Gen will be
described. TH& k] generation algorithm Gen generates m second-order polynomials of n variables
fdxi,, fin(xt,xl,) define%é)n g_ring K and two vectors s1,s2el1C. Additionally, a vector of n variables (xi,
..., Xn) will be expresseapas‘ X, and m second-order polynomials of n variables (f, (x),fr,i(x)) will be
expressed as 15F(x). Hexirdher kipogenarition alganitdraiGendcabuatrbm v (s aadiy@ex F(sn).
Then, the key. generation algorithm Gen sets (F, Yi, Y2) to a public key pk, and sets (si, s2) to a secret
key. [0153] (Provér5 Pd%ﬂﬁﬁr& g @e??ﬂéh,ﬁﬁﬁ(g?ﬁﬂﬁ?e\})s SONEE GPucthied- e prRAHAR drithm P and
the verifigr algaritfiney RéH, berdasaribed with referonastefdédl?. The:H)tsraativa Rratesop of the
present scheme #1 is for making a verifier prove that "prover knows the si that satisfies one y, = F(s)"
without leakintf#fdihTBt Shi P ensiefie, (Frdiss el s Hot used at all to the verifier. Additionally,
the public key gqgpnerated by the key generation 25 algorithm Gen is assumed to be shared
between the prover and the verifier. Also, the secret key sk generated by the key generation algorithm
Gen is assumed to b&?é‘c‘}étly managed by the prover. [0154] The interactive protocol of the

present scheme #1 isgnfigirey fIom-30Rracersing&leRe e showndf! G 12pRthe fgllowing, the
process of each step will be described.
10 {(cis,ci2.13,), Chi, Rsp;).  Then, in a case the output is 1 (in a case of acceptance), the

verifier algorithm V assumes that verification is established.
[0150]
In the foregoing, the interactive protocol {modified example 2) of a case
where the scheme of the present method #1 is applied to the SSHI10a public key
15  authentication scheme has been described. The present modified example has its
characteristic in that sets of random numbers (ri t;, ;) and (12, tz, &) used at the time
of generating Cmt;, St;, Cmt; and St; are made common. By making these random
numbers common, (c1z, c¢3) and (¢, ¢3) among elements forming Cmt; =
(cin.c12.¢13) and Cmt; = {cy1,C22,¢23) will be common values. Thus, only four values
20 (e, Ci2, €13, c21) Will have to be sent at the time of sending Cmt; and Cmty from. the
prover to the verifier, and the amount of communication can be reduced.
Additionally, in the case of the present modified example, only the information
related to one of the groups will be published in the third pass, and thus the zero
knowledge will not be lost even if a part of the random numbers is made common as
25  described above.
[G151]
[2-5: Application to SSH10a Public Key Authentication Scheme (Modified
Example 3}]
Next, an interactive protocol (modified example 3) of a case where the
30  scheme of the present method #1 is applied to the SSH10a public key authentication
scheme will be described with reference to FIG. 12. Additionally, the modified



44 [0155] Step 1: First, the prover algorithm P generates a vector ri,tie IC and a vector ei E Km.
Next, the prover algorithm P calculates (Cmiti;yi, si; ri, ti, el) and 5 (Cmt2; St2)<-Pa,i(F, Y2, s2; r1, t1,
ei). Incidentally, Cmti is (el hci2ici3) and Cmt2 is (c23,c12,c13). Next, the prover algorithm p sends ei |,
cl2, c13 and c21 to the verifier (verifier algorithm V). [0156] Step 2: 10The verifier algorithm V that
received cl11, c12, c13 and c21 selects a verification pattern to be used. At this time, the verifier
algorithm V selects a verification pattern (a set of challenges (Chi, Ch2)) from (Chi,Ch2)e
{(0,0),(1,1),(1s2miiE) IZ,Q)I}Jﬂdﬁéﬁﬁcﬂh@wmiiﬂiemélgmimmwmgmmdbﬂe(mwﬁeﬁjmumpﬁgbrithm P) the

set of challen es Chlﬁ 2 |nd the 15sel cted ve lflcat;%nfgr esrgrl g)lS?%ISt(%Jgf)acfl
prover algorit m tha ece|ve |anés(‘?ﬁz SeTE T A indax ofa 2ha enge‘@h to WhICh

a response |Spﬁmbeog|&Emd1ﬁe:kfe}tbmgdm$')eoﬁhgomﬁ1wh&aﬁmbnhlat&sdﬁsbe Pes2ChizBtd #]1i, el) for the
o The BB Sabhin 9 G AocRORS (<Spr ) SHGTHE OreSERa(r T B SRELA o, Ch
Rsp,). Then, in@casdsthedlgputisibindease:nfadeapianeahmheserfieralgotthsntmgsumes that
verification Isz§18t%,bl'»|f?:p1%er algorithm V. In the following, contents of each algorithm will be
described.
[0152]
{Key Generation Algorithm Gen)
10 First, a structure of the key generation algorithm Gen will be described.
The key generation algorithm Gen generates m second-order polynomials of n
variables fi(x1, ..., Xn), ..., fm(X1, ..., Xp) defined on a ring K and two vectors
si,2€K".  Additionally, a vector of n variables (xy, ..., x,) will be expressed as x,
and m second-order polynomials of n variables (f;(x), ..., fin(x)) will be expressed as
15 F(x). Next, the key generation algorithm Gen calculates vy = F(s)) and y» = F(s2).
Then, the key generation algorithm Gen sets (F, v1, y2) to a public key pk, and sets (s,
s2) to a secret key.
[0153]
(Prover Algorithm P, Verifier Algorithm V)
20 Next, structures of the prover algorithm P and the verifier algorithm V will
be described with reference to FIG. 12. The interactive protocol of the present
scheme #1 is for making a verifier prove that “prover knows the s; that satisfies one
yi = Fs;)” without leaking information on “which s; was used or was not used™ at all
to the verifier. Additionally, the public key pk generated by the key generation
25  algorithm Gen is assumed to be shared between the prover and the verifier.  Also,
the secret key sk generated by the key generation algorithm Gen is assumed to be
secretly managed by the prover.
[0154]
The interactive protocol of the present scheme #1 is configured from
30 processing steps 1 to 4 shown in FIG. 12. In the following, the process of each step
will be described.



[0159] In the foregoing, the interactive protocol (modified example 3) of a case where the scheme
of the present method #1 is applied to the SSH10a public key 30authentication scheme has been
described. The present modified example has its cHdracteristic in that a usable verification pattern is
limited to five patterns, 45 (Chl,Ch2)e UO0,0),(1,1),(1,2),(2,1),(2,2)1. [0160] In a case the elements
(c12, c13) of Cmt, and the elements (c22, c23) of Cmt2 are made common as described above, the
response for Chi = 0 (the response for c12 5 and c13) and the response for Ch2 = 0 (the response for
c22 and c23)WwibbE the same. Accordingly, that "it is possible to respond to (Chi, Ch2) = (0, 0)" means
that "it is possible to rgfs%o 1d to both Chi = 0 and Ch2 = 0." Therefore, the prover who can respond to
(Chi, Ch2) = (0, 0) is able to respond to any of (Chi,Ch,) =(0,1), (0,2), (1,0), (2,0). Accordingly, it is

sufficient that the verffien paefpmnsverdicabionfoedfive paiternsy (CHKGHY) ~@Q) d1eK7(1,2), (2,1),
(2,2). [0161] For the reason as described, it is guaranteed that, as long as the secret key sk is not
known, it is nOFBGsEIBIRR Fos éﬂlatgéf‘a%’ tﬁaé%\;gtﬁsaﬁé%@d%%mﬂ)é SbdveStiia Is, Hedtho does not

know thessecreikey si)eap, iespand,torpnly iyr palirIas.aly, 1onmaxImT, 26d) tine tadalsification
probability is 4/5 at the maximum. In the case of the interactive protocol shown in FIG. 9, the
falsification pfGHatiityin tREKEIBOPIOED Jlepidhe: R SBrdifety CapSlyiAtttse: COrhGUSHBRF of the
modified examplervlbteameethe falsification probability. [0162] 20[2-6: Application to SSH10b Public
Key Authentication Scheme] Next, an interactive protocol of a case where the scheme of the
present methtd 24lis applied to the SSH10b public key authentication scheme will be described with
reference to FIG. 13. 213 is an explanatory diagram for describing an interactive protocol of a case
where the scheme of the present method 25 #1 is applied to the SSH10b public key authentication
schemelCThis interacths pr&tdiée il soifigured thein we@dyedeseration slgottintGestlecisraver

algorithm P apdguarifieralgoritimy Y. |o-the fellowing; contgptsfirach alaerihry wil R described.
[0163] 30(Key Generation Algorithm Gen)
verification  pattern (a  set of  challenges (Chy;, Chy)) from
(Ch1,Cho)e {(0,0),(1,1),(1,2),(2,1),(2,2)}. Then, the verifier algorithm V sends to
the prover (prover algorithm P) the set of challenges (Ch;, Ch;) indicating the
15  selected verification pattern.
[0157]
Step 3:
The prover algorithm P that received Ch, and Ch; randomly selects an index
i of a challenge Ch; to which a response is to be given. Next, the prover algorithm P
20 calculates Rspi«—P,o(Chi; St, 11, t, e;) for the selected i. Then, the prover
algorithm P sends (Rsp;, 1) to the verifier (verifier algorithm V).
[0158]
Step 4:
The verifier algorithm V that received (Rsp;, i) performs 0/1«Decy(F, v;
25  (ci,c12,¢13), Chy, Rspi). - Then, in a case the output is 1 (in a case of acceptance), the
verifier algorithm V assumes that verification is established.
[0159]
In the foregoing, the interactive protocol (modified example 3) of a case
where the scheme of the present method #1 is applied to the SSH10a public key
30  authentication scheme has been described. The present modified example has its

characteristic in that a usable verification pattern is limited to five patterns,



First, a structure of the key generation algorithm Gen will be described. 46 The key generation
algorithm Gen generates in second-order polynomials of n variables f1( xi, xn), frn(xl, xn) and L vectors
si,...,sLe Kr. Additionally, a vector of n variables (xi#a., xn) will be expressed as x, and m second-order
polynomials of n variables (fi(x), f,n(x)) will be expressed as F(x). Next, the 5key generation algorithm
Gen calculates y1 = F(si),yL = F(sL). Then, the key generation algorithm Gen sets (F, yi, yL) to the
public key pk, and sets (si, ., to the secret key. [0164] (Prover Algorithm P, Verifier Algorithm V)
10Next, structGies(df jkd (Orover, Blgoathim B.éne)the verifier algorithm V will be described with
reference to Fb(]‘:?%& The interactive protocol of the present scheme #1 is for making a verifier prove
that 'the provér nows the s, that satisfies L-1 pieces of y, = F(s,)" without leaking information on
"which s, was used oimwassetiiseitangl (k9 the yeasfiemi\ ddididrabienibatpublic keyqikCaenerated by

the key 15 generation algorithm Gen i umed to be shared between the prover and the verifier.
Ao, the scaRE 0y G JETA By T L Gn PRI,k e 14 B SRR ot Secretly
managed by tiel proveid [BkG8ponse fhhetinteragtivergiaipsokaf theaptessntsingnieettlds configured

from 20processing steps Ito 6 shown in. FIG. 13. In the following, the process of each step will be
described. [Ofééfﬁ’%qﬁf’. that it Ispassifle ’1&6@%’@%6%&%1-@@%&&&% VBE48F IREiE 18nd a vector

e,EK'n 25for iggskible ko NeybiitiecpseueCalgerghmiR taleutptes (hdiiore, Se) RdFepwbioYdasi; ti, ei).
Then, the pro;?é?;{;&'l otrcitr(l&nhi 5%?)‘13 g&%ﬁ%&i’&rﬂt@él})&%ﬁ Eloegﬂg? of (Ch;,Chy) = (0,1), (0,2),
(1,0), (2,0).  Accordingly, it is sufficient that the verifier performs verification for
10 five patterns, (Ch;,Chy) = (0,0}, (1,1), (1,2), (2,1), (2,2).
[0161]

For the reason as described, it is guaranteed that, as long as the secret key sk’
is not known, it is not possible to respond to all the five patterns described above.
That is, one who does not know the secret key sk can respond to only four patterns at

15 maximum, and thus the falsification probability is 4/5 at the maximum. In the case
of the interactive protocol shown in FIG. 9, the falsification probability in the case of
L =2 was 8/9. Accordingly, applying the configuration of the modified example 3
will reduce the falsification probability.
[0162]

20 [2«6: Application to SSH10b Public Key Authentication Scheme]

Next, an interactive protocol of a case where the scheme of the present
method #1 is applied to the SSHIOb public key authentication scheme will be
described with reference to FIG. 13. FIG 13 is an explanatory diagram for
describing an interactive protocol of a case where the scheme of the present method

25  #1 is applied to the SSH10b public key authentication scheme. This interactive
protocol is configured from a key generation algorithm Gen, a prover algorithm P
and a verifier algorithm V. In the following, contents of each algorithm will be
described.

{0163]
30 (Key Generation Algorithm Gen)

First, a structure of the key generation algorithm Gen will be described.



(verifier algorithm V). [0167] Step 2: 30The verifier algorithm V that received (CmtA,1,CmtA,L) selects
a set of L random numbers (al, , aL) from q types of elements of a ring K. Then, the 47 verifier
algorithm V sends a challenge (ChA,t , ChA,0 = (& ut,) to the prover (prover algorithm P). [0168]
Step 3: 5The prover algorithm P that received (ChA,,,Ch) calculates (CmtB,,; Sta,,)’-Pb,2(ChA,i; StA,,)
with respecttoi =1, ..., L. Then, the prover algorithm P sends (CmtB,,,CmtB,L) to the verifier (verifier
algorithm V). [0169] Step 4: 10The verifier algorithm V that received (Cmtn,t , Cmta,L) selects a
verification pdtterk¢y rnmetidnonguvshrerificatigenpeiter e foreachardet | palyinoihels, tienverifier

oot Y SSRONRAR S 2ot o A STglnee 0 L ngeadie ook
selects, fromveetdipbne vnmidisaftar, i*), towwhich crespprssedilknot, bengdive nseEhad,dlier

polynomials of n variables (fi(x), ..., fm(x}) will be expressed as F(x). Next, the

5  key generation algorithm Gen calculates y; = F(s1), ..., vo = F(s1). Then, the key

generation algorithm Gen sets (F, yi, ..., y1) to the public key pk, and sets (s;, ..., 51)

to the secret key.

[0164]

(Prover Algorithm P, Verifier Algorithm V)

10 Next, structures of the prover algorithm P and the verifier algorithm V will
be described with reference to FIG. 13. The interactive protocol of the present
scheme #1 is for making a verifier prove that “the prover knows the s; that satisfies
L~1 pieces of y; = F(s)” without leaking information on “which s; was used or was
not used” at all to the verifier. Additionally, the public key pk generated by the key

15  generation algorithm Gen is assumed to be shared between the prover and the verifier,
Also, the secret key sk generated by the key generation algorithm Gen is assumed to
be secretly managed by the prover.

[0165] |
The interactive protocol of the present scheme #1 is configured from
20 processing steps 1 to 6 shown in FIG. 13. In the following, the process of each step
will be described.
[0166]
Step 1:
First, the prover algorithm P generates a vector r;,t;eK” and a vector g;eK™

25  fori=1,...,L. Next, the prover algorithm P calculates (Cmta;; Stai}—P.:(F, v, si;
1, ti, €). Then, the prover algorithm P sends (Cmta, ..., Cmtay) to the verifier
(verifier algorithm V).

[0167]
Step 2:
30 The verifier algorithm V that received (Cmta 1, ..., Cmtay) selects a set of L

random numbers (o4, ..., ap) from g types of elements of a ring K. Then, the



prover algorithm P calculates Rsp&-Pb,3(ChB,,; StB,i). Then, the prover algorithm P sends
(Rspi,RspL, i*) to the verifier (verifier algorithm V). 20[0171] Step 6: The verifier algorithm V that
received (Rsp,,Rspi.+1,. R8PL ) performs 0/14-Dé¢i,,(F, y,; CmtA," ChA," Cmts," ChB," Rsp,) with
respect to ie (1,...,L10*}.Then, in a case of acceptance (output 1) for all of 25IEWI, the verifier
algorithm V assumes that verification is established. [0172] In the foregoing, an interactive
protocol of a case where the scheme of the present method #1 is applied to the SSH10b public key
authenticationsthembtzate¥rsdadcrilsbaldnis gUaranteed ok this (nierastive probequitiat, owing to
the SOSecuritilg%\;gle %%chgqffublic key authentication scheme, a falsifier not having the s, is able to
correctly respond, Wit respect o each i = 1,L, to the challenge Ch, 48 sent from the verifier with a
probability of [@iK81/2+1/2q or less. Furthermore, by applying the present method #1, since it becomes
necessary to correctl)étrgsg)pnd to the challenge Ch, sent from the verifier with respect to L-1 or more
iI's, the probability of success of falsification will be (1/2+1/2q)1-+L(1/2-1/2q)(1/2+1/2q)1-1. 5[0173]
Furthermre, in the inTeeaptivecprdtoenhaeBatibectediove (@l Of Si,... Shaaneddkedatbut Ttz 2, it is
possible, eve% if the s, was noéﬁ% ed for one of i =1, L, to behayv exaai%/ like the prover without letting
VEhr

know the verifiBVRICR'S Nrts Vot UXER. TAREStdhdly, b intérac SRV ple)
capable of readizdggha 10 saromauthenticatioffias treifboyeEaseiingd interactive protocol without
using one s, will be described. [0174] [2-7: Application to SSH10b Public Key Authentication
Scheme (Mo&ﬂ‘fég]Example)] 15In the following, an interactive protocol (modified example) of a case
where the scheme ofdg present method #1 is applied to the SSH10b public key authentication
scheme will be described with reference to FIG. 14. FIG. 14 is an explanatory diagram for describing

an interdftive protocol {MotifiEgTe 2EApibYorG SieiifdretnE-eheme of tHatpréseflefiethod #1 is
applied to the, gFRAQBPHINGKEY be used from two verification patterns for each i =1, ..., L.

Then, the verifier algorithm V sends to prover (prover algorithm P) challenges
Chg1,....CheLer{0, 1} indicating the selected verification patterns.
[0170]

15 Step 5:

The prover algorithm P that received Chg, ..., Chg randomly selects, from
i=1, ..., L? one 1 (hereinafter, i*) to which a response will not be given. Then, the
prover algorithm P calculates Rspi«~Py3(Chg;; Stg;). Then, the prover algorithm P
sends (Rspy, ..., Rspi=1, Rspi=+1, ..., Rspy, i*) to the verifier (verifier algorithm V).

20 [0171]

Step 6:

The verifier algorithm V that received (Rspy, ..., Rspie.i, Rspis-1, ..., Rspr,
i*) performs 0/1«<Decy(F, yi; Cmta;, Chaj, Cmtgj, Chgji, Rsp) with respect to
iefl,..,LY¥{i"}.  Then, in a case of acceptance (output 1) for all of

25  ie{l,...,L}¥{i"}, the verifier algorithm V assumes that verification is established.
[0172]

In the foregoing, an interactive protocol of a case where the scheme of the
present method #1 is applied to the SSH10b public key authentication scheme has
been described. It is guaranteed for this interactive protocol that, owing to the

30  security of the SSH10b public key authentication scheme, a falsifier not having the s;

is able to correctly respond, with respect to each i = 1, ..., L, to the challenge Ch;



20 authentication scheme. This interactive protocol is configured from a key generation algorithm Gen,
a prover algorithm P and a verifier algorithm V. Incidentally, the structure of the falsification algorithm
described above is used in the verifier algorithm VABurthermore, explanation will be given for a case of
L = 2. Furthermore, the index of s, that is not used will be made i0. In the following, 25contents of each
algorithm will be described. [0175] (Key Generation Algorithm Gen) First, a structure of the key
generation algorithm Gen will be described. The key generation algorithm Gen generates m
second-orderspalynomibésvefifi @OwatiableefabilityXrf)pnl ynXE +15h) oefised diualringdteahg L vectors
sl,...,.5Ler. Incidentally, a vector which.is,selected as appropriate is used as sic,. 49 Addijtionally, a
vetior of n vaRR R e P e e R R RS S S e ST st Bt vt
(fi(x), f(x)) wilthze dxlikegsed s fefx) Naxt tiheveelfi ge vdrhtiosspdgonithi-Geor calordais yhe F(si), |, siL

= F(80. Additionally,. y,0 = F(so) does not have ta be gyaranteed. , the key generatjon Salgorithm
Gen sets (F, K}?fiﬁ%%ﬁ%h‘éfsﬂ%‘fﬁg%(f%}ﬁ ﬁ%‘?ét‘?&i%t@ﬁés cﬁl‘?%y{%@]z(g%%r Algorithm P,
Verifier Ajgorjthimiy) Next, structures of the prover algorithm P and the verifier algorithm V will 10 be

described with reference to FIG. 14. Additionally, the public key pk generated %1/ the key generation
algorithm Gen is asstfiZH B BE-sHal ke BERRRY 2isv0vet dredbod sy arb dhésediefitey sk

generated by key FEneratiansagesite &enisthesumadda be-aqerathemanaged by the prover.
[0177] 15The interactive protocol of the present scheme #1 is configured from processing steps 1 to 6

shown in FIGPAVEFHRERSIERRIRG, RFRY Brotthaubleting ey Wi EerIBER s{pprgpt used.

Accordingly, an interactive protocol (modified example) capable of realizing the

10 same authentication as the above-described interactive protocol without using one s;
will be described.

[0174]
[2-7: Application to SSH10b Public Key Authentication Scheme {(Modified
Example)]

15 In the following, an interactive protocol (modified example) of a case where
the scheme of the present method #1 is applied to the SSHI1Gb public key
authentication scheme will be described with reference to FIG. 14. FIG 14 is an
explanatory diagram for describing an interactive protocol (modified example) of a
case where the scheme of the present method #1 is applied to the SSH10b public key

20  authentication scheme. This interactive protocol is conﬁguréd from a key
generation algorithm Gen, a prover algorithm P and a. verifier algorithm V.
Incidentally, the structure of the falsification algorithm described above is used in the
verifier algorithm V. Furthermore, explanation will be given for a case of L = 2.
Furthermore, the index of s; that is not used will be made iy, In the following,

25  contents of each algorithm will be described.

[0175]
(Key Generation Algorithm Gen)
First, a structure of the key generation algorithm Gen will be described.
The key generation algorithm Gen generates m second-order polynomials of n
30 variables fi{X1, ..., Xu), ..., X1, ..., %4 defined on a ring K and L vectors

S1....,s€K".  Incidentally, a vector which is selected as appropriate is used as sip.
7 pprop



Step 1: 20First, the prover algorithm P generates a vector r't, elC and a vector eier* fori = 1, 2. Next,
the prover algorithm P selects one ChB* e {0, 1}. This ChB* corresponds to a verification pattern
where the prover is not able to give a response withdespect to the group of i0. Next, if ii0, the prover
algorithm P calculates (CmtA,i; StA,,)<-Pb,i(F, yi,t" ei). Also, if i = i0, the prover algorithm P
25calculates (CmtA,];y,; ChB*, si, " t, e,). Then, the prover algorithm P sends (CmtA,,, CmtA,2) to the
verifier (verifier algorithm V). [0179] Step 2: The verifier algorithm V that received (CmtA,,,
CmtA,2) sele@técﬁtﬁmﬂaﬁp,twovaerandﬁm rariibdes (ak a2) frgmwgltypescapaicmbnts ;qf anting K Then, the

verifier algorithm V,sends a haIIen hA,,, (ai, a2) t the over (prov lgorithm P).
[0180] Step cid econd- Oz?ﬁr P ovar Al goﬂ Hm’ a‘fsﬁ) éx\) CC?T?‘&S&W& C%B (Sﬁ% rﬁ@ ‘with
5respect to i Nix2 |ﬁqﬂﬁaépllgmagtmﬁnmlgbﬂﬁﬁﬁ then pealsat atgokithm P(eglculates (EmmiB, 1.,

Sta4)<-Pb, 2(%3,6\,,, StA,). Ifi = k%éh rover algorithm P calculates (CmtBJ; Sts,)I-Mb,2(ChA,,; StA,)).
Then, the proVdrRgBHtNmY P f% (B! RAYRE AL SRS fler ¢ “ﬁhé}f’%f&‘é’n%ﬁﬁ?f\??ofblsl]
5 algorithm Gen sets (F, yi, ..., vi) to the public key pk, and sets (s;, ..., s1) to the
secret key.
[0176]

(Prover Algorithm P, Verifier Algorithm V)
Next, structures of the prover algorithm P and the verifier algorithm V will

10 be described with reference to FIG. 14. Additionally, the public key pk generated
by the key generation algorithm Gen is assumed to be shared between a prover and a
verifier. Also, the secret key sk generated by the key generation algorithm Gen is
assumed to be secretly managed by the prover.

(0177}

15 The interactive protocol of the present scheme #1 is configured from
processing steps I to 6 shown in FIG. 14. In the following, the process of each step
will be described.

10178]
Step 1:

20 First, the prover algorithm P generates a vector r;,t;eK" and a vector ¢;e K™
fori =1, 2. Next, the prover algorithm P selects one Chg e {0, 1}. This Chg
corresponds to a verification pattern where the prover is not able to give a response
with respect to the group of ip. Next, if 1 # iy, the prover algorithm P calculateé
(Cmtas Stag<—Poi(F, vi, s 1, 6, ). Also, if i = iy, the prover algorithm P

25  calculates (Cmta j; Staj)e—Mpa(F, vi; Chg*, Si, Ty 1, €).  Then, the prover algorithm P
sends (Cmtga ;, Cmty o) to the verifier (verifier algorithm V).

[0179]
Step 2:
The verifier algorithm V that received (Cmty ;, Cmty ;) selects a sét of two

30  random numbers (o4, ¢2) from q types of elements of a ring K Then, the verifier

algorithm V sends a challenge (Chay, Chap) = (w1, ¢p) to the prover (prover



10Step 4: The verifier algorithm V that received (Cmt5,1, CmtB,2) selects a verification pattern to
be used from two verification patterns. Then, the verifier algorithm V sends to the prover (prover
algorithm P) a challenge (ChB,l, ChB,2)B{0, 1} indit&ting the selected verification pattern. 15[0182]
Step 5: The prover algorithm P that received (ChB,I, Cha2) selects one index i (hereinafter, i*) to
which a response will not be given from i = 1, 2 in the following manner. If Chin = Ch, the prover
algorithm P sets to Cho Ch*. On the other 20hand, if i io, the prover algorithm P randomly perfonns
setting so thasligamithiyeli¥. in. If this method of setting the i* is used, then no matter which verification
pattern is req by the verifier, the i* will take either of values | and 2 with a probability of 1/2,
respectively. That'is, information indicating the value that io took between 1 and 2 is completely
hidden. 25[0183] Stdgxt, the prover algorithm P calculates Rsp, with respect to iE f 1,2H(} in the

following manner. If i jQ, the prover algorithm,P calculat spl<:PB,3(Ch,;.St). If.i = io, the prover
algorithm P calculates Rspi&*fib’ %ﬁﬁ% .%&ﬁ?‘iﬁé’?ﬁiz &lgor: H%gﬁp%%l'ﬁgg 5 %492, ) to the

verifier (verifiegsplgerichm V)1 30[04 84 Step Finglmanndihe Kerifierlansithrovthatdeaeived (Rspi,
Rsp2, i.) performs 0/1<-Decb(F, yi; CmtA,,, ChA,, CmtB,1, Chat, Rspj) with respect to iE { 1 ,2} . Then,
in a case of artSprve (St %%%‘f“é%?b(ﬁ%ﬁz%ﬁ thgvérfﬁe}“algb‘?itﬂlfﬂv\?’raémg?’thgt
verification is @stablishedaf{018%] )M the foregoing, Breitesaching, proiepldmodifigdaxample) of
a case where the scheme of the present method #1 is applied to the SSH10b public key authentication
scheme has bE8H eSB! ERGIEFAIEh WA GRAERER P case of L = 2, but the same mechanism
can also be regligeg for a case of L? 3. 10[0186] In the foregoing, the first embodiment of the
present disclosure has been described. The above explanation was given taking the SSH10a public
key autti@ntication schthé:and the SSH10b public key authentication scheme as the examples, but

the application scope afdue Aesambsehamedid st dmian. losse. | shpRlallan ifiso possible
to the modified examples of the SSH10a public key authentication schieme and the SSHIOb public key

authenticatioR&iene %@%ﬁj@i‘)ﬁu i Ré}fiﬁﬁﬂﬁi@ﬁtifbﬁﬁ@ﬁ%chghﬁés oy es@enpiteomntise ¥xample
above () Bl 10 EPWRIGkepBuhe 6 2 2 paamelst IRk epetdent ol fe pecret ke

this F may also be made a parameter common to the entire syste tead o or 20 each

prover. In thisidisetitaehsubsliestedyscrdisetionivitigaily published will be y only, and the size of the public

key will he re f@@ Furtheiniore, in the interactive protocol described above, random numbers al, oil_

are separately selected fori =1, '
Step 5:

The prover algorithm P that received (Chg,, Chgs) selects one index i
(hereinafter, i*) to which a response will not be given from i = 1, 2 in the following
manner. If Chig = Ch’, the prover algorithm P sets to Chy # Ch*. On the other
20  hand, if i # ig, the prover algorithm P randomly performs setting so that it will be i’ #
1. If this method of setting the i* is used, then no matter which verification pattern
is requested by the verifier, the 1* will take either of values 1 and 2 with a probability
of 1/2, respectively.  That is, information indicating the value that iy took between 1
and 2 is completely hidden.
25 [0183]
Next, the prover algorithm P calculates Rsp; with respect to ie {1,2}¥{"} in
the following manner. If i # iy, the prover algorithm P calculates Rsp;«—Py 3(Chy;
St;). If i = iy, the prover algorithm P calculates Rspi«-My3(Ch;; Sti).  Then, the
prover algorithm P sends (Rspy, Rspy, ') to the verifier (verifier algorithm V).
30 [0184]
Step 6:



L, but these random numbers can be made into one common random number. In this case, the cost of
communication at the time of sending the challenge ChA,, can 25be reduced. [0187] <3: Second
Embodiment (Present Method #2)> Next, a sektbnd embodiment (present method #2) of the
present disclosure will be described. 30[0188] [3-1: Overview] 52 The present method #2 applies
to the SSH10a public key authentication scheme and the SSH10b public key authentication scheme a
mechanism of guaranteeing a security level sufficient for an active attack. As has been described, the
reason why it was nothkneerrdierégogtitie \sdnuriteteval Reéfici®plor ApeatiivesDArablewids

guaranteed or nat is because collision resistance.was not guarante ﬁ%f the function F to be used and
also because’ft vevlgls%%‘bf%géé’sg%&fé’ preven Sg*Q/e“r?%lﬁérr P ?nc%ré])o}v‘v‘:"’l%tb’g e{(i?r:?(‘)rm{;l%n hat e prover
who performed thecpesifieatianpused the sli' Fhesefhoe ¥fithe terifiei hanbe ftere Medsiaes knowing the
information tr{gt "the, ﬁrover who % [%I’El&d the verification used the s" in the interactive protocol, 10the
security level ﬁ?ﬁ’&% £ ?8?%1?155& "Hithck can be guaranteed. [0189] Accordingly, the present
inventorsshavi@ tiedised a method of causing the secret key s and the public key y to be multiplexed
keys. This method takes L (L? 2) s1,...,sLeK" as a secret keyqand éakes yi....,yLelC that satisfies

(Yi,,Y3 (F(s.).....F(s0) Pl AEH BREH B RGHTSIRTGHTIdmstice Gyrmplel i ess a8 S Bublic key.

Furthermore, tthissieihedds anveihadnf priaiming avtheptication wihewrgivihng.amay which s, is
used in the interactive protocol. When appg/ing_this methad, information related to "which s, was used"

in the interactVEHRBEEESPINFBE DI QSRR st sEenipAdvRMasHeAORIE dpr 4ctivs btack will be

20guaranteed. {03.9Qk the sAcCaIsingutethascneme riahe presarhieethpd #2, a verifier sends to a
prover sets of challenges (Cle,ChL()) and (Chi(L),Ch) with respect to i = 1,L, and the prover selects

one of thg se@kﬁ@hallenges and gives a response. 25 Generally, according to this scheme, Q sets (Q

> 2) of challenges arg,seft o, ths Ve 206 BRIEMSESAIPalR Qessht afenalenyss apdgives a

response. At this point, a case where Q = 2 will be described. A prover who knows s1. ....SL will be

able to give adf‘ésﬁb%fa to bettisie @P@Fwéw@eémutﬁéwalsm&mh&q@é%%@a@wi‘st, M fail with a
certain pfobaQ&fHéﬁ%&%{SnaJ&%?R@%ﬁdotﬁg@éﬁ'ﬂéﬂeﬂ@ﬁi@%ﬁ%%%iﬁwgﬁ&ﬂ @sificationyAdditionally,

the prover can, with regard to one i,
examples, but the application scope of the present scheme #1 is not limited to these.

15 Application is also possible to the modified examples of the SSH10a public key
authentication scheme and the SSH10b public key authentication scheme and other
public key authentication schemes. For example, in the example above, (F, ) is set
to the public key, but since the F is a parameter not dependent of the secret key, this
F may also be made a parameter common to the entire system instead of being set for

20  eachprover. In this case, the public keys to be individually published will be y only,
and the size of the public key will be reduced. Furthermore, in the interactive
protocol described above, random numbers o, ..., oy, are separately selected fori= 1,
..., L, but these random numbers can be made into one common random number.
In this case, the cost of communication at the time of sending the challenge Cha; can

25  bereduced.

[0187]

<3: Second Embodiment (Present Method #2)>

Next, a second embodiment (present method #2) of the present disclosure
will be described.

30 [0188]

[3-1: Overview]



give a response to one of the sets of challenges without using the s" and thus even 53 when an
interactive protocol where verification will be accepted was performed, which s, was used in this
interactive protocol will not be known to the verifier5f0191] [3-2: Application to SSH10a Public Key
Authentication Scheme 5First, an interactive protocol of a case where the scheme of the present
method #2 is applied to the SSH10a public key authentication scheme will be described with reference
to FIG. 15. FIG. 15 is an explanatory diagram for describing an interactive protocol of a case where the
scheme of the presentlmattmdit risthpplict aprthes SSHIOS Pblie keblauthenticdtioistoieme. This

interactive 10 protocol i nfi rom_ a key generation algorithm Gen, a prover algorithm P and a
verifier algoriﬁggne@?lna?f?e o?logv%%f,joc{;)orﬁ%%sc (#%ac%ug\a%}ﬁﬁt?ﬁn\}vi %8‘%%s%ri§‘e€ : f(?i ] (Key
_(rsr(]ancla(ration A@mrt_ iathmlaﬁg!?z]slesgﬁstjafsltmﬁﬁn‘et ] xﬁfﬁh&kﬁc@fmeﬁtahhn aﬁlgdrai‘t}bm@aiesgtllﬂﬂa? d_esc)ribed.

e key generation algorjthm Gen erates m second-order,poJyngmials of n variables. fi(xi,xr,
defined on a g RS TR S0 RGP SE RGOS o Aot St DAL AT i e
expresseyl asaaddvik seenndeeddar palynostalscofdlissiables i, i ovithbeasqae ssed as
20F(x). Next, the key generation algprithm Gen calculates yi = F(si),., , YL = Then, the key generation
algorithm Ge g&@fﬁ?ﬁ,@ﬁ%&%@ﬁﬁﬁﬁ RIS RECAMRF dbiongh ROHRI Ao RASNSY! foremficr

from knowing the information that “the prover who performed the verification used
the s.” Therefore, il the verifier can be prevented from knowing the information
that “the prover who performed the verification used the s” in the interactive protocol,
10 the security level sufficient for an active attack can be guaranteed.
[0189]
Accordingly, the present inventors have devised a method of causing the
secret key s and the public key y to be multiplexed keys. This method takes L (L >
2) s,....sLeK™ as a secret key and takes yy,...,yreK” that satisfies (vi,....yL) =
15 (F(s),....F(s.)) for m multi-order polynomials of n variables F(x) = (fi(x), ..., fin{X))
as a public key. Furthermore, this method is a method of performing authentication
without giving away which s; is used in the interactive protocol. When applying
this method, information related to “which s; was used” in the interactive protocol
will not be leaked, and the security level sufficient for an active attack will be
20  guaranteed. :
[0190]
According to the scheme of the present method #2, a verifier sends to a
prover sets of challenges (Chl(m, ees ChL(O)) and (Ch;m, - ChL(”) with respectto i =
I, ..., L, and the prover selects one of the sets of challenges and gives a response.
25  Generally, according to this scheme, Q sets (Q > 2) of challenges are sent to the
prover, and the prover selects one set of challenges and gives a response. At this
point, a case where Q = 2 will be described. A prover who knows s, ..., s will be
able to give a response to both sets of challenges, but a falsifier who does not know
81, ..., sy will fail With a certain probability to give a response to either challenge,
30  thereby failing in falsification. Additionally, the prover can, with regard to one i,

give a response to one of the sets of challenges without using the s;, and thus even



Next, structures of the prover algorithm P and the verifier algorithm V will 25 be described with
reference to FIG. 15. The interactive protocol of the present scheme #1 is for making a verifier prove
that "prover knows the s, that satisfies L-1 pieces df3/, = F(s)" without leaking information on "which s,
was used or was not used- at all to the verifier. Additionally, the public key pk generated by the key
generation algorithm Gen is assumed to be shared between the prover and the verifier. 30Also, the
secret key sk generated by the key generation algorithm Gen is assumed to be secretly managed by
the prover. 54Hed 34| interaftirecinteractilevheotoval Gt thepresidritesebemted! 2viss caarfigued, from
processing steps Jto 4 showr& in FI.G. ?ES. In.the fo!lowmgﬂthe {gbl;o ess of e%cehvggp will be described.

5[0195] Step‘?f: irst, tie 1|%5v’r‘?)v1er} a Sérri' A tbvagﬁoe%t%s a %/Ielg T 1P 8 'SVeor ei with respect

toi=1, ..., L.[NEXt] the prover algorithm P calculates (Cmti; St,)(-P",,(F, vi, si; ri, ti, ei). Then, the
prover algorithm P sends anti, ..., Cmt, _tg 10th rifier (verifier algarithyn V). [0196] Step 2: The
verifier algorithm V th[gt'?c‘e e B %Slgg\@gl@&?ﬁﬁ%ﬁ%’gﬁtﬁgﬂgﬂgﬁ?ﬂ@ sed from three
verificatign patterns. Arihisatimgiciaerverifiendailgorihmsy selectsia cambinatonief praserification
patterns. Then, the verifier alggrithm V_ sends to the prover (prover algorithm P) sets of challenges

(Ch3(1),...,CHEEHIERID, ¥, SMHGRCARING tHeosbl Qe @y siflkatighthentication scheme will be

described with reference to FIG. 15. FIG 15 1s an explanatory diagram for
describing an interactive protocol of a case where the scheme of the present method
#2 1s applied to the SSH10a public key authentication scheme. This interactive

10 protocol is configured from a key generation algorithm Gen, a prover algorithm P
and a verifier algorithm V. In the following, contents of each algorithm will be
described.

[0192] _
(Key Generation Algorithm Gen)

15 First, a structure of the key generation algorithm Gen will be described.
The key generation algorithm Gen generates m second-order polynomials of n
variables fi(x1, ..., Xn)y ..., fm(X1, ..., Xp) defined on a ring K and L vectors
$1,....speK”.  Additionally, a vector of n variables (xy, ..., X,) will be expressed as x,
and m second-order polynomzals of n variables (f;(x), ..., f(x)) will be expressed as

20  F(x). Next, the key generation algorithm Gen calculates y; = F(sy), .... vo = F(sp).
Then, the key generation algorithm Gen sets (F, yi, ..., yr) to the public key pk, and
sets (s, ..., s) to the secret key.

[0193]
Next, structures of the prover algorithm P and the verifier algorithm V will

25  be described with reference to FIG. 15. The interactive protocol of the present
scheme #1 is for making a verifier prove that “prover knows the s; that satisfies L—1
pieces of y; = F(s;)” without leaking information on “which s; was used or was not
used” at all to the verifier. Additionally, the public key pk generated by the key
generation algorithm Gen is assumed to be shared between the prover and the verifier.

30  Also, the secret key sk generated by the key generation algorithm Gen is assumed to

be secretly managed by the prover.



patterns. [0197] 20Step 3: The prover algorithm P that received (Chi (),...,ChL") and
(Chi(l),-,Cht.(")) randomly selects a set of challenges to which a response will be given. Additionally,
the result of selection will be expressed as d e RIO541. Then, the prover algorithm P calculates
Rspi,-Pa,2(Ch(d),; St,) with respecttoi e (1,...,L). Then, the prover 25algorithm P sends (Rspi,RspL, d)
to the verifier (verifier algorithm V). [0198] Step 4: The verifier algorithm V that received (Rspi,Rspi, d)
performs 0/1<-Deca(F, yi; Cmti, Ch(d),, Rspi) with respecttoie (1,...,14. Then, in a case of
30acceptanc¢dBikput 1) for all of icthe verifier algorithm V assumes that verification is established. 55

[0199] In the foregoing, an interactive protqcgl of a case Wﬂere tgghschem of the present method
#2 is applied to the ggﬁﬁgg eprﬂl ti’lX%é?%ﬁfﬁ{en%cg%ﬁ)rP KRB EAZE S lﬁeggﬁ%gﬁeﬂei 81%ranteed for
this interactivprpeeisiagl dhat, Dedrgsto theibsacunity ofliheSHHIGmpUblicikeyaLtieatsatign scheme, a
falsifier not havi tlae S, is gble to correctly respond, with respect to each i = 1, L, to the challenge Chi
sent from the“\?ﬁgﬁa With % Probability of only 2/3 or less. Furthermore, by applying the present
method #2, siinge 3| becomes necessary to correctly respond to the challenge Ch, sent from the verifier
with respect to L i's for one of two sets of 10challenges, the probability of success of falsification will be
(2/3)1.(2/3)L(1 /3)L (§F_eli-11'_1 )/3L. [0200] Furthermore, in the interactive protocol described

above, all of s1,...,51 piaée theeghoit HibotiBnit sRASEIRIE - WRERhE S RVas AQt et forgme of i = 1L,
0 with respect to i = 1, ..., L. Next, the prover algorithm P calculates (Cmt;
Stiy—Pai(F, yi, 85 1, 4, ). Then, the prover algorithm P sends Cmt,, ..., Cmt to
10 the verifier (verifier algorithm V).
[0196]
Step 2:
The verifier algorithm V that received Cmty, ..., Cmty selects a verification
pattern to be used from three verification patterns. At this time, the verifier
15  algorithm V selects a combination of two verification patterns. Then, the verifier
algorithm V sends to the prover (prover algorithm P) sets of challenges
Cn@,...Ch D), (Chy™Y,....Ch")er{0, 1, 2} indicating the selected verification
patterns.
[0197]
20 Step 3:
The prover algorithm P that received (Ch;_{o),...,ChL{o)) and (Chl{l),...,ChLm)
randomly selects a set of challenges to which a response will be given.  Additionally,
the result of selection will be expressed as der{0, 1}. Then, the prover algorithm P
calculates Rspg——Pa,p_(Ch(d)g; St;) with respect to ie{l,....L}. Then, the prover
25  algorithm P sends (Rspi, ..., Rspy, d) to the verifier (verifier algorithm V).
[0198]
Step 4:
The verifier algorithm V that received (Rsp), ..., Rspy, d) performs
0/1<Decy(F, yi; Cmt;, Ch'Y, Rsp;) with respect to ie€{l....,L}. Then, in a case of
30  acceptance (output 1) for all of ie{1,....L}, the verifier algorithm V assumes that

verification is established.



15 behave exactly like the prover without letting know the verifier which s, was not used. Accordingly,
an interactive protocol (modified example) capable of realizing the same authentication as the
above-described interactive protocol without using Ine s, will be described. [0201] 20[3-3: Application
to SSH10a Public Key Authentication Scheme (Modified Example)] In the following, an interactive
protocol (modified example) of a case where the scheme of the present method #2 is applied to the
SSH10a public key authentication scheme will be described with reference to FIG. 16, FIG. 16 is an 25
explanatory didgriam for describing an interactive protocol (modified example) of a case where the

scheme of the preserit rpetlgod #21is a p.Iiefid to the SSH10a Public kex aut enticlgsltion scheme. This
. . . A1 h? Orﬁé%ﬂ:n n kﬂ eractive g otgcol 0.2 ca €re the sc elme %gt E‘P
interactive protocol is conhfigur P& A ey géeneration algorithm Gen, a proveéraigorthm P and a

verifier algorigimedt eibedtalyisthppdied aiithof §1e1 falsibditokeal gathibin desariddrmbdie is used in

the 30verifier, algorithm V. Furthermore, the index of s, that is not used will. be magde io. In the following,
contents of eB&HaHSEHR wilhbbg 0%@5???}88‘.5 %g ﬁ%‘?‘ﬁ%ﬁ&&%ﬁ m@torﬂwm%ghﬁlc First, a

structuresof thedsayygenesdion Blgehitim enuwithedeseribrend hetkpyeneratiomalgergthm Gen
generates m secaond-order polynomials of n 5variables fi(xl,xr,),. .., fo(x,,x") defined on a ring K and L

vectors sh...,& 8RR PhERIEHRIYESPoBe oY HhIERPRE S et S dppropriat?® feaustiieteeKdditionally,

a vector of n yafiahles GHex Vel Hpe,axpressed %y and misecondhordey. pavrasalyHf wyvariables
(fi(x),f(x)) will be expressed as F(x).  Next, the key generation algorithm Gen calculates yi = F(si), ,

yt. = F(st.). 16RRiginerane s mEbpddes HBthiREtoBESREMCHIER IO TRERCHE KB YR ration
algorithm Gep, sl {fenyh 331, toetheroblifeked e ARESRISHER e 3 100G SHEGHEt Mo sets of

10 challenges, the probability of success of falsification will be (2/3)"+(2/3)"—(1/3)" =
(F-1y3k,
[0200]
Furthermore, in the interactive protocol described above, all of s;,....s1 are
used, but if L < 3, it is possible, when the s; was not used for one of 1 =1, ..., L, to
15  behave exactly like the prover without letting know the verifier which s; was not used.
Accordingly, an interactive protocol {modified example) capable of realizing the
same authentication as the above-described interactive protocol without using one s;
will be described. |
102013
20 [3-3: Application to SSH10a Public Key Authentication Scheme (Modified
Example)]

In the following, an interactive protocol (modified example) of a case where
the scheme of the present method #2 is applied to the SSH10a public key
authentication scheme will be described with reference to FIG 16. FIG 16 is an

25  explanatory diagram for describing an interactive protocol (modified example) of a
case where the scheme of the present method #2 is applied to the SSH10a public key
authentication scheme. This interactive protocol is configured from a key
generation algorithm Gen, a prover algorithm P and a verifier algorithm V.
Incidentally, the structure of the falsification algorithm described above is used in the

30  verifier algorithm V. Furthermore, the index of s; that is not used will be made ij.

In the following, contents of each algorithm will be described.



[0203] (Prover Algorithm P, Verifier Algorithm V) 15Next, structures of the prover algorithm P and the
verifier algorithm V will be described with reference to FIG. 16. Additionally, the public key pk
generated by the key generation algorithm Gen is @$sumed to be shared between a prover and a
verifier. Also, the secret key sk generated by the key generation algorithm Gen is assumed to be
secretly managed by the prover. 20[0204] The interactive protocol of the present scheme #2 is
configured from processing steps 1 to 4 shown in FIG. 16. In the following, the process of each step
will be describ&2D205] 25Step 1: First, the prover algorithm P generates a vector r't,elC and a

vector e,GIC fori=1 .., LGNext .the,prov alg_pri‘hm P selects one Ch*E {0, I, 2}. This Ch*
| %'3(. enerﬁtwnA 011 %gln €n . . oL
corresponds to a verl% ion pattern wiere the prover is not able to give a response with respect to the

group of io. Next, if i Byrtheapsouetuatgofitten RralcutatasB@@sntin, IGdl ey)liCr thesathed.hand, if i =
i0, the prover.algarithm P calculates (Cmt,; St,)<-Ma,,(F, y,; Ch*, s"r"t, e,). Then, t rover algorithm
5" 57 comis QT K RRTEYE M GRTER (G EPIRLOR B e AT IR g v
that recedvedGrihlés, GML selets a verification 5 pattasfitebetsedfignithsee Yerkeation patterns.
At this point, the verifigr, algorithm V selects a combjnation of two verification patterns. Then, the
verifier algorithm-V'&hds %ffrfb%ﬁ%%@(ﬁmr HRGEPith et 20 POREIBAYE S TOBES . 25CHr),
(Ch11l),...,ChladneRH9, 1, Rktodieating dhaselecied verifigation patismpesfdditionalydGhi” is not

equal to Ch’(:sl'g'c(:)LIP —%nggr] pS(}Eeygogr:niais of n variables (fi(x), ..., fiu(x)) will be expressed as F(x).
Next, the key generation algorithm Gen calculates v; = F(s;), ..., yL = F(sg).
10 Additionally, yi = F(sj) does not have to be guaranteed. Then, the key generation
algorithm Gen sets (F, yi, ..., y1) to the public key pk, and sets (s, ..., sp) to the
secret key.
[0203]

(Prover Algorithm P, Verifier Algorithm V)

15 Next, structures of the prover algorithm P and the verifier algorithm V will
be described with reference to FIG. 16. Additionally, the public key pk generated
by the key generation algorithm Gen is assumed to be shared between a prover and a
verifier. Also, the secret key sk generated by the key generation algorithm Gen is
assumed to be secretly managed by the prover.

20  [0204]

The interactive protocol of the present scheme #2 is configured from
processing steps | to 4 shown in FIG 16. In the following, the process of each step
will be described.

[0205]
25 Step 1:

First, the prover algorithm P generates a vector 1,5€K” and a vector e;eK™
fori=1, ..., L. Next, the prover algorithm P selects one Ch'e {0, 1,2}. This Ch"
corresponds to a verification pattern where the prover is not able to give a response
with respect to the group of ip. Next, if i # i, the prover algorithm P calculates

30 {Cmt; St)—P.i(F, vi, si; 13, ti, 6i).  On the other hand, if i = iy, the prover algorithm P
calculates (Cmt; St))}«—M,(F, vi Ch*, Si, Ti, i, €). Then, the prover algorithm P



The prover algorithm P that received (Chi", ..., Ch{:())) and (Ch1(1), ChLU)) selects a set of challenges
to which a response will be given in the following manner. Additionally, the result of selection will be
expressed as de R{O, 1}. If 15 Ch101) = Ch* (condjtion 1), the prover algorithm P sets to de-1. On the
other hand, if Ch,on) =Ch* (condition 2), the prover algorithm P sets to d-0. In cases other than
conditions 1 and 2, the prover algorithm P randomly sets de {0, 1}. According to this method of setting,
no matter which verification pattern is requested by the verifier, the d will take either of values 0 and 1
with a probabitibdof 112, andtimtist20lrfermatio(virdicathgtitewaiie that io takes among 1,L will be
completely hiﬂdjf?% [0208] After the d is set, the prover algorithm P calculates Rsp, with respect to
ie{1,...,L} in the oﬂowing manner. If iio, the prover algorithm P calculates 25Rsp,-Pa,2(Chl),; St,). On
the other hand, if i = iBtefh@: prover algorithm P calculates Rsp,<-M3,2(Ch(d)1; St,). Then, the prover

algorithm P sends (Rspi,RsplL., d) to the veyifier (verifier algorithm V). [0209] Step 4:. 30The verifier
algorithm V that receii%%l Y%ﬁ?ﬂ%ﬂ?‘ggrbegé%geﬁﬂv{ggé%ﬁfF,'y,’; %&P'%%ﬁt%ﬁﬁqﬁfﬁt}%%pect to ic
{1,...,.L1. Fhepatremn caseofubfl apeaptainee (@utfititlnfosalbnkie {As. dik thentenfieralgadthm V
assumes that verification is established, [0210] In the foregoing, an interactive protocol (modified

example) of & ERSERThereBetS L REHREBHROHIEL NEHEARRP AP CHBpliet S 1Re S8R YA public key
authenticationisgheme hasdgen deserbed-Additiprstty inltheiaheve explanationyiuesets of

challenges are Sept from t e verifigt; to the Fgover, but it is also possible to determine beforehand the

second challdhde to b&-tin, ¢ £&n,O+14hod)5 ¥ov-ekarplédifetng dhseselirécdr YeEReas challenges
does not haved@cdpgs seddimd th ushiite;amaughef ganpunication can be reduced.

10 [0207]
| Step 3:
The prover algorithm P that received (Ch“, ..., Chy®) and (Ch,", ...,
Chy ™) selects a set of challenges to which a response will be given in the following
manner. Additionally, the result of selection will be expressed as deg{0, 1}. If
15  Chy® =Ch' (condition 1), the prover algorithm P sets to d<—1. On the other hand,
it Chy” =Ch” (condition 2), the prover algorithm P sets to d«-0. In cases other
than conditions 1 and 2, the prover algorithm P randomly sets de {0, 1}. According
to this method of setting, no matter which verification pattern is requested by the
verifier, the d will take either of values 0 and 1 with a probability of 1/2, and thus
20  information indicating the value that iy takes among 1, ..., L will be completely
hidden.
[0208]
After the d is set, the prover algorithm P calculates Rsp; with respect to
ie{l,....,L.} in the following manner. If i # iy, the prover algorithm P calculates
25 . Rsp,-ﬁ—}?a,g(Ch(d)i; St;)).  On the other hand, if i = iy, the prover algorithm P calculates
RspiHMa,z(Ch(d)i; Sti}. Then, the prover algorithm P sends (Rspy, ..., Rsp, d) to
the verifier (verifier algorithm V).
[0209]
Step 4:
30 The verifier algorithm V that received (Rspy, ..., Rspy, d) performs
0/1—Decy(F, vi; Cmt;, Ch'Y,, Rsp;) with respect to ie{1,....L.}. Then, in a case of



[0211] [3-4: Application to SSH10b Public Key Authentication Scheme] Next, an interactive
protocol of a case where the scheme of the present method #2 is applied to the SSH10b public key
authentication scheme will be 15 described with reffence to FIG. 17. FIG. 17 is an explanatory
diagram for describing an interactive protocol of a case where the scheme of the present method #2 is
applied to the SSH10b public key authentication scheme. This interactive protocol is configured from a
key generation algorithm Gen, a prover algorithm P and a verifier algorithm V. In the following,
contents of eacbentgoritiioutpilt Be R8ddbaribed, 110212, (Key Geheratigrrifigonthmss @ee) that  First, a
structure of tq% é%éle(}/ngsegs gﬁﬁi%eglgorithm Gen will be described. The key generation algorithm Gen
generates m second-order polynomials of n 25variables f (., )(0),fm(X 11 xn) defined on a ring K and
L vectors si,..[{Bll&Kn. Additionally, a vector of n variables (xi,x") will be expressed as x, and m

second-order polynomi n variables (fi(x),f,,,(x)) will he expressed as F(x). Next, the key
generation algorithm%gﬁeg’l%eﬁ%]f& Wéé%s%,w,g‘g O'fzoi‘f?sﬁj%ﬂghﬁ  THaRR g%%%?gﬁ%ﬁv fgorithm Gen
sets (F,Dx) to the pettiadkeyf phcapebdQsetadsios) 12 the spptaidkay. [0218k 15006 angicAlggrithm P,

Verifier Algorithip V). . Next, structyres of the prqver ajgorithm P and the verifier algorithm V will be
described iR TGRIET 45 TR AEHARE p IO LR tre bl BEaOSENBE B S for making

a verifier prowwmgr@mmkﬂgwaméeﬁt thahsptisfiegikr oy piesesef wriF(samitBowitaking

information on "which s, was used or was not used" at all to_the qugﬁer. Adgjtionally theg;;blic key pk

generated by‘{ﬁ@%?‘gé}‘?&%’&ﬁdalgﬁﬂﬂ?ﬁ@er‘f}igua?snﬁfn{@d% Eé‘isha:reglbet%éﬂqqilépr er and the

verifier. Also, dhgrgsieretikepskeaanenaiest thakey apmeraionialgarhmGen iscassimgd to be

secretly managed by the prover. 10[0214]
10 thus the amount of communication can be reduced.

[0211]
[3-4: Application to SSH10b Public Key Authentication Scheme]
Next, an interactive protocol of a case where the scheme of the present
method #2 is applied to the SSH10b public key authentication scheme will be
15  described with reference to FIG 17. FIG 17 is an explanatory diagram for
describing an interactive protocol of a case where the scheme of the present method
#2 is applied to the SSH10b public key authentication scheme. This interactive
protocol is configured from a key generation algorithm Gen, a prover algorithm P
and a verifier algorithm V. In the following, contents of each algorithm will be
20  described.
[0212]
(Key Generation Algorithm Gen)
First, a structure of the the key generation algorithm Gen will be described.
The key generation algorithm Gen generates m second-order polynomials of n
25  variables fi(x), ..., Xp), ..., tn(X1, ..., Xn) defined on a ring K and L vectors
S1,....5. K" Additionally, a vector of n variables (xs, ..., X;) will be expressed as x,
and m second-order polynomials of n variables (fi(x), ..., fn(x)) will be expressed as
F(x). Next, the key generation algorithm Gen calculates y; = F(s;), ..., yp = F(sp).
Then, the key generation algorithm Gen sets (F, yi, ..., v} to the public key pk, and
30 sets (s, ..., sy) to the secret key.
[0213]



The interactive protocol of the present scheme #2 is configured from processing steps 1 to 6 shown in
FIG. 17. In the following, the process of each step will be described. [0215] 15Step 1: First, the
prover algorithm P generates a vector r1,t1e1C and@ vector e, e with respecttoi =1, ..., L. Next, the
prover algorithm P calculates (CmtA,,; StA,,)<-Pa,,(F, y" si; r" t" ei). Then, the prover algorithm P sends
(CmtA,,, CmtA,L) to the verifier (verifier algorithm V). 20[0216] Step 2: The verifier algorithm V
that received (CmtA,i, , CmtA,L) selects a set of L random numbers (al,at) from q types of elements
of a ring K. Then, the (Pevifier AlgoiflamD/\&eifis A geaitbng®Chp,,i,ChAt)..., al) to the prover 25(prover

algorithm P). [0217] S%A%Q)ti/\s/ It'I' h& ngg\é?%gég&r{lit@ema%tha&g Q/féj tﬁg%ﬁ SCSEM r&gé%sete (CmtB,,;

StB,,).--Pb,2(ChAi; hrespect 01 = en, the provera nd (CmtB,t
CmtB,L) to theevéeifieibperifidr algatitiom v)FIG2 18] 60THiepmeritievvesitiercalgofitie Mdhat received
(Cmi5 | Cmif ) selegis averiication patier to be ysed from tree veriicafion patems; At this point,
5 pieces of y; = F(s;)” without leaking information on “which s; was used or was not
used” at all to the verifier. Additionally, the public key pk generated by the key
generation algorithm Gen is assumed to be shared between the prover and the verifier,
Also, the secret key sk generated by the key generation algorithm Gen is assumed to
be secretly managed by the prover.
10 [0214]
The interactive protocol of the present scheme #2 is configured from

processing steps 1 to 6 shown in FIG 17. In the following, the process of each step

will be described.

[0215]
15 Step 1:
First, the prover algorithm P generates a vector 1;,t;eK" and a vector g;eK™
with respect to 1 = I, ..., L. Next, the prover algorithm P calculates (Cmta;

Stai)—Pai(F, v s n, t;, ). Then, the prover algorithm P sends (Cmta,, ...,
Cmta 1) to the verifier (verifier algorithm V).

20 [0216]
Step 2:
The verifier algorithm V that received (Cmty 4, ..., Cmta ;) selects a set of L
random numbers (o4, ..., o) from q types of elements of a ring K. Then, the
verifier algorithm V sends a challenge (Chaj, ..., Char) = (04, ..., ar) to the prover

25  (prover algorithm P).
(0217}
Step 3:
The prover algorithm P that received (Chya, ..., Chayr) calculates (Cmtg;
Stg;}<—Pp2(Chay; Sta) with respect to i = 1, ..., L. Then, the prover algorithm P
30  sends (Cmtgy, ..., Cmipy) to the verifier (verifier algorithm V).

[0218]



verifier algorithm V selects a combination of two verification patterns. Then, the Sverifier algorithm V
sends to the prover (prover algorithm P) sets of challenges (ChB,",...,Ch8P), (Chri,i(1),
,Chni(1))ER{O,1}L indicating the selected verificatiéfi patterns. Additionally, ChB,," is not equal to
[0219] Step 5: 10The prover algorithm P that received (ChB,,w),ChB,(1)) and (ChB,i(13, ..., ChB: I))
randomly selects one set of challenges to which a response will be given. Additionally, the result of
selection will be expressed as d ER{O, | }. Then, the prover algorithm P calculates Rspii-Pb,2(Chuo(d);
Stn,,) with respect to fefi4:.,L . Then, the prover algorithm P sends (Rspi, RspL, d) to the verifier
(verifier 15algorithm V). [0220] Step 6: .The verifier algorith hat receiv m({is IR d) performs
0/1,-Decb(F, yi; Cmt;f,)lr,lécﬁiﬁ, arf{%ﬁf&%ﬂg\ﬁd{}‘ alfisrrggﬁe\l/\\/’iﬁg]rggﬁngﬁf’to'i'{leéj.. Ef’.I‘gOSF ﬁ%kg iﬁ? a case of
acceptance (eatifitfipfopatent itefe. udel thenvehifeer algdrithivn\passtmesAhabigepificatidr is
established. [02 In,the foregojng, an interactive.protocol of a case where the scheme of the
oresont meintH B8 ASHTE 3 eSO U Bel) AUt ARSI EFLRE had P45-Hin
described. It iscgtiarasligetifor Wisdnigrastiie proteeofphakowlingitbrth®)seeurity ehiieeSH10b public
key authentication scheme, g.falsifier ngthaving thg s, i? able tp correctly respond, with respect to
each i = 1, L, fo"he cha dentfrBid the veRfier With' % probabiliBASEERE 15%1/36165%ss.
Furthermore, Ry applyingthe-presandmethod, #talggiﬁqg ﬂbbaqggn&smeé;]éssary to correctly respond to
30the challenge sent from the verifier with respect to L i's for one of two sets of challenges, the
probability of@%c%ss of falsification will be (1/2+1/2q)I-+(1/2+1/2qg)L

Step 5:
10 The prover algorithm P that received (Chg,", ..., Chpy”) and (Chg,,
..., Chg ;") randomly selects one set of challenges to which a response will be given.
Additionally, the result of selection will be expressed as deg{0, 1}. Then, the

prover algorithm P calculates Rsp;«e-—Pb__z(Chg,;{d); Stg;) with respect to ie{l,....L}.

Then, the prover algorithm P sends (Rspi, ..., Rspr, d) to the verifier (verifier
15 algorithm V).
[0220]
Step 6:
The verifier algorithm V that received (Rspi, ..., Rspy, d) performs

0/1Decp(F, yi; Cmta;, Chas Cmtgy, Chp; @, Rspi) with respect to ie{l,....L}.
20  Then, in a case of acceptance (output 1) for all of ie{l,...,L}, the verifier algorithm
V assumes that verification is established.
[0221]
In the foregoing, an interactive protocol of a case where the scheme of the
present method #2 is applied to the SSH10b public key authentication scheme has
25  been described. It is guaranteed for this interactive protocol that, owing to the
security of the SSH10b public key anthentication scheme, a falsifier not having the s;
is able to correctly respond, with respect to each i = 1, ..., L, to the challenge sent
from the verifier with a probability of only 1/2+1/2q or less. Furthermore, by
applying the present method #2, since it becomes necessary to correctly respond to
30 the challenge sent from the verifier with respect to L i’s for one of two sets of

challenges, the probability of success of falsification will be (1/2+1/2q)+(1/2+1/2q)"



61 = 2(1/2+1/2q)L. [0222] Furthermore, in the interactive protocol described above, all ofare used, but
even if the s, is not used for one of i = 1,L, it is possible to behave 5exactly like the prover without
letting know the verifier which s, was not used. Ac&drdingly, an interactive protocol (modified example)
capable of realizing the same authentication as the above-described interactive protocol without using
one s, will be described. [0223] 10[3-5: Application to SSH10b Public Key Authentication Scheme
(Modified Example)] First, an interactive protocol (modified example) of a case where the scheme
of the present B@tRoti2@is applied to the SSH10b public key authentication scheme will be described
with referenc;OMIG. 18. FIG. 18 is an explanatory diagram for 15 describing an interactive protocol
(modified examp es of a case where the scheme of the present method #2 is applied to the SSH10b
public key authenticafionhseiense i tis interactivepoobtocb Hisscdbvéid) ubed draih & key. generation

algorithm Gen, a prover algarithm P _and a verifier algorithm V. Incidentally, the structure of the
fatication sV GLGR TDARF Aba b LS 05 rer sigor e EORTCLR A 20imdex o
s, that isshot ysediwiliike trageokr vviier fnlliRting, laanienis akddeh alprRHtRMwil st desdribed. [0224]

(Key Generatjon Algorjthm Gen) | First, a structure of the key generatign algarithm Gen will be
described. 28 FH& e&iaeﬁﬂ%ﬁ%ﬁfg&@ﬁ%@én(ﬁgﬁﬁfs@%ﬁ TG HolSABARISS  variables

Wx,,x"),fm(xl semdgfinestioning b lov@siaisdncidentalys pryastor Witehisselesirdas

appropriate is used as s,0. Additionally, a vector of n variables (xl,x) is expressed as x, and m second-
will be described. .

[0223]
10 [3-5: Application to SSH10b Public Key Authentication Scheme (Modified
Example)]

First, an interactive protocol (modified example) of a case where the scheme
of the present method #2 is applied to the SSH10b public key authentication scheme
will be described with reference to FIG. 18.  FIG. 18 is an explanatory diagram for

15 describing an interactive protocol (modified example) of a case where the scheme of
the present method #2 1s applied to the SSH10b public key authentication scheme.
This interactive protocol is configured from a key generation algorithm Gen, a prover
algorithm P and a verifier algorithm V. Incidentally, the stracture of the falsification
algorithm’ described above is used in the verifier algorithm V. Furthermore, the
20 index of s; that is not used will be made i;. In the following, contents of each
algorithm will be described.
(0224}
(Key Generation Algorithm Gen)
First, a structure of the key generation algorithm Gen will be described.
25  The key generation algonthm Gen generates m second-order polynomials of n
variables f1(x;, .... Xg), .... (X1, ..., Xp) defined on a ring K and L vectors
$1,...,s. K", Incidentally, a vector which is selected as appropriate is used as sy.
Additionally, a vector of n variables (x;, ..., X,) is expressed as x, and m second-
order polynomials of n vartables (f1(x), ..., fu(x)) will be expressed as F(x). Next,
30  the key generation algorithm Gen calculates y; = F(s:), ..., yu= F(sp). Additionally,

vio = F(sj0) does not have to be guaranteed. Then, the key generation algorithm Gen



order polynomials of n variables (fi(x),i(x)) will be expressed as F(x). Next, 30the key generation
algorithm Gen calculates yi = F(s,),yL = F(sL). Additionally, yffi = F(sO) does not have to be
guaranteed. Then, the key generation algorithm Géd 62 sets (F, yt, . YO to the public key pk, and sets
(51,sL) to the secret key. [0225] (Prover Algorithm P, Verifier Algorithm V) Next, structures of the
prover algorithm P and the verifier algorithm V will 5 be described with reference to FIG. 18.
Additionally, the public key pk generated by the key generation algorithm Gen is assumed to be
shared betwesets tireyproveyand the mahifickeAlso, alvbssaaimt keyssk gehersatect Bysthe key generation

algorithm GeEF?Z sumed to be secretly managed by the prover. [0226] 10The interactive protocol of
the present sehére #2 is configured from processing steps Ito 6 shown in FIG. 18. In the following, the
process of each step(®ilie d&saiibhad P[02AHeBpotithinFifst, the prover algorithm P generates a

vector lit el( and a vector eiEIC with respecttoi =1, ..,, L. Next, the prover algorithm P selects one
ChB E {0, 1) This Orb SXnSSNES £ BScHTSHEM e VIR A6 LTRSS give o

response with¢erpesbia thrtoretipeatiodNed, iise pravarialgorthne Bsicutates Gindacd
StA4)<-Pbt(F, vy, si; ri, t, ei) for the case of i # to. Furthermore, the prover 20algorithm P calculates

(CmtAJ; StABY-NB X, SPPEHionaleithe CSBdSoIPLTEI 1R, BrESBTBT SR G ¥'stkks
(Cmitki, CmtAdy) te:Hireverilefo(Met iRt RIgRHIRM Mherated by the key generation algorithm Gen

1s assumed to be secretly managed by the prover.
[0226]

10 The interactive protocol of the present scheme #2 is configured from
processing steps 1 to 6 shown in FIG. 18.  In the following, the process of each step
will be described.

[0227]
Step 1:

15 First, the prover algorithm P generates a vector r;,t;eK” and a vector ¢;eK”
with respect to i = 1, ..., L. Next, the prover algorithm P selects one Chg {0, 1}.
This Ch” corresponds to a verification pattern where the prover is not able to give a
response with respect to the group of ip. Next, the prover algorithm P calculates
(Cmtaj; Sta)—Po1(F ¥, 85 15, t, €) for the case of i # ip. Furthermore, the prover

20 algorithm P caleulates (Cmtaj; Sta )My 1(F, vi; Chs , 53, 1, i, ;) for the case of i =

ip. Then, the prover algorithm P sends (Cmta g, ..., Cmta 1) to the verifier (verifier
algorithm V). o
[0228]
Step 2:
25 The verifier algorithm V that received (Cmta g, ..., Cmta 1) selects a set of L

random numbers (o, ..., o) from g types of elements of a ring K. Then, the
verifier algorithm V sends a challenge (Cha . ..., Chayp) = {0y, ..., o) to the prover
(prover algorithm P).
[0229]
30 Step 3:
The prover algorithm P that received (Chai, ..., Chayp) calculates Cmitg;



[0228] Step 2: 25The verifier algorithm V that received (CmtA j,CmtA,L) selects a set of L random
numbers @xi, att from ¢ types of elements of a ring K. Then, the verifier algorithm V sends a challenge
(ChAt, , ChA,O = (cti, .., aL) to the prover (prover @gorithm P). [0229] 30Step 3: The prover algorithm
P that received (ChAti, , ChA,L) calculates CmtB., 63 with respecttoi = 1,L in the following manner.
First, if ii0, the prover algorithm P calculates (CmtB,,; StB,1)4-Pe,2(ChA,1; StA,i). On the other hand, if
i = the prover algorithm P calculates (CmtB,,; StB,,)<-MO2(ChA,,; StA,,). Then, the prover algorithm P
sends (Cmte w@imtBjpertatthe vekifier, (Lenfidralgbatmme\n0230] Bteyp, 41 The wetlfiepalgarithm V that
received (Cinte,i,Cmt elects a~ _verification.pattern tq.be use(a from three verification patterns. At
this point, thea\?%jrﬂfglﬁ%%)aﬁ%ﬁ?n&&W zgﬁel&?é’ zg% cg,él)n%%’éfno}f"ﬁf Vo veri ﬁ:g?%ﬁ%%rt?éar%é’. hen’the
10verifier alg@ritipnoWrsepos thont e pikantete({ foves akyp thIP)Y Sals; Bt hall€Tigas the prover

),....,ChB,L,)),(ChB.t)e R{0,1} ., .~ jndicating the selected verification
patterns. Ado%?%eﬁg }n gﬁ%}f%gigcﬁ%?équm ?61’[@2‘%1(1 %’Fe‘f)egf ’(?f &Venf?er gomﬁm%‘
5 [0230]
Step 4:
The verifier algorithm V that received (Cmtg, ..., Cmtgy) selects a

verification pattern to be used from three verification patterns. At this point, the
verifier algorithm V selects a combination of two verification patterns. Then, the

10 verifier algorithm V sends to the prover (prover algorithm P) sets of chalienges
(Chp,@,....Char™), (Chg:™,....Chs1 ™ er{0, 1}* indicating the selected
verification patterns. Additionally, ChB,i(U) is not equal to Chg;").

[0231]
Step 5:

15 The prover algorithm P that received (Chg,”, ..., Chg1®) and (Chp, ™, ...
ChB,L“)) selects a set of challenges to which a response will be given in the following
manner. Additionally, the result of selection will be expressed as degi{0, 1}. If
ChBlio(O} = ChB*, the prover algorithm P sets to de—1. On the other hand, if ChB,iO(”
= Chg , the prover algorithm P sets to d«0. When using this method of setting, no

20 matter which verification pattern is requested by the verifier, the d will take either of
values 0 and 1 with a probability of 1/2, respectively. That is, information
indicating the value that d took between 0 and 1 is completely hidden.

[0232]
Next, the prover algorithm P calculates Rsp; with respect toi =1, ..., L.

25  The prover algorithm P calculates Rsp;j—Py3(Chg;; Stg;) for the case of 1 # iq.
Also, the prover algorithm P calculates RSpi<—Mb,3(Chg,i(d); Stg;) for the case of i = i,.
Then, the prover algorithm P sends (Rspi, ..., Rspy, d) to the verifier (verifier
algorithm V). |
[0233]

30 Step 6:

The wverifier algorithm V that received (Rsp;, ..., Rspp, d) performs



15The prover algorithm P that received (ChB,i(13), ())) and (Ch B, | ChB,L")) selects a set of
challenges to which a response will be given in the following manner. Additionally, the result of
selection will be expressed as deBIO, 11. If ChB,,084 ChB*, the prover algorithm P sets to d-1. On the
other hand, if Che,d1) = ChB*, the prover algorithm P sets to cl*-0. When using this method of setting,
no 20 matter which verification pattern is requested by the verifier, the d will take either of values O
and 1 with a probability of 1/2, respectively. That is, information indicating the value that d took
between 0 arf -doortpletefhiddefh[0282hNexE e’ prRve) algdrithsnert caldutates. Rsy, with
respecttoi =, ..., L. 25The prover, algorithm P calculates Rsp.K-P0,3(ChB,i(d); StB,,) for the case of
o Also, he ASTE LGSR e e Rl T S 5 S ot o e, e
prover algoritNmsRusendbafRspifiRapin o) dadblestedifier (verifier algorithm V). [0233] 30Step 6: The
verifier algor\i,ﬁ% that received (Rspi,RspL, d) performs 64 0/1,-Decb(F, y,; CmtA," ChA," CmtB,"
ChB', Rsp,) witfitespecttoi =1, ..., L. Then, in a case of acceptance (output 1) for all of i = 1, L, the
verifier atgorithm V adsuhechitiativgrificatiornisi esiablishe dnl6&3dh Denthel fpragoiag: andrderactive
protocol (modijfied xamplet) of a case where, the scheme of the present method #2 is applied to the
SSH10b pubﬁh%&%ﬁeﬂ ic@ﬁoﬁ@éﬁ%ﬁn@ﬂgg‘iééh Hedbhbsd. Radhsoraly! iy thebiove Explanation,
two sets of challerges@se sevhfiomdhryeifianipihe povrlokuLit is alsupossibigiiadrigimine
beforehand the second challenge to be Ch,") = Ch1()+1 mod 2, for 10example. In this case, one of the

sets of Challeﬁﬁ%é%%gcﬂﬁlﬁ% %eﬁgrgefm’nhmf verifier to the prover, but it is also possible to
determine beforehand the second challenge to be Chim = Ch"+1 mod 2, for

10  example. In this case, one of the sets of challenges does not have to be sent, and
thus the amount of communication can be reduced.
[0235]
In the foregoing, the second embodiment of the present disclosure has been
described. The above explanation was given taking the SSH10a public key
15 authentication scheme and the SSHI10b public key authentication scheme as the
examples, but the application scope of the present scheme #2 is not limited to these.
Application is also possible to the modified examples of the SSH10a public key
authentication scheme and the SSH10b public key authentication scheme and other
public key authentication schemes. For example, in the example above, (F, v) is set
20  to the public key, but since the I is a parameter not dependent of the secret key, this
F may also be made a parameter common to the entire system instead of being set for
each prover. In this case, the public keys to be individually published will be y only,
and the size of the public key will be reduced. Furthermore, in the interactive
protocol described above, random numbers q, ..., oy, are separately selected fori=1,
25 ..., L, but these random numbers can be made into one common random number.
In this case, the cost of communication at the time of sending the challenge Chy; can
be reduced.
[0236]
<4: Supplement>
30 A supplemental explanation will be giifen here of the present methods #1

and #2.



thus the amount of communication can be reduced. [0235] In the foregoing, the second
embodiment of the present disclosure has been described. The above explanation was given taking
the SSH10a public key 15 authentication scheme &Ad the SSHIOb public key authentication scheme
as the examples, but the application scope of the present scheme #2 is not limited to these.
Application is also possible to the modified examples of the SSH10a public key authentication scheme
and the SSH1013 public key authentication scheme and other public key authentication schemes. For
example, in the2éXample above, (F, y) is set 20 to the public key, but since the F is a parameter not
dependent of the secygt [ | e made a parameter common to the entire system
instead of being set f %elélc th%c%\fglr%ﬁ%ﬁe se, the public keys to be individually published will be y
only, and the size of thetipufilic deyavithbBa&dyesthdatidiiermalenethesaten chivprphdtocof described

above, random numbers al,...., at.are sep[aratelg/ selected fori=1 35 L, but these ra&dom
ulti-order multivarate simultanequ eﬂua’ngn ve heent esmt’}.l')ed. wever, the., .. _
numbers canIBe made into oné common random Aumber. Tn this'case, the cost 6f communication at

the time &f sendingpthd thallenge GathweBntbenddiiced [B286jee Sudiplementz:30dlsuppiemental

lanation will pe given here of th t methods #1 and #2. 65 [Q237] [4-1: Extension of
Sohame] | HHTEIBG oY bl ey AURRC oo eUFe A MEL APHIE IO  mltorcer

multivariate spublianeguseliiatiatdinvebearn asdribedht Bvadenibakeiegpiobiba peesent
methods #1 and #2_can likeyise be applied to, other public key authentication schemes. Accordingly,
as examples "XHethed PR Bﬁ%ﬁ‘ﬁo??téhﬁepﬂﬁ ﬁc%@? gﬂm@ﬁf@é’ﬁ)ﬁn %‘é?@‘?‘ﬁe%ﬁg‘éd%‘n e Syndrome
Decoding propigiiradnethadof Bpplicatioprivihe, publiskey aptigmicatiansahepesirsre,on the

Constrained Linear Equations problem, a method of application to the public key 10 authentication

scheme!BaseB1FtHEB ePmifREEe RASPBrSBle e a il ofshific atiBhle8 ha pusikoke ¢t
authenticationahemesmbrsart bR sestiapdinginaRiPRINRRNBRAIARPIC sifReeramda method of

application to the public key authentication scheme based on the Permuted Perceptrons problem will

be introducedT?B8[0238] (Abhiedtialf tsrsfpRercRt Darghig Praprisgtion tor e ppitéckkey

authentication,ggheme:RasedipmiberayidremeReqading o g ix diRcloRetin, fapexalmple,
Jacques Stern, "A New ldentification Scheme Based on Syndrome Decoding, CRYPTO 1993, p13-21"

and Jacques iSterducad New
15 [0238]

(Application to Syndrome Decoding Problem)

The public key authentication scheme based on the Syndrome Decoding
problem 1is disclosed in, for example, Jacques Stern, “A New Identification Scheme
Based on Syndrome Decoding, CRYPTO 1993, p13-21” and Jacques Stern, “A New

20  Paradigm for Public Key identification, IEEE Transactions on Information Theory,
1996, p13-21.” According to these, this public key authentication scheme includes
a 3-pass scheme and a 5-pass scheme,
[0239]
As with the SSH10a public key authentication scheme, there are three
25  verification patterns for the 3-pass scheme, and there exists a falsification algorithm
that can cope with two of the three patterns.  Also, as with the SSH10b public key
authentication scheme, there are two verification patterns for the 5-pass scheme, and
there exists a falsification algorithm that can cope with one of the two patterns.
Accordingly, the method described above in relation to the SSH10a public key
30  authentication scheme can be applied to the 3-pass scheme, and the method described

above in relation to the SSH10b public key authentication scheme can be applied to



20 Paradigm for Public Key Identification, IEEE Transactions on Information Theory, 1996, pl 3-21."
According to these, this public key authentication scheme includes a 3-pass scheme and a 5-pass
scheme. [0239] As with the SSH10a public key auth@ntication scheme, there are three 25 verification
patterns for the 3-pass scheme, and there exists a falsification algorithm that can cope with two of the
three patterns. Also, as with the SSH10b public key authentication scheme, there are two verification
patterns for the 5-pass scheme, and there exists a falsification algorithm that can cope with one of the
two patterns.thelepaingihethe. method described above in relation to the SSH10a public key
30authenticaﬁ%%ﬁ;heme can be applied to the 3-pass scheme, and the method described above in
relation to th 10b public key authentication scheme can be applied to 66 the 5-pass scheme.
[0240] (Application tof Spplsteaioe thlToesirdapdlionsiPEgbition) sThelpallic key authentication scheme

based on the Constrajned Linear, 5 Eguations problem is djsclosed in, for.example, Jacques Stern,
"Designing Identificaétalic?lneS.p(%hlg(llr%eks%vif]?%l erglsc% %gﬁﬁn |Z%WP%%R 4?npS y %i@ A %’E:ording to
this, this publitkey@ythentitationssalisthia«alsanncluteskardphasI RepemeSana, a‘Ppegriagheme.
0241] 10As wijth the SSH ublic key guthentication scheme re three verification patterns
1[or thg 3-pas (15&1112%3&0 ?%g?ée%x}g@aa[?gﬁﬁggﬁagﬁ t %ethgﬁggﬁrépbgé/%hﬂi 46?{ entﬁree
patterns. Alsgy asmiitiythe S%H10k public key adthentication schame alheraeigléwa vertigation
patterns for the 5-pass scheme, and there exists a falsification algorithm that can cope with one of the
two patterns. STERE AR NTEfiod described above in relation to the SSHIOa public key

authenticatioppegheme can be applied to the 3-pass scheme, and the method described above in
relation to the SSH10b public key authentication scheme_can be applied to the 5-pass scheme. [0242]

20(Appit€ation to Permtitddtik dhtePEFHKIRmYbLC keyeayinrticaliotuirbmticatibiechsniiBased on the

Peimuted KetnglmraRlepaisrisalased Mpier sxrmplentdhShamis AriEfceRn gantiication Scheme
Based on Permuted Kernels (Extended Rbstract),CRYPTO 1989, p606-609." According to this, there

are two Verifiééﬂocl‘?ﬁ%ti@ﬁkistf’ﬁ‘? tﬁfstlbgﬁhgegdyattems. Also, as with the SSH10b public key

authentication scheme, there are two verification patterns for the 5-pass scheme, and
there exists a falsification algorithm that can cope with one of the two patterns.
15 Accordingly, the method described above in relation to the SSH10a public key
authentication scheme can be applied to the 3-pass scheme, and the method described
above in relation to the SSH10b public key authentication scheme can be applied to
the 5-pass scheme.
[0242]
20 {Application to Permuted Kernel Problem)

The public key authentication scheme based on the Permuted Kernel
problem is disclosed in, for example, Adi Shamir, “An Efficient Identification
Scheme Based on Permuted Kernels (Extended Abstract), CRYPTO 1989, p606-609.”
According to this, there are two verification patterns for this public key

25  authentication scheme, and there exists a falsification algorithm that can cope with
one of the two patterns.  Accordingly, the method described above in relation to the
SSHI10b public key authentication scheme can be applied to the public key
authentication scheme.

10243}
30 (Application to Section-Finding Problem on Algebraic Surface)

The public key authentication scheme based on the section-finding problem



25 authentication scheme, and there exists a falsification algorithm that can cope with one of the two
patterns. Accordingly, the method described above in relation to the SSH10b public key authentication
scheme can be applied to the public key authenticatibn scheme. [0243] 30(Application to
Section-Finding Problem on Algebraic Surface) The public key authentication scheme based on the
section-finding problem 67 on an algebraic surface includes a 3-pass scheme and a 5-pass scheme
(for example, see JP 2010-125026A). As with the SSH10a public key authentication scheme, there are
three verificatorrpaigabrsifosite@-padedssheinssandhtreccnetists -pdal siffcatioffatgothpiethat can
cope with two of t e . Algo, as,wijth SH10b public uthentication scheme,
there are two Veri |C%§(§§%2§t@?§%ﬁbr l%sé g}p}és%esgégﬁg? aPr%)q[ ceqr{gye% sgg%%%arglﬁ%ast%ﬁ%‘fgorithm that
can cope withhene efdhiitero patternsom geording fgrthbemdthod debeniloeduabaterin eglation to the
SSH10a publjc. ki uthenticatjon scheme can be applied to,the 3-pass scheme, and the method
described aboUS T sipARees %@Eﬁ‘iﬂbcﬁﬁﬁn‘é’ t%&%%t%éﬁﬁ?cgﬁggli LHEme s B WPBlied to the
5-pass sehente: [EHU{ApplicdtisnatoRetguiesd Lreaeptions Rroblemprificafibe putdia key

authentication scheme based on the Permuted Perceptrons problem is disclosed in, for example,
David PointoNEY DR N T ALACHES: 8 SEABHE SHSBA SR NP BRCSEh R PHOBIGH OF

EUROCRYPThE %% p3iRrd28" arddauidiPairicheval @ntitfeHilaumeRoupargatidiNew hif-Complete
Problem and Public-Key Identificatjon, Des. Codes Cryptography, 2003, p5-31." According to these,
this public ke§%ﬁﬁér&léifbh%ﬁ%%ﬂﬁﬁb%%@ﬁ%& Serambedra D8 -Ra% sheme. 9{0245)

There are founyerifigatipagaiiseasdestben easwsckeme, K hersuekiste:s falsifiaatienslgorithm
that can cope with three of the four patterns. On the other hand, there are three verification patterns for

the 5-pads scibFmec sihnarpisdde BT aramstdsafyorithm that can cope with two of the three
patterns. Accgmﬂagly, as 25 with the SSH10a public key authentication scheme and the SSH10b
public key authentication scheme, the technologies of the present methods #1 and #2 can be applied
to this public key autHéitEREASENBRTB U TETREDTRE A 5 g the present method #1 to this public

key authentication slniu{ye IlPiRGLGENGR hafdn s e, IRIOR4S) 5 BAELAS Mble causing

the secret key to be a multiplexed key including L = k keys, one i (hereinafter, i*) to which a response
will not be giveRhe & bl ssésedednfrdon examnldan il boirehavahnéh Sgecifisaitifichiéomethod of

selectingsthe & ixA8ied AhsalePaRLIRI heobRsh, o CROTIFransbsandamly eieging the i*
David Pointcheval and Guillaume Poupard, “A New NP-Complete Problem and
Public-Key Identification, Des. Codes Cryptography, 2003, p5-31.” According to
these, this public key authentication scheme includes a 3-pass scheme and a 5-pass
scheme.

20 [0245]

There are four verification patterns for the 3-pass scheme, and there exists a
falsification algorithm that can cope with three of the four patterns. On the other
hand, there are three verification patterns for the 5-pass scheme, and there exists a
falsification algorithm that can cope with two of the three patterns. Accordingly, as

25  with the SSH10a public key authentication scheme and the SSH10b public key
authentication scheme, the technologies of the present methods #1 and #2 can be
applied to this public key authentication scheme. However, when applying the
present method #1 to this public key authentication scheme, the following change has
to be made.

30 [0246]

When applying the present method #1 to a scheme with k verification



5from0.01 in the case of Chi Ch*. [0247] Furthermore, when applying the present method #1 to a
scheme with k verification patterns while causing the secret key to be a multiplexed key including L (L
< k) keys, one i (hereinafter, i*) to which a responsé8will not be given has to be 10selected fromi=1,L
in the following manner. Specifically, the method of selecting the i* is a method of selecting it-i0 in the
case of Chi = Ch*, and selecting with a probability of (1-1/k)-1(1/L-1/k) and randomly selecting the
i* from it with a probability of 1-(1-1/k)-1(1/L-1/K) in the case of Chia Ch*. [0248] 15According to the
above methodattamattelowhichngetificatiort pajterrbis aenuleigted dy kb inelifiengthe-ikviithtake a value
among 1,L with a. probabiliy of 1/L, and the infoimation indicating th vaég the.io to %among 1,L will
be completel;?ﬁ&géﬁ%ef& é‘]’éﬁ&g eﬂslgltrli ed 8%%3\%‘,"’%?1%“8?3’3@ %Fﬁle?f'ﬁ% se%ﬁls Iﬁeat%é) ah Be applied
not only to the $SH1Ddmptitlifokewaythenticatiofsch@rabyart: the B&HI Ok pultie keyiatshentication

scheme, but alsq tq various publie key.authenticatjon, schemes. [0250] [4-2: Ngn-Interactive Public Key

Authenticatioﬁ%%ﬂ%n%eféjg pubile #eS gﬁﬁ‘?gnqg SnWSélg?e’n?bgz &4 ﬁ?@eﬁpé]%%m%thods #1

and #2 described glque aresghgmesmwbaredhelyesifia”sends only a random number, and thus
1-pass (non-interactive) public key authentication scheme is possible. For example,

modification i{bt 42
that obtained g éplying a hash function to the contents of exchange with the verifier in the
configuration of N paralighsapetionsdnalppigidsethe present method #1 to a scheme with k

verification patterns while causing the secret key to be a multiplexed key including L
(L < k) keys, one i (hereinafier, i*) to which a response will not be given has to be

10 selected from i = 1, ..., L in the following manner. Specifically, the method of
selecting the i* is a method of selecting i*e-—ig in the case of Chy = Ch*, and selecting
i"e—iy with a probability of (1-1/k) (1/L—1/k) and randomly selecting the i from
i"e{1,....L}¥{io} with a probability of 1—(1--1/k)" (1/L-1/k) in the case of Chyy # Ch’.
[0248]

15 According to the above method, no matter which verification pattern is

requested by the verifier, the i* will take a value among 1, ..., L with a probability of

1/L, and the information indicating the value the i took among 1, ..., L will be
completely hidden.
[0249]

20 As described above, the present methods #1 and #2 can be applied not only

to the SSH10a public key authentication scheme and the SSH10b public key
authentication scheme, but also to various public key authentication schemes.
[0250]

[4-2: Non-Interactive Public Key Authentication Scheme]

25 The public key authentication schemes adopting the present methods #1 and
#2 described above are schemes where the verifier sends only a random number, and
thus modification into a 1-pass (non-interactive) public key authentication scheme is
possible. For example, that obtained by applying a hash function to the contents of
exchange with the verifier in the configuration of N parallel repetitions may be used

30 instead of the random number to be sent from the verifier. A random number

selected by the prover may also be added to the argument of the hash function.



30 instead of the random number to be sent from the verifier. A random number selected by the prover
may also be added to the argument of the hash function. 69 With the prover herself using the hash
function instead of the verifier selecting the randonmb$iumber in this manner, a behaviour same as that
in the case of the verifier selecting the random number is realized. Additionally, it is desirable that an
ideal hash function is used. Furthermore, the number N of repetitions is desirably made 5sufficiently
large so as not to enable falsification.Such refinement enables modification into the non-interactive
public key autNghtibatignvschensel{]025¢] tt Jakhefinodiof Redering Amountfief Gdeetmgnibation) A
brief supplemental explapation will be given here of a method of reducing 10 the amount of
communicatié%nér?)%}nlﬁ% e{;rgcfll%/éwﬁsro ocoF\r/\/ﬁr%Féfaevrié)HEes%rg%fjé%[?§ naﬁl(f f&?‘fd;é Vemi«esr has been
described, a sdtofmgahsagedomhner6l)isselitddom Alddifraadividttie dwiifiblcinhthexdfirsicphss in the

SSH10a publjc key authentication scheme. 15Additionally, in the above explanation, an expression
Gt was el TR EABA OF YRS cOAUTARGHOF R RN Ve HRORCOIR <L U P SBEfes wil be
(c1,1, c12, cauBficid@N;t, b2, 6iN,3) asoshowenibRH Gakdi@ndihe anauntahepmmunigation will be
extremely large. 'Il}gus, the present inventors have devised a confiquration for sending these messages

collectively adSAEHEGRIRINEISBREBATactvE BUHI ey Rientie ting this configuration,

the message[igebgjsent in the first pass will be one hash value only, and the amount of communication
can be greatly reduced. Moreover, this hash value and a hash value that is not restored from a

response to a challer§e’ sdthesh P iHeAnsing Arcigrhel SHPIPSRHRECDE prover together with the

response. According fouhis %Hi%@ﬁ%ﬂﬁi&%t%%ﬂfﬂ@%ﬁ%ﬁfmé%w&%ﬁéf@k@u@ﬂgﬂﬂOns, the
number of pieces of information to be sent can be reduced by 2N-1. The same configuration can be

applied 18 thetsSIroBt giHRIKEY HERHERtBATD NSERETE PAsterolHith FiErepoe 1k iS2ak®, the
number of pigggs@f infoimation to be sent can be reduced by N-1. 30[0254]

[0252] -
As has been described, a set of messages (¢y, ¢z, ¢3) is sent from the prover
to the verifier in the first pass in the SSH10a public key authentication scheme.
15  Additionally, in the above explanation, an expression Cmt was used. In the case of
the configuration of N parallel repetitions, this set of messages will be (c11, ¢12, €13,
s ONJI» ©N2, ©n3) as shown in FIG. 19, and the amount of communication will be
extremely large. Thus, the present inventors have devised a configuration for
sending these messages collectively as one hash value.
20 [0253]

As shown in FIG. 19, when adopting this configuration, the message to be
sent in the first pass will be one hash value only, and the amount of communication
can be greatly reduced. Moreover, this hash value and a hash value that is not
restored from a response to a challenge sent from the prover are to be sent from the

25  prover together with the response. According to this configuration, in the case of
the configuration of N parallel repetitions, the number of pieces of information to be
sent can be reduced by 2ZN—1. The same configuration can be applied to the
SSH10b public key authentication scheme, as shown in FIG 20. In this case, the
number of pieces of information to be sent can be reduced by N-1.

30 [0254]

In the following, a supplementary explanation has been given for the present



70 methods #1 and #2. [0255] <5: Hardware Configuration> Each algorithm described above can be
performed by using, for example, 5 the hardware configuration of the information processing
apparatus shown in FIG. 21. That is, processing of#ach algorithm can be realized by controlling the
hardware shown in FIG. 21 using a computer program. Additionally, the mode of this hardware is
arbitrary, and may be a personal computer, a mobile information terminal such as a mobile phone, a
PHS or a PDA, a game machine, a contact or contactless 10 IC chip, a contact or contactless IC card,
or various typestieddaforamatitn appliances. Moreover, the PHS is an abbreviation for Personal
Handy-phone[@é%t%em. Also, the PDA is an abbreviation for Personal Digital Assistant. [0256] As
shown in FIG. 21, this hardware mainly includes a CPU 902, a ROM 904, 15 a RAM 906, a host bus
908, and a bridge 91685FHethibrarofeoifigdnatidware includes an external bus 912, an interface 914, an

input unit 916, an output.unjt 918, a storage pnjt 920, a drive 922, a connection port 924, and a

communication unit Fgg%chl\ﬁd 8%{:/emr, X %‘iﬁ%f’gﬁeagﬁe\ﬁa?%rﬁ% Fg}eécegrﬁrgf]ﬁgo gﬁ)ﬁ%ﬁt. Also, the

ROM is an ahh¢ddatiandeniaadotydfitimorformatibe praressing HpdaisashdGabbrGation for

Random ACC%?‘S Memory. %)257 The CPU 902 fﬁnctio s%s an arithmetic ﬁroi;és ing unit or a
'8

control unit, f %&gmgig%/ﬁg GBI HET BRI OF R AR S UpE it o r BE W A ructural

element baseg@nnagiEIGPPYrashgrecemeshen the M S0ddiRmAY 906 Hoae 25fsthiage unit
920, or a removal recaording medium 928. The ROM 904 is means for. storing, for example, a program

to be loaded BHNEE BIFSHE b GRINPLRE MRFEeRY rrmnuRtntRakil R ieisaten R 906

temporarily ogR@rReWalbIopRSHIERBIE) PDOHAKe hedarded emthe: 6Pt 29& 1t various
parameters or the like arbitrarily changed in execution of the program. 30[0258] 71 host bus 908

capable!Bf pdffofhihg RiiRsheetrairegEnKmissionT FARRLSHAPCTNE HdQEBOc iRy Hected
through the briglge, 940 4 Pa S Xemabbis 9L dvbp e daial IRRRMISRINR SPerehis ralgbvaly low, for

example. Furthermore, the input unit 916 is, for example, a mouse, a keyboard, a touch panel, a
button, a switch/ ol anedresiabienqrsteLRiEo 26 4t #8- a remote control that can transmit a

control signal[ggsg§ing an infrared ray or other radio waves. [0259]

As shown in FIG. 21, this hardware mainly includes a CPU 902, a ROM 904,
15 a RAM 906, a host bus 908, and a bridge 910. Furthermore, this hardware includes
an external bus 912, an interface 914, an input unit 916, an output unit 918, a storage
unit 920, a drive 922, a connection port 924, and a communication unit 926.
Moreover, the CPU is an abbreviation for Central Processing Unit.  Also, the ROM
is an abbreviation for Read Only Memory. Furthermore, the RAM is an
20  abbreviation for Random Access Memory.
[0257]

The CPU 902 functions as an arithmetic processing unit or a control unit,
for example, and controls entire operation or a part of the operation of each structural
element based on various programs recorded on the ROM 904, the RAM 606, the

25 . storage unit 920, or a removal recording medium 928. The ROM 904 is means for
storing, for example, a program to be loaded on the CPU 902 or data or the like used
in an arithmetic operation. The RAM 906 temporarily or perpetually stores, for
example, a program to be loaded on the CPU 902 or various parameters or the like
arbitrarily changed in execution of the program.

30 [0258]

These structural elements are connected to each other by, for example, the



The output unit 918 is, for example, a display device such as a CRT, an LCD, a PDP or an ELD, an
audio output device such as a speaker or headphones, a printer, 10 a mobile phone, or a facsimile,
that can visually or auditorily notify a user of acquir&dl information. Moreover, the CRT is an
abbreviation for Cathode Ray Tube. The LCD is an abbreviation for Liquid Crystal Display. The PDP is
an abbreviation for Plasma Display Panel. Also, the ELD is an abbreviation for ElectroLuminescence
Display. 15[0260] The storage unit 920 is a device for storing various data. The storage unit 920
is, for exampleysh buadiiticaptblagd’ denflomsug high-apraeddidiskdivaifision), dsemsipertddstor storage
device, an optical,storage. device, or.a,ma o-optical star device. The iS an abpreviation for
Hard Dick e Al aEt com R T B I B R el B SR R e
removal recotdinghmedinrpdaB isuehaschy rhagniticediskplan optichbdiskea timagmpetoaapticld disk, or a
semiconductor memory, ar writes information in the renﬁoval recording medium.928. The removal
recording meHuIGIR D orfeiaNite: A EORS el 255 pAy et i 555U medtum,
various tgpesAikseicapaticior storage beediamotdedikel. tRiteauraan thetre nonallragasting medium
928 may be, for example, an electronic deyjce or an IC card on which a non-contact IC chip is
mounted. Thé‘?@gsaﬁﬁ“fﬁﬁ?g\ﬁ’éﬁ%of ’iﬁf‘é‘?é@&%ircuit. [0262] 30The connection port 924 is a port
such as an UgBsgrt, an IEEE1394 port, a SCSI, an RS-232C port, or a port for connecting an
externally connected device 930 72 such as an optical audio teiFinal. The externally connected device

930 is, for example, d PrARUEIHEEIE FniskBryele-# dighicdmisasiehitiaRdedchirra, or an IC
recorder. Morgoysr othg BB is:anaRbiriirticRfalUniversal spesial By hehdshothe, Seahisran

abbreviation for Small Computer System Interface. 5[0263] The communication unit 926 is a
communRatich Bebite PIME cohredtsinyls nbhorkiosBualy 1 mrdeathproE  dmpthithtion card

for a wired or yireiess; hihh Rl O e oS eie RIS MANch-RL WP Brrafh ORKAR £ TBLNIcation

router, an ADSL router, or a device for contact or non-contact communication. The 10 network 932

connected to Wi’é ESRnicdtsavimionder i§i§@i%#i§@5’é@1f§6ﬁphw\/_ir@béﬁ’rﬁ&_ﬁéé@?@ﬁ@@é@y connected
network, and j§,the; laterney; ghomeaige LANnfratedeomeunicalinn. visilg light ¢qoamynication,

broadcasting, or satellite communication, for example. Moreover, the LAN is an abbreviation for Local
Area Network-wisoeshenw DSBlayan abbreviation for Wireless USB. Furthermore, the 15ADSL is an
abbrevieigon fwzlg@ymmetric Digital Subscriber Line [0264] <6: Summary>

The storage unit 920 1s a device for storing various data. The storage unit
920 is, for example, a magnetic storage device such as a hard disk drive (HDD), a
semiconduétor storage device, an optical storage device, or a magneto-optical storage
device. The HDD is an abbreviation for Hard Disk Drive.

20 [0261]

The drive 922 1s a device that reads information recorded on the removal
recording medium 928 such as a magnetic disk, an optical disk, a magneto-optical
disk, or a semiconductor memory, or writes mformation in the removal recording
medium 928. The removal recording medium 928 is, for example, a DVD medium,

25  a Blu-ray medium, an HD-DVD medium, various types of semiconductor storage
media, or the like. Of course, the removal recording medium 928 may be, for
example, an electronic device or an IC card on which a non-contact IC chip is
mounted. The IC is an abbreviation for Integrated Circuit.

[0262]
30 The connection port 924 is a port such as an USB port, an IEEE1394 port, a

SCSL, an RS-232C port, or a port for connecting an externally connected device 930



Lastly, the technical contents according to the embodiment of the present disclosure will be briefly
described. The technical contents stated here can be 20 applied to various infoonation processing
apparatuses, such as a personal computer, a mobil&phone, a portable game machine, a portable
information terminal, an information appliance, a car navigation system, and the like. [0265] The
functional configuration of the information processing apparatus 25 described above can be expressed
as below. The infoimation processing apparatus includes a key holding unit and an interactive protocol
execution united below. dftedeyddoddiagniniis fohdaidingadllfl 202heeeretlkeis 304 tord ) and L

public keys y, that satisfy y, = F(s) with respect to a set E of multivariate polynomials of n-th order (n >
o) Alsor the AR B B 1 5 T Rt SR SR I e et
protocol for psaviGgrenomitedgdlofdbviy) shereldikyis anthbbeatisfyly, forR(s)ivetsthSumgréthe interactive

protocol execution uni vents, at 73 the time of eéformin tggsinte active protocol with the verifier,
the verifier fr(#rgsﬁh%l\f/iggsiﬁﬁ&? 3@8}:‘@{1&89%%% ed” g‘j @gﬁji‘?ﬁgﬁfg‘secret key s, to be a
multiplexed kgyeasd using a part of the 5 secret keys at the time of pertaining an interactive protocol
and also by preventing which secret key s, was used from becoming known in the interactive protocol,

a security level sufficiCh? PR G K ThiBé GHRYEHReATaNsBSH $Rdoas sBwgrted to

parallel-repetifigeconfigamtion Ehasis:@ueidf a sifiemidedde inparsonatetheyvanifigeand tried to
obtain information on the secret key .51 that is used in the 10 authentication, which secret key s, is

used in the intere(REFAHSSPEsHEEkABARMETER (8 N/ TEvimerontic iSORvRINIAAE SRSk where the

interactive praiocobsan ReRerigrmedaanarhirayumber gbtlngsadnfermatianandhe sestet key s, is
not leaked by the prover, and a security level sufficient for an active attack can be guaranteed.

15[026 A0(Notssy otk SFheommsivtistith hrocessgispiriatalf dasciibembisevd iR exdifiple of an
authentication JeviGe LB, e RO B4 ESMRIBAL Sidg-iE YR etmag, DeRANR0Athe RAM 906,

the storage unit 920 and a removable recording medium 928 are 20 examples of a key h_ol’ding unit.
Additionally, a&@eedt kepsipisatiwpubic ey Yehth soara wkpiioehbkesdpeiting waitsatellifenerated by
the key genetaiigh Al Gt R e e Blevela daingbfoanting v pilier gigerithm V are
examples of an interactive protocol execution unit. Additionally, in reality, the function of the interactive
protocol exedutiorodhit i tealthe MoyIBa provbbrdytrivmi@sVHreletisd NdtifieFadthorithmre Miseing

performgg by 49 {ucion o146 GV, 992, ETASITAAIE 146, nsilne of @ challenge reception uni, a

challenge se etctlon unit, a response generation unit, & response transmission unit and a message
transmission Wie4lre realized by the functions realized by the prover algorithm P. Additionally, the
function of the commg‘gi:cgttﬁ%;]ng%i;926 is used for the exchange of information. 30[0268]
Lastly, the technical contents according to the embodiment of the present
disclosure will be briefly described. The technical contents stated here can be .
20  applied to various information processing apparatuses, such as a personal computer,
a mobile phone, a portable game machine, a portable information terminal, an
information appliance, a car navigation system, and the like.
[0265]
The functional configuration of the information processing apparatus
256  described above can be expressed as below.  The information processing apparatus
includes a key holding unit and an interactive protocol execution unit as below. The
key holding unit is for holding L (L > 2) secret keys s; (i = 1 to L) and L public keys
yi that satisfy y; = F(s;) with respect to a set F of multivariate polynomials of n-th
order {n > 2). Also, the interactive protocol execution unit is for performing, with a
30  verifier, an interactive protocol for proving knowledge of (L—1) secret keys s; that

satisfy y; = F(s;). Furthermore, the interactive protocol execution unit prevents, at



74 above with reference to the accompanying drawings, whilst the present invention is not limited to
the above examples, of course. A person skilled in the art may find various alternations and
modifications within the scope of the appended claiths, and it should be understood that they will
naturally come under the technical scope of the present invention. Reference Signs List [0269] Genkey
generation algorithm 10 Pprover algorithm Vverifier algorithm 75 CLAIMS Claim 1 An authentication
device comprising: a key holding unit for holding L (L 2) secret keys s, (i=1to L) and L 5public
keys y, that stisfime sfFRfs)forithingdpedttoractut Potesaltivatiatbepotyifemitis otriftbroider (n > 2); and
an interactiv%ﬁrotoco‘IV xqﬁggtion nit for gserfs%gning, with a verifier, an interactive protocol for proving

t ; . : . . :
knowledge o O—‘ﬁngecré e;e/%r%, Faf'satis y, = F(s), 10wherein the interactive protocol execution

unit includes @2&@jlenge reception unit for receiving L challenges Ch, from the verifier,
' By causing the secret key s; to be a multiplexed key and using a part of the
5  secret keys at the time of performing an interactive protocol and also by preventing
which secret key s; was used from becoming known in the interactive protocol, a
security level sufficient for an active attack can be guaranteed also in the case of the
parallel-repetition configuration. That is, even if a falsifier fried to impersonate the
verifier and tried to obtain information on the secret key s; that is used in the
10 authentication, which secret key s; is used in the interactive protocol is not known
even to the verifier. That is, even in a situation where the interactive protocol can
be performed an arbitrary number of times, information on the secret key s; is not
leaked by the prover, and a security level sufficient for an active attack can be
guaranteed.
15 . [0267]
(Notes)
The information processing apparatus described above 1s an example of an
authentication device on the prover side or the verifier side. Furthermore, the ROM
904, the RAM 906, the storage unit 920 and a removable recording medium 928 are
20  examples of a key holding unit. Additionally, a secret key si and a public key yi
that are held in the key holding unit are generated by the key generation algorithm
Gen. Furthermore, the prover algorithm P and the verifier algorithm V are
examples of an interactive protocol execution unit. Additionally, in reality, the
function of the interactive protocol execution unit is realized by the prover algorithm
25 - P or the verifier algorithm V being performed by the function of the CPU 802.
Furthermore, the functions of a challenge reception unit, a challenge selection unit, a
response generation unit, a response transmission unit and a message transmission
unit are realized by the functions realized by the prover algorithm P.  Additionally,
the function of the communication unit 926 is used for the exchange of information.
30 [0268]

The preferred embodiments of the present invention have been described



a challenge selection unit for arbitrarily selecting (L-1) challenges Ch, from the L challenges Ch,
received by the challenge reception unit, 15a response generation unit for generating, by using the
secret keys s" (L-1) responses Rsp, respectively fof4he (L-1) challenges Ch, selected by the challenge
selection unit, and a response transmission unit for transmitting the (L-1) responses Rsp,
generated by the response generation unit to the verifier. 20 Claim 2 The authentication device
according to claim 1, wherein the interactive protocol execution unit further includes a message
transmission alnit fow itlamsfaitiiag ttothlecavenfipap mes shgesn@miviedsticoprespondiig @5t each of the
L secret keys s her |n the cha len ception, unit recejves a.challenge Ch..indicating a
verification pé’t?e?ﬁnslte fecte ﬁo e(lgxfl%)ve“rl% icat 8rrfppattA rRS E?/ntﬁié %e(ﬁlle?%cf%gglné {o dSach
message Cmvaﬂammtﬁﬁﬁmmmemgeatrmméﬁmﬁwrmoﬁ@ &ldimapprindaiuthemiication device
according to claj 76 W ereln | ase éﬂ‘.;f‘ Cmt = the message
transmission ’ﬁ Oc'f‘i?ich?alfg DRI gﬁé‘/ tﬁx)’%&éﬁf 5681%%???@&({%% and
transmitssthispmesgagecaniab to the verlfler and 5the response transmission unit transmits, together
with the response Rsp" an element of the message Cmit, that the verifier is not able to restore even
when using this response Rsp,. Claim 4 10The authentication device according to claim 2,

Reference Signs List

[0269]
Gen key generation algorithm
10 P prover algorithm

v verifier algorithm



wherein the key holding unit does not hold one secret key so (1 < among the L secret keys si, and
wherein the interactive protocol execution unit perfouns, based on a falsification algorithm, processing
related to the secret key so that is to be performed75in the interactive protocol. Claim 5 An
authentication device comprising: a key holding unit for holding L secret keys s; (i=1to L) and
L public keys 20y; that satisfy )7; = F(s) with respect to a set F of multivariate polynomials of n-th order
(n > 2); a challenge reception unitreceiving Q sets (Q? 2) of L challenges CIO) (j =1 to Q) from a
verifier; a challenge selection unit for arbitrarily §8léd%f% one set of L challenges 25CIO) from the Q
sets of L Cha@&%ﬁ CO) received by the challenge reception unit; a response generation unit for
generating, by using the secret keys s" L responses Asp; respectively for the L challenges Ch,U)
selected by the challéngeusstettiomonnithamdcomprising: response transmission unit for transmitting the

L responses Rsp; generated 30by the response generation unit to the verifier., 77 Claim g The
aq«a ehé)ﬁ? né umts?or%oqaw'g% i thcegi ecre keé/%%[% ieg?e tﬁ%i

authentication device aceor mé aim's, ere nteractiv col it further
includes & mesbigekiEansynissnsurifforytrandigilting o ibwpaarifiera messages Ganivieipectively
5corresponding to the L secret keys st, a 21 wherein the challenge reception unit receives a
challenge ChP(Iy G ﬁr?g %’%e%%éggﬁg % selected from k (k > 2) verification patterns by the

verifier according to eachaessageptoiicdlanenitiefl iithRMessagei tansitissieaumit, 1 Claim 7

The authenti¢ation device according to claim 6, )
interactive protocol for proving knowledge of (L—1) secret keys s; that satisfy y; =

F(s3),
10 wherein the interactive protocol execution unit includes
a challenge reception unit for receiving L challenges Ch; from the
verifier,
a challenge selection unit for arbitrarily selecting (L—1) challenges
Ch; from the L challenges Ch; received by the challenge reception unit,

15 a response generation unit for generating, by using the secret keys
si, (L—1) responses Rspi respectively for the (L—1) challenges Ch; selected by the
challenge selection unit, and

a response transmission unit for transmitting the (I.-1) responses
Rsp; generated by the response generation unit to the verifier.

20

Claim 2

The authentication device according to claim 1,

wherein the interactive protocol execution unit further includes a message
transmission unit for transmitting, to the verifier, messages Cmt; each corresponding

25  to each of the L secret keys s;, and

wherein the challenge reception unit receives a challenge Ch; indicating a
verification pattern selected from k (k > 2) verification patterns by the verifier

according to each message Cmt; transmitted by the message transmission unit.

30 Claim 3

The authentication device according to claim 2,



wherein, in a case of the message Cmt, = (chi, .., the message transmission unit calculates
a new message Cmt' = H(Cmti,Cmh.) using a one-way function H and transmits this message Cmt' to
15the verifier, and the response transmissidn unit transmits, together with the response Rsp"
an element of the message Cmt, that the verifier is not able to restore even when using this response
Rsp,. 20 Claim 8 An authentication method comprising: generating L (L > 2) secretkeyss, (i=1
to L) and L public keys y, that satisfy y, = F(s) with respect to a set F of multivariate polynomials of n-th
order (n > 2); and 25pdrfeeining avitkea VdrifimessagitenactiVe protocoblor proving knowledge of (L-1)
secret keys s, that satisfy y, =,wherein the perfoiming includes recejving L challenge , from the
veriter b e (L T ey R S B st v
been received{§anerating oy Jusing theseeret Keysish (H- ihdesponsas RepmaEB8amspedtively for the
(L-1) challenqﬁs \%hiégra% Q?ave been selected, and transmitting the (L-1) responses Rsp, that have
been generateg {0 the vérifier. 5 Claim 9 A program for causing a computer to realize:

5 : the response transmission unit transmits, together with the response

Rspi, an element of the message Cmt; that the verifier is not able to restore even

when using this response Rsp;.

Claim 4
10 The authentication device according to claim 2,
wherein the key holding unit does not hold one secret key sip (1 <ip <L)
among the L secret keys s;, and |
wherein the interactive protocol execution unit performs, based on a
falsification algorithm, processing related to the secret key sj that is to be performed

15 in the interactive protocol.

Claim 5
An authentication device comprising:
a key holding unit for holding I secret keys s; (i == 1 to L) and L public keys
20 vy that satisfy y; = F(s;) with respect to a set F of multivariate polynomials of n-th
order (n > 2);
a challenge reception unit for receiving Q sets (Q = 2) of L challenges Ch¥’

(j=1to Q) from a verifier;,

a challenge selection unit for arbitrarily selecting one set of L challenges
25  ChY from the Q sets of L challenges Ch¥ received by the challenge reception unit;

a response generation unit for generating, by using the secret keys s;, L
responses Rsp; respectively for the L challenges Ch’ selected by the challenge
selection unit; and

a response transmission unit for transmitting the L responses Rsp; generated

30 by the response generation unit to the verifier.



a key holding function of holding L (L? 2) secret keys s, (i=1to L) and L public keys y, that satisfy y, =
F(s1) with respect to a set F of multivariate polynomials of n-th order (n > 2); and 10an interactive
protocol execution function of performing, with a vefitier, an interactive protocol for proving knowledge
of (L-1) secret keys s, that satisfy y, F(s,), wherein the interactive protocol execution function includes
a challenge reception function of receiving L challenges CM from 15the verifier, a challenge
selection function of arbitrarily selecting (L-1) challenges Chi from the L challenges Ch, received by the
challenge redelsiorbfunction, a response generation function of generating, by using the

secret 20keys si, (L-l}}{g%@l@ggﬁaﬁgg,dregggggg&%lghfl rcﬁ@%q(ls';) challenges Ch, selected by the

challenge selection function, an a response transmiission function of transmitting the (L-1)
responses Rsp, generdiadib\tithenespunsergeiverationdemetiomtoftiréioerifidnd2s Claassdd® An

authentication method comprising: nerating L secret.keys s, (i=1ta L) and L public keysy,
that satisty y L i e 8 LR e 8 Ty et ) B RSS): recening
Q sets (@? 2rofrtsphiatiangesheh, updyet Heta Q)dod a verifier; 30arbitrarily selecting one set of L

challenges ChM from the O sets of | challenges Chi(3) that have been receiveg, é? .__generating,
by sing the secret KA AL NI E RS SORRB LRI T e C T e P EAE e boen
selected; and/tafismittingatiner selspriaseéisp, that Hveddtngenerateshiotihaentdrficr

according to each message Cmt; transmitted by the message transmission unit.

10 Claim 7
The authentication device according to claim 6,
wherein, in a case of the méssage Cmt; = (¢i 1y -0y CiND,
the message transmission unit calculates a new message Cmt’ =
H(Cmt;, ..., Cmt;) using a one-way function H and transmits this message Cmt’ to
15  the verifier, and
the response transmission unit transmits, together with the response
Rspi, an element of the message Cmt; that the verifier is not able to restore even

when using this response Rsp;.

20 Claim 8
An authentication method comprising:
generating L (I. > 2) secret keys s; (1 = 1 to L) and L public keys y; that
satisfy y; = F(s;) with respect to a set F of multivariate polynomials of n-th order (n >
2); and
25 performing, with a verifier, an interactive protocol for proving knowledge of
(I-1) secret keys s; that satisfy y; = F(s;),
wherein the performing includes
receiving L challenges Ch; from the verifier,
arbitrarily selecting (I.—1) challenges Ch; from the L challenges Ch;
30  that have been received,

generating, by using the secret keys s;, (L—1) responses Rsp;



5Claim 11 A program for causing a computer to realize: a key holding function of holding L secret
keys s, (i=1to L) and L public keysy, that satisfy y, = F(s) with respect to multivariate polynomials F
of n-th order (n 2); 10a challenge reception functiory ®f receiving Q sets (Q > 2) of L challenges Ch,) (j
=1 to Q) from a verifier; a challenge selection function of arbitrarily selecting one set of L
challenges Ch,(I) from the Q sets of L challenges Chu) received by the challenge reception function;
15a response generation function of generating, by using the secret keys s" L responses Rsp,
respectively forstivetivelhyalienyeslCh) deddetentbiihtbaHalietyesetbation fundction; and a response

ransmission function of transypitingihe Ly SPODPes ReR.ORSIHSH X (EISpanSs GpRsration
function to the verifier. 20
the verifier.,

5 Claim 9

A program for causing a computer to realize:

a key holding function of holding L (L > 2) secret keys s; (i=1to L) and L
public keys y; that satisfy y;i = F(s;)) with respect to a set F of multivariate
polynomials of n-th order (n > 2); and

10 ' an interactive protocol execution function of performing, with a verifier, an
interactive protocol for proving knowledge of (I.—1) secret keys s; that satisfy y; =
F(sy),

wherein the interactive protocol execution function includes

a challenge reception function of receiving L challenges Ch; from

15 the verifier,

a challenge selection function of arbitrarily selecting (L—1)
challenges Ch; from the L chalienges Ch; received by the challenge reception
function,

a response generation function of generating, by using the secret

20 keys s, {L—1) responses Rsp; respectively for the (L-1) challenges Ch; sclected by
the challenge selection function, and

a response transmission function of transmitting the (L-1)

responses Rsp; generated by the response generation function to the verifier.

25  Claim 10
An authentication method comprising:
generating L secret keys s; (1 = 1 to L) and L public keys y; that satisfy y; =
F(s;) with respect to a set F of multivariate polynomials of n-th order (n > 2);
receiving Q sets (Q > 2) of L challenges Ch"! (j =1 to Q) for a verifier;
30 arbitrarily sclecting one set of L challenges Ch{Y from the Q sets of L

challenges Chim that have been received;
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generating, by using the secret keys s;, L responses Rsp; respectively for the
L challenges Chi@ that have been selected; and

transmitting the L. responses Rsp; that have been generated to the verifier.

Claim 11

A program for causing a computer to realize:

a key holding function of holding L secret keys s; 1 = 1 to L) and L public
keys y; that satisfy y; = F(s;) with respect to multivariate polynomials F of n-th order
(n=2),

a challenge reception function of receiving Q sets (Q > 2) of L challenges
Ch¥ (j= 1 to Q) from a verifier;

a challenge selection function of arbitrarily selecting one set of L challenges

Ch” from the Q sets of L challenges Ch¥ received by the challenge reception

function;

a response generation function of generating, by using the secret keys s;, L
responses Rsp; respectively for the L challenges Ch¥ selected by the challenge
selection function; and

a response transmission function of transmitting the L responses Rsp;

generated by the response generation function to the verifier.



