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[0003] In one embodiment, a method is disclosed for communicating data over a wireless

network in accordance with a distributed asset management protocol. The method includes
operating a sending device to generate a medium access control (MAC) frame to be transmitted
over the wireless network. Generating the MAC frame includes setting a frame control field of
30 the MAC frame to indicate a frame transmission type. Generating the MAC frame also
includes defining a payload portion of the MAC frame in accordance with a payload
specification of the distributed asset management protocol corresponding to the indicated
frame transmission type. The method also includes operating the sending device to transmit the

generated MAC frame over the wireless network. In the method, a receiving device is operated



S5protocol corresponding to the indicated frame transm ssion type. [0004] In
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[0005] Other aspects and advantages of the invention will become more apparent from the
following detailed description, taken in conjunction with the accompanying drawings,
25  illustrating by way of example the present invention.

Description of the Drawings

Figure 1A shows a diagram of an example star topology within the network, in
accordance with one embodiment of the present invention;
Figure 1B shows a diagram of an example peer-to-peer topology within the network, in
30  accordance with one embodiment of the present invention;
Figure 2A shows a beacon frame timing diagram of the beacon method of the DAMC
protocol, in accordance with one embodiment of the present invention;
Figure 2B shows a broadcast packet timing diagram of the broadcast method of the

DAMC protocol, in accordance with one embodiment of the present invention;



Figure 3E shows a chart of bitmask val ues used in the Beacon Type Field and
their corresponding data types to be considered present in the Data Field,

i n accor dmoceimizgsazone 10enbodi ment of the present i nvemrCirars2010/047585 Fi gure
3F shows a Beacon Type Field bitnmask exgrrpl e, in accordance with one

enbodi nrent of the present invention; Fi gure 4A shows a broadcast
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Message Type ghi gl dpvglue 31 l?e@g?r{ %?1‘115 s&ﬁ%tﬁx%sﬁocﬂg IOV 30865 ¢ LE! Iagléer: gitg

accordance wi th one enbodi men the present invention,
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one enbodi ment of _th resent jnventjon;_ . Figure 6 shows a data

frame struct ﬂ%{r%ﬁ&tsﬁ_%@me@w%ﬁs\eeﬁ TypsFilddaaless AT Sblcgng pes Bhtsadingent
of the RBEGEE&NIn AYRAKEORIth one embbdiBidhorths PRVt A ep&fiowW edgenment (ACK/ NAK)
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protocol, in accordance with one embodiment of the present invention;

15 Figure 4B shows a chart of Message Type Field values and their corresponding data
descriptions, in accordance with one embodiment of the present invention;

Figure 5 shows a command frame structure of the DAMC protocol, in accordance with
one embodiment of the present invention;
Figure 6 shows a data frame structure of the DAMC protocol, in accordance with one

20  embodiment of the present invention;

Figure 7 shows an acknowledgement (ACK/NAK) frame structure of the DAMC
protocol, in accordance with one embodiment of the present invention;

Figure 8 shows a flowchart of a method for wireless network operation, in accordance
with one embodiment of the present invention;

25 Figure 9 shows a flowchart of a method for communicating data over a wireless
network in accordance with the distributed asset management (DAMC) protocol, in accordance
with one embodiment of the present invention;

Figure 10 shows a diagram of a device defined to communicate data over a wireless
network in accordance with the distributed asset management protocol, in accordance with one

30  embodiment of the present invention;

Figure 11 is an illustration showing an mLOCK device architecture, in accordance with
one embodiment of the present invention;
Figure 12 is an illustration showing a schematic of the mLOCK of Figure 11, in

accordance with one embodiment of the present invention;



4 Fi gure 13 shows the physical conponents of the nLOCK, in accordance
with one enbodi nent of the present invention; Figure 14 shows a
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and push plate, in accordance with one ?errbodi ment of the present invention;
and SFigure 15 shows an expanded view of the shackle and | ocking mechani sm
component of reference, in accordance with one embodi ment of the present
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distributed asset management and information exchange. Additionally, the DAMC protocol

specifies variations, i.e., extensions, of 8§02.15.4 communication frames to enable distributed
asset management and information exchange, without conflicting with 802.15.4 specifications
that provide for normal communication processes to occur between 802.15.4 compliant
25  devices. The DAMC protocol described herein can be used with reader devices, lock devices,
tag devices, handheld device, or essentially any other properly equipped device that utilizes an
802.15.4 compliant IC radio and includes sufficient computing and associated memory
capability.
[0008] It should be understood that although the DAMC protocol is defined for
30 implementation within the 802.15.4 protocol, the DAMC protocol does not require strict
adherence to all aspects of the 802.15.4 standard in all embodiments. That is to say, in some
embodiments, the DAMC protocol can be implemented with devices that comply with
appropriate portions of the 802.15.4 standard. However, in one embodiment, the DAMC
protocol is implemented with devices that fully comply with the 802.15.4 standard. Also, the
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(Direct ng‘%%h@ygﬁf%ﬁ lopectrum nodul ation WO

2011/ 028842 PhUS20 14847585 7 al ong with QPSK (quadri phase phase-shift
keyi ng). Mreover, the corTBI iant radio works well in reflective

envi r onf@M2k The BANLC pretasa iSe(ﬂﬁf@Gd ﬁ@ e useda@/i@éw Saeelegp CAMMUNiAtigB gBYHRK have

meallr oleboily TPufl, NCHmpG BETAE ML @y R ORENRE BvarE) o iffres e

under st e@dmuuhRuti@n yietwagk dasuds wmﬂmam trmaosneﬁ \bothk t}rmgagh@amea dndaths niesdgpower
| arger or smaller_than 10 dBm Al so, reader few ces Wlthf n the net\/\%rk can
have a 8pdeRsniThepadiC rigioCGlalseuba BifeHle SIeFINeg- toebfi&pPplepeptel JEEUE

regul Al b 18ad ptiORe (%@Wh@w}m &cﬁété‘ﬁ&rﬁdlm%xlnﬁiedr & & lfagt Dawishg a

360 fi e I ew posi‘tione gbout 30 m(neters ove sea
Ievel c&mth@mi&adam@elceytendl ng from1l km (kiloneter) to 3 km However,

sho recjated t er. devices within rk can var
subbt anf00Rl ¢orwTBEr BoLS G Lot IBRdP RGPy En e ESF SRENDhein AT ane
or exi teﬁhﬁ@tﬁﬁfenfjeﬂﬁbcl@ %@Qhé’%o%ﬁﬁxﬁt adid Rtifzdl aepg '\@r(%ltﬁlagre(:%'éd oMtﬁdthe
manner to have a range extending from3 mto m depending on its

oper at i omapliangqadio.enengls cofndGma]|cambe hiserd torrésarbéft thgrqzysteé tegdpdecpawaregpslotise

t f d f ts sl £ bout
depenai RIS 65 o1 et ioad i 6Tl PREY i dinie 5 ERRRer P RIEL

be undepsdi@pehat Ao BEstrHIRGNER dvailBble rfftﬁ‘h h@@pleshaiact@brsba ddatdgelly,ohe
smal ler than 1 second. Also, during network comunication, a maxi num sjze

packet p@nglaamt @@ho SEMTHAHEHPR PEUOGOH SERONE SIECEnodes @f anréa%b%w?en network
D Ohees CPLRBR, RITHRE AL HEARAARNERy Iy fror-cBTARAMES AN a0 R | 2

packet urn transm ssi o dgnen can be done
20 in | ﬁﬁ:ﬁldbh@akelyﬂﬁs Ih tsomélembddlbﬁnun‘(ﬂlercsmﬁaht rhkhmmemchtdhamegna&dsmlﬁﬁy on

tines vmthlnthe network can vary fromt 4 an ns val ues note

above, Hepenhdpry of hf“l@@’aFFetIWB}akneé‘EFﬁdﬁﬁsogsén@r@'ﬁﬂ)ceglt %@FTYPHB‘? o§t§n‘{]aﬁ‘i1t Pz@én

i nfluen r&;ﬁ?&n&hétﬁc&ﬁ MRK t&sRAMuni cation. 100171 Additionally, the DAMC
ovi des for

pr ot oco etwork managenent to control the nunber of tag
devites 0(}14}: @nmphama’adlom angi infermmtighalyracceetbwitienmthe ESMI(mdosteiab sbiodtifieand 25

ol | Ao Al Pasa ot AlraRere greor iy e Tean B be 905 S feipallsria) o
devi ce. 288 AXAMRbEe ethPEAHGH, Uite A 16NS DA CINAEIO GehweeR 2185 (g1 YR K 483

managenment features, such as beacon interval and report interval, in
conbi naGHan Awd, rﬁaphe:hamqbl suamrtSr addaga frefat ofr 80,000 G8Nearrgcondy MAlse.ains ml%m on

rate, it e for tens 0 evi.c by

a singl gnb%%{glgpts ({}? Jsaug|es Ogtlg n%f géqsﬂcigzu o({ngfilg/pgz K %glblg?%gré % %i

W '8 eStheCDMNIO! SratocoN AR WesThpline radibs ¢hplaiept iaaChrricadiense dQultiplei Aadees can
(CSMA) method of channel conflict resolution which complements implementation of the

DAMC protocol. In the CSMA method, hold off can be up to 10 ms (milliseconds). Also,

compliant radio networks can utilize DSSS (Direct Sequence Spread Spectrum) modulation



i ncl ude peer-to-peer topologies (i.e., point-to-point topologies), star
topologies (i.e., point-to- multi-point topol ogies), repeater

confi gur avoans/28%aB8 truck communi cations), and any WO PCT/US2010/047585

2011/ 028843PCT/ US2010/ 047585 8 conbi natjon thereof, anong others. Figure 1
A shows a di agram of an exanple star tot)ol ogy within the network, in
accordance vm',th one e di ment. of t ent invention. Figure 1B shows a
di agr am? %Q&%%I b‘gé)rhaf%plﬁ‘é%lsh‘ Wmepm:rntheyp@nﬁ)@mbqaﬁlo works well
accor dan&peﬂ%ttl%é}p\,@m%@&gl ment of the pr esent invention. Wthin the
network, tag devices can be deployed in 5 essentially any nunber of ways.

I n one é@ﬁiddi ilmen¢ embadjnaetyiteedevaces vddph tearttworkdiast i thnsmdt presetos abautdnabl e
t racki n nmanagenen f t di.stri buted assets. For, exanp vi ces
can_be SFT A S keepse ebel B o e b e SeTprsnrd rerp it im S

moni § or Ix—raﬂve%r tithhoBIl (RPINMrEYAt RANBSad BEAIRAUEN thB eMRITk %ay[IQAQéL%]tra!nE‘mRne

enbodi nment tag devices that are fi xedéto novabl e assets, such as shi ppi ng
10 cont @Pwer @rgfarcer whedlion dloant 60 @Ben. adlso) readercdavikes oethin tthe actvepgk tcaih havast

{ransm SSTa o8l o &g i BRI R BobveuBio MEBHCTP SRS ng

its trafised {i@hobildpetatert dv@ict Havipk QCB0UTekd-o Aviedd FORN) @ pokition&Pit abBitt30ah e
net wor k conmunj cati on unl ess a reader device emts a broadcast command or

net wor k IBEEEQ AbOVEoTea dsvahpAnehava Adange srdenimg e deln (kiloracter do ddum dowdvEr, not
att egpt ;i gpoluﬂi Be aap?t]e\éﬁl@edh firat PEIAP v B %ﬁ&ﬁ%&hé ﬁ&%ﬁ?}aﬁ‘ Ja%%@ﬁ]ﬁ%_&%faﬂg gr om

a reader device w e given network wever procedure,
once a pag)ode\anée:orrespmdmgt;ehmaﬂge tthe ckagpldevi ae rmyexstenzddérr ansed ssi GBS

uni |l ateral l n the network for sone types of applicatjons and/or
pur posegper?%fi "éﬁéﬂ‘fﬁ?téonabmf eProle Q‘aﬁﬁ‘?ﬁtﬁdlag P &G e]xg%nﬁ%‘& fromgidvaio AGY Wbr k
may uni h@g&aﬁig@ﬁ]&%rgtﬂbﬁgﬁ@&ﬁ%% W thin the network concerning | ow
| atency al arns (inportant alarms), exits 20 (novenment past exit waypost),

ent r anc §¥016hdVidne the Ipm‘sorke atyraeed eesnayq@dgng of @tag.demlcs dronuitsleleep bteteTid hbout

d t t d I d
fevibe At ERBEM AERPTIE OB M ATUP e BE ARG b BN BRI R SO e on
net wor Kp¢ @nidibtebd e thoRapors BHRS fr&tQ 6P state 6@{19@%5& orQﬁMﬁeMIamréécond
Di scovery 25[0020] The DAMC protocol includes two nethods bg which a tag

0

devi ce ésém, dﬁuﬁ\egm@?wthcoammﬁﬁ@a{ @ miximum Fieq wetkiet Wingti panr he drenstitied finr st
met hod | e n conmuni cat i.on sec.ond t hod
. out m% %%9 k%g%tg é)g(il}ge%f) Xlﬁarll Cfo%{}lqumcatlonq anﬁaCt]BBd\/be B rgg%wsmlg

is for %I’ oadcast " net V\DI’ connuni cati o

Di scovenjaxaif Q&k]paé‘kd@eargﬂﬂmbﬁ&adn ehydiskioh RAA G edckhe& el fmasaty,ofad eya%nw t h
t he beacon nmet hod of the DAMC protocol for network discovery i1s typically
used f o legsigan 4 e [trsbawd bedadersoed, e vl Siab Hrapuristom Emge Mithiraihe ingigyorkl e

many degasgag 3h 2% SYRRET IS YSEA d{b%?h DRWosK £aR pge He‘}{%fworﬁ‘l ?)Bdlt&)ﬁ'%

beacon Y Aet wor k provi des m xe es of data tonnections
appl i catmyotber ﬂéctbrsahatrqahmﬂuehee hehton nbm&ﬁki coiemuaicktican be used for dat a

upl OadS[OO\{\% % gilllo(r)la \A t e gAM%Z g}o%c%éllz)?gvédes for network management to control the
number of tag devices in communication with a given reader device. In one embodiment,
25 network management features of the DAMC protocol provide for application-based
management of tag device density for a given reader device. For example, through use of the
DAMC protocol to set network management features, such as beacon interval and report
interval, in combination with the compliant radio features of CSMA and high transmission
rate, it is possible for tens of thousands of tag devices to be handled by a single reader device
30  in a single location.

Network Tonology

[0018] The wireless communication network over which compliant radios communicate can
include peer-to-peer topologies (i.e., point-to-point topologies), star topologies (i.e., point-to-

multi-point topologies), repeater configurations (for truck communications), and any



9 (fromtag to reader), multiple encryption nmethods, tag authentication,
and network access control, anong other types of applications.

Addi t i onawvbypiiitessdbeacon based network provides for networRisc@am413as anci ng
via channel allocation and TDVA (Ti ne D§Vi sion Multiple Access), in which
several tag devices can share a sane frequency channel by dividing the
5signal into different tinme slots allocated per tag device. 100221 The
beacon rFefbgHtigh theseofpameng oBiere disuie il shewscodipgiaane! ameranple stao torolegyes
(e.0., g : {; ith th

pr ot oco :%lﬁrlrlfﬁ Itlzerrrrge?\atjvgg(’ ? ﬁ %gﬁgﬂér%éﬁ gwggg%eg %ﬁ%{;ﬁt{w‘%gtdggc}}?\tﬂr%sﬁ 1llvlo FnV{: ITR%O%D gg%l\:{lg% 1B
frame. Ishovhe dirpaaoofaptchadpletjeer-wopget tapologyaditian heasawofk, afascoddfice with
processed ac%ordi rrllg té t he COTLP};{' iant radi o specification. However, 10 the
DAMC pr G1'6 EBIPOHIRANG Q8 thi RIFTEAL I ENt M M5t thepetyverks fagdaviceg cay be Hep!meadiar k
devi ge i it RAMe Gk N\ 14S
dof i hedl e O g, e B e, LA o Do
met hod @fsetshie dDAME tpachingculd Mamgement & thowistbutad gsatsaRtreedntpleraas HoticdsGTS)

as is naormal | y..available with.conpliant radio acon fra 15 |

t r ansni §§’?§’ﬁ . Xfﬂf‘%‘g 9 r’iesgﬁcétwgn‘%lﬂ?f?%r‘f?f‘tam%s e ‘rﬁe ﬁ‘é?}ﬂ% agﬁ PR tqsRgrof the
pr ot ocolshigRs ddftairtd @Y ueRbutThOWbriaddr ess assignnent as is nornal |y
avai l abl e with conpliant radi o beacon frane transm ssion. Therefore, in

this entbMi%dntone tamebodigerdeiagcéevatesthet e fomdatol movdblopesetst isngh wi shippinga

acohti at P, b ERhed b b BT AARA IR B B o P ERE D roRefROlY R6D ot

for opetiattagdetite AeddeasiBéardaidee device @MmysnildiWD(ke. AOREAs DnEndbrdRKI GiR
when apgropriate. Al so, the beacaon nethod provides for nmanagenent and

exchang@e¥Pnh belosnh ertvating ity ensmier dindey ghe dd Lk eipsediiena 428 dgvigeviilengtoi ns

a_net wogki4ib ki CORTHAIGAbY BN 4 Ralo RIREInfRY iBadRANBIERY HF¥ S
nodes of operation can al so be exchanged between tag and reader devices as
part of btdvenaBsoiaatplgundecihe SITL flocedur@: agtdegicdavillamt iagerapsocjoat £diveht h a
net wor k throqu a reader devjce, .the reader ggyice_can,qonnand the ta
devite AFINHK [unjess AL Fregves 8- UsmisipinBPm 3063551 deKise bEMB hfet BN &Fotke
DAMC pr ioQeQbr, LR TS pRocR@@e Ohck iaMhN@evigd BRE MGt Ahk Q#de%'&@%aﬁgg?gﬁace
to recognize a received conpliant radi o beacon frane, having the

pr ot ocolrapayksens wniseddbdwithir e metwark fessgons &ypeoof appdgatiaisnodroe paipatsef
the beacon franme 30having the.DA otocol payload therein, the tag device
o et ok SEUREy A eoh T DhATREDWTI p i v PEN PhaTbe setH R S s ias
transm trh@nisdiOR2RIthin G1er BetdAriS BONE rmiin © 88 OBtché 2 MRirinb mrﬂﬂorﬂﬂn@l%@ﬁhpfcxﬁt@?

beacon net hod of the DAMC protocol, in accordance wth one enbodi nent o
t he2(r e SpYCIGN) pAsticEH . WaxPP$t). taRE amEROTOr e (last dndiaaenwayRpsdsetar 8lsenimdeed

peri odi ﬁq%l ’H’L Efo%%ﬁr@,a&%esgﬁ\{ ic&%ﬁluhpcaﬁl&{-'gé{@%gn Q%g\/@ervifce and a local reader device

implies local certification of the tag device on the communication network to which the local
reader device is connected.
DAMC Network Discovery

25  [0020] The DAMC protocol includes two methods by which a tag device can discover and

communicate with a network within range. The first method is for beacon network discovery
and communication. The second method is for broadcast network discovery and
communication.

DAMC Beacon Network Discovery

30  [0021] A beacon based network that operates in accordance with the beacon method of the
DAMC protocol for network discovery is typically used for long range reader devices. The
beacon based network can include many devices and can support sustained network
connections. Also, the beacon based network provides mixed types of data connections for

multiple applications. For example, the beacon based network can be used for data uploads



WO 2011/ 028843PCT/ US2010/ 047585 10 availability to any tag devices that may
be in range of the reader devices. In one enbodi nent of the DAMC protocol,
beacon frwoesiianessransmitted on hailing channel s 15, 1PcTAK01@M0a7588 of the
conpliant radios within the network. ver, it should be appreciated that
t he DAMC protocol payl oad of a beacon frane can be defined to redirect an

asset (i.e., tag device) to an 5 alternate channel for subsequent

comuni EE@mdag te ewtes). dhpibalentisrypticagmededs. dag suthegdeations gndneyaktascess
channel s_i.5.1p =L AE: rk .| { T ] I'n
t he diag?g§¥b§£§%%§§%rgﬁﬁggggﬁ”§§?%?%égﬁﬁgﬁéﬂg6§e?g%%@gﬁgg%ﬁégp ep%ggézline
203 r epf@seactiverkt neuls balastcing 0f chabhedcdlvchticnmand radMal n(@adke rDidsionc &uMiplhi n

the network. I.n accordance with the DAMC protocgol, a beacon perjod.is
def i nedA46espleril SYIBh SEYHE 1A deHGeS §¢7 %iﬁr%ﬁl B IRy © @%bﬁﬁ%g% BF e
zzfCfﬁzk%ﬁth&ﬂﬂﬁéﬁhﬁhﬁggéﬁgﬂggﬁ&iBQQag@@ﬁ%&aJ- I'n the enbodi ment of Figure

eacon period 2 efined as a 1 second period of time during
whi ch b&¥23h The deenamethod cdfethsi WAMC tpretoeti uttlieds aomaharitadiovidacomh ditamean be

defined wthj ran ext endi n ro t.0 DAMC. pr ot ocol .al so
apect 11 ooV fenf BEbGEpRRES Relrabedarste TR ma Vi PEIo ARG RERed
associ aiﬂrgﬁg}ﬂ'ﬂ@ beadon pafRA8 PoRFINUTINE BEWcOE Flafne. InthelbRaddhemEbetheBshpRint
Figure 2A, the dwell time 207 can be defined within a range extending from
1 s to P&l SeachodpdlesTae prevsesed aicpqrdingoipethe sopplignt radioagpeeifigtion. dtowvelyer,

def i ned. .t e from sl ate f rt. i f &I t jven

e L vaitecp Ao AT A RER R B Baofhy JAR'is BBy, M B APk, o1,
I N-r anggcceedineewith the. DAM@GRstobsY Wb, theofetedknidvice B dedthedPydgemmmey tbe

20 defined to awake for 20 nms out of each second. While awake, the tag

devi ce implgpertated to listen for and receive any transmission fromin-range
reader I rec t L5S

schedul B3P P ond EmBlBer e BERGR ThahGEoF 1Y DIARC SFAPR e ROCHAR) oy
dwel | t goajntedd tine EIBMOGASYtascisl narmatipfdvadable ovith @eimgéaditoradsubbamnefrsme
probability of a tag.device being in its wake state and .receiving. a beacon
Pr ot MRt hof b crbagisren.tBe hedodanciing 06 (b6 BNE ptoeod st

devi ce 51’1'6\9?MhBH%der@%%ﬂg%ﬁie}ﬁﬂasfi@'ﬂGﬁnzﬂTy mﬁamea@&rco@kﬁﬂag@md{o%a@dn Mhes a

tag device receives a beacon frane, the tag device w et er m ne whet her
or not iraninsssadr. cBleyefomn me thie ¢ntbodinkeat,nibt weg Keviss sdudd dd aapatile i @peratieg ved
beacon fr, er words, the tag device will determ ne whether or not

me. |Ln_ ot
it is aﬁwgaﬂyl%ﬁﬁﬁ@5¥§% to the network to which the reader device

res POﬂS'[dliza} iPrthd RASH hiding, thewbkaaemsd iardnirsli&dmyeaissdatidd reqiest agd 30
device Is already connected to the beacon transmtting reader device's

net Adr k assprietiemeesgensec Ehaiberconanethad penndast o8 operatiomel gercodsr idedicd taideny

execut e_any . nstructions i to.i Lt hin.t | oad of
Che. reonRbat AR 16 (P Tk, B ifbnl G dprtiid AR [ B MAMGE BIoRR 7S
t he beagfRagdnas bid tiohgngeedtiRithettvition’ datangidnaciyptibh keyaghetey tapalewiceljoins

attenpt to join that network. through comyunication wth the beacon
transm OERPTK dueesh crymerication Wik a regden 8avi¢ W AR BISTIQYEETOd W LF HBeratign

can also be exchanged between tag and reader devices as part of the association request. Once
25 a tag device is associated with a network through a reader device, the reader device can

command the tag device at-will in a peer-to-peer manner.

[0025] The beacon method of the DAMC protocol implements a beacon timing method which

allows a tag device to recognize a received compliant radio beacon frame, having the DAMC

protocol payload embedded therein. In response to recognizing receipt of the beacon frame
30 having the DAMC protocol payload therein, the tag device is defined to attempt to join the

network from which the beacon frame was transmitted.

[0026] Figure 2A shows a beacon frame timing diagram of the beacon method of the DAMC

protocol, in accordance with one embodiment of the present invention. With the DAMC

protocol, beacon frames are emitted periodically from reader devices to announce network



DAMC protocol, the tag device assunes that the beacon transmtting reader
device is licensed to operate at its transmtting |location. [0030] If a tag
devi ce i swoanngrssd to a beacon network and does not reeerws:@obemsdn franme
for a specified period of tine, the tag devi ce can be operated to assune
that it is disconnected 5 from the bed@n network. Al so, the tag device
can be instructed as to how often it should send a response to received

beacon RFaHbHItY R any: tgrisyicss thap maydepaderss efcthowrader deviesselneorisoambagimentt ag
device 1 f devige
FECEIVES? acon(gﬁgﬁggF%%%%nfﬁﬁﬁgag§ug%ﬁgg%|§%%§%%§zﬁ%@ﬁ%qgoggglcrﬁsuﬁgd by
the t ag tisesoroliano rali@ceithin ths tietiedrk OHBwWieviert teshDANIbpapratiatd pay igaDAMCa
recei ved beacon fr iis very snall éo conpared to the Bomer consuned by
the tag penlosal @aylga ggﬁé’ﬁi“ioﬁ %agn%%éep FHinedip rsdwe@&@il #86t Y&adeh deviggtdo an
Ther &7 obemb@&nbiitt) GAbScdiR QihAREAIA! Bl oh® ofBbYnichBRSdTkdkrih LPIRRASE O

a recei ved beacon frane af recelving a speci d nunber of beacon
f r anes. aFeanatexhapleks,is pmf«a‘ntﬁdrmw@dreabtmebemhloadtcmndlhonst he tag device may

be instr old off on respon i ved acon fra

nas. roc PR b6 Haaieh of Fiet 230 ok bR urt 200 SKEER TR ecihe b gt P
A br oadeaséseR@S@shsHBsH bf tahBtacBRefi@#heFrdR AGERALAARGIRe Wiiint (A8 RRaUCast
met hod of the DAMC protocol for network discovery is primarily intended for

use W t hcoshdance ey ther PAME metoredes heaeoth pglhods p?eétﬁm;‘d resuptrodt ¢fotime Furing

CXOIP) culeiEa RBREFBE bedtR A AR ol D TR A S a AR TFRNSE B e

exanpl ecappdinfat b0 Figirb @ AYrinadeash favddo3elsvadined Sis l&SE(ieiEdhl’d pera- sresd
comuni cation of tag status data froma tag device to a short-range reader

devi ce. dwing wdidnbrigpamdiames tag suwgssieel % transpitigd ah apanigryredhasycandye dfinede

br oadca r t

packetsa;l Hﬁ%@%geegﬁﬂég%gk%ﬁg%%nﬁéﬁts§q?%e broaé¥g§%]%gég%%h§§ﬁﬂ%ﬁalmn$
encr ypt betweeh btacanreribie dudag avhidhnawerkeadsodaticenind ddve traﬂéimbsﬁ&&j&aa&iccﬂiet hod
can be efficiently utilized for tra der _devi.ce gV|ng connectlon

timky f Flbmeler%@éaﬁﬁl o6 Figwpdts the 4we qf%lws r2(9671|°§n 6 defipsd withinghnge extending

relatlog? ﬁ §een a tag device and a reader device under the broadcast
met hod o e DAMC protocol. [0032] The broadcast nethod of the DAMC
pr ot oco[00628) Tepeesesedtstpovad sawily, ta tag dgvin@tihdmb detfineth t@ b alvesfremtskegp detd foe t o

liant radio broadca t he .30 DAMC
br of 500k HPBAICALO TP dhd ENERATENTt LA PHOTeL o8 dRu e racagHI S R
recei pt Qfsntifgolr Qéxqclascangea@dﬁ%es h?é“ RAAENEVRAYCE B Slaapld, PlgafierstmPayt oad

therein, the tag device is defined to respond to the broadcast packet.
[ 0033] @@mdetowaghdm 2@ niyr oitdrfagech pegsiadt Whilei avepkdi thgrtagndevice heoprrafad dast

or esent T R Eo i W Rl 855808 R s e Bofy hHE o Bipgpiica

pr ot ocothat khoddaaat rprekeich aftrder (ks doptyihadncef byacbh qeriogadedcodefries to
announce network availability to any tag devices that may be . in range of

the reaterveledndducl! fipeppkthe Rtocgk isdgEnegniomrpYide &,rcwfﬁ%%@ ERDakHity
ket
oot a5t Ba e URE LR SORRIAL S pitop o S SR A 0

thazs t heevﬁléld\d'ﬁrmgatan&o bf them@mme thaybbdd tahsaivionasig@sit tlmtekw dewsine.be
defined t re rect an asset device) to.an thernate hannel for

subsequ i (@& tdeyige r‘F‘i’?Wc?ﬁé @ﬁ%ﬁ?fﬁ%ﬁtt he tagifevaca Whdegiernyae & thtebor
al ternagg if @aﬁ{&%f cérﬁle@t%ﬂ ft@ msel%b@&egs&ﬁhté@@hmtth%c&%m&&oh %%ecwgehfef ons.

[0034] In the diagramof Figure 2B, each vertical line 401 spaced along the
time |iwerddDthe tag device will determine whether or not it is already connected to the network to

which the reader device responsible for transmitting the beacon frame is connected. If the tag
30  device is already connected to the beacon transmitting reader device's network, the tag device
will remain connected to that network and will execute any instructions provided to it within
the DAMC protocol payload of the received beacon frame. If the tag device is not already
connected to the beacon transmitting reader device's network, the tag device will attempt to

join that network through communication with the beacon transmitting reader device. In the



10 represents transm ssion of a broadcast packet from a reader device
within the network. In accordance with the DAMC protocol, a broadcast
peri od iswoaebimesssas period of time during which a nunbecTafS2twoadesst

packets are successively transmtted at,.a defined interval. In the
enbodi ment of Figure 2B, the broadcast period 405 is defined as a 1 second
period of time during V\/m ch broadcast packets are successively transmtted

at an | @%Prom?ai t%wg@évwéﬁﬁws tha thg bescen Hansarifmgaredan devige s lnensds
to 19 %\[;\(hg:t specifies a dwell time between broadcast
packets gl’l n |(Q:IE15%E11§§1 IO%J %gsom ation and data transni ssions can occur.
In the e[mm)c]llﬁe dg ddvide igu:banéb&d tohebehoed hetivionte add doart becethef 4 bedomifiatien a

range ext endi n from éﬁ? ﬁ155 S. 8{]0035 | t sh%l d be appreciated that the
br oadcas?’ HRIEL edtﬂegﬁ §1§}e cdlam deiFecqn beoperatod i assHme Ahat s giscarnssidast
peri od, RPaRaRaoPREKEH. WML INALy d8NEe Qamké inkriBedd & to h@@v G ERAPSRl 1S
defined to provide for sufficient probabl Ity of a tag device being Inits
awake statespenrsd ftoecesieivedgberchn ofaatness Dn«pacchemecmdans the diceeprf metwaak r & der

devi ce duri trans of the hrou t he trans ssion ra e of
the rcadtPoRduntanE eyt riiooes EREFS WERRCS herdined HB5; Bhab{ieTie
pr ot 0COlredeSvel BBARHERINGS. Wishdlild bk AEpr86idted ThA tRY S3vAG PonsuMbdChy {he %gl&’@«%e% MAC

frame format used for communication between conpliant radi 0 equipped
devi ces Prauegfunstrgaiogh snhedD e pwtoqvA@aylp@dTef # epogived dleaganefr80Q | lslﬁem small

B;;Pg;gl pog?% gb%ﬁ&g%d& OI%&%H?OO er p()lpttlgagrslﬁgagor E’srlﬁfopgﬁéegfd grﬁeéce}\‘ﬁqﬁ 201

i ncl ude&e&oﬁrt&{iﬁe Chidfote, theetad device)may0Be tiltucednb anhy trafdnit Aeicknsé @ a
defining a. frarre tép addressl ng fields, and other control_flags. Wthin
t he 802Tacsived P%ﬁoé Eﬂme 3UE TeGeRHRE ¢ %lf?SéBWheééf Dfacen framge Hooexaomecensebe

ei t her r o1l I fﬁ#n‘f’ ﬁ;g?ﬁ/
command Q?Iﬁl%ﬁ%ﬁ@%% bg%%){l r{%r tyg%l%(g 1&%%15@5 ;ﬁ%ﬁ%‘%{bﬁ%%) e E@v@e}elfél%qg?hat
t he DAI\/@cprv@dbeadonévanmdmluthmswEw%1(40 peambodines.o al so including a WO
201#[%02 P /0475%5 13 broadcast frame type. The FCF 207 includes
' S REF5LOHBY the device that is sending the frane has
mor e da"{(ﬁ)SflPrA Bxlaﬁdéaﬁpsas\éa DGARN tRR o %&téaqn%mrdh&e&uﬁ% RUGBhdda5 OB Rod bire
FCF 207 also includes a flag to |nd| cate whether or not an acknow edgenent
isr equihedaAM(bmc)ttml fos metwark disdexary & nrpoarily égeidst fof useiwitheshod reegearcader a
command .f E\e FCE %0 al so lncl des ot P?er diiptﬁa erti nent g ;(mdes of
frane dgg‘flf?‘?afu?% TghePesd eeuniy 1é)§3| 1h.“*78 3] Aree 2699 JeL¥ K nBrYides
a sequepreudRUeRRE df:%@‘ésdsugﬁ) Qs %ﬁ't@treaﬁi@fht Vet sttfodIreRick) TaneRBsdety aR@nk Bhers.
sequence identifier for the frame. In the case of a beacon frane, the
seqéénc & neitbesxamipld dppbatipgecihei dgoadcstabensd s@qﬁk‘éﬁbelsnm?ﬂér for| higthtpeedse
of e|th r gadcast
GraulRhn] bF TR @0 26N R8I BRIeL I TRuoR FRITROy i@, B 8RECT

t hat i Sembedinieat, n@ag alevive gdtman @Wmumecuggnway d1r theebrbaddabts method eis pasadilng
data, conmand, or groadcast frame. [0039] The MHR 201 al so incl udes

addr essPRFCHIPEdIang 1nckidess siefaufty SféH’drB%”%‘é‘ss fAAWevsE 1 Spmededbpdigentsn thad
for thepfradm TOURGE: cal %gf)s@r@c e{oh” 't Hs@)%a efREs ,f%'ae EnBREG b %g as

an identifier of a personal area of ‘the Frame s intente
r ec2pi ebtoadeadf methad cambe efficiently utilized for transit reader devices having connection times

from 1 second to 1 hour. Also, there is no implied long-term relationship between a tag device

and a reader device under the broadcast method of the DAMC protocol.

[0032] The broadcast method of the DAMC protocol implements a broadcast timing method

which allows a tag device to recognize a received compliant radio broadcast packet, having the
30 DAMC protocol broadcast payload embedded therein. In response to recognizing receipt of the

broadcast packet having the DAMC protocol broadcast payload therein, the tag device is

defined to respond to the broadcast packet.

[0033] Figure 2B shows a broadcast packet timing diagram of the broadcast method of the

DAMC protocol, in accordance with one embodiment of the present invention. With the



15 identifier of the intended recipient itself. The frane source addresses
can be specified as an identifier of a personal area network (PAN) of the
frame's owbdgbnakes43and/ or as an identifier of the origi raras20mwseisss The
MHR 201 further includes an auxiliary ﬁgcuri ty header field 213 which
specifies information required for secufity processing, such as how the

frame i rot ected and what keying information is required hy the security
et hodsﬁ%?daa@folrﬁéoa@w Qé‘bﬁ%*a%rg ﬁB’rIE“?C[)H@W@aHV frave readgmeViFRs) t gegounce

i nf or mat,j 16t ran Y L et , with
| LA PROBIAG 16 4L RURc! NAE nRROSL [ ik by 1 G 30T ot

pr ot ocokmbpdivichi of thaflbhMgt protocbb braadeass padkiefsi arel trhnamitted ppdatlingtchamels 15,

formatt [N a r ce with the requirenents of the DA ocol . .Thus,
et he el 2R B Sorfhtady bifed €Y RENReR oS P b ondis hgrssiated

por t§ onyRP el MAMT E@t&ew&daﬂ@isoga}lgm brogdcaSt pak&rdan bl AR fiARHf RARRE ki NO.
for DAMC protocol beacon frames. Wth the broadcast frane type specified in

t he FCFagset (i.¢-hdagvmievisay|teasn potetratn chamel et uabscqpANICCgmBDiSations pbcohf ¢
i nformat i Qn,. f ting-for. D rotogol hroadcast frames, With the
data fr %ﬁg"‘%@‘%gt’ sr%élm ]iO%eldgfi %&F ﬁeéFN@ﬁgrﬂgt?, &}%ﬁrégf\/l&% pﬁi@%%%%ﬁﬁﬁdt pgr{eglotgne

i ncl udegetBNC opd ebtigbnsspeci fic information and formatti ng for DAMC

protocol data frames. Wth the command frane type 30 specified in the FCF
207, t hDORACIpHip dagrapoet FisreaB, eady wé@aldmcz r tRased ploggdhe fime line 403

i nf or matd i t I . . hth the
nckhw, SiaeRR B ITBoh 1% bladPY paPld AR o RATS0icd SR el o

por t i ona@oslanoe itietbe DAMAChpota@ol) | & ispedkabt periodfierdefihédoms pertbdf ff tivat tdurigg f or
DAMC prot ocol acknowl edgenment frames. WD 2011/ 028843PCT/ US2010/ 047585 14
C0041] " FHERERTON O G B8 G RN VRES TV FABTOHES o § ARECHBER A bhoe

(FCS) d@xh@odih{énPBPF%ﬁR‘)QB NBRtbrodddst E%ﬁo&'&bg is edine V1 @Ss_ei:dhdlsifég%tdrbfatﬁﬂe ,

contains a 16-bit I TUT CRC value (16-bit Tel ecommunication dardi zati on
Sect or difringhehichtbeoadasst packctsTak suoresuivily atanomttediaban @yeoivialcthRednrigaledpedheck

val ye) . I n. one enbodi ment.,, the ECS.i s I d over the 5 MHR 201 and MAC
ooy 5 BT GRESEI e HomVAesrp dget AARE M Bo RSt i A h D]

Fi gure B8wshoWoche ameRett,r dilfthgS Whitht Hét®oflf atddeiaboManBr @it GRhsmisions can
accordance with one enbodi nent of the present invention. The DAMC prot ocol

beacon ¢¢carelnsthe sanhodememcaffdeeretHe the dwslli thge 08| qag: berdefimed witin aSageence

Number FEij ress Fields 211 Auxiliary Security Header Field 213
MAC pay?’gglﬁfg%%rg&noﬁg%@ Y nel udi ng: 15 Super Frane Specification Field 309

GIS ( Guppoast resholildrebeSlappectated! thaBlthe broadcast packet transmission schedule (i.e.,
20  combination of broadcast period, broadcast packet interval, and dwell time) of the DAMC
protocol is defined to provide for sufficient probability of a tag device being in its awake state
and receiving a broadcast packet transmission from a reader device during transit of the tag
device through the transmission range of the reader device.
Medium Access Control (MAC) Frame
25  [0036] The DAMC protocol is implemented within the 802.15.4 protocol, which includes a

MAC frame format used for communication between compliant radio equipped devices. Figure
3A shows a general MAC frame format of the 802.15.4 protocol. The MAC frame includes a
MAC header (MHR) portion 201, a MAC payload portion 203, and MAC footer (MFR)
portion 205.

30 [0037] The MHR 201 includes a frame control field (FCF) 207 that contains information for
defining a frame type, addressing fields, and other control flags. Within the 802.15.4 protocol,
the frame type specified within the FCF 207 can be either a beacon frame, a data frame, an
acknowledgement (ACK/NAK) frame, a command frame, or another type of frame. It should
be noted, however, that the DAMC protocol extends the 802.15.4 protocol to also including a



DAMC Prot ocol Beacon Payl oad 313 MR 205, including FCS. [0043] The FCF
207, sequence nunber field 209, address fields 211, auxiliary security
header 20wbizel1ch28U3, and MFR 205 are the same as di scus®eu/isbava458% h
regard to the MAC franme structure. t he MAC payl oad portion 203

I ncludes data and formatting that is 2§é0|f|c to the DAMC protocol.
SpeC|f|caIIy t he MAC %‘ yl oad portion 203 includes a DAMC protocol beacon
pay| oad MC%%ér@meéyzeef NREQE 3 7anelydesanbes (o ipdicets vl opnet the evicpthabis t o

t he DA i e
beacon ra ncI u ggo@g% agfgf’g% %eéﬁgggg@(% E?égtgi@rgﬁlpg‘g%fjﬁﬁggg%l% Iihige
GIS fi e[Fd?FglOIZ alé&hmcmm [ﬂagttmamilcmh)whethert oraidt aw aﬁh{ovﬂS@e&fengmqlmt@leﬁoﬁ]i me
slots erefore, the GIS field 311 will be set to indicate no GIS, Als

t he DAN&’%WBF’KH’@I VEES Bt fe&?leWg F%herﬁéatafor%mmma ?@E@ 486 iRGTmetT 2 SH
beacon ffamRs othzhaat%eﬁﬁemttb%mgoﬁﬁxrh@@esmgyma&ﬁso%%%h%saﬁ operating

w t hout a short address assignnent. 30[ 0044] The DAMC pr ot oc% beacon

payl oad [#B8] iThe dHRN2k eloiintlodes znafrrblencmnurhb@l fidd f20P tpatosdnthing information

i nf ] £ ruct ilitate t and
i 11 2ach SR B gtR P Ren TG SN Fintah e siecy S PeeDs (i TRoXBUFEE. and
under st aggbehecIDAVE PEEOS 8lbeaddh) 8Qdchic O A88HPET SR O QAKaBH ddk? REACAR

payl oad as conveyed through the beacon frane. It should be understood that
t he DAN@clgxoml%tg@menteﬁ@@ﬁ, paymaad3a3a jbsoagledst fesanes ke peipende nimb@dkld 309
pro 5 l S e 31 ncl udes
Phe!for rsais i B ShYHREH 28 1s RRETEHAEY s P S BISaRD 515548 6

Al t er nateréshandieg dEaedodnﬁé‘rﬂd oBe@addast fdreg.val Fiel d 323 ASSOCI ation Ti meout

Field 325 Re%ponse | nter val Field 327
[0039] The MHR 201 also includes addressing fields 211 to specify addresses for the frame

destination and for the frame source. The frame destination addresses can be specified as an

identifier of a personal area network (PAN) of the frame's intended recipient and/or as an

15 identifier of the intended recipient itself. The frame source addresses can be specified as an
identifier of a personal area network (PAN) of the frame's originator and/or as an identifier of
the originator itself. The MHR 201 further includes an auxiliary security header field 213
which specifies information required for security processing, such as how the frame is
protected and what keying information is required by the security methods.

20 [0040] The MAC payload portion 203 of the frame includes information specific to the frame
type specified in the FCF 207. And, with the DAMC protocol, the MAC payload portion 203
includes DAMC protocol-specific information for the specified frame type that is formatted in
accordance with the requirements of the DAMC protocol. Thus, with the beacon frame type
specified in the FCF 207, the MAC payload portion 203 includes DAMC protocol-specific

25  information and formatting for DAMC protocol beacon frames. With the broadcast frame type
specified in the FCF 207, the MAC payload portion 203 includes DAMC protocol-specific
information and formatting for DAMC protocol broadcast frames. With the data frame type
specified in the FCF 207, the MAC payload portion 203 includes DAMC protocol-specific
information and formatting for DAMC protocol data frames. With the command frame type

30  specified in the FCF 207, the MAC payload portion 203 includes DAMC protocol-specific
information and formatting for DAMC protocol command frames. And, with the
acknowledgement frame type specified in the FCF 207, the MAC payload portion 203 includes
DAMC protocol-specific information and formatting for DAMC protocol acknowledgement

frames.



10 Data Length Field 329 Data Field 331 CRC (cyclic redundancy check)
Field 333. [0046] The Device Type Field 317 includes data that identifies a
devi ce t e 20fi1/Bs3beacon frane sendi ng device. Figure 2Crdaiseew/oarsehart of
Devi ce Type Field 317 data val ues for 5 different types of sending
devices, in accordance with one enbodi ment of the present invention. In one
enbodi nent, tag devices can be operated to log interactions with specific

devi ce t§ftid ThyMBR popion:3(iqf 4 MASe e inglpdes diagierhssly segaereeyECS datania
corresppdi ' [ 1t b TN Rhigt 3 in
Fi gure %%Q eglf%logrv?vﬁé g’?héeft@gn(%‘?%ﬁggv%ﬁ?e r?\tlﬂérhjéc;ﬂ er %‘Et?fl ty o? lt8 r@@%’m g?’%}éﬂél
wi t h ot ljes-bdelélemnmpesaton SehdadizatigmpSsctor 20 the Gdtéinafibeal BEd emntyijieationel d

319 includes ta that identifie jch t f beacon s represented in
The beaddior (3R REAREOSPhEX Fildins i iBPordinent Shored dnkalbusis aver BBs
di {1 or enHRyRRSANVACIEIRRY pBARALOSRTARANAL kg Spec i cation in the

e

ag device will be inforned as to how t he DAMC
pr ot oc ol Ak gac (Data Field 331) should be decoded. In one

enbodi ne t . significant bit B eacon 25Type Field.319
is useg\? 5 Ehé%r??§ Sthﬁe f\FACSF ﬁ%’g%t (I’Ygrr?)ao fﬂ%@\/bp@wgég%’&mf I‘fbg‘%ﬁf‘gnf%wﬁ e
Dat a Fi ehél édbdifegus® tiEDpsddemsindestitay, tTIf DYBBCS ptdtbddy B¥abdH Mrahiee sBaagen
Type Field 319 and its correspondi ng neani ng, in accordance with one
embodi nludss thafellpyvingdiflds: nvent i on. [0048] As shown in Figure 3D, if the
MBB. s Ox00, +he Data Field 331 is to be considered enpty. If the MSB
is Ox80, thenthe remaining 7 bits of the Beacon Type Field 319 are to be

30 i nt er pret gdgamc@NahibeRBi#ld Zo9 cati ng what types of data are present in
the Data Field 331, and correspondingly, how the data in the Data Field 331

is to be purdedraspdiigidscddssed by the tag device. Figure 3E shows a chart of
bi t mask val ues ysed.in the Beacon e Field 319 and their WO
2011/ 02884?P%‘Ff‘ﬂ%_sfﬁuﬁl&l}?%%&igle&%a spondi ng data types to be considered
present in, t ReaBRhLPIok BbMior3d3, ihflu@neor dance with one enbodi ment of the

i [0049] Fi gul

present invention. i gure 3F shows a Beacon Type Field 319 bitmask
exatpl e, in accor Gapadramt BpemcativhddkldBO® of the present invention. In

this exanple, the acon Type Field 319 jncludes the 5 value 0x83. The MSB
val ue 0x80 indi‘caﬁg-es‘g @’éfm%lﬂﬁgﬁmﬁtsﬁfé}ﬁﬁi‘{%”i n the Beacon Type Field 319 are

to be interpretgdras e B iit mask includes bit values 0x01
and 0x02 in bitmask o?cfglﬁ%og%caﬁé?ﬁallgégdtgg that the Data Field 331 includes

reader date MHER 203rendleding €6gonding to bit val ue Ox01) and reader
identification (corresponding to bit value 0x02), in bitmask order. In the

enbodi miH3bTheF{ird)7grequongsyrugiben figld A ad essisdds 31 1y pexibadesuriaheadenand
timg dakigyy 20 A8 MYReS0RLR HRaAnkCasSBEGIEM bR o' SRAGL AT GD thl hNEAE! Rimdat a.

structure. However, the MAC payload portion 203 includes data and formatting that is specific
to the DAMC protocol. Specifically, the MAC payload portion 203 includes a DAMC protocol

beacon payload 313 that is defined in accordance with the DAMC protocol. Prior to the
DAMC protocol beacon payload 313, the MAC payload portion 203 of the beacon frame

25 includes the super frame specification field 309 and the GTS field 311. The DAMC protocol
does not allow for use of guaranteed time slots. Therefore, the GTS field 311 will be set to
indicate no GTS. Also, the DAMC protocol does not allow for use of short address assignment
in beacon frames. Therefore, the tag device should be capable of operating without a short
address assignment.

30  [0044] The DAMC protocol beacon payload 313 is delineated into a number of fields for
providing information, instructions, and data to facilitate network management and utilization

of tag devices. Tag and reader devices are defined to parse and understand the DAMC protocol



[ 0050] Wth reference back to Figure 3B, the Alternate Channel Field 321 is
used to identify an alternate radi o channel that should be used by the tag
devi ce fowonetmmsgesassoci ation. I n one enbodi nent, the ARcrarspabesBRaNNel
Field 321 is 1 byte in size. In this e\ril‘godi ment, the MsSB of the Alternate
Channel Field 321 is used to indicate et her or not use of the alternate

15 channel by the tag device is mandatory with O indicating

non- man8&tcepyPairedias penvexed rﬁlgonethd%ﬁ bﬁfyconl ﬁam%elt speelds bedmdm@pdaah@t the
channel ﬁfﬁ\é@f‘;{ %%r ?lrgeaéf éA %ﬁ&f&' ee§O2V\ﬁ A?Prott gL beacon frame
is receiv e 'S |ne to use e Speci ¢l t ernat e

channel [60#5] Tha Mﬂprﬂ@cdﬂttﬁaaaﬁi mtyldada&aaureaﬁ 1|30ﬁclnecf$uﬁs foleRdng fblgequent

data transm ssions to_the reader device. In one enbodi nent, possible

al t er nat e th&sniee Tvae lidd 3hetl ude 11 through 26. It should 20 be

appreci ate ility of the alternate channel specification in
t he %Itern'gt?g%] n |%§95|339321 provides for direction of the tag device to
transmt norallegfags Oyarial Bie@PTUNi cati ons on non-hailing channels, thereby
freeing up the hailing channels to enable contact with nore tag devi ces
wi t hi n r artye BefconHateped Eisld 82insni tting reader device. [0051] The Beacon

I nt erval Fleld 32 use cify an integer value in seconds of the

25 dwel | t% r’r@‘sf)(fc W&Wﬁ%é??g i.e., the tinme between each beacon
period. In, oReSI@ﬁp@gﬁgfeﬂtplelghmBeacon Interval Field 323 is 1 byte in size.
A Beacon Interval Field 323 value of O indicates that beacon franes are
trab®mntted &amﬁamgﬁuﬁlleyiaﬂ%h no dwell tine. A Beacon Interval Field 323
val ue of 1 tg !%5 R’gl cates that the dwell tine is defined by that nunber
of seconds P8RIE%4nble, a Beacon Interval Field 323 value of 60 indicates
a dwel |l ti odinment, a dwell tinme for a

| ong- rangefnrggg e@?ﬁ%&eé@&%ﬂ%che‘cﬁ) %Oggter range) is 60 seconds. Also, in
one errbﬁlmmeﬁhe Devibeel ypet Find 3107 mslmdes datanbe ideades addswviceetyps0f tie H@@on

nmeters) .is 15 eco ds v it shoul d under.sto the
T es”) fogoonfios dbtis: G Crtr rorbat of Do degrald I dioelm fr The
dweld t§fRGARN %rB@s %?tsehﬁngnd’ev%ébt ﬂlo'a@cdfééﬂé% RALVGRN eﬁabéﬁlﬁxe%@%fsﬁﬁoﬂ‘é%nt

depending on the particular network conditions.
2011/ 028843ROT/IUSRO XOItO4168E, BZ deOBELTarThe opsratedi tatlpgnntﬁan'emst with ebebifies i s

Beacon RCer var At & SoS RS IRIT 2 Ll Pos P 5SRETPRASE delrber

for t hetypaGaf@yii&ewithinths IHBOC Bilofochl, A1 shbem e G Qe BEL WY - foB¥xtension and
di sassoci ating froma beacon network when no | onger within range of the

beacon meerqparRbilityef theyB AMG ipe@osd withedbertdgvics tyniea Ayeetvo ey et oper ation to
B ety 0B Tfe AP TSEE Siel iSRRI B AL idch pERNARIC LB b BRIt

i ndi cat eprdshated hﬂnehd agacdeftanee ghosmhiskioreviarorel erebadiment, ehere dhs d8SGCioal 85
fromthe beacon ne% rk. An sociation Tinequt Field 325 value of 1 to 255
is a mufifiepnt Spey AL Prasorndiased prrieacgn dvreatneridinationeint thenBsatony bynedgeldrdy,
exanpl e t i n
e orvalt e RESUANFERLlo HEHE MG BoltoPbeatth pHION ek 5 PERAP

di sasso23latskofilddm dldmedtrea{umne reatbedimkeritf thietmaokd eggnnfodant bne(M@)aofbteacRﬁacm thin

i ot | AT Ao oo B BEa PRy eShe s Bate i ogs DR so.

In one gRROH IMeure 3D HERO G bt OF MSBBAHA Rllelhrdt&@eaual qr?p@irleﬂdm MRees for
short-range reader devices. However, it should be understood that the

Associ atdresspondmgnnaenig, HFB@IOtﬂaBQGSWuh lone smbediftigat efitbe pregenitinventon.e nbodl ment s

are pro X a 25 v can
be set W@n‘i‘/‘s gkﬂol“fna%l%elgurgl e’ %S X@Qa&%gw-%aaqug}%‘i‘ gégle 18& f’ﬁé"‘bsé eﬁ ul ar
net wor keragprdifttho MSB [OO&8] thEhehmmnﬁg 7Ivitses\id BEA®hA 92 Fidla 3u9 ek iodbe
specify an integer value of beacon intervals, as specified in the Beacon

| nt3% vainteppreled a3 2abitmpsk indicptiRg Wh weescaindas aiseprsveat in theudeta Bgld 38dmens cat e
t t
L8 ot R A B BV TRFAR 3Ol ArBIVRGHRRL e o

reduce guower FigoresiHErgtowsra diyrtrod bjtorask ngussi ushd irathe Beat@eT giedtield 3dataad dicia
network specified interval. Al so, the Response Interval Field 327 val ue
serves to random ze and distribute data traffic on the network based on
timng of network association with tag devices. In one enbodi nent, the
Response Interval 25 Field 327 is 1 byte in size. A Response Interval
Field 327 value of O indicates that the tag device should never respond to
the reader device without first being requested/instructed to respond by

t he reader devi ce. A Response I nt ervaI F| eI d 327 vaI ue of 1 to 255 |s a

- v T T o - S



[ 0054] The Data Length Field 329 specifies the length in bytes of both the
data included in the Data Field 331 and the data included in the CRC Field
333. The Wweta1ifizes4d 331 i ncl udes the data correspondi ngPrco/usb@odatsas t ype

i ndi cation provided within the Beacon gpe Field 319. WO

2011/ 028843PCT/ US2010/ 047585 18 Exanpl of various types of Data Field 331
data are shown in Figure 3E, in accordance with one enbodi nent of the

pr esent comgseARding datrHsPERE M engidesd nrasentinethet Pata Eidd 3t ainvagcarsignce with

associ agg‘? %é{nm%fgﬁ% e%mm%n!? VC pr ot ocol beacon payload 313. In one

enbodi |s conputed according to an industry standard CRC

speci fi ¢E4DD FzguSdJBFI show CRB eaborlCTypd F(lX B19 b)tmabit esdioplk dinbRcapph@cwith @de t hat
t he use o %{g specific to the DAMC protocol beacon pbﬁzl' oad 313,
serves % gﬂilfl@ﬁb@ ﬁpqu%ntse‘zenilsn4%%@%&@@%81@.%0%%&@ Bieklc 4 nplugesethe

beacon (1%1 83 Tohe: Mgﬁ%aadzea))%gﬁndlpﬁ%%{)@@dﬁﬁﬁ& Bifs8H%he BeaoL)BQI@?]e F%!A%'i& 4A

shows a roa cast network di scover frane structure o
pr ot ocohre fonbacwepdaat es wi bitmaske Sepilod bitmatk afclides birr esleest OxOlv end i0ROR idhe

DAMC pr Ioc BND fra ruct re'nc udes. foll ow n fle|dS FCF 207
SequeP\c ?%o«?ir FE é‘fhbc @lcaﬁﬁ‘df 'Iéf‘tasﬁlf&q%ll n‘E‘FWgA?%gea 5 dales @anddimen
PAN | D (dé%%@ ngalb &k mﬁmm)laqe%dd%f ﬁfehné@d‘%mn@é&%ig&%ﬁngsh%ﬁ vAYid 3?( )
(OxFF OxFF) 507 Source Address Fields 509 Auxiliary Security Header Field

213 MNAD lpjayasbaudgoht ﬂerenmlmrmf drdgurg 3F20 bpsharePusstl de specBiyche cader ddg | oad
513 IVFRqZ ?’Sgﬂ'ﬁgd Sar? §/‘£ (éq %Cﬂtg'ehF%%?rogémﬁgnon gaea nunber field 209,

address
[0050] With reference back to Figure 3B, the Alternate Channel Field 321 is used to identify

an alternate radio channel that should be used by the tag device for network association. In one
embodiment, the Alternate Channel Field 321 is 1 byte in size. In this embodiment, the MSB
of the Alternate Channel Field 321 is used to indicate whether or not use of the alternate
15  channel by the tag device is mandatory, e.g., with 0 indicating non-mandatory and 1 indicating
mandatory. If the specified alternate channel is different from the current channel over which
the beacon frame is received, the tag device is defined to use the specified alternate channel for
transmitting its network association request and subsequent data transmissions to the reader
device. In one embodiment, possible alternate channel values include 11 through 26. It should
20 be appreciated that the availability of the alternate channel specification in the Alternate
Channel Field 321 provides for direction of the tag device to transmit more lengthy data
communications on non-hailing channels, thereby freeing up the hailing channels to enable
contact with more tag devices within range of the beacon transmitting reader device.
[0051] The Beacon Interval Field 323 is used to specify an integer value in seconds of the
25  dwell time of the DAMC protocol, i.e., the time between each beacon period. In one
embodiment, the Beacon Interval Field 323 is 1 byte in size. A Beacon Interval Field 323 value
of 0 indicates that beacon frames are transmitted continuously with no dwell time. A Beacon
Interval Field 323 value of 1 to 255 indicates that the dwell time is defined by that number of
seconds. For example, a Beacon Interval Field 323 value of 60 indicates a dwell time of 60
30  seconds. In one embodiment, a dwell time for a long-range reader device (800 to 1,000 meter
range) is 60 seconds. Also, in one embodiment, a dwell time for short-range reader device (50
to 100 meters) is 15 seconds. However, it should be understood that the dwell times in the
above-mentioned embodiments are provided as examples only. The dwell time can be set to

any suitable value between 1 and 255 seconds, depending on the particular network conditions.



field 213, and MFR 205 are fromthe MAC frame structure, as di scussed
above. The address fields 211 includes the destination PAN ID field 505,

t he broadwe=v11zhesss address field 507, and 25 the sour eeTAdI10837585 el ds
509. The destination PAD ID field 505 i§ used to specify the unique PAN
identifier of the intended recipient o7t he BND franme. The broadcast short
address field 507 is used to specify a shortened address of the destination
devi ce. (08381 dbardsodauenedimeout| Heldsdd iy asads iy spesiiy pacimigeer naluedehbedcper of
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payl oad structure 513 includes the following fields: Device Type Field 519
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Field 5@ beacdrudesodatfittdoas nbdesetiveiebeaonl eMilie 60§ RenGkufiesdbaddaasto 15
packet sending device. The device ,ta%/bge data val ues _shown in Figure 3C for

di f f er efCORGRIel 1 cErhndimegniory fewsiaipr HimeerdigdadenaherkdPis ared foglrmgt y
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only. The Association Timeout Field 325 values can be set to any suitable value between 1 and
255, depending on the particular network conditions.
[0053] The Response Interval Field 327 is used to specify an integer value of beacon intervals,
as specified in the Beacon Interval Field 323, that a tag device can go before it must

20  communicate its status to the reader device in order to remain connected to the network. The
Response Interval Field 327 value allows the tag device to reduce power consumption by
responding with tag device status data at a network specified interval. Also, the Response
Interval Field 327 value serves to randomize and distribute data traffic on the network based on
timing of network association with tag devices. In one embodiment, the Response Interval

25  Field 327 is 1 byte in size. A Response Interval Field 327 value of 0 indicates that the tag
device should never respond to the reader device without first being requested/instructed to
respond by the reader device. A Response Interval Field 327 value of 1 to 255 is a multiplier
on the dwell time to establish the unsolicited response interval for the tag device. For example,
a Response Interval Field 327 value of 30, with a Beacon Interval Field 323 value of 60,

30 indicates that the tag device should provide its unsolicited status to the reader device within
1800 seconds (30*60 seconds) of providing its most recent status communication.
[0054] The Data Length Field 329 specifies the length in bytes of both the data included in the
Data Field 331 and the data included in the CRC Field 333. The Data Field 331 includes the
data corresponding to the data type indication provided within the Beacon Type Field 319.



20al | ow for extension and interoperability of the DAMC protocol wth other
devi ce types or network types. [0059] The Message Type Field 521 identifies
to the tagyodeuiesshat type of nessage, i.e., what typepofi/usatia/4isss

i ncluded within the broadcast packet. F'ggure 4B shows a chart of Message
Type Field 521 values and their corresﬁ ndi ng data descriptions, in
accordance with one 25 enbodi nent of the present invention. In the
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Broadcast | nteryak,fi.ehddrlorfsyeoof 1 to 255 indicates that the dwell
time is defined by that nunber of seconds. For exanple, a Broadcast

| nt erval R elAdxBi2by Yaluiey BéadsOFiehti2iGates a dwell 15 tinme of 60 seconds. In
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serves to random ze and distribute data traffic on the network based on
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30 formatting that is specific to the DAMC protocol. Specifically, the MAC payload portion 203
of the BND frame includes a DAMC protocol broadcast payload 513 that is defined in

accordance with the DAMC protocol.



30 respond by the reader device. A Response Interval Field 527 value of 1
to 255 is a multiplier on the dwell tine to establish the unsolicited
response wotzervebssBor the tag device. For exanple, a Regporiseoivnitmssyal
Field 527 value of 30, with a Broadcast Interval Field 525 val ue of 60,
indicates that the tag device should pﬂgvide its unsolicited status to the
reader device within 1800 seconds (30*60 seconds) of providing its nost
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used to i dentdelicetltype FigheStd data and how to decode the data in the Data
Field 531. Similar to the beacon nethod, Figure 3D shows a chart of NSB
setting withMestass Tope(GHORE$2529 and its corresponding neaning, in
accor dance, Wiyt b of the present invention. 10[ 0064] As shown
in Figure %EfUE?ﬁgﬁgﬁﬁ@%P¢€EQ§%O, then the Data Field 531 is to be

consi der eds e@pdadcadt intbval Mol 523 0x80, then the remaining 7 bits of the
Option Field 529 are to be interpreted as a bitmask indicating what types
of Hata are Peenap Intervelfeeldd23 Fi el d 531, and correspondi ngly, how the

data in the .a_FEl 31 is to be parsed and processed by the tag device.
Simlar tcftﬁ%ﬁﬁgggﬁagﬁgthod, Figure 3E shows a chart of bitmask val ues

used in the Dl Seldian Field 529 and their corresponding data types to be
considered present in the Data Field 531, in accordance w th one enbodi nent
of the presefR( @ydmtiedwmdahOpéikck)TRielddaBa Fiel d 531 includes the data

corresp L to the. data.t i.ndi catio rqvided wythin the ion Field
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DAMC pr ot ocol broadcast payl oad 513 serves to strengthen the 802.15.4 error
det ect i & cuEsRAMIng deyicd RS cHESNIRS ithimnthe POdEepraterad. a8 shaynde Filgue 3C,
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conmmuni satvodniypedar ough t he broadcast network. These additional type of
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ComandTireakeeld SAD vabikes/ @884 3 ROTYesIRIOIG 047 5BScriptions, in accordance with one
25  embodiment of the present invention. In the embodiment of Figure 4B, the broadcast packet
can convey command data, general data, acknowledgment status (ACK or NAK), among other
types of data. Also, the broadcast packet can be used for broadcast network discovery by
specifying the value OxFF in the Message Type Field 521.
[0060] The Alternate Channel Field 523 is used to identify an alternate radio channel that
30  should be used by the tag device for network association. In one embodiment, the Alternate
Channel Field 523 is 1 byte in size. In this embodiment, the MSB of the Alternate Channel

Field 523 is used to indicate whether or not use of the alternate channel by the tag device is

mandatory, e.g., with 0 indicating non-mandatory and 1 indicating mandatory. If the specified



22 [0067] Figure 5 shows a conmand frane structure of the DAMC protocol, in
accordance with one enbodi nent of the present invention. The DAMC pr ot ocol
command fwearreligsssst ure i ncl udes the follow ng fields: PECRHS206/0%758=quence
Nunmber Field 209 Address Fields 211, izracl udi ng: Destination PAN ID
(personal area network identifier) 505 Destination 8 byte | EEE MAC Address

Field 55 Source Address Fields 509 10 Auxiliary Security Header Field 213
MAC paylP8s@afsorhanssl i ?fe’ieﬁE %L%ﬂ Hi: currsapchayiehemer phighoths” Beaicagprckesis

i ncl udi pgrcRfee: tlk%%@%vi!@ffs a0 us%itgélgg% i ath icﬁlugle??% trﬁl'ﬂ?%iit!tihgri

security header fi 213, and MFR are the sane as di scussed®above
wi t h r egatvbrk assdeativACed ueatrend subsegueme dafiheaniGsjpay [toahle pexiti dém&f)?ln one

i ncl udes data and formattin hat .i s specific . to the DAMC protocol. .
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The DAMC protocol comand payl oad 553 i's delineated into a nunber o I el ds
for 20 pprvaddsdpndirdctipo oirtite tag devies tor trasingtrrsored enztfatdata tomfraumidatiomst @ met-wor k

L. an il izatjon of tag.devi.ces. ,Tag,and reader devices are
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553 structure includes the followng fields: Device Type Field 519 25
Message [q%b The Hrgadgast I(l@é‘f_al @éﬁ]@ﬁ% s Byed to specify an integer value in seconds of the

10 dwell time of the DAMC protocol, i.e., the time between each broadcast period. In one
embodiment, the Broadcast Interval Field 525 is 1 byte in size. A Broadcast Interval Field 525
value of 0 indicates that broadcast packets are transmitted continuously with no dwell time. A
Broadcast Interval Field 525 value of 1 to 255 indicates that the dwell time is defined by that
number of seconds. For example, a Broadcast Interval Field 525 value of 60 indicates a dwell
15 time of 60 seconds. In one embodiment, a dwell time for a long-range reader device (800 to
1,000 meter range) is 60 seconds. Also, in one embodiment, a dwell time for short-range reader
device (50 to 100 meters) is 15 seconds. However, it should be understood that the dwell times
in the above-mentioned embodiments are provided as examples only. The dwell time can be
set to any suitable value between 1 and 255 seconds, depending on the particular network
20  conditions.
[0062] The Response Interval Field 527 is used to specify an integer value of broadcast
intervals, as specified in the Broadcast Interval Field 525, that a tag device can go before it
must communicate its status to the reader device in order to remain connected to the network.
The Response Interval Field 527 value allows the tag device to reduce power consumption by
25  responding with tag device status data at a network specified interval. Also, the Response
Interval Field 527 value serves to randomize and distribute data traffic on the network based on
timing of network association with tag devices. In one embodiment, the Response Interval
Field 527 is 1 byte in size. A Response Interval Field 527 value of 0 indicates that the tag
device should never respond to the reader device without first being requested/instructed to
30 respond by the reader device. A Response Interval Field 527 value of 1 to 255 is a multiplier
on the dwell time to establish the unsolicited response interval for the tag device. For example,
a Response Interval Field 527 value of 30, with a Broadcast Interval Field 525 value of 60,
indicates that the tag device should provide its unsolicited status to the reader device within

1800 seconds (30*60 seconds) of providing its most recent status communication.



Command Length Field 561 Command Identifier (I1D) Field 563 (2 bytes)
Command Data Field 565 CRC/M C (nessage integrity code) Field 567.

30[ 0071] wbeodenessie type field 519 identifies the type eCTdsioe4tsBat i s
sending the DAMC protocol conmmand. Thg nmessage type field 521 is set equal
to 0 to indicate that the MAC frame i s“4 command frame. The command | engt h
field 561 si)eci fies how long, i.e., how many bytes, the command data is in
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broadcast network discovery can issue a single command or it can indicate
t hat t hecooatmeewihooe embgdidwnt elethe heegérd imesmtipm active for a specified

anmoynt i ne., The. renot ag..deyjice ta ti f SO amount of
el oftogith RS sho S i e dpef S ET S: i Patadod 3y OB beRiRY e
i nst ancesptyt e tHeeMBE i9 9580, tha® tEEYdreaniaaly basReras idfmoﬁvm%mhszm afto be
alternate radi o channel indicated in the BND franme. 15 DAMC Protocol Data

Frame [no@vsiedrsgupiémesksingigating adentypenant dae age pissentdn thnPapANEldptds eedl |,
0 2ocHAAREE.ANAD ROF BT PR L 0 81 SEEN: LOYAI 00 BUE
SequencéeiteniSenilii tel tle BELon Adkih@k Figtire B8sshddvs ,a dhael afdiitagisk vBRss usedtinahe PAN
'D fSp er 8tqgrll F%Ede?wng&d t E:ill(' cim(‘jrgsrll)toinjliing rletaSt%)Ses to be considered present in the Data Field
531, in accordance with one embodiment of the present invention.
[0065] The Data Field 531 includes the data corresponding to the data type indication provided
within the Option Field 319. As with the beacon method, examples of various types of Data
Field 531 data that can be transmitted in the broadcast method are shown in Figure 3E, in
20  accordance with one embodiment of the present invention. The CRC Field 533 includes the
CRC data values associated with the data of the DAMC protocol broadcast payload 513. In one
embodiment, the CRC data is computed according to an industry standard CRC specification,
such as CRC CCITT (0x{fff). It should be appreciated that the use of CRC data specific to the
DAMC protocol broadcast payload 513 serves to strengthen the 802.15.4 error detection
25  associated with the MAC frame.
[0066] Once a tag device discovers a broadcast network through receipt and processing of the
BND frame, the tag device can receive a number of additional type of communications through
the broadcast network. These additional type of communications include commands, data, and
acknowledgements, among others. These additional types of communications are transmitted
30  through the beacon network in DAMC protocol command frames, DAMC protocol data
frames, and DAMC protocol acknowledgment frames, respectively.

DAMUC Protocol Command Frame




Destination 8 byte | EEE MAC Address Field 551 Source Address Fields 509 25
Auxiliary Security Header Field 213 MAC payl oad portion 203, including:

DAMC Pr otwoabiibess3Payl oad 601 MR 205, incl udi ng FCS. pLo@adj10nsssCF 207,
sequence nunber field 209, auxiliary ste;zﬁurity header field 213, and MFR 30
205 are the sane as di scussed above w regard to the MAC franme structure.
The destination PAN ID field 505, destination 8 byte | EEE MAC address field
551, and00dlFepiradgheysa rommagd Segestriciuneokthnd A G proweok és arcotbdcabile

with re [ C r of, Figure 5. . The C payl oad
por t1 ono3pgnitRdi ok B MrefTAL DAV, QoushErifinted o St
2011/ 02 8843RCTHUSROAAETIE85 24 DAMC protocol . Specifically, the MAC

payl oad portion 203 includes a DAMC protocol data payload 601 that is
defined i r® ak&6r%¥4dnce with the DAMC protocol. [0075] The DAMC protocol data

payl gad 601 g?%ugcslg%g?%%gldﬁiemt%@ nunber of fields for providing

i nfor mati on, I'ons, ‘and ‘data to facilitate network nmanagenent and

utilization AQirdsaBictRViI¢escludag: and reader devices are defined to parse
and understand the DAMC protocol data payl oad 601 as conveyed through the

MAC frane. 100761DrsénabavEADNY B? Grestondlbarea priybtaided®dfiersiGuct ure i ncl udes t he
follow ng fiel dé: Degﬁm\éki8§8WeeIE%EeM%nggdre%e i%fadg;l@SIType Field 521 (Set equal

to 1)
o Source Address Fields 509
10 e Auxiliary Security Header Field 213
¢ MAC payload portion 203, including:
o DAMC Command Payload 553
e MFR 205, including FCS.
[0068] The FCF 207, sequence number field 209, auxiliary security header field 213, and MFR
15 205 are the same as discussed above with regard to the MAC frame structure. The MAC
payload portion 203 includes data and formatting that is specific to the DAMC protocol.
Specifically, the MAC payload portion 203 includes a DAMC protocol command payload 553
that is defined in accordance with the DAMC protocol.
[0069] The DAMC protocol command payload 553 is delineated into a number of fields for
20  providing information, instructions, and data to facilitate network management and utilization
of tag devices. Tag and reader devices are defined to parse and understand the DAMC protocol
command payload 553 as conveyed through the MAC frame.
[0070] The DAMC protocol command payload 553 structure includes the following fields:
e Device Type Field 519
25 e Message Type Field 521 (Set equal to 0)
e Command Length Field 561
e Command Identifier (ID) Field 563 (2 bytes)
e Command Data Field 565
e CRC/MIC (message integrity code) Field 567.
30 [0071] The device type field 519 identifies the type of device that is sending the DAMC
protocol command. The message type field 521 is set equal to O to indicate that the MAC
frame is a command frame. The command length field 561 specifies how long, i.e., how many

bytes, the command data is in the present command frame. The command ID field 563



10 Data Length Field 603 Packet Identifier (ID) Field 605 (2 bytes) Data
Field 607 CRCMC Field 567. [0077] The device type field 519 identifies

t he type wD 2evi2es3t hat i s sending the DAMC 15 pr ot ocolpcaatsao10hsssressage
type field 521 is set equal to 1 to ingjcate that the MAC frane is a DAMC

protocol data frame. The data length field 603 specifies how many bytes the
data incl udfes in the present data frane. The packet ID field 605 includes 2
byt es. PREISE bPeohsommand qopyeyediby the nsesereommand Samesbsone embedimgal t o

specify ipe! udad, i g q;;& oo .
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20 dat atheaduth &or tMBBoofmafds fentifiedes theabmimamd IDafield 368t Thé¢ IR AMI¢t fidd 667t he
packet |D fiel 5, .there can, be u 0, 32768 .djfferent et identifiers
o + necimopis® Gk QR BBt otis on Rt Hadone s Beb Bl I Sbencmelsadk o
ID fel dyfpfpyr. The CRCCMC field 567 includes CRC data if encryption is not

enabl ed, and includes an 8 byte MC if encryption is enabled. In one
enbodi mE72] boemeeerabadimpnto frroeghathy eV wotpeelednmmndirghet heeadyiMevise ctocol

data franme 25 be .protected wit.h encryption, and this protection may be
done onCATHART £ pEoRAS SSHOEEIHT. MndepIREC% PO TR BT ad PR TR P I08 (R e
to conveys anBodimeht)ehd Boh@bidhoktyddases® {0:d%t GxFFIHONGn GhNBND framigdd tdplepdl

status data of renote assets as nonitored through tag device Tracking and

GPS dat ¥ithjthe logg addighcel the tarppediTamatn asspls 1.ee tsgsied tagGlerisgi indbe desginatianes of
t ag, devj S i |y £ C 1.SSi oni

LoPLS TS R MAY RS 1 b badkas PRUAIN 80000 GRTLESLNAE
reader o@nmand ot ireart ad@ant thitahetntbad asseutdg dedte sholRl embai gtk g a'dpeered t

reads" of tag device WD 2011/028843PCT/US2010Q/ 047585 25 DAMC Pr ot ocol
Acknow @agmttlm.% remote tag device can stay active for some amount of time to complete
commanding operations with the reader device. In some instances, the remote asset tag device
can temporarily switch to an alternate radio channel indicated in the BND frame.
15 DAMC Protocol Data Frame

[0073] Figure 6 shows a data frame structure of the DAMC protocol, in accordance with one

embodiment of the present invention. The DAMC protocol data frame structure includes the
following fields:
e FCF 207
20 e Sequence Number Field 209
e Address Fields 211, including:
o Destination PAN ID (personal area network identifier) 505
o Destination 8 byte IEEE MAC Address Field 551
o Source Address Fields 509
25 e Auxiliary Security Header Field 213
e MAC payload portion 203, including:
o DAMC Protocol Data Payload 601
e MFR 205, including FCS.
[0074] The FCF 207, sequence number field 209, auxiliary security header field 213, and MFR
30 205 are the same as discussed above with regard to the MAC frame structure. The destination
PAN ID field 505, destination 8 byte IEEE MAC address field 551, and source address fields
509 are the same as those described above with regard to the DAMC protocol command frame

of Figure 5. The MAC payload portion 203 includes data and formatting that is specific to the



[0079] Figure 7 shows an acknow edgenent (ACK/ NAK) frame structure of the
DAMC protocol, in accordance with one enbodi nent of the present invention.
The ter mwOKoriaRes4s t o an acknow edgenment wi t hout error 2CT/Aise0AITIBNAK
refers to an acknow edgenment with errozi. 5The DAMC protocol ACK/ NAK frane
structure includes the followng field FCF 207 Sequence Nunber Field

209 Address Fields 211, includin Destinati on PAN | D ersonal area
net wor k DAMKtAreiosel) Spemiiaadly, thedYlAtapavbendgpasien 20 Emeludaga grofcg] datgs g

Sour ce é%g&ﬁémﬁ?@ﬂ dgﬁeﬁ% in AUrbdrRE Wi %ﬁé&fg‘ﬁ%&'ﬂ?&gﬁ a':' eld 213 MAC payl oad

portion I nc DAMC Pr ot oco Pay d 701 15 MFR 205,
i ncl udi [Qj)7513$he [[DABE] p‘fdftechIOEatQQJZyloséoﬁmncsedeiuwb‘ed ntceladn@08er adlifields afoy

securit d field 213, d MF 05 th di b th
ooar Do thes ket haty e, 480 o eGP AR SR Wgeation
dest4 nabi QP dBvibwd Taf BRErMAG RIMELE SR debifbtdioRlse AAANAOUEHAE u?edﬁms@ fdt@do@ls

509 are thé sane as those described above with regard to the DAI\/C pr ot ocol
commandddte padoabefd 1 & qpareyed throhgh MiadIp&yframe portion 203 incl udes data and

formatt peci fi.c t cal t he MAC
payl oad d&gp l}g‘ﬁng\éé pﬁOthﬁOC}éig% %QW%WG lﬁ%@%i% %’éi?fvb%}égﬁ that is
defined in ag@{a,@gq?ﬁ@}%qd!mgt he DAMC protocol. [0081] The DAMC pr ot ocol
ACK/ NAK payload 701 is delineated into a nunber of fields for providing

i nf or mat i on, Messwee Jope Bwéd, 52in(betlequal tool)f aci | i t at e net wor k nmanagenent and
ut| zation ta Tag and reader devices are defined to parse
and nder st aﬁ IrPé‘g% p@gt oco

e Packet Identifier (ID) Field 605 (2 bytes)
e Data Field 607
e CRC/MIC Field 567.
[0077] The device type field 519 identifies the type of device that is sending the DAMC
15  protocol data. The message type field 521 is set equal to 1 to indicate that the MAC frame is a
DAMC protocol data frame. The data length field 603 specifies how many bytes the data
includes in the present data frame. The packet ID field 605 includes 2 bytes. The MSB of the
first byte of the packet ID field 605 is reserved to specify whether or not the included data is
stored data, i.e., non-real-time data. In one embodiment, an MSB value of 1 specifies stored
20  data, and an MSB of 0 specifies real-time data. With the 2 bytes of the packet ID field 605,
there can be up to 32768 different packet identifiers defined. The data field 607 includes the
data corresponding to the packet ID field 605. The CRC/MIC field 567 includes CRC data 1if
encryption is not enabled, and includes an 8 byte MIC if encryption is enabled. In one
embodiment, commercial proprietary data conveyed through the DAMC protocol data frame
25  may be protected with encryption, and this protection may be done on a per trip basis.
[0078] The DAMC protocol data frame can be used to convey any of the following types of
data, among others:
e Health and status data of remote assets as monitored through tag device
e Tracking and GPS data, if tag device equipped with GPS receiver
30 e Engineering data of tag device (battery status, timers, etc.)
e Parameters and commissioning data of tag device for trips
e Logged reader data, including locations and reader names

e Time tagged stored data and real-time data during "transit reads" of tag device



ACK/ NAK payl oad 701 as conveyed through the MAC frane. [0082] The DAMC

prot ocol ACK/ NAK payl oad 701 structure includes the follow ng fields:

Devi ce Tywe 2bi1ai2e84319 Message Type Field 521 (Set equalpCras2)108@758CK
Length Field 703 ACK Value Field 705 gequence Nunber Field 707 Packet ID
Field 709 WO 2011/ 028843PCT/ US2010/ 047885 26 Ready Field 711 Conmand
Field 715 Network Channel Field 717 5 CRCMC
EEMSYEaMcCa] d 519 identifies the type of device

that is I EAMC BT I?@%( i 521
IS set équa Fit;%)r%hfg mdiaiga%%qe{ﬁﬁﬁiae{i%%g rarre) %ﬁfwgr%qg%op% NAK
franme. PheodCKnlaecrgtimctivathdorizGBntmydenért iof thetpreseheimgétionnThy tees ACK trbfers to
ACK/ NAK frame a#ll oad, 701. The Aﬂ; V%'@li\ef i el.d 705 sggcifies 10 whet her or
not the?A SeIeR! W&%‘P‘E%ﬁf% Rl LS Ora ACKRRNMISHR LR R O T6F  NAK
(unsyccqaéMM@%&a@%ﬁ&gmmoﬁmﬁ@stﬁ%r@memtfon@%@%d@ ue field 705
val ue of 0)(02 identifies an ACK, and an ACK value fielld 705 val ue of Ox00

i denti fi es® aFNAKRO7[ 0084] The sequence nunber field 707 specifies the
sequence nunher of {\Ihebre .ei ved frame that is being acknow edged. The
sequence nunmbB&IUHEC PHBIOPRLE frame is transmitted in the

e Address Fields 211, including:
o Destination PAN ID (personal area network identifier) 505
10 o Destination 8 byte IEEE MAC Address Field 551
o Source Address Fields 509

Cpunt Field 713 Wake Ti

e Auxiliary Security Header Field 213
e MAC payload portion 203, including:
o DAMC Protocol ACK/NAK Payload 701
15 e MFR 205, including FCS.
[0080] The FCF 207, sequence number field 209, auxiliary security header field 213, and MFR
205 are the same as discussed above with regard to the MAC frame structure. The destination
PAN ID field 505, destination 8 byte IEEE MAC address field 551, and source address fields
509 are the same as those described above with regard to the DAMC protocol command frame
20  of Figure 5. The MAC payload portion 203 includes data and formatting that is specific to the
DAMC protocol. Specifically, the MAC payload portion 203 includes a DAMC protocol
ACK/NAK payload 701 that is defined in accordance with the DAMC protocol.
[0081] The DAMC protocol ACK/NAK payload 701 is delineated into a number of fields for
providing information, instructions, and data to facilitate network management and utilization
25  oftag devices. Tag and reader devices are defined to parse and understand the DAMC protocol
ACK/NAK payload 701 as conveyed through the MAC frame.
[0082] The DAMC protocol ACK/NAK payload 701 structure includes the following fields:
e Device Type Field 519
o Message Type Field 521 (Set equal to 2)
30 o ACK Length Field 703
e ACK Value Field 705
e Sequence Number Field 707
e Packet ID Field 709



15 sequence nunber field 209 of the received frame. The packet ID field 709
specifies the identifier of the packet that is being acknow edged, when the
ACK val uewDi2el1ch28€93 speci fies an ACK. The packet |D fielprdTAB218pemsBs i es t he
error type, when the ACK value field 7 specifies a NAK. The ready field
711 specifies whether or not the acknowedgi ng device is ready to receive
nore data. In one_enbodinent, a value of O in the ready field 711 specifies
that the %0RgetnBiRleddi ng device is ready to receive nore data. Any val ue
other than 04n th e .y 711 specifies a nunber of seconds of del ay
request ed By(% én%§%%3§¥§5%#ﬁggdevice before receiving nore data. [0085]
The commangd opuRtiTiHeeFRId 13 specifies a value of an increnenting counter
that indicates a sequence nunber of processed commands. The wake ti ner
field 715 speivodhanngdField7é of a sleep timer that the sending device is

using. The ngﬁﬁgﬂﬁgﬁpqg%% field 717 specifies a current network channel

that”the sendi I'€€Ps utilizing for data transfers. The CROUMC field
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communi cation is optional. Al'so, networks can operate using the DAMC
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802. 15. W MC protocol, encryption keys can be inplicit or
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25  value of a sleep timer that the sending device is using. The network channel field 717 specifies
a current network channel that the sending device is utilizing for data transfers. The CRC/MIC
field 567 includes CRC data if encryption is not enabled, and includes an 8 byte MIC if
encryption is enabled. Also, the DAMC protocol ACK/NAK frame can be encrypted to
improve security.

30 [0086] As discussed above, in addition to acknowledging receipt of network communication
frames, the DAMC protocol ACK/NAK frame can be used to convey command count, sleep
parameters, active network channel, and flow control information. Also, in the event of a

NAK, the DAMC protocol ACK/NAK protocol frame can be used to return error conditions to



20 exanpl e, under 802.15.4, ACK/ NAT( frames are neither addressed nor
encrypted. This | eaves the standard 802. 15.4 conmuni cation open to "man in
t he m ddiwD 2atiesdes t hat can inhi bit communi cation del i vemyuse@oionises. Al so,
under 802.15.4, a noise burst followed gy a forged ACK can be used to

mal i ci ously cancel a nmessage. Additi ondl’| y, 802.15.4 integrated circuits
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WO 2011/ 028843PCT/ US2010/ 047585 29 frame includes a payload portion that is
formatted in accordance with a distributed access nanagenent (DAMO)

pr ot ocol weparianessirom t he | EEE 802. 15. 4 communi cati on pcotuse@lo/04{589094] The
met hod of Figure 8 can include operating a network device to receive and
process the conmunication franme. Al so, 4°he nethod can include operating the
network device to 5 respond to the comuni cation franme by sending a request
t 0 j oi nbipckeehninikg {©B&) duede endar o¥H2ni.4 hthe etwarkmeommatication isamenevable to
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as the (00917 &igee: § KhoWs & MAMSHAS BT O Mdtydefor WiR1FB BRI BpéBesn, iiNGtdsi@scan

operation 909 in which the receiving device 25 is operated to g(go'cess‘ t he
payl dad “pbrone smbgdingns of e presgany Hitige ¢ brarapbied Wclysles pe operpliond0! in which
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25  transmissions is set within a range extending from 6 milliseconds to 19 milliseconds. Also, in
one embodiment, the first period of time has a duration of 1 second. Also, in one embodiment,
the second period of time has a duration within a range extending from 1 second to 255
seconds.
[0093] In one embodiment, the communication frame in the method of Figure 8 is a medium

30  access control (MAC) frame of an IEEE 802.15.4 communication protocol. In one
embodiment, the MAC frame is formatted as a beacon frame, and the beacon frame includes a
payload portion that is formatted in accordance with a distributed access management (DAMC)
protocol separate from the IEEE 802.15.4 communication protocol. In another embodiment,

the MAC frame is formatted as a broadcast network discovery (BND) frame, and the BND
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operation 901 includes defining a payload portion of the MAC frame in accordance with a
payload specification of the distributed asset management (DAMC) protocol corresponding to
the indicated frame transmission type.

20  [0096] The method also includes an operation 903 in which the sending device is operated to
transmit the generated MAC frame over the wireless network. In an operation 905, a receiving
device is operated to receive the MAC frame over the wireless network. Then, in an operation
907, the receiving device is operated to recognize the MAC frame as the indicated frame
transmission type. The method further includes an operation 909 in which the receiving device

25  is operated to process the payload portion of the MAC frame in accordance with the payload
specification of the distributed asset management (DAMC) protocol corresponding to the
indicated frame transmission type.

[0097] In the method of Figure 9, each of the sending and receiving devices is compliant with
both an IEEE 802.15.4 standard and the distributed asset management (DAMC) protocol. Non-

30 payload portions of the MAC frame are defined to be processed by wireless communication
devices that are compliant with the IEEE 802.15.4 standard. And, payload portions of the

MAC frame are defined to be processed by wireless communication devices that are compliant

with the distributed asset management (DAMC) protocol.



an identification of a device type of the sending device, an
identification of a nessage type as the broadcast network discovery frane,
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Wi thin a rengepexicatioh ofad ioeidticetmnedht doralibb feehordsivingntdviche br oadcast
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shoul d commuBésah railes status to the sending device. 25[0103] In one

enbodi nent, the frame transm ssion tyge in the nethod of Figure 9 is a
conmmand f reanthe dafp nomiien eltbe apytest of theaegsay M@EE: &eci fi cati on of the
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an jgdentificaghinen of a nessage type as the command franme, 30 a

specification of a length of data included within the data portion of the
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conmmand
location, device velocity, and device differential global positioning system correction. Also, in

one embodiment, the beacon interval duration of the sending device is an integer value in

20 seconds between successive beacon periods. In this embodiment, each beacon period is a
duration of time during which MAC frames of the beacon frame type are successively
transmitted at a set interval. In one embodiment, the beacon interval duration is within a range
extending from 1 second to 255 seconds, and the beacon period duration is 1 second, and the
set interval is within a range extending from 6 milliseconds to 19 milliseconds.

25  [0100] The association timeout duration for the receiving device is defined as a number of
beacon intervals that should pass without communication before the receiving device
disassociates from the wireless network of the sending device. Also, the response interval
duration for the receiving device is defined as a maximum number of beacon intervals that are
allowed to pass before the receiving device should communicate its status to the sending

30  device.

[0101] In one embodiment, the frame transmission type in the method of Figure 9 is a

broadcast network discovery frame. In this embodiment, the payload specification of the



WO 2011/ 028843PCT/ US2010/ 047585 32 a specification of cyclic redundancy
data associated with the payl oad of the command frane. [0104] In one
enbodi nenwp 20tn28s4ane transm ssion type in the nethod ofcCFiusore/n®7s8s a data
frame. In this enbodi nent, the payl oad,specification of the distributed
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I ncl uded wi t i idehtificadiahaf paeticorypefof theesepdiyik dadicaf the data frame, the
data portion of the paylgad of the data frane, a specification of

d
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frane includes ication o ata 1 nc

portion ofe t hepgaidatiad o0h bidagcatainterbdl AMEtdS o kHchRndifg Aeide,dat a or real -tine
data. [0106] In one enbodinent, the franme transm ssion type in the nethod

of Figure % hsperificeknoel emyeensatintevahduration fonths reeivia device, t he payl oad
cor  espond! ni (P HE PHOlTb BEER AR A ey Qeiegrorer ahRBRRi AP on
of a device bypecRf ndtherksERdveg figwd,ce, an identification of a message
type as the acknow edgenment franme, a specification of a |length of the
ackHowl edgen’éwqdafarmlfégn of the payload of the broadcast network discovery frame, and
e a specification of cyclic redundancy data associated with the payload of the broadcast
network discovery frame.
[0102] In one embodiment, the type of data included within the data portion of the payload of
the broadcast network discovery frame includes one or more of device date and time, device
15  identification, device location, device velocity, and device differential global positioning
system correction. Also, in one embodiment, the broadcast interval duration of the sending
device is an integer value in seconds between successive broadcast periods. Each broadcast
period is a duration of time during which MAC frames of the broadcast network discovery
frame type are successively transmitted at a set interval. In one embodiment, the broadcast
20  interval duration is within a range extending from 1 second to 255 seconds, and the broadcast
period duration is 1 second, and the set interval is within a range extending from 6
milliseconds to 19 milliseconds. In one embodiment, the response interval duration for the
receiving device is a maximum number of broadcast intervals that are allowed to pass before
the receiving device should communicate its status to the sending device.
25 [0103] In one embodiment, the frame transmission type in the method of Figure 9 is a
command frame. In this embodiment, the payload specification of the distributed asset

management (DAMC) protocol corresponding to the command frame includes:

an identification of a device type of the sending device,

an identification of a message type as the command frame,
30 e aspecification of a length of data included within the data portion of the payload of the
command frame,
e anidentification of a type of command communicated in the command frame,

e the data portion of the payload of the command frame, and
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devi ce, a nobathéraneader devi ce, 10a handhel d device, and a tag device.
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20 e an identification of a device type of the sending device,

an identification of a message type as the acknowledgement frame,

e aspecification of a length of the acknowledgement frame,

e a specification of an acknowledgement value as either successful acknowledgement or
failed acknowledgement,

25 e an identification of a sequence number of a communication that is acknowledged by the
acknowledgement frame,

e an identification of a packet identifier that is acknowledged by the acknowledgement
frame in the case of a successful acknowledgement, or an identification of an error type
in the case of a failed acknowledgement,

30 e aspecification of a ready state of the sending device,

e a specification of a incrementing counter value indicating a sequence of processed

commands,

e aspecification of a sleep timer value used by the sending device,



25 a payl oad specification of the distributed asset nmanagenent (DAMC)

prot ocol corresponding to the indicated frane transm ssion type. The
transm ssworronmdsd4e 1007 is al so defined to direct the wcralsess/otTsanscei ver
1003 to transmt the generated MAC frage over the wireless network. [0110]
The processor 1005 al so includes a recéption nodule 1009 defined to process
MAC 30 frames received through the wireless transceiver 1003 fromthe
wirel ess rfet @brikentifiation ctipai ghrarbdietworkoolrnngl ysed hyd theo sensingyeyise t fos
frame transm.ssi.on: . i frame. The reception nodul e
1009 is al sgkg‘ékﬁﬁgét\(@go%irct)ljci:et(;\ggéltg%g{e\ég%lk’ow% portion of the received MAC
frame in accar gaogrRaméd hoft beclpaytdmdasye dafai asdociaredofwitthehdi siyidaBubedhasset
managenent (DAMC) protocol corresponding to the recognized frane
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[0110] The processor 1005 also includes a reception module 1009 defined to process MAC

30 frames received through the wireless transceiver 1003 from the wireless network. The
reception module 1009 is defined to recognize the frame transmission type of the received
MAC frame. The reception module 1009 is also defined to process the payload portion of the
received MAC frame in accordance with the payload specification of the distributed asset

management (DAMC) protocol corresponding to the recognized frame transmission type.
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a | ocki ngvomohzmssm of the nLOCK P100 based on proxi m t pPCraSs@o0nss

net wor ks, geographic | ocations, or via klser commands t hrough a radio |ink.
The | ocki ng mechani sm of the m.ook P1084i's secured through a 5 nechani cal

mechani sm that inhibits opening a shackle of the nmLOCK P100 unl ess an

el ect r offdd hh 1 end embndimeant; thetnspcessiad Oghand wirelpse anspeiver 1098 as¢ definedrie bek
P100. t r u t oI I

thr oughBuan! ofigh PR gL HEEET s (8 UhdddifE R 1R, Il bt Bl in iR

act uat o(DRIAD) proebi. Ol paylgudoportenspefree M.Ad: fhgoake d@maeertslwlprob@ssaﬂbpn
| ow power signals generated by the processor P103, to generate 10 enough

power szrskeS% GO%BWP%P%@SWGSCB}% P cospRliant v B I&?Ebo R2- Aot otandarle Altsic
P00 snipird PiohOoPIRIVAT FRRRR Betinddde elhofitted By AHARD oBhghidfeallbt

enbodi némcesahai[ara wplmdwﬂbdmﬂsmbuﬂed akset mendgeaienn@ A Q) prqotols haf t to a

cam nmecha bl es/ di sabl es operation of the nLOCK P100, i.e.,
enabl es’ :

ci-Sab YBRE APV t he nLOCK P100 shackle. In one 15
enbodi NRAY2) frbeprb@aés aﬁcéx‘é% ry RbfRx1 %rdﬁé'mﬁﬁi@%r&&dﬁ(ﬁﬁérﬂﬁﬁ ReRh) §ivelef

desi gned for | ow vol t age not ors. éOll? he mLOCK P100 al so i ncludes one
or nor ed¢seuRtiae s prayideisbeloy oeprrmi éJKt device dhataintermpprtesPa BEEEa3@2.13.4c ked
or Iocke nd the ni P100_sh at

centiDr Cpttietant Megrnia TG s Pad PAESIsOL UM tling PGP RRE e TR, torb iy U o
20 of tReinplekeGhe! BIANCRESBColl Iteshould|HeCkRErstdk thatdlBek@Hthe TAMMpRERDSOr
P103 is defined to use the | ock sensor P148 signal data to determ ne when

t he | ocié vadll-siited rfopuseewiths theexanpleplOSds deyige éewnbirdqbelmcwedé@m prsigeol
t her eb
cont r of SGPfesEide OTRERAGIHL i BIESERRRYICELY By I sBRRRIE R Bt ne

P148 mehahqileﬁlmdteheel ock mschanl smis in the correct commanded state,
the}esorocessor P103 wi no} take 25 any contrgol actions. The | ock sensors

P148 calflil dcFigyee a”sl‘ﬁaé‘!%l dlusipiaon shewingapn emdQHdG  §100TKlevie sarghitectisns #t
i ndi cat &%oi/&as&wﬁhtﬁxge oA S&h{%n{ of Ad YRkt mpgrﬁﬁﬂ %%E@@fk p}b@nﬁ‘a&a ,a Lhe

shackl e sensor is t |cator t hat "the | ocking nechanismo
P100 hamdadteqatricy (BE¢radpegedd comuoluoseion $ysemehyd a setiucigy locl mdvbarseouthe y

P10 al B UG R dRdneudiSes Proseapr REES drUpithy® S155 FUP TR i Qrk A Lhafo
i nf or ML RACE @'?a&?@ FAG5\RERE bR i &HF 'Pl@f Tlliheramm@f S atk® aﬁﬂ@ﬁit&natlonal
understanding of a current state of the nLOCK P100. I'n one enbodinent, the

usedl i nfrequeacy and sqo«ll@fylemszﬁcsembf mARAEC AW WET tcmswnm@nb;n enghmbediment tthe

liquid crys a derstood th

erod naftea? e &Y i BF YRUBe oL SR P Bich OB S ERBnal e g 1S s
2011/ O2&SAARGT rAdhe A0S 046 82did 6P EIFs ntdraettrd an Yelét@llignebrsmdsicQt wiltls Uind
di splay suitable for use in electronic conponents to visually display

t ext ual Proggssmiak3o K, shewld) hsrappeesiatetkthasiarplerentpticicef B JBERPOP1A4 qqn@@law thin
|t Egl Lg;%hf;taﬁl ea{)s?\tlg%%%ﬂg%%é@%g er%)ibeodggtstg égggg%lﬁﬁgéftc d&ﬁb%?e sel ect ion
of b f fuventmsapgensis. to be rendered on the
[0114] The mLOCK P100 further includes a location determination device (LDD) P111
defined to electrically communicate with the processor P103 of the chip P101. In one
embodiment, the LDD P111 is defined as a Global Positioning System (GPS) receiver device.
Additionally, the mLOCK P100 includes a power source P143 defined to supply power to the
30  processor P103, the radio P105, the LDD P111, and other powered mLOCK P100 components
as described below with regard to Figure 12. In various embodiments, the power source P143
is rechargeable, and may be supported in a trickle-charging manner by solar energy. The
mLOCK P100 implements a power management system defined to enable long-term mLOCK

P100 deployment with minimal maintenance.



5 user interface display P144. It should be understood that the user
interface display P144 provides a user interface to the processor P103. In
one enbodvoentii/o2ssie di fferent screens avail abl e for rensemiusgoion4tske user
interface display P144 convey i nformat égn including, but not Iimted to: a)
the nLOCK P100 identification Nunber, b) the nLOCK P100 state (| ocked or

unl ocked) , c)..the mLOCK P100 |l ocation and tinme (GPS |ocation), d)
modem s{iltléls The fnlrﬁaégn?lioso is 7] qherdi@nicnlopk Brak seerees, amaget, such as earee, shthyy g
stat us, ¢hifyn };LQQ,' : Y +d f . S8l I'n
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[0120] signali qonversionphased ioatlow Bovessignalst gmpsindnky Hestrpeqssoronl03; e SPReEK

P100, pr ovi des |.ete ti tsd i nial [ .of
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mMLOCK Pdé&thed! tecirovide asechamivaldeclang ahd luntocking «ft the end@CK B$@D shaakled Imiohé
| ocation waypoints, security ey nt%%%ﬁd status in._a non-vol atil e rregocr)y

onboar dehedimericihaipgly moferais 3 ] P 13086 cHEPTimegt (AsPEng pbisposed t
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é)/or security content associated with nmLOCK

Conmmuni cati'on of conmer ¢i al an
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comuni ¢atdg@ DS HRkGE of the mLOCK P100 is defined to detect and negotiate
network access with network gateways at |ong-range. The nmlLOCK P100
processBH1PLTBe . QEKiRHAA alse 1pelpdesi eic ailmoradedsseapqrs PuAE (e defsrmipe seclaelel y

VO 201lécquﬁc8>14 ?PFI)%/ s'“tjggoégék%é 705r815m oZked) and the mLOCK P100 shackle state. In one

embodiment, the lock sensor P148 is a limit switch that conveys data indicating a discrete state

20  of the lock actuator P146, i.e., “locked” or “unlocked." The processor P103 is defined to use
the lock sensor P148 signal data to determine when the lock actuator P146 is in the correct
state during lock actuation, thereby providing feedback to the processor P103 to enable
stop/start control of the lock motor by the lock actuator P146. If the lock sensor P148 indicates
that the lock mechanism is in the correct commanded state, the processor P103 will not take

25  any control actions. The lock sensors P148 can include a shackle sensor (or cable sensor). The
shackle sensor indicates whether the shackle is actually opened or closed. Therefore, the
shackle sensor is the indicator that the locking mechanism of the mLOCK P100 has actually
been opened or closed, thereby indicating the security state of an asset to which the mLOCK
P100 is attached.

30 [0118] The mLOCK P100 also includes a user interface display P144 through which visual
information can be conveyed to a user of the mLOCK P100 to enable understanding of a
current state of the mLOCK P100. In one embodiment, the user interface display P144 is
defined as a two line by eight character liquid crystal display. However, it should be

understood that in other embodiments the user interface display P144 can be defined as



aut henticate a serial nunber of the nLOCK P100, provide encrypted

bi -directional comunication between the nLOCK P100 and a reader device
wi t hi n a wionelarss4set wor k, and mai ntai n networ k connect iPeTtug20d0RH758H1 r ange
of a network gateway. [0122] In one errggdi ment, the various conmponents of
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of Figur rdance w e
i nvent i Gmitelimo:vari ous exenpl ary enbodi nents, the chip P101 that includes
both the processor P103 and the radi o P105 can be inplenented as either of

the fol | owi nd) BAMPOCERAING [drHErdionNyBlRl  ©C2430 chip manufactured by
Texgs | nst rcégﬁl%%lﬁ@cgqq@bfs%ﬁé%ggmgnlg’@lggdf),act ured by Texas |nstrunents,

20a nodel chi p manuf act by Texas’lnstrunments, a nodel MC 13211
chi p manuf actuthe thIfyCkrRH68 dadagon andrinde (GRE1@2fi@n)chi p nanuf act ured by
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complete autonomous location determination and logging of asset position (latitude and

25  longitude) anywhere in the world. The mLOCK P100 electronics provide an ability to store

data associated with location waypoints, security events, and status in a non-volatile memory

onboard the mLOCK P100. The mLOCK P100 is also defined to support segregation and

prioritization of data storage in the non-volatile memory. Communication of commercial

and/or security content associated with mLOCK P100 operation, including data generated by

30  external devices interfaced to the mLOCK P100, can be virtually and/or physically segregated
in the non-volatile memory.

[0121] Moreover, in one embodiment, a wireless communication system of the mLOCK P100

is defined to detect and negotiate network access with network gateways at long-range. The

mLOCK P100 processor P103 is defined to perform all necessary functions to securely



5 the switch P139, as indicated by arrow P171, then fromthe switch P139 to
the power anplifier P107, as indicated by arrow P179, then fromthe power
anpl i fi erwB207/2884anot her RX/ TX switch P141, as indi cat edThs2@0001587183,
then fromthe R TX switch P141 to a r?gﬁ o antenna P109, as indicated by
arrow P185. [0126] A receive path for the radio P105 extends fromthe radio

antenna P109.to the RXTX 10 sw tcp@fé% as i ndi C@t ed by arrow P185, then
from t h8"RSGUERICs i (SERAIPTATOFL Athdha NaLPEE7, PILQ. i RiaYidat eRerimted Pilirestigne!
then fromififichibh bk el BelMEOBK HPH0SMdlL£12a bt 3vic8vinh GAteRds gé’m%{, %W%y

P177, then fromthe RX/TX switch P139 to the radio P105, as indicate
arr ow PiaintaimmetvRxk TotumaiivithebePih3angmef Riedodr gatayefyi ned t o operate
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anpl i f i svdptopugycprdpctiveispissdifngd within dho pratedharcytivitardarkp| ani exemploy
5ol at et Pramel ha b BBy a8 PLBRTLOBET b 0 T SR B o

each of 00bg” RR-T Midwdttic TderdPiss SubsithtdIMdwtrer,digfshogld wsumderncl] tha0 iiyRks 4M58
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P107_ and X s%tches P%ISQ npl P141 can be ¢ ined into,a Si h.e devi ce,
suchs asaeeRElafc ith cps SaboFmAnE el e RIFSEH Y RGoRy M YaYaS TP MRSy way
of exanMeehid PlR8hatTieuddsFath BtGRodeSsdr PP and eRuh@Bed 09ichh ba nfidhésegant r ol
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P139 anéitirrof thedplowimgghivecamepmmhergont rol of the power anplifier P107 and

LNA P137. Th T Lreu 1 R r | n RX/ TX control signal
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P13% and P142 mogdsl CretOghaymapuiastursddyPayes HRHUPEYS, respectivel y, such
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control circuit P18 mts a.power, control] signal to the power
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LDD P111 can be defined to work in conjunction wth, or'as an alternate to,
t he prozesssihic P1LO® podcessnr B 103 6o stavageerfdati asspcidied ®h nddCKdhhtopemafion.he
nm_OCK P100 when necessary. [0130] Al so, in one enbodinent, a pin of the LDD
P111 is defined for use as an external interrupt pin to enabl e wakeup of
the LDD P111 froma | ow power node of operation, i.e., sleep node. For
exanple, the chip P101 can be connected to the external interrupt pin of
the LDD P111 to enable comuni cation of a wakeup signal fromthe chip P101
to the LDD P111,




25 as indicated by arrow 165. The LDD P111 is further connected to the chip
P101 to enabl e comuni cation of data fromthe LDD P111 to the chip P101, as
i ndi cat edwbyorarmesy3P163. [0131] The LDD P111 is al so defcmamb2dio/onm8®i ve an
RF signal, as indicated by arrow P157. ,fhe RF signal received by the LDD
P111 is transmtted fromthe LDD anten% P121 to a | ow noise anplifier

LNA) P P159. Th i I t tted
From t nao12sb TR PEOGYisP e 7 paverampliheicr {Hamaar dew s M 1eL5S,
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i ndi cated by arrow P157. [0132] Additi onal I n one enbodi nment,
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received fromth DD antenna P121. I n one enbodi nent, the LNA P117 can be
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accordance with the control signals received fromthe P111. In the
enbodi natsnyhendrert¢ize pDis Rk the radio PidlSeqapiieasblated from gachi otheGBGEH pbﬂﬁor@@g

receiver by .Si.RF Gl A n,.on the f/LP chi a n
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power edaitp Pi1B] aks Weds; ?&Qtew tbhroateCRIt §iGhal@tigot gl e pSWEOdBplifibM POOE durin
enmbodi nent, the S|g filter P119 is defined as an L-Band devi ce, such as

a Surf atransaetien iand wearad (lsapyweriamplifier P67 eyangieecption. Sherctoitdbs REMoWer he
si gnal %ﬁl}gflﬁér Iﬁ%%g&@t FagplLe gglg{egqm?r?th% Iﬁpf;@{ltt ﬁgﬁépa%ﬁ?’g 10 SAWfilter

manuf ac reviousl an output of the signal
filter P29 lrSoMﬂl@cﬁiilﬁéntt @aoarbflﬂEeRmDXswﬁtchésa)lBDanH’mm idefinedias atnestieby

ar r206/v PI:EIS 7Cl7|4r1]\/1§8n Swﬁcn}P r%g}l&ggthred bySI(-)Iltgtre]mHgnw%\rfecl)r 1Stts{1(|)1Pld tb%%%gercs)trcl)od rt]hat in other
embodiments each of the RX/TX switches P139 and P141 can be defined as another type of
RF switch so long as it is capable of transitioning between transmit and receive channels in
accordance with a control signal. Also, in one embodiment, the power amplifier P107 is
defined as a model HMC414MSS8 2.4 GHz power amplifier manufactured by Hittite. However,
25 it should be understood that in other embodiments the power amplifier P107 can be defined as
another type of amplifier so long as it is capable of processing RF signals for long-range
communication and is power manageable in accordance with a control signal. In one
embodiment, the power amplifier P107 and RX/TX switches P139 and P141 can be combined
into a single device, such as the model CC2591 device manufactured by Texas Instruments by

30  way of example.
[0128] The mLOCK P100 is further equipped with an RX/TX control circuit P189 defined to
direct cooperative operation of the RX/TX switches P139 and P141, and to direct power
control of the power amplifier P107 and LNA P137. The RX/TX control circuit P189 receives

an RX/TX control signal from the chip P101, as indicated by arrow P191. In response to the



25 printed circuit board of the nLOCK P100 is used to connect the output of
the signal filter P119 to the RF input of the LDD P111. Also, in one

enbodi nenwp 20twn2ss4gnal filter P119 is tuned to pass RF ergnsbeioas7sgs75 MHz
to the RF input of the LDD P111. [0135],,The nLOCK 100 al so includes a data
interface P123 defined to enable electiical connection of various external

devices to the LDD P111 a ip P101. of. the nLOCK P100. .30 For exanple, in
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di f f er ethe@eRF fravsiibfotspanixadiveedieé. For 5 exanple, in one enbodi nent,
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[0130] Also, in one embodiment, a pin of the LDD P111 is defined for use as an external
interrupt pin to enable wakeup of the LDD P111 from a low power mode of operation, i.e.,
sleep mode. For example, the chip P101 can be connected to the external interrupt pin of the
LDD P111 to enable communication of a wakeup signal from the chip P101 to the LDD P111,
25  as indicated by arrow 165. The LDD P111 is further connected to the chip P101 to enable
communication of data from the LDD P111 to the chip P101, as indicated by arrow P163.
[0131] The LDD P111 is also defined to receive an RF signal, as indicated by arrow P157. The
RF signal received by the LDD P111 is transmitted from the LDD antenna P121 to a low noise
amplifier (LNA) P117, as indicated by arrow P159. Then, the RF signal is transmitted from the
30 LNA P117 to a signal filter P119, as indicated by arrow P155. Then, the RF signal is
transmitted from the filter P119 to the LDD P111, as indicated by arrow P157.
[0132] Additionally, in one embodiment, the LDD P111 is defined as a single chip ASIC,

including an onboard flash memory P115 and an ARM processor core P113. For example, in



with the chip P101, i.e., with the processor P103, as indicated by arrow
P173. The notion sensor P133 is defined to detect physical novenent of the
nmLOCK P10OWo 2ancdh28$asr eby detect 25 physical novenent of pChhasasspt7st® whi ch
the nLOCK P100 is affixed. The processgp P103 is defined to receive notion
detection signals fromthe notion sens P133, and based on the received
motion detection signals determ ne an appropriate node of operation for the
nLOCK PY@eous\arRpdaméte tba il fét! 60 heipplsmsaied g Sitharsaf thayollpvingityRes&d i n
var i ous phadi; t anple, in sone enbodi nents, the notion sensor
P133 may be gél?élw’e Ogg%g}\e?g(ﬁo accel eroneter, a gyro, a nercury switch, a
m cr o- pendul umodah@GR8G3 61 AEIPS repaser mMsidactimad bpSikitbodi nent, t he nlLOCK P100

Communi cat | oA IERCEREY LRI SDE6% SRR GRIIER bY STEF ot | on Sencors PL33 may

be i4gpl enent gd,die) @EYLAS CESIHREIBCHaRITEcd Bl \ERBI tY 1N sensing
technol ogy/stinuli. For exanple, in one enbodinent, the notion sensor P133

is a nmodel ADXIRBONXStGRMregeinsonaniteed by 0¢@8A3POT/ US2010/ 047585 42

manuf actured b Lces. | n anpother, .e | ary enbodi ment, the notion
sensor P133 Fﬁoﬁﬂ@@%f*ﬁ%ﬁflv&&%‘ QBt&Eﬁdeqyxlﬁ'glﬁﬂ?’&ctur ed by Anal og

Devi ces[0138] Y&t LAROPNET agdhighal i P11 hardmbliand & anphifyPhdXlém Be REUSEnal
ADXRS50 gyro manufactured by Anal og Devices. 5[0138] The nlLOCK P100 al so

i ncl udetecaivedfoaydie LdY patenna PHA7 Irophenbedmer, thed Nhd kel 7 saube enpementedhe

ol e | r,Pl187 j i -1 rovi : 1N r...dr en
¢ el 0ol SRELARA R A R Sh RSt e BBV TR Rt
P187h| st}feumhgn 1dehh medx?pmn?h?\ﬁladﬁi_ rapddl PmlPKOOMDII{’ﬁKtmgmﬁeo nta!nofactamﬂ beyECat i on
to the ower e CcO onen (0] e L . n _one e | men a A
capaci t vahqrte@}b?ﬁgn%tﬁe&% PAL7 9%55% Uopigmepied @pé r@@eﬁ) g“*&é‘\ﬂféﬂr%@mfﬁ or
P187 to i i i i t i i : t . r
ane Op‘%ﬁﬁécf#%%%ggédéﬁgsd’}‘tﬁ&ﬁA neds Qé(mla%o %&&é’b&n&b@ﬁeﬁﬁ% Ror rg&lﬂﬁgewand

a ground potential, so as to mnimze nols
RF couptémimpl wignhlst finem UINALDIPP1YV], aasdndit 87d bf anfoev P OB, Rlottespordlingiyli tbe PN,
respect| y., [.0139 so, .in one enbodi nent, the. radio. P105 and.L P111
nr oS onhLEL et Bt tiog i ADTalar BB ITGDE B SRS AL  om
the vol rRoepre@ul At o (RL8HAbbAnfenn GiHepN e LD PTHOGK RiNn&iiad tythantoded
protect agai nst executi ng corrupted nenory (P115/P104) during a sl ow

g

r anpi ngG[SF\&é/LPL@begeC@IiWT Sﬁéﬁ\e& |G§’HQ4 om @14 GECHILP phiptcanype Usedithcanitol | n
i 7 i 0
Vol t agelPdguk 437 PRRE Moyt Byd AETALR AT IChe b o) Bodn TRRELREIATEY

embodi MegordahbewiBlatdggolr #gaHtaior P187 is a nodel TPS77901 vol tage
regul ator manufactured by Texas Instrunents. It should be 20 appreciated

t ha?0 di 14184k Rt ong pabodimenp|thegignslelytar dt1dP iptgimedngs ye LoBand device, suddy #ret
i | ator i $ _ .

erbodt TSl REAIS 8 (SR RRACHE LEMATREpL EnlEbiRE AOSBRANIAPE IS,

M_.OCK PikOiehplrRdr@] asTo nexiabB29 162352 @r M ME.OBK fiREOMadefttoyadent ERCOS Int.nAsal

Pover - mAFTAGUR e B GG AR o TEHSS THECRK POBTISFIE! Bo R HARM B LDD
100, moEt s any g SRR LD B B R B A S L 860 R our
pri2@ar yppoed ciratithesd oflthe B P11 00§ usddo ceardieot thd 08tpaf ¢f, the signal filter P119

to the RF input of the LDD P111. Also, in one embodiment, the signal filter P119 is tuned to

pass RF signals at 1575 MHz to the RF input of the LDD P111.

[0135] The mLOCK 100 also includes a data interface P123 defined to enable electrical

connection of various external devices to the LDD P111 and chip P101 of the mLOCK P100.

30 For example, in one embodiment, the chip P101 includes a number of reconfigurable general
purpose interfaces that are electrically connected to respective pins of the data interface P123.
Thus, in this embodiment, an external device (such as a sensor for commercial and/or security
applications) can be electrically connected to communicate with the chip P101 through the data

interface P123, as indicated by arrow P169. The LDD P111 is also connected to the data



2) LDD P111 O f and radio P105 On, 303) LDD P111 On and radio P105 Of, and
4) LDD P111 On and radi o P105 On. [0141] The power managenent programis
defi ned swohotinass4a normal operating state of the nlLOCKPRIAB2018/08758% eep
node in which both the LDD P111 and ragi)o P105 are powered of f. The power
managenent programis defined to power "'On the LDD P111 and/or radio P105 in
WO 2011/ 028843PCT/ US2010/ Q47585 43 response to events, such as nonitored
condi t i Bt&Tacgids g) enableglggtric ﬁaﬂmtémﬁﬁlegfbsﬁﬁ% Wpe¥iprRgs entity rand then DD 4

mvenenp ﬁv%@tig&lEatQ&’\Sﬁ%Rv P%ﬁ?qfo‘f"ex%x‘figf%[ Gn cRRntk ﬁﬁt?grgla)gléetc@ﬁn&%di BMhe

¢l
sensor P133 and commuhicated to the cessor P103 e used as an event
t o causkD& P herthorugb dhcdavd inttéréack PD2P1d frograeh theedildD P105. I shdyéd bowepredategd

fromsleep node. .In .5 her . exappl .pre-programed scheduyl e nay. be
used ¢ ot Houta efthes A5 O bR RTRe o i R LBUBEES SRR G Tk 05
from sl gepnglBdR ondeEibbaiRRA, the d0f HedrfRY DML S isSieeiRed@ss & 8FRI Rierflce fncluding a
conmuni cati ons request, external sensor data, %gol ocation, or conbination

t her eof numbsr of @insetoashich jaggatesnal deyposvaay igpnedct. Harotlyr esampleothetdata inBdfapg 11
and radi o P105.fr.om sl.egp. e. 142] The power nmanagenent programis al so
SO SRR anbosh

def i ned™® 1o conponents as soon as possible

fol | ow [g36pTht iliGOK afooaiys ihemdesireekteded afieths:9®P I8P eloahdcdiBio thepesdésag on
t he operations bei ngi Eerfor med, the power mana)gemant program may direct
a8 ol ‘i/f‘@ln

ei t her B#03 picthe pmppil 1, asrindigeted bpaggwid 75 eivdsd wpenasy P @5 ét defined as

. | o e Tt he
ranihengorVGaBR Gy dlteh BE SOREA AL LRGN PLOTRroR REEPARERMT, |
P105. 1h{ Ohd3mbbdirmemppdid ekfeadquowemaomarRigénizntefpredgasam sdlidestatt QOK-wdlale

utilizes four separate crystal oscillators. Specifjically, wih reference to
Fi gure MPMOhesuehigs Pl mm%eih%eﬁtﬁnfﬂqzme%@amf £ Fecdatingd o maode ¢ o
provi de ] N 0 f i e b ow
P1ao, THETRrS PGSR0 L A L PR e IRUAR, ERCA, 20 T
provi depmcessat P103mén ohoekbbddimens lsepapatobladke o€ hieproPg Oithin the exbraded semonpde

f [ , i pdi cat ed . 20 P151. The LDD P111 utili . 24
v e Pl T sB0eld, Mo, Atfieden 3t W arBe: ssranscBRacHigns ohet b inr et 1
as indi gafieghidhg. & LAY RBbdiméNt Sthe ddidhde®hdiidd P3| isze solleBRIISH 006 Glakh at or

€
P131 to provide a real-tine clock for wakeup of the LDD P111 fromthe sleep
nmode of meperamaonfactared St Miswelppiranien\in paather ¢mbadimentdthsexipnded Breaway

however at in,ot di nent s t her | r e
i1 el Eo Rl dE Bl ley RSy MRy E i SRARERE iRty
P111. Fgyat examk embodihémd, ms6) bihat differeft wWhés ef extendademesiney PIBY nhwy bised,
dependi ng on the operational requirenents of the LDD P111 an'g chip P101.

[ 01%%] vilized geKlong ps heorxtemiad mengrrhide gap §e opeBpVelniEREsG VI thR AISeFsPHm

t he proggssor P103, as i ndi cated by arrow P176. In response to the control
signals received fromthe processor P103, the |ock actuator P146 is defined
t o gene[aB®] The ndiGCKer Woaxtsd ifdleits si gotbs sersopPds de epotveal tomBlingenon ol

the | ock. motor nechani.sm The two discrete ampl.ifi si gna rqQvi ded by
the | ochtHéP‘iuéP’(BrPMAfGepr"Bm RfBWéﬁoraél]cp_% & e ?E}I‘Je‘ggy Wehf7£6ﬁ§r’i"f)9‘)‘f 0
drive t 6. 08883 ndd obfed gflystiw R HR & Bk MECOERNSL00! 85PaREbY &leoct
[0145] The | ock sensors P148 are defined to convey data signals to the
pr dXes sphiysRaDBioveasent of the asset to which the mLOCK P100 is affixed. The processor P103 is
defined to receive motion detection signals from the motion sensor P133, and based on the
received motion detection signals determine an appropriate mode of operation for the mLOCK
P100. Many different types of motion sensors P133 may be utilized in various embodiments.
For example, in some embodiments, the motion sensor P133 may be defined as an
30  accelerometer, a gyro, a mercury switch, a micro-pendulum, among other types. Also, in one
embodiment, the mLOCK P100 may be equipped with multiple motion sensors P133 in
electrical communication with the chip P101. Use of multiple motion sensors P133 may be

implemented to provide redundancy and/or diversity in sensing technology/stimuli. For

example, in one embodiment, the motion sensor P133 is a model ADXI.330 motion sensor



i ndi cated by arrow P178. The data signals conveyed by the | ock sensors P148
includes a first WD 2011/028843PCT/ US2010/ 047585 44 data signal providing
a status wO 20he028440CK P100 shackl e position (open/cl osedry/iseaoassesond
data signal providing a status of the OCK P100 | ock notor position

(1 ocked/ unl ocked). The data signals convVeyed by the | ock sensor P148 are

noni tored by the, praocess P103 to enable control and npnitoring of the
ook prsukelye by fﬁ)@%w&su@e@w é?ﬁ?fareléryd?f%q@ryemm AR SSeR Riddd

user input, lﬁ&HdEP'KﬁXL@T? dé@élbﬂ&%téromlahufa&hfe‘acby Oﬂﬂélh%n]gmn'ﬁa%& Wh e, t he

processor P103. The user interface display P144 is by the processor
P103. | embpdingambotie meotion stasa PrEnsnd niosldl ﬂﬂDﬁRM{bgymomemﬁbctuRﬁ(l@ Amaloge

user interface display P144 is rendered in the user interface display Pl44
in text 101" i.e., in alpha-numeric form Additionally, the processor P103

noni § or $0138¢ Tt FHhUOCH! PIDE a00Cineluded @ Vilage WeAMNatbNPYS7 REAARRY {oOtHR! pvirt he
user to control/select infolination rendered in the user interface display

P144 anepwre PiAY Thgyeltageargulpiar Bbhtiistdetined forprevide mrdmknuym powey @rmmqt when

i nducti t rovide f
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one enbdelfimaein. prcb\hee bpritiized veltdgeaionirs] dndnegula@orPlooiie @ewarea dompbnériasptier t )
reactive | oad over a wavelength trace.. 15 In one enbodi nent, the inpedance

mat ch batlfeel RIRE. pnsihedimensng eapacitiaifiyepisesnagsted # dheryut afiihe xoltase 39
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frequen ce o c t|e bet the r pins of the chip
P101 an@ﬁ%é@%%ﬁ%@t@ﬁﬁ? EP%OEI ﬁﬁ‘&’:\lﬁ&lﬁﬁs})%?ﬁ J:0148] In one
embodi mpyi3g) @leP"iﬁrongléi‘x%d%eﬁthﬁqecﬁﬁfb P1dsl ah$ 199D Q4 88 RnsRhdd to receive
i ndependent " i nnér power plane that is DC coupled with the LDD P111 power

pl ane t heugh reset R vk uantedpasignil éroni theeflt)ltagqvegdﬂa@r eidoth sypolironizei se

f I t th th dio P

thtd B0 slafEB o dreetsbed G- Bunle Tty BF v REMBrral,

I n thi samBanaampi@adp&wdranpeni dusind S5 dobfte W 143, @RET Bittedn BYowhhsut! adlioge P105S
are 25 prevented fromsignificantly coupling W th the LDD P111 duri ng

si mul t apksuRanpenerdioaniofihe Heltagetragilper ﬂ’é&? as Procded Ad’ 7793 Py attaget tggulatey
t t
e bR PRI, b RAAT ol OSRNG0 0 e S

wi t hout P$8bitambiEl TRS7g0@] volegs redvdater mamﬁh&fth&alliyyrexhhﬁlsﬁ%ﬁmbm@ ult sheuld be LDD

P111 utilizes an i npedance matching circuit tuned for dielectric properties
of the gerrRtidiek bapoliFieatityPesosf dvoltaﬁeoweu@%oaﬂ%nmywre WvRd i OHCF r om

the LDD %?é@%ﬁtspgﬂon%%sttﬁ@v&%e %éu atb is qe‘ﬁhécp g%r%gldt? Bﬂ}rﬁﬂﬁ xB'lta%CPdHtro?t

the LNA usihg a pf (pi"co capaci t e mat ched
to 50 ohmrbregélaﬂmta the poeeertiooshpmeants oﬁthenﬂlﬁ(ﬁiﬂﬁ)lﬁﬂ) t he LNA P117 is

i npedan ched 50 ohns / Q2 843PCT/U 2010/ 047585 4 0]
i bur o 13 4BROGectohls” SR L Qo iis SBROTHE P TBIGET AT CEMadhEe
with Onﬁro‘%égé&dl) eN6r @b chﬂ)eP U168 @PbratdAME Rk bQe a Eb@z&t e getcRAPR oA fetahé ned
on a printed circuit board as described above with regard to Figure 12. In

add?i i omLQCK nRl 000 riihe rrentes resgemnpridpragtam cegfaglsl the sEipdurod pogvertthevarious

el ectronics P409 al.sq,ingl user in erf P144 trjcal
power 5°4BPOH H% h M‘?g I%)l:bg)v {in 901y aﬁ? e&jﬁg&g}; %Oglﬁgoﬁ
enmbodi nﬁﬂmcKmom%uPﬁ;@Qaﬂwgﬁte@ solar film P405 defined to provide
trickl e-char g to the battery P407 to extend the battery P407 |ife.

Shackl e and FbeRPAY Ih€ffard sxicBHPIAENnt s are al so shown, as indicated by
ot ererce Piti ol YDA AP Ry e detacd o of (he shackle ant
batiery P4073) sbDdr11flidmand radio P105 Off, and
4) LDD P111 On and radio P105 On.
[0141] The power management program is defined such that a normal operating state of the
mLOCK P100 is a sleep mode in which both the LDD P111 and radio P105 are powered off.

The power management program is defined to power on the LDD P111 and/or radio P105 in



10 P405, shackle and | ocking nechani sm conponents P411 are secured within
the body, i.e., shell, of the mLOCK P100. Figure 14 shows a cl oser expanded
vi ew of twe 2briemsssshel | P413, rear shell P415, interl oclkecmgspéianersezi21l, and
push plate P419, in accordance with on 3errbodi ment of the present

i nvention. [0151] The body of the nL P100 is defined by a front shell

P413 and a rear shell éS 15 whi ch fit together in a sandw ched nanner to
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been | ocked. The m_OCK P100 can only be di sassenbled via a set screw P468
that is[@4REMhalPoRsT MrARagEoK Pagam iphalso definedcioenpvrrad s thfc@éwl{sIPéOBm y
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r ef er enOepéidiidg oh nhempemdmscbemg mhrfmdemmmﬂowanmaﬂdgehﬁat pf@smtmawd@M| on.
A shackl e P450 i t osed withjn channel within the rear
shel | pgilsr %@th @8 95?93, PRI doWmaBs Gealir saetinss BonRRE e
along t I i f tpi nel .
A retal g TRTROTL Ci@%%%ﬁﬁfoﬁ?ﬁﬁ‘ RS ek Pt ) A I R
from bepqgelo@milmtbklgp MpDHYrl dwnd fadomPi®fe channel and to control an anount
of 2 11/ 028843PCT/ US2010/ 047585 46 r ot at n hackl e .P450 wi thin
el Ehafilidn! TEadbath e aovpd goaaeongr: alrairo bRtk HgTaRTEpe g6 | n
the shehxlfysﬁapogdlma%@rsasls&mng WARRefRdhde toTIni%uﬁémp Kh@clE’fIt'rQon %tl%&ésoa defvned to

rel ease fromthe openin 0 in the shell to open the shackle | oop P472.
[ 0154] ﬁncafbhtzpoml&;atm%wﬁt@ pmvgmb@euon@iaaenal lstock et uhe shig R191 desfindisated o
engage the_sh l,e ackl e P450
is insehggo 1131,9t gge 0%5%1?9? ]tlﬁlhzggta heq&Eeﬁﬁﬂoﬁsg‘a %Sscglpatt%r ﬁq&?lmw?

P472. NEHaBtlﬁﬁ%Jld foakakeupt éf@hé alhip P 10H &otn PSdeep IndtrRfdf Iwérah@n,rﬁé\/lﬂdlbitediby
direction P474 to en%(?g wi t h | ocki ng{ slots P452 fornmed within the shackle
P45%) apdovd IRdyvEhe k BIIbétlIl%ﬁs apley I%owléaé?rg%b?@ orRypYidpa hase Rpergtianabt s

P452 fo bi | I i

pl ate P%{g\g %ﬁ %@%?ﬁlf%ﬁé&%tﬁé%&he @giget%{l g@? ggﬂtegmrlr%\gedﬂjm% he
directi omlld?élr??lwartd pRevide a Spbdinfei cdadkl fy)r wtahmppafsthe pDax B1 BAfk8mithe sleép mede t 0
nove in ﬁhe di.rectiog 47 when \z}’p 3 erna#ﬁi orc pglled to the push

pl ate P31 6Peralon. ¢ Rdicalgd iy aroww Pazd oy éarUél &wO?o SEFVER et &t obieEg | s
mechani &ﬁ{)&dﬁﬁehﬁée&hgpostch%tcﬁ%ﬂn drdifes ﬁ)ﬂ% Ve WBHEE T 1RbvIBER: hRRAMS Hoa&ﬁ%e
P419 noves In the directions P4 4 or P4 t he notor P458 noves wth

pus?d pl freéhd 8hipA 191 iand LD Paik If:hrree@ttnpbncrystabamlﬁzl@*s of diffrettaindqueahdyymay

connected t t he notor P458 i.on .P480 0 engage
ot e el APIaHE SpRkeremEneTrnmmni ot Re PRSP LR 10 e ot or
PA58 sumi4nehe RN abRAtor P144 RRIAREDIH B édﬂxh@!lﬂéndlpﬁ@ﬂﬁﬁé}?_ cedsBeP RO53 s

pl ate P419 causes correspondi ng novenent of the cam P456 her ef or e,

mov errenindisatedry astesh PHTitla response ta théyeordiol signpls reqeived fram theeprapgssorekil 03,
b e R BEEP AL Rg TR PR RN AR RS R P

di rEct | eohtidd e look dhaten grgieanisho Miceves hﬁﬁkteead?ﬁllﬁﬁhd i hedle pyovidedeynthet1bek

shackl e P450 to rel egse fromthe shell to open the_ shackle | oop P472.
actuator P146 provide power and the correct current polarity to drive the lock motor in each of

two possible directions, respectively.
[0145] The lock sensors P148 are defined to convey data signals to the processor P103, as
indicated by arrow P178. The data signals conveyed by the lock sensors P148 includes a first



[0156] A first spring P464 is defined to di sengage the cam P456 fromthe
| atch pl ate P454 when the notor P458 is not powered to nove the cam P456 to
engage wwb 20hwen2aBch plate 25 P454. |1 n one enbodi nent, pclaskomwst7sspri ng
P464 is a torsional spring. A second sQ‘r‘i ng P466 is defined to engage the
| atch plate P454 with the shackle P450, 'i.e., wth the | ocking slots P452
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Ehe bodprasrepRR Beradi dghumland bbiniatig 6 BRat bR PR3 E cover the push
pl ate beh%btrh@ uB&HifferfRdS Bisplah & 192 MnBP 4% cididteudepimiut BUAGLK s PAdefiabdtd bie
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t hr oughtd the BpeiikdricPdkplayP 1dhes seirletedRA the Wi inteiBcesdiagik) @184 B0 tdxs form,
rel eased fromthe opening P470 in the shell P415 to open the shackle | oop
P472. 5[-01883Pha-nwReig Prive AddHionakn dbe prosessehil Guapanigrg the sefygohihg onger

| at p i L.t i C . 0

bpplt en RS ppd pR HiHoRR L Yb D (BE L8GRoUchilofcl: BBRRaRCaolRd iBPHER, |
| at ch pim¢réacP4tspldy® ldhenfios to piggtreceR4ibSonditivheinsthe LXK P.10Ther ef ore, the
not or P458 d cam P456 are. i solated from force appl.ied to_the shackl e
P450. AT BTy oo o Bt GHB ol SN bR BLBY (S SorcRF i HBaTTge
moni tor nAcHirAl Bet@bed e 18idls QK J3LAhs ANMheaHE ORKTPYEH YIrCORL ERbodiRRnIThOT
P458 to nove the cam P456 based on the nonitored state of the nliOCK P100.

[ 0159] sludéscliopp edtuhed i providhe (hi AdKn@icderizy reantied lved pweri cwhoadéngithtiacecan

aut ticall ecure an .asset b tivatin ocKki hani s her.ei n
el e hb et B fpREnea g besp ke f g T BRI Bldeahe s
depar t ed X' TRMNwaALcANE396E S0 BhARI MGy PR RE foasednpifiédPl et ist dghecianey lconged ude
(GPS), c¢) has an expired schedule, or d) has detected notion. Al so, the

mLOCK PYOb thaRXpEXsetitchd 14t Hdditioaaly. yn ane smkodinsat, te eravidecier degwpling of

negoti ajes. W th e d r L0 V8 r | poI The
penavi ofreoiehdoRe B FoB e B15 FiiGef reuitRT Bl ST R Bt
t her ebybé@iveeminagotvee piiik OCHcRhGOP lg handitiy groondgotestiv b@theadl OOK Bweci fi c uses
at specific tinmes, e.g., on a shipping container trip-by-trip basis. 20

[ 0140] Wésbkb%f‘s?f@h‘)%meﬁ‘la BIPAVEE @Eﬁ’?ﬁ rogéh‘?jPlPli?é)sl 0d g dgﬁmis%%Sn@ splitdudapeydent

Shi ps, i 1 trer ively
anat  eniTg Bt BHERDEREE MR BTN 111 F pROLBHN Mol aFRETBe 7
and t hi axkesapaarvefiftboii thid embbdinledt, beisefiprnes phise dodkhladbp thenitivdiid tBd G@io s

Cont ai neloa Vil sgueperts dine PaKH Hiie SLAPGHTE SLD LFBF PeBEL AR S FALDD
particupgfy, hhgidMaFae® 880 harmonics associated with operation of the radio P105 are
25  prevented from significantly coupling with the LDD P111 during simultaneous operation of
the both the radio P105 and LDD P111, thereby maintaining LDD P111 sensitivity.
[0149] An impedance matching circuit is also provided to ensure that the RF signal can be
received by the LDD P111 without substantial signal loss. More specifically, the RF input to
the LDD P111 utilizes an impedance matching circuit tuned for dielectric properties of the
30 mLOCK P100 circuit board. In one embodiment, the connection from the LDD antenna P121
to the LNA P117 is DC-isolated from the RF input at the LNA P117 using a 100 pf (picofarad)
capacitor, and is impedance matched to 50 ohms. Also, in one embodiment, the output of the

LNA P117 is impedance matched to 50 ohms.



25 provides protection agai nst hazardous materials being placed inside of a
cargo contai ner or val uable assets being renoved fromthe container using
its feat weonersesssbed herein, including: a) door |ock wcrhussthaokises
open/ cl ose/ cut al arns, b) enbedded | ocgti on and tracking information, and
c) worldw de, nulti-node conmmuni cation Tinks. [0161] It should be

understood that the techpol o i | enented jn .P100 for 30

tr acki niISRL TSR LG By BEYSwhENEPeEls t%eawiﬁ%é@’_g%&a%éefor ngeviteese

ot her t BAR,AilRen KRN inVelfioR B8 icsiHAB alEfdmeN bl adrGRidt Gl bBarfast he
m_OCK P100, excl udi ng t he technol ogy associated with the | ocking

mechani dessribahabdye withplegandrio éagure 12t Inexddidionite g ¢congtonante desceibed withongardr

and track_distrihuted asse It shoul d be under.staqgod, that .t il P100
and ¢ heto TS0 RS s ERES P Hie T bAsaes st BEAEE Q80 i B PRgomeh,
si ni4 ar {718 WITER FBINONE HeGliddden € abaligyIpRI7 aNed, iMoRe 6MbE@ERRAL, Whd MIICTEK DAMC
prot ocol as described herein. [0162] The invention described herein can be

enbodi eB16 incdudsetaesolareln A5 csfivehip araviteplitckle-sharging e theebatipry PHAé to

conputer_re |.e IregiAdm. i.s d . e re data
Wi oh careBC AR aRe P e S AR o R AL TRl 0 BAHE «
conput efmdicedal) @feretic Pl NEilgttel Sheods drmyrsictailet wigwk o fithib ahikde atdoloelgag

(NAS), read-only nenory, random access mam)ri/, CD-ROVE, CD-Rs, CD-RW
magnet i Blcelamesn camgonsieof dpfereass PAhL Rbn<lsstroriss PA9Pabaltesy 297 delricElm The
conpyt e - . ' | I f ed
combit of 455 AL S8Rl A b N e M R B S
execut eshdlln ofi thehi i OKUP 0D, fRagie dH. shdwdiatdlesea kipanded greapdi thalframs slicll P41, f ace

(GU) inplenmented as c uter re | e code, on a ut er readabl e ,medi um

Can be BB GREpelt 50 EOHES 2SN naaf a5k Tel BEME diufssgrany: abbaeont

of the ?&'ﬁﬁé@lﬁkni mg@%%g&t i3 Wile this invention has been described in
e

terms of severa iments, it will be appreciated that those skilled in
t he art [5dh Thehddyngf theenpOEKeB] Myissisboed by atfranh shedhB4 kX ardla regr shell PAHS,

dramngs, Wil l realize varjous alteration ddi ] rnut ations, a
equial E’vagé‘ étﬁ%g 10§15} llé?eél,m?r{nef 3 ff%f%ﬁ%&“i’?ﬁ?h@e%)%ogﬁ?mi %1\%%? fon

i ncl udeg@¢K FUOD iRd1L&IsAE p@yhSplaRAE 1Di SASan PEFIGkALipdAS P4aNdTiepishapletatis as
fall within the true spirit and scope of the invention. Wiat is clained is:

WO 201 1/e2884 3raik theshelbpthy g0CK P100. The interlocking plate P421 is connected to the
rear shell P415 by way of fasteners P417. When an external force is applied to move the push

plate P419, the push plate P419 moves within the mLOCK P100 to disengage the locking
20  mechanism of the shackle. This is described in more detail with regard to Figure 15. The
mLOCK P100 also includes button overlays P403A and a display overlay P403B. Also, to
enhance durability in one embodiment, the mLOCK P100 can include rubber shackle molds
P401A and a rubber body mold P401B.
[0152] It should be appreciated that the mLOCK P100 does not include any external assembly
25  features that can be accessed to disassemble the mLOCK P100 once it has been locked. The
mLOCK P100 can only be disassembled via a set screw P468 that is internal to the mLOCK
P100. This set screw P468 is accessible only when the mLOCK P100 shackle has been
unlocked and opened.
[0153] Figure 15 shows an expanded view of the shackle and locking mechanism component
30  of reference P411, in accordance with one embodiment of the present invention. A shackle
P450 is defined to be disposed within a channel within the rear shell P415 of the mLOCK
P100. The shackle P450 is defined to be movable along the channel length and is defined to be
rotatable within the channel. A retainer P460 is attached to the shackle P450 to prevent the

shackle P450 from being completely withdrawn from the channel and to control an amount of



49 d ai ns 1. A nethod for wireless network operation,

conprising: (a)successively transmtting a comrunication franme at a defined
i nterval wonong2ss4sirst period of time; 5(b)after the fipcstuspewiootssdf tine,
ceasing transm ssion of the conmmunicati gn frame for a second period of
tinme; and (c)after t he second peri od 014 tinme, repeating operations (a),

(b), and (¢) he net hod for_ w rel ess network oggratlon as

reci t edQtaion ef the fha%f’e?ﬁ%wtth‘@ ‘H%Fh‘ﬁ’é‘ﬁl ilhe shackile B Quselefised ipgsery gnto an
conmuni BQéAéﬁ’é‘Pﬁ’f@ thtelrsﬁgﬁ% %ﬁa‘g@ AShh&IS %og%ziﬂ' Fhé sﬁ gepdet aef%lg&iéfﬂleﬁr@m 6

mllisec tol I secon The e for w rel ess network
oper at i egleaas fivactht egening B4 m the shathleo @pen tH&eshimkﬂesIoop@Mhd of tinme has a

duratio f econd. . ..4. The t hod, f or netvvorko i on
Co e Tl A RGPS Pegtoisalisbosh st et id Ao Or et aih ey

Wi thi n P45@fbgl%clgﬁfeesﬂgéldw}’ﬁ5(@ %&niﬁ&%@kk@@@?’s fR&RAGSto the o?emf[@?zl‘!’@fnhtﬁg for
W rel ess network operation as recited in claim1l, wherein the Comrunication

frame i shedl towthsatheashedds lapn?4731 Mavepectficalie thé ladgh PEEPAGA s defingd to move

e ool ot Brd: 7780 psearith Mo PR e e FRGHAGULPso BT8O

frame, apde e dakitidB4 LR RENLE@ BohNEE URR o3I Ra P4 R rARANIHiRfhd dhatkle S
formatted in accordance with a distributed access nanagenent protocol

separ at B4$G @A praopEEmegones the Iﬁkﬁhﬁtﬁﬁﬁ? B4tY isrdigposrddaside the shell ang is dafiped
o moyz\é(# ﬁlltﬁg ?g%%%%ﬁlf7zgﬁﬁirﬁ76o craﬁg gg 15 6%14?2%3134}\%5 % HlOtVQe

MA rarre as a roadcas rane, and

wher ei nir the dwadﬂm Wwh ajdeaeraalpfaydeaadpmwdttb ahe pishtplats PROD natihdidatediby
accordance with a distrijbuted access 25 nmanagenent protocol separate from
the | EEET@YFAT8 imFigdfmtthi cation protocol . 8. The nethod for wireless

net wor k (Egglé%t 1Bfbr 358 GE h{e@ﬁaﬂl%llgl A d thigﬁ%{;ﬁ%ﬁmr bifdh@at when ﬂl@ﬁﬁ%ﬁt i ng

a netmo vice to recelve and process nication frane; an
oper at i piatd Pl Snmbwesr ik tte direaicne PAg4 poRd76,cthe heteroPhSninoedsi with thaaptsh tpjate

iggﬁ%g?ggﬁg g]n rhg ggreﬁfgtd%tﬁgtl ol Pg%%\% mecthgm%al yegc;n%gct];é’l ?oni)g\'*rqnlo(\:/ed {)y Fhe motor
P458, in a direction P480, to engage with the latch plate P454. The cam P456 is rigidly
connected to the motor P458 such that movement of the motor P458 through movement of the
push plate P419 causes corresponding movement of the cam P456. Therefore, movement of the
push plate P419 in the direction P476 by the applied external force P478, with the motor P458
20  operated to engage the cam P456 with the latch plate P454, causes the latch plate P454 to move
in the direction P476 to disengage from the shackle P450, thereby freeing the shackle P450 to
release from the shell to open the shackle loop P472.
[0156] A first spring P464 is defined to disengage the cam P456 from the latch plate P454
when the motor P458 is not powered to move the cam P456 to engage with the latch plate
25  P454. In one embodiment, the first spring P464 is a torsional spring. A second spring P466 is
defined to engage the latch plate P454 with the shackle P450, i.e., with the locking slots P452
of the shackle P450, in an absence of the applied external force P478 to move the push plate
P419 when the cam P456 is also moved to engage the latch plate P454. A third spring P462 is
defined to resist the external force P478 applied to move the push plate P419, such that the
30  push plate P419 is returned to its home position in the absence of the applied external force
P478.
[0157] The interlocking plate P421 is disposed within the body of the mLOCK P100 and
secured to the shell P415 to cover the push plate P419, the motor P458, the cam P456, the latch
plate P454, and the shackle P450, such that the locking mechanism of the mLOCK P100



9. The nethod for wireless network operation as recited in claim8, further
conprising: WD 2011/028843PCT/ US2010/ 047585 50 operating the device
from whi cwot2ne/eeswuni cati on frame was transmtted to eipChars2ablooisss he
network device to join the network or t,9 deny the network device from

j 0oi ni ng the networKk. 10. A method for cormuni cating data over

a
wireless network in_ac ordancevm a bdistr t
pr ot ocoF2NRbRHAGCEPSSE without remo&ﬁ’e?éfg? HﬁergD i‘ I %g%ﬁsfglé@ttga 8@%@9@?@ plate
medi um ?Q%\ﬁ?ssse%%wtglthé MR Pafsaafmt al AstBfert r@n§éf1 srd;e%vd p@&erthgth@ dﬂ'l;F S RSsble

net wor k erein generating frane 1 ncludes, setting a frame control
field ofhrowgh mwmpm |1mdlna:alu@1 BAT§ avtent tharsbnikds |PéﬁOt1ypel,eaa:ddfrom the

10definin 0 ' of th r.ane accordance with a payl oad
speci fi 8%%1%19%?/ a€ %1 il Sgﬁ? BHenagggéﬂA r‘l%‘é%& prot ocol corresponding to
the §ndi@aBpd dhbarEpd HARSHDSS HAP tHeYARh plate P419RAHARE NcH @tesmi: s;tau ce
to transmt the generated MAC franme over the wirel ess network atl ng

a recei uiterfacdevitic eachothesciaicl ¢hat heforgaapphiedrto Bigshackie PAF¢ & @wffﬁ@ﬂ

S A RPALPE0 1835 DDA U AL AR AT >

pr ocess tHeh@oRRYP 4530 aiP hih OPY 350 a,xtehsolma frbﬂerEny fora€ appkain ae thd tslhackreepmyl oad
specification of the distributed asset managenent protocol ZOCorrespondl ng
to the Additioasldy the preccssor Psheadithn nty@ek PTO0 is defined ¥ anopiton sustptgrof the

d| S ﬁ'@tdcfﬁgs d g{) aan(an glgoentr?eﬂﬁ)gl@fgrcg%lg@ztpg GloAeY Ik4§8 %&grtﬁ@ R&H IW'SE fp) §e‘aeon the

as Fecited in claimi0. whereln each
of the sondorg sandofithe aiMOCI§ PA60.I ces is conpliant with both an | EEE

o 2 R e il A 0957 R S ot
L 0, e R e B DS BT i
pr ocesseut diranga ef £sscucainmiwopkab) bas di@artcéﬁcnhamr@dféemnw waynoinii hased pe
di SH | bPattl?lgdeaa?laﬁongltugagagg?tc) %5,80 gr? (e:)?plred schedule, or d) has detected motion. Also, the
mLOCK P100 can be set to automatically unlock when the mLOCK P100 negotiates with a
secure network or arrives at a user defined waypoint. The behavior of the mLOCK P100 can be
modified by remote (and secure) commands, thereby allowing the mLOCK P100 behavior to
be configured for specific uses at specific times, e.g., on a shipping container trip-by-trip basis.
20  [0160] The expansion of global commerce drives the shipping industry. Ships, trains, and
trucks move cargo containers around the world relatively unattended and unnoticed. These are
areas of vulnerability that terrorists and thieves can exploit. It should be appreciated that the
mLOCK P100 is particularly well-suited for application in shipping container security,
container trucking operations, and air cargo container security. In particular, the mLOCK P100
25  provides protection against hazardous materials being placed inside of a cargo container or
valuable assets being removed from the container using its features described herein,
including: a) door lock with shackle open/close/cut alarms, b) embedded location and tracking
information, and ¢) worldwide, multi-mode communication links.
[0161] It should be understood that the technology implemented in the mLOCK P100 for
30 tracking and monitoring distributed assets can also be used in devices other than the mLOCK
P100. For example, the electronic architecture of the mLOCK P100, excluding the technology

associated with the locking mechanisms, can be implemented in other devices that are used to

monitor and track distributed assets. It should be understood that the mLOCK P100 and the



12. The method for communicating data over the wireless network in
accordance 30 with the distributed asset nanagenent protocol as recited in
cl ai m 10,woherizgs48he frane transm ssion type i s one of paThsawon4fsBame, a
broadcast network discovery franme, a dq‘tsa frame, a command franme, and an
acknow edgenent frane. 13. The nethod for conmuni cating data over
the wireless network.in accordance wth the distributed asset .nmanagenent

ot ot ocoPHEE degss Lal IMPIERAT? SHMIALSCHPRIC REiteF e Canpy operated in accordance
2011/ 028843REH Al XL 0 2R YBsPibed HAR/M SSion type is a beacon franme, and
wherein the payl oad specification of the distributed asset managenent

pr ot ocoll01634 Mds povnetitiog dasctibed heramorarf baremtioduiduge spmputer deadnblei calei anaof a
device type of t sendi n evi ce an identjfication of t ype of
dat o+ neVRauEF s FEE R b BByl cinaihle mes B el i e et pt il
an islenkiotd gahiveHictotaribe eck@ifieabe réddatinglcoiPuRe syi@d. ERImSILY S L Heeddimputer
communi cati on, a specification of a beacon interval duration of the sending

devi ce, reagablpanedipmantiyde dprdadrivess seivark ctfaghedesseragel (NAS) ofsad-onlyt memory,
ce, . C OFTal f o o "
oo vi RS BpRBETCH RINEILORS I RACE S b TR ol Pt e

dat a ponbh-optiedl dufaestpayt dadcaf Thbeohpawsneddabliesodt ken dibabepdiktribvarddvet he
payl oad of the beacon frane, and a specification of cyclic redundancy data
associ abelork ©of qelegagapRiticropystares B dB¥nther eappputarsncadatie Gede Hotqred and

comyini catd nal 3! @sPBhited i, Tl ngt f@ il P‘H{tfﬁ‘&% b \E}\E !
distribute aslset ?ranaé:ementl pr otdg.(?:(%ﬁa g’sémg(gl Ptced@slgn clal m%%” }(Berggllerﬁteghe
devi ce hypenpitert leadabénaidepndesongmitérseatableohedumhicar de deedepedde pradde ausebi | e
reader devi.ce,. a h{andhel d de\g e, an? a tag device.
mterface 'for performing any embodiment of the present invention.
[0163] While this invention has been described in terms of several embodiments, it will be
appreciated that those skilled in the art upon reading the preceding specifications and studying
15  the drawings will realize various alterations, additions, permutations and equivalents thereof.
Therefore, it is intended that the present invention includes all such alterations, additions,

permutations, and equivalents as fall within the true spirit and scope of the invention.

What is claimed is:



15. The method for communicating data over the wireless network in
accordance 20with the distributed asset managenent protocol as recited in
cl ai m 13,woheriizgs48he type of data included within the eatraspanbsmss of the
payl oad of the beacon frane includes ong or nore of device date and tine,
device identification, device |ocation, device velocity, and device
differential global positioning systemcorrection. 16. The nethod for
comuni cating data over the wrel ess QMsr k in accordance 25with the

di stributed gsset A”Ra@ﬁx%Q‘@H\Lir%é&t&%%rk%%g{aﬁﬁh}c%ﬁgjn@in%_! aim 13, wherein the

beacon interval duration of the sending device Is aninteger value in

seconds bet wé®n suexessvolye trhesmtigmgpecomuisniceier fame ehe deheakioterpd duodg as a
durati O?Réf t.i(ins during which MAC franes of the beacon frane type are
successiVEP§Tod 8Bt ted at a set interval. 17. The method for

comgini cat i ngpydat afev@e firfteeroll D @inite, BE4MY tarishhi RFdH0s ARH ¢8mARM datiod RBme
di stributed asset managenent protocol as recited in claim 16, wherein the

beacon ifertassevend prutodtof 6imd; andvi t hi n a range extending from 1 second to 255

ds, d | h - ! ' [ d wherei
The set i nelVal pRCihe RraRaBARESr ARt ipioRht Aot AR PRl 1010 "

m | liseconds2. WOTROhi¢tRaZB 8t 342D OkOshloditonSed recited inl@aiml hewheiethoghef or
comuni cating data over the wireless network in accordance with the

di st ri bdelrpdaigtestal bafivega furtesHy o FORBIUN KAl FPME dranpmisFianFrisIB! Wilhéy 2Fangehe
assepgi a%kt@{?%ig%@?ﬁg%frgﬁlirs@éohﬁytoz?m%lﬁ?ec&?(fse' ving device is a nunber of beacon

intervals pass w t hout communi cation before the receiving
devi ce di sas8oci aflés nigtlod fdrevindles| ressonkedpaoationads rotieel meciginnd, dasrietethe

19. The .method, for communi cating data, over the wireless network in
accor daﬁésépﬁﬁl?%‘)ftﬁéeg?%%?WBH?%BQE%Q’PdWanagenent protocol as recited in

claim16, wharei nThpe RGP ASEird BsEle@brkMpeRition s REitdds dSREH VvAGeRemkCe
i s a maxi nrum nunber of beacon intervals that are allowed to pass before the

recei vi sgpodépeel sftout Hacodurandrcwithini a range exterslingfromd seort oS53 Gdenidse.
20. . The net hqd for,co njcating data over the wrel.ess. network in .
2cobt dance wth ¢ MBS AR Bt et G rinsiEn g fdoe THe | oxheiein s

cl ai m 1@emWhalciith thend (AN niddans NcesdsOPordtdPMACH BimadFast IBEEWR0X1S5.4
di scovery franme, and wherein the payl oad specification of the distributed

asset rra@mg@ni@ﬁtic}rppr@m?@bl corresponding to the broadcast 15network _
Qeocovery fram 1Rk \eRoa 7 iTARK Hehea! SHrafonhs 48Hin' fRfh 8/ whiiSin®HRY! N0
MAC frame is formatted as a beacon frame, and wherein the beacon frame includes a payload
20  portion that is formatted in accordance with a distributed access management protocol separate
from the IEEE 802.15.4 communication protocol.
7. The method for wireless network operation as recited in claim 5, wherein the
MAC frame is formatted as a broadcast network discovery (BND) frame, and wherein the
BND frame includes a payload portion that is formatted in accordance with a distributed access
25  management protocol separate from the IEEE 802.15.4 communication protocol.
8. The method for wireless network operation as recited in claim 1, further
comprising:
operating a network device to receive and process the communication frame; and
operating the network device to respond to the communication frame by sending a
30  request to join a network to a device from which the communication frame was transmitted.

9. The method for wireless network operation as recited in claim 8, further

comprising:



an identification of a nessage type as the broadcast network discovery
frame, an identification of an alternate channel to be used for subsequent
conmruni cavoanii/assipeci fi cati on of a broadcast interval agrascan/oefsss he
sendi ng devi ce, 20a specification of asgesponse interval duration for the
recei vi ng device, an identificatiton of data types included within the
data portion of t_heﬂg‘g&lf oad of the broadcast network discovery frame, the

dat a porti onOoBfratips viggafrem vhishghe semaunicaiendiaricdyvat Soryitted sonsitheng
orLion T . rses f
a specl Eg&@ thé’%et%r}@)ﬁ%ﬁ&g{ Ry E}féarﬂe?ééo&aérato%ﬁ:ﬁ??ﬁ%&@%ﬁeh%ﬁlggﬁkﬁgi&@m@

t he broadcast 25 networ scovery frane.
conmuni cetwionky data over the wirel ess network in accordance with the

di stributed set .man nt prot.ocol recited . in claim 20, erein the
devi ce type OBt e BERARAY et OucH Bkl GFF 2 ok nFadebi deoresee Yoo | o
reader dewitifed AsdianiagtHedPYdieE0], &MhrRidg@d devi ce. 3022. The nethod for
comuni cating data over the wireless network in accordance with the

di stributed apweatingrarsagdingdevige 60 gendratgs: mediutredcdess edrdiomn(BOAC)wfremeite behe

br oadcast i nt.erval uratjon of the.sendin evi i n int r value in
s boonda el SR e B he i SRR b R Mt P i e ast pori od
is a duration of tétiiBg @ ahltomibLHeIVREtheMALD frdh0 28 &ARItel 4 HarR hO4ik518R 53

frames of the broadcast network discovery frane type are successively
transni f¥P8dangk a set interval. 23. The nethod for comrunicating data

ovetn,the wirel ess MO K ccar. i t I ' t
manidenent. prot ood AL oA RRHER A IIMAC Binfli T WEIRHES 1BHF F paylond
i nt er vakpatificatiowofi the Wlithibited assngraegbentt p@tdoodroiespoading tooth25Shdisetednds,
and wherein the proadcast period duration is 1 second, and wherein the set

i nt e_rvafra’(‘@ UAPERISHOA YREhge extending from 6 milliseconds to 19
m|1iseconds rﬁtirla%thezs%ndiﬁgede%teh@%aﬁ%it%é%&t@& NQCHR e BY&' thk Rireless

: \(I)\Be
W rel ess net r accor nce
network;

15 operating a receiving device to receive the MAC frame over the wireless network;
operating the receiving device to recognize the MAC frame as the indicated frame
transmission type; and

operating the receiving device to process the payload portion of the MAC frame in
accordance with the payload specification of the distributed asset management protocol

20  corresponding to the indicated frame transmission type.

11.  The method for communicating data over the wireless network in accordance
with the distributed asset management protocol as recited in claim 10, wherein each of the
sending and receiving devices is compliant with both an IEEE 802.15.4 standard and the
distributed asset management protocol, wherein non-payload portions of the MAC frame are

25  defined to be processed by wireless communication devices that are compliant with the IEEE
802.15.4 standard, and wherein payload portions of the MAC frame are defined to be
processed by wireless communication devices that are compliant with the distributed asset
management protocol.

12.  The method for communicating data over the wireless network in accordance

30  with the distributed asset management protocol as recited in claim 10, wherein the frame
transmission type is one of a beacon frame, a broadcast network discovery frame, a data frame,
a command frame, and an acknowledgement frame.

13.  The method for communicating data over the wireless network in accordance

with the distributed asset management protocol as recited in claim 10, wherein the frame
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15 14.  The method for communicating data over the wireless network in accordance
with the distributed asset management protocol as recited in claim 13, wherein the device type
of the sending device is one of a fixed reader device, a mobile reader device, a handheld
device, and a tag device.

15.  The method for communicating data over the wireless network in accordance

20  with the distributed asset management protocol as recited in claim 13, wherein the type of data
included within the data portion of the payload of the beacon frame includes one or more of
device date and time, device identification, device location, device velocity, and device
differential global positioning system correction.

16.  The method for communicating data over the wireless network in accordance

25  with the distributed asset management protocol as recited in claim 13, wherein the beacon
interval duration of the sending device is an integer value in seconds between successive
beacon periods, wherein each beacon period is a duration of time during which MAC frames of
the beacon frame type are successively transmitted at a set interval.

17. The method for communicating data over the wireless network in accordance

30  with the distributed asset management protocol as recited in claim 16, wherein the beacon
interval duration is within a range extending from 1 second to 255 seconds, and wherein the
beacon period duration is 1 second, and wherein the set interval is within a range extending

from 6 milliseconds to 19 milliseconds.
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specification of the distributed asset management protocol corresponding to the broadcast
15  network discovery frame includes,

an identification of a device type of the sending device,

an identification of a message type as the broadcast network discovery frame,

an identification of an alternate channel to be used for subsequent communication,

a specification of a broadcast interval duration of the sending device,

20 a specification of a response interval duration for the receiving device,

an identification of data types included within the data portion of the payload of the
broadcast network discovery frame,

the data portion of the payload of the broadcast network discovery frame, and

a specification of cyclic redundancy data associated with the payload of the broadcast

25  network discovery frame.

21.  The method for communicating data over the wireless network in accordance
with the distributed asset management protocol as recited in claim 20, wherein the device type
of the sending device is one of a fixed reader device, a mobile reader device, a handheld
device, and a tag device.

30 22.  The method for communicating data over the wireless network in accordance
with the distributed asset management protocol as recited in claim 20, wherein the broadcast
interval duration of the sending device is an integer value in seconds between successive

broadcast periods, wherein each broadcast period is a duration of time during which MAC
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allowed to pass i)efore the receiving device should communicate its status to the sending
device.

25.  The method for communicating data over the wireless network in accordance
with the distributed asset management protocol as recited in claim 20, wherein the type of data
15 included within the data portion of the payload of the broadcast network discovery frame
includes one or more of device date and time, device identification, device location, device
velocity, and device differential global positioning system correction.
26.  The method for communicating data over the wireless network in accordance
with the distributed asset management protocol as recited in claim 10, wherein the frame
20  transmission type is a command frame, and wherein the payload specification of the distributed
asset management protocol corresponding to the command frame includes,
an identification of a device type of the sending device,
an identification of a message type as the command frame,
a specification of a length of data included within the data portion of the payload of the
25  command frame,
an identification of a type of command communicated in the command frame,
the data portion of the payload of the command frame, and
a specification of cyclic redundancy data associated with the payload of the command
frame.
30 27.  The method for communicating data over the wireless network in accordance
with the distributed asset management protocol as recited in claim 26, wherein the device type
of the sending device is one of a fixed reader device, a mobile reader device, a handheld

device, and a tag device.
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31.  The method for communicating data over the wireless network in accordance
with the distributed asset management protocol as recited in claim 10, wherein the frame
transmission type is an acknowledgement frame, and wherein the payload specification of the
distributed asset management protocol corresponding to the acknowledgement frame includes,

25 an identification of a device type of the sending device,

an identification of a message type as the acknowledgement frame,

a specification of a length of the acknowledgement frame,

a specification of an acknowledgement value as either successful acknowledgement or
failed acknowledgement,

30 an identification of a sequence number of a communication that is acknowledged by the
acknowledgement frame,

an identification of a packet identifier that is acknowledged by the acknowledgement

frame in the case of a successful acknowledgement, or an identification of an error type in the

case of a failed acknowledgement,



15t o0 be processed by wireless communi cati on devices that are conpliant with
the distributed asset managenent protocol. 37. The device defined to
conmuni cave 2dat@assaser the w rel ess network in accor danceCwiuskomioersss

di stributed asset managenent protocol 3% recited in claim34, wherein the
frame transm ssion type is one of a beacon franme, a broadcast network

di scovery franme, a data 20 frame, a command frane, and an acknow edgenent
a specification of a ready state of the sending device,

frame.
a specification of a incrementing counter value indicating a sequence of processed
commands,
a specification of a sleep timer value used by the sending device,
5 an identification of a current network channel used by the sending device for

communication over the wireless network, and
a specification of cyclic redundancy data associated with the payload of the
acknowledgement frame.
32.  The method for communicating data over the wireless network in accordance
10 with the distributed asset management protocol as recited in claim 31, wherein the device type
of the sending device is one of a fixed reader device, a mobile reader device, a handheld
device, and a tag device.
33.  The method for communicating data over the wireless network in accordance
with the distributed asset management protocol as recited in claim 31, wherein the
15  specification of the ready state of the sending device is zero if the sending device is ready to
receive more data, and wherein the specification of the ready state of the sending device is a
number of seconds greater than zero to be delayed before the sending device is ready to receive
more data.
34. A device defined to communicate data over a wireless network in accordance
20  with a distributed asset management protocol, comprising:
a wireless transceiver;, and
a processor defined to operate in conjunction with the wireless transceiver to transmit
and receive wireless communications in accordance with the distributed asset management
protocol,
25 wherein the processor includes a transmission module defined to generate a medium
access control (MAC) frame to be transmitted over the wireless network,
wherein generating the MAC frame includes setting a frame control field of the MAC
frame to indicate a frame transmission type, and defining a payload portion of the MAC frame
in accordance with a payload specification of the distributed asset management protocol
30  corresponding to the indicated frame transmission type, and
wherein the transmission module is defined to direct the wireless transceiver to transmit
the generated MAC frame over the wireless network,
wherein the processor also includes a reception module defined to process MAC frames

received through the wireless transceiver from the wireless network,
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wherein the reception module is defined to recognize the frame transmission type of the
received MAC frame, and process the payload portion of the received MAC frame in
accordance with the payload specification of the distributed asset management protocol
corresponding to the recognized frame transmission type.

35.  The device defined to communicate data over the wireless network in
accordance with the distributed asset management protocol as recited in claim 34, wherein the
device is one of a fixed reader device, a mobile reader device, a handheld device, and a tag
device.

36. The device defined to communicate data over the wireless network in
accordance with the distributed asset management protocol as recited in claim 34, wherein the
processor and wireless transceiver are defined to be compliant with both an IEEE 802.15.4
standard and the distributed asset management protocol, wherein non-payload portions of the
MAC frame are defined to be processed by wireless communication devices that are compliant
with the IEEE 802.15.4 standard, and wherein payload portions of the MAC frame are defined
to be processed by wireless communication devices that are compliant with the distributed
asset management protocol.

37. The device defined to communicate data over the wireless network in
accordance with the distributed asset management protocol as recited in claim 34, wherein the
frame transmission type is one of a beacon frame, a broadcast network discovery frame, a data

frame, a command frame, and an acknowledgement frame.



