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TITLE OF THE INVENTION PORTABLE ELECTRONIC DEVICE AND
ACCESS CONTROL METHOD IN PORTABLE ELECTRONIC DEVICE
BACKGROUND OF THE INVENTION 5The present invention relates to
control over access to a data object stored in afile in, e.g., an IC card as a
portable electronic device. In an ICﬁcarg, there is a file format called a
binary record file that stores a plurality of data 10objects (record data)
heretofore. Each data object in the binary record file can be accessed by

sorting from the top of this fife.1in other wards rina-canventional IC card,

each data object in the binary record file cannot be directly accessed. 15In
receQRBIS [dat& Id bEridéssed \hashernldivéershiee WIENTROL METHOD IN
diversification of gp‘%eration modes of an IC card. When data processed by

the IC Card* e div ﬁ%@%@ Ot thta6r data structures become
complicated in the IC caggd, For example, it is often,20the . case tnat the

binary record file stores a large amount of data as a plurality of data

objects. Howewrerpas deserided,abaviesin. the seaventionablG eard, eash
data object in the binary record file must be sorted from the top of the file.
In suél¥ aeeésstascorirolavhén gafa cijectsin e binaiylrecord file are, an

diversified, processing for a specific data object takes a long time.
Gt VRS S e

in an\IC card, there is a file format called a
binary record file that stores a plurality of data
objects (record data) heretofore. Each data object in
the binary record file can be accessed by sorting from
the top of this file. In other words, in a
conventional IC card, each data object in the binary
record file cannot be directly accessed.

In recent years, data to be processed has been
diversified with diversification of operation modes of
an IC card. When data processed by the IC card is
diversified, types of data or data structures become
complicated in the IC card. For example, it is often
the case that the binary record file stores a large
amount of data as a plurality of data objects.
However, as described above, in.the conventional IC
card, each data object in the binary record file must
be sorted from the top of the file. 1In such access
control, when data objects in the binary record file
are diversified, processing for a specific data object

takes a long time. Therefore, an IC card that enables
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-2 efficiently accessing each data object in a binary record file has been
demanded. BRIEF SUMMARY OF THE INVENTION According to an
aspect of the present invention, 5it is an object of the present invention to
provide a portable electronic device that can efficiently access a plurality
of data objects stored in a file and a control method of the portable
electronic device. -A portable electronic ,device according to an 10aspect
of the present invention has: a communication interface which performs

commuipication with ap externaldevice; a datamemory-which stores,a, .,
record file having a plurality of data objects; a management table which
storesrmanagdement infasmatiomofeachrdatd object in 15the record file as

an access target stored in the data memory; and an access control unit
which accesses a data®object spe&ittéd by A cammahd \teidstihg access

to the data o?jcect Qgsed on thea rmagi"gﬁ%%nt %nfg%ngation stored in the

managemen ta% e th%?l tﬁg commas djrecelved ?r(r)(r%nsﬁlrétex éll"{]eaﬁltlon’

device.t i Amacegsscontrokmethod,ina partable-LIeGronic device 5vide a

according to an aspect of the present invention includes: storing a record

file haymgtaﬂp]llﬁaﬁ@/&)ﬂdatm@bjedts\maedaihanemry.;sﬁﬁiirrgiently access

mana%erg%ggg?i{lg%rngaftioggggthgb%llércaéltsy cs)ft(cj)?gc? bjlenCtsamefe and a
control method of the portable electronic device.

" A portable electronic device according to an
aspect of the present invention has: a communication
interface which performs communication with an external
device; a data memory which stores a record file having
a plurality of data objects; a management table which
stores management information of each data object in
the record file as an access target stored in the data
memory; and an access control unit which accesses a
data object specified by a command requesting access to
the data object based on the management information
stored in the management table when the command is
received from the external device.

An access control method in a portable electronic
device according to an aspect of the present invention
includes: storing a record file having a plurality of
data objects in a data memory; storing management
information for the plurality of data objects in the

record file as an access target in a table; and

controlling access to a data object specified by a



record file as an access target in a table; and controlling access to a data
object specified by a - 3 - command specifying a specific data object to
request access based on the management information of each data object
stored in the table when the command is supplied from an external device.
Additional objects and advantages of the inyention will e set forth in
description with follows, and in part will be obvious from the description, or
may be learned by practice of the invention. The objects and advantages

of thedpyention may bergalized,and d0obtained:by, means of the, roquest
instrumentalities and combinations particularly pointed out hereinafter.
BRIEE ©ESERIRFKIN OF THE SEVERAIYIEWSOETHE DRAWINGCh data

The accompanying drawings, which are incorporated in and constitute a .
part of therspedificition, 15illGStFateddmbodiRfentsGfthe Pesttidnl anguprplied

togetrkerr. é/vmith Eheeg{etneral qesgéi%cc)ré given above and the detailed

description of the embodiments given below, serve to explain the
principles of thgjinvention. RIG; dds a blaek diagrarm sghematicalhe invention

showing a 20structural example of an IC card and an IC card

will e set forth in description with follows, and in

part will be obvious from the description, or may be

learned by practice of the invention. The objects and

advantages of the invention may be realized and

obtained by means of the instrumentalities and

combinations particularly pointéd out hereinafter.
BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated
in and constitute a part of the specification,
illustrate embodiments of the invention, and together
with the general description given above and the
detailed description of the embodiments given below,
serve to explain the principles of the invention.

FIG. 1 is a block diagram schematically showing a
structural example of an IC card and an IC card
processing device;

FIG. 2 is a block diagram schematically showing a
hardware structural example of the IC card;

FIG. 3 is a view schematically showing a
structural example of a file stored in a data memory;

FIG. 4 1is a view showing a data structure in a

memory region of a record file storing a plurality of
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processing device; FIG. 2 is a block diagram schematically showing a
hardware structural example of the IC card; FIG. 3 is a view schematically
showing a 25structural example of a file stored in a data memory;

FIG. 4 is a view showing a data structure in a memory region of a record

file storing a plurality of data objects; _  FIG. 5 is a view showing a data
structure in the memory region of the record file storing a pidiralityof data
objects; 5FIG. 6 is a structural example of a CURRENT pointer setting
tablea + aFKpj£isa Yiew showing a second structural example of the
CURRENT pointer setting table; FIG. 8 is a flowchart for explaining an
example of TOCURRENT pointensettingtable generatios procassirg; FiGthe
9 is a flowchart for explaining processing for a read command or a write
COHNﬁﬁW&%ﬁbdﬂ?ﬁ&P@L@ﬁ? ¢;record file s;opfpg‘a plurality of

data objects;

FIG. 6 is a structural example of é CURRENT
pointer setting fable;

FIG. 7 is a view showing a second structural
example of the CURRENT pointer setting table;

FIG. 8 is a flowchart for explaining an example of
CURRENT pointer setting table generation processing;

FIG. 9 is a flowchart for explaining processing
for a read command or a write command specifying
CURRENT;

FIG. 10 is a view showing an example of a
processing result based on the write command specifying
CURRENT;

FIG. 11 is a flowchart for explaining processing
for a read command or a write command specifying NEXT;

FIG. 12 is a view showing a state of the CURRENT
pointer setting table after processing a command
specifying NEXT;

FIG. 13 1is a view showing an example of a
processing result based on a write command specifying
NEXT;

FIG. 14 is a flowchart for explaining processing
for a read command or a write command specifying

PREVIOUS;
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FIG. 10 is a view showing an example of a 15processing result based on
the write command specifying CURRENT; FIG. 11 is a flowchart for
explaining processing for a read command or a write command specifying
NEXT; FIG. 12 is a view showing a state of the CURRENT 20pointer
setting table after processing a command specifying. NEXT; FIG. 13
is a view showing an example of a processing result based on a write
command specifying NEXT; 25FIG. 14 is a flowchart for explaining
processing ferra read censmandoka wrike e@mmandspeaifyingpcinter
PREVIOUS; - FIG. 15 shows a state of the CURRENT pointer setting
table aftéicprozessingaa edrimandrspecHyihg PREVIQUSnand peciflG ng
16 is a view showing an example of a processing result based on a write
comniand Spatifying PREVIOUS. . DETAILED DESCRIPTION OF THE
INVENTKDNFIG. 16 is a view showing an example of a
processing result based on a write command specifying

- PREVIOUS.
DETAILED DESCRIPTION OF THE INVENTION
Hereinafter, an embodiment according to the
present invention will be described in detail with
reference to the accompanying drawings.

FIG. 1 is a block diagram schematically showing a

structural example of an IC card (a portable electronic

device) 1 according to this embodiment and an IC card
processing device 2 as an external device having a
communicating function with respect to the IC card 1.

As shown in FIG. 1, the IC card processing device
2 has a terminal device 11, a display 12, a keyboard
13, a numeric keypad 14, a card reader/writer 15, and
others.

The terminal device 11 controls an entire
operation of the IC card processing device. The
terminal device 11 is constituted of a CPU, various
kinds of memories, various kinds of interfaces, and
others. For example, the terminal device 11 is formed
of a personal computer (PC).

The terminal device 11 has a function of

transmitting a command to the IC card 1 by using the
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Hereinafter, an embodiment according to the present invention will be
described in detail with 10reference to the accompanying drawings.

FIG. 1 is a block diagram schematically showing a structural example of
an IC card (a portable electronic device) 1 according to this embodiment
and an IC card processing device 2 as_an gxternal device having a
15communicating function with respect to the IC card 1. As shown in
FIG. 1, the IC card processing device 2 has a terminal device 11, a

displaysbzi arkeyhoard 43¢ a numgrickeypadild @ erd peaderMiitel 15arious
and others. 20The terminal device 11 controls an entire operation of the

IC cardiprdeessing levites The tbawiadl device 12 is eonstitgted Df arCPbe IC
various kinds of memories, various kinds of interfaces, and others. For

exampiet the terfifial YeVice®11 isomEd 288t & petdtnal 8s5Mibbiter (@@j.ice
The termingl.device Tihas 9&“9&%&1‘5@@%@5@93 ﬁ%mgﬂaﬁgéa NeIGry in

card 1 by using the 6 - card reader/writer 15,"a function of performing
varioushkinds of pracessing basedon datargceived from thedtseardibr data
and others. For example, the terminal device 11 executes control of

writing dafelin d.data PeerhoBiRAHE IC dard Sausctrarsmitingear writer 15.

com ndtfgr data to the IC card >1(1 t%rou,gh thg card reader/writer 15.
Further tHe terminal device i1 8xetitds contrdl SFiE&HinG HatofroRPthe®

data memory,in the-IC eard.l %gaaar@gtiﬂgﬁo@gd command o the g 1 1,

card 1. 10The display 12 is a display device that displays various kinds of

informationunider contrel afthe temminahdeviee theThe keyheard 13
functions as an operation unit operated by an operator of the IC card

processing debRe™ EntPthie opetator inptd vano g YGRdS bRGpetatisRay s

Comm\?ﬁ?fooursdaﬁal%%J[sheol%ey{)r?ggqfr%gtion under control of the
terminal device 11. The keyboard 13 functions as an
operation unit operated by an operator of the IC card
processing device 2, and the operator inputs various
kinds of operation commands or data to the keyboard 13.
The numeric keypad 14 functions as an input unit that
is used to input information such as a user ID or a
password.

The card reader/writer 15 is an interface device
that is used to communicate with the IC card 1. The
card reader/writer 15 is formed of an interface
conforming to a communication scheme of the IC card 1.
For example, when the IC card 1 is a contact type IC
card, the card reader/writer 15 is formed of, e.g., a
contact unit that is used to be physically and

electrically connected with a contact unit of the IC

card 1.
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The numeric keypad 14 functions as an input unit that is used to input
information such as a user ID or a password. The card reader/writer 15 is
an interface device 20that is used to communicate with the IC card 1. The
card reader/writer 15 is formed of an interface conforming to a
communication scheme of the IC card 1. . For example, when the IC card
1 is a contact type IC card, the card reader/writer 15 is formed of, e.g., a
25contact unit that is used to be physically and electrically connected with

a contact unitof the:beeatd, |. wneFurthermore; whemthe dCcardn2 is-a1ess
contactless type IC card, the card reader/writer 15 is formed of an

antenhgpa cofhmamnidatiorh eontealier rardiothérs that arel Gseds tofachiede of an
wireless communication with the IC 5card 1. In the card reader/writer 15,

poweF%?%r t‘ﬁgqg%?aﬁ?%fbbﬂ%uﬁﬁ@?Fé%?e%%6ntr6‘l?§n@ﬁ%f‘ars that
transmissiqureception, E‘}fﬁ8§%C%§(E'e%%%%fg§'8%%%§%aabée<t> egad, +ne 1

reader/writer 15 to perform activation the IC card 1, transmission

of varigusckinds 1Qef coramands, reseption of-a response foadransmitted, for
command, and others based on control by the terminal device 11. A
hardwiaire sifuctralexample of kthe Wb raid 1 Wilbatw berdesetibednd data

15Upon receiving supply of power from a host device, e.d., the IC card .
proceldifG HBVLELS b aGH e CarcbadEHRtErTS: the S CariPL |- 10

activated (becomes opergble) Gar.example when fhe E%E%%i%%%%tion
a contact type communicating function, i.e., when the |

(boot) of the IC card 1, transmission of various kinds
of commands, reception of a response for a transmitted
command, and others based on control by the terminal
device 11.

A hardware structural example of the IC card 1
will now be described.

Upon receiving supply of power from a host device,
e.g., the IC card processing device 2 through the card
reader/writer 15, the IC card 1 is activated (becomes
operable). For example, when the IC card 1 includes a
contact type communicating function, i.e., when the IC
card 1 is formed as a contact type IC card, the IC card
1 is activated by receiving supply of operation power
and an operation clock from the card reader/writer 15
through a contact unit as a communication interface.

Moreover, when the IC card 1 includes a
contactless type communicating function, i.e., when the
IC card 1 is formed as a contactless type IC card, the

IC card 1 receives an electric wave from the card
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accordimgs

20card 1 is formed as a contact type IC card, the IC card 1 is activated by
receiving supply of operation power and an operation clock from the card
reader/writer 15 through a contact unit as a communication interface.
Moreover, when the IC card 1 includes a 25contactiess type
communicating function,, when the IC card,l is formed as a contactless
type IC card, the IC card 1 receives an electric wave from the card -8
reader/writer 15 through, e.g., an antenna and a modulation/demodulation

circuit-as,acopraynication interfageyandgeneratgs opgration-power and
an operation clock from this electric wave by usihg a non- 5illustrated
powemsgpply uhitntheestyydbeiag factivatedcu 1 tF1&s 24s adnock diagtamn
schematically showing a hardware structural example of the IC card |
%ﬂ%eemﬁ&ﬂw%ﬁelfﬁéﬁ,sc&r%ef A& A’ bulRireModlfe Min a

case Lconatiiina. man body B The module M is pisgrall formedn 2 on-
State ere one or more IC CIhIpS E are connecteé Wiﬁ] an exPé‘rnaSL] °

interfacelfer eemaunigation-(asegypmunication upitk The mpduledMds i vated.
buried in the main body B of the IC card 1. The module M of the IC card 1

has a CPU (&t6ntrdl element)i2L;la ddtagnemonc2@ratRAM (aywerking ng a
memory) 23, an ROM (a program memaory) 22, a communication unit 25,

and otters S shoWn iH FiBT 2 TRETBRIGI Grit 21 BorttrolS &l emtifeceerding
card 1. 20The control ynit 211,.0perates based or a control program

The IC card 1 has a built-in module M in a case
constituting a main body B. The module M is integrally
formed in a state where one or more IC chips C are
connected with an external interface for communication
(a communication unit). The module M is buried in the
main body B of the IC card 1. The module M of the IC
card 1 has a CPU (a control element) 21, a data memory
22, an RAM (a working memory) 23, an ROM (a program
memory) 22, a communication unit 25, and others as
shown in FIG. 2.

The control unit 21 controls the entire IC card 1.
The control unit 21 operates based on a control program
and control data stored in the program memory 24 or the
data memory 22, thereby realizing wvarious kinds of
functions. For example, the control unit 21 performs
basic operation control over the IC card 1 by executing
a program of an operating system. Moreover, the
control unit 21 carries out various kinds of operation

controls associlated with operation modes of the IC card
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and control data stored in the program memory 24 or the data memory 22,
thereby realizing various kinds of functions. For example, the control unit
21 performs basic operation control over the IC card 1 by executing 25a
program of an operating system. Moreover, the control unit 21 carries out
various kinds of operation controls associajed with operation modes of the
IC card -9 - by executing an application program meeting a utilization
purpose of the IC card 1. The data memory 22 is a rewritable
nonvolatitexmeniordy, Hie datalmemory221is tagmed ofecdatag a
5writable/rewritahle nonvolatile memory such as an EEPROM (Electrically
Erasable PraégiahtmablerRead-Orly Memaly) erddlash ROM. A control

program meeting an operation purpose of the IC card 1 or various kinds of
data are writ I ingﬁﬁté‘dé%g%?err%% 2Z9nthé %gt%lf@iﬁg%o?fﬁﬁ?\}ﬁﬁolu]ose

kinds,of files based,an a.standard of the IC card:1 are defined, and, .

various kinds of data are written in these files. An example of a file stored
in thewdataahemorye22 wilk bé described katerl & he M2 Fischvelatilen
memory that functions as 15a working memory. The RAM 23 functions as

a buffer tR& tertfporarity stotes ve BE 1tk Pprotesdingedrexdimgie fnly

the RAMZ3 s provided, £,0, & pgnagsment feble,(2 CUBRENT polnier, .,
operation purpose of the IC card 1 or various kinds of
data are written in the data memory 22. In the data
memory 22, various kinds of files bésed on a standard
of the IC card 1 are defined, and various kinds of data
are written in these files. An example of a file
stored in the data memory 22 will be described later.

The RAM 23 is a volatile memory that functions as
a working memory. The RAM 23 functions as a buffer
that temporarily stores, e.g., data in processing. For
example, in the RAM 23 is provided, e.g., a management
table (a CURRENT pointer setting table) 23a storing
information indicative of an object that is in a
current state in each record file.
The ROM 24 1is a non-volatile memory such as a mask

ROM that functions as a program memory. The ROM 24
stores a control program or control data in advance.
The ROM 24 is incorporated in the IC card 1 in a state
where a control program or control data is stored on a

manufacturing stage of the IC card. The control

program or the control data stored in the ROM 24
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information indicative of an object that is in a 20current state in each
record file. The ROM 24 is a non-volatile memory such as a mask
ROM that functions as a program memory. The ROM 24 stores a control
program or control data in advance. The ROM 24 is incorporated in the IC
card 1 in a state 25where a control progragyor control data is stored on a
manufacturing stage of the IC card. The control program or the control
data stored in the ROM 24 - 10 - controls a basic operation of the IC card

and isincorparated inaccordanceawithba sPecificatiaotthed Caeardil 4n
advance. The communication unit 23 is an interface that

commidriicates wittethe 1T crd processihgudpparatusiethiddgiatheon of the
reader/writer 15. When the IC card 1 is realized as a contact type IC card,

the corim 'éatiJOnthit 8 Constituted of a communication control unit

and a contagtunithatphysically and,electrisally; Locome jnta contact with,

the reader/writer 15 to transmit or receive a signal. Further, when the IC
card Liswealizedias @ contactiass type Kz eard; the-eemmunicationanit2s 2
is constituted of, e.g., a communication control unit such as a

15motlEtioHd smcd USRSt Eifelit that wirelessieomrhbificafesorid the 1s

readeg/e\!\g%gr %5(1 an an antrelr%ga {[:hact is gs%%toctr%rgismiykrleceé\ée ag eieccé([g% on
ifes stored in the data meﬁ?ory wilt hotv be' deSChibed.

wave.
unit 25 is constituted of a communication control unit
and a contact unit that physically and electrically
come into contact with the reader/writer 15 to transmit
or receive a signal. Further, when the IC card 1 is
realized as a contactless type IC card, the
communication unit 25 is constituted of, e.g., a
communication control unit such as a
modulation/demodulation circuit that wirelessly
communiéates with the reader/writer 15 and an antenna
that is used to transmit/receive an electric wave.

Files stored in the data memory 22 will now be
described.

FIG. 3 is a view schematically showing a
structural example of files stored in the data memory
22.

FIG. 3 shows a file structural example in the
portable electronic device such as an IC card. The
example shown in FIG. 3 is a file structural example
defined in ISO/IEC7816-4 as a standard concerning

portable electronic devices such as an IC card. In the
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20FIG. 3 is a view schematically showing a structural example of files
stored in the data memory 22. FIG. 3 shows a file structural example
in the portable electronic device such as an IC card. The 25example
shown in FIG. 3 is a file structural example defined in ISO/IEC7816-4 as a
standard concerning portable electronic degyices such as an IC card. in the
file structural example depicted in FIG. 3, various kinds of files are
managed in a tree structure. As shown in FIG. 3, in the data memory

22, a pluralitytof dines havingahierarchystruetue including an MEdMasies
File), a DF (Dedicated File), and an EF (Elementary File), and others. In
the stiictdeal ekample depictedin@ae g, 6n adeleldellowingahe ntaster

file (ME') 31 on the highest level, a first OF (DF 1) 32 and a second DE
(OF 2) 33 are Lopreddht. 6n%é[ [RverfolldWing the FrdtDE ST firsY EF 7 2

(FELD:;000%):34, asecond EF ﬁ%%@a&%%%%ﬁﬂf EE (EEID;,Q003)

36 are present. The ME' 31 is placed at the top in the file structure for
variouskihds of fjlesrstared (indbe dataiSmemasy 82. The despective DE's) |
(DE 1 and OF 2) 32 and 33 are provided in accordance with, e.g.,
applicationanfthis (Cal<tn@akh bf OFs132 an@d B33 fandtions-as & fold&e

corres on&lin to ﬁa_l%r;{a I'ceati n. li:_a QE fIlEgsF%]% 35, and 36is a reci)rd

file (asgta}iaﬁe% s?orlng ﬁggétua data. hz§ IS, each EF %’4, 38, or %@ve

providedh 1 owing the master file (MF) 31 on the highest level,
a first DF (DF 1) 32 and a second DF (DF 2) 33 are
present. On a level following the first DF, a first EF
(EFID: 0001) 34, a second EF (EFID: 0002), and a third
EF (EFID: 0003) 36 are present.

The MF 31 is placed at the top in the file
structure for various kinds of files stored in the data
memory 22. The respective DFs (DF 1 and DF 2) 32 and
33 are provided in accordance with, e.g., applications.
In this case, each of DFs 32 and 33 functions as a
folder corresponding to each application. Each of EFs
34, 35, and 36 1is a record file (a data file) storing
actual data. That is, each EF 34, 35, or 36 provided
under the DF 1 stores data that is used in an
application associated with the DF 1. It is to be
noted that the EF can be provided on the level
immediately below the MF 31. Furthef, in the following
description, it is assumed that the first EF 34 and the
second EF 35 are binary record files each storing a

plurality of data objects.
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under the OF 1 stores data that is used in an application associated with
the OF I. It is to be noted that the EF can be provided on the level
immediately below the MF 31. Further, in the following 25description, it is
assumed that the first EF 34 and the second EF 35 are binary record files
each storing a plurality of data objects, - 12,- _ Astructure of the record
file (FE) will now he described.  Each of FIGS. 4 and 5 is a view
showing a data structure of a record file in a memory region of the data

memory 22. k1G4 shewsa datastruiciuee of @ firstiEF (ERFID:0001) 34, e
FIG. 5 shows a data structure of the second EF (EFID: 0002). The
recordfilecdggieted in FIG. 4 or 5 is formed of a plurality of data objects.

Each data object is 10constituted of an identifier (Tag), a data length
(Length),' anéaacaat%glaq&és%\/alﬁef%e%a]té objett RYving ¥R @ dataata

structgr@gﬁgg\gg , e.8.,.8 gg olbgiec%. A‘Iilgie \Y/ obrjlect has a data structur h
in which data of the ideﬁti ler "'Ol'ag", ata og t eadatgrilé)r%d{h ﬁ%glf'eonrétﬁ', Ehe

and data-ef therdtatsy vakie "Viatue" are seguentially-couplad- Aentice o 4
data size of such a TLV object can be judged based on a data size of the
"data ¥aloet indicated by:the ®8ata I8rgth" HEcdata sizeowfthe data
207dentliet AN Saq pze AL s Al e 12 002 .

The record file depicted in FIG. 4 or 5 is formed
of a plurality of data objects. FEach data object is
constituted of an identifier (Tag), a data length
(Length), and a data value (Value). The data object
having such a data structure is called, e.g., a TLV
object. The TLV object has a data structure in which
data of the identifier “Tag”, data of the data length
“Length”, and data of the data value “Walue” are
sequentially coupled.

An entire data Sizé of such a TLV object can be
judged based on a data size of the “data value”
indicated by the “data length” if a data size of the
“identifier” and a data Size of the “data length” are
determined. Therefore, the plurality of TLV objects
can be continuously stored in a storage region of the
record file. 1In the record file storing the TLV
objects depicted in FIG. 4 or 5, an identifier, a data
length, and a data value of each data object are

sequentially arranged from the top of a data region in

the record file. Therefore, even in case of the record
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determined. Therefore, the plurality of TLV objects can be continuously
stored in a storage region of the record file. In the record file storing the
TLV objects depicted in FIG. 4 or 5, an identifier, a data 25length, and a
data value of each data object are sequentially arranged from the top of a
data region in the record file. Therefore, eyen in case of the record _ file
storing the plurality of data objects, sequentially confirming the "identifier"
and the "data length" of each data object from the top of the file enables

detecting & snesific-dataobiget. pgeneyal, lengths(sizssk of.an

"identifier" and a "data length" are determined based on the standard, e.g.,

ISO irragecordifie Uged dorfan-iC oard: Hdereidee, ailéngth(assize)tdfan data
entire object can be judged based on a length (a size) of a "data value"

indicat&d By a "data 6lehgfi? tEatk dffHe StFtturalexdmiples depided ine

FIGS. 4 and 5 shpows a state where the plurality of ILV objects are stored
in theerggogr%eﬂsle. I%%Igl%tsl.r}lgar?d E,pgcs:%ogr)ééecr%{é%n% a#(i%iden fﬁepglneral’

each datajabiect(is egioniwhere a numerical value js surpoungded-byiangtn

rectangular. A storage region of a data length of each data objectisa

regiorawhete baumerical valseds andétinedt Arsterage region of adatan a

value of each data object is a 20region where a numerical value having no

reaaﬁﬁﬁﬁgd file used for an IC card. Therefore, a length
(a size) of an entire object can be judged based on a
length (a size) of a “data value” indicated by a “data
length”.

Each of the structural examples depicted in
FIGS. 4 and 5 shows a state where the plurality of TLV
obijects are stored in the record file.

In FIGS. 4 and 5, a storage region of an
identifier of each data object is a region where a
numerical value is surrounded by a rectangular. A
storage region of a data length of each data object is
a region where a numerical value is underlined. A
storage region of a data value of each data object is a
region where a numerical value having no rectangular
and no underline given thereto is written (a region
excluding identifiers and data lengths). However, one
column at a left end in each of FIGS. 4 and 5 indicates
an example of each address (a top address of each row)
in the memory. It is to e noted that all numerical

values depicted in FIGS. 4 and 5 are hexadecimal

numbers.
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and no underline given thereto is written (a region excluding identifiers
and data lengths). However, one column at a left end in each of FIGS. 4
and 5 indicates an example of each address (a top address of each row)
25in the memory. It is to e noted that all numerical values depicted in
FIGS. 4 and 5 are hexadecimal numbers.;414 - For example, in the
record file depicted in FIG. 4, an identifier of a top TLV object (a first
object) in this file is "01". A data length of this first object is "01".
Therefore, "AbY- as:aadtayalueofthe firsiabject S, Storedrn @egiom
corresponding to one byte following "01" as the data length of the first
object FurtHerniore Jaeidehfifier"02f of atsebsEduien!Tiacsbjéet (@l rst
second object) is stored to follow the data value "AA" of the first object,

and & 10¢th lerdth “03°of the setdnd vbject i stofed o BllGWthe T =h1is
identifier. 02" In;regions cargaspondifg tp Sebytes fallowing 03" asthe 47 e

data length of the second object, "BB", "BB", and "BB" as data values of

the seconthebject-are storpecisin thesreepedifilerhayvingsuceiha datare sponding

structure as depicted in each of FIGS. 4 and 5, sequentially confirming an
identifier 8A¢ a0&t& |driyth ©F £a6h data olsjectfiom dae toplenatilesof the

accessing a specific data gbject as explained aboye. In ather words, in
such aﬁ%rgcé}a]fﬁec BT de%llclféctljtj ?nrgféed o5, rjéé/bélgti%/%eloealia 0 ?ectg ta

must berseayentiallyrietrieyedSram the top-inordsrtp.directly access &y o
specific data object. Therefore, this IC card 1 holds information required to
directhpradeesstdachdiata obpelct & therrécord fileeAdditienalbyh itdst, and a

assumed that one data object in the record file can be set to a CURRENT
state f#itkis (€edig 03" of the second object is stored to

follow the identifier “02”. 1In regions corresponding
to 3 bytes following “03” as the data length of the
second object, “BR”, “BB”, and “BB” as data values of
the second object are stored.

In the record file having such a data structure as
depicted in each of FIGS. 4 and 5, seqguentially
Confirming an identifier and a data length of each data
object from the top enables accessing a specific data
object as explained above. In other words, in such a
record file as depicted in FIG. 4 or 5, respective data
objects must be sequentially retrieved from the top in
order to directly access a specific data object.
Therefore, this IC card 1 holds information required to
directly access each data object in the record file.
Additionally, 1t 1is assumed that one data object in the
record file can be set to a CURRENT state in this IC

card 1.



10

15

20

25

Management of the data objects in the record file will now be described.

In this IC card 1, the data objects in the record file aremanaged by using a
CURRENT pointer setting 5table 23a as a management table. Further, the
CURRENT pointer setting table 23a also corresponds to information
indicative of a current state of a data abjec{.cIn the structural example
depicted in FIG. 2, the CURRENT pointer setting table 23a is provided in
10the RAM 23. Incidentally, it is good enough for the CURRENT pointer

setting tabler23e-tgdhe-present ifha starage regippavheredatacandesrd file
written or rewritten by the control unit 21. For example, the CURRENT
pointerisetting bk 238 $raybe provided in the data 15memory 22.

The CURRENT pointer setting table 23a is generated and updated by the
control unit 21 %%Je?a%%I&,atﬁgac%ntrgl%itdfltﬁeﬁ@é?ééttﬁeI@Uﬁﬁ%l\ﬁeCor d

point%risleétiragf@%%gaérar%%ﬁrqgqﬁgegoréﬁiﬂ&%%%&%%@]?Osafé%f}%g

file. In this case, when a specific record file is selected as a current file at
the timewfe 23a ofthe G oargkhonbased-ora command ffromae CURRENT
external device, generating the CURRENT pointer setting table 23a can
sufficB CRaYHsernfoté fhedddta 25meticry 2DSnay store the CGURRENT
pointer setting table 23a with respect tq each record file. In this case, the
RS L pirbohaich dpoutes the CURRERT Soete of & daca

co ntrc%l u ncl)trz
object. In the structural example depicted in FIG. 2,

the CURRENT pointer setting table 23a is provided in
the RAM 23. Incidentally, it is good enough for the
CURRENT pointer setting table 23a to be present in a
storage region where data can be written or rewritten
by the control unit 21. For example, the CURRENT
pointer setting table 23a may be provided in the data
memory 22.

The CURRENT pointer setting table 23a is generated
and updated by the control unit 21. For example, the
control unit 21 generates the CURRENT pointer setting
table 23a in regard to a record file selected as a
current file. 1In this case, when a specific record
file is selected as a current file at the time of-
activation of the IC card 1 or based on a command from
an external device, generating the CURRENT pointer
setting table 23a can suffice. Furthermore, the data
memory 22 may store the CURRENT pointer setting table
23a with respect to each record file. 1In this case,

the control unit 21 appropriately updates the CURRENT
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- 16 - pointer setting table 23a in accordance with each of various kinds of
processing contents. FIG. 6 shows a structural example of the
CURRENT pointer setting table 23a for the first EN (EFID: 0001) 5as a
record file. e structural example depicted in FIG. 6, the CURRENT
pointer setting table 23a stores management information of all data
objects in the first EN 34 depicted in FIG. 4. That is, the CURRENT
pointer 10setting table 23a depicted in FIG. 6 stores information such as

file identification defermation ERID)2idgntifier{fag) mformatipn; pddess o
(Address) information, data length (Length) information, and a current flag

(a curventipoistek Haty asfmanagementigformatientof each data object in
the first EN 34 shown in FIG. 4. An EFID stored in the CURRENT

pointer settingable® 288 R mfGrnatibh Hatie bised 18 hdéntiRf a FECord HKENT

storin ject, The ex S n in.20EIlG, 6.is th .
mana%fsﬁgg?gpo%ﬁgtlsq%ge[hg%%%;%%% dge}p)n%ctg ?n6llel(]3% Ltlta There o?eI,Dlh 0001)
the exasnple depicted i FG. 6, an EFID of each data object is "0001".
Identification information and data length information stored in the

CURRENT pbintehsettingualile2sR3amemhadentfiertzad a dataléngth, the
of each data object. In the example shown in FIG. 6, as the identifier

information ahd the'dats ergth infOFm&oh S 17°2of &t FatR Db e
Identifierand,a data length hemsglves pfleach.data qhiect sigred in thes

first ER 34 depicted in FIG. 4 are stored.
depicted in FIG. 4. That is, the CURRENT pointer
setting table 23a depicted in FIG. 6 stores information
such as file identification information (EFID),
identifier (Tag) information, address (Address)
information, data length (Length) information, and a
current flag (a current pointer Flag) as management
information of each data object in the first EF 34
shown in FIG. 4.

An EFID stored in the CURRENT pointer setting
table 23a is information that is used to identify a
record file storing each object. The example shown in
FIG. 6 is a table that manages data objects in the
first EF 34 depicted in FIG. 4. Therefore, in the
example depicted in FIG. 6, an EFID of each data object
is “0001”. TIdentification information and data length
information stored in the CURRENT pointer setting table
23a are an identifier and a data length of each data
object. In the example shown in FIG. 6, as the

identifier information and the data length information
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Address information stored in the CURRENT pointer setting table .23a is
information indicative of a top address of each data objected in the data
memory 22. The address information of each data object is discriminated
sequentially from an identifier and a data length of each data object in the
first EF 34 10depicted in FIG. 4. Furthgrm%e, the current flag stored in the
CURRENT pointer setting table 23s indicates whether a corresponding
data object is in a current state. For example, the current flag of the data

objectthat is-in thewurient state isssetiaed’s 16and the gurentflag ofthgrn
data object that is not in the current state is set to "0". FIG. 7 is a view
showingeansedorikstodcterat example obthec CURRENpaintertsetting-st EF

table 23a. FIG. 7 shows a structural example of the CURRENT 20pointer
setting tabiBRSa R the'irst ER 34 a&pictePiieEle. 4 and the second ER

35 shown in £16. 5. . Tbe GHRRENT. poipler seting fable 238 0N, .

second structural examp holds information indicative o?a current state In

accordaree witheashdogisal 2% chamelmlnthestrustural-example r a top
depicted in FIG. 7, the CURRENT pointer setting table 23a stores

managéniens infoimationola tdatalubjedts ¢h the firkeERB42 shewnig 22 .
FIG. 4 and the second EP' 35 depicted in FIG. 5. Here, it is assumed that

the firSTERSH is°SelectBd A58 Currént tite & Togieai ThaRAGI 0" &id the

ey R e AR najsan ol

34 thadds: in theneprrent Stage dmtheslogicab ¢bamnel 10t ard @ tiata objecsin

the second ER 35 that is in the current state in the logical channel "1".
depicted in FIG. 4. Furthermore, the current flag
stored in the CURRENT pointer setting table 23a
indicates whether a corresponding data object is in a
current state. For example, the current flag of the
data object that is in the current state is set to “17,
and the current flag of the data object that is not in
the current state is set to “0”.

FIG. 7 is a view showing a second structural
example of the CURRENT pointer setting table 23a.

FIG. 7 shows a structural example of the CURRENT
pointer setting table 23a for the first EF 34 depicted
in FIG. 4 and the second EF 35 shown in FIG. 5.

The CURRENT pointer setting table 23a in the
second structural example holds information indicative
of a current state in accordance with each logical
channel. 1In the structural example depicted in FIG. 7,

the CURRENT pointer setting table 23a stores management

information of all data objects in the first EF 34
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10The logical channel generally means a logical channel in which the
control unit 21 can execute various kinds of processing in the IC -card 1.
Each logical channel in the IC card is defined based on, e.g.,
[.90/1EC7816-4. That is, in the IC card 1, the 15control unit 21 can carry
out various kinds of processing in parallel irg3 accordance with each logical
channel. In this case, the IC card 1 holds each processing content (e.qg.,
current information) in each logical channel. 20For example, there is an IC

card thab supperts-four logical chanpels{EhnQ, €h. 3:Ched andgh, 3). In
this case, if a default logical channel is "Ch. 0", the logical channel "Ch. 0"
can bBldonstantlytigtideized,tanidsprocessiag thidtaopentthe fogieal chiandeélsi s
(Ch. 1, 25Ch. 3, and Ch. 3) (make these channel available) in response to

aconﬁ‘ﬁéﬁ&%%écﬁﬁn&acfbﬁiﬁﬁlnéha%é?(ei.&.,% m&asegednaiernel "0” and
commay) Joustie gaimied opL 49 g CURRENTpginter setting
i

table 23a depicted in FIG. 7 manages data objects in each record file in
accordageewith-gachegicahchannghas management infermation of.each

data object in the first EF 34 depicted in FIG. 4 and the second EN shown

in FIGS: THeoCURREN T poirtersetting! tdlsie 983 showhrin Fi6. 7isteresEF 34
information, e.g., logical channel information, FFID information, identifier

(Tag) iffdrmation “addtess” {AHarEssY iftbmatbnt B5ta RAGFPdAFa el ~0”
Length), 30information,, acurrent, flag {a curentpeintes Flag), and gthers.. .

as management information of each data object. The logical channel
informationestoredtiittbe in the logical channel “1”.

The logical channel generally means a logical
channel in which the control unit 21 can execute
various kinds of processing in the IC card 1. Each
logical channel in the IC card is defined based on,
e.g., ISO/IEC7816-4. That is, in the IC card 1, the
control unit 21 can carry out various kinds of
processing in parallel in accordance with each logical
channel. In this case, the IC card 1 holds each
processing content (e.g., current information) in each
logical channel.

For example, there is an IC card that supports
four logical channels (Ch. 0, Ch. 1, Ch. 2, and Ch. 3).
In this case, if a default logical channel is “Ch. 07,
the logical channel “Ch. 0” can be constantly utilized,
and processing that open the logical channels (Ch. 1,
Ch. 3, and Ch. 3) (make these channel available) in
response to a command specifying a logical channel

(e.g., a manage channel command) must be carried out.
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CURRENT pointer setting table 23a is information 15indicative of a logical
channel in which a record file storing each data object is selected. The
example depicted in FIG. 7 is a state where the first EF 34 shown in FIG.
4 is selected in the logical channel "0" and the second EN depicted in FIG.
5 is selected in the 20logical channel "1". Therefore, as shown in FIG. 7,
logical information associated with each data object having the EFID
"0001" is "0" and logical channel information associated with each data

object havingithe E#R Q002 s, 25Eachddentifier and each dlataylength oy in
stored in the CURRENT pointer setting table 23a are an identifier and a

data [ength themssehvessofdeach déaia ®bject.iin the 20 exanipleishowm

in FIG. 6, an identifier and a data length of each data object stored in the

first EECSR Hepitsd IhEG 2358 stded a3 thé iuenfifier afd iRgqament

length of sagh, data object, Fagh address stored Sin the CURRENT, . -,
[ %atlve BF each

pointer setting fable 23a is information indi of a. top a dréss

data eRjgetindhe datarmemary 224 Theaddeessinfarmation.of eaghdata 5.

object is specified sequentially from the identifier and the data length of

each data 6BjREERThe JitsttER 1684 shown iR FIG. 4 aadtshesecomd FPG. 7

35 depicted in FTC. 5. , , , ,
stores information, e.g., logical channel information,
EFID information, identifier (Tag) information, address
- (Address) information, data length (Data Length)
information, a current flag (a current pointer Flag),
and others as management information of each data
object.

The logical channel information stored in the
CURRENT pointer setting table 23a is information
indicative of a logical channel in which a record file
storing each data object is selected. The example
depicted in FIG. 7 is a state where the first EF 34
shown in FIG. 4 is selected in the logical channel “0”
and the second EF depicted in FIG. 5 is selected in the
logical channel “1”. Therefore, as shown in FIG. 7,
logical information associated with each data object
having the EFID “0001” is “0” and logical channel
information associated with each data object having the
EFID “0002” 4is ™“1”7.
Each identifier and each data length stored in the

CURRENT pointer setting table 23a are an identifier and

a data length themselves of each data object. In the



10

15

20

25

Further, the current flag stored in the CURRENT pointer setting table 23a
is indicative of whether a corresponding data object is in the current state
in 15each logical channel. In the example shown in FIG. 7, "1" is set to the
current flag of each of an object that is in the current state in the logical
charm& "0" and a data object that is in the,gurrent state in the logical
channel "1". 20Current pointer setting table creation processing will now
be described FIG. 8 is a flowchart for explaining an example of
creatiopampcessing for the GURRENT peinted settingitables23a. 25&irsk
the IC card 1 is activated based on supply of the power from a host
devicécagtthe ICaed prodessittgidevices2 ¢a stepldl )t lrethis state, Bhe 34
C -21-card 1 can recejve 2 command from the IC card ﬁ)rocessing

I !
devicE TR EP 52 Whh a'céhmantis récélved fism'heTc darg - and the
procegsing device-2, e control unit 21 gf the |C cargl.1 judges whether. o g

the received command is a command that specifies identification
informationhEFIDRREETegord file and @nddentifiesi{Tag)lofa dataielfectnation
(astep53).  When the command that specifies the record file and the

data 6Bj€ctqs rédEived (the'stép 5IAYESY, thé 18e6htrélalnit 2PjiRigesin the

whether the CURRENT _pointer setting table 23a_is present in the RAM 2
). Eol Shamp: 1 il pedoHeiderend AV CURREN-Efotftar:2

(a step e; it can be cons| pointer

setting {ghle23aJs 510t created insthe RAM: 23 immediately after activatione -

of the IC card 1.
and the data length of each data object in the first EF
34 shown in FIG. 4 and the second EF 35 depicted in
FIG. 5.

Further, the current flag stored in the CURRENT
pointer setting table 23a is indicative of whether a
corresponding data cbject is in the current state in
each logical channel. 1In the example shown in FIG. 7,
“1” is set to the current flag of each of an object
that is in the current state in the logical channel “0”
and a data object that is in the current state in the
logical channel “17.

Current pointer setting table creation processing
will now be described.

FIG. 8 is a flowchart for explaining an example of
creation processing for the CURRENT pointer setting
table 23a.

First, the IC card 1 is activated based on supply

of the power from a host device, e.g., the IC card

processing device 2 (a step S1). In this state, the IC
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15Furthermore, when the CURRENT pointer setting table 23a is present,
the control unit 21 omits the CURRENT pointer setting table Creation
processing. If it is determined that the CURRENT pointer setting table 23a
is not present (the step 54, NO), the 20control unit 21 creates the
CURRENT pointer setting table 23a for the yecard file specified by the
received command (a step 55). In this case, management information of
each data object in the record file is extracted by sorting data in the record
file specified 250y thegeseived cosynand.dl at is, the sontroldnit21
reads an identifier and a data length of each data ,object sequentially from
the taprofthe secarddite’i <222 Asia sdstit, (e contibl enit2 1csequentallys
discriminates a top address, an identifier, and a data len <gth of each data

{

object 2 THeddertiier @i the datd enghiP GFéac dataobjéct is+  che
informagian,ifself read from the record file. The top @Qggegg of.each dLatahe

object is discriminated based on, e.g., a data length of each data object
with the tep addresswaf dheirecord filteoheing dletermineghas agetarence.

‘That is, a top address of a first data 10object in the record file is the top

addres89t thd Fecord file. Topcaduréssus dffdebbhd ahdsubsequentidata and
objects are discrimipated based on data lengths of respective previg
CRotens : P

data GBject &mplée; i top dadrggst f A2 <ecbnd dr 3068eqi
data object has.an %ﬁ%d‘!{%ﬁlé(ﬁ@e&@%m@ﬂ@éﬁ%@ apizef g file

and the data object is received (the step $3, YES), the
control unit 21 judges whether the CURRENT pointer
setting table 23a is present in the RAM 23 (a step S4).
For example, 1t can be considered that the CURRENT
pointer setting table 23a is not created in the RAM 23
immediately after activation of the IC card 1.
Furthermore, when the CURRENT pointer setting table 23a
is present, the control unit 21 omits the CURRENT
pointer setting table creation processing.

If it is determined that the CURRENT pointer
setting table 23a is not present (the step S4, NO), the
control unit 21 creates the CURRENT pointer setting
table 23a for the record file specified by the received
command f{a step S5). In this case, management
information of each data object in the record file is
extracted by sorting data in the record file specified
by the received command. That is, the contrcl unit 21
reads an identifier and a data length of each data

-object sequentially from the top of the record file.



10

15

20

25

identifier and a size of a data length of an immediately preceding object
and a size of a data value indicated by the data length to a top address of
the immediately orecedfng data object. 20When the management
information of each data object in the record file specified by the received
command is extracted, the control unit 21 stores the extracted
management information of each data object in association with an EFID
of the record file, thereby 25creating the CURRENT pointer setting table

23a. nsthis ease; the conolamit-2bsetgthe currentdlagintnanagement
information of a data object specified by - 23 - the received command in

the CURRENT ipuiiter settingriabléR23aste bercreateeh iAsd resultasuchradata
CURRENT pointer setting table 23a as depicted in FIG. 6 is created in the

RAM Y3 8ft's ff bé otedthat \ﬁl_)?é’r?g%cuting processing in the plurality
of logical chapnels, {he coptrol.unjf 31 t?ﬁ%atﬁ(%?ﬁcﬁ %nCLéﬁR%VEQ%]W%Tata

setting table 23 associated with the plurality of logical channels as shown

in FIGLA sioee the above-expladieditablelis Losreated dnaecordaneewithri e,
each record file selected in each logical channel. When the CURRENT
pointéisetting tablsl 284 Jorcthegeedrdiilé spesified by tise Fecavedninated

command is created, or when the CURRENT pointer setting table is ‘
alreazg})?ﬁfze%e%ﬂ thé& controfurit 2t exEQREE prdcesding rdghastéd by the” 1l

receivegbcommand{astep 36)-ben e, processingfequested by the neq as

received command is executed, the control unit 21 updates the

CURRENd fpointec settingttablei23a in aceordaingeanith of a first data
object in the record file is the top address of the
record file. Top addresses of second and subsequent
data objects are discriminated based on data lengths of
respective previous data objects. For example, the top
address of the second or subsequent data object has an
address value obtained by adding a size of an
identifier and a size of a data length of an
immediately preceding object and a size of a data value
indicated by the data length to a top address of the
immediately preceding data object.

When the management information of each data
object in the record file specified by the received
command 1s extracted, the control unit 21 stores the
extracted management information of each data object in
assoclation with an EFID of the record file, thereby
creating the CURRENT pointer setting table 23a. 1In
this case, the control unit 21 sets the current flag in

management information of a data object specified by
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20contents of the executed processing (a step Si). For example, when a
data object that is in the current state is changed, the control unit 21
updates a state of the current flag in the CURRENT pointer setting table
23a. 25Processing for a command that specifies a data object that is the
current state will now be expiained. FIG. 9,is a flowchart for explaining
processing for a command (a read command or a write command
specifying CURRENT) that specifies a data object that is in the current

state.c he Fitstdt iscassuprechthat the IGcardykhas ieceivadia read « + ing

command or a write command specifying CURRENT from a host device,
e.g., theldCecdtd processing devite 2 (a step &llx &8k thescarnmandiRAENT
specifies a data object as CURRENT is received, the control unit 21 in the

IC caRfPEieads fe CURRENP 1Dpoittersetiifg bl d3d AsEddiated with
a corr$§%8@gi%g .rgc%ﬁgefilﬁﬁﬁhaztgs_, the control unit 21 discriminates a
c

logical channel of the received command. When the logical channel of the
received command is disseminated thesentrel-unit 2kspecifieglpa-datassing
object that is in the current state in the logical channel of the received
commighdtfremithe ICURRENTE pointer Setting rablee23a (4 5epStrol unit
For example, when the CURRENT pointer setting table 23a is in such a

state 43 shOWATIG. Ttk 20édtitrot Unit 21 thatFadfeceiRy thaPle 23

commancwith {he oglcal chanel 10 confirms.cynent ag of saeh A, .

object with the logical channel "0" from the CURRENT pointer setting

table 2Bawbhatris, fthe contrel urit 21 retriewes a-datagbleeidmvingthe is
created in accordance with each record file selected in
each logical channel.

When the CURRENT pointer setting table 23a for the
record file specified by the received command is
created, or when the CURRENT pointer setting table 23a
is already present, the control unit 21 executes
processing requested by the received command (a step
S6). When the processing requested by the received
command 1is executed, the control unit 21 updates the
CURRENT pointer setting table 23a in accordance with
contents of the executed processing (a step $7). For
example, when a data object that is in the current
state 1s changed, the control unit 21 updates a state
of the current flag in the CURRENT pointer setting
table 23a.

Processing for a command that specifies a data
object that is the current state will now be explained.

FIG. 9 is a flowchart for explaining processing
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25logical channel "0" and the current flag "1" from the CURRENT pointer
setting, table 23a. In the example shownFIG. 7, the data object having the
logical - 25 - channel "0" and the current flag "1" is a data object having
an FFID "0001" and a tag "DFO01". Therefore, the control unit 21
determines that the data object having the tag "DF01" in a record file
having the EFID "0001" 5is in the current state.  This data object
having the EFID "0001" and the tag "DF01" determined to be in the
currefb state iodetermiinés todmveaotopaadiress 0691 basednnthe
CURRENT pointer setting table 23a as shown in FIG. 7. 10In this manner,
the cSRRGIUNIL2P c%%%ﬂi@di%ﬁﬁinéf@%%ﬁ%d@ré&t@f tReHatE that
object that is in the current stat making reference to the CURRENT
poJintérssét%néq%aeblg%ﬁelmhiggrﬁt;é/nen'er. As a result, the control unit 21 can

directly access;the data object 15thatis inrhe cupentistates rq Whensthe
received command specifies the data object in the current state as an

accesstzget therconrteal unitt2dajudges whethertthe receivedicematandyvisng
a read command or a write command (a step 013). 20When the received

command i$'a mﬁﬁ@%oﬁwnﬁ%(tﬁ@gfe%eqlﬁ tHe wri@@p!%?néﬁfi Ythe
contrpl unit 21 execuies pracessing %ft‘%%t'(;}g%%t? Spﬁﬁ@'ﬁdﬂethgomand

received command in a data region of th a object in the current state
(update processing) (steps Sd4tte 25516} Here, thercontmol Bt 2dceived,

specifies a top
the control unit 21 in the IC card 1 reads the CURRENT
pointer setting table 23a associated with a
corresponding record file. That is, the control unit
21 discriminates a logical channel of the received
command. When the logical channel of the received
command 1s discriminated, the control unit 21 specifies
a data object that is in the current state in the
logical channel of the received command from the
CURRENT pointer setting table 23a (a step S12).

For example, when the CURRENT pointer setting
table 23a is in such a state as shown FIG. 7, the
control unit 21 that has received the command with the
logical channel “0” confirms a current flag of each
data object with the logical channel “0” from the
CURRENT pointer setting table 23a. That is, the
control unit 21 retrieves a data object having the
logical channel “0” and the current flag “1” from the
CURRENT pointer setting table 23a. 1In the example

shown in FIG. 7, the data object having the logical
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address of the data object in the current state by using the CURRENT
pointer setting table 23a. - 26 - That is, the control unit 21 initializes a re
ion (a data region) of a data value (Value) stored to follow an identifier
(Tag) and a data length (Length) from the top address of the data object
that is in the current state (the step S14). \é\@en__the data region of the data
object in the current state is initialized, the control unit 21 writes data
specified by the received command in the initialized data region (the step

515).Abendhe data indhe data region-athel0date ebject thatis-in the s et
current state is updated, the control unit 21 generates response data

including inforraatidgitindicaioe bf aaresultofthe WritE(pr§cessing: rkheore, the
control unit 21 transmits the regenerated response data to the IC card

proceSSMg PEdetice™ as adt?éﬁﬁﬁ%gﬁﬁ soufde 6%5@_%%@\@6:3 ect having
command gﬁg step-»16). Yhen g‘eecrc?%%'v%%,ft% @%%%Eu%%%aldg FID “N0001”

command step 513, the read comman e con executes
processingnofdrading Hata of thesdata object 20that is in the current state
(steps 517 and S18). Here, the control unit 21 specifies a top address of

the dalL.a objéct$n theceurpéntsstatelyvusing tHeeCORRENT @blriternd the

setting table 23a. . , ,
ag "DFOLl” determined to be in the current state is

determined to have a top address “0059” based on the
CURRENT pointer setting table 23a as shown in FIG. 7.
In this manner, the control unit 21 can readily
discriminate the top address of the data object that is
in the current state by making reference to the CURRENT
pointer setting table 23a in this manner. As a result,
the control unit 21 can directly access the data object
that is in the current state.

When the received command specifies the data
object in the current state as an access target, the
control unit 21 judges whether the received command is
a read command or a write command (a step S13).

When the received command is a write command (the
step S13, the write command), the control unit 21
executes processing of writing data specified by the
receilved command in a data region of the data object in
the current state (update processing) (steps S14 to

‘516). Here, the control unit 21 specifies a top
address of the data object in the current state by

using the CURRENT pointer setting table 23a.
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That is, the control unit 21 reads a data value 25 (Value) stored to follow

an identifier (Tag) and a data length (Length) from the top address of the

data object in the current state (the step S17). When the data of 27 - the

data object that is in the current state is read out, the control unit 21

generates a response data including the read data, and transmits the
generated response data to the IC card processing device 2 as a
5transmission source of the received command (the step S18). The
processing fenthe read conamand of the write-command:specifying 2 region
CURRENT is executed :based on the above-explained procedure. For
exampie, HGa 10 ésyadQview showmyganvexampléeof aresub obred to

processing based on the write command specifying CURRENT. FIG. 10
shows AhBXanidle WiHhe Bidata obféd in tHefcuirétt 'state 3 e irsbERITH)

34 depicted In.EIG. 4 is_rewritten b ing reference.to the, CURRENT.
pointef)r!iée‘?'[ntir:{;h %&eoé%fﬁ%@l ééggteﬂﬁg% %ata %?ﬁechg%a% shown' the
in FIG;lfr data i shaded eegior i thedrawinghisiewriden in thedirgt on of
EF 34 depicted in FIG. 4. "30" as a data length of a data object is stored in

a regiohemascdiately)lsefore thec2@data regioh havimgerewsittenidata 11 zed,
depicted in FIG. 10, and "DFQ1" as an identifier of the data object is stored

in a région ﬁﬁ%%ﬁ?gte%qo?elthﬁrﬁeﬁ?o%. ThatisS iR &tdmpiedepidted

in FIG. J0_shaws that each data yglue (Yalue) %w%edda&sl@g%% HRYNY (tne

the 25identifier "DFO01" is rewritten. This data objec
step 515). When the data in the data region of the

data object that is in the current state is updated,
the control unit 21 generates response data including
information indicative of a result of the write
processing. The control unit 21 transmits the
regenerated response data to the IC card processing
device 2 as a transmission source of this received
command (the step S16).

When the received command is a read command (the
step S13, the read command), the control unit 21
executes processing of reading data of the data object
that is in the current state (steps S17 and S18).
Here, the control unit 21 specifies a top address of
the data object in the current state by using the
CURRENT pointer setting table 23a.

That is, the control unit 21 reads a data value
(Value) stored to follow an identifier (Tag) and a data
length (Length) from the top address of the data object

in the current state (the step S17). When the data of
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having the identifier "DEM" is the data object in the current state shown in
the CURRENT pointer setting - 28 - table 23a depicted in FIG. 7. That is,
when the CURRENT pointer setting table 23a is in such a state as
depicted in FIG. 7, the IC card 1 that has received the write command
specifying CURRENT rewrites the data 5object in the first ER 34 in FIG. 4
as shown in FIG. 10. It is to be noted that the data object in the current
state does not have to be changed in the processing for the read

command erthe wite-cammand. 1Qspegifying CURRENT. Jiherefore; ineaq
the above-explained example, the CURRENT pointer setting table 23a is
not updsted tHewevet, wherninformation stered tie thes CURRENT goiliten
setting table 23a varies due to the executed processing, the control unit

21 uptafe-Hhe B CORRENT poitér settirty tabie 28a Fordansasrated
when adaia|eaoth.af.a daraplectdn e quient stateiRghangaddus to,,
i I 0 I’En 55 %jec?fo I

e.g., rewrite processing, a top address of each data o owing the

data abjeetdhatisinthe surrest stateds alse-ehanged. dysHcha Casee 20tep
the control unit 21 discriminates the changed top address of each data
objecttbUpdate the CURRENT pointer setting table 23a. In the

processing for the read command. or the _
The processing for the read command or the write

command specifying CURRENT is executed based on the
above-explained procedure. For example, FIG. 10 is a
view showing an example of a result of processing based
on the write command specifying CURRENT. FIG. 10 shows
an example where a data obiject in the current state in
the first EF 34 depicted in FIG. 4 is rewritten by
making reference to the CURRENT pointer setting table
23a depicted in FIG. 7.

In the example shown in FIG. 10, data in a shaded
region in the drawing is rewritten in the first EF 34
depicted in FIG. 4. “30” as a data length of a data
object is stored in a region immediately before the
data region having rewritten data depicted in FIG. 10,
and “DFO01” as an identifier of the data object is
stored in a region immediately before this region.

That is, the example depicted in FIG. 10 shows that
each data value (Value) of the data object having the
identifier “"DFO1” is rewritten. This data object
having the identifier “DFO1” is the data object in the

current state shown in the CURRENT pointer setting
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rite command specifying CURRENT, repeatedly reading or 25writing data
with respect to a data object in the current state shown in the CURRENT
pointer setting - 29 - CURRENT is continuously issued, the IC card can
immediately specify a data object in the current state by using the
CURRENT pointer setting table and efficiently access the data object in
the current 3state. Processing for a command that specifies a data
object following a data object in the current state (a command specifying

NEXT) aull hows he gleseribed; TTC.fidgs ayflowehayifor xplaining +he
processing 10for a read command or-a write command specifying NEXT.

First, fUgBBSUimedithaethed€tdard d hadrecek/ed aleadrcomumand osaate as
write command specifying NEXT from a host device, e.g., the IC card

proceSSingd&iice 2 (35 §20)t.}\‘/9h§r§ti@6§mr‘lnqﬁa%Ee@ﬁ}ﬁnﬁﬁ@?\liéé?ﬁ the
s recglved, the,gonitol unl 21,18 112 AC card d discriminates 2 legical, ..
0 . en the of the

channel of the recelved comman ogical channe
receivgshecarmmand:is dliseriminated; the gontrot anit 21 spesifiesa data

object in the current state in the logical
FIG. 10.

It is to be noted that the data object in the
current state does not have to be changed in the
processing for the read command or the write command
specifying CURRENT. Therefore, in the above-explained
example, the CURRENT pointer setting table 23a is not
updated. However, when information stored in the
CURRENT pointer setting table 23a varies due to the
executed processing, the control unit 21 updates the
CURRENT pointer setting table 23a. For example, when a
data length of a data object in the current state is
changed due to, e.g., rewrite processing, a top address
of each data object following the data object that is
in the current state i1s also changed. In such a case,
the control unit 21 discriminates the changed top
address of each data object to update the CURRENT
pointer setting table 23a.

In the processing for the read command or the
‘write command specifying CURRENT, repeatedly reading or
writing data with respect to a data object in the

current state shown in the CURRENT pointer setting

table is easy. For example, when a command specifying



10

15

20

25

20channel of the received command from the CURRENT pointer setting
table 23a (a step 321). As explained above, the data object in the
current state is discriminated based on whether a current flag is set to "1".
When the data object in the current 25state is specified, the control unit 21
further specifies a data object following thg gata_object in the current state
(a data object specified as NEXT) ;a - 30 -'step 322).  For example,
when the CURRENT pointer setting table 23a is in such a state as shown

in FIGuAthe-contolunit 21 that hias received the.gommand gspecifying
NEXT with the logical channel "0" retrieves a data object having a logical
channein@tand alguregre dag vl'afrdmtthed®JRRENInpainter settingntabte- at e
23a. In the example depicted in FIG. 7, the data object having the logical

chanfel "B® aRd tié BufrEREEBHagP PR Battdbiedtdn B égrrentcstate)

is a data.object having an EFID,"0001" and a tag "DFO01". In this case, the
data (%agétcl fo gv%?n% t%%%%%as O%j%%t é}at & c%?r]e%F State' istél]1 ?jat%luc‘):t‘)rj%8%C
havingithe £FID "0001" and a tag "OE02". Therefore, the control unit 1521
determines that the data object having the EFID

Processing for a command that specifies a data

object following a data object in the current state (a
command specifying NEXT) will now be described.

FIG. 11 is a flowchart for explaining processing
for a read command or a write command specifying NEXT.

First, it is assumed that the IC card 1 has
received a read command or a write command specifying
NEXT from a host device, e.g., the IC card processing
device 2 (a step 520). When the command specifying
NEXT is received, the control unit 21 in the IC card 1
discriminates a logical channel of the received
command. When the logical channel of the received
command is discriminated, the control unit 21 specifies
a data object in the current state in the logical
channel of the received command from the CURRENT
pointer setting table 23a (a step S21).

As explained above, the data object in the current
state is discriminated based on whether a current flag
is set to “1”. When the data object in the current
state 1s specified, the control unit 21 further
specifies a data object following the data object in

the current state (a data object specified as NEXT) (a



"0001" and the tag "DF01" as the data object specified as NEXT. The
data object having the EFID "0901" and the tag "DF01" determined as the
data object specified as NEXT 20is determined to have a top address
"008C" by using the CURRENT pointer setting table 23a depicted in FIG.
7. The control unit 21 can readily judge th% fop address of the data object
specified as NEXT (the data object following the data object in the current
state) by 25 making reference to the CURRENT pointer setting table 23a
in thissmagnep.-As a result, the control unit 21 can directly access the data
object specified as NEXT. When the data object specified as NEXT

~ that is an actess targetrs spevified byltke terahmUIc@omandy theseantro
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unit. 21 judges whether the received command is a read command or a

write EBMhranid @ St8p 523§ s\When the Fscehedsdtimant i€ aGvritd. the

commapd (e siep 325, fh yute command), the control unit 21 executes
processing of writing data specifie aby the Feceived command in' & data

region ok therdataphiest speeified asNEXT (dpdate racessing ASteps -1 e ves
524 to 10526). Here, the control unit 21 specifies a top address of the data
object spedified s NEXT1by Usingethe QURRENTh pointer settingtade 23a.

That is, the contro| unit 21 initializes a region (a data region) of a data

value (Waltid) stdred 9o 15folibhPan Hé%t%@ﬁ(‘%%‘ﬁ? aR8adata 18rgthing table

(Lengghy.from {he {op.addiss of the dataahjedtsoeeified s NEXT fIhe,

step 524). When the data region of the data object spécified as NE TS

initialized {the step 525),4he coatrobunit 2hwrites data-speciiedrly therrent
flag “1” (the data object in the current state) is a
data object having an EFID “0001” and a tag “DF01”. 1In
this case, the data object following the data object in
the current state is a data object having the EFID
“0001” and a tag “DFO02”. Therefore, the control unit
21 determines that the data object having the EFID
“0001” and the tag “DF01l” as the data object specified
as NEXT.

The data object having the EFID “0001” and the tag

“DFO1” determined as the data object specified as NEXT
is determined to have a top address “008C” by using the
CURRENT pointer setting table 23a depicted in FIG. 7.
The control unit 21 can readily judge the top address
of the data object specified as NEXT (the data object
following the data object in the current state) by
making reference to the CURRENT pointer setting table
23a in this manner. As a'resuit, the control unit 21

can directly access the data object specified as NEXT.
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20received command in the initialized data region (the step S25). When
the data in the data region of the data object specified as NEXT is
updated, the control unit 21 generates response data including information
indicative of a result of the write processing. The 25 control unit 21
transmits the generated response data tothe IC card processing device 2
as a transmission source of the received colmand (the step 526). - 32 -
When the received command is a read command (the step 223, the read

command), the control unit 21 executes processing of reading data of the
data object g’%é%ﬁie%hfs l%ﬁ%’é% %%fgﬁ(fé%)?@le_‘?’é, t‘ﬂg%%oE%F S an
unit 21 specifies 2 @taqg,rebsg&_éyﬁgatabgb@ﬂespf&@s@@éd\'%&@nd, the
using the CURRENT pointer setting table 23a.  That is, the control unit

21 readsa dala valiie (Yalug) stared o éallowran identiier(Fag) abd@nand is
data 10length (Length) from the top address of the data objected specified

~ as NEXT fthe stepB27y Wher the' d&ta cteRedath disieéttspecified)as

NEXT is rea% th c,gqtrol téréiég%g ne(r)ate% response daltfalirnézluc(j(i)n tahed (the
read data andrfiransml?s the genera eddata 16 the I 15¢ard processiy

device 245 & transmissiqn sewrce afithe rgceivad.command (the-step, |

328). In the processing for the read corrumand or the write command

specifyingNEXT, mamurens Stade of therdatarabject maustdecchangedoThehe

data object specified ‘ ,
received command in a data region of the data object
specified as NEXT (update processing) (steps S24 to
S26). Here, the control unit 21 specifies a top
address of the data object specified as NEXT by using
the CURRENT pointer setting tale 23a.

That 1s, the control unit 21 initializes a region

{a data region) of a data value (Value) stored o
follow an identifier (Tag) and a data length (Length)
from the top address of the data object specified as
NEXT (the step S24). When the data region of the data
object specified as NEXT is initialized (the step S25),
the control unit 21 writes data specified by the
received command in the initialized data region (the
step S25). When the data in the data region of the
data object specified as NEXT is updated, the control
unit 21 generates response data including information
indicative of a result of the write processing. The
control unit 21 transmits the generated response data

to the IC card processing device 2 as a transmission

source of the received command (the step S$S26).
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20 as NEXT is changed to the current state. Therefore, the control unit 21
updates the current flag in the CURRENT pointer setting table 23a (a step
329). In this update processing, the current flag of the data object
specified as NEXT is rewritten to "1", and the 25current flag of the data
object in the current state is rewritten to "0, Jror “example, FIG. 12 shows
a state of the CURRENT - 33 - pointer set%mg table 23a after processing
a command specifying NEXT. FIG- 12 depicts a state after processing a

command spacifyingNEXT that is decelyed.when the CURRENT pointar (.o

setting table 23a is in the 5state shown in FIG. 7. That is, when a

comnarnebsseciying NEX34s execntad,cy cutrart staterof &l dataiabject is
changed to the next data object. This means that a data object whose

curreReffg isset B P esegireatialy SHRsisucha EURRENRT pinter object

soing e 2.5 Seniet o £, o0 L2 eteg e g somman,

procedyre; RIQCRSSING for t@%ée@idf@cggm@ng%@ theswrte.commante qata

specifying NEXT is executed. For example, FIG. 13 is a view

15showing<an exampléeici@ resulfof Processinghased ®NCURRENT pointer
setting table 23a.

That 1s, the control unit 21 reads a data value
(Value) stored to follow an identifier (Tag) and a data
length (Length) from the top address of the data
objected specified as NEXT (the step 827)._ When the
data of the data object specified as NEXT is read, the
control unit 21 generates response data including the
read data and transmits the generated data to the IC
card processing device 2 as a transmission source of
the received command (the step S28).

In the processing for the read command or the
write command specifying NEXT, a current state of the
data object must be changed. The data object specified
as NEXT is changed to the current state. Therefore,
the control unit 21 updates the current flag in the
CURRENT pointer setting table 23a (a step $29). 1In
this update processing, the current flag of the data
object specified as NEXT is rewritten to “1”, and the
current flag of the data object in the current state is

rewritten to “07.

For example, FIG. 12 shows a state of the CURRENT
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the write command specifying NEXT. That is, FIG. 13 shows a result of
processing of the write command specifying NEXT that is received when
the CURRENT pointer setting table 23a is in the state shown in 20FIG. 7.
In the example shown in FIG. 13, data in a shaded region in the drawing is
rewritten in the first FE 34 depicted in FIGs4."11" as a data length of the
data object is stored in a region immediately before the data region having
the rewritten data shown in FIG. 13, and "DF02" as an identifier of the

data ghjeetis:stereddn agegiomimmediately: befors-this region; 234 ommand
That is, in the example depicted in FIG. 13, each data value (Value) of the
data étsjectifaving thEentifiegrl®F 022 ishemwiritten. Thistdeta obfectr

having the identifier "OF02" is a data object (a data object specified as

NEXT65HRGHe Hate BBRAFINTRE ChirénP Satd o fifthes received
CURRENT R@!@t%@ﬁﬁmﬁag@i%%ae@ RIG. ¢ Thatis,whenthe , o oy

CURRENT pointer setting table 23a is in such a’state as shown in FIG. 7,

the IGearde having receiviericthe write toaymard 1QspecifyingINEXTd
rewrites the data object in the first EF 34 in FIG. 4 as shown in FIG. 13.

It is t°BE hibfet! that elEonitfol e P tikéwise apdates the CURRENTa data

pointer, setting table 23a when information other than the, current flag in
the C%Tlp%iﬁéﬁg&%ﬁg%gblgg arllg}éﬁaﬁ[ o 0 15 Executed -5 means

processing. Forgxamele; when,a data length.ofa datg pbject that is in the,

current state is changed due to, e.g., rewrite processing, a top address of

each dataehjectfollowmgithe slata objechinatheURRENT pointer setting
table 23a as depicted in FIG. 7 or 12 every time the
command specifying NEXT is executed.

Based on the above-explained procedure, processing
for the read command or the write command specifying
NEXT is executed. For example, FIG. 13 is a view
showing an example of a result of processing based on
the write command specifying NEXT. That is, FIG. 13
shows a result of processing of the write command
specifying NEXT that is received when the CURRENT
pointer setting table 23a is in the state shown in
FIG. 7.

In the example shown in FIG. 13, data in a shaded
region in the drawing is rewritten in the first EF 34
depicted in FIG. 4. “11” as a data length of the data
object is stored in a region immediately before the
data region having the rewritten data shown in FIG. 13,

and “DF02” as an ildentifier of the data object is

stored in a region immediately before this region.
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20current state is also changed. In such a case, the control unit 21
discriminates the changed top address of each data object to update the
CURRENT pointer setting table 23a. In the processing for the read
command or the 25write command specifying NeXT, the data object in the
current state shown in the CURRENT pointer setting table can be
determined as a reference to sequentially - 33 - read or write data in the
data objects. For example, when a command specifying NEXT is

continuouslyrgiven ithe ICcard can effigiertlyexecute.processing of13, cach
sequentially accessing the next data object by using 5the CURRENT
pointefesstting tabte Withlthe Jdate objeet ethe colrgatstaterbeéimg the
determined as a reference. Processing for a command that specifies a

data d6j&BtihtmEdiately Béford 3 &5t objdct i a chitéft S@te @Piect
command specifying, BREVIQUS) W‘%PB‘Q"b%%O%eS&é'ESd o2 c]t4 B8 data

flowchart or explaining processing for a read command or a fite

commaiikspecilyingiPREYIQYSIEXT) following the data object in
the current state shown in the CURRENT pointer setting
table 23a in FIG. 7. That is, when the CURRENT pointer
setting table 23a is in such a state as shown in
FIG. 7, the IC card 1 having received the write command
specifying NEXT rewrites the data object in the first
EF 34 in FIG. 4 as shown in FIG. 13.

It is to be noted that the control unit 21
likewise updates the CURRENT pointer setting table 23a
when information other than the current flag in the
CURRENT pointer setting table 23a is changed due to
executed processing.. For example, when a data length
of a data obiject that is in the current state is
chahged due to, e.g., rewrite processing, a top address
of each data object following the data object in the
current state is alsc changed. 1In such a case, the
control unit 21 discriminateé the changed top address
of each data object to update the CURRENT pointer
setting table 23a.

In the processing for the read. command or the
write command specifying NeXT, the data object in the
curreht state shown in the CURRENT pointer setting

table can be determined as a reference to sequentially
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First, it is determined that the IC card 1 has 15received a read command

or a write command specifying PREVIOUS from a host device such as an

IC card processin-_, device 2 (a step S30). When the command.

specifying PREVIOUS is received, the control unit 21 in the IC card 1
discriminates a logical channel of the 20reggived command. When the
logical channel of the received command is discriminated, the control unit

21 specifies a data object in a current state in the logical channel of the
received ¢ommand fremithe:=CURRENT painter settingttable 23a (astepple,
331). 25As explained above, the data object in the current state is
discriffifated] ssesraPwhetier ftsicuerehbldg s 1CimtherCURRENT1ven,

ointer setting table 23a. - 36 - When the data object in th ent st
& spiifoc 1hE RoRraf i 21 LpbEES & dAts GHICR! (¥ GABcHbieBl o

IS spec

specified asRREYIQUS) immediatelyhefore.the data objgct in the. cutrent,
state (a step S32). 5For example, when the CURRENT pointer setfing

table 223a ISURBACIT astate tasrshown ikl G: & the contiol ting 21sthat bas ect
received the command specifying PREVIOUS in a logical channel "0"

retrieV@s Bltfat& objet hadihg Eloefcal ehalfiet 0 idiRFa A0carrAtfagEnce -

1 ﬂomthe§¥g§§g§ghgmgg¥§§Q@g&%§§g that specifies a data

object immediately before a data object in a current
state (a command specifying PREVIQUS) will now be
described.

FIG. 14 is a flowchart for explaining processing
for a read command or a write command specifying
PREVIOUS.

First, it is determined that the IC card 1 has
received a read command or a write command specifying
PREVIOUS from a host device such as an IC card
processing device 2 (a step S$S30). When the command
specifying PREVIOUS is received, the control unit 21 in
the IC card 1 discriminates a logical channel of the
received command. When the logical channel of the
received command is discriminated, the control unit 21
specifies a data object in a current state in the
logical channel of the received command from the
CURRENT pointer setting table 23a (a step S31).

As explained above, the data object in the current
state is discriminated based on whether its current

flag is “1” in the CURRENT polinter setting table 23a.
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23a. In the example depicted in FIG. 7, the data object having the logical
channel "0" and the current flag "1" (the data object in the current state) is
a data object having an EFID "0001" and a tag "DEO1". In 15this case, a
data object immediately before the data object in the current state is a
data object having an EFID "0001" and a tag "09". Therefore, the control
unit 21 determines that the data object having the EFID "0001" and the
tag "09" as a data object specified as 20PREVIOUS. That data Object

with the &F1D, 9003t and the tag 09" determinedsas the data obied hecified,
specified as PREVIOUS is determined to have a top address "0027"

based ba the CURRENT . poidfer settingtabke 28addepictadd25in FIG. data

The control unit 21 can readily discriminate the bob address of the data

objec?égéaﬁe&_agfﬁﬁé%@é (ﬁFeEa/aEQ%%_fec%ﬁ?ﬁﬁ@aﬁaft@@/yp@%éaﬁaa the
the daig gbi&?.; @ctbei%‘"ﬁ%‘éf@ﬁ@r@ﬁg‘.&w&@fe{ %g%% ot

32) .
CURRENT pointer setting table 23a in this manner. a result, t@e control

Unit 21 can ditectly-aceess the;Hata ehjectaperified asRREVIOYS: +ing
5When the data object specified as PREVIOUS that is an access target is
specified by the receivedicematand, theadentros upit Qarjudges Whetheér thee
received command is a read command or a write command (a step 533).

Wherf fHiereeived %Bnﬁﬁaﬁ&?;ta Yitte E6MMatRA(the T0SRES35! the
“"“eEg@@%%&@d@eéﬁﬁw%%9§“§& a logical channel “0” retrieves

a data object having a logical channel “0” and a
current flag “1” from the CURRENT pointer setting table
23a. 1In the example depicted in FIG. 7, the data
_object having the logical channel “0” and the current
flag “1” {the data object in the current state) 1is a
data object having an EFID “0001” and a tag “DF01”. In
this case, a data object immediately before the data
object 1in the current state is a data object having an
EFID “0001” and a tag “09”. Therefore, the control
unit 21 determines that the data object having the EFID
“0001” and the tag “09” as a data object specified as
PREVIOUS.
That data object with the EFID “0001” and the tag
“09” determined as the data object specified as
PREVIOUS is determined to have a top address “0027”
based on the CURRENT pointer setting table 23a depicted
in FIG. 7. The control unit 21 can readily discriminate
the top address of the data object specified as

PREVIOUS (the data object immediately preceding the
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executes processing of writing data specified by the received command in
a data region of the data object specified as PREVIOUS (update
processing) (steps 534 to S36). Here, the control unit 21 specifies a top
15address of the data object specified as PREVIOUS by using the
CURRENT pointer setting table 23a. _ T@gt is, the control unit 21
initializes a region (a data region) of a data value (Value) stored to follow
an identifier (Tag) and a data length (Length) 20from the top address of

the datarebjeet-specifind asRREYIQUS{astar S34\When the,datdrerence

region of the data object specified as PREVIOUS is initialized, the control

unit 2dawrites datk 8pddified by tlke reseivetrcommand iR & initiatized

data region (a step S35). 25When the data in the data region of the data
objecl'8pedfied a8 PREVISYS fs updifteF e cohtrol tifit 31 geRdratdgect Ly

responsedata ingluding Infggmation ;38 - jndicalive ofa paspitipl write
2 ts

processing. The control unit 21 transmits the generated response data to

the IC card praeessing device 2:as)a transmuissian seurse op thesreselvednar is
command (a step 836). 5When the received command is a read command
(the stép B33 sthe read command)Ptheicont@l bpit Plexeeatesved command,

processing of reading data of the data object specified as PREVIOUS
(steps 857 2P 'S3B). Hére: the céHf?&%it%Eﬁ&ﬁﬁé@g 5 &Adréss of ommand

the data 100pject spegified as RREVIQUS by using the GYRRENT 533

When the received command is a write command (the
step S33, the write command), the cdntrol unit 21
executes processing of writing data specified by the
received command in a data region of the data object
specified as PREVIOUS (update processing) (steps S34 to
S36). Here, the control unit 21 specifies a top
address of the data object specified as PREVIOUS by
using the CURRENT pointer setting table 23a.

That 1is, the control unit 21 initializes a region
(a data region) of a data value (Value) stored to
follow an identifier (Tag) and a data length (Length)
from the top address of the data object specified as
PREVIOUS (a step S34). When the data region of the
data object specified as PREVIOUS is initialized, the
control unit 21 writes data specified by the received
command in the initialized data region (a step S35).
When the data in the data region of the data object
specified as PREVIOUS is updated, the control unit 21

generates response data including information
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pointer setting table 23a. That is, the control unit 21 reads a data value
(Value) stored to follow an identifier Jag and a data length(Length) from

the top address of the data object 15specified as PREVIOUS (the step
837). When the data of the data object specified as PREVIOUS is read,

the control unit 21 generates response da%%incl_uding the read data and
transmits the generated data to the IC card processing device 2 as a
transmission source of 20the received command. In the processing

for the read cempaang-ortherite.command spegifying PREVIOUS; 4
current state of a data object must be changed. That is, the data object
specifiechas PREYIQUS s chamged: tosthercurrent state. 25 Theseforasdheata
control. unit 21 updates the current flag in the CURRENT pointer setting
table 23a &%ty 839y In S Gpdate15roeEdsiRG, the *arrentfiagsfthes 1on
data - 39 - obje%t ﬁfzcified as.PRCErV{I:%USaig C[e\?:ritten to "]S"'B%nd the

currer?tof\largcce)f {he data oﬁj%%?%h\é? Is In'the curre <flstsatfee i rewri}t'en to "0".

For exampleydG. 15 shews aisfate ofdhe LUMRRENT paipter ssttingable: ne
23a after processing a command specifying PREVIOUS. FIG. 15 depicts a

state afteppidtessinga cornmandmspecifying PREVIOWS céceived when
the CURRENT pointer setting table 23a is in the state shown in FIG. 7.
That §*FRBAScEMRENTSPRIifyiAg 1OPREVICIIS 3 &eculisd, déarah ect

state of a dafa ohject isichanged to a.subsequent dat obiect. This means,
t a

that a data object whose current flag is set to "1" sequentially shifts every
time a-eermmand,specifyingPREVIQUS is exgguteddnr sueh 3ICYURRENT 5

pointer setting 15table 23a as shown in FIG. 7 or 15.
object specified as PREVIOUS by using the CURRENT
pointer setting table 23a.

That is, the control unit 21 reads a data value
(Value) stored to follow an identifier (Tag) and a data
length (Length) from the top address of the data object
specified as PREVIOUS (the step $37). When the data of
the data object specified as PREVIOUS is read, the
control unit 21 generates response data including the
read data and transmits the generated data to the IC
card processing device 2 as a transmission source of
the received command.

In the processing for the read command or the
write command specifying PREVIOUS, a current state of a
data object must be changed. That is, the data object
specified as PREVIOUS is changed to the current state.
Therefore, the control unit 21 updates the current flag
in the CURRENT pointer setting table 23a (a step S39).

-
4

n this update processing, the current flag of the data
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Based on the above-described procedure, processing for a read
command or a write command specifying PREVIOUS is executed. For
example, FIG. 16 is a view showing an example of a result of processing
based on a 20 write command specifying PREVIOUS. FIG. 16 shows an
example of a result of processing for a write,command specifying
PREVIOUS received when the CURRENT pointer setting table 23a is in a
state depicted in FIG. 7. In the example depicted in FIG. 16, data in a

25shageg-ragien ithe drawing ispewrigien in thefugtER' 34 shewnin | ang
FIG. 4. "30" as a data length of a data object is stored in a region
immetliately\preeeding they -0 tdatadegndiavingtthehrewritten data he
depicted in FIG. 16, and "09" as an identifier of the data object is stored in

a regi%Hriﬁﬁ?@diﬁféﬂ?ﬁrejcﬁdi]ﬁ%wtﬁf‘stfé@ibn?Grhapi'é,' in the example shown
in FIG. 16, each data,yalye (Valie) of the.datg object having the identifies oy

"09" is rewritten. This data object having the identifier "09" is a data object
(a dataabjectspestiiedras RREMIOLIS) immediatelypreeeding aadaldmmand
object in the current state shown in the CURRENT pointer setting table

23a depretad inFIG. FRIHAEDISS whehlthe GURRENTCpSInter Sedtify tabler
23a is in such a state as depicted in FIG. 7, the IC card 1 having received

a writ8 CORTMaNG Spécify Ry PREVIBUS feliritds tHe dad objecGmties when

first Efy34 iykiGmdras,showa ASILEIG 6. o Itistq besnoteqd thatthe. o .o

control unit 21 likewise updates the CURRENT pointer setting table 23a

when information ther thian theneurrent flagristhes command specifying
PREVIOUS is executed, a current state of a data object
is changed to a subsequent data object. This means
that a data object whose current flag is set to “1”
sequentially shifts every time a command specifying
PREVIOUS is executed in such a CURRENT pointer setting
table 23a as shown in FIG. 7 or 15.

Based on the above-described procedure, processing
for a read command or a write command specifying
PREVIOUS 1s executed. For example, FIG. 16 is a view
showing an example of a result of processing based on a
write command specifying PREVIOUS. FIG. 16 shows an
example of a result of processing for a write command
specifying PREVIOUS received when the CURRENT pointer
setting table 23a is in a state depicted in FIG. 7.

In the example depicted in FIG. 16, data in a
shaded region in the drawing is rewritten in the first
EF 34 shown in FIG. 4. “30” as a data length of a data

object 1is stored in a region immediately preceding the



CURRENT pointer setting table 23a varies due to 20executed processing.
For example, when a data length of a data object specified as PREVIOUS
is changed due to, e.g., rewrite processing, a too address of each data
object following the data object specified as PREVIOUS is also changed.
In such a case, the control 25unit 21 discrirpinates the changed top
address of each data object to update the CURRENT pointer setting table.
"41 In the processing for the read command or the write command

specifyying PREMIOU S aeaciydatacobjest immesiatalyieceding adatan
object in the current state as a reference shown in the CURRENT pointer
Ssettingtabletcarebel se§Géntictlyaead O writtéh sForcgxampsledwhen @b ject
command spe%%(;inngPREVIOUS is,continuously issued, the IC card can

TGy SR PlbcesEhE o e IBRAN S rbebing frkidting B4t
objects By ysing thg CURRENT, p@'méefe%%;gl@b%%tqﬁ dafa obiegt o, cn

in the current state being determined as a reference. Additional

advantages-anthodifieatiens witl readilyseccur o those skillednp theart.

Therefore,
identifier “09” 1is rewritten. This data object having
the identifier “09” is a data object (a data object
specified as PREVIOUS) immediately preceding a data
object in the current state shown in the CURRENT
pointer setting table 23a depicted in FIG. 7. That 1is,
when the CURRENT pointer setting table 23a 1s in such a
state as depicted in FIG. 7, the IC card 1 having
received a write command speéifying PREVIOUS rewrites
the data object in the first EF 34 in FIG. 4 as shown
in FIG. 1lo.

It is to be noted that the control unit 21
likewise updates the CURRENT pointer setting table 23a
when information other than the current flag in the
CURRENT pointer setting table 23a varies due to
executed processing. For example, when a data length
of a data object specified as PREVIOUS is changed due
to, e.g., rewrite processing, a top address of each
data object following the data object specified as
PREVIOUS is also changed. In such a case, the control
unit 21 discriminates the changed top address of each
data object to update the CURRENT pointer setting

table.
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the invention in its broader aspects is not limited to 15the specific details
and representative embodiments shown and described herein.
Accordingly, various modifications may be made without departing from
the spirit or scope of the general inventive concept as defined by the
appended claims and their equivalents. MGSLLP - 42 - WHAT IS
CLAIMED IS: 1. A portable electronic device comprising: a
communication interface which performs communication with an external

device;  adataymemosy-which storesa record fileshaving aplurglityofe
data objects; a table generation unit that generates a management
table whidte storesimanagement inform &RIFVETEEEHh daaobjgetm @bject
selected record file if the record file as an 10 access target is selected;

and TBRHRESS KoRTF ST WHicH aleEdsedd Bata dbjeltpetifitd Byt

a comypand requesting ACCESS. Q%O%aﬂ?j%%gaéﬁ%lﬁﬁﬁt}e inter

management Information stored in the management table Whel%jt e

commanctisrigceiyed frosxtheoks exterraldeyicey read or written. For
example, when a command specifying PREVIOUS is
continuously issued, the IC card can efficiently
execute processing of sequentially accéssing preceding
data objects by using the CURRENT pointer setting table
with a data object in the current state being
determined as a reference.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects 1s not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the

spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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2. The device according to claim 1, further having a table update unit that
updates stored contents in the management table in accordance with
contents of processing for a command received from the external device.
203. The device according to claim 1, wherein the management table

stores information indicative of a data o becg that is in a current state, and MCSLLP
the access control unit specifies the data object that in the current state

from the management tablevm%e[n §§5&%w§5df§ecifying the data
ed throug ]

object in the current state is receiv the communication

interface, and aseessesithesddpia object based ondhe nanagemednt

information of the mesuP - 43 - data object specified as being in the
currentstatelun 4T hRa eviceEebrdifig 6 EllimAe Whersin themmunication

rvr;?ggg%meggittagle stf)r%sei\pi%rén_ation indicative of a data object that is in a
dlirrent $tate“and Sthie aécess ontrol unit specifies the data object in the

current state-from the, management table whena scommandi specifying f o
data object following the data object in the current state is received

thitaughltheyconimdaicatiok irtertface, and accesses the data object based
on the 10 management information of the data object following the data

object ift thé BhfreEatate -+ 075, Whe devicd aB&dram 6 Tidn A TarAEE
TN e s e e ot e e
object in a selected record file if the record file as an
access target 1s selected; and

an access control unit which accesses a data object
specified by a command requesting access to the data object
based on the management information stored in the
management table when the command is received from the
external device.

2. The device according to claim 1, further having a
table update unit that updates stored contents in the
management table in accordance with contents of processing
for a command received from the external device.

3. The device according to claim 1, wherein the
management table stores information indicative of a data
object that is in a current state, and

the access control unit specifies the data object that
in the current state from the management table when a
command specifying the data object in the current state is

received through the communication interface, and accesses

the data object based on the management information of the
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15 indicating that the next data object specified by the received command
is in the current state in the management table. 6. The device
according to claim 1, wherein the management table stores information

indicative of a data 20 object that is in a current state, and the access MCSLLP

control unit specifies the data object in the current state from the
management table when a command spécifying a data object immediately

preceding e data, ohieet inthe cuent, %ta{% IS peceived throu 9@%%%@.5

communication interface, and accesses the data object based on't
managementindormationsofihe dath abjecb MCSWR -144 winamediatelye
preceding the data object in the current state. 7. The device according
toeclaifreciuktherhading TotabRe dpdarerimitithat dpdbtes infoitnatione data
ingicati\ée thhe data object in the cucrrer%t s%ate to information indicating

that fhe |mm85‘|atle?y [:L)Pecaéd%ugr&aetré ob?ecat sep’eu ie by the received

commapdds in-thecureen state inthe-mapagemesttable 4a8aAPoject in
access control method in a portable electronic device, comprising:

T0storing agecordfde havingra plurality ot datecobjedtslin a datte memoryymand
generating a table storing management information of each data object in

S BEfRbled o fild iFthtetsrd file asthe bcestaigétis Seletted; Hhd™"e
xeoptre '”Qt%%gsi Lo adata ghject ﬁggage%fg n%@ OMmAaRd specifying a

SpeCIfIC atao jeCt to request access e management
inforenation©f eagh data-ebjeckstored wethe tableavhenthescommandds

supplied from an external device.
management information of the data object following the
data object in the current state.

5. The device according to claim 4, further having a
table update unit which updates information indicative of
the data object in the current state to information
indicating that the next data object specified by the
received command 1s in the current state in the management
table.

6. The device according to claim 1, wherein the
management table stores information indicative of a data
object that is in a current state, and

the access control unit specifies the data object in
the current state from the management table when a command
specifying a data object immediately preceding the data
object in the current state is received through the

communication interface, and accesses the data object based

on the management information of the data object
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209. The method according to claim 8, wherein information indicative of a
data object that is in a current state is stored in the table; and the data
object in the current state is specified from the table when a command

object is accessed based on the management information of the data
object MULLP 45 - specified as being’in the current state in the access

roéla E he met %a%%"erdcﬁ‘gtt&’ clg 55'%% W'i%regg'é‘f J{}l"’é?‘; t state.

catlve o a‘data object at IS In a current state Is stored In the ta
and theydataobjectdr the-curcent:stateds speeifiad fros) the;tﬁbleewhaealng a
command specifying a data object following the data object in the current
dtatelie suppiiée, andithetdms obtd isacdessedpasednnihdicative of

management jnformation
tge gata kgeg% f% the current state to information

indicating that the immediately preceding data object
specified by the received command is in the current state
in the management table.

8. An access control method in a portable electronic
device, comprising:

storing a record file having a plurality of data
objects in a data memory;

generating a table storing management information of
each data object in a selected record file if the record
file as the access target is selected; and

controlling access to a data object specified by a
command specifying a specific data object to request access
based on the management information of each data object
stored in the table when the command is supplied from an
external device.

9. The method according to claim 8, wherein
information indicative of a data object that is in a
current state i1s stored in the table; and

the data object in the current state 1s specified from
the table when a command specifying the data object in the
current state is recelved, and the data object is accessed

based on the management information of the data object

specifying the data object in the 25 current state is received, and the data MCSLLP
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access control. 11. The method according to claim 8, wherein

information indicative of a data object that is in a current state is stored in MCSLLP
the table, and 15the data object in the current state is specified from the

table when a command specifying a datg_object immediately preceding

the data object in the current state is received, and the data object is

R R L A
cantrokol .

10. The method according to claim 8, wherein
information indicative of a data object that is in a
current state is stored in the table, and

the data object in the current state is specified from
the table when a command specifying a data object following
the data object in the current state is supplied, and the
data object is accessed based on the management information
of the data object following the data object in the current
state in the access control.

11. The method according to claim 8, wherein
information indicative of a data object that is in a
current state is stored in the table, and

the data object in the current state is specified from
the table when a command specifying a data object
immediately preceding the data object in the current state
is received, and the data object is accessed based on the
management information of the data object immediately
preceding the data object in the current state in the

access control.



