SYSTEM AND METHOD OF MULTI PLE- LEVEL CONTRCL OF ELECTRONI C DEVI CES

CROSS- REFERENCE TO RELATED APPLI CATI ON This application clains the benefit,
pursuant to 35 U.S.C. 119(e), of provisional U S. patent application no.
60/ 448, 540, filed February 21, 2003, entitled "SYSTEM AND METHOD OF
MULTI PLE- LEVEL CONTROL OF ELECTRONI C DEVI CES', which application is, by
this reference, hereby incorporated herein for all purposes. 5 TECHNI CAL
FIELD This application rel ates general to electronic devices, and in

o 1 cul ar S U ANBINIEFHIOD GFHUETIBRE LG ES AN tE: B8 ELES TRONG BEVIGHS: | (1 e,
who may be different froma device user. 10 BACKGROUND ART In a corporate

environment, enployees are often provided with access to office supplies
and equi anRQSSTR R.EMETQRELAIEB_@BEMQHW(;“ ons. Standard equi pnent
typically incliydesp Rhtléﬁ@&hsaqe%hmrmsu@mssars c%@)te(epaﬂprawo@m@ i ncl ude
wi rel ess nobile conmmuni cation devic and ot her el ectronic
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equi pnent. Enpl oyers are usual | corrfa?lrtabl e with some degree of personal

use of sudﬁfeé‘ifﬁ?d??é?ﬂy‘“ﬁ?fmta%ﬂg?ﬁaf?’ WEHPEPSonal use does not interfere
with nggimal job functions, does not incur additional costs, and conforns
with conp Lici E Inthesetypes of situations, a user of an

el ectronic ICAY; t the owner of the 20 device, and the user and
owner nay have "I(llisfafpﬁlicﬁlﬂcbn :@lﬁt&ejehémltgstoefecmtb@qtﬁva:bb and aviadieulatesantrolligr ept abl e
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control over how electronic devices are ulti rrately used. According to one
known he RH ling operation of electronic devices, an owner

| oads pott x,fguhﬂ € uéuﬁt a device to restrict the type 25 of operations or
sof t war e appl i data emsorateatnvitenyndnd emergee droofterhprodided wih apesaeepflice hi s
type of sc | d WP@%W ¥ fi dHﬁ@rStM Rl ik jyng the
owner pol |%’@g&i aﬁd% mgﬁ%ﬁ%ﬁc%gat F’?fapo icy f ° éqﬂﬁaeﬁ@é@a olicy
file whi chingggesi nfc legeteaf RafRanal eempyiet (s andhiaay taI*F@ W‘éﬁ‘ V‘ﬂféleﬁ%y“qbi‘? e. In

addi ti on, é@ﬁﬁlurﬁéélllaﬁ &é’vndﬂg ah@%ﬁh%r@ M'a?e%frbrﬁ@&ewd@r ﬁliﬁd"u@ﬁ' s@dhcBRichdis MBY
have usage g}@ icles hey wi sh to manage and enforce. Knownel ec}ronl c

devi ce5 30'n fed Ulm%M@h%@'"G‘és"Hb‘f"mﬂ?rf%'ﬁeﬂéu BT SATEUTES BRKRRY PR
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“multiple-level control of
P use of such eguipment, prowded that the personal use daes not interfere with normal job

functions, doss not incur additional costs, and conforms with company policies.
In these types of situations, a user of an elecironic device is not the owner of the
20 device, and the user and owner may have different perceptions of acceptable device uses.
Acceptable use may be specified in company policies, for example, which employees are
expected fo follow, but a corporate device owner often has little if any control over how
electronic devices are ultimately used. According to one known scheme for controlling
operation of electronic devices, an owner loads a poficy file onto a device to restrict the type
25  of operations or software applications that may be executed by the device. However, this
type of scheme is sometimes circumvented by a user by either deleting the owner policy fite
or replacing the owner policy file with a user palicy file which may include fewer restrictions
than the owner policy file. In addition, particutarly in large organizations, more than one entity
may have usage policies that they wish to manage and enforce. Knownelectronic device
30  control schemes do not provide for mulfiple-level device control.
Therefore, there remains a need for a systermn and method of multiple-level control of
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el ectroni c devices. DI SCLOSURE OF THE | NVENTI ON A system of nultiple-I|evel
control ofan electronic device conprises an authorization 5 information
store configured to store authorization information conprising data
integrity and authentication information for each of a plurality of

aut hori zation levels, a controlled information store configured to store
controlled information for controlling operation of the electronic device,
and an insertion nodul e configured to receive controlled information

associ at edelpgttanicaiemices. the plurality of authorization levels froma source,
to check the integrity 10 of the received controlled information and
determ ne whether the source is a party authorized at the one of the
plurality BISGLASURE QBTHEANVENEION based on the data |ntegr|ty and
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each of a pl urallt%; aut horization |l evels on an el ectronic device,
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au]'E hori zat m#mht&me‘basthbamecbmhﬁe blbfalltydﬁfteﬁlthoﬂ?aﬂgn névwsaanﬁ mjétb@rthé cedeived
information for t one t he urality. of  authori

Lort et eriget 8maen i o PEuried Blortiodis B iee dithleBRy s tSdsied "wner o
the int egrcctrg?rolln‘d infohreativa de verified codtthe lsbarde isnd parpeutborized af drd Hncedf thad t he

source,is t sdat the one 25 of the plurality of
aut hor?ézat Onﬁt&oya@%ra%dn% Sthod isnot limted to the order of steps or

segregation of Atefrsd dirauiifidbiedel cabioy ef eleckohie devideissompipee fwtsiepn oistorisg eps,  or
portions tQﬁ@&P&n :ﬁ’f&&aﬁoﬁ{:&ﬂérf%mgtd%% mi@% ty”&Hcfdumeﬁnca%Hﬁ?orﬁatf‘a%r e?éh dhe

reordering o Shch regations are specl
cont enpl at a@lurglity Cﬁ@éihprl%ﬁﬁon &V@is@tﬂ aml%c’ff@ﬂlctdﬁ‘éc%lé%@ﬁ*\i'ﬂﬂe@néfp@ﬁsnfﬁwﬂb@ st ored

as conput eéss%&at@& %Htoﬁg |o?tHe§§Lr|réﬁi§; bf Quqﬁorlzatld?ﬂr\g'éépé’ atOe %@étr&h'é E@J@e%om a

conbi nati on of uter-rea medi a. nst ead of in addition to

st or ed29 nsPAHRE: F"éﬂ‘f ing i dntegritrRfihe repelyng coaifoffﬁ%quﬂaﬁ%dn@ﬁ@ elgrminipgyhatier

execut ed bjre$pR6E Bla pEHY RASRIZBAELHEHR: SefR Fﬁm@uw éf@umaﬁiaﬁbmew@%séa 6PHe
Further features of electronic device ?‘}ﬁ trol és nﬁt}ﬂe net hods will be

descri bed @ inGory spd ayhentispipn RiRimatian {or ieopa Pt UBereAPHg VRt ai | ed

descri pt i o#nd storing the received controlled information on the electronic device where the integrity of
the received controlled information is verified and the source is a party authorized at the one
25  of the plurality of authorizafion levels.

This method is not limited to the order of steps or segregation of steps described
above; rather, the aggregation of steps, or portions thereof, info a single step, or multiple
other steps, or the reordering of such original steps or aggregations are specifically
contemplated. In addition, one or more of the described steps may be stored as computer

30  executable instructions in and/or on any suitable combination of computer-readable media.
Instead of, or in addition to stored instructions, one or more steps, or portions thereof, may be
executed by special purpose hardware designed to perform such steps.

Further features of elecfronic device control systems and methaods will be described or
wilt become apparent in the course of the following detailed description.
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2 BRI EF DESCRI PTION OF THE DRAWNGS Fig. 1 is a block diagram show ng a
comuni cation systemin which electronic devices are used. 5 Fig. 2 is a
bl ock diagramillustrating a system of inserting authorization information
and controlled information onto an electronic device. Fig. 3 is a block

di agram of an electronic device in which a systemand nethod of nultiple
| evel control are inplenented. Fig. 4 is a flowdiagramillustrating a

met hod of inserting authorization information onto 10 an electronic
device. Fig. 5is a flom1dlagran1lllustrat|ng a met hod of inserting

control | eg 0 O 3 onic device. Fig. 6 is a flow diagram
show ng a-re i erectronic device. Fig. 7 is a block

di agram of a V\/Figehéss him:bu dhaagrammhomngaet canmdeivatioe systeanin estéoipélectmhic 15 an

el ectroni ¢_devi ce. ST MODE FOR CARRYING QUT THE INVENTION Fig. | is a

bl ock di aé’?‘é{ﬁ‘? A4 g a comuni cation systemin which electronic devices
are used. The Eigngisa blatk djagraryxﬁmmafﬂ:@ al sysleonds $nsartivig dethgrizatioNefovoation( WAN)

12, 20 Cou wi rel ess network gateway 16, and
a corpor atag ro?lgdAﬁfeog'g Eﬁ@%\‘g ?féewq%e wi rel ess network gateway 16 is
al so connect edFigo3as abioet daayamocdmmctram devicedn whick 22€ystem audi roethed off r el ess

nobi l e co i.C bile device"), is configured to
oper at e. _ﬁpglyle @\t’éd?@}t%%ﬂeq'%%%%iﬁ gna desktop or laptop PC, which is

confi gur ed to F@54 @@rﬁnwmageﬂneﬂiwatmeamﬂhpcncimsenﬂw Juthasizaion Infasmalioponsl e. A PC
such a, e@mé Ly @/stem 14 normal |y accesses the Internet through an
Internet ervice Provider (1SP), Application Service Provider (ASP) or the
| i ke. The corpBiQaﬁ6alI'ANd@@"ﬁ"%l"'aﬁifaé'm*ﬁﬂéo‘l‘ﬁf'@EF‘Q%?%P"WWBD Fonnent ,
in which e[gé{rg,,l,,@g@w&orrput ers 28 are connected in a netvvork It is nor mally
| ocat ed behind _a securit 30 firewall 24. Wthin the co orat,e LAN 18, a
data server 26F '%?)@r%?qvhéa%ﬂméh@ﬁ‘ﬁﬁGt"’éefthct‘i’e?fl"H‘Efm("WG af"lefeé §dsyiEe. 5cts as the
prinmary interf gge7 fs%rbldchala?&hmhﬁﬁub@@s febiRohrnaRatbaldavibodsanekampleof t he LAN
18, and with other external systens via the WAN 12. One type of data server
commn1l5y FESETANE B8PS at e networks like the LAN 18 is a nessage server.
Known nessage servers include, for exanple, McrosoftTM Exchange Server

and Lot us i H8h¥ rofl'8ABRYING out THE nvenTION

Fig. 1 is a block diagram showing 2 communication system in which electronic

devices are used. The communication system 10 includes a Wide Area Network (WAN) 12,

20 coupled fo a computer sysiem 14, a wireless network gateway 18, and a corporate Local

Area Network (LAN) 18, The wireless network gateway 16 is also connected to a wireless

communication network 20 in which a wireless mobile communication device 22 ("mobile
device"}, is configured to opérate.

The computer system 14 is a desktop or laptop PC, which Is configured to

25 communicate to the WAN 12, the Infernet for example. A PC such as the computer system

" 14 normally accesses the Intemet through an Internet Service Provider (ISP), Application
Service Provider (ASP) or the like.

The corporate LAN 18 is ah example of a typical working environment, in which

multiple compuiers 28 are connected in a network. It is normally located behind a security

30 firewall 24. Within the corporate LAN 18, a data server 26, operating on a computer behind

the firewall 24, acts as the primary interface for the corporation to exchange data both within

the LAN 18, and with other external systems via the WAN 12. One type of data server

commonly used in corporate networks like the LAN 18 is a message server. Known message

servers include, for example, Microsoft™ Exchange Server and Lotus Domino™. Where the
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-3 data server 26 is a nessage server, each of the conmputer systens 28 in
the LAN 18 inplenents a nessaging client, such as Mcrosoft Qutl ooW,
Lotus NotesTM etc. In this case, nessages received by the nessage server
are distributed to nuail boxes for user accounts addressed in the received
messages, and are then accessed by a user through a nmessaging 5 client
operating on a conputer system 28. Although only a data server 26 is shown
in the LAN 18, those skilled in the art will appreciate that a LAN may
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devi ce 22 P¥slemHandRgHioHR as JeBEPEY AIRLATC Vi BET 00 e
conmmuni cat hehlcdiawt Gectighsdual - node comuni catl on device such as a nobile

t el ephone haV|n both data and. voi | a
mul ti pl e- node d@ wie %sé‘pﬂ?b'f%l?g?tew\%q%@ oy ?rﬂ%ffa%t@ ﬁ% P L{@%ﬁésg %@#\’Jowzo
comuni cat ipasgh vhidelson@lchaiggidith tragsotsie aemcqmﬁpc@ma@ioeﬁaqaﬁﬂreggnwfr el ess
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WAN 12 nay trexshissige anema@é@rmtewfaqerﬁgncimlafeepﬁ@w% hp dhe WHBERNEHE'K

W rel ess neLuby 182t 0RedPnerbiat ik Y@'ﬂ)éKle@Edn\f 1B W SpRIR8itn MG URIK

gat eways sHe Wi reless at e routers coul d be 30
i pl enment edn¢ wirpeeavictieora 2Qrin wmcbca&ﬂltaaﬁca%@éerﬁweﬁ a\i\’ﬁ‘%l‘ SRR [ocal

wreless N @@&h&%éwcé S8 ﬁg@@@tré‘d&s t138id A cdSad i 885 batweer mhtm m erface

fromthe L to one or nobi | e devi ces such as 22 through the
wirel e2§ neelwsrls. 20. A private interface to the nobile

The mobile device 22 is, for example, a data communication device, a voice
communication device, a dual-mode communication device such as a mobile felephone
having both data and voice communications functionality, a multiple-mode device capable of
voice, data and other types of communications, a personal digital assistant (PDA) enabled for

25  wireless communications, or a wireless modem which operates in conjunction with a laptop or
desktop computer system. |

Any computer system with access to the WAN 12 may exchange messages with the
mobile device 22 through the wireless network gateway 16, Alternatively, private wireless
network gateways such as wireless Virtual Private Network (VPN) routers could be

30 implemented to provide a private interface to a wireless network. A wireless VPN router
implemented in the LAN 18 provides a private interface from the LAN 18 fo one or more
mobile devices such as 22 through the wireless network 20. A private interface to the mobile
device 22 may also effectively be extended to entities outside the LAN 18 by providing a
forwarding or redirection system that operates with the data server 26. Such a redirection
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device 22 may also effectively be extended to entities outside the LAN 18
by providing a forwarding or redirection systemthat operates wth the
data server 26. Such a redirection -4 systemis disclosed in United States
Patent No. 6,219,694, which is hereby incorporated into this application
by reference. In this type of system incomng data itens received by the
data server 26 and addressed to a user of a nobile dévice 22 are sent
through the wireless network interface, either a wireless VPN router, the
W rel ess gggcét@mydléﬁoseﬁﬁn ShiHe Stﬁiém?at@thtQETQﬁ% which is hereby netrpsrated &ttovor kK 20

dtoth th th
fnta ser v eioRian Ry TEIBES "R Tie P r e By SRR R SRR BR ik ne
above exangener @b atnb@dd&ts@ed;tera/aser 26 almbilg davice 82 agesesé tveugh the irskesof
messages in 0x
o ageS oraf oo, Fick Biefs SpHRARAGS BitEks o ULLI B Bt 8880, .
t hr ougls a iARacm tetvayvireldEs mbt\mbrkénasé tmewls rikibile devied 23, Arotheralfatrgies with

devices s uctgrf%é {onﬁe HR# seR/ePEE\J/ eWn'gl%él hé‘q(ll%ﬁarnrﬁ%%%ﬁf\?g?a@‘%gweﬁﬂh@ase

stations an vi ces Re "W re ess ne
dat a- cent rab@vwexeeh[:éseftmfedammwer@ﬁbemge%mgelsénw ﬁéﬁ@i@eﬁmm US@FS a dual -

mode netwo 5|bfo§a% a%H@s%ﬁ@é geer@eg;%d e@@g&@%@ &‘tqu?Bf Qs REkgel e sare

|nfrastruc ure. Récent s i ncl ude Code’ Di vi si on
Mul tiple 1@aﬁb@mtq@®mpllm@awmrméhram M'Pé’r%fe‘@é[eket Radi o Servi ce (GPRS)

net wor #ﬁo; r So- Cad \l\/@ Os[stnlahnfoqk e?%&?&'c%nﬁ%@tedﬁfh‘@éﬁﬁ& subk&s thohaheRevitat a

rates d obal ut1 on Uni versal Mbbhi| e Tel ecommuni cati ons

Systems ( UMNG REtienenipsiestieyvegn dase Hatinss gphesiices. Hiywrelergnevaehed mey
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i ncl udi ng ﬁr@é@@htu%'smeanfﬂ%evémﬁul@amﬂwnemmsqnaudeoswe BIvidiohi MEttidle vi si on
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| apt op congivesel Wpe TAsFRRI R S Ly i | MM SRR, (2 T
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per mi ssi on i'c | ons for e co stem St aor K account
of t he mser suobrasbiaermnal GosochicalionaSystea(PEReystwerknivduding Slehpigastasy ior he
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by connecting t uter mto t N 12 as shown at "14
exanpl e, been available in North Amenca and world-wide for several years.

In the system 10, a company which owns the corporate LAN 18 may provide a

computer system 28 and a mobile device 22 to an employee. Where a computer system 28

25  issued to an employee is a laptop computer, for example, it couldbe used either within or

outside the corporate LAN 18. When the computer system 28 is operating within the LAN 18,

non-local operations may be restricted by configuring network permissions and restrictions

for the computer system 28, a netwark account ofthe user, or both, in such a way that they

cannot be changed by the user. However, if a user is using a computer system outside the

30 LAN 28, by connecting the computer system to the WAN 12 as shown at 14, for example,
network-based controls in place at the LAN 18 can sometimes be bypassed.

An owner may instead establish Jocal settings directly on an electrenic device such as

a computer system or a mobile device to maintain control over the device. Such |ocal

settings control device operations, but only as long as the settings remain intact on the
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net wor k- based controls in place at the LAN 18 can sonetines be bypassed. An
owner may instead establish |ocal settings directly on an el ectronic device
such as a conputer systemor a nobile device to naintain control over the
device. Such local settings control device operations, but only as |long as
the settings remain intact on the -5 device. This type of control
mechani-smis prone to being circunvented by replacing or deleting |ocal
settings on the device. In order to prevent a user from del eting,
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cust om Corﬁpfe%ltxoﬁ’%grﬁ'n%ﬁbe Qbrﬁxtnbh ot aBvieds. CElﬁmmSﬁ:Oo@é odmhratecuﬁﬂldeoha;pol i cies

h b hal
t]ag:gerrg(r:r? Fgg&reﬁﬁ%;ﬁrséP g’rch‘?fglthgf e‘éclfhgé‘%‘lgl’ OBV“%'E'n'{SFgl'q ‘ﬁﬁed §Tpgrattr oni c
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simlarly-authorized parti agenen
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aut hor i zat hmgipb shdicusfont canabtpotidieso Digidtntiorafichanges @@ngmontmﬂmﬁpi@%thﬂ%mct i ons
or types of functi r | n the above exanple
of a lar geb?PBWSB?zS‘f'{PTSh%ﬁ%n%dgg’?%&%eggcﬁgémﬁq cﬁﬁ%% rent control pol i C|me)s
are desired, fiA smltlaiede\saeemmn and heethicdaafcontrolingeglectiopig dgvipes regrestBel t o
manage g Obﬁ dwc%%ﬂ% Ie%B hoﬁie%ja ﬂgg %H.g)té?@?nﬁigm &hor&@b béi'h(%ﬁ@rnﬁa@@ tvely.

Net wor k 25841 Rl ECTHEor s ate office could be authorized at
t he seemndofl @eaionicadeticornontsel. Asewlingelni aspeels Hepsived é‘teff’r"b ot ege s, at
corporat e Qgag 1':3'& ﬂ?{)\ﬁde foéonﬁ’él%?’Bétﬁmul&’%cﬁoméde\ﬁd@mﬁﬁhbﬁﬁﬂ tﬂJes bh‘&ncftlbﬁ st

| evel . Such m l'evel control also permits IVISIOP Pt"

functi ons mecﬁjﬁcﬁg@@ytmw parties. Inthe above example of a large corporation avmgo ices in

which different contro! palicies are desired, first and second authorization levels could be

created to manage global control policies and custom control policies, respectively. Network
25 administrators in each corporate office could be authorized at the second level, and one or
more senior administrators or managers, at corporate headquarters, for example, could be '
authorized at the firsi [evel.
Such multiple-level control also permits division of control functions dependent upon
other criteria than breadth of use. For example, although any corporate network
30 administrator may be trusted to manage efectronic device control settings suchas a minimum
password length or maximum password age, tighter control over installed software
applications may be desired. In this case, software installation control may be entrusted to an
administrator at a first authorization level, while other control functions may be entrusted to
parties authorized at a second authorization level. 1t should also be apparent that further
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other criteria than breadth of use. For exanple, although any corporate
network 30 adm nistrator may be trusted to nmanage el ectroni c device
control settings such as a mnimum password | ength or nmaxi nrum password age,
tighter control over installed software applications nay be desired. In
this case, software installation cantrol may be entrusted to an

adm nistrator at. a first authorization level, while other control functions

may be entrusted to parties authorized at a second authorization level. It
shoul d al sagtﬂa,ﬂzaa@@aé\@@t m&;hatsofw&mmshecﬁ Audohpletehatrusied lpewetysommgstel so be
established. A co et prinar r evel at
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i nterface/connéctor 216 are provi glg i n ﬁ%g etc ni cs,eglr V'zgr? % The
aut hor 1% at auherizatigno ifermaden i 718 & p&P’htfo JPHEFHT8 X°"8n 24t RBY i Thti on
i nf or mat i ofepraLd/end@dr a1l a@]promﬂé@rﬁ aﬁaeélectmmmcﬁ@mcezzw The avthetizadibh ed
|nforrrat|on|nsert|on 0|nt 0] | ar | -
i nf or mat i o %@ﬁ@é“%ﬁ tg%g rlﬁ%cg? 5‘8@% 5 %agtig rér 19&%&[%%55@%%0“ zation
i nf or mat i OpteFiats/Condddostal Fae coftailedinfoomaticnuindertas painsziij}ﬁmtﬁf@ insvees @ key
or other dat rity aor au ' t for exanple.

0||?d£.,fl@ %P Sﬁurc%%]ﬁé}tld naﬂ'l e giéé&ﬁﬂéﬁi

Aut hori zat ¥ ore 'S use to det er m ne whet her
recei veg contr oTHemﬂlthonf:ailorrmformatmmore3@%&'@&?@@f@mamwcb ap pelgetee PHdiRi ¢

device 210, 2 oPUAHIAN i PBT bilineRRafitis Hhdribn, for! Uknitfe. Ad@baidtiobel OW.

The contro orma stores controlled information which
affects 251nfdnmat1m‘em teistone 212 is teedde deteingng whelasy FQ?@'@%‘E‘P”W‘W@ INYRAIEWES24  and

234 are, %;5pr8>%gi g}t P tﬂ@@i’ectrmv}ée(i@(‘! by Sauth@ReepatySadesamedirsirtblsri ves or
ey cat d(—:»trau(l3 l?eloewrf SThe contrrcﬁlgd :n?ormatlon store 214 stores controfled information which affects
o5 the operation of the electronic device 210. The sources 224 and 234 are, for example, local
memory devices, readers such as disk drives or memory card readers for reading
authorization information and controlied information from removable storage media,
communication modules through whic'h remote memory devices storing authorization
inform.ation and controlled information are accessible, or user interfaces through which
30  authorization information and controlled information are entered.
The interface/connector 222 is compatible with the interface/connector 216 to
establish a communication link between the authorization information insertion point 220 and
t‘hé electronic device 210, to thereby enable authorization information to be transferred to the

electronic device 210 from the authorization information source 224. The interface/connector
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aut hori zation informati on and controlled information fromrenovabl e storage
medi a, comruni cation nodul es through which renote nenory devices storing
authorization information and controlled infornmation are accessible, or
user interfaces through which 30 authorization information and controlled
i nformati on are entered. The interface/connector 222 is conpatible with the
I nterface/ connector 216 to establish a conmunication |ink between the

aut horization information insertion point 220 and the el ectronic device
210, to tlzeer abylarﬁnmlables marsiiwof catroled inforfratiorsfranothe contiged infamstion saiket o t he

el ectroni C O.fro t.hori SO The
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device 210.y]
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n

aut hori zation Information store 212 and the controlled information store
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party guthp utﬁ&%at:dlﬂe\?e‘ix?dﬂ%&ﬁfdun?aaiﬁe@rhctrsmehe%efzqo maiert@ééieém@nkhé\noe

el ectronic device 210. Were the el ectronic dewtﬁ ? 6\4 WE{ﬂrOVI d"ﬁd to a
user by ar?@ﬁrﬂ"@‘ﬂﬁdt°FB‘FE”@XQHHP%'OY%W%"%Wﬁ'@rﬁhfét' gzl EPIRAP RS T r ti on
poi nt 220 dEWz,@@may 69m@%suteﬁéséteﬂf@r%wd@wrmumacdrdaaratelmymautemyptenat e
conput er system adm_ni strator | evel X

i s creat edIBIRtRPT O Hdepaiiment d@hﬁ %L@hor'ﬁ "6?)’ ’tsg[ﬁal eéjlﬁnﬂ%e ecérgﬁirg V'&at i on
l'ink betwegp m%ta@mim@ra EdthinOficdtioh tnkBdtiveen thaseatrtorlmmﬂ&hfcprmamn Bgdtiend t he

| ect d h th f d
t hen T%Q'e?aom%éé@maﬁ%?. e e hlirFish e AR PbBpRR2pRO 2 T
aut hor i zatth&n inskeih® rmbtiomios tisfoenaid2 forAsutbeetidrbledeli X% iftativdh evthorization bel ow,
onoe. AUt gL 2Rk ML TELLORRL O kS o oRaoRESlinbS B B Rb: e

aut aut hori zation | evel X
or a hi ghdevehiXehas bhercaisemd hmoltnateqlagtmmxe\sdewce 21angnhex; rarty auhasigee 2 o

nsert 20 gf, D058 RPL AL 1al REATTBiokSftoh ot ki BbbRo el X or

contr ol deVICG eatures or ge assocCl orlzatlon | evel
Cont r otd eobrlmamgermtﬁncm!natmsnfd@‘@ailph w@uﬁ@fjﬁlon ﬂ%\@' X RE p«am@l dyirerfetuse Of i ngs,

sof t war e g 5&%%%9%18%@109%@5 idv@her mation that affects operation of the

el ectronic settings specify values or_configurations
accordi ng to udiagtolselinfeimessioppeieserived Ebave. giayfride control seitings, sofiware

applications, and other information that affects operation of the elactronic device 210. Control
settings specify values or configurations according fo usage policies io be enforced at the
25  electronic device 210. For example, control settings might specify a minimum password
length and a maximum password age, and that password protection must be enabled.
Where these features are associated with a particular authorization level X, then
authorization level X has control settings which are inserted onto the electronic device 210,
On the same electronic device 210, software application installation control might be
30 associated with a different authorization level Y and based on digital signatures, Since digital
signature-based software application installation control requires only a signature key for
verifying digital signatures on received software applications, authorization information for
authorization level Y, including such a signature key, is inserted onto the electronic device

210, but no control settings are required for authorization level Y. In this case, the
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25 el ectronic device 210. For exanple, control settings mght specify a
m ni mum password | ength and a maxi nrum password age, and that password
protection nust be enabled. Were these features are associated with a
particul ar authorization |level X, then authorization |level X has control
settings which are inserted onto the electronic device 210. On the sane
el ectronic device 210, software application installation control m ght be
30 associated with a different authorization |evel Y and based on digital
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el ectroni c device but .no co l. i . ar
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ign :0f, 6O rév\}%c; "ﬁﬂ%ﬁ&‘{q%%s%)géﬁd%\}rtﬂ ah tﬁogriz?ﬁ:@ el oﬁ@ an

only for aut h&¥e orrzation |eve sequent |y
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that a thOI’I zatlon n inserted onto the el ectronic device.
Thus, t he icsntianopding@30nthe rinegrtiosrPdims 82 roth 280 Mey b?s‘ﬁ“"ﬁ’f@@@fd%tt ¥ sarily

be control ﬁﬂ, suidif lok Me\ﬁéétéHEiréh%ﬁ‘éith@tsaﬁulétulft@ﬁéoéﬁ:bhﬁ%tdre‘i%bve\)ér sperate a 10
cor porate ownier o e electronic device 210 maint aé HS contro

cont r ol | ednsaniasreits 229 and 230,38 sRAVEHN Fish A BloyLaN ovnesof the Bleeiaple 3‘9?1?&0 220 and
230 may beyi Pt aBRbLEEAd hlthE BEhERHRon ©ASTXUb aélegatéemwd inferriation maettishar e t he
same i nterfacel/ connector. However ﬁr ate tgserh ] %f% "éﬁf %gos :,-wd 230
as shotin itAapy gtherpagy freipithar ‘éﬁH@P”%ﬁdaE SR EYY B oHeYT €€ 2X0°°0r ' party
aut hor i zedctrolidankhdioh iataioties by veadn %pbny def cmy&bl@dcmﬁotmmioh dugertiohds mat i on
insertion 15 tpo any other par that eit nme

aut hor i zat§9Rotegy '”gxd‘S&a] t&‘a%%%gfgr £Em %n?sr of’%%égl or ma P%t%hgjuﬁﬁbri zed
by such a A adrigatidnfinfeationtor ¢ dutonizatiahileval X risdudirigorsigrsture ey, isdhdeded usi ng

di gi tal r f.or _ex l.e, t W,

aut hori zat ‘%?1 r??‘at? rﬂ‘ﬂf’ fi%‘ﬂcef r thae[?a 3&,@@%%%@33%&#&&%1%@9@@ (?dl} diB%"P

si gnatag e $igned dostrdlied mlfdrmdhordnt\@hicm@dlelt%mgﬂ@nﬁeds wRsifipe s e Efgan%iurﬁ Yy
authori zed att%?a}l% hr?sreltlatéc%ljgg he! %éﬁ'l)m%(de\%yiodkrﬂhﬁ%éey adRordhafitsommasdiel | ed

i nf ormati off ¥ ture 1s verif usngthe S|8nature
key can ttheartel;i@ylangah@rwdpmt}obuﬁbe @qr@eladcufﬂr@awsééwzm@nt Roquid ke theyse

aut hor i zat | op i, ERL4ER, disere bi ﬁﬁl&gi@ﬁe@bnﬁ&le@lﬁd&ﬂéﬁohw abfbiétiorIeNel X he
control I ed"Thi o n@{lo nsertlog poi nt 230 coul d be E
is provzded fo the user by an authorlzed party. The user then 1nse s the digitally signed
95  controlled information onto the electronic device 210. Even though the user insetts the
digitalty signed' controlled information in this example, the conirolled information Is
established and signed by an authorized party, not by the user.
In most implementations, the autharization information Insertion point 220 and the
controlled information insertion point 230 include the same type of interface/connectors 222
30 and 232, compatible with the interface/connector 216 in the electronic device 210. However,
the electronic device 210 may alternatively include multiple interface/connectors, such that
different types of interface/connector may be implemented at the authorization information
insertion point 220 and the controlled information insertion point 230. Although only-a single

authorization information insertion point 220 and conirolled information insertion point 230
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user's conputer system where digitally signed controlled information for
aut hori zation level X is provided to the user by an authotized party. The
user then inserts the digitally signed 25 controlled information onto the
el ectroni c device 210. Even though the user inserts the digitally signed
controlled information in this exanple, the controlled information is
establ i shed and signed by an authorized party, not by the user. In nobst

i npl enentations, the authorization information insertion point 220 and the

control | egd gp{oq,r,rfap,b@alcaﬁ.gkﬁei ifseriRAisndte R Bthyiinmildedeoré than saael chytpiypobf
i nterface/ connectors 222 0 and_232

onpati bl e w hthe
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the comt r elah@btiaiie rmiiben canster ticcassgri titer<@§Oproiding omgltiple naufharizeliang| e
aut hori zation i.nformation. i nsertLQ ol C j tion
i nsertion ’HB""?ﬁt'o‘?gﬁn%c’@ P&iﬂ& g 'mqa'®F|“@%n %Qﬁq%ﬂ c?@iaﬁ}pghﬁ%r %&gﬁ{égst em
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aut hor i zed's¢ o e PR o mat i on i nsertion operations from
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mul tiple oriz tiron insertion points .. Simlarl Wnén
users i nsadapmd o o;aaraty withigreewirelenstnedyarie dAlsp ﬁh@rwf%ﬁ i%ﬁ'tl Bsentign toel

devices. aRedRRRldPRIDAR inBAGRONSRE U GOBIR dege a5t o | s Used as a

controlle orrra lon 1nsertion point 230. i ram of an
R

el ectronic devrlwomlﬁbmmw%t®9%éml%ﬂ tr}?ét'ﬂﬁ"t‘f"ﬁh’ the_L‘@”lﬁ’ﬁT‘?']

control arg.j Q@oﬁﬂ?@ &ém 48 drlo@n i Fid. e Al rﬂ@ﬁr!@%v@edﬂarctaw mcmdas it e
devi ce 30 3ate operate within a wirel ess in Fig.

0
3is athi r@erppn@ﬁs m@érﬂ'ﬁmto thpseghew NPt A‘a&ﬁh%@%‘%@&'ﬁe ?@PSP fjr'ﬂ{‘1 He onto
the mobi | g dgiictst 2aQiedkrbnit BRESIOR @/hRRBMe Horiled ubdes@ntdligoligds desitable. ar t

that only the conmponents i nvoI Vi C ntr S r own in
Hla 5 AWM EvaGrnEs 95 e Rofeaber FRaphe Sgaii e boy

a??l tltont tiglebihshee, Fslm&{s{vaf nd rjerEdr@J c@npu@érsgor @dampieobi | e device 30 | ts an
illustrative exanpl e . of an toni ¢ devi ¢ usage
control poli nyl%,be n&glg??%«bqeg% corl‘(}‘ansiesalmemo fa 24 e@@:‘rﬁa a‘?‘r%ﬁ@rcﬁﬂfm z{ﬂfggbl egt o
ot her ic?/pecsz @h meertdnrmmm@ de,va ces, mts:ﬁme @H) ﬂﬁaba WEEEle?eSeﬂr%]‘g‘%‘r‘ﬁéé’fB ﬁmn and
per sona ut ers o nmor

a proc i on an insertion nodule 44, a
user i nt erdmﬂimtr(ahﬂ )an%lthoazawon mfmtmrr %tﬁ@c%ﬁ \ﬂeqﬂnitg sefiings giAre 38, as well as

possibly other data stores associated with other device systems in addition to those siown in
' . Fig. 3.
25 The memory 32 is a writeable store such as a RAM or Flash memory into which ather

device components may write data. However, write and erase access to the software

application store 34, the authorization information store 36, and the control settings store 38

is preferably restricted. For example, a user of the mobile device 30 may be able to refrieve

data from the stores 34, 36, and 38, but write and erase operations for these stores are
30 controlled, as described below.

The software application store 34 includes software applications that have been
installed on the mobile device 30, and may include, for example, an electronic messaging
application, a personal information management (PiM) application, games, as well as other
applications. The authorization Information store 36 stores authorization information which is
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i nterface or connector 50. The nenory 32 preferably includes a storage area
34 for software applications, an authorization information store 36, a
control settings store 38, as well as possibly other data stores

associ ated with other device systens in addition to those showmn in Fig. 3.
25 The nenory 32 is a witeable store such as a RAM or Flash nenory into
whi ch other device conponents nmay wite data. However, wite and erase
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store 36, madidveefytentaceivedaintrbitgsnfememtion @&ma’c@ withesr eeablisastapptavedivved. For
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store 38. Jheisptanrresdio tﬂ@pﬂo&eéé@mﬂsbﬁ:ﬁhdb@f&rh@rwmram@amm pathieeksigng 48 and
t hus enables the nobile device 389 rﬁrr conmuni cations via a wirel ess
net wor K. Tﬂéh%ﬁﬁthnd‘g?ﬁ”&qon Bt diifamate. | nsertion nodul e 44, described

in further detajfe Lbabmmudagen@enmemtmcbomonm bachi a¢ e kéyboerdonheypatioa 50 to
al l ow commyni cati o

i nt er f e/ LHHeOE @Eerﬁmp?ﬂ%n %ﬁ’ﬁﬁcﬁ%t&%‘%%gwpﬁ?%éa@rdffé‘?‘@ ed‘gmut@%nas‘%% @hgﬁrloggl
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conmuni cat | Obalﬁ%w%f B(g%pm%@ [n%%cﬂg 810?@&199 h&éﬁ %ﬁ@tg%ﬁl%gﬁ @ﬂér%req n(fe(a% rolled

i nf or mati o ne- or suc
keyboar d o:repimyma:deoamom@sdrmwfages or ot her conmponent s V\:hl ch accept |nputs
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as a single bIoc e apparent th a nobile device 30
typi catdy - mtecf’amimnmimreﬁztthmgbwélctylmform@éiml ﬁ@tha“@@d W@h E"‘I?é'?@l“%ﬂ%‘”‘ierﬁ@ended to

represent Qneyor ARKELISELuhBiA6IRRRmation insertion point 220 (Fig. 2). As desctibed

above, an authorization information insertion point such as the insertion tool 64 is normally

€, my

controlled by an owner of an electronic device. Therefore, the insertion tool 64 is preferably
implemented on an administrator computer system used by an authorized administrator to
25 enable services for or otherwise configure the mobile device 30. Since networked computer
systems can typically be used by any user, the insertion tocl 64 may instead be accessibie to
any computer system in a corporate network, dependent upon the particular user that is
currently “logged on” the computer system. in such a system, an insertion tocl may be used
to insert authorization information for more than one authorization level, ‘The authorization
30 information accessed in the authorization store 60 is then dependent upon the particular
authorization level for which authorization information is being inserted onto the mobile device
30. Different particular physical authorization information stores could instead be accessed
based on authorization level. Alternatively, a separate insertion tool may be implemented for

each authorized party or authorization level.
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The insertion tool 64 includes an authorization information store 60 and an
20 interface/connector 52 through which information is exchanged with the
nobi | e device 30, and thus represents an authorization information
insertion point 220 (Fig. 2). As described above, an authorization

I nformation insertion point such as the insertion tool 64 is normally
controll ed by an owner of an electronic device. Therefore, the insertion
tool 64 is preferably inplenented on an adnmi ni strator conputer system used
by an aut hori zege adReraknhidbretatibrostafe cosddsauteriziton ifdroatior o be Ingerikids e
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a menotdy r‘é@ﬁ“@?es§ﬂ‘é'l"ﬁ5a°§r'%! ok Hgivgrsa §§F’%“8§%§$) pois ar@uocogﬁgcgglﬁ%%ggﬁge%ﬁ
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i nt er f acesphyschuded doorecliganpl e, " BI uet oot h" nodul es and
Since communications between the insertion tool 64 and the mobile device 30 are not

necessarily via a physical connection, references to connecting a mobile device to an
25  insertion fool includes establishing communications through either physical connections or
wireless transfer schemes. Thus, the mobile device 30 could be connected to the insertion
tool B4 by connecting serial ports on the mobile device 30 and the insertion tool 64, by
positioning thre mobile device 30 such that an optical port thereof Is in a line of sight of a
similar port of the insertion tool 64, or by connecting or arranging the mobile device 30 and
a9 the insertion tool 64 in some other manner so that data may be exchanged. The particular
operations involved in establishing communications between a mobile device and an
insertion tool are dependent upon the types of interfaces and/or connectors available in both

the mobile device and the insertion tool.
Authorization information is preferably either pre-loaded onto the mobile device 30
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802. 11 nodul es according to the Bluetooth or 802. 11 specifications,
respectively. It wll be apparent to those skilled in the art that

Bl uet oot h and 802. 11 denote sets of specifications, available fromthe
Institute of Electrical and El ectronics Engineers (IEEE), relating to
wirel ess 20 LANs and w rel ess personal area networks, respectively.
Therefore, a communication link between the insertion tool 64 and the
nobi | e device 30 may be a wirel ess connection or a physical wred
connect i ohefoSi feemchilendavice 30 isrwotidadwiwen usére of stere trenmblilel dediteadidist he
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mobi | e dewpplieaih, thMﬁémteﬁmyttﬂiepdoaédsemceMce dﬁa traesfers dr adthfsorpa®sessi on
of the_nobjl un(grll it

bl e
°5 codp oiafreBlotRer RamE piiiel BR BrGriefs RS rolifi B hISRTE FPodtRh
When t he #dln the indeface/ecrB@cloas0. He éhis esasibe predessor 4tHgingingded ydine inssation64,

aut hori Zakao%? id giﬁr%g%gﬁpn h%ﬁﬁt&&& bgﬁsfegmé ganaﬁiag%ﬂp{?nﬂédoﬁ%thﬁefeh@a g mation

store 60 and fransterre devi ce
i nt er f acetieonehile doyiee R Adaciab@ly, tegrgsassosdo tr@ybﬁeoﬂf'léréﬂtq st theinpestien e 44 on

the mobi| &, A6 &?wﬁ&ev%é&nor&%ﬁgne@fo?’tﬂﬁtg Ui NREdivert | % InQérQbT Rl 84 rhefy t he

aut hori zation information store ) e menory 32. Al'though the I'nsertion
nmodul €044 Si”ﬂlaéﬂ’lb%\ﬂ spfvere godge geanplicatign tehisexe@iRd Ry a iecessefies FaBRM®onnect or

50, this ghduher isid FfvatidPhy idsBRbetRNéLeheisest Sof tware nodul e. or
application that 1s executed by the processor 40. As such, data transfers
to and from t haheautherization information that is pre-loaded onto the mobile device 30 preferably
includes at jeast data integrity and source authentication information, such as a digital
~ signature public key which corresponds to a digital signature privaie ksy used by parties
25 authorized af a particular authorization level to digitally sign information before itis transferred
_ to the mobile device 30. Pre-loading of authorization information enables greater security of
device control operations, as described in further detail below in the context of digital
signatures.
in a device control scheme using digital signatures 1o verify data integrity and
30 authenticate a source of data, if a digital signature public key for an authorization level has
been inserted into the authorization information store 36 on the mobile device 30, controlled
information associated with that authorization level may then be inserted onto the mobile
device 30. For example, a controlled information insertion tool configured for use with the

mohile device 30 is similar to the insertion too! 64, including a controlled information store and
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15 interface/ connector 50 may actually be acconplished by routing data

t hrough the processor 40 to the interface/connector 50. In this case, the
processor 40 is instructed by the insertion tool 64 to start the insertion
nodul e 44 before the authorization information is transferred to the
nobi |l e device 30. Alternatively, the processor 40 may be.configured to
start the-insertion nodule 44 whenever authorization information is
received. The insertion tool 64 may 20 simlarly be a software nodul e or
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Cont r ol | edvdrinftas Bt Signatsre befosd tbiedorhigollédmfonnﬁnohﬁ stiwred @ethemoblie@herv-ee @fher an
not h

2 RS g o s e
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control setotrronde fomghebldng the integrity of the information and authentication of a source of the

signed information. According to one known digital signature technique, a digest of

information fo be digitally signed is generated using a non-reversible digest algorithm or

55  transformation, such as the Secure Hashing Algorithm 1 (SHA-1} or the Message-Digest

algorithm 5 (MD5). The digest is then further transformed using a digital signature private

key and a signature algorithm to generate a digital signature. A digital signature public key
corresponding to the private key is used fo verify the digital signature.

In the coniext of controlled information, insertion of a digital signature public key for an

30 authorization level onto the mobile device 30 as part of the authorization information provides

for digital signature-based security of controlied informaftion. Controlled information is digitally

signed before transfer to the mobile device 30, and the insertion module 44 then verifies that

the conirolled information was signed using the digital signature private key for the

corresponding authorization level, known only to parties authorized at that authorization level,
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received over a wireless network. In order to prevent a user frominserting
fal se control settings or other controlled 15 information to thereby

ci rcunvent device controls, controlled information is preferably digitally
signed using a digital signature private key associated with the
appropriate authorization level before being transferred to the nobile
device 30. The insertion nodule 44 is configured to verify the digital
signature before the controlled information is stored on the nobil e device
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applicati store 34, ores on thé nobile“device 30.
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t he

It is also possible to support digitai signature generation for controled information ona
25  controlled information insertion tool. However, this requires that the controlled information
insertion tool has access fo the digital signature private key for at least one authorization
level. Digital signing of confrolled information only by authorized parties is generally
preferred in that it limits access to digital signature private keys.
When signed controlled informatian is transferred to the insertion module 44, or the
30 application loader 42 in the case of a software application, digital signature verification
operations are performed. If the digital signature is verified, then the controlled information is
stored on the mobile device 30 in the control setfings store 38 or the software applications
store 34. For a software application, any required installation operations are also preferably
executed when a digital signature is verified. Where digita! signature verification fails, the
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system or software conponent to which only parties authorized at a
particul ar authorization |evel have access, using the digital signature
private key of the authorization level. Signed controlled information is
then stored at a location that is accessible to adm nistrator conputer
systens and possi bly other conputer systens, and retrieved as required. 15
A controlled information insertion tool then transfers the signed
controlled information to the nobile device 30. Depending upon how often
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Any of several mechanisms for distribution of sighed new controlled information to

o5  elecironic devices are possible. When new controfied information is distributed to each
controlled information inserfion tool, for example, insertion tools are preferably configured to
detect receipt of new controlled information, and to transfer the new controlled information to

the mobile device 30 the next time the mobile device 30 is connected o the controlled
information insertion tool. As described above, a controlled information insertion paint 230

30  (Fig. 2), may be controfled by a user of an electronic device. Since many electronic devices
are configured to be synchronized with computer systems, this type of controiled information
distribution may be supﬁorted by implementing a controlled information insertion tool in a
user's computer system. New controlled information is then inserted onto the electronic

device the next time the electronic device is synchronized with the computer system.
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fromcircunventing device control by inserting a digital signature key
other than the digital 1o signature key for an authorization |evel onto
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provi de a new software application, for exanple, the new controlled
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device 30 is tral nf or ma on.tool .

descri bed C:QB'ES?/' E?ﬂ%’f"? dvheﬂﬁ %HFSFWN%WFH%'F%CF’%H }Oﬁ?’&% © 4freless . 2)
may be corttarned:énmdmylnmwaé Oﬂh‘i‘lpléﬂﬁeﬁtbﬁiﬁt, fooaxacnmlaawooetmu& mﬁmnamnmseﬂmem:t ronic
devi ce ar confi e syn oni,z W|th compiyt thlstype
of con roI d“qyd?%‘%%aﬁggﬂe”tg}’pset%é 'ﬁ?ﬁﬁcgﬁof?&y e d %‘Bporte%irl r%BT'zea hting a
cont r ol | ednformhatiomirtsiedion taet@t.t i on tool in a wuser's corrputer system New

control | ed inf Wi %Hoga%e o?aémgma |£¥§ﬁﬁaﬁ%g AW ok Eb%la%%ﬁ%{w o?@iléihggzﬁﬁﬁoﬁgd the

next tinme the elec Synchront 2e er system
-16 Al t er risfoirvagioy, is Neselsyi @ewddanbnmmveréldatuonfaﬁrarmgliabsigmﬁwewe teeinsertion a

bil e dey 12
The i r ol dhgftle o4 B ool o 32 19YS Hano b 2R dif poriSeitt Mt DR TS,, 20
si gneckOc ormheets @i@yualﬂ%bmerﬁesmeémyl @ pleckenig device E| @X'%I@gllﬁfégnaélp’c‘ Hﬁar
directly. QEpié&me LhQBrd@F‘t% p%veﬁﬂé@amfgckel i welch & eer&mlé@ﬂfohﬁaemg 1@8erit 5

Al t hough the digital signature public key for an authorization |eve |s
pr ef er abl \ariatiagies ppd receivechayrtae plagiranis d&ﬁ”%l“@&‘f‘?"&%I“@’@@W’H’éﬁf@@@ﬁ inglides

nobi | e dewepfor3 thidrHaBoloh Ex¥ng controlled information is replaced only where received
controlled information is newer than the existing controlled information. Generally, newer
25  controlled information has a higher version number,

Although authorization information is preferably inserted onto the mobile device 30
using the insertion too! 64 and the interface/connectors 50 and 52 as described above,
updated authorization information may alternatively be {ransferred to the mobile device 30 via
other communication paths. Authorization information is updated, for example, when the

30 digital signature private/public key pair for an authorization level is changed. To this end, the
insertion tool 64 may include other types of communication modules, such as a wireless
transceiver or nefwork connector, for example, that are less secure than the
interface/connectors 50 and 52. Any such updates are dependent upon verification of a
digital signature using a digital éignature public key in existing authorization information.
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I nterface/ connectors 52 and 50, other comrunication |inks which cannot be
physically secured or. protected; such as wireless or public conmunication
network |inks, may be used to subsequently transfer signed controlled
information to an el ectronic device that is enabled 10 for -comrunications
over such other links. Wen a digital signature public key for an

aut hori zation | evel has been inserted on a nobil edevice 30, then the

i nsertion nodule 44 or the application |oader 42 is able to verify both
the integrity uhentbtoszation eforchetin, by wel as Agpesidtedcontrel skifieas if aryohawet i on,
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be per f or rand dogtraiiad &mrm@h@h jiapd &@/me*@letsl@fns? aperaiing systpm ?H“HPlﬁ'é‘Eﬁeb feyics

repl aced. doBREHEby oY JoRRLlor il ® okl i Geralots fr@pirmaioked

i nformati attacker and received ]F8e| ectro

devi ce, colitis 8o e@wtemmlaﬁeﬁahat@qsqﬁrn@fee?%wlonﬁémﬂs*é@ th%ﬁss RfOfCRT GPHRRL i on.
Exi stipg &é@' efl Ly &fﬁ&ﬁ&d e %oul@meaﬁ'@GrtétﬂbMtoV\/ﬁﬁr@edtremeldemde wient rol | ed

|nformat1 I's newer t he existing contrall %é rrﬁB tbl Fe(ﬂrally
newer 25 %@W*Z@F’Péﬁomﬁ'@ﬁ n‘é’bP‘@ﬁOR‘ﬁéfeépﬁ'fcﬁﬂ%}'“?}E' 'P%ﬁorﬁrﬁ Ertablie4Dugh
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usi ng the |nsert|on tool 64 an nt er f ace/.con Lors
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Aut hori zatiop i nforppation for exanple, when the 30 digital
si gnat tit e ?BPF%‘{?%WB tﬁﬂeak@”iﬁf’? e?’%r an authorization |evel is changed. To

this end, the ﬂhawegmmgwdémpuoﬁztetmy prllmahludtewohﬂgealutmqﬂg@t@nofﬂfmmﬁﬂd:at i on
modul s, - SUER RS iFoltdiRh £S entorf A7 &F Blo it dARLIIK £IRFRLY devic@rsoexanp e,

that are |®%E (At &r facel Connect or s . Any such
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When aut ho%%grélké dqr“cgllwpelft’bﬁ ‘*ﬁﬁ%u{ @pﬁéh%ﬁg&gg&ra@gm at ed C(I)nt rgl sett I!?lgs i f
any, have caisemtnqem's‘enmaém ismobbeingwiSHitD BOMEn QE? arYicee o3 ignsd ayieriatind

associ at edyih LAY ook gg@mhﬁ% s 588 reClef@b e thoad  dieerambichanalaci ce 30
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44 in some implementations.
Referring againi to Fig. 3, if authorization information or controlled information is to be

o5  erased from the authorization information store 36, then an erase command or request is
digitally signed and sent to the insertion module 44. As with new authorization information or
controlled information, a signed command or request could be sent to the mobile device 30
through either the interface/connector 50 or the wireless transceiver 48. For example, the
insertion tool 64 could be adapted to erase existing authorization information from the mobile

30  device 30 by providing an erase command generator or store which is also coupled to the
interface/connector 52.  Alternatively, authorization information erasure could be
accomplished using a specialized erasure tool incorporating such an erase command
generator or store and an interface to the mobiie device 30. Erasure of controlled information

is preferably controlled in a similar manner.
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5 operating system executed by the processor 40. The application | oader42
controls software application installation, the insertion nodule 44
controls insertion of authorization information and controlled

i nformati on, and the nobil e device operating systemcontrols other device
operations, by checking control settings, for exanple, to ensure that
operations are permtted. It is also contenplated that a software
application or nodule that itself enforces control 10 policies at an
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controlled information. In one embodiment, any systems or components through which the
memory 32 is accessible are configured to allow memory read operations from any locations
25 in the memory 32, but deny any write or erase operations io memory locations storing
authorization information or controlled information unless the operations originate with or are
authotized by the insertion module 44 or the application loader 42. In an alternative
implementation, a memory manager (not shown) is provided to manage all memory access
operations. Such a memory manager is configured to direct any write or erase operations
30  involving authorization information or controlled information stores to the insertion module 44
or the application loader 42 for digital signature checking and authorization before completing
the operations. Authorization information and controlled information may thereby be read by
other device systems, but may only be inserted, changed, or erased when a digital signature

is verified,
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digital signature is verified. In sone instance, version verification also
occurs prior to execution or conpletion. O herw se, the command or request
is preferably ignored, and an 5 error or failure indication my be

di splayed to a user on a U 46 on the nobile device 30, returned to a
sendi ng system or device that sent the command or request, or both. Further
error or failure processing routines nmay then be performed at the sending
system or device. Fromthe foregoing description, it should be apparent
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oper at i Onscr%té@bﬁ‘%%léﬂrbmcaé\r:@é %uchaé(ktdﬁzQJWnéﬁdf tbeydém insertion nodule 44 or
t he application | ocader 42 natiyve

t.at
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systens, b eras
si gnat ur e ofitise slestiohiceldvice 418 sending an error or failure message to an mser’uon tool or system

from which the authorization information was sent. The authorization information is inserted
onto the electronic device at step 84 where the digital signature was verified. Although not
25  explicitly shown in Fig. 4, insertion of authorization information may also be dependent upon

version or sequence information in the existing and received authorization information to
prevent insertion of outdated authorization information via a replay attack. The method of

Fig. 4 is repeated for each authorization level to be created on an electronic device.
After authorization information for an authorization leve! has been inserted on an
30 elecironic device, insertion of controlled information for that authorization level is restricted,
as is evident from steps 786, 78, and 80. An organization implementing an electronic device
control scheme therefore also implements measures to profect the confidentiality of
information required to insert authorization information and controlled information onto its

electronic devices, by confrolling access to such confidential information, and possibly access
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Fig. 4is aflowdiagramillustrating a nethod of inserting authorization

i nformation onto an electronic device. The nethod in Fig. 4 begins at step
72, when authorization information for an authorization level is

est abli shed. This involves such operations as generating or obtaining a
digital signature private/public key pair for the authorization level, for
exanple. 5 The authorization information is then digitally signed (if prior
authorization information exists) and sent to the electronic device at
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aut hor i zata dewar rﬁtﬁfnqma@tloon!emids d@?-ftfl%lfh@élgh @ Bighelt feherization jevel.  In one

25 embodiment, a master authorization level is created on every electronic device in an

organization. This may be performeci, for example, by a device manufacturer inserling a
digital signature public key onto an electronic device. This key mightﬁ be generated by or
provided to a device owner or an entity trusted by the device owner, or retained by the device
manufacturer fo allow the device manufacturer to assist in recovery operations after
30 confidential information has been compromised. Retention of such a key by the device
manufacturer or a frusted entity outside the owner’s company or organization provides for
electronic device control recovery even if confidential information for every other authorization
level on an electronic device is lost or obtained by an unauthorized party. Since confidential

information for the master authorization level is maintained separaiely, at the manufacturer or
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el ectroni c devices, by controlling access to such confidential information,
and possibly access -20 to insertion tools used to insert authorization
i nformati on and controlled information. For exanple, confidential
Informati on such as a digital signature private key that is used by an
authori zed party to insert information for an authorization level is
preferably known or accessible only to parties authorized at that
authorization level. In the unlikely event that 5 such information is
obt ai'ned. eh@rmaNrustRLENRE Hichaskspeorifigential ifastatitnyrequired for tremastedaghorization
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aut hori zation informati on cannot, he ve ed u b, y. serted
by t hetfundétsries ato ‘??&Pteypctrﬁ”'gldﬁY‘?%Pn¥l'{ xgﬁngagutéé}?a@ eirgl ﬁguu ho-lrnﬂléz1 d

parties | qafcidnalingk baémesj @jﬁé;tamﬁl:ﬂe by smﬂr@ d@ﬁwaremppltdawemwg@rghesdor the

hi hi cal auth t h '

e O oy Rb AR SOk SER, 184 B FeliByHSRAEAPk etk aedam ort se
level . |n @pier @breatdeniti cerito) paicien shesoftwatetrpplicaion oRY v Sl@r@dchfa?fé‘éi on
every el egrt?r(gnb&o?de%\élr’%ﬁﬁu o Lo ﬁw%ﬂﬂéﬁ%% au{Ha Afatlm‘!é? BniP&Hitd @éviged on f OF

exanpl e, urer 1nserti i gnat ure public key
ont o apy el it i autteizaton. Ie\ﬁh wais quuﬁkymeﬂi@i g@fﬁiéf%ﬁoé%fy WCB?”'S'BH%@F@ed to a

devi ce Ovng%[ﬁcgca[vﬁ%n%%ﬁdtex efl rn'fb?ltnﬁﬁiongﬁvﬁg% Sieiei®y aMhRiuthoffed pREAIDRRTIeBY t he

devi ce trer | ce manuf act ur er %o assist in recovery
oper at i onsauthdrized Bloroetidn kst yat beert eanged Bhtha 4ealriRee BF R oni sed.

Retention of syg h‘e%réﬁ%é’ t?lhgt he 00MatR dEBRhARh US afad@rat atetpr&ustmadq eawi ty
out si de the owner onpany” or organi zati on pyovi ? for responding to a
authonzatlon mformataon s:gned using a digital signature prlva e ey D a
25 digital signature public key that has been replaced by an unauthorized party or a key
associated with a higher authorization level, is received at an electronic device. However, if
the error processing at step 82 includes repeating steps 78 and 80 using authorization
information for each higher authorization level, then device control is eventually recovered by
inserting new authorization information, signed using a private key associated with a higher
30 authorization level, onto electronic devices. A master authorization tevel for which
confidential information, such as a digital signature private key is maintained separately fran
confidential information for other authorization levels, thus provides a further mechanism for
device control recovery when security of authorization levels are breached.

Although this recovery mechanism involves intervention by the device manufaciurer
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el ectroni c device control recovery even if confidential information for
every other authorization Ilevel on an electronic device is |lost or
obt ai ned by an unauthorized party. Since confidential information for the
master authorization level is maintained separately, at the manufacturer or
-21 external trusted entity prem ses, confidential information required for
the master authorization |evel remains secure, and can then be used to

re-establish authorization |evels and device control by inserting new
aut hor i zatdréwe ireptest ealit: §RVeiHE sltraRiYe SeEVeY GRPElIRNSy PYE asNeRBe@™Ynd & anot her

enbodi rrentrebduarng @b&%léc@r@ﬁ\é%wc@ Rt éFé ABS casts aﬁsmceﬁ\f@;ént foﬁbo\f%a owner
confidenti al ormation for an authorization |evel | ost but has not

been obt aiddd®{PanyACyEh At Keved B atheymantiRativer erdhe Frﬁ?te‘i’ ERfEY RReYItect i ve.

However, am@mamzmwda:aaudnnﬁf@«nmbh fat Bto iRddrRkloRt thableéalddRGicdPr t hat
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authorlzatlo |nfor % gn {{&)ﬂlﬁ b%/ : I}e hl({% er authorized party is inserted
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each el ectronrc eXIS I ng au orrzatron Is
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that sear Gggoieqindri ?florﬁ§{h§h %{aﬂ?@ﬂﬁ%i taﬂ'ﬁz'é?ébtrgﬂg QLR 4t O g@l Pk} 0 t he

new aut hori zation 1 nformation require er current device Tontrol
pol i ci es, signetussniae sorified Gﬁ@rﬁmﬁﬂmthﬁms@e@@dsﬂgﬁi@ﬁ B Tahtgeer 8. tdtovery

i nsertg n%t(ﬁ!%tn@@%étﬁél‘tﬁ@dl il S RRLIeNVeHREd PR AR iZAbA AbrhARForgRl Y onto
devi ces on 20 whi t he authorization level was previously created. This

recovery I8¢ F\%ﬂﬂnglﬁﬂ ﬁ‘é‘h%IZé"HPn leyel-SETANPECCRERENY. WBIAR Mk Ivelu ORSFIIBRTHTIZHHIP has

been obt au.n&fé dR¥crdBd HB@Jétu’ﬂ@:EdJ:}w%ﬁbrpﬁfﬁ é(ep &fiﬁ\Figd@Cis péritiried bizdsh 1oofierat i on
has not yet been changed by the upauth orlzefﬁ t% In reference to Fig. 4,

a negat i vd"@idpis! siopai d%"‘i”‘é’eH%Fd*e lquthgriggfiogdn BFLding AP SianaEe
i nfor mat i oy had @BeeriFbILsh itbegied a:htomewmastrum:edwaevatme tarokEaifieRRPOGHI ng to

e i O nl A e A Bl BB bR N B o el
I's recei veanberitd anto dhecaléaironicdedies foe the dthoszation lavel astduiated with thpradedsd ng at
For each MGHEToRIERGT? SRR SRR B RS ESEont rol ‘T oventually
recovered by Wiees therdigitabsigraaira dr verified einstem P& ritva thieoretesingpne dt sisp Mgl a
private k%e%?ﬂ%i %E&Qed%o%ﬂol?edhﬁfgnﬁgﬁon is current, such as by determining whether a
25  version number of the received conirolled information is greater than the version number of
existing controlled information. The received controlled information is inserted onto the
electronic device at step 102 where the. digital sighature was verified and the received
conirolled information is current. Step 102 entails storing the controlled information to an
appropriate data store on the electronic device, and possibly performing installafion
30 procedures where the contralled information is a software application, for example.
Otherwise, error processing is performed at step 100.
If the controlled information is a software application, an authorization level that
controls software application installation controls operation of an electronic device by
restricting the insertion of controlled information, and thus the particular software applications
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30 authorization level, onto electronic devices. A master authorization

| evel for which confidential information, such as a digital signature
private key is maintained separately fran confidential information for
ot her authorization levels, thus provides a further nechanismfor device
control recovery when security of authorization |evels are breached.

Al though-this recovery nechani sminvol ves intervention by the .device
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contr ol | edhe ¢lpeteanieddei6h, then the digital signature is not verified at step
98. Were the 4 di@hagisaodingent, shedeiduft belbnaponsa reya@ dejamination #sten

determ ned at step 101 wheth t h t
Cur e G2 & Mg de CPhP LR ih S CLOr O U AR EPhu ey *"*"*é‘%“‘é@'““ﬁﬁ? '

recei ved qﬁtfﬁemitd o hamfamy meitédfuntiongiteatngt an aethorization/leyd i frealgh e i
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Where authorization information exists, It is determined at step 114 whether

25  associated confrol seflings also exist. Error processing operations, such as presenting an
error message 1o a user of the electronic device a;nd returning an error indication to a source
from which the operation request was received, are performed at step 116 if authorization
information exists, but control settings do not exist. This situation accurs, for example, when
quthorization information has been inserted onto an glectronic device to create an

30  authorization level associated with the operation, but control settings have not yet heen
inserted. In this case, the existence of authorization information on the electronic device
indicates that some level of control over the operation is intended, even though control
settings have not yet been inserted. The operations of determining whether control settings

exist at step 112 and thenreverting to error processing at step 116 where contro! seitings do
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controlled information is current. Step 102 entails storing the controlled
I nformation to an appropriate data store on the el ectronic device, and
possi bly performng installation 30 procedures where the controlled
information is a software application, for exanple. Oherw se, error
processing is perforned at step 100. If the controlled information is a
software application, an authorization level that controls software
application installation controls operation of an el ectronic device by
restrictingtehs drmafstéx@eutlaﬁ oﬁéuﬁrbltddl apdratiofioattanah @othortion lrue hadeeen

particul ar so [ ns that are installed on the device. In
the case cffre%%#\ga f%fgf?"twgéefﬁ?ﬂﬁé\? eI SHt rol led information itself,
once inserted, memhf\@fﬁdéfh@ta&iuacmm;pmsedea|ne@t|v6dqernﬁndnsnatstdpd\AAdchLagram
showi ng a met hod .of .controlling an el ec ev, Fig. 6
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i nf or mat i oarenel l@@'@iﬁﬁ“ﬂ' éo'tt'f‘i’és%tﬂ@ﬁ ateiseredaueie %H%“‘ﬁ ‘”C@xe}"gft 'ngnfff'ﬁ’e? he
el ectroni cydame G&twa?éaﬂ:fﬁ&ﬁoﬁé B@duMorisddger ﬁs’k&!atnbﬂn eThe'Hnamt diffn‘relnm $pane | evel
has been established for that operation, % (la g(i |§ ‘Fagrglor med at
step 1%®. Made ﬁ\@"@&%f?pﬁ%choﬁoﬁwafeﬁée'éﬁat}%fbﬁf%faﬂ?w 9@5& mited: 58 frat gyalgrd oo
hnvol Vesl I ﬁ\éﬁxa}y: htdR ek dbhiGes @9 GWARS umbkéﬁ]?éndqmsﬁihly unheth@ized boforre

evi ce n an aternatlve ef au ctj tive
ot er mi nar FCSIEnS B gnowe STEsamen frobivppeise Ehiefiohs SR isERy ndiiea
el ectroni caghmet mtrﬁmitlngﬂﬁvﬂdl d:dmtrblmeamgsaame'rserted andnﬁpemxhxbved lfoot diawedon| y
limted fu onality autho I | r e
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el ect r omi c«:mlﬁ)unems cn"o;onwwylea@ﬁmbemlee caotrdi eitings iamlnrseﬁ@r lﬁﬁiﬂoolrlﬁeifté

| nser t ed. eﬁé‘ﬁ Shig YOO CLARY by r?f Oumﬂoqgetfﬂrl%h&s, cbnﬂgﬁraQ& SEhdiedngt step

114 wheth associated con settings also exist. Error processing
oper at i onssofsvach aggicgives det iwege anabled or [nstailed by an unauthorized party or before

authorization information or controlied information inserted by such a party was replaced, for
example, are then disabled, reset, or removed unless they comply with new authorization
25 information and controlled information. .

When both authorization information and control settings have been inseried onto an
electronic device, itis determined at step 118 whether the operation is permitted. Inthe case
of a received software application and control settings specifying approved software
'applications, step 118 involves determining whether the software application is one of the
. 30 approved software applications. The requested operation is performed at step 122 where the

operation is permitted. Otherwise, error processing is performed at step 120.
As described above, control settings may include not only permissions and
restrictions for electronic device operations and software applications, but also a list of

required software applications or modules which may be checked from time to time to ensure
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error nmessage to a user of the electronic device and returning an error

I ndication to a source fromwhich the operation request was received, are
performed at step 116 if authorization information exists, but control
settings do not exist. This situation occurs, for exanple, when

aut hori zation informati on has been inserted onto an electronic device to
create an 30 authorization |l evel associated with the operation, but control
settiings have not yet been inserted. In this case, the existence of

aut hor i zatth&il refuPsd@ditvars @pRlidaiensdre pict@itiof afl elt@shic deVitbC RéRKatpPRl arSOMe
| evel of control over tggenoqpﬁratlon I's | ntended, _even thoucg_lh contr ol
settings HRATONGHCYRG MBERGCAHA LR o Fheditfar iERdresSPEwMYe aprigatds af siemyl8het her

control seiHdnt@Rain §pks bf dileration Peqlidat spd fhcbibed) ah€ Weidriond tHepefation atdt@ressi ng
events execution of

at step 116 where control. settings do _-24 ngt exist pr

Cont 1 of | ed 23 ERAT LAl TSR SOMA HRlaR BR el THsBnGKERIS pPeRecd but
bef or e 5Condofmirats ewhdrngprelent epbratohsitt aedebe corpdthicaidtatgingservicabalr dadatif saact i on
in response to. a negative.deternination.at. St¢ coul be to. revert to
Srep 109, SERUPLTGRALP $Gvah EROIARn gt s PoBeified of Beberidishes  not
wi sh 5 t doriestamidect devi ce operations before control settings are inserted.
This type of defaul ction.is. useful . when . u rization_|evel S
creat i o suppt i i ieb P S qoP RS e BTG R0t deve®

est abl i shdwving asiostatadivonterd setBuse Foyguiivrisationdzyaisheddg operrdbl setimgsrisatit al so
be pard al . -camml e Mela} Y .

appl i jaof[ i oér? , o é'géatﬁrr)gllg,%i @ngﬁg\abﬂé&tg% %@E&R gr?a%r?r gﬁ%gé]t(?%ﬁﬁ\g r%i\g\%@gnonlo I n
such a waynstéllgtion, ppgrations ereespstrofiedishkstardinly asishowrn Eigk® dThatjaiopstiatiens asg | owed

sof twar e gRliedbt Mhidd ke BE %tﬁ%&ﬁ inﬁ:ﬁé\%oﬂgér SESHIHDSEMISALY el dSer ted
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settings & &ntrBRAidisithalot Sorkls a%ﬁﬁéé@ﬂ%lféa%‘é&&@areﬁ&‘é p}éferia@ylﬁd?n%lieﬁril”?d - that

the software applications are authorized for installation. The anmount of
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' information, and resiricted commands or requests, an elecfronic device might issue a
25 cryptographic challenge using a previously inserted cryptographic key associated with an
owner of the electronic device. The cryptographic key could be a publickey of the ownerora
secret key shared between the owner and the electronic device. Operations such as
authorization information insertion or controlled information insertion or erasure would then
be performed when a valid challenge response is returned. As those skilled in the art will
30 appreciate, a valid challenge response can only be generated using a corresponding
cryptographic key. Data integrity and source authentication could instead be assumed, for
example, where authentication information or controlled information are sent to an electronic
device over a secure channel. If the device properly decrypts information received via the

secure channel, then it is assumed that the information is valid and was sent by an authorized
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exanpl e, are then disabled, reset, or renoved unless they conmply with new
authorization 25 information and controlled information. Wen both

aut hori zation informati on and control settings have been inserted onto an
electronic device, it is determned at step 118 whether the operation is
permtted. In the case of a received software application and control
settings specifying approved software applications, step 118 involves
det erm ni ng whet her the software application is one of the 30 approved
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where the operation.,is permtted. Qtherw se, error processing is perforned
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authorized for instaliation.
Control settings may aiso specify a list of required soiftware applications, uniquely
identifying mandatory software applications that must be installed on an electronic device. A
25  required software application list allows an authorized party to ensure that every electronic
device under their control supports certain core functions, such as electronic messaging and
secure communications, for example. Sofiware applications in a required sofiware
application list may be uniquely identified by one or more hashes, as described above in the
context of authorized applications. In the mobile device 30 (Fig. 3), the processor 40, the
30 application foader 42, the insertion module 44, or a further device component or system is
configured to periodicaily check to ensure that each required software application is present,
and that a hash of each required software application matches a hash in the required
software application list. Where a required software application is not present on the mobile

device 30 or its hash does not match a hash in the required software application fist, which
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secured by other than public key digital signature schemes, or by other
means than digital signatures. Instead of checking digital signatures on
aut hori zation information, controlled information, and restricted conmands
or requests, an electronic device mght issue a 25 cryptographic chall enge
using a previously inserted cryptographi c key associated with an owner of
the el ectronic device. The cryptographic key could be a public key of the
owner or a secret key shared between the owner and the el ectronic device.
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di fferent 'Dr?c%hl ng algorithnms is then used to generate a hash of a received

The mobile device 500 is preferably a two-way communication device having voice

25 and data ‘communication capabiliies. Thus, for example, the mobile device 500 may

' communicate over a voice network, such as any of the analog or digital cellular networks, and

may also communicate over a data network. The voice and data networks are depicted in

Fig. 7 by the communication tower 519. These voice and data networks may be separate

communication networks using separate infrastructure, such as base stafions, network

30  controllers, etc., or they may be integratedinto a single wireless network, References to the

network 519 should therefore be interpreted as encompassing both a single voice and data
network and separate networks.

The communication subsystem 511 is used fo communicate with the network 519.

The DSP 520 is'used to send and receive communication signals to and from the transmitter
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20 software application. Qher unique transformations than hashes coul d

al so be used to generate controlled informati on and to determ ne whet her
recei ved software applications are authorized for installation. Control
settings may al so specify a list of required software applications,

uni quely identifying mandatory software applications that nust be
installed on an electronic device. A 25 required software application |ist
al l ows an authorized party to ensure that every electronic device under
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The transc I nc s transmt and recei ve antennas 516, 518, a
recei ver (Rx) $pmmugication nstwork access requirements for the mobile device 500 alsovary

depending upon the type of network 519. For example, in the Mobitex and DataTAC data

" networks, mobile devices are registered on the network using a unique identification number

25  associated with each device. In GPRS data networks, however, network access Is associated
with a subscriber or user of the mobile device 500. A GPRS device typically requires a
subscriber identity module ("SIM*), which is required in order fo operaie the mobile device

500 on a GPRS network. Local or non-network communication functions (if any) may be
operable, without the SIM, but the mobile device 500 is unable to carry out functions involving

30  communications over the network 519, other than any legally required operations, such as

‘911’ emergency calling.

After any required network registration or activation procedures have been completed,

the mobile device 500 is able to send and receive communication signals, preferably
including both voice and data signals, over the network 519. Signals received by the antenna
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transmtter (Tx) 514, one or nore local oscillators (LGs) 513, and a
digital signal processor (DSP) 520. Wthin the non-volatile nmenory 524,
the nobil e device 500 includes a plurality of 20 software nodul es 524A- 524N
that can be executed by the m croprocessor 538 (and/or the DSP 520),

i ncl uding a voi ce comuni cation nodul e 524A, a data conmuni cation nodul e
524B, and a plurality of other operational nodul es 524N for carrying out a
plurality of other functions. The nobile device 500 is preferably a
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net work 51 I'ce I's 1n 0 operate. For
exanpl g acombrbi df éhedemnscadvebB601.15 i nt ended to operate in a North Aneri can

market may i nCl'H1 ma&oﬁr%cnég%'nj &%tp.}e%}aﬁlvméée%%d conirols the overall operation of the
mobile device 500. Many types of microprocessors or microcentrollers could be used here,
or, allernatively, a single DSP 520 could be used to carry out the functions of the

microprocessor 538. Low-level communication functions, including at least data and voice

25 communications, are performed through the DSP 520 in the fransceiver 511. High-level
communication applications, including the voice communication application 524A, and the
data communication application 524B are stored in the nonvolatile memory 524 for execution
by the microprocessor 538. For example, the voice communication moduie 524A may
provide a high-level user interface operable to transmit and receive vaice calls between the

30 mobile device 500 and a plurality of other voice devices via the network 519. Similarly, the
data communication module 524B may provide a high-level user interface operable for
sending and receiving data, such as e-mail messages, files, organizer information, short text
messages, etc., between the mobile device 500 and a plurality of other data devices via the
network 519.
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511 designed to operate with the Mbitex or DataTAC nobil e data
communi cation networks and al so designed to operate with any of a variety
of voi ce conmuni cati on networks, such as AMPS, TDWVA, CDMA, PCS, etc.,
whereas a nobil e device 500 intended for use in Europe may be configured
to operate with the GPRS data communi cation network and the GSM 20 voi ce
communi cation network. Qther types of data and voi ce networks, both
separate and integrated, may also be utilized with the nobile device 500.
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comuni cati gns r.th t wor t Legal suchnmgtikhdesd

7 Gencet S Koyl 22 speBl ot Hfdter '

oper at i on@¥Xiep! Ing. After any required network
regi str at heniedignated! peredraligas pi 46 &Kig.és have been conpleted, the nobile

device 500 is abl | ' | oRind brgreital fupstiehgr abl
el udtng_bot HooBE 2k e ol F. O e o apaLs

, th t k 519. .S |
recei ved beiche otet mwtememaspmw%‘?ﬁﬁqg\é%bﬁ?rgﬁﬁe %ﬁ‘%ﬁnﬁﬁ%&%gﬁssare
routed to_the recej ' i 52 péwided iathotmmnasuridagional
il 1 captBiseec Re Sbonitios B aepEy! f?lsfgf%‘g 3%,,%@53&?%& %:E%“ on,

Fequency _
and anal ogplated divgitions, Bishvay SNBANG hdP8gMETAHP AVEr si on of the

received gj i | QAR deoERkeIdeADRNEohs atidhars  caiadatorm taskdishoras
di gi tal débn%%hg?@gnr%ané ‘decoding, 5 to be perfornmed using the DSP 520. In

a si mBar offenABA typsifgRdiPRs-t 0 be transnitted to the network 519 are
processed, i nclyidi-ney SR sitvar: wad betheoricmgrocdssor Ranpeterabbisiaradingp 520
and are then provided to the tr mtter o ['WoY g kAR End
conver si opersistesy BerRSyclps ﬁ‘@ﬂﬂ‘?f&‘%@ﬁ%ﬁ‘?"‘?ﬁ?&ﬁ? %&g)‘i,;“°glrtfﬁf% ?‘i&eég{ﬁlgon andi_1
transni ssi@pmifickih METBEE28AN, tre nosiulbtik MEIBINA24 reaydnclugerdifRy s IEor

Al t hough a single transceiver 511 | | oA BGthetadatonl O
communi catStBRE daen Té‘Pt"é’F'ﬁSPﬁ?éneé'?ﬂ) %%%%lsgwleﬁﬁrg%ﬁa?%rgigl ce 500 ma

| e de y
i ncl udg Mihtbinpdtion afld &ntrokdd itfommsiori Treraperading sysies. 8paGfiF devieeBRRICERG &t ~  or

transmttin nd recelLVving Vvoj i AR @ik, BUeH EIRAM 626 f or
transmi ttirﬁgd“ger?dorrp@ggi ‘??g n&ag)tb%%%rlﬁ %g@%!%:agerﬁgﬂfaﬁfst tra SCE%X%]QQP&&%;\H gured

to oper at goiakizi Bperafion: Storéaver; uensivpd [sammunigaiPnSIENaSIAE BIrQ
confi gur edstér?}d to RAM 526, before permanently writing them to a file system located in the non-

~ volatile memory 524. The non-volatile memory 524 may be implemented, for example, with
o5  Flash memory, non-volatile RAM, or battery backed-up RAM.
An exemplary application module 524N that may be loaded onto the mobile device
500 is a PIM application providing PDA functionatity, such as calendar events, appointments,
and task items. This module 524N may also interact with the voice communication module
524A for managing phone calls, voice mails, etc., and may also interact with the data
30 communication module 524B for managing e-mail communications and other data
transmissions. Alternatively, all of the functionality of the voice communication modute 524A
and the data communication module 524B may be integrated into the PIM module.
The non-volatile memoary 524 preferably provides a file system to facilitate storage of
PIM data items on the device. The PiM application preferably inciudes the ability to send and
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operate within a second frequency band. 15 In addition to processing the
communi cation signals, the DSP 520 al so provides for receiver and '
transmitter control. For exanple, the gain |levels applied to conmunication
signals in the receiver 512 and transmtter 514 may be adaptively
controlled through automatic gain control algorithnms inplenented in the
DSP 520. Other transceivercontrol algorithnms could also be inplenented in
the DSP 520 in order to provide nore sophisticated 20 control of the
transcei V@keibd data téis rﬁtﬁér@ﬁt@@ﬁﬁ&bbarﬁ@fbﬁm sitfeihalybige amdegiesoramdnicatintr ol s t he
overal | operati of rmbll f cessors
or i cr ocHATHE 8 53%5%1 e e %Psl‘ﬂee}‘é&k E?"grg TI%E‘FPM A ar@g%&gﬁl

ernative si ngl e DSP
520 coul dsdigniétsgtintegrata; rsyndhtmtzfedhenﬁ wpdstednga e witaiess me@vqﬁpﬁb%e@%woa 538.

Low- | evel conmunj cat cti d e 25

communi ¢ a‘F‘?rE?ﬁEO”déﬂgeset) frrbﬁ%’r Fﬁgﬁ 5? %do%rg %ﬁ@é%%ﬁ}}%?e&ﬁ%ﬂ%% tgrﬂs E:h\eélﬂ:‘l\l/:J gr 511.

Hi g Ih I g;/ ebreatg@rﬁ'&mmnoﬁeﬂ dystemeippddta tarmoarsocipied Miftl iargriicwlar ¥867-ce communi cat i’o 3

appl i cation store
§ rgalpr%rg%\r{lce ggﬁ"%ﬁﬁﬁ%@h&%ﬂt% @ﬂ%ﬁ&%ﬁs@ﬂ'x RAAEIR] Be

in the nonvol a r ut1 on e mcr OBI‘ ocessor. 538. For
exanpl e, iopilevadvive mnmmmnﬁafacem:rati@dmh@hwﬂmeﬁév sefigl pertRS0 Lt HiegRoti8vel user

interface O\E%e@g age ia ,!;%Pur \d ho@{"é}st{eﬁc%%%eﬁé?b&?ﬁéb%éﬁal&ﬁié’@@@td:ﬁ&n%

nobi | e deg? ot her vol ce devices vi \8/5{ t he net wor k
519: Si ni hathbr}e;atmmmford’atm eraﬁmwp&e&t infaRmakiRmueTio 43e mokie, deyies /08

hi gh- '18"6 \Hr?igéd 615&’3@ ﬁé‘a‘ﬁoﬁ%ﬂ@@é B24\Plor i BNERRADrARE nfoaneeﬂ@wda@odarra;s such as
e- mai | é’ ani zer information, short ?%‘Fmég &%’ etc.
bet ween thﬁedrﬂ@wﬂﬂ@adjmﬂﬁ tﬂéy erhiecisgd # 1gF%AR ?'S‘FW“’B[‘We‘?"%I DRRICEE via the
networ k Si80 or e Hedil aROaRsR, whih i wre gb@ir@picthodittan echairgevi ce
subsystens, such as the di spla 522 26, auxiliary 1/0O devices 528,

M 5

seri al poencrgEon infeynsyan HaWIf fupor %4? m crophone 536, a short-range
gomﬂml Ca&' 0nsAﬁMQ%B@WoﬁﬂQtloﬂn@nﬁﬂléd@ifdﬂﬁratldm\ahdeddlis:lmbb@psllcahtm‘i meditesal | K

esignated as 542. For exanmp dul es, 524 y the
ni cr opioc 834N Mmay3te maeqwavoﬁ%m%@ %e"}'ﬁe #O%I tgvoé'lgﬁ\lﬂlr'}l'i ace et \;\Foglgﬁ aﬁ user of
the nobi Iag,\,@g}v]u/@es@w&témezmh‘oh@ tﬂe\shmeranﬁla|csmrrmmsaﬁcmeeub%vpﬁeﬁ"eﬁ40y0f
i ncl udesa gr aphi cal d an
nput | out GPUGARGHER PP B PRGN G K B Bps bt bR mondR 2
keyboard %32 .cr Rpmr Sodexibitityrih appipﬁt@nm%fatlorSD@”ﬁaﬁeﬁtﬂ@rﬂia@'éﬁa"tya‘?féhe
dest grat eq 480 s %08 S ik fuds b flbed on-dd c%oﬁﬁct\%ﬁ s LrSRBHS TR hown i n

Fig. 7 pe rela uncti ons ereas other subsystens
may pravi denclioesialeset. Far axarreloy o eeTiupkation\eRRligAtigns gapls eleciront

commerce functions and other such financial transactions to be performed using the mabile
device 500.
When the mobile device 500 is operating in a data communication mode, a received
signal, such as a text message or a web page download, is processed by the transceiver 511
25 and provided to the microprocessor 538, which preferably further processes the received
signal for output to the display 522, or, alternafively, fo an auxiliary /O device 528.
Authorization information, controlled information, and commands or requests related to
authorization information or controlled information that are received by the transceiver 511
are processed as described above. A user of mobile device 500 may aiso compose data
30 items, such as email messages, usirg the keyboard 532, which is preferably a complete
alphanumeric keyboard laid out in the QWERTY style, although other styles of complete
alphanumeric keyboards such as the known DVORAK style may also be used. Userinputto
the mobile device 500 is further enhanced with the plurality of auxiliary /O devices 528, which

may include a thumbwheel input device, a touchpad, a variety of switches, a rocker input
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subsystens, such as keyboard 532 and display 522 may be used for both
communi cation- related functions, such as entering a text nessage for
transm ssion over a data comunication network, and device-resident
functions such as a calculator or task list or 15 other PDA type
functions. Operating system software used by the m croprocessor 538 is
preferably stored in a  persistent store such as the non-volatile nenory
524. In addition to the operating systemand comunication nodul es 524A- N,
t he non- valiah dte Maewonpodd daty iteme inpdeba thei kser eyesthemtepsmitted gyvarrbe dat a.
The non-vol atil.e Lyde data stores for authorization
20 i nf or nEfOH"S é’H@EW@‘ éé’%q orrég%' Eli?(‘)%ﬁ] The operating system s!pemflc
devi ce appl i cewme)ﬂbe mobllermdmeé(sqisgmefﬁmgﬂ@a ¥aies epmuniRgjioracdes Hisor efel |

| oaded into t ubst ﬁﬂw%ﬁl {Pthel B8t AbdQRREM 1R

Mbr eover , Opreé% g'{cflggn}%r%nq%((:@ %ﬁ(}{? ] grso be te orarlﬁt/ stored to
RAM 526, ﬂaeéxmcbsu;misrat@emﬂm}i torthe EpR @mé?ﬁ ﬁ Hoiee ﬁ@nglgré%fefmﬂﬁw@a'@@@f? n the
non- vol aé' le?atéfﬁﬂpé Wéﬁﬁon%g% NARaYifbRid é’ecﬁf%rmés)éa@ te¥RqURe desdpibedent ed,

for exanpte menory, non-vol atil or batter%/;l cpacked up
RAM An eslmwpimighf netgsbeasaily b amjla@:t%ws:z&matcam ’H MERIEFEShEYN? he

mobi | ¢ deyé68,iodi00ich 8s 8vEkdMaRRE RRbIRR sspuLH] Mey Afndinpeibnbadi by, such
as cal endar “event appol nt nent dtask itens. This H%f”\%%gé N may

al so i nt emabite WV!OI& §09e Alflagusl ‘@%ﬁﬁrﬁ“@@t‘f‘%‘ RERUY & aCﬁ%ws g phone
calls, Vo%é‘e%kéﬁs Sthe %Eglaﬁsgﬁﬂ\a%léo%bﬁged ta,t;%md arvihiibation@f ﬂlﬂﬁctenﬁ@ of a
connunlca | on no

mana n% gagra,l {tcatj o aqn[%t her data
transm ssPaling.rapy, t“@r%tlo%’f gvoigq qal ﬁ%""l"i?r?@lc' fedgied PRI L ST
comuni CaHe%chB@ls@s@oﬁ%@An o@ﬁidncttub@wﬂiaﬂ*ua veRembmimaaitaton mruddlalSééf}S 24dtheay be

t ted to the PIM bl
br ovi'dos. BPATPVG S5ercgS Hev ceteat e anlst Rsatisp o il of pARERAE ) Y
devi ce. Tb@cé:’&dmaﬁaﬂlspﬁgttloame{)dj@ﬁﬂ[&ﬂzl y includes the ability to send and
-31 d
and ddfa commbebattRBHE CHBINEYSE AT 578 i Ao pEoMd eIl Ve, 6°
The PI M dgb@ Fdrexens, ehauubsysianinb40 ma}aacmucm‘lll}frareﬁC@glﬁaﬁ@tﬁss@%ﬂ*ﬁﬁﬁ'f@ﬁﬁszed and
Fems: st ofBloHP R Ber R B SoRECpnel e et SRR B T oat

itens sto ter system _thereby b5 creating
a i rror egrovyisf@mphounidation wnmemlammleéﬂtwﬁtemsﬁhd devirgst Thus athqiigalion The

{Tﬁ 2 . ﬁogfvr}éé:r%a%)n mée%t&glaéﬁﬂ %JJIIItYQiléd/ |Hf5Pﬁé%IBh %1%9‘&18% 3 ueBrbR8 bbdvk iiag B ByabRidaci ng

evi ce ace crad whi ch coupl es the, seri al
port aeo oh thér gnotribeh dgndce a@ﬂ/w@ethw@nad o8 @qurantheﬂoﬁhpﬂd?“qeh@wcaE%tem The
seri al sﬁ/?tg al so be used to insert aut hori zation infornmation and
controlle rmati on onto the nobile devic

Fig. 7 represents a specific example of an elecironic ge\nce in W?\ICh device control
systems and methods described abave may be implemented. Implementation of such
systems and methods in other elecironic devices having further, fewer, or diffierent
25 components than those shown in Fig. 7 would be obvious o one skilled in the art to which

this application pertains and are therefore considered to be within th_e scope of the present
application. For example, although a SIv card has not been explicitly shown in Fig. 7, it
should be appreciated that implementation of confrol systems and methods in electronic
devices with SIM cards is contemplated. Since SiM cards currently incorporate a memory
30 component, authorization information, controlled inforrnation,or both, may be inserted onto a
SiM card, either before the SIM card is provided for use inan electronic device. Thereafter,
any electronic device in which the SIM card is installed is controlled as described above.
Also, the systems' and methods' datamay be stored as one or more data structures in

comeuter memory andfor storage depending upon the situation at hand. The sysiems and
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10 downl oad ot her application nodul es, 524N for installation on the nobile
device 500. This wred downl oad path may further be used to | oad an
encryption key onto the nobile device 500 for use in secure

conmmruni cations, which is a nore secure nethod than exchanging encryption
information via the wireless network 519. Authorization information,
controlled information, and additional application nodules 15 524N may be
| oaded onto the nobile device 500 through the network 519, through an

auxi liar ymgyh@jssmigsa{ﬁitﬁ%Wdatafmdsqmarél’eammﬁetd-qnaﬂawlgmmm mmﬁ@

subsystem 540, o t hr.ough. an her stal |l ed
by a userd3td St'gr?é{s?]d’ﬁv%? rfeL rge'g'Sgé&'gbf eﬁ&%ﬂ""‘gzéﬁ'%ﬁ% exi b| |Pty in
appl i cat i gfinrhiiadatibh pathwaysi (a.gr, dbareptichfrbredcetconal ity of the nobile device
500 and provi des enhanced on-devi ce functions, conmunication-related 20
functions, or both. For exanple, secure communication applications enable
el ectrgni INDUS]THIRIABPLMILIGNS and ot her such financial transactions to be
per formed usi i bEBedRBflci S
operating in gﬂH%Fga m%ﬁn?%%%%a%ﬁﬁ§§9WB§$§QE%?©gﬂHBObgaﬁﬁﬁ gﬁ%h as a text
message Odevicewdh npiiiple ahtities, whd may de diflerss Bem aslpvicAEsqr anscei ver 511 25 and
provided to the m croprocessor 538, which preferably further processes the
received signal for output to the display 522, or, alternatively, to an
auxiliary 1/0O device 528. Authorization information, controlled

i nformation, and commands or requests related to authorization information
or controlled information that are received by the transceiver 511 are
processed as descri bed above. A user of nobile device 500 nay al so conpose
data 30 itens, such as email nessages, using the keyboard 532, which is
preferably a conplete al phanuneric keyboard laid out in the QAERTY styl-e,
al t hough ot her styles of conplete al phanuneric keyboards such as the known
DVORAK style nay al so be used. User input to the nobile device 500 is
further enhanced with the plurality of auxiliary 1/0O devices 528, which

may include a thunbwheel input device, a touchpad, a variety of swtches, a
rocker input -32 switch, etc. The conposed data itens input by the user
are then transmtted over the comunication network 519 via the
transcei ver 511. \Wen the nobile device 500 is operating in a voice

comuni cati on node, the overall operation of the nobile device 500 is
substantially simlar to the data node, except that 5 received signals are
output to the speaker 534 and voice signals for transm ssion are generated
by a m crophone 536. In addition, the secure nessaging techni ques descri bed
above m ght not necessarily be applied to voice communi cations. Alternative
voi ce or audio
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|/ O devices, such as a voice nessage recordi ng subsystem may al so be

i npl enented on the nobile device 500. Although voice or audi o signal

out put is acconplished through the 10 speaker 534, the display 522 nmay al so
be used to provide an indication of the identity of a calling party, the
duration of a voice call, or other voice call related information. For
exanpl e, the mcroprocessor 538, in conjunction with the voice

comuni cati on nodul e 524A and the operating system software; nay detect

t he cal | ewhbtieridimbd &:i on i nformati on of an incoming voice call and
display it on the display 522. 15 A short-range comuni cations subsystem
540 is also included in the nobile device 500. For exanple, the subsystem
540 may incl ud@matrnod fn‘rmmneglnglﬁmltipb -levebicondrelod iaa elegtrenie éﬂl%theﬁﬁ?‘%nponents
or a Bl uet ooth or 2 SO]; short-range wirel ess communication nodule to

provi de f §M WS aﬁl on with sinilarly-enabl ed systens and devi ces. Thus,
aut horg zat i on retaifiny ahdrigatidnriefomation faaageleetrd pethpaptipmEyeindlldi on i nserti on
el 3%8'\{15 cé?\?ed%%h hoR idRafidhn BPRlh& ZE80H ifBmRden Yore dihe
serial port 5 er short-range conmuni cations subsystem 540. Fig. 7
repr esent an elestme@ldfemce avierain e cicelyad avtaerizabiel iBIOHBRLORS SOrEQASFOTRIGN c e
control iﬁ{hgrgg ﬁiﬁ&%ﬂ&%@écrl bed above nmay be inpl enent ed.

| mpl enrent at'i on of “Suc systens and methods in other electronic devices
having further, fewer, or different 25 conmponents than those shown in Fig.
7 woul g bg ObViUSeihey QLS bh@Rrh doRpridhg the @taphir abterihing treppleceat i on
pertains and are t%ere fore considered to be wthin the scope of the present
applicati authorzefiond@¥pl e, "al t hough a SIM card has not been explicitlyshown
in Fig. 7, it should be appreciat ed that i npl enentation of control systens

and net hods in_electronic, devic SILM cards | Si nce

SI M car ds3cur r'g?ﬁmﬁfth?%%fﬁiaﬁﬂ?a“i’@r%[“ FP&?SP{}E%B” ﬁgr%i%ré@}/quge o'rnlgé a%e"d

i nf or mat i Qpon HERIceRbE BGthbrivbasi@ioastionr both, may be inserted onto a SIM
card, either before the SIMcard is provi ded for use in an electronic

devi cé5 Thereafter, any electronic device in which the SIMcard is

instal |l edai s comdmelbeos darrd’tasmd iflothelr amaprising Abesieps ¢faeiggdnermhorizaiPinet hods'

dat be st d d/
Storags ABEREIT aRORe oS BHALH HR o nfg BRI RERe) M os.

may al so heeivet hathorizdidreinfamiatioo baseaigon tharr@tmwedéﬂormﬂ%wae@rrghw%r nde. g.
packeti Zed&ﬁ (ﬂné,)océdrg ﬂtﬂLSrlecéivedvéﬁwq(ﬁaétfoh%{forﬁ{ag&ﬂs%e(&mﬁ\ed td adindniequency

carrier comuni cation pathways (e.g., fiber optics,
infrared, etc.). 5 I NDUSTRI AL APPLI CABI LI TY Thi s invention provides

‘appar at us gand gpt Rods, f &7 5004, "vldréif Ghed BRP A IraiNsviRY agthe®datien intormation

comprises retrieving authorization information agsociated with the selecied authorization

level.

25 6. The method of claim 4, wherein the step of retrieving authorization information
comprises retrieving authorization information associated with an authorization levet higher

than the selected authorization level.

7. The method of claim 4, wherein the step of retrieving authorization information
30 comprises retrieving authorization information associated with an authorization level

associated with authorization Information modification operations.

8. The method of claim 4, and further comprising the step of verifying data integrityof the
received authorization information prior to the storing step, wherein the storing step only
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devices by nultiple entities, who may be different froma device user -34
What is clainmed is: 1. A nmethod for managi ng multiple-level control of an
el ectronic device, the nethod conprising the steps of: 5 receiving

aut hori zation information for a selected authorization |evel; and storing
the received authorization information in an authorization information
store of an electronic device, wherein the received authorization
information is stored in association wth the selected authorization

| evel . 10 o2curdif¢haretdied spthotkatiomirformatich’s integligiis woi@d.i si ng t he step of
determning the selected authorization level. 3. The nethod of claim 2,
wherein the selected authorization | evel is determ ned based upon the
recei ved &ut hoifl hean’eimmoiqiﬂimrlnmdfonﬁqerﬂ:&np‘risinﬁlﬂm sﬁmdﬁoel':fﬂig dakzeinteyily,of e d

e oo ok hln BEY B A8 BN ERL R oL, Lo

the authorTZatIGn | Pmat i oR a1 Br e “ang Y the
recei véd agtursifitheaecaivedi avfhorination inforbaieds ntsgntyum\eanﬂed rieved information,
wherein the storing step only occurs if the received authorization
information is determned to be authentic. 20 5. The nethod of claim 4,
wher ei n t H8. st &pe oiethod ©F ¢lairi hgna furiher samyrisioa therstepsmadiit i on  conpri ses

it hor | zati on \Feyep coBRIRThR e 3R AR B el e SBEER Py
retrievi ng aut Rehentigatingn thenreneivad i eantrolesimiiferaedon éqasetb\upng @mlnqwmﬂoznatl on

i nf or gt | YRoRRHGT bBleath %taﬁthéﬂza%klﬁ m%rmé@&m&elﬁeel hi gher ~ than the
sel ected aut horization |evel . The nethod of claim4, wherein the step of

retrieving aut ABNg Hei rS?P'Y%Qﬂ"Hﬁ'HddWOF“%'OBMWB%IEQ dnfpmatiomgtoeui fsr i zat i on

i nf-or mat i egeRed OsnftbiRe WokhatRn R4S @thbﬁiﬁ:bte@”wﬂttﬁ\‘@peotaﬁws%' Frb&&leitinda
aut hori zatlﬁg information nodification operations. 8. The nmethod of claim

4, and fuPlRerZaigMS¥lsi ng the step of verifying data integrityof the
recei ved authorlzatlon |nfornat|on prior to the storing step, vvhereln t he
stori p o cur received, authorization.info tlons
it eorBey e vapd reidd oSSR g Wit B ST By PRGBS g ©he
step of vesdelwet n@tﬂ&écﬂnfbmmalgn,ta)nd mrhert:zinehe recaived controlled information is only stored

if integrity Is verified.

12. The method of claim 11, wherein the verifying step is performed based upen currency
20  of data, error detection or combinations thereof.

13. The method of claim 10, wherein the step of authendicating the received controlled

information comprises retrieving authorization information associated with one or more

authorization levels having a level at least equal fo that of the predetermined authorization
25  level.

14.  The method of claim 13, wherein the step of retrieving authorization information
comprises refrieving authorization information associated with the predetermined
authorization level.

30
15. One or more computer-readable media storing instructions hat upon execution by the
electronic device cause the electronic device to manage muitiple-level control by performing

the steps of claim 1.
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recei ved authorization information prior to the storing step, wherein the
storing step only 5 occurs if the received authorization information's
integrity is verified. 10. The nethod of claim11l, and further conprising
the steps of: receiving controlled informati on associated with a
predeterm ned authorization |evel; authenticating the received controlled
i nformati on based upon authorization 10 information stored.in the

aut hori zation informati on store; and storing the received controlled

i nf or mati gg, i NA aneiwatibombestingiottiplatdvencatrolr &f anfeledirenic devies, \terimetiatr ol | ed
i nformation Waf@3 t}entlcated Wi th respect to the predeterm ned

aut hor i zaf?BeNs Eﬁ:sea%o 11. The method of claim 10, and further conprising
the step of vefecéiyihgepriralleeignfotnyation agdneiatedaitb pwedietsonined autherizafigrdevelit i on,
and wherein the el ved opntr r

integrity is v%‘t‘t{'?r\% &g 1‘5’ cg%r‘!ét Slfjr&o? mfog'r'n%H %a\%y giériloé{uﬁg)rlééé(ffpf yi ng
step is pmfdrmatmﬂaésamtdd witlo thequedetarmined 20thofzatien lgvel@F ﬁ(ﬁ‘?ghé"e?ll@?ﬁ”?@ﬂ?"or

combi nat | St’[(g"?{i' nau?h%nzyaﬁ Wﬂ%ﬂ{ﬂn %Brl d m 10, wherein the step of

aut henti cat't ng FSEEIVET control ormation conprises retrieving
aut hori zati on stofiny iatrecived sootelied deformatinn éhe cantraed iforaationosteedt en | evel s

having a | ef%ﬁ)eff%“ r&@ﬂ "&'So o tﬂaé 'aaﬁaemka{eeew;ﬂ{ RABLAT i hedbraddibianiriegat i on

25 | evel . ailm 13 erein the step of retrieving
aut hor i zapiibarizatibolerelt i on .conprises retrieving authorization information
associ,apted with the predeterm ned authorization |level. 30 15. One or nore

conputer-readabl e media storing instructions hat up ecut 1 o t he
el ect r oni d7deviTeemestigd ef daim 16, ad Wh?r&oa"@??’ﬁ%g\ec?tﬁi’acﬁ "&qgﬁlﬂeol??r?vel
control by.Rfkh %rﬁ?oﬂéh mﬂ;ﬂﬁ’a@ﬁ P8 whkreklt@l ietdved-cdfirolléd mf@srmﬁbh[sd:nfyetoradanagl ng
mul tiple-1evel control of an el ectronic device, the méthod conprising the

steps of , irietegityisy§i#&ntrol | ed i nformati on associated with a pr edet er mi ned
aut hori zation | evel ; authenticating the received controlled information

based upon aut hori zation 5, inf ar tiQn_associ i rm ned
aut hortezat'Bon C8FEr Mgie CQMRMGHER Qﬂa F’Etgf'n%rrlnﬁr%%ti %{l{b %’%CBEO%%ﬁHE
aut hor i Zatéteswomaﬂ@rcmhumh@élactejmomd;cs tcomnanege rriuipledes! mottrymﬁrf@m"@u

|nfornatlt%ﬁlelstgpgof%%pngclglIed information store if the

19. A system of multiple-level control of an electronic device, the system comprising:
20 an authorization infermation store capable of storing authorization information for
each of a plurality of authorization levels;

s controlled information store capable of storing controlled information affecting
operation of an electronic device, wherein each stored controlled information is associated
with an authorization level; and

25 a processor in communication with the authorization information and controlled
information store, wherein the processor comprises one or more processing elements that
are programmed or adapted af least to:

receive an operation request;
determine if authoriiation information associated with the operation for which
30 the operation request was received exists;
determine controlled information corresponding to the operation for which the
operation request was received if authorization information was determined to exist;

and
if no authorization information was determined to exist or if the determined

'
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received controlled informati on was authenticated wth respect to the
predeterm ned authorization level. 10 17. The nethod of claim 16, and
further conprising the step of verifying integrity of the received
controlled information, and wherein the received controlled information is
only stored if integrity is verified. 15 18. One or nore conputer-readable
medi a storing instructions that upon execution by the' el ectronic device
cause the el ectronic device to manage nultiple-level control by performng
the. steps of ahbairdted Hiforh&tionsospasamenthission fof the epdraiasiforydy¥mitisl opgratieh

el ectronic device, the s t rmation
store capabl e "B9UEt ¥P9 RS 'ﬁf 8&?@;{“9 %ti?%%ga@?gﬁhgf g‘?éré%ogcﬁ&%‘sjc \ggf)l urality
of authori zat ireteiNegvel s; a controlled information store capable of storing
controlled information affecting operation of an el ectronic device,
wherein each stored controlled information is associated wth an

aut hors zagd.on Tre\wlsterrmfdzlamﬁ 18, andbisbercgomprising arinfedian ingsulf whereinghe

aut hori Zaitni g'PoH b SUEQBEBFSe@%eC&%JS@ldr@&ssmé @feﬂ{eﬁﬁtthﬁtnarét@é@am”@@be' n the

processor <Onpr'Ses” one" or mor e processing el ements that are progranmred or
adapt ed aadalpwab atleastr ecei ve an operation request; determine if

aut hor | zat i on | plGY BRI AREAEIGH ot i eBisiad oA of ato piadiy of 30 t he

operation request was recelved exists; determne controlled information
cor r esponaithgrizetion iReIoifEm asPdRe:t or whi ch t he operation request was

recei yged if aUéJ&?H i ih8RedeREQ EsbihvRRtset R sdumacuthoriztosinformatiod 1 f no
aut hor| zation 0

rmat i on was determ ned to_exi r ned -37
cont r ol | edtorasf '('3r'i‘?ﬁtﬁ”éﬂ‘i’”é@ﬁ’ﬁr'f‘fé‘é@atﬁér?ﬁr§s?r@nthPo?e?%cf?§ 8?)%?@\% &'Séaﬁ‘&m ch the
oper at i 0N h&5asH (Vs gh@cei ved, performthe oper ation for which the
operation request was 20. .The further
conpri sing an $A&dpe |’%ﬁ‘vﬁ§&ﬁ“t5’ﬂem9r8]aﬁoq Wetﬁg s<ra°r" é@?}ér% r\lg[o?gprr%?i ses one
Or NDre PrRERES chdrofbEmthationhads autenicagt aitmedpent to tdaptesidd oe af keast :

receive controlled infornati,on associated with a selected one of the
pl urallft yp@fahty of authorization levels.

21. The system of claim 20, wherein the insertion module’s one or moere processing
elements are furiher at least programmed or adapted to verify integrity of the received
controlled information, and wherein the received controlled information is only stored if

"20  integrity is verified.

22, The system of claim 21, wherein the programming or adaptation of the insertion
module’s one or more processing elements to verify integrity at least include programming or
adaptation to verify integrity based upon currency of data, error detection or combinations

25  thereof.

23. The system of claim 20, and further comprising a controlled information insertion

interface via which the insertion module receives the received controlled information.

30 24 The system of claim 19, and further comprising an insertion module, wherein the
insertion module comprises one or more processing elements that are programmed or

adapted' fo at least:
receive authorization information for a selected authorization level; and
store the received authorization information in the authorization information store
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aut hori zation |l evels froma source; 10 authenticate the received controlled
i nformati on based upon authorization information stored in the

aut horization informati on store and the sel ected one of the plurality of
aut hori zation | evels; and store the received controlled information in the
controlled information store if the received controlled information was
authenticated with respect to the selected one of the 15 plurality of

aut hori zation |l evels. 21. The system of claim 20, wherein the insertion
nmodul e' s gRBciaiked With theekcrsisiuihgrizadioateat s are further at | east progranmed
or adapted to verify integrity of the received controlled information, and
wherein the received controlled information is only stored if 20 integrity
is verifigsl. Zthe é&laterrsgfsctlmmﬂf whieesinrihe InserivareeduiahengppogeeEntPeRF oY
adaptatio the i 0 r ts to
ver 1y i nPegprby e, RELH Raet BtdEyP0r EETE RARFRER 1o RSN
integrst yalhtamedtamrpmfnrmpn baseg upbn d&th@rlza@nrlﬂfﬂrﬁéﬁé‘%é%ﬁoﬁ'ﬁteérw'tb gmselesiefons 25
thereof. Z3hod g?rﬁg\feﬁ&@tﬁéhe?%&héﬂz%%nl { mfti‘\larédﬂﬁfnz&t%ﬁmfd)rﬁiaﬁ&w doréamf ool | ed

|nfornat|% i'ns ron 1n ace via ich the insertion npdul e receives

t he recei stod thoreceivtd wqumt@nmﬁ@mongﬁwfzthe reppigedgtiosgstion Ingapian¥es and
further CQ”{R&A @a@g an insertion nmodul e, wherein the insertion nodule
conpri ses one or nore processing el enents that are programmed or adapted
to at least: receive authorization information for a selected authorization

llevel ,,angg st o, d L@ n{ F E8nYSH aRAHURAE comblaRy driuiitmétionnformatibreinsertion
aut hor| zatl ‘on Information store -38 associate sel ect.ed

aut hor i zatntestece é'@é‘{h'Ché@ '"W%Vg‘i"éﬁeﬁ?"’?ﬂ Pﬁ‘??ﬂegmﬁ”g?'&aﬁoq REMALDY ¢ i on
nodul e's one or nore processing elenents are further at |east programred
or adapted to authenticate the received 5 authorization information based
upon aut horization information associated with the selected authorization

| evel or a higher authorization level in the authorization information
store and to store the received authorization information only if the
recei ved authorization informati on was authenticated. 10 26. The system of
claim 24, and further conprising an authorization information insertion
interface via which the insertion nodule receives the received

aut hori zation information. -39
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