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Current and future networking technologies continue to facilitate ease of

information transfer and convenience to users. In order to provide easier or faster
20  information transfer and convenience, telecommunication industry service providers are
developing improvements to existing networks. In this regard, wireless communication
has become increasingly popular in recent years due, at least in part, to reductions in size
and cost along with improvements in battery life and computing capacity of mobile
electronic devices. As such, mobile electronic devices have become more capable, easier
25  to use, and cheaper to obtain. Due to the now ubiquitous nature of mobile electronic
devices, people of all ages and education levels are utilizing mobile terminals to
communicate with other individuals or contacts, receive services and/or share information,
media and other content.
Communication networks and technologies have been developed and
30 expanded to provide robust support for mobile electronic devices. For example, the
Worldwide Interoperability for Microwave Access (WiMAX), is a telecommunications
technology aimed at providing wireless data over long distances in a variety of ways,
from point-to-point links to full mobile cellular type access. The evolved universal
mobile telecommunications system (UMTS) terrestrial radio access network (E-UTRAN)

35 is also currently being developed. The E-UTRAN, which is also known as Long Term
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UM, unlike AM, does not provide acknowledgement for PDUs received.

25 Thus, although the receiver may still use a sequence number provided in the PDU header
to determine whether any PDU has been lost, the transmitter receives no
acknowledgements for PDUs transmitted and therefore does not check whether the
receiver is properly receiving transmitted PDUs. Thus, once a PDU is transmitted, the
PDU is typically not retransmitted. Due to the fact that UM does not provide re-

30 transmissions of PDUs, UM may be more suitable to real-time packet transmissions such
as voice over Internet protocol (VoIP), broadcast/multicast data and other real-time
services. Circuit switched (CS) voice calls may be an example of a service for which UM
may provide network support. In particular, CS voice over high speed packet access

(HSPA) has been introduced for WCDMA (wideband code division multiple access) in
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and the user equipment (UE) or rnoblle terminal of the user keeps failing to receive the

UM data PDUs for a period of about 2.56 seconds in the downlink direction, or if the UE

keeps sending UM data PDUs and the network keeps failing to receive the UM data

20 PDUs for 1.28 seconds in the uplink direction.
Although recovery mechanisms currently exist for recovering from the
ciphering problem in relation to TM and AM operation, there is currently no mechanism
for detecting and recovering from the ciphering problem in relation to UM operation. In

light of the issues discussed above, it may be desirable to provide a mechanism for

25 improving UM capabilities with respect to the ciphering problem.

BRIEF SUMMARY OF EXEMPLARY EMBODIMENTS
A method, apparatus and computer program product are therefore
provided that may enable detection of the ciphering problem and subsequent recovery
30 therefrom. Accordingly, an exemplary embodiment of the present invention may enable
the use of a timer to detect data transfer problems that may be indicative of the ciphering
problem during UM operation. Thereafter, some embodiments may provide a mechanism

for recovery from the detected ciphering problem.
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In another exemplary embodiment, an apparatus for providing detection

(and in some cases recovery) from a ciphering problem for an unacknowledged mode
radio bearer is provided. The apparatus may include a processor that may be configured
25 to receive an unacknowledged mode message, initiate operation of a timer based on
receipt of the unacknowledged mode message, re-initiate timer operation in response to
cach subsequent unacknowledged mode message received prior to expiration of the timer,
record a timer expiry event in response to the timer expiring prior to receipt of a
subsequent unacknowledged mode message, and indicate a data reception error in
30 response to receipt of the subsequent unacknowledged mode message after recordation of
the timer expiry event.
In another exemplary embodiment, an apparatus for providing detection
(and in some cases recovery) from a ciphering problem for an unacknowledged mode

radio bearer is provided. The apparatus includes means for receiving an unacknowledged
-4-



the timer expiry event. I n anot her exenpl ary enbodi ment, an
apparatus for providing detection (and in sone cases recovery) froma
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according to an exenpl ary enbodi nent of the present invention; 15FIG 2
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present invention;
FIG. 3 illustrates a block diagram showing an apparatus for providing
network configured timer duration according to an exemplary embodiment of the present
20 invention;

FIG. 4 illustrates a control flow diagram of communications associated

with ciphering problem detection according to an exemplary embodiment of the present

invention;
FIG. 5 illustrates a control flow diagram of communications associated
25 with ciphering problem recovery according to an exemplary embodiment of the present
invention;

FIG. 6 illustrates a control flow diagram of communications associated
with ciphering problem recovery according to another exemplary embodiment of the
present invention; and

30 FIG. 7 is a flowchart according to an exemplary method of providing
detection from a ciphering problem for an unacknowledged mode radio bearer is

provided according to an exemplary embodiment of the present invention.



detection froma ciphering problemfor an unacknow edged node radi o bearer
is provided according to an exenplary enbodi nent of the present invention.
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node-Bs and one UE, there could be a plurality of nodes and user terminals included in

the system. The UTRAN 10 may be in communication with the core network 20 as part
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The RNC 24 may provide user plane and control plane (e.g., radio resource
control (RRC)) protocol term nations for the UE. The RNCs nay provide

5f unct i onabi2010/d8ebi ng for such functions as radi o resorcTFIIVENegesvent ,
radi o bearer control, radio adm ssion control, connection nobility control,
dynam ¢ al |l.ocati nk .and downl i nk

sel ect i on %f P4° 1@8?%%‘?8(6@ %C??glﬁ@etét Ogélsg]:t))t ;gﬁm(l:%al@yhaéﬁod%qm@}ﬁ%?tgsa on

and encr yR}ito0s dsmbmtield RAwefk kgt i EevdHxpdecast i nformation, routing of
data, neasurenment and neasurenent reporting for confi igur ation 10rmb| lity,

and the like. In an T@ﬁwaﬁw@m@ﬁdmwplmén@@@@q&@ (kg20dimay provi de
connect i Or}e rc% cgﬁklf{[Cﬁgﬁl% g)l Eeﬁ%l H&%rf%?{he I(JjEe.VThe RNCs marw%oy(:ie3o may be

i n conmmuni ca | on WI Vi a eVI ce I ce commu atl on t hat my

have Been fesdtiahhlits hestingfornychKamonots AR desdilree ﬂmwgaﬂieﬁmadf&eeat& may be an
exanple of a nobile term nal such as portable digital assistant (PDA),
15pager, repireleradig %lmlﬁl@lhcorg%%gn@é@w@ ity sewpelcdmmretlloctipmets, vi deo
recorder, augdiedl ¥ 83 0Rh BYiuothRI o ThARALCIBARIrAMoREh XS de Bk

devi ce, or any conbination oreneﬁtlone or o er type of voice
and text ca(tmhmnnct,d?ﬂmaﬁerdempmesmm and bnwyptmgamlipdlﬂmg o@pagungand bteadtdst 30 may
be capabl efg Peratl ngo th one or nore ,air interface.standar

comuni catffgHM AMAUMSISHETNAR] B measyFr et BTt gcor@fg%my of

iITugprat 'nﬁHhhthheﬁldLiﬁe #Re MBYarb&e PﬁPEﬁbQ@hn&Hﬁ"ﬂ?& ddi‘&nétﬂzoﬁ@@ﬁﬁ?@ﬁﬁ‘md@ th any
of a nunber of “first, second, th| rd and/ or fourth-generation communication

pr ot ocol s conndchien fd EkeetWEt:krSIEhaBrﬁiednteu’Im UE 30 may be capabl e of operating

in accordance with C sgenerat.i on wi rel atl an rot ocol s
15236 (11 me divi oi Rl PP ERS taat SluhEsie S ERher SESHH S8l aRrich

nobi | e corpRimatation that 8¢ hbve B&n(GRUEBSHEH Bl Sh P Rn@PIBE bbbl ¥6ERES srh COMA) )

or with third- frg;eneratl on (3G wreless comunication protocols, such as

Uni ver sal Tosgi élaYé’leé@@Wmnlﬁ@élalrmﬁlemlmhs(lmommm@SSIWI@IéBlaﬁét CDVA
(VEDR) 20, 1) 5y 0 4.0 SYRSILATOU STA( TR SO, WL 3,9, ¢l eos

commuhi cat’i on pro ocol ‘suc univer sa errestri al

radi o acceaslonedawld@er, ratlibhglbbalrpobit igeing rsasteMGPS i3t d, oF &8 scomiinativinadt i on
30protocols or the like. As an alternative (or additjonally), the UE 30 may
be capabl ého? OE?HE?P&P?% of othgiiyps ahvRies Wd Rxtrromrewsaiions deviemnithiat i on

TECT STy ELAMIE OB T SORIILE, W EOCRALES o0 17
2010/ 086491&51@5'de%1a2ﬂ®191:é,0&5)hﬁﬁﬂncat10n protocols, modulation types, and access types. By
20 way of illustration, the UE 30 may be capable of operating in accordance with any of a
number of first, second, third and/or fourth-generation communication protocols or the
like. For example, the UE 30 may be capable of operating in accordance with second-
generation (2G) wireless communication protocols IS-136 (time division multiple access
(TDMA)), GSM (global system for mobile communication), and IS-95 (code division
25 multiple access (CDMA)), or with third-generation (3G) wireless communication
protocols, such as Universal Mobile Telecommunications System (UMTS), CDMA2000,
wideband CDMA (WCDMA) and time division-synchronous CDMA (TD-SCDMA),
with 3.9G wireless communication protocol such as E-UTRAN (evolved- universal
terrestrial radio access network), with fourth-generation (4G) wireless communication
30 protocols or the like. As an alternative (or additionally), the UE 30 may be capable of
operating in accordance with non-cellular communication mechanisms. For example, the
UE 30 may be capable of communication in a wireless local area network (WLAN) or

other communication networks.



In an exenpl ary enbodi nent, the UE 30 may include a UM RLC entity 40. The
UM RLC entity 40 may be any neans such as a device or circuitry enbodied in
har dwar e, weabtovmse@oor a conbi nati on of hardware and sof Peamreobdret1039s
configured to detect data transfer problens such as the ciphering problem

and assist in providing 5recove m ed enpl ary
ebod: ment, the. UM B RGeS S B UM LE S e wor &
conf i gur ahloe Toe hardeogdady 40 nlwl& AhytrhdiB5 sl 4@ dehRt oFBi¥cli@y binbbdig@eh i n
connection with detectlon of data transfer probl ens such as the ciphering

probl em eevare onftanrctdie combriagor of hardwar adse fitiarathetas senfigvesdioar y

descri pt1 o5t B ERSFrOEs IR b Reirbo o R e D E PSR S é“héamt s
bei ng5a pegdovery f@cfmhhi@teUEd?p@oblﬂnF Gan &xenmaﬂyreatb@aﬁ@emfthé b1 HM(H;ﬁty?ﬂIO ity 40

may al so exist at a network entity such as the RNC 24 in some enbodi nents.
Thus, the Wtipgage aincafhapmar be bk configyatbie oy hrgdepded to avesttingsy vehucor s

using emboglj gEA: Rflitdf ﬁﬁc%hN dglv%@édtl%ﬁ oTB %ﬁsf@ tn{]@ué}{‘asetﬁgnp' ary

enbodi nent, oné or nore o 0Ssi b y so net wor k
entity) rm;phieﬁng pcbd lean. t Opmatmuomﬁ nhg UM RILEheraity 1O ytccﬁﬁdm?g’ltreaﬁ exveaplary

f t ti1t 0 h d t
obotr e TR B e Har G b DAY oh Come LD SR Gt bvar ¢
that 1ps_coRti@U.edokBlyCORdugHTR URPRLERNAG. & is gt M L £Rbiol ofthol n

enbodi ments in which the tinmer of the UM RLC entity 40 i's network
conflgura&ﬂé30nSFKhdhanﬁEmnexam$¢émdB&éj@Hmﬁﬂoz@@@hmwguﬁatamﬂweﬂiwﬁWy50 may

be conflgur t .the rovisio a er inforpation to
Dhe om Rt s RAE e S i dine st bR il TR R apeetts 1 sopRy 26
However, kﬁ&ﬁ@ﬂ?dﬁﬁhﬁé@ﬂﬁﬂ&ﬁnsﬁﬁﬁ@@@bé&ﬁﬁn@@ﬁﬂ&Iﬁaﬁhtﬁw&ﬂhhﬂn@%an&ms
network, the timer of the UM RLC entity 40 may be hardcoded. Operation of

the timer confi guratlhencemmpley @odiaetdimegprieoreeéthefings trpossitiy doment
W | l e d%ﬁlcr Q@%&f elétgty)e@i‘é; l{ncguedteé%i' rlu._%)reéoﬁgg%rn %%Ivs? gngp %ﬁﬁt 'TRQ tl}%e% h the

descrlptlon of' ock diagram vi ew of one
exanpl e ofcontfiguapiar aitits 5§ mag be ahfenckiM ek aeptdetive 4609ircitnf ¢rgbsdiet ino per f orm
exenpl ary enpodi nents of the present_ invention. In this regard, for

exanpl e, élﬁrderﬁﬁearsaft%ref%ra ceﬁgbmauﬂﬁ@ of B%@B’@Teo%ldéP ftyags thefdp p %b‘if%jotpem and

faci | itatipgeGeoaain %%?E&f%@”%ﬁg%gﬁ APint eﬁlb%ﬂl SR @li¥h

30t he present”inventio as or ot erw se enp oye
exanpl e, (HMtRieC bl it$ @0 1$-bwmbd<r conﬁtgusalbm,ulms dweh ot exhnifiatthd hmelappar at us of
FI G

| so.be enpl.oyed.on a.vari et f other deV|ces bot h bile and
i xedd (e gonfaRign e daTresceanie el b ehonpvisti o 6r S
embodi MeNtisophartdifo %@@WRLC%%W 401 RRARLE tROGmBEHaRS B RY.(D&tky It ed to
application on devices such as robile termnals or APs. It should al so be

not ed WOHGMGEED $6490PAThEdIME0/ BELO8@n being configurable by the network, the timer
of the UM RLC entity 40 may be hardcoded. Operation of the timer configuration entity

50 according to one exemplary embodiment will be described in greater detail below in
25 connection with the description of FIG. 3.

FIG. 2 shows a block diagram view of one example of an apparatus (e.g.,
the UM RLC entity 40) configured to perform exemplary embodiments of the present
invention. In this regard, for example, an apparatus for enabling detection of a ciphering
problem and facilitating recovery therefrom according to an exemplary embodiment of

30 the present invention may be embodied as or otherwise employed, for example, on the
UE 30. However, it should be noted that the apparatus of FIG. 2, may also be employed
on a variety of other devices, both mobile and fixed (e.g., a network device such as the
RNC 24), and therefore, embodiments of the present invention should not necessarily be

limited to application on devices such as mobile terminals or APs. It should also be noted
-8-



that while FIG 2 illustrates one exanple of a configuration of an
apparatus for enabling detection of a ciphering problemand facilitating
recovery woensfosesp nunerous ot her configurations nay alpew/Hmovesokot o

i npl enent enbodi nents of the present invention. Referring nowto FIG 2, an

apparatus for .en i detection of a 5bci ring pr.oblem and.faci.litating
obovery thPaRRD: bhhESae Sefinl SpEEr A GLtRly BF REPBRLAT B de pe
i N conmunideRtii@No EiPh@inR REBEHUNd Fibilitatits RicoldHy ek @Fdin, iMim o &UIRaNI cat i on
interface 74 _and a nenory device 76. The nenory device 76 may include, for
exanpl e, vengurateonsmapycrsonlzmused tatmplempntrptbpdimings efethe piesedvieatigns may be
configured to storey i i cat i . Instr. Fons or the

| i ke for enabling 16%%%%§Q§QW§€Eggﬁé%gégﬁgggg IV%?@gﬁgﬁﬁﬁhgﬁﬁggs in

accor danceiphictifig prodhgph ad/ faeltis tgrregdveryothetefienik @sdided. Mherppbtus

exanpl e, tﬁghne%gry device 76 cguld'bga%onfigurgd to buffg?pinpufﬁgata for
processi ngnPYdapotharyise H b copmupigaiion wih RIPyospsoa /P et wet iN&fage 7€ne menory
device 76 . icour i .0 Ctri i to an
appl 1 cat | SauicARf AR AnE 2 irRind deDRL Ty ARy HETROMD  hac ve,
t he menor yndidte Wireeaniplemaylatile aodier adn-solptilermadmary. dhe datnadraslesict AGimast or e
information in.the formof_ . static and/or. dynam ¢ information. .

The pr oceSSSPM AL Yercenpaa? e ﬁﬁa&pﬁﬁ%ﬁp&dﬁﬂm%@%ﬁr%@e s for cpeing
exambe, YReafaReRSS hirry BuiBiol€ RS iR Ac@tdéhcPWRGESS PGS LRBERnenf

coprocessor, a controller or various other processing neans or devices
i ncl udi ng oif teggeseneventronuifos exanghie. 2bamemoy dewentf! enuldibe ¢BIfGueldpl i cat i on

specific in rated cjircuit),. FP field ogr.ammabl e e array) a

o cwar o S0EETEPuE G b Disk g e ok aar Ao RuRTRR G st e Rhgr ocessor
70 may be ngidry devied 76 Codd ®6 UbRfigursd fo%@érb@tﬁb&u@ﬁ&fs%@n%@ohbﬁﬁﬁ@ﬁ@ry device 76
or otherw se accessible to the processor 70. As such, whether configured by

har dwar e @pplwtiondrrexagttivndy, thoproggssar Chnds Heltanothicr Hiarasive, thh@19prasE essor
2570égmy rd%&rcg %? %Laygbg 0?19%'{5?{311&51&?%8%?8.‘[%&8?% {h]celp {t qufogrggtrioq{[ h : %ogﬁncoq{ ding to

enbodi ment's 0 resen nven [ configured accor y. Thus,
for exanplsaticwhédr ihenfc adessaion/0 i s enbodi ed as an ASIC, FPGA or the
| i ke, the processor 70 may be specifically configured hardware faor

conducting the oper ate@HRECE0E ¢P M cberr@todied Iap ngmvgt phAafgrenbyaghdider
exanpl e, Wagf,hge g?&%&%% 9b niag He%n%gﬁ%ﬁ!agg é)gfciegﬁn%ﬁl HULON Bhrod RSt fvar e

instructions, the instructions nay Speci y C i gure the processor 70,
whi ch nay cottiratonios earies atlpe percatsippumposer deacesiaclndingliatngntedicircmiot sucbr t he

specLll o SOl AULANL O RUBYLASA. B e el ons) LeerAggTLte
Focessor i Bkl LT S0 2,808 o o e, b
embodiment, the processor 70 may be configured to execute instructions stored in the
memory device 76 or otherwise accessible to the processor 70. As such, whether
configured by hardware or software methods, or by a combination thereof, the processor
25 70 may represent an entity capable of performing operations according to embodiments
of the present invention while configured accordingly. Thus, for example, when the
processor 70 is embodied as an ASIC, FPGA or the like, the processor 70 may be
specifically configured hardware for conducting the operations described herein.
Alternatively, as another example, when the processor 70 is embodied as an executor of
30 software instructions, the instructions may specifically configure the processor 70, which
may otherwise be a general purpose processing element if not for the specific
configuration provided by the instructions, to perform the algorithms and operations

described herein. However, in some cases, the processor 70 may be a processor of a

specific device (e.g., a mobile terminal or UE) adapted for employing embodiments of
9-



WO 2010/ 086490PCT/ F12009/ 051039 the present invention by further
configuration of the processor 70 by instructions for performng the

al gori t hmsoaonh/mpenat i ons descri bed herein. Wearudond/asioiohe
comuni cation interface 74 nmay be any neans such as a device or circuitry
enbodi ed in either hardwar software,. or conbi natj.on .of hardware 5and
Sof tware (hERCI0 BYRIGUNG ArB SnbBn o R R e e vane A0 B AR FP Bt o

net wor k  and{fe¥miap YhO4 PeithE wh& BpQhtidRAL @ibed heRYUNI cation with the
apparatus. In thrs regard, the comunication interface 74 may include, for
exanpl e, an ant enna Nlesnwhilet thp cemanwnisateisintefage dbpporbeiany mransivwehasand/ or
software fQr. enabl |r { cat.i i i rel ess un| i an._pet wor K.
1 ied davef ShAHS SRRMELERHAN TR, QS ISR ST bLERaRE L o7
or al so suppesitwiveied iCamfigttedad ra@bive AidStahnsniihéate Gommiol Cradtwork dndtoeer f ace
74 may include a comuni cati on nodem and/ or. ot her hardware/ software for
suppor t i ngy 8 AS e’ 9rgRodulaincgemmBunigationevgith thgwppaatyer In thisgcgamd the

uni ver sal i al it SIPRL . ) i gh- i, AL i i rface
(HDM ) orCgﬁﬁgﬁﬁﬁggﬁgglsns745%5ﬁﬁ§§ﬁ%#§¥&?ﬁﬁﬁ%gﬁﬁ%%?@%¢$gﬁhﬁﬁg§rfg%%?74 may
i ncl ude handwappertarpdiandwsofahdvar eoffvorre IEsmplporg dongnaocations edthiaomireresshani ss
such as Bl uetooth,. Infrared , WFi, and/or the I|ike.. The
user inteFP%E%MW%ﬁ9%§dH@ﬂnt VEQUPGHS RS FPRRBnISHIRNLteERce i 1Y ¢ ecei ve
an !@Q'Ca%h&%aﬁ@dﬁo#§@6SMﬁBHﬁwﬁ&i&ﬁﬁn&ﬁ&ﬁmhn%%%B@EQhJ&nﬁ@gﬁeﬁth provide an
audi bl e, visual, mechanical or other output to the user. As such, the user

i nt er f ace imeriamy7420anichide a coomuxauiph ejodamkediyw athetr hardwougmftvaarg fysti ck, a

trackball, a touch scree a .di spl ay,. i cr.ophon speake or, ot her
put / out stE ot ShEeMarh Bl el s RE RS B RLs ! p

enbodi ed FUSB) IRhMAEL, PlighBEMBIEikn MPEmEgiaInteithe (MDD ber nidtBaiSES.
interface 72 may be limted or even elimnated. In an exenplary enbodi nent,

t he procedssherndremhe pemapbigaiiadintestaco®d may vedudsy hasd wae wnd/er grpffort he UM
RLC entity 40 _.which nmay inc i.ar a r t or The
tmedSs0. SHOr b MRl Ao d S PR R BR0 AR R OB R bafr O
or circui thglilebodi ed i n hardware, software or a conbi nati on of hardware

and software that is_configured to performthe correspondi ng functions of

the timer 80 and t hdherrgringeeci{omaghe i eupmpRicyinyvitlsBeprageswkdipe ar y
enbodi mer}trecew,}%ntihg@aﬁo%m/sefw%at%é her inkReQL 78 amo%ﬂoraﬁdg ansidlered
expl red or t1me out el t her en a count own or count up to a

pr edet er mvizad], vekheidw or bhenoutpatab e usen Aosehcths eser ibteefatd THemaB0 nay be

set t he predeterm ned value and count. down to ro to achieve
expi PRt | o R GrampR. & KRB A NE LY Bkt HaoBh Y DRI Eent eved at a
count  dowqi@layuR nli&opRdhePREfdakst 8F othdl iHBut/ouliit mechanisms. In an embodiment

in which the apparatus is embodied at a server or network node (e.g. the node B 14), the

user interface 72 may be limited or even eliminated.
In an exemplary embodiment, the processor 70 may be embodied as,

25 include or otherwise control the UM RLC entity 40, which may include a timer 80 and an
error detector 82. The timer 80 and the error detector 82 may each be any means such as
a device or circuitry embodied in hardware, software or a combination of hardware and
software that is configured to perform the corresponding functions of the timer 80 and the
error detector 82, respectively.

30 In an exemplary embodiment, the timer 80 may count either up or down
and be considered “expired” or “timed out” either when a count down or count up to a
predetermined value has been reached. In some cases, the timer 80 may be set to the
predetermined value and count down to zero to achieve expiration. However, in other

embodiments, expiration may be achieved at a count down or up to any particular value.
-10-



WD 2010/ 086490PCT/ F12009/ 051039 I n sone enbodi nents, the tiner 80 may be
reset upon receipt of particular nessages fromthe network (e.g., the node
B 14). Asweucfvosé®p exanple, in response to an initial preraipbes1dior st

i nstance of the particular nessage, the tiner 80 may begin counting. Upon

subsequent. recei f apother instance of the particul ar nessage, the tiner
50 may be BraBEEMEAGMERR: I ErraR SR aBuRty Haon Rgvel ek e TR R 80
reaches eXpinf el RRvaIkI(OF., iR HoRE® 1f). s sabh,ifBsdARHR, A rdsPshsPas &d MitiAr
nmessage, the tinmer 80 may indicate the tinmed out condition to the error

det ect or 8gceintyg fyginastenss@d tha pretiqularencsgmenthy timar 80geyrhesin ¢puakiype.dUpeet i on.
| nst ead, pir | 0 . r I i e.after the
parti cul a%ﬂbnsgélééélé}e/ec%lé)rtrﬁgglleo(&;llée?\}rgsga.n%gérfIh%)?éﬁ%lg&r g“{‘err%gag&r}&g Iﬁﬁﬁ g{r)] 'ﬂ%a%, bt%he timer

80 cosl d hescssid dairoaentherk cauitinge Hdodikr,2f 6 tisee 80dsacatd &pithtien padritocul ar
nmessage i s received unless a subsequent nessage is received in the neantine
to reset teRSiRtiofaR ingpnce of the particulay pegsagexbaimar §0 By derligainthe timed out

parti cul ar, MRSSAGELIBY o PEtdtiMbdata PDU received froma transmtter (e.g.,
node B 14)Coat tlﬁe netvvco)rgegcl e. However, in sonme 15enbodi nents, the error

detector 82 may be dorémguases thotimec®) mey hbe“dovhtiiat anyPikistibn omstdad, an

transmtter and info the.tinmer 80 .to signal .resetti.ng of the timer 80. In
such enmbodFRERTEC PR rﬁﬁa??’t fog 5Ta¢ tipede g‘&eﬁgﬁ%ﬁft%ﬁ%ﬁarpﬁ‘gart PRERERS i s

si gnaped Q. HRUNFoABLNIRS Ghe EBYral6n 8N thk k% RBlcofRTRRGE0 bbb eSReCt to the
UM RLC entity 40) received fromthe error detector 82 rather than an

ext ernal rbeway® soscmiswadigr fheguartidubar rcasegniis teegived wl@BsowbsajasEsnessdges ti mer
80 may be.conf.igured by the network (e. via the tinmer configuration
entity 50)15?gelﬁg(gglrtg%géa_tH“@FOe%%\%rlh%ti?lS'??O‘bel ow. However, in other cases,
the timer 80 may beigentkanpied dnBoanmhalt] te ByrtichRar Mess30e Alayble WM &kl entity
40 based on a hardcoded tinmer duration. The error detector 82 may be

conf i gur e®gracetved from mHpesaifterds.ef. mods Bhieh) atthc metwgl sige. Eepicver inoiemsyvent s

i i i I h . f I I
thi o 17 egarioOFils, e 800 B2 AR BT BhoRhbEly RCLIER Gl PROPEER Lo
UM dat a Plthé tarishiitfertane inform then@maf8it thgignbhiekctBRl oftyic bienck BOI Daduckie of a data

transfer problem In sone exanples, the tinmer 80 may be configured to
expi re af tEPodimenty thegpaghicylaancsirgedipop thash the et PR én daralsddospunt a@dpher i ng
probl em t di . t er 0l @t f e tinmer
B0 artor Sopbffy BELEiRAR Aedb SR LRI FOM REE FRL IR s,
i ndi cat e tthecrdatdatccton® frahephabireottemalsonoBagrasedyvedHoomitbe transmitstthdn cases,

the receipt of a UMdata_ PDU after_expiration of the tinmer .80 may indicate
the dlta SPERSHES T BBFLH M CeicONs B BRI RETaK (B8 dt BEHBET 82 oy

det er m ne cbhguB¥icH &REE 50 astddSeribed in greater detail below. However, in other cases, the
timer 80 may be configured internally by the UE 30 or the UM RLC entity 40 based on a
hardcoded timer duration.
The error detector 82 may be configured to receive indications from the
25 timer 80 of expiration events in order to detect a ciphering problem or other data transfer
problem. In this regard, for example, the failure of the UM RLC entity 40 to receive a
UM data PDU within the run time of the timer 80 may be indicative of a data transfer
problem. In some examples, the timer 80 may be configured to expire after a 2.56 second
delay (or other value indicative of a ciphering problem) to indicate a data transfer
30 problem. The expiration of the timer 80 after a failure to receive a UM data PDU for the
timer duration may indicate the data transfer problem in some cases. However, in other
cases, the receipt of a UM data PDU after expiration of the timer 80 may indicate the data

transfer problem. In either case, the error detector 82 may determine the existence of the

-11-



WO 2010/ 086490PCT/ F12009/ 051039 data transfer probl em based on tiner
expiration relative to delay involving the receipt of the UM data PDU.
When t he woistoase@oof the data transfer problem (e.g., @cdagtmosesaepti on
error) is determned, the error detector 82 may be further configured to

initiat S t.h dat,e. d
Lot cal Ty defirtrang eaal%ﬁf BB e B 4 G R R TR BSREE et o ¢ he

data receptd oM &4tseDU.t he error detector 82 may be configured to both
detect the data recgﬁtl on error and initiate the cell update procedure.
However, in situati OMeenihieesistches ofcthodatik tasfecproblche(cdatiadatareeentiosn error,

an i nstance of, {he. 8 e on, St eckor 2,3, theynelurk. shak, MY shonal the UE

30t0|nforman|n ance o e error at  t

initiate tup@atepldcetipdatacpriacetiuipdate Grodae is typealiy gﬁﬁhtedé)tﬂhbejﬂﬁ) 3 need
not be in the formof an explicit nessage or signal. In this regard, the
net wor k naystancey warg kg EE w&e%%h@dﬁﬂy%ee%¢n %Iﬁ%fnﬂ]élel’@bd?tﬁ%t)r %@a)uize 30

detects a r itiate a
col - updatorigRed ol BHEtife s ARNa ort g MRS g 1 dpasl PR,
initiate tHwvavet,lin sipcabes wheree@hjm@wuﬁectbtébﬁs thatiatlaeec&ptlmxmrmrcam inyessage or
even a nechani s peci |y as ocj ated . vm i ting the UE 30 t
initiate theCEY] eteﬁ&?&é? %ﬁ R aide rgyigha ﬂ@?@é%m QP HENERGR 91 at § ng
the qgl | ypdat d@f&ﬁﬁ@y%@thetwm@wﬁa&la@@&%%% 8Ac ﬁﬁ%edﬂétéeqo@ﬂ@@ignslo an
upper layer for an upper |ayer device to ini t| ate the cell

pr ocedur e.to the (&ln 38 xeerphaiibg e Heddimmehan explicttinatsbage cobignhle Io elms ragpdﬂaﬂ@

Sl oppi g dFshia: E8 SRR crrahanege g ispdiare UEYEsiR A diimcas.

recovery fimRmihhe ifleds bﬁgen@ebh@talttﬁe [E%h?ﬁnﬁité@rceﬂ)hp&ﬂé aTﬁﬁsaﬂ@f er problem
may i nclude re- initializi ngg the COUNT-C val ue with a START val ue duri ng the

cel | updatf@ecb@m%fé@w"@llﬁ?h th RisCsremaled? tbinitiptgaicell ppdate prosebuig needpl ock
) o150 e Bo 05 MOH AR MNPl AR B BRIBN B W,

i ncl ude siuH B@to mﬁfﬁp@ﬁherabﬁ updhté bmedlmé Eﬂ@ne?oasers taitadr tiiananitiaiing thereal

i ncl ude nmenory %g y device 76’ processor simlar to that of
FIG 2 (e ugdate |BFQ96 §ot|he ?@01) df‘é@&é%& mﬁsatnSteﬁ% Slﬁ%‘é%é% gpperdayer SOrIHMPEUr ed t o

i nclude op 3%?@9\51 m"EB ﬁQl:elIR&iartdﬂ?Ee(ﬁﬁ)@f' guration entity 50 (e.g., with
ar

addi ti onal vmre or provi via software to 30i npl enent tiner
confl guration entitynb0 e}kmmdanycnmaijadimént mltraunnnﬁﬂreatllmpdatapmcédme by ehq. ,

i cation inter d a user .interface . i nterface

o 0 me cronds CeGra T Gemahe b dReE S GhstE B SOeRE gl ledicH P thanBiial ront s

' n Wﬂ' ch itfanéiisGBR! MREbveE,In BEAY iflinkbey RIBRIY dnf Bk a‘é%%in%! rdhﬁgeéeﬁ}ﬁoﬁ' mer
80. As such, for exanple, the timer configuration entity 50 may provide the

timer 80 \m’rphmt datetranhfierairod emimdyoimpdate ogrinitiahizingzthe COUNT-C Value with a
START value during the cell update procedure with UM RLC re-establishment.
FIG. 3 shows a block diagram of a network side device (e.g., RLC 24) that

25 may include the timer configuration entity 50. As can be seen from FIG. 3, the device
may include similar components to those of FIG. 2 in that the device may include
memory (e.g., memory device 76”), a processor similar to that of FIG. 2 (e.g., processor
70°) except that the processor 70’ is configured to include or otherwise control the timer
configuration entity 50 (e.g., with additional code hardwired or provided via software to

30 implement timer configuration entity 50 functionality), a communication interface (e.g.,
communication interface 74”), and a user interface (e.g., user interface 72”). The timer
configuration entity 50 may be configured, in embodiments in which it is employed, to
provide information for configuring the timer 80. As such, for example, the timer

configuration entity 50 may provide the timer 80 with timer duration information. In
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WO 2010/ 086490PCT/ F12009/ 051039 sone cases, the tiner configuration entity
50 may provide the tinmer duration information with a RRC reconfiguration
nmessage (wo@oio/B649adi oBear er Set up nessage, a Radi oBear erRegomhe/graomdt i on
nmessage, or the like) or with a Cell Update Confirm nmessage or sone ot her

D S acRaft chiaBe AR c i Eton LY SRS st Tt Gh B R e

exenpl ary vafPRRBRESHRhrd 8 ntfs8eNé.gl, B\I&ﬂIdBéﬁrerSé?uﬂ hie Ng@glard as shown in
FIG 4, a recei wﬁ@g?dew ce (e.g., the receiver of th data PDU (UVD PDU)

84 (e.g., RedwBoar Cpnﬁﬁlsrab@l wapabe. or dic lé@hﬁﬂwathat%hUmiatthaﬂﬁﬁrmst ance of
an RRC entn%eis})(ag%@rgmineo fgltuzpoé?gs tep% rrr?e%?ag%%"ot §urge%t1$/r%g%lfé el the UE 30) via

any aval | a enen tra recei evi ce nmay be

configured to recei \EQGSh«e-6l§NaVEBhird&1cﬁwﬁfagfﬁhﬁ ihdiaasiy differegt ckexdipte (e. 9.,
transmtter of UMD PDU 88) In an exenpl ary enbodi nent, the
recei vi ng caBviEecaqgy flpws aﬁ%rs%qﬁpécpx'@@pw@o@nhm%lmﬁﬁﬁs ocf éheg)reseahlmvwoan dethis the

timer 80) ..[he afs'sﬂ&l}escrlcﬂqva‘?r Rl lﬁ:e“(Q fguicall & oqlfliealtﬂvp&'atQ[DD@J

har dcoded V&l Ue " as ed above. n response to the 1btransmtting
devi ce pr UMD RPLH UINPgREh UB I0hemaybecapablg of evimoeinastisihovih aatinswper ati on

100, the ti nma tar e UMD PDU i s recei t .operati,on 102. The
timer may 2 HG ﬁl&fﬁﬁ%gcw%ﬁa&%ﬁ% Sidgde g gbihe ?ﬁﬁ% i KRG 2RRY PDU may

be t fansmihhrthdtibh8rhcaNSThd febdJind @kl e n%g b@%ﬁﬁ%ﬁr@dﬂ tolfddeivd I (hRr MRy
be restarted upon reception of the other the receiving device at

oper at i on PTG datalftonoa grhnomittingatesicei(egr, t2meigtiaetUMD BROWE)i n FIG 4, any

operation 108, the ThHBPy s Bl T recrans fraop T RaFlR B g

devi ce t o haeEetiMRr 8. Lﬂ}ﬂqnameotsﬂth@ﬂmbh@o)t IR Itinidd MnayMab/€ & neiIrk at i on of the
timer, the receiving device may record or otherw se renenber the tiner

expi ry evenafigurapdpmtippar 4 hardcgdedyalugtas desarived abave. dp sasppisett¢ Hy devi ce may

tr anggn t %ﬁ%rg?tl %4:\)71{) DLIJO\?itdm%tS f)b%ntojt%ez I‘eCtl:_I‘g Vifelice Q0 %O&J’I} %?opE%HNlP PDUs

coul d”have “al'so be ansm r| n run-an

expi rati onooftht kiemet hfﬁ?rstart&bhdmh@UMDCPfDlﬂJM}eM arRyecmadbn MeR eThewmer ecei ved
by the receiving device. In response to receipt of a UVD PDU subsequent to
timer expimaéthoaﬁméﬁ tOFeERtAT o?«urmthe flﬂ@rr@céwﬁ HJHELPRE iy b EaticeR C-

L DRI AL T 0 RS GRS gt
det ect i on tdf othcrdaVidd PBteptthorecarmgrdemay abeppatawni ldéd Although only one timer
20 restart is shown in FIG. 4, any number of restarts may occur prior to occurrence of a
timer expiration. At operation 108, the timer may expire due to a failure of the receiving
device to receive an UMD PDU during the timer run. After expiration of the timer, the
receiving device may record or otherwise remember the timer expiry event at operation
110. At a later time, the transmitting device may transmit another UMD PDU at
25 operation 112. However, one or more UMD PDUs could have also been transmitted
during the timer run and prior to expiration of the timer, although such UMD PDUs may
not have been received by the receiving device. In response to receipt of a UMD PDU
subsequent to timer expiration at operation 114, the receiving device may send a CRLC-
Status-Ind message internally to the RRC 86 at operation 116 to indicate a UM data
30 reception error. Accordingly, via operation 100 to 116, the detection of a data reception
error may be provided.
FIG. 5 shows an example recovery method that may be employed
subsequent to detection of a data reception error responsive to operation of an

embodiment of the present invention as described above in reference to FIG. 4. FIG. 5
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FIG 5 shows an exanpl e recovery nethod that may be enpl oyed subsequent to
detection of a data reception error responsive to operation of an

enbodi mrenwoahiwdsesopr esent i nventi on as descri bed above ipoTmefoesenc® to FI G
4. FIG 5 -13- WD 2010/ 086490PCT/ F12009/ 051039 al so shows an exarrpl e of

t k f t ft ti el hi d, .sh
T30, a1 RGP BBK PhEratTsh! nsodgenrietslioh A IRIRAS, of BT EE Bl oy "
initially oberafs®Y2¢@dirhérQdhAPurbiist ARG8gOfc.d.NRadRBedrér St rﬁ@gagéy kate. g., RRC
peer entity in N\N90) to configure the timer at operation 12 As” an

al t er nat i vatially h@promﬁiueétﬁioanarnﬁytab@e @fgthex BRCbip the B@tﬁ@émng,f RR qraepiomtity wick
(SI'B) and/ N 9?)|) z%olbe t&lé t[l}&le? ];to fHoR" 29® %Ss%%eaitg@%tl }1%? %ﬁ%on may be

alternative, grven |1 n

UTRANKDDbiI Iglnteyilbyfaosrymhi mforﬁﬁasragbcla(@Balan&RR& Iﬁmmmurlﬁﬂmﬁnnﬁasﬁ age (e.g
Radi oBear er Set up nmessage, Radi oBear er Reconfi gurati on nessage, or the |ike)
may provi dReSEAEC] Muwa@n%wra&e@éﬂvmétmﬁéﬁuﬁaﬁenmw g¥aun o Bendireéd or

di sabl ed. nl%lthA]]Qﬁ/lotbﬁl §1oﬁmga%’anag Ferc@ﬁﬁ%ﬁ]éﬁ ﬁ%ﬁes@%%: d(fe. | owing may

be perfor n ano er al ter nat msnt escri jove, the
timer may Radto%erem&&tu@niessag@fRangbdaf@Redamﬁgmmyom netead dravelilee) marydcoded

timer duratiaqn. |In such situations cific serv VoI ce over
HSPA, Vol BYOes A hadicaten @UP@@*%‘%FT Bieogy %e@d&ﬁﬁnﬁlgﬂe% méfba?q Héc%rra%ded

timenodur a érfé'Bledlﬁileﬂ oﬁ&%@@%@h&%‘lﬁoﬁmng he tHerH%ffoHﬁé/d ha ahmkﬁﬂ%@ﬁaﬁgzeat t he
UM RLC entity 40. However, in other al ternatlve enbodi nents, the tinmer may

be i npl ementbediniant,as dicsciibee abovieathe rtinfes n@y not he netiwpslc cmﬁgjuaqkm Pbut ;py such a

situation, if the different.|ay doe recei ve dat anti.ci at to be
Cranam ¢t dugrgise aprEidm Sk i N S5t R R S
speci fic bR ovbt HRPAI VoIF)%hyW&oﬂﬁQﬁr@ﬂ@?&hd BYERLO®Yitit wahehea data
reception error 20to t he upper layer (e.g., the RRC 86). In any case,

embodi mentherdspdadémeredisatipa. may oper ate based on timing between receipt of

subs Euent unacknow Eg(%?e%gc? %s%g%%qg&a%be &ng?eéry'}{% gt ﬂ%}%’ﬁﬁher t he

uplink or downlink &lrec Ion

speci fi calehityaqip| H@sevien) 1ﬂﬂtlﬁﬁbl®éihﬁ%temmdmm:dj tﬁd‘t&n&ﬂ\ﬂl&& ngledyntdin
performs the operatl ons described above, nonitorjng of data reception of

25unacknow Bieen v de ge dieawsicildaysd Wpurih g sipdiogoifls Hicwnt breidass coul d
| t t f s e,

T en”" ol OGRREB AL SGANEIAIS ol MR M D M

Af t er confat gachapeofic ometittervial, riem, the HefRREC1B6r may indeqty a diath hec&pnmsstage

BRI ET RO N COE R O
oper at i on (REGAY hisEPort BmifiEbetween receipt of subsequent unacknowledged mode messages
(e.g., the UMD PDU) in either the uplink or downlink direction. However, although a
downlink UMD PDU specifically applies to an embodiment in which the UM RLC entity
40 performs the operations described above, monitoring of data reception of
25 unacknowledged mode messages in the uplink and downlink directions could
alternatively be performed by the physical layer, MAC-hs, MAC-chs, MAC-¢, MAC-es,
MAC-I, MAC-is or the like in alternative embodiments.
After configuration of the timer, the RRC 86 may reply with a message
indicating configuration of the timer is complete at operation 124. At some later time
30 (e.g., responsive to detection of the data reception error by operation according to the
example of FIG. 4), the UM data reception error indication may be provided to the RRC
86 at operation 126. During the time prior to the detection of the data reception error, the
timer may start and re-start repeatedly with reception of each UMD PDU. As indicated

above, when the timer expires, the UM RLC entity 40 may remember the timer expiry so
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exanple of FIG 4), the UM data reception error indication may be provided
to the RRC 86 at operation 126. During the tinme prior to the detection of

t he dat a weeepidseuvoerror, the timer may start and re-steci/mmpeesied y with
reception of each UMD PDU. As indicated above, when the ti mer expires, the

2010/ OseadiseteR 10ty SR BBE i ket AR SHB bl b s AP BRlink U BFCer
timer expichdity 40 @ayRdicattand Hatd keddMibh-Ger@nb tR/RRO gwBY shodh aedRrdtha 1d8t a

reception error to the RRC 86 as shown at operation 126. The
RRC 86 may initi atechuePd%(l?\éémayenlﬁlﬂtegg@ﬁheawwéItmgg@paaﬁléupciaé%EW@:@rQée@z, by
sendi ng ay | 3S S th 8 4y date
procedure eserlllegg?&?eﬁahe &g‘ssag(?%sl %‘é"@f Op%ﬁ)ai]ﬁﬁl ‘ue f‘“)oe}1 U&Egteéﬁécgonlgl n of
the UM RL@qa@/I’lhtlh&e 143%) prd)\ﬁs@ﬁ)ﬂ‘ﬁa STARS, vdlinefoe el CNI@ldﬁfaﬁl ¢S Boe RMkyerntitgli cate a
radio link failure or any other suitable cause. Upon recej pt of the cell
updat e neé@aé@som%asw élth‘s‘Pﬁ”tltHdﬁ'@ raessREcandyY Indisetior Rdigrdnki fyl FRPTARY ehat e UM
RLC re-es the UM
RLC ro- oot bl SHEES; UBbn RREDPHLAR cctHoa R MPLAARRAEE D! of 0% he
UM RLC entnietvgomenmny md)emﬁs'EWMRLG&ewmablmhmbnt atdpleeatloaIlBO updat exempdagnge for

the CN domain . of th ent | 40. As an e t he

G gni 11 cantrppeent nEsbi BT G el ohedic 1 PR iefate OV AYe Ve be
set 149 th?orst]{@@:ﬁ/l‘ﬁ@@ntwﬂb%flﬁrﬁ'ﬂﬁgalgbﬁrﬁllﬁfedhbﬁle%%ﬂl 35@&9%%%@ gy be set
to zero during the cell update procedure. When and he networ k perforns

t he UM RLGha €ENgbnsi ¢ Sthedi RIZaendity H8. BOUNEx@nplgi thneawﬁlztatrmqshmgmﬁctm

det er m ne i,-f e ed on d nt ation strategi.es.

The- tr anomits (HSES ERUR et A5l Lot EBLANR, Rl bR heSu o IREART o
shown at epRkaHiiRTehdRinglAGk iR HRN doafRhMitMthydRVWeER Ao &aitfg thencslecei pt  of
the cell update nessage and also to trigger UM RLC re-establishnment at the

recei vi ng ugtdate @@ce@m’pRmez@ndéno@sthabwf@ﬂmfomﬁhq HMhRpEoewsigbhshmang

rece| |ng .1 0 I rd, t he

recei él ng ggﬁeﬁoﬁﬁﬁa({%%@R et%evde%gq’%‘ﬁ figd d]ﬁ.f%rgh%ﬁa%sggggn t‘lférilgrlm{@][tl on
message, tifplchR@eitivh d@atdgivs.ce may re-establish the UM RLC entity and set
the 20 MSBs of the HFN conmponent of the COUNT-C value to the "START" val ue
i ncl uded in the cel IThg@atBitingsdeye m@falﬁ%&ﬁném C@aﬁavﬁwrm%%gqugma@ entity

40 and se i %E’tﬂﬂ' de of
the UM RL %‘&11???65}% Ir%g)%l g 322?%fk téﬁ &Ewg%% érbttg,lﬁest ‘%?pts nent ;(3@[%0,[ h
ends, the n@CkE-a@d ubb m@mg‘ger UMh RLCereeasmbhgmmv hicthe acvdividpeddvien IMItR LG g

devi are re-ﬁr chroni z as indicated at bl ock 13& and recovery has been
acconpl i sAeaSHp ﬁsﬁmeﬂfeme&r rpr%@e RIBF ESFEIVARE G534 B SE0PHHITFRG: BB Ry

further prgyvidard MheReR! rebEGEnk et Re (et erﬂ)‘(‘éc’éﬂeﬁﬂfeec%ﬁ%ﬁéﬁe IESHAGeohor the
cel | update 30confi rmati on message received at operation 132

message, the receiving device may re-establish the UM RLC entity and set the 20 MSBs
of the HFN component of the COUNT-C value to the “START” value included in the cell

update message for the CN domain of the UM RLC entity 40 and sets remaining bits of
25 the HFN component of the COUNT-C value of the UM RLC entity 40 to zero. After the
UM RLC re-establishment at both ends, the COUNT-C values for the receiving device
and the transmitting device are re-synchronized as indicated at block 136 and recovery
has been accomplished from the ciphering problem. At operation 138, the RRC 86 may
further provide the peer RRC in the network with a response message for the cell update
30 confirmation message received at operation 132.
In some alternative embodiments, modifications may be made to the
operations described above. As an example, FIG. 6 shows one alternative embodiment in
which changes are made to the cell update portion of the embodiment of FIG. 5. In this

regard, for example, cell update message 128 may further include one bit indicating the
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In sone alternative enbodi nents, nodifications may be nmade to the

operati ons described above. As an exanple, FIG 6 shows one alternative
enbodi mrenvoi2oivdss@h changes are nmade to the cell updat e ppwmriioonozadsst he
enbodi ment of FIG 5. In this regard, for exanple, cell update message 128’

furth | ud bi t di t
S o10) 0beASR T oSuR 5dh ast ORI e B e D datelGrssogk propided P g 320

the cell yRdahRiNES&SAGDRK QY ihdescclviRiidhe ﬂlﬁ}aﬁll%ﬂﬂcldd@g)ng%iﬂs@tebybtﬁék to the
receiving device may al so include one bit se he network i'n order to

trigger Rnetwaskaseuler foghagatRIE ra-prsablivhimeic %th I%J/M RC entitystye Hnguch an
enbodi ment.,, f, ﬁne%?ctﬁé %’ec&%m%]e&’ev{’cg % %%t%ﬁs%@ i [%*Eﬁ\% %@e&?ﬂg%% Gél@&f ?é t0481§a ‘e

response tot correspon ern e recelrve

message atcoapgoading rbltl)%fhg set in the received é&l updhitcat edgedr@peration 134me
enbodi nents, the network side (e.g., the transmttin devi'cez may al so
include a timer to rz?cﬁﬂn%@te%bweklnwm@%ﬁ%mw@;} werk side(crettir k si de

may al so Qﬁnﬁﬂa@ﬁogg&vac% fet ﬁaﬁ&aﬁﬁl@ﬁo%o (RO RIB UM R R, iRl My n_such

si tuations er at e system ma ar tot i scussed
above for thdweetdOckosied majkakdo beenabdmi exdeept dettdnaanstfé@rbblams irstharuplinlor Inr eset s
upon receptl on of. uplink . Addi ti onal

| h h
timer may SBel! %}B‘ﬁ?l?lb*uPhéd’PFWPBPH CYYHFRANYY bt R'REP%”@%%&B@G? é@ e\/‘{gﬁﬂ‘ez he

upl i nl UNQOMHQG&B‘E e@@éé)\ﬁ@{alftﬁ%qgﬁerrg%s%? rés@ﬂ'-ﬁfpﬁﬁgecte Bric SN@link @TMD
initiation of the cel ate procedure rather than initiating the cell

updat e pr FdHku rféddln@teilllfy, ﬂi| surely sma»appnsathednntrsma}eb@mj]é"@umddnnemaés wadiin ienent

dovcr | bed TaTBF ARVT RS R SFE Gt PP G h oS RICh R b ol 870V

fl owchart sphaPfostitifbn JTRhdQl @aldteﬁfr@@ﬁal@rﬁﬂl@ﬂm&ﬁ ifGaHthOgelt @pdxenpl ary
enbodi nents of the invention. It will be understood that each block or step

of the fl owdgsavie itsalhvd Toesriskpadtioons reprdsidaar se-esablisementgneshtien becan be
i mpl ggent %%rf?%ne%?asadek&%%d %@%S’Ar%}’&%tﬁﬁa&%ro Vt\ﬁle{ﬁiovfe 'dremgc? altearﬂé?t{v%g pQf twar e

i ncl u i ngone or prlogram i nst ions one or
nor e of thﬁoﬂfeﬁﬁﬁdwes descrl bed above may be enbodi ed by corrputer program
instructions. In this regard the conputer p ram i nstructjons whjch
embody t he procedur d4Gdééc flanehasrf Psyra: H@t@g&flé@rwarapﬁ@r\aﬁ?%ﬁca@w&e of a

termi nal (g olmpik cifloafheREOMRE ARG (G bg 1RASBod e BRA vinRXRCHped by

a processor term na or network node. e appreci ated, any
such conpuifére ﬂnwx@laamndmimhmzttlonmsf btaykshie thotaechaantan e icgigudeed lor ot her

prog nrabl e apparatus. (i, e. r.dwar e) r duce chi ne, such that the
et rierT SHSoRREi ootk by B giern TSt oo S DGR BIES appar at e
create nMeapmphRF fo%?irﬁ MRALERst Ber EURGIE, 9RS of RRE (f>ﬂ 186 ptdRcdifiss ddseMsdar t

bl ock(s) or step s). These
above may be ernbodled by computer program instructions. In this regard, the computer

program instructions which embody the procedures described above may be stored by a
memory device of a terminal (e.g., UE 30) or network node (e.g., node B 14) and

25 executed by a processor in the terminal or network node. As will be appreciated, any
such computer program instructions may be loaded onto a computer or other
programmable apparatus (i.c., hardware) to produce a machine, such that the instructions
which execute on the computer or other programmable apparatus create means for
implementing the functions specified in the flowchart block(s) or step(s). These

30 computer program instructions may also be stored in a computer-readable memory that
can direct a computer or other programmable apparatus to function in a particular
manner, such that the instructions stored in the computer-readable memory produce an
article of manufacture including instruction means which implement the function

specified in the flowchart block(s) or step(s). The computer program instructions may
-16-



30conput er programinstructions may al so be stored in a conputer-readabl e
menory that can direct a conputer or other programmabl e apparatus to
functi on wo 2a10m86490cul ar manner, such that the instructpomsFiabweaci n the
conput er -readabl e menory produce an article of manufacture including

instructio ns ich inplenent the function specified in the fl.owchart
bl ock(s) SPodEapties ohi it BT st SR Er AT FAL Fruy 2 heffs oy

2010/ 0864%?5’@61&1%& HPRI3Rrakd Bn BR dopdRed 0P BtHRr BrogIFMARE apfarfhHeY
progranmmabl e apparatus to cause a series of operational steps to be

per f or med povluch 8 cemirpigr-enplemenich drocgssayich b Blednsipisten wkich exgruisduciéc a
conput er -i mpl enen C t the i | | C X on
the conputBrPGET Bt fle BE R BE theh Ak PSR S PERaliig B ATt ng
t he fanct ispasfi&sipasd flowchdrblbbigs¥dravplwr t bl ock(s) or step(s).

Accordingly, blocks or steps of the flowhart support conbi nations of means
for perform ng the $y&eidingdy togks or siaRs ofcBaBpsharbiprert combpgtipgyof

erformn {f] i r gl i f
Per t or m ne e T REEDFER the RETER it LA ATANMHR (R hBARRE! e or
nor e bl oclspeaifiedsfuepsomsfant peodrirovdtaction mnghs fOcpartiirmaig tho spaffidel foodtoner

steps in the. flowhart, c be inpl ement ed by speci.al , purpose
par dvar o- BSH al%%m%rstﬁ%wem e BL@PE%?%WPE@%&&&E?W& #hctions or

stepgg Oor 6RBRIaNGEI i@k of RERE Al thOHHROREL, &N gg"ﬁﬁﬁ_eﬁ@ﬁ’te&@?@f%c@aﬂ puIpose
In this regard, one enbodi nent of a nmethod for

i nstructions.
provi di ng hdelvert-baved apohpniet eystanys Whichnperferat thetspemBédfunptiats|cestcas, qur ovi ded

in FIG 7 may.inclu recei vi ng,an, 15unacknow edged de nessage at
oper at i on “ITBMEHEN 41 PR TP SR AR AN AT O SFAPBEE on recel pt of the
unacknow edged node 1HgESAGErd@bnORRBEIiMOM A20ncthHd FRPRoGARE Jetebiidh and
unacknow edged node nessage nay be an unacknow edged node data protocol

data uni t r¢agvPATem pOafa trapsier frebiese aneipvidad thBIG i Tnapyithelude r¢agivingdn ng ti mer
operation_in,.r t t Kk .ed
rec e?\gled 61%1 ?Cokrngﬁge%g%fnrog? g%%%g%{fgﬁ%{%@ [ 2&@% %gtnﬂ%)f{)%gr?ga(?p%gaﬁ@%g aanof’%i%%%’ldc ating
a data reoaptidn oftheamatimovesfied ssodeandsbgctat Bpera®xP220. Nig spik@asdsothe ecei pt
of a subsequent unacknow edged node massaag1 at operation 240.

0.

| n sone
cases, thanackpapicdesd meds Bi5Sigy My besgdmaediondedged made datedrptpeddat unty
sone enbodgi P e 1i.nay 1 Eec i : be
provi ded gpﬁg%tﬁ |PDt (':qugllte ﬁ@ﬁéa%&?%gr%%ﬂgwggggigﬁﬁﬁw&%ﬂgﬁ p]('e %gloﬁ?[yner (e.qg.,
di rect |y irespprepgorseh fubs¢quaetrunabkrexpedgat inonle norssageatccdy csyroe Guentiration

inackpont edied, Iode mesaton 2 gielied ST RSO IS e
(o o O B P B Bl e B et ¢ on
oper at i ong4fmyn fend ersbu thedimsionpireemphebe uicoudei eha diner shpwnevent. dashed
lines in Igloncile eglbohfglletn?si, alerifi‘%%gtgdn of the data reception error may be provided either
immediately at the time of expiration of the timer (e.g., directly in response to timer
25 expiration) or when a subsequent unacknowledged mode message is received after timer
expiration (e.g., indirectly in response to timer expiration). The method of FIG. 7 could
be performed by either a network entity or by an entity at the user’s side (e.g., UE 30).
In some exemplary embodiments, further optional operations may be
included, some examples of which are shown in dashed lines in FIG. 7. In this regard,
30 the method may further include configuring the timer with a timer duration defined based
on instructions received from a network entity or defined based on a hardcoded timer
duration at operation 200. In some embodiments, the method may further include

initiating a cell update procedure to facilitate recovery from the data reception error in

response to the indication of the data reception error at operation 250. In an exemplary
-17-



30t he nethod may further include configuring the timer with a tiner
duration defined based on instructions received froma network entity or
defi ned baeediossaohar dcoded timer duration at operati orc2E2004/05169NE
enbodi ments, the nmethod may further include initiating a cell update

d to facili.tat f t . ti i
o the 1 ndlairotdreRes BReam Bb PG For R EaP T SRmoll b o
exCTpl ar y rodefion UR2AAD10B4HARETAEL JODLAGIAR0 ETBATTRIY meisbid bl | g the

cell update procedure to facilitate recovery fromthe data reception error
may i ncl udetwarlentfyrig whighethe petticaler valpeenables ae-spidhranpesips ofre sigagjeitienoly

network entity i I C i cu val ue I re- ropization of
a transn1€§%?Egkﬁpﬁg&%ﬁéégﬁgg 8%%@%ﬁ%%§gg#%§§§g§gﬂﬁéﬂﬂ§ﬁ§&£%§ggggr of the

unackpow etlgetse Ml sorbeTeB8Q g pdrficBaRIRASS5be 4 BEARAT dlwlpravidedinihe gely be a
START val ue provided in the cell date nessage to initialize a COUNT-C

n.t u
val ue to aPJHP mestrge P witialie arﬁ%@%&kc anlup fq/a value used by the petweork entiipl ary
enbodi ment, an appan IBQ%% 1 . i e a
processor (e.g., théﬁ%ggﬁi 1% d%%%?i%ﬂﬁgﬁﬁ%%qgg g#ﬁ?&%%ﬁngﬁhgﬂe
oper at i onsb¢RfaP bid)uddegroddied (apove. pratessqr7’0¢ esguraday pefform exchnylties be
configured to .10perfaqr he .operati o by executi stored instructjons or
an al gori @ﬁﬁﬁafl_eﬂsp @86?235%5%&1 O%- fﬁ%?l)éﬁw%ftm% 40 Gyempla e m%fﬁ%}{rﬁ Re
appangt us paByrh R dﬁ@ﬁati@ﬁ@ﬂ? et RUutiREShRUTh RS c8&%Kbrah atléb?i_tlﬁﬁ %@ﬁe‘rf&ﬁﬁiﬂ%es cribed
above. In'this regard, according to an exenpl ary enbodi nent, exanples of

means f or epdréidherppegyatoper dtliconmsivalgOthe appEotusmpyiindidedmearsdor potfompligg, an

al gorithmfaqr nagi ng operation, of the.tiner, 80 and the error detector 82,
I5the err SR Bepay ot iohd dpiis. dads FoEare. sceardie bo'h SRl T cat i ons
and ot her caHaafhdieRikemples bhehMVRA héd@ReiSEbpdrMidnl 208 tE2 50 Ml inchaRefdr0 n nd
to one skilled in the art to which these inventions pertain having the

benefit ofexgmple: wadlEeiHys for exvagiog opsraticieotithe Bast fe bl citpr Hgpgondd t he
assogiated, d i e d .S to be understood that the inventions
are ggt tgm%%%$$%g%%ﬁg?d&ﬁhgﬁgﬁg%é%?iic enbodi nents di scl osed and t hat

modi fi cations and otMaty odifditieetad ather embadiaealts tof tHeeiniditiotded fowit hi n t he
scope of the appended cl ai ms. Mreover, although the foregoing descriptions

and the adigtit wtlbepray Kngso qus shiflebindhe A P yIce e mueAEANS RFTR MY ext
o cert 2| ewg ot SAIRMICL LB, R Rl gl LR el Shoul ¢
be provi deldaviyg? SEidreforeaitiiy® Endodrsteditbatwhd Imoedtiote peridt gbd Hmed kethscope
of t 98 ap%gencqgg er(I:1 g .inrrlghtsld?sclosed and that modifications and other embodiments are
intended to be included within the scope of the appended claims. Moreover, although the
foregoing descriptions and the associated drawings describe exemplary embodiments in
the context of certain exemplary combinations of elements and/or functions, it should be
appreciated that different combinations of elements and/or functions may be provided by
25 alternative embodiments without departing from the scope of the appended claims. In
this regard, for example, different combinations of elements and/or functions than those
explicitly described above are also contemplated as may be set forth in some of the

appended claims. Although specific terms are employed herein, they are used in a generic

and descriptive sense only and not for purposes of limitation.
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this regard, for exanple, different conbinations of elenments and/or
functions than those explicitly descri bed above are al so contenpl ated as
may be sewoforwdssion sonme of the appended cl ai ns. Al t hougbTammes 51039t er ns
are enpl oyed herein, they are used in a generic and descriptive sense only
and not f o) lim tation. WO 2010/ 086490PCT/ F12009/ 051039 WHAT
IS CLAINEg&H%ﬁH%(§EgH8EDfS'An appar atus conprising a processor and a nenory
storing executable instructions that in response to execution by the
processor cause the apparatus to at |east perform5the follow ng: receive
an unacknow edged HYURDDHESSAPEIPIISING a PIPLESEIrANE agprarons ieringskecatablerer based

on recei %strﬂgtiohg.'t%atqﬂ?e% J?l?é’\ﬂo% &gﬁ L qﬁee %?ée%é’%)gg-use%e g%)aggls rtr(% guj:a?ti telf&In? timer

operation 1 n response to eac unackno message
recei Yed tlprfollewihg expiration of the tiner; and i ndicate a data
reception error in respaonse .t he tinmer expiring prior to receipt of a
subsequent undB¥hG"edd <w%ﬁ§ﬁh§§§g@gﬁﬁgeo 2. The apparatus of claim

1, wherein reggli¥icPetalien BNAGKRPVARIGR dedthAST IR IIBSISRYS

aggggﬁhges receiving
an unacknow edged nobde data protocol data unit (UM data PDU). 3.
The appamassageof claim 1, wherein the instructions further cause the
apparatus 0 Gonfy guie LBS IR LA AL IRLuU Ahl SNLRRLL RELORsEd on
instructions 20 T eC&i VEL Py a nethRGP% enfif%h quent unag o %Sba? tus of
clai mpl, nwisdeRirsccid prids td exgliraBas of the tie; 4duse the apparatus to configure
the tiner based on a hardcoded tinmer duration. 255.The apparatus of claim
1, wherein t hénqdigade p defairessption PHPfcp reREBE to e WPpPRINE Rreritnracet of & cel |

updat e p%ﬁ%£§ﬁ5@uﬁﬁkLgﬁk%%&§?59%§§9$§5y fromthe data reception error in
[

response e I ndlc ata reception error.

2. The apparatus of claim 1, wherein receiving the unacknowledged mode

15  message comprises receiving an unacknowledged mode data protocol data unit (UM data

PDU).

3. The apparatus of claim 1, wherein the instructions further cause the
apparatus to configure the timer with a timer duration defined based on instructions

20 received from a network entity.

4. The apparatus of claim 1, wherein the instructions further cause the

apparatus to configure the timer based on a hardcoded timer duration.

25 5. The apparatus of claim 1, wherein the instructions further cause the
apparatus to initiate a cell update procedure to facilitate recovery from the data reception

error in response to the indication of the data reception error.

6. The apparatus of claim 5, wherein the instructions further cause the
30  apparatus to initiate the cell update procedure to facilitate recovery from the data reception
error by providing a particular value in a cell update message to a network entity, the
particular value enabling re-synchronization of a transmitter of the unacknowledged mode

message with the receiver of the unacknowledged mode message.
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6. The apparatus of claim5, wherein the instructions further cause the
30apparatus to initiate the cell update procedure to facilitate recovery
from t he weataiwmem@pti on error by providing a particul ar peairumod/osiezocel |
updat e nessage to a network entity, the particul ar val ue enabling

re-synchroni zati Onﬁfﬁﬁﬁe%{%@aﬁ%lé%ﬁ%ﬁ%ﬁ%gﬁg%ﬁa Iélrﬂng %JI ﬁ% WA%%%gage W th

the receiver of th

2010/ 086480RéH EIZOQY §ad3Resfagtns idARRIA CQOUBT-Clalu¥ t6 .2 vehRNBEDLY R

particular value is a START value provided in the cell update nessage to
initiali2etverlcOUMY- C val ue to a val ue used by the network entity. 58. A

met hod conpri sing: receiving an unacknow edged node nessage;

initiating operation of a timer based on receipt of the unacknow edged node
nmessage; 8. A grethididtcomiptisiggt | mer operation in response to each
subsequent unacknow edged node 10message received prior to expiration of
the tiner; andeceiving an pracknewisdes Madume®saghti on error in response to the

timer expiring..Qrd i f S de
mescage | gl o oftltim b R E G AR KA LB o
unacknownedgped; node 15 nessage conpri ses receiving an unacknow edged node

data protocol data unit (UM data.P . 10b The rre%ﬁ?(gd ge:q claima8,
further conpr i'STHYAEEHTGRRCHGOR HETEPORSF uPach HDYAREN UaRG AP M e ek Mers d
baseq(on p s YedciRN$rio® el MR tib OMha tiARE-Waik entity. 20 11. The
met hod of claim8, further conprising configuring the tiner based on a
har dcoded t i mendichimgtai datn reception erroft i re¥vmsertst tho tinwf expiahgp8or tbuetcngof

COmpr i S1 g, 0L 310908k HREEHE BpCedur e

9. The method of claim 8, wherein receiving the unacknowledged mode
15  message comprises receiving an unacknowledged mode data protocol data unit (UM data

PDU).

10.  The method of claim 8, further comprising configuring the timer with a
timer duration defined based on instructions received from a network entity.
20
11.  The method of claim 8, further comprising configuring the timer based on a

hardcoded timer duration.

12. The method of claim 8, further comprising initiating a cell update procedure
25  to facilitate recovery from the data reception error in response to the indication of the data

reception error.

13. The method of claim 12, wherein initiating the cell update procedure to
facilitate recovery from the data reception error comprises providing a particular value in a
30  cell update message to a network entity, the particular value enabling re-synchronization of
a transmitter of the unacknowledged mode message with the receiver of the

unacknowledged mode message.
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25to facilitate recovery fromthe data reception error in response to the
i ndi cation of the data reception error. 13. The nmethod of claim 12
wher ei n iwbDbtbawdsegot he cel |l update procedure to facilit ate/mmogyao3y from
the data reception error conprises providing a particular value in a 30cell

updat e nessag net rk entit t he art| cular value enablin

e aynchr ont 281 on b HPRFEHGREPEPAT SoRERG KRG B SER R S age wi t h
t he receisRdochediiig hld{)ﬁgkcﬁ rRegesturmUeIBREAGRIc indMctions stored therein, the

2010/ 086490PCT/ F12009/ 05103 14." A conputer program product

conpri si sgMauter-exesutablepregitputasic insdagaenscogipsisige nmedi um havi ng

Ut o1 - X ARG B ARG Tl BEIUHE b SRS Bb Rt ABICh bl

conput er - exec program co instruetions co S1 ng: prog a?m code
instrgctions fp@dgrﬁlﬁ&@dé’lﬂ@@u@tfd)nsl Mﬁkllﬂl@ﬂhgdmalcﬂmfei ti’fﬁ&slﬁtg&i orbRregr éithe ode
instructions for initiating operation of a tinmer based on receipt of the
unacknowUBaged H%B@dﬁ§§«aﬁéﬁgﬁkogran1code instructions for re-initiating
timer operati r Q@ﬁﬂHﬁ gpgle nessage
recei ved pri o(rb?ot%&lelfg?éf)g{tg?gﬁ{oo t he lIEllﬁmsr aﬁlél p?%%?g%wgg%%%l nstructions
for i ndi cabseqeena udatkaowkdeat mode Brcsw@pe reme]wed; pooiste cixpirdtiven df@hd timer; askpi ri ng
prior to receipt of a subsequen un cknomﬁ&ﬁged node nessage.

The conputer PrEGRAGPRT BatiLgiogs I lﬁﬁ‘t%,a_ _F%FWW% F’ng‘?lﬁéto the
U”aC‘1OOV"'tﬁ%%Qpl?i'ﬂ?%n@%ﬁ%@&p&ﬁ%ﬁb&%ﬁeﬂt%ﬁ@él&ﬁb%d%@d Hdac kngwloedged node data
protocol data unit (UM data PDU). 1 16. The conput er pr ogr am
product of claim 14, further conprising program code instructions for
O g L TR P pleEh LA ARk, N3 BAREARY st ructi ons

unacknowledged mode message comprises receiving an unacknowledged mode data

protocol data unit (UM data PDU).

15
16.  The computer program product of claim 14, further comprising program
code instructions for configuring the timer with a timer duration defined based on
instructions received from a network entity.
20 17.  The computer program product of claim 14, further comprising program

code instructions for configuring the timer based on a hardcoded timer duration.

18.  The computer program product of claim 14, further comprising program
code instructions for initiating a cell update procedure to facilitate recovery from the data

25  reception error in response to the indication of the data reception error.

19.  The computer program product of claim 18, wherein program code
instructions for initiating the cell update procedure to facilitate recovery from the data
reception error include instructions for providing a particular value in a cell update

30  message to a network entity, the particular value enabling re-synchronization of a
transmitter of the unacknowledged mode message with the receiver of the unacknowledged

mode message.
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2017. The conputer program product of claim 14, further conprising program
code instructions for configuring the tinmer based on a hardcoded tiner

dur ati on.wo0 2010/08649018. The conput er program product of elairnodgsidasrt her
conprising programcode instructions for initiating a cell update procedure
to facilitate recovery fromthe data 25reception error in response to the

i ndi cation of 2he &g{%m?g{%ﬁppgﬁmg$ror. 19. The conputer program
product of cl ahdihd &or VREFEE Bn RRREKSMcERMEMbMSHEHGEL,ONS for initiating the
cell update procedure to facilitate recovery fromthe data reception error

i ncl ude i nst r gesaRiS ifigatipg eRarationgia tiaerthased arregeibief theyurackeowledgndat e 30
nmessage %&xﬁrg%&%%rk entity, the particular val ue enabling

re-synchronlzaﬁl >of a transmitter of the unacknowl edged node nessage with
the receiver oficahférusadkniw wdgeshermide iMBSEEGE to cAD subsequent

2010/ 086490PCT/ F12009/ 051039 20. An appar atus_conprising: means for

recei vi ndgMagknawispdRIcde greasags arccied phigeto expiratiofhe gk andj t i at i ng
operation of duhhiTRf: iRAERfheQld SRELRIonhrol A URACKRANE GHiEE L FTRAE pRESTATE:
S5means for re-itnitiating tir'/mer operation in response to each su gequent
unacknowrenbge df asdescqens agekneekdyadmpdd oessage.expi rati on of the tinmer; and
means for indicating a data reception error in response to the tiner
expiring prior to receipt of a subsequent unacknow edged node nmessage. 10
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