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| NVENTI ON [ 0001] This invention relates to supervisory control and
data acquisition (SCADA) systens generally. Mre particularly, this
invention relates to a nethod and system for user-customn zable and
process-driven integration of the control and response features of
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to gather information and make rules- based logical decisions. These SCADA systems typically

integrate a large number of control devices through a number of diverse control networks. For
example, there may be security, fire protection, heating, cooling, electrical and elevator control
systems. U.S. Pat. No. 6,067,477 describes a computer integrated SCADA system for managing
distributed field devices that control or monitor physical or logical entities and for providing users
the ability to construct pérsonalized SCADA applications. The computer controlled system provides
real time continuous operational control by monitoring data received from one or more remote
device sensors and actuating at least one of the plurality of control devices based on input from said
remote sensors. Other building, site, entity management, and enterprise systems and applications
exist including telephone, computer network, reservation/scheduling, appointment/calendar systems,
public address, intercom, and document management systems, but these systems have not been

included in or integrated with traditional SCADA systems. As-built integrated systems are known
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included in or integrated with traditional SCADA systenms. As-built
integrated systens are known | in which, for exanple, fire contro
systens are linked to the security systemso that fire doors are
automatically unl ocked when a fire alarmis sounded. O her systens
have been simlarly linked in relatively sinple and direct fashion.
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appllcatlons even when the building systems, when installed, have had no connection or

programmed interaction with other building systems or enterprise applications. Stated another way,
under presently available systems, a building manager or tenant can program a first building system
to react to a second building system or enterprise application status, information, transaction, or
alarm, only if the first building system was designed and installed to work together with a second
building system and/or enterprise application and with a specially designed and installed pre-
integrated control system. FHowever, if the building manager or tenant desires to program or
configure a third building system to respond in a specific way based on the information, status,
transaction, alarm or change in status in the first or second system building system, or in an

enterprise application, he or she has no way of doing so. Indeed, the only way to integrate a



integrated control system However, if the building manager or tenant
desires to programor configure a third building systemto respond

in a specific way based on the information, status, transaction,
alarmor change in status in the first or second system buil di ng
system or in an enterprise application, he or she has no way of
doing so. Indeed, the only way to integrate a 2 previously
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enterprise applications as input for the control of a building system
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present invention allows the user to configure the activation or

deactivation of one system function based on the data, alarm _event,
or trard@§ ohccordingly, the present invention provides a drop-in command and interface software

module that allows a user to integrate control, command and response functions between previously
installed and un-integrated building systems without the need for expensive and time-consuming
retrofits of actual physical equipment. Thus, the present invention allows the user to configure the
activation or deactivation of one system function based on the data, alarm, event, or transaction
from one or more other systems. Moreover, as additional or replacement systems are added to a
building’s systems, the present invention can easily accommodate the new additions without
reconfiguring the entire control system. In short, the present invention takes the data and control
functions from any and every control system and allows a user to build his or her own intelligent
building, and to edit the control processes on their own at any time. The building systems and
enterprise applications that can be integrated with this invention include, but are not limited to,

HVAC, fire control, access control, video monitoring, public address, exterior lighting and signage,
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fromone or nore other systens. Mreover, as additional or
repl acenent systens are added to a building' s systens, the present
i nvention can easily acconmmopdate the new additions w thout
reconfiguring the entire control system In short, the present
invention takes the data and control functions fromany and every
control systemand allows a user to build his or her owm intelligent
building, and to edit the control processes on their own at any tine.
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can be alerted The system can be programmed to wait for end user intervention before an alarm is

sounded, for example, if based on the queries, the threat level doesn’t meet a particular threshold.
And all of these queries and responses are full customizable and editable by the end user. At any
time, the end user can add or delete steps to the response process using the systems process design

interface.

[0007]  According to another aspect of the invention, the system allows for multiple processes for
a given input, depending, for example, on the location of the sensor providing the input. That is, the
process that is launched when one smoke detector (for example a smoke detector located in a

conference room) detects smoke can be completely different from the process that is launched when

another smoke detector (for example, a smoke detector located in the parking garage) detects
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can be alerted. The system can be programmed to wait for end user
intervention before an alarmis sounded, for exanple, if based on
the queries, the threat |evel doesn't neet a particular threshold.
And all of these queries and responses are full custom zabl e and
editable by the end user. At any tinme, the end user can add or

del ete steps to the response process using the systens process design
interface. [0007] According to another aspect of the invention, the
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Transaction or event-based systens mal ntain a data record of systen1

t r ansaday ahthe transaction, the location of the event or transaction, and, in the instance of entry control,
the identity of the access card that triggered the event or transaction, and the person to whom the
access card is assigned. Prior Art SCADA systems allowed for the integration of multiple value or
point-oriented systems using the common object model (although not for end-user configuration of
response settings), but they did not allow for the integration of value-oriented systems with
transaction based systems because the address space (the data record) for a transaction-based system
is constantly growing, whereas the address-space for a point-oriented is fixed. That is, a point-
oriented system can be easily programmed to communicate with another point oriented system
because the addresses for each system are fixed. Not so for a transaction-based system.
Accordingly, the inventors saw a need to develop a way to allow for the integration of point-

oriented building systems and transaction-oriented building systems and enterprise applications.

The present invention therefore provides a system and method for integrating both point-based



or events, which data record includes, for exanple, the date of the
event or transaction, the tinme of day of the transaction, the

| ocation of the event or transaction, and, in the instance of entry
control, the identity of the access card that triggered the event or
transaction, and the person to whomthe access card is assigned.
Prior Art SCADA systens allowed for the integration of nultiple value
or point-oriented systens using the common object nodel (although
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HVAC, fire control, etc.) and enterprise applications (e.qg.

cal enddimibpipictude thspembesimenta foBrhaEBeItoat i ons, e-mail application
docunent managenent applications, database managenent applications),

this invention is intendgRiEmpakeRIENONYOE THESRAWMANSY ati on, and

custom zabl e control of response processes for other infrastructure

and/ or nunicig managenent systenms, such as traffic lights, water
f ount ailA¥0] polFiGel WaderTPseatagonrlipierr Srxdh sprersh hawipe peagal layergedata layer

as to %gﬁhﬂkﬁEééﬂ%éﬁhéRBEIQEF'0”5 whi ch are buil di ng-specific, for

exanpl e, tenant agenent appllcatlons etc. The follow ng detailed
description of the invention is not intended to Ilimt or exclude
t hese dB®ddi mEHE S2 ksrgepreseatating et PEADA system according to the invention, in which a

process management layer resides between the portal layer and the data layer.

[0012] FIG. 3 is a representation of an early step in a user interface for a process editor according
to which an end user might build or edit a response process according to an embodiment of the

invention.

[0013] FIG. 4 is a representation of a first subsequent step in a user interface for a process editor
according to which an end user might build or edit a response process according to an embodiment

of the invention.



BRI EF DESCRI PTI ON OF THE DRAW NGS [0010] FIG 1 is a representation
of prior art SCADA systens, having a portal |ayer, a data |ayer and
a device and application layer. [0011] FIG 2 is a representation of
a SCADA system according to the invention, in which a process
managenent | ayer resides between the portal |ayer and the data | ayer.
[0012] FIG 3 is a representation of an early step in a user
interface for a process editor according to which an end user m ght
bui | d dP0kYi t FéGr-‘éiﬂ@omsresqnm'cag’éa sesond subﬁg:lum sa-:p iemwiimﬁacedbrzt}brecess
i nventi 3 a.re La rst.subsequ
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end useimbatighint bfthe ¢thventiedi t a response process according to an
enbodi ment of the invention. 6 [00141 FIG 5 is a representation of

a Seco bs e t ste a user, .interface for a proce edi t or
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representatlon of a third subsequent step in a user interface for a

proces LT pyintionccordi ng to which an end user night build or edit a
response process according to an enbodi ment of the invention. [0016]

FIG 7 0@1(? r@"%%%@r@ﬁ&%ta‘ﬁﬁn af Iiﬂiﬁ%@u@é@%ﬁﬂ@ﬁﬁl asﬁs%Pm'té?fa@e fb‘f%'})rocess
interface for a Pprocess edi tor accordi ng to an end user m gh

bui | d cHditeiiceordingde ptbr@@nwﬂé@@%mah@mléphgdltfore@mnseame@ﬁsﬁeqwdl@gtOthe

'”Ve”tkﬂﬁmdkﬁggg Q%némés a representation of a fifth subsequent
step in user T5ce Tor a process editor according to which an

end user nlght bUI|d or edit a response process according to an
enbodi MBeX7] off Ithbisianvmminmtion P00 figh Sﬂis@;uegt sit@ ia aruspr ieelatafor e progéssaditor

si xth subs n a . usel Qcess
acoor di HEBE khy bR aR cihu e B et S PR SR ubi b smetimen
accor didﬁ@dlﬁv@ﬂo@.nbodl ment of the i nvent i on.

[0018] FIG. 9 is a representation of a sixth subsequent step in a user interface for a process editor

according to which an end user might build or edit a response process according to an embodiment

of the invention.

[0019] FIG. 10 is a representation of a building hierarchy and two different configured processes
for the event “security card access denied” depending on the location of the event in the building

hierarchy.

[0020] FIG. 11 is a representation of a building hierarchy and a status list of configured

processes that might be under way at a given time for various triggering events.

[0021] FIG. 12 is a representation of a set of process steps including a “wait for door lock status”

flow control step.

[0022]  FIG. 13 is a representation of a set of process steps including a process loop set to wait

for a condition to be satisfied before the next step in the process is executed.



[00191 FIG 10 is a representation of a building hierarchy and two
different configured processes for the event "security card access
deni ed" depending on the location of the event in the building

hi erarchy. [0020] FIG 11 is a representation of a building hierarchy
and a status list of configured processes that m ght be under way at

a given tinme for various triggering events. [00211 FIG 12 is a
representation of a set of process steps including a "wait for door

| ock st[8028" HGoldageatepodsentaam of[ad@2tvie frb@ss S thas maght bp pesenéditviaoser

of a set ofcﬁrg?ess.stggs including a process |oop set to wait for a
condi t i BA fEUEE PG PEEBEf ore the next step in the process is
executed. 7 [0023] FIG 14a is a representation of an active process

| i st tHao24f gFGbBibis e sepa¢sentation &f audiglay thmonighelspyesdenfedto aadek vipon a request
processes. %ggZﬁ] FI&% 14b is a regresentation of a display that

m ght BE" PrEdskilas 7 hestaiisat 2 pppigular 3UyERMSSt or nore detail as to

the status of a particular active process. [0025] FIG 15 is a

repr esgo028] i OFIGS 1 5is hirgire@htafib0 6£58st BT bi6ése RERstoetthatingibht HRresented to a user
presented to a user upon request for status of a particular process.

[ 0026] UPPETeayestfQr siatysef i adEifuiy PEXSSSf a graphi cal display that ni ght

be presented to a user to illustrate statistics relating to various

proces qemsé_[ 0023] 16k @Prepkdsehition bLPEHERAB ais'Fg@ ;l@:ift nigifibk beds8Mitd to a user to
IS

gr aphi cal pl ay that m ght be presented user to illustrate
st at i stillesirafecstagislighgelabng ryapigys ppessessses. DETAI LED DESCRI PTI ON OF THE
| NVENTI ON [ 0028] Figure 2 shows a SCADA system according to the

i nvent i [mimit] N WGPy i Qe RbRERASH of@&?f%ﬁ?@%n%lﬁé’aﬁ H%P]a?fthatt gt B¥ gﬁ&&&u toa
Fi

resi des between the portal Tayer and the ta data’l ayer.
devi cesiserdontustrhte sjapbtics atlpidrsto yadousmregepseb.se appl i cati ons constitute
the device and application layer. Data and information from various

and diverse field devi&ggwgﬂquﬁﬂ&j %Tﬁmgkhpﬁﬁhqﬁ@Egﬁqogppresented

and stored in the SCADA system at the heta data |ayer according to
known net hods and systens. According to the invention, data and
i nf or melf028d f FegweAshoss: BhaBApysiern agpptiing e thengvention in which the process

management system of the invention resides between the portal layer and the meta data layer. Field
devices, control applications and enterprise applications constitute the device and application layer.
Data and information from various and diverse field devices and control applications are
represented and stored in the SCADA system at the meta data layer according to known methods
and systems. According to the invention, data and information from various enterprise applications
are also represented and stored in the SCADA system at the meta data layer. The portal layer
includes applications and interfaces for logging onto and accessing the SCADA system, once again
according to known methods and systems. However, where, according to the prior art, a user would
use the portal layer to monitor, query, and command each device and application separately, the
present invention provides a process management layer which comprises an interface module which
communicates with the portal layer, a process configuration module which an end user accesses via
the interface module and which guides the user through device selection and response process
configuration, and (what) which stores the configured process and which executes process launch

and process monitoring when there is a particular status change, event or transaction at a field



are also represented and stored in the SCADA system at the neta data

| ayer. The portal layer includes applications and interfaces for

| oggi ng onto and accessi ng the SCADA system once again according to
known met hods and systens. However, where, according to the prior

art, a user would wuse the portal |ayer to nonitor, query, and
comand each device and application separately, the present

invention provides a process managenent |ayer which conprises an

i nt er f atgeicpptienngrolwl akerprissranplidatian eithevlevicetand applicatipn lagigre rSystamptrcmesryl
conflg in

rodul o R e BRL S AT hT AR LR Bl pRBRERRE et L EK LS or cvent
responstaggnromebesexpdmﬁdﬂgumg{ofmamplnd (what) which stores the

confi gured process and whi ch executes process |launch and process

nmoni t or I.S ar, stat.us_change, event . ]
[r ans adP 0" CRg Rl Relife o R kG @ndh 3G p BERPE oYt M Bliowineisis: )
at the 1&1@1V1Ifﬁﬁle@liﬁc@ﬂﬁ|abﬁ*éﬁtioﬁ f M}dﬁl’ls m&x‘l&é(ﬁmca@sféeﬁﬁoc&ﬁﬂto IRIrRE A2 define the
configuration by an end user, as wel g ocess |.aunch and execution
upon a SEPaITLEe Broceang amr?fgeaSefde@aWOB\élee(ﬁ flding@ay Byfeitg/logic R qualby events as
[ 0029] Grpasald erlﬁgaéxxehln Gnd'f) %Hn 'tH‘étp?&reég H R 14 RAgh& Upoh @%n%n RUVGR S given
i nvol ves the fo Wi ng $teps: identify the object,
act i vatlpationf mhlch is |ntended to cause a process to Iaunch (2)
define the steps in the process using a process editor nDduIe (3)
define { f' IE&Q& féq eﬁl A&e%@d‘ﬁr%e@s"@&ﬁ%&?ﬁwna process-triggering
event; "an (4) ar the process to be launc upon a given event for
a given |ocation. [0030] Exanple 1: System Access and Process
Conf i gufed1] on Thepasint Trample dessnbeschoantbk ased eglests bdevieroand haw gyssr goes about
or ocos BT el esgRR AR oo 8 b FRER AR s G AL RS PR oute,
partic uhlaexam;ilhiimsemasrmb eespbﬂsa $;’tcrca$se;$mﬁgeatimaqu@ $iethprimtass of an “card access
configuration steps in the inzf ance qof an "card access denied event”
in a caryed vl slné'rf@F‘{)?Cé%ste“E &G ISPV [ 0032] Defining the
Process [0033] To begin the configuration, the user opens a process
edi t or [peBdyl e Crndinggherlosesshe "object type" of the device, actor, or
event for which the user wishes to configure a response process.

end user can confiqgure a nse oces

Iarjljcfﬁgébl{ﬁgir S %r@&\élmpbﬁeg?@ igligafipn, the user opens a process edltorrngchu?e and s%[ects the ‘object

type” of the device, actor, or event for which the user wishes to configure a response process.
Object types for which an end user can configure a response process include users, equipment, work
orders, and tenants. In the case where the user wishes to configure a response process upon the
trigger of a card access denied event, the user selects “equipment” from among the “object type”
categories and then follows a series of menu prompts to select a category of devices, a subcategory
of devices, or a single device, and a trigger event, for which to configure a response. In this
example, the user selects a category of devices: “all card access devices”, and selects “card access

denied™ as the event.

[0034]  Once the object/device and event trigger are selected, the user begins the configuration of

the response process. The system presents the user a menu of various work-performing steps,

b1

including “notifications,” “actions,” and flow-controlling steps such as “conditional branching”,



orders, and tenants. In the case where the user wi shes to configure a
response process upon the trigger of a card access denied event, the
user selects "equi pnent” from anong the "object type" categories and
then follows a series of menu pronpts to select a category of
devi ces, a subcategory of devices, or a single device, and a trigger
event, for which to configure a response. In this exanple, t he user
selects a category of devices: "all card access devices", and selects
"card a6elexs “velinieddr a prterint boseit “lopiiags ccditionaleikstioot, dentie rotkss
event R&hgﬂgfziﬁekégﬁﬁ%hﬁgb éhe user begins the configuration of the
response process n1presents t he user a menu of various
wor k- perform ng steps, including "notifications," "actions," and
f1 ow cdf@3ISP! | iAwgorsltrgps tlesictamgpde, theorsdi seleotsak alﬁn‘silsteh iingpe ,pr(9:3§sdhd: agtification of
"wai ti criteria.to et" "] opping" ondi ti
tor m nadh 5 oo ofF peighis S Ebectpg SR depiod A0ty 1Y Bher may st
i | est ceficatip®03ahe Acioar spedlgy the rdciyient exm&mbﬁﬁcahbﬁ thsbds ef tﬂ@héitif&am@l
first st p in the process_the notification, of card owner

R

assi gnéd dewgndhe pHotifffation g die de rﬁhéddenewet#tthe mowg@rwcmjbe part of the
sel ect gatalQdt 'vfduﬁﬁﬁé }%‘t"oﬁﬁe fridBerftpl dveht. "[%Q%QérfnYa alfh% c‘bﬁﬁ%tﬂb %tsygfemtt@ ﬁmke

notification, the node of theé notificati on, even the text of

noti fi ceuliipa nots‘éc@tlpns’g as well. Ther exdenlei myaddfclon hcentmfwdg therverd tvwmrdhbeser may
part of t I h [ ent .. Th .
user co}ﬁg@m gl% ?ﬁt&gur e (lgl%sslgg rﬂﬁl ({atu% %(areeét LIh %ﬁgt? ewneOr?Y elcgra sfcg%sss 1demed
as wel Ieverl%mclmeanﬁhe noﬂtﬁbaadidtot deourity eniglatindtiytiterh In:eWe@rthle dyunand thilperson

user confi t n1to nptify the urity station ne [8 t
the 1 ocHineh Parsdheteh decaberd uuee feiiolas MvEREet ot drrboctmealy” Th
not i fi Gader enfatifitR@5ddtiidyYs iAb@Blon S¥The 86dr, thO 88 hfRght IcBNYiJuRethd PBdce RN addRss
person trying to pass through the door and nmake a decision as to

whet herighdngogaatrot leduawylightsin she ajea sugroursiggthedesation where aheecas%@qqﬁﬁadymgd
I nspec tekfﬁﬂg Etunteﬁe 19280 ﬁlﬂﬁ tHs €he ﬁgegﬁl&ulﬁ A6d {ng chﬁegsréﬁlt&r BGERSs b tln

access I ng control® to turn on ts in'the area surroundi n
t he | ocgtipmaniwveirel 4sksbowaindFigaeds sﬁ\odemﬂn@o tley examnpbe; cherusedwoild configure an

acconpllsh t his “t U L he process, editor t Cess
Gt Ao Bl ot ol R w5 Do e pding 6 gt
exanpl @ocatibi’ of3RE cand rHaberC AT igdHEl ﬁltrhlso&!bhﬁgmet}& s?ﬁ@ﬂt ‘s!@’ld&&mhﬁc&tﬂm to
"ON/ OFF control " point of the "Ilght" (equi nent% n the "installed
| ocat i oFfFCUBE M#Reea 04 thab logation. PeVitlsBe najiitation fathe eyA PMEEH rdthgsecurity

Syst eMglBoR SRR 1oGRd beefkityIanager may be customized. For example, the user may

configure the system to access the phone number of the card owner from enterprise systems and

provide the card owner’s phone number to the security manger so that the security manager can call

the affected user. See Fig. 6.

[0036]  The user might then configure the process to determine whether the card access denied
event is due to a malfunction, i.e., a maintenance problem. According to this step, the user might
configure the process “wait for” (continually monitor) the “door lock status™ for next 3 minutes. If
the door is opened manually within that time, the system can be configured to conclude that the card
reader is not functioning properly, and send a notification to a maintenance manager of the problem

and the location. See Fig. 7. The user can custom configure the message to the maintenance

10



"security manager" of that location. As with the notification to the
card owner and the security station, the notification to the
security manager may be custom zed. For exanple, the user may
configure the systemto access the phone nunber of the card owner
fromenterprise systens and provide the card owner's phone nunber to
the security manger so that the security nmanager can call the
affected user. See Fig. 6. [0036] The user m ght then configure the
pr oces snanagefde esferencs netratinly faulip cquipnicnictbe sard dendeeid thieveset asiveelhsecard
a mal funct i, . Nt nce. RpLobl em cerding to this step,

t he useor“Sil i %ﬁ?sa cggdntpggﬁ%{ﬁeﬁgmrhgafcg%s%gesnia%ief't' ége? %'g( z'onti nual |y
nonitor) the "door |lock status" for next 3 mnutes. If the door is
opened [fA8dTlal IOnceittehiser ttak atdedi alfehe tdtdicsymtscantioanadddothendtepguthetart desired to

conclude .that .the card reader s not.f.ynctigning properly, and send

2ot | TRt % BTt SR TR 8 okl ST e i fare? e
| ocat i aploadeotiedystém. Thehelsd ofFaLure 85the BdTRNFddPsRsS IR bERSSEEtht Qame
t he mai nt epnance 10 mana;lgger to reference potentially faulty equi pnent,

the car §arbAgEss Penigd seefiigare s wel | as card owner whose card
triggered the card access denied event. See Fig. 7. [0037] Once the

user hagozsgded alidg thBeroeedsithi £@leb B SocaB&t 1 ONs and (ot her steps) that
are desired to be included in the response process, the user wl|
identifx the process with a "process nane" and upload it to the

syst em[0939]t h&reathe user hap gonfiguged and@amehf PrpGeBdthe He day thepsselssiie event for

gi ven t cM%roc%&ﬁ%%b%Cl%ﬁﬁecP%H{i ﬁ'fé-lé'c]a &ﬁg)g\mt%ﬁé Bie8verdtM3Bhe m&@erg&%e

process tor a specific location [0039] On e user has configure
and narpeecess orbedawshedt He theswase ofdhigurh 8the afee bis ¢ondigened tite drovess Vibard Kecess
the process..i.s.to be launched, and. the |.ocatl] s).-wherge the event .
st " odiet i G hed MRS e 308 oSy RO paelS B R i
Fi gur e Msildidge3. user has configured the process "Card Access Denied"
to be | aunched whenever the event "Security . CardAccessDeni ed"

occurs ere in .Bujlding 3. [0040 anple 2: Status or Event

Tri gger[&%)th:Eéﬁ'BBQ le_g[?ﬁ@t?r%ﬁfi%t 1‘%&3&%4“&%%%%%?%@@ how t he system of
the invention operates according to a user- configured process when a
particul ar st aThB/cMapit dedcri@eehiovothedySem Getheidlehdion Wheneactsrdihgeas h 0gkr-

event . . . . .
configured process when a particular status/event trigger occurs. Generally, when a triggering event
occurs, the appropriate process(es) will be launched and a “process instance” will be created in the
system for each process launched. The user can view the list of process instances running in a given
location at any given time, and open any of the process instances to monitor its current status. The

system will show current step of the process, as shown for example in Figs. 14a and 14b.
[0041] Execution Stéps: Determining Event Location

[6042] When an event is received by the system, the system first determines the “event location”
through object relationships. For example, when a “card access denied” event is received, the event
location is considered to be the “installed location of the card reader” that generated the event.
However, there are situations where “event location” is not the physical location of the activity that
triggered the event. For example, an “email received” event would consider the “location of the

office” of the staff member who received the email.
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occurs, the appropriate process(es) will be |launched and a "process
instance” will be created in the systemfor each process | aunched.
The user can view the list of process instances running in a given

| ocation at any given tine, and open any of the process instances to
nonitor its current status. The systemw ||l show current step of the
process, as shown for exanple in Figs. 14a and 14b. [0041] Execution
Steps: Determ ning Event Location [0042] Wien an event is received by
t he syde48] t MExeeytidne$neps: Asicatibeg therfirness Definitieuent | ocati on” through
obj ect rel ationships. For exanple, when a "card access deni ed"” event

is rec en Ioc e the "i

| ocats VB M8 sl ineny86the FhOofERT: BOFbEolie! Morgshddliiiord

t her e aixecisé.t Tiakd mSJe\M‘ilaifqum@‘dsedHﬁnitmathaDﬂe qusliffedtio h&l‘t@lp@ﬂﬂ;{%e@@hccess denied”
| ocation of _the_actjvit at triggered the even For

“emai | TE¥eiVEEHrE iyséﬁh‘iﬂaﬁé‘lfﬁ%‘itgg@&r%‘“q ReEE? é@f‘%?ontﬁéﬁ’ngﬁﬂl"d@“ event
of the |g¢abf. menber who received the email. 11 [0043] Execution

Steps: Locating the Process Definition [0044] The systemthen uses

the "event_ location"” to |ocate the_ proper %Gocess definition to

execut d004er &irstaesastampogks ditbes %?lior%w fiaitiop atmeg-at thy Favent |esgtippyfor
act UpPQRis@verft af th, 3656HE be ﬁf&'c@ﬂ’eca gfd’c%é"stdeﬁﬁﬁi%ﬁ & Hi asys%éﬁ?th%ﬁ( §<fa?éﬂe§71tf1%t“?aren’s

| ocate the appropriate process tion for that” particular even
| ocat i decatipgOaShe srans tocaudmeSwgn emntiiiectiosedrth vpveards ths lecatprokiesschy until a

Definitj Oeséegeqo % Event Location for this event. If so, it
woul d BT ¢Ut f'élé? ﬁpgcess definition. If not, systemthen searches
the "parent |ocation"” of the event |ocation. Syst em continues to

sear ch [0f6hr ddn effect| thatlowna hsee tairahy prondss Hefnitiqr aticksBuidihg levtlitoactiupon all
found. [0046] I.n fec this allo rma.prac

def 1 ni PGhPesess CRUSEEN A AP G P e o e Pt Brdie Bleontiene i
event s RAgPREIH. HbvaR¥MIET Hetifl thdaBndiiis &bé@ar&%ﬁth@% floay ivReretc@mpany directors
configure it at each fl oor). However special treatnent is

necess&ySiftag. & %cmbqusamuld\h@ar@eémﬁibaﬁwtw%ﬂ@%@ an gy ITigingtprefgss. go, if
Speci agh@év%ﬁ?l%éatfbﬂ% %8%0 rd H&ﬂal%ﬁcﬁésé‘ \9{11 B dfeRr FALEs 4 fx ofHdr event woul

overri dl ng process. e event ocation 1Is top OOI’_, Specl a
proces s:auael tuildiegdeet ptosesswheresats. &gy 105imovs aseamnplaofilatatieralisrarchy and one

bui | di g:ﬁ 0GEsS e(fegllngtr A% ﬁ% btélﬂgl%)g(?eve arid a segaratjé process%ﬁ%ﬂlo%é?%ltl%rcp ﬁoor level. In

| ocat i
the event of a card access denied event on the third floor, the process named “Immediate

Escalation” would be launched. Anywhere else in the building, the process “card access denied”

would be launched.
{0047] Execution Steps: Creating Process Instance

[0048] Oncethe systém has identified the appropriate process definition, the creates a “process
instance” for that particular event. Each process instance is a “living entity” that is automatically
programmed to follow the steps defined in the process definition. Each process instance will
remember its last executed step, and keep executing the steps until it reaches the “end” step. Figure

11 shows a list of active process instances for Building A, together with their current status.

[0049] Execution Steps: Executing Process Steps
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process definition at the building | evel and a separate process
definition at the third floor level. In the event of a card access

deni ed event on the third floor, the process naned "I medi ate
Escal ati on" woul d be | aunched. Anywhere else in the building, the
process "card access denied” would be |aunched. [0047] Execution

Steps: Creating Process Instance [0048] Once the system has

identified the appropriate process definition, the creates a "process

i nst ande050j or Habtapropess iriscanbainchvesd recérd ol itprarespendingsiracesedéimition aiong with

"livin ntity" that ut.onati ca o f ow the s

det | nedeRora s BBt RTIcs & et P REY Senetd ey pame aione oy
r emenbepe évehit. | 'ﬂﬁ:tste@l«i BEthe PebceisEiRstarRl Qrd@@&tw&cﬁb Fh@cdsBenSh&Pan ehtkbithble
it reaches the "end" step. Figure 11 shows a |list of active process

i nst anchd peaedigahly|lepksgt process destanees hHattreluins 8XeculigRr ent st at us. [ 0049]
Execution Steps: Executing Process Steps 12 [0050] Each process

i nst anggesrc! aies ofe ge%eﬂm b kidds oP}%Eé@é pepdi NQREESARAGRMS, DL '(BrFfow
along with additional data specific to that i'nstance - such as | ast

execut ebnsobp) “Qneryt eantatendiog recqiks ey smmehnfc)tm@oel\iéwmbeﬂhe thet qugry-dsfta that
the pr ??élo %&hﬁ‘&%ﬁu@(ﬁcgﬁe‘%&fﬁﬁ rRé/an% D& iR o r%&?e%t @}%HQ& 2 ﬁt%p such as.

execut ooks at "procCess’i ns ces require
execut immlifyjpdoine d’ﬂaen ﬁleaiambgmmraaltlhg/lxg}wmglcom spfteprotmssn Bgleps: (1)
Queries and Actions, and (2) Flow Control. A "Query" neans sending a

requestyf SO, LOLal IR o0 AERGLRED L IR AuSra: dalari .., 008

a step oﬁﬂ@ho@ﬁagemﬁﬁnémhg]gvasmgefodab@ldnttbnttbecd@,tla fgudil agiakicdBir condition is
l'ighting control systemto turn on |ights, [0052 F|OM/antrO| st eps

set up Sphdief gympine bl Trauense of Wéﬂ%%é%@&efmcﬁés ingtRRege FLG elfshpie p setof

condi ti &:epsas?&ﬂ {0 ARAH WhitiV By bd NG O sEPNHTE. 99 st RvsQOCEHES prb&:@@!;té}ﬂ that
until a particular condition is satisfied, junping out of a sequence

or i ni tindedengopingtivedlopr watrekstepsst ance. FIG 12 shows a set of
process steps that include waiting type f|OMICOHtrO| steps. FIG 13

shows a{%%%gj’ﬁ\ﬁ;@h%ﬁ@%@%%@in&t@ﬁée REQrhiHdS Qs%{ PG eRF nﬁéﬁ’:‘{i‘i PPALARg

st eps. nrtorin rocess [nstance, ecor t ones,
Gener atBrmogesaSthiBtiesent i ng  Process Statlstlcs

[0054]  Process instances can be monitored visually with respect to the process definition.
Figures 14a and 14b show an example of a list of active process (FIG 14a), and a graphic showing
the current or last executed step of a selected active process (FIG. 14b). As shown in FIG. 15, the
system can record the details of the process instance (“milestones™) for future analysis.
Furthermore, after many process instances have been executed over time, the data from recorded
milestones may be presented as “process statistics” for the user’s analysis. Examples of such

statistical presentations are shown in Figures 16 and 17.
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[ 0054] Process instances can be nonitored visually with respect to
the process definition. Figures 14a and 14b show an exanple of a
list of active process (FIG 14a), and a graphic show ng the current
or |ast executed step of a selected active process (FIG 14b). As
shown in FIG 15, the systemcan record the details of the process
instance ("mlestones") for future analysis. Furthernore, after many
process instances have been executed over tine, the data from
recorded mlestones may be present e@LagMSprocess statistics” for the
user's analysis. Exanples of such statistical presentations are

Goo et b e Shot & Bllfhed fs nprd NI 10 MBhord QoL TR PReal 8118 Untca

1. A caowpedier-i npl enented nethod for allow ng a user to configure
aut omat ed device or application responses in a first building system

process. managdne SRRt TAPEERBRGHa L oL B 18 BB Eonmuni cat o

Wit h sahgnfatddsdeviRy ol hpIBagoSSPnaRdn & &k bEMIRE PlteSandaP MakiGaki on,
configuring, said, process nmanagenent software nodul e to be acceSS|bIe

over teHETHTITE SPRIERLIG CRmAritiBR PLOVidins# Prgerss AgnagsmanisobReismaditagihent
sof t Warc%nngH %,(';t t'b‘?;of%'rrhﬁ’i‘%afe%@rf Sid RrsCONId NS eRYHQ TRE %Qtegjﬂsé di ng
system and enterprise application response” processes using input
from saippllidatibmtmbﬂugurmgmgldsymemmmemantdo&wale mprdutsgo hppticsableomer 2. A
met hod

n sald irst
T 0 RSB BY @il Mg S8 RroR B b tieP b BB R AN
i nt egr aisﬁd tCanifigtle atydiadd budlding syt add acteprisk ﬁ}@llbﬂloﬁlr&lpﬂhs'b wher ein
said nethod all.ows a ﬁser t% u%e, dat a froﬂﬁﬂ%) ri.se a |cat|ons
as i npProsesies pHRe wpHE irem sgifl fisstbyildige syt aq A El”%?r?PP ‘Pﬂess
requi renments, and to revise the response features of building systens

as business nequi melBdh&ofdifI@laith. | WhereIARAE SitstbaRMab krstdi® hdiid
havi ng code configured to allow a user to integrate control, command

and r espHYBe ppRliceiighwersaohissiallesd egptbersyigh ?W§E35T3Feé‘c?°§%|1 Sypiem.
3. A method according to claim | wherein said method allows a user to use
data from enterprise applications as input for the control of a building system based on
business requirements, and to revise the response features of building systems as business

requirements change.

4. A computer readable medium having code configured to allow a user to
integrate control, command and response functions between previously installed and un-

integrated building systems and enterprise applications.

5. A computer readable medium according to claim 4, wherein said code
allows the user to configure the activation or deactivation of one system function based

on the data, alarm, event, or transaction from one or more other systems.

6. A method according to claim 1, wherein the process management software
module can be configured to communicate with additional and replacement building

systems and enterprise applications that are added to the building after the process
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i ntegrated building systens and enterprise applications. 5. A

conput er readabl e medi um according to claim4, wherein said code
allows the user to configure the activation or deactivation of one
system function based on the data, alarm event, or transaction from
one or nore other systenms. 6. A nethod according to claim1, wherein
t he process managenent software nodule can be configured to

comuni cate with additional and replacenent building systens and

ent er prmaggapplt scfaviro meduleds indtiadly aduoleghredy witheutreddnfipnongthe emtire he
process 1t4 [mena enent software nodule is initially configured,

wi t hout™®PEESAFTYuring the entire control system 7. A method
according to claim1l, wherein the process nmanagenent software nodul e
t akes t he dat &. ardmethod sabrdingtdlams], vherinathe brocedsinianagdmdnt sdfovang
systens a ?I gntﬁr rise agfliﬁatlon and al |.ows, a, a.ser to build his
or her BUHIS HkesIthy dhEndyennia; wgetiogs drom plueity AEidBRsYSmpM¥cesses
on t heichtepyie @pplaadors 2B allws DusBRtOFIAGCATHE BEn felGh@t Buildiblangi n
the building systenms and enterprise applications are selected from
the gr dQlpdlégﬁfrpgtwlrﬁ’gﬁ)‘:é%ew}\tb,e“quté@htil?lél, access control, video
nmoni toring, public address, exterior |lighting and signage, interior
publ i ¢ and pr igy alem&RAE Socol il o/WaimCISGRl:ah He Rl UBHOENSY St e,

t el ephone systens, room scheduling/reservation systens, resource
manageresterprisy spplivstiondarasegnttd fravh rergmoupoensistotgd IFHGYC srsteentsol,

docune ; t 7 TR rvers. Lvers, .
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rel ati gubdlid pdd@miagepesetlighyisg esmlatdr anA cierhtooslseasplettiphond gstemai m 1
wherein the rgs]gé) ses of buil di ngﬁﬁsystems and enterprise

appl | cAPTBALIed PG EOn Y B IEbIcE RENFREBOhSE PRote 8™ s edi tabl e
by t he infdRitionkCehnbloBB 50 2 A6@IcEnNBahdBembRt sPatSmuee 8l Berldi§ fser can
add or delete steps to  the response process using a process design
i nt er f gewvers, SMS servers, building tenant/visitor database systems, and customer

relationship/management systems.

9. A method according to claim 1 wherein the responses of building systems
and enterprise applications are process driven and the response process is editable by the

user.

10. A method according to claim 9 wherein the user can add or delete steps to

the response process using a process design interface.

11. A method according to claim 1 wherein a different process may be

configured for every device in a building system.

12. A method according to claim 1 wherein a first user may configure a first
building system to respond in a first user’s tenant space to a first event according to a first
process and a second user may configure said first building system to respond in a second

user’s tenant space to said first event according to a second process.
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11. A method according to claim1l wherein a different process may be
configured for every device in a building system 12. A nethod
according to claim1l wherein a first user may configure a first
bui l di ng systemto respond in a first user's tenant space to a first
event according to a first process and a second user nmay configure
said first building systemto respond in a second wuser's tenant
space to said first event according to a second process. 15 13. A
met hod accor di3ng A wetbbdrepotdingitoraddin I wlerpin ey ocasamaragement sofivawar e
nodul e r | V. i.n fr h.val rient ns_an

rr ansact R E R 0RO RLYES Rl B8 BT R m o
wher ei eystamend user may configure and custom ze building system
response systenms using input from both val ue-oriented and
transaction-ofiented.systens. 15. A nethaod according to claim

wher e n the procBsOoaN AYCNEM UFR Y BTSN E UL BBy SRR FBI 1 om
bot h buub@inivg basi8ing BFst@h despoiise spdtéBLusiitihp@didn® Bsth valle-ofiched had
according tg claim 1l wherein the process nanagenent software nodul e
i ssues EBMAHAREIIEHChENSIEISng syst ems and enterprise applications. 16

15. A method according to claim | wherein the process management software

module receives input from both building systems and enterprise applications.

16. A method according to claim 1 wherein the process management software

module issues commands to building systems and enterprise applications.
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