METHOD OF RESOLVI NG NETWORK ADDRESS TO HOST NAMES | N NETWORK FLOAS FOR
NETWORK DEVI CE Field of the Invention [0001] The present invention rel ates
to using network flows data exported fromnetwork routers to provide

i nformati oRychedsssdshe traffic entering/exiting the devpggushgiomok flow
information exported fromnetwork devices identify the network devices
involved in the flow using their network address. This application

descri bes the t -G I vi ce
addr ess o 1 hentEiHa VnRReP AN NEEAPRH APRESS RO TSI &

devi ces. Background of [N NETWORK FOOWEIURNETWOKKUBBYECHat a i s usef ul
for many inportant business functions, such as subscriber billing,

mar keti ng & cust re, product devel opnent, network operations

managenent , net\l\g%ﬁm&% capacity planning, and security. Network

usage data does i ncl.ude the actual informtion _exchanged, in

conmuni cat i ons sg@?ﬁtn h’é?v\%rgﬁenbdpwrggn Bﬂ?teg_gtf)hlﬁmgrﬂﬁt‘df?g%q}?l%a%tﬁs usage

detail records, K)gib}[Médaﬁofhfﬂ&Woﬂ@ﬁﬁﬁé}?io%&i@bﬂhﬂﬂnﬁﬂ@n%'boﬁp{h% frames of
"dat a

met adata (i.e., a about data"). Known network flow records protocols
i ncl ude Net f | ow( enterivgeoifies thel dswvece. BYSwWory fbrw Nefasmatignt expagedisieetnher ei n,

a flowrecord is fi .a sl unj f, measur e ,of ., unjditecti.onal
net work usage byn%&Q ngﬁc%f %Ff}?%a%ﬁélf 1!svgcfrﬁa evéﬁ?éﬂ%voéﬁmh{hgﬁf’r‘% E858Ad
destination par afeirefeswetll idifles®. ITHIR applicRbivaldest@URIhd BRpt vRessel gt adat a
included within each flow record vary based on the type of service and
networ k i nvol vedefisigntly weselie thagetyorkadadonaddises partheic wloaraimepmss k devi ce
provi di ng the flQ%a%ﬁ&?rfg«?nd]#Ba&@?%ﬁ%’neﬁvcﬁrjkod@vfc%g.ord provi des detail ed

n out "a particu

usage informatio ar event Or confruni cati ons connection

between parties, such as the com@RidoARd 8F el IntbifrAnd stop time, source
(or originator) of the data

{0002] Network usage data is useful for many important business
functions, such as subscriber billing, marketing & customer care, product
development, network operations management, network and systems
capacity planning, and security. Network usage data does not include the
actual information exchanged in a communications session between
parties, but rather includes numerous usage detail records, known as
“flow records” containing one or more types of metadata (i.e., "data
about data"). Known network flow records protocols include Netflow®,
sFlow®, jFlow®, cFlow® or Netstream®. As used herein, a flow record
is defined as a small unit of measure of unidirectional network usage by a
siream of IP packets that share common source and destination
parameters during a time interval.

[6003]  The types of metadata included within each flow record vary
based on the type of service and network involved and, in some cases,
based on the particular network device providing the flow records. In
general, a flow record provides detailed usage information about a
particular event or communications connection between parties, such as

the connection start time and stop time, source {(or originator) of the data
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bei ng transported, the destination or receiver of the data, and the anount
of data transferred. A flow record summari zes usage information for very
short periods of tine (frommlliseconds to seconds, occasionally mnutes).
Dependi ng o dobmostyppe of service and network invol ved, par/fid000i860r d may
al so include informati on about the transfer protocol, the type of data
transferred, the type of service (ToS) provided, etc. In tel ephony

net wor ks, the fl JE?(F% haf j eferred
to as call detai %?é/i/?%;&g{r?%%ﬁ(e %@E) : (5%%1(%%%%&? %ﬁéhﬁodéfa?g&?%& é}{-‘ﬁé‘{tnet wor k
fl ow records areof dhtheaedrafbrredt oAefloanccanhkymedhrizes msagu odfoneatitinnfrul
results. Network usage anal ysi t(frm; pr.qcess these fl ow records and

SYS
generate reports'eY Hﬁﬁﬁﬁ"?éd’%dﬁ%% P& 11560nds 0T EORTy O6ERS BV ness
functions. MNet VORKHAIICDBNANR! Bn U lFPP o AWICE ah ATRKIBA! RROARAUG how a
network services are being used an y om Network usage anal ysis systens
can al so be usedflow rectedimdyyal§@meprdednfirnatiostaboer ths atansfieaptatocniy kat ed

i ssues, such as those caused etwor k copgesti o d network security
abuse. In one ex&RPIY, garﬁ%_tti}%‘?%{rﬁai F}fezgfﬁepﬂpgﬁﬁ”?feﬁ@nﬁrr%’ ledy £16y ﬁ{}ncti on
of subscriber usASHBRNAMIRES, FRYAOR rBBHL %af%‘i’n&l&o&lﬂ BE Ks 4B firmition

experience, to forécast future network capacity, to 1dentify usage
behavi or i ndi catargecfofren &t ssordkl derismcofdsa@dDBs)d t heft. [0005] Furt her nore,
known techniques for identifying virus are limted. The known techni ques
general |y | ook fl8®04lecolicraryyodt mapitaring, theaetyork Jlovsrreprdsgrasaliecetd, ng

net wor k resourcest&%gg&dagg?l&?ﬁgtt%%%amah 'lopessﬁggquﬁré{v&é}g %lgge be

unnatural ly | arge anount- 0 resources. wever,
difficult to difimieit katenbetrvesn thiee Vlonuseands lzagi generdte rappkd oati ons

that require a | arge armucpt ?Iﬁnetv\ork resources., Also, viruses are
becomi ng more i nfEIPESY A Tilgs dhe Yepetasivus Rusinesisiupaions; (Neforomant on a

system for some (d,pe, Iotd £.0K i kit ) rexampye. a

mal i ci ous virus rr§1§1i sﬁméoér 3 nt uﬁiﬂiﬁgglr#ﬁglﬁt%a%@%gt 1é)l(l):\?saa%ciqui rhgd. Thus,
whi | e the virus desvieas drk hgirgousedtanditty whohd betwirkfusegd tndlpsideysehs because
it produces mninal side-effects, S ry of the Invention ,[0006]In
response to t hes@lafiel GFned n@eﬁ@?“&gg%d%ﬁ?élﬂﬁ% Cyptomge satistaction-related

issues, such as those caused by network congestion and network security
abuse. In one example, network utilization and performance, as a
function of subscriber usage behavior, may be monitored to track a user’s
experience, to forecast future network capacity, or to identify usage
behavior indicative of network abuse, fraud and theft.

[0005]  Furthermore, known techniques for identifying virus are
limited. The known techniques generally look for secondary effects of
the virus, such as monitoring network resource usage and identifying
applications requesting an unnaturally large amount of the network
resources. However, it may be difficult to differentiate between the virus
and legitimate applications that require a large amount of network
resources.  Also, viruses are becoming more intelligent to avoid
detection. A virus may sit dormant on a system for some time, waiting

for a signal to initiate. For example, a malicious virus may sit dormant



present invention provide a system and nethod for resolving network address
to host nanes in network flows for network devices. In one enbodi nent, the
system i ncl udes network device configured to produce a flow record, a flow
record st owagecsmernks gured to receive said flow record #dQmR6aKktkset wor k
device and to store said flow record, and a data analysis tool configured
to access said stored flow record and to identify a nunerical network
address contain ' : : - I.acC T sis tool
configured to rgl?:hedli\g(e”];'gt§I eerﬁltfalﬁér%gi%%ﬁw}%?Mrh%S’aﬁ ?%ggﬂmquﬁﬁgxéﬁtt@%% a text
net wor k addr ess i¢ernkspodidfingt foodesait becaure it ratbucs tivminka lasdidly-escts.

[0007] Optionally, the flow record storage is configured to receive the text
network address and to nodify thSummmarsdfthednvertéenr d to i ncl ude the text

net wor k addr ess. system na urt her include a user.interfac onfi gured
to receive and oﬁioggﬁay ]?]hées_f’% _ {Oe %ersa %\'ﬁcg OfiE P ﬁ%&bﬁﬁwﬂéﬁ‘aé’?e@%
Optionally, the meicn®lhikvd@¥hGRolidleCORB oM &l hRIERL erVRsaRingnde®aik on of

the nunerical network address froma user interface and to add the
numeri cal net wordddssdrtedwst vaggs de desyodoflors| for instworkl deyicesheloae

interface may forward the. .indicafi. f .d.n rical.netwrk address in
Fesponse t o pr e TRy et fudes RaLTCHEOR EMOREN Rkt
predefined critefifRw FRerdddifRes radial yabsigt a@dnfigaeds o tdelvel 864 Wigy a

mappi ng table configured to associate the nunerical network address with a
text network addeexd from said nehuorkaipvicesarghial syae saiddirw megerdil a6 & ¢iéd ude a
data agent confi e S € K.t e.th ng . tabl e.

[ 0008] I n anot her&éhﬁ%&?%ﬁ({ﬁ?ﬁg@ﬁ@ %réec\séggnstsa%érz\slt@ﬁ |o$1‘kirﬁ%ﬁr§ ggg‘glén%gl d for
resol vi ng net workn@adeti©s sictviorhasiirazamestainednattheslordd Ove dedsrd. artit wor k
device. In this enbodi nent, the nethod may include the steps of receiving a
flow record frord® Addrawst sralxsitdoelceordired &f itAepicaiter PPBWHIFECHPWOr om sai d
network device. Jfaihks Mdne! IRhlrAIURE RN ShddiBoidifh 3 Lipw recor d
is located, and a host nane corresponding to sald nunertcal network address
is identified [N@&phdtaned hddredshe net hod may i nclude the step of

modi fying the stored flow record to include the host name. Al so, the method
may i nclude the [88€F ofOnfiespllay ihedlanseqardioreasde dorlghieteo rrosivenlzgre. The

of o8 d met wor k Sdiepgal® ke B MERIE I AT BRI RLBR WY B somi

in response to peadefthoadaddredser The sThiemnBehdtribgt inohadk layudeRGhidelase a st ep
of accepting a data input to define_the predefined criteria. Al so, the

met hod opt i onal spnfigereddegeeaive sheéplisphax: dist flgwricseydaandaippiten 2Pk t o
associate the n - Wi n : t TRy, i ncl ude
configuring a d%@%éeﬁ‘?%%ﬁ?&e{é‘g nraéﬂﬁ{)aﬁk\/\g%c?gé %grﬁﬁ%lgt%g%h%%gn%ppl ng table.
1001011 n anot herinéiohitdi ok nuanesical senvfook adyresniroal 4 vsarésetftagnd o

add the numerical network address to an access control list. Also, the

user interface may forward the indication of said numerical network
address in response to predefined criteria. A data input device may
define the predefined criteria. The address analysis tool may further
include a mapping table configured to associate the numerical network
address with a text network address. Also, the address analysis tool may
also include a data agent configured access the network to populate the
mapping table.

[6008] In another embodiment, the present invention includes a

method for resolving network address to host names in network flows for
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networ k address to host nanes in network flows for a network device
i ncludes a flow record storage systemconfigured to receive and store a
record of the flow and a data anal ysis device. The data anal ysis device is

confi gur edwigodiRess the storage system and to identifycgodglswisky address
inthe flowrecord, and to nodify the flow record to replace the network

address with a host nane. Optionally, the data anal ysis device includes a
mappi ng tabl e copfigur a i i t he host
nane. The data aﬁak%rg%gi@ﬁ-czf%@%ﬁg%ﬁ%@ﬁhﬁ@gﬁhﬁéﬁg{aﬁﬁ%*ﬁ?% glge Eonf | gur ed

to display the fbpwceiebrr dfioanmetcdd thgn tthenfiosik davie aAl Stuyrinchaidfba
anal ysis device may include_a data agent configured to receive, the network
address, to acceksonl Femwsik nelyvargdisvicey Newd. asstvorkaddress ¢opBinsdpal at e t he

mappi ng table w I dlg i S : :

2009/ 082438PCT/ L@go%‘g%fg'%ﬁ&f’gﬂo%l Eﬁ??o%{aal @?gtt ag%d%‘%‘ﬁ% g’é‘ﬁ?g\?? §48 atter a
certai n nunber ofiuheiies nerwaktaédress pad¢mifiedperi od of tinme and returns an
error nmessage to indicate that a host nane associated with the network

address cannot bHE088EI | Prticoalty, the swthadhwmayapyidetheopen ofaiddyfyingpihee after

a certain periodof tpne, th%r causin tgetdata ag&ntwébga reIr sh t he

mappi ngs bet \/veenStf”H:é1 hg\”\/ﬁcﬁr agod?réci%[gsg‘%?n Y HE B Bst lﬁg 8 1]0 may

Description of tehideant RED &@&l&;&’lﬁ{i‘)’iﬂg_tﬁb% 2brotaheth®Bb&cChdme.f gatures and
enmbodi

advant ages of certain exenpl ar%Wi ments of the present invention wll
be nore appar ent methem g insiudswilivg seps ool élte deseerkpdpvne t mkeimingn an

conjunction wth, the.acc apyin LNgs A wWhich:.[0013] FH qure | A
depicts an exenp‘lnglrcﬁnﬂrét%%dinﬁtggg{)? arr?gse' vat}%eh1 %%%nngﬁtsléndogewgé pr esent
i nvention networkddress may be sent in response to predefined criteria. The method

optionally includes a step of accepting a data input to define the
predefined criteria.  Also, the method optionally includes the step of
configuring a mapping table to associate the network address with host
name. Also, the method may include configuring a data agent to access a
network to populate the mapping table.

{0010] In another embodiment, a system for dynamically resolving -
network address to host names in network flows for a network device
includes a flow record storage system configured to receive and store a
record of the flow and a data analysis device. The data analysis device is
configured to access the storage system and to identify a network address
in the flow record, and to modify the flow record to replace the network
address with a host name. Optionally, the data analysis device includes a
mapping table configured to associate the network address with the host
name. The data analysis device may also include a user interface
configured to display the flow record comprising the host name. Also,
the data analysis device may include a data agent configured to receive
the network address, to access a network to identify the host name, and to
populate the mapping table with said network address and said host

name,.



[ 0014] Figure 2 depicts an exenplary flow record; (0015]Figure 3 depicts a
exenplary table for storing the flow records in accordance wi th enbodi nents
of the present invention; [0016] Figure 4 depicts an exenplary table for
storing aggpegabedsd | ow records in accordance wi th enfxadiusentsizeft t he
present invention; [0017] Figure 5A depicts an address mapping table in
accordance w th enbodi rrent s of the present invention; [0018] Figure 5B

depicts the exe”{iﬂoi‘i}’ P@ YWohSH0 sk @ﬁ&%g&?tt%lt@psoiﬁé:r' e%'ér?an?nﬁx%&r 8@&i6§een

converted using the address mappi ng of “Figure 5A in accordance wt
enbodi nent s of td:reaftnr@smzrtam pereott oOme [200 IshEng an erér nessagsdo vidieaté | ow

diagram t hat explhal nﬁﬂost name associated with the network address cannot be easily
found. Also, the mappings optionally expire afier a certain period of
time, there causing the data agent to refresh the mappings between the
network addresses and the host names.

Brief Description of the Drawings

[0012] The above and other objects, features and advantages of
certain exemplary embodiments of the present invention will be more
apparent from the following detailed description taken in conjunction
with the accompanying drawings in which:

[0013] Figure 1A depicts an exemplary network in accordance with
embodiments of the present invention network;

[0014]  Figure 2 depicts an exemplary flow record;

[06015]  Figure 3 depicts a2 exemplary table for storing the flow records
in accordance with embodiments of the present invention;

[6016] Figure 4 depicts an exemplary table for storing aggregated
flow records in accordance with embodiments of the present invention;
{0017]  Figure SA depicts an address mapping table in accordance
with embodiments of the present invention;

[0018]  Figure 5B depicts the exemplary flow record data table of
Figure 3 that has been converted using the address mapping of Figure 5A
in accordance with embodiments of the present invention;

{0019]  Figure 6 is a service flow diagram that explains the
communications between a network node, an access control system, and
a flow record storage system in accordance with embodiments of the
present invention; and

[0020]  Figures 7A-7B are each a flow diagram depicting the steps in a
method for creating flow records containing user friendly addresses in

accordance with embodiments of the present invention,
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conmmuni cati ons between a network node, an access control system and a flow
record storage systemin accordance with enbodi nents of the present

i nvention; and [0020] Figures 7A-7B are each a fl ow di agram depi cting the
steps in awceiﬁtimms)r creating flow records contai ni ngragesobsioigad! y
addresses in accordance wth enbodi mrents of the present invention

Detail ed Description of the Preferred Enbodi nents 100214As shown in FIG 1,

a network usage analysi SDétXﬁécFﬁ‘eéc}%gt:thﬁ'tH@P?ef@er@Egg(bg‘&Hx&ﬁE' on system
server 130 and a data st ) e data
col l ection syst etﬂ(ﬁéiveuﬁslﬁﬁxwrahrsd?lﬁalll ed natworkt esnge, anadysés e:;esm&ma]lilser ver

that collects the L%@l% 90 f m all various QS wor k ggents 120 for storage
and anal ysis. ThECH4Ics 3 t?é?el?‘if’r?”ss)yﬂeé?nsgfé’reﬁ g # QR YeREE IS¥¥EPecor ds

190 fromthe floywg egosst %eg&@rténﬂg HRViSE &o%@cum's§aemsse@vé?ef3@0ral<sodeV' ce

that is part of an’|P networ such as a |l ocal area network. I'n one
enbodi nent, the t#ledet Visteker] 1Paiceniraldesverhtbal noldranethelfidws [100 ZRjrh mllgener al

f1 ow record generat i n deV| ces i ncl ude, su st.an any networ k
devi ce capable of CHATISPREF N B RO SITaaq 10 1. nEhe ped qiesig
generating flow gaeon %%r&erromd Hadeif £ o redOBIDIGY Yrohd Qe rRERTcgRNer ati ng

devi ces 120 includde routers, swtches and gateways, and I n sone cases, nay
i ncl ude appli cat g@mraelgvéa'\sqe Y6t wheh wrdnetstorbrdeviprechesis part wbst IEases

EEIRIMETIE e e AT i M

system server 13fetwork 112 includes the Internet 115,
{0022] In general, flow record generating devices 120 may include
substantially any network device capable of handling raw network traffic
at "line speeds" and generating flow records frem that traffic. Exemplary
flow record generating devices 120 include routers, switches and
gateways, and in some cases, may include application servers, systems,
and network probes. In most cases, the small flow record records
generated by flow record generating devices 120 are exported as a stream
of flow records 190 to the data collection system server 130.
[0023]  Various network protocol run on network equipment for
collecting network and internet protocol traffic information. Typicaily,
various network agents 120, such as routers, have flow feature enabled to
generate flow records. The flow records 190 are typically exported from
the network agent 120 in User Datagram Protocol (UDP) or Stream
Control Transmission Protocol (SCTP) packets and collected using a
flow collector.  For more information, please refer to Internet
Engineering Task Force (IETF) standard for Internet Protocol Flow
Information eXport (IPFIX) at http://www.ietf org/html.charters/ipfix-

charter.html.

[0024]  As described above, flow records 190 are usually sent by the
network agents 120 via a UDP or SCTP, and for efficiency reasons, the
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[ 0023) Vari ous network protocol run on network equi pnment for collecting
network and intenmet protocol traffic information. Typically, various
network agents 120, such as routers, have flow feature enabled to generate
f1 ow r ecorws.20blve248d ow records 190 are typically export@gufo@mishre net wor k
agent 120 in User Datagram Protocol (UDP) or Stream Control Transm ssion
Prot ocol (SCTP) packets and collected using a flow collector. For nore

i nformation, pleasg,fiefRhist 20 BL&! AStsiFRARECSELREs Ea%u{%?raqsegsg{éa

standard for Internet Protocol Flow Information eXport PFI X
http://ww. i et foWihht ”IDR Hiove,eif sthe plow akerrtel Qthtntdrodpe0 2dijeAs detsark bed

above, flow records 190 are usyally sent b e network ents 120 via a
JoP of SCTP, | andongrstans bevesic iy Sioaesihe 20 S hafie sifrton s502toeq. not
store flow recorgdg g bRYt AfrEve tReAUedher¥Vig Ao %ngJQBr theONbrwhli 4he F 1 ow

record 190 is dropped due to network congestion, bétween the network agent
120 and t he dat a26dablresniiahe flomwmcodB090.i Flavayndyealsobt chableden dbpwause

there is no way ,for, the network,agent 12 0 resen he fl ow record 190.
H ow mhy o so banBHa Bty o Aisesrri. hogkeRE U s St rhER ST aar 1 'y

burdeni ng of therfQUIRIISWPERERESLI0 arkNuiSerdiReodst@Wa theGarKts kPt & e
general ly based on the packets input to inteffaces wheré it is enabled to

avoi d doubl e counterfagesamiert ot sanabledrik afoid ddublmesuwnding agentsat@@orl\l so, the
network agent 1 y expqrt a flow records for droppe ackets.
100251Net wor k f%gb\g‘%h%%ggﬁ‘e@%e‘ﬁe]fzi neé?slon B RYA 558’%n%ﬁ8‘aiyn‘f3ﬁi’8ﬁe‘ht ation,
a flow includes fywrdeHRls&or grdigpwipg(g&gsj_onal sequence of packets to define
Source | P address, Destination |IP address, Source TCP port, Destination TCP

port, and | P prdbersl . Natpioelalflows thhee reewoddfinadeint nbAQ wald., outpwg a fl ow
record when it det?rm' nes thaf the flowis firjisheg_. The petwork agent 120
does this by "f BRI AHdP% PHEAFRE woHR e geilidoiqnal sienst ali ng
counter when the pebey Keae8lurde P 36&2 s DWstih@ld 1© {fireANSEXLEHICIY Tl ow

Al so, TCP sessi g)rell term naf?gon L}rn a TCP ?%?owséauses t er%%i %Séﬁll%é?gdé}gt 120 to
expire the fl owpofhdasebaonk TaAgeport]l 20d dinpmitsm! beTgpindilguthedndteodut put a

Al ternativel y. 3ACHda0nal PIPDH ocar dest St SR ase it aBe AP e networ k

?%feg'; rr;tziobn[ 0026} el OW HeLR Q04 i A0etar (COR A By WhEE a\@ﬁﬁg,@%&é the
network agent 120 resets an aging counter when the network agent 120
sees new traffic for an existing flow. Also, TCP session termination in a
TCP flow causes the network agent 120 to expire the flow. The network
agent 120 can also be configured to output a flow record at a fixed
interval even if the flow is still ongoing. Alternatively, an administrator
could define flow properties on the network agent 120.
[0026] A flow record 190 can contain a wide variety of information
about the traffic in a given flow. A known exemplary flow record 200
contains the following values, as defined in FIG. 2 (PRIOR ART). In
particular, the known flow record 200 may include a version number 210

to identify the type of flow being used. A Sequence number 220

identifies the flow record.

[0027}  Continuing with FIG. 2, input and output interface simple

network management protocol (SNMP) indices 230 may be used io
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~about the traffic in a given flow. A known exenplary flow record 200
contains the follow ng values, as defined in FIG 2 (PRIOR ART). In
particular, the known flow record 200 nmay include a version nunber 210 to

identify thedypeed fl ow being used. A Sequence nunbegcpi@fods@estid fies the
flow record. [0027] Continuing with FIG 2, input and output interface

si npl e networ k managenent protocol (SNWVP) indices 230 may be used to

dynam cal ly identify. : I 3 : IVRy net wor k
managemnent syste‘??’snaﬁ]é&%\é@%ﬁg}fgﬁ’\eé{t& v\glr§< k@ﬂ&ﬁ%ﬁ%ﬁgﬁ%ﬁ@& %W%ﬁ%?ﬁé%ns t hat
war rant adm ni stieworemahhgnidntystand toonsnisds nedvork-sahcldd dedogafods for

net wor Kk managenent, i ncluding an Application Layer protocol, a database
schema, and a sefOngitiogathat GKirert SAMENRBR e IS iOnn ABY ERBHEE PAt%set BTt he form

of yariables on ARk sl HRAKIRD ey N SR Ls

configuration. ese variables can t bé queri e soneti nme eget) by
managi ng appl i cgiroms), aMmiataae scleama endmayetrefhdabebjcctiei SNSHMExpordexes
whenever slotted hardware is added or renoved. |ndex values are typically
assi gned at boot™MPRGEEMERY dpentll M if%EY Antariabisteomdie Pamrgst , systems,

100281 Cont i nui NGy ifef, Nyebl $he the SRSM Q:fonggﬁratibﬂ."%@é\eo(fgﬁatﬁgso c&’f’&%&%ﬁﬁfée o time

typically includes I nformation on the ta transm ssion, 1InNnc

stanps of start ardef (nidsdomdtimes 209Gy Buivering apelicmpibnonMmluldreledata
transm ssion includes informatjon on the nynber of bytes and/or packets in
2 T1ow 250, The EBNETHTDRARE T NS Tistes B gheYes slofed hrds K Siaddedided | n

the f1ow record gQfmopleMrtex RERRE brclghRaAGA:BRLT WY HlEaRONSES, and

destinati on addresses, the source and”destinatTon a sses port nunbers,
transm ssi on pr dixedainfil trechetxcheebogpe of service (ToS). For Transnmi ssion

Control Protocol éTCP), the flow record 200 may further indicate the union
of all TCP flagd0Bdfli ngCemauingowithatlGued. 1cagth 6iihe Flow eeprdsaWafugther

exanpl e, by pal 10 I ARERGSr SuoEnaReloy My RRasRNigh, MEMMT: hff rop

fl ags suggests atamssafetatabhdirfmisiwtiercel®dta risagdomasigedh hetdanever
recei ved. 10029] Continuing with EIG 1, the data col|ection system server
130 receives t hér@FmssiHgciRfeweRstigs € MUFHSE PORY ICe SBRAT §adisisat i ng

derL e 120 b, SSPIRGR0s0RohddOr DS RIEN e ecore

enbodi ment, the ifltiowleecoratd §ébenahianfeatkvidem ZP0daveybilbe the source and
destination addresses, the source and destination addresses port numbers,
transmission protocol, and the type of service (ToS). For Transmission
Control Protocol (TCP), the flow record 200 may further indicate the
union of all TCP flags during the flow. As well known from TCP, a data
transmission involves a series of communications confirmations, for
example, by pairs of acknowledgements flags (ACKs). An imbalance of
TCP flags suggests a message failure, whereby a message was sent but
never received,
[6029]  Continuing with FIG. 1, the data collection system server 130
receives the streaming flow records 190 from flow record generating
device 120 via a communication link 170. In one embodiment, the flow

record generating device 120 may be included within network 112. In

another embodiment, the flow record generating device 120 may be
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i npl enented at a | ocation physically apart from though functionally
coupled to, network 112. Though shown in FIG 1 as separate fromthe data
col l ection system server 130, flow record generating device 120 may be a

part of dakg AapsdsysksS system server 130, in another enppdigRMo1359030] A
data anal ysis system server 150 accesses and uses the flow records 190 to

perform predeterm ned network usage statistical analysis. In general, the

data anal ysis sy e jaml ] vari tatistigal.,: | that
are defined to sgfl@g}n %ﬁ{e@’\éogrt %rgrg%dtfr%lt Wéaﬁjgagé&?e%? %@b@dﬁégbﬁ%ﬁgg}?@@ch as
net wor k congest i eguplé@topaekvaauli thhoabhskowhriauwiGanp ag kgfatate dreamneheot hers.

The data anal ysis system server 150 uses the flow records 190 and the
statistical nodefl#aicoligetier sysery soregri 51¢.cHewr eeeard gengrnting devwisendf be

subsequent | y st of.ed w1 @A S OLAYE SULPTRAA0 snPXEIBL AL pRodi Nt s

for storing the st result cri I'n"nore detalrl bel ow

By anal yzing floypoda)a, Al 8fla dak@sisapaedSi&vey SE@H&REN4hdLRRs R abW | d a
picture of traffic flow and traffic volune in a network. Applicant of the

data anal ysis sysrcerds10 topetioswrirbéaienningd agtveorkdsegd stabgficahanilpgsl) | n one
aspect, the data,analysjs,systemserver 150 may b espansive to.a user
interface 160 f of" igﬁfléflgct[hfev at%r%aégiss S%ﬁgtelflh8?‘%F53/5beg’8&8’§’eﬁgpya{%r .
interface 160 mMayaGQMEAl hfRlcb uks tadtdefihéd t@RBINVNBHE bP Uhdret nd#RBHE sdpown i n
the art, such as a keyboard, a nouse, a touch pad, a display screen, etc.

In one exanpl e, wlajedprotems.diusplasyndroriheoBgertiost netaork ssalnity abage.be
Qurput 10,2 31 SPhae 6L FER, AholE Sinek! 2L 358 AR L3RI Wheneppbed: rent,

data anal ysi s system servet conpri ses a co

which is execut ael®n roftRdONO0RNE BORPHsEES VOASISRY Peferth@s a 30AIsHgdIng the
networ k usage data in accordance with various enbodi ments of the invention.

Al t hough t he dat&saltorhish alyetmay beosybsequrnily soredmdthimla datat steragat a

col | ection syste 1 gg[g r . i S.syst.em server. 150,
the data stor agegpssf/egrg \ellg'nb‘mgQe C uf’g egltglagir&%‘&%af?fl?eo?f)ﬁ/]gatrhéaﬁn‘é%s&c%e {1 either
of the servers 134 baidestbibed Bamars tianAde] sy s BynankhQinBilo e, its@ data.

substantially any volatile mem)r?( é)e. g.,.RAM. and/or non-volatile menory
(e.g., a hard di @RS Reter sgvper SHers putéarrisiuss ahratic/flew)andnmifici n t he

art. [0033]1n a pugherimed REPOH MelfpiRhnt BE (AL SREMLLIDYEL LR 15hgsdata

described in greater detail below.

[0031] In one aspect, the data analysis system server 150 may be
responsive to a user interface 160 for interactive analysis of the flow
records 190. User interface 160 may comprise substantially any
input/output device known in the art, such as a 'keyboard, a mouse, a
touch pad, a display screen, efc. In one example, a graphiclal display of
the statistical results may be output to a display screen at user interface
160,

[0032]  In one embodiment, data analysis system server 150 comprises
a computer software program, which is executable on one or more
computers or servers for analyzing the network usage data in accordance
with various embodiments of the invention. Although the data storage
system 140 is shown as external to the data collection system server 130

and/or the data analysis system server 150, the data storage system 140

0.



anal ysis tool; 150 further performance analysis as needed to interpret the
flow record data using the address data storage system 170. In particul ar,
t he address data storage system 170 receives the addresses for the source

and desti n&td nmw/eeissces for flows, as described above parEifusmBdssofS
descri bed above, the flow records 190 typically include one or nore IP
addresses, or other nunerical addressing format. The Internet Protocol has

two versions cur Ly i . I i 4 ( i on (I pve6).
| v, uses 32- o t (I ARGy e g alid SRRV pB R LRI SETSE, L
128 bits (16 bytPaja sidiAgdshstetdesicili bedy | congest eubdsitatlyl abel oslatin FI G 5,
the address data storage system 170 includes a database that maps a nuneric
| P addr esses to HEMORY %adi({é’sbél,) apd{gF BRR- vRIAtdafnarkde 81, dar¢ 85KdiiveEdo to be

revi ewed nore ea&é&‘ﬁe%?ﬁégﬁoﬁﬁ%‘ggﬁgﬁﬁé@E}gth@od“‘f-t° FIG 3, an exenplary

table 300 for storing ow recor In a storage device 140 is

presented. In papggsgyl ain atgiefedieni chesiirbl 8f 300 pidashtlidosntfns Thd! ARtat hat
assigns a flow record identifier 310 for each of the received flow records

200. The tabl e 3@Blwiswaolnd0usasenpea&rmance analysiens acededdn ineryeuihee

address 320 for h_of ,the receikved.flow records 200 colu t.hat
contains an I F dggﬁirﬁ%qrpgﬁ&au&%ﬁge%% ag%s? §'?ta g%ﬁg%?ys?ml?%‘cﬁ] B@c‘fﬂ%w
records 200, a colewidrdskdkitaGeithgd Hi%tcin 170REioEHh340ddcoes Eacihe@buicBe
received flow records 200, and a columm that contains a byte size 350 in

the flows associ&tdedesingHon evicss &Py é@ws, ew dasedbal 200G, i BUB6FI nAshe
exampl e of FIG - gclies SSIPYAL ¥ol| A ablod SR0.IDSuORSpfout Lot ecor ds

descri bi ng four as i hdicate hé "fFow™ 't eco 310. In

this particul ar siesgks,ortdigerf dursdridahnaérekiinpSonnitgi Td Blermbt PRIiG&IUNI que
source addresses 320 at sources sl-s3 to three destination addresses 330 at
sources dl -d3, was&Vq WSy CHRCRGIR 859, JPrvwraignt (1864 end HRigewsion 820 s3.

£4 hough not dePiFtATIpLR Gl 84y fek P Bl:E ARRAC UM A 1l THBALLY [ nel ude

ot her aspects of ow recor scri be ove in , such as
Q0S, transm ssi othapsrotl@8bits (B3 ByteGonti nuing with exenplary flow table 300
in FIG 3, atinme stanp value 340 indicates a tinme associated with each of
the flows and byi0834ki zAsvigserebedsm graiendictaiilebalow isi Fé:. of, thackddufst he

e e A S
addresses to a text address, thereby allowing the flow records 190 to be
reviewed more easily by a user.

J0035]  Referring now to FIG. 3, an exemplary table 300 for storing
multiple flow records 200 in a storage device 140 is presenied. In
particular, the depicted table 300 includes a column that assigns a flow
record identifier 310 for each of the received flow records 200. The table
300 also includes a column that contains an IP source address 3120 for
gach of the received flow records 200, a column that containg an IP
destination address 320 for each of the received flow records 200, a
colurnn that contains a time stamp 340 for each of the received flow
records 200, and a column that contains a byte size 350 in the flows

associated with the received flow records 200.

[6036] In the example of FIG. 3, the exemplary flow table 300

includes four flow records describing four flows, as indicated by the flow
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tabl e 300 maybe aggregated according to known techni ques. For exanple, the
exenpl ary aggregated flow table 400 is aggregated according to the source
| P address 420. Thus, it can be seen that the aggregated flow table 400

i ndi cat es Wi 20@lsnms Typi cal |y, the aggregation is donep@ved20@Ressr Nore
predefined time periods. For exanple, the exenplary aggregated flow table
400 includes a colum that with the aggregated nunber of flow records 410
associated with : r IR t 0. The
aggregated fl ow rt%a Ieﬁﬁﬁ%ﬁéﬁt 'egﬁ'théi%%?glggf%gaéggéltmbﬁg %?ézgeﬁﬂgrg of the
flows for each dofrigiheedautires bfiqaedoass edd2¢€ksi 320t diessotiadel e 14000 three

- Applications of the Aggregated f tabl e 400, . are described below. As wth
the flow record ‘%%BV@‘O‘%OG,%S‘FFS?hég¢!v§tb§°‘5ﬁﬁ &dr ’e&’%ﬂlﬁafhef I(%SWe}f eﬁé\/‘ﬁ’i’ds 190
may be aggregat e&ig@ﬁatgc?sd&r ?&r_c%g%do?é‘s@r@b@ @ccong h%ggfzon&”%eﬁ%téﬁmtﬁcpf the

f
fl ow records catedories descri in the exenplary ow record 200 in FIG
. 2. 100381l n Fl Gxebwjararflexdapeal(f coppismgiladpliecls00 otharegectn aftibe addr ess

o e sen o0 o S irecond 20 S es Tt abPsP BLFIG & S it ol BRpggtn © °%°
IS use 0 map XU =
addresses. In thg,Qepl ed ARG wih éxﬁn%@gzeﬁéwﬁmfz@omﬁppm §05a text

address 520. In‘particular, continuing wt e exanpl e above fromthe
exenpl ary fl ow rtecosgnipaidlec 300 indicFe tBre assecitgupwrily chalblo€ the0fowncl udes a

t ext - based addres 20 for each the source and destinati.on addresses
el udod 1t he PRoM PocHa ELI 0300, NIRERT SRt 6RO L apG ¢ abl o
500 is describedgifide®at@rins gl foheleeBidsnul iddeRARA beRkPMm ©f the
mappi ng table 500 is first introduced. [0039]In FIG 5B, a nodified flow
table 530 is crgas®ny arRefstringedownotHi€. #| dw deth an shocageplaysiiom ddd usi ng

the mapping table 500, In particular, it can be seen that the nodified fl ow
tabl e 530 corredRd30q onevRe egewsrist yateRiRE etok@oVRbIChBEES.n EPG 3. In

e e U oy a0 et s gy

assigns a flowre f the recerve ow records
200. The nodi fi edcérdblgetcb8 siusce [Metidrdes 420.collunn it trat be aaéraiing tiee sour ce

address 550 for each of the received.flow records. 200, a, col unm that
contains a destiaﬁgﬁgﬁ‘ﬁdafiﬁﬁ‘ ?é’ge g%"‘%ﬂ)‘iﬂt@d@ﬁo mp Jypreallyy the 328186 M cor ds

200, a col um t hatyoaonfval Rficaort iBR: gfeagﬁnémn{eogeﬁ@&sh by tel}‘lﬁ’rﬁgﬁc?iiié’ed flow
0 t 1 ows

records 200, and a columm that contains a byte Size 580 in

associ at ed wi t h exhmpiaey eiggegafedoilowegbled40R 0@ udiisus coluimre drut beitls ¢len t hat
the nodified flow tabl e 530, cor onds to the exenpl.ary,flow record table
300 In FIG 3. CHERER AP faol BUBoarRBe A OGP T AGE, B atilete ¥ 320" and
330 have been rephaeged a%idﬁsés%%‘ib&ﬁ@ﬁib@@m(ﬁs$ﬁéa%%r@ Ate@Mokh@uBaRi ng table
500. [0040] Referring back to FIG 1, it is noted a% the data anal ysis

tool 150 may optihsherl Ingidaes| tigetotnl duter sigehiC pEthe Thevdfvacafenf k51 is

typically a softwar nfi~gur er m ne t ext..addr ess, associ at ed
with a given IPS\%,’\%&rgéggahrle%&rS\érz gﬁ?%nt%glreneio'G%EFF}SWS?&?MGS ts a

text address thatow sbfcosopmdeltsirtbed bRRVR BEFWIEH tHeO1de r&@RY Biblesh it o an | P
address. The datalagent operates in reverse by accessing a nanme server
through the | F nbewier ke eppraciterbitedinflpw fcoedst 130dnexs heasgeeiacddswith a

numer i cal 1P addcans, B SHERAN Yeedllfel B LRI 8X b A0 RR BRPHAG,S hen

stored for future useé, wher
categories described in the exemplary flow record 200 in FIG .2.

[0638] In FIG. 5A, an exemplary mapping table 500 stored in the
address data storage system 170 is depicted. In particular, the mapping
table 500 is used to map numerical IP addresses to corresponding text-
based addresses. In the depicted example, an IP address 510 is mapped

to a text address 520. In particular, continuing with the example above
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address is included in a flow record 200, the existing mappings in the
mappi ng table 500 are used to determ ne the text address instead of asking
the data agent 151 to reacquire the mappi ng. 100411ln FIG 6, a process

f1 ow 600 fwo2emeatsssng and using the nodified flow recorct/talse:s00 is
descri bed. The conponents included in the process flow 600 include a
networ k node 610, a network nonitoring system 620, an address anal ysis
system 630, and i T : f : ents are
ow descri bed.  TRa At e e A S Sl ™R e vor

moni t ori ng syst eif0626;luddsi ehtespbisedt sidved §ROrfes tdvh OF ahw remoredsndccor di ng

to conventional,  known fl record, col.l ectj on.technol ) addr ess
anal ysi s syst em &3bn34toe 884ressE B r s tff%eﬂ?‘VoWCngg%ﬁ?ledg@ 6% €stored

in the network rpLbigsd PO ShSIhE 4dle 506 iRdi-ESed M RkePdrSdcH B bERKWO30
identifies the | P addresses contained in the flow report data 660, for

exanpl e, by usi rmt thenapppicaton abthe mdpaing fablecdirie fastestrotusetlP addr esses to
t ext - based addresses, as described above, The address anal ysis system 630
then replaces t HA03H addr s B, donpaifisddlavh tahe 580 sncicaisgrandfarad 650 wi th

the text-based afdrEss R Ubbed Whsm! Iy glggl_vge;{;eggqg}&)ﬁ%iaﬁ@rs@a o for

storage at the netwo moni'torty ng” system en use the user
interface 640 t gartialasit dahebessdcon eht denmedifed fldwualie 360 tcottatmnG8@ from t he
networ k nmonitoring system 620. 10 now the FIG 7A .a flow

421Referrin .
records address ‘B%W%@Bﬁﬂ%ﬁﬁ%g?&e 5950 %'EH?&H@@WW%FH%&%% s of the
present Inventli gﬂodliﬁeﬁ'o{ idi 5% %ﬁqncihﬁ‘essé%itﬁﬁﬂ’théthgsglﬁ%%h%wp ents are
I as descri bed a

moni t ored according to known techni ques, sc ove, an ow
records are col ligattdtbrisd0sfioegadt? 6f thEypreakbd Ylows texpsads720D. affHe az@ified be

performed using functionalities already jncluded in nost networ
conponent s, sucﬁa‘t’i@ 5:38&’3%? é“,ChHEB?,C %;éizg,cogf%nsaﬁéom aﬁgr%\é\gégt%f col | ect
and store a flow,Lecor ghd abl&yed Ul aScEUEMRIRT ¥ E4iOWN! 9RRT it AR & 300. The

collected flow records fromstep 720 are amyzed in step 730. For exanpl e,
the flow recordistimaipnbaddressr 860 tfor Eabave thd ecoedvadolowdesbidsaldlpre and

sources | P addresses included in the fl ow cprds., [ 3] Cont i ing with
the access cont FOITRRUICEOTNS Brlms SISIBR WDSEE S (HelbF 156t b otte
anal yzed in steRed38s 308, bRt &diiRH thhr 868RInE4DbyleNsiPASROGHI BE fIRS
descri bed above, a nore user-fri endlhéwverm on of "the as devi ces addresses

are determ ned, awgrciashmpibethe ygcedvadhiéew getards 300.adéinasis camppiseag thabl e t he
~includes a notatjon f nvertin he | P address to a text-based address,
or by usi ng o adbamelied BVELAR0 Krkishth S i SRRl B Bkshver 1 ¢ he
numerical | P addsgssobanaritest cRegethAdEE BB Sourch aat eRsRiont Rs&sdext - based
addresses in the flow records are forwarded to a user and nay be used as

needed. For exalandt}3® Havebeensenlawdoaiih bextiased edtiresses 820 dom thee
t ext - based address i ddifion to or in the alternative to the IF
addresses. Opti gﬁl&aﬂ%ﬁlﬁﬁpﬁe%u%er may al so receive flow records data

i ndi cating the tigydojaddt S8R EhRBFIGASPRE Aol hhiqnd aatfafainsify@ﬁe&ﬂ at ed
with the flow record, such as the tine, size, and duration of the flow
[ 0044] As depi ct 8d0i mayFloBtion8]y tnmdudsr vclads apénti ddnt iThyidue npentl Bl is
typically a software tool configured to determine a text address
associated with a given IP address. In normal Internet operations, a user
inputs a text address that is forwarded to a name server to be converted
into an IP address. The data agent operates in reverse by accessing a
name server through the IP network 112 to determine a text address
associated with a numerical [P address. Preferably, the IP to text address

mapping is then stored for future use, whereby the next time an IP

-12-



address in step 740 includes | ooking up IP address in an address table in
step 741. The address table correlates the IP address to a text address. |If
the P address is identified in step 742, than, the text address found in

t he addr eswOt2atvioszsdhat i s associated with the | P addr emzsrisoasstagsined in
step 745. [004511f the IP address is not identified in step 743, than, the
table is updated in step 743 to include the IF address and any mapping to a
text address thafiica0 ;D¢ JedRr IH Hbwisddegd OO ILLSHAS niPpaidshgdrabove.
Furthernore, the mappi ng between the | P address and oné of nore text

addr esses found rnzppmg tatdrid¥s atcabied tOyy;iETca‘niryB Hree taxt | addrdsorinstept eflef i ned

period of tinme angd, e |re after B t hereby causing the mapping to
be recreated. | Wﬂé ?/\B'S’}aagﬁg Ir?a ?‘f’é’qflggfdée @ﬁﬁp‘ﬁé constantly updated to

reflect changes [bﬂnﬁddrﬁ8§ @agpl N rocgégc@le : g@@?ﬁ&eérebﬂn%%dt G@iﬁ afdr esses

associated wth rrerlca ress mapping is up atedto
reflect new i nf anoditicdrfiosw rddoed bl t0®s déscmb&dpﬁhegcdd@mh&smbmdedre stal e

(or too old), the search for the | P.address is rggeated for grespemfted
number of times Nnthet gfpcray flowy ¢4P t‘P\ ugler i HEWP I’@dﬁeﬁh% 4eBFI¥EE agai n
for the | P addr r Lhedshy of& At ts or
after a prespeci |ecf§{n|tg6mgay%%dr?| e segrcﬁg o!rS £h é{“HP addr ess Igs';a;ps in

step 746. Typi cdhieyfacé f640heTime£urmhofm|ofahmpqmmgonamtstbne hd3wv atbdergissl. st ops i n

step 746, then error S i S, produced forwarded to a, user or
adm ni strator. %4‘663?%}’11 803%20 ?Wﬁeﬂ%‘ga‘i}gew BERFVBEIMRPEAIRSF er ence

to an exenplary g g&‘f@&dlﬁﬂ@”%m‘hal’:b}% a1 4005 dRLetOng: AUBSHL W1 ons, or

ot her nodifications may be nade w thout departing fromthe spiri scope
of the inventi oronkedmndi, rigioyvn flog remefhtcpbccucm m:hnblogjae Ebmszddessd as

![ |h(ran ;Sgegéeghgl ;'}‘Oﬁlé 18 sm%g g%:s!sgg %chlrllér s Mow repgr?gatg%éb storechpe of

in the network monitoring system 620. The address analysis system 630
identifies the IP addresses contained in the flow report data 660, for
example, by using a mapping table that the correlates the IP addresses to
. text-based addresses, as described above. The address analysis system
630 then replaces the IP addresses contained in the flow report data 660
with the text-based addresses and returns the converted flow records 670
for storage at the network monitoring system 620. A user may then use
the user interface 640 to request the stored converted flow report data
680 from the network monitoring system 620.
[0042] Referring now the FIG. 7A, a flow records address conversion
method 700 in accordance with embodiments of the present invention is
now disclosed. In step 710, the network components are monitored
according to known techniques, as described above, and flow records are
collected in step 720. Typically, steps 710 and 720 may be performed
using functionalities already included in most network components, such
as routers, hubs, servers, etc and may be used to collect and store a flow
record table, such as exemplary flow record table 300. The collected

flow records from step 720 are analyzed in step 730. For example, the
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1. A systemfor resolving network address to host nanes in network flows for
a network device, the system conprising: a network device configured to
produce a fl ow record; a flow record storage configured to receive

sai d fl ow weeRbchstszom sai d network device and to storepspichodde@Yyel €COr d;
a data analysis tool configured to access said stored flowrecord and to

identify a nunerical network address contained in the stored flow record,;

c er vor| tained in the stored flow record:
Fabl o conpr i st ng WRIGPRPTEY 8t enf ANBled B BulRr B ABebiPRay SRk

addr esses to poss$p bi@eisexincheledan khaflehasssds. wherei n each of said mappi ngs
associ ates one of said possible nunmerical network addresses with one of
sai d possi bl e t ex@043¢t woitiktindigge 985 thehesawshh ¢dmrohdecthod gAAJ yike sTR ool i s

configured to receive the nuperical .network.address, to.id i,f.y one of
sai d mappi ngs cof‘g‘éﬁ%ﬁc}ﬁ Hy ?)Wstg?(ﬁf_dﬁl?rﬂﬁ y?_?:%lm ﬁ@?\?\%rokarﬁd%ggt‘ffi ‘ér‘?gept 0
return a text neyyerk, de@es, a5 80&irde8hbovE N SRdrd RUARIdHER) vBRINOGK
address in said one identified mappi ng, wherein the address anal ysis tool

further conpri sesheaasddetviceagddiessssrire gateantines, feceiample,hy eitheenistgl amet wor k
address and to acgess the net k.to.dynam cal ly.create new.mappi ngs for
sai d mappi ng tabﬁgﬁﬁﬁewagalng %’%iesiﬂﬂﬁ émﬁﬁﬁ?ﬁ Fc%‘?%%%‘f \%ﬁ‘f ﬁoﬁmiggstggn@oes not

i nclude the nunepigals oAk sadda@SSs, or by usiMie @th abhif th boNVdresREE St orage
is configured to receive the text network address and to nodify the stored

flow record to iaeladdesss ferveese caavemwtke agarasicsl IP address to a text-based
address. In step 750, these text-based addresses in the flow records are

forwarded to a user and may be used as needed. For example, the flow
records can be updated to reflect the text-based addresses in addition to
or in the alternative to the 1P addresses. Optionally, the user may also
receive flow records data indicating the text address and other aspects of
the traffic associated with the flow record, such as the time, size, and
duration of the flow.

{0044]  As depicted in FIG. 7B, the process of identifying the IP
address in step 740 includes looking up IP address in an address table in
step 741. The address table correlates the IP address to a text address. If
the IP address is identified in step 742, than, the text address found in the
address table that is associated with the IP address is returned in step
745.

[0045]  If the IP address is not identified in step 743, than, the table is
updated in step 743 to include the IP address and any mapping to a text
address that can be determined using techniques as described above.
Furthermore, the mapping between the IP address and one or more text
addresses found in the address table typically are valid for a predefined
period of time and expire after that time, thereby causing the mapping to
be recreated. In this way, the mapping table can be constantly updated to

reflect changes in address mapping, such as changes in the text addresses
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MCSLLP 2. The systemof claim1 further conprising a user interface
configured to receive and display the flow record and the text network

addr ess. 3. The systemof claim2, wherein the network device is
confi gur edwoozopessessve an i ndication of said nunerical petweodsdsdr ess from
said user interface. 4. The systemof claim3, wherein said user

interface forwards the indication of said nunerical network address in
response to pred%sb&@féd‘if:‘tﬁ ErPﬁwr cal IP addless] 1§ &ytﬁ%qmgg) %gclsaﬁ afed (gher ein

t he address anal ysis too Urther con |gure Ch sar'd new nappi ngs
for said recei venhﬂ&umm&woafommtrmrdc thddfrem&n of a mapping i lsygsheedmef claim

5, wherein, when sla g?recei urrerl twork address is not .included in
sai d new mappi ng%t":1 Cs T d i Wa P adBht SCRE cg‘ﬁ'ff rBdaqddsesse e ereatfd &edtion of
new mappi ngs and t again in
sai d new mappi ng r sal d r%%g?{v%ghiﬁlrrg% gg% ﬁg?{&@t&ﬁ%&;ﬁ%gﬁ@%&lﬂg 7.
The system of cl sdanch@d aghmarfer mdmammses%ﬁampmspaxﬁﬁbhumbm seBschi ng
for the received nunerical twork address . after, ejt a ce n_timne
duration or aftef’ étt‘ffF‘B§p‘§ci’ el METRSEISSs ‘@Ft%er?ﬁ)tdst ¢ search qr tl‘T‘hépsystem

of claim 1, wher@dd?es%%gdg)sqg s%g![ hogﬁg@;&gggﬁ%ﬂé g&%rﬁf&%ﬁ@ﬁ@;ﬁ%@'zﬁ'ed

period of tine. ol vi ng networ ess to host
nanes i n networ kaddresasstbpy ia step Woitk tHeni @e ertonemeetshedscomducal mgd

receiving a flow.record fromthe network device;
forwarded to a user or administrator.

[0046] While the invention has been described with reference to an
exemplary embodiments various additions, deletions, substitutions, or
other modifications may be made without departing from the spirit or
scope of the invention. Accordingly, the invention is not to be considered
as limited by the foregoing description, but is only limited by the scope

of the appended claims.

-15-



storing said flow record from said network device; | ocating a network
address contained in the stored flow record; accessing a mappi ng tabl e that
uni quel y associ ates stored host nanes corresponding to store mnumeri cal

net wor k address; identifying a host nanme corresponding to sal'd *huferi cal
net wor k addMéal:is Clasmedp” npdi fying the stored flow record to include the

host nane; and onf i.qur kng ni;, 1.0 ;access,a network to
popul ate the map;i)i ng %agilgetgl\!;{mg% {%8%6%1{%?&0%%&@&?55”& H8§t PHEFUARD in the
mappi ng t abheswIMETRII o Reetbk RAIH, i i}lstd?sﬁ)@bﬁltp?is%igzher a prespecified

nunmber of times or a prespecified duration. The met hod of claim
9 further conpri sinagvarheleyiceoofigdiespb gyvdupethBom revondecord and the host
nane. 11. e meth of clai.m9, wherein ings in_the ppi ng
Table expire afibioy frobbderise St fRkRsIO SRy heta How Beord fomsaid

network device and to store said flow record;

a data analysis tool configured to access said stored flow record and
to identify a numerical network address contained in the stored flow record;
and

an address analysis tool comprising a mapping table, said mapping
table comprising a plurality of mappings of possible numerical network
addresses to possible text network addresses, wherein each of said mappings
associates one of said possible numerical network addresses with one of said
possible text network addresses, wherein the address analysis tool is
configured to receive the numerical network address, to identify one of said
mappings corresponding to said numerical network address, and to return a
text network address associated with said numerical network address in said
one identified mapping,

wherein the address analysis tool further comprises a data agent
configured to receive the numerical network address and to access the
network to dynamically create new mappings for said mapping table when
said possible numerical network addresses does not include the numerical
network address,

wherein the flow record storage is configured to receive the text
network address and to modify the stored flow record to include the text

network address.

-1 6-



12. A systemfor dynamcally resolving network address to host nanes in
network flows for a network device, the systemconprising: a flow record
storage system configured to receive and store a fl ow recor d;M@Sdaft a
anal ysis device configured to: . access the storage systemand to

i dentify a netwoPk ad&hés%fsr-em theclpmpw deebed compaising a usepdinfeyfache f1 ow

record to replace net wor d i th _a host, name; erein the data
anal ysi s degg%gg%rghp%i 5%’51,% g‘éqaghggzéﬁttﬂ%bgﬂ%‘?grﬁ%@ f’%&rﬁg%\gg eIt @ et wor k
address, t0,3866s8S a network to identify the host nane, and to popul ate a
mappi ng table with said network address and said host nane, wherein
t he data agent sBops Whensyshendaf aclaigen?, fwinotironbe endtherk f drviee is

prespeci fied nunber, of ti.nes or .for a prespecified duration. 13. The
system of cPaMAgUSsd AEredyHap paiicaiion %ﬁi?ﬁ%ﬂ%ﬁ BEVEGhpiddEss fEpmappi ng
tabl e configuned.t Q+8$sQci ate the network address with the host nane.

4. The system of claim 3, wherein said user interface forwards
the indication of said numerical network address in response to predefined
criteria.

5. The system of claim 1, wherein the address analysis tool is
further configured to search said new mappings for said received numerical
network address.

6. The system of claim 5, wherein, when said received numerical
network address is not included in said new mappings, said data agent is
configured to repeat the creation of new mappings and the address analysis
tool is configured to search again in said new mappings for said received
numerical network address.

7. The system of claim 6, wherein the address analysis tool stops
searching for the received numerical network address after either a certain
time duration or after a prespecified number of attempts.

8. The system of claim 1, wherein each of said mappings expires
after a prespecified period of time.

9. A method for resolving network address to host names in
network flows for a network device, the method comprising:

receiving a flow record from the network device;

storing said flow record from said network device;

locating a network address contained in the stored flow record;

accessing a mapping table that uniquely associates stored host names
corresponding to stored numerical network address;

identifying a host name corresponding to said numerical network

address;
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14. The systemof claim 12 further conprising a user interface configured
to display the flow record conprising the host nane. 15. The system
of claim 12, wherein a nmapping in the nmappi nhg table expires agﬂfitiéesruﬁj
prespecified period.of tine. 16. An. a ratys conprising:” " a
data anal ysi s de\??(lfjég’d%f}?eg%?@g oy geopd 0 chg%r‘gﬁgméﬂ/%"’t”é%a&ﬁd to identify
at | east one nunerical network address in a flow record stored in the
storage system endiguring adatapgenigotagbéss acogtpiork itmgopulpteuthalmappind nmappi ngs
that each uniquely associates a stored host name with a stored nuneri cal

net wor k addf@&s when theVierebit bi@cSRRPIHY iaRlRdl & epafhaied kBl eceive a
networ k address contained in a flowrecord and to identifying a host nane

abi o foes. Hap Ry BRanE SRR SUEORT R uh R mpesmes AL Sulbe NoReH ol net wor k

address, the mapping table is configured to forward the network address to
a dat a agent PESREGHEE drationr ecei ve the network address, to access a network
to identify the host nane, and to populate a napping table with a new

mappi ng of sai d Het wike addtheds of oclamn dShdstherarm@emprising thd 7steg hef mappi ng
table of claim 16, wherein a mapping in the mapping table expires after a
prespeci fi edispayingghelopy peeord and the host name.

11.  The method of claim 9, wherein mappings in the mapping
table expire after a prespecified period of time.
12, A system for dynamically resolving network address to host
names in network flows for a network device, the system comprising:
a flow record storage system configured to receive and store a flow
record;
a data analysis device configured to:
access the storage system and to identify a network address in
the flow record, and
modify the flow record to replace the network address with a
host name;

wherein the data analysis device comprises a data agent configured to
receive the network address, to access a network to identify the host name,
and to populate a mapping table with said network address and said host

name,

wherein the data agent stops when the data agent functions either for

a prespecified number of times or for a prespecified duration.

13. The system of claim 12, wherein the data analysis device
comprises a mapping table configured to associate the network address with

the host name.
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14, The system of claim 12 further comprising a user interface
configured to display the flow record comprising the host name.

15.  The system of claim 12, wherein a mapping in the mapping
table expires after a prespecified period of time.

16.  An apparatus comprising:

a data analysis device configured to access a storage system and to
identify at least one numerical network address in a flow record stored in the
storage system; and

a mapping table comprising a plurality of mappings that each
uniquely associates a stored host name with a stored numerical network
address,

wherein the mapping table 1s configured to receive a network address
contained in a flow record and to identifying a host name corresponding to
said network address, and

wherein, when the mapping table does not contain an associated
mapping for the said numerical network address, the mapping table is
configured to forward the network address to a data agent configured to
receive the network address, to access a network to identify the host name,
and to populate a mapping table with a new mapping of said network
address to said host name.

17.  The mapping table of claim 16, wherein a mapping in the

mapping table expires after a prespecified period of time.
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