SI0P0896 DESCRIPTION Title of Invention: TRANSMITTING APPARATUS, TRANSMITTING
METHOD, RECEIVING APPARATUS, AND RECEIVING METHOD Technical Field [0001] The
present invention relates to a transmitting apparatus and transmitting method, as well as to a receiving
apparatus and receiving method, and more particularly relates to a transmitting apparatus and
transmitting method as well as a receiving apparatus and receiving method configured to be able to
recognize only channel selection information for digital broadcasting that is viewable at the receiving
end. Background Art [0002] Recently, digital térrestrial broadcasting in the UHF (Ultra High
Frequency) band is being carried out. The physical channels of digital terrestriaf bFg&d¢Hsting are
divided into plural segments (13 segments for digital terrestrial broadcasting in Japan). Of these,
broadcasting intended for mobile terminals{RéréiAafteidalled 1seg) is conducted in the band for one
segment. Additionally, broadcasting intended for stationary terminals such as SIOP0896

Title of Invention: TRANSMITTING APPARATUS, TRANSMITTING

METEOD, RECEIVING APPARATUS, AND RECEIVING METHOD

Technical Field
(00011

The present invention relates to a transmitting
apparatus and transmitting method, as well as to a receiving
apparatus and receiving method, and more particularly
relates to a transmitting apparatus and transmitting method
as well as a receiving apparatus and receiving method
configured to be able to recognize only channel selection
information for digital breadcasting that is viewable at the
receilving end.
Background Art
1000213

Recently, digital terrestrial broadcasting in the UHBF
(Jltra High Freguency) band is being carried out. The
physical channels of digital terrestrial broadcasting are
divided into plural segments {13 segments for digital
terrestrial broadcasting in Japan). Of these, broadcasting
intended for mobile terminals (hereinafter called lseg) is
conducted in the band for one segment. Additionally,

broadcasting intended for stationary terminals such as



television receivers, etc. is conducted in the bands for the remaining 12 segments (see PTL 1, for
example). [0003] With digital terrestrial broadcasting, in practice there exist many empty channels
other than the channels over which digital terrestrial broadcasting is conducted in respective regions
among the channels 13 to 52 in the UHF band. For this reason, methods of effectively utilizing such
empty channels are being investigated. [0004] One promising method that effectively utilizes
empty channels is a method that conducts multi-channel community broadcasting over empty
channels. Herein, multi-channel community broadcasting is broadcasting in one-segment units
multilaterally conducted by utilizing a plurality of logical channels in a limited regiar: ¢ldwsone segment
referred to herein is of a plurally divided band for a single digital terrestrial broadcasting channel.
Hereinaftet.anulichasnetsemmunity, beoadcasting sl bersimply refiesraskioias egmmayaity
broadcasting. [0005] Meanwhile, with digital terrestrial broadcasting intended for stationary
terminals, £$5pbssible i@ applyrasceptibaTeshittiohs birdsiagareAS (Conditional Access System)
format. Ho%v(ﬁélig,]although a CAS format is not being SIOPOB96 used for iseg broadcasting, it is
anticipated‘'that a'CAS format similar to that of broadcasting intended for stationary terminals will be

adopted in the cage.wherg 1eeeptien-rastrictions became-nacessary. T s, hereinafter, such a case
will be explained. [0006]

there exist many empty channels other than the channels over

which digital terrestrial brcadcasting 1s conducted in

respective reglons among the channels 13 te %2 in the UHFE.

band. For this reason, methods of effectively utilizing

such empty channels are being investigated.

[0C04;

One promising method that @ffectivély utilizes empty
channels is a method that conducts multi-channel community
broadcasting over enpty channels. Herein, nulti-channel
community broadcasting is broadcasting in one-segment units
multilaterally conducted by utilizing a plurality of logical
channels in a limited region. The cne segment referred to
herein is cf a plurally divided band for a single digital
terrestrial broadcasting channel. Hersinafter, multi-
channel community broadcasting will be simply referred to as
community broadcasting.

[0005]

Meanwhile, with digital terrestrial broadcasting
intended for stationary terminals, it is possible to apply
recepticn restrictions by using a CAS (Conditional Eccess

System) format. However, althcugh a CAS format is not being



Fig. 1 is a diagram explaining a CAS format for Iseg broadcasting. [0007]  NIT is a cable containing
information regarding frequency information for individual broadcasting services in order to tune the
carrier upon which specific broadcasting services are transmitted, and corresponding services. More
specifically, as illustrated in Fig. 1, a reception-restricted Iseg broadcasting NIT (Network Information
Table) is composed of the network ID (NID) for the Iseg broadcasting, tuning information indicating the
frequency, and a service list of broadcasting services, etc. Herein, the network ID is an ID unique to
the network. The service list is composed of a segvice ID (ServicelD) and a service type (ServiceType)
for a broadcasting service, etc. The service ID is an ID unique to a broadcastingigerviees while the
service type is the type of broadcasting service (television broadcast, radio broadcast, etc.). ]D008]
SIOP0896 ;5 A KeGeIViBgderninal thatreceives:iseg broadeasting-acquises a sexvice ID from this NIT,
and acquires a PMT (Program Map Table) corresponding to that service ID. Herein, a PMT is
informatiorfthatahanages dhe contarticonstitutivmres brdddeasting=selvite: More specifically, as
illustrated inJ_FiEgr.' 1, a PMT is composed ﬂa,servige II%:), a EORtF!eD, E?einmlrénaetion- oh ESs
(Elementary Streahis) Constittitiy the ‘Broadtasiiig Senice for 186g Broadcasting corresponding to that
service 'D,&QEE@Q&A%@@M&%M@@Bdﬁ&%é{ggg@@g}on for that broadcasting service, etc.
[0009] The FOR PID is an ID unique to a FOR (Program Clock Reference) packet (hereinafter
called a pasketlD). Adse, ESIiafarmationl@Eementary stream information) is composed of an ES PID,
which is the packet ID for an ES (Elementary stream), and an ES_type, which is the type of the ES,
etc. Iseg cASiRfdrmation is composed of a CAS format and an ECM_PID, which is the packet ID for
ECM (Entitlement. Control Message) packel, efc, AnECM;packetis g.packet.of information shared by
all users and including an encrypted scramble key as information related to the scramble key used by
that CAS farmatdtiesein@.key for decrypting the encrypted scramble key is included in an EMM
(Entitlemenitclj\/(l}%ni?gement Message) packet, which is a packet of information individual to each user.
-5
NIT is a table containing information regarding

frequency information for individual broadcasting services

in order tec tune the carrier upon which specific

broadcasting services are transmitted, and corresponding

services. More specifically, as illustrated in Fig. 1, a

reception~restricted lseg broadcasting NIT (Network

Information Table) is composed of the netwerk ID (NID) for

the lseg broadcasting, tuning information indicating the

frequency, and a service list of broadcasting services, estc.

Herein, the network ID is an ID unigue tc the network. The

service list is compcsed of a service ID (ServicelID) and a

service type (ServiceType) for a broadcasting service, stc.

The service ID is an ID unigue tc a broadcasting service,

while the service type i1s the type of broadcasting service

(television broadcast, radlio broadcast, etc.).

[0008]



SIOP0896 [0010] EMM packets are encrypted and included in a digital terrestrial broadcast. An
EMM packet can be acquired by decrypting using a key included in an IC (Integrated Circuit) card, etc.
issued as a result of the user of a receiving terminal conducting registration for receiving
reception-restricted broadcasting hereinafter called reception registration). [0011]  Consequently,
the user of a receiving terminal first conducts reception registration and acquires an IC card, etc. that
includes a key for unlocking the encryption on an EMM packet. Then, the user uses that IC card to
cause the receiving terminal to acquire an EMM packet. The receiving terminal unlocks the scrambling
of the encrypted scramble key included in an ECM with the key included in that EMM packet. Using
the scramble key obtained as a result, the scrambling of the Iseg broadcasting ESs corresponding to

ES information in¢luded in_a PMT is unlocked. As a result, the video and audio of reception-restricted
ﬁ r 11) C':L Tnat Telelv ﬁ 9

Iseg broadcasting can %%l&jér)}%d back. Citation List Patent?_slte?gﬁ?e%gf BTL J11:1%apanese

Unexamineg-Ratert Applicationce 10 from this NIT, and acguires a PMT
{Program Map Table) corresponding to that service ID.
Herein, a PMT is information that manages the content
constituting a broadcasting service. More specifically, as
illustrated in FPig. 1, a PMT is composed of a service ID, a
PCR_PID, ES information ort ESs (Elementary Streams)
constituting the broadcasting service for lseg broadcasting
corresponding to that servicelID, and lseg CAS information,
which is CAS informaticn for that broadcasting service, etc.

- [0009]

The PCR_PID is an ID unique to a PCR (Program Clock
Reference) packet {(hereinafter called a packet ID). 2also,
ES information (Elementary stream information) is composed
of an ES_PIL, which is the packet ID for an ES (Elementary
stream), and an ES type, which 1s the type of the ES, etc.
i1seg CAS information is composed of a CAS format and an
ECM PID, which is the packet ID for ECM (Entitlement Contrecl
Message) packet, etc. An ECM packet i1s a packet of
information shared by all usesrs and including an encrypted
scramble key zs information related to the scrambls key used
by that CAS format. Herein, a key for decrypting the
encrypted scramble key is included in an EMM {Entitlement
Management Message) packet, which is a packet of information

individual to each user.



-6 SIOP0896 Publication No. 2007-329847 Summary of Invention Technical Problem [0013] As
above, with a conventional CAS format, since the frequency, etc. of reception-restricted digital
terrestrial broadcasting is stated in the NIT, unviewable digital terrestrial broadcasting having reception
restrictions is recognized in a receiving terminal that is not compatible with digital terrestrial
broadcasting having reception restrictions. [0014]  Embodiments of the present invention, being
devised in light of such circumstances, are configured to be able to recognize only channel selection
information for digital broadcasting that is viewable at the receiving end. Solution to Problem [0015]
According to a first aspect of the present invention, there is provided a transmitiingzapparatus
comprising acquiring means for acquiring a license that includes terms of use for content of digital
broadcastirg%ﬁsgp at a receiving apparatus that receives the digital broadcasting, and transmitting
means for transmitting the license that includes terms of use for content of digital broadcasting to
EMM packets are encrypted and included in a digital

terrestrial broadcast. An EMM packet can be acguired by
decrypting using a key included in an IC {Integrated
Circuit) card, etc. issued as a result of the user of a
receiving terminal conducting registration for receiving
recepticon-restricted broadcasting (hereinafter called-
reception registration).
0011

Conseguently, the user cof a receiving terminal first
conducts reception registration and acquires an IC card, etc.
that includes a key for unlocking the encrypticon on an EMM
packet. Then, the user uses that IC card to cause the
receiving terminal to acguire an EMM packet. The receiving
terminal unlocks the scrambling of the encrypted scramble

key included in an ECM with the key included in that EM

packet. Using the scramble key obtained as a result, the
scrambling of the lseg broadcasting ESs corresponding to ES
information included in a PMT is unlocked. As a result, the
video and zudic of reception-restricted lseg broadcasting
can be plaved back.
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-7 S10P0896 the receiving apparatus that receives the digital broadcasting, wherein the license
includes channel selection information for receiving the content of the digital broadcasting. [0016]
According to a second aspect of the present invention, there is provided a transmitting method
including steps wherein a transmitting apparatus acquires a license that includes terms of use for
content of digital broadcasting used at a receiving apparatus that receives the digital broadcasting, and
transmits the license that includes terms of use-fo¥ content of digital broadcasting to the receiving
apparatus that receives the digital broadcasting, wherein the license includes chatRéf&élection
information for receiving the content of the digital broadcasting. [0017] In the above aspects of the
present invertdr & ficeRs&that3dAeilides3®fms of use for content of digital broadcasting used at a
receiving apparatys that regeives:the digital broadcasting is acquired, and the license that includes the
terms of use for content of digital broadcasting is transmitted to the receiving apparatus that receives
the digital b?@&é‘é’éé%ﬁ?gﬁjiﬂ]fﬁe@rﬁﬂore, channel selection information for receiving the content of the
digital broadegsting is included in the license. -8 SIOP0896

As above, with a conventional CAS format, since the
frequency, etc. of reception-restricted digital terrestrial
broadcasting ig stated in the NIT, unviewable digital
terrestrial broadcasting having reception restrictions is
recognized in a receiving terminal that is not compatible
with digital terrestrial broadcasting having reception
restrictions.

00141

Embodiments of the present invention, being devised in
light of such circumstances, are configured to be able to
recognize only channel selection information for digital
broadeasting that ig viewable at the receiving end.
Solution te Problem
[0015]

Accerding to a first aspect of the present invention,
there is provided a transmitting apparatus comprising
acquiring means for acquiring a license that includes terms
of use for content of digital broadcasting used at a
receiving apparatus that receives the digital broadcasting,
and transmitting means for transmitting the license that

includes terms of use for content of digital broadcasting to



[0018] According to a third aspect of the present invention, there is provided a receiving apparatus
comprising license receiving means for receiving, via a network, a license that includes terms of use
and channel selection information for content of digital broadcasting, content receiving means for
selecting the channel of the digital broadcasting on the basis of the channel selection information
included in the license, and receiving the content, and playback means for playing back the content of
the digital broadcasting on the basis of the licenser. [0019]  According to a fourth aspect of the
present invention, there is provided a receiving method including steps whereirfateeééi¥ing apparatus
receives, via a network, a license that includes terms of use and channel selection information for
content of digjitalisroaticastngpselssateuh etdiren i of tHe 9ligittd btdadéasting on the basis of the

channel Selégggaégf&%ggWﬂg@Qfg ip,the-license. and regaives the.confent. andplays back the

content of the digital broadcasting on the basis of the license. [0020] In the above aspects of the
present inventorrra lic¢ensd tratirckdesnarmbofameand chanhBEselegtida information for content of
digital broag%gj{]%gtrﬁggived via a -9 SIOP0896 network, the channel of the digital broadcasting is

_ selected on the basis of the channel selection information included in the license, content is received,
and the contétéf the digital broadcasting is played back on the basis of the license. Advantageous

EﬁedS(ﬁlnvenﬂ%Qmording to a second agpect of the present invention,
there is provided a transmitting method including steps
wherein a transmitting apparatus acquires a license that
includes terms of use for content of digital brecadcasting
used at a receiving apparatug that receives the digital
broadcasting, and transmite the license that includes terms
of use for content of digital broadcasting to the receiving
apparatus that receives the digital broadcasting, wherein
the license includes channel selection information for
receiving the content of the digital broadcasting.

[co17]

In the abodve asgspects of the present invention, a
license that includes terms of use for content of digital
broadcasting used at a receiving apparatus that receives the
digital broadcasting ie acquired, and the license that
includes the terms of use for content of digital
broadcasting ig transmitted to the receiving apparatus that
receives the digital broadcasting. Furthermore, channel
gelection information for receiving the content of the

digital broadcasting is included in the license.



[0021] As above, according to embodiments of the present invention, only channel selection
information for digital broadcasting that is viewable at the receiving end can be recognized. Brief
Description of Drawings [0022] [Fig. 1] Fig. 1 is a diagram explaining a Iseg broadcasting CAS
format. [Fig. 2] Fig. 2 is a diagram illustrating an exemplary configuration of a first embodiment of a
signal transmitting/receiving system to which the present invention has been applied. [Fig. 3] Fig. 3
is a diagram explaining a licensing foimat. [Fig 4] Fig. 4 is a block diagram illustrating an
exemplary detailed configuration of the receiving terminal in Fig. 2. [Fig. 5] Figi 8% block

diagram illu?tratin? an exemplary detailed configuration of the server in Fig. 2. - 10 -
0018

According to a third aspect of the present invention,
there is provided a receiving apparatus comprising license
receiving means for receiving, via a network, a license that
includes terms of use and channel selection information for
content of digital broadcasting, content receiving means for
selecting the channel of the digital broadcasting on the
basis of the c¢hannel selection information included in the
license, and receiving the content, and playback means for
playing back the content of the digital broadcasting on the
basis of the license.

(o012l

According to a fourth aspect of the present invention,
there is provided a receiving method including steps wherein
a receiving apparatus receives, via a network, a license
that includes terms of use and chamnel selection informaticn
for content of digital broadcasting, selects the channel of
the digital broadcasting on the basis of the channel
gselection information included in the license, and receives
the content, and plays back the content of the digital
broadcasting on the basis of the license.

[0020]

In the above asgpects of the present invention, a
license that includes terms of use and channel selection
information for content of digital broadcasting is recelved

via a



SIOP0896 [Fig. 6] Fig. 6 is a flowchart explaining a viewing license acquisition process in a signal
transmitting/receiving system. [Fig. 7] Fig. 7 is a diagram illustrating an exemplary structure of a
viewing license. [Fig. 8] Fig. 8 is a diagram explaining a scramble key included in a viewing
license. [Fig. 9] Fig. 9 is a diagram explaining a method of playing back pay community
broadcasting at a receiving terminal. [Fig. 10] Fig. 10 is a diagram illustrating an exemplary
configuration arrangement of community CAS inférmation. [Fig. 11] Fig. 11 is a flowchart
explaining a pay community broadcasting channel selection process. . 12FFiEP928s a
dilustrating an exemplary configuration of a second embodiment of a signal transmitting/receiving

system to WHiICH 8Fe& préSeéntiRveRtion PhsBrerfiappiied. PrariraEsig. 18 isal56ERYiagram
illustrating an, exgmplany; detaiied configuration of the-recaivingAgpminal dn, FighclZgea

in the license, content is received, and the content of the
digital broadcasting i1s played back on the basis of the
licenge.

Advantageous Effects of Invention

[0021]

As above, azcording to embodiments of the present
invention, only channel selection information for digital
broadcasting that is viewable at the receiving end can be
recognized.

Brief Description of Drawings
[cozz2]

[Fig. 1] Fig. 1 is a diagram explaining a lseg
broadcasting CAS format.

[Fig. 2] Fig. 2 is a diagram illustrating an exemplary
configuration ¢f a first embodiment of a signal
transmitting/receiving system to which the present invention
has been applied.

[Fig. 3} Fig. 3 isg a diagram explaining a licensing
format.

[Fig. 4} Fig. 4 ig a block diagram illustrating an
exemplary detailed configuration of the receiving terminal
in Pig. 2.

[Fig. 5] Fig. 5 ig a block diagram illustrating an

exemplary detailed configuration of the server in Fig. 2.



[Fig. 14] Fig. 14 is a block diagram illustrating an exemplary detailed configuration of the
reader/writerFig. 310P0896 [Fig. 15] Fig. 15 is a block diagram illustrating an exemplary hardware
configuration of a personal computer. Description of Embodiments [0023] <First embodiment>
[Exemplary configuration of first embodiment of signal transmitting/receiving system] Fig. 2 is a.
diagram illustrating an exemplary configuration of a first embodiment of a signal transmitting/receiving
system to which the present invention has been applied. [0024] The signal transmitting/receiving
system 30 in Fig. 2 is composed of a terrestrial Qré)aplcasting station 31, a community broadcasting
station 32, a receiving terminal 33, a network 34, and a server 35. S10P0BSE
[Fig. 6] Fig. 6 is a flowchart explaining a viewing
license acguisition process in a signal
transmitting/receiving system.
[Fig. 7] Fig. 7 is a diagram illustrating an exemplary
structure of a viewing license.
{Fig. B] Fig. 8 is a diagram explaining a scramble key
included in a viewing license.
[Fig. 9] Fig. 9 1s a diagram explaining a method of
playing back pay community broadcasting at a receiving
cerminal.
[Fig. 101 Fig. 10 is a diagram illustrating an
exemplary configuration arrangement of community CAS
information.
[Fig. 11] Fig. 11 is a flowchart explaining a pay
community broadcasting channel selection process.
[Fig. 1271 Fig. 12 is a diagram illustrating an
exemplary configuration of a second embodiment of a signal
transmitting/receiving system to which the present invention
has been applied.
[Fig. 13] Fig. 13 is a block diagram illustrating an
exemplary detailed configuration of the receiving terminal
in Fig. 12.
[Fig. 14] Fig. 14 is a block diagram illustrating an
exemplary detailed configuration of the reader/writer in Fig.

12.



[0025] The terrestrial broadcasting station 31 conducts digital terrestrial broadcasting, including
free Iseg broadcasting, with a digital terrestrial broadcast wave. The community broadcasting station
32 conducts pay community broadcasting receivable only in a service area A in the central segment of
an empty channel on a digital terrestrial broadcast wave. This pay community broadcasting is
reception-restricted by a licensing format, which is a given - 12 - S10P0896 CAS format. [0026]

The receiving terminal 33 is a mobile terminal able to receive free Iseg broadcasting or pay community
broadcasting transmitted in the central segmentof a digital terrestrial broadcast wave. Consequently,
as illustrated in Fig. 2, in the case where a user possessing a receiving terminal;:33:issii:the service
area A, the receiving terminal 33 is able to receive pay community broadcasting from the community

broadcasting stafign ??-2 and fi%qglfs,e%b&ogdgaggg%k[ogg% rarf 89 the-receiving ferminal 33 wirelessly

communicates with the server 35 via the network 34. For éxample, in the case where a Wi-Fi-certified
terminal issusetbas the receiving:terminal33; she seceiving tesminal 33 wiretesstyrcommunicates with
the server 35 in conformity to IEEE (Institute of Electrical and Electronic Engineers) 802.11. Herein,
the receivifgetinital 33 MaytEE6 WiflEssly communicate with the server 35 by taking a mobile
phone ”et"f’%ﬁéf the network 34.

<First embodiment>
[Exemplary configuration of first emboediment of signal
transmitting/receiving system]

Fig. 2 is a diagram illustrating an exemplary
configuration of & first embodiment of a signal
transmitting/receiving system to which the present invention
has been applied.

[ocz4]

The signal fransmitting/receiving system 30 in Fig. 2
iz composed of a terrestrial broadcasting station 31, a
community breadcasting station 32, a receiving terminal 33,
a network 34, and a server 35.

[oc2s;]

The terrestrial breadcasting station 31 conducts
digital terrestrial broadcasting, including free lseg
broadcasting, with a digital terrestrial broadcast wave.

The community broadcasting station 32 conducts pay community
broadcasting receivable only in a service area A in the
central segment of an empty channel on a digital terrestrial
broadcast wave. This pay community broadcasting is

reception-restricted by a licensing format, which is a given



[0028] The receiving terminal 33, by wirelessly communicating with the server 35, acquires from
the server 35 a scramble key for unlocking scrambling applied to content, which is the video data and
audio data of pay community broadcasting, - 13 - SIOP0896 etc. [0029] The server 35 wirelessly
communicates with the receiving terminal 33 via the network 34 and authenticates the receiving
terminal 33. Also, the server 35 transmits a scramble key for pay community broadcasting broadcasted
by the community broadcasting station 32 to a valid receiving terminal 33 via the network 34.
Additionally, the server 35 conducts a payment process with respect to the receiving terminal 33 for
pay community broadcasting corresponding a scramble key transmitted to the seegiyinggterminal 33.
This network 34 may also used wired communication rather than just wireless communication. Also,

while IF (Intgnet Protecol) may be used for the transmission protocol, a network using another
transmission protocol is also acceptable. [0030] [Explanation of licensing format]  Fig. 3 is a diagram
explaining pokicetising format. [0031]

The receiving terminal 33 is a moblle terminal able to
receive free lseg broadcasting or pay community broadcasting
transmitted in the central segment of a digital terrestrial
broadcast wave. Consequently, as illustrated in Fig. 2, in
the case where a user possessing a receiving terminal 33 is
in the service area A, the receiving terminal 33 is able to
receive pay community broadcasting from the community
broadcasting station 32 and free lseg broadcasting.
rooz7; |

Alsc, the receiving terminal 33 wirelessly communicates
with the server 35 via the network 34. For example, in the
case where a Wi-Fi-certified terminal is used as the
receiving terminal 33, the recelving terminal 33 wirelessly
communicates with the server 35 in conformity to IEEE
(Institute cof Electrical and Electronic Engineers) B02.11.
Herein, the receiving terminal 33 may also wirelessly
communicate with the server 35 by taking a mobile phone
network as the network 34.

[0028]

The receiving terminal 33, by wirelessly communicating
with the server 35, acguires from the server 25 a scramble
key for unlocking scrambling applied tc content, which is

the video data and audio data of pay community broadcasting,



As illustrated in Fig. 3, with a licensing format, the receiving terminal 33 purchases and acquires a
viewing license which includes information such as a scramble key required to play back community
broadcasting. Then, the receiving terminal 33 uses the viewing license to play back - 14 - SIOP0896
pay community broadcasting. [0032] [Exemplary detailed configuration of receiving terminal]  Fig. 4
is a block diagram illustrating an exemplary detailed configuration of the receiving terminal 33 in Fig. 2.
The receiving terminal 33 in Fig. 4 is composed of an antenna 51, a tuner 52, a descrambler
53, a demultiplexer 54, a video decoder 55, a selector 56, a display unit 57, an audio decoder 58,
speakers 59, a browser 60, a wireless communication interface 61, a CAS progessor 62

[0033]

63, and a controller 64. [0034]

etc.
[0029]

The server 35 wirelessly communicates with the
receiving terminal 33 via the network 34 and authenticates
the receiving terminal 33. Alsc, the server 35 transmits a
scramble key for pay community brocadcasting broadcasted by
the community broadcasting statioen 32 to a valid receiving
terminal 33 via the network 34. Additionally, the server 35
conducts a payment process with respect te the receiving
terminal 33 for pay community broadcasting corresponding a
scramble key transmitted to the receiving terminal 33. This
network 34 may alsc used wired communication rather than
just wireless communication. Also, while IP (Internet
Protocol) may be used for the transmission protocel, a
network using ancther transmission protocol is also
acceptable.

[0030]
[Explanation of licensing format]

Fig. 3 is a diagram explaining a licensing format.
[0031]

As illustrated in Fig. 3, with a licensing format, the
receiving terminal 32 purchases ancd acgulres a viewing
license which includes information such as a scramble key
regquired to play back community broadcasting. Then, the

receiving terminal 33 uses the viewing license to play back

10pogse

a storage unit



The tuner 52 selects a channel on the basis of tuning information supplied from the controller 64, and
sequentially receives the TS (Transport Stream) in the central segment of a digital terrestrial broadcast
wave via the antenna 51. In other words, the tuner 52 scans the TS in the central segment of a digital
terrestrial broadcast wave. [0035] Also, the tuner 52 selects a channel on the basis of tuning
information supplied from the controller 64, and receives a iseg broadcasting IS on a given logical
channel - 15 - SIOP0896 from the terrestrial broadcasting station 31 via the antenna 51. Additionally,
the tuner 52 selects a channel on the basis of tuning information supplied from the CAS processor 62,
and receives a community broadcasting TS on é’éivén logical channel from the ¢ my ity
broadcasting station 32 via the antenna 51. The tuner 52 supplies a received TS %%he %eacrambler
53.[00361 The descrambler 53 uses a scramble key supplied from the CAS processor 62 to unlock

scramblind®apphiedTo 2 Fe SUpiieaardm the tuner 52, and supplies the result to the demultiolexer 54.
00371 (g030-

[Exemplary detailed configuration of receiving terminal]

Fig. 4 is a block diagram illustrating an exemplary
detailed configuration of the receiving terminal 33 in Fig.
2.

[0033]

The receiving terminal 33 in Fig. 4 is composed of an
antenna 31, a tuner 52, a descrambler 53, a demultiplexer 54,
a video decocder 55, a selector 56, a display unit 57, an
audioc decoder 58, speakers 58, a browser 60, a wireless
communication interface 61, a CAS processor 62, & storage
unit 63, and a contreller &4.

[0034]

The tuner 52 selects a channel on the basls of tuning
information supplied from the controller 64, and
sequentially receives the TS5 {Transport Stream) in the
central segment of a digital terrestrial broadcast wave via
the antenna 51. In other words, the tuner 52 scans the T3
in the central segment of a digital terrestrial broadcast
wave .
f0035]

Also, the tuner 52 selects a channel on the basis of
tuning informaticn supplied from the ceontroller 64, and

receives a lseg broadcasting TS on a given logical channel



The demultiplexer 54 separates a TS supplied from the descrambler 53 into respective information
such as video data, audio data, information for displaying using a browser during broadcasting
(hereinafter called display control information), and PSI (Program Specific information). The
demultiplexer 54 supplies video data to the video decoder 55 and supplies audio data to the audio
decoder 58. Also, the demultiplexer 54 supplies display control information to the browser 60, and
supplies the respective information, etc. of the PSI to the controller 64 and the CAS processor 62.
[0038] The video decoder 55, following control By:the - 16 - SIOP0896 controller 64, decodes video
data supplied from the demultiplexer 54 in a format corresponding to the encodingratthe terrestrial
broadcasting station 31 or the community broadcasting station 32, and supplies the result to the

selector 56.,[0039] . The,selecto 56, fallowing.caniral by.the coniralier 64, selgcis video data

supplied from the video decoder 55 or video data supplied from the browser 60, and supplies it to the
display unig 57. Ehe tisplay 1unit, 5% displays: isegpbroateasting ot eammunity: broadcasting images, etc.
on the basis of video data supplied from the selector 56. [0040] The audio decoder 58, following
control by B3 é6ntrbllér6a dedbdes BiticHat stpplEd fronTtheldembifiphSasr S v a format

corr_espon%igg tgntger%rg:c%qugg at the ter{ggg%{al QE%%%c%igiggnséatfgn 3lq tglgvcéq{nr_nunity broadc_asting
station 32, arid supplies the result to the speakers 59. The speakers 59 output audio corresponding to
audio dataysipplied freanthe audierdecederdhd.as iseg braadtastingror commumity Jaroadcasting audio.
via the antenna 51. The tuner 352 supplies & received T3 to
the deScﬁambler b3.
[oo3e]
The descrambler 53 uses a scramble key supplied from
the CAS processor 62 to unlock scrambling applied te a T8
supplied from the tuner 52, and supplies the result to the
demultiplexer 54,
[0G37]
The demultiplexer 54 separates a TS supplied from the
descrambler 53 into respective information such as video
data, audio data, information for displaving using & browser
during broadcasting (hereinafter called display control
informaticn), and PSI (Program 3pecific Informatiocn}. The
demultiplexer 54 supplies video data to the video decoder 55
and supplies audic data to the audio decoder 58. Also, the
demultiplexer 54 supplies display control information to the

-~

browser €0, and supplies the respective informatioen, etc. o©

Fh

the PSI teo the controller 64 and the CAS processor 62.
[0038]

The video decoder 55, following ceontrol by the



[0041] The browser 60 interprets display control information supplied from the demultiplexer 54,
generates video data, and supplies it to the selector 56. - 17 - S10P0896 [0042] The wireless
communication interface 61 wirelessly communicates with the server 35 via the network 34. For
example, the wireless communication interface 61 transmits a terminal ID, which is an ID unique to a
receiving terminal that is supplied from the CAS processor 62 and assigned to the receiving terminal
33, to the server. 35 via the network 34. Also, the wireless communication interface 61 receives via the
network 34 a viewing license transmitted as a result of an authentication process conducted by the
server 35 using a terminal ID, and supplies it to th& CAS processor 62. [0043] . The CAS processor
62 supplies the terminal ID of the receiving terminal 33 stored in the storage uniit63 16 the wireless
communication interface 61. Also, the CAS processor 62 suPpIies a viewing license supplied from the

wireless cofiftificatioh filerfaes 8498 theordiRnit BB N Ead<ed’it 1§De stored. [0044]
paditionally, Mhe-CAS.Ripeessar 0 sLppliea uning Iniormationdnclugedn gadawing ficense tothe
tuner 52, and supphes a scramble key to the descramblér 53. From among channel selection
information: whish is: infesnation related o pay ommuaity droadcasting-ehannehselegtion, the CAS
processor 62 registers tuning information, a service 1D,

broadcasting station 32, and supplies the result to the

selector 56.

[0038]

The selector 56, folliowing control by the controller 64,

selects video data supplied from the video decoder 55 or

video data supplied from the browser 60, and supplies it to

the display unit 57. The display unit 57 displays Iseg

breadcasting or community broadcasting images, etc. on the

basis ¢f video data supplied from the selector 56.

[0040]

The audio decoder 58, foellowling control by the

controlier 64, decodes audioc data supplied freom the

demultiplexer 534 in a format corresponding to the encoding

at the terrestrial broadecasting station 31 or the community

broadcasting station 32, and supplies the result to the

speakers 5%. The speakers 59 output audic corresponding Lo

audioc data supplied from the audic deceder 58 as lseg

breadcasting or community breadcasting audic.

(o041

The browser 60 interprets display contrel informatien
suppiied from the demultiplexer 54, generates video data,

and supplies it to the selectoxr 5H6.



- 18 - SIOP0896 a service name, a service type, etc. in a channel selection table, which is a table of
channel selection information in the storage unit 63. [0045] The storage unit 63 stores a terminal
ID, a viewing license, a channel selection table, etc. [0046] The controller 64 sequentially supplies
the tuner 52 with tuning information for the central segment of each physical channel of a digital
terrestrial broadcast wave. The controller 64 registers the tuning information, service ID, and service
type included in the NIT of Iseg broadcasting and the service name, etc. included in the SDT (Service
Description Table) supplied from the demultiplexer 54 as a result in the channel selection table in the
storage unit. Herein, an SDT is a table containing meta information related to eacfy preadcasting
service (such as the service name, for example). [0047] Also, the controller 64 supplies service
names regjgtesed in a channel selection table stored in the storage unit 63 to the browser 60 and
causes a list of those service names (hereinafter called a service list) to be displayed by the display
unit 57 according te commands froma:user Thewusertwiewsdhe Servicedist displayed by the

communicates with the server 35 via the network 34. For
exampie, the wireless ceommunication interface €1 transmits a
terminal ID, which is an ID unigue to a receiving terminal
that 1z supplied from the CAS processor €2 and assigned to
the receiving terminal 33, to the server 35 via the network
34, Alsc, the wireless communication interface €61 receives
via the network 34 a viewing license transmitted as a result
of an authentication prccess conducted by the server 35

using & terminal ID, and supplies it to the CAS procéssor 62.
[0043]

The CASZ processor 62 supplies the terminal ID of the
receiving terminal 33 stored in the storage unit 63 to the
wireless communication interface 61. Also, the CAS
procaessor 62 supplies a viewing license supplised from the
wireless communication interface 61 to the storage unit 63
and causes 1t to be stored.

[0G44]

Additionally, the CAS processor 62 supplies tuning
information included in the viewing license tTo the tuner 52,
and supplies a scramble key to the descrambier 53. From
among channel selection information, which is information
related to pay community broadcasting channel selection, the

CAS processor 62 registers tuning information, a service ID,



- 19 - S10P0896 display unit 57 and issues instructions selecting the service name of a viewing target
broadcasting service from among the service names listed in the service list. The controller 64, on the
basis of the selection instructions, reads out tuning information corresponding to the viewing target
service name from the channel selection table, and supplies it to the tuner 52. [0048] Additionally,
the controller 64 controls the video decoder 55, the selector 56, the audio decoder 58, and the browser
60 on the basis of respective information in the PSI supplied from the demultiplexer 54. More
specifically, the controller 64 controls the video decoder 55 and the audio decoder 58 to synchronize
video data output from the video decoder 55 with dudio data output from the au i8 decgger 58, for
example. [0049] [Exemplary detailed configuration of server] Fig.5is a blog oPigSram illustrating
an exemplary detailed configuration of the server 35 in Fig. 2. [0050] In the server 35in Fig. 5, a

CPU (CentfaPBrotesint0nit) 7 15 ROMReaP OnlyEiemdy) 7 £ HHd RAM (RERdO Access
MenKHy)7§£Q&£0m%%%%d$%egcp§§bgr9¥E%gg%géi selection information in

the storage unit 63.
[0045]

The storage unit 63 stores a terminal ID, a viewing
license, & channel selection table, etc.
[00486] |

The controller 64 sequentially supplies the tuner 52
with tuning information for the central segment of each
physical channel of a digital terrestrial broadcast wave.
The controller 64 registers the tuning information, service
ID, and service type included in the NIT of Ilseg
broadcasting and the service name, etc. included in the SDT
(Service Description Table) supplied from the demultiplexer
54 as a result in the channel =election table in the storage
unit. Herein, an SDT is a table containing meta information
related to each broadcasting service (such as the service
name, for exampls).

[0047]

Also, the contreller 64 supplies service names
registered in a channel selection table stored in the
storage unit 63 to the browser 60 and causes a list of those
service names (hereinafter called a service list} to be

displayed by the display unit 57 according to commands from

Ql

user. The user views the servige lisit displayed by the



[0051] - 20 - SIOP0896 An input/output interface 75 is additionally connected to the bus 74.
Connected to the input/output interface 75 are an input unit 76, an output unit 77, a storage unit 78, a
communication unit 79, and a drive 80. [0052] The input unit 76 comprises a. keyboard, mouse,
microphone, etc. The output unit 77 comprises a display, speakers, etc. The storage unit 78 comprises
a hard disk, non-volatile memory, etc. The communication unit 79 comprises a network interface, etc.
The drive 80 drives a removable medium 81 such as a magnetic disk, an optical disc, a
magneto-optical disc, or semiconductor memaory. {0053] In the server 35 configured as above,
various processes are conducted due to the CPU 71 loading a program storedsinthggsiarage unit 78
into the RAM 73 via the input/output interface 75 and the bus 74, and executing the program, for

exanuﬂe'ggg%aay unit 57 and issues instructions selecting the

service name of a viewing target broadcasting service from
among the service names listed in the service list. The
contreller 64, on the basis of the selection instructions,
reads out tuning information corresponding to the viewing
target service name from the channel selection table, and
supplies it to the tuner 52.
[0048]

hdditionally, the controller 64 controls the video
decoder 55, the selector 56, the audio deccder 58, and the
browser 60 on.the basis of respective information in the PSI
supplied from the demultiplexer 54. More specifically, the
controller 64 controls the video deccoder 55 and the audio
decoder 58 to synchronize video data output from the video
decoder 5% with audic data ocutput from the audio decoder 38,
for example.
[0049]
[Exemplary detailed configuration of server]

Fig. 5 is a bleock diagram illustrating an exemplary
detailed configuration of the server 25 in Fig. 2.
[0050]

In the server 35 in Fig. %, a CPU {(Central Processing
Unit) 71, ROM (Read Only Memory) 72, and RAM (Random Access
Memory) 73 are connected to each other by a bus 74.

10051



More specifically, the CPU 71 conducts an authentication process with respect to the receiving
terminal 33 on the basis of a terminal ID received from the receiving terminal 33 via the communication
unit 79. Also, the CPU 71, on the :o0asis of the results from the authentication process, controls the
communication unit 79 - 21 - 81090896 to transmit to the receiving terminal 33 a viewing license for
pay community broadcasting which has been transmitted by the community broadcasting station 32
and which is being stored in the storage unit 78. Additionally, the CPU 71 conducts a payment process
with respect to a receiving terminal 33 that has received a viewing license, for pay community
broadcasting corresponding to that viewing liceng€. [0055]  Herein, a program executed by the CPU
71 may for example be provided by being recorded onto a removable medium B14i¢é# as packaged
media, ,etc. Also, a program may be provided via a wired or wireless transmission medium such as a
local area networks: thevinterivett prtigitaf safellite broadeastiivg.70056] 1y A4t server 35, a

program may be installed gnto the storage unit 78 via the inzut/ouH),ut ,intglfqpe 75 géje to the
removable Meditifn 81belig loadBaSfito the-drivé 80 Eithérmore: a progrant may Be received by the

communication unit 79, via a,wired-ar wirgless-transmission;medjung-and;installed-ontp, the storage unit
78. Otherwise, a program may be installed in advance in the ROM 72 or the storage unit 78. [0057]

a communication unit 79, and a drive B80.

[0052]

The input unit 7¢ comprises a kevboard, mouse,
microphone, etc. The cutput unit 77 comprises a display,
speakers, etc. The storage unit 78 comprises a hard disk,

non-volatile memory, etc. The communication unit 79
comprises a network interface, etc. The drive 80 drives a
removable medium 81 such as a magnetic disk, an coptical disc,
a magneto-optical disc, cor semiconductor memory.
(00531

In the server 3% configured as above, various processes
are conducted due to the CPU 71 leading & program stored in
the storage unit 78 into the RAM 73 wvia the input/output
interface 75 and the bus 74, and executing the program, for
axample.
100541

More specifically, the CFU 71 conducts an
authenticatlion process with respect to the receiving
terminal 33 on the basis of a terminal ID received from the
receiving terminal 33 via the communication unit 7%2. Also,
the CPJ 71, on the baslis of the results from the

authentication process, contreols the communication unit 78



[Explanation of viewing license acquisition process by - 22 - SIOP0896 signal transmitting/receiving
system] Fig. 6 is a flowchart explaining a viewing license acquisition process in the signal
transmitting/receiving system 30. [0058] In a step 321 in Fig. 6, the CAS processor 62 of the
receiving terminal 33 (Fig. 4) supplies a terminal ID stored in the storage unit 63 to the wireless
communication interface 61, thereby transmitting that terminal ID to the server 35 via the network 34.
[0059] In a step 311, the communication unit 79 of the server  (Fig. 5) receives the terminal ID
transmitted from the receiving terminal 33 via the_network 34, and supplies it to the CPU 71. In a step
312, the CPU 71, on the basis of the terminal ID Supplied from the communicatipp.unit, 79, conducts an
authentication process to determine whether or not the receiving terminal 33 corresponding to that

terminal ID) s & valid recelving ferminal to which pay, community, bipadeasting can be provided;
for pay community broadcasting which has been transmitted by
the ceommunity broadcasting station 32 and which is being
stored in the storage unit 78. Additionally, the CPU 71
conducts a payment process with respect to a receiving
terminal 33 that has received a viewing license, for pay
community broadcasting corresponding to that viewing license.
[0055]

Herein, a program executed by the CPU 71 may for
example be provided by being recorded onto a removable
medium 81 given as packaged media, etc. Also, & program may
be provided via a wired or wireless transmission medium such
as a local area network, the Internet, or digital satellite
hroadcasting.

[0056]

Also, 1n the server 35, & program may be installed onto
the storage unit 78 wvia the input/cutput interface 75 due to
the removable medium 81 being loaded inte the drive 80.
Furthermore, a program may be received by the communication
unit 79 via a wired or wireless transmission medium and
installed onto the storage unit 78. Otherwise, a program
may be installed in advance in the ROM 72 or the storage
unit 78.

[0057:

[Explanation of viewing license acguisition process by



[0060] In the case where it is determined that the receiving terminal 33 is a valid receiving terminal,
in a step 313 the CPU 71 reads out a viewing license from the storage unit 78, and controls the
communication unit 79 to transmit that - 23 - SIOP0896 viewing license to the receiving terminal 33. In
contrast, in the case where it is determined that the receiving terminal 33 is not a valid receiving
terminal, the process ends. [0061] In a step 522, the wireless communication interface 61 of the
receiving terminal 33 receives, the viewing license transmitted from the server 35, and supplies it to
the CAS processor 62. In a step 523, the CAS processor 62 supplies a completion notification
regarding reception of the viewing license to the wireless communication intertace ok, Jhereby
transmitting that completion notification to the server 35. [0062] In a step 514, the communication
unit 79 of the server 35 receives the completi ification transmitted from the receiving terminal 33,
and supplisejé%?%thjéeré%%m%i.tllnngi?ggr%%%?ﬁegggg%kl?conducts a payment process with respect to
the receiving termigal 33 for payrcommurity breadcasting correspenaing iatheswiewing license that
was transmitted in step 313. The process then ends. [0063] Since the server 35 transmits a

' viewing license indiading & Seranble key k6 tifé FeceivingefiRinat 335A%E Sijhat Fansmitting/receiving
system 3088.1,85%2%V%,Othe receiving terminal 33 is able to acquire a scramble key

[0058)

In a step 821 in Fig. 6, the CAS processcr 62 of the
receiving terminal 33 (Fig. 4) supplies a terminal ID stored
in the storage unit 63 to the wireless communication
interface 61, thereby transmitting that terminal ID to the
server 35 via the network 34.

[0059]
in a step 311, the communication unit 79% of the server

35 {Fi 5) receives the terminal ID transmitted from the

i)

receiving terminal 33 via the network 34, and supplies it to
the CPU 71. In a step 812, the CPU 71, on the basis of the
terminal ID supplied from the communication unit 78,
conducts an authentication process to determine whether or
not the receiving terminal 33 corresponding to that terminal
ID is a valid receiving terminal to which pay community
broadcasting can be provided,

(00607

In the case where i1t is determined that the receiving
terminal 23 is a valid receiving terminal, in a step 513 the
CPU 71 reads out a viewing license from the storage unit 78,

and controls the communication unit 79 to transmit that



- 24 - SIOP0896 immediately. [0064] Also, in the signal transmitting/receiving system 30, since the
minimum functions of a server 35 required for a licensing format are merely authentication functions,
viewing license transmission functions, and payment functions, the server 35 can be realized at low
cos [0065] [Explanation of viewing license] Fig. 7 is a diagram illustrating an exemplary structure
of a viewing license. [0066] The viewing license in Fig. 7 is composed of a license ID which is an
ID unique to a viewing license, a license expiration date which is an expiration date given as terms of
use for a viewing license, a scramble key, and chggnel selection information.

S10P0886

viewing license to the receiving terminal 33. In contrast,
in the case where it is determined that the receiving

terminal 33 is not a valid receiving terminal, the process

ends.

[G0el]

In a step 522, the wireless communication interface 6l
of the receiving terminal 33 receives. the viewing license
transmitted from the server 35, and supplies it to the CAS
processor 62. In a step S5Z3, the CAS processor 52 supplies
a completion notification regarding reception of the viewing
iicense to the wireless communication interface 61, thereby
transmitting that completion notificatien to the server 35.
(00627

In a step $14, the communication unit 7% of the server
35 receives the completion notification transmitted from the
receiving terminal 33, and supplies it to the CPU 71. In &
step S15, the CPU 71 conducts a payment process with respect‘
to the receiving terminal 33 for pay community broadcasting
corresponding to the viewing license that was transmitted in
step 813. The process then ends.

[00E3]

Since the server 25 transmits a viewing license
including a scramble key to the receiving terminal 33 in a
signal transmitting/receiving system 30 as above, the

receiving terminal 33 is able to acguire a scramble key



[0067]

The channel selection information is composed of a network 1D, a TSID which is an ID

unique to a TS, and a pay service list, etc. for pay community broadcasting corresponding to a viewing
license. The pay service list is composed of a service ID, a service type, a service name, a tuning

frequency, and a EMT packet ID. [0068] - 25 - SIOE0896
key included in a viewing license. [0069]

Fig. 8 is a. diagram explaining a scramble

For a scramble key included in a viewing license, one key

may be set for one broadcasting service in pay community broadcasting, as illustrated by A in Fig. 8,
or one key may be set for a plurality of broadeasting services/ as illustrated by B in Fig. 8. In the case
where one scramble key is set for one broadcasting service, a payment process igggagucted in units
of single broadcasting services, while in the case where one scramble key is set for a plurality of
broadcastip %%ryé es, @ payment process is conducted in units of plural broadcasting services. [0070]
Also, it may be con |gu¥e'd such that a scramble key is set for a broadcasting service in units of hours,
days, or mgnilg pf pay community broadcasting. In this case, a payment process is conducted in units

of hours, days, or months.

Alsc, in the signal transmitting/receiving system 30,

since the minimum functions of a server 35 required for a

iicensing format are merely authentication functions,

viewing license transmission functions, and payment

functions, the server 35 can be realized at low cost.

(0065}

[Explanation of viewing license]
Fig.

cf & viewing liceﬁse.

[0Cee]

7 is a diagram illustrating an exemplary structure

The viewing license in Fig. 7 i1s composed of a license

I which is an ID unique to a viewing license, a license

expiration date which i1s an expiration date given as terms

of use for & viewing license, a =cramble key,

selection information.

(0067}

and channel

The channel selection information 1s composed of a

network ID, a TSID which is an ID unigue to a TS5,

service list, etc.

corresponding to a viewing license.

composed of a service ID, a service tvpe,

tuning freguency,

[0068]

and a PMT packet ID.

and a pay

for pay community broadcasting

The pay service list is

a service name, a



[0071] [Explanation of pay community broadcasting playback method] Fig. 9 is a diagram
explaining a pay community broadcasting playback method conducted by a receiving terminal 33.
[0072] - 26 - SIOPOB96 As illustrated in Fig. 9, a network ID and tuning information, etc. are
stated in an NIT for pay community broadcasting, whereas a service list is not stated in the NIT.
Consequently, the receiving terminal 33 is unable to recognize a pay community broadcasting service
ID by simply receiving a digital terrestrial broadcast wave, and is unable toeedgnize the PMT for that
community broadcastingz FO0731 On the other hand, the receiving terminal 33 is able to recognize
channel selection information for pay community2broadcasting by wirelessly communicating with the
server 35 and acquiring a viewing license. In other words, channel selection inforfifatiohefor viewable
free Iseg broadcasting and pay community broadcasting is recognized in the receiving terminal 33.
[0074] Meanwhie, $Sinte & PMTE paeket D isineludedinstheseiarh et selectioninfémation, a pay
community broadcasting PMT can be recognized. This PMT contains a service ID, a PCR packet ID,
ES information’fof tH& £S5 cofistittiting the broadcasting service of the pay community broadcasting

corresponding ¢g that service 1D, and community CAS information which is CAS information for that
broadcasting service, etc. The community CAS information is composed of a CAS format and
information relatethto thesscramible keyy included in & viewing license, one

key may be set for one broadcasting service in pay community
broadcasting, as iilustrated by A in Fig. 8, or one key may
be set for a plurality of broadcasting services, as
illustrated by B in Fig. 8. In the case where cne scramble
key is set for one broadcasting service, a payment process
is conducted in units of single breadcasting services, while
in the case where one scramble key is set for a plurality of
broadcasting services, a payment process is conducted in
units of plural brecadcasting services.

roev0)

Also, it may be configured such that a scramble key is
set for a broadcasting service in units of hours, days, or
months of pay community broadcasting. In this case, a
payment process is conducted in units of hours, days, or
months.

(00711
[Explanation of pay community broadcasting playback method]

ig. ¢ is a diagram explaining a pay community

g}

broadcasting playback method conducted by a receilving
terminal 33.

roo72]



- 27 - S10P0896 used by that CAS format, such as a license ID for a viewing license, etc. [0075]

Upon recognizing a PMT, the receiving terminal 33 acquires the ESs of pay community broadcasting
on the basis of the ES information included in that PET. Then, the receiving terminal 33 unlocks the
scrambling of those ESs with the scramble key corresponding to the license ID included in the PMT.
As a result, the video and audio of pay community broadcasting is played back. [0076] As above,
since a service list is not stated in a NIT for pay community broadcasting, pay community broadcasting
cannot be played back by simply receiving the pay community broadcasting. Consequently, it is
possible to prevent an unauthorized receiving terminal that has not acquired a yieyingdisense from
playing back a pay community broadcast. [0077] Also, a pay community broadcasting NIT is
composed similagly to-a Iseg-hroadcasting NI Ty exeeplthab aiservicenlistisnohstated. Consequently, in

the case where an existing receiving terminal incompatible with pay community broadcasting receives

a digital telrestriabdroadcastiwave of tie presentinventibhl itheill sherply berunable to play back pay

community broadcasting, and will not malfunction. - 28 - e
bproadcastinhg, whereas a service list 1s not stated in the
NIT. Conseguently, the receiving terminal 33 is unable to
recognize a pay community broadcasting service ID by simply
receiving a digital terrestrial broadcast wave, and 1s
unable to 'recdognize the PMT for that community broadcasting.
(oo

On the cother hand, the receiving terminal 33 1s able to
recognize channel selection information for pay community
broadcasting by wirelessly communicating with the server 235
and acquiring a viewing license. In other words, channel
selection information for viewable free lseqg broadcasting
and pay cemmunity broadcasting is recognized in the
receiving terminal 33.
10074]
Mezanwhile, since a PMT packet ID 1s included in the

channel selection informatiocn, a pay community broadcasting
PMT can be recognized. This PMT contains a service ID, a
PCR packet ID, ES information for the ESs constituting the
broadcasting service of the pay community broadcasting
corresponding to that service ID, and community CAS
information which is CAS information for that broadcasting
service, etc. The community CAS information is composed of

a CAS format and information related to the scramble key



SIOP0896 In other words, only channel selection information for viewable free Iseg broadcasting will
be recognizedin an existing receiving terminal that is incompatible with Pay community broadcasting.
[0078] [Exemplary arrangement of community CAS information] Fig. 10 is a diagram. illustrating an
exemplary arrangement of community CAS information. [0079] As illustrated in Fig. 10, community
GAS information is stated in a limited reception descriptor placed in a PMT, for example. A CAS format
ID (CA_system_id), a CAS format packet ID (CA_PID), a private data area (Private data), etc. are
placed in the limited reception descriptor. [0080] The CAS format ID is an ID identifying a CAS
format. In the case where the CAS format is a"contentional CAS format, or in other words in the case
where Iseg CAS information is stated in the limited reception descriptor, an ECMBBEQ@@ID (ECMPID)
is stated as information related to a scramble key used in that CAS format as the CAS format packet
ID. In the ¢a8e°WREre-fife CES forhTadis a RERsIfg fermatcR if other Ward? il Ry tage where
community. (E@S @éorrg%@qn is stated in the limited reception descriptor, nothing is stated as the CAS
format packet ID. In’thé case where the CAS format - 29 - SIOP0896

[0075]

Upon recognizing a PMT, the receiving terminal 33
acguires the ESs of pay community broadcasting on the basis
of the ES information included in that PMT. Then, the
recelving terminal 33 unlocks the scrambling of those ESs
with the scrambie key corresponding to the license ID
inciuded in the PMT. As a result, the videco and audio cf
pay community broadcasting is played back.

[007&]

As above, gince a service 1list is not stated in a NIT
for pay community broadcasting, pay community broadcasting
cannot be played back by simply receiving the pay community
broadcasting. Conseguently, it is possible to prevent an
unauthorized receiving terminal that has not acgquired a
viewing license from plaving back a pay community broadcast.
[0077]

Also, & pay community broadcasting NIT is composed
gsimilarly to a lseqg bhroadeasting NIT, except that a service
list is not stated. Conseguently, in the case where an
existing recsliving terminal lncompatible with pay community
broadcasting receilves a digital terrestrial broadcast wave

the present invention, 1t will simply be unable to play

h

O

back pay community broadcasting, and will not malfuncticon.



is a licensing format, a license ID (License_id) is stated in the private data area. [0081] As above,
since a CAS format ID is placed in the limited reception descriptor, it is possible to contemporaneously
operate a conventional CAS format and a licensing format in the signal transmitting/receiving system
30.[0082] Also, in the case where the CAS format is a licensing format, nothing is stated in the
CAS format packet ID of the limited reception descriptor, and a license ID is stated in the private data
area. Consequently, there is no significant bandwidth consumption of a digital terrestrial broadcast
wave due to the CAS format being a licensing format. [0083] [Explanation of pay community
broadcasting channel selection process by receiiAgterminal] Fig. 11 is a flowchart explaining a
pay community broadcasting channel selection process by the receiving terminat 83°FA1R channel
selection process is initiated when the user has viewed service names displayed on the display unit 57
and issued imstrictionswseldeting the sehdcamanie 6 pay eonimilififbréadcasting given as a

viewable free 1seq broadcasting will be recognized in an
existing receiving terminal that is incompatible with pay
community breoadcasting.

(00783

[Exemplary arrangement of community CAS information]

Fig. 10 is a diagram lllustrating an exemplary
arrangement of community CAS information.
ro079]

As illustrated in Fig. 10, community CAS infermation is
stated in a limited reception descriptor placed in a PMT,
for example. A CAS format ID (CA_system_id), a CAS format
packet ID (CA PID}, a private data area (Private data), etc.
are placed in the limited reception descriptor.

[0080]

The CAS format ID is an ID identifying a CAS format. In
+he case where the CAS format is a conventicnal CAS format,
or in other words in the case where lseg CAS information is
stated in the limited reception descriptor, an ECM packet ID
(ECM_PID) is stated as information related to a scramble key
used in that CAS format as the CAS format packef ID. In the
case where the CAS format is & licensing format, or in other
words in the case where community CAS information is steted
in the limited reception descriptor, nothing is stated as

+he CAS format packet ID. In the case where the CAS format



- 30 - SIOP0896 viewing target, for example. [0084] In a step 531 in Fig. 11, the controller 64 reads
out from the storage unit 63 tuning information registered in a channel selection table in association
with the service name selected by the user as tuning information for the viewing target, and supplies it
to the tuner 52. [0085] In a step 532, the tuner 52 selects the viewing target pay community
broadcasting on the basis of a frequency indicating by the tuning information supplied from the
controller 64. In so doing, supply of the TS of the viewing target to the deMultiplexer 54 via the
descrambler 53 is initiated. [0086] In a step 533, the demultiplexer 54 separates the IS supplied
from the tuner 52 via the descrambler 53 and ex#dcts a PMT. The demultiplexer 54 supplies that PMT
to the CAS processor 62 and the controller 64. [0087]  In a step 534, the C&éoﬁr%égor 62, on the
basis of the PMT packet ID included in the channel selection information of the viewing license stored

in the stordge anit 632 aghuires arithanalyzes the vrewing taigEt P Tifom theS284ESupplied from the

demultiplexer 54. .
P én %he private data area.

[0C81]

As above, since a CAS format ID is placed in the
limited reception descriptor, it is possible to
contemporanecusly operate a conventional CAS format and a
licensing format in the signal transmitting/receiving system
30.

[0082)

Also, in the case where the CAS format is a licensing
format, nothing is stated in the CAS format packet ID of the
limited reception descriptor, and a license ID is stated in
the private data area., Consequently, there is no
significant bandwidth consumption of a digital terrestrial
broadcast wave due o the CAS format being a licensing
format.

[CO0831
[Explanation of pay community broadcasting channel selection
process by recelving terminal]

Fig. 11 is a flowchart explaining a pay community
broadcasting channel selsction process by the receiving
terminal 33. This channel selection prcocess is initiated
when the user has viewed service names displayed on the
display unit 57 and issued instructions selecting the

service name of pay community broadcasting given as a



SIOP0896 [0088] In a step 535, the CAS processor 62 determines whether or not the CAS format
stated in the limited reception descriptor of the viewing target PMT is a licensing format. In the case
where it is determined in step S35 that the CAS format is a licensing format, the process proceeds to a
step S36. [0089] In step S36, the CAS processor 62, on the basis of a license ID stated in the
private data area of the viewing target PMT, reads out a scramble key included in the viewing license
corresponding to that license ID from the storage unit 63. The scramble key included in a viewing
license acquired in advance via the network 34 ig;stored in the storage unit 63. Then, the CAS
processor 62 supplies that scramble key and the packet IDs of the ESs statedsin:theadewing target
PMT to the descrambler 53, and advances the process to a step 538. [0090] In contrast, in the

case wherg;i js; determined in step 235 fhatthe CAS format is not a licensing format, in step 537 the
CAS processor 62 conducts processing corresponding to that CAS format and acquires a scramble
key. Then [ this€AS processor 62 supplies that scramble key and the packet IDs of the ESs stated in
the viewing target PMT to the - 32 - 510P0896
In a step 831 in Fig. 11, the controller 64 reads out
from the storage unit 63 tuning information registered in a
channel selection table in association with the service name
selected by the user as tuning information for the viewing
target, and supplies 1t to the tuner 52Z.
[ooBs]
In a step $32, the tuner 52 selects the viewing target
pay community broadcasting on the basis of a freguency
indicating by the tuning information supplied from the
controller 64. In sc doing, supply of the TS of the viewing
target to the demultiplexer 54 via the descrambler 53 Is
initiated.
[ocge;
In & step 333, the demultiplexer 54 separates the TS
supplied from the tuner 52 via the descrambler 33 and
extracts a PMT. The demultiplexer 54 supplies that PMT to
the CAS processor 62 and the controller 64.
[6087]
In a step 834, the CAS processor 6Z, on the basis of
the PMT packet ID included in the channel selection
information of the viewing license stored in the storage
unit 63, acguires and analyzes the viewing target PMT from

the PMT supplied from the demultiplexer 54.



descrambler 53, and advances the process to step 538. [0091] In step 538, the descrambler 53
uses the scramble key supplied from the CAS processor 62 to unlock the scrambling of the ESs
corresponding to the packet IDs supplied from the CAS processor 62. In so doing, the scrambling
applied to the video data and audio data of the viewing target TS is unlocked. The descrambled TS is
supplied to the demultiplexer 54. [0092] In a step 539, the demultiplexer 54 separates the TS
supplied from the descrambler 53 into video data, audio data, display control information, and the
respective information, etc. of the PSI. The demultiplexer 54 supplies the video data to the video
decoder 55 and supplies the audio data to the-augio-decoder 58. Also, the demultiplexer 54 supplies
the display control information to the browser 60, and supplies the respective irfotrnatios, etc. of the
PSI to the controller 64 and the CAS processor 62. [0093] In a step 540, the video decoder 55,
following cantoalday the controller 64, decodes the video data supplied from the demultiplexer 54 in a
format corresponding to the encoding at the community broadcasting station 32, and supplies the
result to the selector 565283 Sm,op@@ggif@gq;qocessor 62 determines whether

or not the CAS format stated in the limited reception
descriptor of the viewing target PMT is a licensing format.
In the cése where it ls determined in step 335 that the CAS
format is a licansing format, the process proceeds to a step
536.

[0089]

In step 336, the CAS processor ©Z, on the basis of a
license ID stated in the private data area of the viewing
target PMT,"reads out a scramble key included in the viewing
license corresponding to that license ID from the storags
unit €3. The scramble key inciuded in a viewing license
acquired in advance via the network 34 is stored in the
storage unit 62. Then, the CAEZ processor 62 supplies that
scramble key and the packet IDs cof the ESs stated in the
viewlng target PMT to the descrambler 53, and advances the
process to & step S538.

(00907}

In contrast, in the case where 1t is determined in step
53% that the CAS formait is not a licensing format, in step
S37 the CAS processor 62 conducts processing corresponding
to that CAS format and acguires a scrample key. Then, the
CAS processor 62 supplies that scramble key and the packet

IDs of the ESs stated in the viewing target PMT to the



In a step S41, the audio decoder 58, following control by the controller 64, decodes the audio data
supplied from the demultiplexer 54 in a format corresponding to the encoding at the community
broadcasting station 32, and supplies the result to the speakers 59. [0095] In a step S42, the
browser 60 interprets the display control information supplied from the demultiplexer 54, generates
video data, and supplies it to the selector 56. [0096] In a step S43, the selector 56, following
control by the controller 64, selects the video data supplied from the video decoder 55 or the video
data supplied from the browser 60, and suppllesgiﬁ to the display unit 57. [0097] In a step S44, the
display unit 57 displays images of the viewing target pay community broadcasg@g%tgng basis of the
video data supplied from the selector 56. [0098] In a step S45, the speakers 59 output audio

corresponding to the audio data supplied from the audio decoder 58 as audig of the viewing target pay
communit DS AdCetT, SHere the BHSCAeanae 10008 S co_ e 438,

10091}

In step 838, the descrambler 53 uses the scramble key
supplied from the CAS processor 62 to unlock the scrambling
of the ESs corresponding to the packet IDs supplied from the
CAS processor 62. In so doing, the scrambling applied to
the video data and audio data of the viewing target TS is
unlocked. The descrambled TS is supplied to the
demultiplexer 54.

[0092]

In a step 839, the demultiplexer 54 separates the TS
supplied from the descrambler 53 into video data, audio date,
display control information, and the respective information,
etc. of the PSI. The demultiplexer 54 supplies the video
data tc the video decoder 55 and supplies the audio data to
the audio decoder 58. Also, the demultiplexer 54 supplies
the display contrel information to the browser 60, and
supplies the respective information, etc. of the PSI to the
controller 64 and the CAS processor 62.

{00933

In a step 840, the video decoder 55, following control
by the controller 64, decodes the video data supplied from
the demultiplsxer 54 in a format corresponding toc the
encoding at the community broadcasting station 32, and

supplies the result to the selector 56.
PE



SIOP0896 As above, in a signal transmitting/receiving system 30, the functions of a receiving
terminal 33 additionally required for a licensing format are basically just the functions of the CAS
processor 62. Consequently, the development cost of a receiving terminal 33 for a licensing format can
be kept low. Also, in the case where the functions of the CAS processor 62 are realized by a CPU, etc.
that realizes other functions, it is not necessary to add new hardware for a licensing format. [0100]
<Second embodiment> [Exemplary configuration of second embodiment of signal
transmitting/receiving system] Fig. 12 is a dragram illustrating an exemplary configuration of a
second embodiment of a signal transmitting/receiving system to which the pre8éffint¥éftion has been
applied. [0101]  Among the configuration elements illustrated in Fig. 12, like signs are given to
configuratioméléiments like those in Fig. 2, and repeated description thereof will be reduced or omitted
as appropriate. EOlOZ] . ) o
n a step $41, the audio decoder 58, following control
by the controller 64, decodes the audio data supplied from
the demultiplexer 54 in a format corresponding to the
enceding at the community broadcasting station 32, and
supplies the result to the speakers 50.
[0095]

In a step S42, the browser 60 interprets the display
control information supplied from the demultiplexer 54,
generates video data, and supplies it to the selector 36.
100967

In a step 343, the selector 56, following control by
the controller €4, selects the video data supplied from the
videco decoder 55 or the videce data supplied from the browser
60, and supplies it to the display unit 57.

[0057]

In a step 544, the display unit 57 displays images of
the viewing target pay community broadcasting on the basis
of the videc data supplied from the selector 56.

100983

In a step 843, the speakers 59 output audio
corresponding te the audio data supplied from the audic
decoder 58 as audio of the viewing target pay community

broadeasting. Then, the process ends.

10098}



The configuration of the signal transmitting/receiving system 100 in Fig. 12 differs from the
configuration in Fig. - 35 - S10P0696 2 primarily in that a receiving terminal 101 and a reader/writer
102 are provided instead of the receiving terminal 33 and the server 35. In the signal
transmitting/receiving system 100, a viewing license is exchanged by using a contactiess IC
(Integrated Circuit) chip included in the receiving terminal 101. [0103] Similarly to the receiving
terminal 33, the receiving terminal 101 is a mobile terminal able to receive free Iseg broadcasting or
pay community broadcasting transmitted in the central segment of a digital terrestrial broadcast wave.
Also, the receiving terminal 101 houses a confacfiéss IC chip. In the receiving terminal 101, a viewing
license is acquired from a reader/writer 102 due to the =tactless IC chip utilizintjje?gé%?o9 agnetic
waves to send and receive data to and from the reader/writer 102 in a contactless manner. [0104]
The reader/writeP*£02Rffilizes &lecrohafRetic Wiavats SehtP4id réceive Yaty T ¥ndflom a receiving

terminal 19 an¢.guifenticate dne recelving eminal 401, £139 e eadsugiier 102 utlizes

electromagnetic waves to transmit, to a valid receiving terminal 101, a scramble key for pay
community-krgadeasting.that is hreadecast Hsthenecompmunitydireadcasting station 32. Furthermore, the

reader/writer 102 - 36 -
functions of the CAS wrocessor 62. Conseguently, the
development cost of a recelving terminal 33 for a licensing
format can be kept low. Also, 1n the case where the
functions of the CAS processor 62 are realized by a CPU,. etc.
that realizes other functions, it is not necessary to add
new hardwarse for a licensing format.
(01069}
<Second embodiment>
[Exemplary configuration cf second embodiment of signal
transmitting/receiving system]

Fig. 12 is a diagram illustrating an exemplary
configuration of a second embodiment of a signal
transmitting/receiving system to which the present invention
has been applied.

(o101
Among the configuration elements illustrated in Fig. 1Z,
like signs are given to configuration elements like those in
Fig. 2, and repeated description thereof will be reduced or
cmitted as appropriate.
[0162]
The configuration of the signal transmitting/receiving

gsystem 100 in Fig. 12 differs frcom the configuration in Fig.



S10P0896 conducts a payment process with respect to the receiving terminal 101 for pay community
broadcasting corresponding to a scramble key transmitted to the receiving terminal 101. [0105] A
signal transmitting/receiving system 100 configured as above may conceivably involve installing a
reader/writer 102 at the entrance to a golf tournament venue, wherein the community broadcasting
station 32 transmits pay community broadcasting following the rounds of a specific famous player, for
example. In this case, an attendee may pay an entrance fee together with the reception fee for pay
community broadcasting following the roundgog% specific famous player by bringing his or her
receiving terminal 101 within communicable range of the reader/writer 102 at the-entsarce, and
thereby be able to view that pay community broadcasting. However, it may also be configured such

that the commuity Brpadegsiing staion, 2 {iansyits, ree, communit, hpogdcasting following highigh

scenes of the *'gjblf ournament in addition to pay community broadcasting. [0106] [Exemplary detailed
configuratien-etreceiving terminall-e . Jrigv13ds aibleck singrant lustrating-amexemplary detailed
configuration of the receiving terminal 101 in Fig. 12. - 37 - SIOP0896 = Among the configuration
elements fHlestatetlinBige 13, likeesighs Hte given té tonfiguiatititelements like those in Fig. 4, and

repeated description,thereof will be reduced or omitied as apgropgate; [Q1Q8] ;

exchanged by using a contactless IC {(Integrated Circuit)
chip included in the receiving terminal 101.
01037

Similarly to the receiving terminal 33, the receiving
terminal 101 is a mobile terminal able to receive free lseg
broadcasting or pay community broadcasting transmitted in
the ceﬁtral segment of a digital terrestrial broadcast wave.
Also, the receiving terminal 101 houses a contactless IC
chip. In the receiving terminal 101, & viewing license is
acguired from & reader/writer L02 due to the contactless IC
chip utilizing electromagnetic waves to send and receive
date to and from the reader/writer 102 in a contactless
Mannar .
(0104}

The reader/writer 102 utilizes electromagnetic wave to
send and receive data to and from a receiving terminal 101
and authenticate the receiving terminal 101. BAlsc, the
reader/writer 102 utilizes electromagnetic waves to transmit,
te a valid receiving terminal 101, a scramble key for pay
community broadcasting that is broadcast by the communilty

broadcasting station 32. Furthermore, the reader/writer 102



The configuration of the receiving terminal 101 in Fig. 13 differs pritharilyin thaLa contactiess EC chip

111 is provided instead of the wireless communication interface 61. [0109]

The contactless IC chip

111 utilizes electromagnetic waves to send and receive data to and from the reader/writer 102. For
example, the contactless IC chip 111 modulates the terminal ID of a receiving terminal 33 supplied
from the CAS processor 62 in a given modulation format, and utilizes an electromagnetic wave to
transmit it to the reader/writer 102. Also, the contactless IC chip 111 receives a viewing license
transmitted utilizing an electromagnetic wave as a result of an authentication process using a terminal
ID conducted by the reader/writer 102, and demdiulates it in a demodulation f rrgg& ggirgesponding to

the modulation format of the reader/writer 102. Then, the contactless IC chip 1 1 supp
license obtained as a result of demodulation to the CAS processor 62. 0110]‘1[
ill

configuratiohr6ieatie? FRY'e38 PERSPORIE” -1 Fig ST & a Blodk didgiai

ies a viewing
Exemplary detailed
usffating an exemplary

detailed cqnfiguration of the-reader/wiiter 102 in,Fig 12,0114, o The-teaderiwtiter 402 in Fig. 14 is
composed of an antenna 151, an analog front end unit 152, a controller 153, ROM 154, RAM 155, a
recording unit 456nahd akdrive 162101121 tJ hetenteana I5lnygtilizesremelectiomagnetic wave to
transmit a viewing license supplied from the analog front end unit 152 to the receiving terminal 101.
Also, the ahtér?d 151 receives an electromagnetic wave transmitted from the receiving terminal 101

andSUpp"eS“tqg@%%%@?ggggggﬁyiHygé¥§%ceiving system 100 configured

as above may conceivably involve installing a reader/writer

102 at the entrance to a golf tournament venue, wherein the

community broadcasting station 32 transmits pay community

proadcasting following the rounds of a specific famous

player, for example. In this case, an attendee may pay an

antrance fee together with the recepticon fee for pay

community broadcasting following the rounds of & specific

famous player by bringing his or her receiving terminal 101

within communicable range of the readexr/writer 102 at the

entrance, and thereby be able to view that pay community

broadcasting. However, it may also be configured such that

the community broadcasting station 32 transmits free

community broadcasting following highlight scenes of the

golf tournament in addition to pay community broadcasting.

[0106]

[Exemplary detailed configuration of receiving terminal]

Fig. 13 is a block diagram illustrating an exemplary

detailed configuration of the receiving terminal 101 in Fig.

12,

(0107}



[0113] The analog front end unit 152 generates a carrier wave on the basis of a clock signal of
given frequency. The analog front end unit 152 modulates a viewing license supplied from the
controller 153 in a given format on the basis of the carrier wave and supplies it to the antenna 151.
Also, the analog front end unit 152 demodulates an electromagnetic wave supplied from the antenna
151 with a demodulation format corresponding to the modulation format of the contactless IC chip 111
in the receiving terminal 101, and supplies the terminal ID obtained as a result to the controller 153. -
39 - S10P0896 [0114]  The controller 153 exegwtes various processes by loading a program stored
in the recording unit 156 into the RAM 155 and executing the program. Specificallyfthecontroller 153
conducts an authentication process on the basis of a terminal ID supplied from the analog front end
unit 152. Also, dependipg-on-the-resultof;that authentication pracess, the coniroller 153 supplies the
analog front end unit 152 with a viewing license, stored in the storage unit 156, for pay community
broadcastingktrassmitite by the. cemmunity b dgdcasting statiend2: Furthermoresthe.controller 153
conducts a payment process with respect to a receiving terminal 101 that has received a viewing

license, fof pay comAtmity Broadeastity corespohdingtotRat Viewing ficERSE o1 151

omlitted as appropriate.

[0108]

]

he configuration of the receiving terminal 101 in Fig.
13 differs primarily in that a contactless IC chip 1171 is
provided instead of the wireless communication interface 61.
[01G9]

The contactless IC chip 111 utilizes electromagnetic
waves to send and receive data to and from the reader/writer
102. For example, the contactless IC chip 111 modulates the
terminal ID of & receiving terminal 33 supplied from the CAS
processor 62 in a given modulation format, and utilizes an
electromagnetic wave to Lransmit 1t to the reader/writer 102.
Also, the contactless IC chip 111 receives a viewing license

ransmitted utilizing an electromagnetic wave as a result of
an authentication process using a terminal ID conducted by
the reader/writer 102, and demodulates it in a demcodulation
format corresponding to the modulaticon format of the
reader/writer 102Z. Then, the contactless IC chip 111
supplies a viewing license cbtained as a resuli of
demodulation to the CAS processocr 6Z2.

(01107

{Exemplary detailed configuration of reader/writer]



Herein, a program executed by the controller 153 may be provided by being recorded onto a
removable medium 171 given as packaged media, for example. Also, a program may be provided via
a wired or wireless transmission medium such as a local area network, the Internet, or digital satellite
broadcasting. [0116] Also, in the reader/writer 102, a program may be installed to the storage unit 156
by loading a removable - 40 - SIOP0896 medium 171 into the drive 162. Otherwise, a program may be
installed in advance to the ROM 154 or the storage unit 156. [0117]  Herein, the processing in the
signal transmitting/receiving system 100 is similar to the processing in the signal _ans mit ng/receiving
system 30 with the exception that a viewing licenge is provided by a reader/wrljst% 8& For this reason,
detailed description of such processing will be omitted. [0116] In the signal transmitting/receiving
system 30 (100) discussed above, reception restriction was conducted usingéoaﬁtlicensing format for

S

community broa8iédsting, Bt itnfayPaSobe Boffigured SUdH that feebtfoifédtficton is conducted
using a licgsing:fogmat for aitiet Iseg,baadsasting, futhermots, 1 ay:alse e configured such that

reception restriction is conducted only for some community broadcasting or other Iseg broadcasting.
[0111]

The reader/writer 102 in Fig. 14 is composed of an
antenna 151, an analcg front end.unit 152, a controller 153,
ROM 154, RAM 155, a recording unit 156, and a drive 162.
[0112]

Tha antenna 151 utilizes an electrcmagnetic wave to
transmit a viewing license supplied from the analog front
end unit 152 to the receiving terminal 101. Also, the
antenna 151 receilves an electromagnetic wave transmitted
from the receiving terminal 101 and supplies it to the
analog front end unit 15Z.

(01131

The analog front end unit 152 generates a carrier wave
on the basis of a clock signal of given freguency. The
analog front end unit 152 modulates a viewing license
supplied from the controller 153 in a given format on the
pasis of the carrier wave and supplies it to the antenna 151.
Also, the analcg front end unit 152 demodulates an
electromagnetic wave supplied from the antenna 151 with a
demodulation format ceorresponding to the modulation format

~

0f the contactless IC chip 111 in the receiving terminal 101,
and supplies the terminal ID obtained as a result to the

controller 153.



[0119] Also, the series of processes of the receiving terminal 33 discussed earlier may be
executed by hardware or executed by software. In the case of executing the series of processes by
software, a program constituting such software is installed onto a computer. Herein, the term computer
includes a computer built into special-purpose hardware, or - 41 - SIOP0896 for example a
general-purpose personal computer able to execute various functions by installing various programs
thereon, etc. [0120]  Fig. 15 is a block diagram illustrating an exemplary hardware configuration of a
personal computer that executes the series of processes discussed earlier with a program. [0121]

In a personal computer 200, a. CPU (Central Précessing Unit) 201, ROM (Read-Onéy Memory) 202,
and RAM (Random Access Memory) 203 are connected to each other by a bus Yoz Ef@fZZ] An
input/output interface 205 is additionally connected to the bus 204. Connected to the input/output
interface 208%dr&’an input unit 206, an output unit 207, a storage unit 208, a communication unit 209,

m“jadnveZlofﬁ&g%Lntroiler 153 executes various processes by
loading a program stored in the recording unit 156 into the
RAM 155 and executing the program. Specifically, the
controliler 153 conducts an authentication process on the
basis of a terminal ID supplied from the analog front end
unit 152. Also, depending on the result of that
authentication process, the controller 153 supplies the
analog front end unit 152 with a viewing license, stored in
the storage unit 156, for pay community broadcasting
transmitted by the community broadcasting station 32.
Furthermore, the contreller 153 conducts a payment process
with respect to a receiving terminal 101 that has racelved a
viewing license, for pay community broadcasting
corresponding to that viewing license.
[0115]

Herein, a program executed by the conirceller 153 may be
provided by being recorded onto z removable medium 171 given
as packaged media, for example. Also, a program may be
provided via a wired or wireless transmission medium such as
a local area network, the Internet, or digital satellite
broadcasting.

(01167
Also, in the reader/writer 102, a program may be

nstalled to the storage unit 136 by leoading a removable

-



The input unit 206 comprises a keyboard, mouse, microphone, etc. The output unit 207 comprises a
display, speakers, etc. The storage unit 208 comprises a hard disk, non-volatile memory, etc. The
communication unit 209 comprises a network interface, etc. The drive 210 drives a removable medium
211 such as a. magnetic disk, an optical disc, a magneto-optical disc, or semiconductor memory.
[0124] - 42 - 310P0896 In the personal computer 200 configured as above, the series of process
discussed earlier is conducted due to the CPU 201 loading a program stored in the storage unit 208
into the RAM 203 via the input/output interface 205 and the bus 204, and executing the program, for
example. [0125] A program executed by the f&rsonal computer 200 (CPU 20]@ may for example be
provided by being recorded onto a removable medium 211 given as packaged% dRf %@c. Also, a

program may be provided via a wired or wireless transmission medium such as a local area network,
the Interndte8i- digithl satelite broadeastity. [6126] Hir e Persondl CORRPFEEF 200y afstogram may be

motalled 19 e stofage pnERR.Y. e nputiontat [aeriace. 00 By oadinathe femoyable meduum
211 into the drive 2T0. leo, a program may be received by the communication unit 209 via a wired or
wireless transmission medium and installed to the storage unit 208. Otherwise, a program may be
installed in advance in the ROM 202 or the storage unit 208. [0127]
Herein, the processing in the signal
transmitting/receiving system 100 is similar to the
processing in the signal transmitting/receiving system 30
with the exceptien that a viewing license is provided by a
reader/writer 102. For this reason, detailled description of
such processing will be cmitted.
[0118]
In the signal transmitting/receiving system 30 {(100)
discussed above, reception restriction was conducted using a
licensing format for community broadcasting, but it may also
be configured such that reception restriction 1s conducted
using a licensing format for cther lseg broadcasting.
Furthermore, it may also be ceonfigured such that reception
restriction is conducted only for some community
breadcasting or other lseg brcocadcasting.
[0119]
Alsc, the series of processses of the receiving terminal
33 discussed earlier may be executed by hardware or executed
by software. In the case of executing the series of
processes by software, a program constituting such scftware
is installed onto a computer. Herein, the term computer

includes & computer buillt into speclal-purpcese hardware, or



Herein, in the present specification, the steps stating a program stored in a program recording medium
may obviously include processes conducted in a time series following the - 43 - 51030896 described
order, and may also include processes executed in parallel or individually without necessarily being
processed in a time series. [0128]  Also, in the present specification, a system refers to the totality of
an apparatus composed of a plurality of apparatus. [01291 An embodiment of the present -
invention is not limited to the embodiments discussed above, and various modifications are possible

within a scope that does not depart from the principal matter of the present invention. Reference Signs
List [0130] -~ 41 -
510P0896

for example a general-purpose personal computer able to
execute variocus functions by installing various programs
thereon, etc.

[012C]

Fig. 15 is a block diagram illustrating an exemplary
hardware configuration of a perscnal computer that executes
the series of processes discussed earlier with a program.
(0121]

In a perscnal computer 200, a CPU (Central Processing
Unit) 201, ROM (Read-Only Memory) 202, and RAM (Random
Access Memory) 203 are connected to each other by a bus 204.
roi22i |

An input/output interface 205 is additionally connected
to the bus 204. Connected to the input/cutput interface 205
are an input unit 206, an output unit 207, a storage unit
208, a communication unit 209, and a drive 210,

[0123]

The input unit 206 comprises a keybcard, mouse,
microphone, etc. The output unit 207 comprises a display,
speakers, etc. The storage unit 208 comprises a hard disk,
non-volatile memory, etc. The communication unit 208
comprises a network interface, etc. The drive 210 drives a
removable medium 211 such as a magnetic disk, an optical

disc, a magneto-optical disc, or semiconductor mMEmoOry.



30 signal transmitting/receiving system 33 receiving terminal 35 server 52 tuner 53 descrambler 61
wireless communication interface 71 CPU 79 communication unit 100 signal transmitting/receiving
system 101 receiving terminal 102 reader/writer

S10r0886

In the personal ccmputer 200 configured as above, the
series of process discussed earlier is conducted due to the
CPU 201 loading a preogram stored in the storage unit 208
into the RAM 203 via the input/output interface 205 and the
bus 204, ang executing the program, for example.

(0125}

A program executed by the perscnal computer 200 {CPU
201} may for exampls be provided by being recorded onto a
removable medium 211 given as packaged media, stc. Also, a
program may be provided via a wired or wireless transmission
medium such as a local area network, the Internet, or
digital satellite broadcasting.

S [0126]

In the personal computer 200, & program may be
installed to the storage unit 208 via the input/output
interface 205 by loading the removable medium 211 into the
drive 21C. Also, a program may be received by the
communication unit 209 via a wired or wireless transmission
medium and installed to the storage unit 208. Otherwise, a
program may be installed in adwvance in the ROM 202 or the
storage unit 208.

[(06127]

Herein, in the present specification, the steps stating

a program Stored.in a program recording medium may obviously

include processes conducted in a time series feollowing the



96 111 contactless IC ¢ 151 antenna 153 controller - 45 - 5102089‘6'CLA|M_S

S1CP089%

described order, and may alsc include processes executed in
parallel or individually without necessarily being processed
in a tims series.

[0128)

2lsc, in the present specification, a system refers to
the totality of an apparatus compcsed of a plurality of
apparatus.

[0129]

An embodiment of the present invention is not limited
ta the embodiments discussed above, and various
modifications are possible within a scope that does not
depart from the principal matter of the present inventicn.
Reference Signs List
[0130]

30 signal transmitting/receiving system

33 receiving terminal

35 server

52 tuner

53 descrambler

61 wireless communication interface

71 CFU

79 communication unit

100 signal transmitting/receiving system

101 receiving terminal

102 reader/writer



[Claim 1] A transmitting apparatus, comprising:  acquiring means for acquiring a license that
includes terms of use for content of digital broadcasting used at a receiving apparatus that receives
the digital broadcasting; and transmitting means for transmitting the license that includes terms of
use for content of digital broadcasting to the receiving apparatus that receives the digital broadcasting;
wherein the license includes channel selection information for receiving the content of the digital
broadcasting. [Claim 2] The transmitting apparatus according to Claim 1, wherein the license
includes a decryption key for unlocking encryption applied to the content. [Claim 3] The

transmitting apparatus according to Claim 1, chatdcterized in that
510r0886

111 contactless IC chip
151 antenna

153 ceontroller



the content of the digital broadcasting is transmitted by community broadcasting. [Claim. - 46 -
310P0896 The transmitting apparatus according to Claim wherein the transmitting means
transmits the license to the receiving apparatus via a network. [Claim [5] A transmitting method,
including steps wherein a transmitting apparatus acquires a license that includes terms of use for
content of digital broadcasting used at a receiving apparatus that receives the digital broadcasting, and
transmits the license that includes terms of use for content of digital broadcasting to the receiving
apparatus that receives the digital broadcasting,
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CLATIMS

[Cladim 1]

A transmitting apparatus, comprising:

acguiring means for acquiring a license that includes
terms of use for content of digital broadcasting used at a
receiving apparatus that receives the digital broadcasting;
and

transmitting means for transmitting the license that
includes terms of use for content of digital breoadcasting to
the recelving apparatus that receives the digital
broadcasting;
wherein

the license includes channel selection informaticn for
receiving the content of the digital broadcasting.
{Claim 2]

The transmitting apparatus according to Claim 1,
wherein

the license includes a decryption key for unlocking
encryption applied to the content.
[Cilaim 3]

The transmitting apparatus according to Claim 1,
characterized in that

the content of the digital broadcasting is transmitted
by community broadcasting.

[Claim 4]



wherein the license includes channel selection information for receiving the content of the digital
broadcasting. [Claim 6] A receiving apparatus, comprising: license receiving means for receiving,
via a network, a license that includes terms of use and channel selection information for content of
digital broadcasting; content receiving means for selecting the channel of the digital broadcasting
on the basis of the channel selection information included in the license, and receiving the content;

and - 47 -51090896 playback means for playing back the content of the digital broadcasting on
the basis of the license. [Claim 7] 6

S10P0846

The transmitting apparatus according to Claim_l,
wherein

the transmitting means transmits the license to the
receiving apparatus via a network.
fClaim 5]

A transmitting method, including steps wherein a
transmitting apparatus

acguires a license that includes terms of use for
content of digital broadcasting used at a recelving
apparatus that receives the digital broadcasting, and

transmits the license that includes terms of use for
content of digital broadecasting te the receiving apparatus
that receives the digital broadcasting,
wherein

the license includes channel selection information for
receiving the content of the digital broadcasting.
[Clalm ©]

L receiving apparatus, comprising:

license receiving means for receiving, via a network, a
license that includes terms of use and channel selection
information for content of digital broadcasting;

content receiving means for selecting the channel of

the digital broadcasting on the basis of the channel

~ty

-

e

b

ection information included in the llcense, and receiving

the content; and



The receiving apparatus according to Claim 6, wherein the license includes a decryption key for
unlocking encryption applied to the content. [Claim 8]  The receiving apparatus according to Claim

7, further comprising:

decrypting means for decrypting encrypted content using the decryption key.

[Claim 9] The receiving apparatus according to Claim 6, characterized in that the received
content of the digital broadcasting is transmitted by community broadcasting. [Claim 10] The
receiving apparatus according to Claim 6, characterized in that the license receiving means
receives the license via a network.

- 47 -
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rlavback means for playing back the content of the

digital broadcasting cn the basis of the license.

(Claim 7)

The recsiving apparatus according to Clazim €, wherein

the licenses includes z decryption key for unlocking

encryption applied tec the content.

[Claim 81

The receiving apparatus according to Claim 7, further

comprising:

decrypting means for decrypting encrypted content using

The receliving apparatus according to Claim 6,

characterized in that

the received content of the digital broadcasting is

tranamitted by community broadcasting.

[Claim 101}

The recelving apparatus according teo Claim 6,

characterized in that

the license recelving means recelves the license via a

network.

]

J

-
(=)

{Claim 1

A receiving methed, including steps wherein a receiving

apparatus

receives, via a network, a license that includes terms



[Claim 11] A receiving method, including steps wherein a receiving apparatus receives, via a
network, a license that includes terms - 48 - SIOP0896 of use and channel selection information for
content of digital broadcasting, selects the channel of the digital broadcasting on the basis of the
channel selection information included in the license, and receives the content, and plays back the
content of the digital broadcasting on the basis of the license. - 49 -

- £8 -
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of use and channel selecticn information for content of
digital broadcasting,

selects the channel of the digital broadcasting on the
basis of the channel selection information included in the
license, and receives the content, and

plays back the content of the digital broadcasting on

+he basis of the license.



Transmitting Apparatus, Transmitting Method, Receiving Apparatus, and Receiving Method
ABSTRACT The present invention relates to a transmitting apparatus and transmitting method as well
as a receiving apparatus and receiving method configured to be able to recognize only channel
selection information for digital broadcasting that is viewable at the receiving end. A

communication unit 79 transmits a viewing liceA8e and channel selection information to a receiving
apparatus that receives digital broadcasting. The viewing license includes a license expiration date
given as termsTefuse: for contentref digital bivadcasting L aad e sérimbEEKEY Tadnlocking scrambling
applied to content. The channel selegtion informRatioen i&,irr;(fjom%tijl%% related to digital broadcasting
. v L =] . .
channel selection. The presez?‘ﬁ?ﬁ\?é’mﬁn cAnbé appﬁe& {0 a server that communicates with a
receiving terminal which receives digital broadcasting, for example. Figure 15
ABSTRACT
The present invention relates to a transmitting
apparatus and transmitting method as well as a receiving
apparatus and receiving method configured to he able to
recognize only channel selection infermation for digital
broadcasting that is viewable at the receiving end.
& communication unit 79 transmits a viewing license and
channel selection information to a receiving apparatus that
receives digital broadcasting. The viewing license includes a
license expiration date given as terms of use tor content cof
digital broadcasting, and a scramble key for unlocking
scrampling applied to content. The channel selection
information is information related to digital broadcasting
~hannel selection. The present invention can be applied To &

. C Do L o . :
server that communicates with a receiving terminal which

receives digital broadcasting, for exampie.

Figure 15



